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Abstract.We present three explicit constructions of hash functions, which ex-
hibit a trade-off between the size of the family (and hence the number of random
bits needed to generate a member of the family), and the quality (or error param-
eter) of the pseudo-random property it achieves. Unlike previous constructions,
most notably universal hashing, the size of our families is essentially independent
of the size of the domain on which the functions operate.

The first construction is for the mizing property — mapping a proportional
part of any subset of the domain to any other subset. The other two are for the
extraction property — mapping any subset of the domain almost uniformly into
a range smaller than it. The second and third constructions handle (respectively)
the extreme situations when the range is very large or very small.

We provide lower bounds showing our constructions are nearly optimal, and
mention some applications of the new constructions.
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1 Introduction

In 1979, Carter and Wegman introduced the notion of universal hashing functions [7]. Though
these functions were introduced with data storage application in mind, they found many appli-
cations to complexity theory [29, 31, 34, 17, 16, 20, 21, 18, 19, 26, 27, 36]. This wide range of
applications owns its existence to two related ‘random’ properties of these succinct and efficiently
computable functions: the extraction and the mizing properties.

For a family F of functions, each mapping n-bit strings to m-bit strings, the eztraction
property asserts the following. Every subset of K - 2™ strings in the domain {0,1}", is mapped
almost uniformly to the range {0, 1}, by all but a small fraction of the functions in the family.
The parameter K > 1 determines the quality of the approximation to the uniform distribution
and the fraction of bad functions in /' (i.e. those that don’t achieve this approximation). The
extraction property is the heart of the Leftover Hash Lemma [20] and its precurors, which were
key to numerous results, e.g. in saving randomness [21], weak random sources [36], pseudorandom
generators [16, 20] and interactive proofs [17].

The mizing property is meaningful also in case m = n, and in fact it is usually used with
this choice. Hence, we assume for simplicity that m = n. Loosely speaking, the mixing property
asserts that, for all but a small fraction of the functions f in the family #’, the membership in
A x B of a pair (a, f(a)) with a being a random element from the domain, is essentially the
same as that of a random pair (a, b) of elements. The prime use of the mixing property is in the
logspace pseudorandom generators [26, 27].

In the definitions above, there is an error parameter ¢ (e.g. the fraction of bad functions,
the distance from the uniform distribution etc.), which determines the quality of the mixing
or extraction achieved by the family /. All the applications mentioned above take F to be a
universal family of hash functions. This family achieves the best possible quality parameter: ¢ is
exponentially small in m. However, while small enough for these applications, a universal family
has to be large: exponential in n.

But in some applications we may be content with a larger ¢ (i.e. lower quality), say constant
or 1/poly(n). Can we use much smaller families F' in this case and achieve similar random
properties? A straightforward counting argument shows (nonconstructively, of course) that there
exist families I of size poly(1/¢) (resp. poly(n/c)) achieving the mixing (resp. extraction)
properties with quality €. Note that these bounds depend essentially only on the quality required,
and not on the size of the domain.

The main contribution of this paper is in presenting explicit constructions of such families, thus
yielding a trade-off between the size of the family and the desired quality. The first construction
is for mixing, where we obtain a complete trade-off. The second and third constructions are for
extraction, where we (respectively) handle two extreme cases: when n — m < n and m < n.
Our constructions are relatively simple. The first two of them combine universal hashing and
expander graphs. (It is interesting to note that despite the similarity in these two constructions,
the proofs are completely different). An alternative to the second construction, which is often



more efficient, uses the extractors of [28] instead of universal hashing. The third construction
uses small-bias probability spaces of small size. We provide lower bounds to show that the first
construction is nearly optimal, and the third is nearly optimal for sufficiently small m. By nearly
optimal here we mean that the number of bits needed to describe a member of the family in our
constructions is within a constant factor of the lower bound. The second construction uses a
number of random bits which is at most quadratic in the lower bound.

It is not surprising that these constructions already found some interesting applications. Using
the first construction we reduce the randomness complexity of two generic procedures as follows:

1. For sampling procedures, which use an asymptoticaly optimal number of sample points,
the amount of randomness required to generate the sample points is reduced by a factor of
2; and

2. The randomess complexity of Nisan’s “generalized logspace” generator [26], is reduced by
a logarithmic factor.

The second construction implies a randomness—efficient leftover hash lemma. The third con-
struction turned out to be the main technical tool in the recent result of [33] (who independently
discovered a similar construction). They completely resolve the simulation problem of BPP
algorithms by Santha-Vazirani [32] sources. Recall that such a source is required to give the
each successive output bit a nontrivial probability § for both HEADS and TaiLs. While the best
previous result [35] required a constant é > 0, the new result requires only that on n-bit output,
§ > n~1)_ A simple information theoretic argument [11] shows that this bound is best possible.

Despite the general interest in reducing the size of sample spaces achieving various random
properties, very little was done for the proerties provided by universal hashing. The only previous
result achieving such a quality-size trade-off is the paper [28]. They deal with extraction in the
difficult range m = O(n) (which we cannot handle), via an ingenious construction. Moreover,
they applied it to show that poly(5) random bits add no power at all to space(,5') Turing machines!
As mentioned above, [33] independently discovered a construction similar to our third one. They
obtain the same bounds, but with a somewhat different proof.

Organization

The following three sections are devoted to the corresponding three constructions mentioned
above. Each section starts with a brief intuitive summary of the results obtained. Next, comes
a formal statement of the result and a description of the construction which achieves it. We
briefly touch on the technical tools used in the proof that the construction works, and present
the relevant lower bound. In addition, for the first construction, we describe two applications.
The appendix contains four sections. In Section A we detail the technical tools used in the
proofs. In Section B we give full proofs of the upper bounds for all constructions, and in section
C the proofs of the lower bounds. Details for the sampling application (of the first construction)

are given in section D.



2 Tiny Families of Functions with Mixing Properties

Recall that a function f is mixing for sets A, B of the domain, if membership in A x B of a pair
(a, f(a)), with a being a random element in the domain, occurs roghly as often as it would for a
random pair (a,b) of elements. The main result of this section is the explicit construction of an
e-mixing family of size poly(1/¢). Here € stands both for distance from truely random behaviour,
as well as the fraction of bad functions which do not achieve this distance. We state the precise
theorem, then describe the construction. We prove that our family has optimal size up to a
polynomial, and present an application to saving randomaness in the generalized logspace model
of [26]. We conclude with a different perspective of this result, advocated by Linial.

Main result

Theorem 1 For every ¢ > 27" there exists a family of functions, each mapping {0,1}" to
itself, satisfying the following properties.

e succinctness: the family contains a polynomial in 1 number of functions, and each function
is represented by a unique string of length I(¢) = O(log 1).

o efficient evaluation: There exists a logspace algorithm that, on input a description of a
function f and a string x, returns f(z).

e mixing property: For every two subsets A, B C {0,1}", all but an € fraction of the functions
[ in the family satisfy

|[Prob(X, € AN f(X,)€B)— p(A)p(B)| < 2

where p(.S) def |2in denotes the density of the set S and X,, is a random wvariable uniformly

distributed over {0,1}".

The Construction

The construction makes used of two basic tools which are frequently used for saving randomness:
universal hashing functions and expander graphs.

We start by setting the parameters for the expander graph and the universal hashing family
to be used. First, let G be an expander graph of degree d, second eigenvalue A, and vertex set

{0,1}", so that % < €. Such expander graphs are easily constructible for d = szTT (cf., [15]) !

Assume, without loss of generality, that d is a power of 2. For every 7 € [d] def {1,2...,d} and

v € {0,1}", denote by g;(v) the vertex reached by moving along the i*h edge of the vertex v.

! Actually, using Ramanujan Graphs, it suffices to have d = ;% (cf., [23]). One may prefer the Gaber-Galil
expander since it allows to avoid problems such as generating large primes and embedding {0,1}" in GF(p), for a
suitably large prime p.



We next consider a universal family, denoted H, of hash functions, each mapping [ def
4log,(1/¢€)-bit long strings to [d] (where [d] = {0,1}™, for some m). Namely, a uniformly chosen
function h € H maps each string a € {0,1}! uniformly into [d] so that every two strings are
mapped in an independent manner.

We now define the functions in our family, denoted F. For each hashing function h € H, we
introduce a function f € F defined by

flo) & Ih(1sh(v)(0)

where Isb(v) returns the [ least significant bits of v € {0,1}". Namely, f(v) is the vertex reached
from v by following the i edge of v, where i is the image of the [ least significant bits of v under
the function h. (We remark that our choice of using the [ least significant bits is arbitrary and
any other efficient partition of {0,1}" into 2! parts, of approximately the same size, will do.)
The full proof is given in the appendix. The two main technical tools it uses (see section A)
are the Expander Mixing Lemma, and the pairwise independence of the universal hash function

family.

Lower Bound

Theorem 2 A family with mixing property of accuracy ¢, must have size at least \/g.

Applications

We present two applications of the new construction. The first application is to reducing the
randomness complexity of sampling techniques (specifically, by a factor of 2); and the second
is to reducing the cost of the deterministic simulation of a generalization, due to Nisan [26], of

random-logspace computations.

Sampling

In many settings repeated sampling is used to estimate the average value of a huge set of values.
Namely, there is a value function v defined over a huge space, say v : {0,1}" — [0,1], and
one wishes to approximate v def 2% 2re{o1}n v(z). To this end, one may randomly select a small
sample set S and compute |1?| S zesv(z). Using a sample of O(1/€?) uniformly and independently
selected points, one gets, with constant probability, an approximation that it within an additive
factor of € from the correct average. In fact, a set of O(1/€*) points selected in a pairwise-
independent and uniform manner yields the same quality of approximation. Whereas generating
t totally independent random points in {0, 1}" requires ¢ - n unbiased coin flips, one can generate
t pairwise-independent random points using only 2 - n unbiased coin flips [10]. Using the new
family of functions, we further reduce the randomness complexity of the approximation problem

to n 4+ O(log(1/¢)), while almost maintaining the number of sample points.



Definition 1 (sampler): A sampler is a randomized algorithm that on input parameters n (length),
€ (accuracy) and ¢ (error), and oracle access to any function v :{0,1}" — [0,1], outputs, with
probability at least 1 — 6§, a value that is at most € away from v. Namely,

Prob(|sampler”(n,€,8) — 7| > €) < §
Theorem 3 There exists a poly(n, e, 8)-time sampler which
o makes O(5) oracle queries; and
o tosses n+ O(log(1/€))+ O(log(1/8)) coins.

We remark that samplers for Boolean functions can be obtained in a more direct way; and
furthermore, these samplers use only n coin tosses (see appendix D). Using the result of Bellare
et al [5], we get the same reduction in the randomness complexity, while reducing the number of
sample points.

Corollary 4 There exists a poly(n,¢,log(1/6))-time sampler which
)

o makes O(logiil/&) oracle queries; and
o tosses n+ O(log(1/¢€))+ O(log(1/6)) coins.

The last sampler is optimal (up to a multiplicative factor) in its sample-complexity, and among
the samplers with nearly optimal sample complexity the above is optimal (up to the additive
logarithmic factors) in its randomness-complexity [6]. Previously, efficient samplers with optimal
sample-complexity were known only for twice the randomness-complexity [5] (yet, [6] have proved,
via an non-constructive argument, that samplers with sample and randomness complexities as in

the corollary do exist).

Generalized Random Logspace

In [26], Nisan considered the problem of saving randomness in a context in which m randomized
algorithms are executed and their output is fed to an s-space machine which then produces a
final Boolean output. (Actually, the problem is not affected if the s-space machine is allowed to
have output of length bounded by O(s).) For simplicity, assume that each of the algorithms uses
n coin flips. The obvious way of running the entire procedure requires m - n coin flips. In case
we are willing to tolerate an ¢ additive error (respectively, deviation) in the final output, more
randomness-efficient solutions are possible. In particular, Nisan showed [26] that the randomness
complexity can be decreased to

O(max{n, s+ log(m/e)} - log m)

Replacing the universal hash functions used in [26] by our family of mixing functions, we show



Theorem 5 The above problem can be solved with randomness complexity
n+ O((s 4+ log(m/e)) - logm)

We remark that in many applications n > s + log(m/e€). Specifically, it is reasonable to consider
the case where m, 1/¢ and n are all polynomially related, and furthermore s = O(logm). For

these cases, our improvement yields a logarithmic reduction in the randomness complexity.

A Different Perspective

The mixing property of families of functions should not be confused with the mixing property of
graphs. Yet, the two are related as we shall see below. We say that a graph has a good mixing
property if for every two subsets of vertices the fraction of edges connecting these subsets is
approximately equal the product of the densities of these subsets. Clearly, a family of functions
over {0,1}", with good mixing, induces a regular multi-graph? with good mixing. The converse
is not obvious. Specifically, it was not even known whether the edges of some small degree graph
with good mixing property (e.g., an expander) can be so colored that they induce a family of
functions with a good mixing property. In fact, this problem has been advocated by Nati Linial.

Let us try to clarify the nature of this problem. Consider a d-degree expander with vertex-set
y &f {0,1}", and some d-coloring of its edges. For every two sets of vertices, A and B, denote

by Ei(A, B) the set of edges of color 7 that connect a vertex in A to a vertex in B. By the

Expander Mixing Lemma (see following section), it follows that the average of |Ei(f/1’B)|, taken
over all 1 <1 <d, is approximately % . %. The question is whether %ﬁn is approximately

{% . %, for almost all 1 <1< d. One can easily verify that, in general, the answer is negative.

Specifically, for Cayley Graph expanders (e.g., [24, 4, 23]), there are sets A and B for which there

(A4,B)]
v

exist no i such that i approximates The problem raised by Nati Linial was to

Al 1B
) v v
construct an expander for which the mixing property holds for most colors (and not only on the
average).

We resolve this problem by presenting a transformation of edge-colored expanders to edge-
colored expanders for which the mixing property holds for most colors (as required above). Our
transformation preserves the vertex set and the expansion properties of the original expander, but
increases the degree by a polynomial factor (i.e., from d to poly(d)). Although the transformation

is not explicitly presented in this extended abstract, it can be easily derived from the description.

3 Tiny Families Extracting High Min-entropy

Recall that the extraction property, for a family of functions each mapping n-bit strings to m-bit
strings, means that each subset of K -2 strings in {0, 1}" is mapped almost uniformly to {0, 1},
by all but a small fraction of the functions in the family. We consider the extraction problem in

2 A multi-graph is a graph in which parallel edges are allowed.



two special cases: the case where m is very small (in the next section) and the case m is very

close to n (in this section). Actually, we consider a generalization of the extraction problem to
1
K-2m?

called min-entropy (cf., Chor and Goldreich [9]).

random variables with an upper bound, of on the probability function. Such a bound is

Definition 2 (min-entropy): Let X be a random variable. We say that X has min-entropy k if
Prob(X =z) < 27%, for each .

Here we treat the case of random variables with min-entropy n — k with £ < n. We construct
a family of poly(2*/¢) functions mapping {0,1}" to {0,1}™, where m = n — O(k). For each such
random variable, all but a € fraction of the functions, when applied to it, yield a random variable
which is e-close to uniform (in norm-1). Loosely speaking, this means that these functions are
able to “smooth” almost the entire min-entropy; specifically, min-entropy n — k is mapped to
almost uniform distribution over the strings of length n — O(k).

In a typical use of this extraction, most notably the applications of the leftover hash lemma,
e = 27UK), In these cases the size of our family is poly(1/€) which is optimal by the lower bound
we give. There may be cases, however, where ¢ may be allowed to be much larger. Here we have
an alternative constcruction with size kC(°8(1/)) which will be much smaller than 2¥/c in this
case. We mention both in the precise theorem.

Main Result

Theorem 6 Let k < n, m < n—k and ¢ > 2-(»=m=0®)/O() " (Typically, m = n — O(k) and
e = 2790=m) ) There exists a family of functions, each mapping {0,1}" to {0,1}™", satisfying
the following properties.

e succinctness: the family contains a polynomial in % number of functions, and each func-
tion is represented by a unique string of length I(k,¢) = O(k + log %) Alternatively, we
can achieve size KO0/ with the description length of each function being I(k,e) =

O((logk)(log(1/e).

o cfficient evaluation: There exists a logspace algorithm that, on input a description of a
function f and a string x, returns f(z).

e extraction property: For every random variable X € {0,1}" of min-entropy n — k, all but
an € fraction of the functions f in the family satisfy

Y [Prob(f(X)=a) - | < ¢

a€q{0,1}m
The construction

We start with the main construction. At the end, of this subsection, we explain how to modify

it and get the alternative construction. Again, we use universal hashing functions and expander



graphs. This time we use an expander graph, GG, degree d (power of two), second eigenvalue A,

and vertex set {0,1}™, so that % < 2,5/2. (Recall that such an expander can be constructed for

d= poly(%).) As before, for every i € [d] def {1,2...,d} and v € {0,1}"™, denote by g;(v) the
vertex reached by moving along the ith edge of the vertex ». The universal family, denoted H,
contains hash functions each mapping (n — m)-bit long strings to [d].

We now define the functions in our family, denoted F. For each hashing function h € H, we
introduce a function f € F defined by

def

f(z) = gh(lsb(x)(me(‘r))

where Isb(z) returns the n — m least significant bits of z € {0,1}", and msb(z) returns the m
most significant bits of . Namely, f(z) is the vertex reached from the vertex v def msb(z) by
following the ith edge of v, where i is the image of the n — m least significant bits of z under the
function h. (We remark that our choice of using the n — m least significant bits is arbitrary and
any other efficient partition of {0,1}" into 2"~™ parts, of approximately the same size, will do.)

Again, the full proof is provided in the appendix. Despite the apperant similarity to the
construction for mixing, the proof here is completely different. It is based on “stronger” technical
tools (see section A): the Expander Smoothing Lemma and the Leftover Hash Lemma.

Finally, to obtain the alternative construction mentioned in the main theorem of this section,
simply replace the hash function family H by a family of (4, ¢)-extractors from [28], with ¢§ =
log k/ log(n — m), on the same domain and range used above. The proof for this construction is
identical, since the extraction property of this family (see section A) guarantees the same as the

Leftover Hash Lemma for these parameters.

Lower Bound

We conclude with the lower bound. It shows, that for ¢ = 2=%(*) our first construction is optimal.
It also shows that in the general, the number of bits used in the alternative construction is at
most quadratic away from optimum.

Theorem 7 A family of functions from {0,1}™ to {0,1}, with extraction property of accuracy
€ < 1 with respect to random variables of min-entropy n — k < n — 1, must have size at least

max{k +1,(1/e) — 1}.

4 Tiny Families Extracting Low Min-Entropy

Here we treat the case of random variables with min-entropy k, with £ < n. we construct a
family of poly(2*n/e) functions mapping {0,1}" to {0,1}™, where m = Q(k). (Again, € is the
accuracy parameter.) Loosely speaking, this means that these functions are able to “smoothen”
a constant fraction of the min-entropy; specifically, min-entropy & is mapped to almost uniform

distribution over the strings of length Q(%).



Main Result

Theorem 8 Let 5m < k < n and ¢ > 2=*=52)/3  (Typically, m = % and € = 27™.) There

exists a family of functions, each mapping {0,1}" to {0,1}™, satisfying the following properties.

e succinctness: the family contains a polynomial in ngn number of functions, and each func-
tion is represented by a unique string of length l(zan) = O(m +logZ).

o cfficient evaluation: There exists a logspace algorithm that, on input a description of a

function f and a string x, returns f(z).

e extraction property: For every random variable X € {0,1}" of min-entropy k, all but an €
fraction of the functions f in the family satisfy

S [Prob(f(X)=a)~ 5| <«

a€{0,1}m

The Construction

We use a construction of small probability spaces with small bias. In particular, we consider a
prime p = 2™ and a construction of ¢ def - random variables, ({1, ...,§), each distributed over

G'F(p) with the following small bias property:

for every t-long sequence (ay, ..., a;) of elements in G F(p), so that not all a;’s are zero,
the random variable Y!_, a;£; is almost uniformly distributed over GF(p) (i.e., its

statistical distance from uniform is small).

Typically, such random variables are defined by the uniform distribution over some sample space

S C GF(p)!, and they can be show to satisfy also a related technical condition (see section A).

We will use such a sample space, 9, for bias ¢ def ;—i. (Hence, using the sample space of [3, 14, 13],

|| = poly(22-).)

The functions in our family, denoted F’, correspond to the samples in the small-bias space.
Namely, for each (sq,...,8¢) € 5, we introduce the function f € F defined by

i
Flz) B siz
=1

where z; is the ith coordinate in 2 € GF(p)! and the arithmetic is in GF(p). The functions,
so defined, map GF(p)' to GF(p). Standard modifications can be applied to derive functions
mapping {0, 1}" to {0,1}" (recall p =~ 2™).

The proof of this theorem is also given in the appendix. Despite the need for a norm-1 bound,
it uses the fact that the construction of small-bias spaces of [3, 13] give a bound in norm-2 on the
realted exponential sum (see section A). We then prove a Lindsey—like lemma on near-othogonal

vectors and combine it with the bound above to give the result.



Lower Bound

To illustrate that this construction is near optimal when k = O(logn) we restate Theorem 7 with
the necessary change of parameters. We note that the BP P simulation of [33] mentioned in the
introduction indeed uses this construction for this value of the parameter k.

Theorem 9 A family of functions from {0,1}" to {0,1}, with extraction property of accuracy
€ < 1 with respect to random variables of min-entropy k < n— 1, must have size at least max{n —

k+1,(1/¢)—1}.
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A Technical Tools

A.1 Universal Hashing

Loosely speaking, universal families of hashing functions consist of functions operating on the
same domain-range pair so that a function uniformly selected in the family maps each pair of

points in a pairwise independent and uniform manner. Specifically, a family, H, ., of functions
from {0, 1}" to {0, 1}™, is called universal if for every 2 # y € {0,1}" and o, 3 € {0,1}™ it holds

Prob(h(z)=a A h(y)=p) = 272"

where the probability is taken over all choices of A € H,, ,,, with uniform probability distribution.
Several efficient families of universal hashing functions are known [7]. The functions in these
families can be described using O(n 4+ m) bits and posses an efficient (e.g., polynomial-time and
even logspace) evaluating algorithms.
The two main facts we will use about universal hash families are:

Pairwise Independence

Lemma 1 The set of random variables {h(z)|z € {0,1}"} defined by a random h € H are
pairwise independent.

Leftover Hash Lemma

This fundamental lemma of [20] asserts that a random hash function from a universal family will
smooth min-entropy k (recall definition in the previous section) whenever the range M is smaller

than k. More precisely

Lemma 2 (Leftover Hash Lemma [20]): Let X be any random variable on {0,1}" with min-
entropy k. Then the distribution (h,h(X)), with h chosen at random from H, ., has (norm-1)

m—k)/2

distance 2 from the uniform distribution.

A.2 Expanders
The Expander Mixing Lemma

The following lemma is folklore and has appeared in many papers. Loosely speaking, the lemma
asserts that expander graphs (for which d > ) have the property that the fraction of edges
between two large sets of vertices approximately equals the product of the densities of these sets.
This property is called mizing.

Lemma 3 (Expander Mixing Lemma): Let G = (V, F) be an expander graph of degree d and X

be an upper bound on the absolute value of all eigenvalues, save the biggest one, of the adjacency
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matriz of the graph. Then for every two subsets, A, B C V', it holds

(Ax B)yn k| || |BI|  AWATTB] _ A
|| VIV d-|V| d

The Expander Smoothing Lemma

The following lemma follows easily by the standard techniques of dealing with random walks on

expander graphs.

Lemma 4 (Expander Smoothing Lemma): Let G = (V, E), d and X be as in the previous lemma.

Let X be a random variable, distributed over V', so that Prob(X =v) < f%'
Y denote the vertex reached from X by following a uniformly chosen edge. Then

, for every v €V, and

1 A
Z |Prob(Y =v) - —| < = - VK — 1

veEV d

A.3 Small Probability Spaces with the Small Bias Property

The following definition of small-bias sample spaces implies the definition presented in section 4.

Definition 3 Let k be an integer, p be a prime and w be a p*™ root of unity (in the complex field).
A set S C GF(p)' is said to have ¢ bias (sample space for GF(p)") if, for every t-long sequence
(al,t..., at) of elements in GF(p), so that not all a;’s are zero, the expectation of (the norm-2 of)

Wizt Y5 taken over all (s1,...,8:) € S with uniform distribution, is bounded above by .
By Alon et. al. [3] (see also Even et. al. [14])

Theorem 10 For every integer t, prime p and € > 0, there exists an efficiently constructible

e-bias sample space of size (t/€)? for GF(p)'.

A.4 Nisan-Zuckerman Extractors

The following version (which is not completely general) of the results in [28] is sufficient for our
purposes. A family of functions H mapping n-bit strings to m-bit strings is (4, ¢)-extracting, if
for every random variable X of min-entropy én, the distribution (h,h(X)) has distance ¢ from

the uniform distribution, when A is chosen uniformly from H. Then [28] prove:

Theorem 11 [28]: For every 6 > 0 and ¢ = ¢(n) there is an explicit construction of a (6,¢)-
extracting family with m = §*n of size n@Uog(t/e),
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B Proofs of Upper Bounds

B.1 Mixing Families — Proof of Theorem 1

Clearly, the family F satisfies the succinctness and efficiency requirements. We now turn to prove
that it satisfies the mixing property. It suffices to consider sets A of density > € (otherwise the
claim holds trivially).
We first observe that by the Expander Mixing Lemma, it holds that
A
|Prob(X, € AN gp(X,)€B) — p(A)p(B)| < 7 < é

where D is a random variable uniformly distributed over [d], and A, B and X, are as in the
statement of the theorem. Rewriting the above we get

Z Prob(gp(a)€ B) — p(B)-|Al| < € - 2" < €| A| (1)
a€A
Before continuing with the proof let us provide an overview. As just stated, the Expander
Mixing Lemma states that 3°; Tp;(A, B) is a good approximation of p(A)p(B), where p;(A, B) def
Prob(X, € A A gi(X,) € B). If, for most i € [d], each p;(A, B) were a good approximation to
p(A)p(B) then we would be done. But, we don’t know whether this property hold. Instead, we
partition A into a small number of subsets, A,, associate a random i, € [d] for each such A,
and consider how well }°_ p; (As, B) approximates Y., p(Aa)p(B) = p(A)p(B). Specifically, the
partition is to poly(1/€) many subsets and none of them is larger than poly(€)-2". We show that
when the 7,’s are chosen in a pairwise independent manner the approximation is good with high
probability. We conclude by noting that for a randomly chosen h € H, setting i, = h(a), yields
a sequence of pairwise independent 1,,’s.

Returning to the formal proof, we consider a partition of A into L 4f 9l subsets so that
A = Ug,eq0,1)t40 and A, is the set of strings in A containing only those strings v with Isb(v) = a.
Namely,

We now make the following mental experiment. We consider I pairwise independent random
variables uniformly distributed in [d]. These random variables are indexed by strings in [ def
{0,1}" and are denoted by &, ..., §;1. We now define L additional random variables, Yy, ..., Yy,
so that Y, represents the cardinality of the set of a € A, for which g5, (a) € B. Since both D

and ¢, are uniformly distributed over [d], we get

Exp(Yo) = Exp([{a € Ay :gp(a)e B}])
= ) Prob(gn(a)€B)
a€Aq

and rewriting Eq 1, we get
Fact 1:

S Bxp(Ya) - p(B)-|A]| < d 4]
a€el
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However, we are not interested in the expectation of the Y,’s, but rather in the probability that
their sum deviates significantly from p(B)-|A|. To this end we bound the probability that the sum
of the Y, ’s deviates significantly from their expectation. This is done below, using the Chebyshev
Inequality

» X Prob ( E Yo — > Exp(Ya)| > €|A|>
a€l ael

< Var(}", Ya)

(e]A[)?
< ZaBxp(¥3)
T (da)?
< Za |AOé|2
= e

The sum of squares, 5, |A,|?, is maximized at the boundaries and is thus bounded by %.

Using the assumption |A| > €2 and the definition of L, we get

mAl 1 1

P @A “ T8 "€

Combining the bound for p with Fact 1, we get
Fact 2:
Prob (

Since H is a family of universal hashing function, it follows that the sequence of h(a)’s is
pairwise independent and uniformly distributed in [d]. Consequently, the Y,’s considered in the
mental experiment actually represent the cardinality of the set {a € A, : gh(a)(a) € B}, when h is
uniformly chosen in H. Using Fact 2, we get

Prob (

where the probability is over all possible choices of A € H, with uniform probability distribution.
Observe that

> Yo~ p(B)-]4|

a€l

> 26|A|) <€

> {a€Aa: gniay(a)€ BY — p(B)-|A|
a€l

> 2€|A|> <e

Z H{a€ Aot gi(ay(a) € BY = {a€ A grgan(ay)(a) € BY|
a€el

It follows that for all but an ¢ fraction of the h € H
[Ha€ A : gnaa(@) € BY| = p(B)-]A]| < 2¢/4]

The theorem follows. |
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B.2 Extracting High Min-Entropy — Proof of Theorem 6

Clearly, the family F' satisfies the succinctness and efficiency requirements. We now turn to
prove that it satisfies the extraction property. We fix an arbitrary random variable X € {0,1}",
of min-entropy n — k, and consider the distribution (f, f(X)), when f is randomly chosen in F.
Once we bound the statistical difference between (f, f(X)) and (f, Uy ) by €, where Uy, is the
uniform distribution over {0,1}”, the theorem follows (by a counting argument).

Let Z be a random variable representing the distribution on the m most significant bits of X;
i.e., Z = msbh(X). For each z € {0,1}™, let Y, be a random variable representing the distribution
on Isb(X) conditioned on Z = z; ie., X = Yz - Z. We call bad those z’s in {0,1}™ for which
Y., has ‘too high’ min-entropy. Namely, for § > 0 to be fixed later, let the set of bad prefixes be
denoted by

Bs ¥ {z€{0,1}™ : Fy s.t. Prob(Y, =y) > 6}

The reader can easily verify, using the min-entropy bound on X, that
om—(n—k)
Prob(Z € Bs) < —

Also, it can be verified that for every z

Prob(Z=z) < 27(m=H)

We now turn to bound the statistical difference between the distributions (f, f(X)) and
(f,Upm), where f €r F. Denote the statistical difference between distributions Dy and Dy by
A(Dy, Dy) (i-e., A(Dy, D3) €S2, [Prob(D;=a) — Prob(Dy=a)|. Then

A F(X)),(F,Um)) = Exprer(A(f(X), Unm))

< EXPfeRF(A(f(X/)v Um)) + A(XvX/)

where X' is the random variable induced by X subject to Z # Bs. By the above, A(X, X') <
QM. Let A be the matrix representing the transition probabilities in a random step on the
graph G i.e., Ap describes the probability distribution after one random step on the graph G,
starting with the distribution p. Here and in the sequel, we abuse notation and refer to random
variables and distributions as to vectors in the natural manner (i.e., the ith component of the
vector pis p(7) and the ith component of the vector X is the probability that X = i). Bach column
in A has d non-zero entries and each such entry holds the value é. For every h € H, let A be
the matrix that results from A by modifying the non-zero entries as follows. The " non-zero
entry in column z is changed from § to Prob(h(Y.)=1). Note that A,Z equals gyy,)(Z) which
in turn equals f(X) for the function f associated with the hashing function h. Thus, letting

Z" = msh(X"),

Expre p(A(f(X),Un)) = Exphep(A(AZ,Un))
A(AZI, U’m) + EXphERH(A(AhZIa AZI))
A(Z', Z) + A(AZ, Un) + Expre.n(A(AnZ', AZ"))
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Using the Leftover Hash Lemma Universal Hashing we get, for each z # Bs,

Exprenn(A(h(Y.), D)) < Vad

&3

where D is uniformly distributed over {1,...,d}. Fixing & def 7, we get for every probability
vector p, and in particular for p induced by 7’

EXPheRH(A(Ahpa Ap)) < ¢

Finally, it is left to bound A(AZ, U,,). This is done using the Expander Smoothing Lemma. We
get

A
A(AZ,Up) < V2. 7 <€
Combining all the above bounds, we get

—(n—m—k)
AU SN Un) < 4T et

Substituting ¢ for %, with d = (%)‘ and using n —m —k =2+ ck+ (44 ¢)-log(1/e), the first
term is bounded by ¢ too, and we are done. The theorem follows. [

B.3 Extracting Low Min-Entropy — Proof of Theorem 8

Suppose, on the contrary to the claim of the theorem, that, for a random variable X = (Xq, ..., X)
as in the hypothesis, for an € fraction of the f’s in F' the random variable f(X) is e-away (in
norm-1) from the uniform distribution. Then, it follows that there is a subset S C 5 of ¢|9]
sequences so that, for each s def (81,..,8¢) € S, the random variable Y!_, X;s; is e-away from
the uniform distribution. Passing to the Fourier basis®, it follows that for each such 5 € §’, there
exists some j € {1,...,p—1}, satisfying

A . €
[Exp(w’ 2imr X5y > 5

where ||¢|| denotes the norm-2 of the complex number ¢. This means that for some fixed j (say
Jj = 1 wlog) the above inequality holds for all sequences in a subset S” C 5’ of size €[S|/p.

By partitioning these sequences according to the approximate direction of the exponential
sum and applying a pigeon-hole argument?, we obtain a set B C 5" of cardinality Q(¢|S]|/p) so

# Additional details follow. Let v (representing here the difference between the probability function of Z:=1 Xisi

and the uniform distribution) be a sum-zero p-dimentional vector with norm-1 greater than e. Then the norm-2 of

def . . . A~ ~ ~ ~ s
v = (v1,...,vp) is at least €/p. The Fourier coefficients for the vector v are & = (v1, ..., v},), where v; = \/LE Zz w!t v,

and the norm-2 of v and 9 are equal. Thus, the max-norm of ¢ is at least 6/p1‘5
that || >, viw’*|| > €/p and this j cannot be p (since Y, viw™ = v; = 0).

*l.g., partition the vectors according quaters of the plain and consider the direction halving the quater with

. It follows that there exists a 7 so

largest number of vectors.
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that

Iy X Exp(w2imt ¥ = Q(e/p) (2)

(81 ,...,St)eB

Contradiction follows by contrasting FEq. 2 with the following lemma, which generalizes Lindsey’s
Lemma (cf., [12, p. 88] and [2]).

Lemma 5 Let A be an N-by-M matriz of complex numbers, so that each row has inner-product
equal to M and each pair of different rows have inner-product® bounded (in norm-2) by ¢ M. Let
u be an N -dimensional probability vector with each components bounded above by ¢, and v be an
M -dimensional probability vector with each components being either % or zero. Then,

M
K

ludoT] < /(¢ +6) -

Lindsey’s Lemma is obtained from the above by requiring the rows of A to be orthogonal (i.e.,
¢ = 0) and considering only flat distributions (i.e., each u; being either 6 or 0).

proof: Denote, A def ||luAvT||. Then, using Cauchy Schwarz Inequality, we get

A? < (vevT) - ((ud) - (uA)T)
1

= (o wid) - QAT

where A; is the i*P row of the matrix A. Using the hypothesis concerning the inner-product of
the rows of A we obtain the bound

A? < le . (Zuiu]-e'M-l-Zu?jW)

N

1#£] i

N

M

Using 3, s uuj = (3; 4;)* = 1 and maximizing )°,; u7 over all admissible u’s (i.e., >-;u; = 1 and
0 < u; < 6 for each i), we get A% < % (¢’ + 6) and the lemma follows. O

Contradiction to Eq. 2 follows by considering the p’-by-|.S| matrix with rows corresponding to

elements of G F'(p)! and columns corresponding to elements of S. The (i, 5)*® entry in the matrix

t
consists of wzlmlx’“s’“, where (21,...,2¢) is the ith sequence in G F(p)* and (sq,...,s;) is the jth

5Note that inner-product of complex vectors is defined as component-wise complex multiplication of one vector
by the conjugate of the other.
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sequence in 5. Let u be a vector describing the probability distribution of the random variable
X (i.e., up = Prob(X = z)) and § = 2% (the upper bound on probability for X). Let v be
ﬁ if ¢ € B and 0 otherwise).
Note that the inner-product of different rows corresponding to sequences z = (zq,...,2¢) and

the (normalized) vector charecterizing the set B (i.e., v; equals

t
y = (y1,..-, y+) equals doses wzk=1(xk_yk)sk, which, by construction of the sample space §, has
norm-2 bounded by €|S|. Applying Lemma 5 and using the definition of ¢/, §, M and K (i.e.,
= ;—i, §= 9k < 3 .9-5m ;_i, M| = || and K = |B| = Q(¢|S|/p) we get
M

1 S, Xisi ' M
I, E BTl < fieve g

$1,..,5t)EB

O(¢/p*)

which contradicts Eq. 2. The theorem follows. W

C Proofs of Lower Bounds

C.1 For mixing families — proof of Theorem 2

proof: Otherwise, let F' = {f; : 1<i<d} be a family of functions over {0,1}", contradicting the
claim. We construct a graph with vertex set {0,1}" and edges set {(z, f(z)): 2 €{0,1} A f€F}.
Clearly, the graph has an independent set of size N/d, where N def on, Consequently, there are
two sets, A and B, each of cardinality N/2d, so that there exists no function f € F and z € A
so that f(z) € B. The theorem follows (in a strong sense!). |

C.2 For extraction families — proof of Theorem 9

proof: Let F' = {f; : 1 <i<m} be a family of functions as in the hypothesis of the theorem.
Assume, on the contrary that m < n — k. Our argument proceeds in m iterations. In the first
iteration we consider the function f; and omit the strings z € {0,1}" which are mapped by f;
to the less likely value. In the i*" iteration we omit the strings according to the mapping by f;.
After m iterations we are left with a set B of at least 2* strings such that for every z,y € B and
f € F it holds that f(z) = f(y).

We now turn to the second inequality. Assume, on the contrary that m < (1/¢)—1. Without
loss of generality, we assume that m is odd (otherwise consider m — 1 of the functions in F'). It
follows that for every z, there exists a bit o, so that Probse,r(f(z)=0) > . Thus, there
exists a bit o, so that for at least half of the 2’s (in {0,1}") the above holds. Let X be a random

variable uniformly distributed on these “bad” z’s, we get Exp ;cp(Prob(f(X)=0) > 1<, and

the theorem follows. |

21



D Details for the Application to Sampling

Following the intuitive description in the main text, we define the approximation problem as

follows.

Definition 4 (The Approximation Problem): Let v :{0,1}" — [0,1] be an arbitrary function,
_ def 1
7

= aon

algorithm that on input n and ¢, and oracle access to v, makes at most O(1/e?) oracle calls and

re{01}n v(z) and € > 0. The approximation problem consists of presenting a randomized

outputs a rational number v so that

Prob(|7 — 7| > ¢) <

LW —

In the generalized approximation problem the algorithm is given an additional parameter 6 > 0, is
allowed to makes O(8/¢?) oracle calls and is required to output a rational number v so that

Prob(|7 — 7| > ¢) < 6

As said in the main text, a solution to the approximation problem of randomness complexity
2n has been known [10]. The same holds for the generalized approximation problem. Note that
in the generalized problem the number of oracle calls grows inversely proportional to the error
probability §. We remark that a “better” avenue for dealing with very small error probability
is suggested in [21, 7, 5]. Specifically, Bellare et. al. [5] show how to use any solution for the
generalized problem in order to derive an algorithm that makes O(Mgeéﬁl) oracle calls, uses
additional O(log(1/6)) coins (beyond the coins used by the basic algorithm) and produces an
estimate that, with probability 1—4§, is within a ¢ of 7. Hence, we concentrate on the randomness

complexity of the approximation problem (as defined above).

Theorem 12 The generalized approzimation problem can be solved within randomness complex-

ity n 4+ O(log(1/¢)) 4+ O(log(1/6)).

PROOF: The idea is to use a sequence of approximately pairwise independent random sample
points. These sample points are generated by selecting a sequence of pairwise independent func-
tions from a family constructed in Theorem 1 and applying each function to a single string that
is uniformly selected in {0,1}". (We remark that the constructions of almost k-wise independent
sample spaces, and specifically the ones in [25, 3, 14, 13], are of no help here.)

We begin by considering the special case of Boolean functions; namely, we assume that
v:{0,1}" — {0,1}. Next, we define A def {z : v(z) = 1}. Hence, the problem reduces to
/N, where N def on, Using a family of functions, F’, guaranteed by Theorem 1

approximating |A
(while replacing € by ¢ to be determined later), we know that for every set B and all but an ¢

fraction of the f € F we have

|Prob(X, € AA f(X,)€B) —p(A)p(B)| < 2
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where p(.9) def gin' and X, is a random variable uniformly distributed in {0,1}". One can easily
conclude that for all but a 2¢’ fraction of the pairs, (f, ), of functions in F it holds

[Prob(f/(X,) € A A J(X,) € A) = p(AY] < 4¢

Hence, setting m = % and randomly selecting a sequence of pairwise independent functions,
f1ss fm € F, we get that with probability at least 1 — m*¢’, for every pair of functions f;, f;

(17 7)
|Prob(fi(Xn) €A N fi(Xn)€EA) — p(A)?] < 4¢ (3)

At this point, we set ¢ so that m?e’ < §/4 and 4¢’ < ¢*§/4. Note that ¢ = poly(e, ) will do, and
consequently log(1/€') = O(log(1/¢)) + O(log(1/9)).

The algorithm is now obvious. We pick uniformly in {0,1}" a seed, denoted s, and indepen-
dently of it, we generate an m-long sequence of pairwise independent functions, fi,..., fn € F.

Our sample is the sequence sy, ..., 3, where s; = f;(s). As our estimate, we output the average

of v over this sample; namely, ¥ def % ™, v(s;). To analyze the performance of this algorithm,

we use an analysis analogous to the one used for pairwise independent sampling. Namely, we
define a sequence of m random variables, (1, ..., (s, so that

Q :{ 1 fi(Xn) € A

0 otherwise

Using the Chebyshev Inequality, we get

Prob(|? — 7| >¢) = Prob (| ZC} - ZEXP(QN > em)
=1

- i=1
Var(3>, (i)
S (em)?
< 2 EE;;;(Q)
n Dit Exp(¢i(;) — Exp(G) - Exp((;)

€2m?

The first term in the last expression is bounded by §/2, since Exp(¢?) < 1 and m = 2/(8¢?). To
bound the second term note that Exp((;) = p(A) and Exp((;(;) = Prob(f;(X,) € AN f;(X,) € A),
for every 2, j. Using Eq. 3 for most of choices of the f;, f; pairs and adding an error term for the
others, we bound the second term in the above expression by §/2. This concludes the analysis of
the simple case of Boolean functions.

We now generalize the proof to deal with arbitrary functions v, rather than Boolean ones.
We use the same algorithm, except for a different setting of the parameter ¢/, and analyze it with
more care. The definition of the random variables, (;, is modified as follows. Let ¢ def ]_H + 1.
We define ¢ + 1 sets A; < {z : 2l <py(a)< i), for 1<j<t+ 1, and set §; = 5L if fi(X,) € A;.
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We proceed by considering only functions v:{0,1}"— {% : 1<j<t+1}, rounding-up any other
function in the obvious manner. This, by itself, introduces an €¢/2 error in the approximation.
Following the same ideas as before, we show that for all but a §/4 fraction of the pairs, (f, f/),
of functions in F’ it holds for every 1<r, s<¢
) ) €2
|[Prob(f'(Xn) €A, N f(X,) € As) — p(Ar)p(As)| < yre)

The rest of the analysis now follows as before, since again we will have

iz Bxp(GiGy) — Exp(Gi) - Bxp(G)  (m?/2) - (S8/4) & &

< =
€2m? €2m? t 4 2

The theorem follows. |

A Simpler Sampler for the Boolean Case

For the case of Boolean functions, a much simpler sampler, meeting the complexity bounds of
the sampler presented above, exists. In fact, this simpler sampler has even lower randomness
complexity (specifically n instead of n4 O(log(1/¢))). Our sampling procedure is exactly the one
that was presented by Karp, Pippinger and Sipser for hitting a witness set [22], yet the analysis
is somewhat more involved. Furthermore, to get an algorithm which samples the universe only
on O(é/€*) points, it is crucial to use a Ramanujan graph in role of the expander in the Karp-
Pippinger-Sipser method. Again, we present a sampler for constant é and derive the result for
general § using the method of Bellare et. al. [5].

Construction

As said, the sampling algorithm uses, in an essential way, an explicit construction of a Ramanujan
(expander) graph [23]; namely, expanders with second eigenvalue, A, satisfying A\ < 2v/d, where
d denotes the degree. Specifically, we use an expander of degree d = 4/6¢? and associate the
vertex set of the expander with {0,1}”. The sampling algorithm consists of uniformly selecting
a vertex, v, (of the expander) and averaging over the values assigned (by v) to the neighbours of

>, vw

uEN (v)

v; namely,

~ def
=

ul =

where NV (v) denotes the set of neighbours of vertex v.

Analysis

We denote by B the set of bad choices for the algorithm; namely, the set of vertices that once
selected by the algorithm yield a wrong estimate. That is, v € B if
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Denote by B’ the subset of v € B for which

- Z v(iu) >0 +e (4)

ueEN (v)
It follows that each v € B’ has ed too many neighbours in the set A def {w:v(u)=1}; namely,
{ueN (o) ue A} > (p(As) + ¢) - d (5)

where p(A) def % and N % on, Using the Expander Mixing Lemma ones gets that

B (p(A)+ e)d
ooty = [FLUEDEI i) o)
‘|B’><A ) E||Al |B|
< 7] V] V]

AT

|- [B]
N
ﬁ BV, p(A) - p(B')

and p(B’) < ép(A) follows. Using a similar argument, we can show that and p(B — B') <
6(1 = p(A)). Thus, p(B) < 6 and the claim follows. [l

A
d

IA
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