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Abstract. We present three new quantum hardcore functions for any
quantum one-way function. We also give a “quantum” solution to
Damgard’s question (CRYPTO’88) on his pseudorandom generator by
proving the quantum hardcore property of his generator, which has been
unknown to have the classical hardcore property. Our technical tool is
quantum list-decoding of “classical” error-correcting codes (rather than
“quantum” error-correcting codes), which is defined on the platform of
computational complexity theory and cryptography (rather than infor-
mation theory). In particular, we give a simple but powerful criterion
that makes a polynomial-time computable code (seen as a function) a
quantum hardcore for any quantum one-way function. On their own in-
terest, we also give quantum list-decoding algorithms for codes whose
associated quantum states (called codeword states) are “almost” orthog-
onal using the technique of pretty good measurement.

1 Introduction: From Hardcore to List-Decoding

Background: Modern cryptography heavily relies on computational hardness
and pseudorandomness. One of its key notions is a hardcore bit of a one-way
function—a bit that can be completely determined by the information available
to the adversary but still looks random to any feasible adversary. A hardcore
function transforms the onewayness into pseudorandomness by generating such
hardcore bits of a given one-way function. Such a hardcore function is a crucial
element of constructing a pseudorandom generator as well as a bit commit-
ment protocol from any one-way permutation. A typical example is the inner
product mod 2 function GL,(r) of Goldreich and Levin [12], computing the bit-
wise inner product modulo two (z,r), which constitutes a hardcore bit for any
(strong) one-way function.® Since GL,(r) equals the rth bit of the codeword

3 Literally speaking, this statement is slightly misleading. To be more accurate, such a
hard-core function concerns only the one-way function of the form f’(z,r) = (f(z),r)
induced from an arbitrary strong one-way function f. See, e.g., [11] for a detailed
discussion.
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HY = ((z,0™), (z,0n=11),- -+ (x,1™)) of message = of the binary Hadamard
code, Goldreich and Levin essentially gave a polynomial-time list-decoding al-
gorithm for the Hadamard code. In the recent literature, list-decoding has kept
playing a key role in a general construction of hardcores [2,17].

Thirteen years later, the “quantum” hardcore property (i.e., a hardcore
property against feasible quantum adversary) of GL.(-) was shown by Adcock
and Cleve [1], who implicitly gave a simple and efficient quantum algorithm that
list-decodes x for the binary Hadamard code by exploiting the robust nature of
a quantum algorithm of Bernstein and Vazirani [6]. The simplicity of the proof
of Adcock and Cleve can be best compared to the original proof of Goldreich
and Levin, who employed a rather complicated algorithm with powerful tech-
niques: self-correction property of the Hadamard code and pairwise independent
sampling. This highlights a significant role of robust quantum computation in
list-decoding (and thus hardcores); however, it has been vastly unexplored until
our work except for a quantum decoder of Barg and Zhou [5] for the simplex
code. No other quantum hardcore has been proven so far. Note that the effi-
ciency of robust quantum algorithms with access to biased oracles has been also
discussed in a different context [3,7,18].

Our Major Contributions: As our main result, we present three new quantum
hardcore functions, H@, SLS?, and PEQ (see Section 5 for their definition), for
any (strongly) quantum one-way function, the latter two of which are not yet
known to be hardcores in a classical setting (see [13]). In particular, we prove
the quantum hardcore property of Damgard’s pseudorandom generator [8]. This
gives a “quantum” solution to his question of whether his generator has the clas-
sical hardcore property (this is also listed as an open problem in [13]). Our proof
technique exploits quantum list-decodability of classical error-correcting codes
(rather than quantum error-correcting codes). For our purpose, we formulate
the notion of complexity-theoretical quantum list-decoding to conduct message-
recovery from quantum-computational error rather than information-theoretical
error which is usually associated with transmission error. This notion naturally
expands the classical framework of list-decoding. Our goal is to give fast quantum
list-decoding algorithms for the aforementioned codes.

Proving the quantum hardcore property of a given code C' (seen as a func-
tion) corresponds to solving the quantum list-decoding problem (QLDP) for C
via direct access to a quantum-computationally (or quantumly) corrupted word,
which is given as a black-box oracle. The task of a quantum list-decoder is simply
to list all message candidates whose codewords match the quantumly-corrupted
word within a certain error rate bound.

The key notion of this paper is a specific quantum state, called a (k-shuffled)
codeword state, which embodies the full information on a given codeword. Note
that similar states have appeared in several quantum algorithms in the literature
[6,9,20]. In our key lemmas, we show (i) how to generate such a codeword state
from any (even adversarial) quantumly corrupted word and (ii) how to convert
a codeword decoder (i.e., a quantum algorithm that recovers a message = from a
codeword state given as an input) to a quantum list-decoding algorithm working



with a quantumly corrupted word. The robust construction made in the course
of our proofs also provides a useful means, known as “hardness” reduction, which
is often crucial in the security proof of a quantum cryptosystem. Moreover, using
pretty good measurement [10, 16], we present a quantum list-decoding algorithm
for any code whose codeword states are “almost” orthogonal.

Further Implications: Classical list-decodable codes have provided numerous ap-
plications in the theory of classical computational complexity, including proving
hardcores for any one-way function, hardness amplification, and derandomiza-
tion (see, e.g., [19]). Because our formulation of quantum list-decoding natu-
rally extends classical one, classical list-decoding algorithms (e.g., for the Reed-
Solomon code) work in our quantum setting as well. This will make our quantum
list-decoding a powerful tool in quantum complexity theory and quantum com-
putational cryptography.

2 Quantum Hardcore Functions

We begin with the notion of a quantum one-way function, which naturally ex-
pands the classical notion of one-way function. The notion has been studied in
the recent literature.

Definition 1 (quantum one-way function). A function f from {0,1}* to
{0,1}* is called (strongly) quantum one-way if (i) there exists a polynomial-
time deterministic algorithm G computing f and (ii) for any polynomial-time
quantum algorithm A, for any positive polynomial p, and for any sufficiently
large n, Pryeqo,1yn,4 [f(A(f(2), 1)) = f(z)] < 1/p(n), where x is uniformly
distributed over {0,1}" and the subscript A is a random variable determined
by measuring the final state of A on the computational basis. We consider only
length-regular (i.e., |f(z)| =1(|x|) for length function l(n)) one-way functions.

For any quantum one-way function f, the notation f’ denotes the function
induced from f by the scheme: f'(z,r) = (f(z),r) for all z,r € {0,1}*. Note
that f is also a quantum one-way function. Throughout this paper, we deal only
with quantum one-way function of this form in direct connection to quantum
hardcores.

The standard definition of a hardcore function & from {0,1}" to {0, 1}'™" is
given in terms of the indistinguishability between h(z) and a truly random vari-
able over {0,1}™). Although a hardcore predicate (i.e., a hardcore function of
output length I(n) = 1) is usually defined using the notion of nonapprozimabil-
ity instead of indistinguishability, it is well-known that both notions coincide for
hardcore functions of output length O(logn) (see Excise 31 in [11]). In this paper,
we conveniently define our quantum hardcores in terms of nonapproximability.

Definition 2 (quantum hardcore function). Let f be any length-reqular
function. A polynomial-time computable function h with length function l(n) is



called a quantum hardcore of f if, for any polynomial-time quantum algorithm
A, for any polynomial p, and for any sufficiently large n,

[A(f (2),1") = h(z)] = 1/2'") | < 1/p(n),

Pr
ze{0,1}", A

where x is uniformly distributed over {0,1}™ and the subscript A is a random
variable determined by measuring the final state of A on the computational basis.

3 How to Prove Quantum Hardcores

We outline our argument of proving quantum hardcore functions for any quan-
tum one-way function. To prove new quantum hardcores, we exploit the notion
of quantum list-decoding as a technical tool. Our approach toward list-decoding
is, however, complezity-theoretical in nature rather than information-theoretical.
Our main objects of quantum list-decoding are “classical” codes and codewords,
which are manipulated in a quantum fashion. Generally speaking, a code is a set
of strings of the same length over a finite alphabet Y. Each string is indexed by
a message and is called a codeword. Each code is specified by a series (I, I, X)
of message set I,, index set I,,, and code alphabet X, for each length parameter
n. For simplicity, let I =, cy In-

Usually, a code C consists of codewords C, for each message x € I'*. As
standard in computational complexity theory, we view the code C as a function
that, for each message length n (which serves as a basis parameter in this pa-
per), maps I3, x I, to X,. Let N(n) = |I},] and g(n) = |X,|. For simplicity,
assume that n equals [log,,) N(n)] for all n € N. By abbreviating C(z,y) as
C.(y), we also treat C,(-) as a function mapping I, to X,,. Denote by M (n)
the block length |I,,| of codeword C,. We freely identify C, with the vector
(C(0),Cp(1),---,Cy(M(n) — 1)) in the ambient space (X,)M ™ of dimension
M (n). We often work on a finite field and it is convenient regard X, as the fi-
nite field Fy(,) of numbers 0,1, ...,q(n) — 1. The (Hamming) distance d(Cy,Cy)
between two codewords C, and C,, is the number of non-zero components in the
vector Cy — Cy. The minimal distance d(C') of a code C' is the smallest distance
between any pair of distinct codewords in C. The above-described code is sim-
ply called a (M (n), n)qm)-code? (or (M(n),n,d(n))-code if d(n) is emphasized).
We often drop a length parameter n from subscript and argument place when-
ever we discuss a set of codewords with a “fixed” n (for instance, I" = I',, and

Now, we wish to prove that a code C(x,r) (seen as a function) is indeed
a quantum hardcore for any quantum one-way function of the form f/(z,r) =
(f(x),r). First, we assume to the contrary that there exists a feasible quantum
algorithm A that approximates C,(r) from input (f(z),r) with probability >
1/q(n)+e(n). To be more precise, the outcome of .4 on input (y,r), where r € I,

* In some literature, the notation (M(n), I')qn) is used instead.



and y = f(z) for a certain x € I',, is of the form:

Aly,r) = ay,r,cz(r)|r>|01 (T)>|¢y,r,cw(r)> + Z O‘y,r,S|T>|5>|¢ymS>

s€X, —{Cx(r)}

for certain amplitudes «, , , and ancilla quantum states |¢5,, s), where the sec-
ond register corresponds to the output of the algorithm. For each fixed y, the
algorithm A, (-) =47 A(y,-) gives rise to the (unitary) oracle O 4, defined by
the maps:
O, Ir|w)lt) = D ayrslrlu ® )|t @ Gys)
seX

for any strings (r, u, t), where @ is the bitwise XOR and the notation |t ® ¢y, s)
denotes the quantum state Zv:\v|:\t|<”|¢y%s>|t @ v). This oracle OAy describes
computational error (not transmission error) occurring during the computation
of C.. This type of erroneous quantum computation is similar to the computa-
tional errors (e.g., [1,3,4,18]) dealt with in quantum computational cryptogra-
phy and quantum algorithm designing. Remember that 0 4, may choose ampli-
tudes {ay r s}rs, adversely, not favorably.

Similar to the notion of a classically received word in coding theory, we in-
troduce our terminology concerning an oracle which represents a “quantum-
computationally” corrupted word.

Definition 3 (quantum-computationally corrupted word). Fiz n € N.
We say that an oracle O represents a quantum-computationally (or quantumly)
corrupted word if O satisfies Olr)u)|t) = 3 s> v s|r)|u @ s)[t ® by.s) for cer-
tain unit vectors |¢y, ) depending only on (r,s). For convenience, we identify a
quantumly corrupted word with its representing oracle.

To lead to the desired contradiction, we wish to invert f by “decoding” x from
the quantumly corrupted word O. Notice that the entity (1/M(n)) >orer, lar o, ?
yields the probability of A’s computing C,(-) correctly on average. This en-
tity also indicates “closeness” between a codeword C, and its quantumly cor-
rupted word O. In classical list-decoding, for any given oracle O that represents
a received word and for any error bound e, we need to output a list that in-
clude all messages = such that the relative Hamming distance between codeword
C, and its received word O is at most 1 — e (i.e., Pryes, [O(r) = Cyu(r)] >
1 — e). By setting p,. = 1 if O(r) = s and 0 otherwise, the behavior of O
can be viewed in a unitary style as O|r)[0) = > rer, Prsl)|s). The aforemen-
tioned entity (1/M(n)) >, c; larc,|? equals the relative Hamming distance,

Pr.cr,[O(r) = Cy(r)], in a classical setting. For our convenience, we name this
entity the presence of C in O and denote it by Pres(Cy). The requirement for
the error rate of classical list-decoding is rephrased as Pre5(C;) > 1 —e.

Here, we formulate a quantum version of a classical list-decoding problem us-
ing our notions of quantumly corrupted words and presence. Let C' = {C,} e+
be any (M (n),n,d(n))qm)-code.

QuaNTUM L1ST DECODING PROBLEM (QLDP) FOR CODE C



INPUT: a message length n, an error bias €, and a confidence parameter ¢.
IMPLICIT INPUT: an oracle O representing a quantumly corrupted word.
OuTPUT: with success probability at least 1 — J, a list of messages that
include all messages « € I}, such that Pres(C,) > 1/q(n) + ; that is,
codewords C,, have “slightly” higher presence in O than the average.

For any given quantumly corrupted word O, how many messages @ satisfy
the required inequality Pres(C,) > 1/g(n)+¢€? An upper bound on the number
of such messages directly follows from a nice argument of Guruswami and Sudan
[15], who gave a g-ary extension of Johnson bound using a geometric method.

Lemma 1. Let n be any message length. Let 6( ) q(n), d(n), and M(n) satisfy

that e(n) > £(n) =qer (1 —1/q(n)) /1 —d( (n) (14 1/(q(n) —1)). For any
(M(n),n,d(n))qen)-code C and for any quantumly corrupted word O, there are
at most J(n) =def

min {M(n)(q(n) —1), d(n) (1 —1/q(n)) }

d(n) (1 - 1/q(n)) + M(n)(n)? — M(n) (1~ 1/q(n))*
messages x € I, such that Pres(Cy) > 1/q(n) +e(n). If e(n) = £(n), then the
above bound is replaced by 2M (n)(q(n) — 1) — 1.

The proof of Lemma 1 is obtained by an adequate modiﬁcation of the proof in
[15]. As a simple example, consider the g-ary Hadamard code H(@ = {H(q) Yeer, s
which is a (¢",n, ¢" —¢"~!)4-code. Lemma 1 guarantees that, for any quantumly
corrupted word O, there are only at most (1 —1/¢)? (1/2(n)) messages x that
satisfy the inequality PreO(H(Q)) >1/q+¢e(n).

Definition 4 (quantum list-decoding algorithm). Let C' be any code. Any
quantum algorithm A that solves QLDP for C is called a quantum list-decoding
algorithm for C. If A further runs in time polynomial in (n,1/e,1/5), it is called
a polynomial-time quantum list-decoding algorithm for C.

To complete our argument (which we started at the beginning of this section),
assume that there exists a polynomial-time quantum list-decoding algorithm
that solves QLDP for C,(-). Such a list-decoder may output with high proba-
bility all possible candidates 2’ of required presence. Since we can check that
2’ € f~1(z) in polynomial time, the list-decoder gives rise to a polynomial-time
quantum algorithm that inverts f with high probability. Clearly, this contradicts
the quantum one-wayness of f. Therefore, we obtain the following key theorem
that bridges between quantum hardcores and quantum list-decoding.

Theorem 1. Let C = {Cy}zer- be any (M(n),n,d(n))qm)-code, which is also
polynomial-time computable, where [log,,) M(n)| € n°W and q(n) € n°W.
If there exists a polynomial-time quantum list-decoding algorithm for C for any
sufficiently large number n, then C(x,r) is a quantum hardcore function for any
quantum one-way function of the form f'(x,r) = (f(x),r) with |z| = [logy | In|]
and |r| = [logy ) M(n)].



4 How to Construct Quantum List-Decoding Algorithms

Due to Theorem 1, it suffices to solve QLDP for any given candidate of quantum
hardcore functions. Our goal is now to find how to construct a polynomial-time
quantum list-decoder for a wide range of codes. Classically, however, it seems
hard to design such list-decoding algorithms in general. Nevertheless, the robust
nature of quantum computation enables us to prove that, if we have a decoding
algorithm A from a unique quantum state (called a codeword state), then we
can construct a list-decoding algorithm by calling A as a black-box oracle. The
notion of such codeword states plays our central role as a technical tool in proving
new quantum hardcores.

Hereafter, we assume the arithmetic (multiplication, addition, subtraction,
etc.) on the finite field F, (of numbers 0, 1,...,¢g—1), where ¢ is a prime. Denote
by wq the complex number 27/,

Definition 5 (k-shuffled codeword state). Let C = {Cy}zer, be any
(M(n),n)qn)-code and let k be any number in Fye,y. A k-shuffled codeword
state for codeword C, that encodes a message x € I3, is the quantum state

cs) =

S W Ca(r) |1y,
\/— - “a(n)

re€ln
In particular when k = 1, we write |C) instead of \Cé”).

Remark: Codeword states for binary codes have appeared implicitly in several
important quantum algorithms. For instance, the Grover search algorithm pro-
duces such a codeword state after the first oracle call. In the quantum algorithms
of Bernstein and Vazirani [6], of Deutch and Jozsa [9], and of van Dam, Hallgren,
and Ip [20], such codeword states were generated to obtain their desired results.

We consider how to generate the k-shuffled codeword state |C'g(ck)> for each
g-ary codeword C, with help of any quantumly corrupted word O. Note that
it is easy to generate |C,) from the oracle O¢, that represents C, without any
corruption (as the “standard” oracle). Here, we claim that there is a generic
quantum algorithm that generates codeword states for any g-ary code C. For
convenience, write IF;L =T, — {0} throughout this paper.

Lemma 2. There exists a quantum algorithm A that, for any quantumly cor-
rupted word O, for any message x € I, and for any k € IF;F, generates the
quantum state

i) = £ 1R)CE)|T) + [AL)
from the initial state W(O)> = |k)|oMo8acm) MEITY|0)[|01™)Y with only two queries to
O and O™, where |7) is a fixed basis vector, and H( ) is a complexr number, and
|/1:(E )) is a vector satisfying (<k|<C§k)|< |)|Am ) = 0 with the following condition:
for every x € I, there exists a number k € IE‘;]" with the inequality |f<;§ck)| >

(¢/(q —1)) (Pres(Cz) — 1/q).



Isolating all individual messages x in Lemma 2 simultaneously requires a
certain type of “orthogonality,” which we call phase-orthogonality.

Definition 6 (phase-orthogonal code). A code C = {Cy}zer, is called k-
shuffled phase-orthogonal if, for any distinct messages x,y € I, (C’ék)|015k)> =

0. If <C'g(gk)|01§k)> =0 holds for every number k € ]F;r, the code C is simply called
phase-orthogonal.

Note that phase-orthogonality for a binary code, in particular, is naturally
induced from the standard inner product of two codewords when we translate
their binary symbols {0,1} into {+1,—1}.

It is not difficult to prove that, for any pair (C,,Cy) of codewords in a
given (M(n),n,d(n))qm)-code C, we have [(C.|Cy)| > 1 —2-d(Cy,Cy)/M(n).
In particular, a binary code C satisfies that (C|Cy) =1 —2-d(C,,Cy)/M(n).

Assume that {C,},er, is a k-shuffled phase-orthogonal code. Such orthogo-
nality makes it possible to prove the following theorem using Lemma 2.

Theorem 2. Let {Cy,}rer, be any phase-orthogonal code. There exists a quan-
tum algorithm A that, starting with |p@) = [0)|0Me8acm) M(")]>|O>|~Ol(”)> with
any quantumly corrupted word O, A makes only two queries to O and O~*
and generates the state V') = (1/v/q—1) Xpcpt Dser, kY CENY ) + |47,
such that, for every message x € I, there exists a number k € IF&Ir satisfying
1571 > (¢/(a = 1) (Preg(Ca) — 1/q), where ((RI(C5"|(r])|A") = 0.

Now, we give the proof of our key lemma, Lemma 2. Notice that Lemma
2 is true for any g(n)-ary code. The binary case (¢ = 2) was implicit in [1];
however, our argument for the general g(n)-ary case is more involved with the
introduction of “k-shuffledness.”

Proof Sketch of Lemma 2. First, we describe our codeword-state generation
algorithm A in detail. Fix x € I, and k € F; and let m = [log,(,,) M (n)].

(1) Start with the initial state: [1\”) = |k)|0™)]0)]0%).

(2) Apply the Fourier transformation (F,)®™ over F, to the second register. We
then obtain the superposition [¢\") = (1/VM) 3,<; |k)[r)|0)]0%).

(3) Invoke O using the last three registers. The resulting state is \1/1,@) =

(VM) 3,1, Yer, arzlk)Ir)|2)|6rz).

(4) Encode the information on the first and the third resisters into “phase” so

that we obtain the state [{”) = (1/VM) 0,1, e, whZon:|B)[r)|2)|or.-).

(5) Apply O~ to the last three registers. Let |z[1,(€4)> be the resulting state (I ®

O L),

(6) The state \@/},&4)> can be expressed in the form £ |k>|Cg(ck)>|T> + |A§Ck)>, where

|7) = ]0)|0%) and (<k|<C'g(ck) |<T|)|A§ck)> = 0. The amplitude £ equals Pres(Cy)+
k(z—Cx(r

(1/M) Zreln Ez:z#Cm(r) wq( ( ))|QT1Z|2'



The non-trivial part of the lemma is to prove the lower-bound of |n§ck)|. For

eachj € Fy,let §; = (1/M) Ereln |057‘,Cz(r)+j|2- By letting ng ) — Zjequ* wg 165,

kg can be expressed as ki) = Pres (Cz)—kRe(chk))—Hm(xék)). To estimate |I€§ck)|,

it thus suffices to prove that, for each x € I,, there exists a number k € IF;r
such that Re(x\") > —(1/(q — 1)) (1 — Pres(C..)). Since |2 = (Pres(C.) +

Re(xggk)))2 + (Im(xggk)))Q, the lemma immediately follows.

To complete the proof, we employ an “adversary” argument. Now, assume
that our adversary has cleverly chosen O to make |,‘$g(vk)|2 the smallest for every
k € Ff. We argue that the adversary’s best choice is to set 3; = B/(q —1) for

any j € F}, where B =5 jeFT B;. This follows directly from the claim below.

q )
The proof of the claim is found in Appendix. Let x, = ZkeJFq* ngk).

Claim 1 1. Xy = —f3.
2. For his best strategy, the adversary can be assumed to have chosen {3;}

s0 that Bj = By—j for any j € F} and Im(xggk)) = 0.

JEFT

Since B; = B/(q — 1) for all j € IF;F and B = 1 — By, it easily follows that
Re(xggk)) > —(1/(g—1)) (1 = Pres(C,)), as required. O

The following theorem shows how to convert a codeword-state decoder (i.e., a

quantum algorithm that decodes x from |Cg(ck)> for any k) into a quantum list-
decoder. This complements Theorem 2.

Theorem 3. Let C = {Cy}ser, be any phase-orthogonal (M(n),n,d(n))qm)-
code. Let k € IF(‘I" and M'(n) > 0. Let U,, be any quantum algorithm that, for each

fized x € I, decodes x from a k-shuffled codeword state |Cg(gk)> € Har(n) with
probability > 1—£(n). Let V,, be any quantum algorithm that generates a quantum
state |C) consisting of a [log M (n)]-qubit approzimation of the codeword state
together with ancilla [log M'(n)] qubits generated from a quantumly corrupted

word O with success probability n(n). Assume that \((Cg(ck)KO“Og M@ CY| >
((n) for every x € I, satisfying Pres(Cy) > 1/q(n) + e(n). If £(n) < ¢*(n)/2,
then there exists a quantum list-decoding algorithm W, for C of list size at most

[(n(n)(¢*(n)/2 = &(n))) ™" (log J (n) + log(1/d))],

where J(n) is from Lemma 1. Moreover, if U,, and V,, are polynomial-time com-
putable and (¢%(n)/2) — &(n) and n(n) are polynomially-bounded functions, then
Wy, is a polynomial-time quantum list-decoding algorithm for C'.

Proof Sketch.  Given (n,e,8) and O as input, the following algorithm solves
QLDP for each fixed n € N. Let m = [log M (n)] and m’ = [log M’'(n)].

(1) Run algorithm V,, to obtain the state |C) with probability at least 7.
(2) Apply algorithm U, to the first m qubits of [C) as well as an appropriate
number of ancilla qubits, say c. We then obtain the state U,|C)|0).



(3) Measure the obtained state and add its measured result to the list of message
candidates.

(4) Repeat Steps (1)—(3) [(log J(n) + log(1/d))/e] times and output the list,
where e = 1(1 — £ — /1= ¢?) > n(n)(¢*(n)/2 = £(n)).

We next claim the following, whose proof is in Appendix. Let Bék) ={z €
r, | Preé(C;gk)) > 1/q+ ¢}. Recall that |B§k)| < J(n).

Claim 2 1. The probability that x is observed when measuring the quantum
state obtained after Step (2) on the computational basis is at least e.

2. If we perform Steps (1)-(3) [e~(log |B§k)|+log(1/6)ﬂ times, then we obtain
a list that includes all messages in Bsk with probability at least 1 — 4.

Since log|B§k)| < [log|I,|] = n, we obtain the desired list at Step (4) with
probability at least 1 — § by the above claim. m|

At the end of this section, we show a general theorem, in which “almost
phase-orthogonal” codes are quantumly list-decodable. Our argument uses the
notion of pretty-good measurement [10, 16].

Theorem 4. let k € F, and let C be any (M (n),n,d(n)), code such that there
exists a constant & € [0,1/2] satisfying \(Cg(gk)|01(,k)>| < ¢ for any distinct pair
x,y € I',. Let S be the matriz of the form (|C(()k)>7 |ka)>, ce |Cj(le>) If € < 2¢?
and rank(S) = N, then there exists a quantum list-decoding algorithm for C.

Proof Sketch. From Lemma 2 and Theorem 3, it suffices to construct a unitary
operator U whose success probability |(z|U|C.)|* of decoding z from |C.) is at
least 1 — & whenever [(Cy|Cy)| < & for any distinct z,y € I" and rank(S) = N.

We want to design U following an argument of pretty good measurement
(known also as square-root measurement or least-squared measurement) [10, 16].
Note that, since rank(S) = N, the matrices STS and SST share the same eigen-
values, say Ao, ..., An—1. Perform singular-value decomposition and we obtain
S = PTQ for M- and N-dimensional unitary operators P and @, respectively,
and a diagonal matrix 7' = diag(v/Ao, VA1, .-+, V/AN—1,0,...,0). We therefore
have (z|pUS|2)n = (2|MUPTQ|z) N, where |2)5 and |z)y are respectively an
M -dimensional and an N-dimensional vectors.

The desired matrix U is defined as U = RPT, where R = (%T ",) It imme-
diately follows that (2|, US|2)n = (2| RTQ|2z)n = (2|nQTT'Q|z) N with the
diagonal matrix 7" = diag(v/Ao, VA1, -,/ An—_1). The success probability of
decoding z from |C’z(k)> is therefore lower-bounded by |(z|QTT'Q[2)|? > |Aminl,
where Apin denotes min{|A1],|Az|, ..., |An—1]}.

The remaining task is to prove the following claim.

Claim 8 |Amin| > 1—¢.

We leave the proof of this claim in Appendix. This completes the proof. ]
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5 New Quantum Hardcore Functions

Finally, as our main result, we present three new quantum hardcore functions,
two of which are unknown to be classically hardcores. We explain them as codes
and give polynomial-time list-decoding algorithms for them. From Lemma 2 and
Theorem 3, we only need to build their codeword-state decoders.

Proposition 1. There exist polynomial-time quantum list-decoding algorithms
for the following codes: letting p(n), q(n) be any functions from N to the primes,

1. The q(n)-ary Hadamard code H@ with q(n) € O(logn), whose codeword is
defined as H (r) = Zf:gl x; -, mod q(n).

2. The shifted Legendre symbol code SLS?, which is a (p(n),n)s-code with n =
[log p(n)], whose codeword is defined by the Legendre symbol® as SLSP(r) =1
if (;f(tf)) = —1, and SLSZ(r) = 0 otherwise.

3. The pairwise equality code PEQ for even n € N, which is a (2", n)2-code,
whose codeword is PEQ, (r) = @?:/g EQ(zixiy1,7imi41), where EQ denotes
the equality predicate.

Combining Proposition 1 and Theorem 1, we obtain the quantum hardcore
property of all the aforementioned codes.

Theorem 5. The functions H@, SLS?, and PEQ are all quantum hardcore
functions for any quantum one-way function of the form f'(xz,r) = (f(z),r),
where [ is an arbitrary quantum one-way function.

Remark: Damgard [8] introduced the so-called Legendre generator, which pro-
duces a bit sequence whose rth bit equals SLS?(r). He asked if his generator
possesses the classical hardcore property. (This is also listed as an open prob-
lem in [13].) Our result proves the “quantum” hardcore property of Damgard’s
generator for any quantum one-way function.

Proof Sketch of Proposition 1. It suffices to provide a codeword decoder for
each given codeword. See Appendix for more details.

(1) To decode x from the codeword state \H(‘Z)>, we simply apply the Fourier
transformation F, over Fy(,) and then extract x deterministically.

(2) Our codeword-state decoder is obtained by an appropriate modification
of a quantum algorithm of van Dam, Hallgren, and Ip [20].

(3) Consider the circulant Hadamard transformation He:

-11 1 1 L 10 0 0
1-1 1 1 — 0-10 0

HC —def ( 101 -1 1 ) = F4 (0 0 -1 0 >F47
11 1 -1 00 0 —1

where Fj is the quantum Fourier transformation over 4. We can obtain x from

the codeword state |PEQ,) by applying U = H?"/Q. O

® Note that () = —1iff z is a quadratic non-residue modulo p.
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Appendix: Proofs of Three Claims and a Proposition

We present the detailed proofs of the three claims and the proposition described
in the main text.

Proof of Claim 1. (1) This claim comes from the following simple calculation:

Re= Do D Wi o= Y| w6

keFS jeFy JEFS \keFF
= v = X0
= Wy i = j
JEFT \keFS JEFY
== 8 = b

JEFT

since 1 + Zkew w;“ = 0. This completes the proof of the claim.
(2) Let [m,n]z = {m,m + 1,m + 2,...,n} for any pair (m,n) of integers

with m < n. This claim relies on the following facts: Re(w}?) = Re(wf“™) and
also Im(wh?) = —Im(wg(qu)) for any j € Ff. For any given {f;}er,, define

By = Bo and 3 = (B; + B4—;) /2 for each j € IF;F. Clearly, #; = (3;_; holds. Let
) = > jers whi 35 By its definition, we have

Re() = 3 (Re(whi)s; + Re(h@ )5, ;)

J€L,1a/2]]z
= Y Re(w)(Bi+B8,5) = Y, Rew)(8+5)
j€lL,la/2])z Jel,la/2]]z
=) Re(wf)B; = Re(x).
jeFy
Moreover, since 3} = f3;_;, we obtain:

()= Y () + k), )
JelLla/2]lz
- Y mE) (B -6) = o

jell,lq/2])z

Therefore, {3} }jer, makes the value \/@gﬂ” smaller than (or at least as small as)
{B;}jer,. For these 3}’s, )255]@) is a real number.

By re-naming 3} as (3;, we have 3; = 3, for all j € F} and xggk) = Re(xggk)).
Since X, is constant, by the first claim, the adversary must choose {3;}; so that

ngk) = Xz/(q — 1) because, otherwise, we can always find an appropriate & such

13



that X( ) > Xz/(q—1). Clearly, such a choice is made by setting 3; = 3/(q — 1)
for every j € Ff. 0

Proof of Claim 2. (1) Let ¢ be the probability of observing z at Step (2).
Assume that Step (1) of our algorithm succeeds. The trace distance between
U1CY0m")|0%) and U|C)|0) equals \/1 — {C[(0m'|CY2 < \/T—C2. Let D
and D be probability distributions of obtaining = € I3, by measuring the state
U|CY0m")|0F) and U|C)|0), respectively, on the computational basis. Since
the total variation distance between D and D is at most the trace distance
b~etween |C£k)>|0m> and |C)), we Othain the inequality (1/2)>, . [D(y) —
D(y)| < /1 —¢2, where D(:) and D(-) denote the density functions of D and
D, respectively. Moreover, we have

Y ID(y) = D(y) =D (@) +>_ID(y) = D(y)| =2/1 — & — D(x)].

yely y#T

By combining the above two estimations, we obtain the bound |1 — & — D(x)| <

/1= (2, which implies D(z) > 1—&— /1 — 2. Since the state |C) is generated
at Step (1) with probability 7, we finally conclude that ¢ > 7 - D(z) =

(2) Assuming that Steps (1)—(3) are repeated ¢ times, we wish to prove that

t > [e!(log |B§k)| + log (1/4))]. Since we obtain = € B( ) through these steps

with probability at least e, for each fixed zg € Bé ). the probability of obtaining

no o within ¢ samples is upper-bounded by (1 — ¢e)t. Therefore, with probability
at most |B§k)|(1 — e)t, there exists an x € B®

such z.

for which ¢ samples contains no

Since the probability of obtaining the desired list is at least 1 —§, we demand
the inequality |B§k)|(1 —e)! < § to hold. This yields the desired bound ¢ >
e_1(10g|B§k)| +log (1/0)). O

Proof of Claim 3. We estimate the value |Amin| as follows. Let an N x N matrix
G = S1S = (& )i, where & ; = (C;]C;). Since G is Hermitian and rank(G) =
N, the spectral decomposition makes us express G as Z Ui [i) (0] with a
certain orthonormal basis {|¢;)}; and its correspondlng elgenvalues ;. We then

have min =1 |(WIG1)| = miny =1 |71 A 0316) 2| = Al
Note that, if |¢) = Zfig a;|i) for complex numbers «;’s, the value |(¢|G|v)|

is

(IGI)] = [1+ )& joja;| = 1—5+25|az|2+25”a a;l.
i#£] i#£]
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Since G is a real symmetric matrix, we may assume that o; € R for any i €
{0,1,..., N — 1}. Hence, we have

min [(Y[GlY)] = min [1-&+ Y (6] + 204 jlaia; + ad)
) li=1 ) li=1 i<i 0

+ Y (baf =206 sluay + ad)

1<4,£4,5<0
= min [1-&+ Y (Gl + ;) + (€= &) (ef +ad))
1) 1=1 <0
+ Y (llai = a)) + (€ = [&iD)(af +a3))
1<5,£,5<0
>1-¢.
We therefore obtain [Amin| > 1 — &, as required. O

Proof of Proposition 1. We wish to give codeword-state decoders.

(1) The simple case ¢ = 2 was implicitly proven by Bernstein and Vazirani
[6] and also by Adcock and Cleve [1]. The general case g(n) > 2 follows from
Theorem 2 with an appropriate use of quantum Fourier transformation over FF,.

(2) Since [SLS?) and (1/4/p(n)) ZT(Z(J;’;)V) are close enough, we can apply
a quantum algorithm of van Dam, Hallgren, and Ip [20] for the shifted Legendre
symbol to obtain —z with high probability, say at least 1 — O(1/p(n)). We then
transform —x to z deterministically. Overall, we can extract = from [SLS?) with
probability 1—O(1/p(n)). Since 1/p(n) is ezponentially small in n, the condition
of Theorem 3 is met for all sufficiently large n’s. Clearly, our algorithm runs in
time polynomial in log p(n).

(3) Note that it is easy to implement H, using the quantum Fourier transfor-
mation as well as the phase-inversion operator. A key observation is the following
equation:

= ()
r=0

1 1
- -1 EQ(zix2,m172) Pro) ® - ® — -1 EQ(zn—1Zn,"n—17n) Tre1Tn).
\/anrz( ) ri72) \/ZTET( ) Irn—17n)
Since
1
H. | — —1)EQ@izit1,riTitr) riri = |z;x; ,
\/ZT.TZH( ) ririv1) | = |wi®ip1)
we can easily obtain z from |PEQ,) using H.. O
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