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Abstract. Impagliazzo and Levin demonstrated [IL90] that the average-case hardness of
any NP-search problem under any P-samplable distribution implies that of another NP-search
problem under the uniform distribution. For this they developed a way to define a reduction
from an NP-search problem F with “mild hardness” under any P-samplable distribution #;
more specifically, F'is a problem with positive hard instances with probability 1/poly(n) under
H. In this paper we show a similar reduction for an NP-search problem F with “strong
hardness”, that is, F' with positive hard instances with probability 1 — 1/poly(n) under A in
its positive domain (i.e., the set of positive instances). Our reduction defines from this pair of
F and H, some NP-search problem G with a similar hardness under the uniform distribution
U; more precisely, (i) G has positive hard instances with probability 1 — 1/poly(n) under ¢ in
its positive domain, and (ii) the positive domain itself occupies 1/poly(n) of {0,1}™.

1 Introduction

The theory of the average-case complexity has been studied extensively since 1970’s, and during
late 80’s to early 90’s, several fundamental results have been shown (see an excellent survey
[BT06b] for the background). Among such results, an average-case NP-completeness theorem
shown by Impagliazzo and Levin [IL90] is one of the seminal results in the average-case com-
putational complexity theory. They demonstrated some NP problem Y whose hardness under
the uniform distribution ¢/ is complete in the sense that it is essentially harder than any NP
problem X under any polynomial-time samplable distribution H. In high level, they showed
a reduction from (X,H) to (Y,U) that keeps certain hardness. Here we propose a reduction
showing a closer complexity relation for investigating stronger hardness properties.

From some technical reason (see discussion in the last section), we consider throughout this
paper only NP-search problems, i.e., problems for finding a polynomial-time verifiable witness
for a given positive instance (i.e., “yes” instance) of the corresponding NP decision problem.
In this context the Impagliazzo-Levin reduction is stated as follows. Let F' be any NP-search
problem, and let L be its positive domain, i.e., the set of its positive instances. Let H be a
polynomial-time samplable distribution for inputs under which we would like to investigate the
complexity of the search problem F'. Then for this pair of F and H, their reduction defines some
NP-search problem G with a positive domain M that satisfies the following property: Suppose
that some polynomial-time (randomized) algorithm B succeeds to solve G with high probability
under the uniform distribution over its positive domain M. More specifically, suppose that
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Przu[B(T) € G(x) | T € M] > 1 — 6(n) holds for some §(n) > 0 (where n and 7 are
polynomially related). Then we have some algorithm A satisfying Pry.4 [A(z) € F(z) | = €
L] > 1—poly(n) - §(n). With reductions of this type, we can show that the average-case NP-
hardness under any polynomial-time samplable distribution is essentially equivalent to the one
under the uniform distribution (see, e.g., [BT06b] for an exact statement and its proof).

Roughly speaking, the above reduction shows that F’s hard part is not reduced to more
than 1/poly(n) in G; that is, if F’s hard part occupies (measured under H) poly(n) - d(n) of its
positive domain, then the proportion of G’s hard part in its positive domain is at least 6(n). In
applications of the average-case complexity theory, we sometimes require higher hardness, e.g.,
hardness on all but a small fraction of instances. Such examples can be found in cryptographic
applications. The above reduction from (F, H) to (G,U) is not appropriate for investigating such
strong hardness properties. For example, even if we know that the proportion of F’s hard part is
close to 1 under #, it only guarantees some 1/poly(n) lower bound for the proportion of G’s hard
part. We need a reduction that guarantees that easy part proportion does not get enlarged from
the original problem to the reduced problem. Unfortunately, however, the technique used in
the Impagliazzo-Levin reduction does not seem appropriate for this purpose (see more technical
explanation in the later section). In this paper, we propose some techniques added on the one
used in the Impagliazzo-Levin reduction to design a new reduction for providing such closer
hardness relationship.

Let us state our main result precisely. For this and for our later discussion, we first introduce
some notions and notations. For any NP-search problem F' and any instance z, we use F'(z) to
denote the set of solutions of F' on z. We assume that each solution for z is expressed in {0, 1}*
of length polynomially bounded by |z| and that some deterministic algorithm checks whether a
given w is a correct solution (i.e., w € F(z) or not) within polynomial-time in |z|. An instance
x is called positive if F(x) # (.

In order for discussing the hardness of a given problem, we consider input instance distri-
butions. A distribution is specified as an ensemble H = {#,},>0, where H,, is a distribution
restricted on {0,1}". We use U = {Up}n>0 to denote the uniform distribution. By “z : H,”
and “H,(x)”, we mean respectively a random instance x occurred according to H, and the
probability that z occurs according to H,. A distribution H is called polynomial-time samplable
if there exists some polynomial-time randomized algorithm or a sampler H such that H(1")
produces each z € {0,1}" with probability #,(z). We assume that H(1") always consumes a
random seed of the same length, say, n°. We use H(1";r) to denote the execution of H on an
input 1" and a random seed r € {0,1}"".

Now we are ready to state our main theorem. We will prove the following theorem.

Theorem 1. We have some constants ¢y, dg, and ey with which the following statement holds.
Let F' be any NP-search problem with a positive domain L, and let / and H be any polynomial-
time samplable distribution for F' and its polynomial-time sampler respectively. Suppose that
F, H, and H satisfy the following with some constants d > 1 and s > 1.

1. Pryg [z€L] > n 9

2. H(1™) generates an instance of size n according to the distribution ,, and

o(1)

3. H(1™) requires a random seed of size n® and runs in n time.

Then there exist some NP-search problem G and positive domain M that satisfy the following.



4. Prgy [T e M| > (m) (dotd)
5. if some (m)!-time randomized search algorithm B for G achieves

7Pur[ P];r[B(E) yields some solution € G(z)] > 1/2 | T e M| > (n)"¢, (1)
T:Ux

then by using B one can define some n$"-time randomized search algorithm A that solves
F' in the following sense:
P;{r [ lir[A(x) yields some solution € F(z)] > n “%° | x € L] > n %  (2)
Tifin
Remark. Throughout this paper, we will use n and 7 to denote respectively the length of
instances for F' and G. As we will see in the proof, 7 is polynomially bounded by n. Constants
¢o, do, and ey are determined by choice of hash function families and a tupling function (used in

the proof) and do not depend on size parameters, distributions, nor NP-search problems. Such
constants will be called universal constants in the following.

There may be some other ways to show a similar relationship. For example, one might
consider using direct product techniques, i.e., Yao’s XOR lemma [Yao82] and its powerful vari-
ants. These techniques are quite useful for hardness amplification. Thus, we may be able to use
the Impagliazzo-Levin reduction and then amplify its hardness by one of those direct product
techniques. This approach, however, seems to have some disadvantage in our setting. They
basically make an instance of a harder problem by taking direct product of multiple instances of
the original problem, which is some NP-search problem in our case. But then fraction of positive
instances would decrease exponentially, and this may not be appropriate for investigating strong
hardness properties. One may be able to apply some hash function to increase the fraction of
positive instances in its domain; but it is not so obvious to find an appropriate way. Here we
rather take a more direct approach for designing a reduction that does not enlarge easy part
proportion and does not reduce positive domain proportion.

2 Reduction from Samplable to the Uniform Distributions

We prove our main theorem explained in Introduction. Below the symbols are the same as those
used in the theorem.

2.1 Our contribution: Why can’t we simply use the technique of [IL90]?

Before stating the proof, we recall the approach of Impagliazzo and Levin and explain our
technical contribution.

We would like to convert the distribution ,, to the uniform distribution i/, where 7 is the
size of reduced instances obtained from instances for F’ of length n. For this purpose, we encode
each z € L of length n by a string y of length reflecting its “weight” H,(z). For example, a
string z1 with H,(z1) = 1/4 (= 272) is encoded by some y; of roughly 2 bit length whereas a
string xo with H,(z2) = 2710 is encoded by some g5 of roughly 10 bit length. Note that there
are at most 4 strings with heavy weight 272; hence, 2 bit string is enough. On the other hand,
we may need 10 bits to encode strings with light weight 27'°. Codes y; and gy, are obtained by



random hash functions. Let Hash(n, k) denote a family of pair-wise independent hash functions
mapping from {0,1}" to {0,1}*. We use randomly chosen hash functions h; € Hash(n,2) and
ho € Hash(n,10) and compute y; = h1(z1) and yo = ha(z2). Then we may regard (hq,y:1) and
(h2,y2) as uniformly generated random strings. Furthermore, with random padding strings pad;
and pady of appropriate length, two strings (h1,y1,padi) and (hg,y2, pads) can be regarded as
random strings of the same length.

This encoding has the following problem: For using hash functions appropriately, we need to
estimate the weight of a given x; more specifically, k, = —log H,(x). But since this estimation
is usually hard, we would select k& randomly (even so, the chance of & = k, is not so small).
Then there is some possibility that by some h' € Hash(n,2), both heavy input z; and light
one z2 are mapped to a short code 3’ = h/(z1) = h/(xz2) € {0,1}2. In this case even though
(W,y',pad') is solved it may be the case that the solution is for the light input z2 and it does
not help to give a reasonable success probability of solving F. The clever idea of [IL90] is to
use another hash function g for avoiding this problem. This hash function g is used to check
whether a string  mapped to y indeed has weight #, (x) that is large enough for the current
choice of hash function h (or equivalently the current choice of k). Note that weight H,(x) is
essentially the same as the number of random seeds with which the generator yields z. We use
the hash function g to check whether there are enough number of such random seeds for . This
technique is called in [GT07] uniquely decodable random coding.

This last “unique decodability” of the technique of Impagliazzo and Levin is somewhat
limited, and it is weak to guarantee enough uniqueness property for our probability situation.
More specifically, the technique of [IL90] can bound the “bad case” probability by 1/c for some
constant ¢ > 0. That is, the probability that an algorithm on input (h',y’,pad’) gives an
undesired solution, e.g., a solution for the light zo with A'(z2) = ¢/, is bounded by 1/c. This is
enough when the algorithm gives a correct answer with probability 1 — 1/poly(n), but this is
not sufficient for our situation where we can only assume an algorithm with 1/poly(n) success
probability. The main technical contribution of this paper is to solve this problem by using
triple-wise independent hash function families for ¢ and by introducing a new analysis for the
unique decodability. Also some slightly more careful analysis is needed for taking care of the
small success probability, and for this, we introduce some pair-wise independent hash function
family with some strong nonshrink property (see below).

2.2 Hash function families

We use hash function families with some reasonable independence and related properties. In
general, for any ¢ > 2, let Hashy(n,k) denote a family of ¢-wise independent hash functions
mapping from {0,1}" to {0,1}*. That is, the following holds for any x1,...,z; € {0,1}" such
that x1 # --- # x; and for any y1, ...,y € {0,1}*:
P h(z1) =y1 A h(z2) =yo A+ A h(zy) = = (27F)%
h:Hashf(n,k)[ (1) =m0 (x2) = y2 () =yt ] (277)

Here by “h : Hashy(n,k)” we mean to choose a hash function h uniformly at random from
Hash;(n, k) (see below for more precise meaning).

Although we will use only pair-wise and triple-wise hash function families, it has been
known (see, e.g., [KJS01]) that for any constant ¢ > 2, one can define a hash function family
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Hash;(n, k) so that each one of the family is representable in (kt/2)(n + log k) + O(1) bits. We
may further assume some polynomial #},,¢,(+) such that for any n and any k& < n, hash functions
in Hashs(n, k) (and resp., Hashs(n,k)) are uniformly generated from a random seed chosen
uniformly at random from {0, 1}%=:(")and that given its seed and an input string in {0,1}",
the specified hash function value is computable in polynomial-time in n. In the following, we
will identify these random seeds with the corresponding hash functions. Thus “h : Hashy(n, k)”
precisely means to select this seed uniformly at random from {0, 1}¢rash(),

In the following, for a pair-wise independent hash function family, we will also require an
additional property, which we call “nonshrink property”. In the proof of the following lemma,
we show a way to define a new pair-wise independent hash function family Hash(-,-) with the
nonshrink property as stated in the lemma. As we can easily see from its definition, Hash(-,-)
satisfies the other properties mentioned above; precisely speaking, by using a bigger polynomial
for fhasn(-). (The following lemma might have been known in the literature, but we state the
proof in Appendix for the sake of completeness.)

Lemma 2. We can define a pair-wise independent hash function family Hash(-,-) that has the
following property for any sufficiently large n and k, 4 < k < n: For any X C {0,1}" of size
> n2k, we have
Pr [|h(X)\ > (1—2"/24yk | > 1 9n/7,
h:Hash(n,k)

We first explain the idea of a new hash function family. For simplifying our discussion, we
assume here that n is sufficiently large and n = 2! for some I so that logn is an integer.

Since | X| > n2k, consider any partition {X1,..., X5} of X into sets of almost the same size.
Also consider n hash functions hi, ..., h, chosen independently from Hashy(n, k). Then since
|X;| =~ 2*, we may expect that |h;(X;)| > 2¥/4 holds with reasonable probability. In order
words, for each y € {0, 1}, the probability that h;(z) = y for some z € X; is not so small. Then
since hi, ..., h, are all independent, we can show that h;(x) = y for some i and some = € X;
with probability exponentially close to 1. Now define h(x) = hj(;)(x), where i(z) is the index
i such that = € X;, and we may expect that h(X) occupies the most of its range {0,1}* with
probability very close to 1. This is the idea of our hash function family.

For implementing this idea, we need to define the index function i(-) concretely. Here we
make use of h(!) € Hashy(n,!) and use its value in {0,1}! as an index. Also we use 2! pair-wise
independent randomly generated hash functions, that is, hg) € Hashy(n, k) for each u € {0, 1}.
Then define h by

hz) = h?(z), where u = hV(z).

Let Hash(n, k) denote the set of hash functions obtained in this way. This also defines the way
to generate each one in Hash(n, k) randomly. Clearly, this hash function family is pair-wise
independent, and it satisfies all the other properties mentioned before the lemma. Also we can
prove that this hash function family satisfies the property of the lemma.

2.3 Detail Argument

Now we state the proof of our main theorem in detail. We begin with recalling notations and
introducing some more for our discussion. Throughout this section, we consider sufficiently



large n, fix it, and consider only strings of length n for inputs to F. This n is our principle size
parameter and the other size parameters are defined based on it.

F': original NP-search problem, G : NP-search problem reduced from F',
L : set of F’s (length n) positive inputs, M : set of G’s (length 7) positive inputs,
z : instance for F' (length n), 7 : instance for G (length m),

F(z) = F’s solution set on z, G(T) = G’s solution set on T,

‘H,, : distribution for F, Uz : uniform distribution (for G).

Here are some more notations concerning F' and H. Note that n’ is a new symbol.

H : polynomial-time sampler for H, n’ = n°® = length of random seeds used by H(1"),
H(1™;r) = length n instance generated by H by using seed r € {0, 1}”'.

Finally we introduce some polynomial-time computable and invertible one-to-one tupling
function, and for any ay,...,ag, let (aq,...,a5) denote the output string of this function on
ai,...,ai. For some constant cyple, we assume that |(ai,...,ax)| = (Ja1| + -+ + |ag|)%upe (when
la1| + - - - + |ak| is sufficiently large) so that the length |(ai, ..., ax)| is determined by the total
length of the input strings ay, ..., a;. Note that cgyple is one of the universal constants.

Now we define our target problem G based on a given search problem F' and a sampler H.
An input 7 for G is defined as T = (k, h,y, g, pad); that is, it consists of five components with
the following domains:

G’sinputis T = (k, h,y, g, pad),

where - k is from [n], - h is from Hash(n, k),
-y is from {0,1}*, . g is from Hashs(n/,n' — (k + 2logn)), and
- pad is from {0, 1}* for some appropriate length £

We may assume that all inputs T have the same length. Precisely speaking, k is expressed as a
binary string of some fixed length, say, [log(n+1)], and h and g are seed strings in {0, 1}¢nash (")
and {0,1}%an(") Since g is the longest in the five components of Z and |g| < fpash(n®), there
is some universal constant ly, with which we may assume that 7 (= [Z|) = n'o's.

We consider the average-case situation where these inputs 7 is given following the uniform
distribution Uz. Here the uniform distribution Uz means to choose an instance T uniformly at
random from {0,1}". This is in fact equivalent to generate T = (k,h,vy,g,pad) by choosing
components k, h, y, g, and pad uniformly at random from each of their domains because the
length of each component of T is fixed for a given size parameter n and those components
are separable from one random string of length 7. Thus, in the following analysis, instead
of considering Uy, we simply argue by assuming that each component is chosen uniformly at
random from its domain.

For a given instance T = (k, h,y, g, pad) of G, the set of solutions G(Z) is defined as follows:

G@) = { (z,r,ro,r3,w) | z€{0,1}" ri,ro, 3 € {0,1}", w e {0,1}™
(a) h(z) =y,
(b) w € F(zx) (i.e., w is one of the solution for F'),
(c) H(n;r) = H(n;re) = H(n;r3) = z, and
(d) g(r1) € 000* A g(rq2) € 010* A g(r3) € 100* }.



In the following, we will often write 7 for (r1,72,73). Clearly the problem of finding some solution
in G(T) for a given instance T is an NP-search problem. We will show that this search problem
has the desired hardness

Now let us prove that G satisfies the theorem. We show that the first requirement (i.e., the
statement 4) holds based on the condition 1 of the theorem. That is, the following lemma.

Lemma 3. Suppose that Pry.4 [z € L] > n~% for some d > 0. Then for some universal
constant dg > 0, we have

Pr[G@) #0] 2 (@) .

Proof. In order to simplify our presentation, we consider the case that d = 0; that is, the case
that H, (L) = 1. The general case can be proven similarly with the same dj.

For each i, 0 < i < n/, define L; by L; = {z[2-(+Y) < H,(z) < 27¢}. Noting that n' = n®
and |L| < 2", we have (for sufficiently large n) that

n
> M) €0 <
i>n+slogn+1

Hence, there is some iy, 0 < 79 < n + slogn, such that Hn,(Li,) > 1/2(n + slogn + 1) > 1/4n.
Note on the other hand that k for the first component of T is chosen from [n]; thus, letting
ko = min(ig, n), we analyze the probability Przy. [ G(T) # 0| k = ko ], i-e., the probability that
(ko, h,y, g, pad) has a solution.

First we check that kg is not so far from 4g. Note that |L;,| > 2% /4n because H,(x) < 27%
for all x € L;, and H,,(Li,) > 1/4n. On the other hand, since |L;,| < 2" (because L;, C {0,1}"),
we have 2% /dn < |L;,| < 2"; then it follows that ig < n+logn +2 < n+2logn. Thus, we have
ko <o < ko + 2logn.

Let H'(1",z) = {r|[H(1";7) = x}. Then we have |H (1", z)| > 2" (o) for all x € L;,.
Now by using this and the bounds |L;,| > 2% /4n and ko < iy < ko + 2logn derived above, and
also by using the independence properties of h and g, we have the following bound.

[ G((ko, h,y, g, pad)) # 0]

h,ygpad
> Pr [3z,7,w[(a)~(d) holds for h,y,g,z,T7,w]
h,y,9;pad
> Pr [37[(a),(c),(d) holds*! for h,y,g,7 on x
> Y, Pr[3(()(0)(d) holds™ for g, on o]
Z‘ELiO
— Z Pr [(---onz)A (- onz')]
z#T' €Ly, hoy.g.pad
(Note *1: (b) is satisfied by considering only x € L;,)
1
> . ra *1 fe —
2 5 Z h,yg,rpad[ 3r[(a),(c),(d) holds** for h,y,g,7 on x|
CEEL,;O
(Since we may assume that ZwELiO Pr[---] <1/2)
1 _ _
> 3+ 3 Prl @) for hy, 1 Pr{ FF[(0(A) for g,7,]
SEEL.;O
|Li0| 1 -
> 5 Z 2701?[( for h,y,z ZPI[ ) for ¢g,7 |
y€e{0,1} ko rix2

(Note *2: 7 = (r1,79,73) consists of three different elements of H~!(1",x))
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|Li0| 9ko gn'—(io+1) , (Qn’f(io+1) _ 1) . (2n'7(i0+1) _ 2)

2 Ty gk gk 27 (oiZlogn) . o7 (ot2logm) g7 (Rot2logm)
9o 9ko (Qn’f(i0+1))3

2 8_n ' 2ko . 2ko ' 2. (2n’—(k0+210gn))3

> 1 1 1

§n 16 © 128n

Since this is a bound for the case k = kg, by considering the probability that k = kg, we
have Przy [ G(T) # 0] > 1/(128n(n + 1)). We may assume that 7 > 128n(n + 1); therefore,
the desired bound is shown with dy = 1. O

Next consider the second requirement (i.e., the statement 5) of the theorem. For this we
assume an algorithm B solving G with (maybe small but) nonnegligible probability. Although
(1) of the theorem states somewhat weak success bound (namely, 1/2) of B(Z), by the standard
technique, we may improve this bound to, say, 1 — 27", i.e., the one exponentially close to 1.
Thus, for simplifying our discussion, we will argue below from a stronger assumption that some
deterministic and (7)’-time bounded algorithm B satisfies

—PJ [ B(T) yields some solution € G(z) | Te M| > (m) “. (3)
Uz
An algorithm A for the original NP-search problem F' is then defined by using this algorithm
B. 1t is in fact defined in the following simple way.

Algorithm: A (input x)

1) Choose k € [n], h € Hash(n,k), g € Hash(n',n' — (k + 2logn)), and pad € {0,1}
uniformly at random;

2) Execute B((k,h,h(x),g,pad)) and output the last component w of the output of B.

Clearly this algorithm’s running time is determined by the time for computing h(x) and
the running time of B((k, h, h(z), g, pad)); hence, this can be bounded by (nlo$)ttc < peost
with some constant ¢ def lo- (cp + 1). Note that this constant ¢y (= Iy - (¢ + 1)) is a universal
constant.

In the rest of this section, we prove that this A achieves the desired performance stated as
(2). That is, we show the following lemma.

Lemma 4. With some universal constant ey > 0, the following holds.

zP?{ [ 1134r[A(;1:) yields some w € F(z)] > n~%%° | x € L] > n~ %€
We prove the lemma by a sequence of claims. First we analyze the performance of the

algorithm B, based on the assumption (3), which is restated as follows in terms of n.

Remark on Notations. In the following technical discussion, we assume the condition “T €

M?” omit stating this condition explicitly every time. Also when a random variable follows

the uniform distribution on its domain, we simply write, e.g., Prz[---] as an abbreviation of

Progc |-+

Pi[B(7) € G(@)] > (1) = n 70",



Recall that Prz[B(Z) € G(z)] is Pr<k,y,h,g,pad>[B((k,y,h,g,pad)) € G({(k,y,h,g,pad))] and
that k is chosen from [n]. Hence, we can fix some kg so that

Pr [B((ko,y,h,g,pad)) € G@)] > n75¢/(n4+1) > p~(loset2)
h,y,9,pad

holds. Here we treat the case where kg is small, say, ky < 4 as a special case; in this case it is
easy to show the existence of positive and relatively heavy instances for F' that can be solved
by A defined above, which is enough to guarantee (1). Thus, in the following we consider the
situation where kg > 4. From now on we focus instances of the form (ko, h,y, g, pad), and we
will use Ty, or sometimes Zy(h,y), Tolh,y,g), or To(h,y, g, pad) to denote it.

We use the following variation of the Markov inequality.

Proposition 5. Consider any index set X and a set of values {p;}scx such that 0 < p, <1
for all z € X. Then we have

ZzeXp$ >y = Hz | px > v/2}| > 1
Ry RY 2
Let v = n~(0'5¢+2) and apply this proposition twice to the above bound. Then we have the

following two claims.

Claim 1. We say that h is good if Pry 4 pea[B(T0) € G(To)] > /2. The proportion of good h is
at least /2. That is,

— — gl g
P Pr |B G > = > —.
W [ y’g’;ad[ (To) € G(To) ] = 9 ] Z 5
Claim 2. Consider any good h and fix it. = We say that y is good (w.r.t. h) if
Pry ad[B(Zo0) € G(Zo)] > /4. The proportion of good y is at least y/4. That is, we have

pr| o) e @) 2 7] 2 ],

We let b= 3(lp-s-e+2)+1 so that n= < (7/8)3 (for sufficiently large n), and let a = b+ 6.
Then we say that a positive instance x € L is fat if its weight H,,(z) satisfies H,(x) > 1/(n®K)).
Note that there are at most n®Kj fat instances in L (C {0,1}"). Let L, denote a set consisting
of all fat instances in L and some dummy strings' so that |Lgys| = n%Kp. Then the following
claim holds.

Claim 3.

hlzrg[ 3z € Lia[ h(z) = y] A B(Zo(h,y,9)) € G(@o(h,y.9)) ] > 198 = 4n”".
Proof. The claim is proven by counting all h, y, and g satisfying the condition. We say that a
hash function h € Hash(n, ko) nonshrink (w.r.t. the set Ly ) if |h(Lgy)| > Ko(1 — v/8) holds.
Since |Lgyt| = n®Ky with a > 1, by the nonshirink property of Hash(n, ko) (Lemma 2), we have
(for sufficiently large n) |h(Lgag)| > Ko(1—2""/24) > Ky(1—~/8) by at least 1—2"/7 > 1—~/8

Tt may be the case that n®Ko > 2". Then Le; = {0, 1}"; analysis for this case is easier and omitted.



of all A’s in Hash(n, kg). On the other hand, the proportion of good A’s is at least /2. Hence,
the probability that random h is both nonshrink and good is > v/2 — v/8 > /4.

For each nonshrink and good h, we have at least Ky(1 — y/8) y’s that have some x € Liy;
such that y = h(z). On the other hand, there are at least Kyy/4 good y’s, i.e., y’s for which
B(zo(h,y,g,pad)) € G(To(h,y,g,pad)) holds for at least v/4 of all g’s and pad’s. Hence, the
probability that random y, g, and pad satisfy both y = h(z) and B(Zy) € G(Ty) is at least
(v/4 —v/8) - v/4 = v%/32. Putting these bounds together, we have the bound of the claim. O

Let us further analyze the bound of the above claim. Here we divide the event B(zy) € G(To)
into disjoint subcases by considering the output of B.

4n™® < Pr [3Jwe€ Li[h(x) =y] A B(To) € G(To) |

h,y,9,pad
_ Z W [ 3z € Ly [h(z) = y] A B(To) = (2,7, w) € G(To) |
= Z hyzl;ad[ 3z € Liat[h(z) = y] A B(To) = (2/,7,w) € G(Ty) ]
'€Llgy
+ Z [ 32 € Liu[h(z) = y] A B(@o) = (z",7,w) € G(Tp) ]
T ,y y,pa
< . ylf;’; 1 B(@) = («',7,w) € G(Tp) ] (4)
2’ € Loy 1
+ Z Z =y A B(To) = (2",7,w) € G(To) ]- (5)

,y 9, pad
” gLfat mELfat

Consider the last two terms, i.e., (4) and (5). Noting that h(z') = y is a part of the condition
(«',7,w) € G(Ty), we can restate (4) as follows.

4) = ,Z w b1 [h@) =y A B(@) = («',7,w) € G(@o) ]
= :Z::hyygimd[B(fo)z(w'faw)GG(EO) | h(w’)zy]-ﬁr[h(w’)zy]
= w'gathyygiad[l?(io(h,y))=($'aF,W)EG(TOUL,?J)) | W) =y]- KO
= Kio : EELI p Pt [ B@o(hh(x'))) = (@',7,w) € G(@o(h, h(')) ]
= Kio : EZL JPr [ B@oth (') = (@',7,w) € G(@oth, h(z)) ]

Intuitively, this is the total success probability of our procedure A. On the other hand, the
term (5) bounds the probability that B’s answer does not help us for solving 2/ € Lgy. Our
new technique of using triple-wise independent hash functions and its analysis, which is different
from the one in [IL90], are for bounding this probability small. More specifically, we can bound
it as the following claim.

Claim 4. For any x € Ly,;, we have

nb

— = (! = _ < .
gL: nb Lol M@) =y A B@oth,y,9)) = (.7, w) € G@olhyy,9)) | < 5o
T fat
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Thus, since a = b+ 6 and |Lgyt| = n® Ky, we have

6

n —b
(5) < Z n2aK0 =n
xELfat

Proof. Fix any = € Lgy;. The claim is shown by the following analysis.

@ T h,y,9;pad

< ) ZZZ z) = h(z") =y A (d) holds for g and 7 ]

d
T/ & Loy T1:x1 okl r3ixl 7y!gvpa
(Note *1: each r; is chosen so that H(1%;r;) = )

Z Z Z Pr [h ) =h(z") =y A (d) holds for g and 7 ]

r1:%2 1943 r3:%3 h.y.g.pad

Note #2: ry is chosen so that " < H(1™;71) & Lyt )

IN

*3: 7; is chosen so that H(1%;7;) = z"

< gn 2R 2R 1 1 5 S
= "The pe Fg on’ —(ko+2logn) - n2e K,

Here we use the fact that 2" ¢ Lg,: implies that H,,(z") < 1/(n®Kjp); in other words, the number
of r such that H(1%;7) = 2" is less than 27 %o /pa. 0O

From the above claim and the restatement of (4), we have

1 T ' T ' —(a+b) —(atb)

. N R |

oy EEL: JPr [ B(@o(h,h(z')) € G@olh,ha) | > 3n > o ©
x fat

From this we now show that there are enough z”’s for which A succeeds with our desired prob-
ability. We say that x is A-good if

hPI‘ d[ B(<k07h7h(x)7gapad>) € G((ko,h,h(x),g,pad)) ] > ni(a+b)
»gHPa

Recall that a +b=2b+6 = 6(lp - s - e + 2) + 8. Hence, we may choose the universal constant
eo of the lemma large enough so that n—(4tb) > p—¢o's¢ holds. Thus, A-good z’s are those for
which A(x) has the desired success probability. Therefore, the lemma is proven by the following
claim.

Claim 5.
Py [ degood ]| > w6 > s
T Hn

Proof. By applying Proposition 5 to the bound (6), we have

-

Recall that Zy(h, h(z)) is the abbreviation of (kg, h, h(x), g, pad); hence, the above means that
the number of A-good z’s is at least n®K - n— (a0,

naK()
notbd ’

Pr[B(@(, h(@)) = (@,7,0) € G@)] > n H

11



Next we show that a good x is in fact fat; that is, for any good z, we have

. 1 2n’7k0
I:I‘[H(l ir)=x] > no K, = ne.on'’

This is because if otherwise, we have |[{r : H(1";r) = 2}| < 2% /n® and hence

P:]T[(*) AT[H(1™;r1) = H(1™;r9) = H(1";r3) =z A (d) holds for 7 and g]]

3
P 1 5 pb
N - —(a+b)
< ( nao ) <2n’(k0+2logn)> T pla <n ’

but then since () is a part of the conditions for solutions of z, the probability that A(z) gives

any solution must be less than this bound, contradicting the assumption that z is A-good.

Now we know that there are at least n®Kjy - n=(@*%) good ’s and that each of them is fat,
ie., Hy(x) > 1/(n*Kyp). This proves that the probability of good = under the distribution H,
is at least n—(@tb) 0O

3 Concluding Remarks

We show a strong hardness preserving reduction for distributional NP-search problems from
any polynomial-time samplable distribution to the uniform distribution. We needed to consider
NP-search problems because our current reduction may create nonnegligible fraction of “no”
instances and this makes the problem easy as a decision problem; small but still nonnegligible
correct probability can be achieved even by the trivial algorithm that always yields “no” answer.

Although not yet certain, there may be some approach for overcoming this obstacle. First we
remark that the proportion of a positive domain M of our constructed uniformly hard problem
G can be made very close to 1. The hard problem G shown in Theorem 1 has a positive domain
M that occupies at least 1/poly(m) of {0,1}" for each sufficiently large 7; but we can in fact
modify it to some G’ with a positive domain M’ that is close to {0, 1}"'. More precisely, we can
prove the following a bit stronger version of Theorem 1.

Theorem 6. Let G and M be an NP-search problem and its positive domain defined in The-
orem 1 from the original NP-search problem F' and a distribution . In particular, recall that
G and M satisfying the conditions 4 and 5 of the theorem with constants d and e. Then we can
define some NP-search problem G’ and its positive domain M’ satisfying the following conditions
with some universal constant ¢; > 0 and some constant ¢ > 1 that depends on d and e.

1. Pryg ,[2'€M'] > 1-279" and

2. if some polynomial-time randomized search algorithm B’ for G’ achieves

PJ [ Il;r[B’(:c’) yields some solution € G'(z')] > 1/2] > (n/)~%/, (7)
x'U, 4

then by using B’ one can define some polynomial-time randomized search algorithm B that
solves G as shown in the following sense of (1), which is restated as follows:

_Pur[ %r[B(E) yields some solution € G(Z)] > 1/2 | Te M| > (n)"°
Uz

Thus, by Theorem 1, we may construct some polynomial-time randomized algorithm A that
solves F' with nonnegligible probability under H.

12



Proof. The idea is to apply a (random) hash function with the nonshrink property to positive
instances T of G to define instances ' of G’; that is, the set M’ of positive instances of G’ is
defined by M’ = {(h(Z),h) | T € M and h € Hash(|Z|,k(|Z|)}. A solution of a positive instance
x' = (h(T), h) is simply 7 itself and a solution of T w.r.t. G.

Fix m, the length of G’s instances, and show the above idea works with some appropriate
choice of parameters. First fix £ = k(n) = n — (dy + d)logm — 1, and use Hash(7m, k) as
the hash function family with the nonshrink property. Then G’ is defined as above and let
M' = {(h(Z),h) | T € M and h € Hash(m, k)} (which is a slice of the actual M’ corresponding to
G’s instances of size 7). Let £ = fp,5n(7) be the length of each hash function of Hash(m, k). Let
n' be the length of strings of the form (h(Z), h); we may assume that 7 < n/ < 700,

Note first that _

2n

_ =9n—(do+d)logn—1 _ =9k
—dotd n2 = n2".

|M| >
Thus, by the nonshrink property of Lemma 2, we have
|MI‘ Z (1 _ 2—ﬁ/24)(1 _ 2—ﬁ/7)2k2[’

from which the condition 1 of the theorem follows with some universal parameter ¢; > 0.

For the condition 2 of the theorem, assume some polynomial-time randomized algorithm B’
that satisfies (7). An instance ' is called G’-easy if B'(z') yields a solution with prob. > 1/2. We
may assume that for such easy instances, B’ yields a solution with prob. very close to 1; this can
be achieved by running the original B’, say, n’ times. Now our search algorithm B executes the
following steps on a given input T of length 7: generate a random hash function h € Hash(m, k),
execute B' on ' = (h(T),h), and output its (the part of its answer) as a solution of T (if it is
correct).

We analyze this B’s success probability; that is, the proportion of instances T for which
B yields a solution (with a certain probability). Specifically, we call Z € {0,1}" G-easy if
z' = (h(Z),h) is G'-easy for (n')~¢/¢/2 of h in Hash(7, k). Clearly, for such G-easy instances,
our defined B yields a solution with prob. > (n')~¢/¢/2. Hence, for the proof?, it suffices to show
that there are enough number of G-easy instances. Let us begin with counting the number of
('-easy instances z’. From our assumption (7) and the fact that n’ > k + £, we have

# of G'-easy instances > (n/)~¢/¢.2" > (p)=¢/¢.2F.2¢ = o. K- L,

where o = (n')"¢/¢, K = 2%, and L = 2¢. Then by an argument for proving Proposition 5,
we can show estimate # of T such that (h(Z),h) is G'-easy for at least («/2) - L many h’s of
Hash(7, k); this is the number of G-easy instances. Hence, we have

# of G-easy instances > % - K.

This is in proportion estimated as follows for some sufficiently large c.

OéK/2 (nl)—e/c . 25—(d0+d) logn—2
on - om

Pr[7is Geasy] > > (m) o2 > (@),
TrUx

Precisely speaking, the condition 2 requires the success prob. > 1 /2, which can be achieved by running the
current B for enough number of times.
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From this theorem, we have a search problem that is solvable and hard on almost all instances

(provided the original F' has enough hardness under the P-samplable distribution ). Then by

applying the combination of the isolation technique and some list decoding as Gutfreund did in

[Gu06], we may be able to define some hard decision problem from this NP-search problem. We

would like to leave this investigation as our future work.
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4 Appendix: Proof of Lemma 2

Here we prove Lemma 2, that is, the following nonshrink property of our hash function family
Hash(n, k): For any X C {0,1}" of size > nK (where K = 2¥), we have

> _ 7’[L/24 > _ *71/7'
o [0 0 -2 5 1
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We prove this bound by a sequence of claims. Here we consider that, whenever necessary,
h1) and AP are chosen uniformly at random from Hashs(n,l) and Hashs(n, k) respectively.
Also we fix the domain of u and y to {0,1} and {0, 1}* respectively.

First, for each u € {0,1}, we define X, = {z € X | h{¥(z) = u}. Then we have the
following claim.

Claim 6. . For every u € {0,1}!,

Pr|Xy| > K/2] > 1/2.
h()

Proof. Fix any u € {0,1}}. For any z, define a random variable I, , = 1 if h(!)(z) = u and 0
otherwise, and let I, = ) x Iy ;. Then we have | X, | = I,,, and it is easy to see that E[I,] = K
On the other hand, by the pair-wise independence property of Hashs(n,l), we can show that
Var[I,] < K. Thus, the bound of the claim holds by the Chebyshev bound. O

For each u and y, we define a random variable J, ,, as follows:

{ 1, 3z e X,[hP (@) = y],
Jy, =

0, otherwise.
Claim 7. . For every u and v,

S (2)[J w=1] X > K/2] > 1/4.

Proof. Fix any u and y. In this proof, we assume that |X,| > K/2. Consider any subset X,
of X, such that [X,| = K/2, and fix it. Define J; , as J,, by using X, instead of X,. Then
clearly, J;, , = 1 implies J,, = 1. Here we discuss the probability that J?;u = 1. (Note that

2)

since X, is fixed, the event JgI/,u =1 is determined only by hq(L , independent from the choice of

(2)_)

h(Y: thus, probabilities we analyze here are on the choice of hy
Consider the following sets U, , and Uy,u.

Upu = {(b2) |z e X,ARD () =y A axeX'[h N(z) =9},
Uy = {0 ,2) | 2 € X{ARD (2) =y A Ta" € Xo[0 (2) = o]}

Note that if h{? belongs to Uy, with some z € X, then we have J; , = 1 with this K2, which
is witnessed uniquely by this . Hence, we have

Uyl

Pr[J!, =1 > —— = . 8
il y.u e |Hasha(n, k)| ®)
Thus, we analyze the above ratio.

First note that Uy, UUy, = {(th2 ,x) | h 2)( ) =y}, and the size of this set is exactly

(02.2) | B0 (@) =9} = 3 1D [ P(w) =y} = & . [Heshel B [Hoshan, B)]

reEX!

Hence, Uy, UU, ,|/|Hasho(n, k)| = 1/2. Thus, for giving a lower bound for |Uy ,,|/|Hasha(n, k)|,
we analyze an upper bound of |U,,|/|Hashs(n, k)|. Below we fix the domain of z variables such
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as ¢, ', 1, and z9 to X, and when, e.g., = is used as a random variable, we always assume
that it is chosen from X/ uniformly at random. First we derive the following bound by using
the pair-wise independence of Hashy(n, k).

Pr [y=h{P(z1) = hP (z2)]

o1,22,h)
= Prh(2)[y = hg)(ivl) ANz =m2]+ ’Ezf)[y = hq(f)(ml) = hz(f)(mz) | 71 # 7] 'w11)£2[ﬂ31 # T2
T1yT25/qy o ’
< Pr [y=hP@)Azm =32]+ Pr Z[y:hq(f)(xl)/\y:hgf)(wg) | 21 # x2]
wl,wz,hff) 1,T2,Ry
< P =hD(z)) Aay = —.

On the other hand, the following bound also holds.

Pr [y=h{P(z1) = P (z2)]

$1,$2,h£b2)
> Pr [y=hP @) Az =22]+ Pr [(h?,21) €Uyuh (22 € X, — {21} AP (22) = )]
I17I27hu Il,.’L‘Q,hu _
Uyl 1
> Pr [y=hP(z) Az =z0]+ : :
wl,wz,h(u2) “ |X{L|;|HaSh2(n’ k)' |X1,¢|
1Uyul 4

= Pr [y:h&2)(w1)Ax1=w2]+

1 ,$2,h1(?)

[Hasho(n, k)| K2

Then from these bounds we have |U, ,|/|Hashs(n, k)| < 1/4, from which (and the above discus-

sion) it follows
1

bl

Uyl 1
! — > | U _
Pridy, =1] 2 |[Hasha(n, k)| — 2

and the bound of the lemma follows. O

>~ =

Finally for each y € {0,1}*, we define the following random variable .Jj.

la \/ (Jy,U: 1)/\(|XU| ZI{/Q)a
Jy = ue{0,1}!
0, otherwise,

Then clearly the event J, = 1 implies that (w.r.t. h(Y) and th)) there exists some x € X such

that h(z) = y; hence, J o 2ye{o,13k Jy is a lower bound for |h(X)[. Thus, the bound of
Lemma 2 follows from the following claim.

Claim 8. .

Pr [J>(1-2"")K] > 1-27"/7,
h:Hash(n,k)

Proof. Consider any y. From the previous two claims, for any u € {0,1}!, we have Prh(l),th) [(Jyu =

1) A (|Xy| > K/2)] > 1/8. Then since functions hq(f), u € {0,1}, are totally independent, we
have

Pr A U 2DV (X <K/2) | < (1_%>21 - (g)n -

h(l);{h’(u2)}ue{0’1}l ue{(),l}l
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That is, Pry[J, = 1] > 1 —27"/4,
Now consider the distribution of J = Zye (0,1} Jy. For its expectation, from the above, we
have E,[J] = (1 — 274)K. On the other hand, its variance is bounded as follows.

Varp[J] = E, (Zye{o’l}k Jy)Q] — B, [J]?

= En |5, 2| + Ly Baldy - Jy] — EALIP?
< Ep[J]+K(K 1) -Ey[J>? < K+ K? - K —(1-2""*)?K? < 2.27"/*K2

Then by the Chebyshev bound, we have

0.9-27/12 /3 ] 2 —

P E _ . 'K < S o1 an /@ <
hr[J < Ep[J] V2 9n/8 = 0.81-2n/6 — ’

which is equivalent to
Pr [J < (1 9Tt 9. 2—"/24) K] < 9T,

which proves the claim when n is sufficiently. O
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