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PREFACE iii

PREFACE

The main fount of inspiration for these notes was the class Crittografia,
taught by Prof. Rene Schoof at the university of Rome TorVergata (Italy),
faculty of Mathematics, I followed during the first semester of the academic
year 2008-2009]

I was really impressed by Rene’s lectures, so that I started going into
more depth: this is the result. The material covered in these notes is not
new; the only reason for reading them is if an individual reader finds the ex-
planations here easier to understand than those elsewhere. Some examples
in the text are taken from [51], whereas the part on bilinear pairings follows
the exposition of [33]. The principal aim is to give a survey on the state
of the art of algorithmic number theory, with particular focus on the theory
of elliptic curves. This is not (surely) the unique survey on this field, but
it has one merit: the treatment is almost elementary, and the pre-requisite
for reading these notes is just elementary algebra (rings, groups and fields
theory). However this text tries to be (as far as possible) self-contained: all
the basic results we need will be stated and (when not proved) the reader
will be referred to the literature.

Computational security is the aim of most modern cryptographic con-
structions. The security of modern criptographic schemes stems from the
assumption that an adversary is not able to efficiently solve certain mathe-
matical problems. That is to say, those schemes can be broken given enough
time and computational power, but they can be considered practically un-
breakable. Here we review the most common mathematical problems un-
derlying modern cryptosystems and study the computational complexity
related to the best known algorithms known to break them. The structure
of the document is as follows.

In the first part (chapters 1-4) we study the basic mathematical tools
needed to deal with the above problems. The second part shows how to
use what we have learned in the first part to solve three foundamental
tasks, namely primality proving, integer factoring and discrete logarithms
evaluation. Thelast chapter deals with two explicit constructions of pairings
using elliptic curves. The detailed content of each chapter follows below.

Chapter (1| is dedicated to introductory facts about elliptic curve over
a generic field x; in particular we discuss projective coordinates and the
group law.

In chapter2]we shift our attention on elliptic curves over a finite field; af-
ter extending the basic results of chapter(I]to elliptic curves of the form E(Z,)
we deal with computational complexity considerations and morphisms.
These ingredients will be central to prove Hasse’s bound on #E(Z,); lastly
we deal with isomorphisms and the j-invariant.

Chapter 3| is about elliptic curves over the field of complex numbers
C. Here we study the structure of lattices, orders and double-periodic

ISee http://www.mat.uniroma2.it/~eal/cr2008.html.
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functions like Weierstrass” ¢(z); then we define elliptic curves with complex
multiplication and examine their properties.

In chapter [l we deal with the problem of evaluating #E(Z,); we present
(in detail) three algorithms, namely Shanks” baby-steps and giant-steps,
Schoof’s algorithm and Atkin’s algorithm and give an estimate of their
computational cost.

Chapter |5 deals with the task of primality proving. First of all we
introduce the Miller-Rabin test, then we deal with primality proving for
numbers of special form, like Fermat’s and Mersenne’s numbers. Finally
we give the details of the Pocklington’s test (and its extension on elliptic
curves by Goldwasser-Kilian and Atkin) and the AKS primality proving
test, that are the most efficient algorithms known.

Chapter[6]is about integer factoring; we review the Pollard p algorithm,
Pollard’s p — 1 method and its extension to elliptic curves by Lenstra (ECM),
the quadratic sieve (QS) and the number field sieve (NFS).

In chapter [7] we discuss the discrete logarithm problem; after a brief
introduction we explain the baby-steps and giant-steps algorithm and the
index calculus method.

Finally chapter [8|is about pairings and its implementation via elliptic
curves (Weil and Tate pairings in particular).

The appendices contain some general fact we use in the notes and
some in-depths examinations, namely (a weak form of) the prime number
theorem, the basic steps of euclidean algorithm (and its extended version)
with a focus on estimating its computational complexity, some properties of
Euler’s p-function and the link between Hasse’s theorem and the Riemann
hypothesis.

No book is ever free from error or incapable of being improved. I would
be delighted to receive comments, good or bad, and corrections. Just send
mail to me at:

venturi@infocom.uniromal.it

Acknowledgements: I would like to thank Rene for the time he spent
reading these notes and for his suggestions, corrections and (above all)
teachings, and Filippo Nuccio for his explanations and patience. More
people like them would make the university a wonderful place to work in.

Rome, June 2009 D. Venturi
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CHAPTER 1

Elliptic Curves: Basic Facts

Contents
1.1. Elliptic Curves in the Projective Space| 1
1.2. The Group Law]| 3

1.1. Elliptic Curves in the Projective Space

DerintTION 1.1 (Elliptic curve over a field ). Let » be a field with
characteristhﬂ char(x) # 2,3. An elliptic curve over x, denoted E(x), is
defined by an equation of the form:

(1.1) E:Y>?=X>+AX+B ABeux.

The curve E is said to be non-singular if it has no double-zeroes, i.e. if the
discriminant Ap = 443 + 27B% # 0in x. O

If we take % = IR we can trace the curve, as it is shown in figure the
curve E is symmetric and it has either one or three real zeroes.

Now we embed the curve E into the projective plane; as it will be clear
later this step is crucial for the group law to hold, because the point at
infinity will play the role of the identity element. The concept of projective
plane was introduced during the XVI century as a mean to model the space
saw by the human’s eye; from the geometric point of view it has some
interesting properties, because, for example, there are less special cases
(e.g. two lines will always intersect) and it is possible to explain a lot of
deep concepts in a more summary and elegant way.

We start with the definition:

IFor a field x with multiplicative identity 1, consider thenumbers2 = 1+1,3 = 1+1+1,
4 =1+1+1+1, etc. Either these numbers are all different, in which case we say that » has
characteristic char(x) = 0, or two of them will be equal. In the latter case, it is straightforward
to show that, for some number p, we have

1+1+1+---+1=0.
N——— —
p times

If p is chosen to be as small as possible, then p will be a prime, and we say that x has
characteristic char(x) = p.
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(4) Y2 = X3 - X. B)Y?=X+X.

Ficure 1.1. Two elliptic curves over x = R.

DeriNiTION 1.2 (Projective space). The n-dimensional projective space
on an arbitrary field x is defined as the set of straight lines passing for the
origin in x"*, i.e.

P"(¢) = (<" T\ 0D/ g,
where ¢ is the equivalence relation that identifies two points if and only if
they belong to the same line passing through the origin, i.e. if and only if
they are multiple one of the other:

PoQ & P=AQ with A € x«.
O

ExamrLE 1.1. The points of R3, P = (1,2,-3) and Q = (2,4,—6) are
multiples, with A = 2 and then they locate the same projective point. O

Hence every point in the n-dimensional projective space is an equiv-
alence class of points in 11, denoted [xg : x1 : --- : x,]; this expression
defines the homogeneous coordinates of the point. Two vectors locate the
same point (i.e. the same class) when [xg : -+ : x,] = [yo : --- : ], if and
only if 3 A € » such that y; = Ax;, Vi =0,...,n. By the use of homogeneous
coordinates we can explain the original definition of projective space, as the

affine plane plus the points at infinity. Let S be the set of points [xg : - - - : x;]
such that xp # 0; we can write every pointin Sas [l :x;:---:x,]ina
unique way; hence by the function ® : [1 : xy : --- : x,] = (x1...,x,) we

define a bijection between S and the affine space »". The points at infinity
are the points of IP”(x) that do not belong to S, i. e. all the points of the form
[0:x1:---:x,] and the function @’ : [0 : xq : -+ x,] — [x1: - : x,] defines
a bijection between the points at infinity and the projective space IP"~1(x).
Therefore, for example, the points at infinity in the projective plane form a
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projective line said line at infinity; in the multi-dimensional case we speak of
improper hyperplane.

Exampre 1.2. Every point of the projective line IP!(x) is of the form
[xo : x1] # [0 : O]. If x; # O, we can express the same point as [;—‘1’ : 1],' if
x1 = 0 the other value xp must be non-zero and we can write the same point
as [;—g : 9%] =[1:0]. Hence:

Pl()={[a:1]: aex}U{[1:0]} = Al U oo,

i.e. IP1(x) is the direct sum of the affine space and oo (the point at infinity).

In the same way, every point of the projective plane IP?(x) is described by a
triple [xo : x1 : x2] not identically null. Then:

P60 = {[x:y:1]: (y) € uflx:y:0]: (v, y) € PG
=AU Yoo,
where 7., is the line at infinity. O

Therefore, to embed the curve E into the projective plane, means to
compute:

(1.2) E(3) N IP2() = (E(3¢) N A?) U (E() N 7o) .
The homogeneous equation corresponding to isY?Z = X3+ AXZ2+BZ3

and if Z # 0 we have:
Y2 (X)\2 X
z) =(Z) +a(z)+

so that the points of the form (f F 1) represent the first term of equation
(1.2). Instead when Z = 0, it mustbe X = 0 and Y # 0 and we can normalize
to obtain the point at infinity co = (c0,00) = (0 : 1 : 0) that represents the
second term of equation (1.2).

1.2. The Group Law

Now we want to define an operation on E such that, given two points
of E(x), it returns another point of E(x). Let us start with two points on
E(x), P = (xp,yp) and Q = (xq, y0), and take the line r passing through these
points; as it is shown in figure [1.2| the line r intersect the curve in a further
point S = (xs, ys); let R = (xg, yr) = (x5, —Yys) the symmetric of the point S
with respect to the x-axis. We define the sum of the points P and Q as,

P+Q=R.

More formally let 7 : Y = A X + u be the equation of the line r, if we
compute the intersection with the curve we obtain:

AX+u?=X+AX+B = X -A°X°+A-2uM)X+B-p*=0
= X°-A2X*+(A-2uM)X +B - p? = (X - xp)(X — x0)(X — x5) = 0.
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FiGure 1.2. The sum of two points P and Q on an elliptic curve.

Evaluating the second member we see that the coefficient of X% is —(xp +
xQ + Xs), so that it must be A2 =xp+ X+ xg, 1.e.

Xg = —Xp—XQ+A2 = XR.
Further we can always express yr as:

A_yS_yP _ —YrR —Yp
a Xs — Xp B XR — Xp

= Yyr=-Yp— (xr — xp)A.

Now we have to discern three cases:
(1) P # Q. Hence simply:
1= Yo~ yP_
XQ — Xp

(2) P = Q. Now A is the slope of the line tangent at the curve E in
P =Q = (xp,yp). Then:

2 2
Y=V ArsB = Y __8X+A4 _3X'+4
dX  2+/X3+AX+B 2Y
3x12)+A
= A=
Zyp

(B3) P=-Q. WeaskthatP+ Q=P —-P = oo.
To sum up, we have introduced an operation that given two points on the
curve E returns another point of E; the definition is as follow:

DerintrioN 1.3 (The Group Law). Let E(x) be an elliptic curve E : Y2 =
X3 + AX + B over the field x, and P = (xp, yp) and Q = (xQ, yo) two points



1.2. THE GROUP LAW 5

of E different from the point at infinity. We define P + Q = R = (xg, yr) as
follows:

I P20

_ XQ — Xp
A=132+A P
1i =

Zyp

XR = —xp—xQ+/\2
Yr = —Yp — (xgr — xp)A.
In the special case P = —Q we take P + Q = co. O
Let us apply definition [1.3]in a couple of examples.
ExampLe 1.3. Let E: Y?> = X3+ X+ 1, x = Rand P = (0,1). First of all

A = 4A3+27B? = 31 # 0 so that E is non-singular and it is easy to check that
P is indeed a point of E. We evaluate R = P + P:

_3x123+A_0+1 1
2up 2 2

1
XR=—Xp—xP+A2=Z

1 1 9
yr = —yp — (xg —xp)A = -1 _(_Z —0)5 =-3
1 9
= P+P_R_(Z’_§),
and it is straightforward to check that R € E(IR). O

Exampie 1.4. Let E: Y? =X3-X+1, =R, P=(1,1)and Q = (0,1).
We compute R = P + P:

_yeTir
XQ — Xp
xR=—1
yr=-1
= P+Q=R=(-1,-1),

A 0

and it is straightforward to check that R € E(IR). |

Exampre 1.5. Let E : Y? = X3 — X + 1 be a non-singular elliptic curve
over a field #, P = (xp,0) € E(x) and Q = P. As yp = 0 and Q = P we have
alsoP=Q=-Pand then P + Q = oo. O
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ExampLE 1.6. Let E: Y> = X3+ 1, x = Rand P = (0,1) € E(R). We
compute 3P = P + P + P as follows:

0+0
/\—T—O

xop=-0-0+A2=0
yr=-1-(0-0)=-1
= 2P=R=(0,-1)=-P.
Hence 3P = 2P + P = P — P = c0. So we have shown that P has order 3. O
The surprising fact we are going to discuss now is that the set:
E() ={(x,y) e xxx: y* =x>+ Ax+ B} U (oo},

of the points of E(») with the point at infinity is an algebraicﬂ group, (E(x), +)
with the sum operation of definition

The commutativity is obvious, either taking a look at the formulas or
observing that the line through P and Q is the same through Q and P. The
existence of an identity element (i. e. the point co) is assured by definition;
also the inverse of a point P, namely —P, there exists: it suffices to take
the reflection of P across the x-axis. Finally we need to prove associativity,
and this is the hardest task. One could check the validity of associativity
simply proceeding case by case[51] and using definition even if it is
quite tedious. Here we prefer to use a little bit of algebraic geometry, but we
postpone the proof to section [8.3]

%In algebraic geometry, an algebraic group (or group variety) is a group thatis an algebraic
variety, such that the multiplication and inverse are given by regular functions on the variety.
Recall that an algebraic variety is typically defined as a (finite or infinite) set of points where
a polynomial or set of polynomials attain a value of zero. By the way, since our principal
purpose is to deal with algebraic varieties defined over finite fields, it is better to identify
them with the equations, if we don’t want to loose too much information. Algebraic varieties
are one of the central objects of study in classical (and to some extent, modern) algebraic
geometry.
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Elliptic Curves over Z,
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2.1. Introduction

The major applications of elliptic curves theory in cryptography deal
with elliptic curves defined over a finite field like % = Zy, where p is a
prime. We can adapt the definition given in the previous chapter and state:

DerintTION 2.1 (Elliptic curve over Z,). Letﬂp # 2,3. An elliptic curve
over Z,, E(Z,), is defined by an equation of the form:

E:Y’=X’+AX+B (modp) ABeZ,.

The curve E is said to be non-singular if it has no double zeroes, i.e. if the
discriminant Ag = 4A% +27B2 £ 0 (mod p). O

We can also adapt definition [1.3|of sum, for x = Z,,:
DeriniTION 2.2 (Group Law for E(Z,)). Let E(Z,) be an elliptic curve

E: Y? = X3+ AX + B (mod p) over the field Zy, and P = (xp,yp) and
Q = (xg, yQ) two points of E different from the point at infinity. We define
P+ Q =R = (xg, yr) as follows:
ZQ—_ZP (mod p) ifP#Q
—Xp
2.1) A= 33123 o
mod if P =
2yp (mod p) Q
XR = —Xp—XxQ + A2 (mod p)
Yr = —yp — (xr —xp)A (mod p).

In the special case P = —Q we take P + Q = oo. O

TWe will always consider the case p # 2,3 in this note.

7
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As we have seen in the previous chapter, the set:
E(Z,) = {(x,y) €EZyXZy: y2 =x*+Ax+B (mod p)} U {00},

has the structure of an abelian group with the sum operation of definition
furthermore now the group is finite.

Exampre 2.1. Let E: Y2 = X3+ X +2 (mod p) and p = 5, we determine
E(Zs). If p is small it is possible to build-up a table with all the values of Z,
(see table . Once you have computed x° + x + 2, you have to take the

x| +x+2] y
0|0 2 no
11 4 +2
213 2 no
3|2 2 no
4| 4 0 0

TasLE 2.1. Points of E(Z5).

square root of the result, i.e. we have to decide if the result is a quadratic
residue modulo p or not. Since the only quadratic residues of Zs are 0, 1
and 4 we have determined:

E(ZS) = {OO/ (41 0)/ (1/ 2)/ (1/ _2)} 7

and #E(Zs) = 4. Now there are only two possible structures[10] for a group
of order 4: it could be a cyclic group or the Klein group (i. e. E(Zs) =~ ZyXZ5);
the Klein group is the smallest non-cyclic group and all of its elements have
order 2. Thus it suffices to take a point P € E(Zs) and check if it has order
2 to determine the structure of the group E(Z5); let P = (1,2), we compute
P+P=2P:

3-12+1
A=T=1 (mod 5)
xop=-1=4 (mod 5)
yszO (mod 5)

= 2P =(4,0) # oo.

Then E(Zs5) is not the Klein group, but it is cyclic and P is a generator,
because, as it is easy to check, we have: (4,0) = 2P, (1,-2) =3P,4P =oco. O

On the basis of the previous example, we define torsion pointsﬂ

2We give the definition for »# = Z,, but it also holds for a generic field % with algebraic
closure x. We recall that the algebraic closure of a field x, is the minimal algebraically
closed field 2 that contains »#. An algebraically closed field is such that each polynomial
with coefficients on it has all zeroes that are elements of the field itself.
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DerintTION 2.3 (Torsion points). Let E be an elliptic curve over Z, and
n a positive integer. The n-torsion of E is the set:

Eln] £ {P € E(Z,): nP = o,
where Z, is the algebraic closur of Z,,. m|

Let us start with n = 2, i.e. with the points of order two. Let E : Y? =
X? + AX + B an elliptic curve over Z, with p # 2,3; a point P of order
two is such that P+ P = oo, i.e. P = —=P. If P = (xp, yp) it should be
yp = —yp = 2yp = 0. Asp # 2 we can state yp = 0 and than:

(2.2) E[2] ={(,0): a®+Aa+B=0 (mod p)} U {eo},

and one can check easily that it is a subgroup of E(Z,). It is quite obvious
that the order of E[2] is less than or equal to 4; in particular one can show
that E[2] = Z, X Z».

Let now be n = 3 and we look for points P of order three, i.e. points
such that P + P + P = co. Thus it should be P + P = —P = (xp, —yp) or:

3x2 + A
(—xp —xp + )\2, yop) = (xp,—yp) with A = P
2yp
= 2xp+A>=xp (mod p).
Hence:
en = 12 = 33(%J + A q
PEA=E 2yp (mod p)
= 12xpyp = (3x5 + A)* (mod p)
= 12xp(x} + Axp + B) = 3x5 + A)* (mod p)
(2.3) = 3xp+6Ax5+12Bxp —A*=0 (mod p),

and we can state:
(24) E[3]={(@p): 30" +6Aa® +12Ba - A*=0=0 (mod p)} U {eo}.

As each value a corresponds to two values of , namely +f, we have #E[3] <
4 x2+1 =9. For what concerns the structure of E[3] we recall a theorem
from group algebra[10]:

TueoreMm 2.1 (Cauchy). Let G be a group of order n and let p be a prime such
that pln. Then G has at least one element of order p. o

Since the points of E[3] have either order 3 or 1 (if (a, ) = o), we can
state that the order of E[3]is either 1, or 3 or 9. Having a look at equation (2.3)
we observe that the discriminant of the polynomial is —6912(4A% + 27B2)?,

327 =P, IFpn. Sinc_e it is an algebraic closure each zero of a polynomial f(X) € Z,[X]
is indeed an element of Z,.
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which is non-zero if the curve is non-singular. Thus we have 4 distinct roots
and E[3] ~ Z3 X Z3 lfp # 3.
The general situation is summarized by the following theorem[51]:

THEOREM 2.2 (Structure of n-Torsion). Let E be an elliptic curve over a field
x and let n be a positive integer. If the characteristic of x does not divide n, or is
0, then:
Enl=2Z,x Z,.

If the characteristic of x is p > 0 and pln, write n = p’s with p 1 s; then:
Elnl~Z;xZs or E[n]=~2Z,XZs.
O

ExampLe 2.2. Letp = 7and Y? = X®+2 (mod p); we compute the points
of order three using equation (2.3):

d(3,7)=1
%a4+8a50 (mod 7)

=>at+a=0 (mod?7)

=a@+1)=0 (mod?7).

30* +24a =0 (mod 7)

Since p is small it is quite simple to find the solutions: @ = 0, -1, 3, —2; once
you know the values of @ you can compute % = a® + 2 (mod 7) and, if it is
possible, take the square root. It is easy to see that:

E[3] = {(0, £3), (-1, £1), (-2, £1),(3, £1), oo} .
We can also write all the points of E(Zy) (see table[2.2). We recall a theorem

x [ [B3+2]y
010 2 +3
1 1 3 no
211 3 no
3 | -1 1 +1
=311 3 no
2| -1 1 +1
-1] -1 1 +1

TaBLE 2.2. Points of E(Zy).

from algebra[10]:

Tueorem 2.3. If G is a group of order p* with p a prime, then G =~ Z, X Z,, or
G=~2Zp,. O
p

Since there are no elements of order 9 we can conclude that E(Z;) =~
Z3 X Z3, as it is stated in theorem 2.2 i
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2.2. Computational Complexity

In this section we deal with computational cost associated with repre-
sentation and manipulation of elliptic curves. To define an elliptic curve
is equivalent to choose A and B in Z,, then the memory size requiremen
is 2logp = O(logp), just like the memory space associated with a point P
(two coordinates). For what concerns the addition, the computational com-
plexity is dominated by the division in the computation of A, thus we have
O(log® p) if we refer to the euclidean algorithm (see appendix ; then the
running time is polynomia]ﬂ It is possible to use projective coordinates;
if this is the case the addition on E(Z}) is simpler since we do not need to
divide, but it is harder to check for an equality since two points are equal if
they are multiple one of the other, as we have seen in chapter |}

Now we want to define an algorithm to evaluate a point P of E(Z}); the
simplest (but inefficient) method is to try random points P and to verify
whether P € E(Z,) or not. A good idea is to choose a value x € Z, to
compute @ = x> + Ax + B (mod p) and to hope that « is a quadratic residue
modulo p. We need a lemma:

Lemma 2.4. Let p be an odd prime.

p-1

(1) x € Z, is a quadratic residue modulo p if and only if x = =1 (mod p)
(Euler’s criterion).

(2) There are exactly ’%1 quadratic residues and ’%1 quadratic non-residues
inZp.

Proor. (1)(=). If x € Z, is a quadratic residue modulo p, i.e. if x = y?

(mod p) for some y, we can write y*~! = 1 (mod p) byﬂ Fermat'’s little

4We recall the definition of O notation.

DerinITION 2.4. Suppose f(X) and g(X) are two functions defined on some subset of
the real numbers. We say
f(X) =0(g(X)) as X — oo,
if and only if there exists a positive real number M and a real number x, such that |f(x)| <
M|g(x)|, for each x > x. ]

SIn computational complexity theory, polynomial time refers to the computation time
of an algorithm (with # as input) where the running-time, is no greater than a polynomial
function of the input size, i. e. O(log(n)).

%We recall this important result from elementary number theory; see also [29].

Tueorem 2.5 (Euler’s Theorem). Let n be a natural number; then for each a € Z,, we can
write:

a*™ =1 (mod n),
being @(-) the Euler’s totient function (see appendix|C). ]

Letting n = p to be a prime number in Euler’s theorem yields

@'=1 (modp),
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theorem, hence:
Yyl = (yz)’%l =1=x7 (mod p).
(2). Let ¢ be the map which takes x € Z, and computes x> mod p:
¢: Z, — Z,
X — x?,
it is easy to see that ¢ is a group homomorphismﬂ Note that, since there
are no non-trivial square roots of 1 modulo p (see lemma |5.1| for a proof),
Ker(¢) = {1} and thus the assertion follows from the fundamental theorem
of ring isomorphism
z, ¢ .z,
4
d L/ -1
o #im(g) = —— =
. = #m) = i) = 2

Z,/ Kerz(p)

Hence there are exactly ’%] quadratic residues modulo p (and thus %

quadratic non-residues).
(1)(<). We know that if x € Z,, is a quadratic residue modulo p it must

bex'T =1 (mod p), then:

2 —
(Z;) C {Zeroes of the polynomial X = —1mod p} .
We recall that a polynomial f(X) € »[X] (where x is a field), has at most
deg(f) zeroes in »; thus the order of the second set in the previous equation

for each elementa € Z;. This last result is also known as Fermat’s little theorem, since it was
proved independently by Fermat.

7In abstract algebra, a homomorphism is a structure-preserving map between two
algebraic structures (such as groups, rings, or vector spaces). See [10] for further details.
Thus, for example, a ring homomorphism is a function between two rings which respects
the operations of addition and multiplication. More precisely, if (R, +,-) and (S, +,) are
rings, then a ring homomorphism is a function ¢ : R — S such that

Pla+b) = da) + o)
Pa-b) = Ppa) - (b),
for each a,b € R. When ¢ is surjective, injective or bijective we speak (respectively) about
epimorphism, monomorphism or isomorphism.
8We recall the theorem:

TueoREM 2.6 (Fundamental Homomorphism Theorem for Rings). Let ¢ : R — Sbea
ring homomorphism. Then the image of R, namely ¢p(R) = Im(¢p) is a subring of S, R/Ker(¢p) is a
ring and we can write R/Ker(¢p) = Im(¢). |
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is less than or equal to ’%1. Instead, as we have just proven, the first set has

order F%l and thus:
2 _
(Z;) = {Zeroes of the polynomial X "> —1mod p} ,
so that the two sets are indeed equal. O

Thus let @ = x> + Ax + B (mod p), we can easily check if it is a quadratic

residue modulo p using lemma by computing o'z and look up that the
result is 1 modulo p; hence the computational cost|is:

-1
0] (log (pT) log2 (p)) = O(log3 p),
which is polynomial. Therefore now the problem is, given an element
a€ Zrz], to compute the square root of @ modulo p; this is an open problem,

but a solution exists assuming the Generalized Riemann Hypothesis (GRHEb.
Nevertheless this problem is solvable in practice; here we present two solu-
tions: the Cantor-Zassenhaus algorithm and the Tonelli-Shanks algorithm.

Let us consider the ring Z,[X], we know by Fermat’s little theorem that

x’~1 =1 (mod p), Vx € Z,i.e:
p-1 p-1
(xT — 1)(x_ + 1) =0 (mod p).

-1
Hence each x € Z, is either a zero of X T —1 (and then it is a quadratic

-1
residue modulo p) or a zero of X T +1 (and thenitisa quadratic non-residue
modulo p); furthermore, by lemma there are ’%1 quadratic residues and
% quadratic non-residue in Z,.

ExamprLE 2.3. Let p = 7 and consider Z7; you can check that {1, 2,4} are
zeroes of X° — 1 and {3, 5, 6} are zeroes of X° + 1. O

9Recall that the computational complexity associated with multiplication and division
modulo an integer n is O(log"(n)), with y = 2 when we use standard[48] multiplication
techniques and i = 1 + € by employing fast[7] multiplication techniques. Exponentiating by
squaring is an algorithm used for the fast computation of large integer powers of a number.
It is also known as the square-and-multiply algorithm or binary exponentiation. In additive
groups the appropriate name is double-and-add algorithm; see also [48]. The key idea is to
write the binary expansion of the exponent, so that
s=1
X mod 1 = x20 %2 mod n = H (le)fl mod n = ((36“5‘1)2 x“5*2)2 ...x mod n,
i=0
being e = (es-1,85-2,- -+ ,€0)2, & € Z>, the binary expansion of e. Hence we need (at most)
log, (e) modular multiplications and the computational cost is O(log(e) log" (1)).
10The Riemann Hypothesis[50, [16] is one of the most important conjectures in mathe-
matics. It is a statement about the zeroes of the Riemann zeta function (see appendix D).
When the Riemann hypothesis is formulated for Dirichlet L-functions, it is known as the
Generalized Riemann Hypothesis (GRH).
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Note that computing va = +is equivalent to solve X?—a = 0 (mod p),
and thus:

ged (X}%1 -1,X*- a) =

1 if £f are both quadratic non-residues
={X?—a if +B are both quadratic residues
X+ p  ifeither f or —f is a quadratic residue.

If we are in the third case than we have found the square root of «, but this
is not always the case. To solve this problem we consider the mapping:

. * *
OF Zp<—>Zp
X x+1i i€Zs,

which maps X? — ain (X + i)> — @ whose zeroes are +p —i. Hence:
ged (X% -1,(X +i)? - oz) =

1 if +f — i are both quadratic non-residues
=:X’-a if £8 — i are both quadratic residues
X+p—i ifeither f—ior—p —iisa quadratic residue.
The key point is that the mapping given by © is a random mapping, and
then by varying i = 0,1, 2,..., with high probability, after a finite number
of steps, only one between +f — i will be a quadratic residue modulo p

and we will succeed in finding the square root va = +B. To reduce the
computational cost:

gcd(p(X), (X)) = O(max(deg(p), deg(y))log?p)

we refer to the euclidean algorithm (see appendix B).
Lemma 2.7. Let p(X) = q(X)P(X) + r(X), with deg(p) > deg(1)), than:
ged(@(X), Y(X)) = ged(®(X), (X))

Proor. In fact a polynomial d(X) which is a common divisor of ¢(X)
and Y(X), is also a common divisor of 7(X) = ¢(X) — g(X)¢(X); on the other
hand a polynomial which is a common divisor of 1(X) and r(X) is also a
divisor of p(X) = g(X)P(X) + r(X). O

The previous lemma is telling us that we can execute all the compu-
tation in Z,[X]/ ((X +i)% + a) = {alX +ag:aq,ap € Zp}; the reduction costs
O(log® p), just like the ged evaluation and we obtain a total complexity of
O(log’ p), which is polynomial. The algorithm described above is a partic-
ular application of the (more general) Cantor-Zassenhaus algorithm, which
is polynomial and probabilistic.

Another possibility is to use an algorithm due to A. Tonelli (Atti Accad.
Lincei 1892) and D. Shanks (1970ies). The algorithm compute a square root
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of a given square a € Z;, being p > 2 a prime. For this we need to know a
non-square g € Z,. We write p —1 = 2"q with g odd and put C = ¢7. The
number C is a generator of the 2-part of the cyclic group Z,,. Putting

q+1
v

b=a and c¢ =41,

we have
P =ac with ce (3.

If c = 1 we are done. If not, then we modify b, c and C as follows. Letk,/ > 0

be the unique integers for which ¢ = =1 and {? = -1 respectively. Since c
is contained in the cyclic group generated by (?, we have I > k. Put

b - b Czlfkfl

ce—cl?"

e

Then we still have b? = ac and ¢ € (C?). This follows from the fact that the
new C has order 2k*1 | while the new C raised to the power 2k is equal to 1.
Note that, in every step, the order of C and hence of ¢ decreases. Eventually
¢ = 1 and b* = ac = a and we are done. The time needed to perform the
computations is essentially equal to the time needed to compute a p — 1-th

power in Z:, i. e. it is bounded by O(log®(p)).
ExamrLE 2.4. Let p = 400009. Then g = 19 is a primitive root modulo p.
We have p —1 = 400008 = 2"g with m = 3 and g = 50001 and hence C = g7 =

284991. We compute the square root of 2 = 2. We have b = o' = 357332
and ¢ = a1 = 42676. One checks that b*> = ac in Z,.

We make the first step. We have ¢ = —1 and ¢* = —1. Therefore k = 1
and [ = 2. We replace b by b{ = 112747 and ¢ by c¢C? = —1. We also replace C
by (? = 42676. One checks that b? = ac. Since ¢ # 1 we make a second step.
We have ¢ = =1 and (? = —1. Therefore k = 0 and [ = 1. We replace b by
bC = 282720 and c by cC? = 1. We also replace C by (2 = —1. This timec =1
and b? = a. So we are done. O

Hence,
CoroLLARY 2.8. We have a polynomial probabilistic algorithm for computing
a point P € E(Zy). O
2.3. Morphisms
We recall that by Fermat’s little theorem we have:

ProrosiTION 2.9. Let p be a prime, then:

Zp:{xez,: X =x (modp)}.
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Proor. Let S = {x € ip : xP =x (mod p)}, Fermat’s little theorem im-
plies that Z, C S, since x*~! = 1 (mod p) is equivalent to ¥’ = x (mod p).
On the other hand #Z, = p and #S is equal to the number of solutions
of XV — X = 0 (mod p) in Z,, i.e. #S = p and thus the only possibility is
Z,=S8. O

P

On the other hand lemma 2.4 gives us a criterion to check if an element
x € Z, is also an element of Z,,. Consider the Frobenius map:

o: Zy— Z,
x> o(x) = x;
note that the Frobenius map is a group homomorphism, because:
o(x +y) = o o (Pl ty oo P bt =
y)=x+ylf =x"+ 1x Y+t p_lxy +yf =
=x" +yP = o(x) + o(y),
thanks to the fact that char(zp) = p. Thus proposition [2.9|is equivalent to

say that x € Z, is an element of Z, if and only if o(x) = x. Take the group
defined by:

E(Z,) = {(x,y) € Z, X Z, : y2 =x’+Ax+B (mod p)} U {00},
itis an infinte group and in particular E(Z,) C E (Z_p). We give the important
definition of morphism:

DerINITION 2.5 (Morphism or Isogeny). Let E; and E; be two elliptic
curves:

E1: Y*=X3+A1X+B;y E: Y*=X3+A,X+B,.
A morphism f is a map between the points of E; and the points of Ej:
f: El(zp) - Ez(zp)
H\(X,Y) H3(X,Y)
Hy(X,Y)" Hy(X,Y)

00 > 00,

X,Y)— (

where H; (i =1,--- ,4) are polynomials and X, Y € Z,. O

One can show that a morphism is a group homomorphism, i. eE| f(P+

Q) = f(P) + f(Q)

N The first addition takes place on the curve E;, whereas the second one takes place on
the curve Ej.
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ExamrLE 2.5. The identity morphism:
id : E(Z,) — E(Z,)
(X, Y) = (X Y)
(C ol o d OO,
where X, Y € Z,,, is a trivial morphism. O
ExamrLE 2.6. The inverse morphism:
—id : E(Z,) - E(Z,)
(X, Y) = (X, _Y)
o0 = OO,

where X, Y € Zp, is another trivial morphism. O

ExampLE 2.7. Let E : Y? = X — X, we have Ap = 4A3 + 27B%? = —4, so
that the elliptic curve E is non-singular if p 1 4. Let p = 5, there exists an
element i € Z5 such that i* = =1 (mod 5), namely i = —2; let f be the map:

f: E(Zs) — E(Zs)
(X/ Y) = (_X/ 1Y)
o0 = 09,
where X, Y € Z,. It should be clear that f is a morphism only if the
destination point is indeed a point of E(zp); we have:
(Y)=-X-(-X) = -Y’=-X+X,
that is the equation of E. Thus f is a morphism; moreover applying the
morphism f twice yields:
E@s) 5 E@s) 5 E@s)
(X, Y) = (=X,1Y) = (X, =Y),
so that f o f = —id. O
ExampLE 2.8. Point doubling is a morphism:
f: E(Z,) - E(Z,)
3X2+ A
2y 7
since it is quite obvious that 2P € E(zp). O

(X,Y) > (=2X + A%, =Y + A(3X — A?)) with A =

DeriNITION 2.6. We define [n] to be the morphism:
[n]: E(Zp) - E(Z,)
P nP.
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ExamrLE 2.9. For n = 1 we have [1] = id, for n = -1, [-1] = —id and for
n = 0 the morphism which maps all onto the point at infinity:

[0]: E(Z,) - E(Z,)
P+ +o00.
O

Now we define the degree of a morphism; informally the degree of a
morphism is simply the degree of the formulas that define the morphism
itself. More formally, let E : Y2 = X3 + AX + B be an elliptic curve over a
field x; as we have seen a morphism is a map f such that:

fi E®) - E®)
(X, Y) > (KX, Y),s(X, Y)).

If we want f to be a morphism, it is necessary that the image of a point
P € E(x) is still a point of the group E(x); thus it is necessary (but not
sufficient) that:

s(X,Y), KX, Y) € %[X, Y]/ (Y2 - X* - AX - B) = %[E].

#[E] is called the coordinate ring of the curve H {(see chapterfor an in-depth
description).

DerintTION 2.8 (Function Field). We define a function field to be:

L [HXY) _
%(E) = {S X7 KX, Y),s(X,Y) € %[E]}.

O

Let f : E; — E3 be a morphism between the elliptic curves E; : Y? =
X3+ A1 X+Bjand E; : Y2 = X3 + AyX + By over x; let

[T+ 1(E2) = %(E1)

KX, Y) t
sX,Y) (P i E(f(P)))'

This gives the strike %(E1) is a vector space over %(E;). We are now ready
to give the (formal) definition of degree of a morphism:

12We recall the definition of ideal.

DeriniTION 2.7 (Ideal). Let (R, +,-) be a ring. A subset 7 of R is called right ideal of R if
(£, +) is a subgroup of (R, +) and

x-rel Vxel,reR.
Equivalently, a subset I of R is called left ideal of R if (I, +) is a subgroup of (R, +) and
r-xel VYxel,reR.

An ideal that is right and left at the same time is called bilateral. ]
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DerintTION 2.9 (Degree of a Morphism). Let f be amorphism; the degree
of fis:
deg(f) = dimsg,)(%(E1)).
O

ExamrLE 2.10. For our purpose the less formal definition is quite good.
For example if f = id we have deg(f) = 1 and if f = [2] we have deg(f) = 4.
We will show later that when f = [n] we always have deg(f) = n?. O

The Frobenius endomorphism plays a crucial role:

DerintTioN 2.10 (Frobenius). Let E : Y2 = X® + AX + B be an elliptic
curve over Zp. The Frobenius endomorphism is given by:
Frob: E(Z,) — E(Z,)
(X, Y) > (XP,YP).
O

It is easy to check that Frob is a morphism, in fact given a point (a, ) €

E(Zy,) we claim that (a?, ) € E(Z}), since:
(B")? = (B*) = (&® + Aa + BY = (@®) + APa? + BF =
= (a®)Y + Aa? + B = (a”)® + A(@’) + B (mod p).

ExampLE 2.11. The degree of Frobenius is obviously: deg(Frob) =p. O

Let f : El(zp) - EZ(Z,) be a morphism and let Q € EZ(Z,),- now we
want to investigate the relation between the degree of f and the cardinality
of Q’s preimage. The question is: how many points are there in the Q’s
preimage? One is attempted to say that the preimage of Q consists of

exactly deg(f) points, but this is not true. The reason is multiplicity; consider
the following example:

ExamrLe 2.12. Let f = Frob and E; = E;. The preimage of the point
Q = (&, p) € E(Zy) is given by the solution of:

X =«

YP =8
with a, € Zp. If y is a solution of the first equation (i.e. ¥ = a), then:
XP=a=y" modp)=X' -y =X-y)=0 mod p.
Hence, as the characteristic of Z,, is p, y has multiplicity p. O

In deeper detail, it is possible to show that we have multiplicity greater
than one, only if the formulas which define the morphism f are p-th powers,
where p is the field characteristic. This brings to the definition:
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DerintTION 2.11 (Inseparable Degree). Given the morphism f, the insep-
arable degree of f is:

degins(f) = Pa

with a the maximum value with the property that f is a p*-th power. O
ExampriE 2.13. Let us suppose that the map f:
f: EGO — EGO)
(X, Y)~ (X0 + Y2+ X373, Y12 + X,

is a morphism for a suitable elliptic curve E. First of all deg(f) = 12;
furthermore:

(XC+ Y3+ X7Y% ¥12+ X%) = (04 + Y + XY), (Y + X)°),
and hence the inseparable degree is degi,s(f) = 3. O

We observe that the inseparable degree is a divisor of the morphism’s
degree.

DeriNITION 2.12 (Separable Degree). Let f be a morphism, we define
the separable degree of f to be such that:

deg(f) = degsep(f)degins(f)-
O

We say that the morphism f is separable if degi,s(f) = 1. Now we are
ready to state the answer to the question made above:

ProrositioN 2.10 ([45]). Let f : El(i,,) — Ez(zp) be a morphism and let

Qe EZ(Z,) be a point on the destination curve Ey. The preimage of Q is made up
of degsep(f) points and each point has deg;ys(f) as multiplicity. O

The point at infinity is in a certain sense special:

DerintTION 2.13 (Morphism’s Kernel). Let f : El(Z,,) - Ez(zp) be a
morphism. The kernel of f is given by:

Ker(f) = {(@B) € Z, : fla,p) = oo}.

O
. . = I3
It is easy to check that the kernel of f is a subgroup of E(Zp
Proposition has a very important consequence:
Cororrary 2.11. Obviously:
#Ker(f) = degsep(f).
O

13Whereas it could not be a subgroup of E(Z,).
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ExamrLE 2.14. Take f = [2]:
[2]: E(Z,) — E(Z,)
(BX*+A) ()
4(X3+AX+B) (X3+AX+B)Y)’
Clearly (x,y) € Ker([2]) © f(x,y) = o, i.e. if and only if X°> + AX + B is
zero. The equation X3 + AX + B = 0 has three zeroes in ip ; furthermore,

by definition, f(c0) = co and the formulas of the morphism f are not p-th
powers. Hence:

(X, Y) > |-2X +

#Ker(f) = 4 = deg([2]) = degsep([2]).

Now let us consider the set of all possible endomorphisms:
End(E) = {Morphisms f : E(Z,) — E(Z,)}.
We can define the summation of morphisms f and g to be:

(f +8)(P) = f(P) + g(P),
and the product of morphisms f and g to be:

(f-8)(P) = £ (g(P)),
VPe E(Z,). It is easy to check that (End(E), +, -) is a ring, and it is called the
ring of endomorphisms associated with the curve E. The Morphism [0], such
that [0]P = oo, V P € E, plays the role of identity element for the summation
and morphism [1] = id, such that [1]P = P, V P € E, plays the role of identity
element for the product. It is very important to study the structure of this
ring.
Consider the map given by:
¢: Z — End(E)
n— [n];

for example if n = deg(f) € Z, we have ¢(n) = [deg(f)]. We know that if
f: E(Zg) — E(Zg) is a morphism, then Ker(f) is a subgroup of E (Zg), with
#Ker(f) = degsep(f). Thus, if we take a point P € Ker(f), by Lagrange’
theorem, [degsey(f)IP = [#Ker(f)|P = co. Furthermore, degs.,(f)ldeg(f), so
that if P € Ker(f), [deg(f)]P = oo too and thus P € Ker([deg(f)]). We have
shown that Ker(f) C Ker([deg(f)]).

Thus, by a well known result from algebraic geometryEL 3! morphism
h: E(Z,) — E(Z,), such that:

4This is another fundamental result of basic algebra.

Tueorem 2.12 (Lagrange’s Theorem). For any finite group G, the order (number of elements)

of every subgroup H of G divides the order of G. ]

151 is an extension of the fundamental homomorphism theorem from group algebra:
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EZ,)—L —~E@)
‘ ) P 7

[dngf)] A, h- f = [deg(f)].

e
~

E(Z,)

DeriNITION 2.14 (Dual Isogeny). We define the dual isogeny of the mor-
phism f to be f vV 2 h. There are a lot of very interesting properties, about
which we omit the proof[51]:

(2.5) f) =f
(2.6) (f-9"=8"f"
2.7) (f+9"=f"+g"
O
ExamrLrE 2.15. Let f =id, it is deg(id) = 1 and thus:
EZ,)) & EZ,)
[i] -id } id¥ =[1] = id.
E(Zy)
O
ExamrLE 2.16. Let f = [2], using equation (2.7):
[2]Y = (] +[1D)¥ = [11" + [1]" = [1] + [1] = [2].
In general one can show that [n]" = [n]. O

ExampLE 2.17. We show that deg([n]) = n?, for each n € Zy; in fact by
definition of dual isogeny:

[deg([n])] = [n] - [n]" = [n] - [n] = [°]
= deg([n]) = n?.
m|

TueorEM 2.13 (Fundamental Homomorphism Theorem for Groups). Let ¢ : A — B
and ¢ : A — C be two group homomorphisms, such that Ker(¢) C Ker(y); then 3! homomorphism
h: B — C such that:

Y //h h-¢p=1.
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We can use the definition of dual isogeny to show some very general (and
very useful) facts.

ProrosiTiON 2.14. Let E be an elliptic curve over a generic field x and f €
End(E). Than f is such that:

fA-1tf+1d1=0,

where [t] = f + fY and [d] = [deg(f)], t,d € Z. The integer t is called the trace of
the morphism f.

Proor. We can always write:
fP-f-ff+ff=0
= fofOf+ff=0.
By definition of dual isogeny we have " f = [deg(f)] = [d], with d € Z the
degree of the morphism f. Furthermore let (f + f¥) = [t];, we claim that
t € Z. In fact:

(1= f+f = (f+id)(f +id)’ - ff' —id =
= [deg(f + id)] - [deg(f)] - [1] = [deg(f + id) — deg(f) — 1],

and thus t € Z. m]

As a consequence we have shown:
CororLARry 2.15. Each f € End(E) is a zero of:
X2 —[t]X+[d] =0,
where t,d € Z are respectively the trace and the degree of f. O

We can find a bound for the trace t:

Lemma 2.16. Let E be an elliptic curve over a field x, and let End(E) be the
ring of endomorphisms associated with the curve E. Then any f € End(E) is such
that:

It <2 Vd,
where t,d € Z are respectively the trace and the degree of f.

Proor. Let us consider the morphism:

[n] = [m]f n,mée Z and m # 0.
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By definition of degree, clearly, deg([n] — [m]f) > 0; furthermore, by defini-
tion of dual isogeny,

[deg([n] — m[fD)] = ([n] = [m]f)([n] - [m]f)"
= ([n] = (m1f)((n]" - f'[m]") =

lwe can write [n]Y = [n], using example 2. and]
~ | flm] = [m]f since f is a group homomorphlsm

= ([n] = [mlf)([n] = [m]f") =
= [n]? = imllnl(f + fY) + [mPPf £ =
= [n]? = [m][n][t] + [m]*[d] =
= [n? — nmt + m?d].
Since the map:
¢: Z — End(E)
x> [x],
is injective, we can conclude that:

deg([n] — [m]f) = n® — nmt +m?d > 0

2
= o (2 i (2)ea
m m
Vn,meZwithm # 0. Let £ = - € Q, hence:
E—tE+d>0,

which is true if and only if the discriminant of the parabola is less than or
equal to zero, i. e. if and only if:

-4d <0
= |<2Vd

2.4. Hasse’s Theorem

We are interested in a formula to compute #E(Z,). In this section we
will state (and prove) the Hasse theorem which gives us a bound on the
above cardinality. As we have seen in section given an elliptic curve
over Z,, for each x € Z, and y* = x> + Ax + B (mod p), we are not sure that
the pair (x,y) is a point of E(Z,): it depends on whether x> + Ax + B is a
quadratic residue modulo p or not. Hence we have a first (inefficient) way
to evaluate #E(Zp): for each x € Z, we compute x> + Ax + Bmod p and we
count zero points if we obtain a quadratic non-residue modulo p, one point
if we obtain zero and two points if we obtain a quadratic residue modulo
p; furthermore the point at infinity always belongs to the curve. Recall the
definition of Legrende symbol.:
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DeriniTiON 2.15 (Legrende Symbol). Let x;, : Z;, — {+1} be the function
defined by:

ww={L,

We extend x, to Z, by asking that x,(0) = 0 and now x, : Z, — {+1,0}.
Hence,

if x is a quadratic residue modulo p
if x is a quadratic non-residue modulo p.

2 if x is a quadratic residue modulo p
1+ xp(x) =41 ifx=0 (mod p)
0 if x is a quadratic non-residue modulo p.

Thus we can write:
2.8) #E(Z,) =1+ Z T+, +Ax+B)=1+p+ Z XX + Ax + B).

X€Z) X€Z)

We will postpone the study of better algorithms for computing #E(Z,) to
chapter 4

Anyway, we could ask which is the value of the summation in the above
equation; intuitively, varying x in Z,, x> + Ax + B is a random value of Z,
and by lemma [2.4] half of the values will be quadratic residues modulo p
and the other half will not, so that we expect a lot of cancellation. This
intuition is confirmed by Hasse's theorem:

TureoreMm 2.17 (Hasse 1933). Let E: Y? = X3 + AX + B be an elliptic curve
over Zp, with p a prime. Then:

#EZ,) =p+1-t,
with |t] < 2 .

Stated in other words, the Hasse theorem is telling us that in equation
(2.8) we have:

1Y % + Ax+ B)| = HE(Z) - (p + D] < 2.

X€Z,

Proor. The basic idea is to see E(Z;) as the kernel of a particular mor-
phism. Let (a, f) € E(Z}), clearly , f € Z,,, which is true if and only if & and
p satisfy Fermat'’s little theorem:

(o, B) € E(Zy)

a,p e Zp

a’=a P =p

(a,p) € E(Zp) & (o, ) = (a, B) € E(Zp)
Frob(a, B) = [11(a, B) = id(a, B)

(Frob —id)(e, p) =0 VY a,p € E(Zp).

L
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In other words E(Z},) is the kernel of the morphism Frob — id:
Ker(Frob —id) = E(Z,).

Now we claim that f = Frob — id is separable; in fact if f would not be
separable, id = Frob — f should be notﬁ separable, which is impossible.
Hence:

HE(Z,) = #Ker(f) = degsep(f) = deg(f),
where f is still f = Frob — id. Furthermore by definition of dual isogeny:
[deg(Frob — id)] = (Frob — id)(Frob — id)" =

= (Frob — id)(Frob” —id") =

= (Frob — id)(Frob" —id) =

= Frob - Frob" — Frob — Frob" +id =

= [deg(Frob)] — [Tr(Frob)] + [1] =

= [deg(Frob) — Tr(Frob) + 1],

where Tr(Frob) = t is the trace of Frobenius endomorphism and deg(Frob) =
d = p is its degree. Thus:

#E(Zy,) = #Ker(Frob —id) =p+1—t,
and by lemm |t < 2 Vd=2 \P. O

2.5. The j-Invariant
In this section we deal with the concept of isomorphism classes for elliptic
curves over Z,. Let E: Y? = X+ AX+B (mod p) be a non-singular elliptic
curve over Z, and let (x, y) be a generic point of E(Z,), i. e. (x, y) is such that
¥=x>+Ax+B (mod p).
Letc € Z},, we multiply the members of the above equation by c%, obtaining:
2 = % + PAx + ®B  (mod p)
=  (y)* = (Px)® + A(Px)ct + B®  (mod p),

i.e. the point (c?x, c®y) belongs to the curve Y2 = X3 + ¢*AX + c®B (mod p).
We have the following general propositioﬂSl]:

161t is a general fact that inseparable morphisms form an ideal. Furthermore if f and
g are two inseparable morphisms, i.e. f and g are p-th powers, their summation is (in

characteristic p) still a p-th power.
7Note that lemmatells us that |f| < 2Vd, but now d = p is a prime and thus \pis
not an integer and we can replace the sign < with <.

18t 1ere we deal with the case of a finite field, but the result is still valid for an elliptic
curve over a generic field », with ¢ € x.
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ProrosiTioN 2.18 (Isomorphic Curves). LetE : Y? = X>+AX+B (mod p)
and E' : Y?> = X3 + A’X + B’ (mod p) be two non-singular elliptic curves over
Zy,. Than E and E’ are isomorphic if and only if 3 ¢ € Z, such that:

(2.9) A'=c*A B =cB.

O

Consider the quantity , it is clear that this is an invariant for the

transformation of equation (2.9), as:

A3
A Sy
B2 (B2 (B

12

On the basis of this reasoning we define the j-invariant for an elliptic curve
E to be:

4A3
4A3 +27B%"
It is easy to check that the j-invariant is invariant for the transformation of
equation (2.9), furthermore j(E) there always exists if E is a non-singular
elliptic curve (since the denominator is Ag).

J(E) = 1728

Prorosrition 2.19. For each value jo € Z, there always exists an elliptic curve
E over Z, with j(E) = jo.

Proor. We observe that:

1728 27B2 _ (B/2)?
o T T any
1728 — jo _ (B/2)

jo (A3

and thus it suffices to find two values of A and B which satisfies the above
relation. For example:

__3p
1728 — jo
__2Zjp
1728 — o’

(2.10)
B

as it is easy to verify. The elliptic curve E with A and B given by equations
(2.10) has j(E) = jo. If jo = Owetake E: Y2 = X3+1 (A = 0); if jo = 1728 we
take E: Y2 = X3+ X (B =0). |

Now it should be clear that if the elliptic curves E and E’ have the
same j-invariant, namely j(E) = j(E’), the curves are, by proposition 2.18]
isomorphic. We now ask if the reverse is also valid: what about two curves
with the same j-invariant? Are they isomorphic? To answer this question,
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letE: Y2=X3+AX+B (mod p)and E’: Y2 = X3+ A’X + B’ (mod p) be
two non-singular elliptic curves over Z,, with j(E) = j(E"). Thus:

1728 _ . 27B* 1728 _ 27(B')’
J(E) 4A3  j(E') 473
BZ (B/)Z (A )3 ( B )2
— = = — ) == .
A3 (A a) ~\p

=

o= () () = (5 (5 (5)
~\aJ\B) "\B/\B) " \B
= A=dA B =dB

Hence E and E’ are isomorphic only if 4 is a quadratic residue modulo p;
since we know, by lemma that half of the elements of Z;, are quadratic
residues and the other half are not, we can conclude that each value of j has
associated two isomorphism classes. There are two special cases, namely

A=0 o jE)=0
B=0 < j(E)=1728,

for which the isomorphism classes are not two, as we will now see in deeper
detail. Excluding for a while these special cases, we can say that, for each
value jo € Z,, there exists, by proposition an elliptic curve E with
J(E) = jo; furthermore there are two isomorphism classes associated with
that value of jo. Let E and E’ be two elements of these two isomorphism
classes:

E: Y’=X*+AX+B (mod p)

E': Y= X +dAX +d°B  (mod p).
Ifde Z; is a quadratic residue modulo p, E ~ E’; otherwise E and E’ are
not isomorphic and we say that E is the twist of E’ (and viceversa). Let us

suppose we are in the second case, i.e. that E’ is the twist of E; we divide
the equation of E’ by d°:

L N

d3 d d
. X Y
define (E) =7 and (d_z) =W

= E:dW?=Z*+AZ+B (mod p).
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Recall that by equation (2.8):

#E(Zp) =1+ Z 1+ x,(0>+Ax+B)=1+p+ Z;(p(x3+Ax+B).

X€Z, X€Z,

We observe that, for a given value s = g> € (Z;)Z, if d is a quadratic non
residue modulo p, the fraction 5 is a quadratic non residue modulo p; in

2
fact if 5 would be a quadratic residue, i.e. 5 = #2, it should be 2 = % which

is impossible. So if x3 + Ax + B is an element of (Z;)Z, the fraction MT”B
is a quadratic non residue modulo p; in other words, if for a certain value
X € Zp, the curve E has two points (x, £y) (i. e. )(p(x3 + Ax + B) = 1), for the

same value of x the twist of E has zero points (i.e. x, (MT“B)

MT’”B ¢ (Z;)z. Hence:

= —1), since

#E(Z,) + #E'(Zp) = 2+ 2p,
i.e. if Ehas p + 1 -t points, its twist E’ is such that
#E'(Zy) =2+2p-p-1+t=p+1+t,

and || < 24/p by Hasse’s bound. To sum up, for a fixed value of jo #
0,1728 € Z,, we have two curves (up to isomorphisms) with j(E) = jo,
namely E and its twist E’, and we know that if E has p + 1 — t points, E
has p + 1 + t points; hence we can compute |f| given a value jo. There is
not, instead, a polynomial algorithm that, starting from a value of ¢, yields
the equation (i.e. the values A and B) of a curve E with the j-invariant
corresponding to t.

Now we want to characterize exactly the isomorphism classes of E(Z,).
We need a lemma:

LemMma 2.20. Let p be a prime and d € IN. We have:
H#Z,/(Z;)" = ged(p — 1,4).
Proor. Consider the map which takes a value x € Z;, and computes the
d-th power of x:
¢: 7, — (z;;)d

x - x

it is a group homomorphism, with Im(¢) = (Z;)d . The kernel of ¢ is the set
of elements a € Z;, such that ¢/ = 1 (mod p), i.e.:

Ker(p) ={a € Z,: a’=1 (mod p)}.

Thus we can apply the fundamental homomorphism theorem for groups
and conclude:
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Z; 4?‘)_> (z;)d

7
Ve

T - = Im(¢) = (Z;)? = Z;,/Ker(¢p).

Z,| Ker(gb)

Hence,
*

HE, [Ker(§) = g o5 = HT)"

*

#(Z;”) — = #Z,/(Z;)" = #Ker(¢)).

Then it suffices to evaluate:
#Ker(¢) =#{a € Zy: a’=1 (mod p)}.

We claim that:
Ker(@)=D={aeZ,: a®=1 (modp)},

with 6 = gcd(d, p — 1). On the one hand if @’ = 1 (mod p), it is also al =
(mod p), since 0|d; so it seems that Ker(¢)) O D. On the other hand let
a? =1 (mod p); since 6 = ged(d,p — 1), by Bézout’s identitylﬂ da,b such
thatad + b(p — 1) = 6 (mod p). Then by Fermat'’s little theorem:
a’1=1 (mod p)
= ®=a"PV=1.1=1 (mod p),

and Ker(¢) € O. We must conclude Ker(¢) = D, so that now we need to
evaluate #9D.

First of all #D < 6, since X° — 1 has degree 6. Let ¢ be a primitive root@
of Z,i.e. ord(g) = p—1in Z,; the element h = g}%l is such that ord(h) = 6

in Z; and thus the set {h, W2, KW= 1} is made up of 6 distinct elements
such that they have 1 as 6-th power. So we have shown 6 distinct elements
which are zeroes of X? — 1, and we can conclude:

H#Z,/(Z;,)" = #Ker(¢) = #D = 6 = ged(p — 1,4d).

9This is another well-known result from elementary number theory[29].

THEOREM 2.21 (Bézout’s Identity). Let x, y # O be two integers; then there always exists some
integers a, b such that
ax + by = ged(x, y).
O

Note that we can evaluate the integers a, b by means of the extended euclidean algorithm
(see appendix .
It is a well-known fact that, if p is a prime, Z; is cyclic, i. e. there are elements (called
primitive roots) of order p — 1. See theoremfor a proof.
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O

ExampLE 2.18. Let p = 5 and d = 4; each element of Z5 has 1 as fourth

power, then:
Z*/(Z =75 =11,2,3,4},

and #Zg/(Zg)4 =gcd(4,4) = 4. O

ExampLE 2.19. Letp =7 and d = 3, then:

Z*/<Z;>3 =7;/{1,2,4},

and #Z5/(Z, ) =gcd(7-1,3) = O

Let us consider jo # 0,1728 and suppose the elliptic curves E and E’ to

have the same j-invariant j(E) = j(E") = jo. If this is the case, we have seen

that E: Y2 =X3+AX+BandE': dY? =X>+A’X+ B’ and E =~ E’ if and
onlyifd = (Bf’;,)) is a quadratic residue modulo p; hence we can choose d up

to 2-th powers, i.e. d € Z, / (Zp)z, to obtain curves that are not isomorphic.
So there is a bijection:

% £\2 E(Z 7) Wlth
Z,/@;) — {0 )

and, by lemma 20 #Z,,/(Z;,)* = ged(p — 1,2) = 2.

Now we deal with the case A = 0 or B = 0 (A and B cannot be both zero
if E is non-singular); let A = 0 (so that jo = 0) and let us suppose that the
curves E: Y> = X3+ Band E' : Y2 = X® + B’ are isomorphic. Thus by
propositionm dceZ, such that B’ = ¢®B. Hence we can choose B up to
6-th powers, i.e. B € Z; / (Z;)(’, to obtain curves that are not isomorphic. So
there is a bijection:

* *\6 E(Zp) with
2,/(Zy)" — { J(E)=jo=0 }

and by lemma
6 ifp=1 (mod 3)
#7,/(Z;,)° = ged(p - 1,6) =
p/ ()" = ged(p ) {2 ifp=2 (mod 3).
On the other hand if B = 0, all the curves of the kind E : Y? = X3 + AX
have j(E) = jo = 1728. But these curves are not all isomorphic; E : Y? =
X3+ AX and E’ : Y? = X3 + A’X are isomorphic if 3 ¢ € Z,, such that

A’ = ¢*A. Hence we can choose A up to 4-th powers, i.e. A € Z* I(Z, )4, to
obtain curves that are not isomorphic. So there is a bijection:

Z,/@)t — (%) v,
and by lemma 2.20}
4 ifp=1 (mod 4)

#7: |(Z:)* = - =
p/ ()" = ged(p = 1.4) {2 ifp=3 (mod 4).
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ProrosiTiON 2.22. Let p be a prime. We have a formula to evaluate the number
of elliptic curves over Z, (up to isomorphisms):

2p+6 ifp=1 (mod 12)
Elliptic curves E(Z,) o
4 up to 4 2p+2 Q‘p_S (mod 12)
isomorphisms 2p+4 ifp=7 (mod 12)
2p ifp=11 (mod 12).

2.11)

Proor. By proposition for each value jo € Z, there is always an
elliptic curve with j(E) = jo; thus if p is fixed we have p distinct values of j.
So if jo # 0,1728 we have p — 2 values of jy, and each value brings two iso-
morphism classes, for a total of 2(p — 2) curves E(Z;) (up to isomorphisms).
If jo = 0, we have seen that there are either 6 (when p = 1 (mod 3)) or 2
(when p = 2 (mod 3)) isomorphism classes. Finally if jo = 1728, there are
either 4 (when p = 1 (mod 4)) or 2 (when p = 3 (mod 4)) isomorphism
classes.

Furthermore equation (2.11) contains all primes p # 2,3 modulo 12.
Henceifp =1 (mod 12),itisp =1 (mod 3)and p =1 (mod 4) and the total
number of curves (up to isomorphisms) is:

20-2)+6+4=2p+6.
Similarly if p =5 (mod 12),itisp =5 =2 (mod 3)andp =5 =1 (mod 4)
and the total number of curves (up to isomorphisms) is:
2(0-2)+2+4=2p+2.
If, instead, p = 7 (mod 12),itisp =7 =1 (mod 3)and p =7 = 3 (mod 4)
and the total number of curves (up to isomorphisms) is:
2p-2)+6+2=2p+4.
Finally if p = 11 (mod 12),itisp =11 =2 (mod 3) and p = 11 =3 (mod 4)
and the total number of curves (up to isomorphisms) is:
20-2)+2+2=2p.
O

ExampLE 2.20. Let p = 13 =1 (mod 12). We expect, by equation (2.11)),
to have 2p + 6 = 32 elliptic curves E(Z13) (up to isomorphisms), with jy
assuming all possible values in Z13 (see table[2.3). O

Note that |f| < 2 V13 ~ 7, 3, as confirmed by Hasse’s theorem; further all
the values t such that |f| < 2 /p are present. This is, indeed, a theorem:

Tueorem 2.23. If p is a prime, for each t € Z such that |t| < 2+/p, it always
exists an elliptic curve over Zp, say E(Zp), such that #E(Zy) =p +1 —t. O
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jo € Z13 t
0 +1,+5,+7
1 +6
2 +1
3 +5
4 +2
5 0
6 +2
7 +4
8 +3
9 +1
10 +4
11 +2
12 +6,+4

TaBLE 2.3. Values of j-invariant and ¢ for the elliptic curves
E(Zp) with p = 13.






CHAPTER 3

Elliptic Curves Over C
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In this chapter we deal with elliptic curves defined over €, denoted
E(C). Elliptic curves with complex multiplication are a special kind of
elliptic curves over C; we are interested in this kind of curves, since they
have a lot of applications. In particular they provide (thanks to an idea of
Atkin) the most efficient algorithm to evaluate the cardinality of an elliptic
curve defined over Z,; furthermore they are used to improve the efficiency
of the Goldwasser-Kilian primality test in the Elliptic Curve Primality Proving
(ECCP) test, which is the most efficient (deterministic) primality test known.

3.1. Lattices, Orders and the Weierstrass p-function

The theory of elliptic curves over € is much more strengthened[31]
with respect to the theory of elliptic curves over Z, (which is more recent).
The point of view is different, since we can use the powerful means of
mathematical analysis.

DerintTION 3.1 (Lattice). Let wy, w2 € € be two independen complex
numbers. A lattice is defined by the equation:

L=wZ+ wZ ={nwi +mwy: n,mée#}.
O

In other words, a lattice is a discrete sub-group isomorphicto Zx Z, i.e.
it is the Z-span of two independent Vector{l (see figure .

ExamrrE 3.1. The ring of Gauss integers (see figure is a lattice:
Z[i] = Z +iZ, withi = V-1. |

lWe mean that % ¢ R.

More in general a lattice is a discrete sub-group of IR" which spans IR, and thus it
generates R" starting from a basis of IR" (n independent vectors of IR").

35



36 3. ELLIPTIC CURVES OVER C

° o
o
o
o
o o
o ° o o °
o
o
o o
o ° o o ©
o
o
o o
o ° o o °
o =2
o ° w3 | o
o ° o
o 0 T z
o ° o
o o o
o
o
o o
o ° o o °
o
o
o o
o © o o °
o
o
o o
o ° o o °
o
o
o
o o
o

© o o o o o o o o o o
o o o o o o o o o o
o o o o o .0 o o o o
3i
o o o o o .0 o o o o
2i
o o o o o o o o o o
e PN
0”1 2 3 y/A
o o o o o o o o o o
o o o o o o o o o o
o o o o o o o o o o
o o o o o o o o o o
o o o o o o o o o o

Ficure 3.2. The lattice of Gauss integers Z + iZ.

We are interested in meromorphicﬂ functions over C that are periodic
with the lattice L.

3In complex analysis, a meromorphic function on an open subset S of the complex plane
is a function that is holomorphic on all S except a set of isolated points, which are poles for
the function. Recall that holomorphic functions are functions defined on an open subset of
the complex number plane € with values in C that are complex-differentiable at every point.
A function f : U — € from an open subset U of € to € is complex-differentiable at a point
zo € U if the limit ) - fa)

, . z)— (20
f'(z) = lim ——"—,

exists.
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DerintTION 3.2 (Doubly Periodic Function). The function f is said to be
doubly periodic if it is such that:

f:€—CU
fiz+w) = f(w),
VzeCweL. O

Such functions are easy to build-up. An example is given by the Weier-
strass p-function:

(3.1) L(2) = le +Y ((Z _1w)2 - é)

w€eL
w#0

ProrositioN 3.1. Given a lattice L and the Weierstrass o-function of equation
(3.1) the following holds.

(1) The sum defining ¢1.(z) converges absolutely and uniformly on compact
sets not containing elements of L.

(2) 91(z) is meromorphic in C and has a double pole at each w € L.

(3) 9(=2) = p(z) forall z € C.

(4) p(z + w) = p(z) forall w € L.

(5) The set of doubly periodic functions for L is C(p, ¢’). In other words every
doubly periodic function is a rational function of ¢ and its derivative ¢’

O

The proof of this proposition is very simple, but it is beyond the scope
of this notes; so the interested reader is addressed to [31, 51]. Now we
manipulate the term in the summation of equation (3.1):

1 1 5 1
C-wp @ " ((1—z/w>2 _1)_

_ N
_ {;(n+l)wn],

1 « 1
@)=+ ) ) D)=,

wel n=1
w#0

which is a power series. Define the Eisenstain series to be:

Gk = Gk(L) = Z Ct)_k/

weL
w#0

and thus

then it is easy to check, summing over w first, than over 7, that:

1 +00 . .
(3.2) PLE) = 5+ Z;(Z] +1)Gajur?.
=
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ProrosiTioN 3.2. Let 9y (z) be the Weierstrass p-function for a lattice L. Then:
(3.3) (91.(2))* = 49} (2) — 60Ga1 (z) — 140Gs.
Proor. From equation (3.2) we have:
01(z) =272 + 3Gz + 5Ggz* + - --
0 (2) = =227 + 6Gaz + 20Gez> + -+ -
Cubing and squaring these two equations yields:
03(2) =27° + 9G4z + 15Gg + - -
(9] (2))* =427 - 24G4z7> — 80Gg + - - -
Therefore:
f(@) = (9,(2))* - 497 (z) + 60G491(z) + 140G6 = c1z + c22% -+,

is a power series with no constant term and with no negative powers of
z. But the only poles of f(z) are at the poles of ¢ (z) and g (z), namely
the elements of L. Since f(z) is doubly periodic and has no pole at 0, we
must conclude that f(z) has no poles. So an application of the Liouvilléﬂ
theorem[51] tells us that f(z) is constant. Since the power series for f(z) has
no constant term, f(0) = 0. Hence f(z) is identically zero. O

Let ¢» = 60G4 and g3 = 140G¢; equation (3.3) is telling us that:
(97 (2)* = 497 (2) — 8291(2) - g3,

i.e. the points of the form (p1(z), 9] (2)) lie on the curve:
E: Y?=4X> - X - g3.

Furthermore one can show that the discriminant Ap = 16(g; — 27¢3) is not
zero. So we have a map from z € C to the points with complex coordinates
(9L(2), 9] (2)) on an elliptic curve. Since p1(z) and @] (z) depend only on
zmod L, we have a map from the toruﬂ C/L to E(C). The group C/Lis a
group, with the group law being addition of complex numbers modulo L.
The result is indeed quite deeper[31, 51]:

4The Liouville theorem is a classical result in complex analysis:

Tueorem 3.3 (Liouville). Every holomorphic function f for which there exists a positive
number M such that |f(z)| < M, for all z € C is constant. ]

5The parallelogram defined by the vertices 0, w; and w, of figure is called the
fundamental parallelogram. The quotient of € by Z X Z maps the complex plane into the
fundamental parallelogram; that is, every point z € € can be written as z = r + mw; +
nw, for integers m,n and with a point r in the fundamental parallelogram. Since this
mapping identifies opposite sides of the parallelogram as being the same, the fundamental
parallelogram has the topology of a torus.
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Turorem 3.4. Let L be a lattice and E be the elliptic curod| Y? = X3 + AX + B
(with A = —4g, and B = —16g3); the map:

¢: C/L — E(C)
2 (491(2),491(2)
0 oo,
is a group homomorphism. o

On the other hand, it is possible to show[31] that a point P € E(C) is
mapped on the elliptic integral:

(3.4) e C/L.

P
aX
PeEC) f _—
o VX3+AX+B
ExamrLE 3.2. Thesituation described above has an equivalence of simple
interpretation if we take L C Rand L = wZ. The functions:

CcoSs (a)_t) sin(w—t)
27 2n)’

have the property to be periodic with respect to the lattice L. Furthermore
there exists an explicit link between these functions, namely:

2
sin?(f) + cos?(t) = 1 = sin®(t) + (% sin(t)) ,
which is the equivalent of equation (3.3). Also the result of theorem [3.4]is
valid, since there is a group homomorphism such that:
¢: R/IL— CXY)
t — (cos(t), sin(t)),
being C(X, Y) the circle of equation X? + Y? = 1. Finally,
P=(x,y) € C(X,Y) ¥ arcsin(t) = ft L € R/L,
0 VI-X2
is the equivalent of equation (3.4). Hence to sum up:
9(z) «— sin(z)
V?=X*+AX+Be— X*+Y*=1

fp dx fz dx
o VX3+AX+B 0 Vi—-x2

*We can manipulate the equation of the elliptic curve E : Y2 =4X3 — o X — ¢3¢
16Y? = (4Y)* = 16(4X° — g2 X — g3) =
= (4X)° + (—482)(4X) + (-16g3) =
=X>+AX +B,
with A = —4g, and B = -16g3.
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Theorem tells us that every elliptic curve is indeed a torus; now
we consider isomorphisms of elliptic curves. Let L C € be a lattice and
A € C. The lattice AL is called blow-up of the lattice L (or L’s homothety).
The functions ¢1(z) and p,1.(z) are, in general, different and so, a priori, it
could seem that the elliptic curve isomorphic to C/L is different from that
one isomorphic to C/AL, but

G =GAL) = ) o™= %Z o™

w€eAL w€EL
w#0 w#0

hence, if the torus €/L is isomorphic to the elliptic curve E : Y? = X>+AX+B
(with A = —4g¢> and b = -16g3), the torus €/AL is isomorphic to the curve
E': Y?=X3+A’X + B/, and we have:

’ ’ ’ 1 1
A’ = —4g) = (—4) - 60G] = -7 - (-4 60)G4 = .74

’ ’ ’ 1 1
B' = ~16g} = (-16) - 140G} = ~ - (16 - 140)Gs = —B,
so that E =~ E’. Thus by theorem [3.4] there is a bijection:

Elliptic curves E(C) Tori €/L
up to — { up to } .
isomorphisms homotheties

This link implies a lot of advantages, since it make possible to use the means
of mathematical analysis. In particular one can show[51]:

ProrositioN 3.5. Let E(C) be the elliptic curve over € which corresponds to
the torus C/L. Then:
End(E)y~{AeC: ALCL}.
O

The set aboveﬂ is the set of complex numbers which keeps the lattice
L stable. This consequence is very deep; since (C, +) is a group and L is a
sub-group of C, (C/L, +) has the natural structure of group induced by the
structure of the group (C,+). Thus, saying that the set of elliptic curves
over C (up to isomorphisms) and the set of tori C/L (up to L’s homotheties)
are isomorphic implies that also the two operation of addition (the former
is the one which takes place on the curve E(C), the latter is the canonical
summation of €) must be one the equivalent of the other. So the morphism
[n] € End(E) corresponds to the multiplication by n in €/L, which is quite
simpler.

We explicitly point out that:

Zc{AeC: ALCL}.
Tt is easy to check that the set L = {A € €: AL C L} is indeed a ring, since if A, u € L

we have:
(A+wLcL, AuLcL, (-A)LcCL.
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In fact let b € Z be an integer and let nw; + mw; be the generic element of L,
if we evaluate b(nw1 + mw;) we obtain:

b(nwi + mwy) = (bn)wy + (bm)wr, €L Y beZ,

sothatZc{AeC: ALCL).

Now let L = Zw1 + Zw» be a lattice and let
w2
T=—;
w1
since wi and w; are linearly independent over IR, 7 cannot be real and
without loss of generality we can assume J(7) > 0. Thus 7 lies in the upper
half plane H = {x + iy € C: y > 0} and the lattice L’ = Z + 7Z is homothetic
to L. In other words the tori €/L and C/L’ correspond to isomorphic curves
which (thus) share the ring of isomorphisms End(E). It is easy to see that
End(E) c L’, since for each complex number A € End(E) we have A -1 €
Z + tZ. Hence End(E) is a subring of C, it contains Z and it is discrete; we
have only two possibilities:

(1) End(E) = Z.
(2) End(E) is an order.

DerintTION 3.3 (Order). Anorder over Cis a subring of € whose additive
subgroup is a lattice. O

Since C is a ring with unit (1 € €) and since an order is a subring of C, each
order has a unit and this is the same unit of C; thus a lattice without unit
cannot be an order.

ExamrLe 3.3. Thelattice 2Z[i] of figure[3.3]is not an order, since 1 ¢ 2Z([i].
The lattice of Gauss integers Z[i] of figure instead, is an order, since it

contains the unit 1. O

/A

(o) (o) (o) (o) o R (o] (o] (o] (o] o

o (o) (o) (o) o (o] (o] (o] (o] o

(o) (o) (o) (o) (o) . O (o] (o] (o] o
61

(o) (o) o (o) o . O (o] (o] o o
4i

(o) (o) (o) (o) o . O (o] (o] o o
1

.
0% 4 6 y/A

(o) (o) (o) (o) (o) (o] (o] o o o]

(o) [0) (o) (o) (o) (o] o o] o o]

] [e] ] [e] [e] (o] (o] o] o] o]

(o) (o) (o) (o) o (o] o o o o]

(o) (o) (o) (o) (o) o o o o o

Ficure 3.3. An example of a lattice that is not an order: 2Z[i].
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Now we classify the orders in C.

ProrositioN 3.6. Foreachorder RC €, A A € Zy, withA=0,1 (mod 4),
such that we can write:

R=7+6Z

g if A is even
5=

1+é\0§ if A i odd.

Proor. Since an order is, by definition, a lattice, it always exists a basis
for which we can write:

R=Z+1Z2 TeH.

Furthermore R is a ring and 7 € R, so that 72 is an element of R too, i. e.

?=u+ot u,vel.

The discriminant A = v? + 4u is less than zero (since T € H), and we have
A = 0,1 (mod 4), since 4u = 0 (mod 4) and a quadratic residue is either
zero or one modulo 4. Solving for T we find:

v+ VA
5
Since A = v* + 4u, if A is even (odd) v is even (odd) too; hence:

VA

C if Ais even
=12 2
v-1 1+ VA
+ if Ais odd,
2 2
with 2, 251 € Z. Thus 7 is an integer plus 6 and there exists a basis for which
we can write R = Z + 6Z. m|

ExamprirE 3.4. For A =-3,-4,-7,-8,-11,-12,--- we have:
1+ V- 1+ V-7 — 1+ V=11 —
= 3/i/ 2 ’ _2/ 2 ’ _3/”'~

0
2
Figureshows the order R =7 + #Z. O

3.2. Elliptic Curves with Complex Multiplication

Orders are sources of special elliptic curves, namely elliptic curves with
complex multiplication.

DerintTION 3.4. An elliptic curve over €, E(C), is said to have complex
multiplication if its ring of endomorphisms is larger than 7, i.e. if it is an
order in C:

End(Ey=R=17Z + 0Z,
with ¢ satisfying conditions of proposition 3.6 O
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FiGure 3.4. The order R = Z + Y37,

Let now E(C) be a curve with complex multiplication, isomorphic to the
torus C/L with L the order L = Z + 6Z. Here we provide (without proof)
some very efficient formulas to evaluate the coefficients A and B of the curve
and its j-invariant. One can show([31] 51] that:

(3.5) A=-3 [1 +240 Z a3(n)q") = -3E,
n=1
(3.6) B=2 [1 - 5042 05(71)6]"] = 2F,
n=1

oo 3
(1+240 2755 03(m)q") _E
IS =g A’
with 04(n1) = ¥4, d" and g = ¢¥™. These expressions converge very quickly,
for example when A is even we have:

n_ 2727 \JA] — —nt\[An — —ntVIA| " (L)”
q" = e e (e ) <\200) -
Table (3.1 shows the values of the j-invariant for different values of A. Note
that for the first values of A, j(E) is always an integer. This is not a case:

3.7) J(E) =

Tueorem 3.7. Foreachorder R C C, the j-invariant of the curve (with complex
multiplication) E(C) = C/R is an algebraic integer. |

We recall the definition:

DerintTION 3.5 (Algebraic Integer). The number a € Cis algebraic if there
exists F(T) € Q[T] (with F(T) # 0) such that F(a) = 0. If F(T) € Z[T] is monic
and irreducibleﬁ a is said to be an algebraic integer. m]

8Recall that a polynomial f(X) in #[X] is called irreducible over x if it is non-constant
and cannot be represented as the product of two or more non-constant polynomials from
«[X].
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Als i(E)

—4 1 1728

—7 | 1y 3375
-8 V-2 8000
_11 1+ 2—11 215
-12| V-3 —54000
-15 | & 2_15 not an integer

TasLE 3.1. Values of j(E) for the curve E(C) (isomorphic to
the torus C/L, with L = Z 4+ 6Z) with complex multiplication,
for different values of A.

ExampLE 3.5. The number i € C is an algebraic integer, in fact F(T) =

T2 + 1. On the other hand, it is easy to check that % is algebraic, but it is not
an algebraic integer. |

CoroLrLary 3.8. If the degree of F(T) is one, then j(E) is an integer.

Proor. In fact F(T) = T — a, with @ € Z. Since j(E) is a zero of F(T), it
must be j(E) = a € Z. O

Hence, to sum up, each elliptic curve over Cis isomorphic to a torus C/L
and the endomorphisms of E(C) are all the complex numbers which keep
the lattice L stable: End(E) = {A € €: AL C L} D Z. Most of the times it is
End(E) = Z, but sometimes End(E) is larger, i. e. it is an order R = Z + 6Z.
Note that theorem [3.7| above deals with the special case in which L = R is
an order and the elliptic curve E(C) =~ C/R is such that:

End(E)={AeC: ARCR} =R,

so that E(C) has complex multiplication. In this special case we have seen
that the j-invariant is always an algebraic integer.

Now we ask which characteristics the lattice L must have, so that C/L
is isomorphic to an elliptic curve with complex multiplication, i.e. so that
End(E) is an order. An example is L = R (as we have just seen), for which
End(E) = R; obviously another example is L = cR, with ¢ € C. Since we are
interested in curves up to isomorphisms we can consider the lattice of the
form L, = Z + xZ, with x € H. The answer to our question is given by the
following proposition:

Prorosition 3.9. Let R be an order with discriminant A and let L, = Z + xZ
(x € H) be a lattice. Then the ring:

End(C/Ly) ={A e C: AL, C L,},
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is equal to the order R, if and only if:

with a and b such that there exists c € Z which satisfies:

b? —dac = A
ged(a, b,c) = 1.

Proor. (<). Letx = b+2;/z, we must show that End(C/L,) = R. First of all

we claim that the integer % isan element of R. If Aiseven, R = Z + 0Z,

with 6 = %, i.e.

R:Z+¥Z.

Since A = b% — 4ac is even, b is even too and hence % € Z, so that:

g:b_z\/xeR:Z+gZ.

b_
2
On the other hand, if Aisodd, R = Z + 6Z, with 6 = %Z, i.e.

1+ VA

R=7Z+
2

Z.

Since A = b% — 4ac is odd, b is odd too and hence b;—l € Z, so that:

b—VZ:b+1_1+VZ€R:Z+1+w@Z.
2 2 2 2
In a similar fashion, it is easy to show that % € R; thus we have

b+ VA

showed == € R. Hence we can write:

b— VA b+ VA
2 2

R=Z+6Z=7+ 7Z=17+ Z.

On the one hand we show that R ¢ {A € C: AL, C L,}; note that this holds
if and only if the basis (1, #) of R keeps L, stable (and hence its basis).

That 1 keeps L, stable is trivial, so it suffices to check that:
b— VA b— VA

L
2 & 2

X € L,,
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A
since (1, x) is a basis of Ly, with x = b +2a\/_' Evaluating:
b—\/Z:b'l_a'b+\/Z€Lx
2 2a
b—\/Kx_b—\/Zb+\/Z_b2—b2+4ac_
2 2 20 4a B
:c:c-1+0-b+\/ZeLx
2a

andthusRc {A e C: AL, C L,}.

In a similar fashion, we can show that {1 € C: AL, Cc L,} C R, so that
the assertion follows easily. Let z € C such that zL, C Ly (i.e. z €
{A € C: ALy C Ly}), it suffices to point out that z € R. Since 1 € L,, it
mustbezeL,,i.e.

z=c+dx=c+d

b+ VA db+ VA
=c+ - .
2a a 2

Since we have shown that (1, %) is a basis of R, we must conclude that

z € Rif and only if ald.

Note thatz =c+dx € {A € C: AL, C Ly}, so that it is obvious that both
c and dx keep L, stable. That c keeps L, stable is trivial, as cLy C Ly; as a
consequence we have:

dx € L, dx-x €Ly,
since (1, x) is a basis of Ly. Evaluating;:
dx=0+d-x €L,
P2+ A+2b VA dA +2bd VA +2db% — db*
442 492

db 1 )
—@(\/K+b)+g(dA—db):

dx* =d -

_ . dA-db? db b+ VA
- 402 a  2a x'

d(A- b)

Thus it must be db € Zand =5 &£ eZ,withc= 4
must divide (dc) and (db),i.e. a|(d gcd(c b)); but ged(c, b) = 1 by hypothesis,
and ald. Hence we have shown:

End(C/Ly) ={A e C: ALy C Ly} =R,

as required.
(=). Similar to the other verse. O

Now it should be clear that every elliptic curve of the form C/L,, with
Ly = Z + xZ, such that x satisfies the condition of proposition has
End(E) = R, being R an order of discriminant A, or, that is the same, €/Ly =
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E(C) with complex multiplication. Note that if we take the values of b and
c fixed, there are a lot of values of 2 such that the conditions of proposition
are satisfied, so that it seems there are a lot of curves with complex
multiplication. But we must deal with isomorphisms:

ProrosiTioN 3.10. Let Ly = Z + xZ and L, = Z + x’Z be two lattices. Then
C/Ly = C/L;. ifand only if there exists a matrix M = (;( 5) € SLy(Z) such thatﬂ'

_ax+p
Coyx+e

/

Proor. Since M € SL,(Z) we can evaluate its inverse:
ML= e —p
_y a ‘
(&). Let Ly = Z+xZ, we apply the transformation defined by the matrix
M to the basis (1, x) of Ly:

a B\ (x\_ [ax+f
y e \1] " \yx+e)
Hence Ly = (ax + B)Z + (yx + €)Z and

, 1 ax+p
L, = Ly=7+
yx+e€ yx+e

Z=7+xX17,
is homeothetic to L,. As a consequencem C/L, = C/L;.
(=). Itis a classical argument, see [31]. O

Now let us define the equivalence relation:

ax+f
yx+e

xox o EIM:((X ﬁ)eSLz(Z):x’:
y €
Fixed an order R (and then fixed a value of A) we consider the set:

Cl(A) ={x = % s a,bceZ A="0 —4ac, ged(a, b, c) = 1}/p.

This set characterize all the integers x which satisfies the properties of
proposition up to the action of the matrix M € SL,(Z) which yields

9Recall that the special linear group of degree n over a field x, namely SL,(x), is the
set of n X n matrices with determinant 1, with the group operations of ordinary matrix
multiplication and matrix inversion.

10 et us suppose that L, is such that €/L, has complex multiplication, i.e. L, = Z + xZ
with x which satisfies the properties of proposition[3.9} If x” is chosen following the rules of
propositionB.10} L, = Z + x'Z is such that €/L, ~ €/L,, so that €/L, must be with complex
multiplication. This implies, as it is straightforward to check, that x’ satisfies the conditions

of proposition|3.9|too.
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homeothetic lattices; hence there is a bijection:

Elliptic curves E(C)
with
complex multiplication ( < CI(A).
up to isomorphisms

There is a theorem by Gauss which is very important and whose proof is
beyond the scope of this notes:

Tueorem 3.11 (Gauss). CI(A) is finite and in particular:
#CI(A) = h(A),

being h(A) the class numbers of A (of R). Furthermore, if F(T) is the minimum
monic and irreducible polynomial satisfied by the j-invariant j(E) of C/R, then
deg(F(T)) = h(A) and the zeroes of F(T) are the j-invariant of all the elliptic curves
with complex multiplication over R:

FD =[] (T - j(b +2;/K)) with - +2;/K e Cl(A),

and F(T) € Z[T]. O

ExamrrLE 3.6. A = -3,-4,-7,-8,---. For A = —4 we can choose b = 0,
a=1and c =1 so that:

#CI(~4) = h(-4) = 1

b+ VA |
X = =1
2a

F(T)=T—j(i)=T—f(

b+ VA

2a

) =T-1728.

ForA = —15wehaveCl(A) ={a,b,c: (a=1,b=1,c=4),(@a=2,b=1,c =2)},
thus:

#CI(~15) = h(~15) = 2

1+ V<15 1+ V15
T2 s
F(T) = (T - j(x1))(T — j(x2)) € Z[T],

X1 X2

but j(x1), j(x2) € Z. O
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Hence theorem is telling us that there is another bijection with the
set of j-invariants which are zeroes of F(T):

Elliptic curves E(C)

complex multiplication
up to isomorphisms

j(x) such that
{ j(E)= ] b*‘r }

which are zeroes of E(T)
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In this chapter we present the most efficient algorithms for the compu-
tation of the cardinality of the group E(Z,). As we have seen in section[2.4}
equation gives us a formula for evaluating #E(Z,); to evaluate the sum-
mation requires p steps, so we have exponential complexity O(p) = O(e'%8().
In the following we describe three others (more efficient) algorithms: the
Baby-Steps and Giant-Steps algorithm, Schoof’s algorithm and Atkin’s algo-
rithm.

4.1. Baby-Steps and Giant-Steps

The crucial idea behind this algorithm is due to Shanks[44]. LetE : Y? =
X3+AX+Ba non-singular elliptic curve over Z, and let N = #E(Z,); Hasse’s
theoremtells us that N lies in the interval 7 = [p—-1-2+/p,p—1+2+/p];
furthermore by Lagrange’s theorem we know that NP = co. The key idea
is to consider a point P € E(Z,) and to look for the point NP (see figure
[4.1)); the easiest way is to try all values of N in the range 7 and see which
one satisfies NP = oo. This takes around 4 /p steps; Shanks’ idea allows to
speed up this approach.

NP
/
/
/ (p+1)P
%.—Q—LO—O—Q—O—Q—.HO'
[-IP
2P -P P 2P T T (p+1-24)P (p+1+2yp)P
#T =4+

Ficure 4.1. Baby-steps and giant-steps.

51
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Leta ~ V2p!'/4, we evaluate and store in a list the baby-steps:
+P +2P +3P,--- , +aP.

Then we compute the center of the critical interval 7, namely R = (p+1)P; if
the point R belongs to the list of baby-steps, it is straightforward to deduce
the value of N. If this is not the case we compute the giant-steps:

R+Q,R+2Q,R+3Q,--- ,R+tQ,

withQ=2a+1)Pand t = [2 \Vp/(2a + 1)]; by Hasse’s theorem one of the
point R + iQ, for some i = 0,+1,+2,---,+t, will be equal to one of the
elements of our baby-steps’ list. Hence,

R +iQ = jP,
forsome j € {0,+1,+2,--- ,+a}and i € {0, £1,£2,--- , +t}. Thus:

(p+1+i2a+1)—jP =00
= N=#E(Zy)=p+1+i2a+1)—].

The algorithm fails if there are two distinct integers N and N’ in the interval
1, such that NP = N'P = oo; this rarely happens in practice. If it does, then
(N = N’)P = oo and one knows the order d of P; so it suffices to repeat the
algorithm with another random point of E(Z): the fact that d|N, usually,
speed up the second computation considerably. Mestre’s algorithm[14]
provide a trick to avoid this complication.

Now we look at computational cost. Baby-steps cost a additions, so we
have O(a logS(p)). To evaluate R = (p + 1)P costs O(log(p) log3(p)), using the
binary expansion of p + 1. Giant-steps requires (at most) 2t = 4 y/p/(2a + 1)

steps, so we have O(%ﬁ log’(p)). It is important that one can efficiently
search among the points in the list of baby steps; one should sort this list or
use some kind of hash codin Note that if a is small we will need just a few
baby-steps and much more giant-steps; on the other hand if a is large, the
situation is tipped over. The optimum choice is to balance the load and take
a = 4+/p/(2a), which yields a = V2p'/4. Hence the complexity is dominated
by:
Running-Time =  O(p"*log’(p)),

which is reasonable if p < 10%°.

ExamrLE 4.1. We show the Shanks’ algorithm in action, by computing
the cardinality of E(Zss7), for the curve E : Y? = X3-10X +21. First of all we

LA hash table is a data structure for storing a set of items, so that we can quickly determine
whether an item is in the set or not. The basic idea is to pick a hash function k(-) that maps
every possible item x to a small integer i(x). Then we store x in slot k(x) in an array. The
array is the hash table.
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find a point P € E(Z,); for example we choose P = (2, 3). Leta ~ \/Epl/ 4 x5,
we evaluate the baby-steps:

P=(2,3) —P=(2,-3)
2P = (58, 164) —2P = (58, —164)
3P = (44,294) —3P = (44, -294)
4P = (56,339) —4P = (56,-339)
5P = (132, 364) —5P = (132, -364).

Note that ord(P) > 5. Now we compute the center of interval 7, finding:
R = (p+1)P = (557 + 1)P = 578P = (418, 33),

which does not belong to the list.
Now we start evaluating the giant-steps:

R+Q = (58,164) R-Q = (238,63)
R +2Q = (137,252) R -2Q = (538, 6)
R+3Q="- R-3Q="--.

Hence (R+Q)=(p+1+(2a+1)P=2P,i,e.i=1and j=2,and
#E(Zp) =N=p+1+2a+1)i—j=557+1+11-2=567.

4.2. Schoof’s Algorithm

Schoof’s algorithm[42] is the first deterministic and polynomial algo-
rithm for evaluating #E(Z). Since Hasse’s theorem tells us that #E(Z,) =
p+1—twith [f| <24/p, if we succeed in evaluating ¢, we are done. Schoof’s
idea is to evaluate t modulo all the primes ¢ less than or equal to a certain
bound L and to use the Chinese Remainder Theorenf] to obtain the desired
value of t. If

[T ¢=4vp

¢<L

{ prime

2The Chinese Remainder Theorem is a result about congruences in number theory and
its generalizations in abstract algebra.

TueoreM 4.1 (Chinese Remainder Theorem[29]]). Let nq,1,,- -+ , 1y be positive integers,
with ged(n;, nj) = 1 whenever i # j, and let ay,az,- -, ax be any integers. Then the solutions of the
simultaneous congruences

x=a; (modm), x=a (modmn), ..., x=a (mod ny),

. k
form a single congruence class modulo n, where n = [];_; n;. ]
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the value of t modulo the product of the values ¢ is unique. By the Prime
Number Theorem (see appendix[A) we have:

H C~e >4
(<L

€ prime
L =log(4+p) = Ollog(p)-

Hence the primes ¢ are less than log(p) (and this is obvious) and we need
at most log(p) of these values £. Note that if p ~ 10°%, £ < 1000. Now we
show the joint of the algorithm in the trivial case when ¢ = 2. We recall a
theorem[10] from abstract algebra:

TueoreMm 4.2 (Cauchy). If G is a finite group and € is a prime, then (#G if
and only if 3 g € G with ord(g) = ¢. O

Let us consider the elliptic curve E : Y2 = X° + AX + B; we already
know, by equation (2.2), that points (x,y) of order two of E(Z,) are such
that y = 0, so that the abscissa x must be a zero of X + AX + B. If we
are in Z, there always are 3 zeroes, but if we restrict our attention to Z,
we must pay attention that the point (x, y) belongs to E(Z,). Since Z, =
{a € ZJ :af =a (mod p)} by Fermat'’s little theorem, the point (x,y) is a
point of E(Z,) of order two if and only if x is both a zero of X3+ AX+Band
XP — X. Thus we compute:

ged(XP - X, X° + AX + B);

if the result is not 1, there exists an element of order ¢ = 2, and theorem
implies #E(Zy) =p +1 -t =0 (mod 2), so thatt =0 (mod 2) since p + 1 is
even. If, instead, the result is 1, there are no points of order { =2 and t = 1
(mod 2). This completes the description of the case ¢ = 2. Note that the size
of p, namely p ~ 10°%°, makes hard the calculation of the gcd. However we
can refer to the key idea of the euclidean algorithm and evaluate:

ged(X® + AX + B, (X — X) mod (X° + AX + B)),

which yields the same result. Definitely we must be able to evaluate X in
the quotient ring Z,[X]/(X® + AX + B), which is finitely generate and with
order p?, since the remainder of the division by X> + AX + B has degree (at
most) two, i. e. it is a polynomial with 3 coefficients and each coefficient is
an element of Z,. Hence we need a memory space of 3log(p) = O(log(p))
to store an element of Z,[X]/ (X3 + AX + B); furthermore multiplication
requires 91log?(p) = O(log?(p)) steps and to compute a p-th power requires
log(p)(3 log(p))2 = O(log?’(p)) steps, as the time needed to evaluate one gcd.
Thus all have polynomial complexity.

Now we deal with the general case ¢ > 2; it should be clear that here
we need points of order ¢, so that the analysis is much more complicated.
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Consider the group of points of order ¢:
E[f] = {P € EZ,) : [€]P = oo},

which is a sub-group of E(Z,). As we have seen in section equations
and represent an explicit formula for the cases when ¢ = 2,3;
so we can conclude that, for each ¢, there is a polynomial whose zeroes
are the elements of E[{]. The general case is dealt with by the following
proposition:

Prorosition 4.3. Let E be an elliptic curve over Z, and € > 2 be a prime
such that p 1 €. Then E[{] is isomorphic to Z; X Z and there exists a polynomial
W (X) whose zeroes are exactly the points of E[{] (less than the point at infinity).
Furthermore:

-1
5

Proor. Theidea is to write E[{] as the kernel of an endomorphism; since
E[{] is, by definition, the set of elements in E(Z,) such that [(]P = co we
have:

deg(We¢) =

E[£] = Ker([{)).

Now we claim that, if £ # p (that is our case since ¢ 1 p and ¢, p are both
primes), then [{] is separable. If this holds, the assertion is proven since, by

corollary 2.11}
#E[(] = #Ker([£]) = degsep([£]) =

= [see example2.17] = deg([¢]) = ¢2,

but the only two groups of order ¢2, with £ a prime, are Z,» and Z; X Z;
and since there are no elements of order £2 in E[{] (i.e. all the elements are
nullified by [£]) we must conclude E[{] = Z; X Z,. Thus since deg([{]) = £2,
the points (x, y) of E[{] are such that x is a zero of a polynomial W, whose
degree is deg(W;) = %, since #E[¢] = ¢? and since E[{] is made up of
opposite points (i. e. points with the same abscissa) plus the point at infinity
(that is not a zero of W¢).

Now it remains to show that [{] is separable. We claim that [{] is
separable only if [p] is not, i. e. if the formulas defining [p] are p-th powers.
Since gcd(¢, p) = 1 we have, by Bézout's identity:

al+bp=1 for somea,beZ
= a[f] +b[p] = [1].
Hence if [p] is not separable, [£] must be separable, otherwise the identity
morphism [1] would be not separable, that is not true.

Thus it remains to show that [p] is not separable. Let Frob be the Frobe-
nius endomorphism; its dual isogeny is such that Frob" Frob = [deg(Frob)] =
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[p]. Since Frob" is a morphism, it is such that:

Hl (Xr Y) H3(X/ Y)
Hy(X,Y) Hy(X,Y))’
with H; (i=1,---,4) polynomials. Hence

Hi(X,Y) )” (H3(x, Y) )”)

Frob" = (

[p1(X,Y) = (Frob"Frob)(X,Y) = ((

Hy(X,Y)) "\Ha(X,Y)
and [p] is not separable. O
ExampLe 4.2. When ¢ = 3 we already know, by equation (2.4), that:
2
-1
W3(X) = 3X* + 6AX? + 12BX + A?> and deg(V¥3) = 3 =4

O

The polynomials W, (X) are called division polynomials and can be evalu-
ated in a recursive fashior]

We now estimate the complexity{|associated with the evaluation of Wy;
to compute the morphism [i](x, y) implies to evaluate two polynomials of
degree deg([i]) = i* in the elements x and y. Hence we need a memory space
of O(i? log(p)) bits. Since the computation of:

[i +1](x, y) = [il(x, y) + (x, y),

3We recall the following general result:
Tueorem 4.4 ([51]). Let E be given by Y? = X3 + Ax + B, over a field whose characteristic is
not 2. Then we can write:
WX Y) w0 (XY
[n]P—((P (XY) wu( )).

WY WX, Y)
The functions ¢, w, and V,, in Z[X, Y] are defined recursively by:

\I]():O
\Ij]=1
W, =2Y

W, = 3X* + 6AX? + 12BX — A?
W, = 4Y(X® + 5AX* + 20BX® —5A2X? — 4ABX — 8B% — A%)
Wy = \yn+2\yi - \yn—l\yiﬂ

W,

W, = -2
=y

(W W2, - W, 592 ),

n+1

and

(Pﬂ = X\IJ% - \I”n+1\yn—1
1

- (W22, - W, W2 ).

Wn n+1

]

*As it will be clear in the following the bottleneck of the algorithm is the last part, thus
the computation of the polynomials W, can be done in the simplest (but less efficient) way.
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has a cost of O(i? log(p) log(p)) = O logz(p)) steps, the complexity associ-
ated with the evaluation of [£]P is:
t

*1log?(p) = O(£21og?(v)),
i=1

i.e. O(logS(p)), since ¢ < log(p). Thus the time needed to evaluate W,(X, Y)

is O(log(p)) and the memory requirement is O(£2 log(p)).
The last part of the algorithm is based on the following result:

ProrosiTiON 4.5. Let T € Z. Then:
(4.1) (X7, 07") + [p1(X, Y) = [1] (X7, Y7)
in Z,[X, Y1/ (Y2 —X3-AX-B, \yf(X)), ifand only if T = t (mod ).

Proor. («). This direction is trivial; in fact we already know, by propo-
sition that each morphism f is such that it satisfies an equation of the
kind f= - [t]f + [d] = 0, with d = deg(f). In particular when f = Frob:

Frob® — [t]Frob + [p] = 0
= (X7, Y7) - [, Y) +[p] =0
and if T =t (mod ¢) we can conclude
(X7, ") = [11 (X, YP) + [p] = 0.
(=). Since we have:
(X7, Y7") + [p)(X, Y) = [1] (X7, Y7)
in Z,[X, Y]/ (Y2 -X3-AX-B, W[(X)), and since it must be:
(%7, ) + [p1X, Y) = [ (X7, YP),

we can conclude that

[t (XP,YP) = [t](XP, YP),
in Z,[X, Y]/ (Y2 - X® — AX - B, W/(X)). Note that f(X) = f'(X) (mod (X)),
implies f(X) = f"(X)+h(X)g(X) (for some polynomial #(X)) and thus if g(a) =
0 we have f(a) = f’(a). Here the situation is identical: if (¢, f) is a solution
of both the equations which generate the ideal (Yz - X>-AX-B, \Ifg(X))
(i.e. if (a, B) € E(Zp) N E[{]), we can write:

[t](a”, B") = [T] (o, BF),
¥ (a,B) € E(Zy) N E[£]. Thanks to the fact that we are in E(Z,) we have:

[t] (@, B) = [7](a, B)
= [t-1l(@,p) =00
= (a,p) € Ker([t — 1]).
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Hence Ker([¢]) C Ker([t — 7]) and there exists (and it is unique) the dual
isogeny of [{], such that

[1'[€) = [t -],
that is possible only if £ divides t — 7,i.e. only if T =t (mod ¢). O

Thus, for each value of 2 < ¢ < L the algorithm tries the values
T =3,4,---,{ —1 and checks if relation (4.1) is satisfied; the value of t
which satisfies that relation is such that t = 7 (mod ¢). To sum up Schoof’s
algorithm proceeds as follow:

(1) We choose an integer L, such that:

H > 44/p.

(<L

4 prime

As we have seen the size of each prime ¢ is O(log(p)) and the
numbers of such primes is O(log(p)).
(2) We evaluate t mod 2.
(3) We compute the division polynomials W, for each value of £.
(4) For each prime ¢ = 3,5,7,--- we look for the value of 7 € [0, — 1]
such that:
Frob® — [t]Frob + [rl1 =0,
which happens only if:

(X7, Y7) + )X, V) = [ (X°,Y7),

in Z,[X, Y]/ (Y2 - X3 - AX-B, \Ifg(X)). This value of 7 is such that
t =7 (mod ¢) by proposition 4.5
(5) Finally we build-up the value of t mod [],.; ¢ by the Chinese Re-

mainder Theorem, which yields #E(Z,).
It remains to estimate the complexity of the algorithm. Consider step 4
of the algorithm, we have already seen that each element of the quotient
set Z,[X, Y]/ (Y2 - X3 - AX-B, \Ifg(X)) requires O(¢? log(p)) bits to be rep-
resented, so that to evaluate a p?-th power requires a number of steps given
by

Olog”(p)(¢* log(p))*) = O(2¢* log’ (),

just like the evaluation of [p]. Hence the running-time needed to evaluate
the left member of equation is 20(2¢* log3(p)) = O(* 10g3(p)), which
is O(log’ (p)) since ¢ < log(p). Note that this complexity dominates the one
associated with the evaluation of W,. In a similar fashion the running-time
evaluation of the right member of equation is:

O(U(C* log(p))?) = O(£° 10g"(p)) = O(log/ ().
Since we have to repeat step 4 for each prime ¢ < log(p) the total complexity
is:

Running-Time: =  O(log(p) 10g7(p)) = O(logs(p)).
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4.3. Atkin’s Algorithm

We have studied the (very basic) properties of elliptic curves with com-
plex multiplication in section[3.2] In particular we have seen that there is a
bijection:

Elliptic curves E(C)

complex multiplication

up to isomorphisms /

j(x) such that
J(E)= ] h+W
whlch are zeroes of F(T)

Furthermore, by theorem we know that F(T) € Z[T], so that we can
reduce F(T) modulo a prime p. The following proposition, whose proof
uses a little bit of class field theoryﬂ and that is beyond the scope of this notes,
is of central importance:

ProrosITION 4.6. Let R be an order of discriminant A and let p be a prime. If
A is a quadratic residue modulo p, the following statements are equivalent.
(1) The polynomial F(T) associated with the order R has one zero in Z,,.
(2) The polynomial F(T) associated with the order R has all the zeroes in Z,,.
(3) A € R such that |p|* = p.
o

Thus, given an order R and a prime p, if we succeed in finding a value
@ € R such that |(p|2 = p, then F(T) € Z[T] has all its zeroes on Z,; since
the zeroes of F(T) are all the j-invariants of the elliptic curves with complex
multiplication over R, we can write:

F(jo)=0 (mod p),

being j(E) = jo the j-invariant of an elliptic curve E(C) with complex mul-
tiplication over R. The surprising fact is that, if we reduce the curve E(C)
modulo p, we find a curve E(Z)) that is still a curve with complex multipli-
cation’}

End(E(Zp)) = R

SClass field theory is a major branch of algebraic number theory; see [3] for an
introduction.

OThis result, that we stated informally, is indeed a theorem by Deuring.
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Consider now the Frobenius endomorphism over E(Z,); recall that:
Frob® — [t]Frob + [p]=0
Frob - Frob" = [p]
Frob + Frob" = [t]
Ker(Frob —id) = E(Z;),
and thus
= #E(Z,) = #Ker(Frob — id) = deg(Frob — id).
We need a lemma:

Lemma 4.7 ([31]]). Let E be an elliptic curve with complex multiplication over
an order R. If c € R C Cis the element corresponding to a given morphism f, then
c* is the element of R associated with the dual isogeny of f. O

Let thus ¢ € R be the element corresponding to the Frobenius endomor-
phism, we can write:

Frob-Frob” =[p] © @@ =p,
so that since (Frob — id)(Frob — id)" = [deg(Frob — id)] we can conclude that
#E(Z,) = deg(Frob —id) = (p — 1)(@ — 1)" = lp — 1~
This is Atkin’s idea: once you have found the value ¢ € R which corre-
sponds to Frob € End(E) for the elliptic curve E(Z,) with complex multipli-
catiorﬂ over R, it is straightforward to evaluate #E(Z). The problem is that,
agreeing with proposition there could be more values ¢ € R such that
lp[> = p; in other words we are not sure that a number ¢ which satisfies the

condition of proposition 4.6|corresponds to the Frobenius endomorphism,
we only know that there is a bijection:

Frob € End(E) «— ¢ € R such that |p]* = p.

ExamrLE 4.3. Let p = 5 and R = Z[i]. A value ¢ € R is of the form
@ = a+b-i, witha,b € Z. Hence |p/* = p if and only if a> + b> = 5. As
it is showed in figure the solutions are given by the intersection of the
lattice Z[i] and a circle of radius V5. In particular, if ¢ € R is a solution, —¢,
@, —@", ip, —ip, i¢p* and —ip* are solutions too. |

Thus now, fixed an order R of discriminant A and a prime p, we look
for all the elements ¢ of R such that |p[* = p. The key property is that these
values of @ are just a few:

ProrosiTioN 4.8. Let R C C be an order of discriminant A and p a prime.
Then:

"This idea is suitable for the evaluation of #E(Z,) when E(Z,) is an elliptic curve over
Z, with complex multiplication. So its validity may seem limited; in spite of that we will see
that this idea plays a role of central importance in the Atkin-Goldwasser-Kilian primality
proving algorithm.
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—ip ip
¢} ¢} o ¢} ¢} [e] [e] [e] [e] [e]
[¢] ¢} ¢} [¢] o o o [e] [e] [e]
e} e} e} e} e} o o o o o

FiGURE 4.2. Solutions of the equation a? + b* = 5.

(1) u € Ris invertible in R if and only if uu* = 1.

(2) If ¢ € R is such that |pl* = p, then the ideal generated by ¢ in R is a
prime idea

(3) If A ¢ € R such that |p* = p, then @ is uniquely determined, up to
conjugation and multiplication by units.

Proor. (1). Clearly, if uu* = 1, u is invertible in R and ™! = u*. On the
other hand, let us suppose that u is invertible, i.e. there exists v € R such
that uv = 1. Thus itis also u*v* = 1 and we can write:

(wo)(W* o) = 1(uu*)(vv’).

Since u € R we know that it is of the form:

VA

) - if A is even
=a+bd o=
n=a 1+ VA

> if A is odd.

Let us suppose that A is even; hence

. VA VA _ 5 oA
uu —((1+b7)(ﬂ—b7)—€l -b Z,

8We recall the definition of prime ideal.
DeriniTION 4.1 (Prime Ideal). Anideal I # Rof aring (R, +, ) is prime, if for eacha, b € R
a-bel = aelorbel.
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which is an element of Z since A = 0 (mod 4). On the other hand, if A is
odd

) 1+ VA 1- VA
uu* =la+b- a+b- =
2 2
—a+§+1gba+é—l§b—
B 2 2 2 2 )
BV AL, L(1-A
—(ﬂ-l‘z) —Zb =a°+ab+b (T),

which is an element of Z, since A = 1 (mod 4). Thus uu*,vv* € Z, but
(uu*)(vv*) = 1, so that it must be uu* = vv* = 1.
Before proving (2) we determine the units of R. Let A be even, then:
2 2
uu® = a® — ZA =a*+ ZIAI,
and this must be equal to 1 if we want u to be a unit. If |A| > 4, it must be
b=0,sothata = +1 and u = £1. Let us suppose that |A| = 4, then a2+b? =1

and hence:
a=+1 a=0
b=0 or

b=4+1

which yields # = +1 or u = +i. On the other hand, let us suppose that A is
odd, then:

1+1A]

i
and this must be equal to 1 if we want u to be a unit. If [A] > 3, it should be
uu* = a? +ab + cb? = 1, with ¢ > 2, thus it is easy to check that this requires
b =0, so that u = £1. Let us suppose that |A| = 3, we find:

uu* = a® + ab + b?

uu* =a®> +ab+b* =1;

one solution is b = 0 and a = 1, which yields u = +1. If b= +1anda =0

we have:
1+ V-3 1x+V-3
2 2
Finally we can also take a = —1 which yields:

a=-1 = 1-b+b=1 = bb-1)=0

+1+ V-3 -1+ V-3
2 2

u=0+

= u=-1

and b = -1 which yields:
b=-1 = a-a+1-1=0 = a@@-1)=0

e
===
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We have hence determined all the units in R:

+1 if |Al >4
U= +1,+i if |A| =
+1+ V-
+1, T?) if |A| =

(2). Let @ € Rbe such that [p|* = p, being p a prime. The ideal generated
by ¢ is prime if and onlyﬂ if R/(¢) is an integral domain. In the following
we discuss only the case when A is even (the case of odd A is similar); thus

letR=7+ % and let © be the map:
0: Z[X]«— R

f) Hf(%) R

Note that Ker(®) is the ideal generated by X? — %, namely Ker(®) = (X2 -4
Hence, by the fundamental homomorphism theorem for rings:

z[x] —© - R

o3

Moreover ¢ € R is such that ¢ = a + b% is mapped through © into the
element a + bX of Z[X]. Thus

R/(¢) ~ ZIX]/ (x2 - %,a + bX).
Now we evaluate the ideal (X2 - %,a + bX). First of all

(x2=4,a+bX)=(X2-4,a+bX,p),

since a?X? - éaz belongs to the ideal and hence also p = pg* = a2 — —b2 isan
element of the ideal. Note that ZZ = % (mod p), so that (a + bX)I( ) as

a consequence
R/(p) =~ Z[X]/ (a + bX,p) = Z,[X]/(a + bX) = Z

Since Z, is a field, and hence an integral domain, the ideal (¢) is prime.

We recall the following important fact.

Tueorem 4.9 ([10]). Let R be a commutative ring and let I be an ideal of R. Then I is a prime
ideal if and only if R/ 1 is an integral domain. ]
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(3). Itis quite obvious that ¢ is unique up to conjugation, since if |p|* = p,
then also |¢** = p. Further ¢ is unique up to multiplication by units, since
if u is a unit (i. e. if lul? = 1) we have |u(p|2 = |u||(p|2 = p. Let now ¢, ¢ be two
element of R such that |p]* = [* = p, but ¥ # @, ¢", up. Thus Yi* = p@*,
so that ¢|(1)1)*) and since ¢ generates a prime ideal we can conclude that
either @[y or |7, i. e. either vp = ¢ or wp = Y*. Hence

Yl = llpl = [*| = [wliel

= |o| = [w]
= P=¢.
O

Definitely, if E(Z}) is an elliptic curve such that End(E) = R, being R an
order of discriminant A, i. e. if E has complex multiplication over R, and if
Ais a quadratic residue modulo p (with p a prime), we know by proposition
that there exists a value ¢ € R such that |p|* = p. Moreover we have
shown in proposition {4.8| that if such a value of ¢ exists, then it must be
unique up to conjugation and multiplication by units. Hence:

|+ — 1 if |A] > 4
(4.2) #E(Z,) = { 1@ — 1P, |xip — 1P if |A| = 4

e — 12, 12280 — 1P if|A] = 3.

Note that this result is perfectly compatible with the isomorphism classes
of E(Z;), as we have discussed in section In particular the case |A| = 3
corresponds to j(E) = 0 for which there are up to 6 isomorphism classes,
the case |A| = 4 corresponds to j(E) = 1728 for which there are up to 4
isomorphism classes and the case |A| > 4 corresponds to j(E) # 0,1728 for
which there are only 2 isomorphism classes, the one represented by E and
the one represented by its twist. Thus, given the equation of an elliptic
curve over Z, (with complex multiplication over an order R) for which we
want to determine the cardinality, it suffices to find a value ¢ € R such that
lpl> = p and to use equation (with the proper value of A) to evaluate
#E(Zp). In this way, in the worst case, we must choose between 6 values;
the choice is straightforward, since it suffices to take a point P € E(Z,) and
to use Lagrange’s theorem to check that:

PHE@) — oo

We conclude this section presenting an algorithm able to find the desired
value of . Given an order R = Z + 6Z C C and a prime integer p, we want
to determine an element ¢ € R such that |p[* = p.

ExampLE4.4. Aswe have already seen in a previous example if R = Z[i],
@ = a + ib must be such that a? + b? = p, so that the problem is the same of
writing p as a sum of 2 squares. ]
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The idea we discuss in the following is due to the Italian mathematician
G. Cornacchia[15] and it is called Cornacchia’s algorithm. We need a lemma:

Lemma 4.10. If such an element @ exists, then A must be a quadratic residue
modulo p.

Proor. Let us suppose that A is even, so that ¢ = a + b%, witha,be Z.
Hence,

) A
pp =a’— b =p

= a°- %bz =0 (mod p)

a> (a2 _ A
(3 =3 o
and thus A is a quadratic residue modulo p (the division by b is allowed,
because p 1 b € Z and then b is invertible in Z,,).

On the other hand, let us suppose that A is odd, so that ¢ =a + #b
witha,b € Z. Hence,

(p(p*:a2+ab+b2(—1;A):p

2
= a2+ab+bz—%b250 (mod p)

= 4a® +4ab+b* =b*A (mod p)

N As4(5)2+4(f)+1 :(2‘—%1)2 (mod p)

b b b
and thus A is a quadratic residue modulo p (the division by b is still valid
since a? + ab + b*(1 — A)/4 = p implies p t b € Z). m

Hence, the first step of the algorithm is to test whether A is a quadratic
residue modulo p or not. This is possible evaluating:

e ifAe Z’%
AT ={-1 ifA¢Z2 (mod p),
0 ifplA,

which implies a complexity of O(log®(p)). The next step is the computa-
tion of a square root of A modulo p, that can be done using either the
Cantor-Zassenhaus or the Tonelli-Shanks algorithms of section (both
with polynomial complexity). Now suppose we have determined t = VA
(mod p); we show a way to evaluate (if there exists) ¢ = a + bd € R such
that |p> = p. Let 0 < t < 2p and let us suppose A # 0 and p # 2. We take the
succession of the remainders of the euclidean algorithm with inputs ¢t and
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2p:
Xo=2p =r1p
x1=t=n

X2 = remainder of the division of xp by x; = r1
Xk+1 = remainder of the division of xx_1 by x; = 7
gcd(2p,t) =1,2 =1y,

where the last equality holds since gcd(p, t) = 1. Let j be the minimal integer
such that x; < 2 4/p, then if there axists z € Z such that

x]Z —4p = A7,
we can write:
x]' +z \/K
p="p €

When A is even the equations are even simpler. Indeed, since t* = A
(mod p), (p — t)* = A (mod p) too, but since ¢ is even, p — t is odd (and
viceversa), so that t = A (mod 2). Hence if A is even, t is even too and we

2
can write (%) = (t')? = § (mod p), so that:
Xo=p=rTo
X1 = t = r1

X2 = remainder of the division of xy by x; = 11
Xk+1 = remainder of the division of x;_1 by x; = 7¢

ged(p, t') =1=r,.

Thus, if x; is the minimal value such that x; < 4/p and if there exists z € Z
such that

2_ —_ —
X5 p—4z,

[A
=X — €R.
P=xjtzy|7 €

ExamrLE 4.5. Take R = Z[i] and p = 400009 =1 (mod 4); thus A = -4 is

even and A’%l =1 (mod p), so that A is a quadratic residue modulo p. Now
we look for the value t such that:

we can write:

P =2 (modp).

| >



4.3. ATKIN’S ALGORITHM 67

It is easy to check that this yields t' = 42676 (mod p). We use the euclidean
algorithm:

xp = p = 400009

x1 =t =42676

x = 15925

x3 = 10826

x4 = 5099

X5 =628 < 4p = xj=xs.
Note that

Xt —p=-5625=(-1)75 = %ZZ,

withz = 75. Finally ¢ = 628+75i; recall that, since R = Z[i] this is equivalent
to write p as sum of two squares: 400009 = 752 + 6282. |

We have already observed that t and A are both even or odd, so that
%Z € R. Consider the lattice:

L:{np+mt_2\/zz n,meR}cR,

it is not difficult to see that L is an ideal 7 of R, i.e. if A € Rand x € 7 we
have Ax € 7. We already know that if A is even R ~ Z[X]/ (X2 - %), so that:

~ 2 A t_
R/I—Z[X]/(X 15 X)
But,

2
thus (% - X) | (X2 - é) and

- == =0 (mod p),

(t)2 A FE-A
4 4

'S

R/T ~ Z[X]/ (X2 - %,p) ~ 27,

We can always generate 7 from a single elementﬂ ie. I = (p), with
@ = a + bi, hence:

A .
UR/T = #Z, = p = #R/(¢) = & + b2|4—| —

In other words, if there exists a generator ¢ of 7, this is really that value
@ € R such that |p|* = p; on the other hand, if 7 # (p), we can be sure that
there are no elements @ € R such that |¢|* = p.

105uch an ideal is a principal ideal, i. e. an ideal generated by a single element.
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ExampLE 4.6. In this example we show that Cornacchia’s algorithm is
suitable for solving the (more general) problem of lattice basis reduction[14].
Letp=41,R=2Z[]and t = 9. Thus =32 =t —i=9—iand (41,9 - i)isa
basis for:

A
L={np+m :m,nEZ}.

If we apply Cornacchia’s algorithm we find ¢ = 5 + 4i (which yields 41 =
52 +42). Let I be the principal ideal generated by ¢:

I =741+7Z09-1),
i.e. an element x € 7 is such that x = A(5 + 4i) and x| = |A| V41. Hence Q@

is the smallest element of J: the algorithm reduces the basis (41,9 —i) to a
more orthogonal basis (¢, i¢) with shorter vectors (see figure[4.3).

iZ
o
o
¢} o o
o
[e] ° o
° o
° ¢}
o o
° o
o
° o o ° (e}
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o o
° [e] ° ° o
o o o o
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Ficure 4.3. Lattice basis reduction for L.

The situation is quite similar to the computation of the gcd in IR:
n=18m=12¢€¢Z = I =18Z+127Z =gcd(12,18)Z =6Z.

Cornacchia’s algorithm is equivalent to the computation of one gcd in R:
gcd(p, 9—1i) = 5+4i, but (a priori) we are not sure that there is a solution. O
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In this chapter we deal with primality proving in general, which is very
useful in cryptography. First of all we present an efficient, but probabilistic,
test; then we will follow an historical survey of this task, starting from Euler
and Fermat.

5.1. Miller and Rabin

The algorithm we are going to discuss is probabilistic; it proves with
high probability (very quickly) that # is not prime. On the other hand, if
n passes the test, it is merely likely to be prime. Repeating the basic steps
of the algorithm several times, the probability that a composite number is
not recognized as such can be made arbitrarily small. The original idea was
an idea of Artjuhov[4]; then Rabin [39] proposed the probabilistic version.
Miller[35] showed that, assuming the Generalized Riemann Hypothesis
(GRH), the probabilistic test can be transformed into a primality proving
test.

In a certain sense, the Miller-Rabin test tries to extend the Fermat test.
Recall that, by Fermat’s little theorem, if p is a prime then, for each x €
Z,, we have x*~1 = 1 (mod p). Thus, if we want to prove the primality
of an odd number n we could think to choose an element x € Z; and
check whether x"~! =1 (mod ) or not. The problem with this idea is that
Fermat’s little theorem gives us only a necessary condition for n primality;
in fact there are numbers, called Fermat pseudo-primes base x, such that
x¥"1 = 1 (mod n), even if n is composite. Moreover there are numbers,
called Carmichael numbers, such that the above relation holds for each value
x € Z;, regardless of n primality or compositeness. The idea behind the

69
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Miller-Rabin algorithm is to improve the success probability of the Fermat
test. We need a couple of lemmas:

Lemma 5.1. Let p > 2 be a prime. There are no non-trivial roots of 1 modulo

Proor. Note that 1 and —1 always yield 1 when squared modulo p; we
call these elements trivial square roots of 1. Let us suppose that x € Z, is a
non-trivial square root of 1 modulo p, then

x*=1 (mod p) = @+1Dx-1)=0 (mod p).

Since x is non-trivial, we have x # £1 (mod p), thatistosay x+1and x -1
are coprime to p, i. e. neither x + 1 nor x — 1 is divisible by p. But if a prime
divides neither of two integers, it cannot divide their product and we can
conclude

(x+1x-=1)#0 (mod p),
so that we have reached a contradiction. Hence the only square roots of 1
modulo p are trivial. O

LemMA 5.2. Let n be an odd prime, and write n — 1 = 2°d, with d an odd
integer and s > 1. For each x € Z, either x =1 (mod n) or x> = -1 (mod n)
for some 0 <r <s.

Proor. Since n is prime, Fermat's little theorem holds and we can write
-l =1 (mod n). Lemma tells us that, taking square roots of 21 we
will get either 1 or —1. If we get —1 the second equality of the assertion
holds and we are done; in the case when we have taken out every power
of 2 and the second equality never held, that is to say x* # —1 (mod p) for
eachr =0,1,---,s—1, we are left with the first equality which also must be
equal to 1 or —1, as it too is a square root: x? = +1 (mod 1). However for
r = 0 we have ¥/ # —1 (mod n), thus in case the second equality does not
hold, the first equality must. |

In analogy to pseudo-primes, we can now define a strong pseudo-prime
base x to be an odd integer n > 3 for which the condition of lemma 5.2} is
satisfied. If we choose a random value x € Z;, and the condition of above
lemma is not true, we can conclude that n is composite; on the other hand,
if the condition is satisfied for a value x, we cannot conclude that # is prime,
but n is a strong pseudo-prime base x. The hope is that possibly fewer
composites pass the strong probable prime test. Here is the key ingredient:

Tueorem 5.3. Let n > 9 be an odd positive composite integer. We write
n — 1 = 2°d for some exponent s > 1 and some odd integer d. Let
B= {xe Z,: x* =10rx*? = —1 for some 0 < r<s}.
Then we have
#8  1
_ S -,
p(n) ~ 4
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being ¢(n) = #Z;, the Euler’s p-function.

Proor. The set B can be viewed naturally as a disjoint union of certain
subsets. Indeed, we have

—_

#B:#{er;: xd51}+s_ #{er;: xzrdz—l}.

7

Il
o

An element x € Z, satisfies x> = —1 in Z;, if and only if ¥*? = -1 (mod g)
for all prime powers g dividing . Furthermore, we have x*¥ = —1 (mod 4)
if and only if X2 =1 (mod g) and x*? £ 1 (mod g).

For a given r > 0, there are no (by Lagrange’s theorem) such elements
unless 2r + 1 divides g — 1 for all prime powers g > 1 dividing n. Since Z is
cyclic, there are in the latter case precisely gcd(2’+1d, ©(q)) — ged(2'd, p(q)) =
2" gcd(d, p(q)) such elements. By the Chinese Remainder Theorem there are
therefore H,ﬂn 2" ged(d, (q)) elements x € Z;, for which = -1inZ;.

Writing p for the largest integer for which 2 + 1 divides g — 1 for all
prime powers g dividing n and ¢ for the number of different primes dividing
n, it follows that

H
#B = ged(d, p(m) + Y [ [ 2" ged(d, p(g)) =

r=0 gln

u
= ged(d, p(n)) + ged(d, p(m)) ) 2't =
r=0
d(d . 2+t _q
=gc ( ,(p(n))( + ﬁ)
It is easy to see that the right hand side is equal to n — 1 when 7 is prime. In
view of the formula above, we want to show for n # 9 that

2 -1 1 )

1
2t —1 4 ged(d, p(n))’

Indeed, when t = 1 and n = p* for some prime p and a > 2, the left hand side
is equal to 2# while the right hand side is 2#~?p"~!. This means that p"~! > 4,

which is true when n # 9. When t > 3, we have gcd(d, p(n)) > e nd

= 2(y+1)r
u+1)t=2

hence the right hand side is at least 2 . A short computation shows

that the left hand side does not exceed this.
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When t = 2 and the 2—adicE| valuations of ¢(g) for the two prime powers
of g are distinct, then we have ged(d, p(n)) < 2<p2l(1_n+)3 so that the right hand
side is at least 2;? and the inequality follows easily. Finally, when ¢t = 2
and the 2-adic valuations of ¢(q) for the two prime powers of g are equal,
then the fact that the two primes are different implies that the odd parts of

d and ¢(n) cannot be the same. It follows that gcd(d, p(n)) < 3(2222 and the

inequality follows easily. O

The above theorem can be transformed in a probabilistic primality test-
ing as follows. Fix a random value x € Z;, and check if x € B. If this is not
the case we can conclude that n is composite, else n is probably prime. For
a single instance of the test, the probability that x € B with n composite is

at most 1; this probability can be reduced to (}L)k repeating the test k times.

Checking that x € B involves raising x € Z; to an exponent that is
no more than n. Hence, using the binary expansion of the exponent, this
takes O(log(n)(log(n))*), with p = 2 when we use the usual multiplication
algorithm in Z,, and u = 1 + € by employing fast multiplication techniques.

Under assumption of the Generalized Riemann Hypothesis (GRH) for
quadratic Dirichlet characters, the Miller-Rabin test can be transformed
into a deterministic polynomial-time primality test.

Tueorem 5.4 (GRH). Let n be an odd positive composite integer and write
n —1 = 2°d for some exponent s > 1 and some odd integer d. If for all integers

IThe p-adic order or additive p-adic valuation of a number # is the highest exponent v
such that p¥ divides . The most important application of the p-adic order is in constructing
the field of p-adic numbers[25]. The p-adic number systems were first described by K. Hensel
in 1897.

The real numbers can be defined as equivalence classes of Cauchy sequences of rational
numbers. Recall that a sequence x1, x2, x3, . .. of real (complex or rational) numbers is called
Cauchy, if for every positive real (complex or rational) number ¢, there is a positive integer N
such that for all natural numbers m, n > N we have |x,, —x,| < . However, the definition of a
Cauchy sequence relies on the metric chosen and, by choosing a different one, numbers other
than the real numbers can be constructed. The usual metric which yields the real numbers
is called the Euclidean metric (i. e. the ordinary distance between two points that one would
measure with a ruler, which can be proven by repeated application of the Pythagorean
theorem.). For a given prime p, we define the p-adic absolute value in Q as follows: for any
non-zero rational number x, there is a unique integer n allowing us to write x = p"{, where
neither of the integers a and b is divisible by p. Unless the numerator or denominator of x
in lowest terms contains p as a factor, n will be 0. Now define |||, = p™ and ||0]|, = 0. The
p-adic absolute value defines a metric d, on Q by setting

dp(x, y) = llx = yll-

The field Q, of p-adic numbers can then be defined as the completion of the metric space
(®,d,); its elements are equivalence classes of Cauchy sequences, where two sequences are
called equivalent if their difference converges to zero. In this way, we obtain a complete
metric space which is also a field and contains Q.
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1 < x < 2(log(n))? one has:

x'=1 (mod n) ¥?=-1 (mod n) forsome 0 <r<s,
then n is a prime number. |
Proor. The interested reader is addressed to [43]]. O

5.2. Fermat and Mersenne

During 1500 - 1600, before Euler and at times of Fermat, there was a few
number theory and a lot of numerology. Mathematicians looked for prime
numbers of special form.

ProrosiTiON 5.5. The following holds:

(1) If2" — 1 is prime, then n must be prime.
(2) If 2" + 1 is prime, then n is a power of 2.

Proor. (1). Let us suppose that n is not a prime, and let 1 <d < n be a
divisor of n and e = 27 — 1. Thus

21 _1=¢
27-1=0 (mod e)
27=1 (mod e)
(2"1)E =1 (mod e)
2"=1 (mod e),

L

and 2" — 1 is not prime.
(2). Let us suppose that 7 is not a power of 2, i.e. n = 2'm with m # 1

odd; then n has an odd divisor: d|n and d is odd. We claim thatife = 2211,
then e|(2" + 1) so that 2" + 1 is not prime. In fact:

22 11=e¢

22 +1=0 (mod e)

22 = -1 (mod e)

(2%)" = (-1)" (mod ¢)
22m = _1 (mod e)

= 2"+1=0 (mod e),

L

since m is odd. Hence 2" + 1 is composite. m]

ExamrLE 5.1. The integer 215 _ 1 = 32767 is divisible by 7 = 23— 1and
for31=2°-1. |

Another fact of interest were the concept of perfect number.
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DerintTION 5.1 (Perfect Number). A perfect number n, is a positive inte-
ger which is the sum of its proper positive divisors, that is, the sum of the
positive divisors excluding the number itself. Equivalently, a perfect num-
ber is a number that is half the sum of all of its positive divisors (including
itself). If we indicate with o(r) the sum of all positive divisors of n we can
write:

o(n) =2n.
O

ExampLE 5.2. Forexample6 =1+2+3and28=1+2+4+7+14. O
The following result is due to Eule1ﬂ
ProrosrtioN 5.6 (Buler). If2" — 1 is prime, then 2"~1(2" — 1) is perfect.

Proor. Let n = pq”--- be the prime factorization of 1, we note that
all the positive divisors of n are the elements of the form p%gf--- with
a=01,---,a4,=0,1,--- ,band so on. Thusﬁ

a b
g(n):Zp“Zqﬁ...:(1+P+...p”)(1+q+...+qb)....
a=0  p=0

Now 2" — 1 is prime by hypothesis, so that:
o212 -1) =@ -1+ 1A +2+22+--- 42" =
=@H2"-1)=2-2""1@2"-1),
and 2"71(2" - 1) is perfect. O
Other special numbers were Fermat numbers and Mersenne numbers.

DeriNiTION 5.2 (Mersenne Numbers). Letpbe a prime. The p-th Mersenne
number is M, = 2F — 1. m|

DeriniTION 5.3 (Fermat Numbers). Let t > 0. The f-th Fermat number
is Fy = 2% +1. O

Note that the first part of proposition |5.5|is about Mersenne numbers’
primality; in fact this proposition is telling us that if M, is prime also 7 is
prime, whereas if n is prime we are not sure about the primality of M,,.
Moreover proposition 5.6/ is equivalent to state that if M, is a Mersenne
prime, i.e. a prime of the form M, = 2" — 1, then w is a perfect
number. Further during the XVII century Euler proved that all even perfect

2The same proposition was proved also by Euclid.
3Recall the summation of the geometric series:

n 1 — 1
Y= 2

1-r
k=0
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numbers are of that form, whereas it is unknown whether there are any odd
perfect numbers or not. Various results have been obtained, but none that
has helped to locate one or otherwise resolve the question of their existence.
Carl Pomerance has presented a heuristic argument which suggests that no
odd perfect numbers exis

Look now at the first five Fermat numbers, namely: Fy = 3, F; = 5,
F, =17, F5 = 257 and F4 = 65537; Fermat believed that all numbers of the
form F, = 22 + 1 were primes. He was wrong, but was not able to factor
F5 = 4294967297. The following result is due to Gauss:

Tueorem 5.7 (Gauss 1796). Let m be a positive integer, then a reqular polygon
with m edges is constructible by ruler and compass alone if and only if:

m =2k ﬁ =
t=1

forsomek,n € Z. O

Let us examine the first Mersenne numbers, listed in table We will
see that the factors of these numbers are very special.

p M,

2 3

3 7

5 31

7 127

11 | 2047 =23 - 89
13 8191

17 131071

TaBLE 5.1. Mersenne numbers M, forp = 2,3,5,7,11,13,17.

Let us start with an elementary observation: every prime (less 2) is such
thatp = 1,3 (mod 4). More precisely one can show that prime numbers are
equally distributed in these two sets. Thus let us look for the divisors of
x? + 1, listed in table

Looking at table 5.2 one is tempted to say that all primes p such that
pl(x? + 1) are of the form p = 1 (mod 4). This intuition is confirmed by the
following proposition:

ProrosiTION 5.8. Let q be a prime, then g|(x>+1) ifand only ifg = 1 (mod 4).

4http ://oddperfect.org/pomerance.html.
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x ¥ +1 =1 (mod 4) | =3 (mod 4)
8 65=5-13 5 3
10 101 13 7
12| 145=5-29 17 11
131170=2-5-17 29 19

TaBLE 5.2. Some values of x2 + 1 for x = 8,10,12,13 and
distribution of prime numbers p = 0,1 (mod 4).

Proor. (=). Let us suppose that g is prime and g|(x* + 1) for a fixed
x € Z. Thus

¥*+1=0 (mod q)
= x*=-1 (mod q)
= x*=1 (mod 9,

so that ord(x) = 4 in Zj;, and by Lagrange’s theorem 4#Z; = q—1,i.e. 4 =1
(mod 4).

(). Let g be such that g = 1 (mod 4); hence 4|(g — 1) = #I. L is a
cyclic group, hence let g be a generator, i.e. g is such that ord(g) = g—1in
Z;. Since 4|(g — 1), there exists an element x € Z; such that

q-1
T

x=g
= K= g? =-1 (modgq) sinceord(q) # 2

= x¥+1=0 (modgq) ie gl(x>+1).

Fermat and Mersenne numbers satisfy similar properties.

ProrositioN 5.9. If p is a prime and if q is a prime divisor of M, = 2V -1,
then g =1 (mod p).

Proor. Let g be a prime divisor of M,, then

2=1 (mod gq).
Hence ord(2) = p in Zj; and by Lagrange’s theorem p#Z; = g—1,i.e. 4 =1
(mod p). O
ExamprE 5.3. Forp = 11, My; = 211 — 1 =23-89 and we have 23 = 1
(mod 11) and 89 =1 (mod 11). O

This property is really interesting: if we are looking for a prime divisor
of My, with p a prime, it must be such thatg =1 (mod p).

Now consider Fermat numbers. Euler was the first who succeeded in
finding a factor of F5 = 641 - 6700417, but he did not know if the co-factor
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6700417 was prime. However he succeeded in finding a proper factorization
thanks to the following result:

Prorosition 5.10. Ift > 0 and q is a prime divisor of F; = 22 + 1, then g = 1
(mod 2+1),

Proor. Let g be a prime divisor of the t-th Fermat number F;, then:

t

22 =-1 (mod q)
= (2¥®=1 (mod g)
= ¥")=1 (mod g).

Thus we can conclude that ord(2)[2!*1. But ord(2) t 2!, since 22 = -1
(mod ¢), so thatord(2) = 2!*! in Z; and Lagrange’s theorem yields 2'*!#Z; =
g—1,i.e. =1 (mod 2!*1). O

ExamrLE 5.4. For t = 5 we have g = 1 (mod 64): Euler tried to find a
divisor g of F5 using steps of size 64. In other words g was one among
65,129,193,257,--- ,641,---. O

In 1772 Euler showed also that M3; is prime; M3; was the largest known
prime number until 1867. The Great Internet Mersenne Prime Search (GIMPﬂ
association, today, is looking for large Mersenne primes; the largest is
243112609 _ 1 (13 - 10° digits). On the other hand we have seen that F; is
prime fort = 0,1,--- ,4; the other values of t = 5,---,31 are such that F; is
composite, whereas nothing is known about the primality of F; for t > 33
(2.5-10° digits).

Now we deal with Mersenne and Fermat numbers primality proving.
We have partially characterized (see lemma the structure of quadratic
residues modulo a prime p; in particular we know that #Z;, = p — 1 and we
have half quadratic residues and half quadratic non-residues in Z;,. Further

x € Z, is a quadratic residue modulo p if and only if X =1 (mod p).
Now we change the point of view, namely we choose a value a € Z and we
ask which properties must satisfy a prime p so that a is quadratic residue
modulo p. The case a = 1 is trivial: 1 is always a quadratic residue modulo
each prime number p. Let a = -1, a is a quadratic residue if 3 x € Z
such that x> = =1 (mod p), which yields either p = 2 or p|(x? + 1) and by
proposition 5.8 we know that this implies p = 1 (mod 4). Hence we can
conclude that a = —1 is a quadratic residue modulo a prime p either if p = 2
orifp=1 (mod 4). For a = 2 the situation is a little bit harder and we need
the Eisenstein criterion.

5See http://www.mersenne.org/.
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DerINITION 5.4. Let p be a prime. We will denote with & a set of %
elements of Z;:

E= {el,ez,m ,ep1: € € Z;},
=
such that Z; = {xe;}.

ExampLE 5.5. For example & = {1, 2.0+, ’%1}, in fact
* p_l p—l
Zp - {_T/'“ 1_21_1/1/2/"' /T}

O

Letnowa € Z;, it is clear that a - ¢; (with ¢; € &) is still an element of Z;,

but we are not sure whether a - ¢; is still an element of & or not. Thus we
write:

a-e = =xej =€(i)-ej,

being ¢;,¢; € & and denoting with e(i) € {1} the value +1ifa-e; € & and the
value —1 when this is not the case. Then we have a lemma:

Lemwma 5.11. We can write:

Pl
T
(5.1) az = e(i).
i=1
Proor. We evaluate the product:
p-1
p1 2
a€1‘a€2""a€p;1:a2 e =
2
i=1
p-1 p-1
7 7
= e(i) - e
i=1 i=1
Hence
p-1
2
p1 .
az = (i)

O

We now use lemma to evaluate when a = 2 is a quadratic residue
modulo p.

ProrosiTioN 5.12. Let p > 2 be a prime, then a € Zy, is a quadratic residue
modulo p if and only if p = 1,7 (mod 8).
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Proor. We use definition 5.4l to write:

_lyo.. Pt
8—{1,2, R }
— p+1 p+2
SZ{T'T"""’_l}

= Z,=8U &.
Since p # 2 we know that p is either 1 or 3 modulo 4; we want to determine
the values of (i) in lemma Let us start supposing that p =1 (mod 4);

it is straightforward to see thatif 1 <e; < ;%1, then ae; = 2e; hase(i) =1, 1. e.

ae; € & On the other hand, if £ ;1 <e < ;1, then ae; = 2¢; has e(l) = -1.

Therefore the elements €(i) = -1 of equation (5.1) are exactly 5= - F%l = p;l

Now we repeat this reasoning when p = 3 (mod 4) Iti 1s clear that if
1<e <t 4 , then ae; = 2e; has €(i) = 1, whereas when £ T <eg < 2 , then
ae; = 2e; has €(i) = —1. Hence the elements with €(i) = —1 are in number of
p-1_p83 _ptl

1 -
Thus, on the one hand, we know, by lemma that 2 € Z;, is a qua-

dratic residue modulo p if and only if 27 =1 (mod p); on the other hand,
equation (5.1)) yields:

pl
2
27 =[] .
i=1
It remains to determine the sign of the right member of the above equation.
When p =1 (mod 4) we can conclude that 2 is a quadratic residue modulo
p if and only if ’%1 is even, whereas when p = 3 (mod 4), 2 is a quadratic

residue modulo p if and only if ;%1 is even. Thus it suffices to evaluate
p mod 8, have a look at table If p =1 (mod 8), then 8|(p — 1), hence

pmod 8 | X;. c)=—1 €(9) | Isa = 2 a quadratic residue modulo p?
1 F%l (even) Yes
3 1 (0dd) No
5 -1 (0dd) No
7 % (even) Yes

TaBLE 5.3. Cases when a = 2 is a quadratic residue modulo
p or not, foreachp =1,3,5,7 (mod 8).

4|(p — 1), so that p = 1 (mod 4) which implies that F%l iseven and 2 is a
quadratic residue modulo p. If p =3 (mod 8), then 8|(p — 3), hence 4|(p - 3),

so that p = 3 (mod 4) and ’%1 = % = 2k + 1 which is odd; thus 2 is



80 5. PRIMALITY PROVING

a quadratic non residue modulo p when p = 3 (mod 8). Repeating this
arguments for the cases p = 5,7 (mod 8) yields the assertion. O

Exampig 5.6. Take p = 17 = 7 (mod 8), it is easy to see that 2 = 62
(mod 17). Forp =23 =1 (mod 8), itis easy to see that 2 = 5 (mod 23). O

In a similar fashion we can deal with the case when a = 3 and obtain
the followingﬁ

Prorosition 5.14. If p # 2,3 is a prime, thea = 3 € Z, is a quadratic residue
modulo p if and only if p = 1,11 (mod 12). O

We can use these results to improve the result of proposition

ProrositioN 5.15. Ift > 2 and q is a prime divisor of the t-th Fermat number
F; =22 +1,theng=1 (mod 2!*2).

Proor. By proposition[5.10jwe know thatg = 1 (mod 2/*!), so thatq = 1
(mod 8) since t > 2. Thus, by proposition 2 is a quadratic residue
modulo g, i.e. there exists g = V2 € Z;. We have seen in propositionm
that ord(2) = 21 in Z;, hence

ord(V2) = 20rd(2) = 22 in z,
= (V2" =1 (mod g)
= 2z =q-1
= g=1 (mod 2/?).
O

We are now ready to discuss the Pépin test for Fermat numbers. The key
ingredient is:

®More in general, in number theory one studies the so called quadratic reciprocity.
Gauss’s lemma gives a condition for an integer to be a quadratic residue:

Lemma 5.13 (Gauss’s Lemma). For any odd prime p let a be an integer that is coprime to p.
Consider the integers
-1
2
and their least positive residues modulo p (these residues are all distinct, so there are % of them).
Let n be the number of these residues that are greater than 5. Then

a,2a,3a,---, a

(9=M@=PW-

p-1
2

Proor. It suffices to note that by Euler’s criterion of lemma xp(a) = a
lemma .11}

, and by

-1

=

p-1
2

—

a

| [€® =17

1

I
[N

. . . . -1
since 7 is the number of residuesina,2a,3a,-- -, pTa that are greater than g. ]
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ProrositioN 5.16 (Pépin 1877). The t-th Fermat number Fy = 22" 4+ 1s
prime if and only if:

t_
37 =-1 (mod F)).
Proor. (=). Let us suppose that n = F; = 22 + 1 is prime. Thus
n—

Tl = 22'-1 and we must show that

n-=1

37 =-1 (mod n).

Hence by Euler’s criterion this is the same as claiming that 3 is a quadratic
non-residue modulo n. Thus by proposition it suffices to check if
n=1,11 (mod 12). We use the Chinese Remainder Theorem and compute:

22 41=1 (mod 4) ift>1
22t+1E(—1)2f+152 (mod 3) since —1=2 (mod 3)
= F=n=22+1=5 (mod 12),

and 3 is a quadratic non-residue modulo 7.
(<). On the other hand, let g be a prime divisor of F; = n; we show that

F; =g,i.e. F; is prime, when 3% =1 (mod n). We can write:

37 = 1 (mod q)
= 3"1'=1 (mod 9,

hence ord(3)|(n—1) = 2% i.e. theorder of 3in Z;is a power of two. However,

since 3'7 = 322“ = -1 (mod q) we can conclude that ord(3) = 22 = -1
in Z;. Thus, on the one hand n — 1#Z;; = g — 1 by Lagrange’s theorem, i.e.
n —1 < q -1 which yields n < g, and on the other hand g|n by hypothesis,
i.e. ¢ < n. The only possibility is, therefore, g = n = F; and F; is indeed
prime. i

The running-time of this test is clearly:
Running-Time: = O(log(zzt_l)(log(ﬂ))z) = 0(2%),

which is polynomial in F;, but exponential in t. Thus this test is too slow
for t = 33.

The following test is related to Mersenne numbers. Before introducing
it we recall some elementary facts about finite field extensions. The following
theorem is crucial:

Tueorem 5.17 ([10]). Let q be a prime and consider the field Z; = Z/qZ.
Then for every degree d € IN there exists a unique (up to isomorphisms) extension
of Zg, namely IFa, such that Fg = Zg C Fpa and #IF 4 = 7 -1 O
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IF,« can be thought of in the same way we define the field of complex
numbers C starting from IR:

C=R(V-1)=R@) = {x+iy: x,y € Randi= V-1}.
Hence, let a € Z; be such that a is a quadratic non residue modulo q; we
build-up the field extension of IF; = Z;, namely IF 4, adding Va to IFy:
Fou = Zy(Va) = {x £ Vay: x,y € Z,}.

It could seem that Iqu changes with a; in fact this is the case, but theorem
5.17is telling us that all these extensions are isomorphic. Thus we can state
that each element of Z( V) is a zero of a polynomial of degree 2, i.e.:

F(T) = [T = (x + Vay)l[T - (x — Vay)] = T? = 22T + (x* — ay?).

DeriniTION 5.5. We define the frace and the norm of an element x+ Vay €
Z,(~a) to be respectively:

Tr(x + Vay) = 2x
N(x + Vay) = (x + Vay)(x + Vay)' = 2* —ay?,
so that f(T) = T? — Tr(a)T + N(a), with a = x + Vay € Z,(\a). |
Lemma 5.18. If f(a) = 0 for an element a € Z,( \a), then f(aT) = 0 as well.
Proor. Let a = x + +ay be the generic element of Z,( V), we can write:
fla) = a® — Tr(@)a + N(a) = a® — 2xa + x* — ay2 =0
= fl(a)=0
= (@ -2xa+x*-ay?)1=0
= (a1 - x)la+ (x> —ay?)T =0,

since char(Z,( Va)) = g. Finally, since x,y € Z,;, we can use Fermat’s little
theorem to conclude:
fa®) = (@? - @9a + (> —ay?) =0,

as required. m|

Note that f(T) has degree two, thus lemma implies that either
al = x + Vay or a7 = x — \ay. We claim that the only possibility is the
latter; in fact if 7 would be equal to x + \/ﬁy, we could state that a7 = «a.
Recall that Z,; = {a € Zq cal= a}, so that a7 = @ would imply y = 0 and
IF,« would collapse in IF;. Hence

a=x+Vay = af=x-ay
= N(a)=aa’ = o™,

ie. o =alinZ,(a).
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ExamrLE 5.7. Let q = 3, so that (Z/qZ)" = {1, -1} and take a = -1 with
V-1 = i. We have:
IF32 = IFg = Z3(1) = {x +iy: s,y € Z3}.
Further, fora = 1+i € Z3()),wehave (1 +i)> =13+ =1-i=(1+i)" O

Now we introduce the Lucas-Lehmer primality test for Mersenne num-
bers of the form n = M, = 27 —1, with p a prime. Note that when 7 is prime,
3 is a quadratic non-residue modulo #; in fact, by proposition[5.14]it suffices
to evaluate 3 mod 12. We use the Chinese Remainder Theorem to compute:

n=2"-1=(-1f-1=[pisodd]=-2=1 (mod 3)
n=2"-1=[letussupposep >2]=0-1=3 (mod 4),

hence n =7 (mod 12) and 3 is a quadratic residue modulo n. Therefore we

can build-up the field extension of Z, adding V3, which yields Z,( \/5).
Let now sg =4 (mod n) and define:

Siy1 = 51'2 -2 (mod n),
for i > 0. We need a lemma:
LeEmMA 5.19. Let w = 2 + V3 € Z,(V3). Then:
si= @ + ().
Proor. We use induction]on i. The basis case is OK since:
i=1 = So=w+ w.
Let us suppose, now, that s; = W + (a)*)zi ; hence
sip =8 =2 = (@ + (@) -2=
=" + ()" +2ww)? -2 =
=o®" (@) +2(2+ V3)2- V3)? -2
=a? (a)’f)zi+1 +2-1-2=

— w2i+1 " (a)*)zﬂl.

The key ingredient is given by the following proposition:

The simplest and most common form of mathematical induction proves that a state-
ment involving a natural number n holds for all values of n. The proof consists of two
steps:

(1) The basis (base case): showing that the statement holds when n = 0.
(2) The inductive step: showing that if the statement holds for some 1, then the
statement also holds when n + 1 is substituted for n.
The assumption in the inductive step that the statement holds for some 7 is called the
induction hypothesis (or inductive hypothesis). To perform the inductive step, one assumes
the induction hypothesis and then uses this assumption to prove the statement for n + 1.
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Prorosrition 5.20 (Lucas 1856). With the notation as introduced above sy =
0 (mod n) if and only if n is prime.

Proor. (=). Since n is prime, as we have just seen, 3 is a quadratic
non-residue modulo 7, hence we can consider @ = 2 + V3 as an element of
Z,,(V3). We must show that s, » = 0?” +(@")?” =0 (mod n); multiplying
both sides for w? "~ and recalling that ww* = 1:

o+ (@

p-1 22

= o +(ww)?
p—1 ?

= o +1=0

= ¥ L1 inZJ(V3)

Since n = 2P — 1, we have 2/~! = ”T” so that we must show if:

2+ V3)% 21 inZ,(V3)

We evaluate (1 + V3)2 = 1+3+2V3 =22 + V3) = 2w in Z,,(V3) and we
compute the Z1-th power of the result:

1+ V3l =272+ V3)'7.

On the left side, since 1 + V3 € Z,(V3) and since # is prime we can write
(1 + V3)* = (1 + V3)" which yields (1 + V3)"*! = (1 + V3)(1+ V3)* = -
On the right side, 2% = 2. 2"7_1, and since n = 7 (mod 8) (as it is easy to
check) 2 is a quadratic residue modulo 7 (by proposition[5.12), and Euler’s
criterion yields 27 =1 (mod n); hence

n+l

27 =2 inZ,(V3).
Finally

@+ V3)7 = L+ N3yt -1 inZ,(V3).

ntl
2

(<). On the other hand, lets, > = 0 (mod n). As we have just seen this
is equivalent to state that:

2+ V3)7 = -1 inZ,(V3).

Now we show that 7 is prime. Let g be a prime divisor of n and at the end
of the day we hope g = n. Since g|n, the above relation holds in Z,( \/§) too:

n+l

®'T = -1 inZy(V3) = Z,[X]/(X*? - 3).

Note that we are not sure whether Z,( V3) is a field or not, since we do not
know if X? — 3 is irreducible in Z,4[X]. Nevertheless we can evaluate the
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2-nd power of both members:
"™ l'=1 inZ,(V3).

Thus ord(w) = n+1 = 2P, since w7 = o? = -1in Zq(\@). Hence
2P < #Z,(V3) and, trivially, #Z,( V3) < g%, which yields

F22=n+1 = g>n,

for each g prime divisor of n. Hence we have reached a contradiction and
we must conclude g = n. O

ExampLE 5.8. We try p = 5,50 that M5 =2° —1=31land p -2 = 3. We
evaluate

So = 4 S1 = 14
sp=194=8 (mod n) s3=62=0 (mod n).

Thus proposition implies that M5 is prime. O

We estimate the computational cost; a multiplication costs O(logz(n)) =
O(pz), and we need p of these multiplications:

Running-Time: =  O(p°),

which is exponential in p and polynomial in M. With this test, in 1856,
Lucas discovered a prime larger than Euler’s M3; = 23! — 1. He used his
proposition to prove the primality of My,; = 21?7 — 1, evaluating by hand

(this tooks about 19 years, working only on Sundays) @ mod (2127 —1).
y g only y

5.3. The Pocklington Test

This section and the following deals with the Pocklington test and its im-
provements which brought the most efficient primality proving test today
known. Unlike the previous tests, this one is suitable for general numbers,
not only for Mersenne and Fermat numbers. In 1918 an English teacher of
name Pocklington published an article with this result:

Tueorem 5.21 (Pocklington, 1918). Let s be a positive integer such that, for
every prime divisor q of s, there exists an element a € Z,, which satisﬁeﬂ'

=1 (mod n)
(5.2) {gcd(as/q -1,n) =1

Then each divisor d of n is such that d = 1 (mod s).

8Note that the second condition is equivalent to say that a¥/7 # 1 (mod d) for each
divisor d of n.
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Proor. Let p be a prime divisor of n; proving the assertion is clearly
equivalent to show that p =1 (mod s), since if this relation holds for every
prime divisor of 1, it also holds for all divisors d of n. Let ' be the largest
power of g such that 4'@|s, for each prime divisor g of s, in other words

s= [] 79

qls

q prime

We claim that showing p = 1 (mod s) is equivalent to show that p = 1
(mod ¢'?) for each g, since if ¢"? divides p — 1 for each prime divisor g of s,
sl(p = 1). q
With this in mind, let b = SW, so that a® = b7 ; we write equation (5.2)
in terms of b:
{bq"” =1 (mod n)
ged(®@" —1,n) = 1.

Since p|n, the former relation is the same of b =1 (mod p). The latter
relation is telling us that there are no common divisors between p1 " -1

and 7, that is possible only if:
12

721 (mod p).
Thus the order of b modulo p is a power of 4 and since g @1 is not sufficient
we can conclude ord(b mod p) = ¢"@. Hence Lagrange’s theorem yields

VWL, =p-1
N qi(4)|p -1
= p=1 (mod g®),
and this holds for every prime divisor g of s. O

The following corollary explains us how to use the above theorem to
prove primality.

CoRrOLLARY 5.22. If s > +/n, then n is prime.

Proor. In fact theorem tells us that every divisor (prime or not) 4
of nis such that d = 1 (mod s), that is to say d > s. But we have s > Vn by
hypothesis, so that n = d must be prime. O

Now we discuss how to use these results to build-up a primality proving
test. First of all the integer s must be such that there exists a value a € Z,
that satisfies equation (5.2). Possible candidates for s are (by Lagrange’s
theorem) the divisors of n — 1, since, if s|(n — 1), we have a° = 1 (mod n).
Thus either s = n —1orn—1 = s-r, with s completely factorizable (since
we must know the prime divisors g of s to find a) and r not factorizable in
practice. Hence theorem[5.21Jand its corollary imply the primality of 7 if we
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can write n — 1 = s - v (with s completely factorizable and r not factorizable
in practice) and s > n.
Thus the idea is trying to factor n — 1 in such a way that we can write
n —1 =s-r; then there are three possibilities:
(1) s> +/n.
(2) s < n and the Miller-Rabin test tells that 7 is composite.
(3) s < vn and the Miller-Rabin test tells that r is probably prime.

If we are in case (1), we just need to find integers a and s such that
equation holds; if we succeed, theorem and its corollary tell us
that n is prime. We claim that, if n is prime, it suffices to sets = n -1 = #Z;,.
Note that if nnis prime Z,, is a field and Zj, is cyclic. Let ¢ € Z;, be a generator,
i.e. gis such that ord(g) = n — 1. Hence we can always set a = g; in fact
a’ = g"‘l =1 (mod n) by Fermat’s little theorem and

a*l = gnT_l 1 (mod n),

for every prime divisor g of s, since ord(g) = n — 1 in Z;,. Lastly, since n is
prime, it has no other divisors beyond 1 and itself and we can conclude that
gcd(@*/1 — 1,n) = 1. Thus we have proven the primality of .

If we are in case (2) we cannot conclude anything about the primality
of n.

If we are in case (3) we cannot conclude immediately that # is prime,
but we can exchange the roles of s and r and proceed by induction. In fact if
n—1=s-rwiths < 4n, we have r > /n. Further the Miller-Rabin test tells
us that r is probably prime; if this is the case and if we can find an element
a € Z, such thatﬂ

ged(@a—1,n) =1,

then we can conclude that n is prime. Hence, now, the problem is to prove
the primality of r and we can repeat the Pocklington test with r in place of
n; if we can prove the primality of r we can be sure that # is prime too. Note
that this time r << n and we have the same three possibilities of above; in
particular, if we are in case (1) we have proven the primality of » and hence
of n, whereas if we are in case (2) we cannot prove that r (and hence n) is
prime. Let us suppose that we are again in case (3), i.e. r = s’ -’ with
s’ > y/r and the Miller-Rabin test tells that 7’ is prime. If 7’ is prime and if
we can find an element a € Z,, such that:

a’ =1 (mod n)
ged@a—1,n) =1,
then we can conclude that 7 is prime. Hence, now, the problem is to prove

the primality of 7 and we can repeat the Pocklington test with #’ in place of
r and so on.

{ar =1 (mod n)

9Note that when 7 is prime, g = r is the unique divisor of r different from 1.
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Typically case (1) happens hardly ever, case (2) often happens and case
(3) happens (roughly speaking) with probability ~ Mg%' The conclusion is
that the Pocklington test works only if you are very lucky.

5.4. Goldwasser and Kilian

The brilliant idea of Goldwasser and Kilian[24]], in 1986, was to translate
theoremreplacing Z, with E(Z,), being E : Y? = X3+ AX + B an elliptic
curve. The advantage is that, if you fail with a certain curve E, you can use
another one, whereas Z, is unique. Now we translate theorem note
that

ged@-1,n =1 e a/7=1 (mod p)V prime p|n
p=1l (mods) & s@#Z,=p-1
ProrosiTiON 5.23. Let n > 1and E: Y? = X3 + AX + B be an elliptic curve

such tha gcd(Ag,n) = 1. Further let s be a positive integer; if, for every prime
divisor q of s, there exists a point P € E(Z,) such that:

[s]P = oo in E(Z,)
[s/q]P # oo in E(Zy) ¥ prime pln,
then every prime divisor p of n is such that s|#E(Z;).

Proor. The proof remains the same. We write:

s= [] 7,

qls

q prime
and we note that it suffices to show that gD |#E (Zp). Let
Q= [s/q"71P € E(Zy),
be another point of the curve. We claim that Q has order qi(q) in E(Zp). In
o [71Q = [¢'P1[s/7" V1P = [sIP = oo in E(Z,),
and this is also true in E(Z,) for every prime divisor p of n. Moreover:
["711Q = [g""ls/q'P1P = [s/q]P # o0 in E(Z,),

by hypothesis, so that we can conclude ord(Q) = ¢'? in E(Z,) (for each prime
p divisor of n). Finally, by Lagrange’s theorem, this yields that 4@ #E(Z,)
for each prime divisor g of s, and hence

S/#E(Z,) Y p prime divisor of .

CoROLLARY 5.24. If s > (\/n + 1)*> ~ /n, then n is prime.

10That is to say, E(Z,) and E(Z,) are non-singular for each prime divisor p of n.
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Proor. Proposition tells us that sj#E(Z}), i.e. s < #E(Z,). Further,
by Hasse’s theorem, #E(Z,) <p +1+24/p, i.e.

(W+1)2<SS#E(ZP)<p+1+2\/;3=(\/;‘7+1)2
= Vn+lc< Vr+1
= %< \/;_9,

and this relation holds for every prime divisor p of n. Thus, necessarily,
n = pis prime. |

Exactly like in the Pocklington test, the idea is trying to factor #E(Z,) =
s - 7, with s completely factorizable and r not factorizable in practice. Then
there are three possibilities:

(1) s > (¥n +1)% ~ +/n. If this is the case n is prime, as it is easy
to check by choosing s = #E(Z,;) and by using any point P on the
curve E(Z,,).

(2) s < (¥/n+1)?> ~ \nand the Miller-Rabin test says that r is composite.
We cannot conclude anything about the primality of n with this
curve; but we can change the curve and try again.

(3) s < vn and the Miller-Rabin test says that r is probably prime. We
can exchange the roles of s and r and proceed by induction. In fact
if #E(Z,)) = s - r with's < (¥ + 1)® ~ \/n, we have r > /n. Further
the Miller-Rabin test tells us that r is probably prime; if this is the
case and if we can find an element P € E(Z,,) such that:

[7]P = 0o in E(Z,)
P # oo in E(Z,) ¥ prime p|n,

then we can conclude that n is prime. Hence, now, the problem
is to prove the primality of  (with r < 1) and we can repeat the
Pocklington test with r in place of n; if we can prove the primality
of r we can be sure that 7 is prime too.

It remains to understand how we can check that:
[s/q]P # oo in E(Zp) Y prime p|n.

In the basic version of Pocklington test, it was enough to see that gcd(as/ 7—
1,n) = 1. The best way to do this is to use projective coordinates. A point
P=(x:y:z),with(x:y:z) € IP>(Z,) such that gcd(x, y,2) = 1, is a point of
E(Z,) if zy? = x* + Axz* + Bz> (mod n). The point at infinity corresponds to
z =0 (mod n), which implies x = 0 (mod ), so that the point at infinity is
(0:1:0) € E(Zy). In a similar fashion, for each prime divisor p of n,

o €E(Zy) ©z=0 (modp)=x,y=0 (mod p).

Thus we can simply evaluate [s/q]P = (x : y : z) and verify that ged(z, n) # 1,
which yields [s/q]P # oo in E(Z}) (for each prime divisor p of n).
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The algorithm above is called the Goldwasser-Kilian primality test. Note
that the algorithm requires to evaluate #E(Z,); the original version of the
algorithm used Schoof’s algorithm of section Now we estimate the
computational complexity of the Goldwasser-Kilian algorithm; we refer to
the worst case in which #E(Z,,) = 2 - r with r a Miller-Rabin pseudo-prime.
Hence

1 1 n
r= E#E(Z") < E(n+l+2x/ﬁ) x5

and we can observe that, each time we repeat the algorithm with 7 in
place of n, v’ in place of r, '’ in place of ' and so on, the number to
test is one bit shorter. Thus, in the worst case, we should repeat the test
log,(n) = O(log(n)) times, to prove the primality of n. Now we evaluate
the work load for each step. First of all we should understand how many
curves we have to try so that #£(Z,) = 2 - r, with r prime. To answer this
question we need a result about the distribution of the curves E(Z,) (when
n is prime) in function of their number of points. Note that, by Hasse’s
theorem #E(Z,,) = n + 1 — t, with [t| < 24/n, so that the number of points of
any curve E(Z,) belongs to an interval of size 4 vn. The following result[45]
is crucial:

TueoreM 5.25 (Deuring, 1940). Let p be a prime. We can write:

#{Elliptic curves E with p + 1 — t points} = pTH(tz —4p),

being H(A) the Hurwitz class number, representing the number of equivalence
class of binary quadratic forms with discriminant A. m]

Moreover one can use analytic number theory[2] to show that:

\Vap — 12

NPEE O
T

with L a random variable we can approximate to 1. Thus, theorem [5.25is

telling us that, fixed a prime 7, there are just a few curves withn+1+2+/n
points, whereas the curves with n+1 points are much more (see also example

2.20]and figure[5.1).

Hence we can conclude that, if we are far from the edges of the critical
interval the distribution is almost uniform; in other words if we choose a
curve at random, #E(Z,) will be random too. Now the question is: how
many curves E(Z,) are such that #E(Z,) € (n + 1 —2+/n,n + 1 + 2+/n) is of
the form 2 - r (with r prime)? This is equivalent to compute the probability

that
c n+1-2vn n+1+2+vn
2 ! 2 !
is prime. The interval is centered in ”T“ ~ 7, thus by corollary of

appendix |A| we can conclude that we must try a number of curves that is
O(log(n/2)) = O(log(n)). Hence we need to prove O(log(n)) curves as to

H(t* - 4p) ~

7
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# {Elliptic curves Ewithp +1 -t points}

o — — — — — — —

-2

2P

Ficure 5.1. Number of elliptic curves with cardinality p+1—¢
in function of t € 7.

have #E(Z,) = 2 - r with r prime; further the cost of Schoof’s algorithm is

O(logs(n)) and in the worst case we need to repeat these steps O(log(n))
times. Thus the total cost is:

Running-Time: =  O(log(n) log(1) log®(n)) = O(log'°(n)),

which is polynomial, but not practical because of the high value of the
exponent.

5.5. Atkin and the ECPP

The main idea of Atkin is to improve the efficiency of the Goldwasser-
Kilian algorithm replacing Schoof’s algorithm with Atkin’s algorithm (we
discussed in section for evaluating #E(Z,). This idea leads to a pow-
erful practical algorithm. In his article[5] Atkin suggested to choose more
carefully the curves E in the Goldwasser-Kilian algorithm; he considered
suitable elliptic curves over the complex numbers with complex multipli-
cation by imaginary quadratic orders of relatively small discriminant. He
reduces the curves modulo 7 and uses only these in his primality proof.
The main point is that, as we have seen, it is very easy to count the number
of points on these elliptic curves modulo .

Let n be, as usual, the integer we want to test for primality; we can
suppose that n is prime, since we first test it with the Miller-Rabin test.
Let R be an order of discriminant A; we start trying different values of
A =-3,-4,-7,-8,--- and using Cornacchia’s algorithm and equation (4.2)
we evaluate the cardinality of the curve E(C) = C/R until this splits in a
product s-r with s completely factorizable and r not factorizable in practice.
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That is to say, for a fixed value of A, we first check that A is a quadratic
residu modulo 7, and then, we look for the complex number ¢ which
corresponds to the Frobenius endomorphism in End(E). This value ¢ is such
that |p> = p¢* = n and it is unique up to conjugation and multiplication
by units. As we have seen in section there is a different number of
possibilities for ¢ depending on the value of A. However, if a such value
@ exists, we can conclude that there is a curve with complex multiplication
such that End(E) = R and with j-invariant that is a zero of F(T) (theorem
and we can reduce F(T) modulo n. Without loss of generality we can
assume A # —3,—4, so that #E(Z,) is, by equation (#.2), either |p — 11 or
|—p — 1|2. At this point we try to factor #E(Z,) as the product r - s, if we
fail we start again with a different value of A. Note that we do not know
which between |p — 11> and |—p — 1)% is the cardinality of E(Z,), but this is
not important at this point, since we will write the equation of the elliptic
curve only at the end of the algorithm. Moreover the cases A = -3, -4 are
better since we have more possibilities for #£(Z,,) and so is more probable to
find a factorization of the form s - r. Once we have found the above value of
A we have the same three possibilities of the Goldwasser-Kilian algorithm,
namely:

(1) s> (¥n+1)>~ vn.

(2) s < (¥n+1)? ~ ynand the Miller-Rabin test says that r is composite.

(3) s < y/n and the Miller-Rabin test says that r is probably prime.

If we are in case (3), we can proceed by induction, exchanging the values
of s and r and so on, exactly like in the Goldwasser-Kilian algorithm. To
complete the last part of the test we need to write the equation of the elliptic
curve; hence we use equations (3.5), and to evaluate the values A,
B and the j-invariant of the curve. Here we must be sure that the value we
used for the cardinality corresponds to the equation of the curve, but this
control is straightforward by Lagrange’s theorem, as we have already seen
in section 4.3

The analysis of complexity is quite hard, even assuming some unproven
conjectures on the distribution of prime numbers in small intervals; see [37]
for details. However it seems that complexity is polynomial:

Running-Time: =  O((log(n))*¢),

using fast multiplication technique.

5.6. Agrawal-Kayal-Saxena (AKS)

The final answer to the long-standing open problem of primality prov-
ing, was given by three Indian Institute of Technology Kanpur computer
scientists[1]; the authors received many accolades, including the 2006 Fulk-
erson Prize for this work.

U1f this is not the case one can see that E(Z,) = n + 1 that is not an interesting case.
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The key significance of AKS is that it was the first published primality-
proving algorithm to be simultaneously general, polynomial, deterministic,
and unconditional. Previous algorithms have achieved any three of these
properties, but not all four. In fact, as we have seen in this chapter, Lucas-
Lehmer test and Pépin test are not general, the Miller-Rabin test is poly-
nomial, but its answer is only probabilistic (or it is deterministic assuming
the GRH) whereas the ECPP test is deterministic but is not known to have
polynomial time bounds for all inputs (even if the complexity seems to be
polynomial). The situation is summarized in table

Miller-Rabin ECCP AKS
Answer Probabilistic | Deterministic | Deterministic
Running-Time | Polynomial | Probabilistic | Polynomial

TasLE 5.4. A comparison between the Miller-Rabin test, the
ECPP and the AKS algorithms

Let n be the integer to test for primality (it has passed a certain number
of Miller-Rabin test, so that 7 is prime with high probability, but we need
to prove that it is a prime). The key ingredient is given by the following
theorem:

TueoreM 5.26 (Agrawal, Kayal and Saxena). Let n be an odd positive
integer and r a prime. If:
(1) n is not divisible by any prime < r;
(2) the order of nin Z is:

log(m)\*
ord(n) > (log(2)) ;
(3) Y0 <a <rwecan write
X'-1
T=X" n 4, ;
X+a)'=X"+a in [X]/(X—l)
then n is a prime power. m]

We will postpone the proof of this theorem at the end of this section; we
discuss some practical and theoretical aspects first.

Let r be a prime, we recall that the r-th cyclotomic polynomiaﬁ is
X -1
X-1

D,(X) = =X+ o+ X2+ X+1,

12Cyclotomic polynomials[10] are a very interesting class of polynomials, with coeffi-
cients in Z and that are irreducible over Q. Such polynomials are linked with the problem
of cyclotomy: the division of the circle into a given number of equal segments, and the
construction of regular polygons. The n-th cyclotomic polynomial is given by

()

®,(x) = [[x-0),
i=1
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so that we can write

2,31/ (51

) = ZXU(@(X) =

= {ar_zxr‘z ++mX+ag: a; € Zn}.
The ring above is finite and we can write
#Z,[X]/(P(X)) = n,

since each element in that quotient ring is a polynomial with r — 1 coeffi-
cients in Z,,. Hence the number of bits we need to represent an element of
Z,[X1/(@(X)) is O((r — 1) log(n)) = O(r log(n)).

The first observation we make is that, if n is prime, and if there exists
a prime r which satisfies conditions (1) and (2) of theorem then also
condition (3) holds. In fact, when 7 is prime, all the binomial coefficients of
(X + a)" are zero in Z,[X]/(P,(X)) and by Fermat'’s little theorem

X+a)"=X"+a"=X"+a in Z,[X]/(D,(X)),

and there is no dependence from r. On the other hand, this theorem is a
generalization of the Fermat test; if (X +4)" = X" +a we can conclude that n
is prime without any doubt, but the evaluation of (X + a)" is too expensive
when 7 is large. The brilliant idea of Agrawal, Kayal and Saxena was to
evaluate (X + a)" modulo the r-th cyclotomic polynomial.

We can use theorem to build-up the following primality proving
algorithm:

(1) Check that n is not a power of some integer.
(2) Using the values r = 2,3, --- find the smallest prime r such that r
does not divide n and does not divide any of the element 1’ — 1 (for

) 1 2
i=0,1,--- ,(%ﬁg) ). In symbols

()’

r{n- H (n' - 1).
i=1
(3) Check that condition (3) of theorem 5.26/holds.

If n passes the test we can conclude that # is prime, otherwise 1 is composite.
Now we give proof of correctness. If n is prime, clearly, it passes the test
by Fermat'’s little theorem; on the other hand suppose that n passes the
test. Note that it suffices to prove that all the conditions of theorem

being Cy, -+, Cp(n the n-th primitive (i.e. of order n) roots of unity and ¢(-) the Euler’s
@-function. Since one can show that every n-th root of unity is indeed a power of an n-
th primitive root of unity, the following recursive formula for the evaluation of the n-th
cyclotomic polynomial holds

X"-1

PO M, 0,00
#n
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hold, since we have verified that n is not an integer power in step (1) of our
algorithm. Condition (3) is trivial, since it is step (3) of the algorithm; also
condition (1) is trivial, by definition of r in step (2) of the algorithm. Lastly
let £ be the order of n modulo 7, i.e. n° =1 (mod r) (this makes sense since
r 4 n); thus r|(n® — 1). But in step (2) of the algorithm we have verified that

‘ 2
r does not divide the elements n' — 1 fori=0,1,---, (ﬁ%) , hence we can

conclude that

log(n)\"
5>(bgm)’

that is condition (2) of theorem Thus the above algorithm works and
it is deterministic.

It is natural to ask how we can verify that n is not the power of some
integer. Let us suppose n = mé withd >1and m >2,1i.e.

log(n
n=m>2 < 8l ).
log(2)
Hence ford = 2,3, -, igg% we evaluate, with a certain precision, ni in

R and we set m = round(n%) € Z; finally we check that m? # n. The
computational cost is something like O(log4(n)) that will be negligible.

Now we give an estimate of the running-time of the algorithm. How
many values of r must we try in step (2)? Let r be the smallest prime such
that

()

r{n- H n'-1),

i=1

thus we can say that the second member is divisible by every prime £ <7,
namely

( log(n) )2

log(2) ’
I] mn-I](w—1y
t<r i=1
{ prime

Using the Prime Number Theorem of appendix[A]we can approximate the
first product as ¢’, and neglecting the term 1 at second member we can
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conclude

( log(n) )2
Tog(2)
¢ | n-nkia

i

(log(n) )2
log(2)
= ¢ <n-nki !

log(2)
= r < log(n) + log(n) i
i=1
> s(s+1) <2
= |recall that ;z =—5 %3
1log*(n) 5
= r<logn) + = log(n) = O(log>(n)).
g(1) 210822) g(n) = O(log”(n))

Since this value is not so large, trying all the values r = 3,5,7,--- is not
too expansive. Finally we need to evaluate (X +a)" (fora =0,1,---,r—1)
in Z[X]/(®(X)); since an element in that quotient ring has size O(r log(n)),
a multiplication (using standard techniques) requires O(r2 log?(1)) and the
evaluation of an n-th power requires O(log(n)(r? logZ(n))). We need to repeat
this steps for each a < r hence

Running-Time: = O(r3 log3(n)) = O(loglg(n)).

If we replace standard multiplication techniques by fast multiplication tech-
niques, the cost of a multiplication becomes O ((r log(n))“e), which yields

a running time O(log12+€(n)). Further, it is possible that we find the right
value of r without trying all O(logS(r)) values; if this is the case we can

estimate the complexity with O(log6(n)).

It remains to prove the theorem, but we need some technical ingredients.
Note that condition (2) of theorem 5.26]implies that there exists a prime p|n
such that p # 1 (mod r); in fact, if this is not the case, i.e. if all prime
divisors p of n are such that p = 1 (mod r), then alson =1 (mod r), that is
to say ord(n mod r) = 1, but this is not allowed by condition (2). Hence let
p be a prime such that p|n and consider the ring

A = Z,[X]/ (X)) = {ar_er_z o tmXtag: a € zp}.
It is straightforward to note that A is a quotient of Z,[X]/(®/(X)), since

mod p

Z,[X]/(P(X)) A

Even if this is not necessary to prove theorem we speak a little about
the structure of A. We need a lemma:
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Lemma 5.27. The r-th cyclotomic polynomial is the product of distinct irre-
ducible polynomials Pp(X) with the same degree:

X -1
PX) = 7 = H P(X).
¢ irreducible

Proor. First of all we can write every polynomial as a product of (one
or more) irreducible polynomials. The fact that the polynomials ¢(X) are
all distinct comes from the fact that @,(X) has not double zeroes. Note that
®,(X) has not double zeroes if its multiples, e. g. X" —1, has not; since X" -1
and its derivative ¥X"~! have not common zeroes, we can conclude that
X" —1 has not double zeroes and, as a consequence ®,(X) has not. Thus the
polynomials ¢(X) are all distinct. Now we show that the polynomials ¢(X)
have also the same degree. Let a be a zero of ¢(X) and consider the finite
extension of IF, = Z, generated by a, namely

Fp(@) = Z,[X1/(§(X)) > Z,.
Since ¢(X) is irreducible, IF;(a) is a finite field of order
#IF (@) = p?8@ — 1.
But since ¢(a) = 0, ®,(a) = 0 too, and hence v isa zeroof X" —1,i.e. a" = 1.
On the other hand a # 1 since it is a zero of % and we can write
ord(a) =r inIF (a)

= r|pd£’8(¢) -1

= pP =1 (modr).
But deg(¢) is minimal, since IF,(a) is the smallest field generated by a, hence

deg(¢p) = ord(p mod r),

¥ ¢(X) irreducible that divide ®,(X). O

The above lemma has an important consequence: using the Chinese
Remainder Theorem we can conclude that

A= XI@X)= [[ zX1/6x)
¢ irreducible
~ H IF
¢ irreducible

being d = deg(¢) = ord(p mod r).
Now consider the set

A={oy: ke Z/rZ)
O - A->A
X - X
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We show that the elements of A are the automorphisms from A to A. First
of all note that in A we can write X" = 1 (mod p), since each multiple of
®,(X) is zero in (A; as a consequence (X" =1 (mod p). Hence the action of
ok on the generic element of A is

r—1 ‘ k r—1 .
Z biXI| = Z b;(X)E.
j=0 j=0

This is the reason why k € Z/rZ: if this is not the case each element would
be mapped to 1. We point out that o = 0k4,, since Xkt = XkXr = XK in
A; for what concerns the other values of k, oy is an automorphism, since it
preserves the structure of A. Further A is a group: oy o o = 0y € A, 07 is
the identity element and it is easy to see that the inverse of oy is 0;' = 0,

with £ such that ¢k = 0 (mod r). Hence there is a group homomorphism

(Z/rZ) — A

Zﬂ—)GQ,

Ok

i.e. A = (Z/rZ)", which implies
#A =#(Z/rZ) =r—1.

Denote with
G={ae A : o,(a) =a"},
being

=1

r—2 r=2
A = Z bX!: ged {Z b; X!, ®,(X)
j=0 j=0

Note that we can write condition (3) of theorem [5.26| as a function of the
elements of A. In fact if (X +a)" = X" + a in Z,[X]/(®P,(X)), this relation
holds in A too, since A is a quotient ring of Z,[X]/(P,(X)). That is to say

X+a)"=0,X+a) = X+a)eg.

Note that G is a multiplicative subgroup of A*, since for each a,b € G
we can write

on(ab) = on(@)on(b) = a"b" = (ab)" € G,

thanks to the automorphism properties of o,. On the other hand G is not
an additive subgroup of A" since

on(a+b) =0,(a)+0,()=a"+b" # (a+Db)",
when 7 is not prime. We need a lemma:

LemMa 5.28. A commutes with G-action.
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Proor. Leta € G and oy € A. It suffices to show that ox(a) € G for each
k € Z/rZ. Note that ox(a) € G if and only if 0,(0k(a)) = (0x(a))". Indeed

?
an(0k(@) = (ox(a))"
= ok(a")
= 0k(0u(a))
= 0n(0x(@)),
where we used the fact that A =~ (Z/rZ)* is commutative in the last passage.

O

There are two special elements of A, namely o, and o,. The former is
such that 0,(a) = a" for each a € G (by definition of G). The latter is special
because we are in characteristic p; let g¢(X) € G, since G is a subgroup of A"
we can write

0p(8(X)) = g(X) =¢g'(X) YVg(X)egG.

Now denote with I" the group generated by (0, 0p); an element of I is
of the form o, with m = nipj for some positive integers i, j. Leta € G, hence

om(a) =a",

and we know as the element o, acts, since we know how the elements of
the basis (0, 0) behave. It is easy to see that the exponent m of the element

om €I is well-defined only modulo the exponen of the group G. One can
show that, since G is abelian, the exponent is the maximum order of the

element of the group itself. Hence we have an homomorphismEl:

I'— (Z/exp(G)Z)

Oy > M.
We have seen that A is not a field, but we can write it as a product of fields

A=~ H IF i,

¢ irreducible

13We recall the definition:

DeriniTION 5.6 (Exponent of a group G). The exponent of a group G is the minimum
positive integer such that it annihilates all the elements of the group, i.e.

exp(G):min{heZZO: a =eVa€G},

being e the identity element of G. m|

U This is clearly an homomorphism since o,,,» is mapped on to m - m’.
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being IF e = K =~ Z,[X]/(p(X)) and d = deg(¢) = ord(p mod r). Consider the
canonical projection 7t : A — K and apply it to the group G too:

A*D>D G
ln ln
K> H.

Note that © maps also A* — K* since an unity in A" is also a unity in K*
(this is because an unity in A" is an element which does not have common
factors with @,(X) and such an element cannot have factors in common
with ¢(X)|®,(X), hence it is a unity in K*). Moreover, since K* and H are
the multiplicative subgroup of a field, they are cychﬂ let s = #H, trivially
slexp(G) since H is a cyclic quotient of G. Thus we can conclude that the
homomorphism I' — (Z/exp(G)Z)" induces another homomorphism

I' — (Z/sZ)"
om = mmod s.
It is enlightening to see what happens when n is prime, i.e. whenn = p.
A = Zp[X]/(Dr(X)) is still not a field, but
A= [ Fu
¢ irreducible

being IFpa = K = Z,[X]/(¢(X)), and now d = deg(¢) = ord(p mod r) =
ord(n mod r). Hence the projection 7 : A" — K™ has a finite field of order
#J* = p? — 1 = n? — 1 elements as destination. Further

Q:{aeﬂ: ap(a):ap},

and I' C A is now generated by the only element 6, = 0; hence I' is cyclic
and its order is the order of 6, = 0, in A, i.e. #I' = ord(0,) in A. But
A = (Z/rZ)" so that we can conclude

#I' = ord(p mod r) = ord(n mod r) = d.
Moreover it is clear that when 1 is prime G = A" since
on(@(X)) = 0p(a(X)) = a(x*) = (@X)y’ = @(X))",

and this holds for each a(X) € A*. Asaconsequence also H = K* ~ (Z/sZ)",
which yields

s=#H =#K =p' -1=pT -1=n" - 1.

The conclusion is that I is very very small (since r = O(logS(n))), whereas
‘H is huge.

15This is a well-known fact in elementary algebra[10].
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The point is that, under conditions of theorem (but without assum-
ing that n is prime), something similar happens, and this suffices to prove
the theorem. In particular we claim that if

(5.3) s > n[\/ﬁ],

then theorem is proven. Let us suppose that n = p - g, being g an

(eventually not prime) co-factor of n and consider the element o, = 0,0, le

I (since I is generated by ¢, and ¢,,). Take all the elements of the form o
with0 <4, < [\/#_F] Since

(| VeT] + 1)2 > 4T,

we can conclude that the elements a;aé with 0 < 7,7 < [V#F] are not all

distinct, that is to say there exist pairs (i, j) # (i, ;) such that

i J
rYq

i Jo_ i
qu—GPGq.

Using the map I' — (Z/sZ)" we can conclude

o

pg/ =p'q’  (mods).

On the other hand, assuming equation (5.3) we can write

OV N 0 B O
g < p[\/ﬁ]q[‘/#_r] = n[‘/ﬁ] <s,
so that indeed
P =p'q

pi_jnj = pi/_j/nj/
il = pf =il

and n is a prime power, since (i, j) # (i’, j’).

Now we prove the claim, i.e. that equation holds. First of all we
give an estimate of s = #H in terms of #G and then we show that G is large.
Since I' C A is a subgroup of A we can consider cosets of A modulo I'; that is
to say we define an equivalence relation in A

508 & 6(O) el
In this way A is splitted in equivalence Classe
000) = {8’ €A : 5’@5}2{6'€A: 5’5—1=yer}:
={0'€eA: & =yodforsomey €T} =0rI.

Letnow C C Abe the set obtained considering only one representant of each
coset; clearly for each 6 € A there exist unique elements y € I'and c € C

16gince A is abelian there is no difference between left and right cosets.
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such that 6 = y-c. Since A ~ (Z/rZ)* we can conclude that C =~ D c (Z/rZ)"
and we can write
C={oj: je D},

where D is the set with the indexes representing each coset. Now consider
the map:

Q—>H7<*:7(><---><‘K

€D

#o=#D times

a(X) = (0j(a(X) mod ¢(X)) _, ,

where #D = % = %. We show that this map is injective; first of all this
is an isomorphism since o; is an isomorphism. It suffices to show that, if
a(X) € G is mapped onto the identity element (1,---,1), then a(X) = 1. We
evaluate

on(a(X)) = gj(on(a(X))) = 0(a"(X)) = (0(a(X)))" =1
ajp(a(X)) = gj(op(a(X))) = 0@’ (X)) = (0j(@X))y’ =1,
so that 0(a(X)) = 1 for each a(X) € A (or j € (Z/rZ)"). Hence
0j@X)-1)=0 Vje(Z/rZ).
Since a(X) — 1 is an element of G we can write a(X) — 1 = g(X) mod ®,(X),
so that
o@(X) = 1) = 0j(8(X)) = g(X) =0 (mod ¢(X)) ¥ P(X)|Phir(X)
= D(X)Ig(X)
= aX)-1=0,
and the map is injective. This simple observation allows us to write
4G = # H %K.
€D
Recall that 0;(a(X)) € G, since, by lemma A preserves G; thus
#G < #H*P = s
(5.4) = 5> #Gh.
Now we show that G is large; the main reason is condition (3) of theorem
5.26, namely that X —a € G foreach 0 <a < r. Sincep £ 1 (mod r), all the
irreducible factors of @,(X) have degree d = ord(p mod r) > 2, so that they

cannot divide any polynomial of degree 1. As a consequence the elements
X —a (with 0 < a < r) are not contained in any maximal ideaﬂ of A (i.e.

17Recall that an ideal 7 of a ring R, T # R, is maximal if
VK<AR: TCKCR = K=JTorK=R,

i.e. there are no intermediate ideals K between 7 and R.
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they are units in (A). Consider the elements

H(X—a) cG Jcl01,--,r=2;

acg
they are elements of G since condition (3) holds. We show that these
elements are all distinct; in fact, since ®,(X) has degree r — 1 the only
elements that could be equal are the elements obtained considering J = 0
and J =1{0,1,--- ,r —2}. This is only possible when

r—2
H(X —a)=1 inZ,[X]/(®(X))
a=0

r=2
& OX)]| H(X—a) ~1.
a=0
Since both polynomials have the same degree we can conclude ®,(X) =
H;;%(X —a) — 1 and an inspection of the constant terms yield

-1=1 (modp) = 2=0 (modp) = 2p,

thatis impossible since pis odd. Asa consequence there are 2"~ possibilities
for the subsets J and we can conclude

(5.5) #G > 21
Equations and imply

s> #Gi1 > 2f
Further condition (2) of theorem [5.26|tells us that

log(n) 2
log(2) ) '

#I' = ord(n mod r) > (

Putting all together:

log(n)
VHT > s

log(2) VAT > log(n)
log 2 VT > log(n)
OHT 5 VT

VAT 5 [ VAT

s>n

and the claim is proven.
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In number theory, integer factorization is the way of breaking down a
composite number into smaller non-trivial divisors, which when multiplied
together equal the original integer. When the numbers are very large, no
efficient integer factorization algorithm is publicly known; this is the reason
why some cryptosystems (e.g. RSA[40]) are based on the hardness of this
problem. A recent effort which factored a 200-digit number (RSA-200) took
eighteen months and used over half a century of computer time. In this
chapter we introduce the major algorithms known.

Let pln be the smallest prime divisor of n (the number we want to
factor). Itis quite obvious that p < /n. A first simple algorithm is to choose
a random value d < n and to hope that gcd(d, n) > 1. Since the probability
that the number d we have chosen is divisible by p is rl?’ and since the gcd’s

evaluation costs O(logS(p)) we have a running-time of O(p logs(n)) and in
the worst case:

Worst Case: = O (e% log(n) log3(n)) ,

which is exponential.

Another idea is to look for p simply dividing n by all primes less than
or equal to v/n; this algorithm is called trial division. Since we need many
divisions as the number of primes less than or equal to p, i.e. by theorem

ni(p) = @, we have a complexity of:

p
log(p)

Running-Time: = O( logz(n)) ,

105
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and in the worst case p ~ Vn we have:
\/ﬁ 2 ) 1y
Worst Case: = O ——log?(n)| = 0 (2198 1og(n)),
(1og< 7 o8 ) ( g(n))

which is exponential.

6.1. Pollard p

The Pollard p algorithm is based on the birthday paradox. Let N € Z
be a large integer. We ask which is the probability that, chosen k random
elements in a set A (with #A = N), at least two elements are equa Let
Py denote the probability that there are no collisions and suppose k < N;
chosen two elements in A, they are different with probability 1—+. Chosen
a third element this is different from both the previous ones with probability
1 - % and so on. Hence

o |

We compute the logarithm and use the approximationlog(x+1) = xifx < 1,
which yields:

k-2
1 2 k-1 1 1 k(k — 1)
log(Po) =~ =§ "~ N CTNL"TTNT T
m=1
1 K2
=Nk~ =35

_2 _2
= Py=xe N and 1-Pyp=1-¢e"2N.

Hence if we want 1 — Py > %:

1
1-Py> =
0=2
= 1—(3‘2k72V>1
-2
= e_%<1
-2

= k> 21l0g(2) VN ~ 1.17 VN = O(VN).

With this in mind, let p be the smallest prime divisor of n € Z3. Let
us suppose that there are two integer x, x” € Z, such that x # x’ but x = x’
(mod p). Thusp < d = ged(x—x’,n) < nisaproper divisor of n, and we have
found a factor of n computing one ged (obviously without knowing p). The

IThe name of the paradox comes from the fact that when N = 365 we are evaluating
the probability that in a room with k people, there are at least two with the same day of
birth. As we will see k = 23 suffices to have a probability grater than 1, that could seem

2
paradoxical.
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ideais to choose arandom subset A’ C Z,,, to evaluate gcd(x—x’, n) for every
pairx, x” € A’ (withx # x’) and to hope that the mapping x — x mod p brings
at least one collision in A = Z,. Using the birthday paradox we can state
that this happens with probability grater than  when k = #A’ = O(/p).

Since p is not known, we need to evaluate at most (#&27{/) > g. Now we try to
improve this result.

Let us suppose that the mapping defined by the polynomial f(X) = X?+a
(with f(X) € Z[X]), namely x — f(x), is a randomﬂ mapping. We fix an
element x; € Z,, and define a random walk:

xj = f(xj-1) mod n Vij>2.
Let m be an integer and let us suppose that A" = {xy, -+, x;,} is made-up
of distinct elements of Z,. We are looking for a pair of elements such that
ged(x; — xj,n) > 1. Let us suppose that we have found such a pair, hence
x; = x; (mod p) and thus f(x;) = f(x;) (mod p). This yields:
Xiv1 = f(xi) = f(xj) =xj31 (mod n) = xj11 =xj41  (mod p).

In a similar fashion it is easy to see that:

Xi EXj = X+ = Xjts (mod p) Yo>0.

In other words, if £ = j — i, then x; = x; (mod p) when j* > i" > i and
j/=1 =0 (mod ¢). Thus we can draw a graph with vertex in Z, and arrows
from x; mod p to x;;1 mod p; the graph has a tail:

xymodp — x,modp — - - — x; mod p,
and a loop of length £ = j — i that repeat itself ad-libitum (see figure 6.1):
ximod p — xjpy modp — --- > x; =x; (mod p).

Now let us consider only the collision with j = 2i. If x; = x5; (mod p),
also xy = xpr (mod p), for each i = 0 (mod ¢) and 7" > i. We choose two
random walks:

x1 = f(x1) =x2 = f(x2) =x3---

x2 = f(f(x1)) = x4 = f(f(xs)) =x6---,

and we check whether gcd(xy; — x;, 1) > 1 is a non-trivial divisor of n or not.
Let i be the index of the first element in the loop, thus:

Xg = Xgse (mod p) Vq=i, s€Zs, (=j—i
If we want a collision for j = 2i it must be q = sl = s(j — i); hence:
s = L 2 - :

jmiT =t

2Clearly this is not the case; the mapping is instead pseudo-random, so that we are
presenting an heuristic.
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Xiy2
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Ficure 6.1. Pollard’s p loop.

since g > i. The smallest integer of that form is [#] + 1. For such a value:

. i . i CoN
‘1—5(1—])—([E]Jrl)(]—l)S(FJrl)(]—l) =]
Hence in ~ 4/p steps we find a collision x; = xp; (mod p), so that the com-
plexity is O ( \P logB(n)) and in the worst case p ~ Vn:

Worst Case: = O (n% 10g3(n)) = O(e% log(n) 10g3(n)) ,

which is exponential, but the factor } in the exponent is a good improve-
ment.

6.2. Pollardp -1

This is another idea of Pollard. Here we find a situation pretty similar to
the case of Pocklington’s test and its extension on elliptic curves over finite
tields: although the algorithm p — 1 we will describe now works only if you
are very lucky, its elliptic curve version is really efficient.

Denote, as usual, with n the integer to factor; we choose a bound B
which is an estimate on the number of step we are disposed to do. We then
evaluate:

6.1) M= [T p®.

p<B
p prime
pL’(P) <B
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Examrre 6.1. If B=20, wehave M =2%.32.5.7-11-13-17-19. O

Using the Prime Number Theorem (see appendix|A) we can write M ~
. Now we fix a random value x € Z; and we compute y = x™ mod n
and gcd(y — 1,n) = d. The hope is that 1 < d < n, so that we have found a

non-trivial factor d of n.

ExaMPLE 6.2. Let n = 10001 and B = 10, so that M = 23 .32 . 5.7 = 2520,

Forx =2 € Z],,,, we have:
y=xM=2220=3579 (mod 10001)
gcd(3579 — 1,10001) = 73.
Indeed 10001 = 73 - 137. O

Let p be the minimal prime divisor of #; the algorithm allows us to find
pif plged(y —1,n), i.e. if p|(y — 1) since p is a divisor of n. Hence, if this is
the case:

plly-1) = y=1 (modp) = M=1 (mod p).

By Fermat’s little theorem, thus, it suffices that M is a multiple of p — 1, i.e.
p — 1 must divide M. This is possible only if all prime divisors of p — 1 are
smaller then B (by construction of M), i.e. if p — 1 is B-smooth.

DerINITION 6.1 (Smooth numbers). Let B € IR.g and n € Z.9. We say
that n is B-smooth, if all prime divisors of 1 are smaller than B. O

ExampL 6.3. For example 100 is 10-smooth, since 100 = 5? - 22 and
2,5 <10. O

Hence we can conclude that the Pollard p — 1 algorithm, works only
if p — 1 is B-smooth. The computational cost is given by the evaluation of

y = x mod 1 and of the gcd, i.e.

Running-Time: = O(log(M) logz(n) + logs(n)) = O(B logz(n)).

In practice, if B = 11, one can see that the probability that n has a prime
divisor p such that p—1 is B-smooth, is very low; hence the algorithm works
only if you are very like. Note that the larger the value of B, the larger the
probability that a number is B-smooth; on the other hand the complexity is
exponential in log(B) (or, that is the same, linear in B).

From an algebraic point of view we can consider the reduction modulo
p, that is a group homomorphism. The algorithm works if the image of
xM € Z;, after reduction modulo pis 1 (x*™ = 1 (mod p)), whereas x mod g
is not 1 for all the other prime divisors g of 1 (see figure[6.2).

6.3. Lenstra and the ECM

Even if Pollard’s p — 1 algorithm is less efficient than Pollard’s p al-
gorithm, in 1985, Lenstra used Pollard p — 1 to develop one of the best
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e xmod p

"™ mod P

Ficure 6.2. Pollard’s p — 1 succeeds in finding the prime
divisor p of 1, only if ¥™ = 1 (mod p) whereas x™ is not 1
modulo g, for each other prime divisor g of n.

factorization algorithms today known: the Elliptic Curve Method (ECM).
Recall that Pollard p — 1 works when p — 1 is B-smooth and p — 1 = #Z,.
Lenstra’s idea is to replace Z, with E(Z,), being E a non-singular elliptic
curve. Exactly like in Pollard p — 1, p is not known and all the computations
are hence made in E(Z,) (in place of Zj},).

Consider the elliptic curve with equation:

E: Y?=X*+AX+B  gcd(n,6) =1and ged(Ag,n) =1,

with Ap = 4A3 + 27B? # 0; in other words the discriminant Ag is not
divisible by any of the primes divisors of n, that is to say E is a non-
singulalﬂ elliptic curve over Z,, for each prime divisor g of n. Note that
this preliminary test is polynomial (because it suffices to evaluate one gcd);
moreover if gcd(Ag, n) # 1 we have found a divisor of n. Now consider the

3We need to be a little bit careful in the choice of the random curve E. Since the
extraction of a square root modulo n (when 7 is not prime) is equivalent to factor n[38], it
is better to choose the point P before the curve E. In other words, first one chooses a point
P = (xo, o) and a random value A; then

2_

B =y — x; — Axo.

Lastly one can check that gcd(Ag, n) = 1.
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ring homomorphism:

xmod n € Z, (M xMmod n € Z;,
mod p mod p
xmod p € Z, (M Mmod p € Z,

We can evaluate the element x™ mod p of Z, following two equivalent
roads: either first reducing modulo p and raising to the M-th power, or first
raising to the M-th power and then reducing modulo p. This is still true if
we replace Z;, and Z, with E(Z,) and E(Z,). Further, suppose for a while
that n = pg where p and q are distinct primes greater than 3. The Chinese
Remainder Theorem implies

ZinZ ~Z|pZ X Z[qZ (as rings)
(Z/nZ)* =~ (Z|pZ) X (Z/q9Z)" (as groups)
E(Z,) ~ E(Zy) X E(Z;) (as groups).

Hence the set E(Z,) inherits the structure of an abelian group: most pairs of
points in E(Z,) can be added using the formulas of equation 2.I). In fact,
the formulas fail only if some calculated quantity in E(Z,) is zero modulo
p and non-zero modulo g or vice versa, in which case # is factored!

Now we are ready to translate the algorithm using elliptic curves. We
choose a bound B and we compute the value M of equation (6.1). Thus we
choose a random point in E(Z,) and we try to evaluate [M]P in E(Z,,) which
is the corresponding of y = xM in Pollard’s p — 1 algorithm. If at some point
the formula to evaluate A (in equation (2.I)) fails (that is to say when we
find a non-invertible value), then we have found a factor of n. This happens
only if:

[M]P = oo in E(Z))
[M]P # oo in E(Z;) VY prime divisor g # p of n
&  #E(Zp)IM  i.e. #E(Zp) is B-smooth.

ExampLE 6.4. Consider n = 35 and suppose touse E : Y? = X3 - X — 2.
It is easily verified that gcd(Ag,35) = 1. Let us choose M = 3 (to simplify
computation, it is just to render the idea) and we fix a point P € E(Z,,), for
example P = (2,2). Now we should evaluate [M]P in E(Z,) and hope that
[M]P = oo in E(Z},), whereas [M]P is not oo in E(Z;), for each prime divisor
g # p of n. Clearly we don’t know p, but, if this is the case, it suffices to
compute [M]P = [3]P = P+ P + P in E(Z,) to find a factor of n. We start
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evaluating [2]P:

A= —=—""=99=-6 d 35);
2yp 4 49 (mod 35)

hence
Xop = —xp —xp+ A2 = -3 (mod 35)
Yop = —Yp — )\(pr - xp) =3 (mod 35).

Thus [2]P = (=3, 3). If now we try to compute [3]P = 2P+ P = (-3,3) + (2,2)
we have: 32 .

Ay
and 5 is non-invertible in Z35. Hence we have found a factorof n =5-7. It
is easy to check that:

[38]P = (2,-2) + (2,2) = oo in E(Zs)
[BIP = (=3,3) + (2,2) # o in E(Zy),
where E(Z35) x~ E(Z7) X E(Z5). O

At this point we have just translated the algorithm of the previous
section. However here the situation is different since we have one more
degree of freedom: if the algorithm fails we can simply try again with
another curve, whereas Z; is unique. In other words, when Pollard p — 1
fails (i.e. if #Z,, is not B-smooth), we could only increase the value of B
until p — 1 becomes B-smooth. On the other hand, when the ECM fails with
a certain curve E, i.e. if #£(Z}) is not B-smooth, we can leave B fixed, try
another curve E” and hope that now #E(Z,) is B-smooth. This is the strength
of this algorithm.

Now we estimate the computational cost of the ECM. In practice we
need to evaluate how many curves one must try before succeeding. We
need two ingredients:

(1) The distribution of the number of curves over Z, with respect to
their number of points. We have already discussed this pointin sec-
tion[5.4(see theorem (5.25)). The conclusion is that the distribution
is almost uniform.

(2) B-smooth numbers. How many B-smooth numbers are there?
First of all we try to give an answer to the second question. It is clear that if
B’ > B all B’-smooth numbers are also B-smooth; in other words, the larger
the value of B, the larger the number of B-smooth numbers.

DerINITION 6.2. We express B in function of another parameter u € R.;:

B = Xi. Moreover we denote the cardinality of the set of B-smooth numbers
less than or equal to X with:

‘I’(X,X%) =#{x < X : xis B-smooth}.
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The following result is crucial for our analysis:

TueoreM 6.1 (Dickmann and De Bruyn). With the notation as introduced
above we have:
WX, Xi) 1
X ou
O

Therefore theorem [6.1|is telling us that the proportion of numbers less
than or equal to X that are B-smooth is u™"; if u increases then B decreases
and the proportion decreases (and viceversa, as we expected to be). The

conclusion is that the probability that a number near to X is X i-smooth is
more or less u™%, i. e. smooth numbers are rare.

ExampLE 6.5. Let u = 2, so that B = VX. The probability that a number
near to X is VX-smooth is more or less 411 ; in other words about 75% of
numbers x have a prime divisor greater than +/x. For u = 10 we have

B = X1, and the probability that x ~ X is X 1-smooth is more or less 1010
(very very small). O

Now we have all the elements to estimate the complexity. The ECM
works if E(Zp) is B-smooth; if this is not the case you need to try another
curve and hope again. Let us write:

1 _ log(p)
B=p = u_log(B)'

We need to evaluate the work needed for a single curve and the number
of curve one must try. Since the distribution of the number of curves as a
function of their number of points is almost uniform, we can conclude that
the probability that E(Z}) is B-smooth is approximately u™". In other words
we expect to try about u" curves before E(Z) is B-smooth. For each curve
the complexity is dominated by the evaluation of [M]P in E(Z,), which

requires O(log(M) 10g3(n)) =0O(B log3(n)). Hence the total cost is:
O(u“B 10g3(n)) =0(u"B) = O(u”p%).
Since we have not yet fixed B, now we want to compute the optimal
value of B (hence of u) that minimizes the total work:
W(u) = W(B) = u'pi.

Indeed, as it is depicted in figure when u — 0, W(u) — oo, whereas
when u — oo, W(u) — oo; hence there is a point u* for which the work is
minimum.

We evaluate the logarithm:

log(W(u)) = ulog(u) + %108(17),
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Ficure 6.3. Total work W(u) as a function of u.

and we look for u*:

% log(W(u)) = 1+ log(u) - %log(p) =0
= i log(W(u)) >0 = u'isaminimum.
We need a lemma:
LemMma 6.2. Let X, Y € Rsg. Then

Y

Xlog(X)=Y = X~ Tog()’
Manipulating:
i1 (W) =0 = log(e) +log(u*) — !
7, los(W(w) = og og e
1
log(eu®) = 08(p) = (u)? log(eu”) = log(p)

(")
2(eu)? log(eu™) = 26? log(p) = (eu*)? log(eu")2 = 2¢? log(p),
and using lemma [6.2] yields

2621
(ew')? = —=2 ;g(p)
log(2¢2 log(p))
. 2log(p) 2log(p)
= (M )2 = ] & P o) ~ & P
oglog(p) +log(2¢?)  loglog(p)
.. log(p) log(p)+/loglog(p)
= log(B')=——~
U 21og(p)
— B = o2 Viogp)loglog(p)

log(p) =0
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That is the optimal value of B with respect to the prime p we are looking
for (we know only its order of magnitude). Hence we can evaluate the
corresponding value of W*; first we compute u* log(u*):

/21 1
u*log(u) = %5 (log(21log(p)) — logloglog(p))
~ /zlog(p) 1 _ [21og(p)(loglog(p))®
= 1oglog(p)510glog(p )= \/71 loglog(p)

= \/ % log(p) loglog(p) = g Vlog(p) loglog(p),

and then:

W = B*(u*)u* — B*eu* log(u*) — e\/Zlog(p)loglog(p).

Finally, in the worst case p ~ Vn, we find:
Running-Time: = O(e Vlog(n) log 1°g(”)),

which is sub-exponential.

There is a little trick that improves the efficiency of the ECM consider-
ably. The idea is to split the algorithm in two phases; the first is identical
to the algorithm discussed above. If phase one fails with a certain curve E,
before changing the curve and try again with another one, we go to phase
two. In the second phase we choose another smoothness bound B’ > B
(typically B’ ~ 100B) and we evaluate:

M= T »®.

p<B’
p prime
pB(P)SB/
Let Q = [M]P be the last point computed in phase one; since we succeeded
in evaluating Q, we have not factorized n, because the order of P is not
B-smooth. The idea is to check if:

[7:1Q = [¢iM]P = o V primes g; such that B < g; < B'.

By the Prime Number Theorem we know that primes are quite dense: if

B ~ 10* and B’ ~ 10° we have more or less a probability of log(#S) ~ & that

a number in the range (B, B’) is prime. Let 0; be the distance between the
primes g; and g;,1; hence:

[92]1Q = [g1 + 61]1Q = [71]1Q + [61]Q
[73]1Q = [g2 + 62]1Q = [¢2]1Q + [62]1Q
[94]1Q = [g5 + 63]1Q = [¢3]1Q + [61]1Q
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Since the points [61]Q, [62]Q, - -+ could be pre-calculated, we can evaluate
the points [¢2]Q, [93]Q, - - - only at the cost of a summation on the curve E.

6.4. The Quadratic Sieve

The Quadratic Sieve (QS) was the best factorization algorithm until the
development of the Number Field Sieve (NFS) in 1993; the idea is an idea of
Carl Pomerance in 1981. This algorithm is quite different from the ECM or
Pollard p: whereas these algorithms succeed in first finding small factors of
n, the quadratic field sieve and the number field sieve usually do not (hence
they work well with an RSA number n = p - g, with p ~ g  v/n). The key
observation was already known by Fermat in 1650: you can hope to factor
n if you succeed in writing 7 as a difference of two squares:

n=u*-v*=u+0o)u-0o).

ExamrLE 6.6. Take n = 221, we can write:

n=221=225-4=152-22=(15+2)(15-2) = 13- 17.

ExampLE 6.7. Take n = 2009, we can write:
1 =2009 = 2025 — 16 = 452 — 4> = (45 + 4)(45 — 4) = 49 - 41.
O

Note that it suffices to find elements 1 and v such that u? — v? is divisible
by n,i.e.

W -v>=0 (mod n).

If v € Z;, we can write:

w?—v*=0 (mod n)

= (%)2 =2=1 (mod n)
e (t+1D)(E-1)=1 (mod n),

and hence
n=ged(n,t—1)ged(n,t +1).

Without loss of generality we can assume that 7 is odd; note that trivial
solutions (t = +1) yields trivial factorizations. Hence writing a relation of
the kind u? = v? (mod n) is the same as writing t = 1 (mod n).

We give an algebraic interpretation of this simple observation. Let R
be a ring and denote with e € R an idempotent element, i.e. e is such that

e? = ein R. It is easily verified that 1 — e is idempotent too, being

(1-el=1+e>-2¢e=1+e-2e=1-c.
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As a consequence, we can split the ring R in two parts, namely R/(e) and
R/(1 —e), and the map:

R — R/(e) xR/(1 —¢)

x — (x mod e, x mod (1 —¢)),

is a ring isomorphism. Here we see the link: #> = 1 in R implies that the

elemente = % is idempotent, since

1+£2-2t 1-t
62: 1 = 5 in R.

Also the converse is true, i.e. if e is idempotent then 2 = 1in R, with
t =1 - 2¢;in fact

P=(1-2)>=1+4e>—4de=1+4e—4e=1 inR.

Hence, finding a relation of the kind t? =1 (mod n), is equivalent to find
idempotent elements e € R = Z, and an algebraist knows that this is
equivalent to factor n.

Now we deal with a more real example.

ExamrLE 6.8. Let n = 2759, as we have seen the idea is to try the values
u; ~ \nand to hope that u? —n is a square. Unfortunately this is not always

u; uf —n | Factorization
52 | -55 -5-11

53| 50 2.52

54| 157 prime

55 | 266 2-7-19
56 | 377 13-29

57 | 490 2.5.72

58 | 605 5.112

TaBLE 6.1. Values ul.z — n for different values of u;.

the case, as we see in table we do not succeed in finding a square. The
idea is to take the second column modulo #, i.e. ul.z -n= ul.z (mod n), so
that for instance

532=2-5> (modn) 572=2-5-72 (modn) 58 =5-11> (mod n).
Then we evaluate the product of (some of) these relations, obtaining
u>=(53-57-58)>=22-5*.72.11> = > (mod n).
Finally we hope that:
n = gcd(u —ov,n)ged(u +v,n),

is a non-trivial factorization of #. O
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Hence now the main idea should be clear. We write the elements
Q) =ui —n,

withu; € [ Vn]-L,| VnJ+L]and L € I\, try to obtain a complete factorization
of the result and look for any convenient combination that (multiplying)
yields a relation of the form u? = v (mod ). This is the quadratic part of the
algorithm. Note that typically n will be an integer with 50 or 60 digits, hence
\Vn ~ 10% and if L ~ 10°,10° we can conclude that (| V] + L)> = n ~ /n,
so that Q(u;) ¥ yn. Thus it is not a good idea to factor these elements;
moreover the values Q(u;) that need to be considered is very high. Here
comes the sieving part of the algorithm.
We choose a bound B (typically B ~ 10%), and we define a factor base:

B= {primes {j: {; < Band nis a quadratic residue modulo ¢ j} .

We know (by quadratic reciprocity theorenﬁ) that, fixed u and n, the equiv-
alence u?> = n (mod ¢) (with ¢ prime), admits a solution for exactly half of
the values ¢ < B; in other words 7 is a quadratic residue modulo ¢ for half
of the primes ¢ < B, so that #8 = @. Further it is very simple to verify
whether a prime ¢ < B is an element of 8B or not, since it suffices to check
when o
nz =1 (mod ?).

Hence in the first part of the algorithm we populate an array with the
values Q(u;) for each u; € T = [ug — L,ug + L] and ug = | vnJ). Note that
the congruence X? = n (mod ¢;) admits a solution for each ¢; € B, by
construction of the factor base 8. We need a lemma:

Lemma 6.4 (Hensel's Lemma). Let € be a prime, f(X) € Z[X] a monic
polynomial, a € Z an integer such that f(a) = 0 (mod ¢*) (with k € IN>1) and
f'(a) #0 (mod ¢). Then there exists a unique value b € Z such that:

b=a (mod % and f(b)=0 (mod £F).

4Also called the aureum theorema (golden theorem) by Gauss.

THEOREM 6.3 (Quadratic Reciprocity). Ifpand q are distinct odd primes, then the congruences
¥=p (mod q)
¥=q (modp),

are both solvable or both unsolvable unless both p and q leave the remainder 3 when divided by 4 (in
which case one of the congruences is solvable and the other is not). Written symbolically,
(P-Dig-1)
Xp@xa(p) = (1),
where

(@) = 1 ifqisaquadratic residue modulo p
D= if q is a quadratic non-residue modulo p.

is the Legrende symbol.
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Proor. Letussupposethatb =a (mod ¢¥),i.e. b = a+h-t¥ = a+e. Weask
how to choose b so that f(b) = 0 (mod £*1). Note that if f(X) = Y, 4, X"
we can write:

Z an(X+¢e)" = Z Am(X™ + mX" )

= Z a, X™ + € Z ma, X" (mod €?)
= f(X+e) = f(X)+ef (X)+O(E).
Hence, since f(a) =0 (mod £*1) and ¢f = 0 (mod ¢*1), we have
fa+hty = f@)+ht*f'(@)=0 (mod ).

Thus there is no choice for i and, since f’(a) # 0 (mod ¢), we can divide by
f'(a) to obtain

hek = — ]f: ((”;)) (mod £51),
which yields the unique value of Hﬂ
f@)
b=a- .
f'@)

O

We are interested in the case f(X) = X? — n; note that f/(X) = 2X and
2X =0 (mod 2) so that we must deal with the case ¢ = 2 apart. Hence let us
consider a generic element ¢ € B, with ¢ # 2; we solve for X? = n (mod ¢)
using the Cantor-Zassenhaus (or the Tonelli-Shanks) algorithm and denote
the solution as xy € Z,. Note that —x is a solution as well, and hence also
+x0 + £, £x0 + 2¢, - - - are solutions: we can thus look for the corresponding
elements Q(u;) in our array and divide all of them by £. Now we make
an Hensel step, looking for solutions of X? = n (mod ¢?); if +x; € Zp is
a solution, also +xq + €2, +x1 + 2£%,--- are solutions and we can look for
the corresponding elements Q(u;) in our array that are all divisible by ¢2.
Thus we proceed with the case X? = n (mod %) and so on, until > L;
repeating this reasoning for each j we have evaluated the maximum power
of ¢;, denoted with a;, dividing Q(u;).

If ¢ = 2 is an element of B, we cannot use Hensel’s lemma directly to
evaluate the maximum power of 2 that divides Q(u;). Since n is odd, if

5There is a close analogy with Newton’s method in Calculus, where a solution x € IR
of an equation f(X) = 0 is found as the limit of a convergent sequence of approximations x;
given by the recurrence relation
_ fxi)
frx)

Xiy1 = Xi
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2|(x? — n), then x> must be odd too, i.e. x> =1 + 2y, that is to say:
P-n=(01+2y-n=1+4+4y-n=4yly+1)+1-n

It follows that x> — 1 is divisible by 8 only if 1 — 7 is divisible by 8; hence
if n #1 (mod 8) the maximum number of factors 2 in x?> — n is the same as
the number of factors 2 in n — 1. On the other hand if n =1 (mod 8) we can
write:

P -n=4P +4y+1-n

and we can use Hensel’s lemma with f(Y) = % =Y?+Y+ % (since

f'(Y) =2Y+1 =1 (mod 2)) to evaluate the maximum power of 2 which
divides Q(u?).

This is the first part of the algorithm; the hope is that, after sieving,
some element Q(u;) is divisible only for some (power) of the primes ¢; € 8,
i.e. that some value Q(u;) is B-smooth. If this is the case, for this value we

can writ
7(B)
I

Q) =u? —n = H {’?ﬁ =u? (mod n).
j=1

Let us suppose we have found M of these relations; in the second part of the
algorithm we look for an opportunistic combination which yields a relation
of the form u? = v> (mod n). Let e; € Z», we evaluate the products:

(B

{1

T

B)

Nl

M
(5].2":1 “f’el) (mod 7).

[ey

~.

Note that the first member is a square, whereas, as to make the second
member a square as well, it suffices to write

M
B
Z(inei =0 (mod2) Vj=1,2--- ,?,
i=1
which yields a linear system:

@11 ... R M e1 0
VR : e 0

(6.2) . ‘ =1, (mod 2),
(25 e AONM M 0

oWe point out that it is not necessary that Q(u;) is divisible by all the elements in the
factor base; in other words some values a; could be 0.
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being N = @. Note that, if M > N, i. e. the values Q(u;) that are B — smooth
are more than the elements in the factor base, then the system above admits
non-zero solutions; in practice M = N + 10 usually suffices. Now, for each
solution of the kind (eq, - - - , epr), we can write

M ’ Noem ’
=[] =[ [ < ot
i=1 j=1
and we can hope to find a non-trivial factorization of n:
n = ged(u —v,n) ged(u + v, n).
Now we analyse the running-time of the algorithm. At this aim we
need to evaluate the probability that the values Q(u;) are B-smooth. We

1
have already observed that Q(u;) ~ +/n; hence, if B = /n", we can use
theorem 6.1{to evaluate the probability that Q(u;) is B-smooth as u™. Since

we need at least M = @ = %1 S ;B) ~ B of these values, we must try at least

Bu" values Q(u;), so that:

2L ~ Bu" = (\/ﬁ)%u”.

The next step is the sieving part: for each ¢; € 8 we must solve for X* = n
(mod ¢;) (using Cantor-Zassenhaus or Tonelli-Shanks, that run in polyno-
mial time) and apply Hensel’s lemma to determine the maximum power
of £; which divide the elements Q(u;); hence for each {; we have a work of

log>(¢ i)+ %. Therefore the total work Wi, needed to build-up the matrix is
approximately:

2L 1
~ 3 il DY u -
Wi~ ) (log 0 + €)~Bu Y
t<B t<B
¢ prime ¢ prime

and using Mertens” approximation (see appendix
1
(6.3) Z 7 ~ loglog(B),
t<B
¢ prime
yields the estimate
Wi (1) ~ Bu"loglog(B) ~ Bu" = (n)iu".

The total work will be W = W; + W5, being W5 the complexity associated
with the solution of the linear system of equation ; since, as we will see,
the contribution of W is negligible, we look for the optimal value of u that
minimizes W (1) (see figure [6.4).
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Wi (u) y,

FiGure 6.4. Partial work Wi (u) as a function of u.

Hence we write

log(Wy) = ilog( Vn) + ulog(u)

d 1 |
——log(Wi) = - nglf ) 11+ log(w) £ 0
log(u) +1 = logb(l;/ﬁ)

u? log(ue) = log( \n)
2¢%u? log(ue) = 2¢* log(Vn)
(ue)? log(ue)2 = 2¢? log( \n)

LUl

= [using lemmal6.2]
2621
= (ue)? = e log(Vn)
log(2¢2 log(v/n))

Lo log) [ log)
" log(e?) + loglog(n) ~ '\ loglog(n)
= B'= (\/ﬁ)u% — e% Ylog(n) loglog(n)’
so that, since now (u*)“* = B*, we have found

WI — O(e \/log(n)loglog(n)) ~ L.

On the other hand, the value W, depends on the solution of the linear
system of equation (6.2); since the matrix’s dimension is = B X B, Gaussian
elimination yields a cost of O(B%), whereas the minimum cost, using better
algorithms, is O(B?) (since you must at least write the matrix). Thus, using
the optimal value B*, it could seem that W, = Wjy; in practice this is not the
case, since the matrix is very sparse and W, < Wy, i.e. W~ Wj.
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We close this section presenting a couple of improvements of the al-
gorithm; the first brings a modified version named Multiple Polynomial
Quadratic Sieve (MPQS). The array we populated with the values Q(u;) is
very long; as a consequence, on the edge of the interval 7, the values Q(u;)
are large and the probability that Q(u;) is B-smooth is indeed very small, as
it is depicted in figure

2

Ficure 6.5. Values x~ — n as a function of x.

Hence the idea is to shorten the interval 7 and to use a different poly-
nomial; for example we can use a linear shift (GX + H)?> —n,withG,He Z
such that G | (H? — n) and G is a square. If this is the case we can write

(GX+H)?-n=G*X>+2GHX+H?*-n =
Hz—n)

=G (GX2 +2HX +
and since G is a square we can take

F(X) = (GX2 +2HX + HZG_ ”).

ExampLE6.9. Letn = 10090009; for H = 4 we have H>—n = —3-17-432.107
and if we choose G = 432 we have

f(X) = 1849X? + 8X — 5457.

Hence, if n ~ 108 and B ~ 10%, we have #8 ~ 1000 and if we use 200, 300
polynomials f(X) with L ~ 5 - 10%, each polynomial yields 2 or 3 complete
factorizations (among the ~ 10* we need). O

The second improvement brings the so called Large Prime Variation. Let
us suppose that, after sieving, we have obtained a partial factorization:

Q) =ur —n= Hﬁ?ﬁ “q,
j

being g a prime such that g < B2 Using the birthday paradox, there is a
good probability that we find another value:

o’
Qluy) = u%, —n = Hfj” “q,
j
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with m # i. Hence

Qu) I ¢ H ;
f ]
Qlitm) 5 i ;

is B-smooth. This trick could improve the efficiency up to a factor of 6.

6.5. The Number Field Sieve

The Number Field Sieve (NFS) is the most efficient factorization algorithm
known; this algorithm can work with numbers of 200 digits. Tableshows
a comparison between the algorithms presented in previous sections.

Algorithm Running-Time Digits
Trial Division 16) (e2 log(m) 1-15
Pollard-p O( 1 IOg(”)) 10-30

ECM O(e Viog(mlog 10%(”>) 10-70
QS 10) ((3 log(n)log log(n)) 60-120

NFS 0 (elog%(n)ﬂog 1°g<">>%) 120-200

TaBLE 6.2. A comparison between different factorization al-
gorithms.

The first 3 algorithms are suitable to look for small factors, whereas
the QS and the NFS find large factors first. The running-time of the QS,
as we have seen, depends on the probability that the quantities Q(u;) are
B- smooth, and this probability decreases as Q(u;) increases. The idea of
Pollard (1988) was to work with smaller quantities; in 1993 the NFS succeeds
is factoring the ninth Fermat number

Fy = 2424833 - (49 digits) - (149 digits),

and the absolute record (2006) is

6353 _

6-1

Indeed there are two versions of the NFS, namely the Special Number Field

Sieve (SNFS) and the Generic Number Field Sieve (GNFS); the former works

with numbers of special form, the latter works with general numbers. The

original idea brought the SNFS and mathematicians thought that the algo-
rithm was not efficient for number of general form.

Before describing the algorithm we must deal with number fields.

= (120 digits) - (155 digits) ~ (300 digits).

DerinITION 6.3 (Number Field). A number field IF is a finite (algebraic)
extension of the field of rational numbers Q. In other words IF = Q(«a) is
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such that a is a zero of a monic irreducible polynomial f(X) € Q[X]; ais a
formal symbol and we can write

Q(e) = QIX]/(f(X)).
O

Examrie 6.10. Let IF = Q(i), where i is a zero of f(X) = X* +1. An
element x € Q(i) is of the form x = a + bi; moreover

(a + bi)(c + di) = ac + bci + adi + di* = ac + bci + adi — d.
On the other hand, IR is not a number field, since it is not numerable. O

Hence the elements of Q(a) are polynomial expressions in o, with Q-
coefficients; let f(X) be

FX) =X+ ag 1 X7+ + oy X +ag,

witha; €e Q(i=0,1,--- ,d —1). Since a is a zero of f(X) we can write

d-1

f(a)zad+ad_1a +--+ama+ay=0,

hence we can always write a d-th power in Q(«) in terms of powers of degree
atmostd — 1. Thus

d-1 '

Q@) ={) bja): bjeQVj=0,1,-,d=1j.
=0
Now we check that Q(«) is a field: we should be able to compute sum-
mations, differences, multiplications and divisions in Q(«). Summation is
trivial:
X1,X2 € Q(a) = x1xx € Qa).

Also products are trivial to deal with, since you can always decrease the

degree of the powers greater than d, using the relation f(a) = 0. Consider
the division in Q(a). Let x € Q(a), hence

d-1 '
x=) bjad =g),
=0

being ¢(X) = Z;-i;& b]-Xf and b; € Q. Since f(a) = 0 and f(X) is irreducible, it
is ged(f(X), g(X)) = 1 and, if g(X) # 0, we can use Bézout’s identity to write:
a(X)F(X) +b(X)g(X) = 1,
for some a(X), b(X) € Q(X). Evaluating in « yields
a(@)f(a) +b(a)gla) =1 = bla)gla)=1,

and x = g(«) is invertible in Q(«), with inverse b(a) € Q(a). Hence Q(«) is a
field.
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ExamrirEe 6.11. Let Q(a) = (D(\3/§), where a is a zero of f(X) = X° - 2.
Hence the elements of Q(«) are polynomials in a with degree at mostd—1 =
2:

Q(V2) = {bo + b1 V2 + by (V2)? : bj € Q).
Now we evaluate:
1+ V2)2+(V2)?) =2+ (V22 +2V2 + (V2)° =
=2+ (V2)2+2V2+2
=4 +2V2+ (V20
Finally let x = 1 + V2, we show how to compute x~; it is x = g(a), being

8(X) = X+1and we have gcd(X +1, X3-2) =1, asitis easy to check. Hence
there exists a(X), b(X) € Q[X] such that

aX)(X2 -2) +b(X)(X +1) =1,

and we can look for a(X), b(X) using the extended euclidean algorithm (see
appendix [B). We begin with

1-X*-2)+0-X+1)=Xx3-2
0-(X°-2)+1-X+1)=X+1,
and we compute

X+1 o % X tlmxg

=5 X-2-(X*-X+1)(X+1)=-3.

Evaluating the result in a yields

—@-a+1)(a+1)=-3

= x = 1 :%(a2—a+1)=%((\3/§)2—\3/§+1).

O

At this point the reason why Q(a) is a finite extension of @ should be
clear: this is because Q(«) is a Q-vector space of dimension equal to the
degree of IF = Q(a).

DeriNITION 6.4 (Degree of a Number Field). The degree of the number
field IF = Q(«) is deg(IF) = dimq(IF) = d. O

Now we extend the concept of norm, as to be able to speak about dis-
tances and inequalities. Let IF = Q(«) be a number field and take the map:

O: F—IF
y—=x-y.
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The map O, is Q-linear: if g € Q therﬂ (qy)x = gq(yx). Thus there exists a
matrix M, of dimension d X d, being d = deg(IF), with Q-coefficients, that
represents the map ©,. Obviously the matrix M, is not unique, since it
depends on the basis you choose to evaluate it, but there are quantities like
the characteristic polynomial of My, denoted h,(X), that does not depend
on the choice of the basis.

DeriniTION 6.5. With the notation as introduced above we define the
norm and the trace of an element x € IF = Q(«) to be (respectively):

N(x) = det(My) € Q
Tr(x) = Tr(My) € Q.

Note that the norm is multiplicative, since Binet’s ruleﬂ holds
N(x-y)=N(x)N(y) VYxuye€l,
whereas the trace is additive, being
Tr(x+y)=Tr(x)+Tr(y) VYxy€IF.

ExampirE 6.12. Let IF = Q(i), so that x € Q(i) is such that x = a + bi. Hence
the map © is given by
O, : Qi) — Q@)
y = X - y
We choose a Q-basis, for example the canonical basis (1, 7), and we evaluate
its image:

l—>a+bi
i>ai—b,
so that
a b
wefl )

Therefore, Tr(x) = 2a and N(x) = a®+b? (that is the same norm of €). Finally:
he(X) = X2 = 2aX + a® + b? = X? — Tr(x)X + N(x).

O

Hence we have seen that Q(«) is an extension of Q: ® C IF = Q(a). On

the other hand Q O Z and Z is just a ring; in a similar fashion there is a ring
of integers in Q(a).

7In other words we can first multiplying by g and then evaluate the image of the result
or viceversa, but the final result is the same.

8Given two squared matrices M; and M, the following (Binet’s rule) holds:

d(i't(/\/h . Mz) = det(Ml) . dt’t(Mz)
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DeriNiTION 6.6. The ring of integers of IF = Q(a) is
Or = {x € IF: xis a zero of the monic polynomial g(X) € Z[X]}.
An equivalent definition is:
O = {x elF: h(X) € Z[X]}.
O

One of the basic result from algebra[10] is that O is a ring. We already
know that a is a zero of f(X) = X+ 0, X + oo+ X +ag withg; € Q
if the elements a; belong to Z, i.e. a; € Z, then also f(X) € Z[X], and
since f(X) is monic and irreducible we can conclude o € OF. But Of is
a ring: all the summations and products of @, namely the elements of

Zla] = {Z;t& bjozj RS Z}, are contained in O and we can conclude
Zla] C O.
Thus the general situation is depicted like:
Qc F = Q)

U U U
Z C Of 2 Z]a].

The point is that, sometimes, it could be O # Z[a].

ExamrLE 6.13. Let IF = Q(V5), so that f(X) = X?> -5 € Z[X]. Hence
a= \/560": andO|F;Z[\/§]. m|

ExamPLE 6.14. Asanexample we show that O = Z[a]if IF = Q(a) = Q(7).
Clearly we have Z[i] C O, so that it suffices to show that Z[i] > Of;
hence let x € OF, we must show that x € Z[i]. Since Q(i) D OF we have
x =a+bi € Qi) witha, b € Q. Thus it suffices to show thata, b € Z. Consider
the characteristic polynomial of the map ®,, namely

he(X) = X2 — 2aX + (@ + bP).

By definition of OF we know that x € Jf if and only if h,(X) € Z[X] which
yields

20€Z  a+VeZ.
Hence there are only two possibilities for a: either a € 37, i.e. ais of the
forma =1 +mwithm € Z, ora € Z. If a € Z, since a*> + b*> € Z we have
b* € Z too, and by Gauss’ lemma b € Z and the assertion is proven. On the
other hand, let us suppose thata € %Z, we can write

1 2
a2+b2:(§+m) + ez

= (1+2m)>+(2b)? e 4z
= (2b’ez,
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and Gauss’ lemma yields 2b € Z. Hence if P = 1 + 2m and Q = 2b it should
be

PP+Q*=0 (mod4) PQeZ.

Quadratic residues modulo 4 are only 0 or 1, so that P,Q = 0,1 (mod 4),
but Pisodd,i.e. P =1 (mod 4) and it should be

1+Q*=0 (mod4) QeZ,

that is impossible. Hence the only possibility isa € Z = b € Z = Z][i]
ﬁ":.

oo

Now we want to better understand the arithmetic of Z[«a]; in Z there
are prime numbers, such that every element of Z is expressible, in a unique
way, as a product of prime numbers. We have an analogous in Z[a] if we
replace prime numbers by prime ideals (see definition [4.1). Recall that, if R
is a ring, an ideal 7 of R is an additive subgroup of R that is stable under
multiplication by elements of R:

VYVAeER,xel = Axel.
Let y € R, we denote with (y) the ideaﬂ generated by y, i.e.

() ={uy:peR}.

Now we extend the operations of multiplication and division for ideals.
Let 7,9 be two ideals of a ring R. We denote the product 7 - J as

1

WII-jZ{inyi: inef,yiej}.
First of all it is easy to see that K is an ideal. Further note that it suffices
to consider K to be the ideal generated by all the products between the

elements that generate 7 and J (and not by all the elements of the two
ideals). Hence this product extends the product of integers, since

I=0),9=W = %K=(Qy.

On the other hand we say that the ideal 7 divides the ideal J if and
only if 7 D J. Note that if x, y € Z are such that x|y, then y = ux; hence it is
easily verified that (x)|(y) since (x) = {ox: 0 € R}and (y) = {Ay: A € R} =
{(Aw)x : A e R} C (x).

Mt is straightforward to verify that (y) is indeed an ideal. In fact if v, 1y, € (y) we can
write

M=y Ya=thy vty = () ),
since (i1 + {2) € R. Further, V A € Rand x € (y) it is

Ax = Muy) = Ay € ().
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We know that in Z, we can factor every element n as a product of prime
numbers in a unique way:
n= H pe(p)'

primes p<n

The reason is that Z is a Unique Factorization Domain (UFD); this fact is not
granted.

Examrpre 6.15. Let @ = V=5, f(X) = X? + 5 and R = Z[ V-5]. We can

write
6=2-3=(1+ V-5)(1- V-5),
and Z[ V-5] is not a UFD. O

The situation in the previous example is saved thanks to the concept of
prime ideal. The following theorem is central in algebraic number theory[21,
30]:

Tueorem 6.5. If IF = Q(a) is a finite extension of Q, then the ring O of
the integers of IF admits unique factorization of ideals in prime ideals, i.e. it is a
UFD. |

Hence if OF = Z[a], we can conclude that Z[«a] is a UFD replacing the
concept of prime numbers with the concept of prime ideals. If this is not the
case, i.e. Z[a] # OF there are some further difficulties (all solvable[21},30]).

ExamrLE 6.16. Consider the previous example in Z[ V/=5], where:
6=2-3=(1+ V-5)(1- V-5).
Letp1 =(2,1+ \/—_5) ; it is easy to check that p% = p1-p1 = (2). Infact on one
hand, clearly, (2) C pf and on the other hand
PoP1=(2:2,2(1+ V-5),(1+ V=57) =
= (4,2 +2V-5,-4+2V-5)
= @29 = =0
Moreover p; is a prime ideal since
Z[N=5]/p = ZIV-5]/(2,1+ X) =~ Z[X]/(X* +5,2,1 + X)
~ ZH[X1/(X?+1,X +1) ~ Zy,

and Z, is a field (and hence an integral domain). In a similar fashion it is
easy to check that

(B)=py-p3  being py = (3,1+ V=5)and p3 = (3,1 — V-5),

and (3) is a prime ideal. Finally the ideal generated by 6 is expressible as a
product of prime ideals in a unique way:

(6) = (2)-(3) = ] - P2~ Ps.
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We will need the following lemma:

LemMma 6.6. Every prime ideal p of Z[a] contains at least one prime number

Proor. Let pbe a primeidealin Z[a] and let y € p be a non-zero element
of p. We consider the Z-linear map:

0, : Zla] — Z[a]

X=Xy,

Since Z[«] admits a Z-basis, the matrix M, (of dimension dXd)) representing
the map O, with respect to some basis of Z[a] has integer coefficients.
Further it is easy to check that y is an eigenvalue; hence, denoted with
hy(X) = X% + a3 X971 + -+ + 21X + g the characteristic polynomial of M,
we can write

hy(y) = yd + ad_lyd_l +--+a1y+ap=0,

so that h),(y) € p. But this is possible if and only if agp = [[;p; € p (with
pi primes); thus every prime ideal p of Z[a] divides the ideal (p) for some
prime p € Z and as a consequence p D (p) and p € p. m]

There is a very important class of prime ideals, namely the prime ideals
of degree one. Let O = Z[a], being IF = Q(a) with a such that f(a) = 0 and
f(X) € Z[X], monic and irreducible. Let p be a prime and we consider the
reduction of f(X) modulo p,i.e. f(X) mod p, that could be not irreducible.
Let us suppose that there is a zero r € Z, such that f(r) = 0 (mod p). The
ideal p = (p, @ — r) is a prime ideal of OF = Z[a], being

Z[a)/p = Z[a)/(p, a = 1) = Z[X]/(f(X),p, X = 7)
= Zp[X]/(f(X), X = 1) = Z,[X]/(f(1)) = Z),

since f(r) = 0 (mod p). The ideal p is called prime ideal of degree one
because Z[a]/p is isomorphic to Z, and #Z,, = pl.

Hence, to sum up what we have learned in this introduction, the ring Z
is a UFD and it admits unique factorization in prime numbers; on the other
hand we have seen that, if Z[a] = O, Z[a] admits unique factorization in
prime ideals (of degree one and not).

Now we are ready to discuss the NFS. The key idea is the same of the QS,
whose efficiency depends on the probability that the quantities Q(u;) ~ Vn
are B-smooth. Let n be the integer to factor (we can always consider n odd
without loss of generality) and let IF = Q(a) with deg(IF) = d > 0 (typically
d is between 3 and 10). We choose a polynomial f(X) € Z[X], monic and
irreducible, of degree d, such that

fm)=0 (mod n),
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being m oc [n}i]. Let us show how to build-up such a polynomial; it suffices
to write the expansion of n in base m, i.e. n = [1c4_1 --- ¢1 colm, so that:

n=m'+ cd_lmd_l

with 0 < ¢; < m. If we choose f(X) to be

F(X) = X+ g1 X4+ o X + co,

it is straightforward to verify that f(m) = n = 0 (mod 7). In practice, since
n > d, f(X) is monic; further we can assume that f(X) is irreducible as well,
since, if this is not the case, we have found a non-trivial factor of .

+---C1m + Co,

ExampLE 6.17. To factor the ninth Fermat’s number Fg = 22 +1 = 251241,
the choices were d = 5, f(X) = X° + 8 and m = 2!%. In fact

fm)=(2'%)P° +8=2548=8Fg=0 (mod Fo).
O

The sieving part of the NFS use two sieves: the first lives in the ring
of integers Z and the second in Z[a]; in the following we suppose that
Z[a] = Oy. The algorithm starts filling an array with the elementsa—bm € Z
and a — ba € Z[a], for the values a,b € [-L,L] varying in an interval of Z
with 2L elements. Then we choose a smoothness bound B and a factor base

B = {primes p; : p; < Bwith j=1,2,---,n(B)}.

Denote with p € 8B the generic element of 8. Let us start dealing with Z;
here we look for elements a — bm that are B-smooth. Note that if p|(a — bm)
we have a = bm (mod p) and, if b is invertible modulo p, § = m (mod p).
Thus, for a fixed value of b, if p|(a — bm), we can conclude that p|(a” — bm), for
each a’ such thata’ = a (mod p); hence we can sieve and look for B-smooth
numbers among the values a — bm of our array.

Let us now consider Z[«]. The first observation we make is that the
ideal generated by the element a — ba is just divisible by prime ideals of
degree one.

Lemma 6.7. The ideal (a — ba) is just divisible by prime ideals p of degree one.

Proor. Let us suppose that the prime ideal p divides (a — ba) (hence
a — ba € p); we show that p must be of the form p = (p,a — 1), i.e. itisa
prime ideal of degree one. Since a — ba € p we can write (using also lemma

Zla]/p = Z[X]/(f(X),a = bX,p) = Z,[X]/(f(X),a - bX)

~Z,/(f(a/b)).

Since pis a prime ideal, we can conclude f (%) =0 (mod p) so that Z[a]/p =
Zy; hence

f(%) =0 (modp)= f(r)=0 (modp)=p=({pa-r),
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being r € Z such that r = { (mod p). O

Note that we have periodicity; if p|(a — ba) we know that (a — ba) C p
which implies a — ba € p = (p, a — 1), that is to say:

(a—ba)mod (¢ —7r)=0 (mod p)
= a-br=0 (mod p)
= plla-ba) & pla-">r).
Fixed p = (p,a — r), the values p and r are fixed and we can conclude that
pl(a — ba) for all the values a — br = 0 (mod p). In general the number of

prime divisors p of degree one for the element (2 — ba) is p, with 0 < u < d;
but one can show that the mean value is 1.

ExamrLE 6.18. Consider the number ring Z[«a] = Z[i]; since (1 + )2 =(2)
in Z[i], we can write (1+i) = (1+7,2). One canshow thatifp =3 (mod 4), the
ideal (p) is prime in Z[i], with degree greater than 1; in fact Z[i]/(p) ~ Isz,
since a,b € Z,. On the other hand, if p = 1 (mod 4) one can show that
(r) = p1 - p2. But half the values of Z, is congruent to 1 and the other
half is congruent to 3 modulo 4, so that, on average, every element (a + bi)
generated by a + bi € Z[«a] is divisible by one prime ideal of degree one. O

As a consequence:
(6.4) #{Primeideals p = (p,r — a) of degree one: p < B} ~#{p: p < B}.

Hence, for each p € B, we can sieve for the prime ideal p = (p,a —r) in
our array with values (a2 — ba) and look for B-smooth elements. We need to
generalize the concept of smoothness for number rings.

LeMmMA 6.8. Leta,b € Z, then
N(a - ba) = b f(%) — a4 cyqa b+ + crabt + cobt,
Proor. We divide a — ba by b, writing

a—ba:b(%—a),

and using the multiplicative property of the norm
Ni(a - bat) = N(b) N(% - ac),

To evaluate N(b) we consider the map:

O : Qa) — Q(a)

xX—b-x.
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It is straightforward to evaluate the matrix M, of ®, with respect to the
canonical basis of Q(«); it is a d X d matrix of the form

b 0 0
Mb: (.) b ". (_) s
0o ... 0 b

hence N(b) = b%. It remains to show that N(g — a) = f(g) for each element
g € Q. First of all note that Q(a) = Q(g — a) and fix the basis

(La-a @G- @-a?).

We want to evaluate (with respect to the above basis) the matrix M;_, of
the map

Oy-a : Qla) — Q(a)
X (g—a)-x.
Since we have
1= (@-a)

g—a (q-a)

@-a e @g-af,

the matrix M, (of dimension d X d) is of the form

0o ... *

1 0 ??
Moo =10 . 2 |,

0 7

0 0 1 7

where the last column depends on the image (—a)? of (j—a)?~!. To evaluate
the determinant, we just need to evaluate the first element, denoted with »,
of this column. By definition of Q(«) we have f(a) = 0, hence

fla)=f@-@g-a) = Cj(q—(q—a))jz

d
j=0
d
= (1) - o)+ (POWER) + ) ey =
j=0

= (g - @) + (JSWeL) + flg) = 0,
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and we can conclude

(9 - ) = (-1)£(q) + (pSWEs) -

This yields
0. (-1Yf(q)
1 0 7?
My—o =10 ?? ,
S | BT 7?
00 ... 1 7?

so that N(g — a) = (-1)? - (=1)?f(q) = f(g) and the assertion is proven. O
The following result is crucial:
Prorosition 6.9. If (and only if) p = (p, a—r) divides (a—ba), then p|N(a—ba).

Proor. We show only one direction, the other is similar. Let us suppose
that p|(a — ba), we can write

a-ba=0 inZa]/(p,a—r7)
= a=r inZa]/(p,a-r)
= a-br=0 inZa]/(p,a-7)

= rz% inZ[a]/(p,a — 7).

But, since p has degree one, we have f(r) = 0 (mod p), so that

Ni(a - ba) = bdf(%) = f()=0 (mod p).
O

Hence divisibility in Z[«a] implies divisibility in Z (and viceversa). As a
consequence, putting equation (6.4) and proposition 6.9 together yields the
following important result:

CoroLLARY 6.10. An element a — ba € Z[a] is B-smooth if N(a — ba) is
B-smooth. O

Consider now the ring homomorphism given by:
¢: Zlal — Z/nZ
a - m.

This is an homomorphism since «a is a formal zero of f(X) and we forced
f(m) =0 (mod n). We can thus write

a—bm=¢@a-ba) inZ/nZ.
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After sieving for B-smooth elements we have obtained a certain number,
denoted with M, of relations

N
.
a; —bm = HP]‘/I
J=1
N N
b . Oji 5ii
ai=bia)= | | v, = | [(pjya-1)7,
Jj=1 Jj=1

with N = n(B), a;,b; € [-L,L] (i = 1,2,--- ,M) and being €;; (6;) the exponent
of the prime (prime ideal) p; (p;) in the unique factorization of the integer

— bym (the ideal (a; — b;a)). Since a; — bjm = ¢(a; — b;ar) in Z /nZ we can look
for an opportunistic combination of the above relations, exactly like in the
QS algorithm, i. e. vectors (ey, - -+ ,ep) such that

N 2
1
(a; — bjm)“ = | | P]z = 1616”] =
=1

]

2

=
Il

= 1=

l
—_

N 2
(a; = bi)* = H pja—r)2 L 16’5”] =V?,
j=1

1

in Z/nZ. Note that the second member is the square of an ideal; there are
some difficulties that we do not explain in details[49]:

(1) It could be Z[a] # O, so that we do not have unique factorization
in prime ideals.

(2) Even if Z[a] = O, the ideal V? could not be principal.

(3) Even if Z[a] = O and V? = (y) is principal, we cannot conclude
immediately v = y.

We close this section giving an estimate for the running-time of the
algorithm. The sieving part of the algorithm terminates when we find
approximately M > B B-smooth elements of the form a — bm and a — ba, i. e.
when the product

(@ —bm)N(a — ba)

is B-smooth (recall that a — ba is B-smooth when its norm is B-smooth).
Hence we estimate the order of magnitude of

bd—l

N(a—ba) =a® + c410 0+ + c1a + cob?,

where |¢;| ~ ni and a,b € [-L,L] (hence |a, |b] < L). Since the above equation

sees d + 1 elements of size ~ ni and a,b are at most L with exponent less
than or equal to 4, we have:

IN(a = ba)| < (d - V)ni L4
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On the other hand the size of a — bm is roughly Ln7 and we can write
(@ — bm)N(a — ba)| < Lni(d — Dni L4 ~ LPni ~
~ Lini.

Note that the larger the size of the product (a — bm)N(a — ba), the smaller the
probability that the product (2 — bm)N(a — ba) is B-smooth; hence it makes

sense to look for the optimal value of d that minimize the size Lni (see
figure[6.6). With this in mind we evaluate

d

FIGURE 6.6. Size L9ni of the product (2 — bm)N(a — ba) as a
function of d.

2
" (d log(L) + glog(n)) —0

2
= log(L) = 7 log(n)

. 2log(n)
= = \ Tog(@)

For this value the number of digits of the product (a — bm)N(a — ba) is

log (Ld*nd%) =d"log(L) + élog(n) = 2+/2log(n)log(L).

On the other hand, for what concerns the sieving part of the algorithm,
the work load is (for each sieve):

;B %LZ =12 ;‘; }9 ~ O (loglog(B)L?) = O(L?),

using the approximation of equation (6.3). One can show that here[49],
unlike in the QS algorithm, the sieving part of the algorithm is faster than
the linear algebra part (at least O(B?)), and the optimal choice is hence to set

L ~ B.
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Now it remains to fix B. We need roughly B-smooth elements among the
elements of our array, and, as we have seen, the size of these elements is

. 2
L% = Jos(LnT) _ o\ Fogimiog®)
Hence we set a value u € R such that
B = o2 V2log)log(L) _ ,2 \/ZIOg(n)log(B),

and, by theorem|6.1} we can estimate the probability that a value in our array

is B-smooth with ™. Since we have L? elements and we need roughly B
2

B-smooth values we require B = i—u Manipulating
log(B) = —ulog(u) + 21log(L) = —ulog(u) + 2log(B)
= ulog(u) = log(B)
= [bylemma

__log(B)
" loglog(B)’

Hence

log(B) \/2 log(n)log(B) = 2log ?5)( )\/2 log(n) log(B)

logz(B) _

g log(®) ~ 2 V215
w 2, 2log(n)
log(log® (B))

= log}(B) ~ g V2 log(n) 1og(§ V2 log(n)),

and an approximation of the second member yields
§ V2log(n) (10g(§ ‘/_) > log 10g(n)) > 2log(m (% log 10g(n))
=3 = Vlog(n) loglog(n),
which implies
2
log(B) ~ (%)3 log? (n) (log log(n))° .
Since the running-time is O(B?), we can conclude

2
Running-Time: = O( 2(5)° 10g3(n)(10g10g(n))3)
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which is better than the QS algorithm. Using the optimal value of B, the
size of the elements in the array is:

2+/2log(n)log(L) = 2+/21og(n)log(B) o log%(n) (log log(n))% .
Note that in the QS algorithm the elements Q(u;) are of size = %log(n),
whereas log%(n) < %log(n). Finally
log(n 3
) (log li(g()n)) ’
and typically n ~ 10*® = d ~ 5, 6.
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7.1. Introductory Elements

Let p be a prime number, then Z;, is cyclic (as we will show in theorem
7.3) and we call a primitive root (or a generator) an element ¢ € Z, such that

ord(g mod p) = p—1. As a consequence, for each element x € Z;, there exists

an integer m € Z such that x = ¢

DerintTION 7.1. With the notation as introduced above we say that m is
the discrete logarithm of x with respect to the basis g: m = log,(x). O

Thanks to Fermat's little theorem, we can always add multiples of p — 1
at the exponent, i. e.

x=g"=g"* D) (modp) keZ
Hence m is an element of Z,,_1:
m= logg(x) €Zy .

The discrete logarithm satisfies the same properties of the natural logarithm;
indeed there is a group isomorphism:

IR>0 IR Zp Zp_].
In particular if x = ¢ and y = ¢, we have x - y = ¢"""2 and
log, (x - y) = log,(x) + log,(y).

Further let i # g be another primitive root; hence h = ¢* and g = K’ for
somea,b € Z, 1 and

g=g¢'=r"=¢" = a-b=1 (modp-1).

141
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Moreover, if x = g™ = h™ we can conclude

log;, (x) ez
log,(x) P

log;,(x) = mb = blogg(x) =

that is to say, we can change the basis of the logarithm from g to & just
multiplying for a constant b that only depends on g and h. Note thatif gis a

primitive root of Z;, then log, (-1) = F%l, since g is a quadratic non-residue
modulo p.

Examrre 7.1. Let p = 7; one can show that 3,5 € Z, are primitive roots:
Z,={3=32=3,6=3"4=3"5=3,1=3
={(5=54=56=53=52=5,1=5%.
Hence log,(2) = 2, log,(3) = 1 and log,(6) =2 +1 = 3. O

The discrete logarithm is suitable for cryptographic purposes since it
seems to be an example of one-way trapdoor functio on the one hand is very
simple to evaluate powers, but, on the other hand, is very difficult to com-
pute discrete logarithms if p is opportune. The most famous applications
are the Diffie-Hellman Key Exchange[17] and the EIGamal Cryptosystem[18].

Before dealing with the computation of discrete logarithms, we want to
answer the following questions: how to find a primitive root modulo p?,
how many primitive roots are there? how can we test whether an element
is a primitive root or not? We need a couple of lemmas:

Lemma7.1. Ifx € Z; has order d, then the order of x* is %, with 6 = ged(a, d).

Proor. We prove the theorem showing that ord(x“)lg and that %Iord(x”),
so that it must be ord(x*) = g in Z,,. On the one hand it suffices to note that

@) =@ =1 (mod p),

since d = ord(x) in Z;, and 5 € Z (since 6 = gcd(a, d)). Hence ord(x”)l%.
On the other hand let us suppose that ord(x?) = ¢, so that (x*)* = 1in Z;;
since ord(x) = d, we have d|(ae). Thus we can write d-e = a- € for some e and

IThese are invertible functions for which the computation of the inverse is hard a priori,
but becomes feasible when you know some additional parameter (trapdoor). Another
example of a trapdoor one-way function is factorization of a product of two large primes.
While selecting and verifying two large primes and multiplying them together is easy,
factoring the resulting product is (as we have seen) very difficult. This is the basis for
RSA encryption, which is conjectured to be trapdoor one-way. The existence of one-way
functions is not proven. If true, it would imply P # NP. Therefore, it would answer
the complexity theory NP-problem question of whether all apparently NP-problems are
actually P-problems (this is another one million dollars problem by the Clay Mathematics
Institute; see also http://en.wikipedia.org/wiki/Millenium_problems.). Yet a number
of conjectured one-way functions are routinely used in commerce and industry.
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applying Bézout’s identity yields
ged(a,d) = aa + pd for some a, € Z.

Manipulating
(aa + pd)e = aae + pde = e ged(a, d)
= ade + pde = d(ae + fe) = € gcd(a, d)
d(ae + Be)
~ Tged(a,d)
= d | ord(x"),
o
and the assertion is proven. m]

LemMma 7.2, Let p be a prime and f(X) € Z[X] a monic polynomial of degree
d. Then f has at most d zeroes in Z,.

Proor. If f has not zeros in Z, there is nothing to prove. Let us suppose
that f(a) = 0 for some a € Z,; dividing the polynomial f(X) by X —a yields
a quotient g(X) and a reminder r € Z,,:

fX) =q(X)(X ~a) +r.
Hence f(a) = 0 implies r = 0. Now if b is a zero of f(X) we can write
0= f(b)=qb)b—a) inZ,.

Since p is prime we can conclude that either p divides b — a or it divides
q(b). Thus either b = a in Z, or q(b) = 0 in Z,. Now we use induction: the
polynomial g(X) has degree d — 1 and has at most d — 1 zeroes; hence the
possibilities for b are d — 1 + 1 = d, as required. O

We are now ready to answer to the questions above.

TueOREM 7.3. Z is cyclic since the number of primitive roots of Z,, is p(p—1) >
0 (i. e. there exists at least one generator).

Proor. For each natural number d we define the set
Wy ={xez,: ordx) =d.
We claim that, when #W,; # 0,
#Wa = ().
In fact if there exists an element x of order d, then x? = 1, so that
{xo,x, xz, e ,xd_l} C {zeroes of X - 1} .

Note that the set on the right is the set of the zeroes of the polynomial X4 — 1
of degree d; hence by lemma|7.2]this set has at most d elements, whereas the
set on the left has exactly d elements. As a consequence the only possibility

: {xo,x, X2, ,xd_l} = {zeroes of X4 - 1} =W,
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Hence the set ‘W, consists of powers of x; more precisely, using lemma (7.1}
we know that ‘W, consists of the elements x’ such that gcd(i,d) = 1, which
implies #W; = ¢(d) as claimed.

Fermat’s little theorem tells us that, if x € Z;, then ord(x)l#Z;; =p-1;as
a consequence

p-1= ) #W,
dl(p=1)
with #W); that is either 0 or ¢(d). On the other hand, using lemma [C.7] of

appendix we can write ). g,-1) @(d) = p — 1. Since 0 < #W; < ¢(d) for
each d, we have equality for each d, so that

#{XEZ;: ord(x):p—l}:(p(p—l)zl,

and
Z; = @ {x € Z; 2 ord(x) = d},
dl(p-1)
is cyclic. m]

The above theorem is telling us that the primitive roots of Z;, are ¢(p—1);
one can show that

p(n)

for some constant ¢ € Rso. Since loglog(n) is almost constant, we can
conclude that there is a good proportion of primitive roots; as a consequence
we can hope to find a primitive root simply choosing a random element
of Z, and testing if this is a primitive root. This can be done using the
following result:

n
> 1 1 N\
~ cloglog(n)

ProrosiTioN 7.4. Let p be a prime number and g € Z,,. g is a primitive root

if and only if
g%1 #1linZ, VY prime q|(p — 1).

Proor. (=). Trivially if g € Z, is a primitive root, we have ord(g) = p,
-1
and as a consequence ng # 1, since ;%1 <p-1=ord(g).

(<). Let us suppose that g is not a primitive root, i.e. ord(g) = d, d|(p—1)
butd # p — 1. Hence % € Z-1, and there exists a prime g such that qlp;l,
ie.p—1=gq-d-eforsomeec Z. Thus

i3
q

g — gde — (gd)e =1.

O

ExamrLE 7.2. We look for one primitive roots of Z,,. Note that, by
theorem the total number of primitive roots is ¢(40) = 16. We start with
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g =2, and we must check that 2% and 27 is not 1. Evaluating
27=128=5 (mod 41)
210=40=-1 (mod 41)
= 220=1 (mod 41),

we can conclude that 2 is not a primitive root of Z},. In a similar fashion it
is easy to see that 3% = 1 (mod 41), so that 3 is not a primitive root of Z,,.
Note that it is useless to try the powers of an element that is not a primitive
root. Repeating the above steps one can find that g = 6 is a primitive root
of Z},. m]

The weak point of the above reasoning is that we need all the prime
divisors of p — 1, and this is not trivial if p is large. A possible solution is
to generate a large prime g and try to see if p = 1 + 2kq is prime for some
k=1,2,---. If this is the case we have p — 1 = 2kg, and now k is small and
we can (usually) factor it. The probability of success is = logl_(q)'

In the following sections we deal with the problem of discrete logarithm
computation. Let p be a prime and consider a generator g of Z; given an
element x = ¢" € Z;, welook form € Z,_;. The simplest solution is the brute
force attack: we simply evaluate the powers of g, namely g%, ¢°,- -+ looking
for m; the complexity is clearly O(p).

7.2. Baby Steps and Giant Steps

The Shanks’ algorithm is suitable everytime we have the need to look
for some element in a group. We choose a bound B = [ \/ﬁ] +1and we write
the B-ary expansion of m, namely

m = ap + Bay 0<ap,a; <B,

since m < B%. Hence we compute the baby-steps x,x¢g™!, -+ ,x¢™? and we
put the results in a list; further we evaluate the giant-steps:

gB, (gB)ZI e (gB)B’
and we put the results in a second list. Since x = ¢g" = g% g5 we can look

for the element gg in the first list and for the element 4; in the second one;
in other words, since

xg " = (gB)“1 0<apa <B,

we must look for an element that is equal in the two lists. The best way
to speed up the baby-step giant-step algorithm is to use an efficient table
lookup scheme; the best in this case is a hash table. The running time is
dominated by the length of the two lists, namely +/p, i.e.

Running-Time: = O ( \p logz(p)) =0 (e% log(p) IOgZ(P)) ,
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which is exponential (but it is much better than the running-time of the
brute force attack).

We close this section presenting an improvement of the algorithm. The
idea is trying to factor p — 1:

p—1= H 7@,

ql(p-1)

and evaluate the elements

p-1

i3
h= gqew) y= g @ ,

for each prime divisor g of p — 1. Note that the order of & is g¢°? and there is
a relation between y and h:

X=g = y=h"
Hence we have a new instance of the discrete logarithm problem, in a new
group
H = (h) = {hO, W ,hE(q)—l},
and we can use the Shanks’ algorithm to look for the exponent m € qu@.
If we repeat the above reasoning for each prime divisor g of p — 1 we can

re-build the original value of m modp-1 = mmod [,y 7°D by the
Chinese Remainder Theorem. The complexity is clearly:

Running-Time: = O( qf;EZ’;;”) logB(P)),

being quqx the largest prime in the factorization of p — 1ﬂ For cryptographic
purposes one should avoid primes p such that p — 1 is smooth with respect
to some fixed bound.

7.3. The Index Calculus

The Index Calculus is the best algorithm known to solve the discrete
logarithm problem. We show the key idea through a couple of examples.

ExamrLE 7.3. Let p = 59, it is easy to see that ¢ = 2 is a primitive root
of Zz,. We want to evaluate log,(3) € Zsg. The idea is to choose random

2This result come from the observation that the prime divisors of a given element are
just a few. For example let n = []%, p', we can write

so thatd < igig; and the number of prime divisors q of p — 1 is = log(p).
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values around p and trying to factor:
60=22.3.5=1 (mod 59)
= 2log,(2) +1og,(3) +1log,(5) =0 (mod 58)
= 2+1log,(3) +10g,(5) =0 (mod 58),

so that we have found a relation between log,(3) and log,(5). In a similar
fashion

64=2°=5 (mod 59)
= 6log,(2) =log,(5) (mod 58)
= log,(5) =6 (mod 58).
Hence
2 +1og,(3) +1og,(5) =log,(3) +2+6=0 (mod 58)
= log,(3)=-8=50 (mod 58).
O
ExamrLE 7.4. Let p = 47, it is easy to see that ¢ = 5 is a primitive root of
Z,,. We want to evaluate logs(2) € Z45. We write
50=2-5*=3 (mod 47)
= logs(2) +2 =1logz(3) (mod 46),

so that we have found a relation between log;(2) and log;(3). In a similar
fashion

48=2%.3=1 (mod 47)
= 4logs(2) +1ogs(3) =0 (mod 46).
As a consequence

2 +1logs(2) = —4logs(2) (mod 46)

2 2.
= logs(2) = 5 = —% =18 (mod 46).

O

On the basis of the above examples, we choose a bound and define a
factor base:

B= {primes tj: 4 < B}.
Typically B ~ 10*. The first part of the algorithm tries to find relations

among the discrete logarithms in base ¢ of the primes ¢;; the idea is to
evaluate the products

€ji
(7.1) [] ¢<z
f]'<B
¢; primes
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and to hope that the element

yi = H f;ﬁ (mod p),
fj<B
¢; primes

is B-smooth. Let us suppose that this is the case and denote with

vi= H 5?",
f]'<B
¢; primes

the prime factorization of y;, being a;; the exponent of the element ¢; in the
factorization of y;. Note that the above products could not contain all the
primes of the factor base B; we denote with S’ C B the set containing the
primes ¢; in the factorization of y; and with S C B the set containing the
primes ; in the product of equation (7.1). We can write

[7=T1¢ ot

(€S, Sy
= ) ailog,(t)= ) eilog,(¢) (modp-1)
K/ES; f/ESZ{,

= Z (eji —aj)log,(£) =0 (mod p—1)
(jeS|US!

= Y ajlog,(¢)=0 (modp-1),
'f]'GSi

where aj; = ¢ji —aj;and S; = 8T U S”. Let us suppose that we have found
M of these relations and denote with N = #8 = n(B) the cardinality of the
factor base B; we have obtained a linear system of the kind:

X117 ... . 1N logg(fl) 0
: log, (£2) 0

g, =|. (mod p —1).
ami .- . AOMN 10gg(5N) 0

When the rank of the matrix above is maximum, there is a unique solution
up to multiplication by a constant A € Z,,_1, denoted

log, (1)
A logg.(&)

7

log, ({n)
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and it is straightforward to determine A and normalizeﬂ
In the last part of the algorithm we evaluate the elements

zksxgk (mod p) k=1,2,3,--,

being x the element whose discrete logarithm we are looking for; when we
met a B-smooth element we can conclude

z=xgk = H ffk (mod p)

€j<B
{; primes
= log,m+k= Y. &logy(t) (modp-1),
{j<B
¢; primes

and we can compute the desired value log (x) € Z,1 since the values
log g(f j) are now known.

We close this section presenting an estimate of the computational com-
plexity of the algorithm. Note that the running-time depends on the time
needed to find elements y; that are B-smooth, and that the quantities y; are
~ p; hence we can use theorem [6.1|to conclude that the probability that an
element y; ~ pis B = p%-smooth is approximately u™". Note that we must
factor the values y; to check whether they are B-smooth or not; if we refer

to the Pollard’s p factorization algorithm, the time needed to find the prime
factors ¢; < B is O( VB) = O(pi). As a consequence the time needed to find

a single row of the matrixis O(u“p% ), and since we need roughly M ~ N ~ B
independent rows the total work to build-up the matrix is

Wi(u) = u'paips = u''p.

Hence we can minimize (as depicted in figure [/.1) this value with respect
to u and determine the optimal value of B.

log(W1(u)) = ulog(u) + % log(p)

d 3 !
= 7, losWi(w) = log(u) + 1~ 775 log(p) = 0

3
= log(ue) — o log(p) = 0.

31t suffices to look for an element log g(&) € Z;fl and choose ¢; as primitive root. In fact
it is easy to see that

e =log g(x) € Z;_l & xisa primitive root.
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Wi (u) y,

Ficure 7.1. Work load W1 (u) as a function of u.

Manipulating;:
e’u? , u?3
—log(ue)” = ———7log(p)

= (ue)? log(ue)2 = 3¢? log(p),

and using lemma 6.2 we can conclude

) 3e? log(p)
e = g log(p)
2 3log(p) _ 3log(p)

e log(3¢?) + loglog(p) - log log(p)

31
:} u* ~ M .
log log(p)

Thus the optimal value of B is
B = pif = e = ¢ Vilog®loglog(y)

and the minimum work is

. eyt 3 . " 3
Wl — (Ll )u pas = ot log(u )elog(p)zu* —
[ 3log(p) 1 3log(p) 3log(p) [loglog(p)
= ¢ \ loglog(p) 2 log( loglog(p)) e 2 3log(p) —
31
1\ s (10g(3)+log log(p)~log loglog(»)) 2 y/Tlog(p) loglog(p) —
e
~ % 3log(p) loglog(p) %\/310g(p) log log(p) —
~ e e

_— y/3log(p) log log(p)/

=e€
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which is sub-exponential. This value dominates the complexity W, = O(B%)
needed to solve the linear systemﬁ
Unlike the other algorithms presented in this notes, there is not an ellip-

tic curve version of the index calculus algorithm because of some technical
difficulties[46].

4Note that we need only M = N = ni(B) < B relations and indeed:

3
(T((B))S — (log%) < e\Blog(p)loglog(p).
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In this chapter we describe the basic theory of pairings, with particular
attention to the Weil pairing and the Tate pairing. The material covered here
follows the description of Maas[33]], with some minimum changes and some
additional concepts. Some examples are taken from Washington[51]].

8.1. Functions on an Elliptic Curve

Let x be a field and consider the curve E : Y? = X3 + AX + B defined
over x. We define the coordinate ring x[E] of affine curve E N A2 over x as
the integral domain:

x[E] = #[X, Y]/(Y? - X3 - AX - B).

A similar definition holds if we replace x with 2. We can write an element
I(X,Y) € »[E] in canonical form

IXY)=0v(X)+ Yw(X) withov,we x[X],
since the exponent of Y is two in the equation defining E.

ExampLE 8.1. Consider the curve E : Y? = X3+ X +2 and the polynomial
I(X,Y) = Y® + X -8 € x[X, Y]. Written in canonical form we have:

IX,Y)=Y - (X>+X+2*+X-8 inx[E],
hence (X, Y) = v(X) + Yw(X), with v(X) = (X®>+X+2)*and w(X) = X-8. O

DerintTION 8.1 (Rational Function). We define a function field x(E) to be
the set:

X, Y
%(E) = {f(X, Y) = igx Y; L ghe %[E]}.

153
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A similar definition holds if we replace % with %x. An element of x%(E) is
called a rational function. O

It can be shown that a rational function f(X,Y) € x#(E) can always be
transformed so as to obtain an expression that is not % and hence gives a
uniquely determined value in 2 U {co}.

ExampLE 8.2. Consider the curve E: Y2 = X° + X + 2 over x = R and
the point P = (1,2) € E(IR). We show that the rational function:

X-1
f(X,Y): Y _2

isnot J at P. In fact we can manipulate the equation defining E to obtain:
(Y=-2)(Y+2)=(X -1 +3(X -1 +4(X-1),

as it is easy to check. Hence

fXY) =

€ R(E),

Y+2
(X-1)2+3(X-1)+4’
that is not 8 atP =(1,2). O

Let O = oo be the point at infinity of E(x); a non-zero rational function
f € % '(E) is said to be defined at a point P € E(x) \ {0}, if f = %, for
g, h € »[E], with h(P) # 0. If this is the case f(P) = % is well-defined. The
function f is said to have a zero (pole) at P if f(P) = 0 (f(P) = oo, i.e. if f is
not defined at P).

Now we determine the value of f at the point P = O; it seems natural
to compare the degrees of the denominator and the enumerator of f. If we
want that the relation Y? = X® + AX + B holds, we assign weights 2 and 3
(respectively) to X and Y, so that if [(X, Y) € %[E] we have:

deg(l) = max {2 - deg(v),3 + 2 - deg(w)} .

Hence, for a rational function f = £ € %(E), we say that: f(O) = o if

deg(g) > deg(h), f(O) = 0if deg(g) < deg(h) and f(O) = { if deg(g) = deg(h),
being a and b the leading coefficients of g and & (respectively) written in
canonical form.

ExampLe 8.3. We take E : Y? = X3 +3X and # = Z;;. The rational

function:
Y+X+1

fXY) = — 45— €Zu(B),
has g(X,Y) = Y+X+1and i(X, Y) = h(X) = X+8, withdeg(g) = 3 > deg(h) =
2. Thus f(O) = oo and f has a pole at O. O

Now we deal with multiplicity of zeroes and poles. For every point
P € E(x), there exists a rational function up € %(E) with up(P) = 0, such that
every non-zero rational function f € % *(E) can be written as:

FXY) = ubh(X, V)s(X, Y),
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where s € #(E) with s(P) # 0,00 and d € Z. The function up is called a
uniformizing parameter for P. The value of d does not depend on the choice
of u. The following theorem shows us a way to evaluate a uniformizing
parameter:

TueoreM 8.1 (Menezes[34]). Let P € E(x) beapointof E. Ifu : aX+bY+c =
0 is any line through P that is not tangent to E at P, then u is a uniformizing
parameter for P. |

It is easy to check[34] that if P = (a,p) ¢ E[2], then u(X,Y) = X —«a is
a uniformizing parameter for P; if P = («,0) € E[2] then u(X,Y) = Yis a
uniformizing parameter for P. Finally if P = O, then one can show that
u(X,Y) = ¥ is a uniformizing parameter for P.

Now let u(X, Y) be a uniformizing parameter for the non-zero rational
function f € % *(E).

DerintTION 8.2 (Order of a Rational Function). We define the order of
the rational function f at the point P to be:

ordp(f) =d,
being f(X,Y) = u4(X, Y)s(X, Y). O

Clearly if P is a zero of f, then ordp(f) > 0 and the zero is said to have
multiplicity ordp(f); on the other hand, if P is a pole of f, then ordp(f) <0
and the pole is said to have multiplicity —ordp(f). Remark that if P is neither
a zero nor a pole, then ordp(f) = 0.

ExamrLE 8.4. Consider again the curve E : Y2 = X3 + X + 2 over R and
the point P = (1,2) € E(IR). The rational function:

fXY)=4X-Y -2,

has a zero at P. Since P ¢ E[2], the line 11 )(X, Y) = X — 1 is a uniformizing
parameter for P; in fact:

Y -2
f(X,Y):4(X—1)—(Y—2):(X_l)(4_ﬁ):
_ (X-12+3X-1)+4

_(x—1)(4— o )

so that (X, Y) = 4 — ED3ED (uivh 5(P) # 0,00) and d = ordp(f) = 1.
We say that f has a zero of multiplicity one at P = (1, 2).

Consider now the line tangent to E at P, namely:

FXY)=X-Y+1.
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We evaluate the multiplicity of the zero P = (1,2). Manipulating:

Y -2
f(X,Y)=(X—1)—(Y—2)=(X—1)(1—ﬁ):
- (X-12+3(X-1)+4) _
_(X—l)(l— s )_
_X-1

-Y+2«Y—zy4X—1f—aX-1»:

X 12 (X -1 +3(X—1)+4
Y +2 Y +2

The expression in parentheses is finite and does not vanish at P, so ordp(f) =
2,i.e. Pis a zero with multiplicity two. In general, the equation of a tangent
line will yield a function that vanishes to order at least 2 (equal to 2 unless
[3]P = O in the group law of E, in which case the order is 3). O

ExamrLe 8.5. Recall from example [8.3] that the rational function f =
Y;(fg L ¢ Z11(E) on the curve E: Y2 = X°> +3X has a pole at the point at
infinity O. Hence a uniformazing parameter for P = O is up(X,Y) = )—é

Thus we can write:

-4x-n-3)

d
FOLY) = s ) = () Y +X+1)

Y X4(X + 8)
Then for d = —1 we see that s(X,Y) = Xg;fg)l) is equal to one at 0. Hence
ordp(f) = —1 and we say that f has a pole of multiplicity one at O. O

8.2. Divisors Theory

Let E be an elliptic curve defined over a field x. For each point P € E(x),
define a formal symbol (P). A divisor D on E is a formal sum, i.e. a finite
linear combination of such symbols with integer coefficients:

®8.1) D= Y np(P),
PeE(x)

where np € Z. The group of divisors of E, namely Div(E), is the free abelian
group generated by the points of E(x), where addition is given by:

Dy+Dy= Y np(P)+ Y mp(P)= Y (np+mp)(P).
PeE(x) PeE() PeE(3)
We define the support and the degree of a divisor D, to be (respectively):
S =supp(D) = {P € E(») : np # 0}
deg(D) = Z np.
PeE(x)

It is easy to check that the set of divisors of degree zero, namely DivO(E), is
indeed a sub-group of Div(E).
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We can now define the divisor of a function f to be:
dio(f)y="Y" ordp(f)(P).
PEE(x)
This is a finite sum, hence a divisor, by the following[22, 26].
THEOREM 8.2. Let E be an elliptic curve over » and let f be a rational function
that is not identically zero. Then:

(1) f has only finitely many zeroes and poles.
(2) deg(div(f)) = 0.
(3) If f has no zeroes or poles (i.e. if div(f) = 0), then f is a constant.

O

ExampLE 8.6. The second statement of theorem[8.2is telling us that every
non-zero rational function f : E(x) — x has the same number of zeroes
and poles (counted with multiplicity). Let E : Y? = X® + X + 1 and define f
as:

f:En) = x
(xp, yp) = xp € 1
We can easily compute the zeroes of f since f(P) = 0ifand only if P = (0, yp),
with P € E(x). Hence P; = (0,1) and P, = (0,—1) are the zeroes of f.
Therefore theorem 8.2)implies that O is a pole with multiplicity 2, so that:
div(f) = (P1) + (P2) — 2(0).
O

A divisor D € Div(E) is called principal if D = div(f) for some rational
function f. Furthermore, two divisors Dy and D, are said to be (linearly)
equivalent, denoted Dy ~ D», if Dy — D; is principal, i.e. if D1 = Dy + div(f)

for some rational function f. The following result[45] is central in divisor
theory:

Tueorem 8.3. A divisor D = },pcg np(P) is principal if and only if
Z np=0 and Z[np]P =0,
PeE PeE

where the second summation takes place on the curve E. |
Another important result[32] is the following theorem:

Tueorem 8.4. Let D € Div(E) be a divisor; then there exists a unique point
P € E such that

D ~ (P) + (deg(D) - 1)(O).
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As a consequence, if D € Div’(E), then D is equivalent to (P) — (O) for a
uniquely determined point P € E.
The set of all principal divisors is denoted by Prin(E); the quotient group:

Pic(E) = Div(E)/Prin(E),
whose elements are the divisors that are not principal, is called the Picard
group or divisor class group. Since div(fi f2) = div(f1) + div(f) for all f1, f» €

%(E), Prin(E) is a sub-group of Div’(E); hence we define the degree zero part
of the Picard group to be:

Pic®(E) = Div°(E)/Prin(E).
Now we explain how to evaluate a rational function f € %(E) in a divisor
D = ) peg np(P) such that supp(div(f)) N supp(D) = 0. The evaluation of f in
D is given by:
foy="[[ s
Pesupp(D)

Note that this evaluation is well-defined, since D and div(f) have disjoint
support. We have a lemma:

LemMa 8.5. Let D € Div E be a degree zero divisor and f, € ®(E) a rational
function such that supp(dio(f1)) N supp(D) = 0. Let ¢ € %, then the rational
function f, = cfy satisfies

fa(D) = f1(D).

Proor. Let S = supp(D) be the support of D. Since f; and f, differ only
for a constant, supp(div(f1)) = supp(div(f»)) and the support of div(f;) and S
are disjoint. Further we can write D = ) pcg n1p(P) = Y. pcs 1p(P) and hence:

A =[] @) = [Jea@y =m0 =

PeS PeS PeS
-[1s7® = £o),
PeS
since D has degree zero, i.e. deg(D) = Y pcsnp = 0. O

The following result[12, 27, 28] from Weil is an important tool in the
study of bilinear maps on elliptic curves:

THeEOREM 8.6 (Weil's reciprocity law). Let f, g € #(E). Then
fdiv(g)) = g(div(f)).

O

By theoremwe know that, for any degree zero divisor D € Div®(E),
there is a unique point P € E such that D ~ (P) — (O); in other words we can
write D in canonical form:

(8.2) D = (P) - (O) + div(f),
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where f € %(E) is uniquely determined up to a constant multiple. Now
we show a procedure to compute the element f and P of equation for
a given zero degree divisor D. For this purpose, we first find an explicit
formula for adding two divisors in canonical form, such that the result is
still a divisor in canonical form.

Let Dy, D, € Div"(E) be written in canonical form:

Dy = (P1) = (O) + div(f1)
D, = (P2) — (0) + div(fa),
and let P3 = P; + P, be the addition (evaluated over the curve E) of the
points P1 and P,. We indicate the line through P; and P, withr: Y = aX+p
and the vertical line through P3 with 7' : X = y; note that if P; = P, r is the
line tangent to Py, furthermore if P3 = O, we take " = 1. Thus we can write:
dio(r) = (P1) + (P2) + (-P3) — 3(0)
div(r') = (P3) + (=P3) — 2(0),
and the sum D; + D is given by:
D1 + D, = (Pl) + (Pz) - 2(0) + div(flfz) =
(8.3) = div(r) — div(r’) + (P3) — (O) + div(f1 f2) =
= (P3) = (0) + div(fif2f3),
where f3 = ;. Note that f3, regarded as an element of %(X, Y), is defined in
all points except for P3 and —P3 (where 7’ is zero).
Consider now the principal divisor D = Y7, 4;(P;) € Prin(E); by theorem
the divisor D has degree zero and we can write:
n n
D =Y aiP) =) ai((P) - (O)).
i=1 i=1
Now let dgi), d(zi), ‘e dg) be an addition chai fora;. Thenforeachi=1,---,n
we use the method described above to write the elements d;i)((Pi) - (0))
(j=1,2,---,t)incanonical form. Finally, if (P)—(O)+div(f;) is the canonical
form of the summand 4;((P;) — (0)), we add the terms (P!) - (O) + div(f;) for
i=1,2,---,n.

ExamrLE 8.7. Consider the elliptic curve of the previous example, namely
E: Y? = X3 +3X over # = Zy;. Table shows the points of E(Z;1) with
the associated order.

The divisor D = 6(P;) — 6(0) is clearly principal, because the order of
P is 6. An addition chain for 6 is given by 1,2,4,6. Now we evaluate the
rational function f such that div(f) = D.

IRecall that if a € IN, an addition chain for a is a sequence dy = 1,d,,--- ,d; = a, such that
each d; (2 < j < t) can be written as d; = dj + d, for some k, £ < j.
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Point Order Point Order

Pyp=0 1 Pg=(3,5) 3
P1=(0,0) 2 Py =(3,6) 3
P,=(1,2) 6 Pg =(6,5) 4
P3=(1,9) 6 Py = (6,6) 4
Py=(2,5) 12 P1o=(7,1) 12
P5=(2,6) 12 P11 = (7,10) 12

TaBLE 8.1. Z;;-rational points on E : Y? = X3 + 3X.

We start noting that, since div(1) = 0, we can write:
(P2) = (O) = (P2) = (O) + div(1).
Now we compute:

2(P2) = 2(0) = ((P2) = (0)) + ((P2) - (0)) =
= ((P2) = (O) +div(1)) + ((P2) — (O) + div(1)).

It is easy to check that P, + P, = Py; furtherr: Y +4X +5 =0 (mod 11) is
the line tangent to P, and 7’ : X+8 =0 (mod 11) is the vertical line through
P7 and —P;. Hence equation (8.3) yields:

2Py) - 2(0) = (Py) - (O) + div (w)

X+8
In a similar fashion:

4(P2) - 4(0) = (2(P2) — 2(0)) + (2(P2) - 2(0)) =
(Y +4X +52 (Y +3X +7)
(X + 8)2 (X +8) )
6(P2) — 6(0) = (2(P2) — 2(0)) + (4(P2) - 4(0)) =
_ div((y+4x+5)3 (Y +3X+7) (X+8))
(X +8)3 (X +8) 1 )

= (Pg) - (O) + div(

Thus the rational function f such that div(f) = D is:

(Y +4X +53(Y +3X +7)
(X +8)3

f(XI Y) =

Considered as an element of %[X, Y], f is undefined at the points P and
P7; however, regarded as a rational function (i. e. as an element of %(E)), we
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can write:
(Y +4X +53(Y +3X+7) (Y-4X-5)
f& Y = (X + 8)3 (Y —4x-5)p
_(Y?2+6X2+4X+8)° (Y+3X+7)
N (X + 8)3 (Y-4X-5)3
XP+6X2+7X+8)% (Y+3X+7)
B (X + 8) (Y —4X-5)
_(X+8’(X+10° (Y+3X+7)
T (X+8)P%  (Y-4X-5)
(X +10)5(Y +3X +7)
B (Y —4X -5)3
(Y +4X+53(Y +3X+7) (Y-3X-7)
f& )= (X + 8)3 Y-3X-7)
_(Y+4X+5)7° (X3+2X2+5X+6)
T O(X+83 (Y-3X-7p3

_(Y+4X+5° (X+8)°
T (X+8?2 (Y-3X-7)3
(Y +4X+5)°
T (Y-3X-7)’

which are both defined (respectively) at Ps and P7, as we expected tobe. O

8.3. Proof of Associativity
Denote with
E(x) = {(x,y) eEuUxXu:y :x3+Ax+B}U{O},

the set of points of an elliptic curve defined over a field x. In section|1.2lwe
stated that E(x) is an algebraic group, (E(%), ®) with the sum operatio H of
definition

The commutativity is obvious, either having a look at the formulas or
observing that the line through P and Q is the same through Q and P. The
existence of an identity element (i. e. the point O) is assured by definition;
also the inverse of a point P, namely —P, exists: it suffices to take the
reflection of P across the x-axis. Finally we need to prove associativity,
and this is the hardest task. One could check the validity of associativity
simply proceeding case by case[51] and using definition even if it is
quite tedious. Here we prefer to use a little bit of algebraic geometry[22]. Let

2To underline the difference of the sum of definition only from here to the end of
this section, we denote the operation of equation[I.3|with &; the formal sum of equation[8.1]
is indicated with +.
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x be a perfect field, with char(x) # 2,3. We recall that a field x is said to be
perfect if:

o char(x)=0(e.g. R, C, Q), or
o char(x) = p, with p a prime, and every element has a p-th root in
the field.

The second condition is equivalent to state that the Frobenius map:
o
x> o(x) ="

is surjective. We observe explicitly that if % has char(x) = p the Frobenius
map is an homomorphism since the Newton’s binomial is:

(x + y)P =x’ + (Ti)xp—ly R (p ﬁ 1)xyp—1 + yP =x’ + yp’

thanks to the property px = 0 Vx € %. The key idea is to show that there
exists a bijection between (E(), ®) and a structure that has an evident group
structure, like (Div(E), +). Let us start with a definition:

DerintTION 8.3 (-Divisors). A x-divisor is a divisor in which the formal
sum is taken on points up to conjugate points:

Div,(E) = {D € Div(E): D = Z Tlp(P)}

PeE(x)

without
conjugation

O
It is easy to see that Divy(E) is a sub-group of Div(E). Recall that the
conjugation is a map:
U H
XX
such that it leaves x fixed and x € ¥ & x = x".

ExampLE 8.8. Take # = R so that % = C; here we already know the
definition of conjugate:

C—>C
X x
which leaves R fixed and it is such that x € R © x = x*. m]

Hence if P, P’ and P” are conjugate points of E(x) in the formal sum of
definition [8.3|it will appear only one of them. Another subgroup of Div(E)
is the set of x-divisors of degree zero:
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DerinITION 8.4 (%-divisors of degree zero). We define the group of x-
divisors of degree zero as:
Div) (E) = {D € Divy(E) : deg(D) = 0}
where deg(D) = Y.pegr) e € Z is the degree of D. O

In a similar fashion to the previous section, we denote with
Priny(E) = {D € Divy(E) : 3 f such that D = div(f)},
the group of principal divisors in Div,(E) (it is a subgroup of the group
Div(E)), and with
Pic, (E) = Div(E)/Priny(E),

the Picard group whose elements are the divisors that are not principal
u-divisors.

Let D € Div(E). We associate to D the set of functionsﬂ

H°(D) = {Rational functions f : div(f) > -D}.

ExampirE 8.9. Consider a curve C over . If D = (P) +2(Q) (with P,Q €
C(n)), then H%(D) consists of those algebraic functions having no poles
outside P and Q and having at worst a single pole at P and a double pole
at Q. Each HY(D) is a vector space over x, and in fact a finite-dimensional
vector space, with dimension ¢(D). O

Now we have all the elements to state one of the most fundamental
results in algebraic geometry of curves, i. e. the Riemann-Roch theorem:

TueoreMm 8.7 (Riemann-Roch[22, 45])). Let D € Div(E) be a divisor and E
be an algebraic smooth curve. There is an integer ¢ > 0 such that
{(D) = #H°(D) > deg(D) + 1 — g.
The smallest g with this property is called the genus of the curve. m]
One can show that every elliptic curve has genus ¢ = 1, hence if E is
elliptic £(D) = deg(D).
Now we are ready to prove associativity:

TueorewM 8.8 (Proof of associativity). Let ¢ be the map defined by:
¢ : E(x) «— Div%(E)/Prin,(E)

P+— (P)-(0)

where (P) — (O) denotes the equivalence class associated with the divisor (P) — (O)
in Div),(E)/Prin,(E). Then:

(1) ¢ is a bijection,

(2) ¢ respects the group law, i.e. (P ® Q) = P(P) + ¢(Q).

3n general we say that D > 0 if and only if np > 0, VP € E(%). Hence D > D’ if and only
ifD-D">0.
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Proor. (1). We need to prove that ¢ is injective and surjective; we start
with injectivity. Let us suppose that ¢ is not injective, i. e. that there exist P
and Q such that (P) — (O) = (Q) — (O). Hence, by definition of quotient set,
the difference ((P) — (0)) — ((Q) — (0)) is principal, i. e.:

((P)- ) -((Q)-() = (P) —(Q) =div(f) € Pri”%(E)
Therefore we can state that div(f) > —(Q) if and only if (P) = div(f)+(Q) > 0.
Let f € H%((Q)), using the Riemann-Roch theorem 8.7/ we have #H°((Q)) =

deg((Q)) = 1. Ingeneral x C H((Q)), but #H°((Q)) = 1 and then x = H°((Q)).
Hence f € H((Q)) is constant and we have:

div(f)=0=F)-(Q = (P)=(Q),
and ¢ is injective.

To prove surjectivity, let D € Div%(E)/Prin,(E) the equivalence class
associated with the principal divisor D in the quotient set; as D is principal
it has degree zero and hence —D + (O) has degree 1. By the Riemann-Roch
theorem then:

#H°(-D + (0)) = deg(-D + (0)) =
Therefore 3 f # 0, such that f € H(-D + (0)), i.e.:
div(f)>—-(-D+(0))=D-(0) = div(f)—D+(0)=>0.
Furthermore:
deg(div(f) — D + (0)) = deg(div(f)) — deg(D) + deg((O)) =
=0-0+1=1,

so that div(f) — D + (O) is indeed of the form div(f) — D + (O) = (P), i.e.
div(f) — D = (P) — (O) and the map ¢ is surjective.

(2). It suffices to show that (P& Q) — (0)) = ((P) — (0)) + (Q) — (0)) in
DivY) (E)/Priny(E), i.e. that

(PeQ)-0)-((P)-(O)+(Q)-(0)=PaQ) - (P)-(Q+(0)
is a principal divisor. For this to hold there must be a function / such that
(P& Q)—(P)—(Q) + (O) = div(h). Write the projective equation of the lines
Li: aX+BY+yZ=0forP,Qand Sand l, : X—06Z =0 for R and S (see
figure[1.2). Let f,¢ : E(x) — R the functions aX + Y + yZ and X — 6Z

(respectively), it is quite obvious that the points P, Q and S are the zeroes
of flrand R = P® Q and S are the zeroes of g|g, so that by lemma 8.2}

div(fle) = (P) +(Q) + (5) - 3(0)
div(gle) = (P& Q) +(5) — 2(0).

Hence if we let h = j%llE we have proven the theorem, since:

div(h) = (P@ Q) +(5) = 2(0) - (P) - (Q) = (5) +3(0) =
=PeQ)-(P)-(Q+(0),

as desired. O
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8.4. Weil Pairing

This section is dedicated to the Weil pairing. There are two distinct
definition which can be shown to be equivalent; as we will see the second
one is more suitable for (efficient) implementation.

We need some further technical ingredients.

DerintTION 8.5 (Ramification Index). Let H : E — E be a non-constant
rational mapping, P € E and u(X, Y) be a uniformizing parameter for H(P).
Then the ramification index of H at P is defined by:

rg(P) = ordp(u o H).
O

By definition of order for a point, we see that r(P) does not depend on
the choice of u. It is also clear that, since u is a uniformizing parameter for
H(P), uo H has a zero at P, so that rg(P) > 1. Further one can show|[11] that,
if H is an endomorphism, than ry(P) is constant for all P, i.e. ry(P) = rg. In
particular, when H = [n], we have rg = 1. We need another definition:

DeriniTION 8.6. Let H : E — E be a non-constant rational mapping.
The homomorphism H* : Div(E) — Div(E) is given by:

H(@Q)= ) (- (P
HP)=Q

O

One can show[I1]] that div(t o H) = H*(div(t)), where t is a non-zero
rational function.

Now we are ready to define the Weil pairing. Recall that, by theorem
a divisor D = ) peg np(P) is principal, if and only if deg(D) = 0 and
Y.peelnp]P = O. Let n > 2 be a fixed integer coprime to char(») and suppose
that T is a point of the n-torsion of E, i.e. T € E[n]. Since T has order n,
it easily follows that the divisor n(T) — n(O) is principal, hence there exists
f € %(E) such that

n(T) — n(0) = div(f).
Consider the divisor [n]*(T) — [1]*(O), by definition|8.5|we can write:
() =11 ©O) = Y, rpa®)-(P) = Y r(P) - (P),
[n]P=T [n]P=0

Let T” € E be such that [n]T” = T; note that such a point always exists, since
 is an algebraically closed field. Since r,; = 1 we can thus write:

[11'(T) = [n]'(©O) = ) (T"+R) - (R)),

ReE[n]
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which clearly has degree zero. Moreover [#?]T’ = O and, by theorem
#E[n] = n?; thus
Z (' +R-R) = [#*]T’ = O.
ReE[n]
Hence we can conclude that the divisor [n]*(T) — [1]*(O) is principal and
then there exists a rational function g € %(E) such that:

[n]'(T) — [n](O) = div(g).

DeriNiTION 8.7 (Weil Pairing). Let U, = {x € % : x" = 1} be the group of
n-th roots of unity in . With the notation as introduced above, the Weil
ey-pairing is a map:

e, : E[n] X E[n] — U,

such that (& +5)
8"+
e (S5, T) = =—,
il 8(S)
where S’ € E is any point such that g(S" + S), g(S") # 0, 0. O

The following theorem shows that the Weil pairing is well-defined:

TueoreM 8.9. The Weil pairing ey, is well-defined, i. e. it maps to an n-th root
of unity and does not depend on the choice of function g and point S’.

Proor. Let S, T € E[n]. Recall that [n]" is build-up in such a way that:
div(f o [n]) = [n]"(div(f)) = [n]'(n(T) - n(0)) =
= n - div(g) = div(g"),
i.e. f o[n] and ¢" are equal, up to a multiplicative constant ¢ € % . Hence

(8.4) g" =c(f o[n]).

Now, for each S’ € E we have:

§(S"+8) = cf([n]S" +[n]S) = cf([n]S") = &"(S"),
thus
NS +S)
8"(5")

and e,(S,T) is indeed an n-th root of unity. Moreover e,(S, T) does not
depend on the choice of g, as g is unique up to a constant multiple.

It remains to show that the pairing does not depend on the choice of S’.
Let Ep be the map:

(n(S,T))" = =1

Ep : E—E
QP Q+P,
the Weil pairing is:
(g0 Es)(S)

"D =56
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One can show[11] that, for S, T € E[n], we have div(g o Es) = div(g). Hence
(S, T)is a constant and thus it does not depend on the choice of S’ (provided
that g(S” + S), g(5’) # 0, o). O

The following theorem shows some very useful properties of the Weil
pairing;:

Tueorem 8.10 (Properties of the Weil Pairing). Let S1,5,,5,T1,T2, T €
E[n]. The Weil pairing satisfies:
(1) en(S1+ S2,T) = eu(S1, T)en(S2, T) (linearity in the first factor).
(2) en(S, T1 + T2) = en(S, T1)en(S, T2) (linearity in the second factor).
(3) en(S,S) =1 (identity).
(4) e,(S,T) = (en(T, S))~! (alternation).
(5) Ifex(S,T) =1 forall S € E[n], then T = O (non-degeneracy).

Proor. (1). We use the fact that the value of e, (S, T) does not depend on
the choice of §’; thus we use S’ and S’ + Sy:
g(S"+51)g(S" + 51+ S2)
8(S) g(S" + 51)
_ g(S' + 51 + Sz)
8(S)
(2). Let T3 = Ty + T and let f;, gi be the functions used above to define

en(S, T;) (withi = 1,2, 3). Since the divisor (T3) — (T1) — (T2) + (O) is principal,
by theorem there exists h € %(E) such that:

en(S1, T)en(S2, T) =

= en(Sl + 52, T)

div(h) = (T3) = (T1) = (T2) + (O).

Hence

div(ﬁ) = divo(fs) - dio(f) — dio(fy) = n - div(h) = dio(h"),
fife

and f3 = cfy foh" for some ¢ € % . This implies, using equation (8.4) that:

g3 = c(F" o [n]) = V™ (g1)(g2)(h o [n])
which yields

(S +S)
en(S,T1 +T3) = W =
_ 51(S +5) (S +S) h([nl(S +5)) _

g1(8)  &(S)  K([n]S)
=én (S/ T )en(S, TZ)/

since [1]S = O, i.e. h([n](S’ + S)) = h([n]S).
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(3). Consider the function f o Ef;j7, which maps P + f(P + [i]T). Note

that:
n—1 n-1
div [H fo EWJ Y div(f o Bpyr) =

i=0 i=0
n—

([1 —iT) = ([=]T) =

since the divisor of fo&;ris n(T—[i]T)—n([—i]T). It follows that H?:_Ol foEur
is a constant and if we choose some T’ € E such that [#]T’ = T, then

[T goEpr is also a constant, because its n-th power is the above product
of f’s:

n-1 n n-1
[H o0& Z]T’] Hf ° E [T =

Hence
H g(S + T +[iIT) = H (S’ + [T

and cancelling like terms yields g(5’) = (S’ + [n]T") = g(S" + T). Finally:
g +7)
8(5")
(4). Combining previous properties yields:
1=e,(S+T,S+T)=euS,S)en(S, Teu(T,S)e,(T, T) =
=e,(S,Tey(T,S)
= en(S,T) = (en(T,S) .
(5). If e,(S,T) = 1 for all S € E[n] it must be g(S" + S) = g(S’) for all

S € E[n]. One can show[45] that this implies ¢ = h o [n] for some function
h € #«(E). Hence

en(T,T) = =1

(ho[n])"=g" = foln],
so that f = ch" for some ¢ € % . Thus
n - div(h) = div(f) = n(T) — n(O)
= div(h) = (T) - (0),
which yields T = O. O

CoroLLARy 8.11. Let n be a prime and S and T be two linearly independent
n-torsion points. Then e,(S,T) # 1.
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Proor. By the non-degeneracy of the Weil pairing, there exists T” € E[n],
independent from S, such that e, (S, T") # 1. Since n is prime, e,(S,T’) is a
primitive n-th root of unity in . Moreover E[n] is generated by S and T’,
since they are independent, i.e. T = [a]S +[b]T’, with 0 < a,b < n—1. Hence

en(S, T) = ea(S, [a]S + [BIT") = (en(S, 9))"(ea(S, T)" =
= (en(S,T) #1,
since e,(S, T) is a primitive n-th root of unity whereas b <n — 1. m]

We close this section presenting an alternative definition of the Weil
pairing which is more suitable to a practical implementation. Let n be
an integer and let S,T € E[n]. Let Ds and Dt be two divisors such that
Ds ~ (S) — (0), Dr ~ (T) — (0), and supp(Ds) N supp(Dr) = 0. Since S, T are
n-torsion points, it is easy to see that nDs and nDr are principal divisors.
Hence there exist fs, fr € #(E) such that:

div(fs) = nDs
dil)(fT) = nDT.

DeriNITION 8.8 (Alternative Weil Pairing). With the notation as intro-

duced above, the alternative Weil pairing is given by:
e, . E[n] X E[n] — U,,

such that

D
s =200
fr(Ds)

O

. . fr(Ds) . .
Some authors define the pairing as JAGnE thus obtaining the inverse

of our definition. The following theorems show that the alternative Weil
pairing is well-defined and bilinear.

Tueorem 8.12. The alternative Weil pairing is well-defined, i.e. it maps to
an n-th root of unity and does not depend on the choice of divisors Ds and Dt and
functions fs and fr.

Proor. First of all observe that by Weil’s reciprocity law we can write:

(fS(DT))n _ (fs(D))" _ fs(nDr) _ fs(div(fr))
fr(Ds)] ~ (fr(Ds))" ~ fr(nDs) — fr(nDs)
_ fr@io(fs)) _ fr(nDs) _
fr(nDs) — fr(nDs)
so that e;,(S, T) is an n-th root of unity.

Let now D7 # Dr be a divisor such that supp(Ds) N supp(D}) = @ and
D’ ~ (T) = (0); since nD. is a principal divisor, we can write nD’. = div(f;)
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for some rational function f% Since D’T ~ D7, we have D’T = Dr +div(h) and
thus f; = frh" for some h € %(E). Hence

_ fs(D)) _ fs(Dr)fs(div() _ fs(Dr)fs(div)) _

f1(Ds)  fr(Ds)h*(Ds) fr(Ds)h(nDs)
_ f5(Dr) foldio(h) _ fs(Dr) hdiv(fs)) _ fs(Dr)

fr(Ds) k(div(fs))  fr(Ds) h(div(fs))  fr(Ds)’
where we used Weil’s reciprocity law in the last passage. This shows that
the pairing does not depend on the choice of Dr; in a similar fashion one
can show that e;,(S, T) does not depend on the choice of Ds too.

Lastly we observe that functions fs and fr are unique up to a multi-
plicative constant. Since both are being evaluated in a degree zero divisor,
lemma [8.5] implies that the result does not depend on the choice of these
constants. O

¢/(S,T)

Tueorem 8.13. The alternative Weil pairing is bilinear.

Proor. We prove linearity in the first factor, linearity in the second factor
goes analogously. Let

fs(Dr)
fr(Ds)’
where Ds ~ (51 + 52) - (0), DT ~ (T) - (0), dlv(fs) = HDS and dlZ)(fT) = nDT.
We introduce divisors Dg, and Dg, such that
Ds, ~($)=(0)  Ds, ~(52)-(0),
and functions fs, and fs, such that

dil)(fsl) = 1151 di?](f52) = 1’152.

Note that the divisor (S1 + S2) — (S1) — (S2) + (O) is principal, so (S1) + (S2) —
2(0) ~ (S1+52) — (0); hence we can take Dg = Dg, + Dg,. On the other hand,
since

e;(Sl + 52, T) =

div(fs) = nDs = nDg, + nDs, = div(fs,) + div(fs,) = div(fs, fs,),
we can write fs = fs, fs,, and thus
fs(Dr) _ (fs, - fs,)(Dr)
fr(Ds) ~ fr(Ds, + Ds,)
_ fs,(Dr) fs,(D1) _
~ f1(Ds,) fr(Ds,)

e, (S1+ 5, 7T) =

¢(S1, T)e(S2, T).

Moreover there is a precise relation between definitions[8.7/and

Tueorem 8.14. Let S, T € E[n]. Then:
1

en(S, T) = m



8.5. THE TATE-LICHTENBAUM PAIRING 171

Proor. The interested reader is addressed to [33,[51]]. O

Consequently we can conclude that also the alternative Weil pairing
satisfiesﬁ the properties of theorem The fact that e,(S, T) is not fully
equivalent to ¢;,(S, T) does not have consequences for the use of the Weil
pairing in practice. Since one can exchange the role of points S and T
in the definition of the Weil pairing, we can work as well with e,(T,S) =
m = ¢,(5,T). So without loss of generality we can choose either one
of the two definitions; in the following we will work with the Weil pairing
using definition[8.8] To ease notation we will denote the pairing by e, rather
than e),.

In this section we have defined the Weil pairing as a bilinear map to
the n-th group of unity in x; let x = Z, be a finite field with p elements.
One can show that it is not necessary to consider all the algebraic closure of
Z,, but it suffices to take a subfield IFpkw of %, which is an extension field of
Z, of degree k;, being k;, the smallest index such that E[n] C E(IFpkw). This
parameter, called the Weil embedding degree of the elliptic curve with respect to
n plays an important role in cryptographic applications[33].

8.5. The Tate-Lichtenbaum Pairing

In addition to the Weil pairing there is another bilinear map which
is called the Tate pairing[19, 20]. Consider the curve E over x, where x
is a finite field. We denote by nE(x) the set of distinct points obtained
multiplying the points of E(x) by n. This set is called a coset of E(») and it
is denoted by Cp since it always contains O. Note that we can obtain other
cosets, namely Cg, by adding a point R ¢ Cp to every element in the coset.
This way we can split the set E(x) in n distinct cosets. Denote the quotient
group of all cosets by E(x)/nE(x) and let us suppose that n is prime. If
E[n] € E(x), then every coset contains exactly one n-torsion point, else if
E[n] € E(n), then there are n points of E[n] in each coset.

Exampie 8.10. Consider the curve of the previous example, E : Y? =
X3 +3X over Zq;. The points of E(Z11) are listed in tablewith their order.
We choose n = 3 and split E(Z;1) in cosets. Note that:
[3]O = [3]P¢ = [3]P7 = O [3]Py = [3]P2 = [3]P3 = P,
[3]Ps = [3]Py = [3]P10 = Ps  [3]Ps5 = [3]Ps = [3]P11 = Po.

Hence nE(Z11) = Co = {O, P1, Ps, Po}. The cosets Cp, and Cp, are obtained,
respectively, adding the points P, and P to each point of Cp:

Cp, ={P2,Ps,P10,P5}  Cp, = {P3,P7, Py, P11}.
“The identity and alternation properties are trivial to prove in the setting of the alternative

Weil pairing. Instead, no proof of the non-degeneracy that directly uses the alternative
definition seems to be known.
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Cosets Cp, Cp, and Cp, all contain exactly one n-torsion point (since E[3] €
E(Z11)), namely O, P¢ and Py respectively. Finally we have E(Z11)/3E(Z11) =
{Co,Cp,,Cp,}. O

Let now 1 be an integer coprime to p, such that E(Z,) contains a point
of order n. In cryptographic implementations, n is usually taken to be
a large prime such that nl#E(Z,). Define the Tate embedding degree of the
curve with respect to n to be the smallest integer k; such that n|(p* — 1). Let
Pe E(IFpk,)[n], then n(P) — n(0) is a principal divisor. So there is a rational
function g € IFpkt (E) such that div(g) = n(P) — n(O). Now let Q be a point
representing a coset in E(IF i, )/nE(IF ,); we build-up a divisor D € Div(E)
such that D ~ (Q) — (O) and that supp(D) N supp(div(g)) = 0. We define the
Tate pairing as follows:

DeriniTION 8.9 (Tate Pairing). With the notation as introduced above,
the Tate pairing is a map:

(P E(IFpk,)[n] X E(IFpkt)/nE(IFpkt) — IF;kt/(IF;kt)”,

such that
(P, Q) = g(D).
O

Note that the outcome of the Tate pairing is not a unique value, but
an equivalence class in IF;,([ / (IF;kt)” ; in other words, two elements a,b € IF;kt

are equivalent (denoted by a = b) if and only if there is a constant ¢ € IF;kt

such that @ = bc". Often, most of the times for cryptographic purposes,
we require the result of the evaluation of the pairing to be unique, so that

we need to eliminate n-th powers. This is done by raising the value to the

p-1

n

. ke _ . .
ower ,since a? '~ = 1 for all 2 € IF*, ; hence, after exponentiation, we
ke

obtain a primitive n-th root of unity. This leads to an alternative definition
for the Tate pairing;:

T, E(IFPkt)[Tl] X E(IFpkt)/TlE(IFpkt) —U,,
such that

7,(P,Q) = (D) 7.

The following theorem shows that the Tate pairing is well-defined:

TueoreM 8.15. The result of the Tate pairing does not depend on the choice of
the rational function g and divisor D.

Proor. The function gis determined up to a constant multiple; however,
since D is a degree zero divisor, by lemmawe are sure that this constant
has no influence on the evaluation of the function g in D.

Let now g be a rational function such that div(g) = n(P) — n(O) and
D; ~ Dy ~ (Q) — (O) be such that the support of both D; and D, is disjoint
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from supp(div(g)). Thus there exists a rational function h such that D; =
D, + div(h), with supp(div(h)) N supp(div(g)) = 0. Hence
(P, Q) = g(D1) = g(D2 + div(h)) = g(D2)g(div(h)) =
= g(D2)h(div(g)) = g(D2)h(n(P) — n(0)) =
= 8(D2) (W(P) = (O)))" = g(D2) ~ (mod (IF, )").

The Tate pairing satisfies some properties similar to the Weil pairing:
TueoreM 8.16 (Properties of the Tate Pairing). The Tate pairing satisfies
the following properties:
(1) t,(0,Q) = 1 forall Q € E(IFpkt) and 1,(P,Q) € (IF;kt)” for all P €
E(lekt)[n] and all Q € l’lE(IFpkt) (well-defined).
(2) For each point P € E(IFpkt)[n] \ O there is some point Q € E(IFpk,) such
that ©,(P,Q) ¢ (IF;kt)” (non-degeneracy).

(3) Forall P1,P,,P € E(IFpkt)[n] and Q1,Q,Q € E(IFpkt) we have:

Tn(Pl + PZ/ Q) = T?’l(Pl/ Q)T‘rl(PZI Q)
Tu(P, Q1 + Q2) = Tu(P, Q1)Tu(P, Q2),

i. e. the Tate pairing is bilinear (bilinearity).

Proor. (1). Letg € IFpk, (E) be the constant function that maps everything
to 1; then div(g) = 0. Thus 7,(0,Q) = g(Q) =1 forall Q € E(IFpkt).

To prove the second part, let P € E(IFpkt)[n], Qe TZE(IFpkt) and g € IFpkt (E)
be such that div(g) = n(P) — n(O). Then there exists a point Q’ € E(IFPkt) such
that [71]Q" = Q. Let D ~ (Q) — (O) and D’ ~ (Q’) — (O), with support disjoint
from the support of div(g). Then

D -nD’" ~(Q) - (0) - n(Q) + n(0) = ([n]Q) - n(Q") + (n — 1)(0),

which is principal, i.e. D = nD’ +div(h) for some rational function 4. Hence

(P, Q) = §(D) = g(nD" + div(h)) = (§(D"))" - g(div(h)) =
= §"(D")h(div(g)) = (g(D)((P) = (O)))" € (F )"

(2). For a proof see [19) 28]
(3). Let P1,P,,P € E(IFpkt)[n] and Q1,0Q7,Q € E(IFpk,). We can write:

Tn(Pl +P2/Q) = S(D)z

with D ~ (Q)—(0), div(g) = n(P1+P2)—n(0) and Py, Py, P1+P3,0 ¢ supp(D).
Furthermore let g1, g2 be functions such that:

div(g1) = n(P1) —n(0)  div(g2) = n(P2) — n(0).
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The divisor D’ = (P + P;) — (P1) — (P2) + (O) is principal, i. e. div(h) = D’ for
some function h. Hence
div(Q) — div(g1) — div(g2) = n(Py + P2) — n(P1) — n(P2) + n(0) =
= n - div(h) = div(h"),
so that g = g192h". Thus
Tu(P1+ P2, Q) = (D) = §1(D)g2(D)h"(D) =
= (P, Qru(P2, Q) (mod ()",

and the pairing is linear in the first variable.
Moreover we can write:

(P, Q1 + Q2) = 8(D),
with D ~ (Q1 + Q2) — (0) and div(g) = n(P) — n(0) such that D and div(g)
have disjoint support. Choose the divisor D; and D> to be such that:
D1 ~(Q1)-(©) D2~ (Q2)-(0),
with both D; and D; have disjoint support from supp(div(g)). Hence
D =Dy =Dz~ (Q1+Q2) = (Q1) = (Q2) +(0),

which is principal, so that D = D1 + D, + div(h) for some rational function
h. Finally

75(P, Q1 + Q2) = §(D) = (D1 + D, + div(h)) = g(D1)g(D2)g(div(h)) =
8(D1)g(D2)h(div(g)) =

Tu(P, Q1)1a(P, Q)" ((P) — (0)) =

(P, QUTu(P, Q2)  (mod (IF,)"),

and the pairing is linear in the second variable. O

The second part of properties (1) in the above theorem, is telling us
that the Tate pairing is irrespective of which element of the particular
coset is chosen for the second parameter; namely any element in nE(IFpk,)
will be mapped to (IF;kt)”, and will therefore vanish in the quotient group
IF;kt /(IF;kt )"

Whereas the Weil pairing is such that e,(P, P) = 1 for each P € E[n], the
result of the Tate pairing 7,,(P, P) is not necessarily the identity in IF;kt / (IF;kt )

(i.e. an n-th power). Often, in cryptographic applications, P is an n-torsion
point (P € E(Zp)[n]) and n is coprime to p. There is a lemma:

Lemwma 8.17 (Galbraith[23]]). Let P € E(Z,)[n], with P # O and n coprime
to p. Then for t,(P, P) to be non-trivial is necessary that ky = 1.

Proor. We have 7,(P,P) = g(D), with div(g) = n(P) — n(0O) and D ~
(P) = (0). Since P € E(Zy)[n], it follows that ¢ € %(E) = Z,(E) and thus
8(D) € Z;,. Now suppose k; > 1, so thatn 4 (p—1). But n is coprime to p and



8.6. COMPUTATION OF THE PAIRINGS 175

hence each element of Z;, is an n-th power, which implies ¢(D) € (IF;kt ).

Thus to have 7,(P, P) non-trivial a necessary condition is k; = 1. O

Note that k; = 1is anecessary (and not a sufficient) condition. We derive
a corollary:

CoroLrary 8.18. Let P € E(Zp)[n], P # O and n be a prime. Let k; > 1
and Q € E(IFpkt)[n] an n-torsion point independent from P. Then t,(P,Q) is
non-trivial.

Proor. Suppose that the result is trivial, i.e. 7,(P,Q) = 1. LetR €
E(IFpkt) and take the Tate pairing 7,(P,R). As we have seen every coset in
E(IFp;;) / nE(IFp;;) contains an n-torsion point. Let R” be an n-torsion point that
is in the same coset of R, so that R = R’ + [1#]R”’ for some R” € E(IFpkt). Thus
u(P, R) = 1,(P,R’). Moreover the group of n-torsion points is generated by
P and Q which implies R” = [a]P + [b]Q, with 0 < 4,b < n — 1. Hence, by
lemma(8.1

(P, R) = Ty(P,R') = 1,(P, [a]P + [B]Q) = (zu(P, P))"(ta(P, Q)" = 1.

But the Tate pairing is non-degenerate, so that 7, (P, Q) must be non-trivial.
O

8.6. Computation of the Pairings

In this section we show an algorithm suitable for an efficient computa-
tion of the Weil and Tate pairings. In section [8.2lwe showed how to express
a principal divisor as the divisor of a rational function f. This is all we
need to evaluate the Weil and Tate pairings in theory; in practice, for larger
examples, a little care is needed to avoid massive calculation.

Let us start with the Weil pairing; the algorithm we are going to describe
is known as the Miller algorithm[36} 34] for the Weil pairing. Suppose that
we want to evaluate ¢,(S, T) for the points S,T € E[n] C E(IFpkw). Choose
points S, T € E (IFpkw) such that S/, T,5+ 5" and T + T are all different. Then
weset Ds = (S+5")—(5) and Dt = (T + T") — (T”), so that the divisor

Ds = () +(0) =(5+5) = (5) - (5 +(0),

is clearly a principal divisor. Thus Dgs ~ (S)—(O) as required in the definition
of the Weil pairing. In a similar fashion it is straightforward to see that
Dt ~ (T) — (O). Now we can use the method described in section to
compute fs, fr € IFy, (E) such that:

div(fs) = n(S+S’) —n(S") = nDg
div(fr) = (T + T") — n(T’) = nDr.
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Finally we evaluate the Weil pairing as:

fs(Dr) _ fs((T+T") - (T") _
frDs) — fr(S+5)—(5))
_ Ss(T+T)fr(S)
fr(S+S)fs(T7)

The fact that the points S + S’ and S’ are distinct from T + T’ and T’
guarantees that fs (respectively fr) is, considered as a rational function,
defined at T + T” and T” (respectively S + S’ and S’). However, during
the algorithm, we consider the functions fs, fr as elements of IFpkw [X, Y]
rather than IF, (E). Thus we must choose the points S’, T” in such a way
that the function fs (respectively fr) is, even considered as an element of
IFpkw [X,Y], defined at T + T” and T’ (respectively S + S” and S’). Let us
suppose that, in the computation of fs and fr we used a fixed addition
chain a1 = 1,ay,--- ,a4; = n for n. Then, by construction, the function fs,
regarded as an element of IFpkw [X, Y], is undefined at most at the 4t points
given by:

(8.5) +[m](S+S'), £[a](S+S'),-++ , £[](S+S) and
+ [m](S"), £[a2](S'), -~ -, £[a:](S").

Hence, if T + T” and T” are different from the points listed above, we are
sure that fs is defined at T + T” and T’. In a similar fashion, if S + S” and S’
are distinct from the points:

(8.6) + [ (T+T),£[a(T+T), -, +[a;](T + T") and
+ [al](T’)/ i[QZ](T,)/ Tty i[aif](T,)/

then fr, regarded as an element of IFpkw [X,Y],is defined at S+ S’ and S’.

We now ask which is the probability of picking a random pair of points
S’, T’ meeting these conditions. For fixed S’, both T + T” and T’ must be
distinct from the 4t points listed in (8.5), hence there are at most 8¢ unsuitable
values for T’. In a similar fashion there are 8¢ unsuitable values for §’; it
follows that the number of unsuitable pairs (S, T') € E(IFpkw) X E(IFpkw) is at
most 16f - #E (IFPkw ), which yields:

e (S, T) =

16t'#E(|Fpkw): 16t <32~log2(n)
))2 H#E(Fpro) — #E(Fpo)

(HE(F .,

since for every value of n there exists an addition chain of length t <
2log,(n). Note that #E(IFpkw) > n, so that this probability is less than % for
n > 1024.

ExampLE 8.11. We refer to our usual example E : Y2 = X3+3X. We could
compute the Weil pairing of two n-torsion points of E(Z11); however it is
easy to check that the group structure of E(Z1,) is cyclic, i. e. all points are
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linearly dependent. Thus, by bilinearity of the pairing and since e, (P, P) = 1
for all P € E[n], the Weil pairing will map everything to 1. For example:
e6(P3, Po) = e6(P3, [4]1P3) = (es(P3, P3))* = 1.

Consider instead the points of E over IF;;2, which is obtained by taking
the primitive fourth root of unity i (i. e. i = =1). Onecan easily check that if
(x,y) € E(IF112), then also (—x, iy) € E(IF112). Thus there is an endomorphism:

(O3 E(":llz) e E(IF112)
(x, y) > (=x,1y).
Clearly the image of a point P, namely ®(P), is not a point of E(Z11), i.e.
®(P) ¢ E(Z11). Moreover if P is an n-torsion point, i.e. [n]P = O, ®(P) is an
n-torsion point too, since:
[n]®(P) = O([n]P) = P(O) = O.
Thus it makes sense to evaluate ¢, (P, ®(P)) and the result will be non-trivial.
Take, for example, the points S = Ps = (3,5) and T = ®(Ps) = (8, 5i), both
with order 3. We choose S” = (6,6) and T’ = (9,6i) so that S+ 5’ = (7,1)
and T + T” = (4,10i); note that S’,S + S/, T" and T + T’ are all different. To
evaluate e3(S, T) we need rational functions fs and fr such that:
div(fs) =3(S+S") - 3(S") div(fr) =3(T+T") - 3(T).
Using the method described in section[8.2) we compute:
3(5+5)-3(0) = ((6,5) - (O)+
i Y +2X+7)(Y+5X +8)
(X+10)(X +5)

3(5) =3(0) = (6,5) - (0) + div (M)

X(X +5)
which yields:
, , (XY +2X+7)(Y +5X +8)
- =d .
3(5+5)=3(5) w( (X + 10)(Y + 10X)2

In a similar fashion:
3(T+T) - 3(0) = ((5,60)) — (0)+
i ((Y +2iX + 4i)(Y + 5iX + 31'))
X+1D)(X+6)
3(T") = 3(0) = ((5,61)) — (O)+
. ((Y +4iX + 2i)(Y + 8iX + 101’))
+ div ,

(X +1)(X +6)
which yields:

, (Y +2iX + 4i)(Y +5iX + 3i)
3T+T)-3(T") =d .
T+ 1) =3(T) w((Y+4z‘X+2i)(Y+8iX+10i)2
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So we have determined:

&= (1(/Y++4?;X:zzi()l(fyjsf;x:l?)132'
Finally:
-
) Cf;f?é,lagg)))f;ﬂ(g’ﬁ))) =5+8i.

Indeed (5 + 8i)> = 1 and the result is, as expected, a third root of unity
in IF;2. Note that, as we have already observed, we do not need to work
over the full algebraic closure of the finite field Z;;; in particular, in this
case, a field extension IF;;2 of order 2 suffices to evaluate the pairing. The
endomorphism @ that maps a point to a linearly independent point of the
same order, is called a distorsion map. m]

Now we deal with the computation of the Tate pairing using Miller’s
algorithm[6}134}36]. For each point pair (P, Q) of an elliptic curve E(IFP;;), we
denote with Qpg € IF 4 (E) the rational function given by the line Y —aX —
through the points P and Q. In particular, when P = Q, Qpg is the line
tangent to the curve in P and if either P or Q is the point at infinity, Qpg
represents the vertical line through the other point. Finally we denote with
Qp the vertical line X — y through P and —P. The key ingredient is given by
the following lemma:

LemMma 8.19 (Miller’s Formula). Let P € E (IFpkt) and f; be a rational function
such that div(f;) = j(P) — ([j1P) — (j — 1)(O), with j € Z. Then for all a,b € Z the
following holds:

Qpappp1p(P)
Opasp1p(P)
Proor. The divisors of the line functions satisfy:
div(Qpappip) = ([a]P) + ([b]P) + (=[a + b]P) — 3(0)
div(Qpa+ppp) = ([a + bIP) + (=[a + b]P) — 2(0)
= div(Qappp) — div(Qpspp) = ([alP) + ([IP) - ([a + bIP) — (O).
Hence using the definition of f;:
div(fosp) = (@ + b)(P) = ([a + b]P) - (a + b - 1)(0) =
= a(P) — ([a]P) - (a — 1)(O) + b(P) — ([bIP) — (b - 1)(O)+
+ ([a]P) + ([b]P) — ([a + b]P) - (O) =
= div(f,) + div(fy) + div(Qpappip) — Ai0(Qpe4p1p),

fart(P) = fa(P) - fo(P) -
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which yields the assertiorﬁ
Opaypp1p(P)
P) = P) - pP)  ———~— "~
O
Recall that to evaluate the Tate pairing 7,(P, Q), we need a rational
function g such that div(g) = n(P) — n(O) for P € E(IFpkt)[n]. Since P is an
n-torsion point (i.e. [n]P = O), we can write ¢ = f,, with f, as in lemma

div(fn) = n(P) = ([n]P) — (n — 1)(0) = n(P) - n(0) = div(g).

Since div(f1) = 0 we choose f; = 1, so that, for a > 0 we can write:

Qppp
(8.7) for = fo-
[a+1]P
Qppap
(8.8) fon = (f2)? %
[2a]P

Let (ns,---,n1,np)2 be the binary representation of n, with n; € {0,1} for
i=0,--+,5—1and ns = 1. Starting with f(,,), = fi = 1 we now successively
evaluate f(, ... n), from fq, .. u.,), using firstequation and then equation
if n; = 1 (double-and-add) and only equation if n; = 0. This is

because:
2‘(7’15,"',7’li+1)2+1 ifnizl
2-(ng, -+ ,ni1)2 if n; = 0.

(nS/ sy N, ni)Z = {

The result will be the desired function ¢ = f; = fu, .. n,), With div(g) =
n(P) — n(0).

Now we should evaluate the function g at a divisor D ~ (Q) — (O); take
for instance D = (Q + Q') — (Q’), being Q" € E(IFpk,) and hence 7,(P,Q) =

g(D) = g(f(é%) . Instead of first computing ¢ = f, and then evaluating g(D),

Sltis interesting to note that the above formula is a special case of the method for adding
two divisors in canonical form we explained in section[8.2} In fact let divisors D; and D, be
given by Dy = a(P) — a(0) and D, = b(P) — b(O) respectively; thus their canonical form is:

D1 = ([a]P) = (O) + div(f2)

Dy = ([b]P) = (O) + div(fy),
where f; and f; are as in lemma Thus we can express their sum D; + D, = (a + b)(P) -
(a + b)(0) in canonical form like:

@+ b)(P) - (a +b)(O) = ([a + b]P) — (O) + div (f,, fy- M)

Qpaspip

where % is denoted by f; = £ in equation (8.3). Finally, bringing the term ([a+b]P) - (O)

to the left we can write:
div(ﬁ+b) = dZ‘U(fa) + dl‘()(fb) + diU(Q[u]g[b]p) — diU(Q[u+b]p),
which underlies lemma
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itis more efficient to do the evaluation along the way. In particular it suffices
to use the formulas:

_ Ja1(Q+ Q) Quappp(Q + Q)p11p(Q")
®9)  fenD) ==y = D) (0O (0 + O

_ fa(Q+ Q) 2 Quapap(Q + Q") Q2q1p(Q')
®10) D)= =gy = Ul g (@) 0@+ O

ExamprLE 8.12. We consider again the curve E : Y2 = X3 + 3X over Z1;.
The Tate embedding degree k; of the curve with respect to 6 is clearly k; = 2
since 6[(112 — 1) but 6 1 (11 — 1). Then we evaluate 7,,(P,Q) for P = (1,9),
Q = (P(P)) = (10,91) and n = 6 using Miller’s algorithm.

First of all we choose a point Q" € E(IF,;2), for instance Q" = (6,6) and we
compute S = Q + Q" = (8 + 7,10 + 6i). Then we compute s = [log,(n)] = 2
and we write the binary representation of n, namely n = 6 = (n2,11,19)2 =
(1,1,0),.

Now we enter in the loop phase of the algorithm; we start with f;), =
fi = 1 and we evaluate f1),(D) using equations and (8.10). Since
ns_1 = n1 = 1 we are in the double-and-add case, thus we first compute the
lines:

Qpp: Y+7X+6 and Qpp: X+8
Hence we double, using equation (8.10) witha =1,
Y+7X+6)ls- (X+8)ly  6:3
Y+7X+6)lg - (X+8)s (5+7i)-10
and add, using equation with a = 2. Thus we first evaluate the lines:
Qppp: Y+2X and Qpp: X,

H(D) = (1) =8+2i,

and finally
(Y +2X)ls - Xl
(Y +2X)lo - (X)ls

fary, = f3(D) = f221(D) = fo(D) -
4+9)-6
8+7i)-7
The last step is the computation of g(D) = f.(D) = fu10),(D) = fs(D)

from the knowledge of f3(D). Since ns_ = ng = 0 we need only to double
using equation (8.10) with a = 3. Thus we first compute the lines:

= (8 +2i)- =5 + 4i,

Q[g]p,[g]p = Q(O,O),(O,O) : X and Q[6]p ;1.

Hence we double,
X)ls- Wl

"CG(P, Q) = g(D) = f(,(D) = f3.2(D) = (f3(D))2 : (X)IQ’ . (1)|S -

8+7i

= (5 + 4i)* - 2+ 7i.
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The result of the evaluationis 2+7i € IF,2/ (IF’; 2 ), that is an equivalence
class modulo 6-th powers. If a unique value of the pairing is required, we
should raise the result to the power (pk' —1)/n = (112 = 1)/6 = 20 which
yields (2 + 7i)*° = 5 + 3i. Indeed 5 + 3i is a 6-th root of unity in IF} 2, since
(5 + 3i)® = 1; nevertheless it is possible that the outcome of the Tate pairing
is not a primitive root of unity, since 6 is not a prime. This is, in fact, the case,

being (5 + 3i)® = 1 too. O

Since the Weil and Tate pairings are defined over different sets, it could
seem that there is not an algebraic relation between the two definitions.
However, when we take Q in the n-torsion and regard the outcome of the
Weil pairing as an element of IF;kt / (IF;kt )", we find a relation:

Tueorem 8.20. Let P and Q be n-torsion points; the following holds:

P
n

(P, Q)T = (T”(P' Q)) .

2(Q, P)

Proor. The Tate pairing is defined as 7,(P, Q) = gp(Dg), where div(gp) =
n(P)-n(0) and D ~ (Q)—(0) with supp(D) Nsupp(div(gp)) = 0. Typically one
can choose D = (Q+ Q') — (Q), for Q' € E(IFp;;) such that Q’,Q+ Q" # P,0O.

Hence: Q+0)
_ Q@+

In a similar fashion: P+ D)
_ 8P+ P

TVl(QI P) - gQ(P/) 7

where div(gg) = n(Q) —n(O) and P’ € E(IF ) with P/, P + P’ # Q,0. On the
other hand the Weil pairing is:
fr(Q+ Q) fo(P')
n P/ = ’
B Q) = o + )

where fp and fg are such that div(fp) = n(P + P’) — n(P’) and div(fg) =
n(Q + Q') — n(Q’). It is easy to check that (P + P’) — (P") — (P) + (O) is a
principal divisor, thus we can write

div(hp) = (P + P') = (P') = (P) + (0),

and similarly
div(hg) = (Q+ Q) - (Q) - (Q) +(0).
Thus

div(fp) = n((P + P’) — (P")) = ndiv(hp) + div(gp) = div(h}gp)
diolfo) = n(Q + Q') — (Q) = ndiv(hg) + div(go) = div(lsgo)
= fe=hpgr  fo=h80
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Hence the Weil pairing is:

ew@:%@+qm@+g>’@m@w> _
Y n(Q)gr(Q) Ky +P)go(P +P))
:mw+qmwwy@@+q>gdm
hp(Q")ho(P + P7) gr(Q)  go(P+P)

Note that the term in parenthesis is an element of (IF", )" and therefore

vanishes in the quotient group IF;kt / (IF;kt )". Thus, regarded as an element of

this quotient group, the Weil pairing can be written as

grQ+Q) o) _ (PQ)
gp(Q)  gaP+P)  1u(Q,P)

ke
By raising both sides to the power F%l we obtain the assertion:

ea(P, Q) = (mod (', )")

phi-1

:(Q, P) .

wmm%¥(
O

ExampLE 8.13. In a previous example we have evaluated the Tate pairing
(16(P,Q))?° = 5 + 3i on the curve E : Y? = X3 + 3X and with P = (1,9),
Q = (10, 9i). Similarly we can compute the Tate pairing 74(Q, P) which is the
equivalence class of 1+2i € IF},/(IF] 12)6. Raising to the power 20 we obtain

the unique value (1 + 2i)? = 5 + 8i. Further, using Miller’s algorithm, it is
easy to check that es(P, Q) = 5 + 3i and

(Te(P, Q)
T6(Q/ P)

as we expected to be. O

20
) =5+8i = (e6(P, Q))*,

This relation suggests that that the computation of the Weil pairing takes
roughly twice as long as the computation of the Tate pairing. This can be
verified if we look at the algorithms described in this section. To evaluate
ex(P, Q) we need to find functions fp and fg such that div(fp) ~ n(P) — n(O)
and div(fg) ~ n(Q) — n(O), hence we have to compute these functions in
Dg ~ (Q) = (0) and Dp ~ (P) — (O) respectively. The Tate pairing, on the
other hand, requires only a function g such that div(g) = n(P) — n(O) to
be computed at D ~ (Q) — (O). Moreover we can look for the function g
efficiently using the double-and-add method described above, in contrast
to fp and fo. Hence the computation of the Weil pairing takes at least twice
the running-time for the Tate pairing. Lastly, there are a lot of adaptation
and ad-hoc choices of parameters for the algorithm which speeds up the
computation efficiency of the Tate pairing[33].

Pairing-based Cryptography is the use of pairings for cryptographic pur-
poses. While first used for cryptanalysis, pairings have since been used
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to construct many cryptographic systems for which no other efficient im-
plementation is known, such as identity based encryption. Identity-based
cryptosystems are a type of public-key cryptosystems in which the public
key of a user is some unique information about the identity of the user (e. g..
a user’s email address); this property solve one of the most thorny prob-
lem in public-key cryptography, namely the authenticity of public keys.
Although the original idea[41] of identity-based cryptography has more
than 30 years, the implementation of such a cryptosystem was an open
problem until 2001, when Boneh and Franklin proposed a solution based
on pairings[8] and Cocks[13] presented a solution based on the quadratic
residuosity problem.






APPENDIX A

Prime Number Theorem

The Prime Number Theorem is a deep result in number theory which deals
with the distribution of prime numbers. Let 1t(11) be the number of prime
integers less than or equal to 1, i. e.

n(n) = #{primes p : p < n}.
The statement is as follows:
TueoreM A.1 (Prime Number Theorem|[2]). We have:

lim ni(n) log(n) 9y

n—+oo n
O

Consequently, if n is sufficiently large, m(n) ~ 1og%' i.e. we can estimate
the number of primes in a given interval [1, n] with good accuracy. In other
words:

#{p<X: pisprime} 1
X " log(X)’
being X an integer. Often one need to know the probability that an integer
near X is prime. The following corollary shows that this probability is the
same as in equation above:

CoroLrLARY A.2. The probability that an integer = X is prime is still log%'

Proor. Let us consider a neighbourhood of X, namely
I=[X-0X+0],
with ® <« X. We use the Prime Number Theorem to evaluate the number
of primes in J:
#{primespin I} = (X + @) - (X - ©) =
X+0 X-0
" log(X+©)  log(X - ©)

_x 1 1 o 1 N 1

~ T \log(X + ©) B log(X — ©) " log(X+0©) log(X-0©)
= [log(X + ©) + log(X — ©) ~ 2log(X) since ® < X]

N 1 1 2log(X)

- X(log(X +0) log(X — @)) te log(X + ©)log(X — ©)

185
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_ log (1 - %) —log (1 + %) S 2log(X)
B log(X + ©)log(X — ©) log(X + ©)log(X — ©)

= [log(1 + €) = € if € is small]

o X —2% . 2log(X)
7 log(X + ©)log(X — ©) log(X + ®)log(X — ©)
20 20 20

~ + =~ .
log?(X) log(X) log(X)
Note that 20 is the number of element in 7, so that the probability that an
integer ~ X is prime is:
#{primespinZ} 1
20 ~ log(X)’

O

In the following we prove a weak form of the Prime Number Theorem:

Tueorem A.3 (Chebyshev). d ¢y, ¢ > 0 such that:
o < L
! log(n) log(n)

withclz%ecz=4. O

ni(n) < cy

The proof is quite simple, but we need a couple of preliminary remarks.

Let (i) = ﬁlk), be the binomial coefficient; the key observation is that:

2m\ _(2m)! _ 2m(2m-1)2m-2)---2-1
S m? T mem(m—-1)(m-1)---2-2-1-1
is divisible by all primes p such that m < p < 2m, because the numerator is

divisible by all primes p < 2m, but the term in the denominator cancels all
primes p < m. Recall the expression for the Newton's binomial

(x + y)n — Z (Z)xn—kyk,

k=0

m

we can observe that:

(1+1)"=2"=Zn"(2)

k=0

Hence:

2m m
(A1) [T r< (3]s
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Similarly:
2m+1)  (2m+1)!
( m )_m!(m+1)!
2m+1 om
= ] ps( , )sz

m+1<p<2m+1

and the last inequality comes from the fact that

2m+1 _ 2m+1 and 2m+1 N 2m+1 < p2m+
m m+1 m m+1

2(2m + 1) < g2l (Zm + 1) < oo
m m

We are ready to prove the following lemma:

LemMma A4. Yn € Z-q we have:
H p<4"
p<n
Proor. We use induction on n. The basis of induction is right since
n=1 = 1<4.

Suppose now that the statement holds for all integers up to n — 1 (induction
hypothesis), we show it holds for n too. If n = 2m is even:

[Tr=11r 11 ps4mf_::4zm:4n

p<n psm  m<p<2m

as desired. If n = 2m + 1 is odd:

142111+1 —_—
m+ m+ n
[Ir=11r [ peaigm=em=g
p<n p<m+1  m+1<p<2m+1 4
and the assertion is proven. O

There is a (more recent) stronger version of lemma in which we
have Euler’s number ¢ in place of number 4. As we will see the lemma
just proven will be crucial in the proof of one of the inequalities in the
Chebyshev relation; to prove the other direction we need another couple of
observations.

Consider n!, it is clear that it is divisible by all primes p < n, whereas it
is not divisible by all primes p > n. We ask which is the power of a prime
p in the factorization of n!. Here the key observation is that between the

numbers 1,2,...,n exactly { "J are divisible by p*, Vk € Z.. For example

n
P
one can check that for n = 100 there are exactly 14 = {@J numbers in

1,2,...,n divisible by p = 7 and 2 = | 2| divisible by p? = 49 (i.e. 49 and
88). Asn!=n-(n—-1)---3-2-1, we have 14 + 2 = 16 factors divisible by
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p = 7 in the factorization of n! and we can conclude that the power of 7 in
100! is 16. We have the following proposition:

ProrositioN A.5. The exact power of a prime p in n! is:
+00
LI
AL
1 LP

Proor. Let v,(-) denote the p-adic Valuatio we want to prove

vp(n!) = Z L%J .

k=1
We write

vp(n!)zzvp(m):z Z 1=i Z 1.

m<n msn 1<k<v,(m) k=1 m<n
vp(m)<k

Since the inner sum equals the number of integers m < n which are divisible

by pF, it has value L%J, as desired. |

We point out that the sum is formally an infinite series, but every k such
that p* > n gives zero as contribution. Therefore we can conclude that the
power of the prime p in the factorization of () = Wim)' is:

2 (3] 5)-

= [We suppose n = 2m + 1 is odd, but for even n the proof is similar]|

(5

Note that each terms of the sum is less than 1 and that the number of terms
not equal to zero is less than or equal to [logp nJ thatis 1 when Vn <p <n.
Now we are ready to prove the following lemma:

Lemma A.6. Y1 € Z-o we have:

1_[p>(n+l

psn

IThat is to say v, is the arithmetic function which associates to each integer n the
exponent of p in its canonical factorization.
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Proor. On the one hand:

()< T1» T

Vi<psn  p<+n
<Hp nﬂ(‘/_)<n\/_1_[p
p<n p<n

On the other hand:

(1+1)"=2"= )y (:1) <(n+ 1)(:1)

Finally we are ready to give the proof of theorem
Proor. Using lemma[A.4we can write:

Zlogpﬁnlogél = Z logp < nlog4.
p<n Vn<p<n
Furthermore:
Y logpz Y log(Vin) = log( Vi) (n(n) - n(Vi)
\n<p<n \n<p<n

1
= Elogn( T((\/_) Z logp <nlog4
Vn<p<n

n n
= n(n)s210g4@+n(\/ﬁ)gzlog4@+ Vi <4

logn
and we have proven the right inequality. Using lemma

Zlogp >nlog2 —log(n +1) — Vnlogn > %n

p<n

= ZlogpSZIOgnSn(n)logn

p<n psn
n

= ni(n) > Togn’

N[ =

We have also the following corollary:
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Cororrary A.7. Chebyshev’s relation of theorem[A.3|implies:

logn
1 < lim T((Tl)—g < 4.
n—+oo n

O

Further, assuming the Riemann hypothesis (see appendix [D), one can
show:

n(n) = Li(n) + O(\nlogn),

L |
Li(x) = —dé&.
i(x) leogé £

Let X € IR>o; we close this section drawing an estimate for Zp< x % (being
p a prime). We need a couple of lemmas:

where

Lemma A.8. We can write

Y logp) =0(X) (X - o).

p<X
p primes

Proor. Recall that by equation (A.1) we can write Hm<p§2mp < 4m
Further let s € Z be the unique integer such that 2°~! < X < 25; hence

Hp < H p < AT g2 gAX
p<X p<28
The assertion follows taking the logarithm of both sides. |

LemMma A.9. We can write

Z logp) _ log(X) +O(1) (X — o).
p<X P
p primes

Proor. Recall that proposition[A.5yields
o [ 7 n
n! = p”, wherea, = [—] < .

p<n
p primes

Taking the logarithm of both sides we can write

2(5_1)10g(p)g10g(n!)32 " log(p),

psn psn p- 1

and hence

1 1 1
nZ 05;(]9) - Z log(p) < log(n!) < nZ %@ + nZ 05(p) .

psn p<n p<n psn P(P - 1)
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Using lemma [A.8/we have ¥, log(p) = O(n). Further, since one can show

that the integral fz l(;g(tlt)ﬁ converges, we can conclude that ., % =
O(1). Finally, since
1
log(n!) = f log(t) dt + O(log(n)) = nlog(n) + O(log(n)),
1
the assertion follows when we divide all by n. O

The following result is due to Mertens:
TueoreM A.10 (Mertens). We can write

Z % =loglog(X) +O0(1) (X — o).

p<X
p primes

Proor. We have

log(p 1 log(p) log(p)| 1
Z Z log(p) - Z Z p B Z p log(n)'

p<X p<X n<X\psn p<n-1

where p is prime and n varying on IN. Indeed the expression given by

Yop<n Ing(p) = Lp<n- biﬁ is zero unless 7 is prime; on the other hand if n = p

is prime the above expression is exactly 1og+p)'
Hence, using lemma [A.9]

Z Z (log(n) —log(n — 1) + e(n) — e(n — ))
p<X n<X

being € a certain limited function. We cut the summation in two parts; on
the one hand

(A.2)
1 1
2;)( (log(t) ~logn =) (n) 2;;‘)( nlog(n) "o (2;;‘)( n? log(”)) i

= loglog(X) + O(1),
where the first equality follows from the fact that log(n) log(n — 1) =
+O ( ) whereas the second one follows from fz oot g( 5= = loglog(X)+0(1)
and fz Tlaa® log(t) = O(log(X)) On the other hand

(A.3)
1 1
zs;X (et = etr =153 g(n) zg,;x «w (log(n) ~log(n—1) +0(1)| =

=0(1),
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where the second estimate follows from the inequality @ - log(%l) <

W; note that ), x W converges, since the integral
fzoo W converges. Combining (A.2) and (A.3) yields

Z % = loglog(X) + O(1),

p<X
p primes

as required. |



APPENDIX B

Euclidean Algorithm

In this appendix we introduce the euclidean algorithm and we give an
estimate of its computational complexity. As we will see the key ingredient
is Lamé’s theorehat links the number of steps in the euclidean algorithm
with Fibonacci numbers. Hence in the first part of this appendix we recall
some properties of Fibonacci numbers that we will use later as to evaluate
the running-time of the euclidean algorithm.

DerintTioN B.1 (Fibonacci numbers). The sequence of natural numbers
{ fn};rf(’), defined by the relations fo =0, fi =1, fu+2 = fu + fus1 is called the
Fibonacci sequence. The very first elements are: 0,1,1,2,3,5,8,13,21,---. O

The above sequence takes the name from the Italian mathematician
Leonardo Fibonacci (XIII century) and the terms of the sequence are called
Fibonacci numbers. The Fibonacci sequence was well known in ancient India,
where it was applied to the metrical sciences (prosody), long before it was
known in Europe. Developments have been attributed to Pingala (200 BC),
Virahanka (VI century AD), Gopala (1135 AD), and Hemachandra (1150
AD).

In the West, the sequence was studied by Leonardo of Pisa, known as
Fibonacci, in his Liber Abaci (1202). He considers the growth of an idealised
(biologically unrealistic) rabbit population, assuming that:

e In the “zero-th”month, there is one pair of rabbits (additional pairs
of rabbits = 0).
e In the first month, the first pair begets another pair (additional
pairs of rabbits = 1).
e In the second month, both pairs of rabbits have another pair, and
the first pair dies (additional pairs of rabbits = 1).
e In the third month, the second pair and the new two pairs have a
total of three new pairs, and the older second pair dies (additional
pairs of rabbits = 2).
The laws of this are that each pair of rabbits has 2 pairs in its lifetime, and
dies. Let the population at month 7 be f,. At this time, only rabbits who
were alive at month n — 2 are fertile and produce offspring, so f,—, pairs are
added to the current population of f,_1. Thus the total is f, = f,—1 + fu-2.

1Gabriel Lamé is also famous because he was the first (with Cauchy) that presented a
(wrong) complete proof of Fermat’s last theorem[47].

193
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Fibonacci sequences appear in biological settings, in two consecutive
Fibonacci numbers, such as branching in trees, arrangement of leaves on a
stem, the fruitlets of a pineapple, the flowering of artichoke, an uncurling
fern and the arrangement of a pine cone. In addition, numerous poorly
substantiated claims of Fibonacci numbers or golden sections in nature are
found in popular sources, e. g. relating to the breeding of rabbits, the spirals
of shells, and the curve of waves. The Fibonacci numbers are also found in
the family tree of honeybees.

One of the properties we will need is the link between Fibonacci num-

bers and the golden mtz’@ = %ﬁ We show an interesting property:

Lemwma B.1. For each natural number n € IN we have:

(1) ®n+2 — @n+1 + O
2 1-0)"*2=01-0)"+(1-0).

Proor. Itsuffices to note that ® and (1-©) are the solutions of the second
degree equation X?> = X + 1; hence ®* =@ +1and (1-©)> = (1-0) + 1
and multiplying both members (respectively) by ®" and (1 — ®)" we find
the assertion. O

We note immediately that the relation which defines the n-th Fibonacci
number as a function of the previous two elements of the Fibonacci sequence
is identical to the expression of the n-th power of ®. Indeed we have the
following (important) theorem:

Tueorem B.2 (Binet’s Formula). For each natural number n € N the follow-
ing holds:

1
. = — (@' - (1-0)".
(B.1) f \/5( (1-9)")

Proor. We use induction on n. The basis case (n = 0 and n = 1) is right,
since

1
=—(1-1=0
fo \/5( )
iz t@-1+0)=1.

"5

%In mathematics and the arts, two quantities are in the golden ratio if the ratio between
the sum of those quantities and the larger one is the same as the ratio between the larger
one and the smaller. The golden ratio is an irrational mathematical constant, approximately
1.6180339887.
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Let us suppose that the assertion holds for every integer k < n (induction
hypothesis), we show that it is still valid V k > n.
1
fo = fo1 + fa2 = %(6"'1 -1-9)"1+0"*-(1-0)"?)

- Letreo2-a-eyt+a-ey?
\/5 N’
o (1-e)"
1
= —(©@" -(1-0)".
\/5( 1-©))

O

Another interesting fact is that the consecutive powers of © are always
between two Fibonacci numbers, as stated in the following lemma:

Lemma B.3. For each natural number n € IN»1, we have f11 < O" < fyi0.
Proor. We use induction on n. The basis case (1 = 1) is right since
hA=1<0O<fr=2.
Let us suppose that the assertion holds ¥ k < 1, we can write:

fn—l < @n—Z < fn
fn < @n—l < fn+1/
so that

foct+ fo= fur1 <O+ 0" = 0" < fy + fur1 = fuso-

O

Now we have all the elements to introduce the euclidean algorithm; this
algorithm defines an automatic procedure to compute the greatest common
divisor between two numbers (or two polynomials), namely gcd(a, b), with
a,b € Z. In what follows we will suppose that a > b > 0, that ged(a, b) =
ged(b,a) = ged(a, —b) and gcd(a, 0) = a. The heart of the algorithm depends
on the following lemma.

Lemma B.4. Let aand b be two integers, such thata > b > 0. Then ged(a, b) =
gcd(b,a mod b).

Proor. It suffices to show that common divisors of 2 and b are common
divisors of b and @ mod b. Recall that we can always writea = gb+a mod b,
withg = [7]. Now a common divisor of a and b divides alsoa—qb = 2 mod b;
hence a common divisor of 2 and b divides also b and 2 mod b. On the other
hand, a common divisor of b and a mod b is a divisor of a = gb + a mod b
too; thus a common divisor of b and a mod b divides also a and b. O
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The euclidean algorithm exploits the above lemma in an iterative fash-
ion; first of all if b = 0 we have immediately gcd(a,0) = a. On the other
hand, when b # 0 we can apply lemma and state that ged(a,b) =
gcd(b,a mod b) (with b > amod b > 0), since 2 mod b is the remainder
of the division between a and b. Hence, if we apply lemma iteratively,
the second argument of the gcd decreases step by step, until it reaches zero;
at that point ged(a,b) = --- = gcd(h,0) = h, being h the greatest common
divisor between a and b.

It is useful to have an estimate of the running-time of the algorithm.
The following theorem is crucial:

Tueorem B.5 (G. Lamé). Let a > b > 0 and denote with E(a, b) the number
of steps in the euclidean algorithm. Then, for every natural number n, we have
E(a,b) < n whenever b < fu11, 0ra < fu42.

Proor. First of all note that it suffices to prove the contrapositive state-
ment, namely thatif E(a,b) > nthenb > f,,1 anda > f,,>. We use induction
on n. The basis case (n = 0) implies

E(a,b)20:>b2f0+1:1ea2f0+2:2,

and this holds, since we have supposed a > b > 0.

Let now us suppose that E(a, b) > kimplies b > fy,1 anda > fiio, Vk < 1;
we show that the assertion holds V k > n + 1. Namely we wish to show
that if E(a,b) > n+ 1, thena > fyi3and b > fu40. Let E(a,b) > n + 1; using
lemma we can write gecd(a,b) = ged(b,a mod b) and the computation
of gcd(b,a mod b) requires exactly E(a,b) — 1 steps. Since E(b,a mod b) =
E(a,b)—1 > n, we can use the induction hypothesis to conclude that b > f,4»
and a mod b > f,41. Thus it remains to show thata > f,43; buta = gb +
amod b > b+a mod b, and as a consequencea > b+amod b > fu0+ fui1 =

fn+3- a

Lamé’s theorem can be used to show that the computational complexity
of the euclidean algorithm is polynomial.

CoroLLARy B.6. For each integer by > 0, the number of steps required by the
euclidean algorithm to evaluate ged(a, by) is O(loga).

Proor. Let us denote with E(a,bp) = N the required number of steps;
Lamé’s theorem tells us that a > fy42. Moreover, by lemma we know
that fy.2 > OV, hence a > @V, and taking logg of both sides yields:

logga>N = N <loga.
O

Cororrary B.7. For each integer by > 0, the number of steps required to
evaluate ged(a, bo) is E(a, bg) = N < 5d,, being d, the number of decimal digits in
a.
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Proor. As in the proof of the previous corollary we have a > ON. Since
log;,© < & we can write:

N
log,,a > log,, O > T = N<5log,ea

The number of decimal digits in a is d; = |log;,a] + 1, whereas log,,a =
llog,gal + €, with 0 < €; < 1; as a consequence d, > log,,a which implies
the assertion

N < 5log;,a < 5d,.

O
Cororrary B.8 (Computational Cost of the Euclidean Algorithm). The

running-time of the euclidean algorithm is O(log®(n)), being n = max (a, b).

Proor. Corollary tells us that the number of steps the algorithm
needs is O(log(n)); on the other hand, in each step, we evaluate a division
with remainder, whose complexity is O(logz(n)). Hence

Running-Time: = O(log3(n)).
O

We close this chapter presenting an extended version of the algorithm,

that can be used to solve diofantine equation of the form aX+bY = gcd(a, bﬂ
The crucial result is the following;:

TueoreM B.9. Define the quantities:
Xer1 = QX + X1 Xo=1,2x=0
Ykl =Xk + V-1 Yo =0,y =1

being qi the k-th quotient of the euclidean algorithm applied to the integersa > b > 0
(withk =0,1,--- ,N). Hence we can write:

ne=(Dfvga+(-1)*yb  k=0,1,--- N,
being ry the k-th remainder in the euclidean algorithm, given by ry_p = tx_1qk—1+"x,
k=2,3,--- ,N(ro=a,ry =band ry = h = gcd(a, b)).
Proor. We use induction on k. The basis case (k = 0 e k = 1) is OK, since
k=0=>ry = (—1)0x0a + (—1)1y0b =a
k=1=r = (-1)lxa+ (-1)?yb = b.

3Such an equation is met when you need to evaluate the inverse of an element in Z,,.
For example let @ € Z, an element such that gcd(a,7) = 1. The modular (multiplicative)
inverse of a is the element x € Z, such thata-x =1 (mod n). As a consequence

a-x=1+y-n = a-x-n-y=1

Hence it suffices to solve for aX —nY = 1.
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Let us now suppose that the assertion holds for all the integers strictly less
than k; we show that the theorem is still valid for the integers greater or
equal to k. Using the induction hypothesis we can write:

Tk = Tp—2 — Tk-1k-1
= (-1 2200 + (-1 Myeoab = g [(1) a0 + (<) b
= (=Dfalre + qeo1xk-1) + (1 b(y-2 + gro1vi—1)
= (-1 + (=1 yyb.
O

Cororrary B.10. With the notation as introduced above, the solution of the
diofantine equation
aX +bY = gcd(a, b)

are X = (=1)Nxy and Y = (-1)N*lyy.
Proor. Using theorem [B.9we can write,
v = ged(a, b) = (=1)Nana + (-1)Nyyb,

hence the assertion. O



APPENDIX C

Euler’s p-Function

In this appendix we derive some properties relative to Euler’s ¢-function.
Let n be a natural number, and consider the ring of integers modulo n,
namely Z/nZ = Z,,. We write a for the congruence class of 2 modulo 7, so
that o

z,={0,1,--- ,n-1}.
Let Z;, be the subset of Z,, that contains all invertible elements modulo 7,
that is to say
Z,={aeZ,: gcd(an)=1}.
We define the Euler totient function (or Euler’s p-function), to be
pn)=#{aeZ: 0<a<nand gecd(a, n) =1}.

We want to derive a general formula to evaluate (). Note that it is very
easy to evaluate @(p) when p is prime; indeed when p is prime we have
ged(a,p) # 1ifand only if pla,i.e. a =0 (mod p). In other words the set Z,
is Z), deprived of 0; as a consequence @(p) = p — 1. The above reasoning can
be extended to prove:

ProrositioN C.1. Let p be a prime number and m € IN. Then
1
o=pfi-1)
PP p v

Proor. A number a € Z is such that gcd(a,p™) = 1 if and only if p 1 a;
hence an element a € Z,» is invertible if and only if p does not divide a.
Since exactly one out of p elements of

Zy = (00, B 2 Bpe = 1),

is divisible by p, we can conclude that exactly %p’” elements of Z,n are

not invertible. Thus the number of invertible elements is p™ — ;—]pm, as
required. m]

The next step is proving that p(n---m) = @(n) - p(m), for all natural
numbers 1, m. In order to show this properties we need some preliminary
observations.

Lemma C.2. Let n,m € Z be two integers such that gcd(n, m) = 1. The for
each a € Z we have that n and m divide a if and only if the product n - m divides a.

199
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Proor. (=). Let us suppose that n and m divide a, so that a =
and a = sm. Since ged(n,m) = 1, we can use Bézout’s identity to write
xn +ym = 1. Hence

a = a(xn + ym) = ms(xn) + nr(ym) = (sx + yr)nm,

as desired.
(&). On the other hand, if nm divides g, it is clear that both n and m
divide a. O

ProrositioN C.3. Let m,n € Z be two integers such that gcd(n,m) = 1.
Then the map given by:
fi Zyy — Ly X Ly

x mod mn — (x mod n,x mod m),
is a bijection.

Proor. Since #Z,,, = #(Z, X Z,;) = nm, it suffices to prove that f is
injective. Hence let x mod nm and y mod nm be two elements of Z,,,,, and
let us suppose that f(x) = f(y). As a consequence (x mod n,x mod m) =
(y mod n, y mod m), that is to say

x=y (modn) and x=y (mod m).

In other words both n and m divide x — y. But gcd(n, m) = 1, so that lemma
[C.2limplies that nm divides x—y,i.e. xy = 0 (mod nm) and f isinjective. O

Now we consider the restriction of f on the subset Z;, of Z,. Note
that if the class x mod nm is an element of Z;,,, then ged(x,nm) = 1; as a
consequence gcd(x, ) = ged(x, m) = 1. Hence for each element x € Z;,,, we
have that x is also an element of Z;, and Z;,; in other words the image of
flz:,, is contained in the subset Z;, X Z;, of Z,, X Z,,.

Prorosition C.4. Let m,n € Z be two integers such that ged(n,m) = 1.
Then the map given by:

f: 7z, —Z,x1Z,
x mod mn — (x mod n,x mod m),
is a bijection.

Proor. Proposition implies that f is injective, hence it suffices to
prove that it is surjective. Consider an element of Z;, X Z;,, proposition
tells us that it is of the form (x mod 7, x mod m), for some x mod nm in Z,,;,,.
If we show that x € Z;,,, we are done. But ged(x, n) = gcd(x, m) = 1, so that
gcd(x,nm) =1 and x € Z;,,, as required. m]

Cororrary C.5. Let m,n € Z be two integers such that gcd(n, m) = 1. Then

p(nm) = p(n) - p(m).
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Proor. Since the map f of proposition[C.4lis a bijection, Z},,, and Z; X Z;,
have the same number of elements. Hence

p(nm) = #Z,,, = ML, X L) = #Z,, - #1,, = p(n) - p(m).

We are ready to give the main result of this appendix
Tueorem C.6. Let n be a natural number. Then

o(n) =n H (1—%).

pln
p primes

n= H o)

pln
p primes

Proor. Let

be the prime factorization of n. Hence p™?) divides 1, whereas p*»*! does
not. Hence, corollary |[C.5|implies

o =[] ™ = [[r® (1 - %)

pin pln
where we have used proposition|C.1]in the last equality. Thus

o) =[] (1 - %) S (1 _ ;19) _

pln pln pln
1
=n 1--].
(-]
|
Examrre C.1. Take n = 7020 = 22 -3%.5.13. Hence
1 1 1 1
@(7020) = 7020 - (1 - E) . (1 - 5) . (1 - 5) . (1 - E) =1728.
|

We close this appendix presenting a very useful properties of ¢(-).

Lemma C.7. Let n € Z-1 be an integer; we can write
Y ed=n

Proor. Let S = {1,2,---,n} and for each divisor d of n let S; = {a €
S : ged(a,n) = 4}, These sets S, partition S into disjoint subsets, since if
a € S, then ged(a, n) = 5 for some unique divisor d of n. Hence

Y #Si=#S=n,
din
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and it suffices to show that #S; = ¢(d) for each d divisor of n. Note that

a€eS; ¢© aeZwithl<a<nand gcd(a,n)= g
If we definea = a’7 for each integer g, then a’ is an integer since § = gcd(a, 1)
divides a. Dividing the above condition by 7 yields

aeS; & a= a’g wherea’ € Zwith1 <a’ <dand ged(a’,d) = 1.

Thus #S, is the number of integers a’ between 1 and d, which are coprime
to d, namely ¢(d), and the assertion is proven. |

ExampeC.2. Letn = 12, sothatd = 1,2,3,4,6,12and ¢(d) = 1,1,2,2,2, 4.
Hence
Y od)=1+1+2+2+2+4=12=n.
dln



APPENDIX D

The Link between Hasse’s bound and the Riemann
Hypothesis

In this appendix we will show that Hasse’s theorem implies the Riemann
hypothesis for an elliptic curve defined over Z,. The harmonic series

+ool—1+1+1+...
Zn_ 2 3
n=1

is one of the series of major interest for number theorists, since it involves
integer numbers. It is easy to check that this series diverge: the sum of the
first n terms is log(n) which tends to infinity when n — +co. We can obtain
convergence if we write - (s > 1) in place of L.

(D.1) () =Y =Tt b

which is the Riemann-zeta functzon.

Although the series of equation (D.1) was attributed to Riemann after
he published an article with the study of its properties (1859), the series was
known since the time of Euler, who showed:

Tueorem D.1 (Eulero). We have:

(B2 Hlp _H(__)

primes p primes p

Proor. Dividing each member of equation (D.1) by 2° we obtain:

lC(S):l+l l+l+i+
25 25 6° 8 10°
and subtracting from equation (D.I) we have:
1 1 1 1
(D.3) (1——)C(s)—1+§+§+%+9—+m,
which does not contain the multiples of 1.
Now we divide equation (D.3) by 3¢, obtaining:

l( __)C()—_ l L+L+L+
3s 9s 158 218 278 !
203
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and subtracting from equation (D.3) we have:
1 1 1 1 1 1
(-g)i-F)o=te ez e

which does not contain the multiples of % and 3. Iterating this argument

we obtain:
1 1 1 1 1
()t s)i g )=

which brings:

1

C(S) = H 1 _p—s'
primes p

Note that 1 - r% = p;—zl . Z—:Z =1-p~° and hence:

1\

U(s) = H (1—5) .

primes p

O

For what concerns convergence, one can show that ((s) converges if
R(s) > 1. The famous Riemann hypothesiﬂ states:

Conjecture D.2 (Riemann Hypothesis). Let C(s) be the meromorphic ex-
tension of the series defined in (D.1)). The non-trivial zeroes of C(s) are such that
R(s) = 5.

Riemann showed that if we extend ((s) to €, we obtain a meromorphic
function with a single pole at s = 1. It is easy to check that ((s) is zero for all
even negative integers, hence the non-trivial zeroes are those with R(s) > 0,
as showed in figure

Now we show the link with Hasse’s theorem. Let C(Z,) be a smooth,
projective curve over Z,. It is possible to define a zeta function associated
with the curve, of the kind:

1 -1
(D4) =[] (1— N(QS)) ,

QeC(Z,)
without
conjugation

where N(Q) is the nor of the point Q = (x,y) € C(Z,).
We explicitly note the similarity between equation (D.4) and (D.2); ac-
tually the result is quite deeper, and one can show that the points Q of

IThe Riemann hypothesis implies a large body of other important results. Most
mathematicians believe the Riemann hypothesis to be true. A one million dollars prize
has been offered by the Clay Mathematics Institute for the first correct proof. See also
http://en.wikipedia.org/wiki/Riemann_hypothesis.

“Since Q = (x, y) € C(Zp), dh,g € Z,[X] (of minimum degree) such that k(x) = 0 and
g(y) = 0; let A = lem (deg(h), deg(g)), the norm of the point Q is N(Q) = p*.


http://en.wikipedia.org/wiki/Riemann_hypothesis
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—[g(05 +iy)]

T T T T T T
-30 -20 -10 0 10 20 30
y

(a) C(x + iy)l (8) IC(0.5 + iy)l

Ficure D.1. Plot of the absolute value of the Riemann zeta
function: (A) as a function of both x = R(s) and y = IJ(s), (B)
on the critical line as a function of y = J(s).

equation (D.4) are indeed prime ideals of the ring Z,[X, Y]/(f(X, Y)), where
C(Z,) is the set of solutions of f(X,Y) € Z,[X, Y]: the points Q play the same
role of the primes p in equation (D.2). Recall that conjugation in Z, is a
map:

* ., 7 =z
D Ly > Xy
x> xt =

whichleaves Z), fixed and itissuch thatx € R & x = x¥ (mod p) (as we have
shown in proposition[2.9). Hence points Q without conjugation means that
only one between Q = (x, ), Q' = (x*, y¥) and Q" = (x?, y?’) will appear in
the product of equation (D.4). It is possible to show the following equality:

-1
CC(S) = H (1 - N(le)) = Z p—deg(D)s‘

QGC(ZP) D>0

without Zy-divisors
conjugation

Now we show that the Riemann hypothesis is trueﬂ for Cc(s).

Tueorem D.3 (Weil, Artin). Let 0 < R(s) < 1. Then Cc(s) = 0 if and only if
Rs) = 3.

3Deligne showed that this result holds also when we replace the algebraic curve C with
an arbitrary algebraic variety.
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Let us introduce the function:

Ze= Y 1RO ez(m),
D>0
Z,~divisors
where Z[|T|] O Z[T] is the ring of formal power series of the kind 1 + T +
T? +---. In Z[|T|] we can compute the inverse of T — 1 and pT — 1, at least if
we can sum an infinite number of terms:

1
——=1+T+T*+ T+
T-1
1

rﬁ:1+pT+p2T2+p3T3+"'

by the formula for the geometric series. We need a lemma, proved by
Schmidt:
Lemma D.4 (Schmidt 1939). It is:

T+aT+aT? + -+ agp8~2T2872 + ayp& 1 T?871 + p8T28

Zc(T) =

(1= ~-pT)
__ Pc(M)
(- T)(1-pT)’
where g is the genus of the curve C. O

Now we are ready to give the proof of theorem at least when C is
an elliptic curve (and hence it has genus g = 1).

Proor. First of all it is quite obvious that:
Cc(e)=0 & Zcp™)=0 & Pc(p™)=0,

since the zeroes of 1-T and 1—pT have (respectively) R(s) = 0and R(s) = 1,
whereas we require that 0 < R(s) < 1. Furthermore:

. 1 -
Ce(s) = 0 with R(s) = 5 © P~ = vp.
Let C be an elliptic curve, then C = E has genus ¢ = 1 and thus, by lemma
D.4
1+aT +pT?>
(1-1A~-pT)
=(1+aT+pTHA+T+T*+--)A+pT +p*T>+---) =
=1+T(p+1+a)+O(T?).

Zg(T) =

On the other hand D = 0 is the only divisor of degree zero, whereas D =
2. ngQ is a divisor of degree one if and only if }} ng = 1, but since D must
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be D > 0 we have ng € IN and then D is only a point D = Q. Hence:

Zey= ), 1O =

D>0
Z,~divisors

=T + THE(Zy)) + O(T?) =
=1+T(p+1-1t)+0(T?,

where we used that #E(Z,) = p+1—t; as a consequence we can writea = —t.

Hence,
Ze(T) = 1—tT + pT? _
(1-7)A-pT)
B Pg(T)
- (1-T)(1-pT)

with [t| < 2/p by Hasse’s bound. Thus the discriminant of Pg(T), namely

Apy) = t2 — 4p, is less than or equal to 0 (since 4p > 12 by Hasse’s bound),

i.e. Pe(T) has two conjugate roots:
Pr(T)=(1-aT)(1-a'T)=1+aa’T>—aT-a'T  a,a €C.

Hence we have aa” = p and |a| = |a”|, since @ and a* are conjugate, and we
can conclude:

. 1
@l=lal= VP = R@)=3.
Finally:

1
Ge(s)=0 & Pe(p®)=0 & p*=aa o R@)= 5

Now we show that Riemann = Hasse. We have already shown that
Pp(T) = 1 - tT + pT?; let us suppose that Cg(s) = 0 with R(s) = % and let a
and f be the zeroes of Pg(T), so that it must be |a| = |f| = 4/p. Thus there are
4 possibilities for @ and f:

e a=p=po0r

e a=p=-p,or

e a=—4p=por

e a,p € C are conjugate.

Anyway Pg(T) = (T —a)(T - ) = T?> — (a + B)T + ap, and thus t = a + .
Now if @ = = £ 4/p, we have t ¢ Z that is not possible; if « = —f, we have
t = 0 and Pg(T) = 1 + pT? would not have real roots. Thus itis a = f*, i.e.
Apyr) < 0, and then:

P<dp = |t<2+0p,
which is Hasse’s bound. O
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