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Abstract

It is well known that proving the security of a key agreement protocol (even in a special
case where the protocol transcript looks random to an outside observer) is at least as difficult
as proving P # NP. Another (seemingly unrelated) statement in cryptography is the existence
of two or more non-adaptively secure pseudo-random functions that do not become adaptively
secure under sequential or parallel composition. In 2006, Pietrzak showed that at least one of
these two seemingly unrelated statements is true. Pietrzak’s result was significant since it showed
a surprising connection between the worlds of public-key (i.e., “cryptomania”) and private-key
cryptography (i.e., “minicrypt”). In this paper we show that this duality is far stronger: we
show that at least one of these two statements must also be false. In other words, we show their
equivalence.

More specifically, Pietrzak’s paper shows that if sequential composition of two non-adaptively
secure pseudo-random functions is not adaptively secure, then there exists a key agreement pro-
tocol. However, Pietrzak’s construction implies a slightly stronger fact: If sequential composition
does not imply adaptive security (in the above sense), then a uniform-transcript key agreement
protocol exists, where by uniform-transcript we mean a key agreement protocol where the tran-
script of the protocol execution is indistinguishable from uniform to eavesdroppers. In this
paper, we complete the picture, and show the reverse direction as well as a strong equivalence
between these two notions. More specifically, as our main result, we show that if there exists any
uniform-transcript key agreement protocol, then composition does not imply adaptive security.
Our result holds for both parallel and sequential composition. Our implication holds based
on virtually all known key agreement protocols, and can also be based on general complexity
assumptions of the existence of dense trapdoor permutations.

1 Introduction

One of the central questions in cryptography is the question of composition, which very broadly is
the study of various ways to compose several basic primitives in a way that amplifies the hardness
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of the composed object. Naturally, this central question has received a lot of attention in various
settings and we continue the study of this question here. More specifically, we investigate a question
of whether a composition of pseudo-random functions, to be defined shortly, constitutes stronger
security by utilizing the security of the component functions. We consider two very natural types of
conventional compositions: a parallel composition with respect to Exclusive-Or (XOR) operation
denoted by @ and a sequential composition. Briefly, on input x in the domain of F and G, the
parallel XOR~composition of two functions F and G is defined as F(z) @ G(z). The sequential
composition of F and G is defined as G(F(x)) (or F(G(x))).

Seemingly unrelated to the notion of security amplification via composition, there is the question
of designing Key Agreement protocol. Recall that Key Agreement (KA) is a protocol that enables
two parties to generate a secret string (also called key) by communicating with each other over an
insecure channel in the presence of a eavesdropping adversary. Uniform-transcript key agreement
(UTKA) is a strengthened version of key agreement in which messages between two parties are
indistinguishable from uniform distribution by all probabilistic polynomial-time (PPT) adversaries.
The reason why key agreement seems unrelated to the security of composition is that key agreement
belongs to the world of public-key cryptography (also known as “cryptomania”) whereas the security
of composition rather belongs to the world of private-key cryptography (also known as “minicrypt”).
For further discussion on cryptomania and minicrypt, see [Imp95].

Now, let us briefly recall the definition of Pseudo-Random Functions (PRF) [GGMS86]. There
are two notions of security of PRF: adaptive security and non-adaptive security. Intuitively, a
(pseudo-random) function is said to be non-adaptively secure if the function is indistinguishable
from a random function against all PPT adversaries that evaluate the function on inputs chosen
independently of the function outputs, that is, chosen prior to PPT adversary learning any of the
outputs. Adaptive security is a far stronger notion of security than non-adaptive security: a PRF is
said to be adaptively secure if the function remains indistinguishable from random function against
all PPT adversaries preparing the current query based on the outputs of the function on all previous
queries. Clearly, adaptive security implies non-adaptive security.

We show the equivalence between the impossibility of achieving adaptive security by composing
general non-adaptively secure pseudo-random functions and the existence of uniform transcript
key-agreement protocol. We note that our impossibility result holds not only for the case in which
the non-adaptively-secure component functions are drawn from the different function families (also
known as general composition) but also for the case where the component functions are drawn from
the same function family (also known as self-composition).

1.1 Related Work

There has been extensive research on relationship between the security of component functions
and the security of their parallel or sequential composition. In the information theoretic context,
Vaudenay [Vau03] proved that if F is a pseudo-random permutation with security e against any dis-
tinguisher making ¢ (non-)adaptive queries, then the sequential composition of k F’s has improved
security 2¥1e against a (non-)adaptive distinguisher. F only needs to be a function instead of
a permutation for the same security in parallel composition. Luby and Rackoff [LR86] show the
similar security amplification result in the information theoretical context.

In the information theoretic setting, Maurer and Pietrzak [MP04] proved that composition of
non-adaptive secure functions amplifies its security € to security 2¢(1+In(e~1)) against an adaptive
distinguisher.

Myers [Mye04] showed that the existence of oracles relative to which there are non-adaptively
secure permutations, but where the composition of such generators fails to achieve adaptive security.



Recently, Pietrzak [Pie05] showed that the composition of non-adaptively secure functions does not
imply adaptive security under the Decisional Diffie-Hellman (DDH) assumption. Pietrzak’s more
recent work [Pie06] showed that if sequential composition does not imply adaptive security, then
there exists a key agreement protocol. Moreover, it turns out that Pietrzak’s construction in [Pie06]
implies a slightly stronger result: that his key agreement protocol satisfies the property of uniform-
transcript (we show this fact in the appendix). Thus, we can restate the Pietrazak’s result as
follows:

Theorem 1. [Pie06] If sequential composition of pseudo-random functions is not adaptively secure,
then there exists a UTKA.

1.2 Our Results

Pietrzak’s work left open the question of establishing the precise connection between the impossi-
bility of adaptively secure composition and key agreement. Our main contribution is to establish
sufficient and necessary conditions. In particular, we prove that the existence of UTKA implies
the impossibility of obtaining an adaptively secure function from composing general non-adaptively
secure functions. The main technique is the fully black-box construction of counter-example func-
tions from UTKA. Therefore, our result holds with respect to any UTKA without relying on the
actual code of the UTKA. We prove our result in both parallel and sequential compositions.

Theorem 2. If there exists a UTKA, then parallel composition of non-adaptively secure pseudo-
random functions does not imply a pseudo-random function with adaptive security.

Theorem 3. If there exists a UTKA, then sequential composition of non-adaptively secure pseudo-
random functions does not imply a pseudo-random function with adaptively security.

We also prove the analog of Pietrzak’s Theorem 1 for parallel composition:

Theorem 4. If a parallel composition of pseudo-random functions is not adaptively secure, then
there exists a UTKA.

Putting all our results together with Theorem 1, we conclude the equivalence between the impos-
sibility of adaptively secure composition and the existence of a uniform transcript key-agreement
(both for parallel and sequential compositions). This is informally stated as follows.

Theorem 5. (MAIN) The (parallel or sequential) composition of two non-adaptively secure pseudo-

random functions does not imply an adaptively secure pseudo-random function if and only if a
UTKA exists.

The precise connection between the impossibility of adaptively secure composition and a UTKA
protocol were not known prior to our work. We summarize these previously known results and our
contributions in Figure 1.

Organization of the rest of the paper: In Section 2, we review all basic cryptographic notions
and definitions. To build the intuition of our main construction, we first show in section 3 a high
level outline of somewhat weaker result. In particular, we outline the analogue of Theorem 2
and Theorem 3 not assuming UTKA, but rather assuming the existence of a family of enhanced
trapdoor permutations. We note that even this weaker variant of our main result is a generalization
from the result by [Pie05], which relies on a specific assumption (i.e., DDH assumption). In Section
4 we proceed to give the intuition of our main result assuming UTKA. In Section 5, we discuss the
implications of out main results on the impossibility of adaptively secure self-composition.
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Figure 1: Relationship between composition insecurity and other assumptions

2 Preliminaries

We let n € N be a security parameter. An algorithm is considered efficient if its computation can
be carried out by a PPT machine whose running time is expected polynomial in the input length.
We use the notation x <—g {0,1}" when string x is uniformly drawn from {0,1}". For further
discussion on the following definitions and notions, see [Gol01].

Definition 1 (Negligible and Overwhelming). A function € : N — R is negligible if for every
¢ > 0 there exists an N, such that for all n > N, e(n) < 1/n¢. On the other hand, 1 — € is said to
be overwhelming in n.

Definition 2 (Non-negligible). A function 6 : N — R is non-negligible if for every ¢ > 0 there
exists infinitely many n such that 6(n) > 1/nc.

Definition 3 (Noticeable). A function p: N — R is noticeable if for every ¢ > 0 there exists an
N, such that for all n > N, pu(n) > 1/nc.

Definition 4 (Polynomial Indistinguishability). Two probability ensembles X = {X,}nen and
Y = {Ya}nen are polynomially indistinguishable if for every Probabilistic Polynomial-Time
(PPT) algorithm (distinguisher) A, there exists a negligible function € such that: for all random
coin tosses r and 1’ of A,

|Pr[A.(X,) = 1] — Pr[A.(Y,) = 1]] < e(n).
Definition 5 (Pseudo-Random Function (Permutation)). Given a randomly chosen key k € K
for a key space K, an efficiently computable keyed function Fy : K x {0,1}" — {0,1}" is called
pseudo-random function (PRF), if for every probabilistic polynomial-time algorithm (distinguisher)

A, given access to the function Fy and a uniform random function U : {0,1}" — {0,1}" and for
all n, there exists a negligible function €(n) such that: for all random coin tosses r and r' of A,

|Pr[AFE(17) = 1] — Pr[AL(1") = 1]| < €(n).

In addition, if F is one-to-one and onto for all k, then we call Fy. a pseudo-random permutation
(PRP).

Definition 6 (Distinguishing Advantage). Given a polynomial-time distinguisher A(q,t), which
runs in time t and makes at most q queries to the oracle O (i.e., a pseudo-random function F) or
random function R, we define the advantage of A(q,t) as: for all random coin tosses r and v’ of A,

Adv9(q,t) = max Pr[A° = 1] — Pr[AR =1]|.




A distinguisher is a mon-adaptive distinguisher if it makes all the queries before it receives the
output. Otherwise, we call it an adaptive distinguisher.

Definition 7 (Non-Adaptive Versus Adaptive Security). A pseudo-random function f is non-
adaptively secure if, for all polynomial-time non-adaptive distinguisher A(q,t), there exists a negli-
gible function € such that Adva(q,t) < e. On the contrary, we say a pseudo-random function f is
adaptively secure if, for all polynomial-time adaptive distinguisher A(q,t), there exists a negligible
function € such that AdvQ(q,t) < e.

Definition 8 (Parallel and Sequential Composition). The parallel XOR-composition of two func-
tions F and G, denoted as F @ G, is the operation that composes the output value of F and G over
the bit-wise Exclusive-Or (XOR) operation. The sequential composition of F and G, denoted as
F oG, is the operation that applies two functions sequentially, i.e., F o G(-) = G(F(-)).

Informally, a dense trapdoor permutation family is a trapdoor permutation family with a poly-
nomially dense public description of permutation so that a public description is indistinguishable
from uniform random [SP92, Hai04].

Definition 9 (Dense Trapdoor One-Way Permutation (DTP)). The algorithm triplet (Gen, fy,
ftzl) is a family of dense trapdoor permutations if the following hold:

e Gen(1") is a probabilistic polynomial-time algorithm such that on input 1", it outputs a pair
of two strings k € {0,1}™ and ty, where |t;| < p(n).

o Given k, algorithm fi : {0,1}" — {0,1}" is a polynomial-time computable permutation.

e Gliven ti, algorithm ftj s a polynomial-time computable inverse permutation of fi. That is,
ftzl(fk(m)) = x 1is efficiently computable for all x € {0,1}".

e For all probabilistic polynomial-time algorithm A, the following holds for any (k,t;), = €
{0,1}™, for all random coin toss r of A,

PrlAlk(k, fr(x)) = fi,' (fa(2))] < €(n)
where €(n) is a negligible function in n.

e For all probabilistic polynomial-time algorithm A, there exists a negligible function € such
that, given access to function Gen(1™) or uniform function U as oracle: for all random coin
tosses r and v’ of A,

Pr[A%" (1) = 1] — Pr[AY(1") = 1]| < e(n).

Definition 10 (Hard-Core Predicate). A polynomial-time computable function family B : {0,1}"™ x
{0,1}™ — {0,1} is a hard-core predicate of one-way function f if, for every probabilistic polynomial-
time algorithm A and for all € {0,1}", there exists a negligible function € such that

Pr[A(f(x)) = B(r, )] < 5 + e(n).

Goldreich and Levin [GL89] presented the simple construction of hardcore predicate B(x,r)
from any one-way function f as b = @, ;74, as usual, denoted as b = < x,r >, the inner product
of two vectors.



Definition 11 (Bit Agreement (BA)). Informally, a bit agreement is a protocol in which two
parties, Alice and Bob, secretly agree on a bit at the end. Formally, upon the security parameter n
as a common input, Alice and Bob output a bit by and bp, respectively. Then, the protocol is said
to have the correlation €(n) if for all n,
1  €(n)
Prlby =bp] > =+ —=.
r[ba B] > 5 + 5

And the protocol is also said to be d(n)-secure if, for all n and for any PPT adversary Eve, given
the security parameter n and the entire transcript (denoted by Trans) between Alice and Bob,

6(n)

—~

If Alice and Bob exchange k messages during the execution of the bit agreement protocol, it is called
a k-pass bit agreement. Note that Alice and Bob output the same bit with overwhelming probability,
and Eve can compute the bit by with only negligible advantage over merely guessing it, as € and o
are overwhelming.

Pr[b’ < Eve(Trans,1") : b =by] <1 —

A key agreement protocol is one where two parties, Alice and Bob, given n as a common input,
secretly agree on a key in {0,1}" at the end of execution. The key agreement is known to be
achieved by polynomially many parallel or sequential executions of the bit agreement protocol if
the protocol has a noticeable € and an overwhelming 6 [Hol05]. Notice that the parallel repetitions
of bit agreements achieve the n-bit key agreement without increasing the round complexity. See
[Hol05] and [Hol06] for further details. By one round, we mean a unit process wherein Alice receives,
computes and sends a message to Bob, and then Bob receives, computes and sends a message to
Alice. Thus, a y-round key agreement(y-KA) implies a 2y-pass key agreement. A y-round uniform-
transcript key agreement(y-UTKA) is a v-KA whose transcripts are indistinguishable from uniform
distribution.

Definition 12 (y-round (Uniform-Transcript) Key Agreement ® (y-(UT)KA)). For v > 1, a -
round key agreement (exchange) protocol ® consists of two sub-protocols, Alice (A) and Bob (B),
denoted as ® = (A, B). Let a; and f3; be the ith round messages of A and B respectively. Let Tran? be
the transcript of all the messages up to the ith round from B as Tra n? = (p1,B2,-..,08i) and Tra nZB =
(a1,09,...,05). Then, A consists of a family of message-generating algorithms Ay, Az, -+ Ay
defined as follows. For A’s random value ra € {0,1}":

Ay {0,1}" — {0,1}" is defined as A1(ra) — a1,

Ai - {0,131 x ({0,1}")1 = {0,1}" is defined as Ai(ra, Tranf |) = a; for 2 <i <~

Ayy1 {0, 1} x ({0,1}")" — {0,1}" is defined as A,YH(TA,Tran,’?) — SA-
The definition of B is identical to the definition of A except that all A’s and o’s are replaced with
B’s and B’s. Finally, ® = (A,B) satisfies the following conditions:

1. For any A € PPT, given Trans, A cannot efficiently distinguish the exchanged n-bit key sa
from random. Formally, for all random coin tosses r and r’ of A and random inputs ra and
rg of A and B,

Pr[Trans <— (A;,,Brg);sa < Ayqi(ra, Trans,/?) : A, (Trans, sa) = 1]

—Pr[Trans < (A, B ); rgnd {0,1}" : A (Trans, ) = 1] < p(n)

for some negligible function u(n).



2. At the end of execution of ®, A and B agree on a secret s. Formally, let T(n) be a negligible
function in n, then,
Pr(sa <+ A«,H(T‘A,Transﬁ); SB BﬁH_l(rB,Transs) isa=sg] > 1—1(n).

3. For the v-round key agreement ® to be a y-round uniform-transcript key agreement, denoted
as @, the additional condition below is satisfied. For any PPT adversary A,

Pr[A,(Trans) = 1] — Pr[R, "&¢ ({0, 1}")7 : A,(R,) = 1]| < €(n),

where €(n) is a negligible function in n. B satisfies the same requirement. That is, no PPT
adversary A distinguishes the messages of A and B from uniform distribution.

3 Building intuition: Composition Insecurity vs. Dense Trapdoor
Permutation

For gentle introduction to our main result, we first present a special case of our main result as
an example — The existence of dense trapdoor permutation (DTP) implies the impossibility of
achieving the adaptive security by composing (in a black-box way) non-adaptively secure pseudo-
random functions. The main idea behind showing this, is that a family of DTPs is well-known to
provide a 2-pass (uniform-transcript) key agreement.

A 2-pass key agreement can be achieved by n parallel repetitions of an underlying 2-pass bit
agreement without increasing its round complexity, which we describe as follows. Suppose that
we are given a family of DTPs, (Gen(-), f, f~!). Without loss of generality, Alice first chooses a
pair of one-way permutation fi and its inverse permutation ftzl by computing a public encryption
information k and its private corresponding trapdoor information t; using Gen(:). Note that k
is computationally indistinguishable from a random string of the same length by the property of
DTPs. Alice sends the public key k& to Bob. Upon k from Alice, Bob chooses two strings x and r.
Bob encrypts x with fx, so let y = fr(z). Bob sends y and r to Alice and computes the secret bit
b = <x, r>. With y and r, Alice obtains x by inverting y as z = ftzl(y). Then, Alice achieves the
bit agreement by computing b = <x, r>. Notice that all the messages exchanged between Alice
and Bob are either a uniformly random string of length n (i.e., y and r) or pseudo-random strings
indistinguishable from uniform (i.e., k). Thus, the above bit agreement is a uniform-transcript bit
agreement. Hence, the n parallel repetitions of the 2-pass bit agreement achieve a 2-pass n-bit key
agreement described in Protocol 1.1

3.1 Parallel Composition Insecurity from Dense Trapdoor Permutation

We construct two counter-example pseudo-random functions F and G which are secure against any
PPT adversary non-adaptively. Then, we prove that their parallel composition is not secure against
a particular sequence of four adaptive queries.

We remark that the same randomness r can be used for all of n parallel repetitions of bit agreement instead of
using different s for each of bit agreements. However, this will complicate our exposition later on, so we will use
different r’s. Clearly this does not affect the security of resulting key agreement protocol.



Alice Transcript Bob
(k,tx) < Gen(n)

k
— X1,T2, " ,Tpn g {0,1}"

71,72, " ,Tp g {O, 1}”
yi < fr(x;) for all i <n
Ti ftzl(yi) forall i <n Yol
b; < xj,r; > forall i <n b; << xj,r; > forall i <n
shared key sk < by,bo, -+ , b, shared key sk < by, ba, -+ , by,

Protocol 1: 2-pass key agreement based on a DTP (Folklore)

3.1.1 Intuitions of Parallel Composition of F and G

We provide the high-level overview and intuition of our construction of pseudo-random functions
F and G based on DTP, and show how to break the adaptive security of their parallel composition.
The main technique of our constructions of counter-example functions is to design the functions to
detect the adaptive query throughout the input and output behavior. In particular, F and G emulate
a 2-pass key agreement protocol (described in Protocol 1) via adaptive inputs and outputs. Once
F and G internally obtain a shared key, they generate outputs which hide a special relation with
respect to the shared key. As we input these specially generated outputs to the parallel composition
again, F and G retrieve the previously shared key and verify the special relation with respect to
the shared key. Hence, function F and G are convinced that the queries must be indeed adaptively
generated, and reveal their private keys through their outputs, which break their security.

Our counter-example functions F and G are both defined over ({0,1}")?"*3. F and G hide the
secret keys kg and kg respectively. P denotes an adaptively secure pseudo-random permutation.
Let (Gen(+), f, f~1) be a family of DTPs. r;; and s;; denote the ith pseudo-random string generated
by F and G using their secret keys on jth input respectively. In addition, Ency(z) is defined to
be a pseudo-random private-key encryption of z with respect to key k. Hence, we have x =
Decy (Encg(z)).

We first define F and G on the first fized adaptive query @Q; = (0™,0™,--- ,0™):

e F generates 2n + 3 pseudo-random strings r*, ro1,731, - ,7(2,43)1 computed by Pre (Q1).
e Gon input Q1 uses its secret key to first compute sufficiently long pseudo-random string which
is then used to compute DTP pair (k, tx): a pair of a DTP key k and its private trapdoor

tr by Gen(1") of DTP. G generates 2n + 2 pseudo-random strings s21, 831, , S(2n+3)1 DY
Pr(Q1), then it outputs (k, s21, -+, S(2n+3)1)-

We describe the outputs of F and G and their parallel composition outputs below:
F— (r",ra1, -, 7(2n+3)1)
G — (k,s21, 5 S(2n43)1)

The second adaptive query is of the form Qo = (u,0",0",--- ,0") where u = r* ® k. We define F
and G on Q9 as follows.

Q1 —

= (r" @k, 121 © 521, ,T(2n+3)1 D S(2n43)1)

e F first simulates the first-round of computation (by internally executing Py on the fixed query
(1) to obtain 7*, then computes u @ r* which is equal to k; Now, F computes 2n + 3 pseudo-
random strings 1,2, , Ty and 7, 11)2, "(n42)25 5 T(2n43)2 DY Pre (Q2). F computes y; by
fre(z;) for 1 <i < mn, then outputs (Y1, , Un, "(ng1)2> "+ > T(2n43)2)-
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e G generates fresh pseudo-random strings (si2, 822, -+ , S(2n+3)2) computed by Py, (Q2).

We describe what both F and G output individually and the output of their parallel composition:

Oy — C|;:—> (Y1, yYns T(n41)25 " 77’(2n+3)2)
— (512, 15n2y S(n+1)2 """ 73(2n+3)2)
= (Y1 D812, 1 Yn D Sn2y T(nt1)2 D S(n41)2: " > T(2n+3)2 D S(2n+3)2)

We define the third adaptive query Q3 to consist of the selected coordinates in the previous outputs
such that Q3 = (y1 © 812, , Un D 802, T(n+-1)2 D S(ng1)2>*** »T(2n)2 D S(2n)2, k S 7,07,0"). On Qs3,
we defined F and G as follows.

e Fregenerates all the pseudo-random strings in the second round, 1, -+, Zn, F(np1)2, " s T(2n+3)2
by P (Q2). Notice that Q2 is (k& r*,0",--- ,0™) where F can obtain k @ r* from Q3. F can
compute b; =< Tj,T(,14)2 > for all 1 < i < n and retrieve a shared key sk by letting sk =
bibg - - - by,. Now, F generates pseudo-random strings r13,723, "+, T(2n43)3 by Pre(Q3) and en-
crypts r13 with the shared key as Encg(r13). Finally, F outputs (Encg(r13), r13, 723, - - T(2n+2)3)-

o G regenerates 512,522, ,S(2n)2 DY Pie(Q2). G can obtain y1,- -+, yn,T(1)2,* »T(2n)2 88
it cancels s12, 822, ,S(2n)2 out of the first 2n coordinates in Q3. By using the inverse
permutation ftzl with respect to the trapdoor tg, G can obtain z; by computing ftzl(yi) for
all i. Hence, G can compute b; =< x;,7; > for all i and retrieve the shared key sk by letting
sk = biby---b,. Then, G generates pseudo-random strings sis, Sog, - - » $(2n+3)3 by Pr.(Q3)
and creates an encryption Encg(s13). Finally, G outputs (Ence(s13), 513,523, ; S(2n42)3)-

Below we depict the individual outputs of F and G and the output of their parallel composition:

F — (Ence(r13), 713,723, 5 T(2n42)3)
Q3 —
G — (Encg(s13), S13, 523, - - 78(2n+2)3)
— (Encg(r13) @ Encar(s13), 713 © 513,723 © 523, + , T(2n+2)3 D S(2n42)3)

Our fourth query Q4 is a selective collection of the outputs in the previous round such that Q4
= (y1 © 512, 1 Yn © 502 "(nr1)2 D Sn1)2> " T (2n)2 © S2n)2, k © 77, Encer (1) @ Encgr(s),r @ s).
Notice that F and G can simulate all the computations of previous rounds upon (4. Hence, F and
G can retrieve shared key sk. F computes Encgi(r13) and 713 by the simulation of computations
on 3. Then, F checks to see if equality Decgi(Encgi(riz) @ (Encsk(ris) @ Encgr(s13))) = ri3 @
(ris @ s13) holds where (Encgi(r13) @ Encsx(s13)) and (r13 @ s13) are obtained from Q4. Since
the equality holds, F deduces that the input query is indeed an adaptive query. Hence, F outputs
(kg,0™,0™,--- ,0™) containing its secret key kg. G does the same and outputs (0", kg, 0", --- ,0™).
The individual outputs of F and G and the output of the parallel composition are described below.

F— (k‘F,On,On,'“ 70n) n n
@1 = G — (0", kg, 0", ---,0™) = (ke kg, 0%+, 07)

3.1.2 Formal Construction of Non-Adaptively Secure Function F

We first provide the specifications of the underlying primitives used for the construction of F. We
have 7 : K x ({0,1})2"+3 — ({0,1}")?"*3 where K is the key space of #. 7 denotes a PRP
with respect to private key k and 7~rk_1 is the inversion permutation to 7. We are also given PRP
m: K x{0,1}" — {0,1}". Notice that both 7# and 7 have the same key space K. Without



loss of generality, K is {0,1}" throughout this paper. Finally, we are given a family of DTPs,
(Gen(-,-), f, f~1). We denote f; and ftj as a permutation and its inverse permutation defined
over {0,1}" where (k,t;) is generated by Gen(1",r) for randomness r € {0,1}" and |k| = n and
|tk| = poly(n).

Built on the above underlying primitives, the counter-example function F is defined to be from
({0,1}7)27+3 o0 ({0,1}")?"*+3 and internally hides a secret kg in K, which is a private key applied
to the underlying primitives in order to generate pseudo-random. Let I = (uy,uq,...,us,+3) be an
input vector to F where u; € {0,1}" for i =1,2,...,2n+ 3. Similarly, (v1,v2,...,v2,4+3) denote an
output vector. The formal construction of F is given in Algorithm 1.

Construction of F

L If I = (ug #0"ug =0" -+ ,ug,ts = 0"), then

Output (v1,v2,...,vo,+3) Where

(al,ag, . ,a2n+3) <— ﬁ'kF(On,On, . ,0”)

(l’l,l’Q, e ,l’2n+3) < 'ﬁ'kF(u1,u2, . ,u2n+3)

Let y; = fuy@ay (zi) for Vi=1,2,...,n

(v1,v2, -+ ,v2043) < (Y1,¥2, "+ 1 Yn> Tntls - - T2043)

2. If I = (u1 75 0",u2 75 0", e U2n41 75 On,UQn+2 = On,UQn+3 = On), then
Output (v1,va, ...,V +3) Where
(l’l,l’Q, B ,l‘2n+3) — ﬁ'kF(UQn_H, 0",... ,0")
Let k; =< xj,xpe > for Vi=1,2,...,n
Let kK = k‘lk,’gk‘n
(11,72, -+ Tong3)  Tpp (U1, U2, . . ., Uzn43)
(1,2, ..., V2n43) < (T (r1), 71, -+ s T2n12)

3. If I =(up #0™ ug #0", -+ [ ugpys # 0"), then

output (vy,ve,- - ,vay43) where

(1,22, , Top43) < Trp (Uzng1,0, -, 0")

Let k; =< xj,xpys > for Vi=1,2,--- |'n

Let k’, = k‘lk’gk‘n

(11,72, -+, Topy3) < Tpp (w1, ug, - Ugpg1, 0™, 07)
o = (1)

(a) If ' (a0 @ uzpio) = 11 ® uznys,
then (Ul,’Ug, s ,v2n+3) — (k‘F,On,O"a T aon)

(b)  else(vi,va, -+ ,Vang3) < Ty (U1, ug, -+, Usn+3)

4. If I is not of any previous cases, then
output (vy,ve,- - ,Vapt3)where
(V1,02 ,Von43) & Thp(ul, Uz, -+, U2n43)

Algorithm 1: The algorithm of function F

Claim 3.1. The function F is secure against any non-adaptive PPT adversary A(q,t), running in
time t and making at most ¢ non-adaptive queries, where t and q are any polynomials of security

10




parameter n.

Proof. For clarity in the following proof, we denote r;; as the ¢th randomness at the jth query. To
prove the non-adaptive security of F, we will show that

Advi(q, t) < Advﬁ(q, ')+ AdvﬁA(q, ')+ AdvT(q,t') + 2% (1)
where t' = t + poly(n, q), accounting for the extra time costs resulting from our reduction.

Assume that non-adaptive adversary A chooses ¢ queries as follows. The first query is Q1 =
(u*,07,...,0") € ({0,1}")?"*3 and the rest of ¢ — 1 queries are Q; = (u;1, uso, - . . s Ui(om), u*, 0", 0™)
for 2 <4 < g, in which w1, w2, . .., ui(2,) are arbitrarily chosen for all ¢. Notice that in cases 1 and
2 of Algorithm 1, once we fix the first coordinate of @)1 and the (2n + 1)th coordinate of @;’s to be
equally u*, we actually fix the shared key &’ through all the ¢ queries, so that the first coordinate
is an encryption of the second coordinate by 7/ in the last ¢ — 1 outputs. Hence, inverting the first
n coordinates of output on (1 will reveal the key &', and consequently A distinguishes F from a
uniform function R. Since any PPT adversary can invert fx only with at most negligible probability
€f,, the probability of retrieving &’ is at most (e, )", constituting the first term on the right-hand
side (RHS) of inequality (1).

Assume that A4 makes g queries in the form of (uy # 0™, ug # 0™, -+ - , ugp+3 # 0™), corresponding
to case 3 and fixes the first 2n + 1 coordinates of all the queries. So, A fixes k’,r;, and « in the
condition 7Tk_,1(Oé @ Ugpt2) = r1 D uzpt3. Now, A only needs to find a pair of ug,io and ug,13
satisfying the condition so that F reveals its secret key kg. Since 7 is a permutation, there exists
unique ugy,+3 to each wugy, 49, which satisfies the condition. Hence,

Primy (@ @ ugni2) = 71 ® Ugnts © Uzpt2, Uanss s {0,1}"] < 2%
With ¢ queries, A successfully guesses kg with probability at most ¢/2"; that is the second term
on the RHS of the inequality.

Consider that A makes ¢ queries such that each input query falls into either case 3 or 4 of
Algorithm 1. Since we already showed above that F in the case 3 outputs only pseudo-random
strings computed by 7. with an overwhelming probability, we ignore the case that F outputs the
secret key kg on one of the ¢ queries. Then, F simply outputs a vector of pseudo-random strings
generated by PRP 7. on each input query, which is indistinguishable from uniform randoms of
({0,1}™)?"+3. This constitutes Adv?(q,t') in inequality (1).

Consider the case in which A makes ¢ non-adaptive queries in which one of the queries is
(0™, 0™, ---, 0™), so it evokes case 4 and the rest of queries evoke case 1 of Algorithm 1. Towards a
contradiction, assume that A distinguishes the outputs corresponding to the ¢ non-adaptive input
queries described above. The output of case 4 is indistinguishable from uniform random by the
security of PRP 7. This implies that A distinguishes the outputs of case 1 from uniform randoms.
Notice that the first n coordinates of an output of case 1 are strings generated in the following way.
Tge on an input query first generates pseudo-random strings and then a trapdoor permutation
fuima, re-encrypts these pseudo-random strings where u; @ a; is known since A can obtain a; from
the output of F on (0™,0™,---, 0™). The rest of coordinates (all coordinates except for the first n
coordinates) are strings generated only by 7. on an input query. We recall the description of the

output of case 1 on input query (uj,ug, -+ ,u,+3) as follows:
(fu1€Ba1(T1)7"' 7fu1@a1(rn)7 Tn4+1,""" ,T2n+3 )
first n coordinates the rest of coordinates
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where (r1,r2, - ,ropt3) < T (U1, U2, -+ ,u2p43). Since A distinguishes these outputs of case 1
from uniform randoms, either of the following cases must be true. First, A distinguishes outputs of
case 1 from uniform randoms by distinguishing the first n coordinates of the outputs from uniform
randoms. Then, A can also distinguish outputs of case 4 from uniform randoms as follows. Upon
outputs of case 4, A applies f,,4q, to the first n coordinates of each output and ignores the rest of
coordinates of each output. This forces the distribution of the outputs of case 4 to be identical to
the distributions of the outputs of case 1 that A distinguishes from uniform randoms. Therefore,
A distinguishes outputs of case 4 from uniform randoms. This leads to a contradiction to the non-
adaptive security of F in case 4 already proven above. Then, it must be true that A distinguishes
outputs of case 1 from uniform randoms by distinguishing the rest of coordinates of outputs from
uniform randoms. However, this also enables A to distinguish outputs of case 4 from uniform
randoms by ignoring the first n coordinates of each output. Hence, another contradiction arises
to the non-adaptive security of F in case 4. Since we encounter contradictions in both cases, the
advantage of A making ¢ non-adaptive queries of case 1 is also upper-bounded by AdvﬁA(q, t') in
inequality (1).

Finally, consider that A makes g queries of case 2 in Algorithm 1. Towards a contradiction,
assume that A distinguishes theses outputs from uniform randoms. Notice that the distribution of
the last 2n + 1 coordinates in output vectors (all the elements except for the first two elements) is
equivalent to the distribution of the last 2n 4+ 1 coordinates of an output of case 4. This is due to
that both distributions are generated by 7, on input queries. We already showed above that if A
distinguishes outputs of case 2 from uniform randoms by distinguishing the last 2n + 1 coordinates
from uniform randoms, A can also distinguish outputs of case 4 from uniform randoms, which leads
to a contradiction. This implies that A distinguishes outputs of case 2 from uniform random by
distinguishing the first 2 coordinates from uniform randoms. Hence, distinguishing the outputs of
case 2 from uniform randoms over ({0,1}")?"3 is equivalent to distinguishing

(7 (r1),m1), (T (r2),72), -+ 5 (T (rq) 7g) (2)
where k, 71,72, - - 74 are uniformly random, from
(a1,b1), (az,b2), - -+, (aq, by) (3)
where a;,b; for all i = 1,--- , ¢ are uniformly random.

Let A distinguish (2) from (3) with a non-negligible probability {. We define the ith hybrid
distribution H; as

H; = (7Tk(7‘1),7‘1),"' ’(wk(ri)vri)’(ai+17bi+1)7"' 7(aq7bq)

where k,r;,a;,b; for all ¢ = 1,--- ¢ are uniformly random. Since |Hy — Hy| > &, there exists ¢
such that |H; — H;11| > £/q. Then, we can construct a distinguisher D’ by using A such that D’
distinguishes 7 from a random function R : {0,1}" — {0,1}" with non-negligible probability as
follows. Upon an unknown distribution (o, 3) € ({0,1}")2, D’ generates the ith hybrid distribution
as

(mr(t1),t1), -+ (T (ti-1), ti-1), (@, B), (@it1,biv1), -+, (ag, by)

where t1,- -+ ,tq, @it1,bit1, -+ ,aq, by are uniformly random. Then, D’ queries the ith hybrid dis-
tribution to A. Since A distinguishes the ith hybrid distribution with non-negligible probability
¢/q, D' distinguishes 7 from R with non-negligible probability £/q, which contradicts the indistin-
guishability of 7. This contributes to Adv’(g,t') in inequality (1). O
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3.1.3 Formal Construction of Non-Adaptively Secure Function G

The function G is also defined from ({0,1}")?"*3 to ({0,1}")?""3 with a secret kg in K. The
notations and standard specifications of underlying primitives remain identical to those for the
construction of F in the previous section. The formal construction of G is presented in Algorithm
2.

Claim 3.2. The function G is secure against any non-adaptive PPT adversary A(q,t), running in
time t and making at most ¢ non-adaptive queries, where t and q are any polynomials of security
parameter n.

Proof. To prove the non-adaptive security of G, we will also show that

4

AdvS(g,t) < Adv (g, 1) + AdvT(g, 1) + AdvT(q,t) + o

+ Adv§" (g, 1) (4)
where t' = t + poly(n, q) as defined in Claim 3.1 and Gen is a key generation algorithm for a family
of DTPs. Since all the cases of G are identical except that the output of G in case (1) is a public
key k for trapdoor permutation f, the first four terms on the RHS of (4) are identical to those in
Lemma 1. Since the key k is indistinguishable from uniform random over {0,1}" by the property
of Gen, any PPT adversary A distinguishes the key k& from uniform random over {1,0}" with
only negligible advantage. Hence, the indistinguishability of dense keys constitutes Advff"(q,t’ )
in inequality (4). O

3.1.4 Adaptive Insecurity of Parallel Composition of F and G

In this paper, a pseudo-random function is said to be breakable by q adaptive queries if there is a
PPT adversary A such that A distinguishes the pseudo-random function from a uniform random
function by asking g adaptive queries to the pseudo-random function.

Claim 3.3. The parallel composition function F@ G is breakable by four adaptive queries.

Proof. To show the claim, we present a particular sequence of four adaptive queries in which the
parallel composition F @ G reveals all the secret keys of F and G, such as kr and kg. Let 745 (or
si;) denote the ith randomness of F (or G) upon the jth adaptive query @;. Then, our first query
Q1 to F&G(+) is Q1 = (07,07, --- ,0™) € ({0,1})?"*3. Since the input always (with probability 1)
evokes case 4 of Algorithm 1, we have

F(0n7 Ona o 7071) = 7~TICF(On7 Ona o 7On) = (T117 T21, ,T(2n+3)1).

In G, since the input falls into case 1 of Algorithm 2, G computes (si1,S21,""" s 8(2n+3)1)
by . (0",0", ---,0") and then obtains (k,t;) by executing Gen(1",s11). Finally, G outputs
(K, 821, , 8(2n+3)1)- Thus, the output of F & G(0™,0,---,0") is

(7‘1177‘217 T 77’(2n+3)1) ® (k, 521, 73(2n+3)1) = (rin ® k,m21 ® s21,- - 1y T(2n+3)1 D 3(2n+3)1)'
Obtaining the above output, we define our second adaptive query (2 to be:

Q2 = (r11 ® k,0™,0™,--- ,0™) € ({0,1}™)?"F3.
Note that ()2 fails to evoke case 1 of Algorithm 1 when r1; ® & = 0™. That is, if 711 = k, then

the second adaptive query cannot succeed to succeed to lead F and G into the proper case. The
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Construction of G

1. If I = (u1 = 0”,'&2 = On, s, U2n4+3 = On), then

output (v, ve,- - ,von+3) Where
(817 52, 782n+3) — ﬁkc(0n7 o 70n)
(k,tx) < Gen(1",s1)

(v1,v2,+++ ,vont3) < (K, 82,7~ S2nt3)

2. If I = (u1 Z 0" ug # 0™, -+ Juopy1 # 0™, uopgo = 07, Ugpas = 0”), then
output (vy,ve,- - ,vay43) where
(a17a27 o 7a2n+3) <~ G(Onv 0n7 T 70n)
(k,tg) < Gen(1™, ay)
(b1,b2,- -+ ,bany3) < G(ugpy1,0",---,0")
Let z; = ftzl(u,- @b;) fori=1,2,---n

Let kj =< x5, (’LLn+j ©® bn+j) >forj=1,2,---,n
Let k' = kiks-- -k,

(51,82, , Son43) T (U1, u2, -+, Upy3)
(v1,v2,++ s V2n+3) = (TR (51), 81, S2n+2)

3. U T = (up #0™ ug #0", -+ ,ugp+s # 0"), then
output (vi,ve, -+ ,vop13) where
(CLl,CLQ, o 7a2n+3) — G(Onu 0n7 o 7011)
(k,tx) < Gen(1™,a4)
(b1,b2, -+ ,bany3) < G(ugny1,0", -+, 0")
Let x; = ftzl(ui @b;) fori=1,2,--- ,n

Let kj =< xj, (Un+j ® bpgj) > for j=1,2,--- | n
Let k?l = k‘lk,’gk‘n

(c1,62,- -+, Cang3) ¢ g (U1, ug, -, Uzny1,0",0")
B+ mp(cr)

(a) If w,;,l(ﬁ D Ugpt2) = Co D Ugp+3,
then ('Ul, V2, 7'02n+3) — (0117 kGa 01’L7 e 70”)

(b) else (v1,v2," - ,V2n43) ¢ Thg (U1, u2, -, U2py3)

4. If I is not of any previous cases, then
output (vy,ve,- - ,vay43) where
(V1,V2, -+, Vap43) <= Thg (UL, u2, -+, U2n43)

Algorithm 2: The algorithm of function G

14




probability that r;; = k is 1/2™ which is negligible in n. Therefore, Q)2 successfully evokes case 1
of Algorithm 1 with probability 1 — 1/2".

Upon )2 which evokes case 1 of Algorithm 1, F internally simulates the computations of itself
on @1 to obtain rq; by executing 7y, (0",0", - ,0") = 7, (Q1) = (111,722, + , T(2n43)1)- Now, F
can retrieve the public key k from Q2 by computing r11 ® k ® r1; = k. Obtaining k, F computes
Yio = fr(xi2) for i = 1,2,--- ,n where F computes fresh pseudo-random strings as 7. (Q2) =

(712,22, -+ , T(2p+3)2). Finally, F outputs (y12,- -+, ¥n2, T(ns1)2, " > T(2n43)2)-
In G, the input Q)2 is of case 4 of Algorithm 2. Hence, G outputs fresh pseudo-randoms as
follows.

G(ri1 @ k,0%,- -+ ,0") = T (r1n @ K, 07, ,0") = (512,822, , S(2n43)2) (5)

Thus, we have

(F®G)(Q2) = (y12,- - yYn25 L(n4+1)2, """ 7$(2n+3)2) © (512,522, - 73(2n+3)2)

= (Y12 ® 512, , Un2 D 502 T(n41)2 D S(n41)2: " > T(2n+3)2 © S(2n+3)2)-

We define our third adaptive query Q3 € ({0,1}")2"+3 to be
Q3 = (Y12 D 512, , T(2n)2 D S(2n)2, 711 © K,0",0™).

Assuming that @2 succeeds to evoke case 1 of Algorithm 1 and case 4 of Algorithm 2 (Recall
that @1 always succeeds.), the third adaptive query Q3 succeeds to evoke case 2 of Algorithm 1
and Algorithm 2 only when none of the first 2n 4+ 1 coordinates of ()3 is 0. Since the (2n + 1)th
coordinate (i.e., r11 @ k) is taken from @9, the (2n + 1)th coordinate is guaranteed not to be 0.
Hence, for Q3 to be a valid adaptive query, it must be the case that yi2 # si2, -+, T(2n)2 # S(2n)2-
In other words, Q3 fails if at least one of equalities y12 = s12, +*, T(2,)2 = S(2n)2 Occurs. Each
of the equalities occurs with probability 1/2" so that the total failing probability of Q3 is 2n/2"
which is negligible in n. Thus, Q3 succeeds to evoke case 2 of Algorithm 1 and Algorithm 2 with
probability 1 — 2n/2".

Then F upon )3 computes,

Thp (U2nt1,0%, -+, 0") = T (rin @ K, 07, -+, 0%) = T (Q2) = (%12, T22, -+ T(2n43)2)-
Then, F computes n hard-core bits by computing
ki =< Tig, T(yqiy2 > for Vi=1,2,--- ,n. (6)
So, F obtains a shared key k' = kikso - - - k,. Finally, F computes fresh pseudo-random as
T (W1, U, -+, Usng3) = (113,723, T (2043)3)

and outputs (7 (713),713,** , T(2n+2)3)-
As Q3 evokes case 2 of Algorithm 2, G retrieves (k,tx) by computing Gen(1",s1;) where
(511,821, , S(2n43)1) = The(Q1). Then, G proceeds to compute the followings:

G(u2n+1,0n, s ,On) = G(’r’n D k:,O", e ,On)
— (CLl,CLQ,“‘ 7a2n+3)

= (812,822, "+, S(2n+3)2) by (5).

Using the trapdoor t;, G computes

zi = fi  (ui @ ar) = f (2 ® si2 © si2) = fr, (Yi2) = @io for Vi=1,2,--- ,n.
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Then, G can compute for Vj =1,2,--- ,n

kj =< xj, (Untj © antj) >
=< 22, (T(ntj)2 © S(ntj)2 © S(ntj)2) >

=< T2, T(nt5)2 > .

G constructs a shared key k' by letting k' = kiks - - - k,,. Notice that x5 and T(n4j)2 are respectively
equivalent to z;2 and 2 (,44)2 in F’'s computation at (6). Thus, G’s ¥’ = F’s k. Finally, G computes
fresh pseudo-randoms as

ﬁ-kG (ula ug, - - 7u2n+3) = (8137 523, 78(2n+3)3)7

and outputs (7 (513),513," - , S2n42)3)- Therefore, the output of F @ G on the third input is

(mrr(113) © Th(813), 713 D 8135+ 5 T(2n4+3)3 D S(2n43)3)-

Our final adaptive input Q4 to F ® G is

Qs = (120512, , Yn2DSn2, T(ng 1208 (n41)2:* ** » T(2n)2D8(2m)2, T11DS11, T (113) DT (813 ), 713D 513).

Conditioned that all the previous adaptive queries are successful, consider the probability that
Q@4 succeeds to evoke case 3 of Algorithm 1 and Algorithm 2. That is, it is the probability that
none of the coordinates of ()4 is 0™. Notice that the first 2n + 1 coordinates are taken from
Qs (i.e., the first 2n coordinates) and @9 (i.e., the (2n + 1)th coordinate). Hence, none of the
first 2n + 1 coordinates are guaranteed to be 0™ as we conditioned that ()2 and Q)3 are successful
adaptive queries. Q4 fails if 7y (r13) = mpr(s13) or 713 = s13 in which each of the cases occurs with
probability 1/2". Therefore, Q4 succeeds to evoke case 3 of Algorithm 1 and Algorithm 2 with
probability 1 — 2/2™.

On @4, which evokes case 3 of Algorithm 1, F retrieves the same shared key &’ as in (6) since F
only requires us, 11 to be 711Dk as in the previous round. Obtaining &/, F simulate the computations
of the third round. In particular, F computes

Tp (U1, uz, -+ U2n11,0",0") = T (Q3) = (713,723, , T (2n43)3)-

Since oo = mr(r13),

7'('];,1(& D Uopt2) = ﬂlgl(ﬂkr(rlg) @ s (r13) © TRr (813))
=7 (T (s13))
= 13
=7113D 7113 D s13

=113 ® U2n+3.

Therefore, F outputs (kg,0™,---,0™).

Q4 evokes in case 3 of Algorithm 2. Again, G starts the fourth round computation by retrieving
(k,t1) as it computes Gen(1", s11) where (511,521, , S(2n+3)1) = Tk (@1). Then, similarly to F, G
also computes the shared key &’ by using the first 2n elements of )4, which are equivalent to the
first 2n coordinates of Q3. Thus, G retrieves the shared key k. Then, G proceeds to check if the
equality in case 3.(a) holds as follows:

The (U1, u2, -+ U2n41,0",0") = T, (Q3) = (b1, ba, -+, bany3) = (813,823, , S(2n+3)3)-

16



Since B = mpr(s13) = T (b1),

77191(5 D Ugni2) = Wﬂl(ﬂk/(sm) © M (r13) © T (513))

= 813 D s13D r13

= b13 @ u2n 3.
Consequently, G outputs (0", kg, 0", -+ ,0™). Therefore, the output of F @ G on Q4 is
(kg,0",---,0™") & (0", kg, 0", -+ ,0") = (g, kg, 0", -+ ,0™),
which reveals all of the secret keys of F and G. O
By Claim 3.1, 3.2, and 3.3, we immediately obtains the following lemma:

Lemma 1. Suppose that a dense trapdoor permutation exists. Then, there exist non-adaptively
secure functions F and G whose parallel composition F ® G is breakable by four adaptive queries.

3.2 Sequential Composition Insecurity from Dense Trapdoor Permutation

We now present a somewhat more interesting construction: namely a sequential composition of
non-adaptively secure functions does not imply minimal adaptive security. That is, we show that
there exist non-adaptively secure pseudo-random functions F and G whose sequential composition
is breakable by only two adaptive queries and yet it remains non-adaptively secure.

3.2.1 Intuitions of Sequential Composition of F and G

We provide the intuitive description of our counter-example functions F and G for which we provide
the high-level overview of their formal constructions. The standard notions and specifications of
the underlying primitives are identical to the ones in the previous section. F (resp. G) contains two
secret keys kp and k:/F (resp. kg and k‘/G)

We define the first adaptive query @ to be a fixed query, (0",0",---,0"). Then, F and G are
defined on ()7 as follows.

e F computes (k,t;) by Gen(1™), a pair of a public key defining a one-way permutation and its
corresponding trapdoor for the inverse permutation. F also computes pseudo-random strings

21,7315 s T(2n43)1 DY Pre(Q1). F outputs (k, 721, , 7(2n43)1)-
e On (k,721, -+ ,7(2n43)1), function G is defined to generate 2n + 3 pseudo-random strings
Tl Ty S(nge)ls " 5 S@2nt3)1 DY Prg(Kyma1, -+, T(2p43)1) and computes the shared key sk =

bib ... b;, where b; = < @4, $(p 441 > for all 1 <4 <n. In addition, G creates an encryption of
S(2n+1)1 With respect to the shared key, denoted by Ency(s(2,41)1). Also, G encrypts one of
its own secrets k;;; with respect to the shared key, resulting in Encsk(k‘é). Finally, G encrypts
x;8 to y; by a one-way permutation defined by k (i.e., y; = fr(x;) for all 1 <i < n). Hence,
G outputs (yi,- - yYns S(nt1)15 77 5 S(2n)1) Encsk(3(2n+1)1)7 S(2n+1)1> Encsk(kég))'

The computation of the sequential composition of F and G on 7 is described below:
F G '
Q1 — (K, 7215+ 7 @n43)1) = (Y15 3 Uns St S2n)1s ENCsr(S@2nt1)1)5 S2nt1)1> EnCar(kg))
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We define our second adaptive query Qs to be the output of the sequential composition on @) such

that Q2 = (Y1, »Yns S(n1)1>* > S@n)1> ENCak(S2n41)1); S@nt1)1 Encar(kig)). On @2, we define F
and G as follows.

e F obtains all x;s by inverting y;s with its private trapdoor information t; as ftzl(yi) for
all 1 < i < n. Now F can retrieve the shared key sk by letting sk = b1by---b, where
bi =< Ti,S(ngsy1 > for all 1 < i < n. F takes Encep(s(2n41)1) from Q2 and decrypts it to
S(ant1)1 by Decsk(Encg(S(2n+1)1)). Finding the decrypted string equivalent to the (2n + 2)th
coordinate in Qs (i.e., S5(2n +1)1), F is convinced that Q)2 is an adaptive query. Then, F inverts
the final coordinate of Qo with the shared key sk, so F obtains k/G = Decsk(Encsk(kg)). Finally,
F outputs a vector (k:é;, kg, k;;:, 0", ---, 0™) containing all the secrets of F.

e Upon the input (k;;;, kg, tr, 0", -+ ,0™) from F, function G checks to see if the first coordinate
of the input vector equals its own secret k:/G Since the equality holds, G reveals all the secret
keys of F and G by outputting (kg, k’G, ke, k;;:, 0, .-, 0™).

All the individual outputs of F and G as a part of sequential composition is described as follows.
Q2 i (kGa kFa k;:70n7 t 70n) i (kG7 ké,7 kF7 k;:70n7 t 70n)

3.2.2 Formal Construction of Non-Adaptively Secure Function F

For the underlying primitives and their standard notations, recall the PRPs m, 71, and a family
of DTP (Gen(-,-), f, f~!) given in Section 3.1.2 of adaptively insecure parallel composition based
on DTP. Function F is defined over ({0,1}")?"*3. F internally contains two n-bit secret seeds kg
and k;;: The formal construction of F is given in Algorithm 3.

Construction of F

1. T =(up =0"us=0"...,uz4+3 = 0™), then

output (vi,ve,...,Va,+3) Where
(7"1,7’2, e ,T‘2n+3) — ﬁkF(ul,u2, A ,UQn+3)
(k,tg) < Gen(1™, 1)
(Ul,vg, e ,U2n+3) — (k‘,’r'g, e ,T2n+3)

2. I =(up #0" ug #0", ..., ugpts # 0"), then
(al,ag, cee ,a2n+3) — ﬁkG(O”, s ,On)

(k,tg) < Gen(1", a;)
Let k' = kiky ...k, where k; = < ftzl(ui),unﬂ >foralli=1...n

(a) If ugpt1 = mpr (U2n+2), then

(Ul, V2,... ,U2n+3) — (ﬁlz,l(’LLgn_Fg), k‘F, k,’;:, 0", A ,0")
(b) else
output (vq,va,...,Van+3) ¢ T (UL, U2, . .., U2p+3)

3. If I is not of any previous cases
output (vi,va, ..., Van43) < T (U1, U2, . .., U2p+3)

Algorithm 3: The algorithm of function F
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Claim 3.4. The function F is secure against any non-adaptive PPT adversary A(q,t), running in
time t and making at most ¢ non-adaptive queries, where t and q are any polynomials of security
parameter n.

Proof. We prove this claim by showing that

Advii(g.1) < Adv(q.t) + AdvE"(g,t) + 55 (7)
where t' = t 4+ poly(n,q), which accounts for the extra time costs resulting from our reduction.
Let Q; € ({0,1}")2"F3 for i = 1,...,q denote the ith query that PPT non-adaptive adversary A
generates. Then, towards a contradiction, assume that A distinguishes the outputs of F on Q;’s
from uniform random.

We first consider where every @; falls into case 3 of Algorithm 3. Since the output of these
two cases is directly computed from 7, distinguishing the outputs of these cases implies that A
effectively distinguishes 7 from uniform random functions; this leads to a contradiction. Hence, the
distinguishing advantage of A over F is upper-bounded by the distinguishing advantage of A over
7, which constitutes term Adv’(g,t') in inequality (7).

Consider the case in which every @; falls into case 1. Then, every coordinate except the
first coordinate in output vectors is generated by 7(Q;). If A distinguishes F from uniform func-
tions through distinguishing those coordinates generated by 7(Q;) from uniform random over
({0,1}7)?"*2 then A clearly can distinguish F from uniform random functions with non-adaptive
queries of case 3; this raises a contradiction to the non-adaptive security of F on queries of case
3 proven above. Hence, A distinguishes F from uniform random functions by distinguishing the
first coordinates of outputs from uniform random over {0,1}". However, Gen generates polynomi-
ally dense public key for a trapdoor one-way permutation f, the first coordinate k of each output
vector is indistinguishable from uniform random over {0,1}"; this leads to another contradiction.
Therefore, this contributes to term AdvS(g,t') in inequality (7).

Finally, suppose that A generates ¢ non-adaptive queries of the form Q; = (u; # 0", uy #
0", ..., uont+3 # 0™), which is of case 2 of Algorithm 3. Unless one of Q;’s satisfies ugp+1 =
g (U2n42), all the outputs of F are simply computed by 7. Hence, the distinguishing advantage
of A with Q;’s is upper-bounded by AdvﬁA(q,t’) when none of Q;’s satisfies uzp+1 = 7 (u2n42)-
To succeed to satisfy the condition of ugy,+1 = Tk (u2n+2), the adversary A can make an arbitrary
pick on ug, 42 in one of @;’s such that ug, 11 = mg/(u2p42). The probability of finding is ¢/2™ which
appears in inequality (7). ]

3.2.3 Formal Construction of Non-Adaptively Secure Function G

Similarly to function F, function G is also defined over ({0,1}")?"*3 and contains two n-bit secret

keys kg and k:;3 The underlying primitives and standard notations are identical to those used to
construct F in the previous section. The formal definition of function G is provided in Algorithm 4.

Claim 3.5. The function G is secure against any non-adaptive PPT adversary A(q,t), running in
time t and making at most q non-adaptive queries, where t and q are any polynomials of security
parameter n.

Proof. To prove the claim, we will show the following inequality

Adv5(g.t) < AdvE(q.1) + Adv]y(a.t) + Advi(a.1) + 5 (8)

where t' = t 4+ poly(n,q), which accounts for the extra time costs resulting from our reduction.
Let Qi = (ui,wiz, -, Uj2n+3)) € ({0, 1}7)27+3 for ¢ = 1,2,...,q denote the ith query that PPT
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Construction of G

1. T = (ug 0™ ug # 0™, ..., ugpt3 # 0™), then
output (v1,ve,...,v2,4+3) where
(81, 59,... ,82n+3) < 'ﬁ'kG(u1,u2, - ,u2n+3)
Let k' = kiko ...k, where k; = < sj,8,4; > foralli=1...n
Yi = fu,(si) foralli=1...n

’

(Ul,v2, e ,U2n+3) — (yl, <o Yns Sty - - -,Szn,ﬂk/(82n+1),82n+1,7Tk'(k7G))
2. If I =(up # 0™ ug # 0™ ug # 0™, uy = 0", ..., ugpy3 = 0") then
output (v1,ve,...,vo,4+3) where

(a) If uy = kg, then

(vl,v2, . ,U2n+3) < (kg, k‘,G,UQ,u:g,On, . ,On)
(b) else
(1,2, ..., Vong3) < The (U1, U2, - .., U2p+3)

3. If I is not of any previous cases
output (vq,va,...,Van43) < The (U1, U2, . .., U2p43)

Algorithm 4: The algorithm of function G

non-adaptive adversary A generates. Towards a contradiction, assume that PPT non-adaptive
adversary A distinguishes G from a uniform random function.

Because the output of G in case 2(b) and 3 of Algorithm 4 is simply computed from 7, (Q;),
distinguishing the outputs of those cases from uniform random is identical to distinguishing the
outputs of 7(Q;) from uniform random. This leads to a contradiction to the adaptive security of
7. Therefore, inequality (8) counts this case with term AdvﬁA(q7 t').

On the other hand, the ¢/2" term in (8) captures the probability that adversary A correctly
guesses key k:/G and put k‘/G to be the first coordinate of one of ¢ non-adaptive queries which evoke
case 2(a).

Finally, consider the case that A generates ¢ non-adaptive queries evoking case 1 in Algorithm
4. The first 2n coordinates and the (2n + 2)th coordinate of an output of the case are generated
by 7. (Q:). In fact, the first n coordinates are generated as follows. 7. (Q;) first generates 2n + 3
pseudo-random strings and then a trapdoor permutation f,,, encrypts the first n coordinates for
all .. We recall the description of outputs of G on @;’s evoking case 1 of Algorithm 4 below:

G(Qi) = (fuir (8i1)5- -+ fuir (Sin), Sin+1)s- -+ » Si2n) 77Tk’(3i(2n+1))73i(2n+1)77Tk’(le)) 9)

the first n coordinates the second n coordinates the last three coordinates

where (i1, 8i2,*+ , Si2n+3)) < The(Qi)-

Notice that inverting the first n pseudo-random strings encrypted by f,, (-) reveals the private
key k" which enables A to obtain kg by inverting the last coordinate 7y (kg) of outputs. Since
the advantage of inverting a trapdoor one-way permutation without trapdoor information ¢,,, is
negligible, this contributes to Advf;(q, t') in inequality (8).

In addition, suppose that A distinguishes G from uniform random functions by distinguishing
the first 2n coordinates and the (2n + 2)th coordinate from uniform random over ({0,1}")2"+1.
Then, A effectively distinguishes G from uniform random functions even with ¢ non-adaptive queries
evoking case 3 by applying fu,, (-) to the first n coordinates of each output of case 3 and ignoring
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the (2n + 1)th and (2n + 3)th coordinates of each output. This is clearly a contradiction to the
non-adaptive security of G in case 3, which is proven above. Therefore, this accounts for term
Adv7(g,t') in inequality (8).

Now, consider the case that A distinguishes G of case 1 from uniform random functions by
distinguishing the last three coordinates in (9) from uniform random over ({0,1}")3. The final
coordinate is an encryption of k:/@ one of the secret keys of G by mg/(-) where k' is hidden by
a trapdoor permutation. Notice in Algorithm 4 that kg is the only secret key used to generate
pseudo-random strings and is independent of k‘,G Hence, by letting G have two secret keys, G avoids
issues relevant to key-dependent message security and circular-security [CLO1, BRS02, BHHOO0S].
Thus, distinguishing G from uniform random functions via the last three coordinates of outputs is
equivalent to distinguishing

(ﬂ-kl (31)7 S15 Ty (k))v (ﬂ-kz (32)7 52, Ty (k))v R (ﬂ—kq (SQ)7 Sqs qu(k)) (10)

from
(al7blucl)7(a27b2702)7”’7(a(Z7bqacq) (11)

where ay,b1,¢1,--+ ,aq,bq,Cq, 51,52, -+, 54 and kq, ko, - , kg, k are uniformly chosen. We consider
51,82, ,8¢ and ki, kg, -+ ,k; as uniform random rather than pseudo-random since we already
proved that s, s2,- - - , 54 are indistinguishable from uniform random by A and finding k1, k2, - - , kg
by A succeeds with only negligible probability. Let A distinguish (10) from (11) with non-negligible
probability £&. Using A as a subroutine, we will construct another PPT distinguisher D which
distinguishes PRP 7 from a uniform random function. Let the distribution of the ith hybrid be
defined by:

H; = (7Tk1 (81)7 51, 7Tk1(k))v Ty (ﬂ-ki(si)v Siy ﬂ-kz(k))7 (ai+17 bi—i—l, Ci—l-l)a ceey (aqa bqy Cq)'

Since A distinguishes (10) from (11) with non-negligible probability &, there exists j such that
|H; — Hj+1| > &/q. Given unknown distribution (z,y,2) € ({0,1}")3, D generates a new jth
hybrid distribution as

(Tky (51), 81, Thy (K))5 o+ 5 (M1 (85-1) 85-1, Thy_y (K)), (2,9, 2), (@41, 0541, ¢j41),5 - - -, (ag, by, Cq)-

Then, D feed this hybrid distribution to A which distinguishes H; from H;; with non-negligible
distinguishing advantage £/q. Hence, D correctly answers whether (z,y,2) is from (10) or (11)
with non-negligible distinguishing advantage £/q. This implies that D distinguishes 7 from uni-
form random functions with non-negligible distinguishing advantage £/q, which is a contradiction.
Therefore, this contributes to term Adv7’(g,t') in inequality (8). O

3.2.4 Adaptive Insecurity of Sequential Composition of F and G
Claim 3.6. The sequential composition G(F(+)) is breakable by two adaptive queries.

Proof. We will present two adaptive queries which reveals all the secrets of F and G (i.e., kg and
kg). In the following proof, let r;; denote the ith randomness of F generated in jth query, and s;;
denote the ith randomness of G on the jth adaptive query.

We define the first adaptive query @1 to be (0™,...,0™) which evokes case 1 of Algorithm 3.
F(Q1) first computes (r11,721," - ,7(2n+3)1) by executing 7 (Q1) and then computes (k, ;) where
(k,tg) < Gen(1",711). Consequently, F(Q1) is (K721, ,T(2p43)1)-

Upon F(Q1) = (K721, ,7(2n43)1), G enters case 1 of Algorithm 4 with overwhelming prob-
ability. In particular, (k,ro,--- ,r(2n+3)1) must not contain any 0" for G to enter case 1. Since
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each coordinate can be 0" with probability 1/2", the probability that G fails to enter case 1 is
(2n + 3)/2™ which is negligible for sufficiently large n. Then, G computes fresh pseudo-randoms
(511,821, , S(2n+3)1) by executing 7z, (F(Q1)). G obtains a shared key k" as &' = kyky - - - ky, where
ki =< 84, 8pys > for 1 <4 < n. Hence, G outputs

(Y1592, s Yns St 1)1 S(n42) 1 5 S@2n)1s Tk (S@2n41)1)s S@2nt1)1> Trr (KG)), (12)

where y; is 7i(s;1) for 1 <i < n.
We defined our second (last) adaptive query Q2 to be simply the above output of the first round
computation as in (12):

Q2= (Y1,92, " Yns S(n+1)1> S(n42)1, " 73(2n)1777k’(3(2n+1)1)7S(2n+l)177rk’(k,c;))'

Notice that Q5 evokes case 2 of Algorithm 3 with overwhelming probability. To evoke case 2,
Q2 is required not to contain any 0. Since the probability is 1/2" that one coordinate is 0™, the
total probability for Q2 to fail to evoke case 2 is (2n+3)/2" which is negligible for sufficiently large
n. Entering case 2, F first obtains (k,tx) as it computes Gen(1™,711) where r1; can be obtained
by 7k (Q1). Recall that @ is a fixed zero vector so that F can internally compose Q. F obtains
$;1 by computing ftzl(yi) for 1 < i < n. So, F retrieves the shared key k¥ = kiky-- -k, where
k; =< $i, 8p+i > for 1 < i < n. Obtaining ¥, F can find out that the condition of case 2.(b) holds
by inverting 7Tk/(8(2n +1)1)- Thus, F is convinced that Q7 is an adaptively generated query so that
F computes the inverse of the last coordinate in Q2 to obtain kg (i.e., ﬂlgl(ﬂk/(kzé)) = k¢). Finally,
F outputs (ké;,k,:,k;:,O”,--- ,0m).

Upon (k:/G, ke, k‘,F, 0",---,0™) which leads G to case 2, G also is convinced that the input query
is adaptively generated since the first coordinate is k/G Notice that (k/G,k;F,k‘/F,O”, <, 0™) will
successfully evokes case 2 unless k‘,G, kg, or k:;: is 0™. Hence the probability is negligible 3/2" that G
fails to enter case 2. Therefore, G simply outputs (kg, k/G, ke, k;/F,O", .-+, 0™), which reveals all the
secrets of F and G. O

Proving Claim 3.4, 3.5, and 3.6 substantiates the following lemma.

Lemma 2. Suppose that a dense trapdoor permutation exists. Then, there exist non-adaptively
secure functions F and G whose sequential composition G(F(-)) is breakable by two adaptive queries.

Therefore, by Lemma 1 and 2, we immediately obtains the following theorem which concludes
the impossibility of adaptively secure composition under the existence of DTP.

Theorem 6. If a dense trapdoor permutation exists, then the composition of non-adaptively secure
functions does not imply the adaptive security.

4 Composition Insecurity vs. Uniform Transcript Key Agreement

In this section, we prove our main result: the existence of UTKA protocol implies the impossibil-
ity of obtaining adaptive security by the general composition of non-adaptively secure functions.
Moreover, Pietrzak showed that the insecurity of sequential composition implies the existence of key
agreement protocol. In fact, the key agreement protocol satisfies the property of uniform-transcript
even though Pietrzak did not mention it in [Pie06]. For the whole equality between the impossi-
bility of general adaptively secure composition and UTKA, we prove that the parallel composition
insecurity also achieves a UTKA by using the similar technique to that in [Pie06].
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4.1 Parallel Composition Insecurity vs. Uniform Transcript Key Agreement
4.1.1 Constructing UTKA from the Adaptive Insecurity of F & G

We present the parallel version of the result by using the technique originally presented by [Pie06].
That is, for £ > 2, if the parallel composition of two k& — 1 adaptively secure functions is not
k-adaptively secure, then a (2k — 1)-pass key agreement exists. For clarity, we rather present a
special case where k = 2. Following the technique of [Pie06], we construct a (2k — 1)-pass uniform-
transcript bit agreement (UTBA) with e-correlation and d-security where e is non-negligible and
0 is overwhelming. It is known that n parallel repetitions of bit agreement with e-correlation
and J-security achieves a n-bit key agreement without increasing the round complexity when e is
noticeable and § is overwhelming [Hol05]. With non-negligible €, a bit agreement still realizes a key
agreement which achieves correctness for (infinitely many) n such that for any ¢, e > 1/n°.

We present the pictorial description of a (2k — 1)-pass UTBA from two adaptively pseudo-
random functions whose parallel composition is not k-adaptively secure when k = 2 in Protocol 2.
The 3-pass UTBA in Protocol 2 may be easily extended to the (2k — 1)-pass UTBA for arbitrary k

Protocol Bit-Agreement(1")
Alice Transcript Bob

ba < {0,1}"
k/_\ — Gen,:(l") kB — Geng(ln)
T < D(ln) T < D(ln)
If bp = 0,
then 2z < Fp, (21)
else z1 < {0,1}" L
S y1 < 21 D Gig (1)
z2 < D(y1) z2 < D(y1)
If by = 0,
then 2y < Fp, (x2)
else z9 <4 {0,1}" 2, Y2 < 22 ® Gy (22)

bg < D(y1,y2)

Protocol 2: 3-pass uniform-transcript bit agreement based on 2-adaptive distinguisher D

and general adaptive distinguisher D. We describe the above protocol and the extension in detail
in the proof of following theorem.

Theorem 7. Let F and G be (k — 1)-adaptively secure pseudo-random functions. If the parallel
composition F @ G is NOT k-adaptively secure, then a (2k — 1)-pass UTKA exists for k > 2.

Proof. We present the special case where k = 2. Then, we explain how to generalize the technique
for arbitrary k. Let F and G be non-adaptively (2-adaptively) secure pseudo-random functions from
K x{0,1}™ — {0,1}"™ where K is the key space of F and G. Without loss of generality, we let K
be {0,1}". Also, let Geng and Geng be the key generation algorithms from {1} to {0,1}' defined
as Geng(1') — z for z € {0,1}!. In this proof, | = n since K = {0,1}".

In Protocol 2, D is a 2-adaptive distinguisher distinguishing F @ G from a (uniform) random
function R™ : {0,1}" — {0,1}". Without loss of generality, D, upon an input (y1,y2) for yi,ys €
{0,1}", outputs 1 if and only if D determines that the input is the output of a uniform random of
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length n. Now we want to show that the protocol Bit-Agreement(1™) in Protocol 2 has correlation
€(n) and is secure with probability §(n) where € is non-negligible and ¢ is overwhelming given the
security parameter n. Furthermore, we want to prove that Bit-Agreement(1™) satisfies the property
of uniform-transcript. Therefore, n parallel repetitions of Bit-Agreement(1™) will achieve the n-bit

Claim 4.1 (Non-negligible Correctness). The protocol Bit-Agreement(1™) has non-negligible €.

Proof. Let by, bo, and b3 be bits defined as in the following three cases.

case 1 case 2 case 3
by < D(y1,y2) where, by < D(y1,y2) where, bs < D(y1,y2) where,
k’l < Gen,:(l") Ty < D(ln) Y1 g {0, 1}"
kg — Geng(ln) Y1 < R"(ml) Y2 ¢ {0, 1}”
Ty < D(ln) To < D(yl)
Y1 < Fi, (21) © Gy, (21) Yo < R™(x2)
z2 < D(y1)

Y2 < Fp, (22) @ Giy(22)

D is a 2-adaptive distinguisher for F @ G. This implies that there exists a non-negligible function
€(n) for n such that

|Priby = 1] — Prlby = 1]| > €(n). (13)

Since R™ is a uniformly random function from {0,1}" to {0,1}", for any z; and = € {0,1}", the
distribution of y; <— R™(x1) and yy <— R™(z2) is equivalent to the uniform random of length n. In
other words, the distribution of by and b3 are equivalent to one another:

|Prlby = 1] — Pribs = 1]| = 0. (14)

Consider one more case described as follows.
by < D(y1,y2) where,
k’l < Geng(ln)
T < D(ln)
21 g {0, 1}"
y1 ¢ 21 P G, (1)
To < 'D(ln)
29 g {0, 1}”
Yo ¢ 22 © Gy, (12)

For any x and key k in {0, 1}", the distribution of y is uniform if z <—g {0, 1}" and y + z ® Gg(x).
Thus, the distribution of y; and yo are uniform, which implies that the distribution of b4 and b3
are equal to each other. Hence, by (14),

|Prlby = 1] — Pribs = 1]| = |Pr[bs = 1] — Prbs = 1]| = 0. (15)
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Finally, we have

PT‘[bA = bB] = PT‘[bA = 1] 'PT‘[bB =1:bp = 1] —I—PT[bA = 0] 'PT[bB =0:bp= 0]

1 1
:5'(1—P7’[b1:1])+§’P7’[b4:1]
1
= 5 . (1 + (P?"[b4 = 1] —P?"[bl = 1]))
1
< 3 (1+€(n)) by (13) and (15)
1 e(n)
AR
Therefore, the protocol Bit-Agreement(1™) has non-negligible correlation in e(n). O

Claim 4.2 (Security with overwhelming probability 6). The protocol Bit-Agreement(1™) has over-
whelming §.

Proof. We want to show that there exists an overwhelming function d(n) such that for all efficient
distinguishers D € PPT and D’s own randomness 7,

Pr[D;(z1,y1,22) = ba : bp = bg] < 1 — @

Since
Pr[D, (21,91, 22) = ba] = Pr[Dy(21,91,22) = ba : ba = bg] + Pr[D,(21,y1, 22) — ba : ba # bg],

we have
Pr[D, (21,91, 22) = ba : ba = bg] < Pr[Dy(21,91,22) — bal.

Hence, it suffices to show that there exists an overwhelming d(n) such that

Pr[D,(z1,y1,22) = ba] <1 — @

Consider the following five cases, which define the distributions of the transcript triplet (z1,y1, 22).

case 1 case 2 case 3 case 4 case 5

k1 < Geng(1™) k1 < Geng(1™) x1 + D(1") k2 < Geng(1™)

kg — GenG(ln) 21 < R"(xl) T < D(ln) T < D(ln)

T < D(ln) Tl < D(ln) Y1 < 21D Rn(JEl) 21 g {0, 1}” 21 g {0, 1}”

2z < Fk1 (xl) 21 < Fk1 (xl) T < D(yl) Y1 < 21D Rn(l’l) Y1 < 21D GkQ (331)
Y1 < 21D sz(l’l) Y1 < 21D Rn(l’l) 29 < Rn(l’Q) o < D(yl) To < D(yl)

To < D(yl) To < D(yl) 29 g {O, 1}” 29 g {0, 1}”

29 Fkl(ﬂjg) 29 Fkl(ﬂjg)

We define (21,91, 22); to be the transcript triplet from the ith case. Then, €;; is defined as
IPr[D(21,y1,22);i — 1] — Pr[D(21, 41, 22); — 1]| = €.
By the non-adaptive security of G, €19 is negligible. Also, €o3 is negligible due to the non-adaptive

security of F. As we have seen in the proof of claim 4.1, case 3 is equivalent to case 4. Hence,
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€34 = 0. The non-adaptive security of G implies that €45 is negligible. Then we have, by triangle
inequality,

4
[Pr[D (21,91, 22)5 — 1] = Pr[D(21,y1, 22)1]| < Zei(i—i—l)
i=1

d
= €12 + €23 + €34 + €45 = €12 1+ €23 + €45 2 €. (16)

Since €192, €23, and €45 are negligible, € is negligible in n. We define § to be 1 — €. It is easy to see
that 0 is overwhelming in n since € is negligible. Finally, we complete the proof of claim 4.2 as

Pr[D(z1,y1, 22) — ba]

= Prlba = 0] - Pr[D(21,y1,22) = 0:bp = 0] + Pr[bp = 1] - Pr[D(z1,y1,22) = 1 : ba = 1]
— % - (Pr[D(z1,91,22) = 0:ba = 0] + Pr[D(z1,91,22) = 1 : ba = 1))

- % (1 = Pr[D(z1,y1,22) = 1 :ba = 0] + Pr[D(21, 41, 20) — 1 : b = 1])

= % (14 (Pr[D(z1,y1,22)5 = 1] — Pr[D(21, 91, 22)1]))

g%-(1+e) by (16)

:%-(1+(1—6))

IO

[\3 ‘

O

Claim 4.3 (Uniform-transcript). The protocol Bit-Agreement(1™) is a uniform-transcript bit agree-
ment.

Proof. Notice that the value of y; is related to the value of z; in the protocol, and as long as 27 is uni-
formly random, y; is also uniformly random. Let R; denote a uniformly random vector in ({0,1}")".
Therefore, we want to show the following inequality for any PPT adversary (distinguisher) .A.

P asz) =1 = Pr (AR =15 Ry s (07 <en) (17

Then we define two games in which adversary A distinguishes a transcript from uniform random.
Game G is for an adversary to distinguish (z1,y1, z2) from Rs while bp = 0, and game G; is for an
adversary to distinguish (z1,y1, z2) from R3 while bp = 1. We denote the advantage of adversary A
in Gy and G; as Advg, and Advg,, respectively. Winning Gy (or G;) means that one distinguishes
(21,91, z2) from Rg with a non-negligible advantage in Gy (or G;). Finally, suppose that there exists
a PPT adversary A that wins either of the games.

In game Gy, since both z; and z9 are randomly chosen from {0,1}", distinguishing (z1,y1, 22)
from Rj3 is equivalent to distinguishing (r1, G(r2),73) from Rs. Hence, if A wins Gy, it also distin-
guishes G from uniform random functions with non-negligible advantage. This is clearly impossible
by the non-adaptive security of G.
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Assume that A wins game Gy by distinguishing, with non-negligible probability,
Dist(0) : (z1,y1,22) = (F(r),F(r) ® G(r), F(D(F(r) & G(r))) & D(G(F(r) & G(r))))

from a uniform random triplet Rz for r <—¢ {0,1}". Consider the following distributions.

Dist(1) : (F(r1),r2, F(D(F(r1))) @ G(D(F(r1))))

for 1 and rq <—g {0,1}".

Dist(2) : (r1,r2, F(D(r1 ® 12)) ® G(D(r1 © r2)))

for r; and ry <—g {0,1}".

Dist(3) : (r1,7m2,73 @ 714) = (r1,72,75) = R3

where r5 = r3 @ ry for rq, ro, r3 and r4 g {0,1}".

Since A distinguishes Dist(0) from Dist(3) with non-negligible advantage, A distinguishes Dist(7)
from Dist(j) for i # j with non-negligible probability. This is clearly a contradiction since the above
distributions only negligibly deviate from each other by the non-adaptive security of both F and G.

Therefore, the advantage of A to distinguish the transcript from Rg is Advg,/2+Advg, /2 which
is negligible since both Advg, and Advg, are negligible. This directly validates the inequality
(17). O

With Claims 4.1 and 4.2, we showed that the protocol Bit-Agreement(1™) has non-negligible
correlation € and is secure with overwhelming probability §. Also, we show the indistinguishability
of messages from randoms with Claim 4.3. Thus, this implies the existence of a uniform-transcript
key agreement. We eventually show that the (k — 1)-adaptively secure parallel composition implies
the existence of the (2k — 1)-pass uniform-transcript key agreement for the case k = 2 with respect
to a 2-adaptive distinguisher. We will generalize the same technique to the arbitrary k.

We just showed that the (k — 1)-adaptively secure parallel composition implies the (2k — 1)-
pass uniform-transcript bit agreement for the case k = 2. However, notice that the 2-adaptive
distinguisher D, which we use to build Bit-Agreement(1™), is not a general 2-adaptive distinguisher
since D makes two adaptive queries. However, it is easy to see that we can construct the same
3-pass bit agreement protocol based on a general 2-adaptive distinguisher denoted by D,, where ¢
is the any polynomial size of blocks queried by the distinguisher. Then, we build the same 3-pass
uniform-transcript bit-agreement by replacing z1, x2,y1, Y2, 21, 20 with Xy, Xo,Y1,Ys, Z1, Z5 in the
Bit-Agreement(1™), where X;,Y;, Z; are ¢ tuples. That is, z; = (215, x2i, - - , Z4;) for i. Now we are
ready to generalize the construction of Bit-Agreement(1™) to the arbitrary k& > 2. Denote Df; as a
k-adaptive distinguisher with the query block of size q. Then, X;,Y;, Z; are defined by ¢-tuples for
all 7 as before. We provide the construction in Protocol 3. Obviously, we can extend the arguments
of Claim 4.1, 4.2 and 4.3 to the (2k — 1)-pass uniform transcript bit-agreement. To prove that the
above bit agreement is secure with overwhelming probability, only the number of intermediate cases
between the distributions of transcripts is increased according to the increased number of rounds.
This completes the proof of Theorem 7. O

4.1.2 Intuitions of Adaptively Insecure Parallel Composition of F and G under UTKA

A ~-round uniform-transcript key agreement protocol (v-UTKA), denoted by ¢, = (A,B), is a
uniform-transcript key agreement protocol consisting of two sub-protocols A and B, in which Alice
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Protocol Bit-Agreement(1")
Alice Transcript Bob
ba 3 {0, 1}”
ka < GenF(ln) kg Geng(ln)
FORi=1to k—1 DO
X Dl;(Y1,Y2, -, Yi)

If by = 0,

then Z; « Fp, (X;) X; «+ DE(V1,Y2,--- ,Yio1)

else Z; g ({0,1}7)4 Z,

& Yi < Z; ® G (X5)
ENDFOR
Xy < DE(Y1,Ya, -+, Vi)
If by = 0,
then 7, <+ FkA(Xk) Xk <_’DIq€(Y17YV27"' ka—l)
else Z g ({0,1}7)7 SN Y < Z1, @ Giy (Xp)

bB <_D];(Y17Yév 7Yk)

Protocol 3: (2k — 1)-pass uniform-transcript bit agreement based on a general k-adaptive distin-
guisher

(using A) and Bob (using B) exchange 2y messages to each other (7 messages from each party) in
order to share a secret key sk.

We first provide the intuitive description of the parallel version of v~-UTKA in Protocol 4, which
we will use to construct counter-example functions. Notice that Alice and Bob are symmetric to
each other in Protocol 4. In particular, Bob’s first message is completely independent of Alice’s
first message and is only dependent on his own private randomness.?

Now, we provide a high-level overview of our pseudo-random functions F and G from y-UTKA
and describe how to break the adaptive security of their parallel composition. For underlying
primitives, we have a black-box access to ®, = (A, B), v-UTKA described in Protocol 2. «;
and §; denote the ith message computed by A and B respectively. We are give a pseudo-random
private-key encryption scheme (Enc, Dec) such that Decy(Encg(x)) = z. Finally, let P be any given
adaptively secure PRP.

Intuitively, F utilizes A as its subroutine as well as G utilizes B as its subroutine in order
for them to share a secret key via input and outputs. Then, F and G create a specially related
pseudo-random strings with respect to the shared secret key. As we input the specially related
pseudo-random strings to the parallel composition, the functions retrieve the shared key, verify the
special relation hidden in the input query, and reveal their secret keys in their outputs. F and G
internally contain secret keys kg and kg. F and G are defined over ({0, 1}")7+2,

First, we define F and G upon the first adaptive (fixed) query @; = (0™,0",--- ,0™) as:

2The main reason for using this parallel version of 4~-UTKA is that it is easier to emulate the key agreement
protocol in the context of parallel composition of our proposed counter-example pseudo-random functions F and G.
Also, it provides us with a tighter bound on the number of adaptive queries required to break the adaptive security
of the parallel composition. It is possible to construct the counter-example functions to show the same composition
insecurity result by using v — UT K A in which Bob’s first message is dependent on Alice’s first message. However, it
requires more adaptive queries to break the parallel composition of such functions.
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Alice Transcript Bob

ra s {0,1}" rg +3 {0,1}"
a1 < Aq(ra) By + Bi(rg)
BN
P
ag < Ax(ra, £1) Ba < Ba(re, 1)
SN
Pl
a’}/<_A’Y(TA7/817”' 7/87—1) BV%BV(TB,OQ,”’ 7047_1)
RN
el
secret key sk < Ayq1(ra, B1,---, B84) secret key sk ¢ B.1(rg, a1, -, a)

Protocol 4: Parallel version of v-UTKA

e F generates v + 2 pseudo-random strings 7g, 721, *** , T(y42)1 by Pre (Q1). F creates Alice’s
first message a1 by A1(rg) and then outputs (a1, 721, ++ , T(y42)1)-

e G does the same as it generates sg, s21, *** , S(y42)1 by Pre (Q1), and then computes Bob’s
first message 51 by Bi(sg), and outputs (81, s21, =+, S(y42)1)-

Below we depict the individual outputs of F and G on @)1 and their parallel composition:

Q1 — F— (a1,m21, ,7(y42)1)

G = (B1,821,7 "+ S(y42)1 = (a1 ® Br,121 © 521,75 T(421 D S(y42)1)

Inductively, for 2 < i < v, we define F and G to process the i-th adaptive query Q; = (ag ®
,81,042 S¥ /827 RPN 6 7 | SP /Bi—170n7 o 7On) as fOHOWS-

e F first regenerates rg and «ay by simulating the first-round computation. That is, F first
computes Py (Q1) to obtain rg and then executes A(rg). Then, F processes the following
chain of computations in the direction of left-to-right and top-to-bottom with rg, oy and @,

Bi < (a1 ®uy) ag < Ax(rF, B1)
B2 < (a2 @ ug) ag < As(re, B, B2)
Bi—1 < (i1 D ui1) a; < Ai(re, B1, B2, -, Bi-1)
Finally, F outputs (o, ro;, -+ 7’(74_2)2-) where rg;, -+, T(y42); are fresh pseudo-random

strings generated by P (Q;).

e G is symmetrically defined. That is, we have the description G on @; by replacing all of F,
r, A, and « in the above description with G, s, B, and 5. Hence, G outputs (3;, s2i, --- ,
S(y+2)i) Where so;, -+, 5(,49); are generated by Py (Q;).
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On Q); for 2 < i < v, we demonstrate the individual outputs of F and G and the output of their
parallel composition below.

F— (i, 7205 5 T(y42)i)
@6 (Bis 52, - ,sg+2;:') (0 ® B, m2i @ 821+ T(r42)i B S(y42)i)
Hence, we obtain ay @ B, by feeding the parallel composition of F and G with @, to be (a1 @
B, @ Bo, -, 0y—1 ® By—1,0™,07).
The (v + 1)th adaptive query is defined to be Q41 = (a1 @ Si, 00 ® fa, -,y B B,,0",0™).
Then, we define our functions F and G on (0,41 as follows.

e F first regenerates rr and «y by simulating the first-round computation as before. Then, F
performs the chain of computations described above, and so obtains 31, 32,--- , 3,. Hence, F
can generate a shared key sk by Ayy1(rF, 51,02, ..,3y). F generates pseudo-random strings
Tiv41)s T2(y+1)> "5 T(v4+2)(v+1) DY Pre(@~41). F creates an (pseudo-random) encryption
Encsk(rl(ﬂ_l)). Finally, F outputs (Encsk(rl(w_l)), T1(y+1)s T3(y+1)s "> r('y+2)(’y+1))'

e G is symmetrically defined. So, G outputs (Encsk(s1(v41))s S1(v41)s S3(v+1)» ** "5 S(v42)(v+1))-

The following describes the each output of F and G, and that of parallel composition on Q1.

F = (ENCa(71(y41) ) T1(41)s P361)s 7 5 T 2) (1)
Q'y-l—l — G E
= (Enca(51(3+1)): $1(741)5 53(r+1)** » S(742) (34+1))
= (EnCar(r1(y41)) ® ENCar($1(141)) T1(341) © 81(341)5 T3(v+1) D 83(341)s 5 T(342) (v+1) © S(342)(34+1))

The final (v + 2)th adaptive query is defined to be Q42 = (a1 ® 81, -+ , @y © By, Encep(11(y41)) ©
Encsk(81(y+1)) T1(v+1) D 81(y41)) Which is the combination of all the outputs of the parallel compo-
sition on the previous adaptive queries. Then, F and G are defined on Q42 as follows.

e F executes the chain of computations to retrieve 31, 82, - - , 8y, then computes a shared key sk
by A’H—l(ro Blv 527 s 75’*{)' Since Q’H—l = (Oél @ 517 a2 @527 T Oy D B’w Onv On)v F can obtain
Encar(r1(y+1)) and 71,41y generated by the internal simulation of F(Q~+1). F checks to see if
equality Decgy (Enc(71(y41)) ® (EnCok (71 (y41)) DENCsk (S1(v11)))) = T1(741) D (T1(741) DS1(v+1))
holds where (Encgs,(71(y41)) ® Encer(81(y+1))) and (71(y41) @ S1(y41)) are obtained from Q2.
As the equality holds, F is convinced that @Q,y2 is indeed an adaptively generated query.
Hence, F outputs (kg, 0™, 0", ---, 0™).

e G is symmetrically defined. Hence, G similarly outputs (0", kg,0™,--- ,0™).

Below we provide the overall picture of the individual computations of F and G and the output of
their parallel composition.

F— (kg,0™,07,---,0" n n
Q2 — G—>EO’F‘ k. 07 - - 0")) — (kg, kg, 0™, -+ ,0™)

4.1.3 Formal Construction of Non-Adaptively Secure Functions F and G

The underlying primitives used for the construction of F and G are two PRPs, 7 : K x({0,1}?)72 —
({0,1}")7*2 and 7 : K x {0,1}"* — {0,1}"*, where K is key space {0,1}". Also, we are given a
black-box access to the parallel version of 7-UTKA denoted by @, = (A, B) described in Section
4.1.2.
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Construction of F

L IfT = (up =0"up =0"-- Uy = 0"), then

Output (v, v, - ,vy42) Where
(T17T27"' 7r7+2) — ﬁ-kF(Onaonu'” 7On)
(v1,v2,- - ,v7+2) — (A1(r1), 72, 7T'y+2)
2. If I =(ug #0%, -+ ,u; # 0™, ujpr = 0%, -+ ,uyq9 = 0"), then

Output (v, v, - ,vy42) Where
(CLl,CLQ,“‘ 7a'y+2) — ﬁ-kp(on70n7”' 7011)
(7"1,7’2,"' 7T’Y+2) — ﬁ-kF(ubu?)"' ,u’y+2)
a1 < Al(al)
For 7 =1 to v Do

,Bj — oy Duy

aji1 < Ajyi(ar, By, B5)
END For
skg < Q41

(a) If i <, then
(v1,v2, -+, Vy42) <= (Qig1,72,++ , Ty42)

(b) Else If i = ~, then
(’U17’U27”' 7,0’*/4-2) — (TSkF(T1)7T17r27"' 77"\/4-1)

(c) Else If i = v+ 2, then
(b17b27"' 7b’y+2) <~ F(u17u27"' ’uw,on’on)

i If w;jF(bl ® Uyt1) = ba ® Uy42, then
(U171)27"' 7U’y+2) — (kF,On,"' 7On)

ii. else (vi,v2, ,Vy42) < (r1,72, "+, Ty42)
(d) Else (v1,v2,- -+ ,Uy42) < (11,72, ,Ty42)

3. If the input is not any of above cases, then
(V1,v2, 7+  Vyy2) & Tge (U1, U, -+ 5 Uyg2)

Algorithm 5: The algorithm of function F
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We formally define our non-adaptively secure pseudo-random function F to map from ({0, 1}")7+2
to ({0,1}")7*2. Furthermore, F internally possesses a secret key kg € K. The formal definition of
function F is provided in Algorithm 5.

The construction of G is symmetric to F. That is, replacing F, A, r, and (kg,0",---,0™) in
Algorithm 5 with G, B, s, and (0", kg,0™,---,0™) respectively will provide us with the formal
construction of G.

Claim 4.4. The functions F and G are secure against any non-adaptive PPT adversary A(q,t),
running in time t and making at most q non-adaptive queries, where t and q are any polynomials
of security parameter n.

Proof. By hybrid argument, we reduce the security of function F to the indistinguishability of the
underlying PRPs and the v-UTKA. Let A be a PPT adversary making ¢ queries and running for
time t. Notice that F and G are structurally identical to one another. Hence, it suffices to show
that F is non-adaptively secure. To prove the claim, we will show the following inequality.

g

First, assume that to obtain the secret key kf, A makes g queries of the form in (uq # 0", -+ , Uyq2 #
0™) evoking case 2 of Algorithm 5. Then, let A fix the first 7y queries to be the same through the ¢
queries. This implies that skg, b1, and by are fixed in the condition ﬂs_le(bl D Uyt1) = bo D Uyyo in
the case 2(c) of Algorithm 5. This only helps the adversary A by allowing it to choose u41 and
U412 to satisfy the condition. Since 7 is a permutation, there uniquely exists .1 for each u,4o,
which satisfies the condition. Hence,

_ 1
Prfmg (0@ ty41) = 11 @ty 1,z 5 {0,117 € o (18)

Since A makes g queries, the probability of successfully finding a pair of such uy4; and w42 is
q/2"™, which constitutes the final term of the inequality (18).

Consider that .4 makes queries that fall into case 2(c), 2(d), and 3 of Algorithm 5. As we showed
above, ¢ non-adaptive queries can satisfy the condition in 2(c) with only negligible probability.
Thus, assume that all the queries made here do not satisfy the condition. Hence, F outputs, upon
q queries,

(T117 T21, " 77,('\/—1—2)1)7 (T127 T22, " 77,('\/—1—2)2)7 Ty (Tltp T2Q7 e 77,('\/—1—2)(1)7 (19)
where 7;; is the ith coordinate of the jth query for 1 <i¢ <~y +2and 1 <5 <gq.

Proceeding by hybrid argument, assume that A distinguishes (19) from uniform distributions
with a non-negligible probability &,

(rirs o, 77"?«/+2)1)a(7‘>1k2,7“>2k27"' 7T2k'y+2)2)7“' (g2 7Tz<—y+2)q)7 (20)
where (1}, 75, 7T2ky+2)i) ¢ ({0,1}") 2 for 1 <i < gq.

Let H; be the hybrid distribution as
Hy=hi, by, Wiy, b

for hi = (r1i,-++ ,7(y42)) from (19) and A} = (ry;, - ’T?Wr?)j) from (20).

Since H, — Hy > &, there exists ¢ such that |H; — Hj_1| > g. Consider the ith hybrid,

HZ(:E) = h17h27"' 7hi—17x7h2<+1,"' ,h;
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Then we can build a PPT distinguisher D using 4 as a sub-routine. With an unknown distribution
u from ({0,1})7*2, D constructs and queries H;(u) to A. Since A distinguishes F from a uniform
random function with the probability &, D will distinguish 7 from a uniform random function with
the probability g, which is non-negligible.

Consider that A makes ¢ queries in the form of Q; = (u1; # 0™, ug; # 0™, -+ ,uy; # 07,0™,0™),
that provoke case 2(b) of F in Algorithm 5. Then, the corresponding outputs can be written as,

(ﬂ-lﬁ (r11), 711,731, "+ 77'('y+2)1)7 (7Tk2 (r12), 112,732, - 77'(—y+2)2)7 T (qu (qu)v g, 73qs " " 77‘(fy+2)q)7
where (717,72i, s T(y42)i) ¢ Tre(Qi) for 1 < i < g and k; is computed by A, q(r, Trans?) for
unknown 7. distinguishing the above distribution from uniform random implies that one of the
following two cases must be true. First, the adversary A distinguishes the last v + 1 coordinates
(all coordinates except for the first coordinate) of the outputs from uniform random. Second,
the first two coordinates from uniform random. Assume that the first case is true. Then, A can
distinguish all the output of F upon queries of case 2(c)ii, 2(d) or 3 by simply ignoring the second
coordinate of the outputs. This is clearly a contradiction to the non-adaptive security of F in those
cases proven above. Assume that the second case holds. Distinguishing the first two coordinates
of the outputs from uniform random is equivalent to distinguishing,

(W(T1)7T1)7(W(T2)7T2)7"' 7(7T(TQ)7TQ)7 (21)

where 7; <3 {0,1}" for 1 <i < g, from the uniform distribution,

(al’bl)’(GQ’bQ)"" 7(aq7bQ)7 (22)

where a; and b; <—g {0,1}" for 1 <i <gq.
Suppose that A distinguishes (21) from (22) with a non-negligible probability . Define a hybrid
distribution H; as

Hi = (77(7'1)7 Tl)v Tty (77(7'2')7 Ti)’ (77(7'2'+1)7 bi—l-l)’ Ty (W(TQ)v bII)’ (23)

where 7; and b; < {0,1}" for 1 <i < gq.
Since A distinguishes (21) from (22) with probability &, |Hy — Hy| > &, there exists ¢ s.t.
|H; — Hi+1| > g. Hence, let H;(z) for z € ({0,1}")? be

Hl(x) = (71'(7‘1), 7‘1), Ty (ﬂ-(ri—l)’ 7‘@'—1)7 z, (ﬂ-(ri—l-l)’ bi—l-l)v Tty (7T(TII)7 bII)

Upon an unknown distribution (o, 3) € ({0,1}")2, we can build a distinguisher D, which determines
whether («, ) comes from (21) or from (22) with a non-negligible probability % as D queries
H;((e, B)) to A. Therefore, D distinguishes 7 from a uniform random function with a non-negligible
probability.

Consider that A makes g queries in the form of (u; # 0", -+ ,u; # 0", ujr1 = 0", -+ | uyq0 = 07)
for ¢ < . That is, all the ¢ queries fall into case 1 or 2(a) of Algorithm 5. By replacing 7 in the
above hybrid argument with A, we can also show that if A breaks the indistinguishability of F, then
we can construct a PPT distinguisher D, which breaks the indistinguishability of messages. O

4.1.4 Adaptive Insecurity of Parallel Composition of F and G
Claim 4.5. The parallel composition F@® G is breakable by v+2 adaptive queries.
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Proof. Let r;; denote the ¢th randomness upon the jth input. To initiate the key agreement, our
first special input is (0",0™,---,0™). Then, F gets into case 1 of Algorithm 5 and computes its
first message ay and outputs (o, 721, ;T(v4+2)1)- S0 does G. Hence, the output of the parallel
composition on the first input query is

(1 @ B1,7m21 D 82157 5 T(y42)1 D S(y42)1)-

Our second adaptive query is Q2 = (a1 B S1,07, -+ ,0™), where a; @ 31 comes from the output of
the parallel composition on Q1. Q2 evokes the case 2 of Algorithm 5 unless oy @ 81 = 0™. The only
case that ay @ 1 = 0" is a1 = B1 which occurs with negligible probability. By the computations

of “For” loop of case 2, F obtains a1, ag, -+, a,41 as follows.
a1 < Ai(ar) Before entering For loop
B1 a1 Qur = a1 ® (a1 D Pr) g < Ag(a1, B1) Jj=1
B2+ az Duz = g 0" ag < As(ar, B1,az) Jj=2
B3 ¢ az@uz=az3d0" ay < Ay(ay, B1, az, a3) Jj=3
By y D uy =, 0" Qyp1 < Aypa(ar, Bryaz, - o) J="

Since the first coordinate is the only non-zero coordinate, Q2 evokes case (a) of case 2 after the
For loop. Hence, function F outputs («, 722,732, - - - ,7‘(7+2)2) where (112,722, - - ,7‘(7+2)2) is gener-
ated by 71 (Q2). G undertakes the identical course of computation, so it outputs (82, , 522, , S(y42)2)-

Inductively, for 2 < i < ~, our ith adaptive query to the parallel composition is defined as

Qi = (al @Blaa2 @627”' , OG—1 @Bi—170n7”' 7011) (24)

where a; @ 3; is obtained from the output of F on );. Then, the output of the parallel composition
on Q; is
(1 @ Br,02 @ Ba,- @ © Bis T(i41)i © S(i41)i> " > T(v+2)i D S(7+2)i) (25)

where (114, -+ ,7(y42)i) is generated by 7z (Q;) and (s1i, ..., S(y42);) is generated by 7y, (Q;).
Hence, the yth adaptive query (the final case of the above inductive cases) is Qy = (a1 ®f1, a2 ®
Ba,- -+, 0y—1® By—1,0",0",0") by (24), and the corresponding output is (o ® 1,2 ® o, -+ , a4 @
Brys Ty 1)i D 8(y11)is T(v42)i D S(7+2)i) by (25).
Now, we define our (v + 1)th adaptive query as Q41 = (o1 ® S, a2 ® P2, , 0y ® (3,,0™,0™)
which evokes case 2. Again, F retrives a; by computing 74 (Q1). F performs the computations of
For loop as follows.

a1 < Ai(ar) Before entering For loop

Br a1 ®ur =a1® (aq ® B) ag <+ As(ay, 1) j=1
Bo <= s B us = as @ (g ® Ba) ag < As(a1, B, f2) Jj=
B3 < a3 D uz = a3z (a3 ® PB3) ay < Ay(ar, B, B2, B3) j=3
ﬁ7<—a7@u7:a7€9(a7€95~,) O~ <_A'y+1(a17ﬁ17627"' 76‘/) 127

Since Q4+1’s first 7y coordinates are adaptively generated from the previous adaptive queries and
non-zero with overwhelming probability, a11 is a properly computed shared key, sk and Q11
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evokes case 2(b). Thus, F outputs (Tsk(71(y41))s T1(741) T2(y+1)5 " * > T(v41)(v+1)) Where (r1(y41),

) T(y42)(y+1)) is generated from 7g (Q~41). On Qy 41, G also performs the identical course of
computations, so it outputs (Tskg(51(y+1)) S1(74+1)s S2(y+1)5 """ » S(v+1)(v+1))- Hence, the output of
the parallel composition on Q41 is

(ke (11(741)) © T (51(v+1))s T1(v+1) D S1(741) T2(741) B 82(341)s 5 (94 1)(7+1) P 8(341)(3+1))

The final (7 + 2)th adaptive query is defined as

Qyi2 = (a1 © B1,00 @ P2, -+, 0y D By, Tk (T1(v41)) © Tshg (S1(v41))s T1(v+1) D S1(v41))-  (26)

Uy+1 Uy+2

On @42, F obtains the shared key skg by simulating the previous round computation with the
first v coordinates of Q42. Q42 evokes case 2(c) of Algorithm 5 as the final two coordinates of
(042 are non-zero with overwhelming probability. Now F computes b; and by by simulating the
output of the previous round of itself such that (b1, by, - -, ba) is the output from F(ay & 51, a2 &
B, 0y @ By,0",0") = F(Qy+1). Therefore,

b1 = iy, (T1(4+1)) (27)

b2 = ’r’l(,y+1). (28)
Then, F verifies that equality Fs_le(bl ® Uyt1) = b2 ® uy42 holds as

T (01 @ty y1) = T (Thy, (P1(741)) © Tk (P1(y11)) @ Take (S1(v41))) by (27)and (26)
= T (Tahe (81(741)))
= S1(y+1) since sk = skg
= (r1(y+1) D T1(v41)) ® S1(741)
= T1(y+1) ® (T1(741) D S1(741))

= by @ Uy42 by (28)and (26)

Therefore, F outputs (kg,0",---,0™). Similarly, G performs the same course of computation as
does F, so it outputs (0", kg,0",--- ,0"). Therefore, the final output of the parallel composition is
(kg, kg, 0™, -+ ,0™) which reveals all the secret keys of F and G. O

Now, by having proved Claim 4.4 and 4.5, we obtain the following theorem of the impossibility
of adaptively secure parallel composition under the existence of v-UTKA.

Theorem 8. Ifv-UTKA &, = (A, B) exists, then there exist non-adaptively secure pseudo-random
functions F and G such that their parallel composition over XOR is (y+2)-adaptive query breakable.

Theorem 7 and 8 immediately substantiate the equivalence between the existence of UTKA and
the above impossibility result as formally stated below.

Theorem 9. The parallel composition of two pseudo-random functions does not imply adaptive
security if and only if the uniform-transcript key agreement exists.
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4.2 Sequential Composition Insecurity vs. Uniform Transcript Key Agreement
4.2.1 Constructing UTKA from the Adaptive Insecurity of G(F(-))

In this section, we briefly review the main idea behind Pietrzak’s construction of key agreement,
which is achieved from two pseudo-random functions whose sequential composition is not adaptively
secure. Let us have two secure functions F and G such that their sequential composition G(F(-)) is
broken by a distinguisher D with k-adaptive queries. Alice chooses her secret bit b in which Bob
will eventually know what bit b is. If b = 1, Alice obtains the first (starting) adaptive input from
D, and sends Bob the cypher-text ¢ of the first input, encrypted by F. Bob simply computes G(c)
and sends it back to Alice. Then, Alice again uses D to get an (the second) adaptive input based
on G(c) and repeats the same process. If b = 0, then Alice simply chooses and sends a uniformly
random string to Bob (every time) and Bob follows the same procedure as described above. As this
process is performed repeatedly k times, at the end Bob obtains k& adaptive outputs on which D
outputs a bit consistent with Alice’s secret bit with non-negligible probability. Hence, Bob obtains
b with non-negligible probability. The pictorial description of the protocol is provided in Protocol
5. In fact, his bit agreement protocol satisfies the property of uniform-transcript. We prove this as

Pietrzak’s Protocol Bit-Agreement(1")
Alice Transcript Bob

ba g {O, 1}"
ka < Geng(1™) kg < Geng(1™)
T < D(ln)
If bpo =0,
then 2y < Fp, (21)
else z; <—¢ {0,1}" 2
& Y1 ¢ Grg(21)
z2 < D(y1)
If bao =0,
then 2y « Fp,(x2)
else 22 g {0, 1}” ﬁ) Yo < GkB (Zg)

bg < D(y1,¥2)

Protocol 5: [Pie06] 3-pass bit agreement based on 2-adaptive distinguisher D

a separate claim and formally restate Pietrzak’s theorem below.
Claim 4.6. The protocol Bit-Agreement(1™) in [Pie00] is a uniform transcript bit agreement.

Proof. To show that the protocol Bit-Agreement(1™) has uniform transcript, we prove that for any
PPT adversary A,

[Ar(z1,y122) = 1] = [Ar(Rs) = 1: Ry <5 ({0,1}")°]| < e(n), (29)

Pr r
bA(_${071} bA<_${071}

where €(n) is a negligible function in n. First, we define two games for adversary A to distinguish
transcript from random string. Game Gy is for the adversary to distinguish (z1,y1, 22) from R3 when
ba = 0, and game G is for the adversary to distinguish (z1,y1,22) from R3 when by = 1. Then
we denote the advantage of adversary A in Gy and G; as Advg, and Advyg,, respectively. Finally,
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suppose that there exists a PPT adversary A winning either of the games with non-negligible
probability.

In game Gy, since both z; and 2, are randomly chosen from {0, 1}", the advantage for the adver-
sary to distinguish (z1,y1,22) from Rg is equivalent to the advantage of distinguishing (r*, G(r*))
from (r1,72) where r*,r,r9 are all uniformly random. Hence, by winning game G;, A distin-
guishes (r*, G(r*)) from (r1,r2) with non-negligible probability. This is an obvious contraction to
the non-adaptive security of G.

Now consider the game Gy. Assume that a PPT adversary A wins the game by distinguishing,
with non-negligible probability,

Dist(0) : (21,41, 22) = (F(r), G(F(r)), F(D(G(F(r)))))

from a random triplet Rs for r <—g {0,1}". Then, consider the following distributions.

Dist(1) : (r1,G(r1), F(D(G(r1))))
for 1 < {0,1}".

Dist(2) : (11,72, F(D(r2)))

for 1 and ry ¢ {0,1}"™.

DZSt(3) . (7"1,7’2,7"3) = R3

for r1, ro and r3 <—g {0, 1}".

Since A distinguishes Dist(0) from Dist(3) with non-negligible probability, A distinguishes two
of the intermediate distributions, Dist(:z) and Dist(j), for ¢ # j, with non-negligible probability.
This is clearly a contradiction since the above distributions only negligibly deviate from each other
by the the non-adaptive security of F and G.

The advantage of A to distinguish the transcript from Rs is Advg,/2 + Advg, /2 which is
negligible since both Advg, and Advyg, are negligible. Thus, inequality (29) holds. U

Theorem 10 ([Pie06]). Let F and G be (k — 1)-adaptively secure pseudo-random functions. If the
sequential composition G(F(-)) is NOT k-adaptively secure, then a (2k-1)-pass UTKA exists for
k> 2.

4.2.2 Intuitions of Adaptively Insecure Sequential Composition of F and G under
UTKA

In the following description of building our counter-example functions, we use the sequential version
of v-UTKA in which Bob’s first message is dependent on Alice’s first message. That is, Bob must
wait for the first message a; from Alice in order to compute his first message 1. See Protocol 6
for the overview of sequetial v-UTKA.

Now, we present the high-level overview on our constructions of counter-example functions F
and G based on v-UTKA described above. For the building blocks, we are given a sequential version
of v-UTKA, &, = (A, B) and all the other primitives remain identical to the ones in Section 4.1. F
(resp. G) is defined over ({0,1}")?"3 and internally possesses a secret key kg (resp. kg).

Our first adaptive query is an arbitrary vector in ({0,1}")7" as Q1 = (u1,ug, -, Uyt2,u*)
for wi,ug, -, uyyo,u* <=g {0,1}". On @1, we define F and G as follows.
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Alice Transcript Bob

A <—$ {0, 1}" B %3 {O, 1}"
o] < Al(TA) ﬂ)
L p1 < Bi(re,a1)
ag <« Ax(ra, B1) L2
il B2 < Ba(re, a1, a2)

Ay — A“{(rAaﬁlf o 7ﬁ’y—1)

T}lg...

5‘/ A\ ny('f’B,O&l, e 7a’Y)
secret key sk < Ay 1(ra, B1,- -, By) secret key sk <— Byy1(rg, a1, -, )

Protocol 6: Sequential version of 7-UTKA

e F computes a pseudo-random string 7 by Py (u*). Then, F generates the first message
a1 by executing Aq(rg). F continues to compute 7o1,---, 741 by executing As(rf,u1), - -,
A (rE,u1,- - ,uy—1). Notice that @ is an arbitrarily chosen input so that running A (Alice)
on (1 produces only pseudo-random strings except for the first message a;. F computes
its first n-bit shared key sk;,l: from A,ii(rg,ui, - ,uy). F tests if Decsk%(uwﬂ) = Uyt2.
The equality is satisfied only negligible probability since w41 and w42 are arbitrary cho-
sen. Hence, with overwhelming probability, F concludes its computation by outputting
(1,791,731, ,Encské(r(wl)l),r(7+1)1,r(7+3)1) where 7(,41)1, T(y42)1 and 7r(,43) are gen-
erated from Pp(ty41, Uyt2, Uyt3).

e On F(Q1), G is defined to compute 81 by Bi(sg, 1) where sg is generated by Pj (u1) and
aq is the first message validly generated by F. G continues to compute s21,---, sy1 by
executing Ba(sg, a1,721), - -+, By(sg, a1, 721, - -+, 741). Since ra1,- -+, 741 are pseudo-random
strings computed by F upon non-adaptive query Q1, s21,- - , s,1 are pseudo-random strings.
G computes ské from B,41(rg,u1, - ,u,) and then tests if Decské(uwﬂ) = Uy42 holds.
This equality holds with only negligible probability. G computes pseudo-random strings
S(y+1)1> S(v42)1 and S(y43); from PkG(ﬂSk;(r(,YJrl)l),7’(74_1)1,r(7+3)1). G outputs (f1, s21, 531,
o Encga (s(4n)1)s S(41)15 S(49)1)-

We describe the outputs of F and G in the computation of their sequential composition on @1:

F

Q1 — (a1,r21,731,- - ,Encsk;(T(wl)l)ﬂ‘(wl)l’T(y+3)1)
G
— (B1, 521,831, » Encské(s('y-i-l)l)v S(y+1)15 3(~,+3)1)-

Inductively, for 2 <i < v — 1, the ith adaptive query @Q; is in the form of (81,---,Bi—1, Sii-1),
s Sa(ie1) Encskéfl(S(py_i_l)(i_l)),8(74_1)(7;_1),”*) where u* is the final coordinate of ()1 and the
rest of coordinates are the first 2y + 2 coordinates in the output of G(F(Q;—1)). Then, F com-
putes all the messages a1 to ay and shared key Sk’,; based on @); as described above. F tests
if Decské(Encskéfl(3(74_1)(@-_1))) = S(y+1)(i—1)- Obviously, skf # ské—l with overwhelming prob-
ability since the keys are computed based on insufficient number of valid messages. Hence, F
outputs (o, , Qi i1y, 7T(’y)i7Encské(r(’y-i-l)i)?T(’y+1)i7r('y+3)i)' Similarly, G undertakes the
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same course of computations: G computes messages and shared key, tests the equality and finally
outputs (81, , Bis S@it1)ir* " »S(y)is Encské(s(wl)i),8(7+1),~,s(7+3)i). The individual output of F
and the output of G in their sequential composition on @; are described as follows:

F
Qi — (aa, - y iy T(i4-1)is " s T(y)is E“Cskg(r(fyﬂ)i),T(fy+1)i,7”(fy+3)i)
G
= (Brs 5 Bis S(a1)in e+ S()is ENCpi (S(y41)i ) S(3+1)i5 S(3+3)i)-
Hence, after the (y — 1)th adaptive query, our yth adaptive query Q. is (81, B2, ---, By—1,

Sa(y—1)5 Encskgq(swﬂ)(ﬁ,_l)), S(y+1)(v—1)> ). On Q,, we define F and G as follows.

e F computes r¢ from Py (u*). Then, F internally regenerates all oy by A;(rg, b1, , Bi—1)
for 1 < i < ~ and shared key skg by A;(re,B1,- - s Bim15 8y(y—1))- skl is still a merely
pseudo-random string since s,(,_1) is not a proper message. F performs the equality test
Dec,.y (Encskgq (8(y+1)(y=1))) = 8(y+1)(y—1) Which fails with overwhelming probability. Hence,
F outputs (o, ,ay, Encsk; (T(y41)7 ) T4+ T(v+3)7) 88 (T(v41)7> T(y42)y> T(+3)y) 1S gener-
ated by Pi(Enc -1 (5(41)-1)s $r41)(5-1) 1)

e G obtains rg by Py (a1). Then, since G obtains its complete set of v messages «;’s from F,
function G correctly generates all the messages ;s by executing B;(rg, a1, -+ , ;) for all 1 <
1 < . In addition, G computes the shared key skg from executing B41(rg, a1, -+ ,ay). Fi-

nally, G outputs (51, , B, Encskg(swﬂ),y),S(A/+1),Y,S(,Y+3)ﬁ/) since Decskg(Encsk;(r(,yﬂ)(,y)))
# T(y+1)(y) With overwhelming probability, where (s(y41)y, S(y4+2)ys S(y+3)y) i generated by

Pie (ENCypid (7(341)7)s (34170 437 )-

We describe the overall picture of F and G in their sequential composition on input @), below:

F G
Q«/ - (041, cr sy Oy, Encskg (7‘(74-1)“/), T(y4+1)y> T(ﬁ/+3)'y) - (617 t yﬁw Encskg (s('\/—l—l)’y)) S(y4+1)y> 5(«/—1—3)7)-

The (final) (v +1)th adaptive query Q41 is defined to be (81, -+, By, Encoa (S(y11)y)s S(341)7, u")-
On @41, we define functions F and G on Q441 as:

e F now obtains all the messages ;’s from ,41 so that it can compute all the messages
aq,- - ,a and the shared key sk;'FYJrl by executing Ayy1(rf, b1, ,By). F tests if the fol-
lowing equality is satisfied: Decskgﬂ(Encskg(s(ﬁﬁl)(ﬁ/))) = S(y+1)(y)- Notice that skl“__“rl = sk¢
since both keys are computed on each complete set of messages. Hence, F verifies that
the equality holds and is convinced that Q.41 is adaptively generated. Finally, F outputs
(@1, s T g1 (P 11) (14 1) )s T4 1) (3+1) s BF) WheTe 740y (1) T(r42) p41) A0 Ty 13)(341)
are generated from PkF(Encskg(s(,YH)ﬁ/), 8(y+1)y, U")-

e On (a1, 50y, Ty t1 (T4 1)(v4+1))s T(74+1)(v+1)> kF), G also computes all of the messages and
F

shared key skgﬂ. Clearly, sk,frl = skgﬂ since both keys are computed based on the same
set of messages o - - - ay. Then G tests if DecskgH(Encsk;H (T(y+1)(y+1))) = T(v+1)(y+1)- Since

both sk:'FYJrl and sk:'GYJrl are computed from the complete sets of messages, they must be
equal. G is convinced that the query from F is adaptively generated. Therefore, G out-
puts (kg, kg,0™,---,0™) where kg can be obtained from the input (i.e., the final coordinate
of the input vector).

The overall description of outputs of F and G on the final adaptive query is provided below:

F G n n
Q’H—l - (a17 Ty Qo Encsk;ﬁq (T(v+1)(’Y+1))7 T('y-l—l)('y-i—l)akF) - (kG7 ke,0%,---,0 )
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4.2.3 Formal Construction of Non-Adaptively Secure Function F

We use three underlying primitives for the construction of F: PRP 7 : K x {0,1}" — {0,1}", PRP
7 K x ({0,1}")2 = ({0,1}™)3 where key space K is {0,1}" and 7-UTKA &, = (A, B) described
in Section 4.2.2. We define function F : ({0,1}")7"3 — ({0,1}")7*3 to emulate the A of ®, via a
black-box access to A. In addition, we define F to internally retain a private key kg of length n.
The formal construction is presented in Algorithm 6.

Construction of F

1. For any I = (uy,ug,...,uy+3), then
Output (v, v, ..., vy43) where
TF < The (Uyt3)
[ Al(TF)
FOR i from 2 to v DO

o < Ai(TF,Ul,UQ, e ,Ui_l)

ENDFOR
sk < A’y+1(TF7u17u27 e 7u'y)

(a1, a2, as) < ﬁkF(uwl, Uny+2, Uw+3)

(a) If wypp = 7Ts_lcl(uv+1)
i. then (U17U27' .- 7U’y+3) — (011,042,' o ,Oéw,ﬂ'sk((ll),al,k?F)
ii. else (vi,v2,...,0y43) « (a1, 00, -+ , 0y, a1,a2,a3)

Algorithm 6: The algorithm of function F

Claim 4.7. The function F is secure against any non-adaptive PPT adversary A(q,t), running in
time t and making at most q non-adaptive queries, where t and q are any polynomials of security
parameter n.

Proof. We prove this claim by showing that
Advy(g,t) < AdV(q. ) + AdvA(g,t) + oF (30)

where ¢ =t + poly(q), which accounts for the extra time costs resulting from our reduction.
Let A be a PPT adversary making non-adaptive ¢ queries to function F. Since F on the same
input query outputs the same output vector, assume that A does not input the same query twice.

Let Q1, Q2, - -+, Q4 denote the ¢ non-adaptive queries that .4 generates.

Consider the event that a non-adaptive query evokes case 1(a)i of Algorithm 6. That is, for
some i € [1,q], @Q; = (u1,u2, -+ ,uy43) satisfies the condition of ‘if statement’ at the beginning
of 1(a): Uyt = ﬂ;j (u7+1). sk is computed by A on ui, ug, -, uy and an initial random string

denoted by 7f in Algorithm 6. Since F picks a pseudo-random string generated from 7y (uy+3)
for the initial random string, A does not know what rg is as well as what the shared key sk is.
Therefore, in order to evoke case 1(a)i (so the corresponding output reveals the secret key of F),
A merely guesses 41 and u,42 such that u,40 = 7T';€1(u«/+1). Since 7 is a permutation, there
uniquely exists w41 for given w,4o satisfying the condition. Therefore, the probability of each
Q; succeeding to evoke case 1(a)i is 1/2". Consequently, the success probability would be ¢/2"
with asking ¢ non-adaptive queries, which is negligible in security parameter n. This case analysis
accounts for the final term of inequality (30).
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Consider the case that all ¢ non-adaptive queries evoke case 1(a)ii, which occurs with over-
whelming probability. Let the outputs generated by F on Q1,Q2,- - ,Qy4+1 be denoted by

(alla"' 704717&117&217&31)7"' 7(a1q7"' 7a’yq7a1q7a2q7a3q)' (31)

Towards a contradiction, assume that a PPT adversary A distinguishes distribution (31) from
uniform random with at least non-negligible probability §. That is, A distinguishes (31) from

(rlly T21, 77'('\/—1—3)1)7 R (rlqa T2q," " 77'('\/—1—3)(]) (32)

where 7;;’s are uniformly chosen over {0,1}" for 1 <i<~y+3and 1 <j <q.
Define the 4 hybrid distribution denoted by H; as

Hi:h17h27"'hi7hi+17”’ 7hq

where h; is from distribution (31) if j < ¢ and hy, is from uniform distribution (32) if k& > 7.

Since |Hy — Ho| > 0, there must exist | € [0, ¢| such that |H; — Hj41| > 6/q. By using A as a
subroutine, we can construct another PPT distinguisher D which distinguishes either the outputs
of A or the outputs of 7 from uniform randoms of the respectively same length with non-negligible
probability as follows. Let = be a given distribution in ({0,1}")Y*3, which we do not know whether
it comes from (31) or (32). Now, D composes a hybrid distribution as

Hl(gj) = h17h27 T hlv$7hl+27 T 7hq

where h; is from distribution (31) for j < I — 1 and hy is from uniform distribution (32) for
k> 1+ 1. Then, D feeds A with H;(z). If A tells D that H;(z) comes from Hj, then D outputs 0
which means that z is uniform random. If A tells D that H;(x) comes from Hj,q, then D outputs
1 which means that x is generated by F. Since A’s answer is correct with non-negligible probability
d/q, D distinguishes the output generated by F from uniform random of the same length with non-
negligible probability §/q as well. In fact, this implies that D distinguishes either the outputs of A
or the outputs of 7 from uniform random as follows. Whenever D wants to know whether a given
unknown distribution (x1,--- ,z,) in ({0,1}")7 is generated by A or uniform random, D defines
x as (1, -+, Ty, Tyt1, Ty42, Ty43) Where x,41, 2,42 and x,43 are uniformly chosen over {0,1}".
Then, D follows the procedure described above. Also, whenever D wants to know whether a given
unknown distribution (Y41, Yy+2, Yy+3) in ({0, 1}")? is generated by 7 or uniform random, D defines
x as (Y1, Yys Yy+1, Yv+2, Yy+3) where y1,- -, are uniformly chosen over {0,1}". Similarly, D
follows the procedure described above. One of these two distinguishing attempts must work with
non-negligible probability ¢/q since |H; — H;11| > 0/q. In either case, we encounter contradictions
to indistinguishability of underlying primitives A and 7. Therefore, the distinguishing advantage
of A on F is upper-bounded by the distinguishing advantage of A on both A and 7, which accounts
for the first two terms in the RHS of inequality (30). O

4.2.4 Formal Construction of Non-Adaptively Secure Function G

The function G defined over ({0,1}")"*3 contains one secret key kg and runs B of UTKA &,
described in Section 4.2.2 as a subroutine to emulate interactive communication (as Bob) with F
(as Alice) via its inputs and outputs. The underlying primitives for the construction of function G
are identical to those for the construction of function F. The formal construction of function G is
given in Algorithm 7 below.
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Construction of G

1. For any I = (u1,u2,...,uy43), then
Output (v, va,...,vy43) where
TG < The (U1)
FOR ¢ from 1 to v DO

ﬁi — Bi(rGaula,LLQ)' o 7ui)
ENDFOR
sk <= Byy1(rg, u1,ug, -+ ,uy)

(b1, b2,b3) < Thg (g1, Uyt2, Uyt3)

(a) If wypo = 7 (Uyy1),
i. then (vi,v2,...,vy43) < (kg, Uy43,0",---,0")
ii. else (vl,v2,... ,’L)7+3) < (51,52,"' ,ﬁfy,ﬂ'sk(bl),bl,bg)

Algorithm 7: The algorithm of function G

Claim 4.8. The function G is secure against any non-adaptive PPT adversary A(q,t), running in
time t and making at most q non-adaptive queries, where t and q are any polynomials of security
parameter n.

Proof. We reduce the security of function G to the indistinguishability of 7, 7, the security of
~v-UTKA &, and the probability of guessing secret key kg by showing the following inequality:

AdvS(q,t) < Adv7(q,t") + AdvT(q,t") + AdvE (¢, ') + 2% (33)
where t' = t+poly(q), which accounts for the extra time costs resulting from our reduction. Suppose
that a PPT adversary A generates non-adaptive g queries over ({0,1}")Y*3. Then, consider the
case that a non-adaptive query @Q; = (u1,u2, - ,uy+3) evokes case 1(a)i of Algorithm 7, which
reveals the secret key of G. It is easy to see that A can make only a mere guess on w41 and w42
such that uy42 = 7T5_k1 (ty41), which succeeds with probability 1/2". Hence, the total probability of
succeeding such w41 and w49 by making ¢ queries is negligible ¢/2™ accounting for the final term
of RHS of inequality (33).

Consider the case that the non-adaptive ¢ queries evoke 1(a)ii of Algorithm 7. Using the
identical hybrid argument as in the proof of non-adaptive security of F in Section 4.2.4, we can
show that there exists a PPT distinguisher D that uses another PPT adversary as a subroutine
and distinguishes the outputs of G from uniform random as one of the following two cases must be
true. First, D distinguishes the first 7 coordinates of an output from uniform random, where the
first 7 coordinates are generated by B. This leads to a contradiction to the indistinguishability of
B which accounts for term Adv®(q,t') of inequality (33).

Then, this implies that D distinguishes the last three coordinates of an output from uniform
random, where the last three coordinates are generated as follows. G first computes three pseudo-
random strings a1, az and az by i, (Uy41, Uy+2, Uy43) Where tyy1, uy12 and w43 are the final three
coordinates of the input query and outputs (7sk(a1), a1, ag) for some unknown key sk. Since D
distinguishes (7gi(a1), a1, ag) from uniform random, D distinguishes either a; and a3 from uniform
random or 7 (a1) from uniform random. If the former is true, D can actually distinguish 7 from
a uniform function by ignoring the second coordinate of outputs from 7. If the latter is true, this
directly enables D to distinguish 7 from a uniform function. Therefore, the both cases lead us to
contradictions, which account for Advfﬁl(q, t') and Adv7(q,t") of inequality (33). O
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4.2.5 Adaptive Insecurity of Sequential Composition of F and G

Claim 4.9. The sequential composition G(F(-)) is breakable by v+ 1 adaptive queries.

Proof. To prove the claim, we will present a particular sequence of v 4+ 1 adaptive queries and
describe how to adaptively build them. For the standard notation, let Q; = (u1;, ug;, - - - ,r(ﬁ/+2)i)
be the ith adaptive input query. For the clarity of proof, we define ‘valid’ and ‘invalid’ messages
and shared keys as follows. We define the the first ‘valid’ message generated from function F (as
Alice by using A), denoted by o} to be the output of Aj(rg) where r is the initial random
string picked by F as F executes PRP . on a coordinate of the input query. Similarly, we define
the first ‘valid’” message generated from function G (as Bob by using B) denoted by 5;’“1 to be
B1(rg, ay?). Inductively for 2 < i < 7, we define the ith valid message message of F (resp. G)
to be the output of A;(rg, BY%, .-+, BY%) (resp. Bi(rg,aj?, - a¥)). Finally, we define a valid
shared key of F (resp. G) denoted by skt (resp. sk¥) to be A,ii(rg, BYY, .- ,Bg“l) (resp.
By+1(ra, Byat ... ,B}Y’al)). We define the ith ‘invalid’ messages and ‘invalid’ shared key of F to be
the output of A;(rg,uy, -+ ,u;—1) for 2 < i < v+ 1 where there exists i such that u; # 5;. We
define the ith ‘invalid’ messages and ‘invalid’ shared key of F, respectively denoted by aﬁ"”“l and
sk:é"”al, to be the output of A;(rg,uy,--- ,u;—1) for 2 < i <« + 1 where there exists i such that
u; # ;. Similarly, we define the ith ‘invalid’ messages of G, denoted by ﬂf"““l, to be the output
of Bi(rg,uy, -+ ,u;) for 1 < ¢ < ~ where there exists i such that u; # «;. Finally, we define
the ‘invalid’ shared key of G, denoted by sk‘é”ml, to be the output of Byy1(rg,u1, -+ ,uy) where
there exists 1 < i < = such that u; # «;. Recall that all the messages generated by A and B
are indistinguishable from uniform random over {0,1}" due to the uniform transcript property of
UTKA &, = (A, B) regardless of the validity of the messages.

Our first adaptive query to G(F(+)) can be any random vector in ({0,1}")Y*3. Let us define the
first query to be

Ql = (u17u27u37"' 7u7+27U*)' (34)
On @1, F computes a random seed r¢ < i, (u*) for the initiation of key agreement. Then, F first
computes af® + A;(rg) and then computes the following.

azém)al <—A2 (TF, ul)

inval
aém’“ <—A3 (TF, uy, UQ)

a?ynval <_A’Y(TF7 Uy, U2, - ,U—y_l)

Ski::nval <_A’y+1(TF7 Uy, U2, - 7u’y)
The above computations produce only invalid messages and shared key since up,ug,- -+ ,u, are
randomly chosen. That is, u; = ﬁ;"”“l for all ¢ with overwhelming probability. F checks if

F;j@"val (uy41) = uy42. The condition happens to be satisfied with only negligible probability.

Hence, F computes (711, 721,731) ke (Uy41, Uy42, u*) outputs

(azl)al’ azém)al’ Tty Oéfym}al, 7Tsk|i:nual (’f’ll), 11, T’Ql). (35)
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Taking (35) as an input query, G computes g < ﬂkc(ai’“l). Then G computes the following.

gyl By (rg, i)

B;nval <_B2(TG, Oézl)al’ azém)al)

inval val _ inval inval
B»Y <_B“/(era1 ed) P 7047 )
inval val _inval inval
skg'"" «Byt1(re, o™, ag™, -+, ")

Then G checks to see if W‘;:mml (wskénmz (r11)) = 711 where T gginval (r11) and ry; from (35). It is
F

easy to see that the equality holds with only negligible probability since sk:é"”“l = sk‘g‘”“l with only
negligible probability. G computes (s11, 521, 531) < Tk, (ﬂskénmz (r11),711,721). Then, G finalizes the
first round computation by outputting

(B, pirval ... ﬁffwal, Wskénval(sn), S11,521)- (36)
Inductively, for all 2 < ¢ < «, the ith adaptive query is of the following form:

I I qinval inval
Qi = (B, B4, B 75’7:/1/”)& 77Tské"”“l(31(i—1))7Sl(i—l) Ui ). (37)

from (34)

from the output of the (i—1) round

On @Q;, F undertakes the course of computations identical to those on @). In the same way, G
performs the same computations as on F(Q1) described above. Hence, the output of the sequential
composition on @Q); is

(/Bi}ala e 752}[1[7 ii—?-t{ala e 7B£/nval7 ﬂ-ském}al (Sli)7 S1i; 321’)' (38)

By (37), the yth adaptive query Q- is

Q'y = ( f‘l17 e Hﬁfy’ﬁll’ 53/"”“2 Tsginval (81(7_1)), 51(y—1), ut ). (39)
from (34)

from the output of the (y—1) round

On @, F obtains the initial randomness 7f < 7 (u*). Then, F computes all the messages and
shared key based on @ as follows:

Oétl}al %Al (TF)

ay™ —As(re, By

val val qual val
Qy <_A“/(TF7 1 P2 50 757—1)
inval val qual val inval
SkF <_A“/+1(TF7 1 M2 77 'y—lvﬁfy )

Again, F checks if W;klmmz (Wskgal(sl(,y_l))) = S1(y—1)- Since the equality is not true with over-
F

whelming probability, F computes (1, 72y,73y) e (ﬂskénmz(sl(y_l)), 81(y—1)» S2(y—1))- Finally, F
outputs the following:

(ail)al, 0/2’“1, Tty Oé};al, Fsk'z;_nual (7’1-\/), Ty, 7‘27). (40)
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On (40), G also obtains its initial randomness rg < 7y (1) for key agreement. Notice that
: : val wval | . val :
) ) ) )
(40) contains all the valid messages a{®, of ay™, G can compute all the valid messages and

shared key as follows:

,Bfal %Bl (TGa a?fal)

val val _wal
2" +Ba(rg, ™, ay™)

val val  wval val
By «By(rg,af™, 05", -+«

Skgal <_B’y+l(TG7a11}al7 aiz)al7 . 7aval)
-1
skgal
equality is satisfied with only non-negligible probability due to the invalidity of sk,@””“l even if sk:g“l
is the correctly shared key of G. Therefore, G computes (51, S2, S3y) ¢ Tk (Wskgwaz (T17), 71y T2)-
Then, G outputs:

Again, G checks to see if « (Wskénmz (r1y)) = riy where T gginval (r1y) and 71 from (40). The

( f“a éml, . 7ﬁ};al, wskg“l (81«/), S1v, 82«/). (41)

Given (41), we define the final (v 4 1)th adaptive input query Q-1 as

l l l
Q’y-i—l = ( i)a 75511 y 7T 7/8}}/)(1 77T5]<;Eal(31’y)731’y7 U )
From(41) from(34)

On @41, F retrieves r¢ from 7 (u*). Now, F obtains all the valid messages ﬁf“l forall 1 <i<~wy
from @)y41 so that G can compute all the valid messages av@ for all 1 < i < 7 and shared key
sk:ﬁ“l by the computations described above. F if ﬂ-s_kl,#al(']rskgal(81(,\/_1))) = S1(y—1)- As the equality

holds since Sk‘f:’“l = Sk‘g“l, F is convinced that (),41 is adaptively generated query. Computing

(T1(y41)s T2(v4+1) > T3(y+1)) < ﬁkF(wskgaz(slﬁ,), S1~, S2¢), F outputs a vector that contains its secret key
kg as:
l l l
(CM?l)a ,aga . 7041);1 ,Wskgal (Tl(.y+1)), 7’1(7_’_1), kF). (42)

On (42), G can compute sk:g“l as in the previous rounds. G checks to see if ﬂ;quéal (ﬂ'SkEal (T1(v+1)))

= T1(y+1)- As the equality obviously holds, G is also convinced that )4+1 is adaptively generated.
Therefore, G obtains kg, the secret key of F from (42), then G outputs the following vector:

(kG7 kFu Onu o 7On)7
which reveals both secret keys of G and F. O

By Claim 4.7, 4.8, and 4.9, we obtain the following impossibility of adaptively secure sequential
composition under the existence of UTKA.

Theorem 11. If v-UTKA &, = (A,B) exists, then there exist non-adaptively secure functions F
and G such that the sequential composition G(F(-)) is (y+1)-adaptive query breakable.

Thus, putting the above theorem together with Pietrzak’s result [Pie06], we have the equivalence
of the above impossibility and the existence of UTKA as formally state below.

Theorem 12. The sequential composition of two pseudo-random functions does not imply adaptive
security if and only if the uniform-transcript key agreement exists.
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As we have proved the equivalence in the contexts of both parallel and sequential compositions
by Theorem 9 and Theorem 12 respectively, we immediately obtain the following theorem which is
our main theorem.

Theorem 13. The composition of two pseudo-random functions does not imply adaptive security
if and only if the uniform-transcript key agreement exists.

5 Impossibility of Adaptively Secure Self-Composition

Self-composition is a composition of two or more copies of a single function. For instance, we call
F(F(-)) the sequential self-composition of function F, and F @ F the parallel self-composition of
function F. Note that several copies of identical F’s must contain independent secret seeds. That
is, each copy of F’s must be allowed to be independently drawn from its function family.

So far, we proved the equivalence relation between the insecurity of composition and UTKA
protocols. In fact, when we mention the insecurity of composition in previous sections, the main
argument is rather that, given a non-adaptively secure function, there might be another non-
adaptively secure function such that their composition is adaptively insecure. We call this type of
composition general-composition. Hence, we still have a lingering unanswered question of whether
the self-composition of a non-adaptively secure function implies the unconditional adaptive security.
We answered the question negatively as follows.

Suppose that we are given non-adaptively secure pseudo-random functions F; and Gy, without
loss of generality, both defined over {0, 1}" such that their parallel (general-)composition (F& G)(-)
is adaptively insecure. Note that k and k&’ are independently chosen secret seeds for pseudo-random
functions. That is, there exists a PPT adversary A with an adaptive adversarial strategy which
succeeds in breaking the security of (F @ G)(-) with non-negligible probability §. Now, we define a
function family F, 5 : {0,1}" — {0,1}" on input string u by

s(u ifb =
SO e

where b and s are private seeds.
It is easy to see that function F(+) is also non-adaptively secure due to the non-adaptive security
of functions F and G. This trivially leads to

Advy < Adv + Adv§.

To break the adaptive security of (F @ F)(-), it suffices to draw two copies of functions from
the family at random and then use the same adaptively adversarial strategy of A as follows: the
first bit of seeds of F and G differ in their first bit with probability 1/2. Therefore, if we draw
two independent F’s, then F @ F is equivalent to F @& G with probability 1/4 which is adaptively
insecure.

Informally, by the above construction of F from any two non-adaptively secure functions F and
G such that their parallel composition is not adaptively secure, we actually show that the adaptive
insecurity of the parallel general-composition implies the adaptive insecurity of the parallel self-
composition. We formally state this as follows.

Theorem 14. Suppose there are two non-adaptively secure functions F and G such that the parallel
composition (F® G)(-) is adaptively insecure. Then, there exists a non-adaptively secure function
F such that the parallel self-composition is adaptively insecure.
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Combining the above theorem with the previous results of this paper in Sections 3.1 and 4.1
related to parallel composition insecurity from DTP and v-UTKA, we obtain the following corol-
laries.

Corollary 15. If a family of dense trapdoor permutations exists, then the parallel self-composition
of a non-adaptively secure function does not imply adaptive security.

Corollary 16. If a UTKA exists, then the parallel self-composition of a non-adaptively secure
function does not imply adaptive security.

In addition, the above construction of F defined in (x) can be applied to non-adaptively secure
pseudo-random functions F and G such that their sequential general-composition is adaptively
insecure. In particular, F is also non-adaptively secure while F(F(-)) is equal to G(F(-)) with
probability 1/4 when we draw two independent F’s from its function family. That is, F is the same
as (*) and we measure the probability to be equally 1/2 that the outer function F has the first bit
of seed equal to 0 and the first bit of seed equal to 1. Thus, F(F(-)) is also adaptively insecure.
Consequently, we easily obtain the following theorem.

Theorem 17. Suppose there are two non-adaptively secure functions F and G such that the sequen-
tial composition G(F(-)) is adaptively insecure. Then, there exists a non-adaptively secure function
F such that the self-composition is adaptively insecure.

Again, combining the above theorem with the previous results of this paper in Sections 3 and
4 relevant to sequential composition insecurity from DTP and v-UTKA, we derive the following
corollaries.

Corollary 18. If a family of dense trapdoor permutations exists, then the sequential self-composition
of a non-adaptively secure function does not imply adaptive security.

Corollary 19. If a UTKA exists, then the sequential self-composition of a non-adaptively secure
function does not imply adaptive security.
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