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Abstract

It is well known that proving the security of a key agreement protocol (even in a special
case where the protocol transcript looks random to an outside observer) implies the existence of
one-way functions and therefore is at least as difficult as proving P # NP. Another (seemingly
unrelated) statement in cryptography is the existence of two or more non-adaptively secure
pseudo-random functions that do not become adaptively secure under sequential or parallel
composition. Pietrzak (Eurocrypt’06) showed that at least one of these two seemingly unre-
lated statements is true. Pietrzak’s result was significant since it showed a surprising connec-
tion between the worlds of public-key (i.e., “cryptomania”) and private-key cryptography (i.e.,
“minicrypt”).

In this work, we further examine the relationship between the security of compositions of
non-adaptively secure pseudo-random functions and other public key systems.

First, for the parallel composition case, we prove that the above duality is far stronger:
at least one of these two statements must also be false. In other words, we show their equiv-
alence. More specifically, we show that if there exists any uniform-transcript key agreement
(UTKA) protocol, then parallel composition does not imply adaptive security. This implication
holds based on virtually all known key agreement protocols and can also be based on general
complexity assumptions such as the existence of dense trapdoor permutations.

Second, we prove the impossibility of adaptive security from sequential compositions assum-
ing the existence of public key encryption scheme which is uniform and rerandomizable under
both ciphertexts and public keys. It remains open if this stronger black-box assumption is also
necessary.

*This revision includes a retraction of theorems 4 and 5 and a new theorem 9. See the acknowledgments at the
end of this paper for details. The original abstract appeared in CRYPTO 2010.
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1 Introduction

One of the central questions in cryptography is the question of composition, which very broadly is
the study of various ways to compose several basic primitives in a way that amplifies the hardness
of the composed object. Naturally, this central question has received a lot of attention in various
settings and we continue the study of this question here. More specifically, we investigate a question
of whether a composition of pseudo-random functions, to be defined shortly, constitutes stronger
security by utilizing the security of the component functions. We consider two very natural types of
conventional compositions: a parallel composition with respect to Exclusive-Or (XOR) operation
denoted by @ and a sequential composition. Briefly, on input x in the domain of F and G, the
parallel XOR~composition of two functions F and G is defined as F(z) & G(z). The sequential
composition of F and G is defined as G(F(z)) (or F(G(x))).

Seemingly unrelated to the notion of security amplification via composition, there is the question
of designing Key Agreement protocol. Recall that Key Agreement (KA) is a protocol that enables
two parties to generate a secret string (also called key) by communicating with each other over an
insecure channel in the presence of a eavesdropping adversary. Uniform-transcript key agreement
(UTKA) is a strengthened version of key agreement in which messages between two parties are
indistinguishable from uniform distribution by all probabilistic polynomial-time (PPT) adversaries.
The reason why key agreement seems unrelated to the security of composition is that key agreement
belongs to the world of public-key cryptography (also known as “cryptomania”) whereas the security
of composed pseudo-random functions rather belongs to the world of private-key cryptography (also
known as “minicrypt”). For further discussion on cryptomania and minicrypt, see [Imp95].

Now, let us recall briefly recall the definition of Pseudo-Random Functions (PRF) [GGMS6].
There are two notions of security of PRF: adaptive security and non-adaptive security. Intuitively,
a (pseudo-random) function is said to be non-adaptively secure if the function is indistinguishable
from a random function against all PPT adversaries that evaluate the function on inputs chosen
independently of the function outputs, that is, chosen prior to PPT adversary learning any of the
outputs. Adaptive security is a far stronger notion of security than non-adaptive security: a PRF is
said to be adaptively secure if the function remains indistinguishable from random function against
all PPT adversaries preparing the current query based on the outputs of the function on all previous
queries. Clearly, adaptive security implies non-adaptive security.

We show that the equivalence between the impossibility of achieving adaptive security by com-
posing general non-adaptively secure pseudo-random functions and the existence of uniform tran-
script key-agreement protocol. We note that our impossibility result holds not only for the case in
which the non-adaptively-secure component functions are drawn from the different function families
(also known as the general composition) but also for the case where the component functions are
drawn from the same function family (also known as self-composition).

1.1 Related Work

There has been extensive research on relationship between the security of component functions
and the security of their parallel or sequential composition. In the information theoretic context,
Vaudenay [Vau03] proved that if F is a pseudo-random permutation with security € against any dis-
tinguisher making ¢ (non-)adaptive queries, then the sequential composition of k£ F’s has improved
security ok =1k
a permutation for the same security in parallel composition. Luby and Rackoff [LR86] show the
similar security amplification result in the computational context.

In the information theoretic setting, Maurer and Pietrzak [MP04] proved that composition of

against a (non-)adaptive distinguisher. F only needs to be a function instead of



non-adaptive secure functions amplifies its security € to security 2¢(1+In(e~1)) against an adaptive
distinguisher. In 2007, Maurer et al. improved this bound to 2e [MPRO7].

Myers [Mye04] showed that the existence of oracles relative to which there are non-adaptively
secure permutations, but where the composition of such permutations fails to achieve adaptive
security. Recently, Pietrzak [Pie05] showed that the composition of non-adaptively secure functions
does not imply adaptive security under the Decisional Diffie-Hellman (DDH) assumption. Pietrzak’s
more recent work [Pie06] showed that if sequential composition does not imply adaptive security,
then there exists a key agreement protocol. Moreover, it turns out that Pietrzak’s construction in
[Pie06] implies a slightly stronger result: that his key agreement protocol satisfies the property of
uniform-transcript. Thus, we can restate the Pietrazak’s result as follows:

Theorem 1 ([Pie06]). If sequential composition of pseudo-random functions is not adaptively se-
cure, then there exists a UTKA.

1.2 Results in [CLO10], Erratum, and New Observations

[CLO10] Our work [CLO10] further explored the relation between various cryptographic primi-
tives and the impossibility of constructing adaptively secure PRFs by parallel and sequential com-
positions of non-adaptively secure PRFs. In particular, we claimed in [CLO10] that the existence
of UTKA implies the impossibility of obtaining an adaptively secure PRF from parallel/sequential
compositions of non-adaptively secure PRFs.

While our parallel theorems stand, the sequential composition theorem has a flaw. Specifically,
in April 2024, Yusai Wu pointed out to us via email that our Theorems 4 and 5 (for sequential
composition) contain errors. We, therefore, retract theorems 4 and 5 and Corollary 8.

Instead, (as a new material), we provide a new Theorem 9, which requires a stronger (but
block-box) assumption.

Theorem 2. If there exists a dense trapdoor permutation family (which in turns implies a 2-pass
UTKA), then parallel compositions of non-adaptively secure pseudo-random functions do not imply
a pseudo-random function with adaptive security.

Theorem 3. If there exists a UTKA, then parallel compositions of non-adaptively secure pseudo-
random functions do not imply a pseudo-random function with adaptive security.

Theorem 4. [Retracted]

Theorem 5. [Retracted] 4

Theorem 6. If parallel composition composition of pseudo-random functions is not adaptively
secure, then there exists a UTKA.

Corollary 7. Parallel composition of pseudo-random functions does not imply adaptively secure
PRFs if and only if there exists a UTKA.
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Corollary 8. [Retracted]




As new observations, we show that non-adaptively secure PRFs of which a sequential compo-
sition is adaptively insecure can be constructied with stronger assumptions than dense trapdoor
permutations and UTKAs. Specifically, assuming the existence of CPA-secure public key encryp-
tion with enhanced properties of uniform (dense) and rerandomizable ciphertexts and public keys,
we construct non-adaptively secure PRFs F and G such that their sequential composition G(F(x))
is adaptively insecure.

Theorem 9. [New]| If there exists an enhanced public key encryption with rerandomizable ci-
phertexts and public keys both indistinguishable from random, then sequential compositions of non-
adaptively secure pseudo-random functions do not imply a pseudo-random function with adaptive
security.

This generic black-box assumption sets up sufficient black-box properties (upper-bound) for se-
quential composition insecurity, which is stronger than the existence of dense-trapdoor permutation
(and in turns UTKAS). Roughly, this enhanced public key encryption, denoted by PKE, contains a
tuple of algorithms (Gen, Enc, Dec, RRC, RRP). Gen(n,r) on input n and random r outputs a pair of
n-bit public and secret keys. Enc,i(m;r) on input message m and random 7 outputs a ciphertext ¢
that looks indistinguishable from uniform random. Decg(c) on input ciphertext ¢ outputs message
m. Additionally, RRP(pk;r) on input pk and random r outputs randomized public key (e.g., reran-
domization material) pk’ where pk’ (possibly longer than pk) is indistinguishable from random and
used to rerandomize ciphertexts encrypted under public key pk. Finally, RRC(c; pk/;r) on input
ciphertext ¢, randomness r, and rerandomized public key pk’ outputs rerandomized ciphertext ¢’
indistinguishable from random. See Definition 13 in Section 4 for the further details.

Difference between Sequential and Parallel composition. With Theorem 4 and Theorem 5
on sequential composition retracted, but parallel composition remaining correct, there appears to
be a difference in our understanding of sequential vs. parallel composition insecurity. Specifically,
we provide new sufficient conditions for sequential composition insecurity. In contrast, the impos-
sibility of achieving adaptively secure parallel composition remains equivalent to UTKAs, which
is implied by DTPs [CLO10]. Therefore, sequential composition insecurity requires (to the best
of our knowledge) doubly enhanced rerandomizable PKE. An important remaining open question
is whether this additional block-box assumption is necessary for the impossibility of sequential
composition.

We emphasize that Theorem 2, 3, 6, and 9 hold regardless of whether PRFs being composed
are taken from a single function family (called self-composition) or from two distinct function
families (called general-composition). In particular, we show that the impossibility of secure general-
compositions further implies the impossibility of secure self-compositions. The precise connection
between the impossibility of adaptively secure composition and a UTKA protocol were not known
prior to our work. We summarize these previously known results and our contributions in Figure 1.

Paper Organization In Section 2, we provide relevant cryptographic notions and definitions
commonly used in the rest of the paper. In Section 3.2, we show the equivalence between parallel
composition insecurity and UTKA which is originally presented in [CLO10]. In Section 4, we show
that strongly enhanced rerandomizable PKE implies sequential composition insecurity with the
introduction of the definition of such a PKE. Finally, in Section 5, we provide the implications on
self-composition insecurity as in [CLO10].
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Figure 1: The Hlustrative Summary of Relations between Composition Insecurity and Other Cryp-
tographic Assumptions: Solid boxes indicate black-box primitives and dotted boxes indicate non-
black-box primitives. The dotted line were known prior to [CLO10]. The solid lines represents
the implications claimed in [CLO10] and this revised work. The red lines represents the retracted
claims in [CLO10]. The blue line represents an updated black-box implication to sequential compo-
sition insecurity relying on a black-box public key encryption with properties: (1) rerandomizable
pseudorandom ciphertexts and (2) rerandomizable public-key and ciphertext.

2 Preliminaries

We let n € N be a security parameter. An algorithm is considered efficient if its computation can
be carried out by a PPT machine whose running time is expected polynomial in the input length.
We use the notation x <—g {0,1}" when string x is uniformly drawn from {0,1}". For further
discussion on the following definitions and notions, see [Gol01].

Definition 1 (Negligible and Overwhelming). A function € : N — R is negligible if for every ¢ >0
there exists an N, such that for all n > N, e(n) < 1/n¢. On the other hand, 1 — € is said to be
overwhelming in n.

Definition 2 (Non-negligible). A function 6 : N — R is non-negligible if for every ¢ > 0 there
exists infinitely many n such that 6(n) > 1/nc.

Definition 3 (Noticeable). A function p : N — R is noticeable if for every ¢ > 0 there exists an
N, such that for all n > N, p(n) > 1/nc.

Definition 4 (Polynomial Indistinguishability). Two probability ensembles X = {X,}nen and
Y = {Y, }nhen are polynomially indistinguishable if for every Probabilistic Polynomial-Time (PPT)
algorithm (distinguisher) A, there exists a negligible function e such that: for all random coin tosses
r and ' of A,

|Pr[A,(X,) = 1] — Pr[A.(Y,) = 1]| < e€(n).

Definition 5 (Pseudo-Random Function (Permutation)). Given a randomly chosen key k € K
for a key space K, an efficiently computable keyed function Fj : K x {0,1}" — {0,1}" is called



pseudo-random function (PRF), if for every probabilistic polynomial-time algorithm (distinguisher)
A, given access to the function Fy and a uniform random function U : {0,1}" — {0,1}" and for
all n, there exists a negligible function €(n) such that: for all random coin tosses r and r' of A,

|PrlAfF(17) = 1] — PrlAY (1") = 1]| < e(n).

In addition, if F is one-to-one and onto for all k, then we call Fy, a pseudo-random permutation

(PRP).

Definition 6 (Distinguishing Advantage). Given a polynomial-time distinguisher A(q,t), which
runs in time t and makes at most q queries to the oracle O (i.e., a pseudo-random function F) or
random function R, we define the advantage of A(q,t) as: for all random coin tosses r and r' of A,

Adv9(q,t) = max Pr[A° = 1] — Pr[AR =1]|.

A distinguisher is a non-adaptive distinguisher if it makes all the queries before it receives the
output. Otherwise, we call it an adaptive distinguisher.

Definition 7 (Non-Adaptive Versus Adaptive Security). A pseudo-random function f is non-
adaptively secure if, for all polynomial-time non-adaptive distinguisher A(q,t), there exists a negli-
gible function € such that Advg(q, t) < e. On the contrary, we say a pseudo-random function f is
adaptively secure if, for all polynomial-time adaptive distinguisher A(q,t), there exists a negligible
function e such that Adv9(q,t) < e.

Definition 8 (Parallel and Sequential Composition). The parallel XOR-composition of two func-
tions F and G, denoted as F @ G, is the operation that composes the output value of F and G over
the bit-wise Exclusive-Or (XOR) operation. The sequential composition of F and G, denoted as
F o G, is the operation that applies two functions sequentially, i.e., F o G(-) = G(F(-)).

Informally, a dense trapdoor permutation family is a trapdoor permutation family with a poly-
nomially dense public description of permutation so that a public description is indistinguishable
from uniform random [SP92, Hai04].

Definition 9 (Dense Trapdoor One-Way Permutation (DTP)). The algorithm triplet (Gen, fy,
ftzl) 1s a family of dense trapdoor permutations if the following hold:

e Gen(1™) is a probabilistic polynomial-time algorithm such that on input 1", it outputs a pair
of two strings k € {0,1}"™ and ty, where |tg| < p(n).

e Given k, algorithm fi, : {0,1}"™ — {0,1}" is a polynomial-time computable permutation.

o Given ty, algorithm ftzl s a polynomial-time computable inverse permutation of fi. That is,
ftzl(fk(a:)) = x is efficiently computable for all x € {0,1}".

e For all probabilistic polynomial-time algorithm A, the following holds for any (k,tx), x €
{0,1}™, for all random coin toss r of A,

PrAf* (k, fi(x)) = fi. ' (fi(x))] < e(n)

where €(n) is a negligible function in n.



e For all probabilistic polynomial-time algorithm A, there exists a negligible function € such
that, given access to function Gen(1™) or uniform function U as oracle: for all random coin
tosses r and v’ of A,

Pr[AS"(17) = 1] — PrlAY(1") = 1]| < e(n).

Definition 10 (Hard-Core Predicate). A polynomial-time computable function family B : {0, 1}™ x
{0,1}" — {0,1} is a hard-core predicate of one-way function f if, for every probabilistic polynomial-
time algorithm A and for all x € {0,1}", there exists a negligible function e such that

Pr[A(f(2)) = B(r, )] < 5 + e(n).

Goldreich and Levin [GL89] devised a hardcore predicate B(x,r) from any one-way function f
defined to be b = €, x;74, identically b = (x,r), the inner product of two vectors.

Definition 11 (Bit Agreement (BA)). Informally, a bit agreement is a protocol in which two
parties, Alice and Bob, secretly agree on a bit at the end. Formally, upon the security parameter n
as a common input, Alice and Bob output a bit by and bp, respectively. Then, the protocol is said
to have the correlation €(n) if for all n,

1
Prlba = bg] > = + 6(2”)

|

And the protocol is also said to be 6(n)-secure if, for all n and for any PPT adversary Eve, given
the security parameter n and the entire transcript (denoted by Trans) between Alice and Bob,
/ / o(n
Pr[b < Eve(Trans,1"):b =by] <1-— <2>

If Alice and Bob exchange k messages during the execution of the bit agreement protocol, it is called
a k-pass bit agreement. Note that Alice and Bob output the same bit with overwhelming probability,
and Eve can compute the bit ba with only negligible advantage over merely guessing it, as € and
are overwhelming.

A key agreement protocol is one where two parties, Alice and Bob, given n as a common input,
secretly agree on a key in {0,1}" at the end of execution. The key agreement is known to be
achieved by polynomially many parallel or sequential executions of the bit agreement protocol if
the protocol has a noticeable € and an overwhelming 6 [Hol05]. Notice that the parallel repetitions
of bit agreements achieve the n-bit key agreement without increasing the round complexity. See
[Hol05] and [Hol06] for further details. By one round, we mean a unit process wherein Alice receives,
computes and sends a message to Bob, and then Bob receives, computes and sends a message to
Alice. Thus, a y-round key agreement(y-KA) implies a 2vy-pass key agreement. A ~y-round uniform-
transcript key agreement(y-UTKA) is a v-KA whose transcripts are indistinguishable from uniform
distribution.

Definition 12 (vy-round Enhanced Uniform-Transcript Key Agreement ® (y-UTKA)). Fory > 1,
a y-round key agreement (exchange) protocol ® consists of two sub-protocols, Alice (A) and Bob (B),
denoted as ® = (A, B). Let a; and f3; be the ith round messages of A and B respectively. Let Tran? be
the transcript of all the messages up to the ith round from B as Tra nf = (p1,B2,...,08i) and Tra n? =



(o1, 009,...,05). Then, A consists of a family of message-generating algorithms A, Ag,--- ,Ayq1
defined as follows. For A’s random value rp € {0,1}":

A1 :{0,1}" — {0,1}" is defined as A1(ra) — ai,
Ai {0,137 x ({0,131 — {0,1}" is defined as A;(ra, Tranf ) — oy for 2 <i <~
Ayy1 {0, 11" x ({0,1}™)" — {0,1}" is defined as A7+1(7‘A,Tran$) — SA.

The definition of B is identical to the definition of A except that all A’s and a’s are replaced with
B’s and B’s. Finally, ® = (A,B) satisfies the following conditions:

1. For any A € PPT, given Trans, A cannot efficiently distinguish the exchanged n-bit key sa
from random. Formally, for all random coin tosses v and r' of A and random inputs ra and
rg of A and B,

Pr[Trans <— (Ay,, Byg); sa A7+1(7"A,Transf;) : A, (Trans, sa) = 1]

—Pr[Trans < (A, By ); rgnd {0,1}" : A,/ (Trans, ) = 1] < p(n)
for some negligible function p(n).

2. At the end of execution of ®, A and B agree on a secret s. Formally, let T(n) be a negligible
function in n, then,

Pr(sa < A7+1(7“A,Trans$);35 +— Bﬂl(rB,Transs) isa=sg] > 1—1(n).

3. For the v-round key agreement ® to be a y-round uniform-transcript key agreement, denoted
as ®,, the additional condition below is satisfied. For any PPT adversary A,

Pr[A,(Trans) = 1] — Pr[R, "7 ({0,1}")7 : A.(R,) = 1]| < €(n),

where €(n) is a negligible function in n. B satisfies the same requirement. That is, no PPT
adversary A distinguishes the messages of A and B from uniform distribution.

3 Parallel Composition Impossibility’s Equivalence to UTKAs

3.1 Composition Insecurity vs. Dense Trapdoor Permutation

For gentle introduction to our main result, we first present a special case of our main result as
an example — The existence of dense trapdoor permutation (DTP) implies the impossibility of
achieving the adaptive security by composing (in a black-box way) non-adaptively secure pseudo-
random functions. The main idea behind showing this, is that a family of DTPs is well-known to
provide a 2-pass (1-round) uniform-transcript key agreement.

A 2-pass key agreement can be achieved by n parallel repetitions of an underlying 2-pass bit
agreement without increasing its round complexity, which we describe as follows. Suppose that
we are given a family of DTPs, (Gen(-), f, f~!). Without loss of generality, Alice first chooses a
pair of one-way permutation f; and its inverse permutation ft? by computing a public encryption
information k& and its private corresponding trapdoor information ¢; using Gen(:). Note that k
is computationally indistinguishable from a random string of the same length by the property of
DTPs. Alice sends the public key k& to Bob. Upon k from Alice, Bob chooses two strings x and



r. Bob encrypts z with fi, so let y = fi(z). Bob sends y and r to Alice and computes the secret
bit b = (z,y). With y and r, Alice obtains z by inverting y as z = ftzl(y). Then, Alice achieves
the bit agreement by computing b = (x,r). Notice that all the messages exchanged between Alice
and Bob are either a uniformly random string of length n (i.e., y and r) or pseudo-random strings
indistinguishable from uniform (i.e., k). Thus, the above bit agreement is a uniform-transcript bit
agreement. Hence, the n parallel repetitions of the 2-pass bit agreement achieve a 2-pass n-bit key
agreement described in Protocol 1.1

Alice Transcript Bob
(k,tr) < Gen(n)
*, X1,X9, Ty g {0,1}"

T1,72, " ,Tp <g {0, 1}”
yi < fr(x;) for all i <n
Xi ftzl(yi) for all i < n
b < (x;,r;) for all i <n b < (x;,r;) for all i <n
shared key sk < b1,bg, -+ , by shared key sk < by, ba, -+, by

Protocol 1: 2-pass key agreement based on a DTP (Folklore)

3.2 Parallel Composition Impossibility from Dense Trapdoor Permutation

We construct two counter-example pseudo-random functions F and G which are secure against any
PPT adversary non-adaptively. Then, we prove that their parallel composition is not secure against
a particular sequence of four adaptive queries.

3.2.1 Intuitions of Parallel Composition of F and G

We provide the high-level overview and intuition of our construction of pseudo-random functions
F and G based on DTP, and show how to break the adaptive security of their parallel composition.
The main technique of our constructions of counter-example functions is to design the functions to
detect the adaptive query throughout the input and output behavior. In particular, F and G emulate
a 2-pass key agreement protocol (described in Protocol 1) via adaptive inputs and outputs. Once
F and G internally obtain a shared key, they generate outputs which hide a special relation with
respect to the shared key. As we input these specially generated outputs to the parallel composition
again, F and G retrieve the previously shared key and verify the special relation with respect to
the shared key. Hence, function F and G are convinced that the queries must be indeed adaptively
generated, and reveal their private keys through their outputs, which break their security.

Our counter-example functions F and G are both defined over ({0,1}")?""3. F and G hide the
secret keys kg and kg respectively. P denotes an adaptively secure pseudo-random permutation.
Let (Gen(-), f, f!) be a family of DTPs. 7;; and s;; denote the ith pseudo-random string generated
by F and G using their secret keys on jth input respectively. In addition, Encg(x) is defined to
be a pseudo-random private-key encryption of z with respect to key k. Hence, we have x =
Deci(Encg(z)).

"We remark that the same randomness r can be used for all of n parallel repetitions of bit agreement instead of
using different 7’s for each of bit agreements. However, this will complicate our exposition later on, so we will use
different r’s. Clearly this does not affect the security of resulting key agreement protocol.




We first define F and G on the first fized adaptive query @1 = (0™,0™,--- ,0™):
e F generates 2n + 3 pseudo-random strings 7%, 791,731, * + , T (2n4.3)1 computed by Pre (Q1)-

e Gon input () uses its secret key to first compute sufficiently long pseudo-random string which
is then used to compute DTP pair (k, tx): a pair of a DTP key k and its private trapdoor
tr by Gen(1") of DTP. G generates 2n + 2 pseudo-random strings s21, 531, , S(2p+3)1 DY
Pk (Q1), then it outputs (k, 21, , S(2n43)1)-

We describe the outputs of F and G and their parallel composition outputs below:

01 > F— (r",ra1, , T(2n+3)1)

G — (k, 821, 5 S2n4a)1 = (r" @k, 121 @ s21, -+, T(2n43)1 D S(2n43)1)

The second adaptive query is of the form Qs = (u,0",0",--- ,0™) where v = r* ® k. We define F
and G on @2 as follows.

e F first simulates the first-round of computation (by internally executing Py on the fixed query
Q1) to obtain ¥, then computes u @ r* which is equal to k; Now, F computes 2n + 3 pseudo-

random strings 1, T2, -+, Tp and T(,41)2, T(n42)2: " > T(2n43)2 DY P (Q2). F computes y; by
fk(wz) for 1 S ? S n, then Ollt}plltS (yh c y Yn, T'(n+1)2, T 7T(2n+3)2)'
e G generates fresh pseudo-random strings (s12, 822, "+ , S(2n+3)2) computed by Py (Q2).

We describe what both F and G output individually and the output of their parallel composition:

Qs — F— (yla"' yYny T(n41)2, " ar(2n+3)2)
G — (s12,- - 1Sn2; S(n+1)2 " 75(2n+3)2)
= (Y1 ® 812, Yn D 02, T(ns1)2 D S(nr1)2: 5 T(2n+3)2 D S(2n43)2)

We define the third adaptive query Q3 to consist of the selected coordinates in the previous outputs
such that Q3 = (y1 © 512, , Yn D 02, "(n+1)2 D S(n+1)2, "+ > T(2n)2 D S(2n)2, K r*,07,0™). On Q3,
we defined F and G as follows.

e F regenerates all the pseudo-random strings in the second round, 1, -, Zn, F(ny1)2: " ** 5 T(2n+3)2
by Pk (Q2). Notice that Q2 is (k& r*,0",---,0") where F can obtain k & r* from Q3. F
can compute b; = (x;, T(n+i)2> for all 1 <4 < n and retrieve a shared key sk by letting sk =
bibg -+ - bn. Now, F generates pseudo-random strings 713,793, - ,7(2n43)3 by P (Q3) and en-
crypts r13 with the shared key as Encg(r13). Finally, F outputs (Encg(r13), 713,723, - -+, T(2n4-2)3)-

e G regenerates s12,522, + ,5(2n)2 by Prg(Q2). G can obtain y1, -+, Yn, "(ng1)2, "+ s T(2n)2 a8
it cancels s12, 822, -, S(2n)2 Out of the first 2n coordinates in (J3. By using the inverse
permutation ftj with respect to the trapdoor t;, G can obtain x; by computing ftzl(yl) for
all i. Hence, G can compute b; = (z;,7;) for all i and retrieve the shared key sk by letting sk
= bibg -+ - by. Then, G generates pseudo-random strings s13, 523, , S(2n+3)3 by Pre(@3) and
creates an encryption Encg(si3). Finally, G outputs (Encg(s13), 13, S23, - - - ,s(2n+2)3).

Below we depict the individual outputs of F and G and the output of their parallel composition:

F — (Encsk(r13), 713,723, T(2n42)3)
Q3 —
G — (Encg(s13), 513,523, * , S(2n+2)3)
— (Encg(r13) © Encgr(s13), 713 © 513,723 © 523, + , T(2n+2)3 D S(2n42)3)
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Our fourth query ()4 is a selective collection of the outputs in the previous round such that Q4
= (yl D 512, , Yn D Sn2, T'(n+1)2 D S(n+1)25 """ 5T (2n)2 @ 8(2n)2s ko r, EnCsk(T) ©® Encsk(s),r ® S)‘
Notice that F and G can simulate all the computations of previous rounds upon ()4. Hence, F and
G can retrieve shared key sk. F computes Encg,(r13) and 713 by the simulation of computations
on Q3. Then, F checks to see if equality Decgy(Encgx(r13) @ (Encgi(r13) @ Encgg(s13))) = 13 @
(r13 @ s13) holds where (Encg(ri3) @ Encgi(s13)) and (r13 @ s13) are obtained from Q4. Since
the equality holds, F deduces that the input query is indeed an adaptive query. Hence, F outputs
(kg,0™,0™,--- ,0™) containing its secret key kg. G does the same and outputs (0", kg, 0", --- ,0™).
The individual outputs of F and G and the output of the parallel composition are described below.

F— (kg, 0,0, ---,0") . )
@16 L (0 ke, 0m oy | 7 (P kG, 0%, 0)

3.2.2 Formal Construction of Non-Adaptively Secure Function F

We first provide the specifications of the underlying primitives used for the construction of F. We
have 7 : K x ({0,1}™)2"*3 — ({0,1}")?"*3 where K is the key space of 7. 7 denotes a PRP
with respect to private key k and 7?,;1 is the inversion permutation to 7;. We are also given PRP
m: K x{0,1}" — {0,1}". Notice that both 7 and = have the same key space K. Without
loss of generality, K is {0,1}" throughout this paper. Finally, we are given a family of DTPs,
(Gen(-,-), f, f~1). We denote f; and ftzl as a permutation and its inverse permutation defined
over {0,1}" where (k,t;) is generated by Gen(1™,r) for randomness r € {0,1}" and |k| = n and
|tk| = poly(n).

Built on the above underlying primitives, the counter-example function F is defined to be from
({0,1}™)27+3 to ({0,1}")?"*3 and internally hides a secret kg in K, which is a private key applied
to the underlying primitives in order to generate pseudo-random. Let I = (u1,ug,...,u2,+3) be an
input vector to F where u; € {0,1}" for i = 1,2,...,2n+ 3. Similarly, (v1,v2,...,v2,+3) denote an
output vector. The formal construction of F is given in Algorithm 1.

Claim 3.1. The function F is secure against any non-adaptive PPT adversary A(q,t), running in
time t and making at most q non-adaptive queries, where t and q are any polynomials of security
parameter n.

Proof. For clarity in the following proof, we denote r;; as the ith randomness at the jth query. To
prove the non-adaptive security of F, we will show that

AdV(,t) < Advh(q,t) + Advi(,t) + Advi(,t) + o (1)

where t' =t + poly(n, q), accounting for the extra time costs resulting from our reduction.

Assume that non-adaptive adversary A chooses ¢ queries as follows. The first query is Q1 =
(u*,0",...,0") € ({0,1}")?"3 and the rest of ¢ — 1 queries are Q; = (u;1, uj2, - - - s Wigan), u*, 0", 0™)
for 2 < < g, in which u;1, w2, . . ., u;(2y,) are arbitrarily chosen for all i. Notice that in cases 1 and
2 of Algorithm 1, once we fix the first coordinate of Q1 and the (2n 4 1)th coordinate of @;’s to be
equally u*, we actually fix the shared key &’ through all the ¢ queries, so that the first coordinate
is an encryption of the second coordinate by 7 in the last ¢ — 1 outputs. Hence, inverting the first
n coordinates of output on ()1 will reveal the key &', and consequently A distinguishes F from a
uniform function R. Since any PPT adversary can invert f; only with at most negligible probability
€f,, the probability of retrieving k" is at most (e, )", constituting the first term on the right-hand
side (RHS) of inequality (1).
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Construction of F

1. If I = (U1 75 OH,UQ = On, o, U2n+3 = On), then

Output (v1,va, ...,V +3) Where

(al, ag, ... ,a2n+3) < ﬁ'kF(On, On, e On)

(371,332, . ,x2n+3) <— 7~T]€F(U1,UQ, ey U2n+3)

Let y; = fu;@ay (zi) for Vi=1,2,....n

(v1,v2, -+, v2nt3) < (Y1,Y2, s Yns Tntls - -+ T2n+3)

2. If I = (u1 £ 0" us 07, ..., U2n+1 #* 0™, uopy2 = 0™, ugpts = On), then
Output (v1,v2,...,v2,+3) where
(1‘1,1‘2, .. ,.’L’Qn+3) — ﬁ'kF(UQn_;,_l, 0", ... ,On)
Let k; = (zj, xp4q) for Vi=1,2,...,n
Let k/ = klkg e kn
(7’1, ro,... ,T2n+3) < ﬁ'kF(ul,UQ, c. 7U2n+3)
(’1)1,’1)2, R ,U2n+3) — (Wk/(rl), T1yenn, T2n+2)

3. If I = (ug #0™ ug #0", -+, ugpys # 0™), then
output (vi, v, -+ ,vo,+3) Where
(1,22, , Tonys)  Tpp (U2ng1, 075+, 07)
Let k; = (zj, xp4q) for Vi=1,2,--+ \n
Let k‘l = klkg e kn
(11,72, Tony3) < Tpp (U, ug, -+, Uzpy1,0",0™)
o < 7Tk/(7"1)

(a) If 77,;,1(@ D Ugpt2) = 1 D U2n+3,
then (Ul, V2, 7U2n+3) — (kFa On,0n7 U 70n)

(b)  else(vi,va, -+, Vany3) < Ty (ur, u, -+, U2p43)

4. If I is not of any previous cases, then
output (vi,va,- -+, vopt3)where
(V1,02 Vont3) < Tgp(ur, v, -+, U2n+3)

Algorithm 1: The algorithm of function F
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Assume that .4 makes g queries in the form of (u; # 0™, ug # 0™, -+, ugp+3 # 0™), corresponding
to case 3 and fixes the first 2n + 1 coordinates of all the queries. So, A fixes k/,r;, and « in the
condition 77,;,1 (a0 @ ugpy2) = r1 @ uzpts. Now, A only needs to find a pair of ug,+o and ugp43
satisfying the condition so that F reveals its secret key kp. Since 7 is a permutation, there exists
unique ugp+3 to each wugy, 42, which satisfies the condition. Hence,

Pr[ﬂk_/l(a D Un+2) =1 B U2p43 © Ugnt2, U2nt3 <3 {0,1}"] < 2%
With ¢ queries, A successfully guesses kg with probability at most ¢/2"; that is the second term
on the RHS of the inequality.

Consider that A makes ¢ queries such that each input query falls into either case 3 or 4 of
Algorithm 1. Since we already showed above that F in the case 3 outputs only pseudo-random
strings computed by 7. with an overwhelming probability, we ignore the case that F outputs the
secret key kg on one of the ¢ queries. Then, F simply outputs a vector of pseudo-random strings
generated by PRP 7. on each input query, which is indistinguishable from uniform randoms of
({0,1}™)2"+3. This constitutes Adv?(g,t') in inequality (1).

Consider the case in which A makes ¢ non-adaptive queries in which one of the queries is
(0™, 0™, ---, 0™), so it evokes case 4 and the rest of queries evoke case 1 of Algorithm 1. Towards a
contradiction, assume that A distinguishes the outputs corresponding to the ¢ non-adaptive input
queries described above. The output of case 4 is indistinguishable from uniform random by the
security of PRP 7. This implies that A distinguishes the outputs of case 1 from uniform randoms.
Notice that the first n coordinates of an output of case 1 are strings generated in the following way.
Tk on an input query first generates pseudo-random strings and then a trapdoor permutation
fuyma, re-encrypts these pseudo-random strings where u; @ a; is known since A can obtain a; from
the output of F on (0™,0™,---, 0™). The rest of coordinates (all coordinates except for the first n
coordinates) are strings generated only by 7. on an input query. We recall the description of the
output of case 1 on input query (uj,ug, - ,u,+3) as follows:

(fiu@(h (’I"l), e 7f’u1€Ba1 (’l"n), Tn4+1," " »T2n+3 )

-~

first n coordinates the rest of coordinates

where (r1,ro, -+, Ton43) < Tge(ur, ug, -+ ,uz2n43). Since A distinguishes these outputs of case 1
from uniform randoms, either of the following cases must be true. First, A distinguishes outputs of
case 1 from uniform randoms by distinguishing the first n coordinates of the outputs from uniform
randoms. Then, A can also distinguish outputs of case 4 from uniform randoms as follows. Upon
outputs of case 4, A applies fy,sq, to the first n coordinates of each output and ignores the rest of
coordinates of each output. This forces the distribution of the outputs of case 4 to be identical to
the distributions of the outputs of case 1 that A distinguishes from uniform randoms. Therefore,
A distinguishes outputs of case 4 from uniform randoms. This leads to a contradiction to the non-
adaptive security of F in case 4 already proven above. Then, it must be true that A distinguishes
outputs of case 1 from uniform randoms by distinguishing the rest of coordinates of outputs from
uniform randoms. However, this also enables A to distinguish outputs of case 4 from uniform
randoms by ignoring the first n coordinates of each output. Hence, another contradiction arises
to the non-adaptive security of F in case 4. Since we encounter contradictions in both cases, the
advantage of A making g non-adaptive queries of case 1 is also upper-bounded by Advfﬁl(q, ') in
inequality (1).

Finally, consider that A makes g queries of case 2 in Algorithm 1. Towards a contradiction,
assume that A distinguishes theses outputs from uniform randoms. Notice that the distribution of
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the last 2n + 1 coordinates in output vectors (all the elements except for the first two elements) is
equivalent to the distribution of the last 2n 4+ 1 coordinates of an output of case 4. This is due to
that both distributions are generated by 7, on input queries. We already showed above that if .4
distinguishes outputs of case 2 from uniform randoms by distinguishing the last 2n 4+ 1 coordinates
from uniform randoms, A can also distinguish outputs of case 4 from uniform randoms, which leads
to a contradiction. This implies that A distinguishes outputs of case 2 from uniform random by
distinguishing the first 2 coordinates from uniform randoms. Hence, distinguishing the outputs of
case 2 from uniform randoms over ({0,1}")?"*3 is equivalent to distinguishing

(i (1), 1), (T (r2),72), -+ (Tk(rg), 7g) (2)
where k, 71,72, - - 14 are uniformly random, from
(a1,b1), (az,b2), -, (aq, by) (3)
where a;, b; for all i = 1,--- ¢ are uniformly random.

Let A distinguish (2) from (3) with a non-negligible probability {. We define the ith hybrid
distribution H; as

Hi = (mi(r1), 1), (mk(re),mi), (@it biga), -+ 5 (ag, bg)
where k,7;,a;,b; for all ¢ = 1,---,¢ are uniformly random. Since |Hy — Hy| > &, there exists i
such that |H; — H;11| > £/q. Then, we can construct a distinguisher D’ by using A such that D’
distinguishes 7 from a random function R : {0,1}" — {0,1}" with non-negligible probability as
follows. Upon an unknown distribution (o, 8) € ({0,1}")?, D’ generates the ith hybrid distribution
as
(Wk(tl)v tl)v ) (Wk(ti—1)7 ti—l)a (a, 6)7 (a’i"‘lu bi+1)7 ) (aqﬂ bl])

where t1,--- ,tq, Git1,bi41,- - , g, by are uniformly random. Then, D" queries the ith hybrid dis-
tribution to A. Since A distinguishes the ith hybrid distribution with non-negligible probability
¢/q, D' distinguishes 7 from R with non-negligible probability £/q, which contradicts the indistin-
guishability of 7. This contributes to Adv7’(g,t') in inequality (1). O

3.2.3 Formal Construction of Non-Adaptively Secure Function G

The function G is also defined from ({0,1}")?"*3 to ({0,1}")?"*3 with a secret kg in K. The
notations and standard specifications of underlying primitives remain identical to those for the
construction of F in the previous section. The formal construction of G is presented in Algorithm
2.

Claim 3.2. The function G is secure against any non-adaptive PPT adversary A(q,t), running in
time t and making at most q non-adaptive queries, where t and q are any polynomials of security
parameter n.

Proof. To prove the non-adaptive security of G, we will also show that
T T q
Adv§(g.1) < Adv)i(q. ) + AdvE(q.t) + AdvE(q,t) + o + AdvE" (g, ) (4)

where t' = t + poly(n, q) as defined in Claim 3.1 and Gen is a key generation algorithm for a family
of DTPs. Since all the cases of G are identical except that the output of G in case (1) is a public
key k for trapdoor permutation f, the first four terms on the RHS of (4) are identical to those in
Lemma 3.1. Since the key k is indistinguishable from uniform random over {0, 1}" by the property
of Gen, any PPT adversary A distinguishes the key k from uniform random over {1,0}" with
only negligible advantage. Hence, the indistinguishability of dense keys constitutes Advff‘”(q,t’ )
in inequality (4). O
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Construction of G

1. If I = (ug = 0™ ug = 0™, -+ ,ugpt3 = 0"), then

output (v1,ve,- - , Vo, t3) where
(81, 89, ,82n+3) — ﬁkG(O”, v ,On)
(k,tr) < Gen(1", s1)

(v1,v2, -, Vants) < (k, 82, San+3)

2. If I =(up #0™ ug # 0", -+ Jugp+1 # 0", ugpyo = 0", ugyys = 0™), then

output (vi,ve, -+ ,v2,+3) Where

(al, as, - - ,a2n+3) < ﬁkG(O”, On, s ,On)
(k,tr) < Gen(1™, a1)

(b1,b2, -+, bonys) < g (u2n+1,0", -+ ,0")

Let x; = ftzl(ui @b;) fori=1,2,---,n

Let kj = (@i, (untj ® bngy)) for j =1,2,--- ., n
Let k?/ = k‘lkzk‘n

(81,82, , San43) < T (U1, ug, -+, U2p43)
(v1,v2,- -+ ,V2n43) < (M (51), 81, , S2n42)

3. If I =(ug #0™ ug #0", -+ ugpys # 0™), then

output (vi, v, -+ ,v2,43) where

((11, az, - - 7a2n+3) — ﬁkg(ona 0n7 e 70n)
(k,tk) — Gen(l",al)

(bla b27 e 7b2n+3) — ﬁ-k‘G (u2n+17 On7 tee ’On)

Let k] = <$]; (Un+] D bn+])> for j = ]_’2’ RN )
Let k/ = kle' . kn

(61)627 e ,02n+3) — ﬁkc(ul)u27 s, U2n+1, 071707’1)

B m(c1)
(a) If ' (B @ usni2) = ca @ Unnts, then (vi,va, -+, vapts) < (07, kg, 0", -+, 0")
(b) Otherwise, (v1,ve, -+ ,v2n+3) ¢ Trg (U1, u2, -+, U2n43)

4. If I is not of any previous cases, then
output (vi,ve,- - ,v2n13) Where (vi,v2, -+, V2n13) ¢ Thg (U1, U2, -+ , U2 y3)

Algorithm 2: The algorithm of function G
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3.2.4 Adaptive Insecurity of Parallel Composition of F and G

In this paper, a pseudo-random function is said to be breakable by q adaptive queries if there is a
PPT adversary A such that A distinguishes the pseudo-random function from a uniform random
function by asking ¢ adaptive queries to the pseudo-random function.

Claim 3.3. The parallel composition function F@ G is breakable by four adaptive queries.

Proof. To show the claim, we present a particular sequence of four adaptive queries in which the
parallel composition F @ G reveals all the secret keys of F and G, such as kp and kg. Let 745 (or
si;) denote the ith randomness of F (or G) upon the jth adaptive query @;. Then, our first query
Q1 to F®G(:) is Q1 = (0,07, ---,0") € ({0,1}™)2"*3. Since the input always (with probability
1) evokes case 4 of Algorithm 1, we have

F(O",On, .. ’On) — ﬁkF(0n70n7 . ,On) — (7‘11’7’217 . ’r(2n+3)1)_

In G, since the input falls into case 1 of Algorithm 2, G computes (s11,521," " ;S@2n43)1)
by 7k, (0",0", ---,0") and then obtains (k,t;) by executing Gen(1",s;;). Finally, G outputs
(k, 521, , S(2n43)1)- Thus, the output of F® G(0",0",---,0") is

(r11,721, 7, T2ng3)1) @ (ks s21, -+, S2nasy1) = (11 &k, 721 @ 821, . T(2n43)1 D S2n43)1)-
Obtaining the above output, we define our second adaptive query Q)2 to be:
QQ - (Tll & k;) Onv Ona et 7011) S ({O) 1}n)2n+3‘

Note that ()5 fails to evoke case 1 of Algorithm 1 when r11 @& k = 0™. That is, if r{; = k, then
the second adaptive query cannot succeed to lead F and G into the proper case. The probability
that 717 = k is 1/2™ which is negligible in n. Therefore, Q2 successfully evokes case 1 of Algorithm
1 with probability 1 — 1/2™.

Upon )2 which evokes case 1 of Algorithm 1, F internally simulates the computations of itself
on (1 to obtain r1; by executing 7, (0",0", -+ ,0") = 7. (Q1) = (711,722, * , T(2n43)1). Now, F
can retrieve the public key k from Q)2 by computing r11 @ k ® r11 = k. Obtaining k, F computes
Yi2 = fr(xiz) for i = 1,2,--- ,n where F computes fresh pseudo-random strings as 7. (Q2) =
(T12, %22, , T(2n43)2)- Finally, F outputs (Y12, -+, ¥Yn2: T(ng1)2: "+ s T(2n43)2)-

In G, the input Qs is of case 4 of Algorithm 2. Hence, G outputs fresh pseudo-randoms as
follows.

G(Tll ®k,0", - ,On) = ﬁ'kc (T11 @ k0", ,On) = (812, 899, " ,S(2n+3)2) (5)

Thus, we have
(F® G)(Q2) = (y12, - 1 Yn2, T(n41)2; - ,$(2n+3)2) @ (512,522, " ,8(2n+3)2)
= (Y12 D 512, , Yn2 D Sn2, T(n+1)2 D S(nt1)2: "+ > T(2n43)2 D S(2n+3)2)'

We define our third adaptive query Q3 € ({0,1}")2"+3 to be
Q3 = (y12 © 512, -+, T(2m)2 D S(2n)2, 711 B £, 07, 07).

Assuming that @2 succeeds to evoke case 1 of Algorithm 1 and case 4 of Algorithm 2 (Recall
that @1 always succeeds.), the third adaptive query @3 succeeds to evoke case 2 of Algorithm 1
and Algorithm 2 only when none of the first 2n + 1 coordinates of ()3 is 0. Since the (2n 4 1)th
coordinate (i.e., 11 @ k) is taken from @2, the (2n + 1)th coordinate is guaranteed not to be 0™.
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Hence, for Q3 to be a valid adaptive query, it must be the case that y12 # s12, -+, T(2n)2 7 S(2n)2-
In other words, Q3 fails if at least one of equalities y12 = s12, -+, T(2p)2 = S(2n)2 Occurs. Each
of the equalities occurs with probability 1/2" so that the total failing probability of Q3 is 2n/2"
which is negligible in n. Thus, Q3 succeeds to evoke case 2 of Algorithm 1 and Algorithm 2 with
probability 1 — 2n/2".

Then F upon Q)3 computes,

Tp (U2 11,0, -+, 0") = Tpp(rin @ K, 07, -+, 0") = T (Q2) = (T12, T2, - -+, T(2n43)2)-
Then, F computes n hard-core bits by computing
ki =< zi2, T(nqqyp > for Vi=1,2,---  n. (6)
So, F obtains a shared key k' = kiko - - - k. Finally, F computes fresh pseudo-random as
Thp (U1, U2, - -+ U2nt3) = (713,723, T(2n43)3);

and outputs (7 (713), 713, ** , T(2n+2)3)-
As Q3 evokes case 2 of Algorithm 2, G retrieves (k,t;) by computing Gen(1",s1;) where
(511,821, , S(2n+3)1) = Tke(Q1). Then, G proceeds to compute the followings:

G(u2n+17 0n7 T 7On) = G(Tll & k7 Onv e 7On)
= (a17a27 co 7a2n+3>

= (512,522, - 73(2n+3)2) by (5).
Using the trapdoor tx, G computes
zi = fi (ui @ ar) = f; (yio © sio ® si2) = f; (yi2) = @i for Vi=1,2,--+ .
Then, G can compute for Vj =1,2,--- ., n
kj =<z, (Untj © anyj) >

=< 232, (Z(n4j)2 B Sntj)2 D S(njy2) >

=< Tj2, T(ntj)2 > -

G constructs a shared key k' by letting k' = kiks - - - ky,. Notice that x5 and T(nyj)2 are respectively
equivalent to z;2 and 2,442 in F’'s computation at (6). Thus, G’s ¥’ = F’s k. Finally, G computes
fresh pseudo-randoms as

T (U1, Uz, ++ , Uzng3) = (513,523, ", S(2n43)3),
and outputs (7 (513), 813, - , S(2n42)3)- Therefore, the output of F & G on the third input is
(7 (r13) @ Thr (513), 713 D 513, - - - s T(2n43)3 D 5(2n+3)3).
Our final adaptive input Q4 to F® G is
Q1= (Y129512, "+, Yn2BSn2, T(n11)2BS(n 1)25 "+ » T(2n)2PS 2n)2, T11BS11, Thr (113) DR (513), 713D 513).

Conditioned that all the previous adaptive queries are successful, consider the probability that
Q4 succeeds to evoke case 3 of Algorithm 1 and Algorithm 2. That is, it is the probability that
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none of the coordinates of Q4 is 0. Notice that the first 2n + 1 coordinates are taken from
Q3 (i.e., the first 2n coordinates) and Q2 (i.e., the (2n + 1)th coordinate). Hence, none of the
first 2n + 1 coordinates are guaranteed to be 0™ as we conditioned that ()2 and Q)3 are successful
adaptive queries. Q4 fails if my/(r13) = T/ (s13) or r13 = s13 in which each of the cases occurs with
probability 1/2". Therefore, ()4 succeeds to evoke case 3 of Algorithm 1 and Algorithm 2 with
probability 1 —2/2".

On @4, which evokes case 3 of Algorithm 1, F retrieves the same shared key &’ as in (6) since F
only requires usy 11 to be r11 @k as in the previous round. Obtaining &/, F simulate the computations
of the third round. In particular, F computes

T (U1, u2, - -+ U2n41,0",0") = T3, (Q3) = (113,723, -+, T(2n43)3)-
Since a = 7y (r13),

7Tk_,1 (a0 @ ugpt2) = Trk_’l (g (r13) @ Tgr (r13) D TR (813))

=1r13Dr13 D s13

=713 D U2p+3-

Therefore, F outputs (kg,0",---,0").

Q@4 evokes in case 3 of Algorithm 2. Again, G starts the fourth round computation by retrieving
(k,tx) as it computes Gen(1", s11) where (s11,521," ", S(2n43)1) = Tke(Q1). Then, similarly to F, G
also computes the shared key k' by using the first 2n elements of @4, which are equivalent to the
first 2n coordinates of Q3. Thus, G retrieves the shared key &’. Then, G proceeds to check if the
equality in case 3.(a) holds as follows:

ﬁkG (ula U2, , U2n+1, 077,7 On) — ﬁk‘g (Q3) - (bla b25 e ,b2n+3) — (Sl?n 523, 78(2n+3)3)'
Since 8 = m(s13) = T (b1),

Tt (B @ ugni2) = 7, (T (s13) @ T (713) @ T (513))

= 513D s13D 13

= b13 ® u2n 3.
Consequently, G outputs (0™, kg, 0", - ,0™). Therefore, the output of F & G on Q4 is
(kg, 0™, -+ ,0") @ (0", kg, 0™, -+ ,0™) = (kg, kg, 0™, -+ ,0™),
which reveals all of the secret keys of F and G. O
By Claim 3.1, 3.2, and 3.3, we immediately obtains the following theorem.

Theorem 10. Suppose that a dense trapdoor permutation exists. Then, there exist non-adaptively
secure functions F and G whose parallel composition F & G is breakable by four adaptive queries.
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3.3 Parallel Composition Impossibility from UTKA
3.3.1 Intuitions of Adaptively Insecure Parallel Composition of F and G under UTKA

A ~-round uniform-transcript key agreement protocol (y-UTKA), denoted by ¢, = (A,B), is a
uniform-transcript key agreement protocol consisting of two sub-protocols A and B, in which Alice
(using A) and Bob (using B) exchange 2y messages to each other (v messages from each party) in
order to share a secret key sk.

We first provide the intuitive description of the parallel version of v~-UTKA in Protocol 2, which
we will use to construct counter-example functions. Notice that Alice and Bob are symmetric to
each other in Protocol 2. In particular, Bob’s first message is completely independent of Alice’s

first message and is only dependent on his own private randomness.?
Alice Transcript Bob
TA <3 {0, 1}” B ¢ {0, 1}”
a1 < Al(’r‘A) ﬁl < Bl(TB)
e,
e
Qg < Az(ra, £1) B2 < Ba(rg, 1)
o,
&
OH/(_A’\/(TAvBh"' 767—1) B’YFB’Y(TB7QI7"' 705’\/—1)
LA
ol
secret key sk < A, 11(ra, B1,-++, By) secret key sk < B i1(rg, a1, -+, ay)

Protocol 2: Parallel v-UTKA

Now, we provide a high-level overview of our pseudo-random functions F and G from y-UTKA
and describe how to break the adaptive security of their parallel composition. For underlying
primitives, we have a black-box access to ®, = (A, B), v-UTKA described in Protocol 2. «;
and f; denote the ith message computed by A and B respectively. We are give a pseudo-random
private-key encryption scheme (Enc, Dec) such that Decy(Enci(x)) = z. Finally, let P be any given
adaptively secure PRP.

Intuitively, F utilizes A as its subroutine as well as G utilizes B as its subroutine in order
for them to share a secret key via input and outputs. Then, F and G create a specially related
pseudo-random strings with respect to the shared secret key. As we input the specially related
pseudo-random strings to the parallel composition, the functions retrieve the shared key, verify the
special relation hidden in the input query, and reveal their secret keys in their outputs. F and G
internally contain secret keys kg and kg. F and G are defined over ({0,1}")7+2.

2The main reason for using this parallel version of 4-UTKA is that it is easier to emulate the key agreement
protocol in the context of parallel composition of our proposed counter-example pseudo-random functions F and G.
Also, it provides us with a tighter bound on the number of adaptive queries required to break the adaptive security
of the parallel composition. It is possible to construct the counter-example functions to show the same composition
insecurity result by using v — UT K A in which Bob’s first message is dependent on Alice’s first message. However, it
requires more adaptive queries to break the parallel composition of such functions.
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First, we define F and G upon the first adaptive (fixed) query @; = (0™,0™,--- ,0™) as:

e F generates 7 + 2 pseudo-random strings 7, 721, -+ , T(y42)1 by Pk (Q1). F creates Alice’s
first message a1 by Ai(rg) and then outputs (a1, ra1, =+, 7(y42)1)-

e G does the same as it generates sg, s21, *** , S(y42)1 by P (Q1), and then computes Bob’s
first message 81 by Bi(sg), and outputs (81, s21, =+, S(y42)1)-

Below we depict the individual outputs of F and G on ()1 and their parallel composition:

Ql — F— (ala’rQl’ T ar(’y+2)1)

— ) R &) S P
G — (B1,821, - ’3(7+2)1) (01 @ Bi,721 @ 521 T(y4+2)1 3(7+2)1)

Inductively, for 2 < i < v, we define F and G to process the i-th adaptive query Q; = (a1 @
B1,00 ® Bo, -+ i1 D Bi1,0m, -+ ,0") as follows.

e F first regenerates rr and a1 by simulating the first-round computation. That is, F first
computes Py (Q1) to obtain rg and then executes A(rg). Then, F processes the following
chain of computations in the direction of left-to-right and top-to-bottom with rg, a7 and Q);,

B1 < (1 ©ur) ag < Ax(rg, B1)
B2 (a2 @ u2) ag < As(rr, 81, £2)
Bi—1 + (i1 ®ui—1) a; < Ai(rF, B1, B2, - -+, Bic1)
Finally, F outputs (o, 7o, --- T(VJFQ)Z-) where ra;, -+, T(y42); are fresh pseudo-random

strings generated by Py (Q;).

e G is symmetrically defined. That is, we have the description G on ); by replacing all of F,
r, A, and « in the above description with G, s, B, and 8. Hence, G outputs (5;, s2;, - ,
S(y+2)i) Where sg;, - -+, 5(,42); are generated by Py (Q;).

On Q); for 2 < i <+, we demonstrate the individual outputs of F and G and the output of their
parallel composition below.

F— (i r2i, 57 (442)i)
Q=g (Bis82is 5 S(v42)i 7 (@ B @ sai T2 © Sr2)i)
Hence, we obtain o, @ 3, by feeding the parallel composition of F and G with @, to be (a1 ®
Br,a2 @ Pa, -+ 001 @ By-1,0",0").
The (v + 1)th adaptive query is defined to be Q41 = (o @ f1,00 @ Pa,- -+ , a4 B 3,,0",0™).
Then, we define our functions F and G on (41 as follows.

e F first regenerates g and a; by simulating the first-round computation as before. Then, F
performs the chain of computations described above, and so obtains 1, 32,--- , 8y. Hence, F
can generate a shared key sk by A,41(rr, 1, B2, ..., By). F generates pseudo-random strings
T1(v+1)> T2(v41)s ** > T(v+2)(v+1) DY Pre(@~41). F creates an (pseudo-random) encryption
EnCsk(T1(7+1)). Finally, F outputs (Encsk(rl(%l)), T1(y+1)s T3(y+1)s """ s T(7+2)(’y+1))'

e G is symmetrically defined. So, G outputs (Encsk(51(y41))s S1(v+1)5 83(v4+1)s ** "5 S(y42)(74+1))-
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The following describes the each output of F and G, and that of parallel composition on (41.

F = (Bncsk(11341))s "1041) T3(341) s T(v2)(41))
@1 =16 (E
= (Encst(s1(741)): 81(41) S3(r41): "+ 5 8(42)(r41)
= (Encer(r1(y+1)) @ EnCai(51(741))s T1(74+1) D S1(341)5 T3(v+1) D S3(v+1)5 "+ 5 T(42)(v+1) D S(342) (1))

The final (v + 2)th adaptive query is defined to be Q12 = (a1 ® 81, , @y © By, Encep(r1(y41)) ©
Encek(81(y+1)), T1(41) @ S1(y+1)) Which is the combination of all the outputs of the parallel compo-
sition on the previous adaptive queries. Then, F and G are defined on ()42 as follows.

e F executes the chain of computations to retrieve 1, B2, - - - , 8+, then computes a shared key sk
by A’y+1(7"|:, b1, Bo, . .. 757)' Since Q’Y+1 = (041 P B1,a0 P P, - - ) Oty @ﬂ’ya 0™, On), F can obtain
Encep(r1(y+1)) and 71441y generated by the internal simulation of F(Q~+1). F checks to see if
equality Decg (Encar (71(y+41)) @ (EnCst (71 (741)) BENCsk (81(y41)))) = T1(v4+1) @ ("1 (741) B 51(v41))
holds where (Ency (71 (y+1)) ® Encs(81(y+1))) and (71(y41) @ S1(y41)) are obtained from Q2.
As the equality holds, F is convinced that @2 is indeed an adaptively generated query.
Hence, F outputs (kg, 0™, 0™, ---, 0™).

e G is symmetrically defined. Hence, G similarly outputs (0", kg, 0", - ,0").

Below we provide the overall picture of the individual computations of F and G and the output of
their parallel composition.

F— (kg, 0™, 0%, --- 0" n n
Q’Y+2_> G_>EO7FL kG On On)) _)(kF7kGaO)"'70)

3.3.2 Formal Construction of Non-Adaptively Secure Functions F and G

The underlying primitives used for the construction of F and G are two PRPs, 7 : K x ({0,1}")"*2 —
({0,1}")7*2 and 7 : K x{0,1}"™ — {0,1}", where K is key space {0, 1}". Also, we are given a black-
box access to the parallel version of v-UTKA denoted by &, = (A, B) described in Section 3.3.1.

We formally define our non-adaptively secure pseudo-random function F to map from ({0, 1}7)7+2
to ({0,1}™)7*2. Furthermore, F internally possesses a secret key kr € K. The formal definition of
function F is provided in Algorithm 3.

The construction of G is symmetric to F. That is, replacing F, A, r, and (kg,0™,---,0") in
Algorithm 3 with G, B, s, and (0", kg,0™,---,0™) respectively will provide us with the formal
construction of G.

Claim 3.4. The functions F and G are secure against any non-adaptive PPT adversary A(q,t),
running in time t and making at most q non-adaptive queries, where t and q are any polynomials
of security parameter n.

Proof. By hybrid argument, we reduce the security of function F to the indistinguishability of the
underlying PRPs and the v-UTKA. Let A be a PPT adversary making ¢ queries and running for
time t. Notice that F and G are structurally identical to one another. Hence, it suffices to show
that F is non-adaptively secure. To prove the claim, we will show the following inequality.

q

AdV(,t) < Advi(,?) + Advi(g,¥) + AdvA + -

First, assume that to obtain the secret key kr, A makes g queries of the form in (uq # 07, -+, uy42 #
0™) evoking case 2 of Algorithm 3. Then, let A fix the first 7y queries to be the same through the ¢
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Construction of F

I IfI'=(u1 =0"u2=0""--,uys2 = 0"), then

Output (vi, v, - ,vy42) Where
<T17 T, - 7r’y+2) — ﬁ_kF(Onv 0n7 e 7011)
(v1,v2, -+, Uy42) < (AL(r1), 72, -+, Ty42)
2. If I = (ug 0™, ,u; # 0™, ujp1 =07, ,uyqo = 0"), then

Output (v, v, - ,vy42) Where
(a17 ag, - - 7a’y+2) — 7:I-k|:(0n70n7 T 70n)
(Tla T2, 7T’y+2) — frk’p(“lv“?? o 7u’y+2)
aq < Al(al)
For j =1 to v Do

,3]' — o Duy

aji1 < Ajyi(ar, Br, -, 55)
END For
SkF S Qg

(a) If i < ~, then
(V1,v2,+ , Uy42) = (Qig1,72, + ,Ty42)

(b) Else If i = ~, then
(v1,v2,- - 7U’y+2) «— (ﬂ'sk,:(rl)arlyr%"' 77“~y+1)

(c) Else If i = v + 2, then
(bla b2a e 7b’y+2) — F(Ul,’U,Q, e ,U»Y,On, On)

i If W;;:(bl D U—y+1) = by B Uny42, then

(1)171)27 o 77)’)/-"-2) — (kaona e 7011)
ii. else (vi,v2, -+ ,vy42) < (r1,72, "+, Ty42)
(d) Else (vi,v2, -+ ,vy42) < (11,72, ,Ty42)

3. If the input is not any of above cases, then
(V1,v2, , Vyg2) ¢ T (U1, U2, Uyg2)

Algorithm 3: The algorithm of function F
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queries. This implies that skg, by, and by are fixed in the condition 71';€1F (b1 @ Uyt1) = ba ® Uyy2 in
the case 2(c) of Algorithm 3. This only helps the adversary A by allowing it to choose u41 and
U+2 to satisfy the condition. Since 7 is a permutation, there uniquely exists u,41 for each w42,
which satisfies the condition. Hence,

_ 1
Pr[ﬂ'k,l(a D Uyt1) =71 D Uyt Uy, Uyt 5 {0,1}7] < on” (7)

Since A makes g queries, the probability of successfully finding a pair of such uy4; and w42 is
q/2", which constitutes the final term of the inequality (7).

Consider that A makes queries that fall into case 2(c), 2(d), and 3 of Algorithm 3. As we showed
above, ¢ non-adaptive queries can satisfy the condition in 2(c) with only negligible probability.
Thus, assume that all the queries made here do not satisfy the condition. Hence, F outputs, upon
q queries,

(ri1,ra1, - ’T(’y+2)1)7 (12,22, 7T(’y+2)2)7 B (qu’ T2¢," " ’T(’y+2)q)’ (8)

where 7;; is the ith coordinate of the jth query for 1 <i <~y +2and1<j <gq.
Proceeding by hybrid argument, assume that A4 distinguishes (8) from uniform distributions
with a non-negligible probability &,

(TTD r;la T arik»y+2)1)7 (TT% 7”;2, T arik»y+2)2)a ) (rip T;qa T arzk»y+2)q)a (9)
where (1}, 13, -+ 17 p,) 5 ({0,1}")F for 1 <i < q.

Let H; be the hybrid distribution as
Hi - hlv"' ahivh;:-la”' 7h’:;
for hi = (r1i, -+ 7 (y42)0) from (8) and hj = (r];, - ,rzk,y+2)j) from (9).
Since Hy, — Hy > &, there exists ¢ such that [H; — Hj_;| > g. Consider the ith hybrid,

HZ(.CC) = h17h27- .. 7hi_1,$,h;-k+1’. .. 7h:;

Then we can build a PPT distinguisher D using A as a sub-routine. With an unknown distribution
u from ({0,1})7*2, D constructs and queries H;(u) to A. Since A distinguishes F from a uniform
random function with the probability £, D will distinguish 7 from a uniform random function with
the probability %, which is non-negligible.

Consider that A makes g queries in the form of Q; = (u1; # 0™, ug; # 0™, -+ ,uy; # 07,07,0™),
that provoke case 2(b) of F in Algorithm 3. Then, the corresponding outputs can be written as,

(ke (711), 711, 7315+ 5 T(y42)1)s (Thy (T12), 712,732, - 5 T(y2)2)5 5 (Thg (T14), 7105 T35 5 T(742)q)
where (715,72i,+ ;T(y42)i)  Tre(Qi) for 1 < i < g and k; is computed by A, q(r, Trans®) for
unknown 7. distinguishing the above distribution from uniform random implies that one of the
following two cases must be true. First, the adversary A distinguishes the last v 4+ 1 coordinates
(all coordinates except for the first coordinate) of the outputs from uniform random. Second,
the first two coordinates from uniform random. Assume that the first case is true. Then, A can
distinguish all the output of F upon queries of case 2(c)ii, 2(d) or 3 by simply ignoring the second
coordinate of the outputs. This is clearly a contradiction to the non-adaptive security of F in those
cases proven above. Assume that the second case holds. Distinguishing the first two coordinates

of the outputs from uniform random is equivalent to distinguishing,

(7[‘(7“1),7“1),(7‘(‘(7“2),’/"2),"' 7(7T(TQ)7TQ)7 (10)
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where r; < {0,1}" for 1 < i < g, from the uniform distribution,

(alabl)ﬂ(a27b2)7"' 7(aq7bII)’ (11)

where a; and b; <—¢ {0,1}" for 1 <37 <gq.
Suppose that A distinguishes (10) from (11) with a non-negligible probability £. Define a hybrid
distribution H; as

H; = (7T(7’1), 7'1)’ T (W(Ti)v 7’1'), (W(Ti—i-l)v bi+1)a T (W(Tl])’ bQ)v (12)

where r; and b; <—¢ {0,1}" for 1 <i <gq.
Since A distinguishes (10) from (11) with probability &, |Hy — Hq| > &, there exists ¢ s.t.
|H; — Hi11] > %' Hence, let H;(z) for x € ({0,1}")? be

Hl(x) = (7‘(‘(7“1), 7“1), ) (7‘1’(1"1',1), "ﬂifl)a z, (7T(T‘1'+1), bi+1)7 Ty (W(T(J)v bIJ)'

Upon an unknown distribution (a, 8) € ({0,1}")2, we can build a distinguisher D, which determines
whether («, ) comes from (10) or from (11) with a non-negligible probability g as D queries
H;((c, B)) to A. Therefore, D distinguishes 7 from a uniform random function with a non-negligible
probability.

Consider that A makes ¢ queries in the form of (u1 # 0", -+ ,u; # 0", ujp1 = 0", -+, Uyyo = 0")
for i < «y. That is, all the ¢ queries fall into case 1 or 2(a) of Algorithm 3. By replacing 7 in the
above hybrid argument with A, we can also show that if A breaks the indistinguishability of F, then
we can construct a PPT distinguisher D, which breaks the indistinguishability of messages. O

3.3.3 Adaptive Insecurity of Parallel Composition of F and G

Claim 3.5. The parallel composition F@® G is breakable by v+2 adaptive queries.

Proof. Let r;; denote the ith randomness upon the jth input. To initiate the key agreement, our
first special input is (0™,0",---,0™). Then, F gets into case 1 of Algorithm 3 and computes its
first message o and outputs (1,721, ,7(y42)1). So does G. Hence, the output of the parallel
composition on the first input query is

(1 @ B1,721 B 821, 5 T(v42)1 D S(y42)1)-

Our second adaptive query is Q2 = (a1 ®1,0", - -+ ,0"), where a; @31 comes from the output of
the parallel composition on Q1. Q2 evokes the case 2 of Algorithm 3 unless oy @ 57 = 0™. The only
case that a; @ 81 = 0™ is ay = B1 which occurs with negligible probability. By the computations

of “For” loop of case 2, F obtains a1, ag, -+, a,41 as follows.
a1 < Ai(ar) Before entering For loop
fr a1 ®ur =01 @ (o ® P) ag < Az(ay, f1) J=1
B2 <= az @ uz =az®0" ag < As(a1, 1, a2)
B3 ¢ a3 Duz = az 0" ay < Ag(ar, i, a2, a3) j=3
By 4y DUy =y ® 0" Qyy1 ¢ Ayra(ar, Br, oo, ay) J="

Since the first coordinate is the only non-zero coordinate, Q2 evokes case (a) of case 2 after the
For loop. Hence, function F outputs (a1, 722,732, ;T(y42)2) Where (r12,722, -+ ,7(y42)2) is gener-
ated by 7y, (Q2). G undertakes the identical course of computation, so it outputs (82, , 22, + , 5(y+2)2)-
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Inductively, for 2 <1 <+, our ith adaptive query to the parallel composition is defined as

Qi = (o1 ® P1,00 @ Po, -+

7ai—1@ﬁi—150n7"' aOn) (13)

where a; @ 5; is obtained from the output of F on );. Then, the output of the parallel composition

on Q; is
(a1 @ Pr,a2 @ P, - -

2 @ B BisT(ir1)i D S(ir1)is

s T(v42)i D S(y+2)i) (14)

where (715, -+ ,7(y42)i) is generated by 7y (Qi) and (s14, . - ., 5(y42);) is generated by 7y, (Qs).
Hence, the yth adaptive query (the final case of the above inductive cases) is Q = (a1 ® 51, a2 ®
Ba,- -+, 0y—1® By—1,0",0",0") by (13), and the corresponding output is (c; ® 1, 2 ® fa, -+ , 0y

By T(y41)i © S(y+1)i> T(v+2)i D S(v+2)i) by (14).
Now, we define our (v + 1)th adaptive query as Q41 = (o1 ® S, a2 ® fa,- -

, 0y D B’y, 0", On)

which evokes case 2. Again, F retrives a; by computing 7 (Q1). F performs the computations of

For loop as follows.

a1 < Ai(ar)

P a1 @ur = oy © (a1 @ Pr)
P2 az Duz = g © (2 @ Po)
B3+ az Duz = a3 ® (a3 D P3)

By = ay B uy = ay @ (ay @ By)

Before entering For loop

ag < Az(a1, 1) =1
az « As(ai, B, 2) j=2
ay < Ay(ay, B, B2, B3) Jj=3
Oyt1 FA’y—i—l(a‘lvﬁlaﬁ2a"' 76’7) J="

Since QQy41’s first v coordinates are adaptively generated from the previous adaptive queries and
non-zero with overwhelming probability, a1 is a properly computed shared key, skr and Q11
evokes case 2(b). Thus, F outputs (ske(71(v41))s T1(v4+1) T2(v+1)5 " * > T(v+1)(74+1)) Where (71(y11),

5 T(y42)(v+1)) 18 generated from g (Qy+1). On Q441, G also performs the identical course of
computations, so it outputs (Tskg(51(y+1))s S1(741)s S2(y+1)s " * » S(y1)(v+1))- Hence, the output of
the parallel composition on Q41 is

(Tske (T1(341)) © Tab (51(341))s T1(v+1) D S1(7+1)> T2(34+1) D 2(34+1)5 7~ 5 T(3+1)(r+1) D S(941)(v4+1))
The final (v 4 2)th adaptive query is defined as

Qyi2 = (1 ® Br, a2 ® B2,y @ By Tk (T1(741)) D Tk (S1(v+1))s T1(v+1) D S1(y+1))-  (15)

Uy+1 Uy 42

On @Q++2, F obtains the shared key skg by simulating the previous round computation with the
first v coordinates of Q,42. Q42 evokes case 2(c) of Algorithm 3 as the final two coordinates of
(Q+2 are non-zero with overwhelming probability. Now F computes by and by by simulating the
output of the previous round of itself such that (b1, ba, - - -, ba) is the output from F(ay @ 51, s @
B, 0y @ By,0™,0") = F(Qy+1). Therefore,

b1 = Tk (P1(y41)) (16)

b2 = 7’1(,er1). (17)
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Then, F verifies that equality 71';€1F (b1 @ Uyt1) = b2 D Uy42 holds as

7Tg_le(b1 @ u7+1) = 7Ts_le (Wksk,: (rl(’y+1)) D Tske (Tl('erl)) D Tk (31('y+1))) by (16)and (15)

= 775_le (WSkG (81('y+1)))
= S1(y+1) since sk = skg
= (T1(y+1) @ T1(y+1)) D S1(y41)

= T1(7+1) ® ("1(y41) D S1(741))
= by ® Uy42 by (17)and (15)

Therefore, F outputs (kg,0",---,0™). Similarly, G performs the same course of computation as
does F, so it outputs (0", kg, 0", - ,0™). Therefore, the final output of the parallel composition is
(kp, kG,0™, -+ ,0™) which reveals all the secret keys of F and G. O

Now, by having proved Claim 3.4 and 3.5, we obtain the following theorem of the impossibility
of adaptively secure parallel composition under the existence of v-UTKA.

Theorem 11. Ify-UTKA ®,, = (A, B) exists, then there exist non-adaptively secure pseudo-random
functions F and G such that their parallel composition over XOR is (y+2)-adaptive query breakable.

3.4 Constructing UTKA from the Adaptive Insecurity of F® G

In this section, we prove the reverse direction: the adaptively insecure parallel composition implies
a UTKA protocol. This is directly inspired by the technique originally presented by [Pie06] which
showed the same statement with the insecure sequential composition. That is, for k > 2, if the
parallel composition of two k — 1 adaptively secure functions is not k-adaptively secure, then a
(2k — 1)-pass key agreement exists. For clarity, we rather present a special case where k = 2.
Following the technique of [Pie06], we construct a (2k — 1)-pass uniform-transcript bit agreement
(UTBA) with e-correlation and d-security where € is non-negligible and § is overwhelming. It
is known that n parallel repetitions of bit agreement with e-correlation and d-security achieves
a n-bit key agreement without increasing the round complexity when € is noticeable and § is
overwhelming [Hol05]. With non-negligible €, a bit agreement still realizes a key agreement which
achieves correctness for (infinitely many) n such that for any ¢, e > 1/n¢.

We provide the description of a (2k — 1)-pass UTBA from two adaptively pseudo-random func-
tions whose parallel composition is not k-adaptively secure when k£ = 2 in Protocol 3.

The 3-pass UTBA in Protocol 3 can be easily extended to the (2k —1)-pass UTBA for arbitrary
k and general adaptive distinguisher D. We describe the above protocol and the extension in detail
in the proof of following theorem.

Theorem 12. Let F and G be (k — 1)-adaptively secure pseudo-random functions. If the parallel
composition F @& G is not k-adaptively secure, then a (2k — 1)-pass UTKA exists for k > 2.

Proof. We present the special case where k = 2. Then, we explain how to generalize the technique
for arbitrary k. Let F and G be non-adaptively (2-adaptively) secure pseudo-random functions from
K x{0,1}"™ — {0,1}" where K is the key space of F and G. Without loss of generality, we let K
be {0,1}". Also, let Geng and Geng be the key generation algorithms from {1} to {0,1}' defined
as Geng(1!) — z for x € {0,1}!. In this proof, | = n since K = {0, 1}".

In Protocol 3, D is a 2-adaptive distinguisher distinguishing F & G from a (uniform) random
function R™ : {0,1}" — {0,1}"™. Without loss of generality, D, upon an input (y1,y2) for yi,ys €
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Protocol Bit-Agreement(1")
Alice Transcript Bob

ba —$ {0, 1}”
k‘A — Gen,:(l”) I{ZB — Geng(ln)
1« D(17) 21— D(17)
If bp = 0,
then 2y < Fg, (z1)
else z1 «3 {0,1}" 2
J Y1 21 D Gy (1)
z2 < D(y1) z2 < D(y1)
If bp = 0,
then z9 FkA(:EQ)
else zo g {0, 1}” 22 Yz < 29 D GkB (Ig)

bB A D(yla yQ)

Protocol 3: 3-pass uniform-transcript bit agreement based on 2-adaptive distinguisher D

{0,1}™, outputs 1 if and only if D determines that the input is the output of a uniform random of
length n. Now we want to show that the protocol Bit-Agreement(1™) in Protocol 3 has correlation
e(n) and is secure with probability §(n) where € is non-negligible and ¢ is overwhelming given the
security parameter n. Furthermore, we want to prove that Bit-Agreement(1™) satisfies the property
of uniform-transcript. Therefore, n parallel repetitions of Bit-Agreement(1™) will achieve the n-bit

Claim 3.6 (Non-negligible Correctness). The protocol Bit-Agreement(1™) has e-correlation (hence
correctness) with non-negligible €.

Proof. Let by, bo, and b3 be bits defined as in the following three cases.

case 1 case 2 case 3
b1 < D(y1,y2) where, by < D(y1,y2) where, b3 < D(y1,y2) where,
k‘l — Gen,:(l”) Ty < D(ln) Y1 ¢ {0, 1}”
ko < Geng(1™) y1 < R™(x1) Y2 < {0, 1}"
z1 < D(1") z2 < D(y1)
y1 ¢ Fr, (21) © Gy (21) y2 < R"(22)
z2 < D(y1)

Y2  Fr, (z2) © Gy (22)

D is a 2-adaptive distinguisher for F & G. This implies that there exists a non-negligible function
e(n) for n such that

|Pr[by = 1] — Pr[by = 1]| > €(n). (18)
Since R™ is a uniformly random function from {0,1}" to {0,1}", for any z; and x5 € {0,1}", the
distribution of y; < R™(z1) and ys < R™(x2) is equivalent to the uniform random of length n. In
other words, the distribution of by and b3 are equivalent to one another:

|Prlby = 1] — Pribs = 1]| = 0. (19)

Consider one more case described as follows.
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bs + D(y1,y2) where,

ki1 + Geng(ln)

T < D(ln)

21 <3 {0, 1}”

y1 < 21 @ G, (1)

x9 < D(1™)

29 g {0, 1}”

Yo — 22 ® Gy, (z2)
For any x and key k in {0, 1}", the distribution of y is uniform if z <—g {0,1}" and y < z & Gg(x).
Thus, the distribution of y; and yo are uniform, which implies that the distribution of b4 and b3
are equal to each other. Hence, by (19),

|Pr[by = 1] — Pr[bs = 1]| = |Pr[by = 1] — Pr[by = 1]| = 0. (20)
Finally, we have

PT[bA = bB] = P?“[bA = 1] . PT‘[bB =1:bp= 1] + PT‘[bA = 0] ~P1"[b|3 =0:bp= 0}

1 1
:5'(1—Pr[b1:1])+§-Pr[b4:1]
1
= 5 : (1 + (PT[b4 = 1] - P’f‘[bl = 1]))
1
< 3 (14 €(n)) by (18) and (20)
1 e(n)
“3t o
Therefore, the protocol Bit-Agreement(1™) has non-negligible correlation in e(n). O

Claim 3.7 (Security with overwhelming probability 0). The protocol Bit-Agreement(1™) has 6-
security with overwhelming 6.

Proof. We want to show that there exists an overwhelming function d(n) such that for all efficient
distinguishers D € PPT and D’s own randomness r,

Pr[Dr(zlvylaZQ) — bA : bA = bB] < 1— 5(271)

Since
Pr[D, (21,1, 22) = ba] = Pr[D;(21, 41, 22) — ba : ba = bg] + Pr[Dy(21, 41, 22) — ba : ba # bg],

we have
Pr[D, (21,91, 22) = ba : ba = bg] < Pr[Dy (21,41, 22) — bal.

Hence, it suffices to show that there exists an overwhelming d(n) such that

Pr[D,(z1,y1,22) = ba] <1 — <5(2n)

Consider the following five cases, which define the distributions of the transcript triplet (z1, y1, 22).

28



case 1 case 2 case 3 case 4 case b

kl — GenF(ln) kl — GenF(ln) T < D(ln) k?g — Geng(ln)

kQ — Geng(ln) 21 < Rn(CL‘l) T < D(ln) T < D(ln)

T D(ln) T D(ln) Y1 < 21D R”(acl) Z1 g {0, l}n 21 g {0, l}n

21 < Fpy (71) z1 = Fr,y (1) z2 < D(y1) Y1 < 21 B R (z1) Y1 < 21 D Gy (1)
y1 < 21 ® Gpy (1) w1 < 21 DR (z1) 22 + R™"(x2) x2 < D(y1) x9 + D(y1)

z2 < D(y1) z2 < D(y1) z9 5 {0,1}" z2 5 {0,1}"

29 < Fkl (wz) 29 < Fkl (xg)

We define (21,91, 22); to be the transcript triplet from the ith case. Then, ¢;; is defined as
[Pr[D(z1,y1, 22)i = 1] = Pr[D(21, 41, 22); = 1]| = €55

By the non-adaptive security of G, €12 is negligible. Also, €o23 is negligible due to the non-adaptive
security of F. As we have seen in the proof of Claim 3.6, case 3 is equivalent to case 4. Hence,
€34 = 0. The non-adaptive security of G implies that €45 is negligible. Then we have, by triangle
inequality,

|Pr[D(z1,y1,22)5 = 1] — Pr[D(21, 41, 22)1] = 1| < €ii+1)

||M,>

d
= €12 + €23 + €34 + €45 = €12 + €23 + €45 2 €. (21)

Since €19, €23, and €45 are negligible, € is negligible in n. We define § to be 1 —e. It is easy to see
that § is overwhelming in n since € is negligible. Finally, we complete the proof of claim 4.2 as

Pr[D(z1,y1, 22) — bal

— Priba = 0] - Pr[D(21, 41, ) — 0 : ba = 0] + Prfba = 1] - Pr[D(21, y1, 22) — 1: ba = 1]
— % - (Pr[D(z1,91,22) = 0:ba = 0] 4+ Pr[D(21,91,22) = 1 :ba = 1))

= % (1= Pr[D(21,y1,22) = 1:ba = 0]+ Pr[D(21,y1,22) = 1:ba = 1])

= % (1 + (Pr[D(21, 91, 22)5 = 1] = Pr[D(z1, 41, 22)1 = 1]))

<5 (149 by (21)

:%.<1+<1—5))

O]

Claim 3.8 (Uniform-transcript). The protocol Bit-Agreement(1™) is a uniform-transcript bit agree-
ment.

Proof. Notice that the value of y; is related to the value of z7 in the protocol, and as long as z7 is uni-
formly random, y; is also uniformly random. Let R; denote a uniformly random vector in ({0, 1}™)".
Therefore, we want to show the following inequality for any PPT adversary (distinguisher) .A.
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P ez =1 Pr AR = 1Ry s (0] <) (22)

Then we define two games in which adversary A distinguishes a transcript from uniform random.
Game Gy is for an adversary to distinguish (z1,y1, 22) from Rz while ba = 0, and game G; is for an
adversary to distinguish (z1,y1, z2) from R3 while bo = 1. We denote the advantage of adversary .4
in Gp and G; as Advg, and Advyg,, respectively. Winning Gy (or G;) means that one distinguishes
(21,41, 22) from R3 with a non-negligible advantage in Gy (or G;). Finally, suppose that there exists
a PPT adversary A that wins either of the games.

In game G, since both z; and 29 are randomly chosen from {0, 1}", distinguishing (z1,y1, 22)
from Rj3 is equivalent to distinguishing (r1, G(r2),r3) from Rs. Hence, if A wins Gy, it also distin-
guishes G from uniform random functions with non-negligible advantage. This is clearly impossible
by the non-adaptive security of G.

Assume that A wins game Gy by distinguishing, with non-negligible probability,

Dist(0) : (21,y1,22) = (F(r),F(r) ® G(r), F(D(F(r) & G(r))) ® D(G(F(r) & G(r))))

from a uniform random triplet Rs for r <—¢ {0,1}". Consider the following distributions.

Dist(1) : (F(r1),r2, F(D(F(r1))) ® G(D(F(r1))))

for r1 and ro <—¢ {0, 1}".

Dist(2) : (11,72, F(D(r1 ® r2)) ® G(D(r1 © 12)))

for r; and rg <—g {0, 1}

Dist(3) : (r1,7m2,r3®ra) = (r1,72,75) = R3

where 15 = r3 @ ry for 1, ro, r3 and r4 <3 {0,1}".

Since A distinguishes Dist(0) from Dist(3) with non-negligible advantage, A distinguishes Dist ()
from Dist(j) for i # j with non-negligible probability. This is clearly a contradiction since the above
distributions only negligibly deviate from each other by the non-adaptive security of both F and G.

Therefore, the advantage of A to distinguish the transcript from Rg is Advg,/2+Advg, /2 which
is negligible since both Advg, and Advg, are negligible. This directly validates the inequality
(22). O

With Claims 3.6 and 3.7, we showed that the protocol Bit-Agreement(1™) has non-negligible
correlation € and is secure with overwhelming probability §. Also, we show the indistinguishability
of messages from randoms with Claim 3.8. Thus, the bit agreement protocol is a uniform-transcript
bit agreement. We eventually show that the (k — 1)-adaptively secure parallel composition implies
the existence of the (2k — 1)-pass uniform-transcript key agreement for the case k = 2 with respect
to a 2-adaptive distinguisher. We will generalize the same technique to the arbitrary k.

We just showed that the (k — 1)-adaptively secure parallel composition implies the (2k — 1)-
pass uniform-transcript bit agreement for the case £ = 2. However, notice that the 2-adaptive
distinguisher D, which we use to build Bit-Agreement(1™), is not a general 2-adaptive distinguisher
since D makes two adaptive queries. However, it is easy to see that we can construct the same
3-pass bit agreement protocol based on a general 2-adaptive distinguisher denoted by D,, where ¢
is the any polynomial size of blocks queried by the distinguisher. Then, we build the same 3-pass
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Protocol Bit-Agreement(1")
Alice Transcript Bob
ba —3 {0, l}n
k:A — Gen,:(l”) /CB — Geng(ln)
FORi=1to k—1 DO
X DI;(YLY% - Yi)

If by = 0,

then Z; < Fp, (X;) Xi < DE(Y1,Y2, -+, Y1)

else Z; < ({0,1}")4 KN

L Y; ¢ Zi ® Gy (X,)
ENDFOR
Xy, DE(Y1,Ya, -+, Y1)
If bp = 0,
then Zj, < Fp, (Xz) Xy + DE(Y1,Ya, -+ Yiq)
else Zy < ({0,1}7)¢ XN Yi < Zj @ Grg (Xi)

bB %DI;(YLYQa 7Yk‘)

Protocol 4: (2k — 1)-pass uniform-transcript bit agreement based on a general k-adaptive distin-
guisher

uniform-transcript bit-agreement by replacing 1, x2, y1, Y2, 21, 22 with X1, Xo,Y1,Ys, Z1, Z5 in the
Bit-Agreement(1"), where X;,Y;, Z; are ¢ tuples. That is, z; = (z14, 2, -+ , Z¢) for i.

Now we are ready to generalize the construction of Bit-Agreement(1™) to the arbitrary k > 2.
Denote Df; as a k-adaptive distinguisher with the query block of size q. Then, X;,Y;, Z; are defined
by g-tuples for all ¢ as before. We provide the construction in Protocol 3. Obviously, we can extend
the arguments of Claim 3.6, 3.7 and 3.8 to the (2k — 1)-pass uniform transcript bit-agreement. To
prove that the above bit agreement is secure with overwhelming probability, only the number of
intermediate cases between the distributions of transcripts is increased according to the increased
number of rounds. This completes the proof of Theorem 12. O

Theorem 11 and 12 immediately substantiate the equivalence between the existence of UTKA
and the above impossibility result as formally stated below.

Theorem 13. The parallel composition of two pseudo-random functions does not imply adaptive
security if and only if the uniform-transcript key agreement exists.

4 Sequential Composition Impossibility from Enhanced PKE

Assuming the existence of a strong CPA-secure public key encryption with properties of uniform
(dense) and rerandomizable ciphertexts and public keys, we construct counterexample function F
and G. This generic assumption sets up sufficient black-box properties (upper-bound) for sequential
composition insecurity, which is stronger than dense-trapdoor permutations (and in turns UTKAs).
We first provide the definition of strong CPA-secure public key encryption with the aforementioned
properties.
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Definition 13 (Doubly-Rerandomizable Unhanced Public Key Encryption). A rerandomizable
public key encryption scheme denoted by PKE consists of four algorithms (Gen, Enc, Dec, RRC, RRP)
defined with the following properties. For k be a security parameter, we have:

1. On input randomness r < {0,1}", key generation function Gen(n,r) outputs a pair of encryp-
tion and decryption keys (sk,pk) such that pk is of n-bit and polynomially indistinguishable
from a random n-bit string.

2. On input message m € 0,1" and randomness r' € k, Ency(r',m) outputs a length-L. ci-
phertext ¢, for €. = poly(k,n), which is polynomially indistinguishable from a L.-bit random
string and Chosen-Plaintext-Attack(CPA )-secure against any PPT adversary.

3. On randomness r € {0,1}" and public key pk, RRP(pk,r) outputs a n’-bit rerandomization
key rk for n' = poly(k,n) such that rk is polynomially indistinguishable from random n'-bit
string. In particular, the following holds. Let ¢ and rk be generated as for public key pk,
Encyr(r,m) — ¢ and RRP(pk, ') — rk and let v and ry be random strings of length ¢ and n'
respectively. Then, for any polynomial time adversary A, we have

[[A(c,rk) = 1] — Pr[A(r1,7m2) = 1]| < €(n).
where the probabilities are taken over the coins of adversary A.

4. On randomness r € {0,1}", ciphertext ¢ and rerandomization key rk, RRC,k(r,c) outputs
rerandomized ciphertext ¢ where ¢’ is polynomially indistinguishable from random for all
PPT adversaries without correct decryption key sk.

5. Let (pk, sk) < Gen(n,r). Let ¢, be a ciphertext encrypted under pk or a ciphertext under pk
which is rerandomized with rk such that rk <— RRP(pk,r) for randomness r. Then, Decgy(cm)
outputs n-bit message m' as follows: If sk’ = sk, then m’ = m. Otherwise, the distribution
of m' is polynomially indistinguishable from random m-bit strings.

Looking ahead, we construct counterexample PRFs F and G, following the blueprint for func-
tions in the previous sections. That is, functions F and G interact with each other implicitly playing
a challenge-response game where an input is verified to contain a response consistent with a chal-
lenge, both functions outputs their secret information for their PRF computations. In the parallel
composition cases of previous sections, the functions can carry out such challenge-response games
though executing a UTKA of which messages are pseudo-random even in the view of a participating
party. Here, we use GGM-style tree PRF as a challenge-response game for functions to verify that
inputs are adaptively computed. Below, we first describe the GGM-style tree PRF and provide the
high-level overview of functions F and G.

GGM-style tree PRF We use GGM-style tree PRF defined as follows. For a n-bit secret
seed sg and L-bit string p = p1,p2, -+ ,pr, GGM(sg,p) — sp is defined as follows: For each
i €{0,1,---,L—1}, compute PRG(s;) — si11,0/[si+1,1 and set si11 = Sit1p,,,- S0, so defines
a seed, and bits of p determines selections of left or right output substrings. A crucial security
property is that when a seed is not known, the distribution of (p,sy) is indistinguishable from
random.
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Construction of F

F has internally a PRF key kp and a special string «, both of k-bits for security parameter x. On
query @ € {0, l}é for sufficiently large ¢, F does the followings.

1. If Q = 0%, then
(a) Compute PRF,(Q) — r € {0,1}".
(b) Compute Genppe(k,7(1,4)) — (P, k).
(c) Output (pk,rj.t1,q)-

2. Otherwise (Q # 0°),

(a) Parse the first £, bits into ¢;.

(b) Compute PRFy,.(0¢) — ' € {0,1}".
(c
(d

(
(

Compute Gen(m,r{1 K]) — (pk, sk).
Compute Decgi(c1) — mq € {0,1}".
e) If m; = a, then set the next x bits be ¢; and output (g1, kr, o, 0°73%).

)
)
)
)
)
)

f) Else, do the followings:
i. Compute PRF;,.(Q) — r € {0,1}".
ii. Parse the first K?/Fa bits into ¢; and the next /. bits into co, and /. bits into cs.
iii. Compute Decgi(c;) — m; for each i = 1,2, 3.
iv. Compute GGM(m3, 71 ) — ¥
v. Compute RRC(m1;ma; Tjq1,24)) — M-
vi. Compute Encyy(a, T(2,41,34)) — CF

vii. Output (MY, 71 s ¥, CFs Tl—2(k-+20),0))-

Algorithm 4: The algorithm of function F

High-level Overview Intuitively, functions F and G interact with each other as follows: G sends
a pseudorandom challenge based on GGM tree PRF to F and F responds to the GGM tree PRF
challenge. Once G verifies the correctness of challenge response, G outputs secret values. The
challenge-response interaction is designed to depend on all previous interaction so that the output
is pseudorandom in the view of non-adaptive distinguishers without adaptive queries.

In further details, F sends a public key pkp of dense public encryption system on a specific (e.g.,
all zeros) input. On the output of F, function G computes fresh PRF values which in turns are
used to generate a random path p from its secret PRG seed sy (root) and compute the n-th level
PRF value s,. The distributions of p and s, are pseudorandom without knowing sg. G outputs
three encryptions of the followings under F’s public key pkp: (1) an encryption of p under G’s dense
public key pkq, (2) s,, and (3) rerandomized public key pkg. On non-zero inputs containing these
encryptions, function F computes fresh PRF values and then decrypts all three encryptions using
skp resulting in an encryption of p under G’s public key pkg, sn, and pkg. With a fresh random
path p/, it computes the 2n-th level GGM PRF value sg, starting from s,. Also F rerandomizes the
encryption of p with fresh randomness and finally outputs a string containing p’, s, rerandomized
encryption of p. On F’s outputs, function G decrypts to obtain p using its secret key and verifies
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that p/, so,, are consistent with p and sg. Once verified, G outputs fixed values including its secret
keys and seeds.

Non-adaptively Secure PRF F  We first provide the formal description of non-adaptively secure
PRF F in Algorithm 4. Function F internally has a PRF key kr to generate fresh pseudorandom
strings on inputs, and a special string «. Intuitively, F plays a GGM-challenge respondent where
challenges expectedly encrypted under its own public key are supposedly included in input queries.
In the following, we use slightly different notations. Function F is defined on ¢-bit input to output
£-bit string r where 7; is the i-th bit and r(; ;) denotes the substring of r from the i-bit to the j-bit

(e'g'a T[i,j] =TiTi41, " ’Tj)'
Claim 4.1. Function F describe in Algorithm 4 is a non-adaptively secure PRF.

Proof. The output on the first query type is trivially pseudo-random. The output for the second
case where the input satisfies the condition at Step 2e only occurs with negligible probability in
K since without knowing pk at Step 2e, mq’s distribution is pseudorandom. For the third case, F
uses its secret key (computed from the zero-input) to decrypt first three ciphertexts. Since non-
adaptive adversary A cannot obtain pk, the plaintexts from decryptions with sk at Step 2(f)iii are
distributed indistinguishable from random and unpredictable to A. Therefore, without knowing
mg, the distribution of GGM response r; . and y computed in Step 2(f)iv are indistinguishable
from uniform random. In addition, rerandomization with fresh pseudo-randomness in Step 2(f)v
is taken with ciphertexts m; and rerandomization key mo which are both unpredictable to A and
are not consistent with each other with overwhelming probability. Therefore, the output m) of the
rerandomization is indistinguishable from random to non-adaptive adversary A. O

Non-adaptively Secure PRF G We provide the formal description of non-adaptively secure
PRF G in Algorithm 5. Function G internally has a PRF key kg to generate fresh pseudorandom
strings on input queries, a secret GGM tree PRF seed sg, and a strong PKE key pair (pkq, skq).
Function G is designed to produce random GGM challenges using fresh pseudorandomness com-
puted on input queries.

Claim 4.2. Function G describe in Algorithm 5 is a non-adaptively secure PRF.

Proof. G always outputs pseudorandom values from PRF evaluations on input queries except when
it determines that a query is adaptively created. Specifically, G on query ) computes GGM tree
PRF values on its secret seed s° and see if the computed GGM leaf PRF value is included in Q
(e.g., equality checking at Step 7). Since non-adaptive adversary A cannot predict values decrypted
under skg in Step 4 and does not know secret seed sg, satisfying the condition at Step 7 occurs
only with negligible probability. For the output of the other case, outputs contains random GGM
tree challenge of which distribution is pseudorandom to .4 without knowing root seed so. Hence,
as c¢1, co, and c3 are all encrypted with fresh randomness and the distributions of messages are
indistinguishable from uniform, outputs for the second case are indistinguishable from random to
non-adaptive adversaries. ]

Adaptive Insecurity of Sequential Composition G(F) The sequential composition of G(F)
is breakable by 3 adaptive queries. In the following, we omit the randomness used for encryptions
in order to focus on the plaintext contents. The first query is a zero string 0°. Then, F outputs
(Pk, T11,4) on which G in turns outputs (ci,c2,c3,--+) such that ¢; = Encg, (Encyr, (), c2 =
Encg, (pky;), and c3 = Ency, (sn).
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Construction of G

Function G internally has a PRF key kg and GGM tree PRG seed sg, and a strong PKE key pair
(pke, ska). On query Q = {0,1}* for sufficiently large ¢, G does the followings.

1. Parse the first  as s.

2. If s = s¢, then parse the next s bit as kr output (kr, kg, pka, ska, 0F4).
3. Parse the first /. bits as ¢, the next k bits as j and the next & bits as y.
4. Decrypt as Decgp,, (c) — .

5. Compute GGM(sg, 1) — Sp,.

6. Compute GGM(s;,,J) — S2n.

7. If S = v,

(a) Parse the next ¢ bits as c¢*.

(b) G outputs (c*, sg, 0 f=r).
8. Otherwise, do the followings:

Compute PRFy, — r € {0,1}".
Parse the first « bits as ¢.
Set 71, as .

Compute GGM(s0, 7[141,24]) = Sn-

)
)
)
)
e) Compute RRP(pkc; r(2i41,34]) — ThG
) Compute Ency, (EnCp (45 7(3041,44] ) T[an+1,5%]) — C1s
) Compute Ency, (pkg; T5r+1,66]) — €2
) Compute Ency, (sp; T[6r+1,7x]) — C3-
)

Output (c1, ¢, €3, 7j0—e2 /—20.,0])

Algorithm 5: The algorithm of function G
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The second query is (c1,c2,c¢3,--+), the output of the first query to G(F). On the query, F
outputs (mf,j,y,cr,---) such that m] is a rerandomization of Ency, (7). Then, G on F’s output
decrypts m/ to obtain i. Then, it computes GGM tree PRF value s, using its root seed sp and ¢ and
in turns compute GGM tree PRF value s9, and finally verifies that so, = y. Upon the verification,
G outputs (cr, o, - ).

The final query to G(F) is (¢, so, - - - ), the output on the second query. F decrypts cp using its
secret key sk and finds that the output message is equal to . Then, F simply outputs (so, kr, o, - - ).
G then finds the first k bit is equal to sg and reveals all secret values of function F and G by
outputting (kr, kq, pka, ska, ).

Hence, we have the following theorem of sequential composition impossibility.

Theorem 14. If there exists a doubly rerandomizable enhanced PKE described in Definition 13,
then sequential compositions of two mon-adaptively secure PRFEFs do not imply a adaptively secure
PRF.

5 Impossibility of Adaptively Secure Self-Composition

Self-composition is a composition of two or more copies of a single function. For instance, we call
F(F(-)) the sequential self-composition of function F, and F & F the parallel self-composition of
function F. Note that several copies of identical F’s must contain independent secret seeds. That
is, each copy of F’s must be allowed to be independently drawn from its function family.

So far, we present serveral relations between the insecurity of composition and other public
protocols such as UTKA protocols (equivalence in the parallel composition case) and strongly
enhanced PKE (sufficient condition of composition impossibility in the sequential composition case).
In fact, when we mention the insecurity of composition in previous sections, the main argument is
rather that, given a non-adaptively secure function, there might be another non-adaptively secure
function such that their composition is adaptively insecure. We call this type of composition general-
composition. Hence, we still have a lingering unanswered question of whether the self-composition
of a non-adaptively secure function implies the unconditional adaptive security. We answered the
question negatively as follows.

Suppose that we are given non-adaptively secure pseudo-random functions Fy and G/, without
loss of generality, both defined over {0, 1}" such that their parallel (general-)composition (F @ G)(-)
is adaptively insecure. Note that k and k&’ are independently chosen secret seeds for pseudo-random
functions. That is, there exists a PPT adversary A with an adaptive adversarial strategy which
succeeds in breaking the security of (F @ G)(-) with non-negligible probability §. Now, we define a
function family F ) : {0,1}" — {0,1}" on input string u by

s(u ifb =
f(bvsﬂ“)‘{a((u)) g *)

where b and s are private seeds.
It is easy to see that function F(-) is also non-adaptively secure due to the non-adaptive security
of functions F and G. This trivially leads to

Advy < Adv 4+ AdvS.

To break the adaptive security of (F & F)(-), it suffices to draw two copies of functions from
the family at random and then use the same adaptively adversarial strategy of A as follows: the
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first bit of seeds of F and G differ in their first bit with probability 1/2. Therefore, if we draw
two independent F’s, then F @ F is equivalent to F @& G with probability 1/4 which is adaptively
insecure.

Informally, by the above construction of F from any two non-adaptively secure functions F and
G such that their parallel composition is not adaptively secure, we actually show that the adaptive
insecurity of the parallel general-composition implies the adaptive insecurity of the parallel self-
composition. We formally state this as follows.

Theorem 15. Suppose there are two non-adaptively secure functions F and G such that the parallel
composition (F® G)(-) is adaptively insecure. Then, there exists a non-adaptively secure function
F such that the parallel self-composition is adaptively insecure.

Combining the above theorem with the previous results of this paper in Sections 3.2 and 3.3
related to parallel composition insecurity from DTP and +-UTKA, we obtain the following corol-
laries.

Corollary 16. If a family of dense trapdoor permutations exists, then the parallel self-composition
of a non-adaptively secure function does not imply adaptive security.

Corollary 17. If a UTKA ezxists, then the parallel self-composition of a non-adaptively secure
function does not imply adaptive security.

Similarly, the above construction of F defined in () can be applied to non-adaptively secure
pseudo-random functions F and G such that their sequential general-composition is adaptively
insecure. In particular, F is also non-adaptively secure while F(F(-)) is equal to G(F(-)) with
probability 1/4 when we draw two independent F’s from its function family. That is, F is the same
as (x) and we measure the probability to be equally 1/2 that the outer function F has the first bit
of seed equal to 0 and the first bit of seed equal to 1. Thus, F(F(-)) is also adaptively insecure.
Consequently, we easily obtain the following theorem.

Theorem 18. Suppose there are two non-adaptively secure functions F and G such that the sequen-
tial composition G(F(-)) is adaptively insecure. Then, there ezists a non-adaptively secure function
F such that the self-composition is adaptively insecure.

Again, combining the above theorem with the previous results in Sections 4 related to sequential
composition insecurity from strongly enhanced PKE, we have the following corollary.

Corollary 19. If a family of strongly enhanced rerandomizable PKFE exists, then the sequential
self-composition of a non-adaptively secure function does not imply adaptive security.
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