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Abstract

In the setting of secure multiparty computation, a set of n parties with private inputs wish
to jointly compute some functionality of their inputs. One of the most fundamental results of
information-theoretically secure computation was presented by Ben-Or, Goldwasser and Wigder-
son (BGW) in 1988. They demonstrated that any n-party functionality can be computed with
perfect security, in the private channels model. When the adversary is semi-honest this holds
as long as t < n/2 parties are corrupted, and when the adversary is malicious this holds as
long as t < n/3 parties are corrupted. Unfortunately, a full detailed proof of these results was
never given. In this paper, we remedy this situation and provide a full proof of security of the
BGW protocol. We also derive corollaries for security in the presence of adaptive adversaries
and under concurrent general composition (equivalently, universal composability). In addition,
we give a full specification of the protocol for the malicious setting. This includes one new step
for the perfect multiplication protocol in the case of n/4 <t < n/3.
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1 Introduction

Background. In the setting of secure multiparty computation, a set of n parties with possibly
private inputs wish to securely compute some function of their inputs in the presence of adversarial
behavior. Loosely speaking, the security requirements from such a computation are that nothing is
learned from the protocol other than the output (privacy), that the output is distributed according
to the prescribed functionality (correctness), that parties cannot choose their inputs as a function
of the others’ inputs (independence of inputs), and that all parties receive output (fairness and
guaranteed output delivery). The actual definition [17, 21, 2, 4] formalizes this by comparing the
result of a real protocol execution with the result of an ideal execution in an ideal model where an
incorruptible trusted party carries out the computation for the parties. This definition has come
to be known as the “ideal/real simulation paradigm”.

There are many different settings within which secure computation has been considered. For
example, regarding the adversary, one can consider semi-honest adversaries (who follow the protocol
specification but try to learn more than they should by inspecting the protocol transcript) or
malicious adversaries (who follow any arbitrary strategy). In addition, an adversary may be limited
to polynomial-time (yielding the computational setting) or unbounded (yielding the information-
theoretic setting). Finally, the adversary may be static (meaning that the set of corrupted parties is
fixed before the protocol execution begins) or adaptive (meaning that the adversary can adaptively
choose to corrupt throughout the protocol execution).

The BGW protocol and our results. One of the most fundamental and celebrated results of
this field is the BGW protocol [3]. Let n denote the overall number of parties, and let ¢ be a bound
on the number of corrupted parties. BGW showed that every functionality can be computed with
perfect security in the presence of semi-honest adversaries for any ¢t < n/2, and in the presence
of malicious adversaries for any ¢ < n/3. These protocols are cast in a synchronous network with
ideal private channels between every pair of parties. The BGW protocol builds on the GMW
protocol [16] that considers secure multiparty computation in the computational setting.

Despite the importance of this result and the fact that hundreds papers have built upon it,
a full proof of its correctness has never appeared. In addition, a full detailed specification of
the protocol in the malicious setting was also never published; this is especially apparent in the
multiplication protocol for the case of any ¢t < n/3 where a new step is needed. In this paper we
remedy this situation and provide a full specification and proof of the BGW protocols, for both
the semi-honest and malicious settings. We prove security relative to the ideal/real definition of
security for multiparty computation. Among other things, this also involves carefully defining the
functionalities and sub-functionalities that are used in order to achieve the result.

Our basic result is a proof of the following informally stated theorem:

Theorem 1 (basic security of the BGW protocol — informally stated): Consider a synchronous
network with pairwise private channels. Then, for every n-ary functionality f, there exists a protocol
that t-privately computes f with perfect security in the presence of a static semi-honest adversary
for any t < n/2, and there exists a protocol that t-securely computes f with perfect security in
the presence of a static malicious adversary for any t < n/3. The complezity of the protocol is
O(poly(n) - |C|) where C' is the size of an arithmetic circuit computing f.

The above theorem is proven in the classic setting of static corruptions and stand-alone com-
putation, where the latter means that security is proven for the case that only a single protocol



execution takes place. Fortunately, using theorems proven in [6] and [18] regarding properties of
protocols that achieve perfect security, we are able to formally derive security in the presence of
adaptive adversaries and under universal composability [5] (where security is guaranteed to hold
when many arbitrary protocols are run concurrently with the secure protocol). We therefore have
the following corollary, that relates to a far more powerful adversarial setting:

Corollary 2 (strong security of the BGW protocol — informally stated): Consider a synchronous
network with private channels. Then, for every n-ary functionality f, there exists a protocol that
t-privately computes f with perfect universally composable security in the presence of an adaptive
semi-honest adversary for any t < n/2, and there exists a protocol that t-securely computes f with
perfect universally composable security in the presence of an adaptive malicious adversary for any
t<n/3.

Finally, we observe that information-theoretic security implies security in the presence of poly-
nomial-time adversaries (this holds as long as the simulator is required to run in time that is
polynomial in the running time of the adversary, as advocated in [15, Sec. 7.6.1]). Furthermore,
the ideal private channels of the information-theoretic setting can be replaced with computation-
ally secure channels that can be constructed over authenticated channels using semantically secure
public-key encryption (for the case of static corruptions) and non-committing public-key encryp-
tion [7] (for the case of adaptive corruptions). Relating to the case of malicious adversaries (the
semi-honest case has already been proven for the computational setting [9]), we therefore prove:

Corollary 3 (UC computational security of the BGW protocol — informally stated): Consider a
synchronous network with authenticated channels. Assuming the existence of semantically secure
public-key encryption (resp., non-committing encryption), for every m-ary functionality f there
exists a protocol that t-securely computes f with universally composable security in the presence of
a static (resp., adaptive) malicious adversary for any t < n/3.

Although well accepted folklore, none of the above has actually ever been proven in full. Thus,
our work also constitutes the first full proof that universally composable protocols exist in the plain
model (with authenticated channels) for any functionality, in the presence of (adaptive or static)
malicious adversaries corrupting up to any ¢ < n/3 parties.

Organization. In Section 2, we present a brief overview of the definitions of perfectly secure
multiparty computation and of the modular sequential composition theorem that is used throughout
in our proofs. Then, in Section 3, we describe Shamir’s secret sharing scheme and rigorously prove
a number of useful properties of this scheme. In Section 4 we present the BGW protocol for the
case of semi-honest adversaries. An overview of the overall construction appears in Section 4.1,
and an overview of the multiplication protocol appears at the beginning of Section 4.3.

The BGW protocol for the case of malicious adversaries is presented in Sections 5 to 7. In
Section 5 we present the BGW verifiable secret sharing (VSS) protocol that uses bivariate poly-
nomials. This section includes background on Reed-Solomon encoding and properties of bivariate
polynomials that are needed for proving the security of the VSS protocol. Next, in Section 6 we
present the most involved part of the protocol — the multiplication protocol for computing shares
of the product of shares. This involves a number of steps and subprotocols, some of which are new;
most notably, a protocol for securely evaluating a shared polynomial on a predetermined point



which is used for processing complaints in the multiplication step. The main tool of the BGW
multiplication protocol is a subprotocol for verifiably sharing the product of a party’s shares. This
subprotocol, along with a detailed discussion and overview, is presented in Section 6.3. Our aim has
been to prove the security of the original BGW protocol. However, where necessary, some changes
were made to the multiplication protocol as described originally in [3]. Finally, in Section 7, the
final protocol for secure multiparty computation is presented. The protocol is proven secure for any
VSS and multiplication protocols that securely realize the VSS and multiplication functionalities
that we define in Sections 5 and 6, respectively.

We conclude by showing how to derive security in other settings (adaptive adversaries, compo-
sition, and the computational setting) in Section 8, and with an exact count of the communication
complexity of the BGW protocol for malicious adversaries in Appendix A.

2 Preliminaries and Definitions

In this section, we briefly review the definition of perfect security in the presence of semi-honest
and malicious adversaries. We refer the reader to [15, Sec. 7.6.1] and [4] for detailed definitions and
explanations.

In the definitions below, we consider the stand-alone setting with a synchronous network, and
perfectly private channels between all parties. For simplicity, we will also assume that the parties
have a broadcast channel; as is standard, this can be implemented using an appropriate Byzantine
Generals protocol [22, 19]. Since we consider synchronous channels and the computation takes place
in clearly defined rounds, if a message is not received in a given round then this fact is immediately
known to the party who is supposed to receive the message. Thus, we can write “if a message is not
received” or “if the adversary does not send a message” and this is well defined. We consider static
corruptions meaning that the set of corrupted parties is fixed ahead of time, and the stand-alone
setting meaning that only a single protocol execution takes place; extensions to the case of adaptive
corruptions and composition are considered in Section 8.

Basic notation. We denote the number of parties by n, and a bound on the number of corrupted
parties by t. Let f: ({0,1}")" — ({0,1}")" be a possibly probabilistic n-ary functionality, where
fi(z1,...,z,) denotes the ith element of f(z1,...,2,). We denote by I = {i1,...3;} C [n] the
indices of the corrupted parties. By the above, |I| < t.

2.1 Perfect Security in the Presence of Semi-Honest Adversaries

Let ¥ = (z1,...,2,), and let 1 and f7(Z) denote projections of the corresponding n-ary sequence
on the coordinates in I; that is, &1 = (ziy,...,2;,) and f1(¥) = (f(@)iy, ..., f(Z);,) where I =
{i1,...,i4:}. The view of the ith party P, during an execution of a protocol 7 on inputs &, denoted
VIEW] (Z), is defined to be (x;,7;;m1,...,my) where z; is P;’s private input, 7; is its internal coin
tosses, and m; is the jth message that it received in the protocol execution. For every I = {i1,...%},
we denote VIEWT (Z) = (VIEW], (T), ... VIEW] (Z)). The output of all parties from an execution of 7
on inputs & is denoted OUTPUT™ (¥); observe that the output of each party can be computed from
its own (private) view of the execution.

We are now ready to define security in the presence of semi-honest adversaries; this is called
t-privacy in order to differentiate it from t-security that is used for the case of malicious adversaries.



Since we only deal with perfect security in this paper, we use the terms t-private and t-secure
without any additional adjective, with the understanding that the privacy/security is perfect.

Definition 2.1 (t-privacy of n-party protocols — general case): Let f: ({0,1}*)" — ({0,1}")" be
a probabilistic n-ary functionality and let w be a protocol. We say that w t-privately computes f if
there exists a probabilistic polynomial-time algorithm S such that for every I C [n] of cardinality at
most t, and every T € ({0,1}")™ where |z1| = ... = |x,], it holds that:

{8,381 11@). £@) } = {(view] (@), ovreur™(@) } (1)

Observe that Definition 2.1 requires that the joint distribution of the output of S and all
outputs of the functionality is identically distributed to the joint distribution of the view of the
corrupted parties and all of the parties’ outputs. This is necessary for probabilistic functionalities,
as explained in [4, 15]. However, for the case of deterministic functionalities it suffices to separately
require correctness (meaning that the parties always output the correct result) and that the output
of § is identically distributed to the view of the corrupted parties in the protocol.

Definition 2.2 (t-privacy of n-party protocols — deterministic case):  Let f : ({0,1}")" —
({0,1}")" be a deterministic n-ary functionality and let © be a protocol. We say that 7 t-privately
computes f if for every & € ({0,1}*)™ where |x1| = ... = |z,|,

OUTPUT™ (21, ...,%n) = f(x1,...,2p)

and there exists a probabilistic polynomial-time algorithm S such that for every I C [n] of cardinality
at most t, and every T € ({0,1}*)" where |x1| = ... = |zy|, it holds that:

{st.afr@)} = {vewi@)} ©)

The BGW protocol can be used to t-privately compute any deterministic or probabilistic func-
tionality that can be computed in probabilistic polynomial-time.! Nevertheless, we prove security
only for deterministic functionalities. This simplifies our proof because we are then able to use Def-
inition 2.2 in order to prove security. Furthermore, this suffices because it is possible to t-privately
compute any probabilistic functionality using a general protocol for t¢-privately computing any
deterministic functionality; see [15, Sec. 7.3.1] for a proof.

2.2 Perfect Security in the Presence of Malicious Adversaries

We now consider malicious adversaries that can follow any arbitrary strategy in order to carry out
their attack; we stress that the adversary is not required to be efficient in any way. Security is
formalized by comparing a real protocol execution to an ideal model where the parties just send
their inputs to the trusted party and receive back outputs. See [4, 15] for details on how to define
these real and ideal executions.

Let f be as above and let 7 be a n-party protocol computing f. Let A be an arbitrary ma-
chine with auxiliary input z, and denote by S an ideal-model adversary/simulator. We denote by

Indeed, it is even possible to t-privately compute functionalities that are not efficiently computable. However, in
such a case, the simulator S cannot be probabilistic polynomial-time.



REAL. 405, ;(Z) the random variable consisting of the view of the adversary A controlling the cor-
rupted parties in I and the outputs of the honest parties, following a real execution of m where for
every i € [n], party P; has input x;. We stress that the execution takes place in a synchronous net-
work with private point-to-point channels. We denote by IDEALf 5. ;(Z) the analogous outputs of
the ideal adversary S and honest parties after an ideal execution with a trusted party computing f.
Finally, we require that S run in time that is polynomial in the running time of A, whatever the
latter may be. As argued in [4, 15] this is important since it guarantees that information-theoretic
security implies computational security. In such a case, we say that S is of comparable complexity

to A.

Definition 2.3 Let f : ({0,1}")" — ({0,1}")" be an n-ary functionality and let © be a protocol.
We say that w t-securely computes f if for every probabilistic adversary A in the real model, there
exists a probabilistic adversary S of comparable complezity in the ideal model, such that for every
I C [n] of cardinality at most t, every & € ({0,1}*)" where |z1| = ... = |x,|, and every z € {0, 1}*,
it holds that:

{IDEALLS(Z)J(J_:‘)} = {REALmA(Z)J(f)} .

Reactive functionalities. The above definition refers to functionalities that map inputs to out-
puts in a single computation. However, some computations take place in stages, and state is
preserved between stages. Two examples of such functionalities are mental poker (where cards are
dealt and thrown and redealt) and commitment schemes (where there is a separate commitment
and decommitment phase). Such functionalities are called reactive, and the definition of security
is extended to this case in the straightforward way by allowing the trusted party to obtain inputs
and send outputs in phases. As we will see, some of the subprotocols that are used in the BGW
protocol for the case of malicious adversaries seem to be only possible to prove when defined in a
reactive way. In such cases, we refer to the reactive analogue of the above definition.

2.3 Modular Composition

The sequential modular composition theorem [4] states that in order to analyze the security of a
protocol 7y for computing f that uses a subprotocol 7,4 for computing g, it suffices to consider the
execution of m¢ in a model where a trusted third party is used to ideally compute g (instead of the
parties running the real subprotocol 7). This theorem facilitates a modular analysis of security:
first prove the security of 7, and then prove the security of ¢ using an ideal party for g. The model
in which 7¢ is analyzed using ideal calls to g, instead of executing 7y, is called the g-hybrid model
because it involves both a real protocol execution and an ideal trusted third party computing g.
More formally, in the hybrid model, the parties all have oracle-tapes for some oracle (trusted party)
that computes the functionality g. Then, if the real protocol 7 instructs the parties to run the
subprotocol 7, using inputs a1, ..., a,, then each party P; simply writes o; to its outgoing oracle
tape. Then, in the next round, it receives back the output g;(ai,...,a,) on its incoming oracle
tape. We denote by HYBRIDfr 1A, ;(Z) an execution of protocol 7y where each call to 7, is carried
out using an oracle computing g. See [4, 15] for a formal definition of this model for both the
semi-honest and malicious cases, and for proofs that if 7 t-privately (resp., t-securely) computes f
in the g-hybrid model, and 7, t-privately (resp., t-securely) computes g, then 7y when run in the
real model using 7, t-privately (resp., t-securely) computes f.



3 Shamir’s Secret Sharing Scheme [23] and Properties

3.1 The Basic Scheme

A central tool in the BGW protocol is Shamir’s secret-sharing scheme [23]. Roughly speaking, a
t-out-of-n secret sharing scheme takes as input a secret s from some domain, and outputs n shares,
with the property that it is possible to efficiently reconstruct s from every subset of ¢ shares, but
every subset of less than ¢ shares reveals nothing about the secret s. The value t is called the
threshold of the scheme.

A secret sharing scheme consist of two algorithm: the first algorithm, called the sharing algorithm,
takes as input the secret s and the parameters ¢t and n, and outputs n shares. The second algorithm,
called the reconstruction algorithm, takes as input ¢ shares and outputs a value s. It is required that
the reconstruction of shares generated from a value s yields the same value s.

Informally, Shamir’s secret-sharing scheme works as follows. Let IF be a finite field of size greater
than n and let s € F. The sharing algorithm defines a polynomial ¢(z) of degree t — 1 in F|x],
such that its free coefficient is the secret s and all the other coefficients are selected uniformly and
independently at random in F.? Finally, the shares are defined to be q(a;) for every i € {1,...,n},
where aq,...,q, are any n distinct predetermined values in F. The reconstruction algorithm of
this scheme is based on the fact that any ¢ points define exactly one polynomial of degree ¢t — 1.
Therefore, using interpolation it is possible to efficiently reconstruct the polynomial ¢(z) given any
subset of ¢ points (o, ¢(;)) as output by the sharing algorithm. Then, given ¢(x) it is possible to
simply compute s = ¢(0).

In order to see that any subset of less than t shares reveals nothing about s, observe that
for every set of ¢ — 1 points (a;,¢(c;)) and every possible secret s' € F, there exists a unique
polynomial ¢'(z) such that ¢’(0) = s" and ¢'(«;) = ¢(«;). Since the polynomial is chosen randomly
by the sharing algorithm, there is the same likelihood that the underlying polynomial is ¢(x) (and
so the secret is s) and that the polynomial is ¢/(z) (and so the secret is s’). We now formally
describe the scheme.

Shamir’s t-out-of-n secret sharing scheme. Let F be a finite field of order p where p > n,
and let a1,...,a, be any distinct non-zero elements of IF.

e The sharing algorithm: Let share(s,¢,n, @) be the algorithm that receives for input s,t,n

and @ = (aq,...,q,) where s,aq,...,a, € F and t < n. Then, share chooses t — 1 random
values ¢[1],...¢q[t — 1] «+ F, independently and uniformly distributed in F, and defines the
polynomial:

q(z) = s+ q[l]z +...q[t — 1)zt 1

where all calculations are in the field F (e.g., if IF is the field Z, for some prime p, then all the
operations are modulo p). Finally, share computes the output shares g(a1), ..., q(ay,), where
q(ay) is the share of party FP;.

e The reconstruction algorithm: Algorithm reconstruct((c,, 3i,),-- -, (i, 5i,)) receives t
points and finds the unique polynomial ¢(z) of degree ¢t — 1 such that for every j =1,...,¢ it
holds that q(a;;) = ;. The algorithm then outputs the coefficients of the polynomial ¢(z)
(note that the original secret can be obtained by simply computing s = ¢(0)).

2Throughout, when we refer to a polynomial of degree ¢, we mean of degree at most t.



Notation. Let P%! be the set of all polynomials with degree less than or equal to t with free
coefficient s. We stress that polynomials from P! are associated with a secret sharing scheme with
threshold ¢ + 1 because their degree is ¢ and not t —1. We will use the threshold ¢+ 1 here, because
this is the threshold that we need later for the secure computation protocol with ¢ corrupt parties.
Observe that for every two values s,s' € F, it holds that |P>!| = |P*"t| = |F|*.

3.2 Basic Properties

In this section, we formally prove some basic properties of Shamir’s secret sharing scheme. We first
show that a single point of a polynomial chosen at random from P*! is distributed uniformly at
random in FF; this can be generalized to hold for any ¢ points.

Claim 3.1 For every t > 1, and for every s,a,y € F with o # 0, it holds that:

1
P — g = —.
e [q (a) = y] ]

Proof: Fix s, y and o with a # 0. Denote the ith coefficient of the polynomial ¢(z) by ¢[], for
i=1,...,t. Then:

Prig(a)=y] = Pr [y =s+ Y qlilo’

=1

=Pr [y =s+q[l]la+ Z q[i]ai]

where the probability is taken over the random choice of ¢ € P**, or equivalently of the coefficients
q[1],...,q[t] €r F. Fix ¢[2],...,q[t] and denote v = Si_,q[i]a’. Then, for a randomly chosen
q[1] €r F we have that

Pr[q(a)=y] = Pr[y=s+q[1]a+v}
= Pr{q[l]a:y—s—v}

= Prlglll=a"t (y—s-0)
1
[F]|

where the third equality holds since o € F and « # 0 implying that a has an inverse, and the last
equality is due to the fact that ¢[1] €g F is randomly chosen. [ |

In the protocol for secure computation, a dealer hides a secret s by choosing a polynomial f(x)
at random from P*!, and each party P; receives a share, which is a point f(c;). In this context, the
adversary controls a subset of at most ¢ parties, and thus receives at most ¢ shares. We now show
that any subset of at most ¢ shares do not reveal any information about the secret. In Section 3.1,
we explained intuitively why the above holds. We now formally prove this claim, by stating that
the distribution { f(c)}ier is identical to the distribution {g(;)}ier, for any subset I C [n], where
|I| <tand f(x) €g P*t, g(x) €g P! for any fixed s, s’ € F.



Claim 3.2 For any set of distinct non-zero elements aq,...,a, € F, any pair of values s, s’ € F,
any subset I C [n] where |I| = £ < t, and every §j € F* it holds that:

Pr {272 ({f(al)}zef)} = br [?j: ({g(ai)}id)] - |IF1‘€

f(x)eRPst g(z)erPst

where f(x) and g(x) are chosen uniformly and independently at random from Pt and P, re-
spectively.

Proof: We first prove the claim for the special case that £ = t. Fix s,s’ € F, fix non-zero elements
ai,...,an € F and fix I C [n] with |I| = t. Moreover, fix ¢ € F*. Let y; be the ith element of the

vector ¥ for every i € {1,...,t}. We now show that:
P [i= ({f(0)}icr)] = st
f(@)erPst ' [Pt

The values of § define a unique polynomial from P*!. This is because there exists a single
polynomial of degree ¢ that passes through the points (0,s) and {(a;,v:)}icr- Let f'(z) be this
unique polynomial. By definition we have that f’(z) € P! and so:

1
P

7= ({f@icr)| = Pr[f@) = £'@)] =

Pr
f(x)erPst

where the latter is true since f(z) is chosen uniformly at random from P! and f’(z) is a fixed
polynomial in P!,

Using the same reasoning, and letting ¢'(x) be the unique polynomial that passes through the
points (0, s") and {(o,y:)},c; we have that:

1

Pr [7=(oeher) | = Pr[o(0) = ()] = -

g(z)ERPs"t

The proof for the case of £ =t is concluded by observing that for every s and s’ in FF, it holds that
|Pst| = [Pt = |F|t, and so:

R o 1
7= (Weyen)] = Pr | [7=({o(e)ier)] = g

Pr
f(@)erP=t g(x)er Pt

For the general case where |I| = ¢ may be less than ¢, fix J C [n] with |J| =t and I C J. Observe
that for every vector i € F':

1 1
U = ; . = TR = ; . ; . = t*f'i = —
P 7= W) W;;Pﬂww> (tF@hier 1 @) )| = 11" 1 = e
7 eF-
This holds for both s and s’ and so the proof is concluded. [ |

As a corollary, we have that any ¢ < ¢ points on a random polynomial are uniformly distributed
in the field F. This follows immediately from Claim 3.2 because stating that every i appears with
probability 1/|F|¢ is equivalent to stating that the shares are uniformly distributed. That is:



Corollary 3.3 For any secret s € F, any set of distinct non-zero elements aq,...,a, € F, and
any subset I C [n| where |I| =€ <t, it holds that:

{{r@hierf = {0, ..U}

) ()

where f(x) is chosen uniformly at random from P! and U[§1 sy ]Fe are ¢ independent random

variables that are uniformly distributed over F.

3.3 Multiple Polynomials

In the protocol for secure computation, parties hide secrets and distribute them using Shamir’s
secret sharing scheme. As a result, the adversary receives m - |I] shares, {fi(a),..., fm(ai)}ier,
for some value m. The secrets aq, ..., a, may not be independent. We therefore need to show that
the shares that the adversary receives for all secrets do not reveal any information about any of
the secrets. Intuitively, this follows from the fact that Claim 3.2 is stated for any two secrets s, s,
and in particular for two secrets that are known and may be related. Formally:

Claim 3.4 For any m € N, any set of non-zero distinct values aq,...,a, € F, any two sets of
secrets (ai,...,am) € F™ and (by1,...,bn) € F™, and any subset I C [n| of size |I| < t, it holds
that:

{01000, fm(@ bier } = { {(g1(00)s -+ (@) e }

where for every j, fj(x), g;(z) are chosen uniformly at random from P%:* and Pbit | respectively.

Proof Sketch: Define the following hybrid ensemble, for £k =0,...,m:
HE = {{(f1(041'), ooy frld), grrr(aq), - . agm(ai))}iel}

First, observe that HM = {{(g1(c), ..., gm(a)) Yicr} and H™ = {{(fi(a),..., fm()) }ier}-
Next, we claim that H® = H®*+D for every k = 0,...,m — 1. This follows immediately from
Claim 3.2 because the only difference between H®) and H*+Y is the (k + 1)th element: in
H® it is {gr+1(cs)}ier, whereas in H* YD it is {fry1(as) }ier), and by Claim 3.2 we know that
{gr+1(ai) bier = {frr1(ai)}ier. We therefore conclude that HO = ) and the claim follows.
|

3.4 Hiding the Leading Coefficient

In Shamir’s secret sharing scheme, the dealer creates shares by constructing a polynomial of degree ¢,
where its free coefficient is fixed and all the other coefficients are chosen uniformly at random. In
Claim 3.2 we showed that any t or fewer points on such a polynomial do not reveal any information
about the fixed coefficient which is the free coefficient.

We now consider this claim when we choose the polynomial differently. In particular, we now
fix the leading coefficient of the polynomial (i.e., the coefficient of the monomial z*), and choose
all the other coefficients uniformly and independently at random, including the free coefficient. As
in the previous section, we show that any subset of ¢ or fewer points on such a polynomial do not
reveal any information about the fixed coefficient, which in this case is the leading coefficient. We



will need this claim for proving the security of one of the sub-protocols for the malicious case (in
Section 6.3).

Let P;f,?d be the set of all the polynomials of degree ¢ with leading coefficient s. Namely, the
polynomials have the structure: f(z) = a[0] + a[l]z +...a[t — 1]z*~! + sz'. The following claim is
analogous to Claim 3.2:

Claim 3.5 For any set of distinct non-zero elements aq,...,a, € F, any pair of values s, s’ € F,
any subset I C [n] where |I| = £ < t, and every ij € F* it holds that:

Pr [37: ({f(al)}zel)] = Pr [g: ({g(ai)}id)] - |]F1|€

f(z)erPE 9(x)ERP

The proof of Claim 3.5 is almost identical to that of Claim 3.2 and is therefore omitted. The
following corollary is derived from Claim 3.5 in the same way that Corollary 3.3 is derived from
Claim 3.2.

Corollary 3.6 For any secret s € F, any set of distinct non-zero elements ay,...,a, € F, and
any subset I C [n] where |I| =€ <t, it holds that:

{{f(ai)}iel} = {U;% N .,Ué@}

where f(x) is chosen uniformly at random from Pé‘ffd and U]B(}), ceey UE(‘K) are { independent random
variables that are uniformly distributed over F.

3.5 Matrix Representation

In this section we present a useful representation for polynomial evaluation. We being by defining
the Vandermonde matrix for the values aq, . .., a,. As we will see, the computation of a polynomial
on ag,...,qy, can be obtained by multiplying the associated Vandermonde matrix with the vector
containing the polynomial coefficients.

Definition 3.7 (Vandermonde matrix for (a1, ...,a,)) Let aq,...,an be n distinct non zero ele-
ments from F. The Vandermonde matriz Vz for & = (au, ..., ay) is the n x n matriz over F defined
by Vzli, ] «f (a;)?~ Y. That is,
1 oq ... (al)n—l
1 ay ... (a2)n—1
/A
I an ... (ap)™t

The following fact from linear algebra will be of importance to us:

Fact 3.8 Let a = (ai,...,qn), where all o are distinct and non-zero. Then, Vg is invertible.
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Matrix representation of polynomial evaluations. Let Vz be the Vandermonde matrix for
@ and let ¢ = q[0] + ¢[1]z + - - - + ¢[t]z* be a polynomial where ¢ < n. Define the vector ¢ of length

n as follows: (j’déf (¢[0],...q[t],0,...,0). Then, it holds that:

1 ar ... ()" ! q[0] q(on)
1 as ... (a2)n71
0
P () 0 q(om)
which is the evaluation of the polynomial ¢(z) on the points oy, ..., ay,.

4 The Protocol for Semi-Honest Adversaries

4.1 Overview

We now provide a high-level overview of the protocol for t-privately computing any deterministic
functionality in the presence of a semi-honest adversary who has corrupted up to at most ¢t < n/2
parties. Let f be the functionality that the parties wish to compute, and let C be an arithmetic
circuit that computes f. We assume that all arithmetic operations in the circuit are carried out
over a finite field IF of size greater than n, and that the input of each party is an element from F. In
addition, we assume that the arithmetic circuit C consists of three types of gates: addition gates,
multiplication gates, and multiplication-by-a-constant gates. We require that no circuit-output
wire in the circuit is used as input into any other gate. This enables a topological sort over the
(computation of the) gates and output wires of the circuit, so that the output wires come strictly
after all gates.

The protocol works by having the parties jointly compute the circuit from the input gates to
the output gates, under the invariant that at each stage of the computation the parties hold Shamir
shares of the values on the wires up to the gates that have not yet been computed. In more detail,
the protocol has three phases:

e The input stage. In this stage, each party creates shares of its input using Shamir’s secret
sharing scheme using threshold ¢ + 1 (for a given t < n/2), and distributes the shares among
the parties.

e The computation stage. In this stage, the parties jointly compute the circuit C', gate by
gate. In each step, the parties compute shares of the output of a given gate, based on the
shares of the inputs to that gate that they already have. The actions of the parties in this
stage depends on the type of gate being computed:

1. Addition gate: Given shares of the input wires to the gate, the output is computed
without any interaction by each party simply adding their local shares together. Let the
inputs to the gate be a and b and let the shares of the parties be defined by two degree-
t polynomials f,(z) and fy(x) (meaning that each party P; holds fq(c;), fo(a;) where
fa(0) = a and f,(0) = b). Then the polynomial f,,,(z) defined by shares f, () =

11



falai) + fo(a;), for every i, is a degree-t polynomial with free coefficient a 4+ b. Thus,
each party simply locally adds its own shares f,(c;), fy(;) together, and the result is
that the parties hold legal shares of the sum of the inputs, as required.

2. Multiplication-by-a-constant gate: This type of gate can also be computed without any
interaction. Let the input to the gate be a and let f,(z) be the t-degree polynomial
defining the shares, as above. The aim of the parties is to obtain shares of the value c- a,
where ¢ is the constant of the gate. Then, each party P; holding f,(c;) simply defines its
output share to be foq(;) = ¢ fo(ey). It is clear that f..(x) is a degree-t polynomial
with free coeflicient c - a, as required.

3. Multiplication gate: As above, let the inputs be a and b, and let f,(z) and f,(x) be the
polynomials defining the shares. Here, as in the case of an addition gate, the parties can
just multiply their shares together and define h(a;) = fu() - fo(;). The free coefficient
of this polynomial is a - b, as required. However, h(xz) may be of degree 2t instead of
t. Furthermore, h(z) is not a “random polynomial” but has a specific structure. For
example, h(z) is typically not irreducible (since it can be expressed as the product of
fa(z) and fp(z)). Thus, it does not suffice to use local computation here. The parties
therefore compute this gate by running an interactive protocol that t-privately computes
the multiplication functionality Fj,,;, defined by

Bt ((falen): fo(@))s- - (falan), fo(@n))) = (fan(@r); - fan(n) )

where fu(2) is a random polynomial with free coefficient a - b (i.e., fup(x) € P0H).

e The output stage. At the end of the computation stage, the parties hold shares of the
output wires. In order to obtain the actual output, the parties send their shares to one
another and reconstruct the values of the output wires. Specifically, if a given output wire
defines output for party P;, then all parties send their shares of that wire value to P;.

Organization of this section. In Section 4.2, we fully specify the above protocol and prove its
security in the Fj,,;;-hybrid model. (Recall that in this model, the parties exchange real protocol
messages, and in addition have access to a trusted party who computes F,,,;; for them.) We also
derive a corollary for ¢-privately computing any linear function in the plain model (i.e., without any
use of the F,,;; subfunctionality). Then, in Section 4.3, we show to t-privately compute the Fyy
functionality for any ¢ < n/2. This involves specifying and implementing two subfunctionalities
chfnd and F%9 - see the beginning of Section 4.3 for an overview of the protocol for t-privately

reduce’
computing F,,;; and for the definition of these subfunctionalities.

4.2 Private Computation in the F,,,;;~Hybrid Model

In this section we present a formal description and proof of the protocol for t-privately computing
any deterministic functionality f in the Fj,,;-hybrid model. As we have mentioned, it is assumed
that all inputs are in a known field F of size greater than n, and that the arithmetic circuit C' is
over F. Clearly, the field F and thus the circuit C' are determined by the lengths of the inputs
and the number of parties. For simplicity, we also assume that each party’s input and output is a
single field element (and thus is associated with a single input and output wire). Thus, we refer to
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a functionality of the form f : F® — F"™. The extension to the case where a party’s input may be
comprised of multiple field elements is straightforward.

PROTOCOL 4.1 (¢t-Private Computation in the F,,,;:-Hybrid Model)

e Inputs: Each party P; holds private input z; € F

e Auxiliary input: Each party P; holds an arithmetic circuit C' over the field F, such that
for every € F™ it holds that C(Z) = f(&), where f : F" — F". The parties also hold a
description of F and distinct non-zero values aq,...,a, in F.

e The protocol:
1. The input stage: For every i € {1,...,n}, upon input z;, party P; chooses a
polynomial ¢;(z) uniformly from the set P¥t. For every j € {1,...,n}, P; sends
party P; the value g;(o;).
Each party P; records the values ¢1 (), ..., qn(a;) that it received.

2. The computation stage: Let g1,...,gs be a predetermined topological ordering of
the gates of the circuit. For k =1,..., ¢ the parties work as follows:

— Case 1 - gy, is an addition gate: Let (3. and 7! be the shares of input wires held
by party P;. Then, P; defines its share of the output wire to be &} = i + 1.

— Case 2 — g, is a multiplication-by-a-constant gate with constant c: Let B be the
share of the input wire held by party P;. Then, P; defines its share of the output
wire to be 512 =c- B,i.

— Case 3 — gy is a multiplication gate: Let B and v. be the shares of input wires
held by party P;. Then, P; sends (ﬁ,@,’y}v) to the ideal functionality Fi,.;; and
receives back a value §i. Party P; defines its share of the output wire to be §%.

3. The output stage: Let o4,...,0, be the output wires, where party P;’s output is
the value on wire o;. For every k =1,...,n, denote by ﬁ,& ..., B¢ the shares that the
parties hold for wire 0. Then, each P; sends P its share ;.

Upon receiving all shares, P, computes reconstruct(ﬂé7 ey ZH) and obtains a poly-

nomial g(x) (note that ¢t +1 of the n shares suffice). Py then defines its output to be
9r(0).

We now prove the security of Protocol 4.1. We remark that in the Fj,,;;-hybrid model, the
protocol is actually ¢-private for any t < n. However, as we will see, in order to t-privately compute
the F,,;;: functionality, we will need to set t < n/2.

Theorem 4.2 Let F be a finite field, let f : F™ — F™ be an n-ary functionality, and let t < n.
Then, Protocol 4.1 t-privately computes f in the Fo-hybrid model, in the presence of a static
semi-honest adversary.

Proof: Intuitively, the protocol is t-private because the only values that the parties see until the
output stage are random shares. Since the threshold of the secret sharing scheme used is t + 1,
it holds that no adversary controlling ¢ parties can learn anything. The fact that the view of
the adversary can be simulated is due to the fact that ¢ shares of any two secrets are identically
distributed, as was formally proven in Claim 3.2. This implies that the simulator can generate the
shares based on any arbitrary value, and the resulting view is identical to that of a real execution.
Observe that this is true until the output stage where the simulator must make the random shares
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that were used match the actual output of the corrupted parties. This is not a problem because, by
interpolation, any set of ¢ shares can be used to define a t-degree polynomial with its free coefficient
being the actual output.

Since C' computes the functionality f, it is immediate that OUTPUT™ (21, ..., 2y) = f(x1,...,2Zp),
where 7 denotes Protocol 4.1. We now proceed to show the existence of a simulator S as required
by Definition 2.2. Before describing the simulator, we present some necessary notation. Qur proof
works by inductively showing that the partial view of the adversary at every stage is identical in
the simulated and real executions. Recall that the view of party P, is the vector (x;,7;;mi,...,mb),
where z; is the party’s input, r; its random tape, m}c is the kth message that it receives in the
execution, and ¢ is the overall number of messages received (in our context here, we let m}C equal
the series of messages that P; receives when the parties compute gate gi). For the sake of clarity,
we add to the view of each party the values 0%, ..., aé, where a,i equals the shares on the wires that
Party P; holds after the parties compute gate gi. That is, we denote

VIEW] (Z) = (xi,ri;mi,ai, .. .,m%,a}}) )

We stress that since the U,i values can be efficiently computed from the party’s input, random tape
and incoming messages, this is equivalent and only a matter of notation.

Denote by VIEW}F’O(f) the VIEW of the corrupted parties after the input stage. Furthermore,
for every k € {1,...,/¢}, denote by VIEW?’k (Z) the view of the parties after the execution of gate

gr- Finally, denote by VIEW}F’ZH(J_:’) the view of the parties at the end of the protocol; that is,

VIEW}F’EH(QE) = VIEW}(Z). Equivalently, we denote by S°(I,Zr, f1 (%)) the view generated by
the simulator after the input stage, by S* (I, Z7, f1 (Z)) the view generated by the simulator after
simulating the execution of the kth gate, and by S‘™! (I, Z;, f; (Z)) the final output S(I, 77, f1(%))
of the simulator.

We are now ready to describe the simulator S. Loosely speaking, S works by simply sending
random shares of arbitrary values until the output stage. Then, in the final output stage S sends

values so that the reconstruction of the shares on the output wires yield the actual output.

The Simulator S:

e Input: The simulator receives the inputs and outputs, {x;},cr and {y;}icr respectively, of all
corrupted parties.

e Simulation:

— Simulating the input stage:

1. For everyi € I, S chooses a uniformly distributed random tape for P;; this random
tape and the input x; fully determines the degree-t polynomial ¢i(z) € P chosen
by P; in the protocol.

2. For every j ¢ I, S chooses a random degree-t polynomial qj(z) €g P* with free
coefficient 0.

3. The view of the corrupted parties is then recorded by S to be {¢| (), ..., q, ()} ier
along with the random tapes chosen for P;, for every i € I.
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— Simulating the computation stage: For every g € {g1,...,9¢}:

1. gi is an addition gate: Let {f(c)}icr and {g(a;)}ier be the shares of the input wires
of the corrupted parties that were generated by S (initially these are input wires and
so the shares are defined by q).(z) above). For everyi € I, the simulator S computes
flai) + g(ag) = (f + g)(ay) which defines the shares of the output wire of g.

2. g is a multiplication-with-constant gate: Let {f(c;)}icr be the shares of the input
wire and let ¢ € F be the constant of the gate. S computes ¢ f(o;) = (¢ f)(a;) for
every © € I which defines the shares of the output wire of gy.

3. gr is a multiplication gate: S chooses a degree-t polynomial f(x) uniformly at ran-
dom from Pt (irrespective of the shares of the input wires), and defines the shares
of the corrupted parties of the output wire of gy, to be { f(c;)}ier-

S adds the shares to the corrupted parties’ views.
— Simulating the output stage: Let o01,...,0, be the output wires. We now focus on the
output wires of the corrupted parties. For every k € I, the simulator S has already

defined |I| shares {BL}icr for the output wire of. S thus chooses a random polynomial
g5, (z) of degree t under the following constraints:

1. g,.(0) = yx, where yy is the corrupted Py’s output (the polynomial’s free coefficient
is the correct output).

2. For every i € I, g\(oy) = By (i.e., the polynomial is consistent with the shares that
have already been defined).

(Note that if |I| =t, then the above constraints fully defines t + 1 points, which in turn
fully defines the polynomial g;(x). However, if |I| < t, then S can carry out the above
by choosing t — |I| additional random points and interpolating.)

Finally, S adds the shares {g).(a1), ..., g} (an)} to the view of the corrupted party P,.

— S outputs the views of the corrupted parties and halts.

We now show by induction that the partial view (of any length) of the corrupted parties in
a real execution is identically distributed to the partial view (of the same length) output by the
simulator. We start with the base case, after the input stage has concluded.

Claim 4.3 For every ¥ € F" and every I C [n] with |I| <t,
{viewl (@)} = {s" (1,71, 11 @)}

Proof: In a real execution, the corrupted parties receive shares of all the real inputs #, whereas
in the simulation they receive shares of &’ (recall that z} = x; for every 7 € I, and 2, = 0 for every
j & I). The view of the corrupted parties in a real execution equals:

viEw]?(Z) = {{(Ch(ai), . ,qn(ai))}iel}

where gi () is chosen uniformly at random in P*#' for every k € [n]. The view of the corrupted
parties in the simulation equals:

8 (1,1, f1 (1) = { {(dh(00), -, (00))} o}
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where for every i € I we have gj(z) €g P**, and for every j ¢ I we have ¢j(z) €r Pt Thus,
these differ on the polynomials ¢}(x) for all j ¢ I. Nevertheless, by Claim 3.4 (using m =n — |I|),

we have that
{{qf'(ai)}jém‘ef} = { {qg’(a")}jﬁzl;iel} ‘
Thus,
{{<Q1(04i)7 ‘. -an(ai))}iel} = { {(q1(c), ... ’q;l(ai))}iel}

and the real and simulated views of the input stage are identical. [ |

We now prove the inductive step:

Claim 4.4 Let ke {1,...,¢}. If

{VIEW}T”“A(:E’)} = {Sk_l (L, Zr, fr (f))} ;

then

{VIEW}“k(:ﬁ)} = {Sk (L, Zr. f1 (f))}-

Proof: Let k € {1,...,¢}. Then the gate being computed is gi; we separately consider the case
that gi is an addition or multiplication-by-constant gate and the case that g; is a multiplication
gate.

If g is an addition or multiplication-by-constant gate, then VIEW}F’k(f) is a deterministic func-
tion of VIEW}T’k_l(i”), and S* (I, %, fr (¥)) is a deterministic function of S¥=! (I, %}, f (¥)). This
is due to the fact that the extension of the view involves either adding shares that appear in the
partial view of length k£ — 1 or multiplying them by a constant. Thus, if the partial views of length
k — 1 are identically distributed it is immediate that the partial views of length k are identically
distributed. (Stated differently, if X and Y are identically distributed, then A(X) and A(Y) are
identically distributed for any algorithm A. In this case, A can be defined as the partial-view
extension operation described above.)

If g5 is a multiplication gate, then the parties all send their shares on their input wires to
Fir who sends back random shares of the actual value a - b of the output wire. In contrast, the
simulator chooses these values as random shares of zero. Now, by Claim 3.2 ¢ random shares of
a - b are identically distributed to ¢ random shares of 0. In addition, by the assumption, the partial
views until this point are also identically distributed. Thus, if the shares added in this step are
independent of the partial view of length k—1, then the partial views of length k are also identically
distributed. (This holds because if X; =Y; and X2 = Y5, and in addition X7, X2 are independent
and Y7,Y, are independent, then (X, X2) = (Y7,Y2).) However, both F,,;; and the simulator S
choose the shares randomly and independently of everything else that was generated so far. Thus,
independence holds as required. (We remark that the fact that in the real execution the shares
are to a - b which is related to the previous values is actually of no consequence. This is because
Claim 3.2 holds when both values being shared (in this case a - b and 0) are known, and likewise
the fact that the partial views of length k£ — 1 are identically distributed holds when & is known;
this latter fact is implicit in the fact that Z is fixed in the ensemble. Now, observe that the value
a-bis fully determined given ¥ and thus any dependence of the partial view on this value would
contradict the inductive assumption regarding the partial view of length & — 1.) This completes
the proof of the claim. [ |
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It remains to show that the output of the simulation after the output stage is identical to the
view of the corrupted parties in a real execution. For simplicity, we assume that the output wires
appear immediately after multiplication gates (otherwise, they are fixed functions of these values).

Before proving this, we prove a lemma that describes the processes of the real execution and
simulation in a more abstract way. The aim of the lemma is to prove that the process carried out
by the simulator in the output stage yields the same distribution as in a protocol execution. We
first describe two processes and prove that they yield the same distribution, and later show how
these are actually the real and simulation processes.

Random Variable X (s) Random Variable Y (s)

(1) Choose f(z) €g P** (1) Choose f'(x) € P

(2) Vi e I, set B; = f(a) (2) Vie I, set 8] = f'(cvi)

3) - (3) Choose g(z) €gr P! s.t. Vi€ I g(oy) = B!
(4) Output f(z) (4) Output g(x)

Observe that in Y (s) the polynomial f/(x) is first chosen with free coefficient 0, and then only
afterwards g(x) is chosen with free coefficient s.

Lemma 4.5 For every s € F, it holds that {X(s)} ={Y (s)}.

Proof: Define X (s) = (X1, X2) and Y (s) = (Y1, Ya), where X; (resp., Y1) are the output values
from step (2) of the process, and Xy (resp., Y2) are the output polynomials from step (4) of the
process. From Claim 3.2, it immediately follows that {X;} = {Y1}. It therefore suffices to show
that {Xo | X1} = {Y2 | Y1}. Stated equivalently, we wish to show that for every set of field values
{Bi}icr and every h(z) € P*,

Pr [XQ(:U) — h(z) | Vi : Xo(ai) = Bi] — Pr [YQ(:B) — h(z) | Vi : Ya(ai) = BZ}

where {f3; };cs are the conditioned values in X; and Y; (we use the same (; for both since these are
identically distributed and we are now conditioning them). First, if there exists an ¢ € I such that
h(ca;) # B; then both probabilities above are 0. We now compute these probabilities for the case
that h(a;) = f; for all i € I. We first claim that

1

Pr [yg(x) = h(z) | Vi: Ya(as) = Bi] = e

This follows immediately from the process for generating the random variable Y (s), because Ya(z) =
g(x) is chosen at random under the constraint that for every i € I, g(a;) = ;. Since |I]| 4 1 points
are already fixed (the §; values and the free coefficient s), there are [F[*~/| different polynomials
of degree-t that meet these constraints, and Y3 is chosen uniformly from them.

It remains to show that

1

Pr [Xg(:z‘) — h(z) | Vi : Xo(as) = [3’@} = F

In order to see this, observe that

Pr [Xg(x) = h(z) A Vi:Xs(as) = Bl} = Pr [XQ(:E) = h()
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because in this case, we consider only polynomials h(x) for which h(«a;) = B; for all ¢ € I, and so
the conditioning adds nothing. We conclude that

Pr [Xg(a:) — h(z) A Vi Xo(og) = 51}
Pr [vz' L Xo(ov) = Bi]
Pr [Xg(x) - h(:r)]
Pr [v@' : Xy (o) = /BZ}
1 1

— . EHl =
e e

Pr [ Xo(2) = h(z) | Vi : Xo(as) = @} -

where the last equality follows because f(z) = Xo(z) €g P*! and by Claim 3.2 the probability
that the points Xy (a;) = f; for all i € I equals |F|~I. [ |

The random variables X (s) and Y'(s) can be extended to X (5) and Y (5) for any § € F™ (for
some m € N); the proof of the analogous lemma then follows from standard arguments, as in
Corollary 3.4.

Claim 4.6 If
{VIEw?‘f(f)} = {sf (1,71, f1 (f))}, (3)

then {VIEW?Z—H(f)} = {5£+1 (I, %1, f1 (f))}.

Proof: In the output stage, for every k € I, the corrupted parties receive the points gx(a1), ...,
gr(om) (resp. the points g) (), ..., g} (o) in the simulation). Equivalently, we can say that the
corrupted parties receive the polynomials {gx(z)}rer (resp. {9 (x)}ker)-

In the protocol execution, functionality Fj,.;; chose the polynomial fy(x) for the output wire
of Py uniformly at random in PY+!. Then, the corrupted parties received values 3; = fx(c;) (for
every i € I). Finally, as we have just described, in the output stage, the corrupted parties receive
the polynomials f(z) themselves. Thus, this is ezactly the process X (yr). Extending to all k € I,
we have that this is the extended process X (§) with § being the vector containing the corrupted
parties’ output values {yx }rer.

In contrast, in the simulation of the multiplication gate leading to the output wire for party Pk,
the simulator S chose the polynomial f/(x) uniformly at random in P%¢ (see the specification of S
above), and the corrupted parties received values 8; = fi(«;) (for every i € I). Now, in the output
stage, S chose g}(z) at random from P+ under the constraint that g} (e;) = §; for every i € I.
Thus, this is ezactly the process Y (yx). Extending to all k € I, we have that this is the extended
process Y (§) with § being the vector containing the corrupted parties’ output values {yx}rer. The
claim thus follows from Lemma 4.5. [ ]

Combining Claims 4.3 to 4.6 we have that {S“"! (I, 77, f1 (%))} = {VIEW}T’EH(E’)}. This com-

pletes the proof because S“1 (I, 7y, fr (%)) = S (I, 71, f1(Z)) and viEW] T (Z) = viIEWT ().
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Privately computing linear functionalities in the real model. Theorem 4.2 states that
every function can be t-privately computed in the Fj,,;-hybrid model, for any t < n. However, a
look at Protocol 4.1 and its proof of security show that Fj,,;; is only used for computing multipli-
cation gates in the circuit. Thus, Protocol 4.1 can actually be directly used for privately computing
any linear functionality f, since such functionalities can be computed by circuits containing only
addition and multiplication-by-constant gates. Furthermore, the protocol is secure for any ¢t < n;
in particular, no honest majority is needed. This yields the following corollary.

Corollary 4.7 Let t < n. Then, any linear functionality f can be t-privately computed in the
presence of a static semi-honest adversary. In particular, the matriz-multiplication functionality
Fy(%) = A- & for matriz A € F™™ can be t-privately computed in the presence of a static semi-
honest adversary.

4.3 Privately Computing the F,,,;; Functionality

We have shown how to t-privately compute any functionality in the Fj,,;;-hybrid model. In order
to achieve private computation in the plain model, it therefore remains to show how to privately
compute the Fj,,;; functionality. We remark that the threshold needed to privately compute Fj,.i;
is t < n/2, and thus the overall threshold for the generic BGW protocol is ¢ < n/2. Recall that the
Fopue functionality is defined by

Bt ((fa(01). fo(@1))s -, (Falawn), fol@n))) = (fanl@1), - fan(n) )

where f,(x) € P, fy(x) € P¥, and fu(z) €g P*P! for some a,b. Equivalently, this can defined
as follows:

qult((ﬁl;'ﬁ)a SRR (6n>'7n)) = (517 B 5n)

where reconstruct(f1, ..., 3,) is a polynomial f,(z) € P** reconstruct(vi,...,7s) is a polynomial
fo(z) € PYt, and reconstruct(dy,...,d,) is a random polynomial fu(x) €g P*Pt. (Here we use
reconstruct to denote the unique polynomial defined by the points it receives.)

As we have discussed above, the simple solution where each party locally multiplies its two
shares does not work here, for two reasons. First, the resulting polynomial is of degree 2t and not ¢
as required. Second, the resulting polynomial is not uniformly distributed amongst all polynomials
with the required free coefficient. Based on the above, the F},,;; functionality is computed according
to the following steps:

1. Each party locally multiplies its input shares.

2. The parties run a protocol to generate a random polynomial in P%2?!, and each party receives
a share based on this polynomial. Then, each party adds its share of the product (from the
previous step) with its share of this polynomial. The resulting shares thus define a polynomial
which is uniformly distributed in P®®2¢,

3. The parties run a protocol to reduce the degree of the polynomial to ¢, with the result being
a polynomial that is uniformly distributed in P*%, as required. This computation uses a
t-private protocol for computing matriz multiplication. Fortunately, we have already shown
how to achieve this in Corollary 4.7 at the end of Section 4.2.
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The randomizing and degree-reduction functionalities for carrying out the above steps are formally
defined as follows:

o The randomization functionality: The randomization functionality is defined as follows:

F2 (N ...,\) = (01,...,00),

rand

where reconstruct(cay,...,0,) €g P%? and )\ denotes the empty string. We will show how to
t-privately compute this functionality in Section 4.3.2.

o The degree-reduction functionality: Let h(z) = h[0] + ...+ h[2t]2*" be a polynomial, and denote
by trunc(h(z)) the polynomial of degree ¢ with coefficients h[0], ..., h[t]. That is, trunc,(h(x)) =
h[0]+h[l]z+...+h[t]zt. (Observe that this is a deterministic functionality.) Formally, we define
F%  (Biy...,Bn) = (61,...,0,) where reconstruct(y, . . ., 8,) = trunc;(reconstruct(fi, . . ., B,))-
Note that if reconstruct(f1, . . ., 8, ) is a random polynomial then it has random coefficients. This
then implies that the truncated polynomial is also random (because it has the same coefficients).
We will show how to t-privately compute this functionality in Section 4.3.3.

4.3.1 Privately Computing Fj,,;; in the (F?2! Fées )-Hybrid Model

rand’ ~ reduce
We now prove that F,,;; is reducible to the functionalities Ffjnd and F;l : 5u co; that is, we construct

a protocol that t-privately computes Fj,.;+ given access to ideal functionalities Fﬁl : 5u e and Ffjnd.

PROTOCOL 4.8 (t-Privately Computing Fi,uit)

e Input: Each party P; holds values $3;,7;, such that reconstruct(fy,...,53,) € P*! and
reconstruct(7y, . . .,v,) € Pt for some a,b € F.

e The protocol:
1. Each party locally computes s; = 3; - ;.

2. Randomize: Each party P; sends A to Ff;nd (formally, it writes A on its oracle tape
for F2

= ). Let o; be the oracle response for party P;.

3. Reduce the degree: Each party P; sends (s; + 0;) to FY  Tet §; be the oracle
response for P;.

4. Each party P; outputs &;.

Proposition 4.9 Lett < n/2. Then, Protocol 4.8 t-privately computes Fy11 in the (Ffénd, Ff:é]uce)—
hybrid model, in the presence of a static semi-honest adversary.

Proof: The parties do not receive messages from other parties in the oracle-aided protocol; rather
they receive messages from the oracles only. Therefore, our simulator only needs to simulate the
oracle-response messages. Since the Fj,,;; functionality is probabilistic, we must prove its security
using Definition 2.1.

In the real execution of the protocol, the corrupted parties’ inputs are given by {f,(c;)}ier
and {fy(c;)}ier. Then, in the randomize step of the protocol they receive shares o; of a random
polynomial of degree 2t with free coefficient 0. Denoting this polynomial by r(x), we have that the

corrupted parties receive the values {r(«;)};cr. Next, the parties invoke the functionality Fiefu ce
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and receive back the values ¢; (these are points of the polynomial trunc,(fo(z)- fy(z) +7(z))). These
values are actually the parties’ output, and thus the simulator must make the output of the call to
F%9 e the shares {6;}icr of the corrupted parties outputs.

reduce

The simulator S:

e Input: The simulator receives as input I, the inputs of the corrupted parties {(Bi,7i)}ier,
and their outputs {d; }icr.

e Simulation:

— S chooses |I| values uniformly and independently at random, {v;}icr.

— For every i € I, the simulator defines the view of the party P; to be: (5;,7i,vs,0;), where
(Bi,vi) is P;’s input, v; is P;’s oracle response from F2 and &; is P;’s oracle response

i rand’
€g
from Freduce :

Intuitively, the above simulation strategy is as required since Ffénd returns shares that are
independent of both the input and output. It is immediate that the shares are independent of the
input. Regarding the output, this follows from the fact that Ffénd returns a random polynomial
of degree 2t and the output shares are influenced only by the first ¢ coefficients. Thus, the last ¢
coefficients provide sufficient randomness to create independence between the |I| < ¢ shares viewed
by the corrupted parties after Ffjnd, and the overall output of the protocol.

We now proceed to prove that the joint distribution of the output of all the parties, together
with the view of the corrupted parties is distributed identically to the output of all parties as
computed from the functionality F),,;; and the output of the simulator. We first show that the
outputs of all parties are distributed identically in both cases. Then, we show that the view of the

corrupted parties is distributed identically, given the outputs (and inputs) of all parties.

The outputs. Since the inputs and outputs of all the parties lie on the same polynomials, it
is enough to show that the polynomials are distributed identically. Let f,(x), fp(x) be the input
polynomials. Let r(x) be the output of the Ff;nd functionality. Finally, denote the truncated result
by () < trunc(fa(w) - fil) + 7(2)). A

In the real execution of the protocol, the parties output shares based on the polynomial h(z).
From the way it is defined, it is immediate that ﬁ(z) is a degree-t polynomial that is uniformly
distributed in P>, (In order to see that it is uniformly distributed, observe that with the exception
of the free coefficient, all the coefficients of the degree-2t polynomial f,(z)- fp(x)+r(x) are random.
Thus the coefficients of z, ..., z! in fz(a:) are random, as required.)

On the other hand, the functionality Fj,.;;: return shares for a random polynomial of degree ¢
that hides the free coefficient f,(0)- f5(0) = a-b. Thus, the outputs of the parties in both cases are
distributed identically.

The view of the corrupted parties. We show that the view of the corrupted parties is dis-
tributed identically, given the inputs and outputs of all parties. Observe that the inputs and outputs
define the polynomials f,(x), fp(z) and fup(x). Now, the output of the simulator is

{{fa(ai)a folas), vs, fab(ai)}iel}
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where all the v; values are uniformly distributed in F, and independent of f,(x), fp(z) and fup(z). It
remains to show that in a protocol execution the analogous values — which are the outputs received
by the corrupted parties from F - are also uniformly distributed and independent of f, (), fy(x)
and h(z) (where h(z) is distributed identically to a random fu(z), as already shown above). In

order to prove this, it suffices to prove that for every vector i € FHI,

1

Pr gWZ F| fb($),j%($),h($) = ﬁ@ﬂ?T

(4)

where 7 = (r(ai), ... ,r(ai‘”)) for I = {i1,...,4}; i.e., 7 is the vector of outputs from B2
computed from the polynomial r(z) €x P%?, that are received by the corrupted parties. Observe
that it suffices to prove Eq. (4) since if this probability is indeed 1/|F|/!, then this implies that 7
is comprised of || uniformly and independently distributed elements from F.

We write r(z) = r1(z) + 2t - ro(x), where r1(z) €gr PYt and ro(z) €g PO In addition, we write
fa(z) - fo(z) = h1(x) + 2* - ha(z), where hi(z) € P! and ho(z) € P%'. Observe that:

M) = trunc (fa(@) - fo(@) + (@) ) = trunc (ha(w) +71(@) + @' - (ha(@) + 12(2)) ) = b (@) +71(2)

where the last step is true since the free coefficient of both ho(x),ro(z) is 0, and they therefore add
nothing to the coefficient of z*. Rewriting Eq. (4), we need to prove that for every vector 7 € FI/I,

1

Pr[7 =71 faw), o), ) & 71(a)] =

where the kth element ry of 7is 71 (v, ) + (i)' - 72(cv;, ). It follows that for any given yj € F, the

equality yx = 71 () + (a4, )t - ra(a;,,) holds if and only if ro(ai,) = (a4,) " (yk — r1(cv, ), where by
the conditioning all the values a;, , Yk, 71(c, ) on the right hand side are fized (observe that hj(z)
is fixed given f,(z) and f(x), and thus r1(z) is fixed given f,(z), fo(x) and hi(z) + r1(x)). In
addition, by the protocol description, ra(z) is clearly independent of f,(z), fo(x) and hy(x) +r1(z).
We conclude that Eq. (4) holds if and only if

1

Pr | A\ ra(aa) = (@)™ (g = i) | =

kel

which is exactly what is proven in Corollary 3.3. We conclude that the view of the corrupted
parties is identically distributed to the output of the simulator, when conditioning on the inputs
and outputs of all parties. |

4.3.2 Privately Computing chfnd in the Plain Model

The randomization functionality is defined as follows:

F2 (N ...,0) = (61,...,6n),

rand

where reconstruct(d1, . .., d,) €g P%?, and A denotes the empty string. The protocol for implement-
ing the functionality works as follows. Each party P; chooses a random polynomial ¢;(x) € P%%
and sends the share ¢;(a;) to every party P;. Then, each party P; outputs d; = Y ,_; qr().
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Clearly, the shares 41, ..., d, define a polynomial with free coefficient 0, because all the polynomi-
als in the sum have a zero free coefficient. Furthermore, the sum of random 2¢-degree polynomials
is a random polynomial in P%?!, as required. See Protocol 4.10 for a formal description.

PROTOCOL 4.10 (Privately Computing F2 )

e Input: The parties do not have inputs for this protocol.
e The protocol:

— Each party P; chooses a random polynomial ¢;(x) €g P%2t. Then, for every j €
{1,...,n} it sends s; ; = ¢;(e;) to party P;.
— Each party P; receives s; ;,...,5,,; and computes §; = Z?:l S5

— Each party P; outputs J;.

We now prove that Protocol 4.10 t-privately computes F2

rand’

Claim 4.11 Lett < n/2. Then, Protocol 4.10 t-privately computes the Ff;nd functionality, in the
presence of a static semi-honest adversary.

Proof: Intuitively, the protocol is secure because the only messages that the parties receive
are random shares of polynomials in P%2!. The simulator can easily simulate these messages by
generating the shares itself. However, in order to make sure that the view of the corrupted parties
is consistent with the actual output provided by the functionality, the simulator needs to choose
the shares so that their sum equals ¢;, the output provided by the functionality to each F;.

The simulator S:
e Input: The simulator receives as input I and the outputs of the corrupted parties {9;}icr-

e Simulation:

— S chooses n random polynomials qg(w) €r PY2 for every j € [n], under the constraint
that (3_7_, qj(ci)) = 0;, for every i € I. (Note that for i € I, this involves setting the
random tape of P; so that it results in it choosing g}(x).)

— S sets 831 = q}(ai) for every j € [n] and every i € I, and writes the incoming messages
of corrupted party P; in the protocol to be (Sll,i’ cey 8.

n,t

We now show that the view of the corrupted parties and the output of all parties is distributed
identically to the output of the simulator and the output of all parties as received from the func-
tionality. The output of all the parties lie on a single polynomial and so we show that the joint
distribution of the corrupted parties’ view (containing the polynomials {¢;(z)}i;e; and the points
{4j(ci)}jerier) and the output polynomial is the same in the real and ideal executions.

More formally, we need to prove that:

{Qi(‘r)7Q1(ai)7'"ﬂqn(ai)}i€I7ZQj(x> = {qg(x)aqll(ai)v"‘7q;(ai)}i6]7q/(x) (5)
j=1
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where for every j € [n] the polynomials g;(z) are distributed uniformly at random in P! (this
is the left-hand side that relates to a real protocol execution), and the polynomials qz(x) are
distributed uniformly at random in P%2?! under the constraint that Z?zl q;-(ai) = §;, for every
i € I. The polynomial ¢'(z) is the unique polynomial passing through all points {(c;,d;)}7? [y

First observe that since all the polynomials ¢'(z), ¢1(x), ..., ¢,(x) are chosen uniformly at ran-
dom from P%? we have that

qu(x) )

implying that the outputs of all parties are identically distributed in the real and ideal execution.
We proceed to show that the view of the corrupted parties is distributed identically, conditioned
on the output of all parties. That is, we show that:

{gi(@),q1(@s), -, qulas) ZEI\Z% = {ai@) a0, e} | 4 @)

The conditional distribution on the left-hand side is equivalent to fixing a polynomial ¢(z), choosing
q1(z),...,qn(z) at random under the constraint that 2?21 gj(x) = q(z), and then outputting
the corrupted parties’ polynomials {g;(z)}ier and points {q1(;), ..., gn(;)}icr. In contrast, the
conditional distribution on the right-hand side is exactly what the simulator does (since it receives
points from an already fixed ¢’(x)). The actions of the simulator are equivalent to choosing the
points ¢;(a), ..., ¢,(c;) at random under the constraint that >, ¢’(c;) = ¢'(a;) = &, for every
i € I, and then choosing the remaining points completely at random. The equivalence follows
since these two processes are identical (choosing random polynomials under the constraint and
outputting points and choosing random points under the constraint and completing the polynomials
at random). [ |

4.3.3 Privately Computing F%9 in the F4(Z)-Hybrid Model

reduce

Recall that the F%¢  functionality is defined by

reduce
d
Teec?uce(ﬁl’ c ﬁn) = (51, e ,5n),

where reconstruct(dy, ..., d,) = trunci(reconstruct(5,...,5y)), and trunc,(h(x)) is the polynomial
of degree t with coefficients h[0],. .., h[t]. We begin by showing that in order to transform a vector
of shares of the polynomial h(z) to shares of the polynomial trunci(h(x)), it suffices to multiply the
input shares by a certain matrix of constants.

Claim 4.12 There exists a constant matriz A € F™*" such that the following holds. For every pair
of vectors B = (P1,...,0n) and § = (01,...,0,) such that reconstruct(f1,...,5,) is a polynomial
of degree 2t with t < n/2 and reconstruct(dy, ..., d0,) = trunce(reconstruct(S1, ..., Bn)), it holds that
0=A-0.

Proof: Let h(z) = reconstruct(pi, ..., 8,) and denote h(x) = h[0] + h[l]z + ... h[2t]x?t. Further-
more, denote by h the vector of length n:

-

h= (h[0],...,h[t],.... h[24],0,...0) .
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By definition, f; = h(q;) for every i € {1,...,n}. Let Vz be the n x n Vandermonde matrix for
the set @. As we have seen in Section 3.5, it holds that:

Since V3 is invertible, we have that
- 4 =
h=V_"-8. (6)

Let k = trunc;(h) be the truncated polynomial k(z) = h[0] +h[1]z+...h[t]z'. Again, by definition,
0; = k(o). Furthermore, denoting

we have that

Va-k=34. (7)
Now, let T'= {1,...,t}, and let Pp be the linear projection of T’; i.e., Pr is an n X n matrix such
that Pr(i,j) =1 for every i = j € T, and Pp(i,j) = 0 for all other values. It thus follows that

Pr-h=k. (8)
Combining Equations (7) and (8), we have that:
Vi-Pr-h=24.
Next, combining this with Eq. (6) we have:
Va-Pr-Vil.g=0.

Defining the constant matrix A def Vs Pr- VO{I, we have that for every E and & as in the claim, it
holds that

A-p =9,
as required. [ |

By the above claim it follows that the parties can compute Fﬁl o« by simply multiplying their
shares with the constant matrix A from above. That is, the entire protocol for t-privately computing
Fiefu .. works by the parties t-privately computing the matrix multiplication functionality F4(Z)
with matrix A as above. By Corollary 4.7 (see the end of Section 4.2), F4(Z) can be t-privately com-
puted for any t < n. Since the entire degree reduction procedure consists of t-privately computing

F4(Z), we have the following proposition:

Proposition 4.13 For every t < n/2, there exists a protocol for t-privately computing the Fieguce,
in the presence of a static semi-honest adversary.
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4.4 Conclusion

In Section 4.3.1 we proved that there exists a t-private protocol for computing the F;,,;; functionality
in the (F?2 Fdeg )-hybrid model, for any ¢t < n/2. Then, in Sections 4.3.2 and 4.3.3 we showed

rand’ ~ reduce

that Ffjnd and Ff:guce, respectively, can be t-privately computed (in the plain model) for any
t < n/2. Finally, in Theorem 4.2 we showed that any n-ary functionality can be privately computed
in the Fj;-hybrid model, for any ¢ < n. Combining the above with the modular sequential

composition theorem described in Section 2.3, we conclude that:

Corollary 4.14 Let F be a finite field, let f : F™ — F™ be an n-ary functionality, and let t < n/2.
Then, there exists a protocol for t-privately computing f in the presence of a static semi-honest
adversary.

5 Verifiable Secret Sharing (VSS)

5.1 Background

Verifiable secret sharing [10] (VSS) is a protocol for sharing a secret in the presence of malicious
adversaries. Recall that a secret sharing scheme (with threshold ¢+ 1) is made up of two stages. In
the first stage, the dealer shares a well-defined secret so that any ¢t + 1 parties can later reconstruct
the secret, while any subset of ¢ or fewer parties will learn nothing whatsoever about the secret. In
the second stage, a set of t+ 1 or more parties reconstruct the secret. If we consider Shamir’s secret-
sharing scheme, as in the semi-honest BGW construction, much can go wrong if the adversary is
malicious. First, in order to share a secret s, the dealer is supposed to choose a random polynomial
q(+) of degree t with ¢(0) = s and then hand each party P; its share ¢(a;). However, nothing
prevents the dealer from choosing a polynomial of higher degree. This is a problem because it
means that different subsets of ¢ + 1 parties may reconstruct different values. Thus, the shared
value is not well defined. Second, in the reconstruction phase each party P; provides its share
q(a;). However, a corrupted party can provide a different value, thus effectively changing the value
of the reconstructed secret, and the other parties have no way of knowing that the provided value is
incorrect. Thus, we must use a method that either prevents the corrupted parties from presenting
incorrect shares, or ensures that it is possible to reconstruct the correct secret s given n — ¢ correct
shares even if they are mixed together with ¢ incorrect shares (and no one knows which of the shares
are correct or incorrect). Note that in the context of multiparty computation, n parties participate
in the reconstruction and not just ¢ 4 1; this is utilized in the construction.

The BGW protocol for verifiable secret sharing solves the above problems by adding elements
to the share stage of the protocol so that the shares received by the honest parties (with ¢ < n/3)
are guaranteed to be ¢(«;) for a well-defined degree-t polynomial ¢, even if the dealer is corrupted.
Then, they show that as long as ¢ < n/3, it is possible to use techniques from the field of error-
correcting codes in order to reconstruct ¢ (and thus ¢(0) = s) as long as n — ¢ correct shares are
provided. Indeed, they observe that Shamir’s secret-sharing scheme when looked at in this context
is exactly a Reed-Solomon code, and Reed-Solomon codes can correct up to t errors, for t < n/3.
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5.2 The Reed-Solomon Code

We briefly describe the Reed-Solomon code, and its use in our context. First, recall that a linear
[n, k, d]-code over a field T of size ¢ is a code of length n (meaning that each codeword is comprised
of n field elements), of dimension k (meaning that there are ¢* different codewords), and of distance
d (meaning that every two codewords are of Hamming distance at least d from each other).

We are interested in constructing a code of length n and dimension k = t+1. The Reed-Solomon
code for these parameters is constructed as follows. Let F be a finite field such that F > n, and
let aq,...,ay, be distinct field elements. Let m = (my, ..., m;) be a message to be encoded, where
each m; € F. The encoding of m is as follows:

1. Define a polynomial p,,(x) = mg + miz + ... + mua® of degree t
2. Compute the codeword C(m) = (pm (1), ..., pm(an))

It is well known that the distance of this code is n —¢. (In order to see this, recall that for any two
different polynomials p1, pa of degree at most ¢, there are at most ¢ points « for which p; () = pa2(a).
Noting that m # m’ define different polynomials p,, # p,,, we have that C'(m) and C(m') agree
in at most ¢ places, and so d(C(m),C(m’)) > n —t.) The following is a well-known fact from the
error correcting code literature:

Fact 5.1 The Reed-Solomon code is a linear [n,t + 1,n — t]-code. In addition, there exists an
efficient decoding algorithm that corrects up to %H errors. That is, for every m € F'T1 and every
z € F" such that d(z,C(m)) < ==L, the decoding algorithm returns m.

Let t < n/3, and so n > 3t + 1. Plugging this into the above, we have that it is possible to

efficiently correct up to W =t errors.

Reed-Solomon and Shamir’s secret-sharing. Assume that n parties hold shares ¢(«;) of a
degree-t polynomial, as in Shamir’s secret-sharing scheme. That is, the dealer distributed shares
q(a;) where g €g P! for a secret s € F. We can view the shares (q(aq),...,q(ay)) as a Reed-
Solomon codeword. Now, in the reconstruction phase, the honest parties all provide their correct
share g(c;), whereas the corrupted parties may provide incorrect values. However, since the number
of corrupted parties is t < n/3, it follows that at most ¢ of the symbols are incorrect.®> Thus, the
Reed-Solomon reconstruction procedure can be run and the honest parties can all obtain the correct
polynomial ¢, and can compute ¢(0) = s.

We conclude that in such a case the corrupted parties cannot effectively cheat in the recon-
struction phase. Indeed, even if they provide incorrect values, it is possible for the honest parties
to correctly reconstruct the secret with probability 1. Thus, the main challenge in constructing a
verifiable secret-sharing protocol is how to force a corrupted dealer to distribute shares that are
consistent with a degree-t polynomial. Once we have achieved this, the corrupted parties cannot
do anything to interfere with the reconstruction of the correct secret.

3This is one of the reasons that in the case of a malicious adversary, we can only tolerate ¢ < n/3 corrupted
parties, whereas in the case of a semi-honest adversary we could tolerate up to ¢t < n/2 corrupted parties.
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5.3 Bivariate Polynomials

Bivariate polynomials are a central tool used by the BGW verifiable secret sharing protocol (in the
sharing stage). We therefore provide a short background to bivariate polynomials in this section.

A bivariate polynomial of degree ¢ is a polynomial over two variables, each of which has degree
at most ¢t. Such a polynomial is defined as follows:

t ot
.
:E E a;j-x' -y

i=0 j=0

We denote by B*! the set of all bivariate polynomials of degree ¢t and with free coefficient s (we
stress that whenever we say the degree ¢ of a bivariate polynomial, we mean that it is of degree at
most t in each one of the variables). Note that the number of coefficients of a bivariate polynomial
in Bt is (t+1)%2 — 1 = t2 42t (there are (¢t + 1)? coefficients, but the free coefficient is already fixed
to be s).

When considering univariate polynomials, ¢4 1 points define a unique polynomial of degree ¢. In
this case, each point is a pair (g, 5x) and there exists a unique polynomial f such that f(ay) = B
for all ¢ + 1 given points {(c, Bx) }it).

The analogous statement for blvarlate polynomials is that ¢ + 1 univariate polynomials of de-
gree t define a unique bivariate polynomial of degree t. In the case of a degree-t bivariate polynomial
S(z,y), fixing the y-value to be some « defines a degree-t univariate polynomial f(x) = S(z,a).

Likewise, fixing any ¢ 4+ 1 values aj, ..., a1 fully defines ¢ + 1 degree-t univariate polynomials
fr(z) = S(z, o). What we show now is that like in the univariate case, this works in the oppo-
site direction as well. Specifically, given ¢t + 1 values a1, ...,a:11 and t + 1 degree-t polynomials
fi(x),..., fix1(x) there exists a unique bivariate polynomial S(x,y) such that S(z,ax) = fi(z),
for every k =1,...,t+ 1. This is formalized in the next claim, which was proven in [13]:
Claim 5.2 Lett be a nonnegative integer, let aq,...,au+1 be t + 1 distinct elements in F, and let
fi(@),..., fix1(z) be t+1 polynomials of degree t. Then, there exists a unique bivariate polynomial
S(x,y) of degree t such that for every k =1,...,t+ 1 it holds that:
S(x,ar) = fr(x) 9)
Proof: Define the bivariate polynomial S(x,y) via the Lagrange interpolation:
1
ti f j;éi (y — aj)
‘ H];ﬁz( O[])

It is easy to see that S(z,y) has degree t. Moreover, for every k =1,...,¢t + 1 it holds that:

t+1

ilar — )
S(x, o) = Zfz Hii< o)

- Hj;ék(ak—aj)Jr t_%]:\{k}ﬁ() [1zi(ei — o)
= fi(x)+0
= fi(z)
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and S(z,y) therefore satisfies Eq. (9). It remains to show that S is unique. Assume that there
exist two different t-degree bivariate polynomials Si(x,y) and Sa(x,y) that satisfy Eq. (9). Define
the polynomial

def
R(%y) = Sy (, ) 52 x y ermx v
=0 j=0

We will now show that R(x,y) = 0. First, for every k € [t + 1] it holds that:

o~

R(z, ax) Z r”x = Si(z, ax) — Sa(x, a) = fr(z) — fr(z) =

where the last equality follows from Eq. (9). We can rewrite the univariate polynomial R(z, ay) as

t t

R(z, o) = Z Zri,j(ak)j gt

i=0 j=0

As we have seen, R(x,ay) = 0 for every 2. Thus, its coefficients are all zeroes,* implying that for
every fixed ¢ € [t 4 1] it holds that Z§:0 7;j(cx)? = 0. This in turn implies that for every fixed
i € [t+ 1], the polynomial h;(z) = Zﬁ‘:o r; ja’ is zero for ¢t + 1 points (i.e., the points o, ..., ai11),
and so h;(x) is also the zero polynomial. Thus, its coefficients ; ; equal 0 for every j € [t+1]. This
holds for every fixed ¢, and therefore for every 4, j € [t 4 1] we have that r; ; = 0. We conclude that
R(z,y) = 0 for every x and y, and hence Si(z,y) = Sa(x,y). [ |

Secret sharing from bivariate polynomials. It is possible to define a secret sharing scheme
using bivariate polynomials as follows. Let s € F be a secret, let aq,...,a, be distinct non-zero
field elements, and let S(z,y) € B! be a random degree-t polynomial with free coefficient s. Then,
party P;’s share is the univariate polynomial f;(x) = S(x, o;). Observe that by Claim 5.2, any ¢+ 1
parties can reconstruct S given their shares. In addition to the above, we define P;’s “dual share”
to be the univariate polynomial g;(y) = S(a;,y). In the protocol for verifiable secret sharing, each
party P; will receive f;j(z) and g;(y). This enables P; to check the shares received by the other
parties. This is due to the fact that for every i,j € [n], it holds that fi(cy;) = S(oy, ;) = gj(ay),
and gi(oy) = S(, o) = fi(w).

The VSS protocol works by embedding a univariate degree-t polynomial ¢(z) with ¢(0) = s into
the bivariate polynomial S(z,y). Specifically, S(z,y) is chosen at random under the constraint that
S(0,2) = q(z); the values g(a1),...,q(a,) are thus the univariate Shamir-shares embedded into
S(z,y). Observe that based on the above definition of the polynomials f;(z) from S(x,y), we have
that f;(0) = S(0,a;) = q(a;). Thus, given the bivariate share (f;(x), g:(y)) party P; can locally
compute its univariate Shamir-share as g(a;) = f;(0).

We now prove a “secrecy lemma” based on bivariate polynomials. Loosely speaking, we prove
that the shares {fi(z), gi(y) }icr that the corrupted parties receive do not reveal any information
about the secret s. In fact, we show something much stronger: for every two degree-t polynomials

“In order to see that all the coefficients of a polynomial which is identical to zero are zeroes, let p(x) = 25:0 a;xt,
where p(z) = 0 for every z. Let @ be a vector of the coefficients of p, and let 5 be some vector of size t + 1 of some
distinct non-zero elements. Let VE be the Vandermonde matrix for 5. Then, |72 a = 0, and therefore @ = V/;l -0=0.
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q1, g2 such that ¢i(a;) = q2(a;) = £i(0), the distribution over the shares {f;(x), gi(y) }ier received
by the corrupted parties when S(x,y) is chosen based on ¢ (z) is identical to the distribution when
S(z,y) is chosen based on g2(z). An immediate corollary of this is that no information is revealed
about the secret s; = ¢1(0) or so = ¢2(0). Note that the following is essentially the bivariate
analogue of Claim 3.2.

Claim 5.3 Let ay,...,a, € F be n distinct non-zero values. For every I C [n] where |I| <t and
every two degree-t polynomials q1,qa over F for which q1(c;) = q2(cv) for every i € 1, it holds that:

{16, 1@, 9" W) ier | = {16 12 @), 97 @) bier |

where Sy (z,y) €r BLOt under the constraint that S1(0,z) = q1(z) and Sa(z,y) €r BLOL under

the constraint that S2(0, z) = q2(z), and fi(l)(ac) = Si(z, o), gl@)(y) = S1(a, ), fi(2) (z) = Sao(x, )
and 91(2) (y) = S2(ey,y), for every i € I.

Proof: We begin by defining ensembles S; and S», as follows:

S1o= {{(Z}51(337041)751(0%1/))}1'61 | S1€r B st 81(0,2) = (h(Z)}
S, = {{(i,Sg(x,ai),Sg(ai,y))}ie[ | Sy € BEOL st 85(0,2) = qg(z)}

Given this notation, an equivalent formulation of the claim is that S; = Ss.

In order to prove that this holds, we first show that for any set of pairs of degree-t polynomials
Z = {(i, fi(x),9i(y)) }ier, the number of bivariate polynomials in the support of S; that are con-
sistent with Z equals the number of bivariate polynomials in the support of Sy that are consistent
with Z (where consistency means that f;(x) = S(z, ;) and g¢;(y) = S(y,®;)). Now, if there exist
i,j € I such that f;(a;) # g;j(a;) then there does not exist any bivariate polynomial in the support
of Sy or Sy that is consistent with Z. In addition, if there exists an i € I such that f;(0) # q1(c),
then once again there is no polynomial from S; or So that is consistent. We stress that this holds
for both S; and S because ¢1(«;) = g2(y;) for all i € I.

Otherwise, there do exist, and we begin by counting how many such polynomials exist in the
support of S;. We have that Z contains |I| degree-t polynomials { f;(x)};cs, and recall that ¢ + 1
such polynomials f;(x) fully define a degree-t bivariate polynomial. Thus, we need to choose
t — |I] + 1 more polynomials fj(x) (j # ) that are consistent with ¢(z) and with g;(y). In order
for a polynomial f;(z) to be consistent, it must hold that f;(c;) = g¢i(e;) and in addition that
fj(0) = qi(cy). Thus, for each such f;(z) that we add, |/| 4 1 points of f; are already determined.
Since t 4+ 1 points determine a degree-t univariate polynomial, it follows that an additional ¢ — |I|
points can be chosen in all possible ways and the result will be consistent with Z. We conclude
that there exist (t — |I| + 1) - |F|*"1| ways to choose S; according to S; that will be consistent.
(Note that if |I| =t then there is just one way.) The important point here is that the exact same
calculation holds for S5 chosen according to Sg, and thus exactly the same number of polynomials
from Sq are consistent with Z as from Ss.

Now, let Z = {(3, fi(z), 9i(y)) }ier be a set of |I| pairs of univariate degree-t polynomials. We
wish to show that the probability that Z is the set obtained from S; equals the probability that Z
is the set obtained from So, where the probabilities are taken over the choice of S1 and Sy in S; and
So, respectively. We have already seen that the number of polynomials in the support of S; that
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are consistent with Z (0 or (t —|I|+1)-|F|* ) equals the number of polynomials in the support of
Sy that are consistent with Z. In addition, the number of polynomials overall in the support of S;
equals the number of polynomials overall in the support of So. Finally, the polynomials S; and Ss
are chosen uniformly at randomly from all polynomials in the support of S; and Ss, respectively.
This implies that the probability that we obtain Z after choosing Sy equals the probability that we
obtain Z after choosing .Ss. [ |

5.4 The Verifiable Secret Sharing Protocol

In the VSS functionality, the dealer inputs a polynomial ¢(z) of degree ¢, and the parties receive
shares of that polynomial. The “verifiable” part is that if ¢ is of degree greater than ¢, then the
parties reject the dealer’s shares and output L. The functionality is formally defined as follows:

Fyss (q(x), A, ..., \) = { E(i(al),m dlen) ioftlier%v(?sizg t

Observe that the secret s = ¢(0) is only implicitly defined in the functionality; it is however well
defined. Thus, in order to share a secret s, the functionality is used by having the dealer first
choose a random polynomial ¢ €g P** and then running Fy ss with input g(z).

We present the protocol of BGW with the simplification of the complaint phase suggested
by [12]; this simplification was suggested in the BGW paper itself. The protocol uses private point-
to-point channels between each pair of parties and an authenticated broadcast channel (meaning
that the identity of the broadcaster is given); the broadcast channel can be implemented using
Byzantine agreement [22, 19]. See Protocol 5.4 for a full specification.

The security of Protocol 5.4. Before we prove that Protocol 5.4 securely computes the Fygg
functionality, we present an intuitive argument as to why this holds. First, consider the case that
the dealer is honest. In this case, an honest party P; only broadcasts a complaint if a corrupted
party sends it incorrect values. However, if this occurs then the dealer will not send a reveal of
the honest party’s polynomials (because its values are correct). Furthermore, if any corrupted
party P; broadcasts a complaint with incorrect values (u,v), the dealer can send the correct reveal
message. In such a case, the check carried out by each honest party P; in Step 5(b)ii will pass
and so every honest party will broadcast good. Thus, at least n — ¢ parties broadcast good (since
there are at least n — t honest parties) and so all honest parties output f;(0) = S(0, ;) = q(v),
by the way the dealer chooses S(z,y). Next, consider the case that the dealer is corrupted. In
this case, the honest parties may receive polynomials that are not consistent with each other; i.e.,
P; and P, may receive polynomials f;(z),g;(y) and fi(z), gx(y) such that either fj(ax) # gr(aj)
or fr(aj) # gj(ax). However, in such a case both parties complain, and the dealer must send a
valid reveal message or no honest party will broadcast good. In order for n — ¢ parties to broadcast
good, there must be at least n — 2¢t =t + 1 honest parties that broadcast good. This implies that
these ¢ + 1 honest parties all received polynomials f;(z) and g;(y) that are consistent with all of
the “fixed” values in the reveal messages. Thus, there are at least t + 1 polynomials f;j(x) that are
consistent with all honest parties and these define a unique bivariate polynomial S(x,y), as proven
in Claim 5.2. We now proceed to the formal proof.
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PROTOCOL 5.4 (Securely Computing Fysg)

e Input: The dealer D = P; holds a private polynomial g(x) of degree at most ¢. The other
parties P, ..., P, have no input.

e Common input: The description of a field F and n specified elements aq,...,a, € F.
e The protocol:

1. Round 1 (send shares) — the dealer:
(a) The dealer selects a uniformly distributed bivariate polynomial S(x,y) € g Bt
under the constraint that S(0, z) = g(z).
(b) For every i € {1,...,n}, the dealer defines the polynomials f;(x) def S(x, ;) and
9i(y) ef S(a;,y). It then sends to each Party P; the polynomials f;(x) and g;(y).
2. Round 2 (exchange subshares) — each party P;:
(a) Store the polynomials f;(z) and g;(y) that were received from the dealer. (If
fi(x) or g;(y) is of degree greater than ¢ then truncate it to be of degree ¢.%)
(b) For every j € {1,...,n}, send f;(a;) and g¢;(c;) to party P;.
3. Round 3 (broadcast complaints) — each party P;:
(a) For every j € {1,...,n}, let (u;,v;) denote the values received from player P; in
Round 2 (these are supposed to be u; = f;(a;) and v; = g;(a)).
If uj # gi(ey) or v; # fi(e;), then broadcast complaint(i, 7, f; (o), gi(c)).
(b) If no parties broadcast a complaint, then every party P; outputs f;(0) and halts.
4. Round 4 (resolve complaints) — the dealer:

(a) Upon viewing a message complaint(é, j,u,v) broadcast by P;, check that u =
S(ey, a;) and v = S(a, o). If the above condition holds, do nothing. Otherwise,
broadcast reveal(i, f;(z), gi(v)).

5. Round 5 (evaluate complaint resolutions) — each party P;:

(a) If P; views two messages complaint(k, j,u1,v1) and complaint(j, k, ug, v9) broad-
cast by P and Pj, respectively, such that u; # v or v1 # ug, then P; checks that
the dealer broadcast the message reveal(k, fi(x), gr(y)) or reveal(j, f;(x), g;(y))-
If the dealer did not broadcast either one of these messages then go to Step 6
(and do not broadcast good).

(b) Upon receiving a message reveal(j, f;(z), g;(y)), truncated to degree ¢ if necessary
as above:

i. If j = 7 then reset the stored polynomials f;(x) and g;(y) to the new poly-
nomials that were received, and go to Step 6 (without broadcasting good).

ii. If j # ¢ then check that f;(c) = gj(o) and g;(a;) = fj(cu). If the above
condition does not hold, go to Step 6 (without broadcasting good).

(¢) Broadcast the message good.

6. Output decision — each party P;: If at least n — ¢ parties broadcast good, output
£i(0). Otherwise, output L.

SIf the parties do not truncate in this case, a corrupted dealer can send consistent polynomials of a higher degree
to all parties, with the result that they will accept shares of a polynomial of degree greater than ¢. This check, that
was not explicitly stated in [3], is therefore critical.
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Theorem 5.5 Lett < n/3. Then, Protocol 5.4 t-securely computes the Fyss functionality in the
presence of a static malicious adversary.

Proof: Let A be an adversary in the real world. We show the existence of a simulator S such that
for any set of corrupted parties I and for all inputs, the output of all parties and the adversary A
in an execution of the real protocol with A is identical to the outputs in an execution with § in the
ideal model. We separately prove the case that the dealer is honest and the case that the dealer is
corrupted.

Case 1 — the Dealer is Honest

In this case in the ideal model, the dealer sends g(z) to the trusted party and each honest party P;
outputs ¢(c;), and never outputs L. Observe that none of the corrupted parties have input and
so the adversary has no influence on the output of the honest parties. We begin by showing that
this always holds in a real execution as well; i.e., in a real execution each honest party P; always
outputs ¢(c;) and never outputs L.

Now, since the dealer is honest, it chooses a bivariate polynomial as described in the protocol
and sends each party the prescribed values. In this case, an honest party P; always outputs either
fj(0) or L. This is due to the fact that its polynomial f;(z) will never be changed; it can only be
changed if a reveal(j, f]‘(x),gj(y)) message is sent with f]’(x) # fj(x). However, an honest dealer
never does this. Thus, it remains to show that P; never outputs L. In order to see this, recall
that an honest party outputs f;(0) = ¢(a;) and not L if and only if at least n — ¢ = 2t + 1 parties
broadcast good. Thus, it suffices to show that all honest parties broadcast good. An honest party
P; broadcasts good if and only if the following conditions hold:

e The dealer resolves all conflicts: whenever a pair of complaint messages complaint(k, ¢, u1,v1)
and complaint(¢, k, ug, v2) were broadcast such that u; # vy and v; # ug for some k and ¢,
the dealer broadcasts a reveal message for ¢, k or both.

e Every revealed polynomial fits an honest P;’s polynomials: whenever the dealer broadcasts
reveal(k, fi(x), gi(y)), it holds that f;(a) = gu(ay) and g;(a) = fi(ay).

e The dealer did not broadcast reveal(y, f;(x), g;(v)).

Since the dealer is honest, whenever there is a conflict between two parties, the dealer will broadcast
a reveal message. This is due to the fact that if u; # v or ug # v1, it cannot hold that both (u,v7)
and (ug,ve) are consistent with S(x,y). Thus, by its instructions, the dealer will broadcast at least
one reveal message, and so condition (1) holds. In addition, it is immediate that since the dealer
is honest, condition (2) also holds. Finally, the dealer broadcasts a reveal(j, fj(x), g;(y)) message if
and only if P; sends a complaint with an incorrect pair (u,v); i.e., P; broadcast (j, k,u,v) where
u # fj(o) or v # gj(oy). However, since both the dealer and P; are honest, any complaint sent
by P; will be with the correct (u,v) values. Thus, the dealer will not broadcast a reveal of P;’s
polynomials and condition (3) also holds. We conclude that every honest party broadcasts good
and so all honest parties P; output f;(0) = ¢q(«; ), as required.

Since the outputs of the honest parties are fully determined and always the same, it remains
to show the existence of an ideal-model adversary/simulator S that can generate the view of the
adversary A in an execution of the real protocol, given only the outputs ¢(c;) of the corrupted
parties P; for every i € I.
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The simulator S:
e S invokes A on the auxiliary input z.
e Interaction with the trusted party: S receives the output values {q(c;)};c;-

e Generating the view of the corrupted parties: S chooses any polynomial ¢'(x) under the
constraint that ¢'(c;) = q(ey) for every i € I. Then S runs all honest parties (including the
honest dealer) in an interaction with A, with the dealer input polynomial as ¢'(x).

o S outputs whatever A outputs, and halts.

We now prove that the distribution generated by S is as required. We begin by observing that
the only information that the corrupted parties view is the set of polynomials { f;(z), g;(y) }icr. This
set is what the dealer/simulator sends the corrupted parties. In addition, all points f;j(c), g;(a;)
sent by the honest parties can be computed by the adversary given the set { fi(x), g;(y) }icr. Finally,
the question of whether an honest party sends a complaint based on the corrupted parties’ messages
can be deterministically determined from the corrupted parties’ messages alone. We stress that
the simulation can be carried out given only this set of polynomials. This is due to the fact that
even if an honest party complains, in the case of an honest dealer, the resolution of the complaint
will involve broadcasting the corrupted party’s polynomials only. Therefore, if the polynomials
{fi(x), 9i(y) }ier in the real protocol execution are identically distributed to those from the simu-
lation (generated by the simulator from ¢'(x)), then the output distributions of the real and ideal
execution are also identical. However, this is exactly what is proven in Claim 5.3. This completes
the proof of the case that the dealer is honest.

Case 2 — the Dealer is Corrupted

In this case, the adversary A controls the dealer. Briefly speaking, the simulator S just plays
the role of all honest parties (recall that all actions of the parties, apart from the dealer, are
deterministic). If the simulated execution is such that the parties output L, the simulator sends
an invalid polynomial (say g(z) = 2!) to the trusted party. Otherwise, the simulator uses the fact
that it sees all shares sent by A in order to interpolate and find the polynomial ¢(z), which it then
sends to the trusted party computing the functionality. We now formally describe the simulator:

The simulator S:
1. § invokes A on its auxiliary input z.

2. S plays the role of all the n—|I| honest parties interacting with A, as specified by the protocol,
running until the end.

3. Let num be the number of (honest and corrupted) parties P; that broadcast good in the simu-
lation:

2

(a) If num < n —t, S sends the trusted party the polynomial q(x) = 2" as the dealer input.

(b) If num > n — t, then S defines a degree-t polynomial q(x) as follows. For every
honest party P; (j ¢ I) that broadcast good in the simulation, S defines the point
(aj, f;(0)). Then, S finds the degree-t polynomial ¢'(x) that passes through all of these
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points (o, f;(0)). (In the analysis below we show that there is exactly one polynomial
fulfilling this.) Finally, S sends ¢'(z) to the trusted party (we stress that this is not
necessarily related to the polynomial q(x) that the dealer — equivalently Py — receives for
input).

4. S halts and outputs whatever A outputs.

Observe that all parties, including the simulator, are deterministic since the only party who
tosses coins in the protocol is the honest dealer (we can assume that A4 is deterministic because it is
computationally unbounded). The concrete outputs of the parties are therefore fully determined;
i.e., every time the protocol is run with A the exact same outputs are obtained, as is the case every
time the simulation with S is run. We therefore show that the (concrete) outputs of the adversary
and the parties in a real execution with A are equal to the outputs in an ideal execution with S.

First, observe that the simulator plays the role of all the honest parties in an ideal execution,
following the exact protocol specification. Since the honest parties have no input, the messages
sent by the simulator in the ideal execution are exactly the same as those sent by the honest parties
in a real execution of the protocol. Thus, the value that is output by A in a real execution equals
the value that is output by A in the ideal execution with S. It remains to show that the outputs
of the honest parties are also the same in the real and ideal executions. Let OUTPUT; denote the
outputs of the parties P; for all j € J. We prove:

Claim 5.6 Let J = [n] \ I be the set of indices of the honest parties. For every adversary A
controlling I including the dealer, every polynomial q(x) and every auziliary input z € {0,1}* for
A, it holds that:

OUTPUT (REALmA(z)?I (q(x), A, ..., A)) = OUTPUT (IDEALp, o s(2).1 (4(2), A, ..., A)) .

Proof: Let A be an adversary, and let ¢(x) be the input polynomial of the dealer. Let & =
(q(x), A, ..., A) (the vector of inputs). We separately analyze the case where some honest party
outputs L and the case where no honest party outputs L.

Case 1: There exists a j € J such that OUTPUTj(REALmA(z)’I(q(Z’), Ay...,A)) = L. We show that
in this case all the honest parties output L in both the real and ideal executions. Let j be such that
OUTPUTj(REALmA(Z)’I(f)) = L. By the protocol specification, an honest party P; outputs L (in
the real world) if and only if it receives less than n —t “good” messages over the broadcast channel.
Since these messages are broadcast, it holds that all the parties receive the same messages. Thus,
if an honest P; output L we have that it and all the honest parties received less than n —t such
“good” messages. Therefore, every honest party outputs L.

We now claim that in the ideal execution, all honest parties also output L. The output of the
honest parties in the ideal execution are determined by the trusted third party, based on the input
sent by S. Thus, all honest parties output L if and only if S sends 2% to the trusted third party.
As we have mentioned, the simulator S follows the instructions of the honest parties exactly in the
simulation. Thus, if in a real execution with A it holds that less than n —t parties broadcast good,
then the same is also true in the simulation with S. (We stress that exactly the same messages
are sent by A4 and the honest parties in a real protocol execution and in the simulation with S.)
Now, by the instructions of S, if less than n — t parties broadcast good then num < n —t and S
sends ¢(z) = 2% to the trusted party. We conclude that all honest parties output L in the ideal
execution as well.
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Case 2: For every j € J it holds that OUTPUT; (REALW,A(Z),I(f)) # L. By what we have discussed
above, this implies that in the simulation with S, at least n — ¢ parties broadcast good. Since
n > 3t + 1 this implies that at least 3t + 1 — ¢ = 2t + 1 parties broadcast good. Furthermore, since
there are at most ¢ corrupted parties, we have that at least ¢ + 1 honest parties broadcast good.
Recall that an honest party P; broadcasts good if and only if the following conditions hold:

e The dealer resolves all conflicts.
e Every revealed polynomial fits P;’s polynomials.

e The dealer did not broadcast reveal(y, f;(x), g;(v)).

Let K C [n] be a fixed subset of ¢ + 1 honest parties that broadcast good (it is possible that
more than ¢ + 1 honest parties broadcast good; in such a case we take the t + 1 honest parties
with the smallest indices). For each of these parties the above conditions hold. Thus, there exists
a set of ¢ + 1 pairs of polynomials {fi(x), gx(¥)} ek such that for every k,¢ € K it holds that
fr(ar) = ge(ay). Taking the ¢ + 1 distinct points {ax}rex, we can apply Claim 5.2 that states
that there exists a unique bivariate polynomial S such that S(z,ar) = fi(x) for every k € K.
The simulator S defines ¢/(x) to be the unique polynomial that passes through all of the points
(ak, f1(0)). Given the uniqueness of the bivariate polynomial S, an equivalent way of defining the
polynomial ¢/(z) that S sends to the trusted party is via the points (ag, S(0,ax)). Since S sends
¢'(z) to the trusted party in an ideal execution, we have that all honest parties P; output ¢’(;) in
an ideal execution. We now prove that the same also holds in a real protocol execution.

We stress that the polynomial ¢/(z) is defined as a deterministic function of the transcript of
messages sent by A in a real or ideal execution. Furthermore, since the execution is deterministic,
the exact same polynomial ¢’(z) is defined in both the real and ideal executions. It therefore
remains to show that each honest party P; outputs ¢/(c;) in a real execution. We first observe
that any honest party Py for k € K clearly outputs ¢'(«y). This follows from the fact that by the
protocol specification, each party P; that does not output L outputs f;(0). Thus, each such Py
outputs fx(0). We have already seen that ¢'(x) is the unique polynomial that passes through the
points (ag, f£(0)) and thus ¢/(ax) = fi(0) for every k € K.

It remains to show that every honest party P; for j ¢ K also outputs ¢(c;). Let Fj(z) and
Gj(x) be the polynomials that P; holds at the end of the computation (note that these polynomials
may be different from the original polynomials that P; received from the dealer at the first stage).
We stress that this party P; may or may not have broadcast good, and therefore we cannot rely on
the conditions above. However, for every party P (k € K) who broadcast good, we are guaranteed
that the polynomials f(x) and gx(y) are consistent with the values of the polynomials of P;. That
is, it holds that fi(o;) = G(ay) and gi(cj) = Fj(oy). This follows from the fact that all conflicts
are properly resolved (and so if they are inconsistent a reveal message must have been sent to make
them consistent). This implies that for ¢t + 1 points k € K, it holds that Fj(oy) = S(au, ;). Now,
since Fj(z) is a polynomial of degree ¢ (by the truncation instruction; see the protocol specification),
it follows that Fj(xz) = S(x, ;). Thus, F;(0) = S(0, ;) and we have that P; outputs S(0, ¢;).
This completes the proof because ¢'(c;) = S(0, @), as described above. [ |

H

This completes the proof of Theorem 5.5.

Efficiency. We remark that in the case that no parties behave maliciously in Protocol 5.4, the
protocol merely involves the dealer sending two polynomials to each party, and then each party
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sending two field elements to every other party. We stress that when a secure broadcast protocol
is used, all parties need to wait in round 3 the appropriate number of rounds in order to be sure
that no party indeed broadcast a complaint; however, no messages need to be sent. Thus, using a
broadcast that requires ¢ + 1 rounds, we have that in the “good” case where no one attempts to
cheat, Protocol 5.4 runs in ¢t + 3 rounds, and each party just needs to send and receive 2n field
elements (beyond the 2 polynomials sent by the dealer to every party).

6 Multiplication in the Presence of Malicious Adversaries

In this section, we show how to securely compute shares of the product of shared values, in the
presence of a malicious adversary corrupting any ¢ < n/3 parties. We use the simplification of
the original multiplication protocol of [3] that appears in [14]; this simplification is described in
detail in Section 6.4. As in the semi-honest case, the multiplication protocol works by having the
parties compute a linear function of the product of their shares. The main problem and difficulty
that arises in the case of malicious adversaries is that corrupted parties may not input the correct
values. Since the local product of shares of degree-t polynomials define a polynomial of degree-2t,
there is not enough redundancy to correct such errors.
The solution to this problem is as follows:

1. The parties first distribute shares of their inputs shares (on each wire) to all other parties,
in a verifiable way. Observe that the input shares are from a degree-t polynomial. There
is therefore enough redundancy to correct errors and so any incorrect values provided by
corrupted parties are corrected. This operation is carried out using the F‘iqubgha’“e functionality,
described in Section 6.1.

2. Next, each party distributes shares of the product of its two input shares. Since all other
parties already hold shares of the individual input shares, it is possible for them to verify that
the shares received now are on a degree-t polynomial with the appropriate free coefficient.
This operation is carried out using the F&ngg functionality, described in Section 6.3. We
remark that in order to compute F‘ng, we need to use another functionality called F,,,; that

is first defined and constructed in Section 6.2.

3. Finally, after the previous step, all parties verifiably hold degree-t shares of the product of the
input shares of every party. This enables them to multiply easily, using the method of [14].
This is the final multiplication protocol and it is described in Section 6.4.

6.1 The F3ubshore Functionality for Sharing Shares

subshare

Defining the functionality. We begin by defining the Fy/'¢’s functionality. Informally speak-
ing, this functionality is a way for a set of parties to verifiably give out shares of values that are
themselves shares. Specifically, assume that the parties Pi,..., P, hold values f(aq),..., f(an),
respectively, where f is a degree-t polynomial. The aim of the parties is for each to share its share
f(ay) with all other parties. In the semi-honest setting, this can be achieved simply by having
each party P; choose a random polynomial g;(x) with free coefficient f(a;) and then send each P;
the share g;(;). However, in the malicious setting a number of problems may arise. First, we
must ensure that the corrupted parties choose polynomials g;(x) of degree-¢; this can be solved
using VSS. Second, we must ensure that a corrupted party P; uses a polynomial g;(x) with the
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correct free coefficient f(«;), where f(x) is the degree-t polynomial defined by the honest parties’
inputs (we stress that since there are more than ¢ honest parties, the free coefficients of their input
polynomials fully determine f(z)). This is much more problematic, and is the main challenge in
implementing this functionality. We remark that in the case that a corrupted party P; does not
provide a valid input (i.e., it does not input a degree-t polynomial g;(x) such that ¢;(0) = f(a)),
the functionality defines a new polynomial g.(z) which is the constant polynomial g}(x) = f(c) for
all z, and uses this in place of g;(z) in the outputs. In addition, the corrupted parties may choose
their input polynomials after seeing shares of g;(x) for j ¢ I. Nevertheless, this suffices for its use
in the BGW protocol. Therefore, we explicitly define the functionality so that this is allowed. This
requires a definition of a reactive functionality; see Section 2.2.

FUNCTIONALITY 6.1 (The reactive Fgushere functionality)

1. The Fgubshare functionality receives the inputs of the honest parties {f; }igr- Let f(x) be
the unique degree-t polynomial determined by the points {(c, 8;)};¢ 7.8

2. Forevery j ¢ I, F ‘S/%bgh”e chooses a random degree-t polynomial g;(x) under the constraint
that gJ(O) = Bj = f(Olj).
Fyubshare sends shares {g;()}j¢r.ier to the (ideal) adversary.

3. Fgubshare peceives polynomials from the corrupted parties {g;(z)}icr; if a polynomial g;(z)
is not received, then Fgbshare sets g;(z) = 0.
4. Fgubshare determines the output polynomials ¢i(z), ..., gl (x):
(a) For every j ¢ I, Fy'dshere sets g)(z) = g;(x).

(b) For every i € I, Fgtbshare checks that g;(0
sets gi(x) = gi(z). Else, it sets gi(z) = f(
equalling f(«;) everywhere.

) = f(ay) and that deg(g;) = t. If yes, it
a;); i.e., gi(x) is the constant polynomial

5. Fgubshare sends the polynomial g},(z) and the shares (g} (ax),...,d,(ax)) to party Py, for
every k=1,...,n.

Background to implementing F‘S}"gbs“*h“”e. Let G € FOHDX" he the generator matrix for a
(generalized) Reed-Solomon code of length n = 3t + 1, dimension k = ¢+ 1 and distance d = 2t + 1.

In matrix notation, the encoding of a vector @ = (aq, ..., a;) € F'*! is given by @ - G, where:
1 1 ... 1
G d:ef 04'1 Qg ... Qp
ol ab ... af

Letting f(z) = 22:0 ag - ' be a degree-t polynomial, we have that the Reed-Solomon encoding of
a is the vector (f(a1),..., f(an)). Let H € F#*" be the parity-check matrix of G; the matrix is of

51f not all the points lie on a single degree-t polynomial, then no security guarantees are obtained. Formally, this
is achieved by defining that in this case the functionality sends the inputs of the honest parties to the corrupted
parties, and sets the output of the honest parties to be whatever the adversary desires. In this way, any protocol is
secure in this “bad case”. From now on we just ignore this case, since in all uses of the functionality we have that all
of the honest parties’ points lie on a single degree-t polynomial.
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the form:

1 1 1
(%] 0
aq a9 e Qp
w=| % A I (10)
a%iil a%iil .. 04721;_1 0 Un
for non-zero values vy, ..., v, such that G- HT = 0. The syndrome of a word ¢ € F" is given by

S(§) =4 - H' € F?. A basic fact from error-correcting codes is that for any y = @- G, S(i) = 0%.

The protocol. In the protocol, each party P; is instructed to choose a random polynomial g;(z)
under the constraint that g;(0) = f(a;), as in the simple semi-honest protocol described above.
The parties then share the g;(x) polynomials using Fygg; unlike the semi-honest case, corrupted
parties may share polynomials g;(x) with arbitrary free coefficients. Now, let ¢ € F" be the vector
(Wis---,Yn) = (91(0),...,9,(0)). For all honest parties P; it is guaranteed that g;(0) = f(a;),
whereas there is no guarantee regarding the values g;(0) for corrupted P;. It follows that ¢/ is a word
that is at most distance ¢ from the vector (f(c1),..., f(ay)) which is a Reed-Solomon codeword of
length n = 3t 4+ 1. Thus, in principle, it is possible to correct the word 4 using Reed-Solomon error
correction. Since the protocol cannot reveal the actual values f(«;), this error correction is carried
out from the shares themselves. Specifically, in the protocol, the parties compute the syndrome
S(7) from their shares. The crucial observation is that since the computation of the syndrome
is just matrix multiplication, it is a linear function. Therefore, shares of the syndrome can be
computed locally from shares of the points y1,...,yn. Furthermore, as is shown in the proof, the
syndrome itself can be computed by adversary in the ideal model. Thus, the parties can all send
their shares of the syndrome to all other parties, enabling each to reconstruct the syndrome S(%).
This then enables the parties to run the Reed-Solomon error-correcting procedure and obtain the
error vector (the error vector € = (ey,...,ey,) is such that for every i, y; —e; = f(«y;)); we remark
that the error vector can be computed from the syndrome alone. This error vector then provides
the honest parties all the information that they need to compute the output. Specifically, if ¢; = 0,
then this implies that P; used a “correct” polynomial g;(z) for which ¢;(0) = f(w;), and so the
parties can just output the shares g;(;) that they received in the Fygg sharing at the onset. In
contrast, if e; # 0 then the parties know that P; is malicious, and can all send each other the shares
gi(cj) that they received in the Fygg sharing. This enables them to reconstruct the polynomial
gi(x) and compute ¢;(0) — e; = f(a;). Thus, they obtain the actual share of the corrupted party,
as required in the functionality definition. See Protocol 6.3 for the full specification.

Theorem 6.2 Lett < n/3. Then, Protocol 6.3 t-securely computes the F‘iqgjgha’"e functionality in
the Fygs-hybrid model, in the presence of a static malicious adversary.

Proof: Intuitively, the simulator S that we construct receives the outputs {g; (i) }jqr for every
1 € I and sends these to the real adversary A as its output from each Fy gg invocation with the
honest P; as dealer. It then receives the polynomials {g;(z)}icr as the corrupted parties’ inputs to
the Fy gg invocations in which a corrupted P; plays dealer; S sends these polynomials to the trusted
party computing F{‘}’g’gh“m. Finally, S receives back the outputs of the corrupted parties, and uses
these outputs to generate the messages that the real adversary A would receive from the honest
parties in a real execution of Protocol 6.3. The main challenge is to show how S can compute the

syndrome values correctly from the corrupted parties’ input/output values.
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PROTOCOL 6.3 (Securely computing F“"’;g%i‘h”e in the Fygs-hybrid model)

e Inputs: Each party P, holds a value §;; we assume that the points (aj,3;) for every
honest P; all lie on a single degree-t polynomial (see the definition of Fé%%hme above and
Footnote 6).

e Common input: The description of a field F and n specified elements aq, ..., «, € F.

e The protocol:

1. Each party P; chooses a random degree-t polynomial g;(x) under the constraint that
9:(0) = B;, and invokes the Fygg functionality as dealer with g;(z) as its private
input.

2. At the end of this stage, each party P; holds the values g1 (), ..., gn(a;). If any value
is missing (or equals L), P; replaces it with 0.

3. For every r =1,...,2t, each party P; computes:

Se(ai) = Y grla) - g - ()™
k=1

Observe that S,.(0) = s,., the rth value in the syndrome of the word (g1 (0), ..., g,(0)).
4. Each party P; sends S,(o;) for every (1 <r < 2t) to every P; (1 <j <n).

5. At this stage, each party Py holds S,.(ay),..., S () for every r = 1,...,2¢ (if any
value is missing, it replaces it with 0). P; uses the Reed-Solomon decoding procedure
(with d = 2t 4 1) to reconstruct the polynomial S,(z) for every r =1,...,2¢t.

6. Let s, = S,.(0) and define the syndrome to be § = (s1,...,s9). Each party locally
runs the Reed-Solomon decoding procedure using § only, and receives back an error
vector €= (e1,...,€en).

7. For every k such that e, = 0: each party P; sets g}, (ow) = g ().
8. For every k such that e # O:
(a) Each party P; sends gi(a;) to every P;.

(b) Each party P; receives gi(ay),. .., gr(ay); if any value is missing, it sets it to 0.
P; runs the Reed-Solomon decoding procedure on these values to reconstruct
gr(x).

(c) Each party P; computes gx(0), and sets gj.(o;) = gx(0) — ey (which equals f(oy)).
9. P, outputs g;(z) and g} (a;),. .., g, (a;).

We now proceed to provide a full description of the simulator.

The simulator S:

1. S invokes A with its auxiliary input z.

Fsubshare

2. S receives the values {gj(ai)}jgg;ie[ from the trusted party computing Fy'¢s

3. For everyi €I and j ¢ I, the simulator S simulates the honest party P; sending g;(c;) to P;
(where gj(cy) is the appropriate value received from F‘S/fqbgh”e in the previous step).
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4. For every i € I, the simulator S receives from A the polynomial g;(x) that A sends as input
to the Fygs functionality with P; as dealer. If deg(g;(x)) >t or was not sent by A, then S
replaces it with the constant polynomial g;(x) = 0.

5. For every i € I, S instructs party P; in the ideal model to send g;(x) to F{“}g’gh”e.
6. S receives back outputs gi(z) and (¢i(e), ..., g,(a;)) for everyi € I.

7. S generates the messages of the honest parties: S uses the outputs that it received in order
to generate the view that A would have in a real execution. It does this, according to the
following steps:

(a) Construct the error vector € for decoding:
o Forevery j €1, S sets e[j] =0.
o For everyt € I:
o If gi(x) = gi(z), then S sets e[i] = 0 (recall that g}(x) is part of the output
received by S and g;(x) is the input used by A to Fygg)

o If gi(x) # gi(x), then S sets e[i] = g.(0) — gi(0) (note that e[i] = f(a;) — ¢i(0)
because, by the definition of F‘iqgl’§hare, in this case gj(x) = f(oy) is a constant
polynomial)

(b) Compute the syndrome: S computes (s1,...,s2) = S(€) = &- H', where H is the
parity-check matriz of the code, as described above.

(¢) Find the polynomials S,(x): For every r = 1,...,2t, § chooses a random polynomial
Sy(x) of degree t such that:

i. Sp(0) = s;; the rth value of the syndrome
ii. For everyi € I, Sp(a;) =Y p_q ge(i) vk - (ag) "t

Observe that if |I| = t then the constraints define t + 1 points and so the polynomial
Sy(x) is fully determined.

8. Send the messages that honest parties would send:

a) For every j € I, S simulates P; sending S1(«;), ..., S (a;) to all parties.
J J J

(b) For every i € I for which eli] # 0 and every j ¢ I, S simulates P; sending g;(c;) to all
parties.

We remark that S must compute the actual syndrome (and not just shares of it), because the
parties all receive the reconstructed polynomials S, (x) in the protocol, for r = 1,...,2t. The idea
behind the way that S constructs the syndrome is based on the fact that the syndrome of any
word equals the syndrome of the error vector. Since S can compute the error vector exactly (it
knows that there is no error for every j ¢ I and it can check if g}(x) = g;(z) for every i € I), S
can compute the syndrome of the word correctly. This enables it to then generate the appropriate
distribution, as described. We now prove that for every I C [n]| with || < t:

HYBRIDZVSS (&

IDEAL psubshar z } = { } .
{ Fggghere5(,1(F) 2€{0,1}*;7€F™ mA(),1 () 2€{0,1}*;7F™
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We first show that the outputs of the honest parties are distributed identically in the real and
ideal executions. Then, we show that the view of the corrupted parties, given the output of the
honest parties, is distributed identically in the real and ideal executions. This implies that the joint
distribution of the outputs of all parties in the real and ideal executions are identical.

The honest parties’ outputs. In a real protocol execution, each party P; distributes shares of
its chosen polynomial g;(z), using the Fy gs functionality. Then, each party P; locally computes
the values Si(a;j),. .., So(a;), where for each r = 1,...,2¢ it holds that:

Se(x) = grl@) - ve - ()" (11)
k=1

Note that although each honest party P; computes S, («;) locally, they all compute relative to the
same polynomial S,(z). This is guaranteed since the gx(x) polynomials are shared using Fygg.
Thus, there exist degree-t polynomials gi(x),. .., gn(z) such that every honest party P; receives
{9k (@) }refn) (or L in which case all honest parties uses the share 0).

After each P; locally computes the S,(c;) values, the parties all send these values to each

other, and each party locally reconstructs the polynomials Sy (z), ..., Set(x). Observe that since all
the polynomials g;(z) are of degree ¢, the shares S,(«;) are from a polynomial of degree ¢t. Thus,
for every r = 1,...,2t, each honest party holds a vector (o},...,0") where for every j ¢ I it is

guaranteed that o7 = S,(a;). Stated differently, each honest party holds a word that is at most
distance t from a Reed-Solomon codeword (S,(a1),...,Sr(ay)) of length n = 3t 4+ 1. Thus, using
the Reed-Solomon decoding procedure, each honest party obtains the same polynomial S, (z), as
defined in Eq. (11).

Next, each honest party computes s, = S,(0) and constructs the vector (si,...,s2). Let
7 = (91(0),...,9,(0)). We now claim that the syndrome S(%) = 5 - HT of 4 is exactly the vector
(s1,...,82:). In order to see this observe that by Eq. (10) the rth element of S(7) equals >";_; gx(0)-
vy, - (ag)" "1, which is exactly S,(0) as defined in Eq. (11). Under the assumption (see Footnote 6)
that there exists a degree-t polynomial f(z) such that for every j ¢ I it holds that ¢;(0) = f(«oy),
we have that 7 is at most distance ¢ from the Reed-Solomon codeword (f(a1), ..., f(ay)). Thus, it
is possible to efficiently compute the error vector (eq,...,e,) from the syndrome (sq,...,s9). By
definition, this error vector has the property that for every k, yr — e, = f(ax). Equivalently, we
have that for every k € [n],

gr(0) —ep = f(ag).

We are now ready to analyze the output distribution of the honest parties in the real and ideal
executions. Clearly, the polynomial gg(x) output by every honest party P; is distributed identically
in the real and ideal executions, because in each case g;(x) is a random polynomial with free
coefficient 3; = f(a;) and it always holds that gi(z) = g;() for an honest P;. We now proceed
to analyze the distribution over the shares (¢}(c;), ..., g, (®;)) received by every honest P;. We
separately consider the shares g; (a;) where Py is honest and where Py, is corrupted:

For every honest party Py (k ¢ I) we have that by our assumption ¢;(0) = f(ay). Therefore,
yr = gx(0) is a correct element in the codeword and e; = 0. Thus, every honest party P; sets
95.(oj) = gi(a;). Furthermore, by the protocol specification, honest party Py chose g;(0) to be a
random polynomial with free coefficient f(ag). Thus, the polynomial g; (z) and values {g;,(aj)}per
output by an honest P; are identically distributed to these analogous values in the output generated

42



by the trusted party computing F@g@hwe (since Féféﬁhwe chooses the g (z) polynomials for honest
Py in the same way).

We now proceed to consider the values g; (a;) for corrupted Py, (k € I). There are two cases,
depending on the value of e;. We stress that since the Reed-Solomon decoding can correct up to ¢
incorrect values, each honest party obtains the same polynomials Sy (z),...,So(x). Thus, all the
honest parties obtain the same value of e;. We have the following cases:

1. Case 1 — e = 0: By the property of the error vector, this implies that gx(0) = f(ax). Thus,
in the ideal model, the trusted party computing F5%@shere sets g () = gi(z) and each honest
Pj receives the share g) (a;). (This holds as long as g(z) is of degree ¢. If gy(x) is not of
degree t, then the output share of each P; determined by F{%’Léha’”e for every P; is the constant
value f(ag). In contrast, in the real execution, if gx(x) is of degree greater than ¢, the output
from the Fygg execution in the protocol is L to each honest party. Thus, the honest parties
all set their values to 0 and so gx(z) is taken to be the constant polynomial gx(x) = 0. Since
we are in the case that e = 0 this implies that f(a) = 0. Thus, in the real model each
honest party P; outputs g; («j) = 0, which is the same as the ideal model because f(aj) = 0.)

2. Case 2 — e, # 0: In this case, each honest party P; sends gi(;) to all others. The parties then
reconstruct the polynomial gx(z). As before, since gi(z) is distributed using Fygg, we are
guaranteed that the honest parties hold correct shares and therefore there are at least 2t + 1
correct shares of the polynomial gi(z). Thus, the Reed-Solomon error correction procedure
will result in the exact polynomial gi(x). All honest parties then output the same fixed value
91(0) — eg. Since gi(0) — er = f(ay), it follows that all honest parties output the same value
f(ax). Now, since ex # 0 it follows that gx(0) # f(cu) and so in the ideal model, Fubshare
sets g;.(x) = f(ag). This implies that, exactly as in a real execution, all honest parties output
the same value ay.

The adversary’s view. We now show that the view of the adversary A is identically distributed
in the real and ideal executions, given the outputs of the honest parties. Fix {g}(:{:)}ﬁ ; and
{95.(aj)}jgr;kem) as the output of the honest parties in the real and ideal executions; i.e., honest
party P; receives gi(z) and (g1(a;),...,g,(c;)). Note that the output of the honest parties de-
termines all of the polynomials, including ¢/(x) for i € I; this is due to the fact that the honest
parties’ outputs include more than t shares of each of these polynomials.

In the first step of the protocol, the parties choose random degree-t polynomials g;(z) such that
g9j(0) = Bj. As we have shown above, in a real protocol execution it holds that g;(z) = g;(z) for
every honest party P;. Thus, the shares {g;(c)}c 1;j¢1 received by the corrupted parties as output
from the Fy gg sharing step in the protocol are computed from the polynomials {g; (w)}¢r which
are fixed here from the given honest parties’ output. Likewise, in the ideal simulation by &, the
shares received by A as output from the Fy gg step are exactly those that S received from Ff/g’gh”e
as output, which are computed from the polynomials {g;(z)};¢;. Thus, when conditioning on
the output of the honest parties, the shares received by the corrupted parties in a real protocol
execution and in the simulation by S are exactly the same. (We stress that there is no randomness
here; the values are exactly the same and not just distributed identically.)

In the next step of the protocol, the parties all send shares of the polynomials Si(x), ..., So(z).
In the simulation by S, the polynomials S,(z) are computed differently and we therefore have to
show that they have the same distribution. In the protocol, the parties compute and send the
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shares Sy(a;) = Y 7_; gr() - vk - (o))" "1, and then reconstruct the polynomials:

Sr(x) =Y gr(x) - vy, - ()"
k=1

As we have seen, for every r = 1,...,2t it holds that S,(0) = - H. Furthermore, by the property
of the error vector in error-correcting codes it holds that €- H = - H and so S,.(0) = €- H. Thus,
the error vector € computed by S (by setting e[i] = f(a;) — gi(0) for every i € I) yields exactly
the same syndrome string (s1, ..., Sot) as that computed by the honest parties in a real execution.
Note that S generates (s1, ..., s2) from € whereas the honest parties compute € from (sq,..., s2).
There are two cases:

1. Case 1 — [I| = t: In this case, the syndrome (s1,...,s2) and the values {S(a;)}icrre[2),
which can all be computed by S, fully determine the polynomials Si(x), ..., So:(z). Further-
more, these values are all fully determined from the polynomials {g;(x)};cs sent by A in the
Fygss step and by the polynomials {g}(x)}jgl in the output of the honest parties. Since the
values received by A in the first step of the simulation are identical in the real and ideal execu-
tions (conditioned on the honest parties’ outputs), it follows that the polynomials {g;(x)}icr
and {gj(z)};¢; are identical, and so the polynomials Si(x),...,Sa(z) are also identical in
the real and ideal executions. We therefore conclude that the view of A in a real execution is
identical to its view in an ideal execution (where both are conditioned on the outputs of the
honest parties). We stress that in this case, the views are identical in the sense that the string
generated by S contains the exact same messages that A would receive in a real execution.
This is because when |I| = ¢t and the honest parties’ outputs are fixed, there is no randomness
at all.

2. Case 2 — |I| < t: In this case, for every r = 1,...,2¢, S chooses a random polynomial S, (x)
of degree-t such that S,(0) = s, and for every i € I, Sy(a;) = > p_; gr(cs) - vk - (a)" L.
In contrast, in a real execution, S,(x) is computed also from points S, («;) for some j ¢ I.
Specifically, in order to fully determine S, (z), it is necessary to add ¢t —|I| points («;, Sy(;)).
Furthermore, S, () is a function of gx(a;) for every k € [n] and in particular for the unknown
gr(oy) with k ¢ I. Thus, S,(x) is determined by ¢ — |I| additional points («;, gi(cy;)) for
every k ¢ I (i.e., for each of these k, we need (o, gr(cy)) for t — |I| different values of
j ¢ I). However, by Corollary 3.6, we have that for £ ¢ I the values gy(ca;) are uniformly
distributed.” This implies that S, (a;) is uniformly distributed, and so the distribution over
the polynomials S, (x) chosen by S in the simulation is identical to those computed in a real
protocol execution.

The proof is concluded by noting that as long as the S, (x) polynomials are correctly distributed
and the error vector € is correct, the messages sent by S are exactly the same as those sent by the
honest parties in a real protocol execution. [ ]

" Actually, Corollary 3.6 refers to the case that none of the points are given, and here |I| out of the ¢ are given.
Nevertheless, it trivially follows when conditioning on some of the points because the random variables in the corollary
are independent.
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6.2 The F,,, Functionality for Evaluating a Shared Polynomial

In the protocol for verifying the multiplication of shares, the parties need to process complaints
by evaluating shared polynomials at the point of the complaining party. Specifically, given shares
flaa),..., f(ay), of a polynomial f, the parties need to compute f(«y) for a predetermined k,
without revealing anything else. We begin by formally defining the functionality; the functionality
is parameterized by an index k that determines at which point the polynomial is to be evaluated.

FUNCTIONALITY 6.4 (The F*

o functionality)

1. The F* , functionality receives the inputs of the honest parties {3; }i¢r- Let f(x) be the
unique degree-t polynomial determined by the points {(«a;, 8;)},¢r. (If not all the points lie

on a single degree-t polynomial, then no security guarantees are obtained; see Footnote 6.)

2. The functionality F¥

" Sends the output pair (f(ou), f(ax)) to every party P;, for i =
1,...,n.

Equivalently, in function notation, we have:

ot (B0 8a) = (((Flan), flan))s- . (Flan), Flon)

where f is the result of Reed-Solomon decoding on (fi,...,3,). We remark that although each
party P; already holds f(«a;) as part of its input, we need the output to include this value in order
to simulate in the case that a corrupted party has incorrect input. This will not make a difference
in its use, since f(a;) is supposed to be known to P; in any case.

Background. The parties’ inputs are a vector § def (B1,--.,Bn) where for every j ¢ I it holds
that 8; = f(a;). Thus, the parties’ inputs are computed by

B=Vzf,

where V3 is the Vandermonde matrix, and f is the vector of coefficients for the polynomial f(x).
We remark that f is of length n, and is padded with zeroes beyond the (¢ 4+ 1)th entry. Let
ay = (1, ax, ()2, ..., (ax)" ') be the kth row of Vz. Then the output of the functionality is

—

flag) =ag - f.

We have:

G F=dp (Vi Va) = (- Vi) (Va-f) = (G- Vi) - B
and so there exists a vector of constants (dy, - V&*l) so that the inner product of this vector and

the inputs yields the desired result. In other words, ny o 18 simply a linear function of the parties’
inputs.

The protocol. Since F ekv o is simply a linear function of the parties’ inputs, it can be computed
by each party sharing its share and then locally computing the function on the shares. The result
is that each party P; holds a share ¢; of a polynomial whose free coefficient is the result f(ay).
Thus, the parties can now simply send their §; shares and reconstruct the resulting polynomial.
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In order to prevent malicious parties from cheating, the F"}lg’gh“m functionality is used in order
to share the shares. Then, the reconstruction in the last stage is carried out using Reed-Solomon
decoding; this ensures that ¢ < n/3 malicious parties cannot affect the result. See Protocol 6.5 for
the full description.

PROTOCOL 6.5 (Securely computing FX , in the Fg5sheme-hybrid model)

eva
o Inputs: Each party P; holds a value j3;; we assume that the points (a;, 3;) for every honest
P; all lie on a single degree-t polynomial f (see the definition of FX , above and Footnote 6).
e Common input: The description of a field F and n specified elements aq,...,a, € F.
e The protocol:
1. The parties invoke the F‘S/gbgh”e functionality with each party P; using f; as its private
input.
2. At the end of this stage, each party P; holds g; (), .., gn(@;), where all the g;(x) are
of degree t, and for every i, ¢;(0) = f(o).

3. Each party P; locally computes: H(o;) =Y ,_; ve-ge(c;), where (y1,...,7,) = dk- Vo{l.
Each party P; sends H(a;) to all P;.

4. Upon receiving (H(ev), ..., H(ay,)), each party runs the Reed-Solomon decoding proce-
dure and receives (H(a1), ..., H(ay)). It then reconstructs H(z) and computes H(0).

5. Each party P; outputs (53;, H(0)).

We have already provided the motivation behind the security of the protocol; we therefore
proceed directly to the proof of security.

Theorem 6.6 Lett < n/3. Then, Protocol 6.5 t-securely computes the Fekwl functionality in the
F{%’gh”e—hybrid model, in the presence of a static malicious adversary.

Proof: Intuitively, the simulator just sends random shares for the outputs that the corrupted
parties expect to receive from the F{Zlg’gha’"e executions when the dealer is honest (when the dealer
is dishonest, the simulator just answers exactly as F‘S/fsf’ghare would). Then, the simulator simulates
the sending of shares of a random polynomial H'(x) with free coefficient f(cy), which it received
as output from Fekval, and which agrees with the adversary’s view (i.e., equals Y, ;v - ge(c;) at
«;, for every i € T). The formal description follows:

The simulator S:
1. S invokes A with the auxiliary input z.

2. S receives from the trusted party the output values {(f(u), f(ag))},cr; observe that the cor-
rupted parties provide no input to Ffml.

3. S simulates the F“%’gh‘”e nvocations:

(a) For everyj & I, S chooses uniformly at random a polynomial qg (x) from PY*, and sends
A the values {qé(az)} 1ol as the corrupted parties’ outputs of the first phase in the
1el,)
F{?g’gh”e; recall that Ff,“é’ghm'e s a reactive functionality.
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(b) S receives from A the inputs {q;(x)},c; of the corrupted parties to F‘S}L‘gbkéhare. If A did
not reply with some polynomial q;(xz), then S sets ¢.(x) = 0.

(c) For every i € I, S checks that deg(q;) = t and ¢;(0) = f(ay). If this check fails, S
sets ¢j(x) = f(oy), where f(oy) is part of the output received by S from Fekval (i.e, this
stmulates the case where Ff}%{gh”e functionality rejects the polynomial q;(x) and sets the
output to be the constant polynomial equalling f(c;) everywhere).

subshare
SS :

(d) S simulates each corrupted party P; receiving output g;(x) and {qy(c;)} e from Fy
4. S simulates the sending of the shares H(oy):

(a) S selects a random polynomial H'(x) of degree t under the constraint that:
e The free coefficient of H'(x) is f(ag); i.e., H'(0) = f(ag).
e H'(z) passes through the points that the corrupted parties hold. That is, for every
i € I it holds that H'(a;) = > 1 Ve - qplcv).
(Observe that if |I| = t, then the above constraints fully determine H'(z).)
(b) For every j ¢ I, S simulates honest party P; sending the value H' ().

5. S outputs whatever A outputs and halts.

We now prove that for every I C [n], such that |I| <t,

. subshare
— VSS
{IDEALFckval’S(z)’l’s('z)’l(5)}EGF",ZG{O,l}* = {HYBRIDW,A(z),I (ﬁ)}EE]F",ZE{O,l}* .

We begin by showing that the outputs of the honest parties are distributed identically in the ideal
world and in the protocol execution in the F‘i%f’gh“’"e—hybrid model. Then, we show that the view
of the corrupted parties is distributed identically, when the output of the honest parties is given.
This implies that the joint distributions are identical.

The honest parties’ outputs. We analyze the distribution of the output of the honest parties.
Let the inputs of the honest parties be shares of the degree-t polynomial f(z). Then, in the ideal
world the output of the each honest party P; is (f(«;), f(ag)); i.e., the output of each party is a
deterministic function of the inputs of all honest parties.

In the protocol execution in the F{}?@h”e model, again when the inputs of the honest parties are
shares of a degree-t polynomial f(z), the F{"}g’gh”e functionality guarantees that the shares obtained
by each party are gi(a;),...,gn(a;) where for every £ = 1,...,n it holds that g,(0) = f(ay) and
deg(ge) = t. In the protocol each honest party locally computes share of the polynomial

L H(z) =y -g1(z) + ...+ 70 gn(2),
for which it holds that

H(O) =N ’91(0)+""7n'gn(0) =N 'f(al)_’_""f_'}/n'f(an) :f(ak)'

Thus, the F‘ig’gh”e functionality guarantees that the free coefficient of the polynomial H(x) is the
correct output. In addition, it guarantees that each polynomial g;(x) is of degree ¢, in turn implying
that H(x) is also of degree t. Therefore, after the parties send their shares in the final stage, each
honest party holds at least 2¢ 4 1 correct shares of the degree-t polynomial H (x). This implies that
the Reed-Solomon error correction procedure yields the correct codeword, irrespective of the values
sent by the corrupted parties. Thus, each honest party obtains the correct polynomial H(z) and
outputs the value H(0) = f(ax). We conclude that the exact values output by the honest parties
in a protocol execution are identical to those output by the honest parties in the ideal model.
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The adversary’s view. We now show that the view of the adversary is identical in the hybrid
and the ideal executions, given the output of the honest parties. (In fact, since the output of the
honest parties is a deterministic function of their inputs, this is the same as conditioning on the
inputs.) We separate the protocol into three phases: in the first phase the adversary receives shares
from the F{‘}“Sbgh“’"e functionality; in the second phase the adversary sends its polynomials to the
F{?@Sh”e functionality and receives back the corrected polynomials from F{j%bghm’e; in the third
phase the adversary receives shares of the polynomial H(z) as sent in the protocol. We first show
that the partial view of the adversary in the first phase is distributed identically to the partial
output of the simulator. Then, we show that the remaining view and the remaining output (of each
phase) are distributed identically when conditioned on the partial view and output of the previous
stage(s) that are given.

In the first phase of the protocol execution, the adversary receives shares from the F‘S/-?gh”e
functionality. That is, it receives {g;(a;)},c 1.jgr Where each g; (z) er P/t In the ideal world,

the adversary receives from S simulating F3%5"%"¢ the shares {q§~(ai)} where each ¢; €r PO

iel;j¢1
By Claim 3.4 these distributions are identical.

In the second phase, the adversary sends to F@Qg’ghme a set of polynomials {¢;(x)}ier. Since the
view of the adversary is distributed identically in both worlds up until this point, the distribution of
the polynomials that it sends F‘S/-“é’gh“’"e are also identically distributed. The F@%’ghme functionality
“corrects” the adversary’s polynomials, and sends them back to the adversary. This correction
merely requires the functionality to check the degree of the polynomials and that their free coeffi-
cients are correct; i.e., ¢;(0) = f(a;). The simulator S carries out exactly the same check, and it
can do this because it received the values f(«;) for every i € I from the trusted party computing
Fekwl. Therefore, the values sent by S to A in the simulation are identical to those sent by the
F“%’ghm’e functionality to A in this stage of the protocol. Thus, the view of the corrupted parties
up until the end of phase two of the protocol are distributed identically in both worlds.

Finally, in the last phase of the protocol, the adversary receives the shares {H(a;)};¢7, where

H(z) is a polynomial that satisfies:
H(z) =) - gl) (12)
/=1

In contrast, in the simulation, the adversary receives shares { H'(a;)};¢1, where H'(x) is a random
polynomial that satisfies that H'(0) = f(ow) and H'(a;) = > j_1 Ve - qy(c;). We now show that
H(x) and H'(x) are identically distributed. We do this by showing that for any fixed polynomial
h(zx), and any (valid) partial view of the adversary in the first two phases together with the honest
parties’ output 7',

Pr{H(z) = h(z) | T] = Pr[H'(x) = h(z) | T)

where H(z) is the polynomial of Eq. (12) from the real protocol, and H'(x) is the polynomial above
chosen by § in the ideal simulation. There are three cases:

e Case 1 — deg(h(zx)) > t: In the ideal simulation, H'(z) chosen by S is always of degree-t and
so Pr[H'(z) = h(x) | T] = 0. Likewise, in the protocol execution, F§¥share guarantees that
g1(z),...,gn(x) are all of degree-t and so by Eq. (12), H(x) is also of degree-t. This implies
that Pr[H (z) = h(z) | T] = 0 as well.

e Case 2 — h(x) is not consistent with the points of the corrupted parties: This case refers to
the event that there exists an ¢ € I such that h(a;) # >y 7 - 9¢(e;) (in the real protocol
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execution), or h(a;) # >y 1 Ve - qy(;) (in the ideal simulation). Note that the points ge(a;)
(resp., qj(cy)) for i € I are fully determined by the partial view 7. In the ideal simulation,
H'(x) is chosen by S so that for every i, h(a;) = Yy 7 - qy(c;) and so the probability is
again 0. Likewise, by Eq. (12), the polynomial H(z) defined in the protocol execution is
always consistent and the probability is 0.

e Case 3 — otherwise: In this case, deg(h(x)) = t, and for every ¢ € I it holds that: h(«a;) =
iy e - ge(ay) (resp., h(ag) = > 7_1 v - ¢)(i)). In the protocol execution, F3¥share guar-
antees that the polynomials {g;(z)};¢; are all random polynomials under the constraint that
9j(0) = f(a;). The polynomial H(x) is a linear function of all the polynomials {gx(z)}}_;.
Fix j ¢ I. By the definition of F‘iqubgh”e, gj(z) is a random polynomial under the constraint
that g;(0) = f(a;). By Corollary 3.3, given {g;(a;)}icr and a fixed g;(0), it holds that for
any t — |I| points ay (with ¢ ¢ I) the points gj(cy) — which are not seen by the adversary —
are uniformly distributed. This implies that for any ¢ — || points ay (with £ ¢ I) the points
H(ay) are uniformly distributed. This is identical to the way that S chooses H'(z). m

6.3 The F"}g‘ét Functionality for Sharing a Product of Shares

Recall that in the semi-honest protocol for multiplication, each party locally computes the product
of its shares on the input wires and distributes shares of this product to all other parties (i.e., it
defines a polynomial with free coefficient that equals the product of its shares). In the protocol
for malicious adversaries, the same procedure needs to be followed. However, in contrast to the
semi-honest case, a mechanism is needed to enforce the malicious parties to indeed use the product
of their shares. Note that using F‘ilfgbgh”e, we can force the malicious parties to distributes shares
of their shares. The functionality and protocol described in this section uses this to ensure that
the malicious parties also distribute shares of the product of their shares. Stated differently, F‘ng
is the analog of F“%’gh”e, but rather than sharing the input shares the result of the functionality
is a sharing of the product of some party’s input shares. As with F{‘}“S%h”e, for technical reasons to

enable the simulation, we need to define F"}?g as a reactive functionality.

FUNCTIONALITY 6.7 (The reactive F{'%L functionality)
1. The F74l! functionality receives the inputs (aj, b;) from every honest party P; (j ¢ I) .

2. Fprult computes the unique degree-t polynomials A’ and B’ such that A'(a;) = a; and
B'(aj) = b; for every j ¢ I (if no such A’ or B’ exist of degree-t, then F{'%{ behaves
differently as in Footnote 6).

3. Fdlt sends (A'(z), B'(z)) to the dealer P;.
4. F‘}"gg receives the input of the dealer P;, which is a polynomial C' or a special symbol x*:

a) If the input is the special symbol #, then F{7% chooses a random degree-t polynomial
vss
C’ under the constraint that C’(0) = A’(0) - B'(0).

(b) Else, if the input is a polynomial C' such that deg(C') = ¢ and C'(0) = A’(0) - B'(0),
then F{P4L sets C' = C.

(c) Otherwise, if either deg(C) > t or C(0) # A’(0) - B'(0), then F{'¢d sets C'(z) =
A’(0) - B'(0) to be the constant polynomial equalling A’(0) - B’(0) everywhere.

5. Fprult sends C'(x) to the dealer Py, and sends (A'(q;), B' (o), C'(cy)) to every P;.
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The special input symbol * is an instruction for the trusted party computing F‘%fg to choose
the polynomial C’(x) determining the output shares itself. This is the input used by honest parties.

We remark that although the dealing party P; is supposed to already have A’(z), B'(x) as part
of its input and each party P; is also supposed to already have A’(«;) and B’(«a;) as part of its
input, this information is provided as output in order to enable simulation in the case that the
corrupted parties use incorrect inputs.

The protocol. In the protocol we assume that the parties already hold shares of a and b (where
a and b are the original shares of the dealer); as is clear from the functionality definition, their aim
is to now obtain shares of a - b. We stress that a and b are not values on the wires, but rather
are the shares of the dealing party of the original values on the wires. Let A(z) and B(z) be
polynomials such that A(0) = a and B(0) = b; i.e., A(x) and B(z) are the polynomials used to
share a and b. The idea behind the protocol is for the dealer to first define a series of ¢ polynomials
Di(x),...,Dy(z), all of degree-t, such that C(z) = A(z) - B(z) — Y4_, "Dy () is a random
degree-t polynomial with free coefficient equalling a - b. The dealer then shares the polynomials
Dy(z),...,D¢(x) and each party can then locally compute shares of C(z). The important thing
to note is that the free coefficient of C(z) equals A(0) - B(0) = a - b for every possible choice of
polynomials D1 (z),..., Dy(z). This is due to the fact that each Dy(x) is multiplied by z* and so
these do not affect C'(0). This guarantees that even if the dealer is malicious, the polynomial C(z)
must have the correct free coefficient.

In more detail, after defining Dj(z),...,D¢(x), the dealer shares them all using Fygg; this
ensures that all polynomials are of degree-t and all parties have correct shares. Since each party
already holds a valid share of A(z) and B(z), this implies that each party can locally compute
its share of C'(x). Specifically, given A(ca;), B(c;) and Di(ay),..., Di(a ), party P; can simply
compute C(a;) = A(aj) - B(aj) — Sh_;(j)*Dy(a;). The crucial properties are that (a) if the
dealer is honest, then all the honest parties hold valid shares of a random degree-t polynomial with
free coefficient a - b, as required, and (b) if the dealer is malicious, all honest parties are guaranteed
to hold valid shares of a polynomial with free coefficient a - b. Thus, all that remains is for the
parties to verify that the shares that they hold for C'(z) define a degree-t polynomial.

It may be tempting to try to solve this problem by simply having the dealer share C(z) using
Fygs, and then having each party check that the share that it received from this Fygg equals
the value C(cy;) that it computed above. Since Fygg guarantees that the polynomial shared is
of degree-t, and the above strategy ensures that the computed polynomial has the correct free
coefficient, this seems to suffice. However, this does not work because it is possible for the dealer
to define the Di(x), ..., D¢(x) polynomials so that C(x) is a degree 2t polynomial that agrees with
some other degree-t polynomial C’(z) on up to 2t of the honest parties’ points «;, but for which
C'(0) # a-b. A malicious dealer can then share C’'(x) using Fygs and no honest parties would
detect any cheating.® Observe that at least one honest party would detect cheating and could
complain (because C(z) only agrees with C’(x) on 2t of the points, and there are at least 2t + 1
honest parties). However, this is not enough to act upon because when the dealer is honest, up to ¢
of the parties could present fake complaints because they are malicious. We solve this problem by

8 An alternative strategy could be to run the Fy ss protocol on the shares C(a;) that the parties computed in order
to verify that it is a degree-t polynomial. The problem with this strategy is that if C(z) is not a degree-t polynomial,
then the protocol for Fyss changes the points that the parties receive so that it is a degree-t polynomial. However,
in this process, the free coefficient of the resulting polynomial may also change. Thus, there will no longer be any
guarantee that the honest parties hold shares of a polynomial with the correct free coefficient.
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having the parties unequivocally verify every complaint to check if it is legitimate. If the complaint
is legitimate, then they just reconstruct the initial shares a and b and all output the constant
share a-b. In contrast, if the complaint is not legitimate, the parties just ignore it. This guarantees
that if no honest parties complain (legitimately), then the degree-t polynomial C’(x) shared using
Fyss agrees with the computed polynomial C(z) on at least 2t + 1 points. Since C(z) if of degree
at most 2¢, this implies that C(z) = C’(x) and so it is actually of degree-t, as required.

In order to detect complaints, we use the new functionality defined in Section 6.2 called Fi.,q
that reconstructs the input share of the complainant (given that all honest parties hold valid
shares of a degree-t polynomial). Now, if a party P; complains legitimately, then this implies that
C'(ay) # A(ej) - B(aj) — Y h_i (@;)F Dg(aj). Observe that the parties are guaranteed to have valid
shares of all the polynomials C'(x), D1(x), ..., D¢(z), since they are shared using Fy gg and also of
A(z) and B(zx) by the assumption on the inputs. Thus, they can use Fp,q; to obtain all of the values
A(aj), B(aj), Di(aj),...,Di(aj), and C’'(crj) and then each party can just check if C'(«;) equals
A(ay) - B(aj) — Y4 (aj)*Di(aj). If yes, then the complaint is false. If no, then the complaint is
valid and they reconstruct a - b.

Building the polynomial C(x). As we have mentioned above, the protocol works by having
the dealer choose ¢ polynomials Di(z),..., D¢(z) with the property that C(z) = A(z) - B(x) —
22:1 zF . Dy(z) is a uniformly distributed polynomial in P*®*, where A(0) = a and B(0) = b. We
now show how the dealer chooses these polynomials. The dealer first defines the polynomial D(x)
as follows:

D(z) ¥ A(z) - B(z) =a-b+diz+ ...+ dya?.

Next it defines the polynomials:

t—1 t
Di(x) = rmo+rax+...+rgx +dyx
t—1 t
Dy y(x) = ro+r—ac+...+r—112 4 (doy—1 —regp—1)x
t—1 t
Dl(fL’) = T10 + 11T + ... r1t—12 + (dt+1 —Ti1—Ti—-12 — ... — T2,t—1) xT

where all r; ; €gp F are random values, and all the d; values are the coefficients from D(z). In
general, polynomial Dy (x) for 1 < k < t is defined by:

t—1 t
¢ ¢
Dy(r) = E The T+ | dgt — § Titk—j | -
=0 k1

and the polynomial C'(z) is computed by:

C(z) = D(x) = > a* - Dy(x)

t
k=1

where D(z) = A(x) - B(x).
Before proceeding, we show that when the polynomials D (z), ..., Di(x) are chosen in this way,
it holds that C(z) is a degree-t polynomial with free coefficient A(0) - B(0) = a - b. For every
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polynomial Dg(z), we have that: Dy(z) = ZE;% Tk - 28+ Riy - 2t, where

t
Rep=dpsr— > Tjashj- (13)
j=k+1

We now analyze the structure of the polynomial 22:1 zF - Dyp(z). First, observe that it is a
polynomial of degree 2t with free coefficient 0. Next, the coefficient of the monomial z¢ is the sum
of the coefficients of the ¢th column in Table 1; in the table, the coefficients of the polynomial
Dy (x) are written in the kth row and are shifted k places to the right since the polynomial C(x)
contains the term z* - Dy ().

= 22 | 3 — p; S R — T [ 2T [ 2
Dy 4.0 Tt,1 T2 - Teg—2 | Tee—1 | Ry
D4 N N I 00 T O R I S B Y P
D9 coo | Ti—22 || Tt—23 | Tt—24 | ... Ri_94
D3 T30 | - | T3t-3| T3t—2 | T3t-1
Dy roo [Tr21 | ... | Tog—2 || r2s-1| Roy
Dy |[rmo|ria|rie2| o [Tt Rag
Table 1: Coefficients of the polynomial St _, z* - Dy ()
: poly k=1 k .
We will now show that for every £ = 1,...,t the coefficient of the monomial z**¢ in the poly-

nomial Y}, 2¥ - Di(z) equals dyy¢. Now, the sum of the (¢ + £)th column of the above table (for
1<e<t)is
t
Rpy+7rop1p-1+repo—2+ - +re=Rey + Z Tjt4b—j
j=t+1

4+t

and so the coefficient of £ in the polynomial 2221 z¥ - Dy(x) equals dy,p if and only if

t
Rpy = dpys — § Tjt0—js
j=0+1

which is exactly what is defined in Eq. (13). We conclude that the (k + ¢)th coefficient of the
polynomial C(z) = D(z) — Y 4_, ¥ - Di(x) equals dgyt — diy¢ = 0, and thus C(x) is of degree ¢, as
required. The fact that C(0) = a-b follows immediately from the fact that each Dy (z) is multiplied
by z* and so this does not affect the free coefficient of D(z). Finally, observe that the coefficients
of x,...,z" are all random (since the values ;o appears only in the coefficient of z*) and so the
polynomial C(x) also has random coefficients everywhere except for the free coefficient.

The protocol. The protocol is implemented in the (Fygs, Fepqar)-hybrid model. We assume that

the dealer has already distributed its shares for the polynomials A(x) and B(z) using the Fgughare
functionality. The full description appears in Protocol 6.8.
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PROTOCOL 6.8 (Securely computing F",’g‘éf in the Fygs-Feyqi-hybrid model)
e Inputs:
1. Each party P; holds a pair of shares a; and b; such that a; = A(;) and b; = B(ay).
2. The dealer has the degree-t polynomials A and B as auxiliary input.

We assume that the above structure of the inputs holds for all honest P; when the dealer is

also honest (see the definition of Fi# above and Footnote 6 for when this does not hold).

e Common input: The description of a field F and n specified elements aq, ..., «, € F.
e The protocol:
1. Dealing phase:
(a) The dealer P; defines the degree-2¢ polynomial D(z) = A(x) - B(x); denote
D(x)=a-b+ Ziil dy, - zF.
(b) Py chooses t values {ry, 5} uniformly and independently at random from F, where
k=1,...,t,and j=0,...,t — 1.
(¢) For every k =1,...,t, the dealer defines the polynomial Dy (z):

t—1 t

§ : 0 § : t
Dk(:c) = ’l"k7g x4+ dk+t — rj,t+k7j X,

=0 j=k+1

(d) P; computes the polynomial: .

C(z) = D(z) = Y _a* - Dy(x).
k=1
(e) Py invokes the Fygs functionality as dealer with input C(x); denote by c(i) the
output share received by party P;.

(f) P invokes the Fygg functionality as dealer with input Dy(z) for every k =
1,...,t; denote by di (i) the output share received by party P;.

() P1 outputs (A(z), B(z), C(x)).
2. Verify phase: Each party P; works as follows:
(a) If any of ¢(i),dr (i) equal L then P; proceeds to the reject phase (note that if one
honest party received L then all did).
(b) P; computes ¢/ (i) = a; - b; — Zzzl(ai)k dp (7). If ¢/(i) # c(i) then P; broadcasts
(complaint, 7).
(c) If any party P; broadcast (complaint, j) then go to the complaint resolution phase.
3. Complaint resolution phase: Run the following for every (complaint, j) message:

(a) Run ¢+ 3 invocations of F/ . with party P; inputting a;, b;, c(i), dy (i), . . ., d(i).
(b) Let A(;), B(aj),C(a;), Di(a;j),. .., Di(a;) be the respective outputs from the
invocations. Compute C’(a;) = A(a;) - B(ay) — Yp_y (@)% - Di(ay).
(c) If C(a ) # C'(ay), then proceed to the reject phase.
4. Reject phase:

(a) Every party P; broadcasts a;. Given the broadcast values @ = (a1, ..., a,), where
a; = 0 if it was not broadcast, P; computes A’(z) to be output of Reed-Solomon
decoding on d.

(b) Every party P; broadcasts b;. Given the broadcast values b = (by, ... ,b,), where
b; = 0 if it was not broadcast, P; computes B’(x) to be output of Reed-Solomon

decoding on b.
(c) Every party P; sets c(i) = A’(0) - B'(0).
5. Outputs: Every party P; outputs c(i).
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Theorem 6.9 Lett < n/3. Then, Protocol 6.8 t-securely computes the F‘%:‘ét functionality in the
(Fvss, Feval)-hybrid model, in the presence of a static malicious adversary.

Proof: We separately prove the security of the protocol when the dealer is honest and when the
dealer is corrupted.

Case 1 — the dealer P; is honest: Intuitively, in this case the simulator S receives the outputs
(A'(ey), B (), C'(a;)) for every i € I, and simulates the view of the adversary by choosing random
degree-t polynomials Ds(x), ..., Di(x) and defining D;(x) so that
t
a; - Di(ay) = A'(oy) - B'(a) — C' () Z Dk ;).
k=2
This computation makes sense because

t t

C(z) = D(z) = Y a* - Dy(z) = A(z) - B(x) — - Di(x) — Y _ 2" Dy(x)

k=1 k=2
implying that
x-Di(x) = Ax) - B(z) — C(x) — Zxk - Dy(z).

As we will see, the polynomials Dy (x) chosen by an honest dealer have the same distribution as
that here (i.e., they are random under the constraint that C'(z) = A(x) - B(z) — > 5_; 2* - Dp(x)).
In order to simulate complaints, observe that no honest party broadcasts a complaint. Furthermore,
for every (complaint, i) value broadcast by A (for i € I), the complaint resolution phase can easily
be simulated since S knows the correct values A(q;) = A'(o;), B(oi) = B'(a;), C(a;) = C'(cv).

Furthermore, for every k, S uses Dy (o) = Dy(cy;) as chosen initially in the simulation. We now
formally describe the simulator.

The simulator S:
1. S invokes the adversary A with the auziliary input z.
2. S receives from FIFdl the values (A'(ay), B'(ei),C"(c;)) for everyi € I.
3. S chooses t — 1 random degree-t polynomials Do(x), ..., D¢(x).

4. For everyi € I, S computes:
t
Di() = (a;)™"- (A’(ai) - B'(a;) — )= ()" Dp(aw) )
k=2

5. § simulates the Fygg invocations, and simulates every corrupted party P; receiving outputs
C'(e;), Di(ay),...,Di(c;) from Fygs in the respective invocations.

6. For every i € I for which A instructs the corrupted party P; to broadcast a (complaint,i)
message, S simulates the complaint resolution phase by simulating P; receiving outputs A’ (cy;),
B'(«;),C"(e;), D1(;), . .., Di(c;) from the respective Feyq invocations.

7. S outputs whatever A outputs, and halts.
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We prove that for every for every I C [n], every z € {0,1}* and all vectors of inputs &,

g — Fyss,Feval g
{IDEALF‘ng,S(z)J (x)} = {HYBRIDF‘TEE’A(Z)J (:c)}

We begin by showing that the output of the honest parties is distributed identically in the ideal
world and the hybrid world. Then, we show that the view of the corrupted parties is distributed
identically, when the output of the honest parties is given.

The honest parties’ outputs. We analyze the distribution of the output of honest parties.
Let the inputs of the honest parties be shares of the degree-t polynomials A(z) and B(x). Then,
in the ideal model the trusted party chooses a C’(x) that is distributed uniformly at random in
PAO)-BO) and sends each party P; the output (A(«;), B(a;),C’(a;)); note that when the dealer
is honest it holds that A" = A and B’ = B.

In the protocol execution in the Fy gg-hybrid model, we have that the honest dealer chooses
Di(z),...,D¢(x) as instructed. It is immediate that the polynomial C in the protocol is such that
C(0) = A(0) - B(0) and that each honest party P; outputs ¢(j) = C(«;). This is due to the fact
that all complaints that are broadcasted are such that C(ay) = A(;)- B(ay) — S h_; () - Dy(ey),
since the dealer is honest. Thus, in the protocol execution, the honest parties output shares of a
polynomial in PA©BO)t Tt remains to show that C (z) is of degree-t and is uniformly distributed
in PAO)BO)L n the discussion above, we have already shown that deg(C') = t. We now show
that every coefficient of C(z), except for the free coefficient, is uniformly distributed. In order
to see this, observe that for every £ = 1,...,¢ the value r; o appears only in the polynomial
Dy(x). Furthermore, recall that the sum of polynomials to compute C(z) includes z* - Dy(x)
and thus the kth coefficient of C'(x) includes ry . Thus, fixing all other values and then choosing
71,0,---,7t0 €r F randomly, we have that the kth coefficient is uniformly distributed (because
we add the random ry o to it), and so all coefficients except for the free coefficient are uniformly
distributed.

We conclude that C(z) as computed by the honest parties is uniformly distributed in P4
and so the distribution over the outputs of the honest parties in the real and ideal executions are
identical.

0)-B(0),t

The adversary’s view. We now show that the view of the adversary is identical in the real
protocol and ideal executions, given the honest parties’ outputs. Fix the honest parties’ outputs
(A'(ey), B'(cyj), C'(arj)) for every j ¢ I. Observe that this fully determines the polynomial C’ since
there are more than t points (since we have already shown that the outputs of the honest parties
are identically distributed we have that deg(C’) =t in the protocol execution as well). (Of course,
A’ and B’ are also fully determined, but this is anyway the case since the dealer is honest and so
they are its input.)
The view of the adversary in a real protocol execution consists of the shares:

{Dl(ai)}z‘el Y {Dt(ai)}iel ’ {C(ai)}id

and the messages from the complaints phase.” The trusted party sends the simulator the points

9We stress that any complaints that are broadcast by corrupted parties provide no new information since the
corrupted parties merely obtain the values that they already hold. Formally, since the simulator in the ideal model
receives all of the values received in a complaint phase, the view obtained in the real and ideal executions are identical,
as long as the Dy («;) values received are also identically distributed.
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{C'(i)},ep where C7 is a polynomial that was chosen uniformly at random from PAQ)BO)L (this
is due to the fact that we have assumed that the input of an honest dealer is always C' = x). Since
C' is fully determined by the honest parties’ outputs (as we have seen, when the dealer is honest
we have that C' = "), it follows that the shares obtained {C'(«;)}icr by the honest parties in the
real execution are identical to those obtained in the ideal model. It therefore suffices to show that
the shares {Di(i)}icrkepy are also identically distributed, conditioned on the values {C(a)}ier-

We denote by D5 (z),..., Dy (x) the polynomials chosen by S in the simulation, and by Ds(z),
..., Dy(x) the polynomials chosen by the honest dealer in a protocol execution. We now show
inductively that for every 7 =t down to 2,

{Df(ei)..... D)} ={Du(as),.... Dj(an)} (14)
el el
(recall that this is conditioned on the fixed A’(x), B'(x),C'(x) polynomials, but in this case of an
honest dealer A'(z) = A(z), B'(z) = B(x), and C’'(z) = C(x)). Consider first the case of j =t. In
this case, we compare { D} () }ier to {D¢(a;)}ier. By the definition of Dy(x), the coefficient of x*
for £ =1,...,t—1is a random value r, which does not appear in C(z), A(z) or B(z). In contrast,
7,0 is included in the computation of the tth coefficient of C'(z), which is fixed. Nevertheless, the
tth coefficient of C(x) also includes r1+—; from D; which is uniformly distributed and so r is
independent of C(z). Furthermore, the coefficient of z' in D;(z) equals Ry; = do; which is the
2tth coefficient of A(x) - B(z); see Table 1. However, by Corollary 3.6, any ¢ points {f(c;)}ier
are uniformly distributed, when f is a degree-t polynomial for which its first ¢ coefficients are
uniformly distributed. Since, D (z) is chosen randomly by S, the points {Dj(;)}icr are also
uniformly distributed.

Next, fix {Df(ai), . ,Dfﬂ(ai)}id and {Dy(), ..., Djy1(i)},c;- We prove that the distri-
bution over {Df(ai)}ig is identical to {D;(c)}ier, conditioned on A(z), B(x),C(x) and on the
points {Df(ai), e ,Df+1(ai)} . and {D¢(;), ..., Djy1(ai)},cp, respectively. Abusing notation,

i
we write:

{ D ()

Df(@2);.., D (o), A2), B(@), C(a) }

= {Dj(az‘)

el
Di(ew), .., Dj1(ov), A(z), B(x), C(:c)}

i€l

It is clear that the points {D]S (cvi) bier are uniformly distributed, because S chooses Df (x) uni-
formly at random (and independently of Dy (z),. .. ,Df+1(9:), A(z), B(z),C(z)). In contrast, there
seems to be dependence between Dj(x) and D¢(x),...,Dj1(x), A(x), B(z),C(z). First, regard-
ing A(z), B(z),C(x), the polynomial D;(x) is independent because of the coefficients of D, as
mentioned above for the case of j = t. Regarding Di(x),...,Djy1(x), observe that the ¢th co-
efficient (0 < ¢ <t —1) of Dj(x) is rj, and this is not dependent on any of the polynomi-
als Dji1(x),...,Di(x). In order to see this, recall that Ry, depends only on r;. values with
Jj > k (see Table 1 and Eq. (13)). Thus, the Ry, values for k = j + 1,...,¢ do not contain
the values r;, at all. In contrast, the tth coefficient is fully determined by the polynomials
Djii(x),...,Di(x), A(x), B(x). Nevertheless, by once again applying Corollary 3.6, we have that
the points received by the adversary are uniformly distributed. We therefore conclude that Eq. (14)
holds.

56



It remains now to show that the points {D7(a;)}ic; and {Di(a;)}iesr are also identically
distributed, conditioned on all the other points {Dg(«;)}icsr and the polynomial C(x). How-
ever, the polynomial D; chosen by the dealer in the real protocol is fully determined by C|(x)

and Do(x),...,Di(z). Indeed, an equivalent way of describing the dealer is for it to choose all
Dy(z), ..., Dy(z) as before, to choose C(x) uniformly at random in P*®! and then to choose D1 ()
so that

t
z-Dy(z) = A(z) - B(z) — C(z) = > _a¥ - Dy(x).
k=2

(In order to see that this is true, observe that the tth coefficient of Dj(x) is fully determined
by this equation because it must equal the ¢ 4 1th coefficient of A(z) - B(z) — C(x) — Y f_y2* -
Dy(z), and C(z) is only of degree-t so has no influence on this. Then, choosing all the other
coefficients of D;(x) at random is equivalent to choosing C(x) at random from P%®!.) Thus, once
Dy(x),...,Di(x), A(x), B(z),C(x) are fixed, the polynomial D;(z) is fully determined. Likewise,
in the simulation, the points { D1 () }ier are fully determined by {Da (), ..., Di(;), A(ey), B(ay),
C(ay) }ier, by the same equation as in the real protocol execution.

We conclude that the view of the corrupted parties in the protocol is identically distributed to
the adversary’s view in the ideal simulation, given the outputs of the honest parties. Combining
this with the fact that the outputs of the honest parties are identically distributed in the real and
ideal executions, we conclude that the joint distributions of the adversary’s output and the honest
parties’ outputs in the ideal and real executions are identical.

Case 2 — the dealer is corrupted: Intuitively, security holds in this case because (a) the
dealer receives no messages from the honest parties (unless there are complaints in which case it
learns nothing it did not know), and (b) any deviation by a corrupted dealer from the prescribed
instructions is detected in the verify phase. We now formally describe the simulator.

The simulator S:
1. S invokes A with the auxiliary input z.
2. S receives (A'(z), B'(z)) from FFit.

3. S receives the polynomials C(x), Di(x),...,Di(x) that A instructs the corrupted dealer to
use in the Fygg invocations.

4. If deg(C) >t or if deg(Dy) >t for some k, then S proceeds to Step 8 below.

5. For every j ¢ I such that C(a;) # A'(a;)-B'(a;) =Y 5_, (a)*- Dy(a;), simulator S simulates
P;j broadcasting (complaint, j) and simulates the complaint resolution phase. In this phase, S
uses the polynomials A'(x), B'(z),C(x) and D1(z),...,Dk(x) in order to compute the values
received from the Fg,q invocations. If there exists such a j ¢ I as above, then S proceeds to
Step 8 below.

6. For every (complaint,i) message that was broadcast by a corrupted party P;, simulator S
generates the results of the Fiy,q executions. Then, if there exists an i € I such that C(«;) #
Al(y) - B'(a) — 51 (i)* - D(vi), simulator S proceeds to Step 8 below.
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7. If § reaches this point, then it sends C(x), obtained from A above, to F‘Té‘g It then skips to
Step 9 below.

8. Simulating reject:

(a) S sends C(x) = x'*! to the trusted party computing F(}g’“g (i.e., S sends a polynomial

C such that deg(C) > t).

b) S receives C'(x) from FIIEE | simulates every honest party P; broadcasting a; = A’ (o
VSS J J J
and bj = B'(«j) as in the reject phase.

9. S outputs whatever A outputs, and halts.

The simulator obtains A’(z), B'(z) from F{’4% and therefore can compute the actual inputs
aj = A'(ej) and b; = B'(e;) held by all honest parties P; (j ¢ I). Therefore, the view of the
adversary in the simulation is clearly identical to its view in a real execution. We now show that
the output of the honest parties in the ideal model, and in the hybrid model are identical, given
the view of the corrupted parties/adversary. We have two cases:

1. Case 1 — no reject: This case occurs if (a) all the polynomials C(z), D1(x),..., Di(z) are of
degree t, (b) it holds that C(a;) = A'(a;) - B'(ej) — 4_,(a;)* - Di(a;) for every j ¢ I, and
(c) if any corrupt P; broadcast (complaint, i) then C(a;) = A’(e;)- B (i) =3k () Dy(ev;).
In this case, each honest party P; in the real protocol execution outputs C(cy;). In the ideal
model, each honest P; also outputs C'(«a;) as long as deg(C') = t and C(0) = A’(0) - B'(0).
Now, let C'(z) = A'(x) - B'(z) — Y4_, 2* - Dy(z). By the definition of C’ and the fact
that each Dy (z) is guaranteed to be of degree-t, we have that C'(x) is of degree at most
2t. Furthermore, in this case, C(x) = C’(z) on at least 2t + 1 points {a;};¢;. Therefore,
C(z) = C'(z) on all points, and in particular C(0) = C’(0). Thus, we conclude that C' is
a degree-t polynomial such that C'(0) = A’(0) - B’(0), and so every honest party P; outputs
C(c; ) in the ideal model.

2. Case 2 — reject: This case occurs if any of (a), (b) or (¢) above do not hold. When this occurs,
all honest parties run the reject phase in the real execution and output the value A’(0)- B’(0).
In the ideal model, in any of these cases the simulator S sends the polynomial C(z) = x!*!
to F74. Upon input of C(z) with deg(C) > t, functionality Firdl sets C'(x) = A’(0) - B'(0)
and so all honest parties output the value A’(0) - B’(0), exactly as in the real execution.

This concludes the proof. [ |

6.4 The F,,,: Functionality and its Implementation

We are finally ready to show how to securely compute the product of shared values, in the presence
of malicious adversaries.

The functionality. We begin by defining the multiplication functionality for the case of malicious
adversaries. In the semi-honest setting, the F),,;; functionality was defined as follows:

Bt ((falen), fo@n))s- s (falan), fo(@n))) = (fan(en), - fan(n) )
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where f,; is a random polynomial with free coefficient f,(0) - f,(0) = a - b. We stress that unlike
in F(/”gfgt, here the values a and b are the actual values on the incoming wires to the multiplication
gate.

In the malicious setting, we need to define the functionality with more care. First, the corrupted
parties are able to influence the output and determine up to |I| of the points of the output polyno-
mial. This is due to the fact that in the protocol, the corrupted parties may choose the polynomials
that they use in F‘T;gf (for sharing the product of their shares), after receiving the shares of the
products from the honest parties. In addition, as with Fi,,, the simulator needs to receive the
correct shares of the corrupted parties in order to simulate, and so this is also received as output.
Since this information is anyway given to the corrupted parties, this makes no difference to the use
of the functionality for secure computation. Due to the above, we define the F,,,;; multiplication
functionality as a reactive functionality:

FUNCTIONALITY 6.10 (The reactive Fy,,;+ functionality)

1. The F.: functionality receives the inputs of the honest parties {(3;,7;)};er. Let
Ja(x), fo(x) be the unique degree-t polynomials determined by the points {(c, 3;)},¢1,
{(@j,7;j)};¢r, respectively.

(If such polynomials do not exist then no security is guaranteed; see Footnote 6.)

2. Four sends {(fa(as), fo(ai)) Yier to the (ideal) adversary.

3. Finue receives points {6;};cr from the (ideal) adversary.

4. Fout chooses a random degree-t polynomial f,;(2z) under the constraints that:
(a) fab(0) = fa(0) - f5(0), and
(b) For every i € I, fop(ay) = 0;.

(such a degree-t polynomial always exists since |I| < t).

5. The functionality F,,,;; sends the value fo;(c;) to every honest party P; (j & I).

We are now ready to show how to multiply in the F} ‘i?fgbghm’e and F{,”gét hybrid model. Intuitively,
the parties first distribute shares of their shares and shares of the product of their shares, using
F@lg’gh“’"e and F‘?“;ét, respectively. Next, we use the method from [14] to have the parties directly
compute shares of the product of the values on the input wires. This method is based on the
following observation. Let f,(z) and fy(x) be two degree-t polynomials such that f,(0) = a and
f5(0) = b, and let h(z) = fo(z) - fo(x) = ab+hy -2+ hy - 22+ ... + hy - 2%, Letting Vz be the
Vandermonde matrix for @, and recalling that V3 is invertible, we have that

ab ab
h1 h1
: h(a1) : h(an)
: ha : h(a
Vi | by | = (, 2) and so hy | =Vt (. 2)
0 : 0
h(an) h(an)
0 0
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Let A1,..., A, be the first row of Va_l. It follows that

ab= A1 -h(a1)+ ...+ Ay - h(ayn) = A1 - falaa) - folar) + ...+ A - falan) - folam).

We conclude that the parties simply need to compute a linear function of their inputs. Using
F‘S/“éf)gh”e and F{}g%t, as described above, the parties first distribute random shares of the values
fa(i) - fo(au), for every i =1,...,n. That is, let Ci(x),...,Cp(z) be random degree-t polynomials
such that for every ¢ it holds that C;(0) = fu(ci) - fo(c). Then, the result of the sharing via
F{}Igg is that each party P; holds C1(w;),...,Cph(a;). Thus, each P; can locally compute H(«a;) =
> v—1 Ae-Co(a;) and we have that the parties hold shares of the polynomial H(z) = Y, A\¢-Co(x).
By the fact that C;(0) = fu(c) - fo(a;) for every i, it follows that

H(O) = Z )\g . Cg(O) = Z )\g . fa(Ozi) . fb(ai) = ab. (15)
(=1 (=1

Furthermore, since all the Cy(x) polynomials are of degree-¢, the polynomial H (x) is also of degree-t.
Full details of the protocol are given in Protocol 6.11.

PROTOCOL 6.11 (Computing Fy,q: in the (Fgubshare, Frralt)-hybrid model)

e Input: Each party P; holds a;,b;, where a; = f,(a;), b; = fp(;) for some polynomials
fa(z), fo(x) with degree ¢, which hide a, b, respectively. (If not all the points lie on a single
degree-t polynomial, then no security guarantees are obtained. See Footnote 6.)

e Common input: The description of a field F and n specified elements ay,...,a, € F. In
addition, the parties have constants Aq, ..., A\, which are the first row of the matrix V&fl.

e The protocol:

1. The parties invoke the F34s"ere functionality with each party P; using a; as its private
input. Each party P; receives back shares A; (), ..., An(@;), and a polynomial A;(x).
(Recall that for every i, the polynomial A;(x) is of degree-t and A;(0) = fo().)

2. The parties invoke the Fg@share functionality with each party P; using b; as its private
input. Each party P; receives back shares By (), ..., Bp(«@;), and a polynomial B;(x).
3. For every ¢ = 1,...,n, the parties invoke the F"}ng functionality as follows:

(a) Inputs: In the ith invocation, party P; plays the dealer and sends F(}’;ét the
special input symbol . In addition, all parties P; (1 < j < n) send F(}Té‘ét their
shares A;(a;), Bi(a;).

(b) Outputs: P; receives back the polynomial C;(z) as output (recall that C;(z) €r
PAi0)-Bi(0):t Every party P; (1 < j < n) receives back the value C;(a;).

4. At this stage, each party P; holds values C1(a;),...,Ch(e;), and locally computes
H(oy) = Z?Zl Aj - Cj(a;) and outputs this value.

More efficient multiplication [1]. The protocol that we have presented is very close to that
described by BGW. However, it is possible to use these techniques to achieve a more efficient
multiplication protocol. For example, observe that if the parties already hold shares of all other

parties’ shares, then these can be used directly in F{}ﬁéf without running F‘i%bgh“’”e at all. Now,
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the verifiable secret sharing protocol of [3] presented here is based on bivariate polynomials, and
so all parties do indeed receive shares of all other parties’ shares. This means that it is possible

mult

to modify Protocol 6.11 so that the parties proceed directly to F{/¢¢ without using F{%’gham at
all. Furthermore, the output of each party P; in F‘ng is the share c(i) received via the Fygg
functionality; see Protocol 6.8. Once again, using VSS based on bivariate polynomials, this means
that the parties can actually output the shares of all other parties’ shares as well. Applying the
linear computation of H(x) to these bivariate shares, we conclude that it is possible to include the
shares of all other parties as additional output from Protocol 6.11. Thus, the next time that F,,;
is called, the parties will again already have the shares of all other parties’ shares and F‘s/fgbgh”e
need not be called. This is a significant efficiency improvement. (Note that unless some of the
parties behave maliciously, vagfgt itself requires ¢ + 1 invocations of Fy gg and nothing else. With
this efficiency improvement, we have that the entire cost of F,;; is n-(t+ 1) invocations of Fygg.)
See [1] for more details on this and other ways to further utilize the properties of bivariate secret

sharing in order to obtain simpler and much more efficient multiplication protocols.

Theorem 6.12 Let t < n/3. Then, Protocol 6.11 t-securely computes the Fp: functionality in

the (F‘S}qubghm"e, ‘Cngfgt)—hybrid model, in the presence of a static malicious adversary.

Proof: As we have mentioned, in our analysis here we assume that the inputs of the honest parties
all lie on two polynomials of degree t; otherwise (vacuous) security is immediate as described in
Footnote 6. We have already discussed the motivation behind the protocol and therefore proceed
directly to the simulator.

The simulator S.
1. S invokes A with the auxiliary input z.
2. S receives from the trusted party computing Fp,uz the values (fo(ay), fo(ew)), for every i € I.
3. S simulates the first invocation of F{%’gh”e:

(a) For every j ¢ I, S chooses a uniformly distributed polynomial A’(z) €r POt
(b) S hands A the values {A}(ci)}j¢ricr as if coming from Fgubshare (see Step 2 of the
functionality definition).
(c) S receives from A a set of polynomials {Al(x)}icr. If any polynomial is missing, then S
sets it to be the constant polynomial 0.
(d) For everyi € I, S performs the following checks (as checked by F“%{’ghare):
i. S checks that A;(0) = fu(a;), and
ii. S checks that the degree of Al(z) ist.

If either of these checks fail, S sets Al(x) to be the constant polynomial that equals f,(c;)
everywhere (recall that S received fq(c;) from Fopue and so can carry out this check and
set the output to be these values if necessary).

(e) S hands A the polynomials { A;(x)}icr and the shares { A (c), ..., A}, (a;)}ier as if com-
ing from F‘izg’§hare.
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4. S simulates the second invocation of Fﬁlggh“Te: This simulation is carried out in an identical
way using the points { fy(c;)}ier. Let Bi(x), ..., Bl (x) be the resulting polynomials held by S
after the simulation of this step.

(Note that at this point S holds a set of degree-t polynomials { A} (x), By, () }keln), where for
every j ¢ I it holds that A%(0) = B’(0) = 0, and for every i € I it holds that A}(0) = fa(c;)
and Bl(0) = fp(e).)

qult

5. For every j € I, S simulates the F{'¢s invocation where the honest party P; is dealer:

(a) S chooses a uniformly distributed polynomial Cj(z) €R P and hands A the values
{A;(ai), B}(ai), C]((ozi)}ie[ as if coming from F‘Té‘ét

6. For every ¢ € I, S simulates the Fygg invocation where the corrupted party P; is dealer:

(a) S hands the adversary A the polynomials (Al(z), Bi(x)) as if coming from FiF4i.

(b) S receives from A the input that A sends to FIFit.
i. If the input is the special symbol x, then S chooses a random C}(x) €p Pla(oi) folei)it
ii. If the input is a polynomial C; such that deg(C;) =t and C;(0) = AL(0) - B/(0) =
fa(ai) - fo(ay), then S sets Cl(z) = Ci(z).
iii. Otherwise, S sets Cl(x) to be the constant polynomial equalling fqo(cu) - fo(ou) ev-
erywhere.

(¢) S hands A the polynomial Cl(x) and shares {(A}(cw), Bi(ak), Ci(cow)) trer, as if coming

It
from FY'§s .

7. For every i € I, the simulator S computes H(a;) =Y ) A¢- Cj(cw), where C{(x),...,Cl(x)
are as determined by S above, and sends the set {H (c;)}icr to the Fpue functionality (this
is the set {0;}ier in Step 3 of the functionality definition).

8. S outputs whatever A outputs.

Observe that the only difference between the simulation with S and A, and an execution of
Protocol 6.11 with A, is due to the fact that for every j ¢ I, S chooses the polynomials A%(z), Bj(z),
and C7(x) to have free coefficients of 0 instead of free coefficients fo(cv)), fo(;), and fa(a;) - fo(aj),
respectively. We stress that apart from this, the executions are identical since S is able to run
the checks of the F‘S/“Sbghare and F‘Tsuét functionalities exactly as they are specified. Our proof
proceeds by first constructing an alternative simulator that is the same as S except that it has
the honest parties’ inputs and uses them to choose A’(z), Bj(z), and C(x) like the honest parties.
Then, we show that this alternative simulation is the same as the original one, since |I| points on
these polynomials are distributed identically in both cases. Finally, we show that the alternative
simulation is identical to a real protocol execution, concluding the proof.

An alternative simulator. Let &’ be exactly the same as S, except that it receives for input
the values fq(j), fo(aj), for every j ¢ I. Then, instead of choosing A’(z) €r POt Bi(z) €r POt
and Cf(z) €r PO the alternative simulator S’ chooses Al(x) €r Pplalag)t, Bi(z) €r Phli)t and
Ci(z) €r Plales)fole)t We stress that S’ runs in the ideal model with the same trusted party
running F,.; as S, and the honest parties receive output as specified by F},,;+ when running with
the ideal adversary S or S'.
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The original and alternative simulations. We begin by showing that the joint output of the
adversary and honest parties is identical in the original and alternative simulations. That is,

{IDEALqumS(Z)J(f)} {IDEALF wsS' () (f)}

ze({0,1}*)",ze{0,1}~ ze({0,1}")™,ze{0,1}~

where 2’ contains the same z as A receives, together with the f,(«;), fo(e;) values. In or-
der to see that the above holds, observe that both & and &’ can work when given the points
{A%(ai), Bi(ci), Cj(i) bierjer, and they don’t actually need the polynomials themselves. Further-
more, the only difference between & and S’ is whether these polynomials are chosen with zero
free coeflicients, or with the “correct” ones. That is, there exists a machine 7 that receives points
{A% (i), Bl (i), Cj(ai) tier.jgr and runs the simulation strategy with A while interacting with £,
in an ideal execution, such that:

o If A%(0) = B}(0) = C}(0) = 0 then the joint output of 7" and the honest parties in the ideal exe-
cution is exactly that of IDEALR, . s(.) 7(Z); i.e., an ideal execution with the original simulator.

o If A%(0) = fa(ay), Bi(0) = fo(a;) and C%(0) = fa(ey) - fo(ev;) then the joint output of 7 and
the honest parties in the ideal execution is exactly that of IDEALE, . <.y (Z); i.e., an ideal
execution with the alternative simulator.

By Claim 3.4, the points {A’(c;), B} (i), Cj(ai)}ierjgr when A%(0) = Bi(0) = C}(0) = 0 are
identically distributed to the points {4’ (), Bj(cs), Cj(ai) bicrj¢r when A%(0) = fo(ay), Bj(0) =
fo(ay) and C5(0) = fa(ay) - fo(aj). Thus, the joint outputs of the adversary and honest parties in

both simulations must be identical.

The alternative simulation and a protocol execution. We now proceed to show that the
joint output of the adversary and honest parties are identical in a protocol execution and in the
alternative simulation.:

{ ( _’) F‘jv%bghare Fmsuét ( .
IDEAL y } {HYBRID T } .
Fnut S e o1y m cetoy mAGT FE({0,1)°)" =€ 0,1}

In order to see this, we compare the ideal execution of &’ with F},,;; to an ideal execution of yet
another simulator S with a new functionality qult, defined as follows:

° qult is the same as F},,;; except that instead of receiving points {0i}ie I from the ideal adversary
S, it receives polynomials C! (z ) ., C! (x) from S. Tt then defines fop(x) = Yoreq A - Cylx),
and gives party P; the output fab(a]) recall that in F,,; party P;j receives fg(a) as output.

e S is the same as S’ except that instead of sending points {6; = H(a;)}ier to the trusted party,
it sends the polynomials Cj(z),...,C) (z) that it defined in the (alternative) simulation.

We stress that this modification of F, to qult is merely a mental experiment for analyzing
the specific alternative simulator &’. It is immediate that the joint output of S and the honest
parties in an ideal execution with Frpt 18 identically distributed to the joint output of A and the
honest parties in a real protocol execution. This is due to the fact that S’ defines the polynomials
Al(z), B)(z),C)(z) identically to the way that they are chosen by F@share and FP4Y in a real
protocol execution, and due to the fact that the output of the honest parties is defined using the
same linear function H of the polynomials C(x) in both cases.

It thus remains to show that the joint output of S’ and the honest parties in an ideal execution
with Fj.¢ is identically distributed to the joint output of S and the honest parties in an ideal
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execution with F},.;. First, for every i € I, define 5 = Y r—1 Ao - Cj(ey) in the execution of Foutt
with SA'A. By the way that S defines the points {0:}icr, we have that 0; = 0; for every i € I.
Now, fap(;) = 0; (in Fpye with 8) and fop(ey) = 0; (in Fpyye with 8’). Thus, the polynomials

fab and fq, agree on all the points {«;}icr. In addition, fu(0) = fab(O) since they both equal
Fa(0) - f3(0); for, f45(0) this is by the way it is chosen, and for f,;(0) this is by the property of H
as shown in Eq. (15). If |I| = t then fu(z) = fap(z) because t 4+ 1 points fully define a degree-t
polynomial. Otherwise, the difference between them is that F,,,;; chooses fu5(2) randomly under
the constraint that fu;(0) = fo(0) - f3(0) and fu(cw) = 9; for every i € I. Observe that this is
equivalent to choosing t—|I| values 8y €r F at random (with ¢ ¢ I), and setting f,; to be the unique
polynomial such that f,;(ay) = B in addition to the above constraints. In contrast, Four defines
fan(z) = H(z) = S0 Mo - C)(x). Fix j ¢ I. By the way S works, Ci(z) is a random polynomial
under the constraint that C}(0) = fa(c;)- fy(a;). By Corollary 3.3, for any fixed points {C}(a;)}ier
and C}(0), it holds that any subset of ¢ — |I| points of {C}(cw)} e are uniformly distributed (note
that none of the points in {C}(ay)}eg; are seen by the adversary). This implies that for any ¢ — [I|

points ay (with £ ¢ I) the points fu(ay) are uniformly distributed. This is therefore exactly the
same as choosing ¢t — |I| values 5y €r F at random (with ¢ ¢ I), and setting fup to be the unique
polynomial such that fab(ag) = B in addition to the above constraints. Thus, fu(z) and fab(ac)
are identically distributed, and so the outputs of the honest parties { fay(cj)} ¢r and { fab(aj)}jgé I
are identically distributed. |

7 Secure Computation in the (Fygs, Finu)-Hybrid Model

In this section we show how to t-securely compute any functionality f in the (Fygs, Fpnut)-hybrid
model, in the presence of a malicious adversary corrupting any ¢t < n/3 parties. We also assume
that all inputs are in a known field F (with |F| > n), and that the parties all have an arithmetic
circuit C' over F that computes f. As in the semi-honest case, we assume that f : F" — F” and so
the input and output of each party is a single field element. This means that each party’s input
is associated with a single circuit-input wire and each party’s output is associated with a single
circuit-output wire. This is only for the sake of clarity of exposition, and the modifications to the
protocol for the general case are straightforward.

The protocol here is almost identical to Protocol 4.1 for the semi-honest case; the only difference
is that the verifiable secret-sharing functionality Fy gs is used in the input stage, and the F,,.i
functionality used for multiplication gates in the computation stage is the reactive one defined for
the case of malicious adversaries. See Section 5.4 for the definition of Fy gg, and see Functional-
ity 6.10 in Section 6.4 for the definition of F},,;;. Observe that the definition of Fy gg is such that
the effect is identical to that of Shamir secret sharing in the presence of semi-honest adversaries.
Furthermore, the correctness of F,,,;; ensures that at every intermediate stage the (honest) parties
hold correct shares on the wires of the circuit. In addition, observe that F,,,;; reveals nothing to
the adversary except for its points on the input wires, which it already knows. Thus, the adversary
learns nothing in the computation stage, and after this stage the parties all hold correct shares
on the circuit-output wires. The protocol is therefore concluded by having the parties send their
shares on the output wires to the appropriate recipients (i.e., if party P; is supposed to receive the
output on a certain wire, then all parties send their shares on that wire to P;). This step introduces
a difficulty that does not arise in the semi-honest setting; some of the parties may send incorrect
values on these wires. Nevertheless, this is not a problem since it is guaranteed that more than
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2n/3 shares are correct and so each party can apply Reed-Solomon decoding to ensure that the
final output obtained is correct. See Protocol 7.1 for full details.

PROTOCOL 7.1 (t-Secure Computation in the (F,,.t, Fvss)-Hybrid Model)

e Inputs: Each party P; holds private input z; € F

e Common input: Each party P; holds an arithmetic circuit C' over the field F, such that
for every € F™ it holds that C(Z) = f(&), where f : F" — F". The parties also hold a
description of F and distinct non-zero values aq,...,a, in F.

e The protocol:

1. The input stage:

(a) Foreveryi € {1,...,n}, party P; chooses a polynomial ¢;(x) uniformly at random
from the set P*#t. Then, P; invokes the Fy gg functionality as dealer, using g;(z)
as its private input.

(b) Each party P; records the values g1 (), ..., qn(a;) that it received from the Fy gg
functionality. If the output from Fy gg is L for any of these values, P; replaces
the value with 0.

2. The computation stage: Let gi,...,gs be a predetermined topological ordering of
the gates of the circuit. For k =1,..., ¢ the parties work as follows:

e Case 1 — gy is an addition gate: Let Bi and v be the shares of input wires held
by party P;. Then, P; defines its share of the output wire to be i = Bi + ~1.

o Case 2 — gy is a multiplication-by-a-constant gate with constant c: Let ﬂ}i be the
share of the input wire held by party P;. Then, P; defines its share of the output
wire to be 8. = c- (L.

o Case 3 — gy is a multiplication gate: Let i and ~; be the shares of input wires
held by party P;. Then, P; sends (8%,7}) to the ideal functionality Fy,.,.: and
receives back a value d;. Party P; defines its share of the output wire to be §}.

3. The output stage:

(a) For every circuit-output wire w, the parties work as follows. Let P; be the party
for whom the wire w contains its output, and denote by B,ﬁ, ..., Bp the shares
that the parties hold for wire w. Then, each F; sends P; its share 3.

(b) Upon receiving all shares, P; runs the Reed-Solomon decoding procedure on the
shares to obtain a codeword (B,%, cl [5’,’;) Then, P; interpolates in order to obtain
the polynomial g, (z) such that g, (o;) = B,@, for every i € {1,...,n}. P; then
defines its output to be g, (0).

Theorem 7.2 Let F be a finite field of size greater than n, let f : F" — F™ be an n-ary function-
ality, and let t < n/3. Then, Protocol 7.1 with auziliary-input C to all parties t-securely computes
fin the (Fyss, Fmuit)-hybrid model, in the presence of a static malicious adversary.

Proof: Intuitively, security here follows from the fact that a corrupted party in Protocol 7.1 cannot
do anything but choose its input as it wishes. In order to see this, observe that the entire protocol
is comprised of Fy gg and F, calls, and in the latter the adversary receives no new information
in its output and has no influence whatsoever on the outputs of the honest parties. Finally, the
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adversary cannot affect the outputs of the honest parties due to the Reed-Solomon decoding carried
out in the output stage. We now formally describe the simulator.

The Simulator S:

o S invokes A with its auxiliary input z.
e The input stage:

1. For every j & I, S chooses a uniformly distributed polynomial q;j(x) €r Pt with free
coefficient 0, and simulates Fygs sending each party P; the value q;(o;) for every i € I.

2. For every i € I, S obtains from A the polynomial q;(x) that it instructs P; to send to the
Fyss functionality when P; is the dealer. S checks that deg(qi(x)) = t. If yes, it simulates
Fyss sending qi(ayg) to Py for every ¢ € I. If no, it simulates Fygg sending L to Py for
every ¢ € I, and sets q;(xz) to be constant zero polynomial.

3. For every k € {1,...,n}, denote the circuit-input wire that receives Py ’s input by wy. Then,
for every i € I, simulator S stores the value qi(«;) as the share of P; on the wire wy.

e Interaction with the trusted party:

1. § sends the trusted party computing f the values {x; = ¢;(0)}icr as the inputs of the
corrupted parties.

2. S receives from the trusted party the outputs {y;}icr of the corrupted parties.
e The computation stage: Let g1,...,qg¢ be the gates of the circuit. Fork=1,...,¢:

1. Case 1 — gp is an addition gate: Let B,i and ’y,i be the shares that S has stored for the input
wires to gy for the party P;. Then, for every i € I, S computes the value 65, = 5} + ’y,i as
the share of P; for the output wire of g and stores this values.

2. Case 2 — gi, is a multiplication-by-a-constant gate with constant ¢: Let ﬂ,i be the share that
S has stored for the input wire to gi for P;. Then, for every i € I, S computes the value
,i =c- ﬁ,i as the share of P; for the output wire of gr and stores this value.

3. Case 3 — gi is a multiplication gate: S plays the trusted party computing Fpe for A, as
follows. Let B}C and 7}; be the shares that S has stored for the input wires to g for the
party P;. Then, S first hands {(B},7.)}ier to A as if coming from Fpu (see Step 2 of
Functionality 6.10) Next, it obtains from A wvalues {0} }icr as the input of the corrupted
parties for the functionality Fp.e (if any 0% is not sent, then S sets 8¢ = 0). Finally, S
stores (5};, as the share of P; for the output wire of gx. (Note that the adversary has no
output from Fye beyond receiving the (BL,~%) values.)

e The output stage: For every i € I, simulator S works as follows. Denote by w} the circuit-
output wire that contains the output of party P;, and let {Bf}ge] be the shares that S has stored
for wire w} for all corrupted parties Py (¢ € I). Then, S chooses a random polynomial ¢,(x)
under the constraint that ¢\(ay) = B¢ for all € € I, and ¢.(0) = y;, where y; is the output of
P; received by S from the trusted party computing f. Finally, for every j ¢ I, S simulates the
honest party P; sending q;(c;) to P;.
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An alternative simulator §’: We begin by constructing an alternative simulator S’ that works
exactly like S except that it receives as input all of the input values & = (z1,...,x,), and chooses
the polynomials ¢j(z) €r P * of the honest parties with the correct free coefficient instead of
with free coefficient 0. Apart from this, S’ works exactly like S and interacts with a trusted party
computing f in the ideal model.

The original and alternative simulations. We now show that the joint output of the adversary
and honest parties is identical in the original and alternative simulations. That is,
(16)

{IDEALf,S(z),I(f)} = {IDEALf,S'(f,z)J(f)}

ze({0,1})",2€{0,1}* Ze({0,1}")",2€{0,1}*

This follows immediately from the fact that both S and S’ can work identically when receiving the
points {g; () }ier,j¢r externally. Furthermore, the only difference between them is if ¢;(a;) €g PO
or gj(a;) €g P¥t, for every j ¢ I. Thus, there exists a single machine 7 that runs in the ideal
model with a trusted party computing f, and that receives points {g;(;)}icr;j¢r and runs the
simulation using these points. Observe that if ¢;(c;) €g P%t for every j ¢ I, then the joint output
of 7 and the honest parties in the ideal execution is exactly the same as in the ideal execution with
S. In contrast, if gj(a;) €g P for every j ¢ I, then the joint output of 7 and the honest parties
in the ideal execution is exactly the same as in the ideal execution with the alternative simulator
S’. By Claim 3.4, these points are identically distributed in both cases, and thus the joint output
of 7 and the honest parties are identically distributed in both cases; Eq. (16) follows.

The alternative simulation and a protocol execution. We now proceed to show that:

HYBRIDFVS(Saqult 7

{IDEALf7S/(f,z),I($)}fe({oyl}*)mze{o’l}* = { e ( )}fE({O,l}*)n,ze{o,1}* .

We first claim that the output of the honest parties are identically distributed in the real execution
and the alternative simulation. This follows immediately from the fact that the inputs to Fygg
fully determine the inputs Z, which in turn fully determine the output of the circuit. In order to
see this, observe that Fj,,;; always sends shares of the product of the input shares (this holds as
long as the honest parties send “correct” inputs which they always do), and the local computation
in the case of multiplication-by-a-constant and addition gates is trivially correct. Thus, the honest
parties all hold correct shares of the outputs on the circuit-output wires. Finally, by the Reed-
Solomon decoding procedure (with code length n and dimension ¢ + 1), it is possible to correct up
to "Tft > % =t errors. Thus, the values sent by the corrupted parties in the output stage have
no influence whatsoever on the honest parties’ outputs.

Next, we show that the view of the adversary A in the alternative simulation with &’ is identical
to its view in real protocol execution, conditioned on the honest parties’ outputs {y;};e;. It is
immediate that these views are identical up to the output stage. This is because S’ uses the same
polynomials as the honest parties in the input stage, and in the computation stage A receives no
output at all (except for its values on the input wires for multiplication gates which are already
known). It thus remains to show that the values {q;(c;)};cr,j¢r received by A from S’ in the output
stage are identically distributed to the values received by A from the honest parties P;. In order to
see this, we describe the difference between the way these values are generated in a real protocol
execution and in the simulation:
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e Real execution: Let {BZ }jg1 be the shares that the honest parties have on the circuit-output wire
w}; these are the values received by the corrupt P; in the output stage. Assume for simplicity that
these shares are the direct output of a multiplication gate (otherwise, they are a deterministic
function of other wires), and let {ﬁf}ge ; be the values sent by A to F,¢ as input into this
multiplication. Then, by the definition of Fj,,;:, the shares {BZJ }jer are generated by choosing
a random polynomial ¢/(x) under the constraint that gi(cy) = B¢ for every ¢ € I, and ¢/(0) = ¢!
where 3/ is the output of the circuit C' on wire w]. Note that this latter constraint regarding
the free coefficient holds because the output wire of the multiplication gate is the circuit-output
wire wy.

e Simulation: In the output stage, S’ chooses a random polynomial ¢/(z) under the constraint
that g(ay) = B¢ for every £ € I, and ¢}(0) = y;. Then, S’ simulates each P; sending ﬁij = ¢i(aj)
to P;.

Thus, &’ actually chooses qg (x) in ezactly the same way as Fy,,; in the real execution, and the

constraints are identical as long as y; = y;. However, this follows from the “correctness” of the

computation, in the same way as demonstrated regarding the outputs of the honest parties. This

concludes the proof. [ |

We conclude with the following corollary that considers the plain model (with private channels).
This is obtained by combining Theorems 5.5, 6.2, 6.6, 6.9, 6.12 and 7.2, and using the modular
sequential composition theorem of [4]:

Corollary 7.3 For every functionality f : F* — F™ and every t < n/3, there exists a protocol that
t-securely computes f in the plain (private channels) model, in the presence of a static malicious
adversary.

8 Security Under Composition and Adaptive Corruptions

Our proof of the security of the protocol of [3] in the semi-honest and malicious cases relates to
the stand-alone model and the case of static corruptions. In addition, in the information-theoretic
setting, we consider perfectly secure (private) channels. In this section, we show that our proof of
security for the limited stand-alone model with static corruptions suffices for obtaining security in
the much more complex settings of composition and adaptive corruptions. This is made possible
due to the fact that the protocol of [3] is perfectly secure, and not just statistically secure.

Adaptive security. In general, security in the presence of a static adversary does not imply
security in the presence of a malicious adversary, even for perfectly-secure protocols. However, as
shown in [6] this does hold for the definition of security of [11]. This definition requires a straight-line
black-box simulator, and also the existence of a committal round at which point the transcript of
the protocol fully defines all of the parties’ inputs. It is not difficult to see that all of the protocols
in this paper meet this definition. Applying the result of [6] we can therefore conclude that all
of the protocols are secure in the presence of adaptive adversaries under the definition of [11].
Furthermore, any protocol that is secure in presence of adaptive adversaries under the definition
of [11] is also secure in the presence of adaptive adversaries under the definition of [4]. We therefore
obtain security in the presence of adaptive adversaries “for free”. We have the following corollary:
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Corollary 8.1 For every functionality f, there exists a protocol for securely computing f in the
presence of adaptive semi-honest adversaries that corrupt up to t < n/2 parties, in the private
channels model. Furthermore, there exists a protocol for securely computing f in the presence of
adaptive malicious adversaries that corrupt up to t < n/3 parties, in the private channels model.

Security under composition. In [18, Theorem 3] it was proven that any protocol that computes
a functionality f with perfect security and has a straight-line black-box simulator (as is the case
with all of our simulators), securely computes f under the definition of universal composability [5]
(or equivalently, concurrent general composition [20]). Furthermore, this holds for both static and
adaptive adversaries. Applying this to Corollary 8.1, and using the terminology UC-secure to mean
secure under the definition of universal composability, we have the following corollary:

Corollary 8.2 For every functionality f, there exists a protocol for UC-securely computing f in
the presence of adaptive semi-honest adversaries that corrupt up to t < n/2 parties, in the private
channels model. Furthermore, there exists a protocol for UC-securely computing f in the presence
of adaptive malicious adversaries that corrupt up to t < n/3 parties, in the private channels model.

Security in the computational setting. There are two differences between the information-
theoretic and computational settings. First, in the information-theoretic setting, the adversary
does not necessarily run in polynomial time. Second, in the information-theoretic setting there
are ideally private channels, whereas in the computational setting it is typically only assumed that
there are authenticated channels. Nevertheless, as advocated by [15, Sec. 7.6.1] the simulators
must be polynomial-time in the running-time of the adversary. Thus, if the real adversary runs in
polynomial-time, then so does the simulator, as required for the computational setting. Second, it
is possible to replace the ideally private channels with public-key encryption for the case of static
adversaries and with non-committing encryption [7] for the case of adaptive adversaries. We state
our corollary here for the most general setting of adaptive adversaries and UC-security, although
analogous corollaries can of course be obtained for the more restricted models as well. This corollary
is obtained by replacing the private channels in Corollary 8.2 with UC-secure channels that can be
constructed for the static and adaptive setting using semantically-secure public-key encryption and
non-committing encryption, respectively [5, 8]. We state the corollary only for the case of malicious
adversaries since the case of semi-honest adversaries has already been proven in [9] for any ¢ < n.

Corollary 8.3 Assume the existence of semantically-secure public-key encryption (resp., non-
committing encryption). Then, for every functionality f, there exists a protocol for UC-securely
computing f in the presence of static (resp., adaptive) malicious adversaries that corrupt up to
t < n/3 parties, in the authenticated channels model.

We stress that the above protocol requires no common reference string or other setup (beyond
that required for obtaining authenticated channels). This is the first full proof of the existence of
such a protocol.
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Communication Complexity

In this section, we compute the exact communication complexity of the BGW protocol (as presented
here) in the case of malicious adversaries. We count the cost in the “optimistic case” where no
party deviates from the protocol specification, and the “dishonest case” where some party does.
We remark that since the protocol achieves perfect security, nothing can be gained by deviating,
except possible to make the parties run longer. Thus, in general, one would expect that the typical
cost of running the protocol is the “optimistic cost”.

Protocol 5.4 — Fygg.

The dealer sends each party two polynomials; in total 2n(¢ 4+ 1) field elements are sent.

Cross verification: Each party sends 2 points to each other party. Thus, each party sends 2n
field elements and in all the parties send 2n? elements.

If no party has cheated, then the parties stop at this point.
Otherwise, the cost of the complaints phase is as follows.

— In the worst case, each honest party broadcasts a complaint message containing 2 field
elements. Thus, overall the parties broadcast O(n) field elements.

— If the dealer is honest, it will make all the information of the corrupted parties public.
Thus it will reveal 2¢ polynomials, where each polynomial is represented by t + 1 field
elements. Since these values are all broadcast, we have that this involves broadcasting
O(t?) = O(n?) field elements.
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Total cost:

Optimistic: O(n?) field elements are sent over the private channels.

Dishonest: O(n?) field elements are sent over the private channels and O(n?)
field elements are broadcast.

Protocol 6.3 — Fgubshare,

e Each party plays the dealer in a VSS and thus, this step costs n times the cost of VSS
(optimistic: O(n?) field elements are sent over the private channels; dishonest: O(n?) field
elements over the private channels, and O(n?) field elements are broadcast).

e Each party P; broadcasts Si(a;),...,Sa(c;). Thus, each party broadcasts 2t = O(n) field
elements. In the optimistic case the protocol ends here.

e Resolving errors: There are at most ¢ errors; for each error each party broadcasts a single
field element. Thus, at most ¢ - n = O(n?) field elements are broadcast.

Total cost:
Optimistic: O(n?) field elements are sent over the private channels and O(n?)
field elements are broadcast.

Dishonest: O(n3) field elements are sent over the private channels and O(n?)
field elements are broadcast.

Protocol 6.5 — F,,q;. The cost of this protocol is a single invocation of Ff}‘fgb;h“’"e and each party
broadcasting a single field element.

Total cost:
Optimistic: O(n?) field elements are sent over the private channels and O(n?)
field elements are broadcast.

Dishonest: O(n3) field elements are sent over the private channels and O(n?)
field elements are broadcast.

Protocol 6.8 — F{}g{g
e The parties run ¢ +1 = O(n) VSS protocols. If no party cheats, the protocol ends here.

e In the case of dishonest behavior, each complaint is verified using ¢ + 3 invocations of Fg,q;.
There are at most O(t) = O(n) complaints and so overall this involves O(n?) invocations of
Feval-

Total cost:

Optimistic: O(n?) field elements are sent over the private channels.

Dishonest: O(n%) field elements are sent over the private channels and O(n®)
field elements are broadcast.
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The protocol 6.11 - F,,,i:. This protocol involves two invocations of F@Qg’gh‘m and n invocations

mult
of F{/dg.

Total cost:

Optimistic: O(n*) field elements are sent over private channels and O(n?) field
elements are broadcast.

Dishonest: O(nS) field elements are sent over private channels and O(n®) field
elements are broadcast.

Recall that when using the bivariate VSS it is not necessary to run Fdshare,
This reduces the cost to that of n times F{}?g, and so in the optimistic case
is O(n*) elements and no broadcast. (Even more efficient protocols appear
in [1].)

Protocol 7.1 for general secure computation.

e The input stage involves n VSS executions.

e The computation stage requires a single invocation of Fj,,;; for every multiplication gate in
the circuit. Denoting the number of multiplication gates in the circuit by C*, we have that
the dominating cost is C* invocations of Fj,uz.

e In the output stage, each party sends n shares over the private channels.

Total cost:
Optimistic: O(n3 + C*- n*) field elements are sent over the private channels

and O(C*n?) elements are broadcast.

Dishonest: O(n3+ C* n®) field elements are sent over the private channels and
O(n? 4+ C*- n%) elements are broadcast.

Note that when the more efficient multiplication protocol is used, the optimistic cost is just
O(n? + C*- n*) field elements over the private channels and no broadcast at all.
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