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Abstract

In the setting of secure multiparty computation, a set of n parties with private inputs wish
to jointly compute some functionality of their inputs. One of the most fundamental results
of secure computation was presented by Ben-Or, Goldwasser and Wigderson (BGW) in 1988.
They demonstrated that any n-party functionality can be computed with perfect security, in
the private channels model. When the adversary is semi-honest this holds as long as ¢ < n/2
parties are corrupted, and when the adversary is malicious this holds as long as t < n/3 parties
are corrupted. Unfortunately, a full proof of these results was never published. In this paper,
we remedy this situation and provide a full proof of security of the BGW protocol. This
includes a full description of the protocol for the malicious setting, including the construction
of a new subprotocol for the perfect multiplication protocol that seems necessary for the case
of n/4 <t <n/3.
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1 Introduction

1.1 Background — Secure Computation

In the setting of secure multiparty computation, a set of n parties with possibly private inputs wish
to securely compute some function of their inputs in the presence of adversarial behavior. Loosely
speaking, the security requirements from such a computation are that nothing is learned from the
protocol other than the output (privacy), that the output is distributed according to the prescribed
functionality (correctness), that parties cannot choose their inputs as a function of the others’
inputs (independence of inputs), and that all parties receive output (fairness and guaranteed output
delivery). The actual definition [22, 29] (4 [8, 20] formalizes this by comparing the result of a real
protocol execution with the result of an ideal execution in an ideal model where an incorruptible
trusted party carries out the computation for the parties. This definition has come to be known as
the “ideal/real simulation paradigm”.

There are many different settings within which secure computation has been considered. Re-
garding the adversary, one can consider semi-honest adversaries (who follow the protocol specifi-
cation but try to learn more than they should by inspecting the protocol transcript) or malicious
adversaries (who may follow an arbitrary strategy). In addition, an adversary may be limited to
polynomial-time (as in the computational setting) or unbounded (as in the information-theoretic
setting). Finally, the adversary may be static (meaning that the set of corrupted parties is fixed be-
fore the protocol execution begins) or adaptive (meaning that the adversary can adaptively choose
to corrupt throughout the protocol execution).

Wide reaching feasibility results regarding secure multi-party computation were presented in the
mid to late 1980’s. The first feasibility results for secure computation were in the computational
setting and were provided by [34] for the two-party case, and by [2I] for the multiparty case.
These results begged the question as to whether it is possible to avoid computational hardness
assumptions; that is, provide analogous results for the information-theoretic setting. This question
was answered in the affirmative by [7, [14] who showed that when less than a third of the parties are
corrupted it is possible to securely compute any functionality in the information-theoretic setting,
assuming an ideal private channel between each pair of parties. The protocol of [7] achieved
perfect security, while the protocol of [14] achieved statistical security. These results were followed
by [31), 3] who showed that if the parties are also given an ideal broadcast channel, then it is possible
to securely compute any functionality with statistical security assuming only an honest majority.

1.2 The BGW Protocol

Our focus is on the results of Ben-Or, Goldwasser and Wigderson (BGW) [7], who showed that
every functionality can be computed with perfect security in the presence of semi-honest adversaries
controlling a minority of parties, and in the presence of malicious adversaries controlling less than
a third of the parties. The discovery that secure computation can be carried out information
theoretically, and the techniques used by BGW, were highly influential. In addition, as we shall
see, the fact that security is perfect — informally meaning that there is a zero probability of cheating
by the adversary — provides real security advantages over protocols that have a negligible probability
of failure (cf. [24]). For this reason, we focus on the BGW protocol [7] rather than on [14].

On a high level, the BGW protocol works by having the parties compute the desired function
f (from n inputs to n outputs) by securely emulating the computation of an arithmetic circuit



computing f. In this computation, the parties compute shares of the output of a circuit gate given
shares of the input wires of that gate. To be more exact, the parties first share their inputs with
each other using Shamir’s secret sharing [32]; in the case of malicious adversaries, a verifiable secret
sharing protocol (cf. [15, 21]) is used. The parties then emulate the computation of each gate of
the circuit, computing Shamir shares of the gate’s output from the Shamir shares of the gate’s
inputs. As we shall see, this secret sharing has the property that addition gates in the circuit can
be emulated using local computation only. Thus, the parties only interact in order to emulate the
computation of multiplication gates; this step is the most involved part of the protocol. Finally,
the parties reconstruct the secrets from the shares of the output wires of the circuit in order to
obtain their output.

We proceed to describe the protocol in a bit more detail. Shamir’s secret sharing enables the
sharing of a secret s amongst n parties, so that any subset of ¢ + 1 or more parties can efficiently
reconstruct the secret, and any subset of ¢ or less parties learn no information whatsoever about
the secret. Let IF be a finite field of size greater than n, let aq, ..., a, be n distinct non-zero field
elements, and let s € F. Then, in order to share s, a polynomial p(z) € F[x] of degree ¢t with constant
term s is randomly chosen, and the share of the ith party P; is set to p(«;). By interpolation, given
any t + 1 points it is possible to reconstruct p and compute s = p(0). Furthermore, since p is
random, its values at any ¢ or less of the «;’s give no information about s.

Now, let n denote the number of parties participating in the multiparty computation, and let ¢
be a bound on the number of corrupted parties. The first step of the BGW protocol is for all parties
to share their inputs using Shamir’s secret sharing scheme. In the case of semi-honest adversaries,
plain Shamir sharing with a threshold ¢ < n/2 is used, and in the case of malicious adversaries
verifiable secret sharing (VSS) with a threshold ¢ < n/3 is used. A verifiable secret sharing protocol
is needed for the case of malicious adversaries in order to prevent cheating, and the BGW paper
was also the first to construct a perfect VSS protocol.

Next, the parties emulate the computation of the gates of the circuit. The first observation is
that addition gates can be computed locally. That is, given shares p(«a;) and ¢(«;) of the two input
wires to an addition gate, it holds that r(a;) = p(;) + ¢(«;) is a valid sharing of the output wire.
This is due to the fact that the polynomial r(z) defined by the sum of the shares has the same
degree as both p(x) and ¢(z), and 7(0) = p(0) + q(0).

Regarding multiplication gates, observe that by computing r7(a;) = p(e;) - ¢(c;) the parties
obtain shares of a polynomial r(z) with constant term p(0) - ¢(0) as desired. However, the degree
of r(z) is 2t, since the degrees of p(z) and ¢(z) are both ¢. Since reconstruction works as long as
the polynomial used for the sharing is of degree ¢, this causes a problem. Thus, the multiplication
protocol works by reducing the degree of the polynomial r(x) back to ¢. In the case of semi-honest
parties, the degree reduction can be carried out as long as ¢ < n/2 (it is required that ¢t < n/2
since otherwise the degree of r(x) = p(z) - ¢(z) will be greater than or equal to n, which is not fully
defined by the n parties’ shares). In the case of malicious parties, the degree reduction is much
more complex and works as long as ¢t < n/3. In order to obtain some intuition as to why ¢ < n/3
is needed, observe that a Shamir secret sharing can also be viewed as a Reed-Solomon code of the
polynomial [28]. With a polynomial of degree ¢, it is possible to correct up (n —t — 1)/2 errors.
Setting ¢ < n/3, we have that n > 3t+1 and so (n—t—1)/2 > t errors can be corrected. This means
that if up to ¢ malicious parties send incorrect values, the honest parties can use error correction
and recover. Indeed, the BGW protocol in the case of malicious adversaries relies heavily on the
use of error correction in order to prevent the adversary from cheating.



We remark that ¢ < n/3 is not merely a limitation of the way the BGW protocol works. In
particular, the fact that at most ¢ < n/3 corruptions can be tolerated in the malicious model
follows immediately from the fact that at most ¢ < n/3 corruptions can be tolerated for Byzantine
agreement [30]. In contrast, given a broadcast channel, it is possible to securely compute any
functionality with information-theoretic (statistical) security for any ¢ < n/2 [31} 3].

1.3 Our Results

Despite the importance of the BGW result, a full proof of its security has never appeared (and
this is also the state of affairs regarding [14]). In addition, a full description of the protocol in the
malicious setting was also never published. In this paper we remedy this situation and provide a
full description and proof of the BGW protocols, for both the semi-honest and malicious settings.
We prove security relative to the ideal/real definition of security for multiparty computation. This
also involves carefully defining the functionalities and sub-functionalities that are used in order to
achieve the result, as needed for presenting a modular proof. Our main result is a proof of the
following informally stated theorem:

Theorem 1 (basic security of the BGW protocol — informally stated): Consider a synchronous
network with pairwise private channels and a broadcast channel. Then:

1. Semi-honest: For every n-ary functionality f, there exists a protocol for computing f with
perfect security in the presence of a static semi-honest adversary controlling up to t < n/2
parties;

2. Malicious: For every n-ary functionality f, there exists a protocol for computing f with perfect
security in the presence of a static malicious adversary controlling up to t < n/3 parties.

The communication complezity of the protocol is O(poly(n) - |C|) where C is an arithmetic circuit
computing f, and the round complexity is linear in the depth of the circuit C.

All of our protocols are presented in a model with pairwise private channels and secure broad-
cast. Since we only consider the case of ¢ < n/3 malicious corruptions, secure broadcast can be
achieved in a synchronous network with pairwise channels by running Byzantine Generals [30}
25, [18]. In order to obtain (expected) round complexity linear in the depth of |C|, an expected
constant-round Byzantine Generals protocol of [18] (with composition as in [27, [6]) is used.

Security under composition. Theorem [I]is proven in the classic setting of a static adversary
and stand-alone computation, where the latter means that security is proven for the case that only
a single protocol execution takes place at a time. Fortunately, it was shown in [24] that any protocol
that is perfectly secure and has a black-box non-rewinding simulator, is also secure under universal
composability [9] (meaning that security is guaranteed to hold when many arbitrary protocols are
run concurrently with the secure protocol). Since our proof of security satisfies this condition, we
obtain the following corollary, which relates to a far more powerful adversarial setting:

Corollary 2 (UC information-theoretic security of the BGW protocol): Consider a synchronous
network with private channels. Then, for every n-ary functionality f, there exists a protocol for
computing f with perfect universally composable security in the presence of an static semi-honest



adversary controlling up to t < n/2 parties, and there exists a protocol for computing f with perfect
universally composable security in the presence of a static malicious adversary controlling up to
t < mn/3 parties.

Corollary [2| refers to information-theoretic security in the ideal private channels model. We now
derive a corollary to the computational model with authenticated channels only. In order to derive
this corollary, we first observe that information-theoretic security implies security in the presence
of polynomial-time adversaries (this holds as long as the simulator is required to run in time that is
polynomial in the running time of the adversary, as advocated in [20, Sec. 7.6.1]). Furthermore, the
ideal private channels of the information-theoretic setting can be replaced with computationally
secure channels that can be constructed over authenticated channels using semantically secure
public-key encryption [23], 33]. We have:

Corollary 3 (UC computational security of the BGW protocol): Consider a synchronous network
with authenticated channels. Assuming the existence of semantically secure public-key encryption,
for every n-ary functionality f there exists a protocol for computing f with universally composable
security in the presence of a static malicious adversary controlling up to t < n/3 parties.

We stress that unlike the UC-secure computational protocols of [I3] (that are secure for any
t < n), the protocols of Corollary are in the plain model, with authenticated channels but with no
other trusted setup (in particular, no common reference string). Although well accepted folklore,
Corollaries [2| and |3| have never been proved. Thus, our work also constitutes the first full proof
that universally composable protocols exist in the plain model (with authenticated channels) for
any functionality, in the presence of static malicious adversaries controlling any ¢ < n/3 parties.

Adaptive security with inefficient simulation. In [I0] it was shown that any protocol that
is proven perfectly secure under the security definition of [I6] is also secure in the presence of
adaptive adversaries, alas with inefficient simulation. We use this to derive security in the presence
of adaptive adversaries, albeit with the weaker guarantee provided by inefficient simulation (in
particular, this does not imply adaptive security in the computational setting). See Section |§] for
more details[]

Organization. In Section [2] we present a brief overview of the standard definitions of perfectly
secure multiparty computation and of the modular sequential composition theorem that is used
throughout in our proofs. Then, in Section [3, we describe Shamir’s secret sharing scheme and
rigorously prove a number of useful properties of this scheme. In Section [4] we present the BGW
protocol for the case of semi-honest adversaries. An overview of the overall construction appears in
Section [4.1] and an overview of the multiplication protocol appears at the beginning of Section [4.3

The BGW protocol for the case of malicious adversaries is presented in Sections[5]to[7] In Sec-
tion [f] we present the BGW verifiable secret sharing (VSS) protocol that uses bivariate polynomials.
This section includes background on Reed-Solomon encoding and properties of bivariate polyno-
mials that are needed for proving the security of the VSS protocol. Next, in Section [6] we present
the most involved part of the protocol — the multiplication protocol for computing shares of the

'Tn previous versions of this paper [1] and in [2] we mistakenly stated that using [10] it is possible to obtain full
adaptive security with efficient simulation. However, this is actually not known, and [10] only proves that perfect
security under [16] implies adaptive security with inefficient simulation, which is significantly weaker.



product of shares. This involves a number of steps and subprotocols, some of which are new. The
main tool for the BGW multiplication protocol is a subprotocol for verifiably sharing the product
of a party’s shares. This subprotocol, along with a detailed discussion and overview, is presented
in Section Our aim has been to prove the security of the original BGW protocol. However,
where necessary, some changes were made to the multiplication protocol as described originally
in [7]. Finally, in Section 7} the final protocol for secure multiparty computation is presented. The
protocol is proven secure for any VSS and multiplication protocols that securely realize the VSS
and multiplication functionalities that we define in Sections [5] and [0 respectively. In addition,
an exact count of the communication complexity of the BGW protocol for malicious adversaries
is given. We conclude in Section |8 by showing how to derive security in other settings (adaptive
adversaries, composition, and the computational setting).

2 Preliminaries and Definitions

In this section, we review the definition of perfect security in the presence of semi-honest and
malicious adversaries. We refer the reader to [20, Sec. 7.6.1] and [8] for more details and discussion.

In the definitions below, we consider the stand-alone setting with a synchronous network, and
perfectly private channels between all parties. For simplicity, we will also assume that the parties
have a broadcast channel; as is standard, this can be implemented using an appropriate Byzantine
Generals protocol [30, 25]. Since we consider synchronous channels and the computation takes
place in clearly defined rounds, if a message is not received in a given round, then this fact is
immediately known to the party who is supposed to receive the message. Thus, we can write “if
a message is not received” or “if the adversary does not send a message” and this is well defined.
We consider static corruptions meaning that the set of corrupted parties is fixed ahead of time,
and the stand-alone setting meaning that only a single protocol execution takes place; extensions
to the case of adaptive corruptions and composition are considered in Section

Basic notation. For a set A, we write a €g A when a is chosen uniformly from A. We denote
the number of parties by n, and a bound on the number of corrupted parties by t. Let f :
({0,1}")" — ({0,1}")" be a possibly probabilistic n-ary functionality, where f;(x1,...,z,) denotes
the ith element of f(x1,...,2,). We denote by I = {i1,...i¢} C [n] the indices of the corrupted
parties, where [n| denotes the set {1,...,n}. By the above, |I| < t. Let & = (z1,...,2,), and let
Z1 and f(Z) denote projections of the corresponding n-ary sequence on the coordinates in I; that
is, &1 = (xiy,...,2,) and f1(Z) = (fi,(&),..., fi,(Z)). Finally, to ease the notation, we omit the
index i when we write the set {(i,a;)}"_; and simply write {a;}? ;. Thus, for instance, the set of
shares {(i1, f(,)), ..., (i, f(c,))} is denoted as {f () }ier-

Terminology. In this paper, we consider security in the presence of both semi-honest and mali-
cious adversaries. As in [20], we call security in the presence of a semi-honest adversary controlling
t parties t-privacy, and security in the presence of a malicious adversary controlling ¢ parties t-
security. Since we only deal with perfect security in this paper, we use the terms ¢-private and
t-secure without any additional adjective, with the understanding that the privacy/security is al-
ways perfect.



2.1 Perfect Security in the Presence of Semi-Honest Adversaries

We are now ready to define security in the presence of semi-honest adversaries. Loosely speaking,
the definition states that a protocol is t-private if the view of up to ¢ corrupted parties in a real
protocol execution can be generated by a simulator given only the corrupted parties’ inputs and
outputs.

The view of the ith party P; during an execution of a protocol 7 on inputs #, denoted VIEW] (Z),
is defined to be (x;, r;;my,, ..., m;, ) where z; is P;’s private input, r; is its internal coin tosses, and
m;; is the jth message that was received by P; in the protocol execution. For every I = {i1,... 9},
we denote VIEWT (Z) = (VIEW], (), ... VIEW] (Z)). The output of all parties from an execution of 7
on inputs & is denoted OUTPUT™ (¥); observe that the output of each party can be computed from
its own (private) view of the execution.

We first present the definition for deterministic functionalities, since this is simpler than the
general case of probabilistic functionalities.

Definition 2.1 (t-privacy of n-party protocols — deterministic functionalities): Let f : ({0,1}")" —
({0,1}")" be a deterministic n-ary functionality and let w be a protocol. We say that T is t-private
for f if for every & € ({0,1}*)™ where |z1]| = ... = |2y,

OUTPUT  (Z1,...,2Zpn) = f(z1,...,2n) (2.1)

and there exists a probabilistic polynomial-time algorithm S such that for every I C [n] of cardinality
at most t, and every T € ({0,1}*)" where |x1| = ... = |zy|, it holds that:

{s (I, 71, f1 (:z))} = {vmw}f(f)} (2.2)

The above definition separately considers the issue of output correctness (Eq. ) and privacy
(Eq. ), where the latter captures privacy since the ability to generate the corrupted parties’
view given only the input and output means that nothing more than the input and output is learned
from the protocol execution. However, in the case of probabilistic functionalities, it is necessary to
intertwine the requirements of privacy and correctness and consider the joint distribution of the
output of S and of the parties; see [8, [20] for discussion. Thus, in the general case of probabilistic
functionalities, the following definition of ¢-privacy is used.

Definition 2.2 (t-privacy of n-party protocols — general case): Let f : ({0,1}")" — ({0,1}")" be
a probabilistic n-ary functionality and let m be a protocol. We say that w is t-private for f if there
exists a probabilistic polynomial-time algorithm S such that for every I C [n] of cardinality at most
t, and every & € ({0,1}")" where |z1| = ... = |z,|, it holds that:

{(S(I,a?;, F1(2), f(f))} = {(vmwy(f),ompmﬂ(f))} : (2.3)

We remark that in the case of deterministic functionalities, the separate requirements of Equa-
tions (2.1) and (2.2)) actually imply the joint distribution of Eq. (2.3]). This is due to the fact that
when f is deterministic, f(&) is a single value and not a distribution.



Our presentation — deterministic functionalities. For the sake of simplicity and clarity, we
present the BGW protocol and prove its security for the case of deterministic functionalities only.
This enables us to prove the overall BGW protocol using Definition which makes the proof
significantly simpler. Fortunately, this does not limit our result since it has already been shown
that it is possible to t-privately compute any probabilistic functionality using a general protocol for
t-privately computing any deterministic functionality; see [20, Sec. 7.3.1].

2.2 Perfect Security in the Presence of Malicious Adversaries

We now consider malicious adversaries that can follow an arbitrary strategy in order to carry out
their attack; we stress that the adversary is not required to be efficient in any way. Security is
formalized by comparing a real protocol execution to an ideal model where the parties just send
their inputs to the trusted party and receive back outputs. See [8, 20] for details on how to define
these real and ideal executions; we briefly describe them here.

Real model: In the real model, the parties run the protocol m. We consider a synchronous
network with private point-to-point channels, and an authenticated broadcast channel. This means
that the computation proceeds in rounds, and in each round parties can send private messages to
other parties and can broadcast a message to all other parties. We stress that the adversary cannot
read or modify messages sent over the point-to-point channels, and that the broadcast channel
is authenticated, meaning that all parties know who sent the message and the adversary cannot
tamper with it in any way. Nevertheless, the adversary is assumed to be rushing, meaning that
in every given round it can see the messages sent by the honest parties before it determines the
messages sent by the corrupted parties.

Let m be a n-party protocol, let A be an arbitrary machine with auxiliary input z, and let
I C [n] be the set of corrupted parties controlled by .A. We denote by REAL AT ;(Z) the random
variable consisting of the view of the adversary A and the outputs of the honest parties, following
a real execution of 7 in the aforementioned real model, where for every i € [n], party P; has input
XZ;.

Ideal model: In the ideal model for a functionality f, the parties send their inputs to an incor-
ruptible trusted party who computes the output for them. We denote the ideal adversary by &
(since it is a “simulator”), and the set of corrupted parties by I. An execution in the ideal model
works as follows:

e Input stage: The adversary S for the ideal model receives auxiliary input z and sees the inputs
z; of the corrupted parties P; (for all i € I ). S can substitute any x; with any z/ of its choice
under the condition that |z}| = |z;].

e Computation: Each party sends its (possibly modified) input to the trusted party; denote the
inputs sent by z,...,2]. The trusted party computes (yi,...,yn) = f(z},...,2),) and sends
y;j to P;, for every j € [n].

e Outputs: Each honest party P; (j ¢ I) outputs y;, the corrupted parties output L, and the
adversary S outputs an arbitrary function of its view.

Throughout the paper, we will refer to communication between the parties and the functionality.
For example, we will often write that a party sends its input to the functionality; this is just



shorthand for saying that the input is sent to the trusted party who computes the functionality.

We denote by IDEALf s(2), 1(Z) the outputs of the ideal adversary S controlling the corrupted
parties in I and of the honest parties after an ideal execution with a trusted party computing f,
upon inputs 1, ..., T, for the parties and auxiliary input z for S. We stress that the communication
between the trusted party and P, ..., P, is over an ideal private channel.

Definition of security. Informally, we say that a protocol is secure if its real-world behavior can
be emulated in the ideal model. That is, we require that for every real-model adversary A there
exists an ideal-model adversary S such that the result of a real execution of the protocol with A has
the same distribution as the result of an ideal execution with &. This means that the adversarial
capabilities of A in a real protocol execution are just what S can do in the ideal model.

In the definition of security, we require that the ideal-model adversary S run in time that is poly-
nomial in the running time of A, whatever the latter may be. As argued in [8, 20] this definitional
choice is important since it guarantees that information-theoretic security implies computational
security. In such a case, we say that S is of comparable complexity to A.

Definition 2.3 Let f : ({0,1}")" — ({0,1}")" be an n-ary functionality and let © be a protocol.
We say that 7 is t-secure for f if for every probabilistic adversary A in the real model, there exists
a probabilistic adversary S of comparable complezity in the ideal model, such that for every I C [n]
of cardinality at most t, every & € ({0,1}*)" where |x1| = ... = |z,|, and every z € {0,1}*, it holds
that:

{IDEALLS(Z)J(f)} = {REALW,A(z)J(f)} .

Reactive functionalities. The above definition refers to functionalities that map inputs to out-
puts in a single computation. However, some computations take place in stages, and state is
preserved between stages. Two examples of such functionalities are mental poker (where cards are
dealt and thrown and redealt [21I]) and commitment schemes (where there is a separate commit-
ment and decommitment phase; see [9] for a definition of commitments via an ideal functionality).
Such functionalities are called reactive, and the definition of security is extended to this case in the
straightforward way by allowing the trusted party to obtain inputs and send outputs in phases;
see [20, Section 7.7.1.3].

2.3 Modular Composition

The sequential modular composition theorem [§] is an important tool for analyzing the security of
a protocol in a modular way. Let 7; be a protocol for securely computing f that uses a subprotocol
7y for computing g. Then, the theorem states that it suffices to consider the execution of 7 in
a hybrid model where a trusted third party is used to ideally compute g (instead of the parties
running the real subprotocol 7y). This theorem facilitates a modular analysis of security via the
following methodology: First prove the security of 74, and then prove the security of 7 in a model
allowing an ideal party for g. The model in which 7/ is analyzed using ideal calls to g, instead of
executing g, is called the g-hybrid model because it involves both a real protocol execution and an
ideal trusted third party computing g.

More formally, in the hybrid model, the parties all have oracle-tapes for some oracle (trusted
party) that computes the functionality g. Then, if the real protocol 7y instructs the parties to



run the subprotocol 7, using inputs uy, ..., u,, then each party P; simply writes u; to its outgoing
oracle tape. Then, in the next round, it receives back the output g;(uq,...,uy,) on its incoming
oracle tape. We denote by HYBRID? FAG2) ; () an execution of protocol 7y where each call to 7, is

carried out using an oracle computing g. See [8] 20] for a formal definition of this model for both
the semi-honest and malicious cases, and for proofs that if 7 is ¢-private (resp., t-secure) for f in
the g-hybrid model, and 7, is t-private (resp., t-secure) for g, then 7; when run in the real model
using 7, is t-private (resp., t-secure) for f.

3 Shamir’s Secret Sharing Scheme [32] and Its Properties

3.1 The Basic Scheme

A central tool in the BGW protocol is Shamir’s secret-sharing scheme [32]. Roughly speaking, a
(t + 1)-out-of-n secret sharing scheme takes as input a secret s from some domain, and outputs n
shares, with the property that it is possible to efficiently reconstruct s from every subset of ¢ + 1
shares, but every subset of ¢ or less shares reveals nothing about the secret s. The value t + 1 is
called the threshold of the scheme. Note that in the context of secure multiparty computation with
up to t corrupted parties, the threshold of ¢ + 1 ensures that the corrupted parties (even when
combining all ¢ of their shares) can learn nothing.

A secret sharing scheme consist of two algorithm: the first algorithm, called the sharing algorithm,
takes as input the secret s and the parameters ¢ + 1 and n, and outputs n shares. The second
algorithm, called the reconstruction algorithm, takes as input ¢ + 1 or more shares and outputs a
value s. It is required that the reconstruction of shares generated from a value s yields the same
value s.

Informally, Shamir’s secret-sharing scheme works as follows. Let [F be a finite field of size greater
than n and let s € F. The sharing algorithm defines a polynomial ¢(x) of degree ¢ in F[z], such that
its constant term is the secret s and all the other coefficients are selected uniformly and indepen-
dently at random in IFE] Finally, the shares are defined to be g(«;) for every i € {1,...,n}, where
ai, ..., a, are any n distinct non-zero predetermined values in IF. The reconstruction algorithm of
this scheme is based on the fact that any ¢ + 1 points define exactly one polynomial of degree t.
Therefore, using interpolation it is possible to efficiently reconstruct the polynomial g(x) given any
subset of ¢t + 1 points (a4, g(c;)) output by the sharing algorithm. Finally, given ¢(z) it is possible
to simply compute s = ¢(0). We will actually refer to reconstruction using all n points, even though
t + 1 suffice, since this is the way that we use reconstruction throughout the paper.

In order to see that any subset of ¢ or less shares reveals nothing about s, observe that for every
set of ¢ points («y, ¢(e;)) and every possible secret s’ € F, there exists a unique polynomial ¢'(z)
such that ¢’(0) = ¢’ and ¢'(e;) = g(e;). Since the polynomial is chosen randomly by the sharing
algorithm, there is the same likelihood that the underlying polynomial is ¢(z) (and so the secret is
s) and that the polynomial is ¢/(z) (and so the secret is s’). We now formally describe the scheme.

Shamir’s (¢t + 1)-out-of-n secret sharing scheme. Let F be a finite field of order greater
than n, let aq,...,a, be any distinct non-zero elements of IF, and denote & = (o, ..., ay). For a

polynomial ¢ Let evalz(q(x)) = (g(a1), ..., q(ay)).

2Throughout, when we refer to a polynomial of degree t, we mean of degree at most t.



e The sharing algorithm for a4, ..., a,: Let shareg(s,t+1) be the algorithm that receives for
input s and t+1 where s € F and t < n. Then, sharez chooses t random values q1,...q €r IF,
independently and uniformly distributed in F, and defines the polynomial:

() =s+qz+... qz"

where all calculations are in the field F. Finally, sharez outputs evalz(g(x)) = (¢(aa), ..., q(an)),
where ¢(«;) is the share of party P;.

e The reconstruction algorithm: Algorithm reconstructz(/1,. .., 8y) finds the unique poly-
nomial ¢(x) of degree t such that for every i = 1,...,n it holds that ¢(o;) = f;, when such
a polynomial exists (this holds as long as f(i,..., 5, all lie on a single polynomial). The

algorithm then outputs the coefficients of the polynomial ¢(x) (note that the original secret
can be obtained by simply computing s = ¢(0)).

By the above notation, observe that for every polynomial g(x) of degree ¢ < n, it holds that
reconstructg(evalgz(q(z))) = q(z). (3.1)

Notation. Let P*! be the set of all polynomials with degree less than or equal to ¢t with constant
term s. Observe that for every two values s, s’ € F, it holds that [P**| = |P*"t| = |F|’.

3.2 Basic Properties

In this section, we state some basic properties of Shamir’s secret sharing scheme (the proofs of
these claims are standard and appear in [I] for completeness).

In the protocol for secure computation, a dealer hides a secret s by choosing a polynomial f(x)
at random from P! and each party P; receives a share, which is a point f(«;). In this context,
the adversary controls a subset of at most ¢ parties, and thus receives at most ¢ shares. We now
show that any subset of at most ¢ shares does not reveal any information about the secret. In
Section [3.1], we explained intuitively why the above holds. This is formalized in the following claim
that states that for every subset I C [n| with |I| < ¢ and every two secrets s, s', the distribution
over the shares seen by the parties P; (i € I) when s is shared is identical to when s is shared.

Claim 3.1 For any set of distinct non-zero elements a1, ...,a, € F, any pair of values s, s’ € F,
any subset I C [n] where |I| =€ <t, and every § € F¢ it holds that:

. . 1

Pro 7= (Wenke)] = Pr 7= (oo her)| = g

f(@)erPt g(x)er Pt
where f(x) and g(z) are chosen uniformly and independently from P>t and P, respectively.

As a corollary, we have that any ¢ < ¢ points on a random polynomial are uniformly distributed
in the field F. This follows immediately from Claim because stating that every i appears with
probability 1/|F|¢ is equivalent to stating that the shares are uniformly distributed. That is:

Corollary 3.2 For any secret s € F, any set of distinct non-zero elements ay,...,a, € F, and
any subset I C [n] where |I| = ¢ <'t, it holds that {{f(ai)}ig} = {U(l), ce Ug)}, where f(x) is

chosen uniformly at random from P and Ulél), e Ug) are £ independent random variables that
are uniformly distributed over F.
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Multiple polynomials. In the protocol for secure computation, parties hide secrets and dis-
tribute them using Shamir’s secret sharing scheme. As a result, the adversary receives m - ||
shares, {fi(ci),..., fm(a:)}ier, for some value m. The secrets f1(0),..., fmn(0) may not be inde-
pendent. We therefore need to show that the shares that the adversary receives for all secrets do
not reveal any information about any of the secrets. Intuitively, this follows from the fact that
Claim is stated for any two secrets s,s’, and in particular for two secrets that are known and
may be related. The following claim can be proven using standard facts from probability:

Claim 3.3 For any m € N, any set of non-zero distinct values aq,...,an € F, any two sets of
secrets (ai,...,am) € F™ and (by1,...,by) € F™, and any subset I C [n]| of size |I| < t, it holds
that:

{{Ale). ., fule)icr | = {{on(0). - gm(@)hics |

where for every j, fi(x), gj(x) are chosen uniformly at random from P%t and P+, respectively.

Hiding the leading coefficient. In Shamir’s secret sharing scheme, the dealer creates shares by
constructing a polynomial of degree ¢, where its constant term is fixed and all the other coefficients
are chosen uniformly at random. In Claim we showed that any t or fewer points on such a
polynomial do not reveal any information about the fixed coefficient which is the constant term.

We now consider this claim when we choose the polynomial differently. In particular, we now
fix the leading coefficient of the polynomial (i.e., the coefficient of the monomial z!), and choose
all the other coefficients uniformly and independently at random, including the constant term. As
in the previous section, it holds that any subset of ¢ or fewer points on such a polynomial do not
reveal any information about the fixed coefficient, which in this case is the leading coefficient. We
will need this claim for proving the security of one of the sub-protocols for the malicious case (in
Section .

Let P':,?d be the set of all the polynomials of degree ¢ with leading coefficient s. Namely, the
polynomials have the structure: f(z) = ag+aiz+...a; 121 +s2!. The following claim is derived
similarly to Corollary [3.2

Claim 3.4 For any secret s € F, any set of distinct non-zero elements ay,...,a, € F, and any
subset I C [n] where |I| =€ <t, it holds that:

{Saher) = {ulh.....0l?)

where f(z) is chosen uniformly at random from Péffd and U(l), ey g) are ¢ independent random

variables that are uniformly distributed over F.

3.3 DMatrix Representation

In this section we present a useful representation for polynomial evaluation. We being by defining
the Vandermonde matrix for the values ayq, . .., a,. Asis well known, the evaluation of a polynomial
at aq,...,a, can be obtained by multiplying the associated Vandermonde matrix with the vector
containing the polynomial coeflicients.
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Definition 3.5 (Vandermonde matrix for (aq,...,ay)): Let au,...,a, be n distinct non-zero el-
ements in F. The Vandermonde matriz Vz for & = (aq,...,ay,) is the n x n matrixz over F defined

by Vzli, j] def (a;)7~Y. That is,

1 a; ... (Ozl)nil
1 ay ... (Ozg)nil

Vy & (3.2)
1L oap ... (o)t

The following fact from linear algebra will be of importance to us:

Fact 3.6 Let a = (ai,...,qn), where all o are distinct and non-zero. Then, Vg is invertible.

Matrix representation of polynomial evaluations. Let Vz be the Vandermonde matrix for
@ and let ¢ = go + g1 + - - - + gzx* be a polynomial where ¢ < n. Define the vector ¢ of length n as

follows: ¢ (qo,...,0,...,0). Then, it holds that:

1 o ... (ap)™! qo q(aq)
1 ay ... ()"t
Va-q=1| . . . N
Do : 0
1 an ... (o)™t 0 q(am)
which is the evaluation of the polynomial ¢(z) on the points aq, ..., ay,.

4 The Protocol for Semi-Honest Adversaries

4.1 Overview

We now provide a high-level overview of the protocol for t-privately computing any deterministic
functionality in the presence of a semi-honest adversary who controls up to at most ¢ < n/2 parties.
Let F be a finite field of size greater than n and let f : F” — F™ be the functionality that the parties
wish to compute. Note that we assume that each party’s input and output is a single field element.
This is only for the sake of clarity of exposition, and the modifications to the protocol for the
general case are straightforward. Let C' be an arithmetic circuit with fan-in of 2 that computes
f. We assume that all arithmetic operations in the circuit are carried out over F. In addition, we
assume that the arithmetic circuit C' consists of three types of gates: addition gates, multiplication
gates, and multiplication-by-a-constant gates. Recall that since a circuit is acyclic, it is possible to
sort the wires so that for every gate the input wires come before the output wires.

The protocol works by having the parties jointly propagate values through the circuit from the
input wires to the output wires, so that at each stage of the computation the parties obtain Shamir
shares of the value on the wire that is currently being computed. In more detail, the protocol has
three phases:

12



e The input sharing stage: In this stage, each party creates shares of its input using Shamir’s
secret sharing scheme using threshold ¢ + 1 (for a given ¢ < n/2), and distributes the shares
among the parties.

e The circuit emulation stage: In this stage, the parties jointly emulate the computation of
the circuit C', gate by gate. In each step, the parties compute shares of the output of a given
gate, based on the shares of the inputs to that gate that they already have. The actions of
the parties in this stage depends on the type of gate being computed:

1. Addition gate: Given shares of the input wires to the gate, the output is computed
without any interaction by each party simply adding their local shares together. Let
the inputs to the gate be a and b and let the shares of the parties be defined by two
degree-t polynomials f,(x) and fy(xz) (meaning that each party P; holds f,(a;) and
fo(a;) where f,(0) = a and f;(0) = b). Then the polynomial f,,4(x) defined by shares
Jarv(i) = falas)+ fo(ai), for every i, is a degree-t polynomial with constant term a+ b.
Thus, each party simply locally adds its own shares f,(a;) and fy(a;) together, and the
result is that the parties hold legal shares of the sum of the inputs, as required.

2. Multiplication-by-a-constant gate: This type of gate can also be computed without any
interaction. Let the input to the gate be a and let f,(z) be the t-degree polynomial
defining the shares, as above. The aim of the parties is to obtain shares of the value c-a,
where ¢ is the constant of the gate. Then, each party P; holding f,(c;) simply defines its
output share to be feq(a;) = ¢+ fo(ey). It is clear that f.,(x) is a degree-t polynomial
with constant term c - a, as required.

3. Multiplication gate: Asin (1) above, let the inputs be a and b, and let f,(x) and fy(x) be
the polynomials defining the shares. Here, as in the case of an addition gate, the parties
can just multiply their shares together and define h(a;) = fo() - fo(@;). The constant
term of this polynomial is a- b, as required. However, h(z) will be of degree 2t instead of
t; after repeated multiplications the degree will be n or greater and the parties’ n shares
will not determine the polynomial or enable reconstruction. In addition, h(z) generated
in this way is not a “random polynomial” but has a specific structure. For example, h(x)
is typically not irreducible (since it can be expressed as the product of f,(z) and fi(z)),
and this may leak information. Thus, local computation does not suffice for computing
a multiplication gate. Instead, the parties compute this gate by running an interactive
protocol that t-privately computes the multiplication functionality F),,;;, defined by

Bt ((fal@1), fo(@1))s -, (Falawn), fol@n))) = (fanl@n).o-o funlen))  (41)

where fu(x) € P*Y! is a random degree-t polynomial with constant term a - bE|

e The output reconstruction stage: At the end of the computation stage, the parties hold
shares of the output wires. In order to obtain the actual output, the parties send their shares
to one another and reconstruct the values of the output wires. Specifically, if a given output
wire defines output for party P;, then all parties send their shares of that wire value to F;.

3This definition of the functionality assumes that all of the inputs lie on the polynomials f,(x), f»(x) and ignores
the case that this does not hold. However, since we are dealing with the semi-honest case here, the inputs are always
guaranteed to be correct. This can be formalized using the notion of a partial functionality [20, Sec. 7.2].
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Organization of this section. In Section [£.2] we fully describe the above protocol and prove its
security in the F,,,;;-hybrid model. (Recall that in this model, the parties have access to a trusted
party who computes F,,;; for them, and in addition exchange real protocol messages.) We also
derive a corollary for ¢-privately computing any linear function in the plain model (i.e., without any
use of the F,,,;; functionality), that is used later in Section m Then, in Section we show
how to t-privately compute the F,,,;; functionality for any ¢ < n/2. This involves specifying and
implementing two functionalities Ff;nd and F%9 - see the beginning of Section H for an overview

reduce’
of the protocol for t-privately computing Fj,.;; and for the definition of these functionalities.

4.2 Private Computation in the F,,,;;~Hybrid Model

In this section we present a formal description and proof of the protocol for t-privately computing
any deterministic functionality f in the Fj,,;-hybrid model. As we have mentioned, it is assumed
that each party has a single input in a known field F of size greater than n, and that the arithmetic
circuit C' is over F. See Protocol for the description.

PROTOCOL 4.1 (t-Private Computation in the F,,,;:-Hybrid Model)

e Inputs: Each party P; has an input x; € F.

e Auxiliary input: Each party P, has an arithmetic circuit C' over the field F, such that
for every & € F™ it holds that C(&) = f(&), where f : F"* — F". The parties also have a
description of F and distinct non-zero values aq,...,a, in F.

e The protocol:

1. The input sharing stage: Each party P; chooses a polynomial ¢;(x) uniformly
from the set P%i-t of all polynomials of degree ¢ with constant term z;. For every
j€{1,...,n}, P sends party P; the value ¢;(¢;).

Each party P; records the values ¢; (), - ., gn(c;) that it received.

2. The circuit emulation stage: Let G1,...,G, be a predetermined topological or-
dering of the gates of the circuit. For k= 1,...,¢ the parties work as follows:

— Case 1 - Gy, is an addition gate: Let BF and 7F be the shares of input wires held
by party P;. Then, P; defines its share of the output wire to be §¥ = ¥ 4+ ~F.

— Case 2 - Gy, is a multiplication-by-a-constant gate with constant c: Let BF be the
share of the input wire held by party P;. Then, P; defines its share of the output
wire to be §F = ¢ - BF.

— Case 3 — Gy is a multiplication gate: Let S¥ and v¥ be the shares of input wires
held by party P;. Then, P; sends (8¥,~¥) to the ideal functionality Fj,.;; of
Eq. and receives back a value 6. Party P; defines its share of the output
wire to be §F.

3. The output reconstruction stage: Let 01, ..., 0, be the output wires, where party
P;’s output is the value on wire o;. For every k = 1,...,n, denote by 8¥,..., 8* the
shares that the parties hold for wire ox. Then, each P; sends P, the share S5%.

Upon receiving all shares, P, computes reconstructz (5%, ..., %) and obtains a poly-
nomial gx(x) (note that ¢t + 1 of the n shares suffice). Py then defines its output to be

gr(0).

We now prove the security of Protocol We remark that in the Fj,,;-hybrid model, the
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protocol is actually t-private for any t < n. However, as we will see, in order to ¢t-privately compute
the F,,;; functionality, we will need to set t < n/2.

Theorem 4.2 LetF be a finite field, let f : F™ — F™ be an n-ary functionality, and lett < n. Then,
Protocol [{-1] is t-private for f in the Fu-hybrid model, in the presence of a static semi-honest
adversary.

Proof: Intuitively, the protocol is ¢t-private because the only values that the parties see until the
output stage are random shares. Since the threshold of the secret sharing scheme used is t + 1,
it holds that no adversary controlling ¢ parties can learn anything. The fact that the view of the
adversary can be simulated is due to the fact that ¢ shares of any two possible secrets are identically
distributed; see Claim This implies that the simulator can generate the shares based on any
arbitrary value, and the resulting view is identical to that of a real execution. Observe that this
is true until the output stage where the simulator must make the random shares that were used
match the actual output of the corrupted parties. This is not a problem because, by interpolation,
any set of ¢ shares can be used to define a t-degree polynomial with its constant term being the
actual output.

Since C' computes the functionality f, it is immediate that OUTPUT™ (21, ..., 2y) = f(21,...,2Zp),
where 7 denotes Protocol We now proceed to show the existence of a simulator & as required
by Definition Before describing the simulator, we present some necessary notation. Our proof
works by inductively showing that the partial view of the adversary at every stage is identical in
the simulated and real executions. Recall that the view of party P; is the vector (z;, ;; m}, ey mf),
where z; is the party’s input, r; its random tape, mf is the kth message that it receives in the
execution, and ¢ is the overall number of messages received (in our context here, we let mf equal
the series of messages that P; receives when the parties compute gate Gy). For the sake of clarity,
we add to the view of each party the values ail, . ,af, where af equals the shares on the wires

that Party P; holds after the parties emulate the computation of gate Gi. That is, we denote
VIEW] (¥) = (xi,ri;m},ail, . .,mf,af) .

We stress that since the o*l’-“ values can be efficiently computed from the party’s input, random tape
and incoming messages, the view including the Uf values is equivalent to the view without them,
and this is only a matter of notation.

We are now ready to describe the simulator S. Loosely speaking, & works by simply sending
random shares of arbitrary values until the output stage. Then, in the final output stage S sends
values so that the reconstruction of the shares on the output wires yield the actual output.

The Simulator S:

e Input: The simulator receives the inputs and outputs, {x;}cr and {y;}icr respectively, of all
corrupted parties.

e Simulation:

1. Simulating the input sharing stage:

(a) For everyi € I, the simulator S chooses a uniformly distributed random tape for P;;
this random tape and the input x; fully determines the degree-t polynomial ¢;(x) €
Prit chosen by P; in the protocol.
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(b) For every j ¢ I, the simulator S chooses a random degree-t polynomial q;(x) €r POt
with constant term 0.

(¢c) The view of the corrupted party P; in this stage is then constructed by S to be the
set of values {q;(ci)}jgr (i-e., the share sent by each honest Pj to P;). The view of
the adversary A consists of the view of P; for every i € I.

2. Simulating the circuit emulation stage: For every Gy € {G1,...,Gy}:

(a) Gy is an addition gate: Let {fu(ci)}ier and {fy(ci)}ier be the shares of the input
wires of the corrupted parties that were generated by S (initially these are input
wires and so the shares are defined by q;.(x) above). For everyi € I, the simulator
S computes fq(ci) + fo(ai) = (fa + fo)(au) which defines the shares of the output
wire of Gy,.

(b) Gy is a multiplication-with-constant gate: Let {f,(c;)}ier be the shares of the input
wire and let ¢ € F be the constant of the gate. S computes ¢ - fo(ci) = (¢ fo)(a)
for every i € I which defines the shares of the output wire of Gy.

(¢) Gy is a multiplication gate: S chooses a degree-t polynomial fup(x) uniformly at
random from Pt (irrespective of the shares of the input wires), and defines the
shares of the corrupted parties of the output wire of Gy to be { fup()}ier-

S adds the shares to the corrupted parties’ views.

3. Simulating the output reconstruction stage: Let o1,...,0, be the output wires. We now
focus on the output wires of the corrupted parties. For every k € I, the simulator S
has already defined |I| shares {BL}icr for the output wire og. S thus chooses a random
polynomial g, (x) of degree t under the following constraints:

(a) g,(0) = yi, where yy, is the corrupted Py,’s output (the polynomial’s constant term is
the correct output).

(b) For every i € I, g).(a;) = Bi (i.e., the polynomial is consistent with the shares that
have already been defined).

(Note that if |I| = t, then the above constraints yield t + 1 equations, which in turn fully
determine the polynomial g;.(x). However, if |I| < t, then S can carry out the above by
choosing t — |I| additional random points and interpolating.)

Finally, S adds the shares {g;(a1),...,g;(an)} to the view of the corrupted party P,.
4. S outputs the views of the corrupted parties and halts.

Denote by VIEW] (Z) the VIEW of the corrupted parties up to the output reconstruction stage
(and not including that stage). Likewise, we denote by S (I, #;, f1 (Z)) the view generated by the
simulator up to but not including the output reconstruction stage.

We begin by showing that the partial views of the corrupted parties up to the output recon-
struction stage in the real execution and simulation are identically distributed.

Claim 4.3 For every ¥ € F" and every I C [n] with |I| <t,

{\m}r(a’:’)} = {3 (I, 2, fr (f))}
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Proof: The only difference between the partial views of the corrupted parties in a real and
simulated execution is that the simulator generates the shares in the input-sharing stage and in
multiplication gates from random polynomials with constant term 0, instead of with the correct
value defined by the actual inputs and circuit. Intuitively, the distributions generated are the same
since the shares are distributed identically, for every possible secret.

Formally, we construct an algorithm H that receives as input n—|I|+/ sets of shares: n—|I| sets
of shares {(i, 8}) }ier, - - -, { (4, ﬁ?_m)}ie] and ¢ sets of shares {(i,v}) Yier, - - -, {(i,7%) Yies. Algorithm
H generates the partial view of the corrupted parties (up until but not including the output
reconstruction stage) as follows:

e H uses the jth set of shares {Bf }ier as the shares sent by the jth honest party to the corrupted
parties in the input sharing stage (here j =1,...,n — |I]),

e H uses the kth set of shares {%k }ier are viewed as the shares received by the corrupted parties
from F),,;; in the computation of the k gate Gy, if it is a multiplication gate (here k =1,...,¢).

Otherwise, H works exactly as the simulator S.

It is immediate that if H receives shares that are generated from random polynomials that all
have constant term 0, then the generated view is exactly the same as the partial view generated by
S. In contrast, if H receives shares that are generated from random polynomials that have constant
terms as determined by the inputs and circuit (i.e., the shares 3/ are generated using the input of
the jth honest party, and the shares ’yf are generated using the value on the output wire of Gy
which is fully determined by the inputs and circuit), then the generated view is exactly the same
as the partial view in a real execution. This is due to the fact that all shares are generated using
the correct values, like in a real execution. By Claim these two sets of shares are identically
distributed and so the two types of views generated by H are identically distribution; that is, the
partial views from the simulated and real executions are identically distributed. [ |

It remains to show that the output of the simulation after the output reconstruction stage is
identical to the view of the corrupted parties in a real execution. For simplicity, we assume that
the output wires appear immediately after multiplication gates (otherwise, they are fixed functions
of these values).

Before proving this, we prove a claim that describes the processes of the real execution and
simulation in a more abstract way. The aim of the claim is to prove that the process carried out
by the simulator in the output reconstruction stage yields the same distribution as in a protocol
execution. We first describe two processes and prove that they yield the same distribution, and
later show how these are related to the real and simulation processes.

Random Variable X (s) Random Variable Y (s)

(1) Choose gq(z) €g P! (1) Choose ¢'(z) g P%

(2) Vi € I, set B; = q(c;) (2) Vi eI, set Bl = ¢ (i)

3) - (3) Choose r(z) €g P¥! s.t. Vi € I r(ay) = B,
(4) Output ¢(x) (4) Output r(x)

Observe that in Y (s), first the polynomial ¢’(x) is chosen with constant term 0, and then r(z)
is chosen with constant term s, subject to it agreeing with ¢’ on {a;}ier.

Claim 4.4 For every s € F, it holds that {X(s)} = {Y(s)}.
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Intuitively, this follows from the fact that the points {q(«;)}ie; are distributed identically to
{¢'(e;) }ier. The formally proof of the claim follows from a standard probabilistic argument, and
appears in [I].

The random variables X (s) and Y'(s) can be extended to X (§) and Y (3) for any § € F™ (for
some m € N); the proof of the analogous claim then follows. From this claim, we get:

Claim 4.5 If {ViEw} (7))} = {S (1,71, f1 (:z))}, then {VIEWT(Z)} = {S (I, 71, f1 (£))}.

Proof: In the output reconstruction stage, for every k € I, the corrupted parties receive the
points gi(ai),. .., gr(ay) in the real execution, and the points g (), ..., g; () in the simulation.
Equivalently, we can say that the corrupted parties receive the polynomials {gi(z)}rer in a real
execution, and the polynomials {g; (z)}rer in the simulation.

In the protocol execution, functionality Fj,,;; chooses the polynomial fi’;) (z) for the output

wire of P, uniformly at random in PY*!, and the corrupted parties receive values 3; = C(Ll;)(ai)
(for every i € I). Finally, as we have just described, in the output stage, the corrupted parties

receive the polynomials f é’g) (z) themselves. Thus, this is the process X (y). Extending to all k& € I,
we have that this is the extended process X (§) with § being the vector containing the corrupted
parties’ output values {yx }rer.

In contrast, in the simulation of the multiplication gate leading to the output wire for party
Py, the simulator S chooses the polynomial félg) (x) uniformly at random in P%! (see Step [2c| in

the specification of S above), and the corrupted parties receive values f3; = fé’;) (o) (for every
i € I). Then, in the output stage, S chose g} (z) at random from P¥!' under the constraint that
g5, (a;) = p; for every i € I. Thus, this is the process Y (yy). Extending to all k € I, we have that
this is the extended process Y () with § being the vector containing the corrupted parties’ output
values {yx }rer. The claim thus follows from Claim [ |

Combining Claims [4.3| and [4.5| we have that {S (I, 2y, f1(Z))} = {VIEWT (Z)}, as required.
|

Privately computing linear functionalities in the real model. Theorem states that
every function can be t-privately computed in the Fj,,;:-hybrid model, for any t < n. However, a
look at Protocol and its proof of security show that F,,;; is only used for computing multipli-
cation gates in the circuit. Thus, Protocol can actually be directly used for privately computing
any linear functionality f, since such functionalities can be computed by circuits containing only
addition and multiplication-by-constant gates. Furthermore, the protocol is secure for any ¢t < n;
in particular, no honest majority is needed. This yields the following corollary.

Corollary 4.6 Let t < n. Then, any linear functionality f can be t-privately computed in the
presence of a static semi-honest adversary. In particular, the matrix-multiplication functionality
FA.(Z) = A-Z for matric A € F™" can be t-privately computed in the presence of a static
semi-honest adversary.

Corollary is used below in order to compute the degree-reduction functionality, which is
used in order to privately compute Fj,q;-
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4.3 Privately Computing the F;,,;; Functionality

We have shown how to t-privately compute any functionality in the Fj,,;;-hybrid model. In order
to achieve private computation in the plain model, it remains to show how to privately compute the
Foue functionality. We remark that the threshold needed to privately compute F,; is t < n/2,
and thus the overall threshold for the generic BGW protocol is ¢ < n/2. Recall that the Fj
functionality is defined as follows:

Bt ((falen): fo(@n))s-- - (falan), fo(@n))) = (fan(@r);- - Fan(n) )

where f,(z) € P¥t, fi(x) € P¥!, and fu;(x) is a random polynomial in P*t,

As we have discussed previously, the simple solution where each party locally multiplies its two
shares does not work here, for two reasons. First, the resulting polynomial is of degree 2¢ and not ¢
as required. Second, the resulting polynomial of degree 2t is not uniformly distributed amongst all
polynomials with the required constant term. Therefore, in order to privately compute the Fj, .1
functionality, we first randomize the degree-2t polynomial so that it is uniformly distributed, and
then reduce its degree to t. That is, Fj,,; is computed according to the following steps:

1. Each party locally multiplies its input shares.

2. The parties run a protocol to generate a random polynomial in P%2!, and each party receives
a share based on this polynomial. Then, each party adds its share of the product (from the
previous step) with its share of this polynomial. The resulting shares thus define a polynomial
which is uniformly distributed in P®®2¢,

3. The parties run a protocol to reduce the degree of the polynomial to ¢, with the result being
a polynomial that is uniformly distributed in P%%*, as required. This computation uses a t-
private protocol for computing matrix multiplication. We have already shown how to achieve

this in Corollary

The randomizing (i.e., selecting a random polynomial in P%?") and degree-reduction functionalities
for carrying out the foregoing steps are formally defined as follows:

e The randomization functionality: The randomization functionality is defined as follows:

Rk A, oo, N) = (r(ar), ..., r(am)),

rand

where r(x) € P%?! is random, and )\ denotes the empty string. We will show how to ¢-privately
compute this functionality in Section

e The degree-reduction functionality: Let h(x) = hg + ... + hoix®! be a polynomial, and denote
by trunci(h(z)) the polynomial of degree ¢t with coefficients ho, ..., h;. That is, trunci(h(x)) =
ho + hix + ...+ hat (observe that this is a deterministic functionality). Formally, we define

E% (h(an), ..., h(an)) = (h(en), . .., h(ay))

where h(x) = trunc;(h(z)). We will show how to t-privately compute this functionality in

Section 4.3.3]
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4.3.1 Privately Computing Fy,.¢ in the (F2 Fdeg )-Hybrid Model

rand’® * reduce

We now prove that F,,;: is reducible to the functionalities Ffénd and Ffl :j’u ce; that is, we construct

a protocol that t-privately computes F,. ;¢ given access to ideal functionalities Fiefu e and Ffjnd.
The full specification appears in Protocol

Intuitively, this protocol is secure since the randomization step ensures that the polynomial
defining the output shares is random. In addition, the parties only see shares of the randomized
polynomial and its truncation. Since the randomized polynomial is of degree 2t, seeing 2t shares of
this polynomial still preserves privacy. Thus, the ¢ shares of the randomized polynomial together
with the ¢ shares of the truncated polynomial (which is of degree t), still gives the adversary no
information whatsoever about the secret. (This last point is the crux of the proof.)

PROTOCOL 4.7 (t-Privately Computing Fi,uit)

e Input: Each party P; holds values $3;,7;, such that reconstructz(53i,...,3,) € P! and
reconstructg (1, . . .,vn) € P>* for some a,b € F.
e The protocol:
1. Each party locally computes s; = 3; - ;.

2. Randomize: Each party P; sends A to Ff;nd (formally, it writes A on its oracle tape
for F

= ). Let o; be the oracle response for party F;.

3. Reduce the degree: Each party P; sends (s; + ;) to Ff:juce. Let §; be the oracle
response for P;.

e Qutput: Each party P, outputs d;.

We therefore have:

Proposition 4.8 Let t < n/2. Then, Protocol s t-private for Fp. in the (Ff(fnd,Fiedguce)—
hybrid model, in the presence of a static semi-honest adversary.

Proof: The parties do not receive messages from other parties in the oracle-aided protocol; rather
they receive messages from the oracles only. Therefore, our simulator only needs to simulate the
oracle-response messages. Since the F),,;; functionality is probabilistic, we must prove its security
using Definition

In the real execution of the protocol, the corrupted parties’ inputs are { fo(;) }icr and { fp () bier-
Then, in the randomize step of the protocol they receive shares o; of a random polynomial of degree
2t with constant term 0. Denoting this polynomial by r(x), we have that the corrupted parties
receive the values {r(a;)}icr. Next, the parties invoke the functionality Fj:dgu . and receive back
the values ¢; (these are points of the polynomial trunci(f,(z) - fp(x) + r(x))). These values are
actually the parties’ outputs, and thus the simulator must make the output of the call to Fﬁ:ju ce
be the shares {d;};cs of the corrupted parties outputs.

The simulator S:

e Input: The simulator receives as input I, the inputs of the corrupted parties {(Bi,7i)}ier,
and their outputs {0;}icr.

20



e Simulation:

— S chooses |I| values uniformly and independently at random, {v; }ier.

— For every i € I, the simulator defines the view of the party P; to be: (Bi,i,vi, ),
where (B;,7:) represents P;’s input, v; represents P;’s oracle response from F? . and 6;

rand’
. deg
represents P;’s oracle response from F, 5 .

We now proceed to prove that the joint distribution of the output of all the parties, together
with the view of the corrupted parties is distributed identically to the output of all parties as
computed from the functionality Fj,,;; and the output of the simulator. We first show that the
outputs of all parties are distributed identically in both cases. Then, we show that the view of the
corrupted parties is distributed identically, conditioned on the values of the outputs (and inputs)
of all parties.

The outputs. Since the inputs and outputs of all the parties lie on the same polynomials, it
is enough to show that the polynomials are distributed identically. Let f,(z), f(z) be the input
polynomials. Let r(z) be the output of the chfnd functionality. Finally, denote the truncated result
by h(zx) def trunc(fo(z) - fo(x) + r(x)). )

In the real execution of the protocol, the parties output shares of the polynomial h(z). From the
way ﬁ(x) is defined, it is immediate that fl(x) is a degree-t polynomial that is uniformly distributed
in Pbt. (In order to see that it is uniformly distributed, observe that with the exception of the
constant term, all the coefficients of the degree-2t polynomial f,(x)- fp(z)+r(z) are random. Thus
the coefficients of z, ..., z! in h(z) are random, as required.)

Furthermore, the functionality Fj,,;; return shares for a random polynomial of degree ¢t with
constant term f,(0) - f5(0) = a - b. Thus, the outputs of the parties from a real execution and from
the functionality are distributed identically.

The view of the corrupted parties. We show that the view of the corrupted parties in the
real execution and the simulation are distributed identically, given the inputs and outputs of all
parties. Observe that the inputs and outputs define the polynomials f,(z), fp(z) and fu(2). Now,
the view that is output by the simulator is

{{fa(ai)v folai), vi, fab(ai)}iel}

where all the v; values are uniformly distributed in F, and independent of f,(x), fp(z) and fup(z). It
remains to show that in a protocol execution the analogous values — which are the outputs received
by the corrupted parties from F  — are also uniformly distributed and independent of f, (), fy(x)
and h(z) (where h(z) is distributed identically to a random fu(x), as already shown above).

In order to prove this, it suffices to prove that for every vector ¢ € Fl/I,

1

Pr 7= 7| fola), o(o)s )| = o (4.2)
where 7= (r(,), ... ,r(oyp)) for I ={i1,...,i}; that is, 7 is the vector of outputs from B2

computed from the polynomial r(z) €z P%?, that are received by the corrupted parties.
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We write r(x) = r1(z) + 2t - ro(z), where 71 (z) €g PP and ro(x) €g PO In addition, we write
fa(x) - fo(x) = hi(z) + 2 - ho(z), where hi(z) € P! and hy(x) € PO, Observe that:

h(w) = trunc (fa(@) - fo(@) + (@) ) = trunc (ha(w) +r1(@) + a' - (ha(@) + 12(2)) ) = h(w) +71(2)
where the last equality holds since the constant term of both ho(z) and rao(x) is 0. Rewriting
Eq. (4.2)), we need to prove that for every vector i € FHI,

Pr [77::[7’ fa(x), fo(x), h1(2) +7"1(.CL‘)} 1

~IFI

where the kth element ry of 7is 71 (a;, ) + (i, )" - 72(v;, ). The claim follows since ro(z) is random
and independent of f,(x), fo(x),h1(z) and r1(z). Formally, for any given y, € F, the equality
yr = r1(i,) + (@i, )t - r2(ay,,) holds if and only if 72(v,) = (i) ™" - (yx — r1(cv,)). Since ai,, Y
and r1(a;, ) are all fixed by the conditioning, the probability follows from Claim

We conclude that the view of the corrupted parties is identically distributed to the output of
the simulator, when conditioning on the inputs and outputs of all parties. [ |

4.3.2 Privately Computing ch':'nd in the Plain Model

Recall that the randomization functionality is defined as follows:

F2 (.. 0) = (r(ay), ..., r(an)), (4.3)

rand

where 7(x) €g P%?, and )\ denotes the empty string. The protocol for implementing the function-
ality works as follows. Each party P; chooses a random polynomial ¢;(z) €r PY2t and sends the
share g;(c;) to every party Pj. Then, each party P; outputs 6; = > ;_; qx(c;). Clearly, the shares
d1,...,0, define a polynomial with constant term 0, because all the polynomials in the sum have
a zero constant term. Furthermore, the sum of these random 2t-degree polynomials is a random
polynomial in P%?!, as required. See Protocol for a formal description.

PROTOCOL 4.9 (Privately Computing F* )
e Input: The parties do not have inputs for this protocol.
e The protocol:

— BEach party P; chooses a random polynomial ¢;(x) €g P%2t. Then, for every j €
{1,...,n} it sends s; ; = ¢;(a;) to party P;.

— BEach party P; receives sy, ..., Sy, and computes §; = Z;‘L:1 Sji-

e Output: Each party P; outputs ¢;.

We now prove that Protocol is t-private for F2t

rand®

Claim 4.10 Lett < n/2. Then, Pmtocol is t-private for the Ff;nd functionality, in the presence
of a static semi-honest adversary.

Proof: Intuitively, the protocol is secure because the only messages that the parties receive
are random shares of polynomials in P%2!. The simulator can easily simulate these messages by
generating the shares itself. However, in order to make sure that the view of the corrupted parties
is consistent with the actual output provided by the functionality, the simulator chooses the shares
so that their sum equals §;, the output provided by the functionality to each P;.
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The simulator S:
e Input: The simulator receives as input I and the outputs of the corrupted parties {9;}icr-

e Simulation:
1. Fiz 0 ¢ 1

2. S chooses n — 1 random polynomials q;(x) € PY2 for every j € [n] \ {¢}. Note that for
i € 1, this involves setting the random tape of P; so that it results in it choosing ¢;(z).

3. S sets the values of the remaining polynomial q;(z) on the points {c;}icr by computing
qp(ei) = 6i — 3240 d;() for every i€ I.

4. S sets the incoming messages of corrupted party P; in the protocol to be (¢} (cv), . .., q,(ai);
observe that all of these points are defined.

e Output: S sets the view of each corrupted P; (i € I) to be the empty input \, the random tape
determined in Step (2) of the simulation, and the incoming messages determined in Step (4).

We now show that the view of the adversary (containing the views of all corrupted parties) and
the output of all parties in a real execution is distributed identically to the output of the simulator
and the output of all parties as received from the functionality in an ideal execution.

In order to do this, consider an fictitious simulator &’ who receives the polynomial r(x) instead
of the points {§; = r(a;) }icr. Simulator S" works in exactly the same way as S except that it fully
defines the remaining polynomial ¢j(z) (and not just its values on the points {c;}icr) by setting
qp(w) = 7(x) = > ;40 ¢;(z). Then, S’ computes the values gj(c;) for every i € I from gy(x). The only
difference between the simulator S and the fictitious simulator S’ is with respect to the value of the
polynomial gj(z) on points outside of {;};cr. The crucial point to notice is that S does not define
these points differently to S’; rather S does not define them at all. That is, the simulation does
not require S to determine the value of ¢;() on points outside of {«;}icr, and so the distributions
are identical.

Finally observe that the output distribution generated by S’ is identical to the output of a real
protocol. This holds because in a real protocol execution random polynomials g1 (x), ..., q,(z) are
chosen and the output points are derived from 2?21 ¢;j(x), whereas in the fictitious simulation with
S’ the order is just reversed; i.e., first 7(x) is chosen at random and then ¢} (z), ..., ¢, (z) are chosen
at random under the constraint that their sum equals r(x). Note that this uses the fact that r(x)
is randomly chosen. [ |

4.3.3 Privately Computing F%9 in the Plain Model

reduce

Recall that the F%¢  functionality is defined by

reduce

E%™ (W), ..., h(an)) = (h(ar), ..., h(am))

where h(z) = truncy(h(z)) is the polynomial h(z) truncated to degree ¢ (i.e., the polynomial with
coefficients hy,...,h;). We begin by showing that in order to transform a vector of shares of the
polynomial h(z) to shares of the polynomial trunc,(h(x)), it suffices to multiply the input shares
by a certain matrix of constants.
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Claim 4.11 Let t < n/2. Then, there exists a constant matriz A € F"*" such that for every
degree-2t polynomial h(x) = E?t:() hj-x? and truncated h(z) = trunci(h(z)), it holds that:

(hen). ... ﬁ(an))T = A~ (hon). ... h(an)>T.

Proof: Let h = (hoy ... hty. .., ho,0,...0) be a vector of length n, and let Vz be the n xn Vander-
monde matrix for & = (a1, ...,a,). As we have seen in Section V- hT = (h(aa), ... h(on))T.

=
~

Since V5 is invertible, we have that AT = Vo;l . (h(al),...,h(an))T. Similarly, letting h =

~ ~ ~ ~ T =
(ho, - .., hs,0,...0) we have that (h(al), N .,h(an)) — Vg AT
Now, let T = {1,...,t}, and let Ppr be the linear projection of T’ i.e., Pp is an n X n matrix
such that Pp(i,j) = 1 for every i = j € T, and Pp(i,j) = 0 for all other values. It thus follows

that Pp - hT = KT, Combining all of the above, we have that
~ N T N N
(h(al), e h(%)) =Va BT =Vg-Pr-h" =Vg - Pr V' (h(on), ... h(an)".

The claim follows by setting A = V5 - Pr - Vafl. [ |

By the above claim it follows that the parties can compute Fg o e by simply multiplying their
shares with the constant matrix A from above. That is, the entire protocol for t-privately computing
Ff o .. works by the parties ¢-privately computing the matrix multiplication functionality Fi,, (%)
with the matrix A. By Corollary [4.6] (see the end of Section [4.2), F4,,(%) can be t-privately com-
puted for any ¢t < n. Since the entire degree reduction procedure consists of ¢-privately computing
F2..(%), we have the following proposition:

Proposition 4.12 For every t < n/2, there exists a protocol that is t-private for rdeg in the

reduce’
presence of a static semi-honest adversary.

4.4 Conclusion
In Section we proved that there exists a t-private protocol for computing the F, functionality
i4.3.

in the (F2  F% ) hybrid model, for any t < n/2. Then, in Sections [4.3.2and we showed

rand’ = reduce
that Ffjnd and Ff:guce, respectively, can be t-privately computed (in the plain model) for any
t < n/2. Finally, in Theorem [4.2| we showed that any n-ary functionality can be privately computed
in the F),,-hybrid model, for any ¢ < n. Combining the above with the modular sequential
composition theorem (described in Section [2.3), we conclude that:

Theorem 4.13 Let F be a finite field, let f : F" — F™ be an n-ary functionality, and let t < n/2.
Then, there exists a protocol that is t-private for f in the presence of a static semi-honest adversary.

5 Verifiable Secret Sharing (VSS)

5.1 Background

Verifiable secret sharing (VSS), defined by Chor et al. [I5], is a protocol for sharing a secret in
the presence of malicious adversaries. Recall that a secret sharing scheme (with threshold ¢ + 1)
is made up of two stages. In the first stage (called sharing), the dealer shares a secret so that

24



any t + 1 parties can later reconstruct the secret, while any subset of ¢ or fewer parties will learn
nothing whatsoever about the secret. In the second stage (called reconstruction), a set of t + 1 or
more parties reconstruct the secret. If we consider Shamir’s secret-sharing scheme, much can go
wrong if the dealer or some of the parties are malicious (e.g., consider the use of secret sharing
in Section . First, in order to share a secret s, the dealer is supposed to choose a random
polynomial ¢(-) of degree ¢ with ¢(0) = s and then hand each party P; its share ¢(«;). However,
nothing prevents the dealer from choosing a polynomial of higher degree. This is a problem because
it means that different subsets of ¢ + 1 parties may reconstruct different values. Thus, the shared
value is not well defined. Second, in the reconstruction phase each party P; provides its share
q(a;). However, a corrupted party can provide a different value, thus effectively changing the value
of the reconstructed secret, and the other parties have no way of knowing that the provided value is
incorrect. Thus, we must use a method that either prevents the corrupted parties from presenting
incorrect shares, or ensures that it is possible to reconstruct the correct secret s given n — ¢ correct
shares, even if they are mixed together with ¢ incorrect shares (and no one knows which of the
shares are correct or incorrect). Note that in the context of multiparty computation, n parties
participate in the reconstruction and not just ¢ 4+ 1; this is utilized in the following construction.
The BGW protocol for verifiable secret sharing ensures that (for ¢ < n/3) the shares received
by the honest parties are guaranteed to be ¢(«;) for a well-defined degree-t polynomial ¢, even if
the dealer is corrupted. This “secure sharing step” is the challenging part of the protocol. Given
such a secure sharing it is possible to use techniques from the field of error-correcting codes in order
to reconstruct ¢ (and thus ¢(0) = s) as long as n — ¢ correct shares are provided and ¢ < n/3. This
is due to the fact that Shamir’s secret-sharing scheme when looked at in this context is exactly a
Reed-Solomon code, and Reed-Solomon codes can efficiently correct up to t errors, for t < n/3.

5.2 The Reed-Solomon Code

We briefly describe the Reed-Solomon code, and its use in our context. First, recall that a linear
[n, k, d]-code over a field I of size ¢ is a code of length n (meaning that each codeword is a sequence
of n field elements), of dimension k (meaning that there are ¢* different codewords), and of distance
d (meaning that every two codewords are of Hamming distance at least d from each other).

We are interested in constructing a code of length n, dimension £ =t 4+ 1, and distance n — t.
The Reed-Solomon code for these parameters is constructed as follows. Let F be a finite field such
that |F| > n, and let oy, ..., a, be distinct field elements. Let m = (my,...,m:) be a message to
be encoded, where each m; € F. The encoding of m is as follows:

1. Define a polynomial p,,(x) = mg + mix + ... +muzt of degree t.
2. Compute the codeword C(m) = (pm (1), ..., pm(an)).

It is well known that the distance of this code is n — ¢. (In order to see this, recall that for any
two different polynomials p; and py of degree at most ¢, there are at most ¢ points « for which
p1(a) = pa(a). Noting that m # m’ define different polynomials p,, # p,s, we have that C(m)
and C(m') agree in at most ¢t places.) Let d(z,y) denote the Hamming distance between words
x,y € F™. The following is a well-known result from the error correcting code literature:

Theorem 5.1 The Reed-Solomon code is a linear [n,t + 1,n — t]-code over F. In addition, there

exists an efficient decoding algorithm that corrects up to "_5_1 errors. That is, for every m € Ft+1

and every x € F™ such that d(x,C(m)) < ”_5_1, the decoding algorithm returns m.
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Let t < n/3, and so n > 3t + 1. Plugging this into Theorem [5.1} we have that it is possible to
efficiently correct up to W = { errors.

Reed-Solomon and Shamir’s secret-sharing. Assume that n parties hold shares {q(a;)}ic[n
of a degree-t polynomial, as in Shamir’s secret-sharing scheme. That is, the dealer distributed
shares {q(i)}icn) where ¢ €g P> for a secret s € F. We can view the shares (g(a1),...,q(an))
as a Reed-Solomon codeword. Now, in order for the parties to reconstruct the secret from the
shares, all parties can just broadcast their shares. Observe that the honest parties provide their
correct share ¢q(«;), whereas the corrupted parties may provide incorrect values. However, since
the number of corrupted parties is ¢ < n/3, it follows that at most ¢ of the symbols are incorrect.
Thus, the Reed-Solomon reconstruction procedure can be run and the honest parties can all obtain
the correct polynomial ¢, and can compute ¢(0) = s.

We conclude that in such a case the corrupted parties cannot effectively cheat in the recon-
struction phase. Indeed, even if they provide incorrect values, it is possible for the honest parties
to correctly reconstruct the secret (with probability 1). Thus, the main challenge in constructing
a verifiable secret-sharing protocol is how to force a corrupted dealer to distribute shares that are
consistent with some degree-t polynomial.

5.3 Bivariate Polynomials

Bivariate polynomials are a central tool used by the BGW verifiable secret sharing protocol (in the
sharing stage). We therefore provide a short background to bivariate polynomials in this section.

A bivariate polynomial of degree ¢ is a polynomial over two variables, each of which has degree
at most ¢t. Such a polynomial can be written as follows:

t ot
Fla,y) =) a2ty
i=0 j=0
We denote by B%! the set of all bivariate polynomials of degree ¢ and with constant term s. Note
that the number of coefficients of a bivariate polynomial in B> is (t +1)2 — 1 = ¢2 4 2t (there are
(t + 1) coefficients, but the constant term is already fixed to be s).

Recall that when considering univariate polynomials, ¢ + 1 points define a unique polynomial
of degree t. In this case, each point is a pair (ag, Sx) and there exists a unique polynomial f such
that f(ag) = By for all t + 1 given points {(ag, Sk) ’;;11 The analogous statement for bivariate
polynomials is that ¢t + 1 univariate polynomials of degree ¢ define a unique bivariate polynomial of
degree t; see Claim below. For a degree-t bivariate polynomial S(z,y), fixing the y-value to be
some « defines a degree-t univariate polynomial f(x) = S(z,«). Likewise, any ¢ + 1 fixed values
ai,...,0qu+1 define t + 1 degree-t univariate polynomials fi(z) = S(x,ax). What we show now is
that like in the univariate case, this works in the opposite direction as well. Specifically, given ¢+ 1
values a, ..., a1 and t 4 1 degree-t polynomials fi(x), ..., fi+1(z) there exists a unique bivariate
polynomial S(x,y) such that S(z, o) = fr(x), for every k =1,...,t+ 1. This is formalized in the
next claim, which is a variant of the classic Lagrange interpolation theorem (a proof can also be
found in [18, [1]):

Claim 5.2 Lett be a nonnegative integer, let aq, ..., w1 be t + 1 distinct elements in F, and let
fi(@),..., fix1(z) be t+1 polynomials of degree t. Then, there exists a unique bivariate polynomial
S(z,y) of degree t such that for every k =1,...,t+ 1 it holds that S(z,ax) = fr(x).
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Verifiable secret sharing using bivariate polynomials. The verifiable secret-sharing pro-
tocol works by embedding a random univariate degree-t polynomial ¢(z) with ¢(0) = s into the
bivariate polynomial S(x,y). Specifically, S(x,y) is chosen at random under the constraint that
S(0,z) = q(z); the values g(ay),...,q(ay) are thus the univariate Shamir-shares embedded into
S(z,y). Then, the dealer sends each party P; two univariate polynomials as intermediate shares;
these polynomials are f;(z) = S(x, «;) and g;(y) = S(a4,y). By the definition of these polynomials,
it holds that f;(c;) = S(ej, ;) = gj(cu), and g;(aj) = S(as, oj) = fj(a;). Thus, any two parties P;
and P; can verify that the univariate polynomials that they received are pairwise consistent with
each other by checking that f;(a;) = gj(ou) and g;(a;) = fj(cu). As we shall see, this prevents the
dealer from distributing shares that are not consistent with a single bivariate polynomial. Finally,
party P; defines its output (i.e., “Shamir share”) as f;(0) = ¢(«;), as required.

We begin by proving that pairwise consistency checks as described above suffice for uniquely
determining the bivariate polynomial S. Specifically:

Claim 5.3 Let K C [n] be a set of indices such that |K| >t + 1, let {fi(x), 9x(y) }kex be a set
of pairs of degree-t polynomials, and let {ay}rex be distinct non-zero elements in F. If for every
i,j € K, it holds that f;(c;) = gj(cu), then there exists a unique bivariate polynomial S of degree-t
in both variables such that fi(x) = S(x, o) and gr(y) = S(ak,y) for every k € K.

Proof: Let L be any subset of K of cardinality exactly ¢ + 1. By Claim there exists a unique
bivariate polynomial S(x,y) of degree-t in both variables, for which S(x, ay) = fo(z) for every £ € L.
We now show if f;(a;) = gj(cy) for all i, j € K, then for every k € K it holds that f(z) = S(z, o)
and gx(y) = S, y)-

By the consistency assumption, for every k € K and ¢ € L we have that gx(ay) = fo(ag).
Furthermore, by the definition of S from above we have that fy(ag) = S(ag,ar). Thus, for all
k € K and ¢ € L it holds that gx(ay) = S(ag,ay). Since both gr(y) and S(ay,y) are degree-t
polynomials, and gi(ay) = S(ag, op) for t + 1 points ay, it follows that gi(y) = S(ax,y) for every
ke K.

It remains to show that fi(x) = S(x, ay) for all k£ € K (this trivially holds for all £ € L by the
definition of S from above, but needs to be proven for k € K\ L). By consistency, for every j, k € K,
we have that fi(a;) = g;(o). Furthermore, we have already proven that g;(oy) = S(oy, ay) for
every j,k € K. Therefore, fi(c;) = S(aj,ay) for every j, k € K, implying that fi(z) = S(z, o)
for every k € K (because they are degree-t polynomials who have the same value on more than ¢
points). This concludes the proof. [ |

We now proceed to prove a “secrecy lemma” for bivariate polynomial secret-sharing. Loosely
speaking, we prove that the shares { fi(z), g:(v) }icr (for |I| < t) that the corrupted parties receive
do not reveal any information about the secret s. In fact, we show something much stronger:
for every two degree-t polynomials ¢; and ¢o such that q1(a;) = g2(cw) = fi(0) for every i € I,
the distribution over the shares {f;(x),¢i(y)}ier received by the corrupted parties when S(z,y)
is chosen based on ¢;(z) is identical to the distribution when S(x,y) is chosen based on ¢a(z).
An immediate corollary of this is that no information is revealed about whether the secret equals
s1 = q1(0) or s2 = g2(0).

Claim 5.4 Let ay,...,an € F be n distinct non-zero values, let I C [n] with |I| <t, and let g1 and
g2 be two degree-t polynomials over F such that q1(o;) = q2(cy) for every i € I. Then,

{16,810, 00 10}, | = { {6 Sal@,00), Saleny)} ey }
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where S1(x,y) and Sa(x,y) are degree-t bivariate polynomial chosen at random under the constraints
that S1(0,2) = q1(2) and S2(0, z) = q2(z), respectively.

Proof: We begin by defining probability ensembles S; and Sy, as follows:
S1 = {{(ia51(957061)751(0%73/))}1‘61 | S1€r B st 81(0,2) = Q1(Z)}
S2 = {100, (@, 00), Salai,y) bier | Sz €r BROM st 55(0,2) = a2(2) |

Given this notation, an equivalent formulation of the claim is that S; = Ss.

In order to prove that this holds, we first show that for any set of pairs of degree-t polynomials
Z =A{(1, fi(x),9i(y)) }ier, the number of bivariate polynomials in the support of S; that are con-
sistent with Z equals the number of bivariate polynomials in the support of So that are consistent
with Z, where consistency means that f;(z) = S(z, ;) and ¢;(y) = S(a,y).

First note that if there exist ¢,j € I such that f;j(co;) # g;(cy) then there does not exist any
bivariate polynomial in the support of S; or Sy that is consistent with Z. Also, if there exists
an ¢ € I such that f;(0) # ¢1(«a;), then once again there is no polynomial from S; or Sp that is
consistent (this holds for Sy since f;(0) = S(0, ;) = ¢1(«;) should hold, and it holds similarly for
Sa because q1(;) = ga(a;) for all i € I).

Let Z = {(i, fi(x),9i(y)) }icr be a set of degree-t polynomials such that for every i, j € I it holds
that f;(c;) = gj(i), and in addition for every i € I it holds that f;(0) = ¢1(cs) = g2(;). We begin
by counting how many such polynomials exist in the support of S;. We have that Z contains ||
degree-t polynomials { f;(x) };er, and recall that ¢ 4+ 1 such polynomials f;(x) fully define a degree-t
bivariate polynomial. Thus, we need to choose ¢t + 1 — || more polynomials fj(x) (j # i) that are
consistent with ¢i(z) and with {g;(y)}icr. In order for a polynomial f;(z) to be consistent in this
sense, it must hold that fj(cy) = gi(c;) for every i € I, and in addition that f;(0) = ¢1(«;). Thus,
for each such f;(x) that we add, |I| 4+ 1 values of f; are already determined. Since the values of
fj at t + 1 points determine a degree-t univariate polynomial, it follows that an additional ¢t — |/
points can be chosen in all possible ways and the result will be consistent with Z. We conclude that
there exist (]IE‘|t*\I |)(t+17|1‘) ways to choose S7 according to S; that will be consistent. (Note that
if |I| =t then there is just one way.) The important point here is that the exact same calculation
holds for S5 chosen according to Se, and thus exactly the same number of polynomials from S; are
consistent with Z as from S».

Now, let Z = {(3, fi(z), gi(y)) }ier be a set of |I| pairs of univariate degree-t polynomials. We
have already shown that the number of polynomials in the support of S; that are consistent with
Z equals the number of polynomials in the support of S that are consistent with Z. Since the
polynomials S; and S2 (in S; and Sg, respectively) are chosen randomly among those consistent
with Z, it follows that the probability that Z is obtained is exactly the same in both cases, as
required. |

5.4 The Verifiable Secret Sharing Protocol

In the VSS functionality, the dealer inputs a polynomial g(z) of degree ¢, and each party P; receives
its Shamir share ¢(«a;) based on that polynomialﬁ The “verifiable” part is that if ¢ is of degree

4This is a specific VSS definition that is suited for the BGW protocol. We remark that it is possible to define
VSS in a more general and abstract way (like a multiparty “commitment”). However, since we will need to compute
on the shares g(a1), ..., g(an), these values need to be explicitly given in the output.
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greater than ¢, then the parties reject the dealer’s shares and output L. The functionality is formally
defined as follows:

FUNCTIONALITY 5.5 (The BGW Fygg functionality)

Fyss (g(x), N\, ..., \) = { Ejz_(fll):J_), alan) i)fthii%\ffs)eg t

Observe that the secret s = ¢(0) is only implicitly defined in the functionality; it is however
well defined. Thus, in order to share a secret s, the functionality is used by having the dealer first
choose a random polynomial ¢ €g P! (where P*! is the set of all degree-t univariate polynomials
with constant term s) and then run Fygg with input ¢(x).

The protocol idea. We present the VSS protocol of BGW with the simplification of the com-
plaint phase suggested by [I7]. The protocol uses private point-to-point channels between each
pair of parties and an authenticated broadcast channel (meaning that the identity of the broad-
caster is given). The protocol works by the dealer selecting a random bivariate polynomial S(z,y)
of degree t under the constraint that S(0,z) = ¢(z). The dealer then sends each party P; two
polynomials that are derived from S(x,y): the polynomial f;(x) = S(z, ;) and the polynomial
9i(y) = S(ay,y). As we have shown in Claim t pairs of polynomials f;(z), g;(y) received by the
corrupted parties reveal nothing about the constant term of S (i.e., the secret being shared). In
addition, given these polynomials, the parties can verify that they have consistent inputs. Specifi-
cally, since g;(cj) = S(, ;) = fj(u), it follows that each pair of parties P; and P; can check that
their polynomials fulfill fj(o;) = gj(a;) and gi(cj) = fj(c;) by sending each other these points. If
all of these checks pass, then by Claim it follows that all the polynomials are derived from a
single bivariate polynomial S(z,y), and thus the sharing is valid and the secret is fully determined.

The problem that arises is what happens if the polynomials are not all consistent; i.e., if P;
receives from P; values fi(a;),gi(j) such that fj(a;) # gi(ay) or gj(eu) # fi(a;). This can
happen if the dealer is corrupted, or if P; is corrupted. In such a case, P; issues a “complaint” by
broadcasting its inconsistent values (j,1, fj(«;), gj(u)) defined by the shares f;(z), g;(y) it received
from the dealer. Then, the dealer checks if these values are correct, and if they are not then it
is required to broadcast the correct polynomials for that complaining party. We stress that in
this case the dealer broadcasts the entire polynomials fj(x) and g;(y) defining P;’s share, and
this enables all other parties P to verify that these polynomials are consistent with their own
shares, thus verifying their validity. Note that if the values broadcast are correct (e.g., in the case
that the dealer is honest and P; sent P; incorrect values) then the dealer does not broadcast P;’s
polynomials. This ensures that an honest dealer does not reveal the shares of honest parties.

This strategy is sound since if the dealer is honest, then all honest parties will have consistent
values. Thus, the only complaints will be due to corrupted parties complaining falsely (in which case
the dealer will broadcast the corrupted parties polynomials, which gives them no more information),
or due to corrupted parties sending incorrect values to honest parties (in which case the dealer
does not broadcast anything, as mentioned). In contrast, if the dealer is not honest, then all
honest parties will reject and output L unless it re-sends consistent polynomials to all, thereby
guaranteeing that S(z,y) is fully defined again, as required. This complaint resolution must be
carried out carefully in order to ensure that security is maintained. We defer more explanation
about how this works until after the full specification, given in Protocol
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PROTOCOL 5.6 (Securely Computing Fysg)

e Input: The dealer D = P; holds a polynomial g(x) of degree at most ¢ (if not, then the
honest dealer just aborts at the onset). The other parties Ps,..., P, have no input.

e Common input: The description of a field F and n non-zero elements aq,...,a, € F.
e The protocol:

1. Round 1 (send shares) — the dealer:

(a) The dealer selects a uniformly distributed bivariate polynomial S(z,y) € B¢,
under the constraint that S(0, z) = g(z).
(b) For every i € {1,...,n}, the dealer defines the polynomials f;(x) def S(z, ;) and
9i(y) el (s, y). It then sends to each party P; the polynomials f;(z) and g;(y).
2. Round 2 (exchange subshares) — each party P;:
(a) Store the polynomials f;(z) and g;(y) that were received from the dealer. (If
fi(x) or g;(y) is of degree greater than ¢ then truncate it to be of degree ¢.)
(b) For every j € {1,...,n}, send f;(a;) and g;(c;) to party P;.
3. Round 3 (broadcast complaints) — each party P;:
(a) For every j € {1,...,n}, let (u;,v;) denote the values received from player P; in
Round 2 (these are supposed to be u; = f;(a;) and v; = g;(a)).
If u; # gi(ey) or v; # fi(e;), then broadcast complaint(i, 7, f;(a), gi(c;)).
(b) If no parties broadcast a complaint, then every party P; outputs f;(0) and halts.
4. Round 4 (resolve complaints) — the dealer: For every complaint message re-
ceived, do the following:
(a) Upon viewing a message complaint(i, j,u,v) broadcast by P;, check that u =
S(ey, a;) and v = S(oy, ). (Note that if the dealer and P; are honest, then it

holds that u = fi(e;) and v = g¢;(c;).) If the above condition holds, then do
nothing. Otherwise, broadcast reveal(s, fi(z), g:(y))-

5. Round 5 (evaluate complaint resolutions) — each party P;:

(a) For every j # k, party P; marks (j,k) as a joint complaint if it viewed two
messages complaint(k, j,ui,v1) and complaint(j, k, ua, v2) broadcast by P, and
P;j, respectively, such that u; # va or vi # wuo. If there exists a joint com-
plaint (j,k) for which the dealer did not broadcast reveal(k, fi(z), gx(y)) nor
reveal(j, f;(x), g;(y)), then go to Step [] (and do not broadcast consistent). Oth-
erwise, proceed to the next step.

(b) Consider the set of reveal(j, f;(), g;(y)) messages sent by the dealer (truncating
the polynomials to degree t if necessary as in Step :
i. If there exists a message in the set with j = ¢ then reset the stored polyno-
mials f;(z) and ¢;(y) to the new polynomials that were received, and go to
Step [6] (without broadcasting consistent).
ii. If there exists a message in the set with j # ¢ and for which f;(a;) # g;(a;)
or g;(a;) # fj(a;), then go to Step @ (without broadcasting consistent).
If the set of reveal messages does not contain a message that fulfills either one of
the above conditions, then proceed to the next step.
(¢) Broadcast the message consistent.

6. Output decision (if there were complaints) — each party P;: If at least n — ¢
parties broadcast consistent, output f;(0). Otherwise, output L.
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The security of Protocol Before we prove that Protocol [5.6] is t-secure for the Fygg
functionality, we present an intuitive argument as to why this holds. First, consider the case that
the dealer is honest. In this case, all of the polynomials received by the parties are consistent (i.e.,
for every pair P;, P; it holds that f;(c;) = gj(cy) and fj(cu) = gi(j)). Thus, an honest party P;
only broadcasts a complaint if a corrupted party sends it incorrect values and the values included
in that complaint are known already to the adversary. However, if this occurs then the dealer will
not send a reveal of the honest party’s polynomials (because its values are correct). Furthermore,
if any corrupted party P; broadcasts a complaint with incorrect values (u,v), the dealer can send
the correct reveal message (this provides no additional information to the adversary since the reveal
message just contains the complainant’s shares). In such a case, the check carried out by each
honest party P; in Step will pass and so every honest party will broadcast consistent. Thus,
at least n — t parties broadcast consistent (since there are at least n —t honest parties) and so every
honest party P; outputs f;(0) = S(0,a;) = q(c;), where the last equality is due to the way the
dealer chooses S(z,y).

Next, consider the case that the dealer is corrupted. In this case, the honest parties may
receive polynomials that are not consistent with each other; that is, honest P; and P, may receive
polynomials f; (), g;(y) and fy(x), gx(y) such that cither f;(ax) # gilay) or fila;) # g;(a).
However, in such a case both honest parties complain, and the dealer must send a valid reveal
message (in the sense described below) or no honest party will broadcast consistent. In order for
n — t parties to broadcast consistent, there must be at least (n —t) — ¢ =t 4+ 1 honest parties that
broadcast consistent. This implies that these ¢ + 1 or more honest parties all received polynomials
fj(x) and gj(y) in the first round that are pairwise consistent with each other and with all of the
“fixed” values in the reveal messages. Thus, by Claim the polynomials f;(z) and g;(y) of these
t+1 (or more) parties are all derived from a unique degree-t bivariate polynomial S(x,y), meaning
that f;(z) = S(x, ;) and g¢;(y) = S(a;,y). (The parties who broadcasted consistent are those that
make up the set K in Claim [5.3])

The above suffices to argue that the polynomials of all the honest parties that broadcast
consistent are derived from a unique S(z,y). It remains to show that if at least ¢ + 1 honest
parties broadcast consistent, then the polynomials of all the other honest parties that do not broad-
cast consistent are also derived from the same S(x,y). Assume that this is not the case. That is,
there exists an honest party P; such that f;(z) # S(z, ;) (an analogous argument can be made
with respect to gj(z) and S(cy,y)). Since f;(z) is of degree-t this implies that f;(ax) = S(ax, )
for at most ¢ points . Thus, P;’s points are pairwise consistent with at most ¢ honest parties
that broadcast consistent (since for all of these parties gi(y) = S(ag,y)). This implies that there
must have been a joint complaint between P; and an honest party P, who broadcasted consistent,
and so this complaint must have been resolved by the dealer broadcasting polynomials f;(x) and
gj(y) such that fj(ax) = gx(c ) for all P, who broadcasted consistent (otherwise, they would not
have broadcasted consistent). We now proceed to the formal proof.

Theorem 5.7 Let t < n/3. Then, Protocol is t-secure for the Fygs functionality in the
presence of a static malicious adversary.

Proof: Let A be an adversary in the real world. We show the existence of a simulator STM
such that for any set of corrupted parties I and for all inputs, the output of all parties and the
adversary A in an execution of the real protocol with A is identical to the outputs in an execution
with SZM in the ideal model. We separately deal with the case that the dealer is honest and the
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case that the dealer is corrupted. Loosely speaking, when the dealer is honest we show that the
honest parties always accept the dealt shares, and in particular that the adversary cannot falsely
generate complaints that will interfere with the result. In the case that the dealer is corrupted
the proof is more involved and consists of showing that if the dealer resolves complaints so that at
least n — t parties broadcast consistent, then this implies that at the end of the protocol all honest
parties hold consistent shares, as required.

Case 1 — the Dealer is Honest

In this case in an ideal execution, the dealer sends ¢(z) to the trusted party and each honest party
P;j receives q(«;) from the trusted party, outputs it, and never outputs L. Observe that none of
the corrupted parties have input and so the adversary has no influence on the output of the honest
parties. We begin by showing that this always holds in a real execution as well; i.e., in a real
execution each honest party P; always outputs ¢(a;) and never outputs L.

Since the dealer is honest, it chooses a bivariate polynomial as described in the protocol and
sends each party the prescribed values. In this case, an honest party P; always outputs either
f;(0) = S(0,j) = q(a;) or L. This is due to the fact that its polynomial f;(z) will never be
changed, because it can only be changed if a reveal(7, fj’»(a:), 9;(y)) message is sent with f]’~ (x) # fi(2).
However, an honest dealer never does this. Thus, it remains to show that P; never outputs L. In
order to see this, recall that an honest party outputs f;(0) and not L if and only if at least n —¢
parties broadcast consistent. Thus, it suffices to show that all honest parties broadcast consistent.
An honest party P; broadcasts consistent if and only if the following conditions hold:

1. The dealer resolves all conflicts: Whenever a pair of complaint messages complaint(k, ¢, w1, v1)
and complaint(¢, k, ug, v2) were broadcast such that u; # vy and v; # ug for some k and ¢,
the dealer broadcasts a reveal message for ¢ or k£ or both in Step (or else P; would not
broadcast consistent as specified in Step .

2. The dealer did not broadcast reveal(j, f;(x), gj(y)). (See Step [5(b)i)

3. Every revealed polynomial fits P;’s polynomials: Whenever the dealer broadcasts a message
reveal(k, fi(x), gk (y)), it holds that gi(aj) = fj(au) and fi(oy) = g;(ax). (See Step p(b)iil)

Since the dealer is honest, whenever there is a conflict between two parties, the dealer will broadcast
a reveal message. This is due to the fact that if u; # v or ug # v1, it cannot hold that both (uy,v7)
and (ug,vy) are consistent with S(z,y) (i.e., it cannot be that u; = S(ay, ax) and v1 = S(ayg, ayp)
as well as ug = S(ag, ay) and vy = S(ay, a)). Thus, by its instructions, the dealer will broadcast
at least one reveal message, and so condition (1) holds. In addition, it is immediate that since
the dealer is honest, condition (3) also holds. Finally, the dealer broadcasts a reveal(j, fj(x), g;(y))
message if and only if P; sends a complaint with an incorrect pair (u,v); i.e., P; broadcast (4, k, u, v)
where either u # f;(ay) or v # gj(ax). However, since both the dealer and P; are honest, any
complaint sent by P; will be with the correct (u,v) values. Thus, the dealer will not broadcast
a reveal of P;’s polynomials and condition (2) also holds. We conclude that every honest party
broadcasts consistent and so all honest parties P; output f;(0) = ¢(«; ), as required.

Since the outputs of the honest parties are fully determined by the honest dealer’s input, it
remains to show the existence of an ideal-model adversary/simulator SZM that can generate the
view of the adversary A in an execution of the real protocol, given only the outputs g(«a;) of the
corrupted parties P; for every ¢ € I.
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The simulator SZM:
o STM invokes A on the auziliary input z.
e Interaction with the trusted party: STM receives the output values {q(c;)};c;-

e Generating the view of the corrupted parties: STM chooses any polynomial ¢'(z) under the
constraint that ¢'(cv;) = q(a;) for every i € I. Then, SIM runs all honest parties (including
the honest dealer) in an interaction with A, with the dealer input polynomial as ¢'(x).

o STM outputs whatever A outputs, and halts.

We now prove that the distribution generated by SZM is as required. First, observe that
all that the corrupted parties see in the simulation by SZM is determined by the adversary and
the sequence of polynomial pairs {(f;(z), gi(y)) }ier, where f;(x) and g¢;(y) are selected based on
¢ (x), as described in the protocol. In order to see this, note that the only information sent
after Round 1 are parties’ complaints, complaint resolutions, and consistent messages. However,
when the dealer is honest any complaint sent by an honest party P; can only be due it receiving
incorrect (u;,v;) from a corrupted party P; (i.e., where either u; # f;(a;) or v; # g;j(cy) or both).
Such a complaint is of the form (4,4, fj(c;), g;j(a;)), which equals (j,%,gi(c ), fi(a;)) since the
dealer is honest, and so this complaint is determined by (fi(z), gi(x)) where ¢ € I. In addition,
since the honest parties’ complaints always contain correct values, the dealer can only send reveal
messages reveal(i, fi(z), gi(xz)) where ¢ € I; once again this information is already determined by
the polynomial pairs of Round 1. Thus, all of the messages sent by SZM in the simulation can be
computed from the sequence {(fi(x),gi(y))}icr only. Next, observe that the above is also true for
a real protocol execution as well. Thus, the only difference between the real and ideal executions
is whether the sequence {(f;(z), g:(y))}icr is based on the real polynomial g(x) or the simulator-
chosen polynomial ¢'(x). However, by Claim [5.4] these distributions (i.e., {(fi(x), gi(y))}icr) of are
identical). This completes the proof of the case that the dealer is honest.

Case 2 — the Dealer is Corrupted

In this case, the adversary A controls the dealer. Briefly speaking, the simulator SZM just plays
the role of all honest parties. Recall that all actions of the parties, apart from the dealer, are
deterministic and that these parties have no inputs. If the simulated execution is such that the
parties output L, the simulator sends an invalid polynomial (say g(z) = z%) to the trusted party.
Otherwise, the simulator uses the fact that it sees all “shares” sent by A to honest parties in order
to interpolate and find the polynomial ¢(x), which it then sends to the trusted party computing the
functionality. That is, here the simulator invokes the trusted party after simulating an execution
of the protocol. We now formally describe the simulator:

The simulator STM:
1. SIM invokes A on its auziliary input z.

2. SIM plays the role of all the n — |I| honest parties interacting with A, as specified by the
protocol, running until the end.
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3. Let num be the number of (honest and corrupted) parties P; that broadcast consistent in the
simulation:

(a) If num < n —t, then STM sends the trusted party the polynomial ¢'(x) = z* as the

dealer input (this causes the trusted party to send L as output to all parties in the ideal
model).

(b) If num > n—t, then SIM defines a degree-t polynomial ¢'(z) as follows. Let K C [n]\I

be the set of all honest parties that broadcast consistent in the simulation. STM finds the
unique degree-t bivariate polynomial S that is guaranteed to exist by Claim[5.3 for this set
K (later we will show why Claim[5.5 can be used). Then, STM defines ¢'(z) = S(0, z)
and sends it to the trusted party (we stress that ¢'(x) is not necessarily equal to the
polynomial q(x) that the dealer — equivalently P) — receives as input).
SIM receives the output {q' (i) }ier of the corrupted parties from the trusted party.
(Since these values are already known to SIM, they are not used. Nevertheless, STM
must send ¢'(x) to the trusted party since this results in the honest parties receiving their
output from Fygg.)

4. SIM halts and outputs whatever A outputs.

Observe that all parties, as well as the simulator, are deterministic since the only party who
tosses coins in the protocol is the honest dealer (where here the dealer is played by A and we can
assume that A is deterministic because its auxiliary input can contain the “best” random coins for
its attack). Thus, the outputs of all parties are fully determined both in the real execution of the
protocol with A and in the ideal execution with SZM. We therefore show that the outputs of the
adversary and the parties in a real execution with A are equal to the outputs in an ideal execution
with STM.

First, observe that the simulator plays the role of all the honest parties in an ideal execution,
following the exact protocol specification. Since the honest parties have no input, the messages sent
by the simulator in the ideal execution are exactly the same as those sent by the honest parties in
a real execution of the protocol. Thus, the value that is output by A in a real execution equals the
value that is output by A in the ideal execution with SZM. It remains to show that the outputs
of the honest parties are also the same in the real and ideal executions. Let ouTPUT; denote the
outputs of the parties P; for all j € J. We prove:

Claim 5.8 Let J = [n] \ I be the set of indices of the honest parties. For every adversary A
controlling I including the dealer, every polynomial q(x) and every auziliary input z € {0,1}* for

A, it holds that:
OUTPUT (REALW,A(Z)’I (q(z), N, ..., )\)) = OUTPUT (IDEALR, ¢ s(2),1 (4(2), A, ..., N)).
Proof: Let & = (q(x),\,...,\) be the vector of inputs. We separately analyze the case that in

the real execution some honest party outputs L and the case where no honest party outputs L.

Case 1: There exists a j € J such that OUTPUT;(REAL_ A2) (q(z), A, ..., X)) = L. We show that
in this case all the honest parties output L in both the real and ideal executions. Let j be such
that OUTPUT;(REAL A(2) ;(&)) = L. By the protocol specification, an honest party P; outputs L

(in the real world) if and only if it receives less than n — ¢ “consistent” messages over the broadcast
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channel. Since these messages are broadcast, it holds that all the parties receive the same messages.
Thus, if an honest P; output L in the real execution, then each honest party received less than
n — t such “consistent” messages, and so every honest party outputs L (in the real execution).

We now claim that in the ideal execution, all honest parties also output L. The output of the
honest parties in the ideal execution are determined by the trusted third party, based on the input
sent by SZM. It follows by the specification of SZM that all honest parties output L if and only
if STM sends 2! to the trusted third party. As we have mentioned, the simulator STM follows
the instructions of the honest parties exactly in the simulation. Thus, if in a real execution with A
less than n — ¢ parties broadcast consistent, then the same is also true in the simulation with SZM.
(We stress that ezactly the same messages are sent by A and the honest parties in a real protocol
execution and in the simulation with SZM.) Now, by the instructions of SZM, if less than n — ¢
parties broadcast consistent, then num < n — ¢, and STM sends ¢(z) = 2% to the trusted party.
We conclude that all honest parties output L in the ideal execution as well.

Case 2: For every j € J it holds that OUTPUT; (REALW,A(Z),I(f)) # L. By what we have discussed
above, this implies that in the simulation with SZM, at least n—t parties broadcast consistent. Since
n > 3t+1 this implies that at least 3t+1—t > 2¢t+1 parties broadcast consistent. Furthermore, since
there are at most ¢ corrupted parties, we have that at least t+1 honest parties broadcast consistent.
Recall that an honest party P; broadcasts consistent if and only if the following conditions hold (cf.
the case of honest dealer):

1. The dealer resolves all conflicts (Step [5af of the protocol).
2. The dealer did not broadcast reveal(j, fj(x), gj(y)) (Step [p(b)i| of the protocol).
3. Every revealed polynomial fits P;’s polynomials (Step of the protocol).

Let K C [n] be the set of honest parties that broadcast consistent as in Step [3b] of SZM. For each
of these parties the above conditions hold. Thus, for every i,j € K it holds that f;(a;) = g;(cy)
and so Claim can be applied. This implies that there exists a unique bivariate polynomial S
such that S(x,ar) = fr(z) and S(ak,y) = gx(y) for every k € K. Since S is unique, it also defines
a unique polynomial ¢'(z) = S(0,x). Now, since STM sends ¢'(x) to the trusted party in an ideal
execution, we have that all honest parties P; output ¢’(c;) in an ideal execution. We now prove
that the same also holds in a real protocol execution.

We stress that the polynomial ¢/(z) is defined as a deterministic function of the transcript of
messages sent by A in a real or ideal execution. Furthermore, since the execution is deterministic,
the exact same polynomial ¢/(z) is defined in both the real and ideal executions. It therefore
remains to show that each honest party P; outputs ¢'(c;) in a real execution. We first observe
that any honest party Py for k € K clearly outputs ¢'(ay). This follows from the fact that by
the protocol description, each party P; that does not output L outputs f;(0). Thus, each such Py
outputs fx(0). We have already seen that ¢/(z) is the unique polynomial that passes through the
points (ag, fx(0)) and thus ¢'(ax) = fr(0) for every k € K.

It remains to show that every honest party P; for j ¢ K also outputs ¢'(«;); i.e., it remains
to show that every honest party P; who did not broadcast consistent also outputs ¢’(c;). Let
fj’(x) and gg(;v) be the polynomials that P; holds after the possible replacement in Step of
the protocol (note that these polynomials may be different from the original polynomials that P;
received from the dealer at the first stage). We stress that this party P; did not broadcast consistent,
and therefore we cannot rely on the conditions above. However, for every party Py (k € K) who
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broadcast consistent, we are guaranteed that the polynomials fi(x) and gx(y) are consistent with
the values of the polynomials of Pj; that is, it holds that fx(a;) = gj(ax) and gi(ey) = fi(ow).
This follows from the fact that all conflicts are properly resolved (and so if they were inconsistent
then a reveal message must have been sent to make them consistent). This implies that for ¢ + 1
points k € K, it holds that fi(ax) = S(ax,;), and so since f}(z) is a polynomial of degree ¢ (by
the truncation instruction; see the protocol specification) it follows that fj(z) = S(z, ;) (because
both are degree-t polynomials in z). Thus, f;(0) = S(0, ;) and we have that P; outputs S(0, ;).
This completes the proof because ¢'(c;) = S(0, @), as described above. [ |

This completes the proof of Theorem (5.7 [ |

Efficiency. We remark that in the case that no parties behave maliciously in Protocol the
protocol merely involves the dealer sending two polynomials to each party, and each party sending
two field elements to every other party. Specifically, if no party broadcasts a complaint, then the
protocol can conclude immediately after Round 3.

6 Multiplication in the Presence of Malicious Adversaries

6.1 High-Level Overview

In this section, we show how to securely compute shares of the product of shared values, in the
presence of a malicious adversary controlling any ¢ < n/3 parties. We use the simplification of the
original multiplication protocol of [7] that appears in [19]. We start with a short overview of the
simplification of [19] in the semi-honest model, and then we show how to move to the malicious case.

Assume that the values on the input wires are a and b, respectively, and that each party holds
degree-t shares a; and b;. Recall that the values a; - b; define a (non random) degree-2¢ polynomial
that hides a - b. The semi-honest multiplication protocol of [7] works by first re-randomizing this
degree-2t polynomial, and then reducing its degree to degree-t while preserving the constant term
which equals a-b (see Section. Recall also that the degree-reduction works by running the BGW
protocol for a linear function, where the first step involves each party sharing its input by a degree-t
polynomial. In our case, the parties’ inputs are themselves shares of a degree-2¢t polynomial, and
thus each party “subshares” its share.

The method of [19] simplifies this protocol by replacing the two different stages of rerandomiza-
tion and degree-reduction with a single step. The simplification is based on an observation that a
specific linear combination of all the subshares of all a;-b; defines a random degree-t polynomial that
hides a - b (where the randomness of the polynomial is derived from the randomness of the polyno-
mials used to define the subshares). Thus, the protocol involves first subsharing the share-product
values a; - b;, and then carrying out a local linear combination of the obtained subshares.

The main problem and difficulty that arises in the case of malicious adversaries is that corrupted
parties may not subshare the correct values a; - b;. We therefore need a mechanism that forces the
corrupted parties to distribute the correct values, without revealing any information. Unfortunately,
it is not possible to simply have the parties VSS-subshare their share products a; - b; and then use
error correction to correct any corrupt values. This is due to the fact that the shares a; - b; lie on a
degree-2t polynomial, which in turn defines a Reed-Solomon code of parameters [n,2t + 1,n — 2t].
For such a code, it is possible to correct up tot% errors (see Section; plugging inn = 3t+1

we have that it is possible to correct up to 5 errors. However, there are t corrupted parties and
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so incorrect values supplied by more than half of them cannot be correctedﬂ The BGW protocol
therefore forces the parties to distribute correct values, using the following steps:

1. The parties first distribute subshares of their input shares on each wire (rather than the
subshares of the product of their input shares) to all other parties in a verifiable way. That is,
each party P; distributes subshares of a; and subshares of b;. Observe that the input shares
are points on degree-t polynomials. Thus, these shares constitute a Reed-Solomon code with
parameters [n,t+ 1,n —t| for which it is possible to correct up to ¢ errors. There is therefore
enough redundancy to correct errors, and so any incorrect values provided by corrupted parties
can be corrected. This operation is carried out using the F{?g’gh”e functionality, described in

Section [6.41

2. Next, each party distributes subshares of the product a; - b;. The protocol for subsharing the
product uses the separate subshares of a; and b; obtained in the previous step, in order to
verify that the correct product a;-b; is shared. Stated differently, this step involves a protocol
for verifying that a party distributes shares of a; - b; (via a degree-t polynomial), given shares
of a; and shares of b; (via degree-t polynomials). This step is carried out using the Fygg
functionality, described in Section In order to implement this step, we introduce a new
functionality called Fi,q in Section [6.5

3. Finally, after the previous step, all parties verifiably hold (degree-t) subshares of all the
products a;-b; of every party. As described above, shares of the product a - b can be obtained
by computing a linear function of the subshares obtained in the previous step. Thus, each
party just needs to carry out a local computation on the subshares obtained. This is described
in Section [6.7

Before we show how to securely compute the F\S,%bgh”e functionality, we present relevant pre-
liminaries in Sections [6.2] and Specifically, in Section [6.2] we introduce the notion of corruption-
aware functionalities. These are functionalities whose behavior may depend on which parties are
corrupted. We use this extension of standard functionalities in order to prove the BGW protocol
in a modular fashion. Next, in Section [6.3] we present a subprotocol for securely computing ma-
trix multiplication over a shared vector. This will be used in the protocol for securely computing
F“%’ghm’e, which appears in Section

6.2 Corruption-Aware Functionalities and Their Use

In the standard definition of secure computation (see Section and [8, 20]) the functionality
defines the desired input/output behavior of the computation. As such, it merely receives inputs
from the parties and provides outputs. However, in some cases, we wish to provide the corrupted
parties, equivalently the adversary, with some additional power over the honest parties.

In order to see why we wish to do this, consider the input sharing phase of the BGW protocol,
where each party distributes its input using secret sharing. This is achieved by running n executions

®We remark that in the case of t < n/4 (i.e., n > 4t + 1), the parties can correct errors directly on degree-2t
polynomials. Therefore, the parties can distribute subshares of the products a; - b;, and correct errors on these shares
using (a variant of) the Fgubshare functionality directly. Thus, overall, the case of t < n/4 is significantly simpler,
since there is no need for the FIF¥L subprotocol that was mentioned in the second step described above. A full

specification of this simplification is described in Appendix [A} the description assumes familiarity with the material
appearing in Sections and and therefore should be read after these sections.

37



of VSS where in the ith copy party P; plays the dealer with a polynomial g;(x) defining its input. The
question that arises now is what security is obtained when running these VSS invocations in parallel,
and in particular we need to define the ideal functionality that such parallel VSS executions fulfills.
Intuitively, the security of the VSS protocol guarantees that all shared values are independent.
Thus, one could attempt to define the “parallel VSS” functionality as follows:

FUNCTIONALITY 6.1 (Parallel VSS (naive attempt) — F{}¢¢)

1. The parallel F{}q¢ functionality receives inputs ¢i(z),...,¢,(x) from parties Pi,..., P,
respectively. If P; did not send a polynomial g¢;(x), or deg(q;) > t, then F{}qq defines
gi(z) = L for every x.

2. For every i = 1,...,n, the functionality F{}¢q sends (¢1(cv), ..., gn(a;)) to party P;.

This is the naive extension of the single Fy gg functionality (Functionality , and at first sight
seems to be the appropriate ideal functionality for a protocol consisting of n parallel executions
of Protocol for computing Fygs. However, we now show that this protocol does not securely
compute the parallel VSS functionality as defined.

Recall that the adversary is rushing, which means that it can receive the honest parties’ messages
in a given round before sending its own. In this specific setting, the adversary can see the corrupted
parties’ shares of the honest parties’ polynomials before it chooses the corrupted parties’ input
polynomials (since these shares of the honest parties’ polynomials are all sent to the corrupted
parties in the first round of Protocol . Thus, the adversary can choose the corrupted parties’
polynomials in a way that is related to the honest parties’ polynomials. To be specific, let P; be
an honest party with input ¢;(z), and let P; be a corrupted party. Then, the adversary can first
see P;’s share ¢j(c;), and then choose ¢;(x) so that ¢;(o;) = ¢j(;), for example. In contrast, the
adversary in the ideal model with Fj}¢q cannot achieve this effect since it receives no information
about the honest parties’ polynomials before all input polynomials, including those of the corrupted
parties, are sent to the trusted party. Thus, n parallel executions of Protocol does not securely
compute Fy}gq as defined in Functionality [6.1}

Despite the above, we stress that in many cases (and, in particular, in the application of parallel
VSS in the BGW protocol) this adversarial capability is of no real concern. Intuitively, this is due to
the fact that ¢;(«;) is actually independent of the constant term ¢;(0) and so making ¢;(c;) depend
on ¢;(a;) is of no consequence in this application. Nevertheless, the adversary can set g;(x) in this
way in the real protocol (due to rushing), but cannot do so in the ideal model with functionality
F{} g (as in Functionality . Therefore, the protocol consisting of n parallel calls to Fygg does
not securely compute the F{} ¢4 functionality. Thus, one has to either modify the protocol or change
the functionality definition, or both. Observe that the fact that in some applications we don’t care
about this adversarial capability is immaterial: The problem is that the protocol does not securely
compute Functionality and thus something has to be changed.

One possible modification to both the protocol and functionality is to run the Fy gg executions
sequentially in the real protocol and define an ideal (reactive) functionality where each party P;
first receives its shares qi(a),...,¢—1(a;) from the previous VSS invocations before sending its
own input polynomial g;(x). This solves the aforementioned problem since the ideal (reactive) func-
tionality allows each party to make its polynomial depend on shares previously received. However,
this results in a protocol that is not constant round, which is a significant disadvantage.

Another possible modification is to leave the protocol unmodified (with n parallel calls to Fy gs),
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and change the ideal functionality as follows. First, the honest parties send their input polynomials
q;j(z) (for every j ¢ I). Next, the corrupted parties receive their shares on these polynomials (i.e.,
gj(oy) for every j ¢ I and i € I), and finally the corrupted parties send their polynomials g;(z)
(for every i € I) to the trusted party. This reactive functionality captures the capability of the
adversary to choose the corrupted parties’ polynomials based on the shares g;(c;) that it views on
the honest parties’ polynomials, but nothing more. Formally, we define:

FUNCTIONALITY 6.2 (Corruption-aware parallel VSS — F{} o)
Fl} ¢ receives a set of indices I C [n] and works as follows:

1. F{}¢q¢ receives an input polynomial g;(z) from every honest P; (j ¢ I).

2. Fy}4g sends the (ideal model) adversary the corrupted parties’ shares {q;(c;)} ;¢ for every
i € I, based on the honest parties’ polynomials.

3. Fl}qg receives from the (ideal model) adversary an input polynomial ¢;(x) for every ¢ € I.

4. FJ}gg sends the shares (¢1(¢y), ..., qn(;)) to every party P; (j=1,...,n). If deg(g;(z)) >t
then L is sent in place of g;(¢;)

This modification to the definition of F{}¢¢ solves our problem. However, the standard definition
of security, as referred in Section does not allow us to define a functionality in this way. This
is due to the fact that the standard formalism does not distinguish between honest and malicious
parties. Rather, the functionality is supposed to receive inputs from each honest and corrupt party
in the same way, and in particular does not “know” which parties are corrupted. We therefore
augment the standard formalism to allow corruption-aware functionalities (CA functionalities) that
receive the set I of the identities of the corrupted parties as additional auziliary input when invoked.
We proceed by describing the changes required to the standard (stand-alone) definition of security
of Section in order to incorporate corruption awareness.

Definition. The formal definition of security for a corruption-aware functionality is the same as
Definition with the sole change being that f is a function of the subset of corrupted parties and
the inputs; formally, f : 2 x ({0,1}*)" = ({0,1}*)". We denote by f;(&) = f(I, ) the function
f with the set of corrupted parties fixed to I C [n]. Then, we require that for every subset I (of
cardinality at most ¢), the distribution IDEAL, s(.) () is distributed identically to REAL A(2), ().
We stress that in the ideal model, the subset I that is given to a corruption-aware functionality as
auxiliary input (upon initialization) is the same subset I of corrupted parties that the adversary
controls. Moreover, the functionality receives this subset I at the very start of the ideal process, in
the exact same way as the (ideal model) adversary receives the auxiliary input z, the honest parties
receive their inputs, and so on. We also stress that the honest parties (both in the ideal and real
models) do not receive the set I, since this is something that is of course not known in reality (and
so the security notion would be nonsensical). Formally,

Definition 6.3 Let f : 2" x ({0,1}*)" — ({0,1}*)" be a corruption-aware n-ary functionality and
let ™ be a protocol. We say that 7 is t-secure for f if for every probabilistic adversary A in the real
model, there exists a probabilistic adversary S of comparable complexity in the ideal model, such
that for every I C [n| of cardinality at most t, every & € ({0,1}*)" where |x1| = ... = |z,|, and
every z € {0,1}*, it holds that: {IDEAthS(Z)J(aE’)} = {REALﬂ',A(z),I(f)}‘

5Tt actually suffices to send the shares (qi(c;), ..., ¢n(c;)) only to parties P; for j ¢ I since all other parties have
already received these values. Nevertheless, we present it in this way for the sake of clarity.
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We stress that since we only consider static adversaries here, the set I is fully determined before
the execution begins, and thus this is well defined.

This idea of having the behavior of the functionality depend on the adversary and/or the
identities of the corrupted parties was introduced by [9] in order to provide more flexibility in
defining functionalities, and is heavily used in the universal composability framework[]

The hybrid model and modular composition. In the hybrid model, where the parties have
oracle tapes for some ideal functionality (trusted party), in addition to regular communication
tapes, the same convention for corruption awareness is followed as in the ideal model. Specifically,
an execution in the Gr-hybrid model, denoted HYBRID% A(2), ;(Z), is parameterized by the set I of
corrupted parties, and this set [ is given to functionality & upon initialization of the system just
like the auxiliary input is given to the adversary. As mentioned above, I is fixed ahead of time and
so this is well-defined. We stress again that the honest parties do not know the set of indices I, and
real messages sent by honest parties and their input to the ideal functionality are independent of I.
In more detail, in an ideal execution the behavior of the trusted party depends heavily on the set
of corrupted parties I, and in some sense, its exact code is fixed only after we determine the set of
corrupted parties I. In contrast, in a real execution the specification of the protocol is independent
of the set I, and the code that the honest parties execute is fixed ahead of time and is the same one
for any set of corrupted parties I. An execution in the hybrid model is something in between: the
code of the honest parties is independent of I and is fixed ahead of time (like in the real model);
however, the code of the aiding functionality is fixed only after we set I (as in the ideal model).
Throughout our proof of security of the BGW protocol for malicious adversaries, some of the
functionalities we use are corruption aware and some are not; in particular, as we will describe,
our final functionality for secure computation with the BGW protocol is not corruption aware. In
order to be consistent with respect to the definition, we work with corruption-aware functionalities
only and remark that any ordinary functionality f (that is not corruption aware) can be rewritten
as a fictitiously corruption-aware functionality f; where the functionality just ignores the auxiliary
input /. An important observation is that a protocol that securely computes this fictitiously
corruption-aware functionality, securely computes the original functionality in the standard model
(i.e., when the functionality does not receive the set I as an auxiliary input). This holds also
for protocols that use corruption-aware functionalities as subprotocols (as we will see, this is the
case with the final BGW protocol). This observation relies on the fact that a protocol is always
corruption unaware, and that the simulator knows the set I in both the corruption aware and the
standard models. Thus, the simulator is able to simulate the corruption-aware subprotocol, even in
the standard model. Indeed, since the corruption-aware functionality f; ignores the set I, and since
the simulator knows I in both models, the two ensembles IDEALy, 5. ;(Z) (in the corruption-aware
model) and IDEALf s, 7(¥) (in the standard model) are identical. Due to this observation, we are
able to conclude that the resulting BGW protocol securely computes any standard (not corruption
aware) functionality in the standard model, even though it uses corruption-aware subprotocols.
Regarding composition, the sequential modular composition theorems of [8, 20] do not consider
corruption-aware functionalities. Nevertheless, it is straightforward to see that the proofs hold also

"In the UC framework, the adversary can communicate directly with the ideal functionality and it is mandated
that the adversary notifies the ideal functionality (i.e., trusted party) of the identities of all corrupted parties.
Furthermore, ideal functionalities often utilize this information (i.e., they are corruption aware) since the way that
the universal composability framework is defined typically requires functionalities to treat the inputs of honest and
corrupted parties differently. See Section 6 of the full version of [9] for details.
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for this case, with no change whatsoever. Thus, the method described in Section [2.3] for proving
security in a modular way can be used with corruption-aware functionalities as well.

Discussion. The augmentation of the standard definition with corruption-aware functionalities
enables more flexibility in protocol design. Specifically, it is possible to model the situation where
corrupted parties can learn more than just the specified output, or can obtain some other “prefer-
ential treatment” (like in the case of parallel VSS where they are able to set their input polynomials
as a partial function of the honest parties’ input). In some sense, this implies a weaker security
guarantee than in the case where all parties (honest and corrupted) receive the same treatment.
However, since the ideal functionality is specified so that the “weakness” is explicitly stated, the
adversary’s advantage is well defined.

This approach is not foreign to modern cryptography and has been used before. For exam-
ple, secure encryption is defined while allowing the adversary a negligible probability of learning
information about the plaintext. A more significant example is the case of two-party secure com-
putation. In this case, the ideal model is defined so that the corrupted party explicitly receives
the output first and can then decide whether or not the honest party also receives output. This
is weaker than an ideal model in which both parties receive output and so “complete fairness” is
guaranteed. However, since complete fairness cannot be achieved (in general) without an honest
majority, this weaker ideal model is used, and the security weakness is explicitly modeled.

In the context of this paper, we use corruption awareness in order to enable a modular analysis
of the BGW protocol. In particular, for some of the subprotocols used in the BGW protocol, it
seems hard to define an appropriate ideal functionality that is not corruption aware. Nevertheless,
our final result regarding the BGW protocol is for standard functionalities. That is, when we
state that every functionality can be securely computed by BGW (with the appropriate corruption
threshold), we refer to regular functionalities and not to corruption-aware ones.

The reason why the final BGW protocol works for corruption unaware functionalities only is
due to the fact that the protocol emulates the computation of a circuit that computes the desired
functionality. However, not every corruption-aware functionality can be computed by a circuit that
receives inputs from the parties only, without also having the identities of the set of corrupted
parties as auxiliary input. Since the real protocol is never allowed to be “corruption aware”, this
means that such functionalities cannot be realized by the BGW protocol. We remark that this is
in fact inherent, and there exist corruption-aware functionalities that cannot be securely computed
by any protocol. In particular, consider the functionality that just announces to all parties who
is corrupted. Since a corrupted party may behave like an honest one, it is impossible to securely
compute such a functionality.

Finally, we note that since we already use corruption awareness anyhow in our definitions of
functionalities (for the sake of feasibility and/or efficiency), we sometimes also use it in order
to simplify the definition of a functionality. For example, consider a secret sharing reconstruction
functionality. As we have described in Section when ¢ < n/3, it is possible to use Reed-Solomon
error correction to reconstruct the secret, even when up to t incorrect shares are received. Thus, an
tdeal functionality for reconstruction can be formally defined by having the trusted party run the
Reed-Solomon error correction procedure. Alternatively, we can define the ideal functionality so
that it receive shares from the honest parties only, and reconstructs the secret based on these shares
only (which are guaranteed to be correct). This latter formulation is corruption aware, and has the
advantage of making it clear that the adversary cannot influence the outcome of the reconstruction
in any way.
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Convention. For the sake of clarity, we will describe (corruption-aware) functionalities as having
direct communication with the (ideal) adversary. In particular, the corrupted parties will not send
input or receive output, and all such communication will be between the adversary and functionality.
This is equivalent to having the corrupted parties send input as specified by the adversary.

Moreover, we usually omit the set of corrupted parties I in the notation of a corruption-aware
functionality (i.e., we write G instead of G;). However, in the definition of any corruption-aware
functionality we add an explicit note that the functionality receives as auxiliary input the set
of corrupted parties I. In addition, for any protocol in the corruption-aware hybrid model, we
add an “aiding ideal-functionality initialization” step, to explicitly emphasize that the aiding ideal
functionalities receive the set I upon initialization.

6.3 Matrix Multiplication in the Presence of Malicious Adversaries

We begin by showing how to securely compute the matrix-multiplication functionality, that maps
the input vector Z to Z- A for a fixed matrix A, where the ith party holds x; and all parties receive
the entire vector Z - A as output. Beyond being of interest in its own right, this serves as a good
warm-up to secure computation in the malicious setting. In addition, we will explicitly use this as
a subprotocol in the computation of Ff}lg’gha’"e in Section

The basic matrix-multiplication functionality is defined by a matrix A € F**™, and the aim
of the parties is to securely compute the length-m vector (y1,...,ym) = (1,...,2,) - A, where
Z1,...,xy, € F are their respective inputs. (Indeed, the case m = 1 is also of interest, but we
shall need m = 2t.) We will actually need to define something more involved, but we begin by
explaining how one can securely compute the basic functionality. Note first that matrix multipli-
cation is a linear functionality (i.e., it can be computed by circuits containing only addition and
multiplication-by-constant gates). Thus, we can use the same methodology as was described at
the end of Section for privately computing any linear functionality, in the semi-honest model.
Specifically, the inputs are first shared. Next, each party locally computes the linear functionality
on the shares it received. Finally, the parties send their resulting shares in order to reconstruct the
output. The difference here in the malicious setting is simply that the verifiable secret sharing func-
tionality is used for sharing the inputs, and Reed-Solomon decoding (as described in Section
is used for reconstructing the output. Thus, the basic matrix multiplication functionality can be
securely computed as follows:

1. Input sharing phase: Each party P; chooses a random polynomial g;(x) under the constraint
that ¢;(0) = x;. Then, P; shares its polynomial g;(x) using the ideal Fygg functionality.
After all polynomials are shared, party P; has the shares g1(c), ..., gn().

2. Matrixz multiplication emulation phase: Given the shares from the previous step, each party
computes its Shamir-share of the output vector of the matrix multiplication by computing

7 = (91(), ..., gn(c;)) - A. Note that:
a1 ... QAim
) CL271 e CL27m
v = (gl(ai)a ce 7gn(ai)) A= [gl(ai)’g2(ai)7 e ,gn(ai)] :
an,1 --- Gnm

and so the jth element in ¢ equals Y ;_; go(;) - asj. Denoting the jth element in §* by y;'-,
we have that yjl», ...,y are Shamir-shares of the jth element of § = (g1(0),...,gn(0)) - A.
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3. Output reconstruction phase:

(a) Each party P; sends its vector ¢ to all other parties.

(b) Each party P; reconstructs the secrets from all the shares received, thereby obtaining
¥ = (91(0),...,9n(0)) - A. This step involves running (local) error correction on the
shares, in order to neutralize any incorrect shares sent by the malicious parties. Observe
that the vectors sent in the protocol constitute the rows in the matrix

— 7 - Yoy gelar) ~agy o Y ge(ar) - apm
— P o | | Eigle)any o 30 ge(02) - arm
— yr = Yo geom) ~agt o Y opq gelom) - aem

and the jth column of the matrix constitutes Shamir-shares on the polynomial with
constant term Y, ; g¢(0) - a;¢, which is the jth element in the output. Thus, Reed-
Solomon error correction can be applied to the columns in order to correct any incorrect
shares and obtain the correct output.

The above protocol computes the correct output: The use of Fy gg in the first step prevents any
malicious corrupted party from sharing an invalid polynomial, while the use of error correction in
the last step ensures that the corrupted parties cannot adversely influence the output.

However, as we have mentioned, we need matrix multiplication in order to secure compute the
F@?gh”e functionality in Section In this case, the functionality that is needed is a little more
involved than basic matrix multiplication. First, instead of each party P; inputting a value x;, we
need its input to be a degree-t polynomial g;(z) and the constant term g;(0) takes the place of xzﬁ
Next, in addition to obtaining the result ¥ = (¢1(0),...,¢,(0)) - A of the matrix multiplication,
each party P; also outputs the shares g1(«;), ..., gn(;) that it received on the input polynomials
of the parties. Based on the above, one could define the functionality as

Finat(91,- -+, 9n) = < (#, {ge(en) =) > (7. {ge(a2) }iy) - -, (7, {ge(an)}?:1)> )

where ¥ = (¢1(0),...,9(0)) - A. Although this looks like a very minor difference, as we shall see
below, it significantly complicates things. In particular, we will need to define a corruption aware
variant of this functionality.

We now explain why inputting polynomials g;(x), ..., g,(x) rather than values z1,...,z, (and
likewise outputting the shares) makes a difference. In the protocol that we described above for
matrix multiplication, each party P; sends its shares 7 of the output. Now, the vectors ¢, ..., §"
are fully determined by the input polynomials g1 (z),...,gn(z). However, in the ideal execution,
the simulator only receives a subset of the shares and cannot simulate all of them. (Note that the
simulator cannot generate random shares since the i* vectors are fully determined by the input.)
To be concrete, consider the case that only party P is corrupted. In this case, the ideal adversary
receives as output ¥ = (g1(0),...,9,(0)) - A and the shares g1(a1),...,gn(a1). In contrast, the real
adversary sees all of the vectors ¢2,...,4" sent by the honest parties in the protocol. However,

8This is needed because in F4s" ™ the parties need to output g;(z) and so need to know it. It would be possible

to have the functionality choose g;(x) and provide it in the output, but then exactly the same issue would arise. This
is explained in more detail in the next paragraph.
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these vectors (or messages) are a deterministic function of the input polynomials g;(x),. .., gn(x)
and of the fixed matrix A. Thus, the simulator in the ideal model must be able to generate the
exact messages sent by the honest parties (recall that the distinguisher knows all of the inputs and
outputs and so can verify that the output transcript is truly consistent with the inputs). But, it is
impossible for a simulator who is given only ¢ and the shares g1 (1), ..., gn(a1) to generate these
exact messages, since it doesn’t have enough information. In an extreme example, consider the case
that m = n, the matrix A is the identity matrix, and the honest parties’ polynomials are random.
In this case, §" = (g1(),...,gn(a;)). By the properties of random polynomials, the simulator
cannot generate 4 for i # 1 given only 7 = (g1(0),. .., 9,(0)), the shares (g1(a1),...,gn(a1)) and
the polynomial g;(x).

One solution to the above is to modify the protocol by somehow adding randomness, thereby
making the ' vectors not a deterministic function of the inputs. However, this would add com-
plexity to the protocol and turns out to be unnecessary. Specifically, we only construct this
protocol for its use in securely computing F&Qg’gh”e, and the security of the protocol for com-
puting F“%’gh”e is maintained even if the adversary explicitly learns the vector of m polyno-
mials Y (z) = (Yi(z),...,Ym(x) = (g1(x),...,gn(z)) - A. (Denoting the jth column of A by
(a1, an;)T, we have that Yj(z) = Y.)_, ge(z) - as;.) We therefore modify the functionality
definition so that the adversary receives ?(:E), thereby making it corruption aware (observe that the
basic output (g1(0), ..., ¢.(0))- A is given by ¥ (0)). Importantly, given this additional information,
it is possible to simulate the protocol based on the methodology described above (VSS sharing,
local computation, and Reed-Solomon reconstruction), and prove its security.

Before formally defining the F/4_, functionality, we remark that we also use corruption awareness
in order to deal with the fact that the first step of the protocol for computing F4 , involves running
parallel VSS invocations, one for each party to distribute shares of its input polynomial. As we
described in Section this enables the adversary to choose the corrupted parties’ polynomials
gi(x) (for i € I) after seeing the corrupted parties’ shares on the honest parties’ polynomials (i.e.,
gj(cy) for every j ¢ I and i € I). We therefore model this capability in the functionality definition.

FUNCTIONALITY 6.4 (Functionality F2

ot for matrix multiplication, with A € F™"*™)

The F4

- a-functionality receives as input a set of indices I C [n] and works as follows:

1. Fj,; receives the inputs of the honest parties {g;(z)};¢r; if a polynomial g;(z) is not
received or its degree is greater than ¢, then F4 , resets g;(x) = 0.

2. FA

m

3. FA ., receives the corrupted parties’ polynomials {g;(x)}ic; from the (ideal) adversary; if a

polynomial g;(z) is not received or its degree is greater than ¢, then FA4 , resets g;() = 0.

at sends shares {g;(a;)} ¢rier to the (ideal) adversary.

4. FA . computes ?(m) = Yi(x),..., Y (x) = (g1(z), ..., gn(z)) - A.

(a) Forevery j ¢ I, functionality FA , sends party P; the entire length-m vector 7 = Y (0),
together with P;’s shares (g1(c;), ..., gn(a;)) on the input polynomials.

o

(b) In addition, functionality F4 , sends the (ideal) adversary its output: the vec-
tor of polynomials Y (z), and the corrupted parties’ outputs (¢ together with
(91(cs), ..., gn(ey)), for every i € I).

We have already described the protocol intended to securely compute Functionality and
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motivated its security. We therefore proceed directly to the formal description of the protocol (see
Protocol and its proof of security. We recall that since all our analysis is performed in the
corruption-aware model, we describe the functionality in the corruption-aware hybrid model. Thus,
although the Fy gg functionality (Functionality is a standard functionality, we refer to it as a
“fictitiously corruption-aware” functionality, as described in Section [6.2

PROTOCOL 6.5 (Securely computing F4

mat

in the Fy gss-hybrid model)
e Inputs: Each party P; holds a polynomial g;(z).

e Common input: A field description F, n distinct non-zero elements aq,...,a, € F, and
a matrix A € Fnxm,

e Aiding ideal functionality initialization: Upon invocation, the trusted party comput-
ing the corruption-aware parallel VSS functionality F{r¢¢ (i.e. Functionality [6.2]) is given
the set of corrupted parties I.

e The protocol:

1. Each party P; checks that its input polynomial is of degree-t; if not, it resets g;(x) = 0.
It then sends its polynomial g;(z) to FY}g¢ as its private input.

2. Each party P; receives the values g1 (o), ..., gn(a;) as output from Fy}¢g. If any value
equals L, then P; replaces it with 0.

3. Denote & = (g1(),...,gn(;)). Then, each party P; locally computes §° = & - A
(equivalently, for every k = 1,...,m, each P; computes Yy (o) = > ,_, ge(v) - app
where (@ ,...,anx)7 is the kth column of A, and stores 7% = (Y1 (), ..., Yim(a;))).

4. Each party P; sends §* to every P; (1 <j < n).

5. For every j = 1,...,n, denote the vector received by P; from P; by ?(aj) =
(Yi(aj), ..., Ym(a;)). (If any value is missing, it replaces it with 0. We stress that
different parties may hold different vectors if a party is corrupted.) Each P; works as
follows:

— For every k =1,...,m, party P; locally runs the Reed-Solomon decoding proce-
dure (with d = 2t + 1) on the possibly corrupted codeword (Yi(a1), ..., Yi(an))
to get the codeword (Yi(a1),...,Yr(an)); see Figure|l] It then reconstructs the
polynomial Yy (x) and computes y = Y;(0).

e Output: P; outputs (y1,...,ym) as well as the shares g1(c), ..., gn(a;).

The figure below illustrates Step [5] of Protocol [6.5] Each party receives a vector from every
other party. These vectors (placed as rows) all form a matrix, whose columns are at most distance
t from codewords who define the output.

— )3(011) — Vifor) - Ya(ow) V(1)
“ V() — _ Vi(ag) -+ Yi(aa) Von(az)
— {;(an) — i (an) Yk(;ln) Y/m(‘an)

Figure 1: The vectors received by P; form a matrix; error correction is run on the columns.
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Theorem 6.6 Lett < n/3. Then, Protocol is t-secure for the FA., functionality in the Fygs-
hybrid model, in the presence of a static malicious adversary.

Proof: We begin by describing the simulator S. The simulator S interacts externally with the
trusted party computing F4 ., and internally invokes the (hybrid model) adversary A, hence simu-
lating an execution of Protocol for A. As such, § has external communication with the trusted
party computing F4 .. and internal communication with the real adversary A. As part of the
internal communication with A, the simulator hands .4 messages that A expects to see from the
honest parties in the protocol execution. In addition, S simulates the interaction of A with the
ideal functionality Fy gs and hands it the messages it expects to receives from Fy gg in Protocol
S works as follows:

1. § internally invokes A with the auxiliary input z.

2. External interaction with Functionality (Step : After the honest parties send their
inputs to the trusted party computing F2,,, the simulator S receives shares {9;(i)}jgrier on
its (external) incoming communication tape from FA ..

3. Internal simulation of Steps [1] and [2] in Protocol S internally simulates the ideal F{}gq
invocation, as follows:

(a) S simulates Step @ of Fy}gg and hands the adversary A the shares {g;(cu)}jericr it
expects to receive (where the gj(c;) values are those received from F,, above).

(b) S simulates Step@ of F{}gg and receives from A the polynomials {g;(x) }ier that A sends
as the corrupted parties’ inputs to Fy{}gq. If deg(gi(x)) > t, then S replaces it with the
constant polynomial g;(x) = 0.

(¢) S simulates Step[4] of F{}gg and internally hands A the outputs {(g1(c:), ..., gn(as)) }ier;
if any polynomial gi(x) is such that deg(gx(x)) > t, then L is written instead of gi(c;).

4. External interaction with Functionality (Step : S externally sends the trusted party
computing F2,. the polynomials {g;(x)}icr as the inputs of the corrupted parties.

5. External interaction with Functionality (Step : At this point, the functionality F,, has
all the parties’ inputs, and so it computes the vector of polynomials Y (z) = (g1(x), ..., gn(x))-
A, and S receives back the following output from F;gat:

(a) The vector of polynomials Y (z) = (g1(x), ..., gn(z)) - A,
(b) The output vector § = (y1,...,Ym), and
(¢) The shares (g1(;), ..., gn(;)) for every i € I.

6. Internal simulation of Step[d]in Protocol[6.5} For every j & I and i € I, simulator S internally
hands the adversary A the vector iV = (Y1(«j),...,Ym(;)) as the vector that honest party
Pj sends to all other parties in Step [§] of Protocol [6.5,

7. S outputs whatever A outputs and halts.
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We now prove that for every I C [n] with |I| < ¢:

—

— Fyss =
{IDEALFrﬁat’S(z)’I(x)}ze{o,l}*;few = {HYBRIDT“A(Z)’I(:U)}Ze{o’l}*;feﬂm . (6.1)

In order to see why this holds, observe first that in the Fy gg-hybrid model, the honest parties
actions in the protocol are deterministic (the randomness in the real protocol is “hidden” inside
the protocol for securely computing Fy/gs), as is the simulator S and the ideal functionality F4 ,.
Thus, it suffices to separately show that the view of the adversary is identical in both cases, and
the outputs of the honest parties are identical in both cases.

By inspection of the protocol and simulation, it follows that the shares {(g1(c), ..., gn(i))}ier
of the corrupted parties on the honest parties inputs and the vector of polynomials 17'(3:) as received
by &, provide it all the information necessary to generate the eract messages that the corrupted
parties would receive in a real execution of Protocol[6.5] Thus, the view of the adversary is identical
in the ideal execution and in the protocol execution.

Next, we show that the honest party’s outputs are identical in both distributions. In order to see
this, it suffices to show that the vector of polynomials ¥ (z) = (Yi(z),. .., Y (x)) computed by FA .
in Stepof the functionality specification is identical to the vector of polynomials (Y;(x), ..., Y, (x))
computed by each party in Step |5| of Protocol (since this defines the outputs). First, the
polynomials of the honest parties are clearly the same in both cases. Furthermore, since the
adversary’s view is the same it holds that the polynomials g;(x) sent by S to the trusted party
computing F4 . are exactly the same as the polynomials used by A in Step [1| of Protocol This
follows from the fact that the Fy gg functionality is used in this step and so the polynomials of the
corrupted parties obtained by S from A are exactly the same as used in the protocol. Now, observe
that each polynomial Yj(z) computed by the honest parties is obtained by applying Reed-Solomon
decoding to the word (Yj(1),...,Yi(an)). The crucial point is that the honest parties compute
the values Yy (o) correctly, and so for every j ¢ I it holds that Yk(aj) = Yj(a;). Thus, at least n—t
elements of the word (Yi(av1), ..., Yie(am)) are “correct” and so the polynomial Yj(z) reconstructed
by all the honest parties in the error correction is the same Y (z) as computed by F4 . (irrespective
of what the corrupted parties send). This completes the proof. [ |

6.4 The F‘S,ngSSha’"e Functionality for Sharing Shares

Defining the functionality. We begin by defining the F“jg’ghare functionality. Informally speak-
ing, this functionality is a way for a set of parties to verifiably give out shares of values that are
themselves shares. Specifically, assume that the parties P, ..., P, hold values f(aq),..., f(ay),
respectively, where f is a degree-t polynomial either chosen by one of the parties or generated
jointly in the computation. The aim is for each party to share its share f(«;) — and not any other
value — with all other parties (see Figure . In the semi-honest setting, this can be achieved simply
by having each party P; choose a random polynomial g;(z) with constant term f(«;) and then send
each P; the share g;(«;). However, in the malicious setting, it is necessary to force the corrupted
parties to share the correct value and nothing else; this is the main challenge. We stress that
since there are more than ¢ honest parties, their shares fully determine f(x), and so the “correct”
share of a corrupted party is well defined. Specifically, letting f(z) be the polynomial defined by
the honest parties’ shares, the aim here is to ensure that a corrupted P; provides shares using a
degree-t polynomial with constant term f ().

47



Value on wire: f(0)

Shares of value f(0): f(ay) f(a3) ... f(a;) ... f(an)

7\

Subshares of f(«a;): gi(ay) gi(az) ... gi(ay)

Figure 2: The subsharing process: P; distributes shares of its share f(o;)

The functionality definition is such that if a corrupted party P; does not provide a valid input
(i.e., it does not input a degree-t polynomial g;(z) such that g;(0) = f(c;)), then Fishare defines
a new polynomial gj(x) that is the constant polynomial g;(z) = f(a;) for all z, and uses g;(z) in
place of g;(x) in the outputs. This ensures that the constant term of the polynomial is always
f(ay), as required.

We define F‘S/g’gh“’"e as a corruption-aware functionality (see Section . Among other reasons,
this is due to the fact that the parties distributes subshares of their shares. As we described in
Section this enables the adversary to choose the corrupted parties’ polynomials g;(x) (fori € I)
after seeing the corrupted parties’ shares of the honest parties’ polynomials (i.e., gj(c;) for every
j¢Iandiel).

In addition, in the protocol the parties invoke the F,, functionality (Functionality with
(the transpose of ) the parity-check matrix H of the appropriate Reed-Solomon code (this matrix is
specified below where we explain its usage in the protocol). This adds complexity to the definition
of F@Qg’gh”e because additional information revealed by F/ . to the adversary needs to be revealed
by F{%’gh”e as well. In the sequel, we denote the matrix multiplication functionality with (the
transpose of) the parity-check matrix H by FX ,. Recall that the adversary’s output from F!I,
includes Y (z) = (g1(z), ..., gn(x)) - HT; see Step [5|in Functionality Thus, in order to simulate
the call to FII , the ideal adversary needs this information. We deal with this in the same way

at’
as in Section (for FII ), by having the functionality F‘i%f’gha’"e provide the ideal adversary with
the additional vector of polynomials (g1(z),...,gn(x)) - H'. As we will see later, this does not

interfere with our use of F“?fgbgh”e in order to achieve secure multiplication (which is our ultimate
goal). Although it is too early to really see why this is the case, we nevertheless remark that when
H is the parity-check matrix of the Reed-Solomon code, the vector (g1(0),...,9,(0)) - H can be
determined based on the corrupted parties’ inputs (because we know that the honest parties’ values
are always “correct”), and the vector (g1(x),...,gn(x))- H' is random under this constraint. Thus,
these outputs can be simulated.
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FUNCTIONALITY 6.7 (Functionality Fg’s"e for subsharing shares)
Fgubshare veceives a set of indices I C [n] and works as follows:

1. Fyshare receives the inputs of the honest parties {3;},¢s. Let f(z) be the unique degree-t
polynomial determined by the points {(«;, ﬂj)}j@ﬂ;

2. For every j ¢ I, functionality Fé%bghare chooses a random degree-t polynomial g;(z) under
the constraint that ¢;(0) = §; = f(«;).

3. Fgdshare sends the shares {g;(i)}j¢ricr to the (ideal) adversary.

4. Fgubshare receives polynomials {g;(z)}ier from the (ideal) adversary; if a polynomial g;()
is not received or if g;(x) is of degree higher than ¢, then F3%@shere sets g;(z) = 0.

5. Fgubshare determines the output polynomials g (x), ..., gl (z):
(a) For every j ¢ I, functionality Fg@shere sets g5(x) = g; ().
(b) For every i € I, if g;(0) = f(c;) then Fgubshare sets gi(x) = g;(z). Otherwise it sets
gi(x) = f(a;) (i-e., gi(x) is the constant polynomial equalling f(a;) everywhere).
6. (a) For every j ¢ I, functionality Fgbshere sends the polynomial gj(z) and the shares
(¢9i(e;), ..., g, (a;)) to party P;.
(b) Functionality Fg@share sends the (ideal) adversary the vector of polynomials Y (z) =
(g1(2),...,gn(x)) - HT, where H is the parity-check matrix of the appropriate Reed-

Solomon code (see below). In addition, it sends the corrupted parties’ outputs g;(x)
and (g1 (i), ..., g, (a;)) for every i € I.

Background to implementing F‘S,%bghm‘e. Let G € Ft+tD)Xn he the generator matrix for a
(generalized) Reed-Solomon code of length n = 3t + 1, dimension k& = ¢t + 1 and distance d = 2t + 1.

In matrix notation, the encoding of a vector @ = (aq, ..., a;) € Fi*! is given by @ - G, where:
1 1 ... 1
gdef | A1z A (6.2)
ol ab ... af
Letting f(z) = 2220 ag-z’ be a degree-t polynomial, the Reed-Solomon encoding of @ = (ay, . . . , at)

is the vector (f(ai),..., f(an)). Let H € F?'*" be the parity-check matrix of G; that is, H is a
rank 2¢ matrix such that G - HT = 0+D*2t We gtress that H is full determined by ai,...,a,
and thus is a constant matrix, known to all parties. The syndrome of a word 8 € F™ is given

=,

by S(8) = 5 - HT € F%. A basic fact from error-correcting codes is that, for any codeword

-,

S = a- G, it holds that S(8) = 0%'. Moreover, for every error vector € € {0,1}", it holds that
S(p+€é) = S(e). If €'is of distance at most ¢ from 0 (i.e., > e; < t), then it is possible to correct the

°Tf all of the points sent by the honest parties lie on a single degree-t polynomial, then this guarantees that f(z)
is the unique degree-t polynomial for which f(a;) = B; for all j ¢ I. If not all the points lie on a single degree-t
polynomial, then no security guarantees are obtained. However, since the honest parties all send their prescribed
input, in our applications, f(x) will always be as desired. This can be formalized using the notion of a partial
functionality [20] Sec. 7.2]. Alternatively, it can be formalized by as follows: In the case that the condition does not
hold, the ideal functionality gives all of the honest parties’ inputs to the adversary and lets the adversary single-
handedly determine all of the outputs of the honest parties. This makes any protocol vacuously secure (since anything
can be simulated).
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vector 5 + € and to obtain the original vector 5 An important fact is that a sub-procedure of the
Reed-Solomon decoding algorithm can extract the error vector € from the syndrome vector S(€)
alone. That is, given a possibly corrupted codeword 7 = 5 + €, the syndrome vector is computed
as S(Y) = 7- H' = S(¢€) and is given to this sub-procedure, which returns €. From & and ¥, the
codeword E can be extracted easily.

The protocol. In the protocol, each party P; chooses a random polynomial g;(x) whose constant
term equals its input share ;; let 5 = (B1,...,0n). Recall that the input shares are the shares
of some polynomial f(z). Thus, for all honest parties P; it is guaranteed that g¢;(0) = §; =
f(ej). In contrast, there is no guarantee regarding the values g;(0) for corrupted P;. Let ¥ =
(91(0),...,9n(0)). Tt follows that 7 is a word that is at most distance ¢ from the vector § =
(f(ar),..., f(an)), which is a Reed-Solomon codeword of length n = 3t + 1. Thus, it is possible to
correct the word 4 using Reed-Solomon error correction. The parties send the chosen polynomials
(g1(),...,gn(x)) to FX , (i.e., Functionality (6.4 for matrix multiplication with the transpose of the
parity-check matrix H described above), which hands each party P; the output (g1(c), ..., gn(a;))
and (s1,...,89) =7 - HT, where the latter equals the syndrome S(7) of the input vector 4. Each
party uses the syndrome in order to locally carry out error correction and obtain the error vector
e€=(e1,...,en) = 7—5. Note that € has the property that for every 7 it holds that g;(0)—e; = f(a),
and € can be computed from the syndrome alone, using the sub-procedure mentioned above. This
error vector now provides the honest parties with all the information that they need to compute
the output. Specifically, if e; = 0, then this implies that P; used a “correct” polynomial g;(x) for
which ¢;(0) = f(«;), and so the parties can just output the shares g;(a;) that they received as
output from F .. In contrast, if e; # 0 then the parties know that P; is corrupted, and can all
send each other the shares g;(a;) that they received from F!I,. This enables them to reconstruct
the polynomial g;(x), again using Reed-Solomon error correction, and compute ¢;(0) — e; = ().
Thus, they obtain the actual share of the corrupted party and can set g/(z) = f(a;), as required
in the functionality definition. See Protocol for the full description.

One issue that must be dealt with in the proof of security is due to the fact that the syndrome
7 - HT is revealed in the protocol, and is seemingly not part of the output. However, recall that
the adversary receives the vector of polynomials Y (z) = (g1(x), ..., gn(z))- HT from Fgubshare and

the syndrome is just }7(0) This is therefore easily simulated.
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PROTOCOL 6.8 (Securely computing F3%s"em¢ in the FX .-hybrid model)

e Inputs: Each party P; holds a value §;; we assume that the points (a;, 3;) of the honest
parties all lie on a single degree-t polynomial (see the definition of F‘S/“SbSSh“Te above and
Footnote [J] therein).

e Common input: A field description F and n distinct non-zero elements «aq,...,«a, € F,
which determine the matrix H € F?'*" which is the parity-check matrix of the Reed-
Solomon code (with parameters as described above).

e Aiding ideal functionality initialization: Upon invocation, the trusted party comput-
ing the corruption-aware functionality FZ , receives the set of corrupted parties 1.

e The protocol:

1. Each party P; chooses a random degree-t polynomial g;(z) under the constraint that
9i(0) = i

2. The parties invoke the FIZ , functionality (i.e., Functionality for matrix multipli-
cation with the transpose of the parity-check matrix H). Each party P; inputs the

polynomial g;(z) from the previous step, and receives from F , as output the shares

g1(i), ..., gn(;) and the length 2t vector 8= (s1,...,s2:) = (g1(0),...,9,(0)) - HT.
Recall that § is the syndrome vector of the possible corrupted codeword 7 =

(91(0),- - -, g (0)[™]

3. Each party locally runs the Reed-Solomon decoding procedure using § only, and re-
ceives back an error vector €= (eq,...,ey,).

4. For every k such that ey = 0: each party P; sets g.(a;) = gr(cy).
5. For every k such that eg # O:
(a) Each party P; sends gi(a;) to every P;j.

(b) Each party P; receives gi(aq),. .., gk(ay); if any value is missing, it sets it to 0.
P; runs the Reed-Solomon decoding procedure on the values to reconstruct gg ().

(c) Each party P; computes g (0), and sets gj.(o;) = gx(0) — ey (which equals f(oy)).

e Output: P, outputs g;(x) and ¢} (), ..., g, ().

Theorem 6.9 Let t < n/3. Then, Pmtocol is t-secure for the F“?g’gh“m functionality in the

F . _hybrid model, in the presence of a static malicious adversary.

Proof: We begin by describing the simulator §. The simulator interacts externally with the ideal
functionality F“‘}’g’gh‘”e, while internally simulating the interaction of 4 with the honest parties and
anat'

1. § internally invokes A with the auxiliary input z.

2. External interaction with Functionality (Step : After the honest parties send their
polynomials {g;(x)}jgr to the trusted party computing F‘S}fgbgh“m, stmulator S receives the

shares {gj(cu)}igrier from F‘ilg’§hare.

3. Internal simulation of Step [2] in Protocol [6.8t S begins to internally simulate the invocation
Of FrIr_LIat‘

%The corrupted parties also receive the vector of polynomials (g1(z), ..., gn(x))-H” as output from F7,,. However,
in the protocol, we only specify the honest parties’ instructions.
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(a) Internal simulation of Step [2in Functionality S sends A the shares {g;(c;)}jericr
as its first output from the simulated call to Fat in the protocol.

(b) Internal simulation of Step [3| in Functionality S internally receives from A the
polynomials {gi(x)}icr that A sends to FI, in the protocol ().

4. External interaction with Functionality H (Step : S externally sends the F{‘}”gbgh”e func-
tionality the polynomials {g;(z)}icr that were received in the previous step. For the rest of
the execution, if deg(g;) >t for some i € I, S resets g;(xz) = 0.

5. External interaction with Functionality (Step : S externally receives its output from
Fgubshare “yhich is comprised of the vector of polynomials Y(x) = (q1(2),...,gn(x))-HT, and
the corrupted parties’ outputs: polynomials {g.(x)}ier and the shares {g} (), ..., g () bier-
Recall that gg(a:) = gj(z) for every j & I. Moreover, for every i € I, if g;(0) = f(oy) then

92(53) = gi(x), and 9;(1‘) = f(()éj) otherwise.

6. Continue internal simulation of Step [2| in Protocol (internally simulate Step [5| of Func-
tionality [6.4): S concludes the internal simulation of FH . by preparing the output that the

internal A expects to receive from FI . in the protocol, as follows:

(a) A expects to receive the vector of polynomials Y (z) = (g1(2), ..., gn(z))- H from FH .
however, S received this exact vector of polynomials from F‘S/lgbgh“’"e and so just hands it
internally to A.

n addition, A expects to receive the corrupted parties’ outputs if = Y (0) and the shares
b) In addition, A tst e th ted parties’ outputs ¥ = Y (0) and the sh
{(g1(), -, gn(@i)) ticr. Simulator S can easily compute § = Y (0) since it has the

actual polynomials Y (x). In addition, S already received the shares {g;(ci)}j¢rier from
F‘S}fgbgham and can compute the missing shares using the polynomials {g;(z)}icr. Thus, S

—

internally hands A the values § =Y (0) and {(g1(), ..., gn(®;))}icr, as expected by A.

7. Internal simulation of Step[5a]in Protocol[6.8t S proceeds with the simulation of the protocol as
follows. S computes the error vector € = (ey,...,ey,) by running the Reed-Solomon decoding
procedure on the syndrome vector 5, that it computes as §=Y (0) (using Y (x) that it received
from F‘S/fgbgham). Then, for every i € I for which e; # 0 and for every j ¢ I, S internally
simulates Pj sending g;(a;) to all parties.

8. S outputs whatever A outputs and halts.

We now prove that for every I C [n] with |I| < ¢:

{ () Tt (@)
IDEAL frsubshare X } = {HYBRID mar T } .
FVS§ S(2)1 2€{0,1}*;ZcFn ™ A(2), 1 2€{0,1}*;Z€Fn

The main point to notice is that the simulator has enough information to perfectly emulate the
honest parties’ instructions. The only difference is that in a real protocol execution, the honest
parties P; choose the polynomials g;(x), whereas in an ideal execution the functionality F{%’gh”e
chooses the polynomials gj(x) for every j ¢ I. However, in both cases they are chosen at random
under the constraint that g;(0) = ;. Thus, the distributions are identical. Apart from that, S has
enough information to generate the exact messages that the honest parties would send. Finally,
since all honest parties receive the same output from F2_, in the protocol execution, and this fully
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determines €, we have that all honest parties obtain the exact same view in the protocol execution
and thus all output the exact same value. Furthermore, by the error correction procedure, for
every k such that ey # 0, they reconstruct the same gi(z) sent by A to FA ., and so all define

gp(aj) = gr(0) — ex.

A fictitious simulator S&’. 1In order to prove that the output distribution generated by S is
identical to the output distribution of a real execution, we construct a fictitious simulator S’ who
generates the entire output distribution of both the honest parties and adversary as follows. For
every j ¢ I, simulator &’ receives for input a random polynomial g;(x) under the constraint that
g;(0) = B;. Then, S’ invokes the adversary A and emulates the honest parties and the aiding
functionality FZ, in a protocol execution with A, using the polynomials g;(z). Finally, S’ outputs

whatever A outputs, together with the output of each honest party. (Note that 8" does not interact
with a trusted party and is a stand-alone machine.)

The output distributions. It is clear that the output distribution generated by S’ is identical to
the output distribution of the adversary and honest parties in a real execution, since the polynomials
gj(x) are chosen randomly exactly like in a real execution and the rest of the protocol is emulated
by &' exactly according to the honest parties’ instructions.

It remains to show that the output distribution generated by S’ is identical to the output
distribution of an ideal execution with & and a trusted party computing F“"’}g’gh”e. First, observe
that both &’ and S are deterministic machines. Thus, it suffices to separately show that the
adversary’s view is identical in both cases (given the polynomials {g;(z)};¢r), and the outputs of
the honest parties are identical in both case (again, given the polynomials {g;(z)};¢;). Now, the
messages generated by S and S’ for A are identical throughout. This holds because the shares
{gj(i)}j¢r.ier of the honest parties that A receives from FX,, are the same (S receives them from

Fgubshare and S’ generates them itself from the input), as is the vector Y(x) = (q1(2),...,gn(x))-HT
and the rest of the output from F!I , for A. Finally, in Step @ of the specification of S above, the
remainder of the simulation after F¥ , is carried out by running the honest parties’ instructions.
Thus, the messages are clearly identical and A’s view is identical in both executions by S and &’.

We now show that the output of the honest parties’ as generated by &’ is identical to their output
in the ideal execution with S and the trusted party, given the polynomials {g;(x)};¢;. In the ideal
execution with &, the output of each honest party P; is determined by the trusted party computing
Fgubshare 46 be g;(x) and (g1(), ..., g5(a;)). For every j ¢ I, Fgubshare gots g;(z) = gj(z).
Likewise, since the inputs of all the honest parties lie on the same degree-t polynomial, denoted f
(and so f(«j) = B; for every j ¢ I), we have that the error correction procedure of Reed-Solomon
decoding returns an error vector € = (ey, ..., ey) such that for every k for which g;(0) = f(ax) it
holds that e, = 0. In particular, this holds for every j ¢ I. Furthermore, F , guarantees that all
honest parties receive the same vector § and so the error correction yields the same error vector € for
every honest party. Thus, for every j,¢ ¢ I we have that each honest party P; sets gé- (o) = gj(ap),
as required.

Regarding the corrupted parties’ polynomials g;(z) for ¢ € I, the trusted party computing
Fgubshare sots gl(x) = g;(z) if gi(0) = f(;), and sets g}(z) to be a constant polynomial equalling
f(a;) everywhere otherwise. This exact output is obtained by the honest parties for the same
reasons as above: all honest parties receive the same § and thus the same €. If e; = 0 then all
honest parties P; set g}(c;) = gi(a;), whereas if e; # 0 then the error correction enables them to
reconstruct the polynomial g;(z) exactly and compute f(«a;) = ¢;(0). Then, by the protocol every
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honest P; sets its share g}(cj) = f(a;) — e;, exactly like the trusted party. This completes the
proof. |

6.5 The F,,, Functionality for Evaluating a Shared Polynomial

mult

In the protocol for verifying the multiplication of shares presented in Section (The Fyd¢ func-
tionality), the parties need to process “complaints” (which are claims by some of the parties that
others supplied incorrect values). These complaints are processed by evaluating some shared poly-
nomials at the point of the complaining party. Specifically, given shares f(ay),..., f(ay), of a
polynomial f, the parties need to compute f(«y) for a predetermined k, without revealing any-
thing else. (To be more exact, the shares of the honest parties define a unique degree-t polynomial
f, and the parties should obtain f(«y) as output.)

We begin by formally defining this functionality. The functionality is parameterized by an
index k that determines at which point the polynomial is to be evaluated. In addition, we define
the functionality to be corruption-aware in the sense that the polynomial is reconstructed from the
honest party’s inputs alone (and the corrupted parties’ shares are ignored). We mention that it is
possible to define the functionality so that it runs the Reed-Solomon error correction procedure on
the input shares. However, defining it as we do makes it more clear that the corrupted parties can
have no influence whatsoever on the output. See Functionality for a full specification.

FUNCTIONALITY 6.10 (Functionality Fekval for evaluating a polynomial on ay)

Fk . receives a set of indices I C [n] and works as follows:

1. The F* , functionality receives the inputs of the honest parties {3; }i¢r- Let f(x) be the
unique degree-t polynomial determined by the points {(«a;, 8;)},¢r. (If not all the points lie

on a single degree-t polynomial, then no security guarantees are obtained; see Footnote [9])

2. (a) Forevery j ¢ I, Fk

va.

, sends the output pair (f(«;), f(ax)) to party P;.

(b) For every i € I, F¥ ., sends the output pair (f(a;), f(ax)) to the (ideal) adversary, as
the output of P;.

Equivalently, in function notation, we have:

ot (B0 8a) = (((Flan), f@n))s- - (Flan), flon)

where f is the result of Reed-Solomon decoding on (fi,...,5,). We remark that although each
party P; already holds f(«a;) as part of its input, we need the output to include this value in order
to simulate (specifically, the simulator needs all of the corrupted parties’ shares {f(a;)}ier). This
will not make a difference in its use, since f(«;) is anyway supposed to be known to P;.

Background. We show that the share f(ay) can be obtained by a linear combination of all the

input shares (B1,...,8,). The parties’ inputs are a vector ) def (B1,- -, Bn) where for every j & I
it holds that 3; = f(c;). Thus, the parties’ inputs are computed by

/g = V& : f_T’
where V3 is the Vandermonde matrix (see Eq. ), and f is the vector of coefficients for the

polynomial f(x). We remark that f is of length n, and is padded with zeroes beyond the (¢ +
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1)th entry. Let @ = (1,ak, (ag)?, ..., (ax)" 1) be the kth row of V. Then the output of the
functionality is

fla) = ax- fT.
We have:

G- fr=an- (Vi -Va) - f7 = (@, vil)- <V& - fT) = (a- vl BT (6.3)

and so there exists a vector of fized constants (dy, - V&*l) such that the inner product of this vector
and the inputs yields the desired result. In other words, F e’“wl is simply a linear function of the
parties’ inputs.

The protocol. Since F ekv o1 18 a linear function of the parties’ inputs (which are themselves shares),
it would seem that it is possible to use the same methodology for securely computing F2,, (or even
directly use F4,,). However, this would allow corrupted parties to input any value they wish in
the computation. In contrast, the linear function that computes F ek,u . (i-e., the linear combination
of Eq. ) must be computed on the correct shares, where “correct” means that they all lie on
the same degree-t polynomial. This problem is solved by having the parties subshare their input
shares using a more robust input sharing stage that guarantees that all the parties input their
“correct share”. Fortunately, we already have a functionality that fulfills this exact purpose: the
Fﬁ,“sbghm'e functionality of Section Therefore, the protocol consists of a robust input sharing
phase (i.e., an invocation of Ff}g’g are), a computation phase (which is non-interactive), and an

output reconstruction phase. See Protocol for the full description.

PROTOCOL 6.11 (Securely computing F¥ , in the F@%bgh“re—hybrid model)

eva

e Inputs: Each party P; holds a value f3;; we assume that the points (c;, ;) for every honest
P; all lie on a single degree-t polynomial f (see the definition of FX , above and Footnote E[)

v

e Common input: The description of a field F and n distinct non-zero elements a;, ..., a, € F.

e Aiding ideal functionality initialization: Upon invocation, the trusted party computing
the corruption-aware functionality F‘S/“SbSSh”e receives the set of corrupted parties I.

e The protocol:

1. The parties invoke the F‘S/gbg“h”e functionality with each party P; using 3; as its private
input. At the end of this stage, each party P; holds ¢} (c;),...,g,(c;), where all the
gi(x) are of degree t, and for every 4 it holds that ¢;(0) = f(a;).

2. Each party P; locally computes: Q(a;) = Y.;_; Ae-gp(), where (A1,...,\,) = c_ik~V&_1.
Each party P; sends Q(«;) to all P;.

3. Each party P; receives all the shares Q(aj) from each other party 1 < j < n (if
any value is missing, replace it with 0). Note that some of the parties may hold dif-
ferent values if a party is corrupted. Then, given the possibly corrupted codeword
(Q(ozl), cee Q(an)), each party runs the Reed-Solomon decoding procedure and receives
the codeword (Q(a1),...,Q(ay)). It then reconstructs Q(x) and computes Q(0).

e Output: Each party P; outputs (5;, Q(0)).

Informally speaking, the security of the protocol follows from the fact that the parties only
see subshares that reveal nothing about the original shares. Then, they see n shares of a random
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polynomial Q(z) whose secret is the value being evaluated, enabling them to reconstruct that secret.
Since the secret is obtained by the simulator/adversary as the legitimate output in the ideal model,
this can be simulated perfectly.

The main subtlety that needs to be dealt with in the proof of security is due to the fact that
the F{jlfgbghm"e functionality actually “leaks” some additional information to the adversary, beyond
the vectors (¢} (),..., g, (a;)) for all i € I. Namely, the adversary also receives the vector of
polynomials Y (z) = (gi(x),...,gn(z)) - H', where H is the parity-check matrix for the Reed-
Solomon code, and g;(x) is the polynomial sent by the adversary to Fﬁ?ghare for the corrupted P;
and may differ from g;(z) if the constant term of g;(x) is incorrect (for honest parties g (z) = g;(z)

always). The intuition as to why this vector of polynomials Y (z) can be simulated is due to the
fact that the syndrome depends only on the error vector which describes the difference between
the ¢;(0)’s and f(«;)’s. Details follow. Let ¥ = (v1,...,7,) be the inputs of the parties (where
for i ¢ I it may be the case that v; # f(a;)). (We denote the “correct” input vector by g -
meaning 3 = (f(a1),..., f(an)) — and the actual inputs used by the parties by 4.) The vector
7 defines a word that is of distance at most ¢t from the valid codeword (f(a1),..., f(an)). Thus,
there exists an error vector & of weight at most ¢ such that ¥ — & = (f(), ..., f(on)) = 5. The
syndrome function S(Z) = Z- H” has the property that S(7) = S(5 + &) = S(&); stated differently,
(B1,...,Bn)-HT =& -HT. Now, ¢is actually fully known to the simulator. This is because for every
i € I it receives f(a;) from F* ;. and so when A sends g;(x) to F§%gher¢ in the protocol simulation,

eval’
the simulator can simply compute e¢; = ¢;(0) — f(«;). Furthermore, for all j ¢ I, it is always the

case that e; = 0. Thus, the simulator can compute €- HT = §-HT = (g1(0),...,g,(0))-HT = Y (0)
from the corrupted parties’ input and output only (and the adversary’s messages).

We have shown that the simulator can compute 17'(0) In addition, the simulator has the values
91(%), ..., gn(cy) for every i € I and so can compute Y (;) = (g1(as), ..., gn(cs)) - HT. As we
will show, the vector of polynomials 57(33) is a series of random degree-t polynomials under the
constraints Y (0) and {Y (a;)}ier that S can compute. (Actually, when |I| = t there are ¢ + 1
constraints and so this vector is fully determined. In this case, its actually values are known to the
simulator; otherwise, the simulator can just choose random polynomials that fulfill the constraints.)
Finally, the same is true regarding the polynomial Q(z): the simulator knows |I| + 1 constraints
(namely Q(0) = f(ag) and Q(a;) = > y_; Ae- g)(c)), and can choose @ to be random under these
constraints in order to simulate the honest parties sending Q(«;) for every j ¢ I. We now formally
prove this.

Theorem 6.12 Let t < n/3. Then, Protocol is t-secure for the Felz)al functionality in the
F‘S/“éfjgh‘”"e—hybrid model, in the presence of a static malicious adversary.

Proof: The simulator interacts externally with a trusted party computing Ffval, while internally
simulating the interaction of A with the trusted party computing F{%’gh”e and the honest parties.
We have already provided the intuition behind how the simulator works, and thus proceed directly

to its specification.

The simulator S:

1. External interaction with Functionality (Step: S receives the ideal adversary’s output
{(f(w), f(ar)tier from EE . (recall that the corrupted parties have no input in FX ., and so
it just receives output).
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2. S internally invokes A with the auziliary input z, and begins to simulate the protocol execution.
3. Internal simulation of Stepin Protocol S internally simulates the F&lg’gh”e imvocations:

(a) Internal simulation of Step |3|in the F§0share functionality: S simulates A receiving the
shares {g;(ci)}j¢ricr: For every j & I, S chooses uniformly at random a polynomial
g;j(z) from PVt and sends A the values {gj(o‘i)}jemel'

(b) Internal simulation of Step |4| in the Fﬁ‘g’gh“’"e functionality: S internally receives from
A the inputs {gi(x)},c; of the corrupted parties to F‘i%bgh”e. If for any i € I, A did not
send some polynomial g;(x), then S sets g;(x) = 0.

(c) For everyi € I, S checks that deg(g;) <t and that g;(0) = f(ay). If this check passes,
S sets gi(z) = gi(z). Otherwise, S sets g.(z) = f(a;). (Recall that S has f(cu) from its
output from Fekml.)

(d) For every j ¢ I, S sets g;(x) = g;(x).

(e) Internal simulation of Step in the F‘iqubghare functionality: S internally gives the
adversary A the outputs, as follows:

i. The vector of polynomials ?(w), which is chosen as follows:

o S sets (e1,...,e,) such that ej = 0 for every j ¢ I, and e; = g;(0) — f(a;) for
every 1 € I.

e S chooses }7(16) to be a random vector of degree-t polynomials under the con-
straints that Y (0) = (e, ..., en) - HT, and for every i € I it holds that Y (a;) =
(g1(i)s -, gn(es)) -HT.

Observe that if |I| = t, then all of the polynomials in Y (x) are fully determined by
the above constraints.

ii. The polynomials and values g.(z) and {g}(a), ..., g,(a;)} for everyi e I
4. S simulates the sending of the shares Q(a):

(a) Internal simulation of Step [2[in Protocol S chooses a random polynomial Q(x) of
degree t under the constraints that:

e Q(0) = f(o).
o Foreveryiel, Q(ou) = ;17 g)(cs).
(b) For every j & I, S internally simulates honest party P; sending the value Q (o).

5. S outputs whatever A outputs and halts.

We now prove that for every I C [n], such that |I| <t,

{IDEALFfUGZ,S(z),I(g)}

There are three differences between the simulation with S and A, and an execution of Proto-
col with A. First, S chooses the polynomials g;(z) to have constant terms of 0 instead of
constant terms f(a;) for every j ¢ I. Second, S computes the vector of polynomials }7(50) based

‘\;ngghare -
HYBRIDN,A(z)

FeFr zefo,1}* { 1 )}Eew,ze{m}*‘

on the given constraints, rather that it being computed by F‘i’g’gh“’"e based on the polynomials
(g1(x),...,gn(z)). Third, S chooses a random polynomial Q)(z) under the described constraints in

Step [alof S, rather than it being computed as a function of all the polynomials ¢} (z),..., g, (z).
We eliminate these differences one at a time, by introducing three fictitious simulators.
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The fictitious simulator &1:  Simulator S; is exactly the same as S, except that it receives for
input the values 8; = f(;), for every j = 1,...,n (rather than just j € I). In addition, for every
j ¢ I, instead of choosing gj(z) €r P, the fictitious simulator S; chooses g;(x) €g P (@)t We
stress that S; runs in the ideal model with the same trusted party running F ekml as S, and the
honest parties receive output as specified by F (fval when running with the ideal adversary S or S;.

We claim that for every I C [n], such that || <,

=,

IDEAL ~ (B = {IDEAL
{ Fekval’sl(z’ﬁ)’l( )}EG]F",ze{O,l}* { Ffval’s(z)’l(ﬁ)}EGIF",ze{O,l}*

In order to see that the above holds, observe that both § and S; can work when given the points of
the inputs shares {g; () }ier,jgr and they don’t actually need the polynomials themselves. Further-
more, the only difference between & and S; is whether these points are derived from polynomials
with zero constant terms, or with the “correct” ones. That is, there exists a machine M that
receives points {g; (o) }ie I;j¢1 and runs the simulation strategy with A while interacting with Fekv al
in an ideal execution, such that:

e If g;(0) = 0 then the joint output of M and the honest parties in the ideal execution is exactly

that of IDEAL px l,S(z),I(5)§ i.e., an ideal execution with the original simulator.
e If g;(0) = f(a;) then the joint output of M and the honest parties in the ideal execution is

—,

exactly that of IDEAL Su(ef)I (6); i.e., an ideal execution with the fictitious simulator.

eval’
By Claim the points {g;(a:)}ier;j¢r when g;(0) = 0 are identically distributed to the points
{g9j(i)}Yier,jer when g;(0) = f(a;). Thus, the joint outputs of the adversary and honest parties in
both simulations are identical.

The fictitious simulator S»: Simulator S, is exactly the same as S, except that it computes
the vector of polynomials }7(1') in the same way that F{%bgh“m computes it in the real execution.
Specifically, for every j ¢ I, S chooses random polynomials g;(x) under the constraint that ¢;(0) =
f(cj) just like honest parties. In addition, for every i € I, it uses the polynomials g;(x) sent by A.

We claim that for every I C [n], such that || <t,

IDEAL 7 3 = ¢ IDEAL 2 3
{ Ffval’SQ(z’ﬁ)’I(ﬂ)}EGF",ZE{O,I}* { Ffval781(z7ﬁ)7l( )}EGFH,ZG{O,I}*

This follows from the aforementioned property of the syndrome function S(#) = #- H”. Specifically,
let ¥ be the parties’ actually inputs (for j ¢ I we are given that 7; = f(«;), but nothing is
guaranteed about the value of v; for i € I), and let &€= (ey,...,e,) be the error vector (for which
vi = f(a;) + €;). Then, S(¥) = S(€). If |I| = ¢, then the constraints fully define the vector of
polynomials ?(:U), and by the property of the syndrome these constraints are identical in both
simulations by S; and S. Otherwise, if |I| < ¢, then S; chooses Y () at random under ¢ + 1
constraints, whereas Sy computes ?(x) from the actual values. Consider each polynomial Yy(z)
separately (for ¢ =1,...,2t — 1). Then, for each polynomial there is a set of ¢ + 1 constraints and
each is chosen at random under those constraints. Consider the random processes X (s) and Y'(s)
before Claim in Section (where the value “s” here for Yy(z) is the ¢th value in the vector
€- HT). Then, by Claim e distributions are identical.
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The fictitious simulator S3: Simulator Sz is the same as Si, except that it computes the
polynomial Q(z) using the polynomials ¢} (z),..., g, (z) instead of under the constraints. The fact
that this is identical follows the exact same argument regarding Yy(z) using Claimin Section
Thus,

IDEAL () = { IDEAL ()

{ Ffval’sz”(z’ﬂ)’I (B) }EGF",ZE{O,l}* { Ffval"gQ(z’B)’I (5) }EEIF”>Z€{071}*

Observe that the view of A in IDEAL Ss(2,f) I(ﬁ) is exactly the same as in a real execution. It
eval’ W

remains to show that the honest parties output the same in both this execution and in the F{%’éh‘"e—
hybrid execution of Protocol Observe that S (and S1/82) send no input to the trusted party
in the ideal model. Thus, we just need to show that the honest parties always output f(ay) in a
real execution, when f is the polynomial defined by the input points {f3;};¢; of the honest parties.
However, this follows immediately from the guarantees provided the Fé?gh”e functionality and by
the Reed-Solomon error correction procedure. In particular, the only values received by the honest
parties in a real execution are as follows:

1. Each honest P; receives g} («;), ..., g,(a;), where it is guaranteed by F3%share that for every
i=1,...,n we have ¢g}(0) = f(c;). Thus, these values are always correct.

2. Each honest P; receives values (Q(v1), ..., Qo). Now, since n—t of these values are sent by
honest parties, it follows that this is a vector that is of distance at most ¢ from the codeword
(Q(a1),...,Q(ayn)). Thus, the Reed-Solomon correction procedure returns this codeword
to every honest party, implying that the correct polynomial Q(z) is reconstructed, and the
honest party outputs Q(0) = f(ay), as required.

This completes the proof. [ |

6.6 The F{,"g‘slf Functionality for Sharing a Product of Shares

The F‘Tg‘g functionality enables a set of parties who have already shared degree-t polynomials
A(z) and B(x) to obtain shares of a random degree-t polynomial C'(z) under the constraint that
C(0) = A(0) - B(0). See Section for how this functionality is used in the overall multiplication
protocol. We now formally describe the functionality.
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FUNCTIONALITY 6.13 (Functionality F{'%4 for sharing a product of shares)

Fdlt receives a set of indices I C [n] and works as follows:

1. The F{P4 functionality receives an input pair (aj,b;) from every honest party P; (j ¢ I).
(The dealer P; also has polynomials A(z), B(x) such that A(ce;) = a; and B(a;) = b, for
every j ¢ 1.)

2. F{}g%t computes the unique degree-t polynomials A and B such that A(a;) = a; and
B(aj) = b; for every j ¢ I (if no such A or B exist of degree-t, then F{f¢Y behaves
differently as in Footnote E[)

3. If the dealer P is honest (1 ¢ I), then:
(a) Fyrult chooses a random degree-t polynomial C' under the constraint that C(0) =
A(0) - B(0).

(b) Outputs for honest: F{P¥ sends the dealer Py the polynomial C(z), and for every
j ¢ I it sends C(a;) to P;.

(¢) Outputs for adversary: F¥Y sends the shares (A(ay), B(ai),C(;)) to the (ideal)

adversary, for every i € I.
4. If the dealer P; is corrupted (1 € I), then:

(a) Fyrdt sends (A(x), B(z)) to the (ideal) adversary.

(b) Fpul veceives a polynomial C' as input from the (ideal) adversary.

(c) If either deg(C) > t or C(0) # A(0)- B(0), then FIP4l resets C(z) = A(0)- B(0); that
is, the constant polynomial equalling A(0) - B(0) everywhere.

(d) Outputs for honest: F{4 sends C(a;) to P, for every j ¢ I.
(There is no more output for the adversary in this case.)

We remark that although the dealing party P; is supposed to already have A(x), B(x) as part
of its input and each party P; is also supposed to already have A(«;) and B(«;) as part of its input,
this information is provided as output in order to enable simulation. Specifically, the simulator
needs to know the corrupted parties “correct points” in order to properly simulate the protocol
execution. In order to ensure that the simulator has this information (since the adversary is not
guaranteed to have its correct points as input), it is provided by the functionality. In our use of
F‘ng in the multiplication protocol, this information is always known to the adversary anyway,
and so there is nothing leaked by having it provided again by the functionality.

As we have mentioned, this functionality is used once the parties already hold shares of a and b
(where a and b are the original shares of the dealer). The aim of the functionality is for them to
now obtain shares of a - b via a degree-t polynomial C' such that C(0) = A(0) - B(0) = a-b. We
stress that @ and b are not values on the wires, but rather are the shares of the dealing party of
the original values on the wires.

The protocol idea. Let A(x) and B(z) be polynomials such that A(0) = a and B(0) = b;
i.e., A(x) and B(x) are the polynomials used to share a and b. The idea behind the protocol is

for the dealer to first define a sequence of ¢ polynomials Dq(z),..., Di(x), all of degree-t, such

that C(x) def A(z) - B(x) — Y5, 2° - Dy(z) is a random degree-t polynomial with constant term

equalling a - b; recall that since each of A(x) and B(x) are of degree t, the polynomial A(x) - B(x)
is of degree 2t. We will show below how the dealer can choose Di(z),..., Di(z) such that all the
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coefficients from ¢+ 1 to 2t in A(x) - B(z) are canceled out, and the resulting polynomial C'(x) is of
degree-t (and random). The dealer then shares the polynomials D(x),..., Di(z), and each party
locally computes its share of C'(x). An important property is that the constant term of C'(x) equals
A(0) - B(0) = a-b for every possible choice of polynomials D;(x), ..., D¢(z). This is due to the fact
that each Dy(z) is multiplied by z* (with £ > 1) and so these do not affect C(0). This guarantees
that even if the dealer is malicious and does not choose the polynomials Dq(x), ..., Di(z) correctly,
the polynomial C'(z) must have the correct constant term (but it will not necessarily be of degree ¢,
as we explain below).

In more detail, after defining Dq(z),..., Di(x), the dealer shares them all using Fygg; this
ensures that all polynomials are of degree-t and all parties have correct shares. Since each party
already holds a valid share of A(z) and B(z), this implies that each party can locally compute
its share of C'(z). Specifically, given A(c;), B(cy) and Di(«;j), ..., Di(e;), party P; can simply
compute C(a;) = A(a;) - B(aj) — Sh_1 ()" - De(aj). The crucial properties are that (a) if the
dealer is honest, then all the honest parties hold valid shares of a random degree-t polynomial with
constant term a - b, as required, and (b) if the dealer is malicious, all honest parties are guaranteed
to hold valid shares of a polynomial with constant term a - b (but with no guarantee regarding the
degree). Thus, all that remains is for the parties to verify that the shares that they hold for C(z)
define a degree-t polynomial.

It may be tempting to try to solve this problem by having the dealer share C'(z) using Fygs,
and then having each party check that the share that it received from this Fygg equals the value
C(c; ) that it computed from its shares A(c;), B(«j), D1(e; ), ..., Di(a; ). To be precise, denote
by C(c;) the share received from Fy gg, and denote by C’(c;) the share obtained from computing
A(aj)-Blay) =0, (aj)f De(a ). T C'(ay) # C(a;), then like in Protocolfor VSS, the parties
broadcast complaints. If more than ¢ complaints are broadcast then the honest parties know that
the dealer is corrupted (more than ¢ complaints are needed since the corrupted parties can falsely
complain when the dealer is honest). They can then broadcast their input shares to reconstruct
A(x), B(x) and all define their output shares to be a-b = A(0) - B(0). Since Fygg guarantees that
the polynomial shared is of degree-t and we already know that the computed polynomial has the
correct constant term, this seems to provide the guarantee that the parties hold shares of a degree-t
polynomial with constant term A(0) - B(0). However, the assumption that ¢ + 1 correct shares (as
is guaranteed by viewing at most ¢ complaints) determines that the polynomial computed is of
degree-t, or that the polynomial shared with VSS has constant term A(0) - B(0) is false. This is
due to the fact that it is possible for the dealer to define the polynomials Dy (z), ..., Di(x) so that
C(z) is a degree 2t polynomial that agrees with some other degree-t polynomial C’(z) on up to 2t
of the honest parties’ points «;, but for which C’(0) # a - b. A malicious dealer can then share
C'(x) using Fygs and no honest parties would detect any cheatingm Observe that at least one
honest party would detect cheating and would complain (because C(z) can only agree with C’(x)
on 2t of the points, and there are at least 2¢ + 1 honest parties). However, this is not enough to
act upon because, as described, when the dealer is honest up to t of the parties could present fake
complaints because they are malicious.

1 An alternative strategy could be to run the verification strategy of Protocol for VSS on the shares C(ay;)
that the parties computed in order to verify that {C(a;)}7—; define a degree-t polynomial. The problem with this
strategy is that if C(z) is not a degree-t polynomial, then the protocol for Fyysg changes the points that the parties
receive so that it is a degree-t polynomial. However, in this process, the constant term of the resulting polynomial
may also change. Thus, there will no longer be any guarantee that the honest parties hold shares of a polynomial
with the correct constant term.
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We solve this problem by having the parties unequivocally verify every complaint to check if it
is legitimate. If the complaint is legitimate, then they just reconstruct the initial shares a and b
and all output the constant share a - b. In contrast, if the complaint is not legitimate, the parties
just ignore it. This guarantees that if no honest parties complain (legitimately), then the degree-t
polynomial C’(x) shared using Fy gg agrees with the computed polynomial C(x) on at least 2t + 1
points. Since C(x) is of degree at most 2¢, this implies that C'(z) = C'(x) and so it is actually of
degree-t, as required.

In order to unequivocally verify complaints, we use the Ffval functionality defined in Sec-
tion to reconstruct all of the input shares A(ag), B(ag), D1(ag), ..., Di(ag) and C'(ay) of
the complainant. Given all of the these shares, all the parties can locally compute C’'(ay) =
A(ag) - Blag) — Sp_; (ar)’ - Dy(ag) and check if C’(ag) = C(ay) or not. If equality holds, then
the complaint is false, and is ignored. Otherwise, the complaint is valid (meaning that the dealer
is corrupted), and the parties proceed to publicly reconstruct a - b. This methodology therefore
provides a way to fully verify if a complaint was valid or not. (We remark that the parties are
guaranteed to have valid shares of all the polynomials C'(x), D1(z), ..., Di(z) since they are shared
using Fygg, and also shares of A(x) and B(x) by the assumption on the inputs. Thus, they can
use F¥ | to obtain all of the values A(ay), B(ax), Di(ak), ..., Di(ax), and C'(ay), as required.)

Observe that if the dealer is honest, then no party can complain legitimately. In addition,
when the dealer is honest and an illegitimate complaint is sent by a corrupted party, then this
complaint is verified using Fi,, which reveals nothing more than the complainants shares. Since
the complainant in this case is corrupted, and so its share is already known to the adversary, this
reveals no additional information.

Constructing the polynomial C(x). As we have mentioned above, the protocol works by
having the dealer choose ¢ polynomials Di(x), ..., Di(x) that are specially designed so that C'(z) =
A(z) - B(z) — S5_, x' - Dy(x) is a uniformly distributed polynomial in P%%* where a = A(0) and
b = B(0). We now show how the dealer chooses these polynomials. The dealer first defines the
polynomial D(z):

D(x) o A(z) -Bx)=a-b+diz+ ...+ dyz*

(D(z) is of degree 2t since both A(x) and B(x) are of degree-t). Next it defines the polynomials:

t—1 ¢
Di(z) = rmo+rgaz+...+ryz +dyx
t—1 ¢
Di1(z) = rao+r—11c+ ... +r—1—12  + (dop—1 —1rep—1) - @
t—1 ¢
Di_o(x) = rioo+ri—1T+ ... +1r—0112"  + (dop—2 — re—14—1 — Tt4—2) - &
t—1 ¢
Di(z) = mo+razc+...rig—x (g — e —Ti—12 — .. —T24-1) T

where all 7; ; €r F are random values, and the d; values are the coefficients from D(z) = A(z) -
B (m)H That is, in each polynomial Dy(z) all coefficients are random expect for the t*" coefficient,
which equals the (¢ + £)th coefficient of D(z). More exactly, for 1 < ¢ < ¢ polynomial Dy(z) is
defined by:

2The naming convention for the r; ; values is as follows. In the first ¢ — 1 coefficients, the first index in every r; ;
value is the index of the polynomial and the second is the place of the coefficient. That is, r; ; is the jth coefficient
of polynomial D;(x). The values for the t*™ coefficient are used in the other polynomials as well, and are chosen to
cancel out; see below.
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t
t—1 t
Dy(z) =reo+ren-z+ - +rp—1-z + <dt+£ - Z Tm,t+e—m> T
m=_(+1

and the polynomial C'(z) is computed by:

C(z) = D(z) = Y a" Dy(a).
/=1

Before proceeding, we show that when the polynomials D;(z),..., Di(x) are chosen in this way,
it holds that C(z) is a degree-t polynomial with constant term A(0) - B(0) = a - b. Specifically,
the coefficients in D(z) for powers greater than ¢ cancel out. For every polynomial Dy(x), we have
that: De(x) =re0+re1-a+ 411" a4 Ry - 2*, where

¢
Ry = diyp — Z T tl—m- (6.4)
m=¢+1

(Observe that the sum of the indices (i, j) of the r; ; values inside the sum is always t+/ exactly.) We
now analyze the structure of the polynomial 22:1 x’- Dy(x). First, observe that it is a polynomial
of degree 2t with constant term 0 (the constant term is 0 since £ > 1). Next, the coefficient of the
monomial z¢ is the sum of the coefficients of the £th column in Table|l} in the table, the coefficients
of the polynomial Dy(x) are written in the ¢th row and are shifted ¢ places to the right since Dy(x)
is multiplied by .

T T2 3 o S R RS 0L R R T R R
Dy Tt0 Tt Tt2 Ttt—2 Ttt—1 Rt,t
D; 4 coo e || 2 | 13 | e Tt | By
D;_» coo | Ti—22 || Te—23 | Tt—24 | ... Ri_94
D3 r30 | ... | 7T34-3 | T3,t—2 | r3—1
Do ro.0 | T2 | ... | T2g—2 || T24—1 | Ra2g
Dy |\rpo|ma|m2| - | rie—1 || Rig

Table 1: Coefficients of the polynomial $°)_, 2¢ - Dy(x).

We will now show that for every k = 1,...,t the coefficient of the monomial z** in the
polynomial 3°_, z* - Dy(x) equals dy4%. Now, the sum of the (¢ + k)th column of the above table
(for 1 <k <t)is

¢
Ryt +rky10-1 + Thyot—2+ -+ = Reg + Z Tm,t+k—m.-
m=k+1

Combining this with the definition of Ry, in Eq. (6.4), we have that all of the r; ; values cancel
out, and the sum of the (¢4 k)th column is just di4x. We conclude that the (¢ + k)th coefficient of
C(z) = D(z)—Y"0_, 2° Dy(x) equals iy, — diyp, = 0, and thus C(x) is of degree t, as required. The
fact that C'(0) = a - b follows immediately from the fact that each Dy(z) is multiplied by z’ and so
this does not affect the constant term of D(z). Finally, observe that the coefficients of x, 22, ...,z
are all random (since for every i = 1, ..., the value r; o appears only in the coefficient of x%). Thus,
the polynomial C'(x) also has random coefficients everywhere except for the constant term.

The protocol. See Protocol for a full specification in the (Fygg, F! , F2 )-hybrid

eval? " "
1 n

model. From here on, we write the F,,q-hybrid model to refer to all n functionalities F, ,;,..., F ;.
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PROTOCOL 6.14 (Securely computing F"}"S“ét in the Fygs-Feyqi-hybrid model)
e Input:
1. The dealer P; holds two degree-t polynomials A and B.
2. Each party P; holds a pair of shares a; and b; such that a; = A(«a;) and b; = B(«;).

e Common input: A field description F and n distinct non-zero elements a1, ..., a, € F.

e Aiding ideal functionality initialization: Upon invocation, the trusted party computing the
(fictitiously corruption-aware) functionality Fyvss and the corruption-aware functionality Feya
receives the set of corrupted parties I.

e The protocol:
1. Dealing phase:
(a) The dealer Py defines the degree-2t polynomial D(z) = A(z) - B(z); denote D(z) =
a-b—|—zjt:1dg-zl.
(b) Pi chooses t* values {rj;} uniformly and independently at random from F, where
k=1,...,t,and j=0,...,t — 1.
(c) For every £ =1,...,t, the dealer P; defines the polynomial D¢ (x):

t—1 t
DZ(I) = (Z Te,m * x7n> + <dl+t - Z Tm,t«l»f'm) . xt~
m=0

m=£+1
(d) Pi computes the polynomial:

C(z) = D(z) = > a' - De(w).
=1

(e) P invokes Fysg as dealer with input C(x); each party P; receives C(a;).
(f) P1 invokes Fyss as dealer with input De(z) for every £ = 1,...,t; each party P; receives
De(ai).
2. Verify phase: Each party P; works as follows:

(a) If any of the C'(a;), De(ai;) values equals L then P; proceeds to the reject phase (note
that if one honest party received L then all did).

(b) Otherwise, P; computes ¢; = a;-b;—> ,_, (ai)*-De(as). If ¢ # C(ev;) then P; broadcasts
(complaint, 3).

(c) If any party Py broadcast (complaint, k) then go to the complaint resolution phase.
Otherwise, go to the output stage (and output C(«;)).

3. Complaint resolution phase: Set reject = false. Then, run the following for every
(complaint, k) message:

(a) Run t + 3 invocations of F¥ ;: in the first (resp., second) invocation each party P;
inputs a; (resp., b;), in the third invocation each P; inputs C(a;), and in the (£ + 3)th
invocation each P; inputs D¢(a;) for £ =1,...,t.

(b) Let A(ax), B(aw),C(ax), Di(aw), ..., Di(ax) be the respective outputs that all parties
receive from the invocations. Compute C’(au) = A(ay) - B(ax) — S4_; ax’ - De(au).
(We denote these polynomials by C‘, Db ... since if the dealer is not honest they may
differ from the specified polynomials above.)

(¢) Tf Cou) # C' (), then set reject = true.

If reject = false, then go to the output stage (and output C(«;)). Else, go to the reject phase.

4. Reject phase:
(a) Every party P; broadcasts the pair (ai,b;). Let @ = (a1,...,an) and b = (by,...,by,)
be the broadcast values (where zero is used for any value not broadcast). Then, P;
computes A'(z) and B'(z) to be the outputs of Reed-Solomon decoding on @ and b,
respectively.
(b) Every party P; sets C'(«;) = A’(0) - B'(0).

e Output: Every party P; outputs C(«;).
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We have the following theorem:

Theorem 6.15 Let t < n/3. Then, Protocol is t-secure for the F m“lt functionality in the
(Fvss, Feval)-hybrid model, in the presence of a static malicious adversary.

Proof: We separately prove the security of the protocol when the dealer is honest and when the
dealer is corrupted.

Case 1 — the dealer P; is honest: The simulator interacts externally with F; mé‘ét, while inter-
nally simulating the interaction of A with the honest parties and Fygg, Feyq in Protocol[6.14] Since
the dealer is honest, in all invocations of Fy gg the adversary has no inputs to these invocations and
just receives shares. Moreover, as specified in the Fm“lt functionality, the ideal adversary/simulator
S has no input to FI7¥4 and it just receives the correct input shares (A(«;), B(e;)) and the output
shares C(«;) for every i € I. The simulator S simulates the view of the adversary by choos-
ing random degree-t polynomials Ds(z), ..., Di(x), and then choosing Dj(z) randomly under the
constraint that for every ¢ € I it holds that

a; - Di(oy) = A(oy) - B(ay) — Zal - Dy(ay;).

This computation yields Di (o), ..., D¢(a;) of the correct dlstrlbutlon since

C(z) :D(x)—Zxé-DZ(x) = A(z) - B(z) —x - Di(x Zx Dy(x
=1

implying that .
- Di(x) = A(z) - B(z) — C(z) — Y _a'- Dy(x)
=2

As we will see, the polynomials Dy(x) chosen by an honest dealer have the same distribution as those
chosen by S (they are random under the constraint that C'(c;) = A(c;) - B(a;) — Sv_ ()’ - De(a;)
for all ¢ € I). In order to simulate the complaints, observe that no honest party broadcasts a
complaint. Furthermore, for every (complaint,i) value broadcast by a corrupted P; (i € I), the
complaint resolution phase can easily be simulated since S knows the correct values A(a;) = A(y),
B(a;) = B(a), C(a;) = C(;). Furthermore, for every ¢ = 1,...,t, S uses Dy(oy) = Dy(;) as
chosen initially in the simulation as the output from F| eiv a1~ We now formally describe the simulator.

The simulator S:

1. § internally invokes the adversary A with the auxiliary input z.

2. External interaction with Functionality |6.13| (Step [3c|): S externally receives from F&”é‘ét the
values (A(a;), B(a;), C(ay)) for every i € I. (Recall that the adversary has no input to FIl
in the case that the dealer is honest.)

3. S chooses t — 1 random degree-t polynomials Da(x), ..., Di(z).

4. For everyi € I, S computes:
t
Di(a;) = (ai)_l . (A(ai) - B(a;) — C(oy) Z oaz - Dy(oy )
(=2
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5. Internal simulation of Steps [I¢ and [If] in Protocol S simulates the Fygg invocations,
and simulates every corrupted party P; (for every i € I) internally receiving outputs C(oy),
Di(aj), ..., Di(c) from Fygs in the respective invocations.

6. Internal simulation of Steps[2]and [3]in Protocol For every k € I for which A instructs the
corrupted party Py to broadcast a (complaint, k) message, S simulates the complaint resolution
phase (Step@ of Pmtocol by internally simulating the t+3 invocations ofFfml : For every

i € I, the simulator internally hands the adversary (A(wa;), A(ag)), (B(ai), B(agk)), (C(ai), Clag))

and {(D¢(c;), De(or))}o_, as Pi’s outputs from the respective invocation of F¥ .

7. S outputs whatever A outputs, and halts.

We prove that for every for every I C [n], every z € {0,1}* and all vectors of inputs &,

b g — Fyss,Feval (5
{IDEALF‘T;?,S(Z)J (:U)} = {HYBRIDmA(Z)J (x)}

We begin by showing that the outputs of the honest parties are distributed identically in an
ideal execution with S and in a real execution of the protocol with A (the protocol is actually
run in the (Fysg, Fepar)-hybrid model, but we say “real” execution to make for a less cumbersome
description). Then, we show that the view of the adversary is distributed identically, when the
output of the honest parties is given.

The honest parties’ outputs. We analyze the distribution of the output of honest parties. Let
the inputs of the honest parties be shares of the degree-t polynomials A(x) and B(x). Then, in the
ideal model the trusted party chooses a polynomial C'(x) that is distributed uniformly at random
in PAO)-BO) and sends each party P; the output (A(«;), B(ay), C(a;)).

In contrast, in a protocol execution, the honest dealer chooses Di(x),..., Di(z) and then de-
rives C'(x) from D(z) = A(z) - B(x) and the polynomial Di(z),..., Di(x); see Steps |la] to [Id| in
Protocol It is immediate that the polynomial C' computed by the dealer in the protocol is
such that C(0) = A(0) - B(0) and that each honest party P; outputs C(a;). This is due to the
fact that, since the dealer is honest, all the complaints that are broadcasted are resolved with the
result that C(ay) # C'(oy), and so the reject phase is never reached. Thus, the honest parties
output shares of a polynomial C(z) with the correct constant term. It remains to show that C(z)
is of degree-t and is uniformly distributed in PAO)BO)t Tn the discussion above, we have already
shown that deg(C) < t, and that every coeflicient of C'(z) is random, except for the constant term.

We conclude that C'(x) as computed by the honest parties is uniformly distributed in PA0)-B(0).t
and so the distribution over the outputs of the honest parties in a real protocol execution is identical
to their output in an ideal execution.

The adversary’s view. We now show that the view of the adversary is identical in the real
protocol and ideal executions, given the honest parties’ inputs and outputs. Fix the honest parties’
input shares (A(c;), B(c;)) and output shares C(a;) for every j ¢ I. Observe that these values
fully determine the degree-t polynomials A(z), B(z), C(z) since there are more than ¢t points. Now,
the view of the adversary in a real protocol execution is comprised of the shares

{Dl(ai)}iel L {Dt(ai)}id , {C(ai)}iel (6.5)
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received from the Fy gg invocations, and of the messages from the complaint resolution phase. In
the complaint resolution phase, the adversary merely sees some subset of the shares in Eq. .
This is due to the fact that in this corruption case where the dealer is honest, only corrupted parties
complain. Since C(z) is fixed (since we are conditioning over the input and output of the honest
parties), we have that it suffices for us to show that the D;(w;),..., Di(a;) values are identically
distributed in an ideal execution and in a real protocol execution.

Formally, denote by Df(x),..., Dy (z) the polynomials chosen by S in the simulation, and by
Dy(x), ..., Di(x) the polynomials chosen by the honest dealer in a protocol execution. Then, it
suffices to prove that

{Df(@i),.... Df () | A@), B(x),C(@)} = {Dias),.... Dilas) | A(w), B(x),C(x)} _ (6.6)

el i€l

In order to prove this, we show that for every £ =1,...,t,

{D#(@) | Aw), B(). C(a), Ds (), ..., D) |

= {Dg(oz,-) | A(z), B(z), C(2), Dot (), ... ,Dt(ai)}a . (6.7)
1
Combining all of the above (from ¢ = ¢ downto ¢ = 1), we derive Eq. (6.6).

We begin by proving Eq. (6.7) for ¢ > 1, and leave the case of £ = 1 for the end. Let ¢ €
{2,...,t}. Tt is clear that the points { D7 (a;) }ics are uniformly distributed, because the simulator S
chose D7 (z) uniformly at random, and independently of A(z), B(x), C(x) and Dfﬂ(az), ..., DJ(z).
In contrast, in the protocol, there seems to be dependence between Dy(z) and the polynomials
A(z), B(z),C(z) and Dyiq(x),...,D¢(x). In order to see that this is not a problem, note that

¢
De(x):Te,O‘H"z,l'3?+"'+7“e,t71'$ <d£+t Z T'm, t4-0— m)x
m=¢+1

where the values r¢q,...,74—1 are all random and do not appear in any of the polynomials
Dyy1(x),...,Di(x), nor of course in A(z) or B(x); see Table Thus, the only dependency is
in the ¢ coefficient (since the values rp, 1, appear in the polynomials Dyiq(z),..., Di(x)).
However, by Claim it holds that if Dy(x) is a degree-t polynomial in which its first ¢t coeffi-
cients are uniformly distributed, then any ¢ points {Dy(a;)}ier are uniformly distributed. Finally,
regarding the polynomial C(x) observe that the m'™" coefficient of C(x), for 1 < m < t in the real
protocol includes the random value 71 ,,,—1 (that appears in no other polynomials; see Table , and
the constant term is always A(0) - B(0). Since 71,,—1 are random and appear only in D (z), this
implies that Dy(z) is independent of C(z). This completes the proof of Eq. for £ > 1.

It remains now to prove Eq. (6.7) for the case £ = 1; i.e., to show that the points {Df(az‘)}iej
and {Dj(;)}ier are identically distributed, conditioned on A(z), B(x),C(x) and all the points
{Ds(ci),...,D¢(c;)}icr. Observe that the polynomial D;(x) chosen by the dealer in the real
protocol is fully determined by C'(z) and Da(x), ..., Di(z). Indeed, an equivalent way of describing
the dealer is for it to choose all Da(x),..., D (z) as before, to choose C(z) uniformly at random in
P>t and then to choose D(x) as follows:

Di(z)=z"1- (A(x) -B(x) — C(z) — Zxk : Dk(:v)> . (6.8)

k=2
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Thus, once Dy(z), ..., Di(x), A(z), B(x),C(x) are fixed, the polynomial D;(z) is fully determined.
Likewise, in the simulation, the points {D;(a;)}ier are fully determined by {Da(«;),. .., Di(a),
A(ai), B(a;),C(aj)}ier. Thus, the actual values {D(;)}ier are the same in the ideal execution
and real protocol execution, when conditioning as in Eq. . (Intuitively, the above proof shows
that the distribution over the polynomials in a real execution is identical to choosing a random
polynomial C(z) € PAOBOM and random points Dy(ay), ..., Di(a;), and then choosing ran-
dom polynomials Ds(x),. .., Di(x) that pass through these points, and determining D;(x) so that
Eq. holds.)

We conclude that the view of the corrupted parties in the protocol is identically distributed to
the adversary’s view in the ideal simulation, given the outputs of the honest parties. Combining
this with the fact that the outputs of the honest parties are identically distributed in the protocol
and ideal executions, we conclude that the joint distributions of the adversary’s output and the
honest parties’ outputs in the ideal and real executions are identical.

Case 2 — the dealer is corrupted: In the case that the dealer P; is corrupted, the ideal
adversary sends a polynomial C(z) to the trusted party computing F‘ng If the polynomial is of
degree at most ¢ and has the constant term A(0)- B(0), then this polynomial determines the output
of the honest parties. Otherwise, the polynomial C(z) determining the output shares of the honest
parties is the constant polynomial equalling A(0) - B(0) everywhere.

Intuitively, the protocol is secure in this corruption case because any deviation by a corrupted
dealer from the prescribed instructions is unequivocally detected in the verify phase via the Fi,q
invocations. Observe also that in the (Fygs, Feyar)-hybrid model, the adversary receives no mes-
sages from the honest parties except for those sent in the complaint phase. However, the adversary
already knows the results of these complaints in any case. In particular, since the adversary (in the
ideal model) knows A(x) and B(x), and it dealt the polynomials C(z), D1(z), ..., Di(x), it knows
exactly where a complaint will be sent and it knows the values revealed by the Ffwl calls.

We now formally describe the simulator (recall that the ideal adversary receives the polynomials
A(z), B(z) from F{/%: this is used to enable the simulation).

The simulator S:
1. S internally invokes A with the auziliary input z.

2. External interaction with Functionality (Step [4a): S externally receives the polynomials
A(z), B(z) from Fult.

3. Internal simulation of Steps [Le] and [If] in Protocol S internally receives the polynomials
C(x), Di(z),...,Di(x) that A instructs the corrupted dealer to use in the Fygg invocations.

4. Ifdeg(C) >t or if deg(Dy) >t for some 1 < £ < t, then S proceeds to Step[d below (simulating
reject).

5. Internal simulation of Steps [2| and |3| in Protocol For every k ¢ I such that C(ag) #
A(ag)-Blag) =0 (aw)’-Dy(ay), the simulator S simulates the honest party Py, broadcasting
the message (complaint, k). Then, S internally simulates the “complaint resolution phase”. In
this phase, S uses the polynomials A(x), B(z), C(z) and Di(x), ..., D¢(z) in order to compute
the values output in the Ffwl invocations. If there exists such a k ¢ I as above, then S proceeds
to Step [§ below.
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6. For every (complaint, k) message (with k € I) that was internally broadcast by the adversary
A in the name of a corrupted party Py, the simulator S uses the polynomials A(x), B(x),C(x)
and Di(z), ..., Di(x) in order to compute the values output in the Fekval invocations, as above.
Then, if there exists ani € I such that C(ay) # A(ag)-B(ar) — S5, (ax)- Do), simulator
S proceeds to Step [§ below.

7. External interaction with Functionality (Step : If § reaches this point, then it exter-

nally sends the polynomial C(x) obtained from A above to Fgfgg It then skips to Step@ below.

8. Internal simulation of Step [4] in Protocol S simulates a reject, as follows:

(a) S externally sends C’(x) = 2! to the trusted party computing F{}?g (i.e., S sends a

polynomial C such that deg(C) > t).
(b) S internally simulates every honest party Pj broadcasting a; = A(a;) and b = B(a;)
as in the reject phase.

9. S outputs whatever A outputs, and halts.

The simulator obtains A(z), B(x) from F{ and can therefore compute the actual inputs
aj = A(wj) and b; = B(a;) held by all honest parties P; (j ¢ I). Therefore, the view of the
adversary in the simulation is clearly identical to its view in a real execution. We now show that
the output of the honest parties in the ideal model and in a real protocol execution are identical,
given the view of the corrupted parties/adversary. We have two cases in the ideal model /simulation:

1. Case 1 — S does not simulate reject (S does not run Step @ This case occurs if

(a) All the polynomials C(x), Di(x),..., Di(z) are of degree-t, and
(b) For every j ¢ I, it holds that C(a;) = A(«;) - B(ay) — Sob_, ()¢ - De(eyj), and
(c) If any corrupt P; broadcast (complaint, i) then C'(c;) = A(a;)-B(a;)—Y5_; (i)’ De(a).

The polynomials obtained by S from A in the simulation are the same polynomials used by
A in the Fygg calls in the real protocol. Thus, in this case, in the protocol execution it is
clear that each honest party P; will output C'(a;).

In contrast, in the ideal model, each honest P; will outputs C(ca;) as long as deg(C) < ¢
and C(0) = A(0) - B(0). Now, let C'(z) = A(x) - B(z) — Y.y_, # - Dy(z). By the definition
of C" and the fact that each Dy(x) is guaranteed to be of degree-t, we have that C’(x) is of
degree at most 2¢t. Furthermore, in this case, we know that for every j ¢ I, it holds that
Clay) = Alay) - Blay) — 3oy ()’ - De(eyj) = C'(ej). Thus, C(z) = C'(z) on at least
2t + 1 points {a}j¢;. This implies that C(z) = C'(z), and in particular C(0) = C’(0). Since
C’(0) = A(0)-B(0) drrespective of the choice of the polynomials Dy (), ..., Di(x), we conclude
that C(0) = A(0) - B(0). The fact that C(x) is of degree-t follows from the conditions of this
case. Thus, we conclude that in the ideal model, every honest party P; also outputs C(«;),
exactly as in a protocol execution.

2. Case 2 — 8 simulates reject (S runs Step[§): This case occurs if any of (a), (b) or (c) above
do not hold. When this occurs in a protocol execution, all honest parties run the reject phase
in the real execution and output the value A(0) - B(0). Furthermore, in the ideal model, in
any of these cases the simulator S sends the polynomial C () = 2 to F(/”é‘g Now, upon
input of C(z) with deg(C) > t, functionality F{"¢¥ sets C(z) = A(0) - B(0) and so all honest
parties output the value A(0) - B(0), exactly as in a protocol execution.

This concludes the proof. [ |
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6.7 The F,,,: Functionality and its Implementation

We are finally ready to show how to securely compute the product of shared values, in the presence
of malicious adversaries. As we described in the high-level overview in Section[6.1], the multiplication
protocol works by first having each party share subshares of its two input shares (using F{}“Sbgh“’"e),
and then share the product of the shares (using Fygg and the subshares obtained from Féqfé)ghare).
Finally, given shares of the product of each party’s two input shares, a sharing of the product of
the input values is obtained via a local computation of a linear function by each party.

The functionality. We begin by defining the multiplication functionality for the case of malicious
adversaries. In the semi-honest setting, the Fj,,;; functionality was defined as follows:

Fnatt ((falen): fo(@n))s- - (falan), fo(@n))) = (fan(@r); - Fan(n) )

where fg is a random degree-t polynomial with constant term f,(0) - f5(0) = a-b.

In the malicious setting, we need to define the functionality with more care. First, the corrupted
parties are able to influence the output and determine the shares of the corrupted parties in the
output polynomial. In order to see why this is the case, recall that the multiplication works by
the parties running F{}?g multiple times (in each invocation a different party plays the dealer) and
then computing a linear function of the subshares obtained. Since each corrupted party can choose
which polynomial C(x) is used in F{}"‘gg when it is the dealer, the adversary can singlehandedly
determine the shares of the corrupted parties in the final polynomial that hides the product of
the values. This is similar to the problem that arises when running Fy gg in parallel, as described
in Section In addition, there is no dealer, and the corrupted parties have no control over
the resulting polynomial, beyond choosing their own shares. We model this by defining the Fj, .+
multiplication functionality as a reactive corruption-aware functionality. See Functionality for

a full specification.

FUNCTIONALITY 6.16 (Functionality F,,.;: for emulating a multiplication gate)
Frut receives a set of indices I C [n] and works as follows:

1. The Fue functionality receives the inputs of the honest parties {(8j,v;)};¢r- Let
fa(x), fo(x) be the unique degree-t polynomials determined by the points {(a;,5;)},¢1,
{(aj,74)}jgr, respectively. (If such polynomials do not exist then no security is guaran-
teed; see Footnote [9])

2. Frue sends {(fa(a;), fo(a;)) bier to the (ideal) adversaryﬁ

3. Fyui receives points {d;}ier from the (ideal) adversary (if some ¢; is not received, then it
is set to equal 0).

4. Fpue chooses a random degree-t polynomial f,;(z) under the constraints that:
(a) fab(o) = fa(o) : fb(o)v and
(b) For every i € I, fap(c;) = 0;.

(such a degree-t polynomial always exists since |I| < t).

5. The functionality F,,,;;: sends the value f,;(c;) to every honest party P; (j € I).

13As with Flyq and F{PEE . the simulator needs to receive the correct shares of the corrupted parties in order to
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Before proceeding, we remark that the F,,;; functionality is sufficient for use in circuit em-
ulation. Specifically, the only difference between it and the definition of multiplication in the
semi-honest case is the ability of the adversary to determine its own values. However, since f,; is of
degree-t, the ability of A to determine t values of f,; reveals nothing about f;;(0) = a-b. A formal
proof of this is given in Section

The protocol idea. We are now ready to show how to multiply in the F} é%@gh“re and F{/”gét hybrid
model. Intuitively, the parties first distribute subshares of their shares and subshares of the product
of their shares, using F‘S/fqbgh““ and F{}‘é‘g, respectively. Note that F"}?g assumes that the parties
already hold correct subshares,; this is achieved by first running F‘ig’ghare on the input shares.
Next, we use the method from [19] to have the parties directly compute shares of the product of the
values on the input wires, from the subshares of the product of their shares. This method is based
on the following observation. Let f,(x) and f,(x) be two degree-t polynomials such that f,(0) = a
and f,(0) = b, and let h(z) = fo(z) - fo(x) =a-b+hy -2+ ho - 2* + ...+ ha - 2%, Letting Vz be
the Vandermonde matrix for @, and recalling that Vz is invertible, we have that

ab ab
h1 h1
. h(a1) : h(aq)
: h(a : h(o
Va | het | = ( 2) and so hoe | =Vt ( 2)
0 : 0
h(an) h(an)
0 0

Let Aq,..., A, be the first row of Vo{l. It follows that

a-b=X-h(ar)+ ...+ Xy -hlan) =M1 - falar) - folar) + ...+ A - falam) - folan).

Thus the parties simply need to compute a linear combination of the products f,(ay) - fp(ay) for
£ =1,...,n. Using F{jqfqbgh”e and F{/”L%t, as described above, the parties first distribute random
shares of the values fq(ay) - fo(ay), for every £ =1,...,n. That is, let Cy(z),...,Cy(x) be random
degree-t polynomials such that for every £ it holds that Cy(0) = fu(cy) - fo(cw); the polynomial
Cy(z) is shared using F{r4l! where Py is the dealer (since Py’s input shares are f,(ay) and fy(ay)).
Then, the result of the sharing via F{P4¥ is that each party P; holds Cy(«), ..., Cy(a;). Thus, each
P; can locally compute Q(ci) = > y_; A¢ - Ce(e;) and we have that the parties hold shares of the
polynomial Q(z) =3, ; A\¢ - Cy(x). By the fact that Cy(0) = fo(ap) - fo(w) for every ¢, it follows
that

Q0) = "X-Cu(0) = " A+ falow) - folaw) =a . (6.9)
(=1 /=1

Furthermore, since all the Cy(z) polynomials are of degree-t, the polynomial Q(x) is also of degree-t,
implying that the parties hold a valid sharing of a - b, as required. Full details of the protocol are
given in Protocol

simulate, and so this is also received as output. Since this information is anyway given to the corrupted parties, this
makes no difference to the use of the functionality for secure computation.
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PROTOCOL 6.17 (Computing Fy,,; in the (F3ubshare Fmulty hyhrid model)

e Input: Each party P; holds a;,b;, where a; = f,(«;), b; = fp(a;) for some polynomials
fa(2), fo(x) of degree t, which hide a, b, respectively. (If not all the points lie on a single
degree-t polynomial, then no security guarantees are obtained. See Footnote @)

e Common input: A field description F and n distinct non-zero elements «;, ..., «a, € F.

e Aiding ideal functionality initialization: Upon invocation, the trusted party comput-

ing the corruption-aware functionalities Félgbghare and F"}Té‘g receives the set of corrupted

parties [I.
e The protocol:

1. The parties invoke the F3#s"e e functionality with each party P; using a; as its private
input. Each party P; receives back shares A; (o), ..., An(@;), and a polynomial A;(x).
(Recall that for every i, the polynomial A;(x) is of degree-t and A;(0) = fo(o) = a;.)

2. The parties invoke the Fg@share functionality with each party P; using b; as its private
input. Each party P; receives back shares By (), ..., Bn(@;), and a polynomial B;(x).
3. For every ¢ = 1,...,n, the parties invoke the F{}g‘@f functionality as follows:

(a) Inputs: In the ith invocation, party P; plays the dealer. All parties P; (1 < j < n)
send Fr4t their shares A;(a;), Bi(a;j).
(b) Outputs: The dealer P; receives C;(x) where C;(x) € PA(0)-Bi(0)t and every
party P; (1 < j < n) receives the value C;(a;).
4. At this stage, each party P; holds values C1(«ay),...,Cn(cy), and locally computes
Qay) = 22;1 Ao - Co(ay), where (A1, ..., A,) is the first row of the matrix Vgl.

e Output: Each party P; outputs Q(«;).

The correctness of the protocol is based on the above discussion. Intuitively, the protocol is
secure since the invocations of F‘S}fgbgha”e and F‘%fg provide shares to the parties that reveal nothing.
However, recall that the adversary’s output from F‘i%bghare includes the vector of polynomials
}7(55) = (g1(),...,gn(x)) - HT, where g¢1,..., g, are the polynomials defining the parties’ input
shares, and H is the parity-check matrix of the appropriate Reed-Solomon code; see Section In
the context of Protocol this means that the adversary also obtains the vectors of polynomials
Ya(z) = (A1(x), ..., Ap(z)) - HT and Yp(z) = (Bi(z), ..., Bu(x)) - HT. Thus, we must also show
that these vectors can be generated by the simulator for the adversary. The strategy for doing so
is exactly as in the simulation of F,,; in Section We prove the following;:

Theorem 6.18 Let t < n/3. Then, Protocol 1s t-secure for the Fp.u functionality in the
(F‘S}fgbghare, F‘Tgét)—hybrid model, in the presence of a static malicious adversary.

Proof: As we have mentioned, in our analysis here we assume that the inputs of the honest parties
all lie on two polynomials of degree ¢; otherwise (vacuous) security is immediate as described in
Footnote [9] We have already discussed the motivation behind the protocol and therefore proceed
directly to the simulator. The simulator externally interacts with the trusted party computing
Fopuie, internally invokes the adversary A, and simulates the honest parties in Protocol and
the interaction with the F‘i%bgh”e and F‘%&‘g functionalities.
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The simulator S:
1. S internally invokes A with the auziliary input z.

2. External interaction with Functionality (Step : S externally receives from the trusted
party computing Fy the values (fo(), fo(ay)), for every i € 1.

3. Internal simulation of Step |1|in Protocol S simulates the first invocation of F{}'Lg’gh“’"e,
as follows:

(a) For every j ¢ I, S chooses a polynomial A;(x) €g PO uniformly at random.

(b) Internal simulation of Step [3| in Functionality S internally hands A the values
{4A; (ai)}jgg;ie[ as if coming from F{‘}’g’gh‘”e.

(c) Internal simulation of Step |4 in Functionality S internally receives from A a set
of polynomials {A;(x)}icr (i-e., the inputs of the corrupted parties to F‘s/qg’ghare). If any
polynomial is missing, then S sets it to be the constant polynomial 0.

(d) Internal simulation of Step in Functionality For every i € I, S performs the
following checks:

i. S checks that A;(0) = fa(), and

it. S checks that the degree of A;(x) is t.
If both checks pass, then it sets Ai(x) = A;(z). Otherwise, S sets Al(x) to be the
constant polynomial that equals fo(;) everywhere (recall that S received f,(cy) from

Frur in Step |4 and so can carry out this check and set the output to be these values if
necessary).

For every j & I, S sets Al(z) = Aj(w).

(e) S computes the victor of polynomials }7,4(3:) that A expects to receive from F‘S/%bghare (in
a real execution, Ya(x) = (A1(x),..., An(x))-HT ). In order to do this, S ﬁrst computes

the error vector 4 = (eA, ce ;‘L‘) as follows: for every j ¢ I it sets e = 0, and for
every i € I it sets et = A;(0) — f(ay). Then, S chooses a vector of mndom polynomials
Ya(z) = (Yi(z),.. (;1:)) under the constraints that (a) Y4(0) = (e,...,ed) - HT,

and (b) Y4(as) = (A1), .., An(cw)) - HT for every i € I.

(f) Internal simulation of Step in Functionality S internally hands A its output from
Fgubshare — Namely, it hands the adversary A the polyfwmials {Al(x)}ier, the shares
{A) (i), ..., Al () }ier, and the vector of polynomials Ya(x) computed above.

4. Internal simulation of Step [l in Protocol (cont.): S simulates the second invocation of
F‘s/fé’gwh”e. This simulation is carried out in an identical way using the points { fy(a;)}tier-
Let Bi(z),...,By(z) and Bi(z),...,B](z) be the polynomials used by S in the simula-
tion of this step (and so A receives from S as output from F‘%f’gha’"e the values {B.(z)}ier,
{B! (), ..., B\ () }icr and Yg(z) computed analogously to above).

At this point S holds a set of degree-t polynomials { Aj(x), By(x)}¢c[n), where for every j ¢ I
it holds that A’(0) = B}(0) = 0, and for every ¢ € I it holds that Aj(0) = fu(c;) and
Bi(0) = fo(a).
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5. Internal simulation of Step |3| in Protocol For every j & I, S simulates the F{}lé‘ét
wnwvocation where the honest party P; is dealer:

(a) S chooses a uniformly distributed polynomial Ci(z) € POt
(b) S internally hands the adversary A the shares {(A’ (i), Bj(a:), Cj(ci)) }ier, as if coming
from F‘Tgfét (Step |34 in Functionality .

6. Internal simulation of Step [3[in Protocol (cont.): For everyi € I, S simulates the F(}lé‘ét
inwvocation where the corrupted party P; is dealer:

(a) Internal simulation of Step {al of Functionality S internally hands the adversary A
the polynomials (Al(z), Bi(x)) as if coming from FiF4d.
(b) Internal simulation of Step of Functionality S internally receives from A the
input polynomial C;(x) of the corrupted dealer that A sends to F‘ng
i. If the input is a polynomial C; such that deg(C;) < t and C;(0) = AL(0) - B/(0) =
Ja(ci) - fo(cy), then S sets Cl(x) = Ci(x).
ii. Otherwise, S sets Cl(x) to be the constant polynomial equalling fq(cu) - fo(ou) ev-
erywhere.

At this point, S holds polynomials Cj(z),...,C}(z), where for every j ¢ I it holds that
C%(0) = 0 and for every 7 € I it holds that C%(0) = fa(c:) - fo(a).

7. External interaction with Functionality (Step [3): For every i € I, the simulator S
computes Qi) = Yy Mo - Cp(cw), where Ci(x),...,Cy(x) are as determined by S above,
and sends the set {Q(cs)}icr to the Foyy functionality (this is the set {8;}icr in Step[d of
Functionality .

8. S outputs whatever A outputs.

The differences between the simulation with & and A, and a real execution of Protocol
with A are as follows. First, for every j ¢ I, S chooses the polynomials A’ (z), Bj(z), and Cj(z) to
have constant terms of 0 instead of constant terms fq(c;), fo(;), and fq(cy) - fo(5), respectively.
Second, the vectors Y4 (z) and Yp(x) are computed by S using the error vector, and not using
the actual polynomials A1 (z),..., A, (z) and By(z),...,By(z), as computed by F§¥shere in the
protocol execution. Third, in an ideal execution the output shares are generated by F},,;; choosing a
random degree-t polynomial f;(x) under the constraints that f,5(0) = f4(0)- f3(0), and fop(a;) = 9;
for every ¢ € I. In contrast, in a real execution, the output shares are derived from the polynomial
Q(z) = >y Ae- Cj(x). Apart from these differences, the executions are identical since S is able
to run the checks of the F“%’gha’"e and F{/’?g functionalities exactly as they are specified.

Our proof proceeds by constructing intermediate fictitious simulators to bridge between the real
and ideal executions.

The fictitious simulator §;. Let S be exactly the same as S, except that it receives for input
the values fq(;), fo(cj), for every j ¢ I. Then, instead of choosing A’(z) €r POt Bi(x) €r POt
and C}(r) €r POt the fictitious simulator S; chooses Al(x) €r Pplalag)t, Bj(x) €r Phlai)t and
Ci(z) €r Plale)fole)t We stress that S; runs in the ideal model with the same trusted party

running F,.;; as S, and the honest parties receive output as specified by F},,;+ when running with
the ideal adversary S or Sj.
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The ideal executions with & and §;. We begin by showing that the joint output of the
adversary and honest parties is identical in the original simulation by S and the fictitious simulation
by S1. That is,

{IDEALqult»S(Z)’I((E)} = {IDEALqult:‘Sl (Z/)zl (:f)}

7e({0,1}*)",2€{0,1}* ze({0,1}*)",2€{0,1}*

where 2’ contains the same z as A receives, together with the f,(a;), fo(a;) values for every j ¢ I.
In order to see that the above holds, observe that both S and S; can work when given the points of
the inputs shares {(A4)(c), Bj(ci))}tierjgr and the outputs shares {C}(c)}icr,jer and they don’t
actually need the polynomials themselves. Furthermore, the only difference between S and S is
whether these polynomials are chosen with zero constant terms, or with the “correct” ones. That
is, there exists a machine M that receives points {A% (), Bi(ci)icr.jer {Ch (i) bier,j¢r and runs
the simulation strategy with A while interacting with F},,,;; in an ideal execution, such that:
o If A%(0) = Bj(0) = C};(0) = 0 then the joint output of M and the honest parties in the
ideal execution is exactly that of IDEALR, . s(z),7(); i.e., an ideal execution with the original
simulator.

o If A%(0) = fa(ay), Bj(0) = fp(a;) and C}(0) = fa(ay) - fo(a;) then the joint output of M and
the honest parties in the ideal execution is exactly that of IDEALE . s (. 1(Z); i.e., an ideal
execution with the fictitious simulator Sj.

By Claim the points {A}(a;), Bi(i), Ci(i) bierjer when A%(0) = Bi(0) = C}(0) = 0 are

identically distributed to the points { A (i), B} (i), Cj(ai) bierjer when A%(0) = fo(ay), Bj(0) =
fo(ay) and C%(0) = fa(aj) - fo(aj). Thus, the joint outputs of the adversary and honest parties in

both simulations are identical.

The fictitious simulator S». Let 83 be exactly the same as S1, except that instead of computing

Ya(z) and Yp(x) via the error vectors (efl,... e2) and (eP,...,eB), it computes them like in a
real execution. Specifically, it uses the actual polynomials A;(x),..., A,(z); observe that Sy has

these polynomials since it chose themE The fact that

{IDEALqult»SQ(ZI)aI(f)} = {IDEALqult7‘51 (Z/):I (f)}

ze({0,1}*)",2€{0,1}* ze({0,1}")",2€{0,1}*

follows from exactly the same argument as in Fg,, regarding the construction of the vector of
polynomials Y (x), using the special property of the Syndrome function.

An ideal execution with S; and a real protocol execution. It remains to show that the
joint outputs of the adversary and honest parties are identical in a real protocol execution and in
an ideal execution with Sa:

VSS T =
HYBRIDmA(z),I (‘T)}fe({(),l}*)",ze{O,l}* B {

subshare pmult
{ F 7FVSS

IDEAL / a?} .
qult,SQ(Z )71( ) fe({071}*)n7ze{0’1}*

14%We remark that the original S could not work in this way since our proof that the simulations by S and S; are
identical uses the fact that the points {A’ (o), Bj(i)ier;jer, {Cj(c)Yier jer alone suffice for simulation. This is true

when computing Ya(z) and Y () via the error vectors, but not when computing them from the actual polynomials
as S does.
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The only difference between these two executions is the way the polynomial defining the output
is chosen. Recall that in an ideal execution the output shares are generated by F},.;; choosing a
random degree-t polynomial fg;(x) under the constraints that f,;(0) = f4(0)- f3(0), and fap(a;) = 9;
for every ¢ € I. In contrast, in a real execution, the output shares are derived from the polynomial
Q(z) = > 7)1 A - Cj(x). However, by the way that Sy is defined, we have that each §; = Q(c;) =
> r—1 A¢- Cj(a;) where all polynomials C} (), ..., C},(z) are chosen with the correct constant terms.
Thus, it remains to show that the following distributions are identical:

e [deal with Sy: Choose a degree-t polynomial fu,(z) at random under the constraints that

Jab(0) = fa(0) - £3(0), and fap(ci) = Qas) = > y_; Ae - Cy(ay;) for every i € 1.
e Real execution: Compute fop(x) = Q(x) =D ;4 Ao - Cj(x).

We stress that in both cases, the polynomials C}(z), ..., C) (z) have exactly the same distribution.

Observe that if |I| = t, then the constraints in the ideal execution with Sy fully define fu(x) to
be exactly the same polynomial as in the real execution (this is due to the fact that the constraints
define ¢t + 1 points on a degree-t polynomial).

If |[I] < t, then the polynomial fu;(x) in the ideal execution with Sy can be chosen by choosing
t — |I| random values By €r F (for ¢ ¢ I) and letting fup(x) be the unique polynomial fulfilling
the given constraints and passing through the points (ay, f¢). Consider now the polynomial fu(x)
generated in a real execution. Fix any j ¢ I. By the way that Protocol works, C(z) is a
random polynomial under the constraint that C%(0) = fa(ay) - fy(;). By Corollary given
points {(a;, Cj(a;))}ier and a “secret” s = C7(0), it holds that any subset of ¢ — |I| points of
{Ci(aw)}egr are uniformly distributed (note that none of the points in {C7(cw)}egs are seen by
the adversary). This implies that for any ¢ — |I| points ap (with ¢ ¢ I) the points fu,(ay) in the
polynomial fu;(x) computed in a real execution are uniformly distributed. This is therefore exactly
the same as choosing ¢t — |I| values By €g F at random (with ¢ ¢ TI), and setting fu; to be the unique
polynomial such that fup(ay) = B¢ in addition to the above constraints. Thus, the polynomials

fap(x) computed in an ideal execution with Sy and in a real execution are identically distributed.

subshare qu

This implies that the HYBRIDF‘fAS(S ¥, VS (Z) and IDEALE, . s,(»),1(Z) distributions are identical,
as required. [ |

Securely computing F,,,;; in the plain model. The following corollary is obtained by com-
bining the following:

e Theorem (securely compute Fygg in the plain model),

e Theorem (securely compute F4 , in the Fy,gs-hybrid model),

e Theorem (securely compute F#bshare in the FZ4 -hybrid model),

e Theorem (securely compute Fiyq in the F{j%bghare—hybrid model),

e Theorem (securely compute Fy; m“lt in the Fygg, Feyq-hybrid model), and
e Theorem (securely compute Fi ¢ in the FS“bSh‘”e ‘%‘g hybrid model)

and using the modular sequential composition theorem of [8]. We have:

Corollary 6.19 Let t < n/3. Then, there exists a protocol that is t-secure for Fn.: functionality
in the plain model with private channels, in the presence of a static malicious adversary.

76



More efficient constant-round multiplication [2]. The protocol that we have presented is
very close to that described by BGW. However, it is possible to use these techniques to achieve a
more efficient multiplication protocol. For example, observe that if the parties already hold shares
of all other parties’ shares, then these can be used directly in &”é‘g without running F‘i’g’gh‘"e at
all. Now, the verifiable secret sharing protocol of [7] presented in Section [5|is based on bivariate
polynomials, and so all parties do indeed receive shares of all other parties’ shares. This means that
it is possible to modify Protocol so that the parties proceed directly to F(/”gg without using
F{%’ghme at all. Furthermore, the output of each party P; in F{}lgg is the share C'(ay;) received via
the Fygg functionality; see Protocol Once again, using VSS based on bivariate polynomials,
this means that the parties can actually output the shares of all other parties’ shares as well.
Applying the linear computation of Q(x) to these bivariate shares, we conclude that it is possible
to include the shares of all other parties as additional output from Protocol [6.17 Thus, the next
time that F,,; is called, the parties will again already have the shares of all other parties’ shares
and F“%I’gh“m need not be called. This is a significant efficiency improvement. (Note that unless
some of the parties behave maliciously, F{/"gét itself requires ¢t 4+ 1 invocations of Fy gg and nothing
else. With this efficiency improvement, we have that the entire cost of F, is n- (t+ 1) invocations
of Fygs.) See [2] for more details on this and other ways to further utilize the properties of bivariate
secret sharing in order to obtain simpler and much more efficient multiplication protocols.

We remark that there exist protocols that are not constant round and have far more efficient
communication complexity; see [5] for such a protocol. In addition, in the case of ¢t < n/4, there
is a much more efficient solution for constant-round multiplication presented in BGW itself; see

Appendix [A] for a brief description.

7 Secure Computation in the (Fysg, Finuie)-Hybrid Model

7.1 Securely Computing any Functionality

In this section we show how to t-securely compute any functionality f in the (Fyss, Fiu)-hybrid
model, in the presence of a malicious adversary controlling any ¢ < n/3 parties. We also assume
that all inputs are in a known field F (with |F| > n), and that the parties all have an arithmetic
circuit C over F that computes f. As in the semi-honest case, we assume that f : F* — F" and so
the input and output of each party is a single field element.

The protocol here is almost identical to Protocol [£.1] for the semi-honest case; the only difference
is that the verifiable secret-sharing functionality Fy gg is used in the input stage, and the Fj,. ;1
functionality used for multiplication gates in the computation stage is the corruption-aware one
defined for the case of malicious adversaries (see Section [6.7). See Section for the definition
of Fyss (Functionality , and see Functionality for the definition of Fj,,;:. Observe that
the definition of Fy gg is such that the effect is identical to that of Shamir secret sharing in the
presence of semi-honest adversaries. Furthermore, the correctness of F,,;; ensures that at every
intermediate stage the (honest) parties hold correct shares on the wires of the circuit. In addition,
observe that Fj,,;; reveals nothing to the adversary except for its points on the input wires, which
it already knows. Thus, the adversary learns nothing in the computation stage, and after this stage
the parties all hold correct shares on the circuit-output wires. The protocol is therefore concluded
by having the parties send their shares on the output wires to the appropriate recipients (i.e., if
party P; is supposed to receive the output on a certain wire, then all parties send their shares on
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that wire to P;). This step introduces a difficulty that does not arise in the semi-honest setting;
some of the parties may send incorrect values on these wires. Nevertheless, as we have seen, this
can be easily solved since it is guaranteed that more than two-thirds of the shares are correct and
so each party can apply Reed-Solomon decoding to ensure that the final output obtained is correct.
See Protocol [ for full details.

PROTOCOL 7.1 (t-Secure Computation of f in the (F,,ut, Fvss)-Hybrid Model)

e Inputs: Each party P; has an input x; € F.

e Common input: Each party P; holds an arithmetic circuit C' over a field F of size greater
than n, such that for every £ € F” it holds that C(Z) = f(Z), where f : F* — F". The
parties also hold a description of F and distinct non-zero values oy, ..., a, in F.

e Aiding ideal functionality initialization: Upon invocation, the trusted parties comput-
ing the (fictitiously corruption-aware) functionality Fygs and the corruption-aware func-
tionality F),.;: receive the set of corrupted parties I.

e The protocol:

1. The input sharing stage:

(a) Each party P; chooses a polynomial ¢;(x) uniformly at random from the set
P=ist of degree-t polynomials with constant-term x;. Then, P; invokes the Fy gg
functionality as dealer, using ¢;(z) as its input.

(b) Each party P; records the values q1(c), .. ., qn(a;) that it received from the Fy gg
functionality invocations. If the output from Fy gg is L for any of these values,
P; replaces the value with 0.

2. The circuit emulation stage: Let Gi,...,Gy be a predetermined topological or-
dering of the gates of the circuit. For k =1, ..., ¢ the parties work as follows:

e Case 1 - Gy, is an addition gate: Let BF and ¥ be the shares of input wires held
by party P;. Then, P; defines its share of the output wire to be 6% = ¥ + ~F.

e Case 2 — Gy, is a multiplication-by-a-constant gate with constant c: Let B be the
share of the input wire held by party P;. Then, P; defines its share of the output
wire to be §F = ¢ - BF.

o Case 3 — Gy, is a multiplication gate: Let BF and 4¥ be the shares of input wires
held by party P;. Then, P; sends ( f,'yf) to the ideal functionality Fj,.;; and
receives back a value 6¥. Party P; defines its share of the output wire to be 6¥.

3. The output reconstruction stage:

(a) Let o1,...,0, be the output wires, where party P;’s output is the value on wire
0;. For every i = 1,...,n, denote by i, ..., 3" the shares that the parties hold
for wire o;. Then, each P; sends P; the share ﬁ;

(b) Upon receiving all shares, P; runs the Reed-Solomon decoding procedure on
the possible corrupted codeword (f1,...,3,) to obtain a codeword (31, ..., 5}).

Then, P; computes reconstructg(/3%,...,/3") and obtains a polynomial g;(z). Fi-
nally, P; then defines its output to be g;(0).

We now prove that Protocol can be used to securely compute any functionality. We stress
that the theorem holds for regular functionalities only, and not for corruption-aware functionalities
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(see Section [6.2). This is because not every corruption-aware functionality can be computed by
a circuit that receives inputs from the parties only, without having the set of identities of the
corrupted parties as auxiliary input (such a circuit is what is needed for Protocol [7.1]).

Theorem 7.2 Let f : F" — F" be any n-ary functionality, and let t < n/3. Then, Pmtocol
(with auziliary-input C to all parties) is t-secure for f in the (Fyss, Fou)-hybrid model, in the
presence of a static malicious adversary.

Proof: Intuitively, security here follows from the fact that a corrupted party in Protocol [7.1] cannot
do anything but choose its input as it wishes. In order to see this, observe that the entire protocol
is comprised of Fygs and Fj,,; calls, and in the latter the adversary receives no information in its
output and has no influence whatsoever on the outputs of the honest parties. Finally, the adversary
cannot affect the outputs of the honest parties due to the Reed-Solomon decoding carried out in the
output stage. The simulator internally invokes A and simulates the honest parties in the protocol
executions and the invocations of Fy gg and Fi,,;+ functionalities and externally interacts with the
trusted party computing f. We now formally describe the simulator.

The Simulator S:

e S internally invokes A with its auziliary input z.
e The input sharing stage:

1. For every j € I, S chooses a uniformly distributed polynomial qj(z) €r Pt (i.e., degree-t
polynomial with constant term 0), and for every i € I, it internally sends the adversary A
the shares q;j(cy) as it expects from the Fygs invocations.

2. For every i € I, § internally obtains from A the polynomial q;(x) that it instructs P; to
send to the Fygg functionality when P; is the dealer. If deg(q;(z)) <t, S simulates Fygs
sending q;(cay) to Py for every £ € 1. Otherwise, S simulates Fygs sending L to Py for
every { € I, and resets q;(x) to be a constant polynomial equalling zero everywhere.

3. For every j € {1,...,n}, denote the circuit-input wire that receives P;’s input by wj. Then,
for every i € I, simulator S stores the value q;(c;) as the share of P; on the wire w;.

e Interaction with the trusted party:

1. S eaternally sends the trusted party computing f the values {x; = q;(0)}icr as the inputs
of the corrupted parties.

2. S receives from the trusted party the outputs {y;}icr of the corrupted parties.
e The circuit emulation stage: Let Gi,...,Gy be the gates of the circuit according to their
topological ordering. For k=1,... ¢:

1. Case 1 — Gy is an addition gate: Let ﬁf and ’yf be the shares that S has stored for the input
wires to Gy for the party P;. Then, for every i € I, S computes the value 5f = sz + 'yf as
the share of P; for the output wire of Gy and stores this values.

2. Case 2 — GG is a multiplication-by-a-constant gate with constant c: Let Bf be the share
that S has stored for the input wire to Gy, for P;. Then, for every i € I, & computes the
value §¥ = c - B¥ as the share of P; for the output wire of Gy and stores this value.
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3. Case 3 — G is a multiplication gate: S internally simulates the trusted party computing
Four for A, as follows. Let Bf and 'yf be the shares that S has stored for the input wires
to Gy, for the party P;. Then, S first hands {(BF,v¥)}icr to A as if coming from Fyu,
(see Step @ of Functionality Next, it obtains from A values {6F}icr as the input of
the corrupted parties for the functionality F,. (See step @ of Functionality . If any
55’ is not sent, then S sets 5? = 0. Finally, S stores 55’ as the share of P; for the output
wire of Gi. (Note that the adversary has no output from F¢ beyond receiving its own

(,Bf, %k) values.)

e The output reconstruction stage: For every i € I, simulator S works as follows. Denote
by o; the circuit-output wire that contains the output of party P;, and let {ﬁé}gel be the shares
that S has stored for wire o; for all corrupted parties Py (¢ € I). Then, S chooses a random
polynomial ¢;(x) under the constraint that ¢i(ce) = B; for all £ € I, and ¢}(0) = y;, where y; is
the output of P; received by S from the trusted party computing f. Finally, for every j ¢ I, S
simulates the honest party P; sending q}(c;) to P;.

A fictitious simulator §’:  'We begin by constructing a fictitious simulator S’ that works exactly
like S except that it receives as input all of the input values & = (x1,...,2,), and chooses the
polynomials ¢;(z) €g P%' of the honest parties with the correct constant term instead of with
constant term 0. Apart from this, S’ works exactly like S and interacts with a trusted party
computing f in the ideal model.

The original and fictitious simulations. We now show that the joint output of the adversary
and honest parties is identical in the original and fictitious simulations. That is,
(7.1)

{IDEALﬁS(z)J(f)} = {IDEALf,S/(f,z),I(f)}

z€({0,1}*)n,2€{0,1}* Ze({0,1})" ze{0,1}*

This follows immediately from the fact that both S and &’ can work identically when receiving the
points {q;j () }ier.jer externally. Furthermore, the only difference between them is if ¢;(cy) €g P%
or qj(ai) €r P, for every j ¢ I. Thus, there exists a single machine M that runs in the ideal
model with a trusted party computing f, and that receives points {g;(a:)}ier,j¢r and runs the
simulation using these points. Observe that if ¢;(o;) €r PY¢ for every j ¢ I, then the joint output
of M and the honest parties in the ideal execution is exactly the same as in the ideal execution with
S. In contrast, if ¢;(a;) €g P for every j ¢ I, then the joint output of M and the honest parties
in the ideal execution is exactly the same as in the ideal execution with the fictitious simulator S’.
By Claim these points are identically distributed in both cases, and thus the joint output of
M and the honest parties are identically distributed in both cases; Eq. follows.

The fictitious simulation and a protocol execution. We now proceed to show that:

— _ Fvss,Fruit ( 7 }
IDEAL g/(3 T = { HYBRID T .
{ £/ )}fa{o,l}*)n,ze{o,l}* { mar (@) Fe({0,1}")",2€{0,1}*
We first claim that the output of the honest parties are identically distributed in the real execution
and the alternative simulation. This follows immediately from the fact that the inputs to Fygg
fully determine the inputs &, which in turn fully determine the output of the circuit. In order to
see this, observe that Fj,,;+ always sends shares of the product of the input shares (this holds as
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long as the honest parties send “correct” inputs which they always do), and the local computation
in the case of multiplication-by-a-constant and addition gates is trivially correct. Thus, the honest
parties all hold correct shares of the outputs on the circuit-output wires. Finally, by the Reed-
Solomon decoding procedure (with code length n and dimension ¢ + 1), it is possible to correct up
to "T_t > % =t errors. Thus, the values sent by the corrupted parties in the output stage have
no influence whatsoever on the honest parties’ outputs.

Next, we show that the view of the adversary A in the fictitious simulation with S’ is identical
to its view in real protocol execution, conditioned on the honest parties’ outputs {y;};¢;. It is
immediate that these views are identical up to the output stage. This is because S’ uses the same
polynomials as the honest parties in the input stage, and in the computation stage A receives no
output at all (except for its values on the input wires for multiplication gates which are already
known). It thus remains to show that the values {q;(c;)}icr;j¢r received by A from S’ in the output
stage are identically distributed to the values received by A from the honest parties P;.

Assume for simplicity that the output wire comes directly from a multiplication gate. Then,
Fui chooses the polynomial that determines the shares on the wire at random, under the constraint
that it has the correct constant term (which in this case we know is y;, since we have already shown
that the honest parties’ outputs are correct). Since this is exactly how S’ chooses the value, we
have that the distributions are identical. This concludes the proof. [ |

Putting it all together. We conclude with a corollary that considers the plain model with pri-
vate channels. The corollary is obtained by combining Theorem (securely computing Fygg in
the plain model), Corollary (securely computing F,,;; in the plain model) and Theorem
(securely computing f in the Fygg, Fu-hybrid model), and using the modular sequential com-
position theorem of [§]:

Corollary 7.3 For every functionality f : F* — F" and t < n/3, there exists a protocol that
is t-secure for f in the plain model with private channels, in the presence of a static malicious
adversary.

7.2 Communication and Round Complexity

We begin by summarizing the communication complezity of the BGW protocol (as presented here)
in the case of malicious adversaries. We consider both the cost in the “optimistic case” where
no party deviates from the protocol specification, and in the “pessimistic case” where some party
does deviate. We remark that since the protocol achieves perfect security, nothing can be gained
by deviating, except possible to make the parties run longer. Thus, in general, one would expect
that the typical cost of running the protocol is the “optimistic cost”. In addition, we separately
count the number of field elements sent over the point-to-point private channels, and the number
of elements sent over a broadcast channel. (The “BGW” row in the table counts the overall cost
of computing a circuit C' with |C'| multiplication gates.)
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Protocol Optimistic Cost Pessimistic Cost
Fo oo O(n?) over pt-2-pt O(n?) over pt-2-pt
vss: No broadcast O(n?) broadcast
psubshare. O(n3) over pt-2-pt O(n?) over pt-2-pt
VsSS No broadcast O(n?) broadcast
oo O(n?) over pt-2-pt O(n?) over pt-2-pt
eval: No broadcast O(n?) broadcast
Fmult O(n3) over pt-2-pt O(n’) over pt-2-pt
VsS No broadcast O(n®) broadcast
o O(n*) over pt-2-pt O(n®) over pt-2-pt
mult: No broadcast (nﬁ) broadcast
BGW: O(|C] - n*) over pt-2-pt | O(|C| - n®) over pt-2-pt

) No broadcast o(|C] -nﬁ) broadcast

Regarding round complezity, since we use the sequential composition theorem, all calls to func-
tionalities must be sequential. However, in Section [§] we will see that all subprotocols can actually
be run concurrently, and thus in parallel. In this case, we have that all the protocols for computing
Fygsg, F{%’gh”e, Fepar, FY) m“lt and Fp.: have a constant number of rounds. Thus, each level of the
circuit C' can be computed in O(1) rounds, and the overall round complexity is linear in the depth
of the circuit C. This establishes the complexity bounds stated in Theorem

8 Adaptive Security, Composition and the Computational Setting

Our proof of the security of the BGW protocol in the semi-honest and malicious cases relates to the
stand-alone model and to the case of static corruptions. In addition, in the information-theoretic
setting, we consider perfectly-secure private channels. In this section, we show that our proof of
security for the limited stand-alone model with static corruptions suffices for obtaining security
in the much more complex settings of composition and adaptive corruptions (where the latter is
for a weaker variant; see below). This is made possible due to the fact that the BGW protocol is
perfectly secure, and not just statistically secure.

Security under composition. In [24] Theorem 3] it was proven that any protocol that computes
a functionality f with perfect security and has a straight-line black-box simulator (as is the case with
all of our simulators), securely computes f under the definition of (static) universal composability [9]
(or equivalently, concurrent general composition [26]). Using the terminology UC-secure to mean
secure under the definition of universal composability, we have the following corollary:

Corollary 8.1 For every functionality f, there exists a protocol for UC-securely computing f in
the presence of static semi-honest adversaries that corrupt up to t < m/2 parties, in the private
channels model. Furthermore, there exists a protocol for UC-securely computing f in the presence of
static malicious adversaries that corrupt up to t < n/3 parties, in the private channels model.

Composition in the computational setting. There are two differences between the information-
theoretic and computational settings. First, in the information-theoretic setting there are ideally
private channels, whereas in the computational setting it is typically only assumed that there are
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authenticated channels. Second, in the information-theoretic setting, the adversary does not nec-
essarily run in polynomial time. Nevertheless, as advocated by [20, Sec. 7.6.1] and adopted in
Definition we consider simulators that run in time that is polynomial in the running-time of
the adversary. Thus, if the real adversary runs in polynomial-time, then so does the simulator,
as required for the computational setting. This is also means that it is possible to replace the
ideally private channels with public-key encryption. We state our corollary here for computational
security for the most general setting of UC-security (although an analogous corollary can of course
be obtained for the more restricted stand-alone model as well). The corollary is obtained by re-
placing the private channels in Corollary with UC-secure channels that can be constructed
using semantically-secure public-key encryption [9] [12]. We state the corollary only for the case of
malicious adversaries since the case of semi-honest adversaries has already been proven in [13] for
any t < n.

Corollary 8.2 Assuming the existence of semantically-secure public-key encryption, for every func-
tionality f, there exists a protocol for UC-securely computing f in the presence of static malicious
adversaries that corrupt up to t < n/3 parties, in the authenticated channels model.

We stress that the above protocol requires no common reference string or other setup (beyond
that required for obtaining authenticated channels). This is the first full proof of the existence of
such a UC-secure protocol.

Adaptive security with inefficient simulation. In general, security in the presence of a static
adversary does not imply security in the presence of an adaptive adversary, even for perfectly-secure
protocols [I0]. This is true, for example, for the definition of security of adaptive adversaries that
appears in [8]. However, there is an alternative definition of security (for static and adaptive
adversaries) due to [16] that requires a straight-line black-box simulator, and also the existence
of a committal round at which point the transcript of the protocol fully defines all of the parties’
inputs. Furthermore, it was shown in [10] that security in the presence of static adversaries in the
strong sense of [16] does imply security in the presence of adaptive adversaries (also in the strong
sense of [16]), as long as the simulator is allowed to be inefficient (i.e., the simulator is not required
to be of comparable complezity to the adversary; see Definition . It turns out that all of the
protocols in this paper meet this definition. Thus, applying the result of [I0] we can conclude that
all of the protocols in this paper are secure in the presence of adaptive adversaries with inefficient
simulation, under the definition of [I6]. Finally, we observe that any protocol that is secure in
the presence of adaptive adversaries under the definition of [16] is also secure in the presence of
adaptive adversaries under the definition of [8]. We therefore obtain security in the presence of
adaptive adversaries with inefficient simulation “for free”. This is summarized as follows.

Corollary 8.3 For every functionality f, there exists a protocol for securely computing f in the
presence of adaptive semi-honest adversaries that corrupt up to t < n/2 parties with, in the pri-
vate channels model (with inefficient simulation). Furthermore, there exists a protocol for securely
computing f in the presence of adaptive malicious adversaries that corrupt up to t < n/3 parties,
in the private channels model (with inefficient simulation).

83



Acknowledgements

We thank Tal Rabin and Ivan Damgard for helpful discussions. We are deeply in gratitude to Oded
Goldreich for the significant time and effort that he dedicated to helping us in this work.

References

1]

[2]

[12]

[13]

[14]

G. Asharov and Y. Lindell. A Full Proof of the BGW Protocol for Perfectly-Secure Multiparty
Computation. Cryptology ePrint Archive, Report 2011/136, 2011.

G. Asharov, Y. Lindell and T. Rabin. Perfectly-Secure Multiplication for any ¢t < n/3. In
CRYPTO 2011, Springer (LNCS 6841), pages 240-258, 2011.

D. Beaver. Multiparty Protocols Tolerating Half Faulty Processors. In CRYPT0’89, Springer-
Verlag (LNCS 435), pages 560-572, 1990.

D. Beaver. Foundations of Secure Interactive Computing. In CRYPTO’91, Springer-Verlag
(LNCS 576), pages 377-391, 1991.

Z. Beerliova-Trubiniovd and M. Hirt. Perfectly-Secure MPC with Linear Communication
Complexity. In 5th TCC, Springer (LNCS 4948), pages 213-230, 2008.

M. Ben-Or and R. El-Yaniv. Resilient-Optimal Interactive Consistency in Constant Time. In
Distributed Computing, 16(4):249-262, 2003.

M. Ben-Or, S. Goldwasser and A. Wigderson. Completeness Theorems for Non-Cryptographic
Fault-Tolerant Distributed Computation. In the 20th STOC, pages 1-10, 1988.

R. Canetti. Security and Composition of Multiparty Cryptographic Protocols. In the Journal
of Cryptology, 13(1):143-202, 2000.

R. Canetti. Universally Composable Security: A New Paradigm for Cryptographic Protocols.
In the 42nd FOCS, pages 136-145, 2001. See Cryptology ePrint Archive: Report 2000/067
for the full version.

R. Canetti, I. Damgard, S. Dziembowski, Y. Ishai and T. Malkin: Adaptive versus Non-
Adaptive Security of Multi-Party Protocols. In the Journal of Cryptology 17(3):153-207,
2004.

R. Canetti, U. Feige, O. Goldreich and M. Naor. Adaptively Secure Multi-Party Computation.
In the 28th STOC, pages 639-648, 1996.

R. Canetti and H. Krawczyk. Universally Composable Notions of Key-Exchange and Secure
Channels. In EUROCRYPT 2002, Springer (LNCS 2332), pages 337-351, 2002.

R. Canetti, Y. Lindell, R. Ostrovsky and A. Sahai. Universally Composable Two-Party and
Multi-Party Computation. In the 34th STOC, pages 494-503, 2002.

D. Chaum, C. Crépeau and I. Damgard. Multi-party Unconditionally Secure Protocols. In
20th STOC, pages 11-19, 1988.

84



[15]

[16]

[17]

[18]

[19]

[20]

[21]

[27]

[28]

[29]

[30]

[31]

B. Chor, S. Goldwasser, S. Micali and B. Awerbuch. Verifiable Secret Sharing and Achieving
Simultaneity in the Presence of Faults. In the 26 FOCS, pages 383-395, 1985.

Y. Dodis and S. Micali. Parallel Reducibility for Information-Theoretically Secure Compu-
tation. In CRYPTO 2000, Springer (LNCS 1880), pages 74-92, 2000.

P. Feldman. Optimal Algorithms for Byzantine Agreement. PhD thesis, Massachusetts Insti-
tute of Technology, 1988.

P. Feldman and S. Micali. An Optimal Probabilistic Protocol for Synchronous Byzantine
Agreement. In the SIAM Journal on Computing, 26(4):873-933, 1997.

R. Gennaro, M.O. Rabin and T. Rabin. Simplified VSS and Fact-Track Multiparty Com-
putations with Applications to Threshold Cryptography. In the 17th PODC, pages 101-111,
1998.

O. Goldreich. Foundations of Cryptography: Volume 2 — Basic Applications. Cambridge
University Press, 2004.

O. Goldreich, S. Micali and A. Wigderson. How to Play any Mental Game — A Completeness
Theorem for Protocols with Honest Majority. In 19¢th STOC, pages 218-229, 1987. For details
see [20].

S. Goldwasser and L. Levin. Fair Computation of General Functions in Presence of Immoral
Majority. In CRYPTO’90, Spring-Verlag (LNCS 537), pages 77-93, 1990.

S. Goldwasser and S. Micali. Probabilistic Encryption. JCSS, 28(2):270-299, 1984.

E. Kushilevitz, Y. Lindell and T. Rabin. Information-Theoretically Secure Protocols and
Security Under Composition. In the STAM Journal on Computing, 39(5):2090-2112, 2010.

L. Lamport, R. Shostack, and M. Pease. The Byzantine Generals Problem. In the ACM
Transactions on Programming Languages and Systems, 4(3):382-401, 1982.

Y. Lindell. General Composition and Universal Composability in Secure Multi-Party Com-
putation. In the 44th FOCS, pages 394—403, 2003.

Y. Lindell, A. Lysyanskaya and T. Rabin. Sequential Composition of Protocols Without
Simultaneous Termination. In the 21st PODC, pages 203-212, 2002.

R.J. McEliece and D.V. Sarwate. On Sharing Secrets and Reed-Solomon Codes. Communi-
cations of the ACM, 9(24):583-584, 1981.

S. Micali and P. Rogaway. Secure Computation. Unpublished manuscript, 1992. Preliminary
version in CRYPTO’91, Springer-Verlag (LNCS 576), pages 392404, 1991.

M. Pease, R. Shostak, and L. Lamport. Reaching Agreement in the Presence of Faults. In
the Journal of the ACM, 27(2):228-234, 1980.

T. Rabin and M. Ben-Or. Verifiable Secret Sharing and Multi-party Protocols with Honest
Majority. In 21st STOC, pages 73-85, 1989.

85



[32] A. Shamir. How to Share a Secret. In the Communications of the ACM, 22(11):612-613,
1979.

[33] A.C. Yao. Theory and Application of Trapdoor Functions. In 23rd FOCS, pages 80-91, 1982.
[34] A. Yao. How to Generate and Exchange Secrets. In 27th FOCS, pages 162-167, 1986.

A Multiplication in the Case of t < n/4

In this section, we describe how to securely compute shares of the product of shared values, in
the presence of a malicious adversary controlling only ¢t < n/4 parties. This is much simpler than
the case of t < n/3, since in this case there is enough redundancy to correct errors in polynomials
with degree-2t. Due to this, it is similar in spirit to the semi-honest multiplication protocol, using
the simplification of [19]. In this appendix, we provide a full-description of this simpler and more
efficient protocol, without a proof of security. In our presentation here, we assume familiarity with

the material appearing in Sections and

High-level description of the protocol. Recall that the multiplication protocol works by
having the parties compute a linear function of the product of their shares. That is, each party
locally multiplies its two shares, and then subshares the result using a degree-t polynomial. The
final result is then a specific linear combination of these subshares. Similarly to the case of ¢t < n/3
we need a mechanism that verifies that the corrupted parties have shared the correct products. In
this case where ¢ < n/4, this can be achieved by directly using the error correction property of
the Reed-Solomon code, since we can correct degree-2t polynomials. The high-level protocol is as
follows:

e Each party holds inputs a; and b;, which are shares of two degree-t polynomials that hide
values a and b, respectively.

e Each party locally computes the product a; - b;. The parties then distribute subshares of
a; - b; to all other parties in a verifiable way using a variant of the F{"}“Sbgh”e. Observe that the
products are points on degree-2t polynomials. Thus, these shares constitute a Reed-Solomon
code with parameters [4¢ + 1,2t + 1,2t + 1] for which it is possible to correct up to ¢ errors.
There is therefore enough redundancy to correct errors, unlike the case where ¢ < n/3 where ¢
errors can not necessarily be corrected on a 2¢t-degree polynomial. This enables us to design a
variant of the F‘S/%l’gh‘"e functionality (Section that works directly on the products a; - b;.

e At this point, all parties verifiably hold (degree-t) subshares of the product of the input
shares of every party. As shown in [19], shares of the product of the values on the wires can
be obtained by computing a linear function of the subshares obtained in the previous step.

In the following, we show how to slightly modify the F; ‘i?fgbgh”e functionality (Section to work
with the case of t < n/4 (as we will explain, the protocol actually remains the same). In addition,
we provide a full specification for the protocol that implements the multiplication functionality,
F,uit; i-e., the modifications to Protocol

We stress that in the case that ¢ < n/3 it is not possible to run F{%’gha’“e directly on the products
a; - b; of the input shares since they define a degree-2¢ polynomial and so at most % =t/2
errors can be corrected. Thus, it is necessary to run F‘“"’}g’ghm‘e separately on a; and b;, and then use
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the F,. functionality to achieve a sharing of a; - b;. It follows that in this case of ¢ < n/4, there
mult

is no need for the involved Fy/'§s functionality, making the protocol simpler and more efficient.
The F‘s,’gbgha”e functionality and protocol. We reconsider the definition of the F{"}?gha’“e func-
tionality, and present the necessary modifications for the functionality. Here, we assume that the
inputs of the 3t + 1 honest parties {(«;, 5;)};j¢r define a degree-2¢ polynomial instead of a degree-t
polynomial. The definition of the functionality remains unchanged except for this modification.
We now proceed to show that Protocol that implements the F{}“Sbgh“”"e functionality works as
is also for this case, where the inputs are shares of a degree-2t polynomial. In order to see this, recall
that there are two steps in the protocol that may be affected by the change of the inputs and should
be reconsidered: (1) the parity check matrix H, which is the parameter for the F!! -functionality,
and (2) Step [3| where each party locally computed the error vector using the syndrome vector
(the output of the FH ), and the error correction procedure of the Reed-Solomon code. These
steps could conceivably be different since in this case the parameters of the Reed-Solomon codes
are different. Regarding the parity-check matrix, the same matrix is used for both cases. Recall
that the case of ¢ < n/3 defines a Reed-Solomon code with parameters [3¢t + 1,¢ + 1,2t 4 1], and
the case of t < n/4 defines a code with parameters [4¢ + 1,2t + 1,2t + 1]. Moreover, recall that a
Reed-Solomon code with parameters [n, k,n — k + 1] has a parity-check matrix H € F(*=%)xn_In
the case of n = 3t + 1 we have that k = ¢+ 1 and so n — k = 2t. Likewise, in the case of n = 4t + 1,
we have that £k = 2t + 1 and so n — k = 2t. It follows that in both case, the parity-check matrix
H is of dimension 2t x n, and so is the same (of course, for different values of ¢ a different matrix
is used, but what we mean is that the protocol description is exactly the same). Next, in Step
of the protocol, each party locally executes the Reed-Solomon error correction procedure given the
syndrome vector that is obtained using FZ .. This procedure depends on the distance of the code.

Qa
However, this is 2¢ + 1 in both cases and so the protocol description remains exactly the same.

The protocol for Fi,,;;- We now proceed to the specification of the functionality Fj,.;;. As
we have mentioned, this protocol is much simpler than Protocol since the parties can run the
F‘s}gghme functionality directly on the product of their inputs, instead of first running it on a;, then
on b;, and then using F,,;; to obtain a sharing of a; - b;. The protocol is as follows:

PROTOCOL A.1 (Computing Fy,.u¢ in the Ffshere hybrid model (with t < n/4))
e Input: Each party P; holds a;,b;, where a; = f,(«;), b; = fp(a;) for some polynomials
fa(z), fo(x) of degree t, which hide a,b, respectively. (If not all the points lie on a single
degree-t polynomial, then no security guarantees are obtained. See Footnote @)
e Common input: A field description F and n distinct non-zero elements «aq,...,qa, € F.
e The protocol:
1. Each party locally computes ¢; = a; - b;.
2. The parties invoke the F‘S/“SbSSh“Te functionality with each party P; using ¢; as its private
input. Each party P; receives back shares C1(«;), ..., Cr(;), and a polynomial C;(z).
(Recall that for every 4, the polynomial C;(x) is of degree-t and C;(0) =¢; = a; - b; =
fa(ei) - folas))
3. Each party locally computes Q(a;) = > 7, Aj - Cj(a;), where (A, ..., A,) is the first

row of the matrix Vo;l (see Section .

e Output: Each party P; outputs Q(«;).

87

ECCC ISSN 1433-8092

http://eccc.hpi-web.de




