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Abstract

Assume that Alice is running a program P on a RAM, and an adversary Bob would like
to get some information about the input or output of the program. At each time, during the
execution of P, Bob is able to see the addresses of the memory cells involved in the instruction
which is executed and the name of the instruction. In addition to this, at certain times, Bob
can even see the contents of all of the memory cells involved in the instruction. We will call a
time when this happens a compromised time. Bob can choose the compromised times in an
adaptive way, that is, immediately before the instruction at time ¢ is executed, Bob, using
all of the information at his disposal, can decide whether time ¢ will be compromised or not.
The only restriction on his choice is, that among m consecutive instructions there can be
at most em whose time is compromised, where € > 0 is a small constant. We show that if
m = c|logn], where ¢ > 0 is a large constant, then for each program P, using n memory
cells and time T' = O(poly(n)), Alice can construct a functionally equivalent program P’,
such that the probability that Bob gets any nontrivial information about the input of P is
negligible, and the time and space requirements of P’ grows, compared to P, only by a factor
of poly(logn). We assume that the program P’ gets its input in an encoded form, namely
each input bit b is encoded by a random 0, 1-sequence of length m whose parity is b. The
output bits must be encoded by P’ in a similar way.

As part of the proof of the result described above we also construct for all positive
integers m, and for all boolean circuits C of size n a functionally equivalent circuit C’ of size
O(npoly(m)) with the following properties. Assume that an adversary can observe each bit
going through the wires of the circuit ¢’ independently with a probability of €, where € > 0
is a small constant, and each input/output bit of C' is encoded by m input/output bits of C’
the same way as described above for RAMs. Then, such an adversary, while observing C”,
can get any information about the input/output of the circuit C only with a probability of
ne~ ", where ¢ > 0 is a constant.

1 Introduction

1.1 The history of the problem.

The problem of secure computation in the presence of an adversary who has some partial in-
formation about the computation was studied for the special case of oblivious computing. In
this case the adversary knows the memory access pattern. E.g., for a RAM this means that
the adversary knows at each time which memory cells were accessed by the machine at that
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time. The problem of doing computation relatively efficiently so that such an adversary does
not gain any essentially new information was solved first for Turing machines by Pippenger and
Fischer [13]. The question for RAMS was formulated by Goldreich in [6], and solutions gradu-
ally making the oblivious simulation more efficient and the computational model more realistic
were given by Goldreich [6], Ostrovsky [11], [12], Goldreich and Ostrovsky [7], and Ajtai [3], [2].
It is proved in [3] that a program P running on a RAM can be obliviously simulated, with a
negligible probability of failure, on a RAM with a random number generator so that the loss
of efficiency in terms of time and memory requirements is only a factor of logn, where n is the
memory requirement of P. (Independently, another solution was given by Damgard, Meldgaard,
and Nielsen for the same problem in [4], where the failure probability is 0.) The present result
can be considered as an extension of the result in [3] in the sense that we show that the theorem
remains true for a much stronger adversary. From a technical point of view, however, the proof
of the present result is completely different from the proof of the results of [3] or the other proofs
concerning oblivious simulation.

The general question of computation performed on a device D, in the presence of an adversary
who may get some partial information about the inner working of D, got much attention in
the last decade. The main motivating force was that various side channel attacks, when the
adversary through physical measurements may get some information about what is happening
in the device, were realized in practice. Ishai, Sahai, and Wagner considered the case in [9],
when the device D is a circuit C' and the adversary may find out the values of the bits flowing
through certain wires of C. We will call these the compromised wires. Depending on how the
compromised wires are selected by the adversary: adaptively, at random etc., and what can be
the total number of compromised wires, there are many possibilities. In [9] rigorous foundations
of formulating these type of questions are given. Two types of circuits are considered stateless
and stateful circuits. The boolean circuits in the usual sense, where we are interested in hiding
the input and output form the adversary and after each evaluation of the circuit no information
remains in its wires or gates are the stateless circuits. In this paper we are interested only in
stateless circuits so we will refer to them simply as circuits.

The notion of a private circuit is introduced in [9] in the following sense. A circuit is given,
and an adversary can access the information in certain wires of the circuit. There may be some
restrictions on the choices of the compromised wires. The circuit is private (with respect to
an adversary) if the adversary cannot get any information about the input and the output of
the circuit. One of the results of [9] is about the case when the adversary chooses adaptively
the compromised wires but there is a limit ¢ on the total number of such wires. It is proved
in [9], using a technique from the theory of multiparty computations, that for each circuit C' of
size n, there exists an efficiently constructed and functionally equivalent circuit C’ so that C’
is private against an adversary, who can choose adaptively ¢ compromised wires, and the size
of C" is at most O(nt?). Each input bit and output bit b of C is encoded by a 0, 1-sequence
of length ¢ + 1 whose parity is b. Each gate of C is simulated in C’ by a gadget of size O(t?).
The privacy of the circuit is perfect in the sense that the distribution of the bits seen by the
adversary does not depend on the input and output of the circuit. The result remains valid if
we allow t compromised wires form each gadget.

In the present paper we prove a theorem which can be formulated in the framework of [9].
Assume that we have and adversary of the following type. The compromised wires are chosen



independently, each with probability p, and the adversary knows the bits flowing through the
compromised wires. Such an adversary will be called a p-random adversary. In this paper
we show that if p = ¢, where ¢ > 0 is a small constant, then for each boolean circuit C' of
size n, we can construct a functionally equivalent circuit C’, so that |C] = O((logn)*n), each
input /output bit of C' is encoded by the parity of a 0, 1-sequence of length m = O(logn), and C
is private against an e-random adversary in a statistical sense, that is the probability that any
information about the input/output of C will reach the adversary is negligible. In [9] the general
case of randomly chosen compromised wires is reduced to the to the worst-case problem using
the fact that with high probability the number of compromised wires can be only a constant
times larger than its expected value. The results in [9] imply that a private circuit against a
p-random adversary can be constructed if p = O((logn)~!). Our result improves the probability
allowed for the choice of the compromised wires from p = O((logn)™!) to a small constant. The
construction in [9] however is more efficient if we consider the size of the circuit C’. The paper
[9] contains another construction as well for a private circuit against p-random adversaries.

For constructions of private circuits several reasonable additional assumptions can be made,
for example Goldwasser and Rothblum in [8] consider circuits with simple leak-proof hardware
component. Faust et al. in [5] consider adversaries who does not get individual bits flowing
in the device, but some function of them. A general model for handling sidechannel attacks is
given by Micali and Reyzin in [10]. They formulate the principle that “computation and only
computation leaks information”. That is, an inactive part of the memory is not in danger. In our
results about computations on RAMs, we follow this principle; only the contents and addresses
of those memory cells which are involved in an instruction executed at time ¢, may leak to the
adversary at time t.

1.2 Informal description of the results

We prove two related theorems: a theorem about RAMs, resilient against certain type of attacks
and another theorem about constructing private circuits. The circuit theorem is used as a step
in the proof about RAMs.

Leak-proof simulation on RAMs. Assume that an adversary tries to get some information
about the input/output of a program P running on a RAM with n memory cells each containing
O(logn) bits. At each time, during the execution of P, the adversary is able to see the addresses
of the memory cells involved in the instruction which is executed, and the name of this instruction
as well. In addition to this, at certain times, the adversary can even see the contents of all of the
memory cells involved in the instruction. (This includes the instruction pointer and all of the
registers which are used by the machine to determine and store the result of the computation
at that time.) We will call a time when this happens a compromised time. The adversary can
choose the compromised times in an adaptive way, that is, immediately before the instruction
at time t is executed, the adversary, using all of the information at his disposal, can decide
whether time ¢ will be compromised or not. The only restriction on his choice is, that among m
consecutive instructions there can be at most em whose time is compromised, where £ > 0 is a
small constant. We will call such an adversary an (¢, m)-moderate adversary. We show that if
m = c|logn|, where ¢ > 0 is a large constant, then for each program P, using n memory cells
and time 7' = O(poly(n)), there exists an explicitly constructed and functionally equivalent



program P’; such that the probability that an (g, m)-moderate adversary gets any nontrivial
information about the input of P is negligible (polynomially small in n), and the time and space
requirements of P’ grows, compared to P, only by a factor of poly(logn). We assume that the
program P’ gets its input in an encoded form, namely each input bit b is encoded by a random
0, 1-sequence of length m whose parity is b. The output bits must be encoded by P’ in a similar
way. (Trivial information is the upper bound n on the memory requirement of the program P,
the upper bound 7" on the time requirement of the program P and the number and timing of
the input and output instructions executed by P. We do not try to hide these values from the
adversary.)

Private circuits with leaking randomly chosen wires. As part of the proof of the result about
RAMSs described above, we also construct, for each positive integer m, and for each boolean
circuit C of size n, a functionally equivalent circuit C” of size O(npoly(m)) with the following
property. The circuit C’ gets each input bit b of C encoded as a random 0, 1 sequence of length
m whose sum modulo 2 is b, and C’ provides its output with the same encoding. Moreover,
an adversary who can observe each bit going through the wires of the circuit C’ independently
with a probability of € > 0, where ¢ is a small constant, can get any information about the
input/output of the circuit C' only with a probability of at most ne™“", where ¢ > 0 is a
constant. That is, if ne™“" is negligible, then C is a private stateless circuit, with respect to
the adversary described above, in the sense defined in [9],

2 The main results

2.1 Private circuits

We are considering finite probabilistic boolean circuits with fan-in at most two. They may be
probabilistic in the sense that in addition to their usual input nodes, that we will call deter-
ministic input nodes, they may have probabilistic input nodes as well which get their 0, 1 values
at random independently and with uniform distribution. (Another essentially equivalent way
to create random bits is to allow probabilistic gates, see [9].) We always assume that the set
of all deterministic input nodes has a fixed ordering and make the same assumption about the
output nodes as well. Assume that the probabilistic circuit C' has k deterministic input nodes
and [ output nodes. Then C computes a random function, that is, for each = € {0,1}*, by
evaluating C' we determine the value of a random variable &, ¢ which takes its values in {0, 1}
The randomness of &, ¢ comes from the probabilistic inputs of C'.

Suppose that m,k,l are positive integers. We will say that the triplet C =
(Co, (Lo, ..., Ig—1), (T, .., T7—1)) is a block circuit with & input blocks, [ output blocks, and block-
size m, if (a) Cy is a probabilistic boolean circuit with mk deterministic input nodes and ml
output nodes, (b) Io, ..., [;_1 is a partition of the set of all deterministic input nodes of C into
blocks of consecutive input nodes, each of size m, and (c) Ty, ..., Tj_1 is a partition of the set of
all output nodes of C into blocks of consecutive output nodes, each of size m. The size of C is
defined as the size of Cy and it will be denoted by |C].

For each a = (ag, ...,ax_1) € {0,1}* we define a random variable Na,c in the following way.
(The random variable n will have the same role for block circuits as the random variable £ has for
circuits. The difference between them is that preprocessing and postprocessing is incorporated



only in 7.) First we select km random 0,1 bits a;;, ¢ = 0,1,...,k—1, j = 0,1,..,.m — 1
independently, with uniform distribution on {0,1} and with the condition that Z}”:f]l a;; = a;
(in F, the field with two elements) for ¢ = 0,1, ...,m — 1. We call this step the preprocessing.

Then we place the bits a; o, ..., @; m—1 at the input nodes in I; in this order, for7 = 0,1, ..., k—1.
After that the probabilistic boolean circuit Cp is evaluated, and we get ml output bits b; ;,
1=0,1,...,m—1,5=0,1,...,l — 1, where the bits b; ;, j = 0,1,...,,m — 1 appear on the output
nodes in T; in this order, for i = 0,1, ...,1 — 1. The bits b, ..., b;_1 are defined by b; = Z;”’:f]l bij,
(in Fy). The computation of these sums is called the postprocessing. The value of the random
variable 7, ¢ is the vector b = (by, ..., b—1). a = (ao, ..., ax—1) will be called the original input of
C and b = (b, ...,b;_1) will be called the original output of C' (referring to the motivation that
the role of the block circuit C' will be to simulate a boolean circuit with input a and output b.)

Assume that C' = (Cy, (o, ..., Ix—1), (To, ..., T1—1)) is a block circuit with block size m and
€ > 0. We define an adversary who is observing the computation done by C, that is, the
computation of a value of the random variable 7, ¢ for some a, and tries to get some information
about the pair (a,b). We will call the adversary an e-random adversary if the information
reaching him is determined in the following way.

Each wire of the circuit Cy is declared compromised with a probability of € so that all of
these decisions are mutually independent and also independent from the probabilistic inputs of
the circuit Cy and the randomizations during the preprocessing. The adversary gets all of the
bits that are going through compromised wires during the evaluation of Cy. More precisely the
adversary gets the set W of all pairs (w, b,,) where w is the name of a compromised wire and
by is the bit going through the wire w. (We assume that each wire has a unique name.) For
each fixed a € {0,1}*, and b € {0,1}!, the conditional distribution of ¥ determined by the
computation of the value of the random variable 7, and the selections of the compromised

wires, with the condition that 7, c = b, will be denoted by <I>((fl’)c). We will say that the block
circuit C' is (g, p)-secure if, with a probability of at least 1 — };, the e-random adversary does
not gain any information about pair (a,b) where a,b are the original input and output. That
is, C is (g, p)-secure if for each a € {0,1}*, there exists an event A, with respect to all of the
randomizations, such that prob(4,) > 1 — p, and the conditional distribution of @gfg)c) with the
condition A,, does not depend on the values of a and b. (We may think that = A, is a small
probability event describing a situation when we do not state anything about the knowledge of
the adversary.)

Assume now that C is a probabilistic boolean circuit with k& deterministic inputs and
outputs, and C'is a block circuit with &k input blocks, [ output blocks, and blocksize m. We will
say that the circuit C and the block circuit C' are functionally equivalent if for each a € {0, 1}*
the random variables &, ¢ and 7, c have identical distributions.

Theorem 1 There exist € > 0, ¢ > 0,¢1 > 0,co > 0, such that if m,k,l are positive integers,
m > 2, and C is a probabilistic boolean circuit with k deterministic input nodes and | output
nodes, then there exists a blockcircuit C with k input blocks, | output blocks and with block size m,
such that, (i) C and C are functionally equivalent, (i) |C| < cym?|C|, and (iii) C is (e, p)-secure,
where p = e~ “"|C|.

Moreover, C' can be constructed from C in time m®|C|.



Remark. 1. It is possible to show, with minor modifications of the proof, that for each
fixed 1 > 0, the upper bound |C| < e;m?*|C| can be replaced by |C| < cym3Te1(C|.

2. In the proof we assume that the gates of the circuits, C and C are performing the
operations x + y,x X y and x + 1. We prove a generalization of the theorem for an arbitrary
finite field F', where the gates are performing these operations in the field F' and we also have a
gate which performs the operation —x. In this case the inputs of the circuit C are not bits but
elements of the field . Each input elements a; is encoded by a sequence a; o from the elements
of F' which is chosen at random and with the condition Zézo a;; = aj. In a similar way, the
output of C' is an encoding of the output of C.

2.2 Random access machines

We use a von Neumann type random access machine, where data and program are not distin-
guished. For the definition for such a machine see e.g., in [1] the random access stored program
(RASP) machines, in the modified form where the contents of the memory cells are not arbitrary
integers, but integers in the interval [0,2¢ — 1], where ¢ is the number of bits in a single memory
cell.

In order to present the main result concisely, without too many definitions, we restrict our
attention to one specific RAM described in [1], with the mentioned modifications. For each
positive integer ¢ > 10, M, is a machine with 29 memory cells each containing a sequence of 0, 1
bits of length ¢q. These cells will be called cell(0), cell(1l),...,cell(2¢ — 1). We will consider
the sequences contained in the cells as the binary representations of natural numbers from the
interval [0,29 — 1], so if we say that a cell contains the natural number i, we mean it contains
its binary representation. (We may restrict the number of memory cells if needed, by simply
saying that a particular program is using only the first n cells for some n < 29. Therefore our
requirement that the machine has 27 — 1 memory cells, is not a real restriction). The state of
the machine at each time is a function which assigns to each memory cell its content.

M, has v instructions, where v is a constant (does not depend on ¢). The names or
encodings of these instructions are integers in [0, 29 — 1].

cell(0) is called the accumulator of the machine and cell(1) the instruction pointer. (The
choice of these particular cells for the mentioned roles have no significance.)

The machine M, has six types of instructions. (a) arithmetic operations, (b) an instruction
to generate a random number, (¢) instructions moving data between the memory cells, (d) control
transfer instructions, which determine which instruction will be executed next, (e) input/output
instructions, and (f) the halt instruction to terminate the execution of the program.

The machine M, is working in cycles, each cycle counts as one time unit. In each cycle it
does the following. It checks the content of the instruction pointer. Its content is interpreted as
an address, of a memory cell, say, number 7. Then the machine executes the instruction whose
name is in cell i. An instruction may have parameters (for the sake of simplicity we assume
that each instruction has at most one parameter). A parameter typically is the address of a
memory cell. The content of cell ¢ 4 1 is considered as the parameter of the instruction in cell
number 7. The machine executes the instruction with the indicated parameter and then, if it is
not a control transfer instruction, it increases the content of the instruction pointer by 2. If it
is a control transfer instruction then the instruction defines the new content of the instruction



pointer. We will say that a memory cell or register is involved in an instruction if its content is
used by the machine to execute the instruction, or the result of the instruction is placed in it.
We will use this concept by considering an adversary who wants to get some information about
what the machine is doing, and at each instruction knows which memory cells/registers are
involved in the instructions, and for some of the instructions he may even know their contents.

(a) The arithmetic instructions are +, x, —, |z /y|, the constants 0, 1, and 27 — 1. In case of
the arithmetic operations of the form f(z,y), at the time when the machine reads the instruction,
which is in cell(i), x must be in the accumulator, and y must be in the memory cell whose
address is the parameter of the instruction, that is, y is in cell(a) where a is the content of
cell(i+1). The result appears in the accumulator. In the case of the constants, the result of the
instruction, that is, the constant, appears in the accumulator (and the value of the parameter
is irrelevant).

(b) an instruction to generate a random number. A random integer from the interval [0, 27 —1]
appears in the accumulator, the value of the parameter is irrelevant.

(¢) instructions moving data between the memory cells. Read instruction: if the value of the
parameter is a, then the instruction puts the content of cell(a) into the accumulator. Write
instruction: if the value of the parameter is a, then the instruction puts the content of the
accumulator into cell(a).

(d) control transfer instructions, GOTO X instruction. If the value of the parameter is X
then the content of the instruction pointer is changed into a. “IF X = 0 THEN GOTO Y”
instruction. If the content of the accumulator is 0 then the content of the instruction pointer is
changed into Y, where Y is the value of the parameter, otherwise the value of the instruction
pointer is increased by 2. “IF X > 0 THEN GOTO Y” If the content of the accumulator is
greater than 0, then the content of the instruction pointer is changed into Y, where Y is the
value of the parameter, otherwise the value of the instruction pointer is increased by 2.

(e) input/output instructions. INPUT instruction. The input is written in the accumulator.
OUTPUT instruction. The value of the accumulator is given as output. In both cases the value
of the parameter is irrelevant.

(f) HALT instruction. Terminates the execution of the program.

The first few memory cells sometimes will be also called registers. (Intuitively this corre-
sponds to the CPU of a computer.) A state of the machine My, as we have indicated earlier, is
a function which assigns to each of it cells a possible content.

A state of the machine M, as we have indicated earlier, is a function which assigns to each
of it cells a possible content. A history of the machine M, is a function defined on an initial
segment I of the natural numbers which assigns a state S(¢) to each ¢t € I with the following
property. Suppose that ¢,¢ + 1 € I and in S(¢) the content of the instruction pointer is a.
If a is the name of an instruction different of the input instruction and the random number
generator instruction, then we get S(t + 1) from S(t), by executing the instruction a with the
values contained in the memory cells of M, defined by S(t). If a is the input or random number
generator instruction then S(¢ 4+ 1) must be a state that is obtained from S(¢) by executing
instruction a with the values of the memory cells described in S(t), and with a suitably chosen
value of the input or the generated random number.

Before the machine starts to work, a program Py of constant length is placed in the memory.
We will call this the starting program. We may think that this is a small program, whose role is



to write in the memory a larger program P and data for P. When we will consider an adversary
who wants to get some information about what the machine is doing, we will assume that Py is
known to the adversary. Because of this, the exact way as Py gets into the machine is irrelevant.
We usually will assume that the starting program knows what is the number of memory cells
that the program can use and what is the total amount of time that can be used by the program.
We assume that these two parameters are placed in the memory of the machine right after the
starting program. Since we suppose that these parameters are known to the adversary, it is
irrelevant what is the mechanism of placing these parameters into the machine.

We assume that a program P can run on the machine in the following way. Program Py,
the starting program, is already in the machine and asks for inputs. The first part of the input
received by Py is the program P, (when we say program P, some data for the program may
be included in it). Py writes the program P into the memory and then transfers the control
to program P. While P is running it may ask for input and may also provide output. In this
situation we will say that the program Fy runs the program P.

We will call the machine M, described above the basic RAM.

In the definition of adversaries we will also assume that there is a limit n on the number of
memory cells used by the machine and a limit 7" on the time, so that the program must stop
before time T'. These will be always known to the adversary at the time when the machine
starts working. n and 7" will be also known by the starting program of M,.

The benign adversary of M,. We define an adversary, called benign adversary, for M,
who gets only information that is revealed by the actions connecting M, to its environment,
that is, information that could not be hidden anyway efficiently. Other adversaries on various
type of machines will be compared to this benign adversary. Our goal will be to transform the
machine M, and its starting program in a way that an (¢, m)-moderate adversary with the new
machine/program does not get more information about the input than the benign adversary
with the same input with the original machine/program.

Definition Assume that M, is the basic RAM, an adversary B, is observing it, and gets
the following information. (i) the upper bound n on the number of memory cells used, and the
upper bound T on the total time used by the machine, (ii) the time of all input instructions,
(iii) the time of all output instructions, (iv) the time of the HALT instruction. We also assume
that B, gets the values n,T before the machine starts to work and gets each other piece of
information at the time when the corresponding instruction is executed. B, will be called the
benign adversary of M,.

RAM with parity encoded i/o. In the following we describe a computational model which
is the extension of the basic RAM M, with preprocessing of the input and postprocessing of the
output. Every input bit and output bit b will be replaced by a random 0, 1-sequence whose sum
is congruent to b modulo 2. (As we pointed out earlier without these steps an (¢, m)-moderate
adversary could get, with a nonnegligible probability, some nontrivial information about the
input.)

Definition. 1. Assume that ¢ > 10 and m are positive integers. We define a machine P, ,,
in the following way. The machine gets its input as a finite sequence of integers ag, a1, ..., a;_1
form the interval [0,29 — 1]. It will be important later that the possible inputs of M, and P,
are the same. First the input ao,...,a;—; is transformed into a 0,1 sequence bg, b1, ...,by—1 by



replacing each integer with its binary representation containing exactly ¢ bits. Then each bit b;
is replaced by a 0, 1-sequence B; = (b; 0, ..., bj m—1) of length m so that Z?:f)l bij = b; (mod 2)
and the various sequences B;, ¢ = 0,1,...,ql — 1 are chosen independently and with uniform
distribution from the set of sequences satisfying the described condition.

Let s = (S0, 51, ..., Smqi—1) be the 0, 1-sequence which is the concatenation of the sequences
By, By, ... in this order. The sequence s is given to the machine M, as an input sequence. Here
we consider each s; as a integer in [0,297!], therefore each input instruction the machine M,
puts a single s;, into cel1(0). Assume that the output of the machine M, at the input s is the
sequence ug, Ui, ..., Ug_1, let v; = Zgg}szl u;, for i = 0,1,...,7 — 1, where r = |k/q| — 1 and
let w; be the least nonnegative residue of v; modulo 2. The output of the machine P, ,, is the
sequence wo, ..., We—1.

It is irrelevant how the machine P, ,, is executing the described preprocessing and postpro-
cessing steps since we will consider adversaries who can get only information about the various
states of the machine M, used in P,,, but not about the preprocessing and postprocessing
steps.

2. If p, v are probability measures on the same o-algebra A, then the distance of p and v
is sup{|u(B) — v(B)| + |u(D) — v(D)|} taken for all B,D € A with BN D = ).

3. We will denote the machine M, by M,[P,n,T], if it is working with the starting program
P, with only the first n memory cells, and with an upper bound 7" on the time used. In a
similar way the machine P, will be denoted by Py ,[Q,n',T'] if it is using the machine M,
with the starting program @, with the first n’ memory cells only and with an upper bound 7"
on the time used by M,. We will say that the machines My[P,n,T] and Py ,,[Q,n',T"] are
functionally equivalent if for the same input sequence the distribution of their output sequences
are identical. The two machines are functionally equivalent with an error of ¢ if the distance
of the two mentioned distributions is at most §. (These distributions are determined by the
random steps of M, in both machines and by the random preprocessing of the input in Py ,.)

The (e, m)-moderate adversary for P, ,,. We define a set of adversaries for P, ,,, that we
will call the (¢, m)-moderate adversaries. Such an adversary will get some information about the
working of the machine P, ,, at each time ¢, where we count the time ¢ in the machine M, which
works in P, ,. The information received by the adversary depends on the state of the machine
M, at time t and a decision of the adversary. Namely the adversary B = B ,, . may declare
time ¢ as a compromised time or a noncompromised time. This is done by the adversary, right
before the instructions at time t is executed, using all the knowledge available for him at that
time. We describe below the information received by B at compromised or not compromised
times. In the decision whether ¢ will be a compromised time B can use probabilistic steps. There
is no computational restriction on the decision process of B. In other words B has a strategy
of the following form. For each possible time t and for each finite 0,1 sequence s (representing
the information that B received before time t) a random variable & ¢ with 0,1 values is fixed.
Assume that the information that B got before time ¢ is represented by a 0, 1-sequence s;. Then
at time ¢ adversary B takes a random value of the random variables ; 5, and declares the time
t compromised if this value is 1. Otherwise t is declared a noncompromised time.

The strategy S described by the random variables & ¢ will be called an (g, m)-moderate
strategy if each time interval I of length m contains, with probability 1, at most em compromised



times. An (g, m)-moderate adversary is an adversary who is using an (g, m)-moderate strategy
for the selection of compromised times.

Assume first that ¢ is a noncompromised time. Then B gets the following information.

(a) the information that the benign adversary would get till time ¢, and the values of m and ¢.
(b) the addresses of all of the memory cells involved in the instruction executed at time ¢ together
with their roles in the instruction (but not their contents) and the name of the instruction.

Suppose now that ¢ is a compromised time. Then B gets the following information.

(c) all of the information that B would get if ¢ would be a noncompromised time
(d) the contents of all of the memory cells involved in the instruction executed at time ¢t (with
the indication which contents belongs to which memory cells).

Measuring the strength of an adversary. We will measure the strength of an adversary
(for My or Py ) by its ability to guess correctly what was the input of the machine, provided
the input was selected at random and with uniform distribution from a set {a, b} of two elements,
where the set {a,b} is known to the adversary.

Assume that the information received by an adversary V till the machine M has stopped
is represented by a finite 0, 1-sequence s. If a,b are possible inputs for the machine, then V,
using the information s, may try to guess whether a or b was the input. We will say that V can
distinguish a form b with a bias greater than ¢ if there exists a function S (depending on a and b),
so that if h is a random element of the set {a, b} with uniform distribution, and at the input A the
adversary V gets the information s while the machine is working, then prob(S(s) = h) > % + 1,
where the probability is taken for the randomization of h, the randomization of the machine,
and the randomization of the strategy of the adversary together. biasy(a,b) will denote the
largest realnumber § so that for all ¢ < § the adversary V can distinguish a from b with a bias
greater than ¢.

Definition. Assume that P, Q are starting programs for M, and ¢, m,n,T,n/, T’ are positive
integers, ¢ > 0, 06 > 0. We will say that P,,,[Q,n',T'] with an (e, m)-moderate adversary
d-simulates M [P, n,T] with the benign adversary if the following conditions are satisfied:
(a) My[P,n/,T'] and Py,,[Q,n, T are functionally equivalent with an error of at most ¢,
(b) for all possible inputs a,b we have biasp,,,.(a,b) < biasg,(a,b) 4 0, where By, . is
the (¢, m)-moderate adversary defined for Py ,,[Q,n',T'] and By is the benign adversary defined
for My[P,n,T].

Theorem 2 There exist ci,ca,c3,¢4 > 0, so that for each starting program P, there exists
a starting program @, such that for all sufficiently small € > 0, and for all positive integers
m,q,n, T with ¢ > 10, logn < m < n < T < 2" we have that Pq.m,[Q,nm, Tm®?], with
an (e,m)-moderate adversary, 6-simulates My[P,n,T]|, with the benign adversary, where § =
c3T max(n~loen e—cam),

Remark 1. Note that the starting programs P, () do not depend on ¢g. This is possible since
we consider a program as a sequence of integers in the range [0,2¢ — 1] and we suppose that the
names of the instructions for M, are fixed independently of q.

2. If m = O(logn) then the increase in the time requirement of Py ,, with respect to M, is
O((logn)?Y), where v > 1 is a constant. v = y; + 72 + 73 + 74 comes from four sources. ; from
the theorem about oblivious simulation, v, from the circuit simulation of Theorem 1, 3 from the
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simulation of the original ¢-bit arithmetic operations of M, by bitwise boolean operations, and
~4 from the remaining part of the proof. As the proofs of this paper are given, we have v = 4,
but with minor modifications of the proof we can get 7o = 34 €1 for each fixed constant 1 > 0.
We get v3 = 2 if we perform the arithmetic operations in the obvious way. Finally v4 = 1, and
it comes from the transformation of the program in a way that the (¢, m)-moderate adversary
will have essentially the same knowledge as an e-random adversary, as will be described later.
(As a consequence if we are concerned about only e-random adversaries then v4 = 0.) The
same upper bound holds for the increase of the space requirement of P, ,, compared to M,.
There is however some possibility for improvement here, since while simulating the circuit C' of
Theorem 1 with a RAM, we may repeatedly reuse the space which is needed for the evaluation
of a subcircuit of C, which plays the role of a single gate of C.

3 Sketch of the proofs.

The proof of Theorem 2 is using Theorem 1. Apart from the earlier results about oblivious
simulation, the proof of Theorem 1 is the most important part of the proof of Theorem 2.

3.1 Sketch of the proof of Theorem 1

We may assume that the fan-in of each gate of the circuit C is at most two, since replacing an
arbitrary circuit with a functionally equivalent circuit with fan-in two will increase the size of the
circuit only by a constant factor. We may also assume that the adversary chooses compromised
gates and not compromised wires. The information that the adversary gets will be the sequence
of bits that arrives as input to the compromised gate. (That is, the adversary knows the bits
and their sources.) Each gate is declared compromised with a probability of € and the decisions
made for the various gates are mutually independent. It is easy to see that for each e-random
adversary B; who gets information from the compromised wires there is a 2e-random adversary
By who gets information from compromised gates as described above and Bs always knows
everything that is known by Bj. Therefore it is sufficient to prove the theorem for the case when
the adversary selects compromised gates.

We will construct the block circuit C' in the following way. We assume that in the circuit
C there are only gates which correspond to the algebraic operations in the field Fy, that is, we
have gates for addition multiplication and adding 1 to the input. For each of the gate types X,
where X can be +, x or +1, we will construct a block circuit CX) with block size m (and with
probabilistic input nodes as well) which performs the algebraic operation associated with the
gate type X on the values encoded by its input blocks and provides the result in encoded form
on its only output block. For example if X is the product gate then C'X) must be a circuit with
two input blocks I, I; and one output block Ty each of them of size m, so that if aq, ..., a,,—1 are
the input values on block Iy, by, ..., b,,_1 are the input values on block Iy, and vy, ..., v,,_1 are the
output values on block Ty, then they satisfy the equation 37! v; = (7 ai)(zg-":_ol b;). This
must hold independently of the values of the probabilistic inputs. That is, the block circuit C' ()
must be functionally equivalent to the gate X. This construction has the same framework as the
corresponding circuit construction in [9], but the choices of the circuits CX) will be different.
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In addition to the functional equivalence with gate X we also want the circuit CX) to be
(e,p')-secure with p’ = e~%™  for some constant ¢y > ¢;. We may hope that if we succeed in
constructing such circuits CX) for each of the three field operations 4, x and +1 then we may
construct the required (e, p)-secure circuit C’ in the following way. We replace each gate Y of
type X in C, by a copy Y’ of the circuit CX), so that if the outputs of the gates Y, Y] are the
inputs of Y then the output blocks of the circuits Yy, Y{ are the input blocks of the circuit Y.
Unfortunately such a C' is not necessarily (e, p)-secure. E.g., if X is the +1 gate, then CHY can
be the circuit which adds 1 to the first input bit and leaves all of other input bits unchanged.
It is easy to see that C(*1) defined this way is (e,p)-secure for, say, p = e‘ém, €= % and m is
sufficiently large. Let C be a circuit which consists of a long sequence of +1 gates. Suppose that
we construct a block circuit C' by replacing each gate of C with the blockcircuit CH1) defined
above. Clearly C is not (e, p)-secure, since if the sequence of gates in C is long enough, the
adversary, with high probability, will know each input bit.

Therefore we will require a stronger property P from the circuits CX), where X is a gate
type. This stronger property will be inherited from the building blocks C'X) to the circuit C,
constructed from them. To formulate this property first we define a probability distribution,
that will depend on a real parameter § € (0,1), and will be called #-cylindrical distribution.
It will be defined on the set of all deterministic inputs of the circuit, that is, if Iy, ..., [x_1 are
the input blocks the set of all Fy-valued functions defined on 7 = U?;ol I;. This set will be
denoted by func(Z, F»). In the definition of a f-cylindrical distribution we will use the following
notation. If a € func(Z, F») then h(a,i) = >, a(x) for i =0,1,....k — 1.

A probability distribution H will be called #-cylindrical if there exists a function f defined
on 7 and with values in F5 such that

(i) H is concentrated on the set of extensions of the function f, that is, H(a) > 0 implies
that a is an extension of f,

(ii) |domain(f) N L;| < Om = 0|L;| for i =0,1,....,k — 1,

(iii) For all a,b € func(Z, F»), if H(a) > 0 and H(b) > 0, then for all ¢ = 0,1,....k — 1,
h(a,i) = h(b,q)

The function f will be called the handle of the distribution H and the set domain(f) will be
called the base set of the distribution H.

Property (iii) and (ii) together implies that for all extensions a of f onto Z the function
h(a,i), defined for i = 0,1, ...,k — 1, uniquely determines H(a). (Recall that for a fixed input a
the function h(a, ) is the original input.)

We define the #-cylindricity of distribution on the set of all possible outputs in a similar way,
by using the output block sequence Ty, ..., Tj_1 everywhere instead of the input block sequence
Iy, ..., I._1. The function h is also defined from the output block sequence in this case.

Our goal is to construct the circuits CX) in a way that if the input arrives with a f-cylindrical
distribution H, for a suitably chosen 6 € (0,1) then the distribution of the information that
reaches the e-random adversary ) is uniquely determined by the handle f of the distribution H.
This implies that ), even if he gets the handle f as extra information, will not learn anything
about the probabilities H(a) in addition to the fact that they form a #-cylindrical distribution
with handle f. We also want to construct the circuits CX) in a way that their outputs, from
the point of view of the adversary, have 6-cylindrical distributions. This will make possible
an inductive argument when we prove that the circuit C' has the same nice properties as the
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building blocks C(X),

The requirement about the #-cylindrical distribution of the output cannot be satisfied for
an e-random adversary, because usually the information that such and adversary gains about
the output cannot be described in such a nice concise way as a #-cylindrical distribution. (For
example, the situation where three bits u, v, u+wv are in the output but the adversary knows only
u + v, may cause a problem.) Because of that, we will consider another “stronger” adversary,
who knows more than the e-random adversary, but the theorem still holds for him, and his
knowledge about the output is f-cylindrical for a suitably chosen 6 € (0,1). Such an adversary
in this sketch will be called an e-superior adversary. We assume that after the random set of
gates A has been selected, whose elements are chosen independently and with probability &,
the e-superior adversary may select another set of compromised gates S(A), where S is a fixed
function which defines the e-superior adversary. That is, for the e-superior adversary, defined by
the function S, the set of compromised gates is AUS(A). We will consider e-superior adversaries
when the input arrives with a #-cylinidrical distribution H. In this case we assume that the
handle of the distribution H (and so it base set too) is known to the e-superior adversary.

The property that we will require of the circuits CX) will depend on three parameters, 6, ¢,
and p and will be called (6, ¢, p)-cylindricity. The meaning of 6, ¢, p, roughly speaking, will be
that if, the input arrives with a 6-cylindrical distribution then with a probability of at least
1 — p the output also has f-cylindrical distribution from the point of view of a suitably chosen
e-superior adversary. The actual requirement is stronger than that, we require that even if the
complete deterministic input, all of the km bits, are known to this adversary ), then still the
distribution of the output, form the point of view of ), is #-cylindrical. This is possible since
the circuit has probabilistic inputs as well which supply the randomness for the 6-cylindrical
distribution. We will also require that with a probability of at least 1 — p the same e-superior
adversary does not gain any information about the original input. (Recall that if Iy, ..., I
are the input blocks of a circuit C' and a;, ..., a;m—1 are the input bits on block I;, then the
sequence <Z;ﬁ:—01 a;j |i=0,1,...,k — 1) is the original input.)

In the definition below if )V denotes an adversary then Y+ will denote the adversary, who
gets all of the information that is available for )V and in addition to that all of the km input
bits of the circuit arriving at the input nodes in the blocks Iy, ..., Ix_1. First we define what is
a (0, ¢, p)-cylindrical adversary, and then what is a (6, e, p)-cylindrical circuit.

Definition. (This definition is given only for the “sketch of the proof”. The final definition,
provided during the proof, is slightly different from but equivalent to the present one.) Assume
that & > 0,e > 0,p € [0,1] and Y is an e-superior adversary defined by the function S for a
probabilistic block circuit C' with block size m and input block sequence I = (Iy, ..., I;_1). The
adversary ) is called a (0, €, p)-cylindrical adversary, if for all function f € funce(Ué?;é I;, F») we
have that with a probability of at least 1 —p, with respect to the randomization of the e-random
set A used by ), the following two conditions are satisfied:

(1) For each fixed deterministic input of the circuit C' the corresponding output, from the point
of view of adversary YT, has a 0-cylindrical distribution, with base set

(ausan U
=0
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(2) Assume that Hy and Hy are 0-cylindrical input distributions for the block circuit C' so that
their base sets and their handles are identical. Then the distributions of the knowledge of the
e-superior adversary ), is the same for Hy and Hy. (Since the set A has been already fired,
the randommness in these distributions are provided by the randomizations in H; and the random
inputs of the circuit.)

The block circuit is called (g, 0, p)-cylindrical if there exists a function S so that the corre-
sponding e-superior adversary is (g, 0, p)-cylindrical. O

Using Bayes’ theorem we can show that condition (1) implies the following: if the input is
arriving with a #-cylindrical distribution H, then the distribution of the output from the point
of view of Y is f-cylindrical with base set (AUS(A)) NU'Z Ts

When we define the circuits CX) so that they are (0, e, p)-cylindrical, the parameters 0, ¢,
and p = e~ “" will be selected such that 0 < ¢ < ¢ € 0 < 1, where a < b means that a is
sufficiently small with respect to b. Assume now that a circuit C is given and we replace each
gate X in it with a block circuit of type CX). We will show that the resulting block circuit
C'is (6,¢e,p')-cylindrical where p’ = |C|p (see Lemma 3 and Lemma 4). The proof of this fact
is an induction on the number of the gates. It will follow from condition (2) of the definition
of a cylindricity that C' will be (e,p’)-secure and this will complete the proof of Theorem 1.
Therefore we reduced the problem of proving the theorem to the problem of constructing
(0, e, p)-cylindrical block circuits CX) for each of the gate type X.

Before we construct the block circuits CX) for the gates +, x and +1, we define a new
gate, the identity gate whose input is same as its output. The corresponding block circuit with
block size m, will be denoted by Cgf ). We want to construct C,(; ) so that it has one input
block, one output block, and if the deterministic input is by, ..., by,—1, the output is ag, ..., Gm—1,
then Z;l_ol b; = 81_1 a;, and for all 0 < ¢ € ¢ € 6 < 1, and for all sufficiently large m the
circuit 05,7 ) i (0,e,e”“™)-cylindrical. We will also call the circuit Cgf ) the copying circuit. Its
construction is based on a constant degree expander.

3.1.1 The copying circuit anz)

Recall that the task of the copying circuit C,(: ) is to produce from an encoded input sequence

of length m an encoded output sequence of also length m so that the sum of the encoded input
sequence, that is, the original input, is the same as the sum of the encoded output sequence. The
copying circuit only copies the (original, one bit) input. Apart from that, the copying circuit
also refreshes the randomness of the encoded input. That is, if the e-random adversary knows
a little bit more about the input of the copying circuit than what is our goal, then the design of
the copying circuit will make sure that his knowledge about the output of the circuit falls back
to an acceptable level.

The deterministic input nodes of the copying circuit C' will be denoted by po, ..., ps—1 the
output nodes will be denoted by 7y, ..., 7s_1. Assume further that G is a d-regular expander on
the set of vertices V= {0,1,...,m — 1}, where d is a constant and m is sufficiently large. We
also assume that the expansion factor of the graph G is 1 + «, where o > 0 is a constant, that
is, for each X C V with |X| < %m we have that the set of all points = such that either x € X or
x has a neighbor in X, has at least (1 + a))|X| elements. The set of edges in G will be denoted
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by E. Given the graph G with these properties we define a block circuit C' = Cf; )G with one

input block and one output block, that we will call the copying circuit associated with the graph
G. The copying circuit C' has m deterministic input nodes, m output nodes, and for each edge
e € F, it has a probabilistic input node G.

Assume that ¢, is the deterministic input on g, for r = 0,1,...,m — 1 and ~y(e)), e € E is the
probabilistic input on G,.. Using the operations + in F» we define the output v;,7=20,1,....,m—1
on the output node 7; by

vi= b+ Y (0((0.) | (.9) € B}

that is, the ¢th output bit is the sum of the ith input bit and the sum of the random values
v((i, 7)) attached to the edges of G incident to the vertex i. We construct the circuit C,,, = C,(; )G,
using only + gates, which compute the described value of v, given § and ~ as deterministic and
probabilistic inputs. The sum of the deterministic inputs will be the sum of the outputs. This is
a consequence of the fact that if we add the outputs then each term v(e) will occur exactly twice
and so in Fy they cancel each other. (Later when we consider the problem over an arbitrary
finite field F, then in the definition of the output the term (i, ) will have a sign depending on
whether i < j or i > j, so the cancellation will be guaranteed even if F' # F.)

For the proof of the (0, ¢, p)-cilindricity of the circuit C we will need the fact that if in the
expander graph G we have a set A C V with less than ¢/m elements, where ¢ > 0 is a small
constant then the complement of A contains a set D C V which is connected, and it has at
least m — d(1 + g)\A\ > 1m elements (see Lemma 10). We will use this statement for the case
when A contains all of the points j € V so that the e-random adversary has seen a partial result
in the computation of the output which depends on either §; or v; or v((7,j)) for some j € V.
This definition of A makes sure that the probabilistic inputs v((z, 7)), i,7 € D can be changed
arbitrarily, without changing the knowledge of the adversary. Since D is connected, using such
changes in the probabilistic input we can change the output on the set H = {7; | i € D} in
an arbitrary way, with the only constraint that the sum of the output values of H remains the
same. This observation will be used to show, that with high probability, C' has #-cylindrical
distribution from the point of view of a suitably chosen e-superior adversary, if the set of inputs
is fixed. The fact that this adversary does not have any information about the original input,
provided that the input arrives with 6-cyclical distribution, will simply follow the from the fact
that he has no information at all about the input values in D, and |D| > (1 — 0)m.

3.2 Block circuits for addition and multiplication

We define the block circuit C*) which corresponds to the gate + as follows. It has two input
blocks and one output blocks. First it adds the input vectors component by component and
then applies a copying circuit Cfi )G to the result. We define the block circuit C*1) in a similar
way, it adds one to the first input bits and leaves the other m — 1 input bits unchanged. After
that it applies a copying circuit to the result. In both cases the proof of (0, ¢, p)-cylindricity is
essentially the same as for the copying circuit.

The most problematic part of the proof is the construction of the block circuit C(*) that we
will call the multiplication circuit. In this case direct computation would reveal the input for an
e-random adversary. The construction of C(*) is based on the following idea. Suppose we want
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to compute the product ab, a,b € F». We may split a at random into a sum a = ag + a1. (In
the block circuit C*) this calculation and randomization will be done with sequences of length
m encoding a, ap,a1.) We have ab = apb + a1b. Now we split b at random into two parts but
do this independently at the two occurrences of b. We get ab = agbg + a1b1 + a1bs + a1b3 where
b = by + by = by + b3. At the next step we split ag and aq into two parts independently at
their various occurrences, and get for ab a sum with eight terms, each is a product, where the
first factor was derived from a the second from b. We continue this, alternately splitting the
first or second factors from each term at random independently and with uniform distribution.
Assuming that m = 2¢, after 3d steps we will have a sum with m? terms, each one is a product.
As we told earlier the factors of these products are encoded in C*) as the sum of sequences of
length m. Assume that uv is such a product where u is encoded by the sequence @ and v is
encoded by the sequence 5. C*) computes v from @ by adding the bits of @. It is important
that this computation, namely the m — 1 additions, is arranged in the natural way on the nodes
of a binary tree of depth d. Then C*) computes v from 7 in a similar way. In the possession
of v and v, C) computes the product w = wv and then encodes the result w by a random
0, 1-sequence w of length m. The encoding of w by w is calculated on the nodes of a binary tree
with m leaves, starting at the root, getting the encoding on the leaves, and randomly splitting
each bit on a node into a random sum given on its two children. Finally after this has been
done with all of the m3 products of type uv, the block circuit C*) adds the m3 vectors @ by
repeatedly using the circuit C(H). (The order of these additions is irrelevant, we will assume
that they are performed in a sequential way). The sum of the m? vectors w is the output of the
block-circuit €',

In the described circuit C*) we reduced the computation of a single product to additions and
the computation of m? different products. At first it may seem, that computing m? product,
without leaking information to the adversary, is more difficult than the original task with a
single product. However, this is not the case, since we do not mind if information leaks to
the adversary about o(em?®) random products out of the total m3. We will show that such a
leak, with high probability, does not give any information about the original product ab to the
adversary. Therefore by parallelizing the computation of the product we made a certain amount
of leaks acceptable.

We want to prove that the block circuit C(*) is (6, ¢, p)-cylindrical, where 0 < ¢ € ¢ € § < 1
and p = e”“". We have to show that there exists an e-superior adversary ) for the circuit
C™) which satisfies conditions (1) and (2) from the definition of cylindricity. For the proof
of condition (1) it will be sufficient to know that the last addition circuit C*), which gives
the output of C9), ends with a copying circuit Cenq. Since we know already that the copying
circuit is (6, e, p)-cylindrical there exists an e-superior adversary ). for this copying circuit. If
we choose an e-superior adversary for C) such that it knows the same about the circuit Clenda
as ). then it is easy to see that it will satisfy condition (b). (For the proof of this fact we may
use Bayes’ theorem with respect to all the possible evaluations of the input nodes of Ceng.)

For the proof of condition (2) we consider an e-superior adversary ), who gets the following
information:

(i) Assume that A is the random subset of the set of nodes of C(*) whose elements are
selected independently and with a probability of €, and full(A) is the set of all nodes of c™)
which contains a gate which sends an input to a gate in A. ) gets the output g(a) of each gate
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a € full(A) which is computed during the evaluation of the circuit C*). (Here we used the
output of the gates instead of their inputs. This is the reason that instead of A we had to use
the set full(A).)

(ii) we assume that the input of C(*) arrives with a #-cylindrical distribution H which has
base set Y and handle f. ) gets the function f, (that is, domain(f) and for each x € domain(x)
the value f(z)).

(iii) ) gets all of the information that was received by ), about Cenq (for the sake of simplicity
we will ignore this information in this sketch, since it does not have any essential role in the
remaining part of the proof).

We will show that the distribution of the knowledge of ) does not depend on the original
input. Assume that (dg,01) € Fa x Fy, (8),07) € F» x Fy are possible choices for the original
input, that is, the circuit C*) computes either the product dyd; or the product 5001. We show
that the distribution of the knowledge of ) is the same in both cases.

Suppose that dg,d1, f,g are given. We are interested in the conditional probability of the
event that the output of each gate a € full(A) is g(a), with the condition that the input arrives
with a f-cylindric distribution H with handle f and the original input is (d, dp). (As we said we
ignore now the knowledge of ) given in (iii), but in the final proof we will extend the set A to cover
some part of Cenq.) The conditional distribution corresponding to this conditional probability
can be expressed by generating all of the input bits, both probabilistic and deterministic of C' (>)
with uniform distribution, and with the condition that they are compatible with f, with the
original input (dg, d1), and with the outputs g(a) for all a € full(A).

Since we considered here uniform distribution for the input bits, the probability of the
described conditional distribution is proportional of the number of inputs satisfying the condi-
tions. For given g, f,dg, 01, we will denote this number by N (g, f, dp,d1). We have to show that
N(g, f,00,01) = N(g, f,80,97). We want to show that N(g, f,do, 1) is the number of solutions
of a system of polynomial equations over F5.

With each input node (deterministic or probabilistic) of C™) we associate an unknown zj.
Then for each node a of C'*) we define a polynomial p, in the indeterminates z, by recursion
on a. If a is an input node then p, = z,. If a is a + gate which gets its input from the gates
u,v then p, = py + py. In a similar way if v is a x gate then p, = p,p, and if a is a +1 gate
getting its input from u then p, = p, + 1.

We consider now the system consisting of the following equations over Fa, where Iy, I; denote
the input blocks of the circuit C').

erlj pr =6; forj=0,1,
pu = f(u) for u € domain(f),
o = g(b) for b € full(A).

This system will be denoted by I'(g, f, do, d1). Clearly the number of solutions of I'(g, f, do, 91)
is N(g, f,00,01). Therefore we have to show that the number of solutions of I" = I'(g, f, o, 01),
I =TV(g, f, 0y, 01)" are the same.

As a first step we will show that one of I" and I" has a solution then the other one also
must have at least one solution. If I' and I"” would be linear systems this would be sufficient to
show that their number of solutions are equal, since I and I" differ only in their inhomogeneous
parts. (In a linear system, if the number of solutions is not zero then it is equal to the number
of solutions of the corresponding homogeneous system.) Unfortunately I' and I” are not linear,
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since if b is a product gate then the polynomial p, is nonlinear. However, the mentioned result
above linear systems, can be extended to certain nonlinear systems using a diagonalization
argument, as described in Lemma 7. We will show that I, T” are systems of this type so Lemma
7 implies that if both have at least one solutions then the numbers of their solutions are equal.
(We do not sketch here this part of the proof.) Therefore our task is to show that if I' has at
least one solution then I also have at least one solution.

For the proof of this fact we have to return to the definition of C(*). First we give a more
formal description of the process used in the multiplication circuit.

3.3 The tree structure of the product circuit

We describe here, as part of the “sketch of the proof” some elementary definitions abut trees
and two lemmas in their final forms since they are simple and at the same time very important
for our proofs about the multiplication circuit.

Definition. 1. A binary tree T of depth d will mean the following structure. A graph on the
set T with 291 — 1 elements, that are arranged in d levels, Lo, ..., Lq, with |L;| = 2°. Each
point x of level ¢, that is L;, is connected by an edge to exactly two points of L;;1 which are
called the successors of x for ¢ = 0,1,...,d — 1. If z,y € L;, x # y then they have no common
successors. The graph has no other edges than the ones described above. The only element of
Lg is the root of the tree, it will be denoted by tg. For each x € Lo U ... U Ly_1 one of the two
successors of x is designated as the left successor and denoted by lx, and the other one is the
right successor denoted by rx. For all t € Lo U ... U Ly_o, the four successors of the successors
of t will be denoted by ro(t) = 1l¢, r1(t) = rlt, ro(t) = Irt, r3(t) = rrt. Ty denotes the union of
all of the even levels Lg, Lo, ... and T7 denotes the union of all of the odd levels. Since we will
use only binary trees in this paper, a tree of depth d will always mean a binary tree of depth d.

2. Assume that T is a binary tree of depth d with levels Ly, ..., Ly. Each element of L, is
called a leaf of the tree. If a is a leaf of the tree then the set of vertices in the shortest path
leading from a to the root ¢y is called a branch and will be denoted by branch(a). Clearly
|branch(a)| = d + 1.

We define a partial ordering <7 on the set of vertices of T'. It is defined by: a <r b iff the
tree has a branch containing both a and b, and b is closer to the root. Obviously ¢, is the largest
element of T" with respect to <p. O

The next lemma describes part of the computation performed by the multiplication circuit.

Lemma 1 Assume that X\ is a function defined on the tree T with depth d so that the wvalues
of X are in a field F', and

(3) for each i = 0,...,d — 2 and for each t € L; we have that \(t) = A(ro(t)) + A(r1(t)) =
A(ra(t)) + A(rs(t))

Then for all j =0,1,...,d — 1 we have A(to)(A(lto) + A(rto)) = Xier, A)(A(LE) + A(rt))

The proof of the lemma is an induction on j. The multiplication circuit recursively defines
a function \ which is defined on the nodes of a tree of depth 3d. If we want to compute the
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product ab then A(tg) = a, A(ltg) = by, A(rty) = by, where b was split at random into the sum
b = bo+ b1 with uniform distribution. Recursively we define the elements A(r;(¢)) for i =0,1,2,3
in the following way. We split the element A(t) into two random sums A(t) = ug + u1 = ug + us
independently and with uniform distribution. Then we define A(r;)) by A(ryy)) = w; for i =
0,1,2,3. Lemma 1 implies that ab = 3",c; . A(t)(A(1t) + A(rt)).

The multiplication circuit of course does not work with the values A(t) directly but each A()
is encoded as the sum of the elements of a sequence A(t) of length m. The actual values of \()
are computed by the circuit for only ¢t € L3q U L3ggq_1.

The recursive definition of A(¢) is translated into a recursive definition of the function A(t)
namely to get A(r;(t)) the circuit has to cut the vector A(t) independently and with uniform
distribution into two random sums A(t) = Uy + Uy = Uz + Us. Then we define A(r;y)) by
A(ri(t)) = U; for i = 0,1,2,3. This random cutting can be easily done by defining Uy, Us as
independent random vectors given by the probabilistic inputs of C(*) and then U; = A(t) — Uy,
Us = A(t) — Us. After the random splitting is done a copying circuit is applied to all four terms
to refresh their randomness.

With these process we can guarantee that the adversary will not get any nontrivial infor-
mation until levels L3y 1 and Lgg are reached. Here however it may happen that for each fixed
t € L3qU L3q_1 with a probability of &/, where 0 < ¢ < ¢/ < 1 the adversary learns what is A(t),
where 0 < ¢ < ¢/ < 1. The following lemma guarantees that even if the adversary knows A(t)
on such a random set, this will not able him to rule out certain values for a and b, that is, for
A(to), A(1tp) and A(rtp). We need a few definitions for the statement of the lemma.

Definition. Assume that T is a tree of depth d. We will use the following notation: £; =
i Li, £5) = Ul Las, and L3, = UF_) Lass1, provided that ,2j,2k +1 < d. O

Definition. Assume that X is a function so that domain(\) 2 Egc)l) = LoU Ly U ...Lyg, where
T is a tree of depth at least 2d, and the values of A are in a field F, and

(4) for each i = 0,...,d — 1, and for each t € Lo, we have A(t) = X(ro(t)) + A(ri(t)) =
Alra(t)) + Alrs())

Then, we will say that A is a well-balanced function on Egzl). Assume now that range(\) C F,

domain(A) D E(QZ)_H = L1 ULsU...ULsgy1, the depth of T is at least 2d + 1, and

(5) for each i = 0,...,d — 1, and for each t € Loj11, we have A(t) = Aro(t)) + A(ri(t)) =
A(r2(t)) + Alr3(t))

Then we will say that A is a well-balanced function on Eggﬂ. If X\ is defined on £; then

we will say that it is well-balanced on Ly, if it is well-balanced on both Lg?i)' and Egl),, where

d=|%andd’ =[%]. O

We will use the next lemma for our proof about the multiplication circuit with d:=3d. The
lemma essentially says that if a well-balanced function A is known at a small random subset
of leaves of the tree T' then the values A(tg), A(1tg), A(rtp) still can be arbitrary. To make the
lemma more applicable for the proof about the multiplication circuit, instead of using the leaves
we select the random set at the previous level and then extend it to the leaves.

+1
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Lemma 2 Assume that,
(6) € >0, d is a positive integer, and T is a tree of depth d,

(7) A’ is a random subset of Ly_1 so that all of the events x € A', x € Lg_1, are mutually
independent, and prob(x € A’) < e for all x € Lq_1, and

8) A=A U{zrely|Iyed, v<ry}.

Then the probability of the following event is at least 1 — 3(45)2&1, where d = ng :

For all functions X' defined on A with values in the field F, if N has a well-balanced extension
to Lg =T, then for all by, 1,02 € F, X' has a well-balanced extension X to T, so that A(tg) = do,
A1tg) = 01, A(rtg) = d2 where ty is the root of the tree T

Using this lemma we will start constructing a solution of I from a solution of I" in the
following way. From the solution of T" we get a well-balanced function A so that A(tg) = dg
and A\(ltg) + A(rtg) = 61. We now want to construct another well-balanced function X so that
N(to) = (), N (ltg) + N (rtg) = 0] and it is compatible to the knowledge of the adversary ), with
the assumption that the function \ was computed by the multiplication circuit. As we have
said the adversary Y knows very little about the value of A\(¢) for ¢t € L; with i < 3d —1. Y
may know the values of A on a random subset of the last two levels but on this random subset
we define M by M = A. According to Lemma 2 such a \" with high probability can be extended
into a well-balanced function " with the required property X (to) = o, N (lto) + N (rtg) = 7.

We will construct a solution of IV using the function ). First we have to construct a function
A’ defined on T, whose values are m dimensional vectors over Fy, with the property that the
sum of the components of A’(t) is A'(¢) for all t € T. Moreover we have to do this in a way that
the defined vectors A’(t) does not contradict to the knowledge of the adversary.

We will define A’(¢) for t € L; by recursion on i. (A’(ty) and A(1tp) is the input of the circuit
in the two input blocks A’(rtg) = 0.) In this recursive definition the only problematic part is
the bottom level of the tree. Before that, when we split the vectors A(t) into random sums in
two different ways, the basic properties of the copying circuit will ensure that the recursive step
can be accomplished and at the same time the unknowns zj, for the probabilistic inputs A of
C occurring in this part of the circuit, can be evaluated in a way which is compatible to the
definition of A(t) and the equations in I”

At the two bottom levels the definition of A(t) is more problematic. This is the part where
the multiplication circuit computes A(¢) from A(¢). This computation is performed on a binary
tree T; of depth d. The problem can be that even if the node where A(¢) is computed is not
compromised, there can be so many compromised nodes in the tree T, that the adversary will
know what is A(t). To avoid this difficulty we include all such nodes t in the set A of Lemma 2.
Because of this inclusion we have to show that the probability, that a node ¢ in the bottom two
levels will get into the set A, is small. The following lemma will be used for the proof of this
fact.

Lemma 17 For all & > 0 and for all sufficiently small € > 0 the following holds. Assume
that T is a binary tree of depth d and H is a subset of the leaves of the tree with at least 2071
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elements. Suppose further that A is a random subset of T so that each element of T will belong
to A with a probability of at most €, and the events t € A are independent for allt € T. Then
the probability that there exists a branch of T disjoint from A and containing an element of H
is at least 1 —¢’.

Actually we will use a slightly stronger but more complicated version of the lemma that we
will formulate as a Corollary. We use this lemma/corollary for both for the tree T; and for the
tree that we use when we replace the product uv € F3 by a sequence of length m. The remaining
part of the multiplication circuit when we add the m3 products is easier, here as in the upper
part of the tree T the basic properties of the addition circuits are sufficient for the recursive
definition of the solution of I”.

3.4 Sketch of the proof of Theorem 2.

For the sake of simplicity we assume that m = O(logn). As a first step in the proof of Theorem
2, we show that it is enough to prove it in the special case, when we replace the (g, m)-moderate
adversary with another e-random adversary. We will call an adversary for the machine Py,
an e-random adversary, if the compromised times are selected by the adversary at random in
a way that for each fixed ¢ the probability that ¢ is compromised is at most € and the events
“t is compromised” for various values of ¢ are mutually independent. An e-random adversary
gets the same information as the (¢, m)-moderate adversary would get with the same choices of
compromised times.

Assume that the theorem holds for ce-random adversaries, for some constant ¢ > 1, that
we will fix later. Let Q" be the starting program of P, , such that Py, 4[Q’] is secure against
ce-random adversaries. We want to define the starting program @ so that M, 4[Q)] is secure
against (¢, m)-moderate adversaries. We define () in a way that M,[Q] simulates the machine
M,[Q'], and so Py m[Q] simulates the machine Py, [Q’]. The simulation will simply delay each
step of M,[Q'] by a random amount of time. More precisely before ) executes instruction
X in this simulation, @} generates a random integer g € [0,m — 1] with uniform distribution,
and if g = 0, then @ executes X in the simulation of M,[Q’] by using no more than c time
units for some constant ¢ > 0. Otherwise, instead of executing X, it generates another random
integer g etc., till it gets a ¢ = 0 and instruction X is executed. (The constant ¢ may be
greater than 1 since the simulation of a single instruction in a controlled way requires several
instructions.) In an interval of length m, starting at to, the (e, m)-moderate adversary can have
at most em compromised times. If these compromised times are fixed in advance then clearly the
described method as Q' chooses the time interval J of length ¢ when instruction X is executed,
guarantees that the probability that there is a compromised time in J is at most ce. In general
the compromised times are not fixed in advance. Our conclusion however remains true since
the adversary does not get any new information till time ¢;, when instruction X is executed.
Therefore the compromised times chosen by him in the interval [to, 1] can be considered as fixed
in advance.

For the proof of Theorem 2 with an e-random adversary we use the results of [3] and [2]
about oblivious simulation. It is proved there that every RAM M; can be obliviously simulated
by another RAM My of the following structure. The memory cells of the simulating RAM
are partitioned into two sets. The first set contains cell(0), cell(1l),..., cell(c) (including the
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instruction pointer and the accumulator) where ¢ is a constant. This will be called the CPU. The
set of remaining cells is called the memory. A program is running in the CPU, and the memory
is used only for storing and retrieving individual bits, that is, the content of each memory cell
cell(k +1),cell(k +2),... is always 0 or 1. M; and M, are functionally equivalent, the time
and space requirements of My is increased, compared to M; only by a poly(log(n)) factor, and
an adversary who knows at each time which instruction is executed in My and what are the
addresses of the memory cells involved in the instruction, with high probability does not gain
any nontrivial information about the input of the machine. It is an easy consequence of this
fact that the simulation of M; can also be done by a different type of machine that we will call
a composite machine, which have the additional nice property that the adversary may also see
the contents of each memory cells in the CPU (but not in the memory) at each time. We only
give here the definition of the machine, the proof is based on the idea that each state of the
CPU of M> can be represented in the memory and the change from such a represented state
to the next one can be performed by a sequence of boolean operations on the individual bits of
this representation. Moreover the sequence of these boolean operation is given once and for all,
it does not depend on the input of the machine. In the next section we give the complete (and
final) definition of the composite machine, and in the following section using this definition we
continue the sketch of the proof of Theorem 2.

3.5 The composite machine

The composite machine, that will be denoted by C, ., will depend on three integer parameters
q, ¢ and k. We will assume that ¢ > 0 is a fixed constant, ¢ > 10, and k is sufficiently large.
The machine C, . has two parts. The first part will be denoted by ./\71,170. This will work as a
RAM M., that is, a RAM with word length ¢ and with ¢ memory cells, but with a special
interpretation on its input and output instructions. Namely the output and input instructions
will be used only for communication between /qu,c and the second part of the composite machine
which will be denoted by Ag. Ai has k memory cells each containing 1 bit. We may think of
Cyce as a RAM M, . with only ¢ memory cells, but with a large external memory A, containing
k bits. M, . through its output instruction is able to perform boolean operations on the bits
stored in Ay, and also to move individual bits inside Aj. M, . with its input instruction is able
to read individual bits stored in Ay.

Definition. We define a machine Ay with & memory cells xg,...,xr_1 each containing a
single bit of information, 0 or 1. The machine will be called a semi-RAM because it will
have instructions, but will not have a mechanism to decide which is the next instruction to be
executed. Such a decision will come always from an outside source. The machine Aj has the
instructions listed below. After the name of the instruction we describe its effect. (The last
instruction does not change the content of any of the memory cells, yet it will have a useful role
when we will simulate A,, with another machine.)

INPUT. The next bit of information from an input buffer, is written into the memory cell
ZQ-

OUTPUT. The content of memory cell zq is given as output.

WRITE i. Assume that A is the content of cell xyg. The content of cell x; is changed into
A.
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READ 4. Assume that A is the content of cell z;. The content of cell z( is changed into A.

NEGATION. The content of cell zq is replaced by its boolean negation.

AND. Assume that A; is the content of cell x; for i = 0,1. The content of cell xg is replaced
by Ag A Aj.

EXCLUSIVE OR. Assume that A; is the content of cell x; for i = 0, 1. The content of cell zg
is replaced by Ap + A; where + denotes the boolean operation “exclusive or” (or equivalently
addition in the field F3).

RANDOM. A random 0,1 bit with uniform distribution is written into cell x.

REFRESH. There is no change in the contents of the memory cells. O

Remark. 1. The machine A does not have a way to decide which instruction will be executed.
We will define another machine, machine /\;lq,C below which will make this decision.

2. The INPUT and OUTPUT instructions of A; communicate with the outside world and
not with the machine Mq,c.

3. The operation EXCLUSIVE OR can be easily expressed by the boolean AND and NEGA-
TION. The only reason why it is among the instructions is that later we will simulate A on an
M, type machine where each bit of 4, will be represented by a 0, 1-sequence of length m. The
simulation of the EXCLUSIVE OR on M, will be much more efficient than the simulation of
even a single AND instruction. O

Definition. ~We define a machine C = Cy . = (Ak, Mg,) which consists of two parts: a
semi-RAM Aj and a RAM M, which is a machine of the type M, with exactly ¢ memory
cells, but its input and output instruction work in a different way than in M,. The machine
C will be called a composite-RAM. C works in the following way. We assume that each of the
instruction of A; has a name represented by a natural number which can be the content of a
memory cell of /\;I(LC, and so can be an output of /\;lw. When the machine starts there is a
deterministic program Py already in the memory of M, ., which immediately starts to work.
Suppose that ./\;l,m gives an output which is the name of an Ay instruction, possibly together
with a parameter. Then Ay immediately executes this instruction, and after that M . continues
its work. When ./\;Iq,C executes an input instruction then the content of the memory cell zg of
Ap is written immediately into cel1(0) of M, . and Ay executes a REFRESH instruction. The
composite machine C, . = (/\;lq@, Ay) works this way till ./\;lq’c executes HALT instruction when
the machine C stops. O

Remark. 1. The memories of /\;lq,c and A are completely separate. There is no other
information transfer between the two machine, than the ones explicitly described in the definition
of C. E.g., the outputs of A will not necessarily reach /\;lq’c, we may think of them as outputs
to the outside word. Of course if M, . needs this information it can get it using its own input
instruction which copies the content of z( into cel1(0).

2. When ./\;l%c gives an output which is a name of a Aj instruction then, as we said in the
definition, the corresponding instruction is executed in Ay, however this name (or its parameter)
is not considered as an input for Ayg.

3. There is no instruction of /\;lq,C which writes a 0, 1-bit into a memory cell of Ag. This
however can be accomplished using other instructions. For example, the instruction sequence,
“WRITE 1, NEGATION, AND” puts a 0 into z¢.0
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3.6 The sketch of the proof of Theorem 2 continued.

The results of [3] and [2] about oblivious simulation has the following easy consequence that we
formulate in terms of composite machines. For the sketch of this proof we give only an informal
statement.

Lemma A. (Informal statement.) For each RAM M, with n memory cells each containing
q = O(logn) bits, there exists a composite machine C = Cy 1, with k = O(npoly(logn)) which
is functionally equivalent to M, (assuming here that M, gets its input and provide its output
bit by bit) such that the following holds. Suppose that X is an adversary who knows at each
time the contents of all of the memory cells in M, . and (as a consequence) which instruction is
executed in the machines ./\;lq@, Ay, and which are the addresses of the memory cells involved
in these instructions, (but X does not get directly any information about the contents of the
memory cells of Ay). Then X, with high probability, will not get any nontrivial information
about the input of the machine Mj.

The next step in the proof of Theorem 2 is that using Theorem 1 we simulate the composite
machine C. 41 on a RAM M’ = P, ,, with n’ memory cells, where n’ = O(kpoly(logn)), which
gets the input bits in a parity encoded form with encoding sequences of length m = O(logn).
In this simulation we represent each bit b contained in a memory cell x; of A by a 0, 1 sequence
of length m whose parity is b, and whose elements are stored in separate memory cells. M’
preforms each instruction of M, ., with the exception of output and input instructions in their
original forms which will not cause any problem since the adversary will know the contents of
the memory cells in M, . anyhow. At an output instruction of M, ., the machine M’ performs
the corresponding Ay instruction using the m-bit representations of the contents of the memory
cells of Ag. In the case of the instructions NEGATION, AND and “EXCLUSIVE OR”, this step
is done by M’ using the block circuits, simulated by the RAM, whose existence is guaranteed
by Theorem 1. For instructions WRITE, READ, and REFRESH the circuit Cg,? ) is used. The
random instruction is simply the bit by bit randomization of a 0,1 sequence of length m. The
INPUT instruction of A is simulated by M’ by making a 0, 1-sequence of length m from the
next m input bits of M’. The output instruction of Aj is simulated by M’ by giving the bits
of the sequence, representing the content of cell zg, as an output.

Finally when ./\;lq,c executes an INPUT instruction then M’ adds the bits of the sequence rep-
resenting the content of xg and writes it into ce11(0) of M, . and then simulates the REFRESH
instruction the same way as described above.

The definition of M’ implies that it is functionally equivalent to M;. As we have indicated
already, we apply Theorem 1 to the circuits simulated by M’. Using this and Lemma A, we
can prove that an e-random adversary of M’, with high probability does not get any nontrivial
information about the input of Mj.

4 Circuits over a finite field

In this section we assume that F is a finite field.
In the following sections we will define several concepts related to block circuits. At the end
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of the paper we list the frequently used notations, with some hints (but not precise definitions)
to their meanings, and the pagenumber of the complete definition.

4.1 Block circuits over a finite field

We will consider circuits in this section whose gates are performing addition and multiplication
over a finite field F. For |F| = 2 we get the boolean circuits which will be the most important
special case.

Definition. func(A, B) will denote the set of all functions defined on the set A with values in
the set B

Definition. 1. Suppose that F' is a finite field. A sequence from the elements of F' will be
called an F'-sequence.

2. Assume that F' is a finite field. An F-circuit C is a pair (G, f) with the following
properties: G is an acyclic directed graph on the finite set of vertices V' without loops and
multiple edges, whose edges are labelled by the elements of the set {1,2}, so that the indegree
of each vertex is zero, one, or two. The directed graph G will be denoted by graph(C'). The
set V will be also denoted by set(C') and the number of elements of V' by size(C'), that is,
size(C) = |set(C)|. The elements of V' will be also called the nodes of C'.

The source nodes of the graph G are called the input nodes of C', and the sink nodes of G
are called the output nodes of C. The set of input nodes will be denoted by inset(C) the set
of output nodes by outset(C').

f is a labeling of the set set(C)\inset(C) with the elements of the set of symbols
{+1, x(—1),4+, X, }, so that the indegree of a v € set(C)\inset(C) is 1 iff f(v) is the symbol
“+1” or the symbol “x(—1)". We will say that the node v with the label f(v) is an “f(v) gate”.
Assume that vg, ..., vp_1 are the input nodes of C' and wy, ..., w;_1 are the output nodes of C.
Suppose that § = (do,...,dk—1) is a sequence from the elements of F'. We define the output of
C at the input d in following way:

If v € set(C), let depth(v) be the maximal length of the directed paths in the graph G
ending in v. We assign a 0, 1 value x(v) to each v € set(C) by recursion on depth(v). Suppose
depth(v) = 0, then v is an input node, and so v = v; for some i = 0,1,...,k — 1. By definition
X(v) = 6;. Assume that depth(v) > 0. If f(v) = “+ 17, then x(v) = x(u) + 1, where u is the
unique node of G such that there is an edge pointing from u to v. If f(v) = ¢ x (—=1)”, then
x(v) = —x(u), where u is the unique node of G such that there is an edge pointing from u to
v. If f(v) = “+7 then x(v) = x(u1) + x(u2), where wu;, us is the unique pair of nodes so that
for i = 1,2 an edge of color i is pointing from w; to v. In a similar way if f(v) = “ x” then
x(v) = x(u1) X x(uz). The output of the circuit C at § is the sequence (x(wo), ..., x(wi—1)).
The function x will be called the evaluation function of the circuit C' at input 6. If we want to
indicate the dependency of x on C' and § we will write ch)' Sometimes the input ¢ will not be
given as a sequence, but as a function, defined on the set of input nodes, with values in F'.

We define a partial ordering <¢c on set(C), by “a <¢ b iff there exists a directed path in
graph(C) (possible of length 0), leading from a to b”. We will say that <¢ is the partial ordering
induced by the circuit C.
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3. A probabilistic F-circuit C' is a pair (C’, R), where C’ is an F-circuit and R is a subset of
the set of inputs nodes of C’. The nodes in R will be called the probabilistic input nodes and
we will use the notation R = rand(C'). The remaining input nodes will be called deterministic
input nodes and the set formed by them will be denoted by detin(C'). (Therefore inset(C) =
detin(C)Urand(C)). When the circuit computes a function f(xo,...,zx—1), z; € F, it gets the
elements xq, ..., xr_1 through the deterministic input nodes, so in a functional sense, these are
the only nodes which transmit the “input”. The input given through the deterministic input
nodes will be called the deterministic input. The probabilistic input nodes will provide random
values which are used for making probabilistic computations with the circuit. =~ We get the
output of the probabilistic circuit C = (C’, R) at a given deterministic input in the following
way. For each w € rand(C), let 1, be a random variable which takes its values with uniform
distribution in F. We randomize v,, independently for all w € rand(C). Now we consider the
F-circuit C’ so that its input on detin(C') is the same as the input of C' and its input on the
input node w is v, for all w € rand(C). The output of C’ with this input will be the output of
C. Therefore the output of a probabilistic circuit C' at a given input is a random variable. O

Definition. Assume that m,n are positive integers and C is a probabilistic F-circuit, so that
detin(C') is partitioned into sets Ip,...,Ix_1 of size m, and the set of the output nodes of C
is partitioned into sets Ty, ..., T;_1 of size n. Then the circuit C, together with the partitions
described above, will be called a probabilistic block F-circuit of type ((m,n),k,1). If m = n
then we will also say that C'is of type (m, k,[). We will always assume that a linear ordering of
each input block and output block is fixed. If we say that the input on block I is ao, ..., @1,
then we assume that ag is assigned the first element of I; according this ordering, a; to the
second element etc. O

Definition. Suppose that W = (W, ..., Ws_1) is a finite sequence of pairwise disjoint sets each
containing exactly m elements and a € func(W, F') where W = f;& W;. hy (a) will denote the
sequence of length s, whose ith element is >, cy. a(x). If W = (o, ..., I;_1) is the sequence of
input blocks of the block F-circuit C', and a is the deterministic input of C, then the sequence
hyy (a) is called the block input of the circuit C' at input a. Assume now that g is the restriction
of the evaluation function XgC) to the set Ué;é T;, where W = (T, ...,T;_1) is the sequence of
output blocks of the block F-circuit C. Then the sequence hy(g), is called the block output of
the circuit C. O

4.2 The theorem about private F-circuits

Definition. 1. Assume that the probabilistic F-circuit C' has k deterministic input nodes
and [ output nodes, where F' is a finite field. Then C' computes a random function, that is, for
each z € F*, by evaluating C' we determine the value of a random variable §z0 = {;(El;) which
takes its values in F'. The randomness of &z,c comes from the probabilistic inputs of C.

2. Assume now that C is a probabilistic block F'-circuit with input blocks Iy, ..., I[;._1 output
blocks Ty, ..., Tj—1 and with blocksize m.

For each a = (ag, ...,ar_1) € F* we define a random variable 1, ¢ in the following way. First
we select km random elements of F', a;;,1=0,1,...,k—1, 7 = 0,1,...,m—1 independently, with
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uniform distribution on F' and with the condition that Z;.”:_Ol a;; = a; fori=0,1,....,m—1.
We call this step the preprocessing.

Then we place the elements a;p, ..., a;m—1 at the input nodes in I; in this order, for i =
0,1,....,k — 1. After that the probabilistic F-circuit C is evaluated, and we get ml output
elements b; ;, « = 0,1,....,m — 1, 7 = 0,1,...,] — 1, where the elements b; ;, j = 0,1,...,m — 1
appear on the output nodes in 7; in this order, for ¢ = 0,1,...,l — 1. The elements by, ..., b;_1
are defined by b; = Z?L;Ol b;,;. The computation of these sums is called the postprocessing. The
value of the random variable 7, ¢ is the vector b = (bo, ..., b;_1). a = (ao, ..., ap—1) will be called
the original input of C' and b = (b, ..., b;_1) will be called the original output of C' (referring to
the motivation that the role of the block circuit C will be to simulate an F-circuit with input
a and output b.) according to our earlier definition, we may also refer to the original input as
the block input, and refer to the original output as the block output.

3. Assume that C is an F-circuit and X C set(C'). full(X) will denote the set of all nodes
a of C so that either a € X or there is and edge pointing from a to and element of x. That is,
full(X) contains the gates in X and all of the gates that produce their inputs.

4. Assume that (C, (lo, ..., Ix—1), (T, ..., T1—1)) is a block circuit with block size m and € > 0.
We define an adversary who is observing the computation done by C, that is, the computation
of a value of the random variable 7, ¢ for some a, and tries to get some information about the
pair (a,b). We will call the adversary an e-random adversary if the information reaching him is
determined in the following way.

Each element of set(C), is declared compromised with a probability of £ so that all of
these decisions are mutually independent and also independent from the probabilistic inputs of
the circuit C' and the randomizations during the preprocessing. Assume that X is the set of
compromised elements. The adversary gets all of the values on the elements of full(X) that
we get during the evaluation of the circuit C'. More precisely the adversary gets the set W of all
pairs (w, x%(w)), where w € X. For each fixed a € F*, and b € F!, the conditional distribution
of W determined by the computation of the value of the random variable 1, ¢ and the selections
of the compromised gates, with the condition that 1, c = b, will be denoted by CIJ((f,’)C). We will
say that the block circuit C' is (g, p)-secure if, with a probability of at least 1 — p, the e-random
adversary does not gain any information about pair (a,b) where a,b are the original input and
output. That is, C is (e, p)-secure if for each a € FF, there exists an event A, with respect
to all of the randomizations, such that prob(A,) > 1 — p, and the conditional distribution of
@S,’)C) with the condition A,, does not depend on the values of a and b. (We may think that
ﬂAa is a small probability event describing a situation when we do not state anything about the
knowledge of the adversary.)

Assume now that C is a probabilistic F-circuit with & deterministic inputs and [ outputs,
which computes a value of the random variable {, ¢ at input a, and C is a block F-circuit
with &k input blocks, [ output blocks, and blocksize m which, together with preprocessing and
postprocessing computes a value of the random variable 7, ¢ at original input a. We will say
that the F-circuit C and the block F-circuit C' are functionally equivalent if for each a € F* the
random variables £, ¢ and 7, ¢ have identical distributions. O

The following theorem is a generalization of Theorem 1 in the sense that it speaks about
Fcircuits and block F-circuits over an arbitrary finite field ' while Theorem 1 is only about the
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boolean, tha is, F5 case. Note that the choices of the constants ¢, ¢, ¢1, co do not depend on the
field F,

Theorem 3 There exist € > 0, ¢ > 0,¢1 > 0,co > 0, such that if m, k,l are positive integers,
m > 2, F is a finite field and C is a probabilistic F-circuit with k deterministic input nodes and
l output nodes, then there exists a block F'-circuit C with k input blocks, | output blocks and with
block size m, such that, (i) C and C are functionally equivalent, (i) |C| < eym?*|C|, and (iii) C
is (,p)-secure, where p = e~ “™|C|.

Moreover, C' can be constructed from C in time m®|C|.

Remark. 1. It is possible to show, with minor modifications of the proof, that for each
fixed €1 > 0, the upper bound |C| < ¢;m?*|C| can be replaced by |C| < c;m3Te1|C|.

4.3 (0,¢,p)-cylindrical circuits

Definition. 1. Assume that W = (Wy,..., W,s_1) is a finite sequence of pairwise disjoint
finite sets and F is a finite field. The set of all sequences f = (fo, f1,..., fs—1) such that f; =
func(W;, F) will be denoted by seq(W, F'). For such a sequence f and for all i =0,1,...,s — 1
we define an element hy(f,i) € F' by hw (f,i) = >, cw, fi(®).

If W = (W, ..., Ws_1) is the input/output block sequence of an F-circuit C, we will consider
the deterministic input g, which is in func(W, F), also as the sequence (g|w,, ..., glw,)- If it does
not cause any misunderstanding we will denote this sequence also by g.

2. Assume that A C B are finite sets, F' is a finite field, u € F, and f € func(A, F'). Then
the set of all functions ¢ € func(B, F) with >~ cpg(z) = v and f C g, will be denoted by
extensionp(f, B,u).

Definition. In the following if we say that H is a probability distribution on the finite set
X, then we will assume that H is a measure defined on the set of all subsets of X, so that
H(X) = 1. Sometimes will write proby(Y’) instead of H(Y). O

Definition. Let W = (W, ..., Ws_1) be a finite sequence of pairwise disjoint finite sets, each
containing exactly m elements, and let £ = (&, ..., {s—1) be a random variable so that each value
of ¢ is an element of seq(W, F') where F' is a finite field. Suppose that 6 € (0,1). We say that
the random variable ¢ is #-cylindrical (or its distribution H is f-cylindrical) with respect to W
and F, if there exists an Y C W = f;& W; and a function f € func(Y, F) with the following
properties:

(@) | YNW; |<Omforali=0,1,...,s — 1,

(b) Assume that a = (ag,...,as—1) € seq(W, F), and prob({, = a) > 0. Then for all z € Y,
and i =0,1,...,s — 1, we have a;(z) = f(z).

(c) Assume that g € func({0,1,...,s — 1}, F') such that prob(Ay) > 0, where A is the event
Vi€ [0,5—1], 3 ew, & = g(7). Then the random variables o, ..., {1 with the condition A, are
mutually independent, and with this condition, for each ¢ = 0,1, ...,s — 1, the random variable
& has uniform distribution on extensionp(f;, Wi, g(i)), where fi = flw,ny-

A function f with the described properties will be called a handle of the random variable &
(or its distribution H), and the corresponding set Y = domain(f) will be called a base set of £
(orof H). O
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Definition. 1. Assume that C is a probabilistic block F-circuit with the input blocks
Iy, ..., Ix—1, and H is a probability distribution on func(detin(C), F). We define a proba-
bility distribution ext(H) on func(inset(C), F') which will be called the natural extension of
H onto func(inset(C), F'). We get a random function g with distribution ext(H), if we first
pick a random ¢’ defined on detin(C) with distribution H and then extend it into a function
with values in F' and defined on inset(C), so that all of the possible extensions have the same
probability. ¢’ is the extended function.

2. If b is an input for C, that is, a function with values in F' defined on inset(C), then
DET(b) will denote the restriction of b to detin(C'). O

Definition. 1. Assume that C' is a probabilistic block F-circuit, H is a probability distribution
on func(detin(C), F), f is a function defined on a set X C set(C) with values in F, and we
pick a random input (both deterministic and probabilistic) b for C' with distribution ext(H).
If prob(Vx € X, Xl()c) () = f(x)) > 0, then we say that the function f is compatible with the
distribution H.

2. Suppose that the function f defined on the set X C set(C) is compatible with the
distribution H, and we pick a random input b with distribution ext(H). The conditional

distribution of the output of C with the condition Vo € X, x\“)(2) = f(z) will be denoted by

condoyspus (H, f). The distribution of DET(b) with the condition Vo € X, x\")(z) = f(z) will be
denoted by condgetin(H, f). O

Remark. This last definition is motivated by the fact that if an adversary knows the function
f and knows that Xl()c) (x) = f(x) for all z € X and that the distribution of the deterministic
input was H, then from the point of view of the adversary, that is, conditioned by the adversary’s
knowledge, the distribution of the deterministic input will be condgetin(H, f), and the analogue
statement holds for the output. O

Proposition 1 Suppose that m is a positive integer, 0 < 6 < %, and & = (£o,...,&s—1) 1S a
O-cylindrical random variable with respect to W and F, where F is a finite field and W =
(Wo, ..., Ws_1) is a finite sequence of pairwise disjoint sets, each containing exactly m elements.
Then H has a unique handle and a unique base set.

Proof. The definition of a #-cylindrical random variable £ states that £ has a handle and
a base set. We have to prove only their uniqueness. Let ¢ be the unique joint extensions of
the functions &, ..., &—1 to the set W = Uf;& W;. First we note that if there is only a single
base set Y then property (b) of the definition of an #-cylindrical distribution implies that for all
handles f,g of H, f and g are identical on Y and domain(f) = domain(g), consequently f = g.
Therefore it is sufficient to prove the uniqueness of the base set. Suppose that h € func(Z, F)
where Z is a subset of . In the proof below we will say that h is &-positive if it has an extension
a onto W so that prob(£ = a) > 0.

Assume that contrary to our statement, Y and Y’ are base sets of £ and Y'\Y # ) and f
is a handle of H with domain(f) = Y. Clearly f is {-positive. |Y NW;| < 0m < 7 for all
i=20,1,...,m — 1, therefore property (c¢) of the definition of a #-cylindrical distribution implies
that all of the extensions g € func(Y UY’, F') of f are also &-positive. (This is a consequence
of the fact that |T; N Y UY’| < m an so such a function g can be extended to a function
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g € func(W,F) so that hy(¢',i) as a function of i can be arbitrary.) Since |F| > 2 this
implies that there exist two distinct {-positive extensions gg, g1 of F onto Y UY’. Since go, g1
are identical to f on Y their restrictions gj, ¢ to Y’ must be distinct. We got that there are two
distinct &-positive functions g, g7 defined on the same base set Y’. This however contradicts
property (b) of the definition of a 6-cylindrical distribution. Q.E.D.(Proposition 1)

Proposition 2 Suppose that m is a positive integer, 0 < 6 < %, 1 s a random variable taking
its values in the finite set A, and for all a € A, £9 is a 0-cylindrical random variable to W
and F, where F is a finite field and W = (W, ..., Ws_1) is a finite sequence of pairwise disjoint
sets, each containing exactly m elements. Assume further that all of the random variables &,,
a € A has the same base set B and the same handle f. Let £ be a random variable defined in
the following way. To select a random value of € first we choose a random value “a” of n then
a random value b of €. The element b is the random value of £. In other words & = &y Then
& is a O-cylindrical random variable with base set B and handle f.

Proof. We have to show that the random variable £ satisfies conditions (a), (b), (c) of the
definition of a #-cylindrical distribution. We will use the uniqueness of the base set and the
handle, proved in Proposition 1, of the distribution %, a € A. Condition (a) is clearly satisfied
since it holds for each distribution &“.

Condition (b). Let £ = & U ... U &1 and assume that prob(¢ = (ag, ...,as_1)) > 0. Then,
by the definition of ¢, there exists a b € A such that prob(¢é®) = (ay,...,as_1)) > 0. Since
condition (b) holds for the random variable £°, we have that for all x € B N'W;, a;(x) = f(x)
fori=0,1,...,s — 1.

Condition (c) is an immediate consequence of the fact that it holds separately for each fixed
random variable £, ¢ € A with the same base set and handle. Q.E.D.(Proposition 2)

Proposition 3 Suppose that m is a positive integer, 0 < 6 < L1 €& = (&,..,&_1) is

27
a O-cylindrical random wvariable with respect to W and F, where F is a finite field and
W = (Wy,...,Ws_1) is a finite sequence of pairwise disjoint sets, each containing exactly m

elements. Assume further that , m® is a permutation of the set 0,1,...s — 1 and W™ =
Wr0))s Wr1)s -+ Wa(s—1))- Let €™ be the random variable defined by ™ = (Er(0)r -+ Em(s—1))-
Then £ is a 6 cylindrical distribution with respect to W(r) and F.

Proof. Since the conditions of the definition of #-cylindricity do not depend on the order of
the elements of the sequence (W, ..., Ws_1), the statement of the proposition is an immediate
consequence of that definition. Q.E.D.(Proposition 3)

Proposition 4 Suppose that m is a positive integer, 0 < 6 < %, W = (W, ..., Ws_1), where W;,
i=20,1,....,s — 1, are pairwise disjoint finite sets each with m elements, and & = (&o, ..., Es—1)
is a random variable with 0-cylindrical distribution. Assume further that i € {0,1,...,s — 1},
a; € func(W;, F) for all j = 0,1,...,1 — 1, and prob(§op = ap A ... N = a;j) > 0. Then the
conditional distribution of the sequence (&;,&i+1, .., Es—1) with the condition & = ag, ..., &1 =
aj—1 s 0-cylindrical with respect to (W, Wis1, ..., Ws_1) and F.
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Proof. We claim that if B is the base set and f is the handle of the of the random variable £
and W' = j;ll W; then BN W' is the base set and f|y- is the handle of the mentioned condi-
tional distribution of the random variable (;, ...,§;). Conditions (a), (b), and (c) are immediate
consequence of the corresponding conditions for the random variable £. Q.E.D.(Proposition 4)

We define now a set of adversaries for a block circuit C' who will be stronger than an e-
random adversary, in the sense that they will have at least as much information as the e-random
adversary. The advantage of the newly defined adversaries will be that their knowledge of the
output of the circuit can be described more easily than for an arbitrary e-random adversary.

Definition. 1. The set of all subsets of the set X will be denoted by pow(X).

2. Suppose that A is a finite set. We will say that a randomly chosen set X is an e-random
subset of A if for each a € A we have prob(a € X) = ¢, and the various events a € X, fora € A
are mutually independent.

3. Assume that, C' is a probabilistic block F-circuit. A selection function of C' is a function
S in func(pow(set(C)), pow(set(C))).

Definition. We assume that C is a probabilistic block F-circuit, and its deterministic input
arrives with a f-cylindrical distribution H defined on func(detin(C), F) for some 6 > 0. We
define an adversary against the circuit C. This adversary will be uniquely determined by the
real € > 0 and a selection function S and will be denoted by advc(e,S). The adversary will
be called the e-random adversary with selection function S. The adversary J = advg(e,S)
gets the following information while the circuit is evaluated at input a, which was selected with
distribution H:

(9) the base By and the handle fy of distribution H,

(10) an e-random subset set X of set(C) is chosen, then ) gets the set V = {(w,xgc)(w» \
w € full(X US(X))}. That is, Y gets the evaluation values at each node in full(X US(X))
at mput a.

This completes the description of the adversary ). The random set X in condition (10) will
be called the e-random subset of the adversary. The triplet Z = (V, By, fg) is the knowledge
acquired by the adversary ) during the evaluation of the F-circuit C.

For each adversary ) = adv¢(e,S) we define another adversary Yt = advg(e,S). YT gets
all the information that reaches ), and YT also gets each element of the deterministic input,
that is, an F-valued function a defined on detin(C') so that for each a € detin(C), a(x) is the
input at the input node . Therefore the knowledge of the adversary Y% is the quadruplet
Z =(V,By, fu,a).

Assume that £ is an arbitrary random variable. For a fixed distribution H of the input,
the knowledge Z of the adversary X, where X = ) or X = Y7, is a random variable. The
distribution of £ from the point of view of the adversary X with knowledge Zj is defined as the
conditional distribution of & with the condition Z = Zy. O

The definition of the adversary Y seems pointless, since Y knows the complete determin-
istic input so we may think that there is nothing to hide from Y*. This is not completely true
since YT may not know all of the probabilistic inputs of C. The adversary )" will be used to
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speak about the randomness in the output of the circuit C' which is coming from its random

inputs.

For the next definitions recall, that if C' is a block F-circuit with k input blocks Iy, ..., [p_1
with blocksizes m, and on block I; the input values are a;;, j = 0,1,...,m — 1, then the
original input or block input is defined as the sequence <Z;n:_01 ag,j, - - - E;”:_Ol aj—1,5). Sometimes

we will consider this sequence as a function g defined on the set {0,1,...,k — 1} such that
g(i) = X7 aiy.

Definition. 1. Suppose that Hj, Hy are f-cylindrical distributions with respect to W, F,
where W = (W, ..., Ws_1) is a finite sequence of finite sets, and F' is a finite field. We will say
that H; and Hy are similar if they have the same base set and the same handle.

2. Assume that & = (£, ...,&—1) is a f-cylindrical random variable with respect to W =
(Wo, ..., Ws_1) and F. ¢ is called pure, if there exists a g € func({1,...,s — 1}) such that for
all sequences a = (ag, ...,as—1) with a; € func(W;, F'), we have that prob(¢ = a) > 0 implies
hy(a,i) = g(i) for i =0,1,...,s — 1.

Remark. Assume that the sequence Wy, ..., W;_1 is the sequence of input blocks of a block
F-circuit C. Then ¢ is pure iff there is only one possible block input (i.e., original input) such
that the value of £ has this block input with a positive probability.

Definition. 1. Assume that § > 0, W = (W, ..., Ws_1), is a sequence of finite sets with
|Wi| = m, for i = 0,1,...,s — 1. Then the set of all functions f such that domain(f) C U—j Wi,
range(f) C F and |domain(f)NW;| < Om for i =0,1,...,s — 1 will be denoted by funcy(W, F).

2. Assume that X is an adversary for a block F-circuit C. If the deterministic input of the
circuit C' is arriving with distribution H then the distribution of the knowledge of the adversary
X will be denoted Dy p. Let Y = advc(e,S) be an e-random adversary, and let X C set(C).
The conditional distribution of the knowledge of the adversary ) with the condition that the
e-random subset that ) is using is the set X, will be denoted by Dy g x, where the input is
arriving with distribution H.

3. Assume that § > 0,¢ > 0,p € [0,1] and Y = adv¢(e,S) is an e-random adversary with
selection function & for a probabilistic block F-circuit C' with block size m and input block
sequence [ = (Iy,...,Ip_1). The adversary ) is called a (0, ¢, p)-cylindrical adversary, if for all
function f € funcy(I, F') we have that with a probability of at least 1 — p, with respect to the
randomization of the e-random set X used by ), the following two conditions are satisfied:

(11) for each fixed deterministic input of the circuit C the corresponding output, from the
point of view of adversary YT = advg(E,S), has a O-cylindrical distribution, with base set
(XUSX))n Ué;é T;, with respect to the sequence of all output blocks (Ty, T1,...,T;—1) and F.

(12) Suppose that Hy, Hy are similar and pure 0-cylindrical distributions for the deterministic
input of C whose common handle is f. Then Dy g, x = Dy H, x-

A set X satisfying conditions (11) and (12) will be called an acceptable set with respect to
adversary ) and handle f. O

Proposition 5 Condition (11), in the definition of a (6, €, p)-cylindrical adversary, implies that
the following condition is also satisfied by such an adversary.
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(13) if the input is arriving with a 0-cylindrical distribution H then the distribution of the
output, from the point of view of adversary Y = adve(e,S), is 0-cylindrical with base set S(X)N

-1
Uizo Ti-

Moreover condition (12) of the definition is equivalent to the following condition, (where the
assumption “H; is pure” is omitted form condition (12)):

(14) Suppose that Hy, Hy are similar 0-cylindrical distributions for the deterministic input of
C. Then Dy,HO,X = Dy,Hl,X-

Proof. The second statement of the proposition is an immediate consequence of the fact
that an arbitrary 6-cylindrical distribution H is a mixture of pure #-cylindrical distributions
H,, a € A with the same base sets and handles.

For the proof of the first statement we use this fact as well. From the point of view of
the adversary ) if the input arrived with distribution H, then the output of circuit C' has 6-
cylindrical distribution G, with base B and handle f. Since B is determined by the function S
and f is determined by the values of the output of C' on the set B, which is known to ), we get
that B and f from the point of view of the adversary ) does not depend on «. Therefore for
all a € A the distributions of the output, from the point of view of ), and with the condition
that the input came with distribution H,, are #-cylindrical with the same base set and handle.
Consequently Proposition 2 implies that if the input comes with distribution the #-cylindrical
distribution H, then the distribution of the output is #-cylindrical from the point of view of ).
Q.E.D.(Proposition 5)

Definition. Assume that § > 0, > 0,p € [0,1] and C is a probabilistic block F-circuit. We
will say that C is a (6, ¢, p)-cylindrical circuit, if there exists a selection function S, such that
Y =adv(b,e,S) is (0,¢,p)-cylindrical adversary for the circuit C. In this case we will also say
that C is a cylindrical circuit with concentration 6, leak probability e, and error probability p.
O

The motivation for the definition of an (6, ¢, p)-cylindrical circuit is the following. Assume
that an e-random adversary is watching the circuit. We want to construct circuits which can
serve as secure components of a larger circuit. That is, we want to define a secure circuit so
that if a larger circuit is put together from several secure circuits then the adversary, with high
probability, will not gain any information about the original input. We claim that “(6,e,p)-
cylindrical circuits” can play the role of “secure circuits” if p is small.

Definition. Assume that C is a probabilistic block F-circuit. Let H = inset(C). If h € H
then we associate with H an indeterminate zj. For each node a of C we define a polynomial
Pa € Flz, | h € H]. We define p, by recursion on the depth of a in the same way as we have
defined the evaluation function y of a circuit. Namely for each input node a, we have p, = z,.
Assume that a is not an input node, the indegree of a is one, a is labelled with “+1”, and there
is an edge pointing from u to a. Then p, = p, + 1. In a similar way if a is labelled by x(—1),
then p, = —py. Suppose now that the indegree of a is 2 and ug, u; are distinct nodes so that
there is an edge pointing from w; to a for ¢ = 0,1. Then according to whether the label of a is
+, or X, we have p, = Py + Duy» OF Do = Duy X Du, -
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The polynomials p,, a € set(C) will be called the evaluating polynomials of the F-circuit
C.

Assume that Iy, ..., I;_1 are the input blocks of the block F-circuit C' and Ty, ..., T;_1 are the
output blocks of the block F-circuit C' of type ((n,m), k,l). We define polynomials Py, ..., P;_1
and Qo,...,Qi—1 by P; = Eheljph = Zhelj zp for j = 0,1,...,k =1, and Q; = ZaEijm
7=0,1,...,1—1. Py,..., Pr._1 will be called the input block polynomials and Qy,...,Q;_1 the
output block polynomials. O

Definition. Assume that f, g are elements of the polynomial ring F[zg,. .., z—1], where F' is
a field. We will say that f and g are functionally equivalent over F, and we will write f =p g,
if for all ag,..,a,—1 € F, we have f(ag,...,ar-1) = g(aog,...,ar—1). Since a field F is fixed in

the remaining part of the paper, “f is functionally equivalent to ¢” or f = g will mean that f
is functionally equivalent to g over the field F' that we have fixed. O

Definition. Assume that Fy(zo,...,25-1),...,F—1(z0,...,2k—1) are polynomials over the
field F. We say that the probabilistic block F-circuit C' of type ((m,n),k,l) computes the
polynomials Fp,..., F;_q, if the following holds. Foralli = 0,1,...,i—1, F;(FPp,..., Px—1) = Qs,
where Py, ..., P;_1,Qo,...,Q;—1 are the block polynomials of C'. O

Definition. a < by, ..., b will mean “a is sufficiently small with respect to by, ...,bg. O

Lemma 3 Assume that the reals €,c¢,6 are chosen so that 0 < ¢ < ¢ K 0 < 1, the integer m

is sufficiently large, and F' is a finite field. Then there exist probabilistic block F-circuits C’i(m),

fori1=20,1,2,3,4,5,6,7 with the following properties:

(15) for i = 0,1,2,3,4,5,6.7, Ci(m) is of polynomial size in m, and graph(Ci)(m), with its
labeling, can be computed in time polynomial in m,

(16) fori=0,1,2,3,4,5,6,7, the circuit C’Z-(m) is (0,¢e,p)-cylindrical, where p = e~ ™,
(17) C’ém) is of type ((m,m),1,1) and computes the polynomial x¢

(18) C’lm) is of type ((m, m),1,2) and computes the polynomials xo, xq

(19) C’Qm) is of type ((m,m),1,1) and computes the polynomial 1 + xg

(20) Cgm) is of type ((m,m),1,1) and computes the polynomial —x

(21) C’4m) is of type ((m,m,),2,2) and computes the polynomials xo, xox1

(22) C’5m) is of type ((m,m,),2,1) and computes the polynomial xox,

(23) C’6m) is of type ((m, m,),2,2) and computes the polynomials xo,xo + =1

(24) C’7m) is of type ((m,m,),2,1) and computes the polynomials x¢ + x1
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(25) for i = 0,1,2,3, the outdegree of each node of graph(CZ-(m)) remains below an absolute
constant.

We will prove this lemma in the following sections.

Remark. We use Lemma 3 for the proof of Theorem 3. Statements (23) and (25) are not
needed for this proof we will use them in the proofs about leak resistant RAMs.

Lemma 4 Lemma 3 implies Theorem 3.

Proof. For the sake of simplicity we prove the lemma first in the special case when the
F-circuit C has no probabilistic input. The proof of the general case can be obtained from this
proof with minor modifications as we will indicate later. (This is only an assumption about the
circuit C, the block circuit C' whose existence is stated in the theorem will be probabilistic.)
Assume that the statement of Lemma 3 is true and an F'-circuit C without probabilistic inputs
is given with the properties described in the assumptions of Theorem 3. For the proof of this
theorem we allow in C an identity gate also called an = gate whose output is the same as its
input. If we allow this in C then we may assume without the loss of generality that all of the =
gates in C have fan-out 1 or 2, all other gates in C have fan-outs exactly 1, and the input nodes
also have fan-outs exactly 1. We may also assume without the loss of generality that the output
of each deterministic input node is the input of an = gate, that is, the deterministic inputs are
simply copied before used. This last assumption will make possible to avoid exceptional cases
in our inductive proof. The part of the circuit C consisting of detin(C) the set of deterministic
input nodes of C and those nodes of C who get their input from detin(C) will be denoted by Cp.
Clearly |Cy| = 2|detin(C)|.

Our assumption about the F-circuit C implies that there exists a sequencence of F-circuits
Co, ..., Ct, such that for each ¢ = 0,1,...,t, set(C;) is an upward closed subset of set(C) with
respect to <¢ (recall that the input nodes are the maximal elements of <¢) and whose edges
and labeling are inherited from C, and the following conditions are satisfied:

(26) Cy is the circuit containing the input nodes and the nodes immediately below them, as

defined above.
(27) set(C;) C set(Ciy1) fori=0,1,..,t—1, and C; =C,
(28) for alli=0,1,....,t —1, 1 <|set(Cit+1)\set(C;)| < 2,

(29) for all i = 0,1,...,t — 1, |set(Cit1)\set(C;)| = 2, implies that the two elements of
set(Cit+1)\set(C;) are equality gates which get their inputs from the same node of C;,

(30) for alli=0,1,...,t — 1, |set(Cit1)\set(C;)| = 1, implies that if a € set(Cit1)\set(C;) is
an equality gate whose input comes from the node b € C;, then the fan-out of b in C is 1.

Such a sequence Cy, ...,C;,...,C; can be easily constructed by recursion on i. The definition
of Cy is given in condition (26). If Cp, ...,C; are already given with the required properties then
let a be a maximal element in the partial orders set <¢ which is not in C;. If a is not an equality
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gate then set(C;y1) = set(C;) U {a}. Assume that a is an = gate and gets its input from the
node b € set(C;). If the fanout of b is one then set(C;y1) = set(C;) U {a}. If the fanout of b
is 2 then let @’ # a be the other node of C which gets its input from b. We claim that o’ ¢ C;.
Assume that contrary to our statement a’ € C;. Let j be the smallest nonnegative integer with
a’ € C;. Since b is an equality gate with fan-out 2 and o’ < b we have that j > 1. We got a ¢ C;
and o' € C;\Cj—1 and a,a’ are both equality gates getting their input from b. This howerver
constradicts to condition (30) of the inductive assumption. Therefore a’ ¢ C;. We define C;14
by Ciy1 =C; U {a, a’}.

We construct the probabilistic block F-circuit C' in the following way. Assume that the input
nodes of C are ag, ..., ar—1. We replace each input node a; of C with an input block I; consisting
of m elements. Then we replace each gate of C by a copy of a block circuit whose existence
is guaranteed by Lemma 3 according to the following rules: for = gates with fan-out 1 we use

C’(()m), for = gates with fan-out 2 we use C%m), for +1 gates we use C’ém), for x(—1) we use Cém),

for x gates we use C’ém), and for + gates we use Cém). We assume that the copies of the circuits
used for these replacements are pairwise disjoint. Assume that the gate x was replaced by the
circuit G(z). If x,y are nodes of C and the ith output of the y is the jth input of x then we
identify the ¢th output block of y with the jth input block of . We extend this rule for the
case when y is an input node of C. (Since the fan-out of each gate is at most the number of
output blocks of the corresponding block circuit, we identify with each input/output element of
a gate with at most one other element, that is, the identification does not extend because of the
transitivity of equality.) This completes the definition of the circuit C. For each i = 0,1, ..., ¢,
C; will denote the block F-circuit that we get from the F-circuit C; with this construction.

By Lemma 3, each circuit that we have used in this construction is functionally equivalent
to the gate replaced by it. Consequently the block F-circuit C; is functionally equivalent to the
F-circuit C; for : = 0,1, ...,t. We show by induction on ¢ that

(31) for alli=0,1,...,t the block F-circuit C; is (0,¢,p’)-cylindrical where p' = |C;le=™.

i = 0. recall that Cy is defined by condition (26). If the input nodes of the circuit C' are
agp, ..., ar—1 then Cy consists of r pairwise disjoint blockcircuits Dy, ..., D1, such that each of
them is a copy of C’ém). To show that Cy is (6, ¢, p)-cylindrical with p = |Cyle™ ™, we have
to show that there exists an (6, e, p)-cylindrical adversary ) for Cy. For the definition such an
adversary ) we have to define its selection function S. According to Lemma 3, each block circuit
D; is (0,e,e”“™)-cylindrical so it has an (6,e,e”“")-cylindrical adversary ); whose selection
function will be denoted by S; for ¢ = 0,1,...,7 — 1. The selection function S is defined in the
following way: for all X C set(Cp), S(X) = UiZy Si(X Nset(D;)).

We show that the adversary ) defined this way satisfies the conditions of (6, ¢, |Cole™“")-
cylindricity. First we choose an e-random subset X of set(Cy). Lemma 3 implies that for each
fixed i = 0,1,...,7—1 with a probability of at least 1 —e~“™ the set X Nset(D;) is an acceptable
set with respect to adversary ), that is, it satisfies conditions (11), (12) of the definition of
(0,e,e™)-cylindricity for the circuit D;. We claim that

cm

(32) if for alli=0,1,...,7 — 1, the sets X N D; are acceptable with respect to Y;, then the set
X is acceptable with respect to ).
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Since X N set(D;), will be acceptable for all i = 0,1,...,7 — 1, the probability that the
assumption of condition (32) is true is at least. 1 —re™“". Consequently condition (32) implies
that Cp has a (0,¢,|Cole”“™)-cylindrical adversary.

For the proof of condition (32) assume that X N D; is acceptable for i = 0,1,...,r — 1. We
have to show that X is acceptable as well, that is, conditions (11) and (12) are satisfied by X
and Cj.

Condition (11) for X and Cy. By the definition of Y1 we may assume that the input of circuit
Cy is fixed and consider the distribution of the output of Cy conditioned with the knowledge
of the adversary which includes the input and the evaluation values of the circuit on the set
full(X US(X)).

We know that the output of the circuit D; has 6-cylindrical distribution from the point of
view of Y*. Let B; be the base set and let f; be the handle of this distribution. We claim
that the output of Cy has f-cylindrical distribution from the point of view of Y with base
set U/ B; and handle J;—} f;, We have to show that conditions (a), (b), and (c) of the
definition of a f-cylindrical distribution are satisfied for the distribution of the output of Cj.
Conditions (a) and (b) follow immediately about the corresponding conditions for the outputs of
D;,i=0,1,...,7 — 1. For the proof of condition (c) assume that a = (a1, ...,a,_1) is the output
sequence of Cy where a; € func(7T;, F) and T = (Tp,...,Tr—1) is the output block sequence of
Co. Assume that g € func({0,1,...,7 — 1}, F') and we consider the distribution of a with the
additional condition hy(a,i) = g(7) for all : = 0,1, ...,7 — 1. The #-cylindricity of the circuits D;
implies that for each fixed i, with the condition g(i) = hr(a,i) and from the point of view of Y;"
the distribution of a; is uniform on the set S; of all extensions of f; onto T;. Since the various
circuits D; are pairwise disjoint their probabilistic inputs are independent. Therefore Y™ and
yj have the same relevant information about the distribution of a;, and so the distribution of
a; is uniform on S; from the point of view of YT and with the condition g(j) = hy(a,j) for
all j = 0,1,...,r — 1. The independence of the probabilistic inputs of the various circuits D,
1=0,1,...,7 — 1 also implies that ag, ..., a,—1 are mutually independent from the point of view
of Y and with the condition g(j) = hr(a,j) for all j = 0,1,...,7 — 1. This completes the proof
of condition (c).

Condition (12) for Cp. Assume that Hy, H; are similar and pure #-cylindrical distributions
with respect to the input block sequence of C' and F', and the input of Cy is arriving with
either distributions Hy or distribution H;. Condition (12) for the circuit D; implies that the
distribution Z;, of the knowledge of the adversary ); of D; is the same for Hy and H;. Since the
various circuits D; are pairwise disjoint their probabilistic inputs are independent so the joint
distribution of Z;, i = 0,1, ..., — 1 is also the same for Hy and H;. Since Z = {Zy, ..., Z,_1} is
the knowledge of ), we get that the distribution of Z is the same for Hy and H;. This completes
the proof of the fact the Cy is (0, ¢,|Cole™™)-cylindrical .

Assume now that 0 < i < ¢, and C;_; is a (0,¢,|C;—1|e”“™)-cylindrical distribution. We
prove that C; is a (0, ¢, |C;|e”“™)-cylindrical circuit.

We consider the case when set(C;)\set(C;—1) is a singleton containing a + gate  which
adds the values calculated at nodes o and 5. The other possibilities for set(C;)\set(C;—1) can
be handled in a similar way. This assumption implies that we get the circuit C; by “gluing”
together the circuits C;_; and a copy D of the circuit C’gm) of Lemma 3. More precisely assume
that the input blocks of D are Iy, I and the output blocks of C;_1 corresponding to the nodes
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a, B of C;_1 are Ty, T1. We get C; by identifying Iy with Ty and Iy with T7.

We proceed in a similar way as in the i = 0 case. To define a (6, €, p)-cylindrical adversary
Y; for C; with p = |C;|le”“™ we have to define a selection function S;. Assume that );_1 is a
(0,¢,|Ci—1|e”“™)-cylindrical adversary for C;_; with selection function S;—; whose existence is
guaranteed by the inductive assumption, and ) is a (6, ¢, e~“")-cylindrical adversary for D with
selection function & whose existence is stated in Lemma 3. Let X be an arbitrary subset of
set(C;). Then we define §;(X) by S;(X) = Si—1(X Nset(Ci—1)) US(X Nset(D)).

Let X be an e-random subset of set(C;). With a probability of at least 1 —|C;_1|e” " —e~ "
the set X N set(C;_1) is acceptable with respect to the adversary ;1 of C;_1, and the set
X N (set(D)) is acceptable with respect to the adversary ) of D. We claim that if both sets
are acceptable, then the set X is acceptable with respect to the adversary ); of C;. To prove
this we have to show that the set X satisfies conditions (11) and (12).

Condition (11). Assume that the deterministic input of Cj is fixed. According to the induc-
tive assumption condition (11) holds for the circuit C;_; and therefore the distribution of the
output a = (ag, ..., as—1) of C;_1 on its output blocks Tp, ..., Ts—1 is f-cylindrical from the point
of view of V;_;. Let B = Uf;& B; be the base set and f = fo U ... U fs_1 be the handle of the
distribution of a, where B; C T; and domain(f;) = B;. Condition (11) implies that the base set
B is uniquely determined by the set X and f is uniquely determined by the knowledge of Y.

Let T be the output block of D. Condition (11) for the the circuit D with the set X:=X N
set(D) implies that the distribution of the output on Ts from the point of view of YT is 6-
cylindrical. Naturally this is a different distribution for each possible input of D which are given
on Ty and T7. However the base set B is uniquely determined by X and the handle is uniquely
determined by the knowledge of ), which includes the set X. Therefore Lemma 2 implies that
from the point of view of ); the distribution of the output on T is #-cylindrical.

We want to show that the distribution of the output of C; on the outputblock sequence
Ts, ..., Ts_1, Wy is f-cylindrical from the point of view of );, with base set B U Uf;Ql B; and with
handle fo U...U fs_1 U f. Conditions (a), (b) of the definition of f-cylindricity immediately
follow from the corresponding conditions for ).

Condition (c¢). We will prove condition (c) of the definition of a #-cylindrical random variable
in the following equivalent form.

(c’) Assume that g € func({0,1,...,s — 1}, F') such that prob(Ay) > 0 where A, is the event
Vi € [0,s — 1], hw(&,i) = g(i). Then for all j = 0,1,...,s — 1, and for all by,...,b;—1 € F if
prob(Vr € 0,7 — 1],& = b, | Ag) > 0, then with the condition Ay AVr € (0,5 — 1],& = b, the
random variables §; has uniform distribution on extensionr(f;, Wy, g(j)), where f; = flw,;ny-

The equivalence of (¢) and (c¢’) is an immediate consequence of the definition of the inde-
pendence of random variables.

Assume that the knowledge of adversary Y7, that is, the deterministic input of C; and the
evaluation values of C; on the set X are fixed and we randomize the probabilistic inputs of
C with these conditions. With respect to this randomization (ag,ai,as,...,as—1), the output
sequence of circuit C;_1 and as the output of D, are random variables. Therefore the output of
C;, is also a random variable. We will denote this random variable by £ = (&, ..., £s—2), where
& = a2,....,§—3 = as_1,§s—2 = as. Let g € func({0,1,...,s — 2}, F) and let A, be the event
Vi € [0,s —2Jhw (&, 1) = g(i), where W = (Ts, ..., Ts_2,Ts). We have to show that condition (c’)
is satisfied with these choices of the parameters. For j < s — 2 the statement of (c¢’) follows
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from the fact that the circuit C;_; is f-cylindrical and so satisfies condition (c¢’). Assume now
that j = s — 2. We have to show that with condition Ay A Vi € [2,s — 1], a; = b;—2 the random
variable as has uniform distribution on the set extensionp(f, B,g(s — 2)). We compute this
distribution using Bayes’ theorem. For each possible fixed value of ag and a; the choice of the set
X implies that the output of D has f-cylindrical distribution. Therefore condition A4 implies
that for each fixed value of ag and aj, the output of D, that is, a5 has uniform distribution on
extension(f, Wy, g(s—2)). According to Bayes’ theorem the distribution of a5 must be uniform
on the same set if we do not fix ag and a;. This completes the proof of condition (11).

Condition (12). It is sufficient to show that if H is a pure #-cylindrical distribution with
base set By and handle fg7, then we are able to generate the knowledge of the adversary ), as a
random variable, with knowing only the pair P = (B, fg). Since X Nset(C;_1) is acceptable
with respect to );_1 we have that the distribution of the knowledge of V;_1 depends only on P,
that is, it can be generated as a random variable depending only on P. Assume now that Z; 1,
the knowledge of Y;_1, is fixed. The fact that X Nset(C;_1) is acceptable with respect to ;1
and Proposition 5 implies that if the input is arriving with distribution H, the output from the
point of view of );_1 has #-cylindrical distribution with base set By U B1 and handle fy U fi.
This implies however, using now the fact that X Nset(D) is acceptable with respect to Y, that
the distribution of the knowledge Z of ) depends only on B and F' therefore we can generate
Z, knowing only Z;_1. Since Z and Z;_1 together uniquely determine Z; the knowledge of ),
we got that the distribution of Z; depends only on By and fr. This completes the proof of
condition (12) and the proof of the i > 0 case in the inductive assumption.

If the boolean circuit C contains probabilistic inputs as well, then we treat them the same
way as if they were deterministic inputs. That is, in the circuit C a new input block J, of size
m will correspond to each probabilistic input node = of C. The input nodes of this block are
probabilistic inputs of C', and their sum will correspond to the random input on the node z. In
the construction of C' we treat the blocks of type J, the same way as if they were deterministic
input blocks. Q.E.D.(Lemma 4)

4.4 Circuits and related linear systems over F

Definition. Suppose that G = {G, = 0| v € T'} is a finite set of equations, where for each
v €I', G5 is a polynomial over the field F'. Then we will say that G is a polynomial system
of equations over the field F', or shortly, G is an F-system. Suppose that the unknowns of the
system G are xp, h € H. An evaluation ¢ of the variables xj; with values in F' is a solution of the
system G, if for each v € I', G (9(z1),...,9(z;)) = 0, where x1, ..., z; are all of the unknowns
occurring in the polynomial G. In this case we will also say that the evaluation 1, satisfies the
system G. O

Definition. If C is a probabilistic block circuit, then blocki,(C) will denote the set of its
input blocks and blockey (C) will denote the set of its output blocks.

2. Suppose that C is a probabilistic block F-circuit of type ((m,n),k,l), and § €
func(blockin(C), F'), and blockin(C) = {lo,...,Ix—1}. The system of equations {P; = d(1;) |
i =0,1,...,k — 1} will be denoted by Z(d), where P;, i = 0,1,...,k — 1 are the input block
polynomials of C'. Assume now that A C set(C), and g € func(A, F'). The system of equations
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{pa = g(a) | a € A} will be denoted by E(g). O

Definition. Assume that I' is a finite set and for each v € ', G (o, ..., 21,0, -, Y1)
is a polynomial over the field F. We say that the probabilistic block F-circuit C' of
type ((m,n),k, 1) satisfies the equation G(xo,...,Zx—1,%0,--.,y—1) = 0, if for all v € T,
Gy(Po,...,Pr—1,Qo,...,Qi—1) =0, where P, ..., P,_1,Qo,...,Q;—1 are the block polynomials
of C. O

For an F-circuit C, the polynomials py, b € C, were created by putting indeterminates
zp, = pp, on the input nodes h of C, and then performing the field operations on the polynomials
as we go down the nodes of the circuits from the inputs to the outputs. The polynomial that
we get on node b is pp. Assume now that a function g € func(A, F) is given where A C set(C).
We modify the definition of p, in a way that if in the recursive process we would have to use

the polynomial p, for some a € A then we will use instead of p, the constant polynomial g(a).

For each b € set(C) we will define this way a polynomial pl()g) . These polynomials will be used

to give an equivalent form of the system £(g) where the function g has a more explicit role.

Definition. Assume that C' is a probabilistic block F-circuit, and H = inset(C). Suppose
further that A C set(C), g € func(A, F). If h € H then we associate with H an indeterminate

zp. For each node b of C' we define a polynomial p,()g) € Flzp | h € H]. (For A = () this will be

the polynomial py defined earlier). We define p,()g ) by recursion on the depth of b in a similar way

as we have defined the polynomial py. For each input node b we have pl()g) = zp. Assume that b

is not an input node.

(9)

Intuitively the definition of p,”’ is the following. We execute the field operation associated
with gate b on polynomials defined in the following way. If an input of gate b in the circuit C' is
coming from an element a € A then the corresponding polynomial will be the constant polyno-

mial g(a). If the input is coming from an element u ¢ A then the corresponding polynomial will

be pq(f] ) which has been already defined. We execute the field operation of b on the polynomials

defined this way and the resulting polynomial is pl()g) .

More precisely pl()g ) is defined in the following way. If the indegree of b is one, and b is labelled

with “417, and there is an edge pointing from u to a for some u € set(C). Then we distinguish

two cases. If u € A then pl()g) =g(u)+1. Ifué¢ A, then p,()g) = p&g) + 1. In a similar way if the
(9)

label is x(—1) then, in the case u € A we have p;”’ = —g(u), and for u ¢ A our definition is
pég) _ _pgg)'

Suppose now that the indegree of a is 2 and ug,u; are distinct nodes so that there is an
edge pointing from u; to a for i = 0,1. First we define a function G on the set {ug,u;} by

G(u;) = g(u;) if u; € A, and G(u;) = pq(fi) otherwise, for 4 = 0,1. Then, according to whether
the label of b is +, or x, we have plgg) = G(up) + G(u1), or pgg) = G(up) x G(uq). O

Lemma 5 Suppose that C is a probabilistic block F-circuit of type ((m,n),k,l), A C set(C),

and g € func(A, F). The system of equations {pt(lg) =g(a) | a € A} is equivalent to the system
E(g) in the sense that their sets of solutions are identical.

Proof. The statement of the lemma is an immediate consequence of the recursive definitions
of the polynomials p,, p((lg). Q.E.D.(Lemma 5)

40



Definition. Assume that C' is a probabilistic block F-circuit of type ((m,n),k,l), and A C
set(C), and the following holds:

(33) for all 6,0" € func(blockiy(C), F), and for all g € func(A, F), the number of solutions
of the system Z(8) U E(g) is identical to the number of solution of the system Z(8") U E(g).

Then we will say that the block input of the circuit C is invisible from the set A. O

Lemma 6 Assume that C is a probabilistic block F-circuit of type ((m,n),k,l), and A C B C
set(C). If the block input of the circuit C is invisible form the set B then it is also invisible
from the set A.

Proof. We will denote the number of solutions of a system of equations E by N (F). Assume
that the block input of the circuit C is invisible from the set B. Let g € func(A,F) and
6 () e func(blocksy(C), F). We have to prove that N'(Z(6(0)UE(g)) = N(Z(6M)UE(g)).
Let H be the set of all extensions h of g onto B with values in F. By 5 we have that for all
3 € 40,1}, N(Z(69)YUE(g)) = Shen N(Z(6Y)) UE(h)). The assumption that the block input
of C' is invisible from the set B implies that for each fixed h € H we have N (Z(6@) U E(h)) =
N(Z(6M) U E(h)) which implies the required equality. Q.E.D.(Lemma 6)

Lemma 7 Assume that > 0,e > 0,p € [0,1] and Y = adv¢(e,S) is an e-random adversary
with selection function S for a probabilistic block F-circuit C' with input block sequence I =
(Ip,...;Is—1), and f € funcy(I, F'). Then, for each fized set X C set(C) the following condition
implies condition (12) from the definition of a (6, ¢, p)-cylindrical adversary:

(34) the block input of the circuit C is invisible from the set domain(f) U full(S(X))

Remark. Condition (34) implies that condition (12) holds not only for the function f but also
holds with f:=g, where g is an arbitrary F' valued function with domain(g) = domain(f). O

Proof of Lemma 7. Assume that Hg, H; are similar and pure #-cylindrical distributions
for the deterministic input of C' and f is their common handle. Let Y = base(Hp) =
base(H;) = domain(f). Our assumption is that the block input of of C is invisible from
the set Y U full(S(X)). The definition of a pure #-cylindrical distribution implies that the
probability that the knowledge of ), that is, (V)Y f), takes a certain value can be expressed
from the number of solutions of a system of polynomial equations over F. This is true since
Q.E.D.(Lemma 7)

We will frequently use the following well-known fact.

Proposition 6 Assume that two inhomogeneous system of linear equations over a finite field
are identical with the exception of their inhomogeneous parts. If both of them has at least one
solution then their numbers of solutions are the same.

Proof. The number of solutions of both systems is identical to the number of solutions of
the corresponding homogeneous system. Q.E.D.(Proposition 6)

Definition. A linear term of a multivariate polynomial is a term of the polynomial which
contains only a single indeterminate, and the degree of this indeterminate is 1. O
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Proposition 7 Assume that E is a finite set, and for all a € E, q is a polynomial over the
finite field F', so that its constant term is 0, and U is the set of indeterminates in the polynomials
Go, @ € E. Assume further that there exist sets Fg, F1 C E, Uy,U; C U so that the following
conditions are satisfied:

(35) {Eo, Er} is a partition of E, and {Uy, U1} is a partition of U,

(36) all of the polynomials in the set By = {qo | a € Ey} are linear polynomials and may
contain indeterminates only from the set Uy

(37) the indeterminates of Uy may occur only in the polynomials of the set E1 = {qo | @ € E1}
and only in linear terms,

(38) for each ¢ € func(E, F), if the system of equations q, = ¢(a), o € E has at least one
solution in F', then every solutions of the system q, = ¢(«), a € Ey can be extended into a
solution of qo, = p(a), a € E in F.

Then, for all v, € func(E, F) if both systems qo = p(a), o € E and ¢, = YP(a), o € E
have at least one solutions in F', then they have the same number of solutions in F'.

Proof. Assume that the systems ¢, = ¢(a), @ € Ey and ¢, = (), o € Ey both have a
solution in F'. Since they are linear, Proposition 6 implies, that they have the same number
of solutions in F'. Therefore it is sufficient to show that if ¢ is an arbitrary evaluation of the
unknowns in Uy which is a solution of ¢, = ¢(«), @ € Ep, then the number of extensions of ¥ into
a solution of the system ¢, = p(a), @ € F1 does not depend on ¢. This is however a consequence
of the fact that, for a fixed ¥, the system FEj is linear in the variables in U;. According to condition
(38) this system always have a solution, therefore the linearity and Proposition 6 implies that
the number of its solutions does not depend on 9. Q.E.D.(Proposition 7)

Definition. 1. Assume that Fis a field, H is a finite set, for each h € H, z;, is an indeterminate,
G C H and f is an element of the polynomial ring F[z, | h € H]. ling(f) will denote the
polynomial in F[zj, | h € H| consisting of those terms of f which are of the form vz, for suitably
chosen v € Fand g € G. If Y C Flz, | h € H] then 1ling(Y) will denote the vectorspace
generated by the set {ling(f) | f €Y}

2. Assume that B C Fzj, | h € H| and G C H. The G-dimension of the set B will be the
dimension of 1ing(B) over the field F. This number will be denoted by dimg(B). O

Definition. 1. Assume that o € func(inset(C), F'), and
G = {G’Y(J?O"'-axk—lvy()?'"ayl—l) =0 | v E F}

is a polynomial system of equations over F. We say that o satisfies the system G, if af-
ter substituting o(h) for z;, for each h € inset(C), the value of all of the polynomials
Gry(Po, ey Pr_1,Qo, . .. ,Qlfl), v eI is 0.

2. Assume that f, g are functions so that domain(g) C domain(f). ffg will denote a func-
tion defined on domain(f), so that fhg is identical to g on domain(g) and identical to f on
domain(f)\domain(g).

3. Suppose that ¢ is a polynomial over the field F' containing the indeterminates zp, h € H,
and f € func(H, F'). Then q|,, _ () is the value that we get, if in the polynomial ¢ we substitute
f(h) for the indeterminate zj, for all of h € H. O
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4.5 Percolative circuits

Definition. 1. Recall that the set of input/output blocks of a block F-circuit C' is denoted
by blockin(C)/blockeyt (C). We will use the notation blockio(C) = blockin(C)Ublockeyt (C)
for the set of all input and output blocks together.

2. Assume that o € func(inset(C), F). ¢(°"®) will denote the function defined on outset(C)
which describes the output of the circuit C' at input o. (Equivalently we may define o) for
each a € outset(C), by o(°®)(a) = X((,C) (a) = palz,—o(n)-) The function defined on detin(C') U
outset(C) so that it is identical to o on detin(C), and identical to ¢(°®*) on outset(C') will be
denoted by ¢(39). 5(n) will denote the function so that (™ (.J) is defined iff J € blocksy(C),
and ¢ (J) = Sy, 0(b). %) will denote the function so that (°%*)(.J) is defined iff J €
blockeyt (C), and ) (J) = ., 0®)(b). 5(1°) is the common extension of the functions
(1) and (°"%) to the set blockso(C).

3. Assume that 9 is a function defined on the set blockio(C), blockin(C) = {Io,..., Ix_1},
blockeyt (C) = {To,...,T;—1}, and G(zg,...,2k_1,Y%0,---,Yy—1) iS a polynomial over F. We
will say that o satisfies the polynomial system of equations G = {G, = 0 | v € T'}, with
respect to the indicated orderings of the input and output blocks, if for all v € I" we have
G7(0(10)7 T 719(]’]?71)7 19<T0>7 cet 719(Tlfl)) =0.

Suppose now that 7 is a function defined on a set containing detin(C) U outset(C). We
define a function 9, on blockio(C) by ¥,(J) = > ,c;7(z), for all J € block;o(C). We will say
that 7 satisfies the system G, with respect to the indicated orderings of the input and output
blocks, if this is true for the function 9,. In both cases we will always assume, that orderings
of the input and output blocks are fixed for each circuit and we are considering only these fixed
orderings. Therefore the expression “with respect to the indicated orderings” will be omitted.
O

Motivation. Assume that C' is a block F-circuit and an adversary knows the values of the
evaluation function x(©)(z) if z € A, where A C set(C). Suppose further that the circuit
satisfies a system of polynomial equations I'. The following definition expresses a property of
the set A, which essentially say that this knowledge of the adversary does not mean too much.
Namely this property, called A, I'-percolativity will say that there exists a large subset X of the
input nodes and output nodes together, such that if on X we change the evaluation function in
a way which is compatible to I', but otherwise arbitrary, then what we get is still compatible
with the knowledge of the adversary in the sense that with the new changed input values the
probability of the new output values is not 0 from the point of view of the adversary. We will
show later that the adversary cannot distinguish the original inputs g and ;1 of certain circuits,
by showing that their probabilities, from the point of view of the adversary who knows the
evaluation values on the set A, can be expressed by the number of solutions of systems Eg, Fy
of equations over F. Using the results about polynomial systems proved in the previous section,
we only have to show that if one of the systems has a solution then the other system also has
a solution. The notion of A, I'-percolativity will be used for this purpose, it will help us to
construct a solution of £y from a solution of Ey. The unknowns of these systems will be the
inputs of the circuits both deterministic and probabilistic, corresponding to the two original
inputs dg, 01.
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Definition. Assume that m,n, k,[ are positive integers, C' is a probabilistic block F-circuit of
type ((m,n), k,1), which satisfies the system of polynomial equations I" over F'. Suppose further
that A C set(C), Iy,...,Ir_1 are the input blocks and Ty, ...,T;_1 are the output blocks of
C. We will say that the circuit C is percolative with respect to A and I', or A, I'-percolative, if
there exists a set X C detin(C)Uoutset(C), so that the following two conditions are satisfied.

(39) Foreachi=0,1,....k—1, | XNL| > 3|L|, and for allj=0,1,...,1-1, |XNT}| > 3|Tj|.

(40) For all o € func(inset(C), F), and for all k € func(X, F), if 014k satisfies the system
T, then there exists a p € func(inset(C), F) so that p(1°) = ok and for all a € full(A),

we have X((;C)(a) = XS;C) (a).

O

Remark. The assumption that o1 px satisfies T’ does not follow from the assumption that
C satisfies T', since the values of ¢(3°)fx on the input nodes and output nodes of C' are not
necessarily identical to the values of any evaluation function of C' on these nodes. O

4.6 The copying circuit

We will assume that the reals €, ¢, 6 are chosen so that 0 < ¢ € ¢ < 0 < 1, m is a sufficiently
large integer and F' is a finite field. (Recall that a < b stands for a is sufficiently small with

respect to b.) We define a probabilistic block F-circuit an:), of type ((m,m),1,1), which
computes the polynomial z, so that the circuit is (6, e, p)-cylindrical, where p = e~“"*. This
circuit will be called the copying circuit since its block input, the sum of the deterministic
input values, is the same as its block output, the sum of the output values. We can say that it
simply copies the block input. However the deterministic input as a sequence of length m, with
high probability, will be different from the output sequence. Of course, the computation of the
function z is trivial, if there are no other requirements, the output could be the same as the
input. The (0, ¢, p)-cylindricity however, excludes this and other very simple solutions.

The circuit Cy,’ will be needed in the construction of other (6, ¢, p)-cylindrical circuits of
type ((m,m), k,1) whose existence is stated in Lemma 3.

Definition. 1. Assume that G = (V, E) is a graph and A C V. N(A) will denote the set of
all points x € V with the property that there exists an a € A, such that either a = x or = is a
neighbor of a.

2. Assume that, d,m are positive integers, « > 0 is a real, and G = (V, E) is a d-regular
expander graph on the set of vertices V' = {0,1,...,m — 1} with expansion factor 1 + «, that
is, for each A C V with |A] < & we have N(A) > (1 + «)|A|. We will call such an expander
graph a (d, 1 + «)-expander on m vertices. If we say that a graph is a (d, 1 + «)-expander on m
vertices, we will also assume that the vertex set is the set {0,1,...,m — 1} unless we explicitly
state it otherwise.

The copying circuit that we define below will depend on the graph G so we will write CE)G

for Cg,? ) if we want to emphasize this dependence. Ci )G has m deterministic input nodes and

%dm probabilistic input nodes. We associate each probabilistic input node with an edge of G,
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so we will consider the probabilistic input as a function v € func(E, F). Cf: )G will be a type

((m,m),1,1) circuit, therefore it will have a single input block and a single output block. The
deterministic input nodes will be denoted by gq, . . ., om—1 and the output nodes by 7y, ..., Tn_1.
With each edge e € E of the graph G we associate a probabilistic input node G, of C,,,. There are
no other probabilistic input nodes. If we say that 6 = (dg,...,0m—1) € F™ is the deterministic
input, the function v € func(FE, F') is the probabilistic input, and v = (vy,v1,...,Vpm_1) € F™
is the output, then we mean that J; is given at the node g;, for i =0,1,...,m — 1, y(e) is given
at the node G, for all e € E, and v; appears at the node 7Z; for i =0,1,...,m — 1.

Assume that dg, ..., 0n—1 is the deterministic input and v € func(E, F) is the probabilistic
input. Using the operations + and multiplication by —1, both in F', we define the output
Vo, V1, - - -, Um—1 in the following way:

vi =0+ {7((6,9) | (.)€ EAi<j}+ Y {=((i,7) | (i,j) € EAi > j}

that is, the output bit at 7; is the sum of the random values v((4, 7)) attached to the edges whose
smaller incident vertex is ¢, minus the sum for the edges where ¢ is the larger incident vertex.
We construct the circuit C = Cg; )C;, using only + and (—1)x gates, which computes the
described value of v, given § and y as deterministic and probabilistic inputs.
Foreache € F, CE;)G has a (—1)x gate we, which computes —y(e). For the the computation

of the output bit v;, CS)G uses d “+7 gates go; >c 91, >C --- >C gd—1,; = 7; which compute

the sum in the definition of v; using ;, y(e) or —v(e) for the edges e = (j,4) € E. This completes

the definition of the circuit C7(n:7 )G |
)

We will use later the following immediate consequence of the definition of Cf:’ G-

Proposition 8 Assume that C = Cﬁnz)G is a copying circuit, where G = (V, E) is a d-regular

graph. Then ]set(Ci)G)’ = m + 2md, and for each b € set(C) the set {x € set(C) | x >¢ b}
has at most 3d+1 elements and the set {x € set(C) | x >¢ b}Nrand(C) has at most d elements.

Proof. There are m deterministic input nodes, %md probabilistic input nodes G, and for each
of them a (—1)x gate w,. All of the remaining gates, including the output nodes are the gates
95i,3=0,1,...,d=1,9=0,1,...,m—1. This gives |C£§g| = m+%md+%md+md = m+2md.

For every a € set(C) there exists an output node 7;, i € {0,1,...,m — 1} so that a >¢
7;. Therefore it is sufficient to prove the lemma in the special case when b = 7; for some
i =0,1,...,m — 1. The construction of Cf:)G implies that for all x >¢ 7; there exists an
e=(i,j) € Eand ak € {0,1,...,d — 1} so that one of the following conditions are satisfied:
(i) z = g, (i) * = gx,, (1) 2 = G, (iv) * = w,. Case (i) contributes one element, case
(ii) contributes d elements (including 7;), and case (iii) also contributes d elements, case (iv)
contributes at most d elements. This implies that there exists at most 3d + 1 choices for the
element © >¢ 7;. When we estimate the number of elements of {x € set(C) | + >¢ b}Nrand(C),
then cases (i),(iii),(iv) must be excluded, so we get the upper bound d. Q.E.D.(Proposition 8)
Lemma 8 For all positive integers m,d and for all d-regular graph G if Cﬁnzz; is a copying
circuit then the following holds:
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(41) if do,...,0m—1 is the deterministic input and vy, ..., Vm—1 is the output, then Y 7 Ls, =
m—1

o Vi C’onsequently Py(d0, .-, 0m—1) = Qo(do,- .. ,5m_1) where Py is the only input block
polynomial, and Qq is the only output block polynomial of Cgf)

Proof. Condition (41). The definition of ct )G implies that for each fixed pair 7, j with 7 < j,
we have a y((7, 7)) term in the definition of v; and a —v((4, 7)) term in the definition of v;. v((4, j))
does not occur in the definition of any v, with k ¢ {4, j}. Therefore Z?;Ol v, = Z?;Ol d;. Using
this identity the statement about the input block and output block polynomials are immediate
consequences of their definitions. Q.E.D.(Lemma HO)

For the proof of the fact the copying graph is (6, e, p)-cylindrical for certain choices of the

graph G Cf; )G we will need the following Lemma about expander graphs.

Lemma 9 Assume that n,d are positive integers and « is a positive realnumber. Suppose

further that G = (V, E) is a d-regular graph with n vertices and for all X C V' with at most

vertices we have that [N (X)| > (1+«)|X|. Assume further that B C V with n— (14 £)|B| > 0.
n

Then VA\B has a connected component containing more than § points. Moreover, if C is the

unique connected component of V\B with more than § point, then |C| > n — (1 + )\B|

Proof. Let C1,...,C} be all of the connected components of V\B which contain at most %
elements. Since for each i = 1,..., k, C; is a maximal connected set in V'\ B we have N (C;)\C; C
B. According to the assumptions about G in the lemma, |C;| < % implies that |N(C;)\C;| >
a|C;|. Since the graph is d-regular, each point of B is in the set N(C;) for at most d different
values of i. Consequently Y3 a|Ci| < Y3y [N(Ci)\Ci| < d|B| and therefore 3 |G| < &|B].
We get that if C = V\(BUC 1 U...UCy) then |C| > n— (1—1—%)\B|. According to the assumptions
of the lemma n — (1+ g)]B| >0, and so |C| >n—(1+ g)]B| > (0. Consequently the definitions
of C1,...,Cy imply that C is the unique connected component of V'\ B with more than  points
and with the claimed lower bound on its size. Q.E.D.(Lemma 9)

Lemma 10 Assume that n,d are positive integers o > 0, the graph G is a (d,1+ «) expander
on the set of vertices V.=4{0,1,...m—1}, and C = Cif,)a is the copying block F-circuit defined
from the graph G. Suppose further that A C set(C), and m > d(1 + %)|A| Then there exists
a set D C{0,1,...,m — 1}, so the if Pp is the set of all probabilistic input nodes G; ; of C with
1,7 € D, then the following conditions are satisfied:

(42) for allx € A and y € Pp, we have x Loy
(43) |D| > max{%,m —d(1+ & 4| Al}

(44) Assume that we fix all the deterministic inputs of C' in an arbitrary way and also fix all
of the probabilistic inputs of C' as well in an arbitrary way, with the exceptions of the ones
belonging to the probabilistic input nodes in Pp. Then there exists an a € F and a ¢ €
func({0,1,...,m — 1}\D, F) such that if we randomize the probabilistic inputs at the nodes of
Pp independently and with uniform distribution, then the following holds. The output of C, as a
function defined on the set of output nodes outset(C), is uniformly distributed on the set of all
functions p such that for alli € {0,1,..m}\D implies p(7;) = (i) and 3 couser(c) P(T) = a.
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(45) The set D is a connected subset of the graph G.

The following definition, using the set of whose existence is claimed in this lemma, will be
used later in the construction of the multiplication circuit.

Definition. Assume that C' = CE; )G is a copying circuit and A C C. We arbitrarily select and
fix a set D satisfying the conditions of Lemma 10. The set the set of all output nodes 7; of C'
with ¢ € D, will be denoted by exit(A, C).

Corollary 4 if a set D C {0,1,...,m — 1} satisfies conditions (42) and (45) then it also satisfies
condition (44), and for all positive integer j, with j < |D|, it has a subset D’ with |D'| = j
which also satisfies conditions (44) and (45) with D:=D’.

Proof of Lemma 10. Assume that a set A is given with A C set(C)\detin(C), and m >
d(l+ g)|A[ Let B be the set of all i € V = {0,1,...,m — 1} so that there exists a j € V and
abe A with G; ;) > y. According to Proposition 8, each fixed y € A has at most d upper
bounds in X, therefore |B| < d|A|. Lemma 9 implies that V\ B has a connected component D
with at least max{%, m — (1 + %)|B\} > max{%,m—d(1l+ g)|A|} elements. We claim the set
D satisfies all of the conditions of the Lemma. The construction of D already guarantees that
conditions (42), (43), and (45) are satisfied by D. For the proof of condition (44) we need the
following.

Definition. If V is a finite set and F is a finite field then funcy(V, F) will denote the set of
functions f € func(V, F) with Y, oy f(z) = 0.

Proposition 9 Assume that F' is a finite field G = (V, E) is a connected graph, without loops
and multiple edges, V.= 0,1,....,n — 1, and for all integers i,j with 0 <1i < jn, and (i,j) € E, a
function 1, ; € func(V, F) is defined by (i) = 1,9(j) = —1 and for allk € {0,1,...,n—1}\{¢, 5},
(k) = 0. Let Ug be the vectorspace generated by all of the functions ., e € E. Then
Ve = funcy(V, F).

Proof. Clearly ¢ C funcy(V, F). We prove ¥ = funcy(V, F') by induction on n. Let x be
an arbitrary point of V', and let y be an element with a maximal distance from z. Clearly W =
V\{y} is a connected subset of V', therefore by the inductive assumption ¥ = funco(W, F),
where G’ is the restriction of the graph G to the vertex set W. Since G is connected there
exists a z € W with (z,2) € G. 9, .) and funco(W, F') together clearly generate func(V, F).
Q.E.D.(Proposition 9)

Proposition 10 Assume that ag,...,ax_1 generate V, where V is a vectorspace over a finite
field F. If x € F, then the number of sequences (g, ...,ax—1) € F with Zf:_ol a;a; = x does not
depend on the choice of the element x.

Proof. The set of all sequence with the given property is a coset of the subspace containing
all sequences whose sum is 0. Q.E.D.(Proposition LL4)
Proof of Lemma 4 continued. Using Proposition 9 condition (44) is an immediate consequence

of the definition of the circuit CT(; )C;, and the fact that D is a connected set. Indeed changing
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the input values corresponding to the input nodes in Pp we may change the output in any way
on the set {7; | i € D} provided that we do not change the sum of the output values. Clearly
the output values outside this set remain unchanged. The uniformity of the distribution follows
from Proposition 10. Q.E.D.(Lemma 10)

Proof of Corollary 4. The first statement of the Corollary holds since in our proof we have
used the lower bound on |D| only to show that (43) holds, but is was not needed for (44). The
second statement is a consequence of the fact that for each connected graph G with n elements
and for each j € [1,n], G has a connected subgraph with j elements. Q.E.D.(Corollary LL2)

Lemma 11 Assume that m > 2, C' = Cq(:)G is an (d,1 + «) copying circuit, and A C set(C)
with the property that m > (3d + 1)|A|. Then the block input of C' is invisible from the set A.

Proof. Suppose that g € func(A, F) and for all s € F, 6(3) is the function which assigns s to
the single input block of C. We have to show that the number of solution of the system Z(5(*))U
E(g) does not depend on the choice of s € F. The fact that we have not used multiplication

gates in the definition of Cg; ) implies that all of these systems are linear. Moreover only their
inhomogeneous part depends on s. Therefore according to Proposition 6 it is sufficient to show
that if one of these systems has at least one solution then each of them system has at least one
solution.

Assume that p is an evaluation of the unknowns z;, i =0,1,...,m —1, z., ¢ € E, which is a
solution of the system Z(6(9)) U &(g) for some s € F. (Here for the sake of brevity we wrote z;
instead of z,, and z. instead of zg,.) Let s’ be another arbitrary element of F'. We show that
Z(6)) U &(g) also has a solution.

The assumption m > (2d + 1)|A| and Proposition 8 imply that there exists an integer
iop € {0,1,...,m — 1} so that for all a € A, p;;, 2c a. We define an evaluation o of the
unknowns by o(z;,) = p(zi,) + 8 — s, and o(z1) = p(zp) if h € EU ({0,1,...,m — 1}\{io}).
Clearly Z;”:_Ol o(zj) =5 —s+ Z;”:_Ol p(z;) = &, that is, o is a solution of Z(6*'). The choice of

the element a, and the definition of the polynomial p&" ) implies that, p&") does not contain the

unknown z;,, and consequently if we evaluate pgg ) according to p and o we get the same element
of F. This implies that o is also a solution of £(g). Q.E.D.(Lemma 11)

Lemma 12 Assume that d is a positive integer, o > 0, and the reals ¢,c,0 are chosen so that
0 < ekl K a,d, the integer m s a sufficiently large, F' is a finite field, and C' = ng)G
is the copying circuit, where G is an (d,1 + «)-expander on n vertices. Then the circuit C 'is
(0, ¢, p)-cylindrical, where p = 27,

Proof. We have to define a (0,¢,p)-cylindrical adversary ) for the circuit C. For the
definition of the selection function S of adversary Y let X be a subset of C. If m > d(1 + )| X|
then let D be the subset of {0,1,...,m — 1} whose existence is guaranteed by Lemma 10 with
A:=X. Otherwise D = (). We define S(X) by S(X) = {7; | i € D}. This, by the definition of
D implies (X Noutset(C)) C S(X). We have to show that this definition satisfies conditions
(11) and (12) from the definition of (6, , p)-cylindrical adversary with p = 27",

First we give an upper bound on an e-random subset X of set(C). Let § > 0 be such

that 0 << 8 << a,d. Chernoff’s inequality implies that , with a probability of at least 27,
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|X| < BOm. We show that such a set X is acceptable with respect to adversary ). Since
|X| < pm, and  is sufficiently small with respect to d and «, condition (43) of Lemma 10
implies that |[D| > 1 — #m and so |S(X)| < Om.

Condition (11) is an immediate consequence of condition (44) of Lemma LL1. Condition
(12) follows from Lemma 11. Q.E.D.(Lemma 12)

Lemma 13 Assume that d is a positive integer, o > 0, € > 0 is sufficiently small, m is
a sufficiently large positive integer, C = wa?)G is a (d,1 + «)-copying circuit, A C set(C),

|A| < em and T is the system of equation consisting of the only equation Py = Q. Then the
)

circuit CgG is A, -percolative.

Proof. Since |A| < em and € > 0 is sufficiently small with respect to d and « the set A
satisfies the assumptions of Lemma 10. Let D be the set whose existence is stated in that
lemma. We define the set X whose existence is required in the definition of percolativity by
X = Ujep{pi, 7i}. We claim that conditions (39) and (40) are satisfied by the set X. Condition
(39) is a consequence of the lower bound (43) of Lemma 10 and the assumption |[A| < em.
Condition (40) is a consequence of condition (44) of Lemma 10. Indeed, this implies that the
values of the probabilistic inputs on the input nodes in Pp can be selected in a way that the
output outside X does not change and the output on X N outset(C) can be arbitrary with
the only restriction that the sum of all output values must be the same as the sum of all input
values. Q.E.D.(Lemma 13)

5 Trees

In this section we will use the definitions about trees stated in Section 3.3. We will also prove
Lemma 1 and Lemma 14 which were stated in that section. We need these results about trees
before we continue the definition of the block F-circuits whose existence is claimed in Lemma
3. These two lemmas and Lemma 17 which will be formulated in this section (also about trees),
will be important for proving the (6, e, p)-cylindricity of the multiplication circuit that we will
define later. We start with the proof of the two lemmas that were stated in section 5.

Proof of Lemma 1. We prove the lemma by induction on j. For j = 0 the only element of L;
is tg, therefore the two sides of the equality in the conclusion of the lemma are identical. Assume
now that the lemma holds for j—1. Then we have A(to)(A(lto) +A(rto)) = >per,; , AMw)(A(w)+
Alrw)) = Xwer, , [Mw)A(dw) + Mw)A(rw)]

By assumption (3) of the lemma for each w € L;_; we may replace the first occurrence of A(w)
in the last expression by A(ro(w)) + A(r1(w)) and its second occurrence by A(ra(w)) + A(rg(w)).
We get

X(t0) (A1) +A(x10))) = Tuer, [ (ro(w))+ A(r (w)))A(lw) + (A(ra(w)) + A(ra(w)))A(xw)]

Each t € L; is either of the form of lw or rw for some w € L;_; and we get each t exactly
once this way. Moreover if ¢ = lw, then ro(w) = lt, r(w) = rt, if t = rw, then ro(w) = lt,
r3(w) = rt, therefore the last equality implies the conclusion of the lemma. Q.E.D.(Lemma 1)

In the proof Lemma 2 we will handle the even and odd levels of the tree separately. The
following lemma is formulated about the even levels, but will be equally applicable to the odd
ones.
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Lemma 14 Assume that, € > 0, d is a positive integer, T is a tree of depth 2d and A’ is a
random subset of Log_1 so that all of the events x € A’, x € Log_1, are mutually independent,
and prob(x € A') < e for allx € Log. Let A={a € Loy | Fb € A';a <7 b}.

Then the probability of the following event is at least 1 — (4z€)2d_1 :

For all functions X' defined on A with values in the field F, if X' has a well-balanced extension
to Eé%) = ?:o Lo;, then for each 6 € F, N has a well-balanced extension \ to L'g%), so that
A(to) = 9, where tq is the root of the tree.

Corollary 5 Suppose that we define the set A of the lemma as a random subset of Log so that
the events x € Log are mutually independent and prob(xz € A) < e. Then the probability of the
event described in the last paragraph of the lemma is at least 1 — (25)2d

Proof. In the proof of this lemma “well-balanced” will always mean “well-balanced on Lgo),,'
Let B be the event described in the lemma. We have to show that prob(B) > 1 — (45)2d. We
will show that if B does not hold then we have the following:

There exists a subset D of Ty = Egc)l) with the following properties:

(46) to e D

(47) For eachi=0,...,d—1, ift € LoD then there exists exactly two elements u € Loj 1o N D
so that u < t. Moreover, either ro(t) € D Ari(t) € D, or rao(t) € D Ars(t) € D.

(48) LogynD C A

First we show that the probability that such a set D exists is at most (46)2d. Conditions
(46) and (47) imply that for each i = 0,1, ...,d we have |Lg; N D = 2¢|.

According to condition (47) we have |D N Lg;| = 2%, i =0,1,...,d — 1, and for each t € Ly;,
1 =0,...,d — 1 the two elements u of Lo;1o N D with u < ¢ can be selected in 2 different ways.
Consequently the number of sets D satisfying conditions (46) and (47) is 922°-1,

For each fixed D satisfying conditions (46) and (47) the probability, for the randomization
of A, that D satisfies condition (48) as well is at most gzll2a1NDl = 271

Therefore the probability that there exists a set D with properties (46), (47), and (48) is at
most 22° 12271 < 42712277 = (4¢)2”,

Now we show that =B implies the existence of a set D with properties (46), (47), and (48).

Assume that a function X defined on A is fixed so that it has a well-balanced extension to
To.

For each t € T';, M; will denote the set of all x € Ty with x < t. We say that a function p,
defined on M; with values in F, is well-balanced on M; if for alli =1,...,d—1 and w € M; N Lo;
we have p(w) = p(ro(w))+p(ri(w)) = p(ra(w))+p(rs(w)). According to this definition, ¢t € Log
implies that every F-valued function defined on M; = {t} is well balanced.

At € Ty, will be called a free element of T} if for each § € F there exists a well-balanced
function p on My so that p and X are compatible (identical on the intersection of their domains)
and p(t) = 4.

We claim that
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Proposition 11 ift € Ly; for some i =1,....,d — 1, and t is not free then either both ro(t) and
r1(t) are not free or both ro(t) and r3(t) are not free.

Proof. Let p; = r;(t) for i = 0,1,2,3. The four sets M,,, i =0,1,2,3 are pairwise disjoint.
Assume that contrary to our claim there exist k£ € {0,1} and [ € {2,3} so that p; and p; are
free. We may assume that e.g., K =0, [ = 2. We will show that this implies that for each § € F,
X\ has a well-balanced extension k to M; so that x(t) = 6. Let u be a well-balanced extension
of X to Tp. « will be identical to p on M), and M,,. Since pg is free there is a well balanced
extension k' of X' to M), so that x’'(pg) = d — p(p1). In the same way we get a well-balanced
extension £” of A onto M,, so that " (p2) = — u(p3). x will be the unique function on M; so
that k() = 0, & is identical to p on M, U M,,, and « is an extension of both x' and x”. The
definitions of " and «” imply that x is well-balanced on M; in contradiction to the assumption
that ¢ is not free. Q.E.D.(Proposition 11 ).

Finally if we have =B, then clearly the element ?y is not free.  Using Proposition 11 we
can construct recursively a set D consisting of elements which are not free, so that D satisfies
conditions (46), (47), (48). Q.E.D.(Lemma 14)

The proof of Corollary 5 is almost identical to the proof of the Lemma. We get the better
bound on the probability, since | DN Lag| = 2|D N Lag—1|, and so our upper bound on probability
that the random set A of the Corollary contains D N Loy is much smaller, than the upperbound
on the probability that the random set A’ of the Lemma, contains D N Log_1.

Proof of Lemma 2. The Lemma is an immediate consequence of Lemma 14. We consider
only the case when d is even, say, d=2d’, the d = 2d’ + 1 case can be handled in a similar way.
We apply Lemma 14 three times in the following situations. (a) The even levels of the tree T
with d:=d’. We get a function \g with \o(tp) = dg (b) The even levels of the tree 7', where T’
consists of all of the nodes x € T' with « <7 lt;. We get a function A\; with A;(Itg) = dp (c) The
even levels of the tree T”, where T"” consists of all of the nodes x € T with z <7 rt;. We get a
function Ay with Ag(rtg) = d2. The common extension of the functions Mg, A1, and Ay will be .
Since all of the functions A;, j = 0,1, 2 were well-balanced on their domains A is well-balanced
too. Q.E.D.(Lemma 2)

Lemma 15 There exist a > 0,08 > 0 so that for all sufficiently large integer n we have the
following. Assume that &1, ..., &, are independent random variables with 0, 1-values, aq, ..., a, are
reals in the interval [0,1], prob(§ = 1) = p, fori=1,...,n, S =3 1" a;, and 0 = Y ;- &a;.
Then with a probability of at least 1 — n~% we have that |p% -7 < nb.

In the proof of Lemma 15 we will use the following lemma about the sum of independent
random variables. For a proof see [14], Corollary A.7. in Appendix A.

Lemma 16 Assume that Zy, ..., Z, are independent random variables with prob(Z; = 1) = p,
prob(Z; =0) =1—p fori=1,...,n, where p € (0,1, and Z = Z1 + ... + Z,. Then, for all
a >0, prob(|Z — pn| > a) < 2e~¢*/,

Proof of Lemma 15. T =p2 — 2 =7 L(pq .fzaz) We partition the set {1 .,n} into
| =

1
n
pairwise disjoint classes C1, ..., Cy. Suppose |C; Then T = Z] 1E ZZEC’ v L(pa; — &ay).
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l,%,(pai — &;a;), it would be

sufficient to show that if the constants a > 0,3 > 0 are sufficiently small then for each fixed
j =1,...,d, with a probability of at least 1 — d~'n~%, we have |U;| < n=0. Although this will
not hold for the classes C; that we will define later, but the following weaker condition will hold:
For all j = 2,....d, |Uj| < %n_ﬁ and “LU; < n7s. Clearly this is also sufficient for the
conclusion of the lemma.
Let I; be the interval ((1 — rf%)”l, (1— nf%)i], fori=0,1,...,¢—1, where ¢ is the smallest
positive integer with (1 — n_%)q <1 andlet I, = [0,(1— n_%)q). Clearly the intervals Iy, ..., I,

Since T' is a convex linear combination of the sums U; = > icc,

cover the interval [0, 1], and ¢ < on log n.

Let Xj={i€[0,q) | ai€;}. Let B={j€[0,¢—1] | |X;| <ni}, D =Ujep X;. Now we
define the classes Cf,...,Cyq. C7 will be the set D U X,. The other classes will be the sets X,
j €10,¢]\B in an arbitrary order.

First we estimate |Uj|, by estimating the sums corresponding to D and X separately. We
have Y ;cp |%(pai—§iai)| < %qni < %ni2n% logn = on~i logn < no3. Clearly | Ziqu %(pai—
&a;)| <nitl <1 Therefore |Uh] < ns +1< n~6 as claimed.

Assume now that j € [1,n]\B U {q}. We estimate S; =3 ;cx, Vij(pai—&ai), where v; = | Xj|.
The interval I; is of the following form I; = ((1 — nfé)bj, b;]. The definition of X; implies that
for each ¢ € X; there is a real r; with 0 < r; < n=3 so that a; = bj(1 —r;). Therefore S; =

1 . .
u%— Zier[(p—&)bj—(p—xi)bjm] = Ri—i—yijbj Yiex; (pP—&), where |R;| < n”2. Lemma 16 implies

1
that if v > 0 is a small constant then prob(| ¥ ;cx,(p — &)| = vin7) < 2e~vim* Vi = e~

N

Therefore if Uy, = S; then with a probability of at least 1 —n~* we have |Uy| < v; >n7 < n=~

as required. Q.E.D.(Lemma 15)

Lemma 17 For all € > 0 and for all sufficiently small ¢ > 0 the following holds. Assume
that T is a binary tree of depth d and H is a subset of the leaves of the tree with at least 241
elements. Suppose further that A is a random subset of T so that each element of T will belong
to A with a probability of at most €, and the events t € A are independent for allt € T. Then
the probability that there exists a branch of T disjoint from A and containing an element of H
is at least 1 — ¢,

Corollary 6 The statement of the lemma remains true if we replace its conclusion with the
following. “Then the probability that there exists a branch B of T disjoint from A, containing
an element of H and satisfying condition (49) below is at least 1 —&’.”

(49) For allb € B, a € A, the element “a” is not an immediate ancestor of b, and the element
b is not an immediate ancestor of “a”.

Proof of Lemma 17. Let B be the set of all points of the tree which can be connected to
the root with a path disjoint from A. L; denotes the set of points of T' whose distance from the
root is i, G; = L; N B. ‘

Sketch of the proof. First we prove the |G;)| > 2% lower bound which holds with a probability
of 1 — ¢ for all © = ¢, ...,d for a sufficiently small constant ¢ > 0. We use Lemma 15 to show
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that if this lower bound holds for |G;| then it holds for |G;41| as well. This will be a consequence
of the fact that for each element of G; the expected number of its successor in G4 is (1 — €)2.
Therefore to get a lower bound on G;.1 from a lower bound on G;, we have to add independent
random variables with large expected values. With the help of Lemma 15 we will estimate the
probability of the event that the sum is much smaller then expected.

Using the lower bound on |G;| we continue the proof in the following way. We will show the
following by induction on ¢. We consider the natural partial ordering of the tree so that the root
is the largest element. If t € T' then M; will denote the set {z € T' | x < t}. Forall i =0,1,...,d
let Wi = Ueq, H N My, and let 7; = |W;||G;|~12"¢. In other words, 7; is the density of H
among those elements of L4, which have an upper bound in G;. |H| > 249=1 implies that for
1 = 0, this density is at least %, (provided the Gy # 0)). With a similar application of Lemma 15
that we used to prove the lower bound on |G;|, we will show that the difference 7; — 741 is small
with high probability. Using the lower bound on |G;| we will be able to show that this happens
simultaneously for all ¢ = 0,1, ...,d — 1 with high probability. Adding up all of the differences
T; — Tit1 We get 74 > % which implies the statement of the lemma. End of sketch.

Now we continue the proof of Lemma 17.

Claim 1 There exists, c1 > 0 so that if € > 0 is sufficiently then for all positive integers d the
following holds. Let K; be the event |G| > 22 for all i = 0,1,...,d. Then prob(K.1|K;) >
1—27% foralli=0,1,...,d — 1.

Proof. First we note that for a fixed ¢; > 0 and fixed positive integer ¢ the inequality
prob(K;1|K;) > 27 holds for all sufficiently small ¢ > 0. This is a consequence of the fact
that prob(|G;| = 2') > 1 — 2%. Therefore it is sufficient to show that that there exists an
absolute constant ¢g so that the statement in Claim 1 holds for all i € [¢g,d — 1].

Assume that the elements of A which are in levels Ly, ..., L; has been already randomized so
that K; holds and G; = {t1,...,tn} For each j = 1, ...,2m we define a random variable &; for the
randomization of the elements of A in level L;;1. Namely &»; is the number of left successors
of tj in level L;1 which are not in the set A, and {3541 is the number of right successors with
the same property. (Left and right successors can be chosen arbitrarily.) The definition of A
implies that i, ..., {2, are mutually independent and &; takes the values 0,1 with probabilities
(1—¢), e Clearly [Gisi] = Y27, &.

Applying Lemma 15 to the sequence &1, ..., &, where n = 2m we get that

(50) with a probability of at least 1 —n™%, |Gir1 — (1 — €)2|Gy|| < n™P2|Gy|, and so0 |Giy1| >
(1 — e —2n7P)2|G;|, provided that i > cy, where cy is an absolute constant.

The assumption that K; holds implies that n = G; > 25 50 we have that with a probability

of at least 1 — 2!~ % we have |Giy1| > (1 —e— 217%)2% > 2“7 This completes the proof of
Claim 1.

Claim 2 For all € > 0 if ¢ > 0 is sufficiently small, then for all positive integers d, with a
probability of at least 1 — &', for the randomization of A, we have that for all i = 0,1,...,d,

|G| > 23.
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Proof. The series >-5°, 27" is convergent, where ¢; > 0 is the constant from Claim 1. Let 4g

1= .
be the smallest positive integer so that » 22, 271" < £’/2. Suppose now that ¢ > 0 is sufficiently

small with respect to /. Then with a probability of at least 1 — %/ we have |G;| = 2! > 23 for all

1=0,1,...,i9. According to Claim 1, with a probability of at least 1 — £ we also have that for

2
all 1 = ig,...,d — 1, K; — K;41 and therefore |G;| > 95 — 25 . Therefore with a probability of
at least 1 — ¢’ we have that |Gy > 22 for all i = 0, 1, ..., d, which completes the proof of Claim 2

We assume that < is the natural partial ordering of the binary tree T', where the root is the
largest element and a < b iff they are on the same branch of tree and b is closer to the root. If
t € T then M; will denote the set {x € T | = < t}.

For all i=0,1,...,d let W; = Uy, H N My, and let 7; = [Wj||Gy| 12774

We will show that:

Claim 3 there exists an is > 0 so that if o/ > 0 and ' > 0 are sufficiently small then for all
positive integer d the following holds. Assume that the tree T the sets, A, G;, and the real T; are
defined as above. Then, for all i = iy,...,d — 1, if |G;| > 2 then with a probability of at least
1-— \Gi|_°‘/ we have Tiy1 > T; — |Gi|_6,.

Proof. Condition (50) (of the proof of Claim 1) and the facts n = 2|G;|, |G;| > 2 implies
that if «, B are sufficiently small absolute constants then

(51) with aﬂ probability of at least 1 — |G;|~ we have that |Giy1] = 2(1 —€)(1+ Ry)|Gil, where
|R1| < |Gi| .
By the definition of 7; we have,
Titl _ Wi [|Gy |27
W WG

Therefore, using property (51) we get that with a probability of at least 1 — |G|~ we have

that Wil
Ti+1 i+1
T = ‘WZ| (1 — 6)(1 + Rl)
where |Ry| < |G;| 7%

Let G; = {t1,....,tm} and for all j = 1,...,m let t;0, t;1, be the two successors of ¢ in
the tree T, and let k4 be the characteristic function of the set A defined on T. For each
j=1,...,m,0 = 0,1 we define the random variable (js by (js = 1 — ka(t;s). (We assume
here that A has been randomized already on Lo U ... U L;.) Let b;5 = 2it1=d| 1 n th\. We
have |W;| = 24-i-1 >y S 50b;sCs. We apply Lemma 15 with n = 2m and ;45 == (s,
agjts =bjsfor j=1,...,m,6=0,1,p:=(1—¢).

We have S =Y, Y5 objs = Y7 Y5024 H N My, | = 27174|W;] and

g =2 Y50 kal(tys)bjs = 201174 SteGi, [1HN M| = 2 W)

Therefore n = |G;| and Lemma 15 imply that |(1—¢)201=4|[W;| |Gy =1 =201 W, 11 ||Gi| 7L <
|G;|78. Using property (51), we substitute the second occurrence of |G;|~! by 2(1 — ¢)(1 +
R1)|Giy1|7t. Since 7; = |[W;||Gy| 1277 we get that

|(1 — 5)27’1' — (1 — 6)27’1+1| < |Gi|_ﬁ + Rl(l — 8)27'1‘+1
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where |R;| < |G;|7% for an absolute constant (. This implies that with a probability of at
least 1 — |G|~ we have |7; — 7;41] < |G;|~” which completes the proof of Claim 3

Claim 4 for all ' > 0 if e > 0 then with a probability of at least 1 — &' we have that 7; > % for
all i =1,...,d and consequently T has a branch ending in a point of H and not containing any
points from A.

Proof. Let k > max{ig, 4}, where iy is the integer whose existence is stated in Claim 3. If
e > 0 is sufficiently small, then with a probability of at least 1 — 5 the set LoU...U Ly does not
contain any points from A, therefore |H| > 29=1 implies that 75, > % k > 4 and Claim 1 implies

that |G| > 22 > 2 for all i > 2. Therefore by Claim 3 we have that for each fixed i > k with a

—a’i -8
probability of at least 1 — 272~ we have that 7,41 > 7, — 272 . Since the series > 52,272 and

=0 975+ converge, we have that if k is a sufficiently large constant, then with a probability of
at least 1 — %/ we have 7,41 > 7; — 2# for all ¢ > k and so 74 > 7, — % > % which completes
the proof of Claim 4. Q.E.D.(Lemma M6)

Proof of Corollary 6. We will write x > y for “x is an immediate ancestor of y. First note
that in condition (49) the statement —(a > b) can be omitted since it follows from the earlier
assumption that A and B are disjoint. Therefore we have to estimate the probability of the

existence of a branch B with the following properties.

(52) (i) B is disjoint from A, (ii) B contains an element from H, and (iii) for all b € B,
a € A, we have =(b > a).

Assume that an = € T is fixed. Let R(x) be the event z € AV (Ja € A,z >~ A). Clearly,
with respect to the randomization of A as defined in the lemma, we have prob(R(z)) < 3e. The
events R(x), x € T are not independent, so we cannot use Lemma 17 directly with :=3¢, and
A:=A" = {x € T | R(z)}. This is however only a superficial difficulty, with a minor modification
of the set A’ we can make it suitable for the application of the lemma. We define the modified
set A’ in the following way.

We arrange all of the elements of T" in a sequence g, t1, ..., ts such that if i < j, ¢t; € L; and
tr, € L; then k < j. We define t;, € A’ by recursion on k. ty € A iff R(to). Assume that ¢; € A’
has been defined for all i = 0,1,...,k — 1.

If 3i € {0,1,....,k — 1}, such that t; € A’ At; >7 tg, then we put the element ¢ in A’ with
a probability of 3e. This randomization is independent of the randomization of A, and of all
of the randomizations which were made earlier in this recursive definition. If there exists no
1€ {0, 1,...,k— 1} with t; € A’ A t; >7 tg, then t, € A’ if R(tk)

Clearly the events R(t) are mutually independent and if a branch B does not contain any
elements form A’ then it meets the requirements of the corollary. Therefore Lemma 17 with
e:=3¢ and A:=A’ implies its corollary. Q.E.D.(Corollary 6)

6 Various block F-circuits

In this section we will construct several block F-circuits of type ((m,m), k,l). In each case we
will have k,l € {0,1,2}. We will show that some of these circuits are (0,1, p)-cylindrical. In
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the constructions of these circuits we will use a copying circuit Cfnz ¢» where G is an expander
graph. We will always assume about 6, &1, p, G, and F' that they satisfy the condition formulated
in the following definition.

Definition. The following condition will be called the standard assumption.

(563) G is a (d,a+ 1) expander graph, 0 < &1 < ¢1 € 0 < «,d, the integer m is sufficiently
large, F is a finite field, and p = 27", O

In the remaining part of the paper we will use the standard assumption unless we explicitly
state it otherwise.

Definition. Assume that C is a block F-circuit of type ((m,n),k,l) and G = (V,E), V =
{0,1,...,m — 1} is a (d,1 + «) expander graph. We define another block F-circuit pre.(C)
which will be called the pre-copied version of C' with respect to G. C’ = pre,(C) will be a
circuit also of type ((m,n),k,l). Assume that the deterministic input of C’ consists of the k

blocks §0) = <5(()j), . 6(k71)>, for j =0,1,...,k — 1. We take k disjoint copies Cy,...,Cr_1 of

»Ym—1
the copying circuit Cfn: )G and copy the block 6U) with the circuit C; and get the output pld) =

<,u(()j), e ,u%)_ﬁ forall j =0,1,...,k—1. The circuit C gets the blocks u9) as deterministic input

and computes the output, the blocks v(8) = <V(()S), o ,1/1(18_)1> for s =0,...,l—1. The probabilistic
inputs of C,Cy,...,Ckr_1 are mutually independent. The sequence of blocks (9, ... (=1 ig
the output of the circuit ¢’ = pre,(C).

We define in a similar way the circuit post(C'), which will be called the post-copied version
of C with respect to G. Assume that C' is a block F-circuit of type ((m,n), k,l) and G = (V, E),
V =1{0,1,...,n — 1} is a (d,1 + a) expander graph. The definition of C' = post(C) is the

following. We take [ disjoint copies Cy, ..., Cj_1 of the circuit CffG) Assume that the input of

C is the sequence of blocks 6, ... 5= We give this sequence of blocks to the circuit C' as
an input and then we copy the jth output block of C' with the circuit C}, for j =0,1,...,1 - 1.
The output block v of C; will be the jth output block of C. The probabilistic inputs of the
circuits C, Cy, ..., C;_; are mutually independent. [I

Lemma 18 Assume that C is a blockcircuit of type ((m,m), k,l) and G is a (d, 1+ «)-expander,
0,e,p € (0,1), C" = post(C), and Cy is the copying circuit CT(:)G which was added to the circuit
C to get C'. Assume further that Y = advei (e, S) is an adversar’y for the circuit Cy. We define a
selection function Sy for the copying circuit Co by So(X) = set(Co)NS(X) for all X C set(Cy).
Let Yo = adve,(e,S) be the corresponding adversary for Cy. Then, for all X C set(C’), if
condition (11) is satisfied by C:=Cy, X:=X N Cy, §:=8p, V:=)p then it is also satisfied by
C:=C', X, S and ).

Proof. Let a be a fixed deterministic input of C’. We restrict the function chl) to the set
of deterministic input nodes of Cy. Let ag be the restricted function. Applying Bayes’ theorem
with the various possible choices fort the function ag we get that the distribution of C’ with
input a is also #-cyclical with the same base set. Q.E.D.(Lemma 18)
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Doubling circuit. We will define below a probabilistic block F-circuit CS; g) of type

((m,m), 1,2), which computes the polynomials x,z, so that the circuit is (6, &1, p)-cylindrical
with the choices of the parameters according to the standard assumptions described in condition
(53).

Definition. Assume that m is a positive integer and G = (V, E) is a (d, 1 + a)-expander. We
define a circuit Cfi ’é) that we will call doubling a circuit. Let C' be the following deterministic
circuit of type ((m,m),1,2). Suppose that § = (Jg, ..., 1) is the deterministic input of C. Then

©0) ) <V(()1), ... ,1/(1) ) on the two output blocks of C, by

we define the output values <1/éo), N ¥ 1

m—1
VZ-(j) =¢; fori=0,1,...,m. anz”é) is defined as post(C). O

The following lemma is an immediate consequence of the definition of C' = Cfnzg).

Lemma 19 The circuit C' = an:é) computes the polynomials o and x1. Equivalently we have
plO) — 0@ _ )
0 =Qo =Qi

Definition. Constant 0 circuit and constant 1 circuits. We define probabilistic block F-
circuits ng)G and Cﬁi)G, both of type ((m,m),0,1), where G = ({0,1,...,m — 1}, E) is a

(d, + 1) expander graph. For all i = 0, 1, CSZG computes the constant polynomial i without
any deterministic input. The circuit ng),c: always gives a block output consisting of a single
block of size m with Q¢ = 1. CSXG has no deterministic input nodes and for each e € G it has
one probabilistic input node. We define CSZG in the following way. The circuit first computes
the sequence 14,0,...,0 of length m and then copies it with the copying circuit Cf:)G The
output of this copying circuit is also the output of the circuit for ¢ = 0,1. O

The following lemma is an immediate consequence of the definition of C;?G

Lemma 20 For alli = 0,1, the circuit C = CSZG computes the constant polynomial ©. Equiv-

alently we have Q((]C) =1.

Definition. Addition circuit CH)C,, subtraction circuit Cg;)c,, and the circuit Cf:g We

m,
define a probabilistic block F-circuit Cg:)G of type ((m,m),2,1), where G = {0,1,...,m—1}is a
(d, a+1)-expander, which computes the polynomial zo+x;. First we define a deterministic block
F-circuit C’ of type ((m,m),2,1). Assume that the inputs of C’ in the two deterministic input
blocks are dg,...,0,_1 and Yo, ...,¥m—1. Then the output of C’ is the sequence pq, ..., ftm—_1,
where g = 0 + 70,41 = 01 + Y1see s et = Ot + Ymo1. CYL is defined as CYf), =

post(C"). The subtraction circuit Cg; )G is defined in a similar way, the only difference is that

now p; = 6; —y;, for i =0,1,...,m — 1. The circuit CE:; 2 is a probabilistic block F-circuit of
type ((m,m),1,1). We define first a circuit C’ of the same type. If the deterministic input of
C" is 09,01, ..., 0m_1, then its output is 1 + &g, d1, ..., 6,,—1. Finally we have Cg:lc) = post,(C").
O

The following lemma is an immediate consequence of these definitions.
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Lemma 21 The circuit C = C(+) computes the polynomial xo + 1, the circuit C = C( )
1)

computes the polynomial xo — x1, and the circuit C( m,G computes the polynomial o+ 1. Equwa—
lently, for C = C(H we have P(C) —I—P(C) QO , for C = ct- )G we have P( ) 1(0) = Q(()C),
and for C = C( G) we have PO( ) = Qgc).

Definition.  Random generator circuit C(rand). We define a probabilistic block F-circuit

C(rand) of type ((m,m),0,1), so that it has no deterministic input and the sum of the ele-
ments of the output sequence, has uniform distribution on F'. The circuit has m probabilistic
input nodes and m output nodes. If the probabilistic input values are g, ...,vm_1, then the
output values are vg = g,...,Vm—-1 = Ym-1. O

The following lemma is an immediate consequence of this definition.

(rand)

Lemma 22 Ifuvy,...,vm,m_1 are the output values of the circuit C, then Zgif)l v; has uniform

distribution on F.

Definition. Suppose that o = (ag,...,am-1), a; € F for i =0,1,...,m — 1. We will use the
notation Sa = mol o; .0

Lemma 23 Under the standard assumptions described in (53) the following circuits are are

(= 2) C( ) CS’}L?G’ Cf—;i)G’ C7(7;)G’7 (37(;16?7 Cgand).

(0,e1, p)-cylindrical: C,
Proof. For the circuits Cf;’é), CQ?G, CSL?G, Cg’)@ CEJ’)G we can prove the statement of the
(:’2)

lemma in the same way as we have done it for the copying circuit. In the case of C, /7’ we have

now two output blocks and in the cases of ng )C,, C( )G we have two input blocks, however this

does not cause any problems. Q.E.D.(Lemma 23)

Definition. Let C = Cf;: )G The system of equations consisting of the only equation PO(C) +

Pl(C) = gc) will be called the canonical system of the circuit Cf;: )G 0

Lemma 24 Assume that d is a positive integer, o > 0, € > 0 is sufficiently small, m is a
sufficiently large positive integer, C = CS;F)G is an addition circuit where G is a (d,1 + «)-

expander, A C set(C), |A| <em and I is the canonical system of C' = Cﬁ:,)c

Cf:)G is A, I'-percolative.

. Then the circuit

Proof. The proof is very similar to the proof of Lemma 13, which is an analogue statement
about the circuit Cf:)G Q.E.D.(Lemma 24)
(spl)

In the following definition we define a probabilistic block F-circuit C,, ' of type ((m,m),1,4)
so that if the deterministic input 6 € sequence,, r is fixed, where sequence,, p denotes the
set of all sequences of length m, whose elements are in F', then the output consists of four
sequences u(o),,u(l), u?), u(3) € sequence,,  given on the four output blocks with the property

that S6 = Su(® + Sp™M =812 + 83, Moreover Su?, i = 0,1, 2,3 have uniform distribution
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on F, and the random variables Sp(® and Sp(? are independent. This circuit will be needed
for the definition of an (6, €1, p)-cylindrical circuit whose block output is the product of its block
inputs, that is, the circuit computes the product of two elements of F in the same sense as
the circuit C,, ¢ products the sum of two elements. The factors a,b of the product ab will be
repeatedly split into two random parts. This way we get ab = (ag+a1)b = ag(bo+b1)+aq(b2+b3)
where a = ag + a1, b = bg + by = ba + b3. We will get the four values by, b1, b, b3 as the block
outputs of a circuit C( p Y whose block input is b.

) (wsp1) ¢

Definition. Splitting circuit Cf:p First we define a probabilistic block F-circuit Cyy,

type ((m,m), 1,4) that we will call a weak splitting circuit. Cy, = C'¥=*Y) has m deterministic

input nodes qo, ..., g@m—1, 2m probabilistic input nodes rg,...,"m-1,, s = 0,1 and 4m output
nodes t;;, ¢ = 0,1,...,m —1, j € {0,1,2,3}. The output nodes form four output blocks:
0,5+ >tm—14,J = 0,1,2,3. Assume that the deterministic input of C,, is 3; at node g;, and its
probabilistic input is v; s at node r; 5, for 7 = 0,1,...,m—1and s = 0,1. Then the output of C,,
at the output node ;2545 is v s+ foralli =0,1,...,m—1, and s,j € {0,1}. This completes
the definition of C, = C¥PY). We define C(Spl) by C(Spl) = preg (C(WSPl)). The four output

block of C' = C(SPl) will be denoted by T( ) T(C) T( ) T(C) where T( ) . is the output block
defined by the output values v;s + 705i, s,J € {0 1} i€ {0,1, B 1} The output block
polynomial corresponding to the output block T,g ) will be denoted by ngc) for k=0,1,2,3. O

The following Lemma describes the connections between the block input and the block
outputs of the circuit CS%) , and also says that the two ways, as the block input splits into two
parts by the the circuit, are independent. The proof of the lemma is an immediate consequence

of the definition.

Lemma 25 [fC = C:flG, G = (V,E), then Po QO +Q§C) = Q;C)—FQgC). Assume that @;
are the deterministic ini)ut nodes of C, and G, e € E, rj s, i € {0,1,...,m—1}, s € {0,1}, are
the probabilisitic input nodes of C'. Suppose further that the deterministic input dg,...,0m—1 on
the nodes pq, ..., Pm—1 s fized. Then, for each j =0,1,2,3, Q§C), has uniform distribution on
F, where we get Qg-c) from the polynomial Qg-c) by substituting 6; for z,,, i € {0,1,...,m — 1},
Ye for zg,, e € E, and ;s for zq ,, i =0,1,...,m —1, s € {0,1}, where the random variables
Ye, € € E, vis, i =0,1,...,m—1, s € {0,1} are mutually independent and each has uniform
distribution on F. Moreover the random variable Qéc) and Qéc) are independent.

Deﬁnition Let C’ = 52%). The system of equation consisting of the equations PSC) =
Q(() + Q1 = QY + Q3 will be called the canonical system of the circuit C( pl) O

Lemma 26 Assume that d is a positive integer, o > 0, € > 0 is sufficiently small, m is a
sufficiently large positive integer, C' = C( p Y s a splitting circuit where G is a (d,1 + «)-
expander, A C set(C), |A| < em, ko, k1 € F and I" s the system of equation consisting of the

(spl) spl)

canonical system of C, "~ and the equations QO = Ko, Q2 = k1. Then the circuit ct mG U

A, I'-percolative.
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Proof. The proof is very similar to the proof of Lemma 13 Q.E.D.(Lemma 26)

The following deterministic block F-circuit is of type ((m,1),1,1), that is, unlike all of the
other circuit considered so far, its only output “block” is of length 1. This circuit will be used
only in the construction of the multiplication circuit.

Definition. Total sum circuit Cg)c . We define a probabilistic F-circuit CES)G of type
((m,1),1,1), where G = ({0,1,...,m — 1}, E) is a (d, 1 + «) expander graph, and m is a power
of 2. First we define a deterministic F-circuit Dss ) of type ((m,1),1,1) and then we define Cgs)G
by CS,)G = preq(D}y).

If the input of DT(S’) is the sequence dg,...,0n_1, 0; € F, then the output is Z?L_ol d;. A
circuit with this property can be constructed in many different ways. Our specific choice, which
is important to guarantee that the circuit is percolative in some sense, is the following. Let
T be a binary tree of depth logy m with 2m — 1 elements, that we consider now as a partially
ordered set, where the root is the smallest element and the leaves are the maximal elements.
The leaves are the input nodes. Each other node is a “+” gate which computes the sum of its

two successors. The root is the output node. This completes the definition of Dv(s) and as we

have indicated earlier CS)G = preG(Dg )). O

Lemma 27 Assume that d, o, the parameters of the expander graph G are fixed. Then for all
e > 0 there exists an &' > 0 so that if m is a sufficiently large power of two, C = CS)G s a total
sum circuit then the following holds. Assume that A is a random subset of set(C) s0 that for all
x € set(C), prob(zx € A) <&’ and the events x € A, for x € set(C) are mutually independent,

c)

and I is the system consisting of the only equation Q(()C) = Po( . Then with a probability of at

least 1 — ¢ the circuit CS)G is A, I'-percolative.

Proof. By the definition of the circuit C,, ¢(S), it has two parts, a copying circuit C; = Ci;g

whose deterministic input is the deterministic input of C', and a circuit Cy = D,(S ), Cs does
not have probabilistic input nodes. It has the structure of a binary tree whose leaves are its
deterministic input nodes, they are identified with the output nodes of C;. The other nodes
are all + gates. The output node of (5 is the root of the tree, and it is also the output node of
C.

I’y will denote the equation Py = Qo with respect to circuit C. Let A} = ANset(Cy). We
assume that ¢/ > 0 is sufficiently small with respect to €. The expected size of the set A; is
g'lset(Ch)| < €'(1+42d)m < £'3md. According to Chernoff’s inequality, with a probability of at
least 1 — §, we have |A;| < 6de'm.

Therefore Lemma 13 implies that if ¢’ > 0 is sufficiently small then the copying circuit Cy
is Aq,I'1-percolative. Let P; be the event that Cy is Ai,I'1-percolative, and if P; holds let
X1 C detin(C}) Uoutset(C}) whose existence is guaranteed by the definition of percolativity.

Let Ao = AN Cs. Since Py > 1 — 5, Lemma 17 implies that with a probability of at least
1 — ¢ with respect to the randomization of A the following condition is satisfied:

(54) P1 holds and there exists a path in the tree of Ca, whose every point is in set(C2)\A,
which connects a point x of X1 Noutset(Cy) with the output node (that is, the root of the tree).
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If condition (54) is satisfied then x4 will denote a point X; Noutset(C}) with the described
property.

We claim that if condition (54) is satisfied by the random choice of the set A then the circuit
C is A,I-percolative. We define the set X whose existence is required by the definition on
percolativity by X = (X; Ndetin(C)) U outset(C?2). Assume that ¢ € func(inset(C), F),
x € func(X, F) and 019k satisfies I'. We have to define the function p € func(inset(C), F)
whose existence is also required by the definition of percolativity.

Let k1 be in func(Xy, F) defined in the following way. r; restricted to X; Ndetin(Cy) =
X Ndetin(C) is identical to  restricted to the same set. Now we define the restriction of k1 to
X1 Noutset(Cy). On the set X; Noutset(C1)\{za}, k1 is identical to X((,C) = X((,Cl), on x4 it
is defined in the unique way which ensures that

Yoo (em)@) = > (w)(y)

z€detin(Ch) yEoutset(C1)

Since C1 is A1, T’y percolative, there exists a function p; € func(inset(C}), F') such that plio) =
o)k and for all @ € full(A); we have chl)(a) = X,(D?I)(a).

We define the function p required by the A, -percolativity of the circuit C by p = p;1. Since
inset(C) = inset(C}) we have p € func(inset(C), F'). We have to show that the function p
meets the requirements of the definition of percolativity.

Assume that « is the unique output node of C.. p(:°) and ¢(*)hx are identical on inset(C) =
inset(C}) because ¢ and p; are identical on the same set. Assume that u is the unique output

node of C'. Cleaﬂy p(u) = Zzedetin(C) p(iL') = Emedetin(c’) pl(x) = Z:EEoutset(Cl) pl(iﬁ) Since
p°) satisfies I', by the definition ry(z4) this last sum is o2 (u).

Finally we have to show that XS,C) (a) = xp(a) for all a € full(A). If a € A this follows
from p = p; and form the corresponding condition for the percolativity of Cj. The fact that x
differs only at x4 from x,, implies that in set(C?), the function XE)C) will differ from X((IC) on
only those points which are below x 4, that is, which are on the path leading from x4 to the
root of the tree. However this path, by its definition, does not contain any points from full(A).
(Here we used the fact that if a branch of the tree does not contain any point from A then it
cannot contain any points from full(A).) Q.E.D.(Lemma 27)

(S
m,
;‘l)a of type ((1,m),1,1), where G = ({0,1,...,m — 1}, E) is a (d,1 + «) expander

graph, and m is a power of 2. First we define a deterministic F-circuit Dg_l) of type ((m,1),1,1)

and then we define CSE) by C(S;) — postG(Dﬁsil)),

m

The definition of C = DS - is the following. We want to define the circuit in a way that if
the single input is é and the output is vy, ... V1 then § = ?;_01 v;. Let T be a binary tree of
depth logy m with 2m — 1 elements, so that each element which is not a leaf, has a left successor
and a right successor. We now consider the partial ordering on the tree where the root is the
largest elements and the leaves are the minimal elements. The set of nodes of C' will be the
union of two sets, (a) the set of nodes of the tree T" and (b) a set W of probabilistic input nodes

so that WNT = and [W| =m — 1. The root of the tree is the deterministic input node, the

Definition. Reverse-sum circuit C
(S

m,

-1
a ). We define a probabilistic F-circuit, the reverse-sum

circuit C
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leaves of the tree are the output nodes. We fix a one-to-one map g which maps the set of all
non-leaf nodes of the tree onto W. The random input element of F' at the input node x € W
will be denoted by ~(z).

The circuit computes a boolean value 73 for each ¢ € T. The values of 7, on the leaves ¢
will be the output. We define 7 for ¢ € L; by recursion on i, where L; is the ith level of the
tree. Assume that ¢ is the input of the circuit. If ¢ = 0, t € Ly, then t is the root of the tree
and 73 = 0. Assume that 7 has been already defined for all » € L; 1 and let ¢t € L;. Suppose
that s € L;—; so that ¢ is a successor of s. If ¢ is a left successor then 7 = (g(s)). If t is a
right successor then 7, = 7, — y(g(s)). Using the definition of 74 we can prove by induction on i
that ;. 7t = 6. Therefore if vy, ..., vpm—1 are the values 7, t € Liog, m is some order, then we
have § = Z?;Bl v;. This completes the definition of the circuit Cg ™) and as we have already
(S

indicated earlier Cmg) = postG(Dg_l)) O

Lemma 28 Assume that d, «, the parameters of the expander graph G are fixred. Then for all
e > 0 there exists an €' > 0 so that if m is a sufficiently large power of two, C' = Cg_l) s a
reverse sum circuit then the following holds. Assume that A is a random subset of set(C) so
that for all x € set(C), prob(x € A) < ¢’ and the events x € A, for x € set(C) are mutually
independent, and ' is the system consisting of the only equation Qéc) = Péc). Then with a

—1
probability of at least 1 — e the circuit ng ) is A, T'-percolative.

Proof. The proof is similar to the proof of Lemma 27. By the definition of the circuit

Cin.:(S71), it has two parts, a copying circuit Cy = C(:)G whose output is the output of C, and

m,
a circuit Cy = DS ). We will use the notation about D,S;;l given in its definition. set(Cy) is
the union of two disjoint set 7" and W. T is a binary tree with respect to <c, whose root is its
only deterministic input node an it is also the only deterministic input node of C. W is the set
of probabilistic input nodes, for each nonleaf t € T', g(t) is a probabilistic input node with the
role described in the definition of D$§ 71). The leaves of T' are the output nodes of Cs, and they

are identified with the deterministic input nodes of Cj.
We will need the following property of the circuit Cy. L will denote the set of all leaves of

T.

(55) Assume that B € func(inset(C), F'), B is a branch of T and v € BN L, a,b € F, with
the property that

azb—f—Z{x%(m) |z #vAzel}
Then there exists a v € func(inset(C), F') such that (i) v(g(t)) # B(g(t)) implies t € B, and
(i1) ~(to) = a A~(v) = b

We can prove this statement by recursively choosing the values of the elements v((g(t))) as
we go down with the element ¢ on the branch B starting at the root 5. We have to choose each
v(g(t)), t € B in a way that if ¢ is in L; N B, where L; is the ith level of T' then

a =X (0) + (xS @) |2 # tha e Li)

Q.E.D.(Lemma 28)
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According to the definition of DS such a choice of v(g(t)) is always possible. Using the
fact that Co satisfies (55) we can prove Lemma 28 in the same way as we have proved Lemma
27, but in this case because of the different ordering of the tree we need Corollary 6 of Lemma
17. Q.E.D.(Lemma 28)

We define now a block F-circuit C' which performs multiplication, however in a way that
the value of the product may leak to an e-random adversary with a nonnegligible probability.
Because of this, the circuit will be called the leaky product circuit. In spite of this defect, it will
have a role in the construction of a block F-circuit which performs multiplication without such
a leak. The circuit will have three input blocks and it will compute the polynomial xg(z1 + z2).
The only reason why we don’t use a circuit with two input blocks and computing the polynomial
xor1 is, that the the construction of the leak-proof multiplication circuit is easier to formulate
if we have the mentioned three input blocks.

The circuit C = C(leakyx) to be defined below, will do the following. It has three input
blocks. Assume that the block inputs, (that is, the sums of the deterministic input values) are
ag, a1, as. First C' computes ag, a1, as using the subcircuits Cy, C1, Co. After that it computes
ap(a; + a2), and finally, using a reverse sum circuit C3, it produces its single output block so
that the block output, that is the sum of the output values is ap(a; + az).

Definition. We define a deterministic block F-circuit C' = C( of type ((m,m),3,1). We

will call this circuit the leaky product circuit. For the constructlon of C'let Cy,C1, Cg be copies
()

of the total sum circuit C m.c and let C3 be a copy of the reverse sum circuit C( . ) so that

the sets set(Cy), i = 0, 1,2, 3 are pairwise disjoint. set(C) will be {u} UU>_, set(C; ) such that
u ¢ Ul set(C;) and u is a “4” gate which adds the output of Cy and Cy. All of the gates of C;,
1=0,1,2,3 will perform the same operations as in their original role in C;, with the exception
of w the deterministic input node of C3. The node w will be now a “x” gate which computes
the product of the values which are computed at the output node of Cy and at the node wu.
The deterministic input nodes of C' are the deterministic input nodes of Cy, C7, and Cy. The
probabilistic input nodes of C' are the probabilistic input nodes C'5. The output nodes of C are
the output nodes of C5. Consequently if 6(0) = (00,05 -5 0m—1,0), oW = (00,15 --50m—11), and
52 = (00,2, - -, 0m—1,2) is the deterministic input of C' so that 8\ is given at the input nodes
of Cj, for j =0,1,2, and v is the output of C, then v = (Z?l_ol 51,0)[(22';61 di1) + (Z:'i—ol 3i1)]-
The system of equations consisting of the only equation Q(()C) = Péc)(ng) —I—Qgc)) will be called
(1eaky><) O

1eaky><)

the canonical system of the circuit C'= C

Lemma 29 For all ¢ > 0 there exists an € > 0 so that if m is a sufficiently large power of
two, C' = C(leakyx) is a leaky product circuit then the following holds. Assume that A is a
random subset of set(C) so that for all x € set(C), prob(z € A) < &' and the events x € A,
for xz € set(C) are mutually independent, and T is the canonical system of C leakyx). Then,

(1 eaky><)

with a probability of at least 1 — ¢, the circuit C,, is A, '-percolative.

Proof. The lemma is a consequence of Lemma 27 and Lemma 28. Q.E.D.(Lemma 29)
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7 Circuit for Multiplication

In this section we assume that two absolute constants d and a > 0 are given so that for
each m we can construct in an efficient way an (d,1 + «)-expander on the set of vertices
{0,1,...,m —1}. We assume that such a method of construction and the corresponding graph
Gm = ({0,1,...,m—1}, E};,;) is fixed for all m. Therefore when we are speaking about the block

(). ClERy

F-circuits, an: g, C,..o etc., we will always assume that G = G, and because of this the

subscript G may be omitted, that is, we may write an ), Cﬁ,f ) , C£SP1)

etc.

We will define an (60, ¢e1, p)-cylindrical block F-circuit Cq(ﬁ ) = Cf; )G which computes the
function zgx1, where 8,1 and p are chosen according to the standard aésumptions described in
condition (53). For using this circuit in the proof of Theorem 7 we will need a slightly modified
version of this circuit a probabilistic block F-circuit of type ((m,m,)2,2), that is a circuit which
has two input blocks and two output blocks each of them of size m, and computes the functions
g, Tox1, as required in Lemma 3. In other words the first block output is identical to the first
block input, and the second block output is the product of the two block inputs. This circuit will
be put together from a copying circuit of C( )G and a product circuit C( )C;, that we will define
later in this section. The result that we Wlll need in the proof of Theorem 7 is the following

lemma.

Lemma 30 For all positive integer m there exists a probabilistic block F'-circuit Cg:, (); of type
((m,m),2,2) which computes the functions xo,x1x2 so that under the standard assumptions
described in (53) the circuit CE;C); is (0, e1,p)-cylindrical. Moreover the directed graph defining
the circuit is of polynomial size in m, and can be computed by a Turing machine, together with
its labelings, in time polynomial in m.

As a first step we define a block F-circuit anx +) = C(XGJr ) with three input blocks which

computes the function zo(x1 + z2). We may get Cg,f ) from Cg,f +), by replacing the input nodes
where xo appears by gates which produce always Os independently of the input.

We define anx ) as the composition of different circuits of the types we have defined in the
previous section, for example, circuits anz ), Cg;{ ), C&ip” etc. Each of these circuits will occur
in many different copies. To do this, first we define a general abstract process of composition
block F-circuits, which are arranged on a partially ordered set, and then we will apply it for the

(%)

construction of the circuit C,,

7.1 Composition of F-circuits given on a partially ordered set

Definition. If P is a partially ordered set and a,b € P, we will say that b covers a or a
precedes b if a < b and there exists no ¢ € P with a < ¢ < b. In this situation we will write
a<b.0

The following definition describes a construction of a block F-circuit from a set Q) of given
F-circuits. Some of the output blocks of a circuit C' € F' may be identified with input blocks
of other circuits Cy, C1, ... € F, with the intuitive meaning that first C' performs a computation
and then gives its output in the form of blocks to the circuits Cy, C, ... as input blocks. The set
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of circuits in @ has a partial ordering and each circuit C' € (Q may pass information to a circuit
D € Q only if C covers Q.

Definition. 1. We say that the pair @Q = (®,<g), is a compatible F-circuit family, if ® is a
set of probabilistic block F'-circuits, <g is a partial ordering of the set ®, and the following two
conditions are satisfied:

(56) For all C,D € @, if set(C) Nset(D) # 0, then either C covers D, or D covers C with
respect to <g.

(57) For allC,D € ®, D covers C implies that there exists a nonempty subset X of blockin(C)
so that each element of X is also an element of blockeyt (D) and set(C)Nset(D) =UJX.

2. Assume that Q = (®,<g), is a compatible F-circuit family. We define a probabilistic
block F-circuit C(@), that we will call the composition of the family @, in the following way. In
the definition of an F-circuit C' we used a directed graph denoted by graph(C). graph(C(?))
will be the union of the graphs graph(C) for all C' € ®. The union is taken in the sense that the
set of vertices of the union is the union of the sets of vertices of the graphs graph(C), C' € @,
and the set of edges of the union is the union of the sets of edges of the graphs graph(C), C € ®.
Note that the definition of a compatible family implies, that if the head of a directed edge of
graph(C(@) is a vertex of graph(C), while its tail is a vertex of graph(D) for some C, D € ®,
then C' < D. This implies that graph(C(®)) is acyclic. The labeling of the nodes of graph(C(?))
which defines the gates of the circuit will be the common extension of the labelings of the graphs
graph(C), C' € ®. Since the input nodes have no labels in the circuits C' € ®, the definition of
a compatible family implies, that such a common extension always exists.

We have to define the set of deterministic and probabilistic input nodes of C'@). A node z of
graph(C'(Q)) is a deterministic input node of C(@) | if z has indegree 0 in C(9), and there exists
a C' € ®, so that z is a deterministic input node of ®. All of the other nodes of graph(C(®))
with indegree 0 will be probabilistic input nodes. The nodes of graph(C(?)) with outdegree 0
will be the output nodes of the circuit C(%).

This definition implies that if z is a deterministic input node of C(@) then there is a unique
C € ® so that x is a deterministic input node of C', and if x is in the input block I of C then all
of the other elements of I are also deterministic input nodes of C(9). Therefore we may define
the input block of C'(9) in the following way: the input nodes z,y of C(?) are in the same input
block if there exists a C' € ® so that x and y are in the same input block of C.

We define the output blocks of C(@) in a similar way. The output nodes z,y of C(@) are in
the same output block if there exists a C' € ® so that x and y are in the same output block of
C.

This definition implies that for each input/output block Y of C(Q) there exists exactly one
C € ® such that Y is an input/output block of C. O

Remark. 1. If an input is given for C(?), we can evaluate C(@), by recursively evaluating all
of the circuits C, C' € &, going downward on the partial ordering ®, starting with a maximal
element C € ®, and always evaluating a circuit which is maximal among the remaining elements
of ®. The definition of a compatible family implies that all of the inputs of such a maximal
circuit has been already computed.
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2. We included the partial ordering <g in the definition of a compatible family, only for the
sake of clarity. If only the set ® is known from a compatible family, the partial ordering can be
easily defined from it. Another reason for the inclusion of the partial ordering in the definition
is, that in our most important example for a compatible family, we will start the construction
of the family by describing the partial ordering < as an abstract partially ordered set. O

7.2 Percolativity and composition of F-circuits

The notion of percolativity will be very important in the proof of the (6,e1, p)-cylindricity of the
circuit Cy(:g ) to be defined later, as a composition of a family of F-circuit. In this subsection
we will consider for an arbitrary family of circuits Q = (®,<g), what are the consequences of
percolativity of some elements of ® to the composition C(@). Later we will apply these results
to the circuit Cﬁ:g).

Recall that an A, I’-percolative circuit C, where C' satisfies the system of equations I' and
A C set(C), by definition, has the following property. Suppose that ¢ is an evaluation of both
the deterministic and probabilistic inputs of C' and ¢(1°) is the restriction of the evaluation
function x, to the set consisting of the deterministic input nodes and the output nodes. We
change the function 0(1°) on a relatively large set X so that the new function that we get, () hk,
also satisfies I'. Then there exists an evaluation p of all of the inputs of C, both deterministic
and probabilistic, so that the evaluation function x, restricted to the set of deterministic input
nodes and output nodes is identical to o(1®x, and on the elements of the set A, the functions
Xp and x, are identical.

Motivation. For the construction of the product circuit we will need the following. Assume
that a compatible family of circuits @ = (®,<s) and a subset A C C(@ is given. Together
with each circuits C € ®, a system of equation G¢ is also given so that C satisfies Go. Let o
be an evaluation of all of the input nodes of C@) with values in F. A will be a function defined
on the set of all input and output blocks of the circuits in ® with values in F. (If a block is the
output block of a C € ® and the input block of a Cy € ® then A takes a single value on it.) For
each C' € ®, \¢ will be the restriction of A\ to the input/output blocks of C. We assume that
Ao satisfies the system G¢ for all C' € .

The central question in the construction of the product circuit ® will be the following. Does
there exists an evaluation p of the input variables of Q(©) so that Xp is compatible to A in the
sense that on each input/output block X of each C' € ® the sum of the values of x, on X
is A(X). The importance of the existence of such a p will be that it guarantees the existence
of a solution for a system of equation that we will associate with C@). The existence of a
solution, using the lemmas about systems over F', will guarantee that for certain systems, where
the observation of the adversary (on the set A) defines the inhomogeneous part and the inputs
are the unknowns, the number of solutions are independent of the inhomogeneous part. This
can be translated into the language of probabilities and will give that from the point of view of
the adversary the probabilities of the various values for the block inputs are the same.

We formulate below Lemma 31, which guarantees the existence of such an input p under
certain conditions. We assume the existence of an evaluation o of the input nodes of C(9), so
that for each C' € ® with the property that C' is not ANset(C), Go-percolative, the evaluation
function x, restricted to set(C) is compatible to A restricted to the blocks of C'. (That is the
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sum of x, on each block of C'is the value of A on that block.) x, will be identical to x, on the
nodes of these circuits C', while for the remaining circuits C' € ® we will construct x, by using
the A N set(C), Go-percolativiy of C.

Definition. Let Q = (®,<g) be a compatible family of circuits, and let A C set(C@)).
Suppose that for all C' € &, G¢ is a polynomial system of equations over F' so that the circuit C
satisfies the system G¢. perc(®, A, G,) will denote the set of all C' € ® so that C' is percolative
with respect to AN set(C), and G¢. (Here G, denotes the function which assigns G¢ to C' for
all C € ®.) We will write perc(®, A) for perc(®, A, G;) if the choice of the function G, is clear
from the context. O

Definition.  Assume the @Q = (®,<g) is a compatible family of F-circuits and o €
func(inset(C(?)), F). For all C € ® we define a function o € func(inset(C), F), in the
following way. We evaluate the circuit C(@), with the input defined by o. Assume that we get
the evaluation function x, defined on set(C(?)). Suppose that = € inset(C). We define o (x)

by O'C’(x) = Xo(x)' g

Lemma 31 Assume that Q = (®,<g) is a compatible family of F-circuits, the systems G, the
set A, and the functions o, A\, \c are given with the following properties:

(58) for all C € ®, G¢ is a polynomial system of equations over F so that the circuit C
satisfies the system G,

(59) A C set(C(@),
(60) o € func(inset(C(@), F),

(61) X € func(U{blockio(C) | C € @}, F), and for each C € ®, A¢ is the restriction of X to
blocki,(C). Moreover for each C' € ®. Ao satisfies the system G,

(62) for all C ¢ perc(®, A,G,), \¢ = (5¢)1)

(@)
Then there erists a p € func(inset(C), F), so that for each a € A we have XSC © )(a) =

(Q) (Q)
XE,C )(a) (where ch ) is the evaluation function of the circuit C\Q) at input o), and for each

C € ® and J € blocksy(C) Ublockess (C), we have A(J) = ST @) | b e J1.

Proof. According to the definition of the function perc, for each C' € perc(®,A), C is
Ac, Ge-percolative, where Ao = ANset(C), and therefore there exists a set X C detin(C)U
outset(C), so that conditions (39) and (40) of the definition of percolativity are satisfied with
A:=Aq, X:=X¢.

Proposition 12 Let W be the set of all (C,J) so that: C € perc(®, A), J € block;y ), and
M) #567(J)

Then there exists a binary function Z so that Z(C,J) is defined iff (C,J) € W with the
property that for all (C,J) € W we have:

(a) 0 # Z(C,J) C X¢ , and

(b) if there exists a D € ® so that (D,J) € W, then Z(C,J) = Z(D, J).
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We define a set Z(C, J) for all (C, J) € W. Assumption (62) of the lemma and the definition
of the set W implies that for all (C,J) € W we have that C € perc(®, A). Assume first that a
pair (C,J) € W is given so that J € blockio(D) for some D € &, D # C. With the previous
argument we get that D € perc(®, A) as well. C, D € perc(®, A) implies that X¢, Xp satisfy
condition (39) from the definition of percolativeness, therefore we have |J N X¢| > 1|J| and
|JNXp| > 3|J], and consequently JNXcNXp # 0. For such a pair C, J € W we define the set
Z(C,J) by Z(C,J) =JNXcNXp. Clearly condition (a) of the lemma is satisfied by Z(J,C).
The circuit D, with the described properties, is uniquely determined by C and J, and so for
such a D we have Z(C,J) = Z(D, J), that is, condition (b) is satisfied as well.

Assume now that (C,J) € W and there exists no D € ®\{C'} so that J € blockio(D). In
this case let Z(C,J) = X¢ N J. Since |J N X¢| > 3|J| condition (a) is satisfied. Condition (b)
follows from the assumption that there exists no D # C with (D, J) € W. Q.E.D.(Proposition
12)

Proposition 13 For each C € ® let Xo = U{Z(C,J) | (C,J) € W}, where the set W and
the function Z are defined in Proposition 12. Then for all C € ®, there exists a function
ko € func(Xe, F) with the following properties.

(63) For all x € Xc\X¢, ke(x) = oc(x)
(64) for all (C,J) € W we have
> {oc(x) |z € NZ(C, )} + ) {rc(x) |z € Z(C,J)} = X(J)

(65) if x € domain(kc) Ndomain(kp) for some C, D € ® then kc(x) = kp(x).

Proof. We define r¢ for all # € Xo\X¢ by ko(z) = oc(w), so condition (63) is obviously
satisfied. Condition (64) in itself can be easily satisfied, since Z(C, J) # (). The value of k¢ (x) is
already given outside Z(C, J), and we define it inside Z(C, J), so that the equality in condition
(64) holds. To ensure that condition (65) is also satisfied, we take the pairs (C,J) € W in some
order, and if one of the pairs (C,J), (D, J), e.g., (C,J), comes first, then we define ko on J
so that it satisfies condition (64), and then define kp, so that it is identical to k¢ on J. By

proposition 12 we have Z(C,J) = Z(D,J). oc and op are identical on the set .J, since they

(@)
both take on J the same values as the function ch ). Therefore & p satisfies condition (64) with

the pair (D, J). This completes the definitions of the functions ko, C € ®. Q.E.D.(Proposition
13)
Proof of Lemma 31 continued. For the definition of p first we define a pc € (inset(C), F)

for each C' € ®. (This will be compatible to our earlier notation, since we will get a p such that

(@)
pc is the restriction of ch ) to the set inset(C').) We define pc by recursion on C' according

to the partial ordering <. Assume that C' € ® and pp has been already defined for all D € ®
with D > C. If C ¢ perc(®, A) then pc = o¢. Assume that C' € perc(®,A) and so C'is ANC
percolative. Since k¢ is defined on the set X, the AN C-percolativeness of C' implies that there
exists a pc € func(inset(C), F') so that condition (40) of the definition of percolativeness holds
with o:=0¢, ki=rc, [:=G¢, and p:=pc. p will be the unique element of func(inset(C(?)), F),

such that for each C' € ¢ and x € inset(C'), we have XE,C(Q))(:E) = pc(z)Q.E.D.(Lemma 31).
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7.3 The definition of C!

We will define a compatible family @ = (®, <g) of block F-circuits, and their composition the
block F-circuit C(9) will be the circuit Cf;g ),

Definition. We define a compatible family of F-circuits @ = (®,<g). First we define a
partially ordered set (P,<p) and a one-to-one map ¢ on P so that for each a € P, ¢(a) is a
probabilisitic block F-circuit. The set {¢(a) | a € P} will be ®, and the partial ordering on ®
will be defined by ¢(a) < p(b) iff a <p b.

(x:+)

m,

Remark. In the following definition of C , assuming that m is a power of two, we use a

parameter m = m>. We make this choice of the value of m for the sake of simplicity. Selecting
m in any other way so that m > w(m)m? and m is a power of two, would be good, as well,
provided that w(m) is a function with lim,, . w(m) = co. A smaller value for m would make
the size of the corresponding circuit also smaller. O

The definition of (P, <p). Assume that m = 2%, dy > 1., d = logy m = 3dy. Let m = m?,
d = logym = 3dy. and T is a binary tree of depth d with levels Ly = {to}, L1, ..., Lq, where
|L;| = 2. We will use two different partial ordering on T, <7 and <’. The partial ordering <7,
where the root is the largest element and the leaves are the minimal elements, has been already
defined after the definition of a binary tree.

The partial ordering <’ is defined in the following way. Assume that a,b € T, a € L;,b € L;.
For the definition of a <’ b we consider two cases separately: (a) 4,5 € {0,1,...,d — 1}, and
(b) {a,b} N Lq # 0. If (a) holds then a <" b iff a <7 b and i = j (mod 2). If (b) holds then
a <" biff a <7 b. Note that, with respect to the partial ordering <’, the set T" has three maximal
elements, namely the elements of Lo U L.

We will get the partially ordered set (P, <p) by extending (T, <) downward. Assume that
ag,...,a;_1 are the minimal elements of <’, that is, the leaves of the tree T', arranged in an
arbitrary order. (E.g., we may associate a 0, 1, sequence of length d with each leaf using left and
right successors, and order them as integers.) We get the set P by adding m — 1 new elements
to the set T', namely the elements by,...,bs_1, that is, P = T U {by,...,bs_1}. (Note that
there is no bg.) The partial ordering <p is the unique partial ordering on the set P with the
following properties:

(a) For all z,y € T, we have x <p y iff z <" y.

(b) b1 >pby>p... >pbms_1

(c) forallz € P,and foralli=1,...,m —1, b; <p z iff

x € branch(ag) U O ({b;} Ubranch(a;))
j=1

where branch(u) is the unique branch of the tree T' containing the leaf w.
(d) forallz € P, and foralli=1,...,m—1, b; >p x iff x = b; for some j € {3,...,m—1}.
This completes the definition of the partially ordered set (P, <p). O

Definition. Instead of the map ¢, first we define a map @ on P, so that its values are
probabilistic block F-circuits so that their sets of nodes are pairwise disjoint. Then, for all pairs
a,b € P with a <p b, we will identify an input block of ¢(a) with an output block of @(b). For
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each x € P the circuit, that we get after these modifications from the circuit @(z), will be the
circuit ¢(z).

Now we define the function ¢. The sets of nodes of the various circuits @(a), a € P will be
disjoint. We will not repeat this requirement at each time we define a new ¢(z), we assume that
its nodes are automatically chosen with this property.

If x € T\ Lq, then ¢(x) is a splitting circuit C®PY | For each i = 0,1,....m—1, p(a;) is a
leaky product circuit: C%eakyx). For each i = 1,...,m — 1, ¢(b;) is an addition circuit Cg:[).
This completes the definition of ¢. O

Definition. Identifications of input blocks and output blocks in @(a) and @¢(b), for a < b,
a,b € P. The only maximal elements of P are ug = tg,u; = ltg, and ue = rty, where tg is the
root of the tree T'. For each i = 0,1, 2, there is no z € P with u; < x, therefore the input block
of ¢(u;) will not be identified with anything. (These input blocks will be the input blocks of
C@) as well.)

Suppose now, that b € L; for some j € {0,1,...,d —3}. With such a choice of b, there are
exactly four elements a of P so that a <p b, namely r;(b) € Ljyo,7=0,1,2,3. (r; was defined
at the beginning of section 5 about trees.). Assume that the output blocks of the splitting circuit
o(b), are Ti(Spl), 1=0,1,2,3. We identify the output block Ti(SPI) with the single input block of
@(ri(b)), for i = 0,1,2,3. (The assumption b € L;, j < d — 3 implies that @(r;(b)) is a splitting
circuit.)

Assume now that b € Lg_5. In this case the output block Ti(Spl) of ¢(b) is identified with
the first input block of the leaky product circuit @(r;(b)) for ¢ = 0,1,2,3. (Recall that a leaky
product circuit has three input blocks.)

Suppose that b € Lg_1. Then the output blocks Ti(sr’l) of ¢(b), for i = 0,1, are identified
with the second and third input blocks of the leaky product circuit ¢(1b). The output blocks

TZ-(Spl) of ¢(b), for i = 2,3 are identified with the second and third input blocks of the leaky
product circuit @(rbd).

Assume that i € {1,2,...,m — 1}. The single output block of the leaky product circuit
©(a;) is identified with the second input block of the addition circuit @(b;). The single output
block of @(ap) is identified with the first input block of @(by).

Let b = by, for some i = 1,2,...,m — 2. The only output block of the addition circuit @(b;)
is identified with the first output block of the circuit @(bj;t1).

There is no = € P with < by_1, therefore the single output block of @(b;_1) is not
identified with anything. (This will be the outputblock of C(@) as well.)

For all a € P, the circuit ¢(a) is defined as the modified form of the circuit ¢(a) after these
identifications. Let ® = {¢(a)|a € P}, and for all z,y € ®, we will have x <g y iff there exists
a,b € P with a <p b and z = p(a), y = ¢(b).

This completes the definition of the family @ = (®,<g). We define the probabilistic block

F'-circuit by Cfrjg) = C@) that is, C%g) is the composition of the family Q). O
Definition. By the definition above, the circuit ¢(by—_1) is an addition circuit Cg:; )@ whose

only output block is the only output block of ng ), According to the definition of the circuit

CT(; )G this circuit ends with a copying circuit of the type Cfi )G This copying circuit will be
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denoted by Cepg. Suppose that Y is an arbitrary set. Then X (Y) will denote the set of all output
nodes of Cepg which do not belong to exit(Y N set(Cena), Cena). (Recall that exit(A,C) is a

set of output nodes of a copying circuit C', which corresponds to the connected set in Lemma
10.) O

. . —+
7.4 Basic properties of CE,;G)

In the remaining part of this section the family @ will always denote the family of block circuits
(P, <g), defined in the previous subsection, whose composition is the F-circuit Cf; G+ ),
Definition. For each circuit C' € ® the set consisting of all of the deterministic input blocks and
all of the output blocks of C will be denoted by U¢. We define the set U by ¥ = |J{U¢ | C € @}.
(Note that some of the elements of ¥ can be an input block of a C' € ® and at the same time
an output block of another C’ € ®.) The set of all deterministic input blocks of a C' € ® will be
denoted by ¥¢ i, and the set of all outputblocks of C by Ve oue. O

Later we will use the following observation, which is an immediate consequence of the defi-
nition above.

Proposition 14 Assume that J; € Y (,,), where z; € P for i = 0,1 and xo # x1. Then,
Jo = J1 implies that there exists an i € {0,1}, so that J; € V(5 out, J1-i € Yi(z,_,),in, and T
covers x1_; in the ordering <p.

Definition. Assume that x € P. The deterministic input blocks of the circuit ¢(z) will be
denoted by IO‘T), 1 {I), ... and its output blocks by Tox), 1(1), ... in the order that was specified in
the definition of the corresponding circuit type, (splitting, leaky product, or addition). Suppose
that o € func(inset(C(?), F). We define a function & on W. If S € ¥ for some C € ® then
5(S) = (00);,(S) = Yres XS,C) (). Note that the circuit C' is not uniquely determined by the
block S, however the value of 6(S5) is independent of the choice of C, since z € S € Yo N¥p
implies XS,C) (z) = XS,D) (z). O

First we show that the circuit C,(n,f + = 0@ performs multiplication in the required sense.
More precisely the following holds.

Lemma 32 The circuit CQ) computes the polynomial xo(z1 + x2). Equivalently the following
holds. Assume that Io, I, Io are the deterministic input blocks of C(Q), where Iy is also the
deterministic input block of p(to), 11 is the deterministic input block of lty, Iz is the deterministic
input block of rto, and Ty is the output block of C'9) | where Ty is also the output block of p(bim—1).
Then, for all o € func(inset(C@)), F), we have Gin(Io)(Gin(l1) + Gin(l2)) = Gour(T0), or
equivalently

z€lp zel €l z€Tp

Z X((;C(Q)) (Z X((;C(Q)) + Z Xgo(Q))) _ Z X((;C(Q))

Proof. Using the notation s = 6in(f0)(Gin(11)+Gin(I2)) we have to show that s = Gout(T0) =
a (T, ébm’l)). This is a consequence of Lemma 1. Indeed, Lemmal and the connections between
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the input and output vectors of a splitting circuit imply, that for all j =0,1,...,d — 2

s= > 6(ID) (5(1M) 4 o(1))

tEL]'

We consider this sum for j = d — 2. For each t € Lq_o, ¢(t) is a splitting circuit with
s(I®) = Y1, &(Ti(t)) =33, &(Ti(t)). Therefore the last expression for s and the way we
identified the input blocks of the leaky product circuits ¢(a), a € Lq with the output blocks of
the splitting circuits ¢(x), ¢(y), where a <7 z <p y and € Lq_1,y € Lq_2, implies that

s= Y o)) (s01”) + (1))

teLq

As a consequence the sum of the outputs of the leaky product circuits is also s, that is,

s= > (13"

telgq

Since the rest of the circuit C'(9) simply adds the outputs of the leaky product circuits we get

s =ao(T, ébm’l)) = Gout (T0), which completes the proof of the statement about the functionality
of the circuit C?). Q.E.D.(Lemma 32)

Definition. For each C € ® we define a polynomial system of equations G¢ over the field C.
In each case G¢ is the canonical polynomial system of equations of the corresponding circuit
type, that is, of the splitting circuits, leaky product circuits, or the addition circuits. O

Lemma 33 Under the standard assumption described in (53) the circuit C(Q) = Cfi’g) is

(0, e1,p)-cylindrical, where p = e‘clm%.

Proof. We have to define a selection function S such that the adversary Y = adv o) (€1, S)
satisfies conditions (11) and (12) of the definition of a (6, 1, p)-cylindrical adversary.

For the following definition recall that for an arbitrary set Y, X' (Y’) denotes the set of all
output nodes of Ceng which do not belong to exit(Y Nset(Cena), Cena), where Cepg is the copying
circuit which produces the output of the last addition circuit p(bs_1) in the circuit C(%@).

Definition. 1. &, will denote the set of all C' € ®, such that C is a leaky product circuit.
2. For an arbitrary set X C set(C(@)), let Ux be the set of all C' € @, such that C is not
percolative with respect to full(X) Nset(C) and G¢o. We define S(X) by

SX)=XUX(X)U U{set(C)\(detin(C) Uoutset(C)) | C € Ux}

Let Y = adv(g)(e1,S). O

Assume now that D is a random subset of set(C(?)) so that for all z € set(C(?)), prob(x €
D) < £; and the various events x € D are mutually independent. The definition of S(X), the
fact that the copying circuit is (6,1, §)-cylindric (Lemma 12) and Lemma 18 together imply
that with a probability of at least 1 — £ condition (11) is satisfied by C:=C@Q) X:=D, S, and
V.
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We want to show that with a probability of at least 1 — § with respect to the choice of the
random set D, condition (12) is also satisfied with the same choices of the parameters. For the
proof of this fact we will use Lemma 7. According to Lemma 7 it is sufficient to show that

Lemma 34 Under the standard assumption the following holds. Assume f € funcy(I,F),
G = domain(f), where I is the input block sequence of CQ). Then with a probability of at least
1 — &, for the randomization of the set D, the block input of CQ) s invisible from the set X,
where

X = G Ufull (DU X(D) U| [{set(C)\(detin(C) Uoutset(C)) | C € Up})

Proof of Lemma 34. We need several definitions and lemmas for this proof.

Definition. For all sets A C set(C(@)), & P will denote the set of all C' € ® so that C' is
not percolative with respect to A Nset(C) and G¢. O

Proposition 15 Under the standard assumption, with a probability of at least 1 — e~21™ with
respect to the randomization of the set D, we have ®F N (®\ @) = 0.
—perc

Moreover, the events C' € ® 5, for C € ®y, are mutually independent, and for each fived
C € ®, we have prob(C € ®F°) < 6.

Proof. For the proof of the first statement let ¢ > 0 so that § <« ¢ < d,«a. Clearly for
all C € ®\®, we have X Nset(C) C (G U X (full(D)) U full(D)) N set(C). Therefore the
assumption about G the definition of X' (full(D)) and Chernoff’s inequality applied for the
number of elements of D N set(C') implies that |X N set(C)| < ém with a probability of at
least 1 — e3¢, Therefore applying Lemma 13, Lemma 24, or Lemma 26 according to the type
(copying, splitting, or addition) of the circuit C, we get that C' is X N set(C), G¢ percolative.
With a probability of at least 1—e~3°! this holds for all 1 —e~2°2 which implies the first statement.

In the second statement of the lemma the independence of the events C' € &« follows from
the fact that the sets set(C) for C' € & are pairwise disjoint, and therefore the choices of the
various elements of D in them are mutually independent. The inequality is a consequence of
Lemma 29 Q.E.D.(Proposition 15)

Proof of Lemma 34 continued. Assume that g € func(X, F) and § € func(block;,(C(@), F).
(Since block;,(C(@)) is the set of input blocks of C(@), such a § is a function defined on a set
with 3 elements, which correspond to the variables of the polynomial zo(z; + z2).) We will
denote by N5, the number of solutions of the system Z(d) U £(g) defined for the circuit C@,
We have to prove that for all g € func(X, F) and for all §,6" € func(block;,(C(@), F), we have
Ns,g = Ny 4. Assume that a g € func(X, F') is fixed. Because of the symmetry in § and ¢', it is
sufficient to prove the following;:

(66) for all 6,8 € func(blocks,(C(@), F), Ns g > 0 implies that Nsg = Ng 4.
For the proof of (66) assume that a § € func(blocki,(C(@)), F) is fixed with Ns, > 0, and

&' € func(block;,(C(@)), F) is arbitrary. We prove statement (66) in two steps. As a first step
we show that
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Lemma 35 Nj, > 0 implies Ny g > 0

Using this lemma, we will show that Lemma 7 is applicable for the systems of equations
Z(6)U&(g) and Z(6")UE(g).

Proof of Lemma 35. We prove the lemma by using Lemma 31, with the following choices
of the parameters. The compatible family of circuits @ = (®, <g), the polynomial systems G¢
for C' € &, and the set X has been already defined. Let ®x be the set of all elements C' € ®
so that C is percolative with respect to X N set(C) and G¢. Since Nys > 0 there exists a
o€ func(detin(C(Q)),F) so that din = J. (Recall that i, is the function which assigns to
each input block, the sum of the values of o on the elements of that input block.) We fix a o with
this property. We want to define functions A\, A\¢ so that they satisfy condition (61) of Lemma
31. We will do that in a way that the function A € func(¥, F) restricted to block;,(C(@)) will
be identical to &', and for all C' € ®\®F*", we have A\¢ = (0¢);,. This will guarantee that if
p € func(inset(C(@)), F) is the function whose existence is stated in Lemma 31 then zj,:=p(h)
is a solution of Z(d") U &(g).

The existence of the function A € func(W, F') that we need for the application of Lemma 31
will be guaranteed by the following proposition.

Proposition 16 There exists a function A € func(V, F') such that the following conditions are
satisfied:

(67) Ao satisfies the system Gg for all C € ®, where \¢ is the restriction of A to the set
U Uoutset(C).

(68) A\¢ = (0¢);, for all C € dLE.
(69) A(to) = ¢'(Io), A(lto) = 0'(I1), A(rtg) = §'(I2)

For the construction of the function A whose existence was claimed in the proposition we
will need the following simple fact. (Recall that for all C' € ®, U is the set consisting of all of
the deterministic input blocks of C' and all of the output blocks of C, and ¥ = pee V)

Proposition 17 Assume that ®¢ is an upward closed subset of the set & with respect to the
partial ordering <g, and p is a function with values in F' so that

(70) domain(u) = U{¥¢c | C € Py}
(71) for all C € @, u satisfies G
Then p has an extension p1 to W, so that, for all C € ®, uy satisfies the system Ge.

Proof. Since @ is finite, it is sufficient to show that if ®g # @, then there exists C; € @\ P
and an extension p; of p to domain(p) U We,, such that p; satisfies Gy, and ®; = &9 U {C}
is an upward closed subset of ®. Let Cj be a maximal element of ®\®j; with respect to the
partial ordering <. The maximality of C] and the definition of a compatible family of circuits
implies, that if J is an output block of C1, then for all C' € ®(, J is neither an input block nor an
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output block of C. Therefore J ¢ domain(u). Now we define an input 7 for C4, (including both
the deterministic and probabilistic inputs), so that for each I € detin(Ch), > ,c;7(x) = p(l).
Apart from these equalities 7 is arbitrary, in particular its values on the probabilistic input

nodes can be chosen arbitrarily. The input 7 defines an evaluation function X(Tcl) on set(Ch).

We define py by pi(J) =3 ,cs chl)(x) for all J € W¢,. Since the circuit C satisfies the system
Gy, so does the function the function p;. Q.E.D.(Proposition 17)

Definition. The set of all t € Lg_; U Lg_» such that there exist t' € Lq_2 and a € Lq with
t<pt',a<pt,and p(a) € DL will be denoted by Rx. O

Proof of Proposition 16. First we define a function ' € func(Rx, F). For each t € Rx,
K (1) = 5(15") = T @) e € 1)

Now we use Lemma 2 with d:=d —1, T:=T\Lq, A:=Rx, A:=Rx N Lg_2, \:=k’. According
to Proposition 15, the events t € Rx, for all ¢ € Lq_s, are mutually independent, therefore
Lemma 2 is applicable. Using the upper bound on the probability of the events t € Rx given in
Lemma 15, we get the following. For an absolute constant ¢, we have, that with a probability

. _ _ 3
of at least 1 — 2—¢lloge1] vim >1- 2=V — 1 — 2-m2 {41 the randomization of D, there exists
a well-balanced function x on T'\ Lq, so that & is an extension of «’, and

(72) /i(t()) = (5/(10), H(lto) = 5’([1), H(rto) = 5/(12).

Let @y be the set of all C' € ®, so that either there exists an z € T\(Lq U Lq—1 U Lq—2)}
with C = ¢(x) or there exists a C’ € ®° so that C' <¢ C.

We define a function p on M = [J{¥¢ | C € ®p}. Assume that J € M. If J is an input or
output block of some C' = ¢(x) with x € T\(LqU Lq—1 U Lg—2)} then J € ¥, ;, for some
v € T\Lg = domain(k). In that case we define pu by u(J) = r(p(z)), where J € W, in,
x € T\Ld.

Suppose now that J € M, but for all x € T\(Lq U Lg—1 U Lg_2), J is not an input block
or output block of ¢(x). By the definition of @y this is possible only if J is an input block
or an output block of a C € &%, In that case let u(J) = (J). (Recall that by definition

G(J) = (00);,(S) = X ses X((,—C)(x), where S is an arbitrary input or output block of a circuit
C € ®.) We claim that p satisfies the system G¢ for all C € &q. If C = ¢p(z) with = €
T\(Lq U Lg_1 U Lgq_2) then this is a consequence of the fact that x is well balanced, and the
equations defining “X is well-balanced”, are identical to the equations of the canonical system
of a splitting circuit. For the remaining circuits C' € M, by the definition of " and k, we have
that p(J) = &(J) for all J € Ve therefore we get that p satisfies the system G = 0 since &
satisfies it.

We have shown that the set ¢ and the function u satisfy the requirements of Proposition 17.
Therefore there exists an extension p; of p onto (J{¥¢ | C € ®} with the properties described
in Proposition 17. We define A by A = y/. We show now that the conditions of Proposition 16
are satisfied by the function .

Condition (67). This is a consequence of the fact that u; = A satisfied condition (71) of
Proposition 17.
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Condition (68). For all input and output blocks of a circuit C' € &y, we have \(J) =
p1(J) = p(J). The definition of the function p implies that for such a block J we have u(J) =
a(J), which implies our statement.

Condition (69). On the three input blocks I involved in this condition we have A\(I) =
w(I) = Kk(t), where I is an input block of ¢(t). Therefore condition (72) implies our statement.
Q.E.D.(Proposition 16)

Proof of Lemma 35 continued. Proposition 16 guarantees the existence of a function
A € func(V, F'). Therefore we can apply Lemma 31 with the choice of parameters described
at the beginning of the proof of Lemma 35 and get a solution for the system Z(d") U E(g).
Q.E.D.(Lemma 35)

Recall that the circuit anx " has three input blocks and so the system Z(J) consists of three
equations.

Definition. We write the system of equations Z(0) U £(g) in the form of ¢, = ¢p(a), a € E,
where

(a) E={0,1,2} UX (we assume that {0,1,2} N X = (),

(b) for all @ € E, ¢, is a polynomial whose constant term is 0,

(¢) ¢; = Py and ¢(i) = 6(3) for i = 0, 1,2,

(d) for all @ € X, the polynomials ¢, — ¢(a) and p&g) — g(a) are identical. O

Remark. Condition (d) of the definition above does not imply ¢(a) = g(a), since p,(lg) may

have a nonzero constant term. O

Definition. We define a function i(«) on the set E by: “for all a € X, ¥(a) = ¢(a), and
for all ¢+ € {0,1,2}, (i) = 0'(i)”. Clearly the systems Z(¢') UE(g) and ¢o = ¥(a), a € E are
identical. O

Lemma 36 The conditions of Lemma 7 are satisfied by the polynomials qn, o € E defined
above. Consequently the number of solutions of the systems Z(8) U E(g) and Z(8') U E(g) are
identical.

Proof. The requirement that the constant terms of the polynomials q,, o € E are all zeros
is included in the definitions of these polynomials. U will denote the set of indeterminates
occurring in the polynomials ¢, o € E. Now we define the sets Ey, F1, Uy, U1. For each leaky
product circuit C' € @, let Yo be the unique product gate of C.

Let Hy be the set of all input nodes h of C@)| including both probabilistic and deterministic
input nodes, with the property that h > Yo for a suitably chosen C € ®, with respect to the
partial ordering of the nodes of the circuit C(@). Uy is defined by Uy = {zn | h € Hp}.

Let X be the set of all a € X, so that there exists a C' € ®, with Yo < a. We define Ey by
Eo = XU{0,1,2}. Finally E; = E\Ey, Uy = U\Up. We will show that the conditions of Lemma
7 are satisfied by these choices. Condition (35) is an immediate consequence of the definitions
of Uy, Uy, Eg and Eq. To show that the conditions hold as well we need the following.

[

Proposition 18 Suppose that “a” is a gate of the circuit C(Q) . “a” is a product gate iff a = Yo
for a suitably chosen C € ®,. Moreover if t is a nonlinear term of some q,, a € E, then o € X,

and there exists a C' € &y so that o < Yo, and pgfc) contains a term t' so that t = 1t’ for some
L€ F.

76



Proof. The first statement of the proposition is an immediate consequence of the definition
of CQ). Assume now that ¢ is a nonlinear term of some go- The fact that Py, P;, P» have only

linear terms implies that o € X, and therefore g, and pff ) may differ only in their constant terms.

Consequently, p&g ) contains the nonlinear term #. If o is not a product gate, then, according to

the recursive definition of p,(lg ), there exists a b € set(C(?)) so that a < b (in the partial ordering

of C(@)) and there exists a term £ of pl()g) so that ¢ = (3t for some nonzero 3 € F. (This is a
consequence of the fact that the only gates in this part of the circuit are +, x(—1)). Therefore
we can define a path, going upward starting from a, so that for each element b; of this path the
polynomial pl(;? ) contains a term t; so that t = (;t; for some 3; € F\{0}. The path must end in a
node with a product gate, that is, in an node on Y¢ for some C € ®,. Q.E.D.(Proposition 18)

Proof of Lemma 36 continued. We show now that the remaining conditions of Lemma 7 are
satisfied by the sets E, Ey, U, Uy defined earlier.

Condition (36). Assume that o € Ey. By the definition of Ey we have that a € {0,1,2} UX.
If @ € 0,1,2 then for each indeterminate z, in g, h is a deterministic input node of C9) and
so h > C, for some C € &, and therefore z;, € Uy. If @ € X then the definition of X implies the
existence of a C € &« with Yo < a and so for all indeterminates zp in g, we have Yo < a < zp,
and so z; € Up. In both cases Proposition 18 implies that g, has linear terms only.

Condition (37). Assume that ¢ is a nonlinear term of ¢, for some o € Ej. Then, by
Proposition 18 there exists a C' € &y a term ¢’ € pgfc) and a ¢ € F, so that t = «t’. Therefore
if 2j, is an indeterminate in ¢ then it also occurs in t' and consequently h > Y, which implies
zn, € Up.

Condition (38). We can use Lemma 31 to show that the condition is satisfied. To make the
lemma applicable to the present case we define a new compatible family of circuits Q. Namely,
for each C € &, we cut C into two parts Cy and C; so that Cy is a total sum circuit, Cy is a
reverse sum circuit and the only output node of Cj is identical to the only input node of Cj.
Let & be the set

(P\Px)U{C; | C e ®y,i€{0,1}}

The partial ordering <g is defined in the following way. <j is the unique partial ordering so
that: (a) for all C' € @, Cy < C1, (b) for all C,D € @y, 4,5 € {0,1} if C # D then C;, D;
are incomparable, and (c) for all z,y € ® if at least one of the elements z,y is not of the form
C; for suitably chosen C' € @, i € {0,1}, then z <; y iff x <o y. C(@) will denote the circuit
defined by the family ®. Clearly C(@ = C(Q)_ that is, the two circuits have the same nodes
with the same type of gates on each of them, we only got them through different constructions.
(More precisely they may be only isomorphic depending on the definition of the process of
“identification” of nodes in their constructions.) For each C' € ®, and for all i € {0,1}, the
canonical system of the circuit C; as defined for total sum, and reverse sum circuits, (that is,
e.g., the total sum circuit the system which says that the sum of the inputs is the output) will
be denoted by G¢,. We define a set X by X = (X\®x) UU{{Co,C1} | C € X}.

Later we will use the following statement that follows easily from the definition of percola-
tivity:

(73) if C € ® and C is percolative with respect X N C' and G¢, then for all i € {0,1}, C; is
also percolative with respect to X N C; and G¢;
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Assume now that the system & = {qo, = ¢(a) | @ € E} has at least one solution, and we
have to show that every solution of the system & = {qgo = $(@) | @ € Ep} can be extended into
a solution of €.

We want to use Lemma 31 in the proof of condition of (38) with Q:=Q, A:=X. We define
the functions o, A whose existence is stated in the assumptions of Lemma 31 in the following
way. )

The definition of 0. Since £ has a solution there exists a o € func(inset(C(?)), E) so that
zp, = o(h) is a solution of £.

Let H be the set of all h € inset(C(Q)), so that h is either in a splitting circuit or a total
sum circuit. Assume that z;, = 7(h), h € H is a solution, for & that we want to extend into a
solution of £. A and A¢ will depend on 7.

The definitions of A\ and A\c. We define a function A € func({block;o(C) | C € @}, F)
with the properties required by Lemma 31. For the definition of A we extend 7 from the set H
to every element of the set inset(C(?)) with values in F.

(74) The extension of T is defined by the equations of &\ for all h € inset(C(Q))\H if each
h € inset(C) for some C € X.

For the remaining elements h of inset(C (Q))\H the extension is arbitrary. This extension

of 7 will be denoted by 7. For each J € J{block;,(C) | C' € ®} we define A(J) by A(J) =

> e XQ(Q). We define A¢ as the restriction of A onto block;o(C), for each C' € ®. Since A
was defined from an evaluation function, the function ¢ satisfies G¢ for all C € & therefore
condition (61) of Lemma 31 satisfies with ®:=3.

Condition (62) is a consequence of definition of the extension of 7 described in condition
(74). Conditions (60),(60),(61) of Lemma 31 are immediate consequences of the definitions.

From the evaluation p whose existence is guaranteed by Lemma 31 we get the solution of £
by zn = X,(h). This completes the proof of condition (38) of Lemma 7

Now we apply Lemma 7 to the systems and Z(6’) U E(g). By Lemma 35 if at least one of
these systems has a solution then both of them have at least one solution, consequently Lemma
7 implies that the number of their solutions are equal. Q.E.D.(Lemma 36)

Proof of Lemma 34 continued. According to Lemma 36 the systems Z(d) U E(g) and Z(6") U
&(g) has the same number of solutions which implies that the block input of C@) is invisible
from X. Q.E.D.(Lemma 34)

Proof of Lemma 33 continued. We have shown in Lemma 34 that the block input of C(%)
is invisible from the set X O GU D, therefore by Lemma 6 it is also invisible from the set GU D.
Q.E.D.(Lemma 33)

This completes the proof of Lemma 3 as well.

8 Leaking Machines

8.1 Motivation

Assume that M is a machine, we may think of a RAM, or a Turing machine, or a pointer machine,
which may get input, may provide output, and while it works an adversary gets some information
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about what is happening inside the machine. For example in case of a RAM, the adversary may
get at certain times the contents of the memory cells involved in the instruction executed at that
time. The adversary in possession of this partial information about the working of the machine
tries to guess what is its input. Our goal is to describe certain possible adversaries and find
ways to hide most of the information contained in the input from them in an efficient way. This
can be done in certain cases by replacing the program Py of the machine by another program
Py, which gives the same output, but works in a way which reveals less useful information to
the adversary than the original program Fy. Depending on the adversary there may be certain
type of information, that cannot be hidden without making the program P; too ineflicient.
E.g., for many reasonable choice of an adversary the total amount of time/memory needed to
compute the correct output cannot be hidden efficiently. In such a case we will assume that
these parameters, the total time and the total amount of memory used by the program, are
fixed, and our goal will be to hide any other information from the adversary.

For the formulation of our results and especially for the proof, we will need many different
computational models. Therefore, first we give a very general definition of a probabilistic ma-
chine with information leaking to an adversary. All of the specific computational models that
we will use later will be a special case of this one. In this general model, that we will call a
leaking machine, only the following constituents of a machine will be given. (a) a distribution
which determines the output of the machine if an input is given, and (b) for each possible input
a a distribution of the information (as a 0, 1 sequence) that reaches the adversary if the machine
gets input a. More precisely we will give the joint distribution of the two distributions described
in (a) and (b).

These concepts in themselves of course do not tell how the computation is performed. Still
for many definitions and proofs, particularly when we reduce the problem of hiding information,
from one computational model to another one, these notions will be sufficient.

One of the basic problems in defining precisely our general goal of hiding information is,
that certain type of information, as we have mentioned, cannot be hidden efficiently, so we
have to concede it to the adversary, and try to hide only extra information, that is information
which does not follow from the conceded one. We will formulate this in the following way. We
will define two adversaries. Adversary 1 will get every information that cannot be efficiently
hidden, in each case we will tell explicitly what is it. Adversary 2 will get all the information
that Adversary 1 gets and also some extra information which will be defined in each case. Our
results usually will state that the computation can be performed in a way, perhaps in another
slightly larger machine, so that the two machines compute the same function and at the end of
the computation Adversary 2 will not know essentially more than Adversary 1. This last concept
will be formulated in terms of indistinguishability. We will essentially require that for each fixed
pair a,b of possible inputs, if Adversary 1 and Adversary 2 are trying to guess what was the
input, knowing that it was chosen with uniform distribution from the set {a, b}, and knowing the
information that reached them during the computation, then the probability that Adversary 2
gives the right answer can be only larger by ¢ than the same probability for Adversary 1, where
¢ is negligible.
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8.2 Definition of a leaking machine

Definition. {0,1}<* will denote the set of all finite 0, 1-sequences. w will denote the set of
all natural numbers. Suppose that A, B are sets. func(A, B) will denote the set of all functions
defined in A and with values in B. If a = (a1, ..., a;), b = (b1, ...,b;) are finite sequences, then
their concatenation the sequence (ay, ..., a;, b1, ..., b;) will be denoted by aob. O

Definition. 1. The pair M = (A, p) will be called a leaking machine if it satisfies the following
conditions.

(a) Ais a finite subset of {0,1}%°,

(b) g is a function defined on A whose value on each a € A will be denoted by g,, and g, is
a probability measure defined on the o-algebra consisting of all subsets of {0, 1}~ x {0,1}~*°.

2. Assume that M = (A, p) is a leaking machine and (1, ) is a pair of functions each defined
on the set A. For each a € A, 9, denotes the value of ¥ on a and £, denotes the value of £ on
a. Suppose further that for each a € A, both ¥, and £, are random variables with values in
{0,1}=°°, and their joint distribution on {0,1}<%° x {0,1}~* is p,. Then we will say that the
pair (9, €) is a realization of the leaking machine M. O

Remark. The intuitive meaning of the leaking machine M = (A, p) is the following. We may
think that M is a probabilistic machine, e.g., a RAM, which may get an element of A as an input,
and the possible outputs of the machine are elements of the set C {0,1}~*°. Since the machine
is probabilistic, the input a does not determine uniquely the output, only its distribution on
{0,1}°°°. We assume that there is an adversary who is watching the machine and gets some
information about it. This information depends on the input a € A, the working of the machine,
including its probabilistic steps, and other probabilistic events outside the machine which may
influence what the adversary can observe about the behavior of the machine. The information
which can reach the adversary is an element of a set D C {0,1}~>°. The joint distribution
of the output and the information reaching the adversary at input a is the distribution g, on
{0,1}°° % {0,1}=°°. In other words, if at input a the output is the value of the random variable
Y4, and the information that the adversary gets is the value of the random variable &,, then g,
is the distribution of the pair (¥4, &,).

In the definition of a leaking machine we did not describe, how the machine performs the
computation. The probability distributions, which define a leaking machine, describe only how
the input determines the output of the machine and what is the information that reaches the
adversary. We will use however the concept of a leaking machine in cases when the output is
computed from the input in some specific computational model e.g., by a RAM. That is, ¥, will
be the output of a (possibly probabilistic) RAM at input a, and &, will be usually defined also
in terms of the RAM. E.g., if our goal is oblivious simulation, then &, can be the memory access
pattern of the RAM during the computation at input a. O

Definition. 1. If y,v are probability measures on the same o¢-algebra A, then the distance
of p and v is sup{|u(B) — v(B)| + |u(D) — v(D)|} taken for all B,D € A with BN D ={. O

Definition. Assume that M = (A, p) is a leaking machine, (1, £) is a realization of M, a,b € A,
and € > 0. We will say that the adversary can distinguish a from b with a bias greater than ¢, if
the following holds. There exists a function S defined on {0,1}<%, so that if we take a random
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element i from the set {a,b} with uniform distribution, and a random value z of the random
variable &, is given, then prob(S(z) = h) > § +¢. biasy(a, b) will denote the largest real 4, so
that for all positive € < §, the adversary can distinguish a from b with a bias greater than . O

Definition. Assume that M = (A4, p) is a leaking machine and (,&) is a realization of M.
For each a € A the distribution of 9, on {0,1}~* will be denoted by @,. O

Definition. Assume that M; = (A;, "), i = 0,1 are leaking machines, for i = 0,1, and € > 0.
We will say that the machine M7 simulates the machine My with with an error of at most ¢, or
Mj is an e-simulation of My, if the following two conditions are satisfied:

o= A1, and for all a € Ag, the distance of o’ and g’ 15 at most €,
(75) Ag = A d for all a € Ay, the d F o0 and @8 i

(76) for all a,b € Ay we have biasyy, (a,b) < biasyy(a,b) +¢. O

Remark. The motivation for the definition of e-simulation is the following. We may think that
My and M; are random access machines which get their inputs from the same set A = Ay = Ay,
and € > 0 is so small that a single event with probability at most € can be disregarded. M;
simulates My with an error of at most ¢ in the sense that M; at the input a it gives essentially
the same output (in a probabilistic sense) than My, and the adversary of M; does not gain
essentially more information about the input than the adversary of My. The meaning of the
word “essentially” in both cases depends on ¢ as formulated in condition (75) and (76) of the
definition. Therefore, we have that from the point of view of getting the correct output and
hiding the input from the adversary, machine M is essentially as good as machine M. This
notion will be useful when the adversary of machine Mj is relatively weak so it is easy to
understand what can the adversary of My learn about the input. If M; is an e-simulation of
My and M; has a possibly much stronger adversary, then we have shown that the computation
done by M is just as secure as the computation on My in spite of its stronger adversary.

Another way of using the notion e-simulation will be of applying Lemma 37, formulated
below, repeatedly to a sequence of machines and showing this way that the last machine in the
sequence is essentially as secure than the first one. O

Lemma 37 Assume that M; = (A;, ), i = 0,1,2 are leaking machines, and M; is an &;-
simulation of M;_1 for i = 1,2. Then the machine My is an €1 + eo-simulation of the machine
M.

Proof. We have to show that conditions (75) and (76) of the the definition of e-simulation
hold for My and Ms.

Condition (75). Since M; is an g;-simulation of M;_; for i = 1,2, we have Ay = A; and 4; =
As therefore Ay = As. For the same reasons, for all a € Ay, we have distance(@go), @f})) <&

and distance(@&l), @(12)) < &9, consequently the triangle inequality for the distance between

distributions imply that distance(@((zo), @22)) <e1+eo.

Condition (76). Assume that a,b € A9 = A; = As. Since machine M; e;-simulates machine
M;_; for i = 1,2 we have biasyy, (a,b) < biasyy,(a,b)+¢e; and biasyy,(a,b) < biasy, (a,b) +e2
therefore biasyy,(a,b) < biaspg(a,b) + €1 + 2. Q.E.D.(Lemma 37)
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9 RADMs as Leaking Machines

9.1 Random access machines

We use a von Neumann type random access machine, where data and program are not distin-
guished. For the definition for such a machine see e.g., in [1] the random access stored program
(RASP) machines, in the modified form where the contents of the memory cells are not arbitrary
integers, but integers in the interval [0,29 — 1].

For each positive integer ¢ > 10, M, is a machine with 2¢ memory cells each containing a
sequence of 0,1 bits of length q. These cells will be called cell(0),cell(l),...,cell(2? —1).
We will consider the sequences contained in the cells as the binary representations of natural
numbers from the interval [0,29 — 1], so if we say that a cell contains the natural number i,
we mean it contains its binary representation. (We may restrict the number of memory cells
if needed, by simply saying that a particular program is using only the first m cells for some
m < 29. Therefore our requirement that the machine has 29 — 1 memory cells, is not a real
restriction). The state of the machine at each time is a function which assigns to each of memory
cells its content.

M, has 7 instructions. The names or encodings of these instructions are integers in [0, 29—1].
We will describe below a finite list of instructions and assume that their names, as natural
numbers, are fixed independently of q.

cell(0) is called the accumulator of the machine and cell(1) the instruction pointer. (The
choice of these particular cells for the mentioned roles have no significance.)

The machine M, has six types of instructions. (a) arithmetic operations, (b) an instruction
to generate a random number, (¢) instructions moving data between the memory cells, (d) control
transfer instructions, which determine which instruction will be executed next, (e) input/output
instructions, and (f) the halt instruction to terminate the execution of the program. We will
define each of these types later in more detail.

The machine M, is working in cycles, each cycle counts as one time unit. In each cycle it
does the following. It checks the content of the instruction pointer. Its content is interpreted as
an address, of a memory cell, say, number 7. Then the machine executes the instruction whose
name is in cell 4. An instruction may have parameters (for the sake of simplicity we assume
that each instruction has at most one parameter). A parameter typically is the address of a
memory cell. The content of cell ¢ + 1 is considered as the parameter of the instruction in cell
number 7. The machine executes the instruction with the indicated parameter and then, if it is
not a control transfer instruction, it increases the content of the instruction pointer by 2. If it
is a control transfer instruction then the instruction defines the new content of the instruction
pointer. We will say that a memory cell or register is involved in an instruction if its content
is used by the machine to execute the instruction, or the result of the instruction is placed in
it. We will use this concept by considering an adversary who wants to get some information
about what the machine is doing, and at each instruction knows which memory cells/registers
are involved in the instructions, but does not know their contents.

(a) The arithmetic instructions are +, x, —, |z /y], the constants 0,1, and 27 — 1. (According
to our assumption even the name of the instruction 29 — 1 is independent of ¢.) In case of the
arithmetic operations of the form f(z,y), at the time when the machine reads the instruction,
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which is in cell(z),  must be in the accumulator, and y must be in the memory cell whose
address is the parameter of the instruction, that is, y is in cell(a) where a is the content of
cell(i+ 1). The result appears in the accumulator. In the case of the constants, the result of
the instruction, that is, the value of the constant in binary form, appears in the accumulator
(and the value of the parameter is irrelevant).

(b) an instruction to generate a random number. A random integer from the interval [0, 27—1]
appears in the accumulator, the value of the parameter is irrelevant.

(c) instructions moving data between the memory cells. Read instruction: if the value of the
parameter is a, then the instruction puts the content of cell(a) into the accumulator. Write
instruction: if the value of the parameter is a, then the instruction puts the content of the
accumulator into cell(a).

(d) control transfer instructions. GOTO X instruction. If the value of the parameter is X
then the content of the instruction pointer is changed into a. “IF X = 0 THEN GOTO Y”
instruction. If the content of the accumulator is 0 then the content of the instruction pointer is
changed into Y, where Y is the value of the parameter, otherwise the value of the instruction
pointer is increased by 2. “IF X > 0 THEN GOTO Y. If the content of the accumulator is
greater than 0, then the content of the instruction pointer is changed into Y, where Y is the
value of the parameter, otherwise the value of the instruction pointer is increased by 2.

(e) input/output instructions. INPUT instruction. The input is written in the accumulator.
OUTPUT instruction. The value of the accumulator is given as output. In both cases the value
of the parameter is irrelevant.

(f) HALT instruction. Terminates the execution of the program.

The first few memory cells sometimes will be also called registers. (Intuitively this corre-
sponds to the CPU of a computer.)

A state of the machine M, as we have indicated earlier, is a function which assigns to
each of it cells a possible content. A history of the machine M, is a function defined on an
inititial segment I of the natural numbers which assigns a state S(¢) to each t € I with the
following property. Suppose that ¢,t+1 € I and in S(t) the content of the instruction pointer is
a. If a is the name of an instruction different of the input instruction and the random number
generator instruction, then we get S(¢ + 1) from S(t), by executing the instruction a with the
values contained in the memory cells of M, defined by S(t). If a is the input or random number
generator instruction then S(¢ 4+ 1) must be a state that is obtained from S(t) by executing
instruction a with the values of the memory cells described in S(t), and with a suitably chosen
value of the input or the generated random number.

Remark. Usually we will assume that before the machine starts to work, a program a of
constant length is placed in the memory. We will call this the starting program. We may think
that this is a small program, whose role is to write in the memory a larger program b and data
for b When we will consider an adversary who wants to get some information about what the
machine is doing, we will assume that b is known to the adversary. Because of this, the exact
way as b gets into the machine is irrelevant. O

Definition. Assume that v = (vg,vy,...,v-1) is a sequence of natural numbers each in the
interval [0,297!]. We consider a machine M, with at least  memory cells and with the following
initial state. cell(i) contains the integer v; for all ¢ = 0,1,... — 1 and cell(i) contains the
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integer O for all i > [ — 1. The machine M, with this initial state will be denoted by M,[a] and
will called the machine M, with the initial program a. O

Remark. Sometimes an initial program a of M, will be given in the form of a = P o w where
P is a program, (that is, a finite sequence of natural numbers) which can be executed for all
sufficiently large ¢ in the machine M, and w contains data depending on ¢. For example we
may want to tell to a fixed program P the following parameters: n, the number of memory cells
of the machine and, ¢, the total time that can be used by the program. In this case the starting
program will be of the form P o (n,t) where P is fixed independently of ¢ but n and t may
depend on ¢.00

Definition. The machine M, with n memory cells will be denoted by M,,. The machine
M, with a limit ¢ on the time it can use will be denoted by M, +. Such a machine stops a
time ¢ whatever would be its next instruction. O

9.2 Leaking machines based on M,.
9.2.1 The standard leaking RAM with benign adversary

We will define a leaking machine M by describing a realization (9,&) of M. For the definition
of ¥ and £ we will use a machine M, ;. The leaking machine M that we will define below
will depend on the following parameters. (a) ¢, the word length in the machine My, (b) n, the
number of memory cells used in Mg, (c) ¢, the total amount of time that can be used by M, for
the computation, (d) P, the initial program that resides in M, when the computation starts.

Definition. Assume that ¢, n,t are positive integers, ¢ > 10, n < 29,¢ < 2% and P is a sequence
(pos, - ..,Pk—1) where each p; is an integer in [0,2¢ — 1]. We define a leaking machine M =
Mlq,n,t, P] = (A, p) which will be called the standard leaking RAM with benign adversary,
with word length ¢, memory size n, total time ¢ and initial program P. A will be the set of all
0,1 sequences of length at most gqt. We will also refer to this leaking machine as the standard
leaking RAM. We define the distributions g, by describing a realization (1,£) of the machine
M.

The definition of ¥,. Assume that a € A and we consider the machine My, +[P], that is,
the machine M, ; with the initial program P. Let a’ be the 0, 1-sequence of length exactly gt,
that we get from a by adding as many Os to its end as needed. We suppose that the input o’
is in a buffer and each time when the machine M, ,; asks for an input it gets a word which
consists of the next ¢ elements of the 0,1 sequence a’. The machine M, has only n memory
cells if an instruction is given involving a memory cell with address larger then n — 1, then the
machine halts. While M, ,, ; is working with the input described above, it may give outputs at
certain times. At each time the given output is a word of length ¢. Let g be the concatenation
of these 0, 1-sequences into a single 0, 1-sequence, in the order as the outputs occurred. This 0, 1
sequence g will be the value of the random variable 9,. The randomness of 4, is determined by
the probabilistic steps of Mg, .

The definition of &,. Assume that a € A. The value of &, is a finite 0, 1-sequence which
encodes following information. (a) ¢,t,n, P, (b) the time sequence t,...,t;, when the machine
Mg n+ asks for an input, and (c) the time sequence tg, . ..,t; when M, ¢+ gives an output. The
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choice of the encoding is irrelevant, but the information given in (a),(b), and (c) must uniquely
determine &,. O

9.2.2 Leaking RAM with access-pattern adversary

In this section we define a leaking machine which differs form the standard leaking machine at
two points (a) its adversary is not the benign adversary but an adversary who at each time knows
which instruction is executed and which memory cells are involved in the executed instructions
including their roles in it and (b) the starting program P is of special form so that the execution
of the program has a cyclical structure as described below. The motivation for this definition is
that the result of [3] is equivalent to the statement that such a leaking machine &’-simulates the
standard leaking machine with the benign adversary, where ¢ = tn~1°8"  First we describe the
special properties of the starting program P that we require from such a leaking machine.

Definition. The starting program P is called cyclical if there exists positive integers «, 3 with
B, a so that for all positive integers ¢, n,t, ¢ > 10, n > (3, if the machine M, ,; starts with the
program P o (n,t), then for all 7 € w if the machine is running at time 7 and 7 # —1 (mod «)
then condition (77) is satisfied, while if 7 = —1 (mod «) then condition (78) is satisfied:

(77) (The 7 # —1 (mod «) case.) The instruction executed by the machine at time T is one of
the following types: read instruction, write instruction, arithmetic instruction, random number
generating instruction. In the execution of such an instruction at time 7 only memory cells
cell(i) with i < [ are involved. Moreover the name of the instruction executed at time T and
the memory cells involved in it, together with their roles in the instruction, depend only on the
residue class of T modulo .

(78) (The 7 = —1 (mod «) case.) At time T one of the following instructions are executed: the
input instruction, the output instruction, the read instruction, the write instruction, the HALT
mnstruction. O

Remark. The last requirement in condition (77) that “the name of the instruction executed
at time 7 ... depend only on the residue class of 7 modulo «” motivates the expression cyclical
starting program.

Definition. Assume that ¢,n,t are positive integers, ¢ > 10, n < 29t < 2?7 and
P = (po,...,px—1) is a cyclical initial program. We define a leaking machine M@EP) =
M (a'P')[q,n,t, P] = (A, p) which will be called the leaking RAM with access-pattern adver-
sary, with word length ¢, memory size n, total time ¢ and initial program P. A will be the set of
all 0, 1 sequences of length at most gt. We define the distributions g, by describing a realization
(9,€) of the machine M.

The definition of 9,. For each a € A, 4, is identical to the random variable ¥, defined for
the standard leaking RAM with identical parameters q,n,t, P.

The definition of £&,. Assume that a € A. The value of &, is a finite 0, 1-sequence which
encodes the following information. (a) q,t,n, P, (b) for each time 7 the name of the instruction
which was executed at time 7 and the addresses of the memory cells which were involved in the
instruction together with their roles in the instruction. (a), and (b) must uniquely determine

- O
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9.2.3 Leaking RAM with parity encoded i/o

The next definition describes a random variable 7, 4 s depending on a 0, 1-sequence u, and
positive integers ¢, m, s. The value of 7, ¢ m s, is a 0, 1-sequence 7, consisting of blocks of length
g, each representing in binary form with ¢ bits an element of a 0,1 sequence o. o is the
concatenation of blocks of lengths m. Each of these blocks encodes an element of the sequence
u: the parity of 1s in the block is even iff the corresponding element of u is 0. The parameter s
limits the total length of 7, therefore some elements of u, may not be encoded at all. The random
variable 7, 4 . s Will do the preprocessing of the input for a RAM M,, that is, it encodes each
element of the sequence u by the parity of a 0, 1-sequence of length m. Moreover the elements
of this last 0, 1 sequence are represented in binary form by g¢-bits, which guarantees that at each
input instruction of the standard RAM gets only one element of the sequence. This is needed,
since otherwise an adversary could get too much information from reading a single input.

Definition.  Suppose that ¢,m,s are positive integers, and u = (ug,...,u;—1) is a finite
0, 1-sequence. We define a random variable 7y g5 .- For each fixed i = 0,1,...,5 — 1 let
@ = (V0,iy- - - Um—1,i) be a random 0, 1-sequence of length m so that Zzn;()l Uk = u; (mod 2),
with uniform distribution on the set of all sequences with this property. Assume further that
the random variables v(? ... vU=1 are mutually independent. Let o = (0, 01, .. ,Omj—1) be

the concatenation of the sequences v(9), ..., vU~Y in this order. For each o; let &; be the binary

form of the natural number o; given as a 0, 1-sequence of length q. (79,71, ..., Tgm;j—1) Will be the
concatenations of the sequences g, 01, ..., Gymj—1 in this order. If k& = min{gmj —1, s}, then the
sequence T = (Tp, ..., T,—1) is the value of the random variable 7y 4 m . O

The function F,, defined below, will do the postprocessing of the output.

Definition. Assume that m is a positive integer. We define a function F,,, on the set of all

finite 0,1 sequences. Assume that o = (00,01,...,0;-1) is a finite 0,1 sequence. Fp, (o) will
be a 0, 1-sequence u = (ug, ..., ur—1) where k = [L], and for all i = 0,1,...,k — 1, u; is the
(i+1)k—1

unique element of the set {0, 1} so that u; = >
by definition o, = 0. O

In the following we define a leaking machine M’ which determines its output using an exten-
sion of the machine M, ;[P], by adding extra preprocessing of the input and postprocessing
of the output, both depending on a parameter m. The adversary will be stronger, than the
adversary of the standard RAM. In particular, the adversary, at certain times, will be able to
see the contents of the memory cells involved in the instruction executed by M, [P] at that
time. The adversary will use a probabilistic and adaptive strategy H defined below, to select
these times. We will consider only in strategies which guarantee some limit on the number of
occasions when the adversary can get this extra information.

vt oy (mod 2), where for 7 > j —1 we have

Definition. A strategy for the adversary is a function H which assigns to each pair (i,z) €
w x {0,1}=*° a random variable H; , so that the random variables in the set set(H) = {H,, |
i € w,z € {0,1}=°} are mutually independent and each takes its values in {0,1}. O

Remark. Assume that a machine M, is working and an adversary may get some information
about the states of the machine. For this the adversary will use a strategy H;, in the follow-
ing way. The adversary may get the contents of the memory cells involved in the instruction
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executed at certain times. The adversary has to select the times, when this happens, these
will be called the compromised times. Suppose that at time s the information that reached the
adversary till that time, is the 0, 1-sequence g(s). Then the adversary takes a random value
of the random variable H, ,,, independently of the randomizations done in the machine and
the earlier decisions of the adversary. If the value of H; 4 is 1, then the adversary gets the
contents of the memory cells involved in the instruction executed at time s, if H, j(5) = 0 then
the adversary does not get this information. O

Definition. Assume that ¢, n,t, m are positive integers, ¢ > 10, n < 29,¢t < 29, P is a sequence
(po, - - ., pr—1) where each p; is an integer in [0,29 — 1], and H is a strategy for the adversary. We
define a leaking machine M’ = M’[q,n,t, P,m, H] = (A, p), that will be called a parity encoded
RAM with word length ¢, memory size n, total time ¢, initial program P, parity encoding length
m, and adversary strategy H. The input set A will be the set of all 0,1 sequences of length at
most gt. We define the distributions g, by describing a realization (¢, &) of the machine M.
The definition of ¥,. Assume that a € A. Let a be a random value of 7, gm, and let
(M) (M) he g realization of the leaking machine Mg, n,t, P o (m)] defined earlier. 1, is

defined as fm(ﬁg—LM)). (That is, by the preprocessing we get a for the input a, then the the

machine ./\/lq7n7t[P], provides its output at input a as the value of the random variable 19((—1M) , and
finally by postprocessing of this output we get Fp, (ﬁéM)).)

The definition of £&,. Assume that a € A. The value of &, is a finite 0, 1-sequence which
encodes the following information. This information will be given by the values of a function
g defined on {0,1,...,¢t — 1}, with the intuitive meaning that the information that reaches the
adversary before time s is encoded by g(s), where the time is the time of machine Mg, [P]
while it computes the value of ¥5. (Naturally g(s) also depends on the history of the machine
Mg nt[P] before time s and the decisions of the adversary made before this time.) We define
g(s) by recursion of s. g(0) contains ¢,n,t,m,P.  Assume that s € {0,1,...,¢ — 1} and
g(0),...,g(s—1) has been already defined. We define now g(s). The following information will
be encoded in g(s).

(a) s, the name of the instruction that was executed by Mg ,[P] at time s, during the
computation value of ¥J5(M), and the addresses of the memory cells involved in the instruction
executed at time s together with their roles in the instruction,

(b) if Hyg() = 1, then the contents of the memory cells whose addresses were given in
(a) with the indication which content belongs to which address. Such an s will be called a
compromised time.

As in the case of Mg, n,t, P] the choice of the encoding is irrelevant, but the information
described above must uniquely determine &,. O

Remark. We defined the random variables H; , for all i € w, z € {0, 1}~ instead of defining
H; , only to those pairs ¢,z where the adversary may need the value of H; .. This does not cause
any problems since a strategy defined on only certain pairs (i, z) € w x {0,1} <> always can be
extended in a trivial way to the whole set w x {0,1}~%. O

Definition. 1. Assume that H is a strategy for the adversary. We will say that H is an
(e, m)-moderate strategy for the adversary of the parity encoded leaking machine M, if for each
time interval I of length m, and for each history of the leaking machine M the number of
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compromised times in I is at most em. In other words, if g(s) encodes the information that
reached the adversary before time s, then there exists at most em integers ¢ of the interval I,
so that H;g;) = 1.

2. We will say that the adversary strategy H; . is e-random, if for all i € w, x € {0,1
we have prob(H;, =1) <e. O

}<oo

Theorem 7 There exists cg,c1,c2,¢c3 > 0 such that for all sufficiently small ¢ > 0 and for
all program Py there exists a program Py with the following properties. Suppose that q,n,t,m
are integers, q > 10, n < 29, t < 29, m < n. Then for all leaking machines M and M’
if M, M’ satisfy conditions (79) and (80) below, then M’ is an & simulation of M, where
g = comax{tn=18" te=1m},

(79) M s a standard leaking RAM with the benign adversary, with word length q, memory size
n, total time t, and initial program Py o (n,t),

(80) M’ is a parity encoded RAM with world length q, memory size n(logn)®2m®, total time
t(logn)2m®, initial program Py o (m,n,t), and parity encoding length m, with an (e,m)-
moderate adversary.

We will first prove the theorem in the modified form where in condition (80) we replace the
expression “(e, m)-moderate strategy” by “e-random strategy”.

10 The composite machine and a related leaking machine

We have already defined the composite machine in section 3.5, and using that machine we define
now a leaking machine M¢c = (A, p) that we will call the composite leaking machine. As in the
earlier definitions of leaking machines we define M¢ by defining a realization (¢, &) of it. In the
earlier examples we defined the random variables ¥, through computation done by the RAM
M. In this case instead of M, the composite machine will do the computation.

Definition. Assume that q,c,n,t are positive integers, ¢ > 10, n < 29,t < 29, P is a sequence
{po, ..., pe_1) where p; is an integer € [0,2971] for i = 0,1,...,c — 1, and H is a strategy for the
adversary. We define a leaking machine M¢ = (A, p), that will be called the composite leaking
machine with word length ¢, RAM-size ¢, memory size n, total time ¢, initial program P. A will
be the set of all 0,1 sequences of length at most ¢. We define the distributions g, by describing
a realization (¢, &) of the machine M¢.

The definition of ¥,. Assume that a € A and the machine M, . starts to work in a state
where for all § = 0,1,...,¢ — 1 the content of the memory cell 7 is p;. We suppose that the
input a is in a buffer and each time when the machine A, asks for an input it gets a bit which
is the next element of the 0,1 sequence a. While Cy ., is working with the input described
above, A, may give outputs at certain times. At each time the given output is a bit. Let p
be the 0, 1-sequence, containing these bits in the order as they were given as outputs. This 0,1
sequence p will be the value of the random variable 9,. The randomness of 9, is determined by
the probabilistic steps (the instruction RANDOM) of A,,.
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The definition of &,. The adversary gets the state of the machine M. at each time, while
the composite machine Cycp = (Apn, Myc) computes the value of ¥,. O

Remark. The state of /\;lq,C is a function which assigns to each memory cell to its content.
Therefore the adversary knows exactly what happens in ./\;lq,c but does not get directly any
information about the machine A;. The state of /\;lq,c however determines at each time, the
name of the instruction performed in A,, and the memory cells are involved in it. O

The proof of Theorem 7 will be based on the repeated use of Lemma 37. Namely we will
construct leaking machines My, My, Mo, M3, My so that if M, M’ are the leaking machines of
Theorem 7, then My = M, My = M’ and M, is an %—simulation of M;. The total time and
memory size in each step will grow by at most of a factor of (m log n)cl, where ¢’ is a constant,
so altogether their increase remain below the bound required in Theorem 7. The following
Theorem A is an immediate consequence of the results of [2]. In the two lemmas formulated
after Theorem A we define My, My, M3 and M4 and formulate the statements that M;,; is an
¢’ simulation of M;.

Definition. In the following the word program will mean a finite sequence of natural numbers,
which can be interpreted as a program for M, for all sufficiently large integers ¢. O

Theorem A. There exists cag > 0,c3 > 0 such that for all programs Py, there a program P;
with the following properties. Suppose that ¢ > 10, n,t are positive integers, n < 29, t < 24. For
all leaking machines Mo and Ma, if Mo, My satisfy conditions (81) and (82) below, then M; is
an ¢’-simulation of M, where ¢/ = tn=1087,

(81) My is a standard leaking RAM with benign adversary, word length q, memory size n, total
time t, and initial program Py o (n,t),

(82) My is a leaking RAM with an access-pattern adversary, word length q, memory size
n(logn)®, total time tn(logn)®, and initial program Py o (n,t)

For the proof of this theorem see [2]. The fact that the initial program P; can be chosen in a
way that it is cyclical can be proved in the following way. Assume that the simulated protected
CPU, that we will call simply CPU, consists of the first 8 memory cells of M,, where 3 is a
constant. The work of the CPU is organized into cycles of length «, where « is a constant. In
each cycle the first & — 1 instructions involves only memory cells from the CPU and the last
instruction is used for communication with the outside word and with the memory unit. As it
is explained in the Remark after Lemma 13 in [2] we may assume that the first o — 1 operations
are either arithmetic/read/write operations or the random number generator instruction and
this way P; satisfies the requirements of the definition of a cyclical initial program.

Lemma 38 There exists co > 0,c3 > 0 such that for all programs Py, there exist a ¢ > 0 and
a program Py such that for all sufficiently small € > 0 the following holds. Suppose that q,n,t
are integers, ¢ > 10, n < 29t < 29. For all leaking machines My and My, if M1, Ms satisfy
conditions (79) and (80) below, then Ms is an 0-simulation of Mj.

(83) M is a leaking RAM with an access-pattern adversary, word length q, memory size n,
total time t, and initial program Py o (n,t)
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(84) My is a composite machine with word length q, RAM size ¢, memory size at most
n(logn)®, total time at most |t(logn)|, and initial program Py o (n,t).

Lemma 39 There exists ¢y > 0,ca > 0,¢3 > 0 such that for all programs Py, there exists a
¢ > 0 and a program P; such that for all sufficiently small € > 0 the following holds. Suppose
that q,n,t,m are integers, ¢ > 10, n < 29, ¢t < 29, m < n. For all leaking machines M and
Ms, if My, M3 satisfy conditions (79) and (80) below, then Mj is an &’-simulation of Ms, where
gl =team,

(85) My is a composite machine with word length q, RAM size ¢, memory size n, total time t,
initial program Py o (n,t).

(86) Ms is a parity encoded RAM with world length q, memory size n(logn)2m®, total time
t(logn)®2m®, initial program Ps o (n,t,m), and parity encoding length m, with an e-random
adversary.

Lemma 40 There exists ca,c3,cq,c5 > 0 so that for all programs Py there exists a program Ps
such that for all sufficiently small € > 0 the following holds. Suppose that q,n,t, m are integers,
g > 10, n <29 t <29 m < n. For all leaking machines Ms and My, if Ms, My satisfy
conditions (79) and (80) below, then My is an &’-simulation of M3, where &’ = te=%™.

(87) Ms is a parity encoded RAM with world length q, memory size n, total time t, initial
program Py o (n,t, m), and parity encoding length m, with an e-random adversary.

(88) My is a parity encoded RAM with world length q, memory size n + c4, total time mt,
initial program Ps o (n,t,m), and parity encoding length m, with an (¢, m)-moderate adversary.

11 Proof of Lemma AP2

Assume that M is a leaking RAM with an access-pattern adversary, with word length ¢, memory
size n, total time ¢, and initial program (Pyo(n,t)). The composite machine Ms, simulating M,
will work in the following way. The memory size k of the semi-RAM A, will be k = gn+(logn)®,
where ¢ > 0 is a constant. This way each bit stored in the memory of M; can be represented
by the content of a memory cell x; of Ax. E.g. the jth bit of memory cell cell(i) of M; can be
stored in 294 4;4j. The term 2 is needed to keep the memory cells xg, z1, of Ay, free, since they
have a special role in the instructions of Ay. The remaining (log n)cl bits of Ay will be used as
a working memory for various tasks.

Let «,( be the integer whose existence is stated in the definition of a cyclical starting
program applied to P;. According to condition (77) of a cyclical starting program, the sequence
of the names and parameters of the instructions executed at times sa, sa + 1,..., (s + 1)aw — 2
for s = 0,1,... by the machine M; do not depend on s. The names of these insructions and
parameters are all natural numbers which remain below a constant bound, since by condition
(77) all of the memory cells involved in these instructions are among the first 3 cells. Let S
be a sequence encoding these information. It is possible to write the starting program P, in
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a way that it contains the sequence S, and therefore when My starts, then the memory of
/\;lq,C contains the sequence S. Therefore we may write the program P; in a way that /\;lq,C
changes the contents of the bits in the cells x; in the same way as the corresponding instruction
from the sequence S would change it in the memory of M, that is, /\;lq,C maintains a correct
representation of the memory of M; in Ay all the time.

Of course a single instruction usually requires the change of ¢logn bits for some constant
¢. Since condition (77) restricts the instructions in the sequence S into read, write, arithmetic,
and random number generating instructions, ./\;1617c is able to give Aj instructions which inside
the memory of A performs this instructions using computations with individual bits. The time
of the computation used to execute each individual instruction of S may be a constant power of
log n but not more. For the random number generating instruction the RANDOM instruction
of A is used. During the computation a needed for a single instruction of S the mentioned
working memory of Ay, consisting of (logn)¢ bits is used. This way the computation done by
M is simulated by My for each time 7 with 7 # —1 (mod «).

Assume now that 7 = —1 (mod «). P, is written in a way that /\;l%c counts the time of M,
so it knows that such a 7 has been reached. The content of the memory of M is represented
in Aj. First /\;l%c determines the content x of the instruction pointer of M; at time 7. In this
case “determines” means that x must be available as the content of a memory cell of M,.
This can be done by using the input instruction of Mq,c which puts the content of xg into
cell(0). This way bit by bit M, . may recreate the content of of the instruction pointer of M;
as a single integer. (The number of M, instructions used for this task will be power constant
of logn.) Being the the instruction pointer of M; available in the memory of /\;1%0, now /\;lq,C
may determine which instruction out of the five possibilities must be executed and what are the
corresponding parameters (if any), using the input instruction of /\;lq,c the same way as in the
case of the instruction pointer.

In the possession of the name of the instruction y and its parameters, the machine Mq,c, using
its output instruction, may change the representation of My in Aj in the way as the instruction
y would do it in M;. Since the instruction is limited to the four choices listed in condition
(78) this does not involve anything else then moving individual bits in the memory of A and
possibly perform the INPUT or OUTPUT instructions of A, or the HALT instruction of M.
All of the described activity increases the time of simulation, compared to the computation done
by M, by only a factor of (log n)cﬂ, and needs no more extra working memory than the one
described earlier. This completes the description of the machine Mo.

In the described simulation there is no possibility for errors that is if p((f) is the distribution of
the output for input a for machine M;, i = 1,2 then the distance of pgo) and p((ll) is 0. We claim
that during this simulation the access-pattern adversary of M7 gets exactly the same information
as the adversary of the composite machine. Indeed the adversary for the composite machine
knows the content of the memory cells of M, all the time. These contents determine which
instruction was simulated in Aj and the memory cells involved in it together with their roles.
No other information reaches /\;lqyc since the input instruction which passes information from Ay
to M, was used only to transfer the bits of the items mentioned above. Moreover the timing
of all of the instructions done by Mq,c is uniquely determined by the mentioned information
which is available for the access-pattern adversary. Therefore biass, (a,b) = biasyy,(a,b) for
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all inputs a, b. Consequently M, is a 0-simulation of M;. Q.E.D.(Lemma 38)

12 Proof of Lemma 39

According to the definition of a parity encoded RAM the realization of the random variable
HMa) = ﬁgMé) will be computed on a machine M, = M[P; o (n,t,m)] which gets each bit a; of
the input a in the form of a 0,1 sequence of length m whose parity is a;. The program P, will
be defined later.

The computation done by M, while computing the values of 9, = ¥/, will be organized in
the following way. A block B of mn memory cells will be used to represent each state of the
machine A,, during this computation, which simulates the computation done by the composite
machine. The memory cells in B are partitioned into n blocks By,...,B,_1 each containing
exactly m memory cells. The content of each of these memory cells will be always 0 or 1. For
each i =0,1,...,n—1, S.(i) € {0,1} will denote the least nonnegative residue of the sum of
the contents of the memory cells in B; modulo 2, at M-time . The state of A, at A,-time
r is a function ¢, € func({0,1,...,n — 1},{0,1}), where ¢, (i) is the content of memory cell
x; of Ay, at A,-time r. Such a state of A, will be represented in M, by the contents of the
memory cells in B = [Ji'; B;. Namely, if the representation of the state ¢, of A, is completed
in My by Mg-time A(r), then ¢.(i) = Sy (i) for i = 0,1,...,n — 1. The RAM part Mg,
of the composite machine will be directly represented in the memory of the machine M, in ¢
consecutive memory cells. The set of these cells will be denoted by ®y. (Naturally ®, and B
are disjoint).

During the proof we will use the following notation: P=Po (n,t) and Py=Pyo (n,t,m),
where P; is given by Ms and we have to define P; in a way that satisfies the requirements of
the lemma.

The initial program PQ will be given such that M, works in the following way. M, starts
to execute the program Py the same way as it would have been executed in the machine Mq -
Py is executed the same way as in /\/lq ¢« but using the memory cells in ®q, with the exception of
the output and the input instructions. Recall that an output of M g¢,c in the composite machine
is always an instruction of A, (possibly together with a parameter), and this instruction, say
u, is immediately executed in A,. Therefore when P, notices that P gives an output, then
P, executes the corresponding instruction on the representation of A, stored in B = U?’;Ol B;.
That is, if, after executing u in A, the memory cell x; of A,, at A,-time r contains is ¢, (i),
then P has to change the contents of the memory cells in B to reflect the change of state in
Aj,. As we have indicated already, the M -time when this change is completed will be denoted
by A(r). The new contents of the memory cells in B must satisfy the equations ¢,.(7) = Sy (7)
fori=0,1,...,n—1.

If P, executes an input instruction then, simulating the definition of the input instruction in
M., P, does the following. ]52, using the memory cells in B, determines what is the content
of the memory cell z( of A, according to the current representation of the memory of A, in B,
and then writes this value in the first memory cell of ®; which represents cell 0 of M.

It is easy to define the program P, which accomplishes this task in itself. We want to do it
however in a way, that an £1-random adversary, does not gain essentially more information about
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the input than the adversary of the composite machine, during the corresponding computation.

In order to make the definitions and the proof simpler, we assume the following. When P,
starts to work, it writes a random 0,1 bit into each memory cell of B, so that these random
bits are chosen independently and with uniform distribution from {0,1}. (We may avoid this
initialization, by treating always separately those memory cells of B which has not been used
yet and those which has been already used.)

Definition. 1. According to our earlier definition, the block of memory cells B con-
sists of n consecutive smaller blocks By, ..., B,_1 each containing m memory cells. The se-
quence (By, ..., By—1) will be denoted by B. The memory cells in B; will be denoted by
bio,bi1,...,bim—1 in their natural order. When we say that the contents of the memory
cells in B have an e-cylindrical distribution we mean that they have an e-cylindrical distribution
with respect to the sequence B. O

Now we complete the definition of the program P, with the properties described above.
Assume that while simulating the composite machine, the program P, took the machine M, in
a state representing the state of A, at A,-time s. By the definition of the function A, such a
representation is completed by M-time A(s), and we have (i) = Sy (i) fori =0,1,...,n—1.
Now P, continues its simulation of the machine /\;lq,c. Using the representation of Mq7c given
in the memory cells of @, P, continues this until it reaches an output instruction or an input
instruction.

First we consider the case of an output instruction. Recall that an output instruction of
/\7lq7c is used to give an instruction to A,, possibly together with a parameter. Therefore P,
knows which instruction will be executed by A, at A,-time r + 1. We describe now for each
instruction separately how will J2X change the contents of the memory cells of B so that when
this change is finished by M-time A(r + 1) the contents of these cells represent the state ¢,
of Ap, that is, ¢r41(7) = Sy41) (@) for i =0,1,...,n — 1.

We describe now the action of P in M, corresponding to each instruction of A,,. In some of
these instructions we will say that P, computes the output of one of the circuits C;, i = 0,1,2,3
defined in Lemma 3, for a given input. We need now only the F' = F5 special case of Lemma 3.
P, evaluates the circuit C; in the following way. When P, starts to work, it computes graph(C;)
together with its labeling for ¢ = 0,1, 2, 3. P, also decides an order in which the gates of the
circuit C; will be used for its evaluation. P, stores the rank of each node according to this
ordering. Another, arbitrarily chosen, ordering <4 is fixed for the set of the all edges of
graph(C;). P, stores the rank of each edge according to the ordering <eqge. All of this is done
only once, and, according to Lemma 3, the required time is polynomial in m and the results
can be stored in a polynomial number of memory cells of M,. Assume that for each node = of
the graph C}, P, reserves a memory cell n,, where the output of the gate corresponding to this
node will be written during an evaluation of the circuit C;. All of this initial activity of Py is
uniquely determined by the choice of the circuits C; independently of the input, so even if it is
completely known to the Ms-adversary it does not give him any additional knowledge compared
to the Ms-adversary.

All of the circuits C; have one or two input blocks, we consider now only the two input
blocks situation, the circuits with one input block can be handled in a similar way. In each
case when P, will have to evaluate a circuit C;, the bits of the two input blocks will be given
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as the contents of the blocks of memory cells B; and By, for some j,k € {0,1,...,n — 1}, that
is in the cells bjo,...,b;m—1 and by, ..., b m—1. J2) copies the contents of these cells to the
corresponding input nodes of Cj, that is, to the cells n,, where x runs over the deterministic
input nodes of C;. After copying the content of the cell b, and by, s = 0,1,...,m — 1, b,
immediately erases their contents by writing Os into them.

The circuits C; may have probabilistic input nodes as well. For each probabilistic input node
x of Cj, b, generates a random 0, 1-bit with the random generator of M, and writes it into n,.
After that P, evaluates all of the gates of the circuit in the usual way. Suppose that z is a gate
so that edges are pointing from y and z to . Then, while evaluating x, P, reads the contents of
n,, n. performs the mod 2 operation corresponding to the gate x and writes the result into n,.
Therefore, to evaluate gate x, program P, needs only a constant number of instructions. These
instructions will be performed in a time interval J, of constant length. These intervals clearly
can be chosen with the following properties:

(89) there exists an absolute constant ¢’ > 0, so that for each gate x, we have |J,| < c.

(90) the intervals J, are determined independently of the input of the circuit C;, and in each
interval Jy if the value associated with a node y € set(C;) is used then y € full({z}).

Immediately after a node x is used for the last time, Pg erases the content of n,. Pg knows
that it was the last time that x is used since the ranks in the ordering <e4ge can be computed
by Py, in constant time.

Now we describe what P, does at various A, instructions.

A,-instruction INPUT. P asks for input m times, and as soon as the jth input bit arrives,
P, writes it in the memory cell by ;. This guarantees that after this procedure the m bit is in
block By representing the single bit content of memory cell xg in A,.

Instruction OUTPUT. P, evaluates the circuit Cy using the content of memory cells
bo,0,---,bom—1 as input. The first output block will be the new content of the memory cells
b0,0s - -, b0,m—1. (The second output block is not used.) For each j = 0,1, ...,m —1, when during
the described process, Py accesses first the memory cell b ;, it gives gives its content as output.

Instruction WRITE i. P, evaluates the circuit Cp using the content of memory cells
bo,o,...,bom—1 as input. The first output block will be the new content of the memory cells
bo,0, - - -,bo,m—1 the second output block will be the new content of b;0,...,b;m—1

Instruction READ 4. The same as instruction WRITE i, only the roles of blocks By and B;
are reversed.

Instruction NEGATION. P, adds 1 (in the field Fy) to the content of bog. After that P
evaluates the circuit Cp using the content of memory cells bg, ..., by m—1 as input. The first
output block will be the new content of the memory cells by, ...,bym—1. (The second output
block is not used.)

Instruction AND. P, evaluates the circuit C using the content of memory cells

b10,...,b1,m—1 as the input in the first input block and the contents of the memory cells
bo,0, - - -,bo,m—1 in the second input block. The first output block will be the new content of the
memory cells by g, ..., b1 m—1 the second output block will be the new content of by, ..., bom—1

Instruction EXCLUSIVE OR. Same as instruction AND, but using circuit Cj.
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Instruction RANDOM. For each j =0,1,...,m — 1, P, selects a random 0,1 bit using the
random number generator of M, and then writes the result in cell by ;.

Instruction REFRESH. P, evaluates the circuit Cy using the content of memory cells
bo,0,--.,bo,m—1 as input. The first output block will be the new content of the memory cells
b0.0s - --,b0,m—1. (The second output block is not used.)

This completes the description of the action of P, when it notices that P executes an output
instruction. Suppose now that the P, notices that P; executes an input instruction. In this case
]52 adds the content of the memory cells by, .. ., bym—1 modulo 2 and writes the result into the
first cell of @y (which represents cell 0 of M, ). After that P executes a REFRESH instruction
as described above. This completes the definition of the program P,. Now we can complete the
proof of Lemma 39.

Definition. Assume that and adversary X for a machine M has the knowledge k(i) (repre-
sented as a 0, 1-sequence) at time 4, and 7 is a random variable. We will say that the distribution
of 1 from the point of view of the adversary X" at time ¢ is D, if the conditional distribution of 7
conditioned by the knowledge of the adversary at time ¢ is D. More precisely let kg be a possible
value of k(7). We will say that the distribution of the random variable 7 from the point of view
of the adversary X with knowledge kg at time i is D, if the conditional distribution of n with the
condition that k(i) = ko is D. When we will say that “with a probability of p the distribution
of n from the point of view of adversary X at time ¢ has property P”, we will mean, that with
a probability p, for the randomizations by the machine M and the adversary X together, (i)
takes a value kg so that the distribution of 7, from the point of view of the adversary X, with
knowledge k¢ at time ¢, has property P. O

We want to describe the distribution of the contents of the memory cells of Mg, from
the point of view of the Ms-adversary, that is, the e;-random adversary, at M,-time A(¢)
for all ¢ = 0,1,.... It will be easier to describe this conditional distribution if we add some
extra knowledge to the knowledge of the Ms-adversary. We will call this new adversary, whose
knowledge will be defined later, the strong Ms-adversary. We will show that the statement of
Lemma 39 holds even if we consider the machine M3 with the strong Ms-adversary, who always
knows at least as much as the original Ms-adversary. Clearly this will imply the lemma in its
original form.

In the following description we will use several real numbers as parameters. The adversary
will be an g;-random adversary. We will show that the contents of certain memory cells in the
machine maintain an ep-cylindrical distribution from the point of view of the adversary with a
probability of at least p = e~“1". We will assume that 0 < g1 € ¢1 € g9 < 1.

The definition of the strong Ms-adversary. We define the knowledge of the strong Ms-
adversary at M-time A(7) by recursion on i. We want to define this knowledge in a way that

(91) the knowledge of the strong Ms-adversary at Mgy-time (i) implies the knowledge of the
Ms-adversary at Ay,-time 1.

In addition to this we will require also the following. The distribution of the contents of the
memory cells from the point of view from the strong Ms-adversary at Mg -time 7 satisfies the
following conditions with a probability of at least 1 — ie™“™:
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(92) The contents of all of the memory cells of My outside B at My-time (i) are uniquely
determined, that is, each has a fived value which is taken with probability 1,

(93) the contents of the memory cells in B at Mg-time i has o cylindrical distribution with
respect to the sequence B.

(94) The distribution of the input of the machine Ma till A, -time i from the point of view of the
Ms-adversary is the same as its distribution from the point of view of the strong Ms-adversary.

The recursive definition is the following. Assume that the knowledge of the strong Ms-
adversary has been already defined so that for conditions (91), (92), (93), are satisfied with
i :=14— 1. We include all of the knowledge of the M> adversary at time ¢ into the knowledge of
the strong Ms-adversary at time A(7). Consequently condition (91) is satisfied.

The definition of P, implies that between time A(i — 1) and (i), P, first simulates My
using the memory cells of ®( until it reaches an input or an output instruction. The Mg-time,
immediately before such an input or output instruction is executed, will be denoted by A;(7).
Till A\1(7), during the computation by Py, the memory cells of B are not used at all. Since
this part of the computation is deterministic, whatever happens is uniquely determined by the
contents of the memory cells of M, outside of B at Mg -time A(i — 1). Therefore, by condition
(92), the knowledge of the strong Msz-adversary at My-time A(¢i — 1) uniquely determines the
contents of the memory cells of M, outside of the set B at time A\;_1.

To continue the definition of the knowledge of the strong Ms-adversary, we have to distinguish
several cases according to the input or output instruction that is reached by program P, at
M-time A (i) + 1.

Case 1. An output instruction (of[f’l working in ./\;lqp) is reached by Py at M-time A\ (i) +1,
so that while simulating the corresponding A,, instruction P, has to evaluate one of the circuits
C; of Lemma 3 as described in the definition of P,. In this case the inductive assumption (93)
implies that with a probability of at least (i — 1)e™“"™ from the point of view of the strong
Ms-adversary at M -time A(i — 1), the contents of B has ¢( cylindrical distribution with respect
to B. Let G, be the base of this eg-cylindrical distribution. Therefore using the fact that the
circuits C; of Lemma 3 are (e9,e1,e”“"")-cylindrical, we get the following. The input of the
circuit C; used in this step also has eo-cylindrical distribution (from the point of view of the
strong Ms-adversary at time A1(i)) since we get it form the distribution of the contents of B,
by using only one or two blocks. Let G be the restriction of G to these blocks. According to the
definition of an (o, €1, p)-cylindrical circuit, there exists a set X C set(C}) so that if D is the
set of nodes x of C; so that at least one elements of the time interval .J, is compromised and
the strong adversary gets the output of the gate at each node in the set Y = GU full(D)U X,
then the distribution of the output of the circuit C; from the point of view of the Mjz-adversary
at time A(¢) is ep-cylindrical. (We are using here properties (89) and (90) from the definition
of intervals J,.) Naturally the output of the circuit C; corresponds only at most two elements
of the sequence B. However the contents of the cells in the remaining elements of B has not
been used during the evaluation of C; so the independence requirements for the eo-cylindricity
for the contents of the cells in B with respect to B remain valid. Therefore condition (93) holds
for ¢ as well, with the definition of the knowledge of the strong adversary that we described.
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We also note that all of the partial results for the evaluation of the circuit C; is erased by P,
during the evaluation of C; and therefore, in the present “Case 1.”, the contents of all of the
memory cells of M, not contained in B remain uniquely determined by the knowledge of the
strong M3-adversary at M-time A(¢ — 1) and so by its knowledge at M -time A(¢) as well.

Case I1. An output instruction (of P, working in M,..) is reached by Py at M-time \;(i)+1,
so that the corresponding A,, instruction that P, has to simulate is the instruction INPUT. In
this case, by definition, the strong Ms-adversary gets the same new information as the e1-
random adversary. In this case the incoming bits are random with uniform distribution with the
condition that their sum is the corresponding input bit of M. This obviously remains true even
from the point of view of the strong Ms-adversary since the randomizations in the preprocessing
remains hidden from the e;-random adversary. Therefore conditions (91), (92) (93), (94) are
trivially satisfied. (The handle of the new (g9,e1,p) cylindrical distribution in block By can be
the function determined by the contents of those memory cells by ;, j = 0,1,...,m — 1 which
were accessed during a compromised instruction.)

Case IT1. An output instruction (of P, working in M,..) is reached by Py at M-time Ay (i)+1,
so that the corresponding A, instruction that 152 has to simulate is the instruction RANDOM.
Similar to Case II.

Case IV. An input instruction (of P, working in M, ) is reached b y Py at M -time \;(i)+1.
In this case the sum (in F3) a of the contents of the memory cells bg, ..., bo,m—1 Will be copied
into the cell of ®( representing cell(0) of M, .. a will be known to the M-adversary and so
by definition to the Ms-adversary and the strong Ms-adversary. According to the definition of
P, the change in Phig is immediately followed by the simulation of a REFRESH instruction
of A, which uses the circuit Cy and so in the way as we have described above, restores the
(€0,€1,1e”“)-cylindricity of the distribution of the contents of the memory cells in B with
respect to B. Q.E.D.(Lemma 39)

13 Proof of Lemma 40.

During the proof we will use the following notation: Py=Po (n,t,m) and Py=Pyo (n,t,m),
where P, is given by M3 and we have to define P53 in a way that satisfies the requirements of
the lemma.

We define the starting program Py in the following way. The machine My, which is Mq[ﬁ)g]
with preprocessing and postprocessing will simulate the machine M, []52], also with preprocessing
and postprocessing, where M,[P] denotes the machine M, with the starting program P.

]53 simulates each instruction of ]52. Between the simulations of two consecutive instructions
of 152, program 153 may have to do other type of computation. To make these interruptions
possible, a single instruction of P, will be simulated by several instructions of Py. We may
assume that each instruction of P is simulated by exactly ¢ instruction of Pg, where the integer
¢ > 0 is an absolute constant. We partition the time used by Py into intervals Jo, J1, ... of length
¢. Assume that i is a natural number so that either i = 0 or P; has completed the simulation of
an instruction of P in the time interval J;_;. Suppose also that the next instruction of P, to
be simulated is z. P will select an integer k£ > 1 and simulate = in the interval J;;x. For the
selection of k P starts to generate a random sequence of integers go, g1, ... € [0, m — 1] according
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to the following rules. The various integers g; are taken from the interval [0, m—1] independently
and with uniform distribution. g¢; is generated in the time interval J;;;, and in this time interval
P3 checks whether ¢; = 0. If gy = 0 then k =1+ 1, P3 stops generating the elements of the
sequence go, g1, ..., and in the time interval J;1r = Jiyi41, P3 simulates instruction x of P2 If
g1 # 0 then 153 continues generating the sequence gg, g1, ... by generating ¢;4+1 in the time interval
Jig1- ]53 continues this until it either determines the value of k, or reaches the limit on its total
time. This completes the definition of P;. Note that, if the limit on the total time used is
larger by a factor of m? for My than for Mz, then, with a probability of at least 1 — e~%m, Py
will be able to complete the simulation of P, where ¢ > 0 is a constant.

We claim that an (e, m)-moderate adversary D of M,[Ps] with high probability gets no
more information than a suitably chosen 2¢e-random adversary R of Mq[Pg]. Assume such an
adversary D is fixed and we define a corresponding adversary R. The definition of R is the
following. From the point of view of R and instruction x executed by Py will be compromised
iff there exists a positive integer x, so that ]53 simulates x in the time interval J; and J; contains
at least one compromised time from the point of view of the (e, m)-moderate adversary D.

We have to show that R is 2¢e-random, that is for each fixed instruction x of Py the proba-
bility p, that z is compromised will be at most 2¢e from the point of view of R. Assume that
either i = 0 or the instruction of P, which is before z, has been simulated already by Ps in
the time interval J;. We consider the strategy of D only after time interval J; and till the time
x is simulated. D may use a probabilistic strategy for choosing the compromised times. We
prove first that for each fixed deterministic strategy of D we have p, < €, the general case is an
immediate consequence of this. Assume now that a deterministic strategy S is fixed for D.

Let X be the set of all natural numbers [ with the following property.

(95) If the information that D has at the end of time interval J;_1 does not contradict to the
statement “qo, g1, ..., gi—1 are all different from 07, then following strategy S, D will declare an
element of the time interval J; ;U Ji1111 compromised.

It is sufficient to show that the probability of k € X is at most 2¢e, where «x is simulated time
interval J;1%. Indeed if an instruction of J;1; is compromised then, since gg # 0, ..., gx—2 # 0,
then D either declares an element of the interval J;y; 1 compromised, so [ € X because of
that, or D does not declare any element of I, ;1 compromised but declares an element of J;
compromised. In this latter case gg # 0, ..., g2 # 0, grx—1 # 0 is consistent with the knowledge
of D at the end of interval J;y;_1, and an element of J;1; is compromised, therefore we have
again k € X.

We estimate prob(k € X) using Bayes’ theorem. For all j = 0,1, ..., let A; be the event that
keljZ,(j+1)% —1]. It is sufficient to show that for each fixed j we have prob(k € X | A;) <
2¢e. The definition of an (e,m) moderate adversary implies that for each j the time interval
U{Jisr | 7 € [J2, (j +1)Z — 1]} may contain at most em compromised instruction and therefore
there exists at most cem integer r[jZ,(j + 1)% — 1] such that J;1, contains a compromised
time. Since for each | € X, either Jerl or Jiy;41 contains a compromised time we have that
XN[i%,(j+1)% —1] < 2cem. Since for each fixed I € X the probability of £ = [ is at most
1 (smce the probability if g; = 0 is at most 1) we get that prob(k € X | A;) < 2¢= < 2ce.
Q.E.D.(Lemma 40)
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List of frequently used symbols related to block circuits.

func(A, B) is the set of all functions defined on A with values in B, p. 25.

size(C) is the number of nodes in the circuit C, p. 25.

set(C) is the set of nodes of the circuit C, p. 25.

inset(C) is the set of input nodes of the circuit C, p. 25.

outset(C) is the set of output nodes of the circuit C, p. 25.

ch) is the evaluation function of the circuit C' at input J, p. 25.

<¢ is the natural partial ordering on set(C'), where the input nodes are the maximal elements,
p- 25.

rand(C) is the set of probabilistic input nodes of a circuit C' p. 26.

detin(C) is the set of deterministic input nodes of a circuit C, inset(C') = rand(C)Udetin(C),
p- 26.

hyy (a) is the sequence whose ith element is >°, .y, a(z), where a € func(UW;, F'), p. 26.

hy (f,i) = erWi fi(x), where f = (fo, ..., fs—1, fi Wi, F), p. 28.

&z,c the ouput of the probabilistic F-circuit as a random variable at input z, p. 26.

Na,c the ouput of the probabilistic block F-circuit (icluding preprocessing and postprocessing)
as a random variable at original input a, p. 27.

full(X) the set of nodes which either belong to X or immediately above an element of X in
<c, p. 27.

seq(W, F) is the set of all sequences whose elements ith element is defined on W; with values in
F, p. 28.

extensionp(f, B,u) is the set of all extensions g of f onto B with Y- g g(z) =u. p. 28

ext(H) is the natural extension of a distribution on func(detin(C'), F') onto func(detin(C') U
rand(C), F), p. 29.

DET(b) is the restriction of an input b from inset(C') = detin(C') U rand(C') onto detin(C) ,
p- 29.

condoutput (H, f), condaetin(H, f) if the input b is arriving with distribution H, this is the con-
ditional distribution of the input/output with the condition that X,()C) is identical to f on
domain(f), p. 29.

pow(X) is the powerset of X, p. 31.

advco(e,S) is the e-random adversary for the circuit C' strengthened by the compromised set
S(X), p. 31.

VT is the adversary ) with the strengthened with the knowledge of the deterministic input,
p- 31.

Dy, g is the distribution of the knowledge of adversary X with input distribution H. Dy g x is
the same with the condition that X is the random subset. p. 32.

funcy(A, B) set of all functions from funcy(W, B), where W = (W, ..., Ws_1) whose domain
intersect each W; in a set of size at most 8|W;|, p. 32.

Da, a € set(C), are the polynomials asscociated with the nodes of the block F-circuit C, p 33.

Py, ..., P;_1 are the input block polynomials, p 33.

Qo, .-, Qr—1 are the output block polynomials, p 33.

a < b means q is sufficiently small with respect to b p. 34.
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CZ-(m) are the block circuits functionally equivalent to the various gates as defined in Lemma 3,
p. 34.

blockin(C), blockeyt(C) set of input/output blocks of C, blocki,(C) = blockiy(C) U
blockeyt(C), p. 39.

Z(9) is the system of equations {P; = §; | i =0,1,....k — 1}, p. 39.

E(g) is the system of equations {p, = g(a) | a € A}, p. 39.

plgg), modified form of p, with pl()g) = g(b) for all b € domain(g), p. 40

o(°1t) /(1) for ¢ € func(inset(C), F). It is the restriction of X((IC) to outset(C)/detin(C) U
outset(C), p. 43.
(1) (J)/5() () is the sum of the values of ¢(®) /¢(°"*) on the input/output block .J, p. 43.

ftg is identical to g on domain(g) and identical to f on domain(f)\domain(g), p. 42.

m

pre;(C),post ) copying circuit is applied before/after the circuit C, p. 56.

C(:,)G is the copying circuit, p. 44.

Cfn:é) is the doubling circuit, p. 57.

Cg?G, 7 =20,1 is a block circuit computing the conant j, p. 57.

ng )C,, Cg:; )@ Cg:; )G are block circuits computing the correpsonding operations, p. 57.

Cgagd) is the random generator circuit, p. 58.

Sa is the sum of the elements of the sequence o = (v, ..., ap—1), p. 58.
CS%) is the splitting circuit, p. 58.

sequence,, p is the set of all sequences of length m with elements in F', p. 58.
CS)G is the total sum circuit, p. 60.

—1
CSG) is the total sum circuit, p. 61.

Cgeékyx) is the leaky product circuit, p. 61.

per7c(<I>, A, G;) is the set of all C' € @ so that C' is percolative with respect A N set(C)and Gy,
p- 61.

ngg) is a blockeircuit computing a(by + b1), p. 69.
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