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Abstract

We study differential privacy in a distributed setting where two parties would like to perform analysis
of their joint data while preserving privacy for both datasets. Our results imply almost tight lower
bounds on the accuracy of such data analyses, both for specific natural functions (such as Hamming
distance) and in general. Our bounds expose a sharp contrast between the two-party setting and
the simpler client-server setting (where privacy guarantees are one-sided). In addition, those bounds
demonstrate a dramatic gap between the accuracy that can be obtained by differentially private data
analysis versus the accuracy obtainable when privacy is relaxed to a computational variant of differential
privacy.

The first proof technique we develop demonstrates a connection between differential privacy and
deterministic extraction from Santha-Vazirani sources. A second connection we expose indicates that
the ability to approximate a function by a low-error differentially private protocol is strongly related to
the ability to approximate it by a low communication protocol. (The connection goes in both directions.)

*Department of Computer Science, University of Massachusetts, Amherst. Support by NSF CAREER Award CCF-
0953754. Work done in part while visiting Microsoft Research.

TMicrosoft Research Silicon Valley.

tDepartment of Computer Science, University of Toronto. Research supported by NSERC. Work done in part while visiting
Microsoft Research.

§School of Engineering and Applied Sciences and Center for Research on Computation and Society, Harvard University.
Supported by NSF grant CNS-0831289. Work done in part while visiting Microsoft Research.

1 ISSN 1433-8092



1 Introduction

A common architecture for database access is client-server, where the server manages the data and answers
clients’ queries according to its access policy. In such an architecture, there may be two very distinct privacy
considerations. The first has to do with client’s privacy and is highly motivated in cases where the server’s
knowledge of client’s queries may be harmful, for instance, in patent litigation or market research. In
such cases, without an expectation of privacy, clients may be discouraged from querying the database in
the first place. Such concerns can be answered using various cryptographic solutions such as oblivious
transfer [Rab81, EGLS85], single-server private-information retrieval (PIR) [KO97], and more generally,
secure function evaluation (SFE) [Yao82], which may be used to restore privacy for the clients.

The focus of this paper has to do with a complementary privacy concern: what kind of access should
a server allow to the database while preserving the privacy of sensitive data that it may contain. In other
words, the question we study is not how data analysis can be performed while preserving client’s privacy
(the cryptographic question) but rather what kind of data analysis preserves data privacy. While the answer
to this question may be dependent on the nature of the data, a very powerful general-purpose notion is that
of differential privacy [DMNS06, Dwo06]. Informally, a randomized function of a database is differentially
private if its output distribution is insensitive to the presence or absence of any particular record in the
database. Therefore, if the analyses allowed on a database are guaranteed to preserve differential privacy,
there is little incentive for an individual to conceal his or her information from the database (and in this
respect the privacy of individual records is preserved).

Assume that a query to a database is a deterministic real-valued function. In such a case, differential
privacy may be enforced by adding a small amount of noise, calibrated to the sensitivity of that function
(defined as the largest change in its output that can be caused by adding or removing a record from
its input). In the basic client-server setting, queries of constant sensitivity can be answered by adding
Laplacian (symmetric exponential) noise with standard deviation inversely proportional to the privacy
parameter [DMNSO06], and indeed this mechanism can be shown to be optimal for counting queries as well
as for a large class of clients’ preferences [GRS09].

Two-party differential privacy. In this paper, we contrast the client-server setting with a setting
where the database is distributed between two parties who would like to perform data analysis on their
joint data. In this setting we would like to guarantee two-sided differential privacy, protecting the data
of both parties. That is, each party’s view of the protocol should be a differentially private function of
the other party’s input. Differential privacy for distributed databases was first considered in the seminal
work on privacy-preserving distributed datamining by Dwork and Nissim [DN04]. More accurately, the
definition of privacy in [DN04] is a precursor (and indeed a special case) of the now-standard definition of
approximate differential privacy. Differential privacy in a highly distributed setting (which is less related
to our work), was also considered in [BNOOS].

Although the distributed setting was considered earlier in the line of research on differential privacy, the
state of knowledge in this setting was very minimal. While there were protocols given for specific functions
(e.g., in [DN04, DKM 106, MPRV09]), there were no general results or lower bounds for computing functions
with two-sided differential privacy guarantees (in sharp contrast with the case of one-sided differential
privacy). The goal of this paper is to start filling that gap.

The limitations of two-party differential privacy. Motivated by the work of Dwork and Nis-
sim [DNO04], we start our study with two related and very natural problems: the Hamming distance



between two binary vectors (in how many locations they differ) and their scalar product.! We formulate
the following prototypical problem for privacy-preserving two-party computations:

Question 1. What is the least additive error of any protocol for computing the Hamming distance
between two binary vectors that is differentially private for both sides?

Note that the Hamming distance is a function of sensitivity one (changing one bit can change the
function by at most one). Therefore in the client-server setting this function could be approximated up to
a constant additive error, while ensuring differential privacy (as discussed above). In this paper we show
that the case of two-sided privacy is very different: Any protocol for computing the Hamming distance
of two n-bit vectors that is differentially private for both sides incurs additive error of Q(\/ﬁ) and this is
tight up to the a hidden log factor. This result also extends to the commonly used notion of approximate
differential privacy (specifically, (e, d)-differential privacy for 6 = o(1/n)).

A natural approach to approximating the Hamming distance by two parties is to use secure function
evaluation in order to emulate a trusted third party, which has access to both parties’ inputs, and operates
as in the client-server setting (i.e., evaluates the Hamming distance and adds appropriate Laplacian noise).
Similarly, every function with small sensitivity can be approximated well using secure-function evaluation.
The “catch” (and the reason this does not contradict our aforementioned result on the Hamming distance) is
that this approach only achieves a relaxed notion of computational differential privacy [MPRV09]. Loosely,
this notion of differential privacy only holds against computationally-bounded adversaries. In other words,
our result regarding the Hamming distance implies a separation between (information-theoretic) differential
privacy and computational differential privacy for two-party protocols. This stands in sharp contrast with
the client-server setting where all of the known positive results have achieved information-theoretic differ-
ential privacy and there are not even candidates for a separation. (Indeed, subsequent to our work, Groce,
Katz, and Yerukhimovich [GKY11] have shown that a wide class of computationally differentially private
mechanisms in the client-server setting can be converted into ones that achieve information-theoretic dif-
ferential privacy with essentially the same accuracy and efficiency.) In this respect, differential privacy
in the two-party setting is closer to cryptography, where most interesting tasks can only be obtained with
computational rather than information-theoretic security.

It is natural to ask if the above separations can be made even stronger:

Question 2. What is the largest gap in accuracy between two-party and client-server differen-
tially private protocols?

We show that the gap between accuracy can be as large as linear. We do so by exhibiting a function
on two n-bit strings with constant sensitivity that cannot be approximated within error o(n) by a 2-party
differentially private protocol. Unlike our result about Hamming distance, here our proof does not apply to
approximate differential privacy. (In the conference version [MMP'10], we claimed that it did apply, but
there was an error in the proof and a counterexample to the key lemma was found by De [Dell].) Thus, this
result does not provide a separation between information-theoretic and computational differential privacy,
since the information-theoretic analogue of computational differential privacy is approximate differential
privacy. Whether a stronger separation can proved remains an intriguing open question:

(Open) Question 3. What is the largest gap in accuracy between information-theoretic and
computationally differentially private 2-party protocols?

The techniques we develop to address the above questions rely on new connections with other topics in
the theory of computation: the first is a connection between differential privacy in the two-party setting and

In [DN04], a central data-mining problem (detecting correlations between two binary attributes) was reduced to approx-
imating the scalar product between two binary vectors.



deterministic extractors for Santha-Vazirani sources. The second connection is with the communication
complexity of two-party protocols. We further develop this latter connection and in particular demonstrate
that the connection works in both directions. Loosely speaking, and ignoring the relation between the
various parameters, we show that a small-communication protocol for a function exists if and only if a
low-error differentially private protocol exists. We now discuss our results in more detail and elaborate on
these connections.

Hamming distance and deterministic extraction. We resolve the first question discussed above by
establishing a connection between differentially private protocols and deterministic extractors for Santha-
Vazirani sources.

Consider two uniformly distributed n-bit strings « and y which are the inputs of two parties that would
like to approximate the Hamming distance. For any two-party protocol, conditioned on the transcript of
the protocol,  and y are independent. Furthermore, if the protocol is differentially private then each
bit of z has some entropy even conditioned on all other bits of x (and similarly for y). In other words,
conditioned on the transcript, x and y are two independent Santha-Vazirani sources. We then generalize a
result of Vazirani [Vaz87] to argue that the inner product modulo |[/n] is a good (deterministic) extractor
for such sources (i.e., it is distributed nearly uniformly over its range). This implies that no party is
able to estimate the inner product (and consequently, the Hamming distance) of the inputs with accuracy
o(v/n/logn). This is almost tight, as standard randomized response [War65] allows parties to approximate
their Hamming distance with error ©(y/n/€) (both bounds assume that the privacy parameter € is smaller
than 1). More formally, the following theorem answers Question 1 from above:

Theorem 3.9 (Section 3). Let P(z,y) be a randomized protocol with e-differential privacy for inputs
x,y € {0,1}", and let 6 > 0. Then, with probability at least 1 — & over x,y < {0,1}" and the coin tosses

of P, party B’s output differs from (x,y) by at least A = Q ( VAIR )

logn = e€

Communication complexity and differential privacy. Towards answering the second question posed
above, we note that the method based on deterministic-extraction from Santha-Vazirani sources is unlikely
to yield (at least naively) a lower bound on additive error better than O(y/n) (see Section 3.3). We
therefore develop a different approach based on a new connection between differentially private protocols
and communication complexity. We systematically explore these connections.

We first prove that the information cost (as defined by Bar-Yossef et al. [BYJKS02]) and the parti-
tion bound (as defined by Jain and Klauck [JK10]) of an e-differentially-private protocol are both O(en).
Loosely, information cost measures the amount of information that is shared between the transcript and
the input of both parties. Therefore, the O(en) bound on the information cost in particular is quite natural,
since differential privacy condition limits the amount of information learned on each individual bit of the
inputs (and is thus only stronger). Motivated by applications in direct-sum theorems for communication
complexity, Barak et al. [BBCR10] proved that a protocol over a product distribution can be compressed
down to its information cost (up to a polylogarithmic factor in its original communication complexity).
We can conclude that every e-differentially-private protocol can be compressed to a small (roughly O(en))
communication protocol (see Theorem 4.8).

Given the reduction from differential privacy to information cost, we construct a function with two
properties: (1) the function has sensitivity 1 and range ©(n); (2) approximating the function to within
o(n) by a 2-party protocol requires linear (in its input length) information cost. We construct such a
function by taking an arbitrary boolean function with high information cost, embedding it in the space of
codewords and extending its domain to all inputs in a manner consistent with the sensitivity condition.
Such a function proves that the answer to Question 2 on the gap between two-party and client-server



differential privacy is linear: On the one hand, by property (1) the function can be approximated with
differential privacy by a trusted third party (or server) with error proportional to 1/e. On the other hand,
every (information-theoretic) differentially private protocol has linear additive error. More precisely, the
following theorem claims these properties of our construction:

Theorem 4.11 (Section 4.3). There exists an absolute constant B > 0 such that for every n, there is
an efficiently computable function f: {0,1}" x {0,1}" — R and a distribution D over its inputs, with the
following properties

(a) for every e < 3/3, every e-differentially private protocol P has expected additive error at least fn.
(b) f has sensitivity 1, ice., |f(z,y) — F(@ )| < (@,y) — (@ 3)u for every z,y,7,y/.

We note that the connection between differential privacy and the partition bound can be used to prove
lower bounds on the error in computing specific functions for which lower bounds on the partition bound
is known. For the specific example of Hamming distance (see [CR11]), the results obtained in this manner
are incomparable with those obtained via deterministic extraction; we get a error bound of y/n instead of
Q(y/n/logn) but it applies only for pure (not approximate) differential privacy.

The connection between differential privacy and communication complexity is quite strong and we
explore it beyond our original motivation discussed above. In particular, for the application above we only
cared that differentially private protocols can be compressed into protocols that have low communication
but are not necessarily differentially private. Our next result demonstrates that every differentially private
protocol with 7 rounds can be compressed down to O(ern) while keeping it differentially private. Com-
pression is implemented using privacy-preserving consistent sampling [Man94, Hol09] and has a negligible
probability of failure (which affects accuracy, not privacy). The formal theorem is stated as follows:

Theorem 4.12 (Section 4.5). Let P be an e-differentially private protocol with r rounds. Then, for
every 6 > 0, there exists an O(re)-differentially-private protocol P* that has communication complexity
O(r - (en + log log %)) and except with probability rd, simulates P perfectly.

In our final result we show that the connection between differential privacy and communication com-
plexity goes the other way too: a deterministic protocol with r rounds and communication C can be
transformed into an e-differentially-private protocol with additive error O(Cr/e):

Theorem 4.14 (Section 4.6). Let P be a deterministic protocol with communication complexity CC(P)
and the number of rounds r approrimating a sensitivity-1 function f: ™ x X" — 7Z with error bounded
by A. Then there exists an e-differentially-private protocol with the same communication complexity and
number of rounds that computes f with expected additive error A + O(CC(P)r/e).

The linear dependency on the communication complexity in the last theorem is unlikely to be improved
due to the lower bound of Theorem 4.11.

2 Definitions

Let X be a finite alphabet and for strings z,y € X", let |z —y|g = |{¢ € [n] : z; # y;}| denote the Hamming
distance between x and y. We recall the standard definition of differential privacy for mechanisms defined
over strings from a finite alphabet ¥ and generalize it to interactive protocols, following [BNOOS].

Definition 2.1 (Differential privacy). A mechanism M on X" is a family of probability distributions
{pz : x € X"} on R. The mechanism is e-differentially private if for every x and x’ such that |z — 2’| =1
and every measurable subset S C R we have

pa(S) < exp(€) e ().



A common relaxation of e-differential privacy is the following definition of §-approximate e-differential
privacy, abbreviated as (e, §)-differential privacy:

Definition 2.2 (Approximate differential privacy). The mechanism M satisfies J-approximate e-differential
privacy if for every x and x' such that |z — 2’|y = 1 and every measurable subset S C R we have

pz(S) < exp(€) g (S) + 0.

The definition of differential privacy naturally extends to interactive protocols, by requiring that the
views of all parties be differentially private in respect to other parties’ inputs. The following definition
assumes semi-honest parties, i.e., parties that are guaranteed to follow the protocol. Since the focus of
this work is on establishing lower bounds on accuracy of differentially private protocols, its results apply
to models with weaker restrictions on adversarial parties as well.

More concretely, let VIEWA(z,y) be the joint probability distribution over z, the transcript of the
protocol P, private randomness of the party A, where the probability space is private randomness of both
parties. For each z, VIEW2(z,%) is a mechanism over the y’s. Let VIEW2(z,y) be similarly defined view
of B whose input is y.

Definition 2.3 (Differential privacy for two-party protocols). We say that a protocol P has e-differential
privacy if the mechanism VIEWé(:B,y) is e-differentially private for all values of © and same holds for
VIEWE (z,y) and all values of y.

Approximate differential privacy for interactive protocols is defined analogously. Without loss of gener-
ality, we assume that the parties do not share any public random bits since they may share private random
bits without violating the privacy condition. Also, note that the above definition of privacy trivially main-
tains the privacy of x and y against a third party who only observes the transcript. In fact, this notion of
privacy will be sufficient to imply many of the lower bounds we present.

The notion of (global) sensitivity of a function is useful in designing differentially private protocol
computing this function:

Definition 2.4 (Sensitivity). For a real-valued function f: X" — R define its sensitivity as the mazximal
difference in value on adjacent inputs, i.e., max,_y|,—1 |f(x) — f(y)].

The following definition plays a role in Sections 3 and 4:

Definition 2.5 (Statistical distance and d-closeness). Given random variables X and X' taking values in
Q, we say that X and X' are -close if the statistical distance between their distributions is at most 0, i.e.,

1
X — X'||sp := 3 > |PrlX =a] - Pr(X' =2a]| <.
e

Communication Complexity. Yao [Yao79] introduced the following, by now classical, two-player com-
munication game: Alice and Bob want to collaboratively compute a function f: {0,1}" x {0,1}"™ — {0,1}.
Alice gets an n-bit string x and Bob gets another, called y. The players have unlimited computational
power. They agree on a protocol beforehand, according to which they take turns in communicating with
each other. At a player’s turn, what that player communicates is a function of her input and what has
been communicated so far. We call the sequences of messages, the transcript of the protocol and denote it
by II. The protocol also specifies a function f4(:,-) (resp. fp(-,-)) that define the value computed by Alice
(resp. Bob). Let P be a deterministic communication protocol. The cost of P, denoted CC(P), is the total
number of bits that Alice and Bob communicate for the worst input. The deterministic complexity of f,



denoted by D(f), is the cost of the best deterministic protocol for f that outputs the correct answer for
every input, i.e. fa(x,II) = fp(y,II) = f(z,y). We also consider randomized communication protocols
where the players may each flip private coins and we permit an arbitrarily small constant probability of
failure, so that Pr[fa(z,II) = f(z,y)] > 1 — v and similarly for B. For a randomized protocol, the cost of
the protocol is defined as the maximum number of bits communicated over all inputs and coin flips.

3 Differential Privacy and Santha-Vazirani Sources

Differential privacy requires that a differentially private protocol contains a limited amount of information
about the parties’ inputs. In particular, if the parties’ inputs had a lot of entropy to begin with, then they
still have a lot of entropy after we condition on the transcript of the protocol. In this section, we show that
they retain much more structure than merely having high entropy. Specifically, if the parties’ inputs were
initially uniform and independent strings from {0, 1}", then conditioned on any transcript of the protocol,
the parties’ inputs are unpredictable bit sources (also known as semi-random sources), as introduced by
Santha and Vazirani [SV86] and studied in the literature on randomness extractors.

We then generalize a result of Vazirani [Vaz87] that shows that the inner product function has good
randomness extraction properties on unpredictable bit sources, and use this to prove that no differentially
private two-party protocol can approximate the inner product (or the Hamming distance) to within additive
error o(y/n/logn). The extension of the result to protocols satisfying approximate differential privacy
(Definition 2.2) appears in Section A.

3.1 Unpredictable Sources from Differential Privacy

The model of random sources introduced by Santha and Vazirani [SV86] is one where each bit is somewhat
unpredictable given the previous ones:

Definition 3.1 (a-unpredictable bit source?). For a € [0,1], random variable X = (Xi,...,X,) taking
values in {0,1}" is an a-unpredictable bit source if for every i € [n], and every xi,...,x;i—1 € {0,1}, we

have
o S PI“[XZ == O’Xl = T1y... ’Xi—l == CCZ'_ﬂ § 1/a
PI“[_XZ = 1’X1 = T1y... ’Xi—l = CCZ'_ﬂ

Note that when o = 1, the source must be the uniform distribution, and when o = 0 the source is
unconstrained. The larger « is, the more “randomness” the source is guaranteed to have. Commonly
a € (0,1) is thought of as being held constant as n — oo. Note also that under an a-unpredictable
source, no string has probability mass greater than 1/(1 + «)™. Thus an a-unpredictable source always
has min-entropy, defined as min, log(1/ Pr[X = z]), at least 8n, where § = log(1 + a) > a.

A more stringent requirement, previously studied in [RVWO04], is to require that each bit is somewhat
unpredictable given all of the other bits, even the future ones:

Definition 3.2 (Strongly a-unpredictable bit source). For « € [0, 1], a random variable X = (X1,...,X,)
taking values in {0,1}"™ is a strongly a-unpredictable bit source if for every i € [n], and every x1,...,x;—1,
Tigl,- - € {0,1}", we have

PrX; =01 X1 =21,...,Xi—1 = 21, Xip1 = Tig1, .., Xpn = Ty

a< <1/a.
TPrXi =Xy =2, X =, Xipr = 2ig, -, Xy =] T /

We now prove that conditioned on a differentially private transcript, the parties’ inputs not only have
a lot of entropy, but in fact are strongly unpredictable sources (assuming they were initially uniform):

?In the terminology of Santha and Vazirani [SV86], this is an /(1 + «) semi-random source.



Lemma 3.3. Let P be an e-differentially private randomized protocol. Let X and Y be independent
random variables uniformly distributed in {0,1}" and let random variable II(X,Y") denote the transcript
of messages exchanged when protocol P is run on input (X,Y). Then for every m € Supp(Il), the random
variables corresponding to the inputs conditioned on transcript w, X, and Y, are independent, strongly
e~ “-unpredictable bit sources.

Proof. The fact that independent inputs remain independent when conditioning on a transcript is a stan-
dard fact in communication complexity, which can be proved by induction on the number of rounds. (When
we condition on the first message, the two inputs remain independent, and then what follows is a protocol
with fewer rounds.)

To see that X is a strongly unpredictable bit source, we observe that by Bayes’ Rule and the uniformity
of X,

PriX; =0|X1 =21,..., Xj—1 =21, Xip1 = @ig1, ..., Xy = 2, Il = 7]
PriX; =1|X1 =21,..., Xio1 =21, Xip1 = @ig1, ..., Xy = 2, Il = 7]
Pr|Il = 7T|X1 = l‘l,...,X¢,1 = l‘ifl,Xi = O,XZ'Jrl :l'i+1,...,Xn = l‘n]

[
Prill = 7| X1 =2,..., X1 =221, Xs = 1L, Xip1 = 2iq1, ..., Xy = 2]
_ Pr[H(wl s xi,loxiﬂ s Ty, Y) = 7T]
PrIl(zy - - zi—1l@ipy -2, Y) = 7]
By e-differential privacy, the latter ratio is between e~ ¢ and e€. O

3.2 Randomness Extraction and Lower Bounds for Inner Product

Vazirani [Vaz87] showed that the inner product function modulo 2 extracts an almost-uniform bit from any
two independent unpredictable sources (in sharp contrast to the fact that from one unpredictable source,
no function can extract a bit that is more than a-unpredictable [SV86]). We generalize this to show that
the inner product function modulo m extracts an almost-uniform element of Z,,, provided that the length
n of the sources is at least roughly m?. We then combine this with the results of the previous section
to show that every two-party differentially private protocol for approximating the inner product function
must incur an error of roughly m =~ y/n. Indeed, if a significantly better approximation could be computed
given the transcript (and one party’s input), then the inner product would be concentrated in an interval
of size significantly smaller than m, contradicting the fact that it reduces to an almost-uniform element of
Lo
Our extractor is the following:

Theorem 3.4. There is a universal constant ¢ such that the following holds. Let X be an a-unpredictable
bit source on {0,1}"™, let Y be a source on {0,1}"™ with min-entropy at least fn (independent from X ), and
let Z =(X,Y) mod m for some m € N. Then for every ¢ € [0,1], the random variable (Y, Z) is d-close to
(Y,U) where U is uniform on Z,, and independent of Y, provided that

2

nzc-&~log(g>~log(?).

Notice that for constant «, 3, and §, we can take m as large as Q(y/n/logn) and satisfy the condition
of the theorem. Note also that the output Z is guaranteed to be close to uniform even given the source Y.
Two-source extractors with this property have been studied in several papers, starting with [DO03].

The first step is to reduce proving near-uniformity of the extractor’s output distribution Z to bounding
the magnitude of its Fourier coefficients E[w?]:



Lemma 3.5. Let Z be a random variable taking values in Z,,. Then the statistical distance between Z
and the uniform distribution on Z,, is at most

5 [ B
w#1

where the sum is over all complex mth roots of unity w other than 1.

Proof. Let U be a uniformly distributed random variable in Z,,. Let pz(-) and py(-) denote the probability
mass function of Z and U respectively. We have

12 0lso = Loz ol < Loz —pola = L\ 3 09 oo
SD = 5 bz —pulllt > 9 bz —pull2 = 5 2 Pz pu .
Plugging in the Fourier coefficients pz(0) and py (), the claim follows. O

Next, instead of estimating the Fourier coefficients of the output Z = (X,Y) mod m when both sources
X and Y are random, we fix Y = y and argue that there are not many y’s for which the Fourier coefficients
are large. To get a good bound on the number of y’s, we estimate the 2tth moment of the Fourier
coefficients.

Lemma 3.6. Let X be any random variable taking values in {0,1}", w € C a primitive mth root of unity,
andt € N. Then

Z ‘E [W<X1y>] ‘Zt <m"-Pr [Z(X(z) - X)) =0" (mod m)] ,
YyeEL, %

where X(1),..., X(¢t), X(1),..., X(t)" are iid copies of X.

Proof. For every complex number u, we have |u|? = ut, where @ is the complex conjugate of u. Thus

3 ‘E[w<x,y>”2t -y E'wm]'ﬂw
yeLy, yeLy,
- Yk 'w<X,y>]t E [w—<x,y>]t
yeLy,
= Y E 'w<z::1<X<i>—X<z‘>'>7y>} 7
yeLy,
t
= Pr [Z(X(i) —X(i))=0" (mod m)] -m",
=1

where the last equality uses the fact that for every nonzero vector x € Z,, Zyezn wlBY) = 0. (Note that
this fact is only true if w is a primitive mth root of unity; indeed, if all the components of x were divisible
by the order of w, then the sum would equal m™.) ]

Next we show that 2¢ independent unpredictable sources on {0,1}" sum to zero with probability
approaching 1/m™ at rate that vanishes exponentially in ¢.



Lemma 3.7. Let X(1),...,X(t),X(1),..., X(t) be independent, a-unpredictable bit sources and m € N.

Then
1 <1 1 — cos(2r/m) )T

m 14 (a+a1))2

- e (G

Proof. We observe that it suffices to prove the case n = 1, because

IN

Pr [Z(X(i) —X(1)")=0" (mod m)]

%

Pr [Z(X(i) — X(1)")=0" (mod m)]

7

= Pr [Z(X(z’)l —X(1)})=0 (mod m)]

-Pr

Y (X (D)2 = X(i).,) = 0" (mod m) ‘ D (X(D1— X)) =0 (mod m)] )
and conditioned on the values of all the first bits of the sources (namely X (7); and X (7)}), the remaining
n — 1 bits of the sources (namely X (i)2.,, and X (i), ,,) are independent a-unpredictable sources.

Assume n = 1 (so each X (i) € {0,1}), let S = S°1_ (X (i) — X(i)") € Z, and let Q be a uniformly
random mth root of unity. Then

o e )] = e [ B[] [ [

Pr[S =0 mod m| =E [QS] <
So now we only need to bound |E[w"]| and [E[w="]| for an a-unpredictable 1-bit random variable W.
Thinking of C as R?, |E[w"]| is the length of a convex combination of two unit vectors, namely v = w and
v = 1, where the ratio of coefficients is at least . This length is maximized when the two coefficient have
ratio exactly a, namely when u has coefficient p = 1/(1+a) and v has coefficient 1 —p = a-p = 1/(1+a~1).
In this case, the length is

1
1+ (a+ab))2

lpu+ (1 =pl=v1-2p-(1—p)-(1—(u,0)) = \/1 (1 —cosd).
where w = exp(27if). Since w is an mth root of unity other than 1, we have cos§ < cos(2m/m). The same
analysis works to bound the length of |[E[w™"]|, since w™! is also an mth root of unity.

Therefore,

2t
1 1
Pr[S=0 (mod m)] < E—i_ (\/1— T+ (at a2 .(1—c089)> ,

as desired. O

It follows that:

Lemma 3.8. Let X be an a-unpredictable source on {0,1}", w € C a primitive mth root of unity, and

te N. Then N
Z ‘E {w(X,yq ‘Zt < [1 + mexp (Q <:;>)] .

yeLy,



We will apply this taking ¢ a bit larger than m?/a, so that the exp(—Q(at/m?)) term is small. We
now put the above pieces together to obtain our extractor:

Proof of Theorem 3.4. Let X be an a-unpredictable bit source on {0,1}", Y a Sn-source on {0,1}". For
every complex mth root of unity w # 1, let

L, = {y € {0,1}": ’E {w<X’y>” > \/5%} ,

and let L = |J,Lo. By Lemma 3.5, it holds that for every y ¢ L, the statistical distance between

Z, = (X,y) mod m and the uniform distribution on Z, is at most (1/2)\/(m — 1) - (6/y/m)? < §/2. Thus

it suffices to prove that Pr[Y € L] < /2, which in turn follows if Pr[Y € L] < §/2m for each w # 1.
Every mth root of unity w # 1 is a primitive ¢th root of unity for some ¢|m. By Lemma 3.8, we have

Zyezy B [W<X’y)] ’%

= G
[1 +£- exp(—Q(at/ZQ))]n

| Lo

= (& /m);
< [1 +m - exp(—Q(at/mQ))]n
B (62/m)!
2,371/2
(62/m)t

for t = [co - (m?/a) - log(m/B)] for a sufficiently large universal constant cg.
Thus, by the union bound.

PrY € L] < 2790 |L) < 2 < O
e Lol <27 Lol < Gy < o
provided that n > (2/8) - (t - log(m/§?) + log(2m/§)), which holds by hypothesis. O

We now combine the fact that the inner product modulo m is good extractor for unpredictable sources
with the connections between differentially private protocols and unpredictable sources to show that no
differentially private protocol can estimate inner product to within error o(y/n/logn):

Theorem 3.9. Let P be a randomized protocol with e-differential privacy and let 6 > 0. Then with
probability at least 1 — 0 over the inputs x,y < {0,1}" and the coin tosses of P, party B’s output differs

from (x,y) by at least
A= Q< vin 5) .

logn €

Proof. Let X and Y be uniform and independent in {0, 1}" and IT be the communication transcript. Party
B’s output is a function fp(Y,II). Let m = 4A/4.

By Lemma 3.3, we know that for every = € Supp(Il), X, and Y, are independent a-unpredictable
sources for « = e~¢. This implies that Y, has min-entropy at least gn for g = log(l + a) > a. By
Theorem 3.4, (Yz, (Xr, Yr) mod m) has statistical distance at most §/2 from (Y, U), provided

2

nzco-zﬂbﬁ-log<rg>-log<?>,
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for a universal constant cy. Using the fact that m = 4A/§ and B > «, this follows if:

- [A-eﬁ log <A-e€>r
n_C]_’ . y
5 5

for some universal constant ¢1, which in turn follows if

A ef - vn
5 logn’

for a small universal constant ¢ > 0.

Consider the set S = {(m,y,2) : (fp(m,y)—z) mod m € {m—A,...,m—1,0,1,...,A}}. Notice that in
every execution where B’s output fp(m,y) differs from (z,y) by at most A, we have (7, y, (z,y) mod m) €
S. We can bound the probability of this occurring by using the fact that (II,Y,(X,Y) mod m) has
statistical distance at most §/2 from (II,Y,U). Specifically, we have:

Pr[(IL Y, (X,Y) mod m) € S] < Pr[(ILY,U) € S] +6/2 < 2A/m +6/2 =6 .
0

This theorem implies a similar result for the Hamming distance, because the inner product between
two bitstrings z,y € {0,1}" can be expressed as (x,y) = |z|g + |ylg — | — y|g. Thus, a differentially
private protocol for estimating the Hamming distance |z —y|z can be turned into one for the inner product
by having the parties send differentially private estimates of the Hamming weights of their inputs.

3.3 Limitation of the Extractor Technique

The deterministic extractor approach above depends crucially on the fact that the x;’s are independent,
or nearly independent of each other. We observe that standard measure concentration techniques imply
that such a technique cannot go beyond /n for any function with sensitivity 1.

Theorem 3.10. Let f: {0,1}" x {0,1}" — R be a sensitivity-1 function. Then for every distribution u
such that for every input y, the conditional distribution (X | Y =1y) is a product distribution I} j1;(X; |
Y =y), there is function g(y) such that Pre, \,[l9(y) — f(z,y)] > t] < 2exp(—t/2n).

Proof. Standard martingale concentration results (see e.g. [DP09]) say that every sensitivity-1 function on
a product distribution is well concentrated around its expectation. Specifically, for every h: {0,1}" — R,
and every product distribution v on X,

Prllh(2) — Bumy h(@)]] > ] < 2exp(~12/20).
Applying this result to the function f(X,y) and setting g(y) = Eycpux|y—=y)[f(z,y)] yields the result. [

In other words, f(x,y) can be computed by Bob up to an expected additive error of O(y/n) without
any communication, provided that Alice’s input comes from a product distribution (conditioned on Bob’s).
Since the connection to unpredictable bit sources (Lemma 3.3) requires that the inputs come from a product
distribution, we cannot get a lower bound better than ©(y/n) from that approach.

11



4 Differential Privacy and Communication Complexity

In this section we relate differentially private protocols to communication complexity. We first show that
techniques used to prove lower bounds for communication complexity can also be used to show lower
bounds on differentially private protocols. There are two main approaches to proving communication
complexity lower bounds. The information-theoretic approach lower bounds the communication of any
protocol computing a function f by the Information Cost of computing f on some distribution (see Sec-
tion 4.1 for a formal definition). The combinatorial approaches such as richness and the rectangle bound
are generalized by the Partition Bound (see Section 4.2 for a formal definition). We show that both these
approaches can be used to prove lower bounds for differentially private protocols. Specifically, we show that
if an e-differentially private protocol computes a function f, then both the information cost (Section 4.1)
and the (logarithm of the) partition bound (Section 4.2) are O(en). Thus a linear lower bound on the
communication complexity using either of the approaches yields a lower bound for differentially private
protocols. We can extend the information cost bound to approximate differential privacy for distributions
where all private input bits are drawn independently of the others. However, analogous results for general
distributions, and a corresponding result for the partition bound do not hold (Section 4.4).

We then prove stronger separations between information-theoretic and computational differential pri-
vacy (Section 4.3). We also note that the message compression technique of Barak et al. [ BBCR10], implies
that all differentially private protocols are compressible.

Furthermore, we show that if there exists a differentially private protocol with a constant number of
rounds, it can be compressed while keeping it differentially private (Section 4.5). Finally, we show that
low-communication protocols can be converted into privacy-preserving ones with some loss of accuracy
(Section 4.6).

4.1 Differential Privacy and Information Cost

As a first tool of proving feasibility of differentially private protocol with certain accuracy, we establish a
connection between differential privacy and the concept of information cost as defined by Bar-Yossef et
al. [BYJKSO02] (based on a earlier concept introduced by Chakrabarti et al. [CSWY01].)

The definition of information cost is based on the following standard definitions of mutual information
and conditional mutual information:

Definition 4.1 (Mutual Information). Given two random variables X and Y over the same probability
space, their mutual information is defined as follows:

I(X:Y) = H(X) - H(X | Y),

where H denotes Shannon entropy. The conditional mutual information is (X;Y | Z) = H(X | Z)—H(X |
YZ).

Intuitively, I(X;Y’) captures the amount of information shared by two variables. For example, if the
variables are identical, their mutual information equals their entropy; if they are independent, it is zero.
Mutual information motivates the definition of information cost for protocols, which corresponds to the
amount of information that is learnt about the players’ inputs from the messages communicated.

Definition 4.2 (Information Cost). Given a distribution u over inputs X and Y to the two parties of
protocol P, we define information cost of P for distribution p as

ICost, (P) = I(XY;1I(X,Y)),

where II(X,Y) is the random transcript of the protocol on input (X,Y).

12



By the definition of differential privacy, none of the input bits in a differentially private protocol are
fully revealed to the other party. This implies the following natural bound on the information cost of a
differentially private protocol.

Proposition 4.3. If P(x,y) has e-differential privacy, where x,y € X" for a finite alphabet X, then for
every distribution p on X™ x X", the information cost of P is bounded as follows:

|Cost, (P) < 3en.

If ¥ ={0,1} and p is the uniform distribution, then the bound can be improved to |Cost,(P) < 1.5¢2n.

Proof. Consider the mutual information between the random input Z = (X1,...,X,,Y1,...,Y,) and the
protocol’s transcript II. For every z, 2/, differential privacy implies that

Pr[Il(z) = 7]

exp(—2en) < Prll(2) = 7] < exp(2en).
so that Po{II(2) = 7]
exp(—2en) < Prli(Z) =] < exp(2en).

where Z’ is an independent sample from pu.

1(2);2) = H(1I(2)) - H(T(Z)|2)
- E o (2] =7 Z = ]
(zm)(21U2)) 08 7B (7)) =

< 2(logy e)en.

If p is the uniform distribution and ¥ = {0,1} (i.e., each bit of Z is uniform and independent), then
we can improve the bound as follows. By additivity of mutual information

(Z:11(2) = Y WZiT(Z)| Z1Zs... Zi 1)
i€[2n]

Each term of the last expression can be written as:
(Zu1(Z) | Zy ... Ziey) = H(Zi | Z1...Zi1) — H(Z | T(2)Zy ... Zi—q).
Since each Z; is independent and uniform in g, the first term is 1. By the differential privacy property,

PI‘[H[Z] = 7T|Zl, .. .,ZZ' = Z1.- .,Zifl,O]
PI‘[H[Z] = 7T|Zl, .. .,ZZ' = 21y Ri—1, 1]

€ (exp(—¢), exp(e))

so that by Bayes’ rule, we can conclude that the ratio

PI“[ZZ = O‘Zl, .. '7Zi—1 = Z1y--- ,Zi_l,H[Z]
PI“[Zl = 1‘21, . -7Zi—1 =21y ,Zi_l,H[Z]

7 € (expl-0) exp(0)

for all z1 ..., 2,1, 7. Thus the second term above is bounded by H(exp(e)/2). An easy calculation shows
that the difference (1 — H (exp(e)/2)) is bounded by ¢2/(21n2). The bound of logs(e)e?n on the information
cost of the protocol follows by summing over 2n terms. O

13



In the conference version of this paper [MMP*10], we claimed an extension of the above proposition to
(e, 0)-differential privacy, but there was an error in the proof and De [Dell] gave a counterexample. (See
Section 4.4.) However, we can still show such a bound in the case when components of z and y are all
independent.

Proposition 4.4. Let p be a product distribution over ¥*", i.e., u(x,y) = [, pi(zi)pi(vi). If P(x,y)
has (e, 8)-differential privacy, where x,y € X" for a finite alphabet X, € < 1, and § < ¢/4|X|?, then the
information cost of P is bounded as follows:

463 €
ICost, (P) < <2e+ 5 -log 53[5 .

Proof. Let u be a product distribution over Z = (Xy,...,X,,Y1,...,Y,). For i € [2n], let Z_; denote
(Z1,...Zi—1,Zit1, ... Za,). By the chain rule and Lemma B.1 in the appendix, we have

(11(2);2) = > 2); Zi|Zy ... Zia)
< Y WIN(Z); Zi| Z-)

- ZE(Z—H_Z—i)[I(H(Z); Zi|Z i = z4)].

We will upper bound each term in the summation. Fix a set of values for z_;. Now II(Z) is a mechanism
dependent on Z; alone; let g(-) denote II(Z) as a function of Z;. Then by the definition of differential
privacy, for any subset A C R, and for any a,b € X,

Prlg(a) € A] < exp(e) - Prg(b) € A] + 4.

Let B,y be a maximal subset A C R such that Pr[g(a) € A] > exp(2¢) - Pr[g(b) € A]. Thus every A C B¢,
satisfies Pr[g(a) € A] < exp(2¢) - Pr[g(b) € A]. Moreover from the definition of By, we have

exp(2e) - Prlg(b) € Bap] < Prlg(a) € Bap] < exp(e) - Prg(b) € Bap] + 0.

Rearranging we get
exp(e)
exp(e) — 1
for € < 1. Let B; = Uy pexBap so that Prig(a) € B;] < 26|%|?/e.
Now we write

Prlg(a) € Bap] < 0 < 26)e

IN

H (nzyes,|Z—i = 2—i) +VI(Z): Zi| Z—; = 21, 1n(z)eB,)

H <25‘62|2) Y PU[II(Z) € Bi|Z_i = 2] - WIL(Z): Zi|Z_s = 2_1,11(Z) € By)
+P(Z) & Bi|Zs = 23] - W(I(Z); Zi| Z—i = =0, T(Z) & By)

i (25‘f'2> i (25'62'2) CH(Z) +\I(2); 27— = =0, W(Z) & B)

26|22 26212 log |2
H<5H>+5Hog!|

IN

€ €

Prlg(Zi) = 7|Z; = d]
TE(a,m)(2:.0(2))19(2:)¢B; [10% Prlg(Z:) = 7]
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By definition of B;, Pr[g(a) = 7] < exp(2¢) - Pr[g(b) = | for every a,b € ¥ and 7w ¢ B, so that the last
term is at most 2¢. Thus we conclude that when p is a product distribution,

D €

46
. . ) < .
|(H(Z),ZZ|Z_1) 26—|— 25‘ ’

-log

We can in fact extend the result allowing some limited dependencies.
. . . d
Definition 4.5. Let Xy,..., Xk, be a sequence of random wvariables taking values in 3 and let Z; </
(X(i=1)k+15- - -» Xik) denote the Y _valued random variable denoting the ith block. We say the collection
{X1,..., Xgn} is k-block independent if under some permutation of indices, the resulting random variables
Z1y..., 2y are independent.

In other words, the random variables can be represented by a graphical model with n components
of size k each. The following corollary extends this result to distributions that are mixtures of k-block
independent distributions.

Corollary 4.6. Let p be a distribution over ©*" such that there is a random variable W with the property
that p|W is a k-block independent distribution. If P(x,y) has (e, d)-differential privacy, where x,y € X"
for a finite alphabet 3, € < 1, and § < €/4|%|?, then the information cost of P is bounded as follows:

46)%%k

|Cost, (P) < (2ke + log > -n+ HW).

25]3]

Proof. We can handle the case that p is k-block independent by observing that then II(Z) is (ke, kd)-

differentially private with respect to the X*-valued blocks, which are fully independent. For the case that

p|W is k-block independent for a random variable W, we have |(II(X,Y); XY) < H(W)+I(II(X,Y); XY |W).
O

Compressing Differentially Private Protocols The information cost of protocol is closely related
to the communication complexity since (XY II(X,Y)) < H(II(X,Y)) < |[II(X,Y)] for every distribution
on X and Y. Barak et al. recently proved a bound in the other direction.

Theorem 4.7 (Barak et al. [BBCRI10]). For every product distribution p, for every protocol randomized
P with output out(P), and every v > 0, there exists functions fa, fB, and protocol Q such that

[fa(X, Q(X,Y)) —out(P)[lsp < 7,
Prlfa(X,Q(X,Y)) # f5(Y,Q(X,Y))] < v, and
IContent,, (P)y ™ 'polylog(CC(P)/y) > CC(Q),

where |Content, (P) = I(X;II(X,Y) | Y)+I(Y;II(X,Y) | X) which satisfies IContent, (P) = O(ICost,(P)).
It follows that differentially private protocols can be compressed.

Theorem 4.8. Let P be an e-differentially private protocol P with output out(P) where the input (X,Y)
is distributed according to an arbitrary product distribution u. Then for every ~v > 0, there exists
functions fa, fp, and a protocol @ such that ||fo(X,Q(X,Y)) — out(P)|sp < v, Pr[fa(X,Q(X,Y)) #
fB(Y,Q(X,Y))] <~ and CC(Q) < 3ey~'n - polylog(CC(P) /7).
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Minimize Y . 2> per WzR

subject to
YoR(ey)er Wiy, = 1= V{z,y} € Supp(f)
Yo Ri(ay)eR 2azez Wk = 1 Yz, yl € X x Y
w,r 2> 0 V2eZ, RER

Figure 1: Linear program for the Partition Bound for a function f.

4.2 Differential Privacy and the Partition Bound

Jain and Klauck [JK10] define the partition bound for a partial function f: X x ) — Z. This bound is
given by the linear program in Figure 1. Here R = 2% x 2Y is the set of all rectangles in X x ). Denoting by
prt,(f) the optimum of this linear program, Jain and Klauck show that every randomized ~v-error public
coin protocol computing f has communication complexity at least logprt,(f). Moreover, they showed
that this lower bound dominates most other lower bounding techniques in randomized communication
complexity such as (smooth) rectangle bound and (smooth) discrepancy bound (see [JK10] for precise
definitions of these bounds).

In this subsection, we show that for any differentially private protocol computing a partial function
f, the value of the partition bound is small. Thus a proof that f has large communication complexity
using the partition bound also shows that f has no e-differentially private protocol for some €. Since the
definition of the partition bound assumes that the transcript determines the output of the protocol (this
is without loss of generality in communication protocols, but not necessarily so in private communication
protocols), we assume that this is the case for the private protocol. A similar result can be proved without
this assumption for an appropriately modified linear program.

We also note that considering partial functions allows us to also capture protocols that compute approx-
imations (as is typically the case for differentially private protocols). For example, a differentially private
protocol that computes function g to within additive error  whp yields, for any threshold ¢, a differentially
private protocol that computes the partial function f whp, where f(x,y) = 1 when g(z,y) > t + o and
f(z,y) =0 when g(x,y) <t — a.

Theorem 4.9. Suppose that an e-differentially private protocol P computes a partial function f: {0,1}™ x
{0,1}™ — Z with error probability at most . Then logprt,(f) < 3en.

Proof. Given P, we show how to construct a solution for the linear program defining prt, (f) with objective
function value at most 23", Let the inputs (X,Y’) to the protocol be chosen independently and uniformly
at random. Let II(z,y) be the distribution of transcripts of the protocol on inputs (x,y) and let f; be
the output of the protocol on transcript 7. Thus for every (z,y) € Supp(f), we have Prr yy(yy)[fr =
[z, y)] >1—7.

For a transcript 7, let X be the distribution on x conditioned on the the transcript being © and let
Y be similarly defined. Since P is differentially private, for every z,z’ € {0,1}",

Py =]
exp/ )< Pr[II(2',y) = 7]

< exp(en).
Thus by Bayes’ rule, we conclude that

exp(—en) < PriXy = 2]

—= < .
S X, =] = exp(en)
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In other words, the min entropy of the distribution X, is at least n — ¢'n where ¢ = elogye. Let
p € RO be defined by p, = Pr[X,; = x|. Consider the greedy algorithm that starts with all Q.5 as
zero, and increases o, g for S = Supp(p — > g ar slg) as long as each coordinate of p — >~ ¢ ar slg stays
non-negative. Repeating until all coordinates become zero, we get numbers a, g : S C {0,1}" such that
for all x,

Pr[X, =z] = Z Q. S,
SC{0,1}n:zeS
and
S aps <2
SC{o0,1}»

Doing a similar decomposition of Y7, and taking the pairwise product, we can define numbers 3 r for
R € R such that for all (x,y),

Pr[(Xﬂ'? Yﬂ') = (-'Ev y)] = Z BW,R’
ReR:(z,y)ER
and
Z /Bﬂ',R < 272n+26’n‘
ReR

For a z € Z and R € R, we now define w, g = 22" >omifoes PIIN(X,Y) = 7] - Bz g. We will show that
this setting of variables satisfies all the constraints of the above linear program.
First note that for every (z,y),

= Pr{(X,Y) = (2,9)]
= ZPI‘[H(X, Y) = 77] : Pr[(Xﬂ'aYﬂ') = (l‘,y)]

= > PrI(X,Y)=qa]- >  Bur

2—271

ReR:(z,y)ER
= > Y px.Y)=x- > Bur
Z2EZ Tifr=2 ReR:(z,y)ER

_ > ) Pr(X,Y) =7 Brr

ReR:(z,y)ER2€EZ T: fr=2

= 272 Z Z Wy R-

ReR:(z,y)ER2€2
Moreover, for every (x,y) € Supp(f), we similarly have
(1-7)27%" < Pr(X,Y) = (2,9) A fr = f(2,9)]
= > PrII(X,Y) =7 Pr[(Xg, Yz) = (2,y)]

7 fr=f(x,y)
= > PXY)=qa- Y ber
m: fr=f(z,y) ReR:(z,y)ER

_ Z Z PrlI(X,Y) = 7] - Bar

Re'R(m,y)ER W:fw:f(x7y)

)
= 27" N wieyn
ReR:(z,y)ER
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Finally,

DD wen = 203030 3 PI(XY) =] frr

2€Z RER z€EZ RER m:fr=2
= 27 Pr(X,Y)=7]- > Brr
T ReER
< 23 PrI(X,Y) =7 - 272
T
_ 226,71.
The claim follows. O

Chakrabarti and Regev [CR11] showed that the Gap Hamming problem — distinguishing inputs with
Hamming distance at most n/2 — ¢y/n from those with Hamming distance at most n/2 4+ ¢y/n — has a
smooth rectangle bound of 2(") (for some absolute constant ¢). By the results of Jain and Klauck [JK10],
this implies that the partition bound for the Gap Hamming (partial) function is at least as large. Coupled
with the above result, this implies that for some small constant €, any e-differentially private mechanism
for Hamming distance must incur additive error Q(y/n). This improves on the Q(y/n/logn) lower bound
that we showed using our deterministic extractor approach. However, this partition-bound approach does
not apply to (e, §)-differential privacy. (See Section 4.4.)

4.3 A Stronger Separation

In this section, we show that for worst case error, the gap between computational and information-theoretic
differential privacy is essentially as large as possible. We first argue that there are low sensitivity functions
such that any protocol approximating the function to a additive linear error must incur linear information
cost.

Theorem 4.10. There exists an absolute constant § > 0 such that for every m, there is an efficiently
computable function f: {0,1}"™ x{0,1}™ — R and distribution D over {0,1}™ x {0, 1}"™ with the following
properties

(a) every protocol that outputs a Bm additive approzimation to f with probability at least % over inputs

from D must have information cost at least fm.

(b) f has sensitivity 1, i.e., |f(z,y) — f(&', 9] < |(z,y) — (&, 9)|u for every z,y, 2’y .
Proof. We show that given a predicate function g: {0,1}" x {0,1}" — {0,1} and distribution D, over its
inputs, we can transform it to a a sensitivity-1 function fy : {0,1}™ x {0,1}"™ — R, and a distribution D
over its inputs, for 7 constant. This transformation has the property that every protocol approximating f,
within error em (for some constant ¢ > 0 to be determined) with probability (1—+) over D has information
cost at least ICostp, ~(g). Plugging in a function g and distribution D, with large information cost would
then imply the result.

We embed a large multiple of g in a low-sensitivity function f,. We do so by first defining f, on the
set of well-separated points C C {0,1}™, where C is the set of codewords of a code with linear distance.
Low sensitivity is then ensured by interpolating the value of f, appropriately.

Let Enc: {0,1}" — {0,1}" be an encoding algorithm for a linear-rate error-correcting code C' with a
decoding algorithm Dec: {0,1}™ — {0, 1}" that works up to decoding radius am for some constant a > 0.
Such codes exist with n = rm for some constant r = r(a) > 0. Let d(x,C) be the distance from z to the
closest codeword in C. We then define

folw,y) = {gw ec(x), Dec(y)) - (am — d(x,C) = d(y,C)) i d(z,C) +d(y,C) < am,

0 otherwise.
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Note that when = and y are both codewords, f,(z,y) is exactly am - g(Dec(x), Dec(y)). As we move
away from C, fy(x,y) smoothly decays to 0. Moreover, since C' has decoding radius am, the function
is well-defined and efficiently computable: if any of Dec(xz) or Dec(y) fails to decode, it means that
d(xz,C) +d(y,C) > am and the function is zero by definition.

The distribution D is concentrated on the codewords with pp(Enc(z), Enc(y)) = pp,(z,y).

We first argue that any communication protocol Py, approximating f, to within error less than am/2 =
an/(2r) (with probability (1 —+) over D) yields a vy-error communication protocol P, for g on distribution
D,, with the same communication complexity. This is done in the natural way: in P,, Alice and Bob on
input (z,y) simply run the protocol Py, on inputs 2’ = Enc(z) and y’ = Enc(y), and Alice outputs 0 if
her output fa(z’ ,prg) in protocol Py, is smaller than am/2, and 1 otherwise. Since fy(z’,7’) is equal to
am - g(x,y), if Py, has error less than am/2 on (z/,7'), then

am
fA(x/aHPfg) - fg(xlvy,) < 75

in which case Alice’s output of P, on (x,y) is exactly g(x,y). A similar claim holds for Bob. From the
definition of D it follows that the failure probability of P is the same as that of Py, .

Next we bound the sensitivity of f,. Let (z1,y1) and (x2,y2) be neighboring inputs and assume without
loss of generality that ; = y2. The main observation is that f,(-,41) is zero except for small neighborhoods
around certain codewords, i.e., except for Ug.q(a pec(y:))=1 B(Enc(x),am — d(y1,C)). It is easily seen to
have sensitivity 1 within each ball, since d(x,C') has sensitivity 1. Since the decoding radius of C' is am,
these balls are disjoint. As f, is zero on the boundary of these balls, the sensitivity is at most 1 everywhere.

Finally, plugging in any function g which has Q(n) information cost, e.g., the inner product func-
tion [BYJKSO02], we get the desired result. O

Combining this result with Proposition 4.3, we conclude

Theorem 4.11. There exists an absolute constant § > 0 such that for every n, there is an efficiently
computable function f: {0,1}™ x {0,1}" — R and a distribution D over its inputs, with the following
properties
(a) for every e < 3/3, every e-differentially private protocol P has expected additive error at least fn.
(b) f has sensitivity 1, i.e., |f(z,y) — f(&',¢)| < |(z,y) — (&, y)| g for every z,y, 2’y .

4.4 Counterexample for Approximate Differential Privacy

As mentioned earlier, in the conference version of the paper [MMP*10], a theorem analogous to Theo-
rem 4.11 was also claimed for (e, d) differential privacy, but there was an error in the proof and we do not
know how to extend it. In fact, for inputs in the support of the distribution D constructed in the proof of
Theorem 4.11, there is an (¢,d) differentially private protocol (with ¢ negligible in n) that allows the two
parties to perfectly reconstruct each others’ inputs and hence compute f exactly. This example is based
on the work of De [Dell].

Let C, f4 and D be as in the proof of Theorem 4.11. We will show an approximately differentially
private protocol that computes f; exactly on Supp(D) with high probability. Indeed observe that for any
i € [n], the function h; : {0,1}" — R defined as h;(z) = Dec;(x) - (am — d(z,C)) - 1(d(z,C) < am)
has sensitivity 1, where Dec;(z) denoted the ith bit of the decoding of z. Thus Alice can communicate
hi(x) + N(0,+/nlog(1/d))/€) for each i while preserving (e, d)-differential privacy [DKM™'06]. For any
x € C, hi(x) € {0,am} whereas the magnitude of the noise will be smaller than am = ©(n) for all i
with probability 1 — o(1), as long as /nlog(1/d)/e = o(n/logn). Such noisy measurements enable Bob
to compute Dec;(x) for all ¢ with high probability, and thus compute f,. Thus, for example, there is an
(n=01, 2*"0'1)—differentially private protocol that computes f, with high probability on D.
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This construction also shows that Proposition 4.3 does not extend to approximate differential privacy,
as the information cost of the above protocol is close to n (since Bob learns Alice’s input with high
probability). Similarly, if we start with a function g with a partition bound of 222" and consider the
partial function f; defined on Supp(D) above, we can rule out an extension of Theorem 4.9 to approximate
differential privacy.

4.5 Private Message Compression

In this section, we argue that for protocols with a constant number of rounds, compression can be done
while maintaining differential privacy. The basic idea is for Alice (resp. Bob) to use consistent sampling
(dart throwing) [Man94, Hol09] from the distribution p, (resp. p,) to pick a message to be sent. Instead
of sending the message itself which may be arbitrarily long, Alice and Bob use shared randomness to pick
the darts, so that it suffices to send the index of the dart picked. We argue that this can be done privately
with small communication.

Theorem 4.12. Let P be an e-differentially private protocol with r rounds. Then for every § > 0, there
exists an O(re)-differentially-private protocol P* that has communication complexity O(r - (en+ log log %))
and except with probability rd, simulates P perfectly. In other words, there exist functions ., m, such that
Pr[m, (VIEWA. (z,9)) = VIEWS(x, )] > 1 — 78, and similarly for B.

Proof. We show how to simulate one round of the protocol; the result for r rounds follows by composition.
Suppose that Alice sends k bits in round ¢ in protocol P. Thus given the messages sent in rounds 1,...,t—1,
there is a distribution u, on {0,1}* for every x € ¥". Let v(z) = maxzexn pz(2), the envelope of the
distributions 4, (2) for all z. Set N = exp(en)(2 + log £¢). The mechanism P* simulates round ¢ as
follows:

1. With probability §/(1 + €) output fail and abort.

2. Interpret shared randomness as a sequence of N independent random values z, ..., zy from {0, 1}"7,

where z € {0,1}¥ is picked with probability proportional to v(z).
3. For each i € [N], Alice uses private randomness to pick r; € [0,v(z;)] uniformly at random.
4. Let C ={i: r; < pug(z)}. If C is nonempty, output a random element of C'. Else output fail.

Bob, on receiving ¢ # fail, interprets it as z; using the shared randomness. In other words, the map m,
maps a message i to z;. To prove the theorem, we need to establish three properties.

1. Low communication. Observe that in round ¢t of P*, Alice sends [log(/N + 1)] bits to Bob.
2. Accuracy of simulation. For each z € {0,1}*,

v(z)  pa(2) _ pa(2)
v v(z) v

Pr[(zi=2)AN (1 € C)] =Pr[z; = 2] - Prli € Clz; = 2] = ,
where v* = ) maxgexn tz(2) is a normalization factor. It follows that if C' is nonempty, {2;: i € C}
is a set of |C| samples from pu,. Hence whenever the mechanism does not fail, it respects the
input distribution. By differential privacy of P, v(z) < exp(en)uy(z) for every x € ¥X". Thus
Pr[i € O] > exp(—en). This implies that Pr[|C| = 0] < (1 — exp(—en))¥ < e§/(1 +¢€). The
probability of outputting fail is thus bounded as 6/(1 +€) + €d/(1 + €) = §.

3. Privacy. To argue privacy, we first define X; as a Bernoulli random variable with E[X] = p.(2;)/v(2)
and observe that the size of set C' is distributed as > ; Xj- The probability of outputting ¢ is exactly

Pr [P* outPUtS 7 ‘ TyZ1,y.- -7ZN] — 'ul’jx(izl))E[<1 =+ ZX])_l]
‘ J#i
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Since N > 1+exp(en)/e, it follows that E[} ., X;] > 1/e. Lemma C.1 in the Appendix then implies
that

pa(2i) .
V() (1+ S 67

Since both the numerator and the denominator in the fraction change by at most exp(+e) when
one moves from x to a neighboring database 2/, the likelihood of outputting i changes by at most
exp(+4e). Thus, if the mechanism does not output fail, it is guaranteed to be 4e-differentially private.
Since the mechanism fails with probability between d/(1 + €) and § for all z, it follows that it has
Se-differential privacy.

pa(2i)
v(z) (14 3, )

<Pr [P* outputs i ‘ Ty 21y, ZN} < exp(e)

Repeating this argument for each of the r rounds leads to protocol with communication O(ern +
r log log %) and that guarantees 5re-differential privacy.

Finally, note that this protocol required the use of exponentially many bits of public randomness. By
using the standard sampling-based reduction of [New95], we can reduce this to O(logn) bits of public
randomness [New95], which can then be communicated by the protocol. Since the protocol was private
for every choice of public random bits, this process does not affect the privacy guarantee. ]

4.6 From Low Communication to Privacy

The previous sections show that, loosely speaking, differential privacy implies low communication com-
plexity. In this section we demonstrate the converse: if there exists a protocol for computing a sensitivity-1
function, the function can be approximated in a differentially private manner with error proportional to
the communication and round complexity of the original protocol. The lower bound proven in Section 4.3
suggests that the linear dependency on the communication complexity is best possible, at least without
further restrictions on the functionality, as there are sensitivity-1 functions that can be computed exactly
using communication C' but cannot be approximated by any differentially private protocol with error better
than Q(C).

Our main tool in designing differentially private protocols is the exponential mechanism due McSherry
and Talwar [MTO07], whose definition and properties we recall:

Definition 4.13 (Exponential Mechanism). A real-valued score function q(x,r) is defined over the space
of all possible inputs x and outputs r. For given x and privacy parameter € the exponential mechanism
denoted as Eg(x) outputs r with probability proportional to exp(—eq(z,r)/2).

McSherry and Talwar prove that for a sensitivity-1 score function, the exponential mechanism satisfies
e-differential privacy. Moreover, if the number of possible outputs is |R|, the loss in the value of the
score function imposed by the mechanism, q(z, £;(r)) —min, g(x,r), is dominated as a random variable by
2log |R|/e + Exp(1/e), where Exp(1/e) is the exponentially distributed random variable with parameter
1/e. On expectation E[q(z, &g (x))] — min, q(z,7) < 4log [R|/e.

Given a deterministic protocol for computing the sensitivity-1 function f(z,y) we construct an e-
differentially-private protocol by sampling messages of the new protocol using the exponential mechanism.
The score function g(x, m), which specifies the exponential mechanism, is defined as the smallest number
of bits one has to flip in the input x to make the protocol output m. More formally,

Theorem 4.14. Let P be a deterministic protocol with communication complezity CC(P) approzimating
a sensitivity-1 function f: X" x X — Z with error bounded by A. Then there exists an e-differentially-
private protocol with the same communication complexity and the number of rounds which computes f with

expected additive error A + O(CC(P)r/e).
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Proof. Let m; be the transcript up to and including the ¢th round of the protocol P, and let the protocol
be specified as r functions m;(-, -), so that the first message of the protocol is mi(x, ), where 7 is empty,
the second message is ma(y, 1), etc. The protocol approximates f(z,y) with error A in the sense that
|f(x,y) — fa(z,m)| < Aifriseven and |f(z,y) — fe(y, m)| < Aif r is odd for all z,y € ¥™.

We define a new differentially private protocol P* by applying the exponential mechanism at each round
to sample from the set of messages consistent with the transcript of the protocol so far. Assume wlog that ¢
is odd, and let X; C X" be Alice’s set of inputs that are consistent with the transcript 7;_; under the original
protocol P. In other words, if the jth message in 7}, is p15, it holds that p; = m;(z, 77}‘_1) forall z € X; and
odd j < 4. If the length of ith message of P is k; bits, let M; C {0, 1}* be the set of all messages that the
protocol P may output for the given transcript, i.e., M; = {u € {0,1}%: 32’ € X;,s.t. my(2',7f_ ) = p}.
Define the score function ¢: X" x M; — R as

: /
gi(@, p) = el oD, e |z — '],
which counts the least number of bits one has to flip in x, such that P on that input would have produced
the transcript 7;_; and output u as the ith message.

Let the ith message of the new randomized protocol P*(x,y) be the output of the exponential mecha-
nism 5;./ /2] (). To compute the function, if the party receiving the last message of the protocol is Alice,
she finds the closest 2’ € X, to her input = and outputs f4(2’,7), and similarly for Bob.

To prove the theorem we have to demonstrate the following three properties of the protocol P*: (1) It
is well-defined i.e., it always completes; (2) it is e-differentially private; (3) its additive error is bounded as
in the theorem statement. We address these points in turn.

1. P* is well-defined. Since the ith round of P* is the output of the exponential mechanism, the only
possibility for the protocol’s not completing is for M; to be empty for some i. By construction it
cannot happen, since for every feasible output p there is an input z’, which is consistent with pu. As
the sets X; and M; never become empty, the protocol never aborts.

2. P* is e-differentially private. P* consists of sequential €/|r/2]-differentially-private applications of
the exponential mechanism. The total privacy budget consumed by either party is thus at most e.

3. P* has bounded error. Let ¢* = ¢/|r/2] and K; = /", k;j—the length of 7} ;. We claim that for
the closest to x element x’ € X;, the distance between x and z’ is dominated as a random variable
by K;/e* +T'(i,1/€*). The proof is by induction on the round number i. For the first round X;
includes all possible inputs, and the distance ||z’ — z|| is zero. For subsequent rounds, if 2’ is the
closest to x element of X;, the optimal (minimal) value of the score function g;(x,u) is |2’ — ||
Since the exponential mechanism returns a message whose score exceeds the optimal value by less
than k;/e* + Exp(1/€*), it means that there is a corresponding feasible input =" € X;11, at distance
dominated by the random variable K;_1/e*+T'(i —1,1/€¢*) + k;/e* + Exp(1/e*) = K;/e* +T'(i,1/€).
Finally, when Alice approximates the value of the function by computing fa(z/, 7)) for 2’ € X,
closest to her input x, the error of this approximation is dominated by

|flz,y) = fal@',mp)] < | f(zy) = F@ 90+ [f (@) — fa(@, m))]
< Jlzr—2|+ly—y|+A=A+2K, /" +T(r,1/€),

where 9/ is similarly defined value closest to Bob’s input y and consistent with the protocol’s tran-
script. In particular, it means that the expected approximation error is less than A+ 2K, /e* +r/€*.
Since K, > r and € < 3re*, the expected error of P* is A + O(CC(P)r/e) as claimed.

O]
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5 Conclusions and Open Problems

We have investigated the limitations of two-party differential privacy and exposed interesting connections
to deterministic extractors for Santha-Vazirani sources and to communication complexity. In our first
result we prove a lower bound on accuracy of approximating the Hamming distance between two vectors—
the classical problem in two-party computations—with two-sided guarantees of differential privacy. The
lower bound on the additive error, which is tight up to a logarithmic factor, is proportional to Q(\/ﬁ)
and matches the recently obtained bound on accuracy of sublinear communication protocols [CR11]. The
connection between differential privacy and communication complexity seems to be a genuine phenomenon,
exemplified by the following results:

— We present bounds on the information cost and the partition bound in terms of the privacy parameter.
The information cost bound, in combination with the message compression technique of Barak et
al. [BBCR10], implies that all differentially private protocols are compressible. Furthermore, using
existing bounds on the information cost of specific communication problems allows us to construct
a function that exhibits the largest possible gap between accuracy of optimal two-party and client-
server differentially private protocols.

— Any deterministic protocol can be converted into a differentially private one with accuracy propor-
tional to its communication complexity and the number of rounds.

There are several immediate open questions left by our work. The most glaring is identifying the largest
accuracy gap possible between two-party and client-server protocols that satisfy approzimate differential
privacy. We would also like to strengthen Theorems 4.12 and 4.14 to be independent of the number of
rounds of communication, and extend Theorem 4.14 to randomized protocols.

In addition, there are connections between two-party differential privacy and pan-privacy [DNPT10].
A pan-private algorithm requires not only that its output be differentially private, but also that the
internal state be differentially private as well. In other words, the algorithm must be privacy-preserving
both inside and out. Such algorithms can be viewed as streaming algorithms, where the internal state is
privacy-preserving at each point in time. (For streaming purposes the size of the internal state should also
be kept small.) In [DNP*10], many important and natural statistics, such as density estimation, were
shown to be computable pan-privately and with reasonable accuracy.

Our lower bound on the two-party complexity of the Hamming distance function implies a lower bound
on multi-pass pan-private algorithms for density estimation, as well as for other natural statistics, for a
constant number of passes. (While not defined in [DNP*10], it is also natural to consider multi-pass pan-
private algorithms.) Indeed, by a straightforward reduction, a k-pass pan-private algorithm for density
estimation implies a ke-differentially private two-party protocol for estimating the Hamming distance of
two binary strings, with similar error. We sketch a proof of this observation in Appendix D. What further
limitations for pan-privacy can be obtained?
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A Approximate Differential Privacy and Unpredictable Sources

In this section, we generalize the results of the previous section to approximate differential privacy. We will
do this by showing that approximate differentially private protocols give rise to the following approximate
forms of unpredictable bit sources:

Definition A.1 (d-approximate (strongly) a-unpredictable bit source). For « € [0,1], a random variable
X = (X1,...,Xy) taking values in {0,1}" is a d-approximate a-unpredictable bit source if with probability

at least 1 — & over i « [n] and (z1,...,2;—1) + (X1,...,X;—1), we have
aSP[ ':O’Xlzl‘l,...,Xi_lzzCi_ﬂSl/a'
PI“[ = 1’X1 = T1y... ’Xi—l = CCZ'_ﬂ

A random variable X = (X1, ..., X,,) taking values in {0,1}" is a d-approximate strongly a-unpredictable
bit source if with probability at least 1 — & over i < [n] and (x1,...,Ti—1,Tit1,...,Tn) < (X1,..., Xi—1,
Xit1y---,Xpn), we have

a < PI‘[ = 0|X1 = T1y.-- 7Xi—1 = xi—lXi-l-l = Tj41y- - .,Xn = xn]
- PI‘[ = 1|X1 =21, .., Xiel = Tij1, Xitl = Tiglye-os Xp = xn]

<1/a.

Here § should be thought of as negligible in n, while « remains a constant. Now we relate the
above two definitions (showing that the strong definition implies the other one, albeit with some loss
in parameters), and prove that approximately unpredictable sources are statistically close to standard
unpredictable sources. This will allow us to apply our extractor from the previous section to these sources
as a black box.

Lemma A.2.

1. If X is a d-approzimate strongly a-unpredictable bit source, then for every v > 0, X is a §/v-
approxzimate o -unpredictable bit source for

, 1—-v 1—-v
1+ av 1+v

2. If X is a d-approximate a-unpredictable bit source, then X is nd-close to some a-unpredictable bit
source.

Proof. 1. Let

B = {(i,xl...xi_1,$i+1...:pn):

Pr[ —1!X1—x1,...,X¢71ZCL‘i*l,XiH=$i+1>-~7Xn:x"] ’ .

We know that Pr[(I, X ... X7_1,X741...X,) € B] <4, where I is a uniformly random element of
[n]. Let

B = {(i,:l:l .. .Jii_l): Pr[(z’,xl .. 'xi—lei-i-l .. .Xn) S B|X1 =T1y... 7Xi—1 = xi—l] > V}.

It follows by Markov’s inequality that Pr[(I, X ... X;_1) € B'] <{§/v.
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Now, for every (i,21...x;-1) ¢ B’, we have
PI"[XZ =0 | X1 =T1y.-- ,Xi,1 = ZL‘z‘,l] S Z/—I—PI'[Xi =1 | X1 = :El,...,Xi,l = ;L‘Z',l]/Oé.

Writing p =Pr[X; =0 | X1 =21,...,X;1 =xiq]Jand 1 —p=Pr[X; =1 | Xy = 21,..., X;01 =
xi—1], we see that p < (1 + av)/(1 + «). Similarly, it can be shown that 1 —p < (1 + av)/(1 + ).
This implies that p/(1 — p) and (1 — p)/p are both at least

14

;- () ey

o = = .
(H—ow) 1+ av
14+«

2. Call a prefix z € {0,1}<" bad if

PI‘[Xl =0 ’ X1 =T1,.. -,Xz'—l = xi—l] ¢ [1/0[ a]
PI‘[Xzzl ’Xllew--aXi—l:xi—l] ’ '

Define X’ as follows:

(a) Sample z < X.

(b) If z has no bad prefix, output x.

(c) Else let x;...2; be the shortest bad prefix of z. Choose zj,,...,z;, + {0,1}. Output
LY. XX T

It can be verified that X’ is an a-unpredictable bit source. X’ is nd-close to X because for each
i €{0,...,n— 1}, a random sample z < X has a bad prefix of length ¢ with probability at most 9.
O

As a first step towards relating approximate differentially private protocols to approximate unpre-
dictable sources, we show that approximate differentially private mechanisms behave like differentially
private ones with high probability, in the following sense:

Lemma A.3. Let M: {0,1}" — R be a d-approximate, e-differentially private mechanism. Then for every
~v >0, and every x,y € {0,1}" such that |x — y|g = 1, if we generate m < M (x), then we have

e (et < PriM(y) = m < et
Pr[M(x) = m]
with probability at least 1 — &', for
§og. e
N 1—e7

Note that for small values of €,y > 0, §’ is roughly 2§ /7.
Proof. Let S ={m: Pr[M(z) =m]| < e “7-Pr[M(y) = m]}. Then

PriM(z) e S] < e “7-Pr[M(y) €S|
< e 7. (ef - Pr[M(x) € S]+9)
< e 7-Pr[M(x)e S|+e 76,
and thus
=€
Pr[M(z)e S| <o- =t
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Similarly, for T = {m: Pr[M(z) = m] > e“t7 - Pr[M(y) = m]}, we have

PriM(z) eT] < e -Pr[M(y)eT]+0
< e e T -Pr[M(x)eT|+6
e 7 Pr[M(x) € T|+ 4,

SO

PriM(z)eT] <6 =

and the probability that M (x) ends up either in S or 7" is bounded as

14+e 7

PriM(z) e SUT] <o =

O

Now we show that approximate differentially private protocols give rise to approximate unpredictable
sources:

Lemma A.4. Let P be a randomized protocol with d-approzimate e-differential privacy. Let X and Y
be independent random wvariables uniformly distributed in {0,1}", and let random wvariable 11 denote the
transcript of P when run on input (X,Y). Then for every v > 0, there are numbers {0r }resupp(ry such
that

1. For every w € Supp(Il), the random variables X, and Y are independent 0r-approzimate strongly

e~ () _unpredictable bit sources.
2. E[on] <&, for
ey
§ =95 - 1+e 7
1—e

Proof. For i € [n] and (z,7) € Supp(X,T), define

p(zxt) . i:()’Xl:$17"'1Xi—1:$i—17Xi+1:xi—l-l;"')Xn:xnaH:ﬂ—]
s Ly -
1 | X1 :1'1,...,XZ',1 :$i,1,Xi+1 :J}Z‘Jrl,...,Xn:aj‘n,H:?T]

1 210240 - 2, Y) = 7]

xy--wi iy o xg, Y) =7

where the equality is by the same calculation in the proof of Lemma 3.3. Let B = {(i,z,7): p(i,z,7) ¢
[e=¢7,e“t7]}. By Lemma A.3, we have Pr[(i, X,II) € B] < §'/2.

Similarly, we can switch the role of X and Y, and define p/(i,y,7) for (y,7) € Supp(Y,II) and a
corresponding set B’. Again we we have Pr[(i, Y,II) € B'] <¢§'/2.

Now, for m € Supp(Il), if we define 6, = max{Pr[(I,X,) € B],Pr[(I,Y;) € B']}, then X, and Y; are
both dr-approximate strongly (e + 7)-unpredictable bit sources. We have

E0n] < Ercn[Pr[(I,X;) € B]+Pr[(I,Y;) € B']]
= Pr[({,X,1I) € B] + Pr[(L,Y,1]) € B']
< §/2+0'/2,

where the last inequality is by approximate differential privacy and Lemma A.3. (Indeed, it holds even for
each fixed value of i.) ]
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Finally, we again use the randomness extraction properties of the inner product function to show that
differentially private protocols must incur an error of nearly /n.

Theorem A.5. Let P be a randomized protocol with §-approximate e-differential privacy. Then for every
§" > 48nd, with probability at least 1 — &' over xz,y < {0,1}" and the coin tosses of P, party B’s output

differs from (x,y) by at least
!
A=Q < v 5) .

logn ef

Notice that the error bound here is the same as in Theorem 3.9, up to the hidden constant and the

constraint ¢’ > 48nd. The latter constraint is very reasonable as we typically think of § as negligible in n,
ie., d=n"+0,

Proof. Let X and Y be uniform and independent in {0, 1}" and II the random transcript on input (X,Y).
Party B’s output is a function fg(Y,II). Let m =6A/§, vy =1 and v = 1/2.
By Lemmas A.2 and A.4, we know that there are numbers {37} regupp(rr) such that

1. for every m € Supp(II), the random variables X, and Y, are each nd,/v-close to an a-unpredictable
bit-source for

1
a=e 7. v_ Q(e),
1+v
and
2. E[én] < (5”, for
14 e
5 —25. ¢ g5,
1—e™

Setting 5 = log(1 + «), item 1 and Theorem 3.4 imply that (Y, (X, Yz) mod m) has statistical distance
at most nd; /v + ' /3 from (Y, U) where, as in the proof of Theorem 3.9, this follows provided:

v 83

A > .
= @ logn et
N
= (3 T
logn ef

as guaranteed by the hypothesis of the theorem.

Now we observe that the statistical distance between (II,Y, (X,Y) mod m) and (II,Y,U) is at most
E[nén/v + /3] < n-(8)) -2+ /3 = 2§/3, so the probability of an error at most A is now at most
20 /34 2A/m =4'. O

B Missing Lemma from Section 4.1

The following lemma is used in the proof of proposition 4.4.

Lemma B.1. Let X,Y,Z be random variables such that X and Y are independent. Then I(X;Z) <
I(X;Z]Y)
Proof.
I(X;Z) = HX)-H(X|2)
H(X[Y) - H(X|Z)
H(X|Y)—-H(X|ZY)
I(X;Z|Y).

IN
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Here in the second step we have used the fact that X and Y are independent, and in the third step that
conditioning decreases entropy. O
C Expectation of the inverse

In this section, we prove that

Lemma C.1. Let {X;}Y | be a sequence of independent Bernoulli random variables with E[X;] = p; and
let = > i Then

Proof. The first inequality follows by applying Jensen’s inequality to the function ¢(X) = 1/(1+4 X)), which
is convex for X > 0.

To prove the second inequality, we use a result from [CS72] who gave a formula for negative moments
of random variables. We reproduce the proof of the case we use for completeness. Observe that for every

t,x >0

b ) tw t
:/ux_ldu.
z 0

Setting t = 1 and taking expectations over random x, we get
1
B[] = /0 E[u*] du.

For X =1+ ), X;, we upper bound

E[uX_l] = H E[uxﬂ

We conclude that

! — exp(—
E[%] < exp(—,u)/o exp(pu) du = L= exp(=p) < l

D Pan-Privacy and Differentially Private Communication

In this section, we explore the connection between differentially private communication protocols and pan-
private stream algorithms [DNP*10]. Pan-private stream algorithms are stream algorithms where at every
point in time, the internal state of the algorithm is differentially private. A well-known connection between
communication complexity and stream algorithms establishes space lower bounds for stream algorithms
from two-party communciation complexity lower bounds. Similarly, in this section, we will use the same
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connection to establish negative results (on the error) for pan-private stream algorithms from our two-
party differentially private communication complexity lower bounds. Other upper and lower bounds for
pan-private algorithms have been obtained in [DNP*10] and more recently in [MMNW10].

For the notion of pan-privacy, we consider an algorithm A that processes a stream of data items
S = (s1,82,...,8m) € X*.

Definition D.1. We say streams S, S’ € ¥* are X-adjacent if they differ only in the presence or absence
of any number of occurrences of a single element o € X.

As the algorithm processes each symbol, it updates its internal state according to some probabilistic
mapping. The idea behind pan-privacy is that an adversary should not be able to distinguish between two
Y-adjacent streams by inspecting the internal state of the algorithm. The following definition makes this
precise in the context of algorithms that may take multiple passes over the data stream.?

Definition D.2 (Multi-Pass Pan-Privacy). Let A be an algorithm that takes p passes over a finite length
stream S, maintaining an internal state from a state space M during its computation, and outputs a value
out(S) € O. (One pass is defined to be a left-to-right scan over the input.) Let B be an adversary that can
make intrusions during the computation of A (getting to see the internal state of A at time steps chosen
by B). The time steps of the intrusions can be chosen adaptively (chosen based on what B has seen so
far) or non-adaptively (fixed prior to the computation), and announced (A is notified of the intrusions and
can modify its state based on them) or unannounced (the computation of A is oblivious to the intrusions).
Let VIEWfZ(S) denote the view of adversary B when making intrusions to the computation of A on input
stream S, and also seeing the final output of A. (So if B makes t intrusions, then VIEWﬁ(S) e Mt xO.)

We say that A is e-differentially private against B if for every two data streams S,S’ € ¥* that are
Yi-adjacent, and every set T of possible views of B, we have

Pr[VIEWZ(S) € T] < e° - Pr[VIEWE(S') € 7).
((e,9)-differential privacy is defined analogously, allowing an additional additive & term.)

By exploiting the well-known connection between communication protocols and streaming algorithms,
we deduce the following theorem from our lower bounds for differentially private two-party protocols:

Theorem D.3. Any p-pass estimator for the density Fo(S) = |{o : o € S}|, that is e-pan-private for
all adversaries that make 2p — 1 non-adaptive announced intrusions, has error Q(Se=2¢\/n/logn) with
probability 1 — 9.

Proof. Let A be a p-pass, e-pan-private density estimator with error E. Suppose two players Alice and
Bob, with inputs z,y € {0, 1}" respectively, want to estimate the Hamming distance |z — y|g. They may
use the stream algorithm A to construct a communication protocol as follows. Alice generates the stream
Sz = (i : z; = 1) and Bob generates the stream Sy = (i : y; = 1). Consider the stream S5, and note that

Fo(S:Sy) = |z|la/2 + lyla/2 + |z —ylua/2 .

Hence, an additive E approximation of Fy yields an additive 2F + O(1/¢) approximation of |z — y|g if
|z| i+ |y| g is known up to additive error O(1/¢). To get an approximation of Fy(S;S,), Alice runs A on S,
and transmits the resulting internal state to Bob who instantiates A with this state and continues running

3The corresponding definition for single-pass algorithms in [DNP110] adds a further condition for pan-privacy. There, the
authors suppose that the algorithm may be designed to output a sequence of values as the stream is processed. In that case,
it is required that this sequence also does not compromise privacy. For the purposes of our lower bounds we may ignore the
output sequence other than the final output.
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the algorithm on S,. If p > 1, he then sends the new memory state back to Alice and they continue in this
manner until all p passes of the algorithm have been emulated. Note that because A is e-pan-private, the
resulting transcript is e-DP. The transcript can be augmented with a O(1/¢) approximation of |z|z and still
be 2¢-DP. However, Theorem 3.9 states that any protocol whose transcript is a 2e-DP mechanism for the
player’s inputs has error Q(de~2¢y/n/log n) with probability 1—4§. Hence we deduce E = Q(5e~2“\/n/logn)
with probability 1 — 4. O

Note that the special case of p = 1 in the above theorem gives an accuracy lower-bound for only a
single announced intrusion. Also, by using Theorem A.5 instead of Theorem 3.9, we also get a lower bound
for approximate differential privacy.

We now present a result for multi-pass pan-private stream algorithms for the case of two announced in-
trusions. The result follows from the observation that the communication protocols that arise by simulating
stream algorithms have a particular “Markovian” property which we now define.

Definition D.4 (Markovian Communication Protocols). Consider a communication protocol P between
two parties A and B in which the players take turns to send messages back and forth. Suppose there are t
messages and let M; denote the ith message sent in this protocol: if i is odd then M; is sent by A and if i
is even then M; is sent by B. We say the protocol is Markovian if for all i > 2 and messages my,...,m;

Pr[M; = m;|My = my, My = ma, ..., M;_y = m;_1] = Pr[M; = m;|M;—1 = m;_1] .

The following lemma establishes that if the transcript of a Markovian protocol compromises privacy,
then there exists two successive messages in the protocol that together also compromise privacy.

Lemma D.5. For a t-message Markovian communication protocol P, consider the transcript 11 of the
protocol as a mechanism for the input of the players Z = (X,Y). IfII is not e-DP then there exists two
successive messages in the protocol M; and M1, such that (M;, M;11) is not €/2t-DP.

Proof. If Il is not e-DP, there exists a sequence of ¢ messages, myq, . .., my, such that for two adjacent inputs

z = (z,y) and 2’ = (2/,¢),
P =
In I‘Z[H (mh 7mt)] S €.
Pry Il = (mq,...,mq)]

By the Markov property of the protocol we may write:

Pr [l = (mi,...,my)]  Pre[Mi=mi]-[Licp_y) Prz[Mip1 = mipa|M; = mj]
PI‘Z/ [H = (ml, N ,mt)] PI‘Z/ [Ml = ml] . Hie[tfl} PI“Z/ [Mi-l—l = mi+1’Mi = ml]

and hence
¢ < I Pr.[M; = Z I Pr.[My1 = mip1|M; = m;]
Pr./[M; = et Pr[Miy1 = mip1|M; = my]
Consequently, either |In % > ¢/t or there exists ¢ € [t — 1] such that )ln }ljrrz [Mz\f:l Tnl:llf\]@ Tni]] >
¢/t. Assume |In S=Mi=mal | < /(94) for all i € [t], otherwise we are done. Therefore,
Pr_/[M;=m;]
n PI‘Z[M,L = mi,Mi+1 = mi+1] _ ‘ln Pr, [MZ = mz] +In Pl"z[Mi+1 = mi+1|Mi = ml] E _ i i
Prz/ [Mz = my, Mi+1 = ’I’)’LZ'+1] PI’ZI [Mz = ml] PI"Z/ [Mi+1 = mi+1’MZ’ = ml] t 2t 2t ’
as required. O
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Note that above lemma is not true for communication protocols that are not Markovian. Consider
an arbitrary t message protocol P that compromises privacy. This can be transformed into a ¢t + k
message protocol () such that observing any k messages does not compromise the privacy at all: in
message i € [k] of @ the players exchange random strings R;i, ..., R; and the (k + 7)th message sent is
M; ® Ryj; ® Roj @ --- @ Ryj.

Theorem D.6. Any p-pass density estimator that is e-pan-private for all adversaries that make two
announced intrusions, has error Q(de=*2P=1¢ /n /logn) with probability 1 — 6.

Proof. The proof follows along similar lines to Theorem D.3 except this time A is a p-pass stream algorithm
that maintains e-pan-privacy under two announced intrusions. Hence, the emulation of A gives a 2p — 1
message communication protocol such that observing any two of the messages maintains 2e-DP. Hence, by
Lemma D.5, this implies the entire transcript maintains 4(2p — 1)e-DP. By appealing to Theorem 3.9, we
conclude that the error is Q(de~*2~1<,/n/logn) with probability 1 — 4. O
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