Electronic Colloquium on Computational Complexity, Revision 3 of Report No. 141 (2011)

Characterizing Pseudoentropy and
Simplifying Pseudorandom Generator Constructions *

Salil Vadhan' Colin Jia Zheng?
School of Engineering and Applied Sciences
Harvard University
Cambridge, Massachusetts
{salil,colinz}@seas.harvard.edu

March 8, 2013

Abstract

We provide a characterization of pseudoentropy in terms of hardness of sampling: Let (X, B)
be jointly distributed random variables such that B takes values in a polynomial-sized set. We
show that B is computationally indistinguishable from a random variable of higher Shannon
entropy given X if and only if there is no probabilistic polynomial-time S such that (X, S(X))
has small KL divergence from (X, B). This can be viewed as an analogue of the Impagliazzo
Hardcore Theorem (FOCS ‘95) for Shannon entropy (rather than min-entropy).

Using this characterization, we show that if f is a one-way function, then (f(U,),U,) has
“next-bit pseudoentropy” at least n + logn, establishing a conjecture of Haitner, Reingold, and
Vadhan (STOC ‘10). Plugging this into the construction of Haitner et al., this yields a simpler
construction of pseudorandom generators from one-way functions. In particular, the construc-
tion only performs hashing once, and only needs the hash functions that are randomness extrac-
tors (e.g. universal hash functions) rather than needing them to support “local list-decoding”
(as in the Goldreich-Levin hardcore predicate, STOC ‘89).

With an additional idea, we also show how to improve the seed length of the pseudorandom
generator to O(n?’), compared to O(n4) in the construction of Haitner et al.
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1 Introduction

Computational analogues of information-theoretic notions have given rise to some of the most inter-
esting phenomena in complexity and cryptography. For example, computational indistinguishabil-
ity [GM?2], which is the computational analogue of statistical distance, enabled bypassing Shannon’s
impossibility results on perfectly secure encryption [Sha], and provided the basis for the computa-
tional theory of pseudorandomness [BM, YaoT].

Computational analogues of entropy were introduced by Yao [Yaol] and Hastad, Impagliazzo,
Levin, and Luby [HILL]. The Hastad et al. notion, known as pseudoentropy, was key to their
fundamental result establishing the equivalence of pseudorandom generators and one-way functions,
and has also now become a basic concept in complexity theory and cryptography.

A more relaxed notion, called next-bit pseudoentropy, was recently introduced by Haitner, Rein-
gold, and Vadhan [HRVI], who used it to give a simpler and more efficient construction of pseudoran-
dom generators from one-way functions. From a one-way function on n-bit strings, they construct a
pseudorandom generator with seed length O(n?*), improving the bound of O(n®) from [HILL, HalZ].

In this work, we provide new characterizations of pseudoentropy and next-bit pseudoentropy,
and use these to further simplify the construction of pseudorandom generators from one-way func-
tions. In addition, we show how to save another factor of n in the seed length, yielding a pseudo-
random generator with seed length O(n3) from a one-way function on n bits.

1.1 Characterizing Pseudoentropy
The Hastad et al. notion of pseudoentropy is the following:

Definition 1.1 (pseudoentropy [HILL)], informal). A random variable X has pseudoentropy at least
k if there exists a random variable Y such that:

1. X is computationally indistinguishable from Y.
2. H(Y) > k, where H(-) denotes Shannon entropy.®

Pseudoentropy is interesting because a random variable can have much higher pseudoentropy
than its Shannon entropy. Indeed, if G : {0,1}" — {0,1}™ is a pseudorandom generator, then
G(U,) has Shannon entropy at most n, but is indistinguishable from U,,, (by definition) and hence
has pseudoentropy m > n. (Here and throughout, U, denotes a random variable uniformly dis-
tributed over {0,1}".)

A useful generalization is the notion of conditional pseudoentropy, analogous to the notion of
conditional pseudo-min-entropy studied by Hsiao, Lu, and Reyzin [HLR]:

Definition 1.2 (conditional pseudoentropy, informal). Let (X, B) be jointly distributed random
variables. We say that B has (conditional) pseudoentropy at least k given X if there exists a random
variable C, jointly distributed with X such that

1. (X, B) is computationally indistinguishable from (X, C).

2. H(C|X) > k, where H(:|-) denotes conditional Shannon entropy.?

'The Shannon entropy of a discrete random variable X is defined as H(X) = E~x [log(1/Pr[X = z])].
2The conditional (Shannon) entropy of random variable Y given random variable Z is defined as H(Y|Z) =
Eznz[H(Y]2=2)].



Note that if B has pseudoentropy at least k given X, then (X, B) has pseudoentropy at least
H(X) + k, but the converse is false (consider X that has pseudoentropy H(X) + k on its own, with
a B that has no pseudoentropy).

Intuitively, a random variable B should have high pseudoentropy given X iff B is hard to
predict from X, and indeed there are results of this type known in special cases involving pseudo-
min-entropy (to be discussed later). Our main result is such a characterization for pseudoentropy
(i.e. pseudo-Shannon-entropy).

Before getting to the formal statement, note that both pseudoentropy and unpredictability may
occur for information-theoretic reasons, as H(B|X) may be larger than 0. For example, suppose
that B is a uniform random bit, independent of X. Then B has 1 bit of pseudoentropy given X
and cannot be predicted better than random guessing from X, but these are not for computational
reasons (i.e. they also hold for computationally unbounded algorithms). We would like to focus
on the computational randomness in B. For pseudoentropy we can do this by simply subtracting
H(B|X). For unpredictability, we do this by considering the feasibility of sampling the distribution
B|x—; given a sample x ~ X. Thus, in the example that B is a random bit independent of X, this
sampling is easy to do (in contrast to the task of predicting B from X).

With these choices, we can indeed prove that pseudoentropy and hardness of sampling are
equivalent:

Theorem 1.3 (characterizing pseudoentropy, informal). Let (X, B) be jointly distributed random
variables where B takes wvalues in a polynomial-sized set. Then B has pseudoentropy at least
H(B|X) + 0 given X if and only if there is mo probabilistic polynomial-time algorithm S such
that the KL divergence from (X, B) to (X,S(X)) is at most §.%

KL divergence is a common information-theoretic measure of “distance” between random vari-
ables (though it is not a metric).

The constraint that B takes values in a polynomial-sized set is essential for this theorem: If f is
a one-way permutation and X is a uniformly random output, then it is very hard to sample f~1(X)
given X, but the pseudoentropy of f~1(X) given X is negligible (since we can efficiently recognize
f71(X) given X). However, we do have an alternative version of our result that holds for B taking
values in an exponentially large range (when considering nonuniform complexity). In that version,
we replace the task of sampling a distribution S(X) from X with that of computing a “measure”
that, when normalized to be a distribution, has small KL divergence from (X, B). In particular,
this alternative formulation is interesting even when X is empty and gives a characterization of
pseudoentropy of an arbitrary random variable B (with respect to nonuniform complexity).

To provide some more intuition for our theorem and the proof techniques, we compare it to
previous results relating forms of pseudoentropy and unpredictability.

1. Yao [Yao?] showed that if B is a single bit, then (X, B) is indistinguishable from (X, U;) (i.e.
B has pseudoentropy at least 1 given X) iff B cannot be predicted from X with probability
noticeably more than 1/2. This can be generalized to B taking values in a polynomial-
sized alphabet X: B € ¥ has pseudoentropy log|X| given X iff B cannot be predicted with
probability noticeably more than 1/|3|. Thus, in the extreme case of maximal pseudoentropy
(equal to log|3|), we have an equivalence with unpredictability.

3The KL divergence (ak.a. relative entropy) from random variable Y to random variable Z is defined as
Ey~y [log(Pr[Y = y]/Pr[Z = z])].



2. For B that takes values in larger (say exponentially large) alphabets, Goldreich and Levin [GL]]
showed that if B is very hard to predict from X (i.e. cannot be predicted with nonnegligible
probability), then we can choose a random hash function H whose range is a polynomial-sized
set ¥ and it will hold that H(B) € ¥ has pseudoentropy log|X| given X and H. While this is
very useful and has many applications, it does not characterize the pseudoentropy of B itself
(but rather a hash of it), requires a hash function that supports “local list-decoding,” and
again only talks about maximal pseudoentropy (log|X|).

3. As noted in [STV)], the Hardcore Theorem of Impagliazzo [[mp] (and subsequent strengthen-
ings [KS, Holl, BHKI]) can be interpreted as relating unpredictability and a kind of pseudoen-
tropy. Specifically, when B is a single bit, the Hardcore Theorem tells us that B cannot be
predicted from X with probability greater than 1—¢ iff “B is indistinguishable from a random
bit on a 2§ fraction of the probability space (X, B)” (this fraction of the probability space is
typically called the “hardcore measure”). One formalization of the latter condition is to say
that (X, B) is indistinguishable from (X, C') where C has average min-entropy [DORS] at least
log(1/0) given X. This result is of the same spirit as Theorem [Z3, but refers to average min-
entropy rather than Shannon entropy, and does not distinguish between information-theoretic
hardness and computational hardness.

In light of the above similarities, it is natural that the proof of Theorem I3 follows the same
overall structure as existing proofs of the Hardcore Theorem when showing that the hardness of
sampling B given X implies the pseudoentropy of B given X. Specifically, our proof for the case
of nonuniform complexity (i.e. circuit size) has the same structure as Nisan’s proof of the Hardcore
Theorem [[mp]. We assume for contradiction that B does not have pseudoentropy H(B|X) + ¢
given X, i.e. B is distinguishable from every C such that H(C|X) > H(B|X) + 6. Using the
Min-Max Theorem, we deduce that there is a convex combination D of small circuits that is
a universal distinguisher, i.e. Pr[D(X,B) = 1] — Pr[D(X,C) = 1] > € for every C such that
H(C|X) > H(B|X) + 6. Next we show how to use such a D to sample a distribution S(X) at small
KL divergence from B (given X). It turns out that we can do this by exponentiating D — we
take S(X) to be such that Pr[S(X) = b] oc 2¥P@b) where k € R is the largest number such that
H(S(X)|X) > H(B|X) + 4. In statistical physics C' = S(X) is known as a Boltzmann distribution
associated with D, and can be shown to minimize Pr[D(X, C') = 1] among all high-entropy C' [LL].
Thus it is the “hardest” high-entropy distribution for D to distinguish from B. The proof that
S(X) has small KL divergence from B uses a new information-theoretic lemma saying that if C' is a
random variable obtained from exponentiating D in this way, then the KL divergence from (X, B)
to (X, C) can be expressed exactly in terms of D’s advantage in distinguishing (X, B) and (X, C).

For the case of uniform complexity (namely, probabilistic polynomial-time algorithms), we re-
place the use of the Min-Max Theorem with a new Uniform Min-Max Theorem, which constructively
builds a near-optimal strategy of the second player in a 2-player game from several best-responses
of the second player to strategies of the first player. We defer a detailed discussion of the Uniform
Min-Max Theorem and its other applications to a forthcoming paper [VZI], but we include the
proof of the Uniform Min-Max Theorem in our technical report [VZ2] for reference. We note that
the proof of the Uniform Min-Max Theorem also uses ideas from the proof of the Uniform Hardcore
Theorem due to Barak, Hardt, and Kale [BHKI.



1.2 Next-Bit Pseudoentropy from One-Way Functions

The Hastad, Impagliazzo, Levin, and Luby [HILI] construction of pseudorandom generators from
one-way functions begins by showing how to use a one-way function to construct an efficiently
samplable distribution X whose pseudoentropy is noticeably larger than its Shannon entropy. This
approach was refined by Haitner et al. [HRV]] using the following variant of pseudoentropy:

Definition 1.4 (next-block pseudoentropy [HRV], informal). A sequence of jointly distributed ran-
dom variables (X7, ..., X,,) has next-block pseudoentropy at least k iff there exist random variables
(Y1,...,Y.,), jointly distributed with (X7, ..., X,,) such that:

1. (Xy,...,X;-1,X;) is computationally indistinguishable from (Xy,...,X;-1,Y;), and
2. S H(Y;| X, .., Xi1) > k.

Equivalently, X has pseudoentropy at least k/m given Xi,..., X;_1, where I is uniformly dis-
tributed in [m].

We say that a random variable X taking values in {0, 1} has next-bit pseudoentropy at least
k iff when we break X into 1-bit blocks, then X = (X3, ..., X,,) has next-block pseudoentropy at
least k.

Intuitively, next-bit pseudoentropy captures the pseudoentropy from the perspective of an ad-
versary who gets the bits one at a time (from left to right), instead of all at once. Thus, the next-bit
pseudoentropy of a random variable can be much larger than its pseudoentropy. For example, if
G :{0,1}" — {0,1}™ is a pseudorandom generator, then (G(U,), U,,) has next-bit pseudoentropy
at least m > n, but does not have pseudoentropy larger than n.

Haitner, Reingold, and Vadhan [HRV| showed that if f : {0,1}" — {0,1}™ is a one-way
function, X € {0,1}", and H : {0,1}" — {0,1}" is a random hash function from an appropriate
family, then (f(X), H, H(X)) has next-bit pseudoentropy n + r + logn, where r is the number of
random bits used to describe the hash function H. The intuition for this is as follows: Condition
on f(X) =y for some y € {0,1}". Given that f(X) = y, X is uniformly distributed in a set of
size |f~!(y)|. Thus, by the Leftover Hash Lemma [HILL], the first ~ log|f~!(y)| bits of H(X)
are statistically close to uniform given the prefix preceding them. In addition, it is still difficult
to invert f and predict X given these bits (since a uniform random string can’t help in inverting).
Thus, by the Goldreich-Levin Theorem [GIJ], the next & logn bits of H(X) are computationally
indistinguishable from uniform given the preceding bits. Therefore the next-bit pseudoentropy of
(f(X),H,H(X)) is at least

H(f(X)) +r+ yJJ[::(X)[log|f—1(y)|] +logn = H(f(X))+r+H(X|f(X))+logn =n+r + logn.

Haitner, Reingold, and Vadhan [HRV] conjectured that the hashing in the above construction
is not necessary, and the hardness of inverting a one-way function directly provides (next-bit)
pseudoentropy. We prove their conjecture:

Theorem 1.5 (one-way functions = next-bit pseudoentropy). If f : {0,1}" — {0,1}"™ is a one-way
function and X €r {0,1}", then (f(X),X) has next-bit pseudoentropy at least n + logn.

The proof of this theorem starts by showing that the one-wayness of f implies that for every
probabilistic polynomial-time algorithm A, the KL divergence from (f(X), X) to (f(X), A(f(X)))



is at least logn; otherwise A would invert f with nonnegligible probability. Then we show that
the same holds also in a “next-bit” sense: if we break X into bits X = X;---X,, and choose
I €g [n], then for every probabilistic polynomial-time S, the KL divergence from (f(X), X1, ..., X1)
to (f(X),X1,...,X7-1,S(f(X), X1,...,X7-1)) is at least (logn)/n. (Otherwise by iteratively
applying S n times, we can obtain a probabilistic polynomial-time A such that (f(X), A(f(X)))
has KL divergence at most logn from (f(X),X).) By Theorem I3, we deduce that X; has
pseudoentropy at least H(X7|f(X), X1,...,X7-1) + (logn)/n given f(X), X1,...,X7—1. That is,
on average, the individual bits of X have (logn)/n extra bits of pseudoentropy (beyond their
Shannon entropy) given f(X) and the previous bits of X. Summing over all n bits of X, the
next-bit pseudoentropy is at least logn bits larger than the Shannon entropy of (f(X), X), which
is n.

1.3 Pseudorandom Generators

Given the next-bit pseudoentropy generator (f(X), X) € {0,1}™" of Theorem [H, we can apply
the construction of Haitner et al. [HRV] to obtain a pseudorandom generator through the following
three steps:

e Entropy Equalization: To spread the pseudoentropy out evenly among the bits, we con-
catenate u = O(n) independent random evaluations of (f(X), X), then drop the first I bits
and the last m + n — I bits of the u - (n + m)-bit long result, for I € [m + n|.

e Converting Shannon Entropy to Min-Entropy and Amplifying the Gap: Next, we
take t = ©(n?) copies of the above next-bit pseudoentropy generator (after entropy equal-
ization), but concatenate them “vertically” to obtain blocks, each of which consists of ¢ bits.
It can be shown that each of the blocks is indistinguishable from having high min-entropy
conditioned on the previous ones.

¢ Randomness Extraction: Finally, we use a single random universal hash function to extract
the pseudo-min-entropy from each of the blocks, and concatenate the results to produce our
output.

Thus, to obtain a pseudorandom generator from a one-way function f, we simply need to
evaluate f on u -t = O(nS) random inputs, arrange the input and output bits into a matrix
consisting of (u — 1) - (m + n) columns and ¢ rows, and apply a universal hash function to each
column. (The seed of the pseudorandom generator consists of the u - ¢t inputs to f, the ¢t random
shifts used for entropy equalization, and the description of the universal hash function.) The
construction is illustrated in Figure 0. Note that we only need to hash once in the construction
and the only property we need of our hash function is randomness extraction (e.g. via the Leftover
Hash Lemma). In contrast, all previous constructions of pseudorandom generators from one-way
functions (even from one-way permutations) required hash functions with “local list-decoding”
properties (e.g. the Goldreich—Levin hardcore predicate) in addition to randomness extraction. As
pointed out to us by Yuval Ishai, an advantage of using only universal hash functions is that they can
be implemented by linear-size boolean circuits [IKOS], and thus we can obtain PRGs computable
by circuits of size linear in their stretch (from one-way functions that are computable by linear-size
circuits but exponentially hard to invert). Such PRGs have applications to “cryptography with
constant computational overhead”.



. Figure 1: Simplified construction
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While simpler, the aforementioned construction achieves essentially the same parameters as
[HRV]. Using an additional idea, we show how to save a factor of roughly u = ©(n) in the seed
length. The idea is that to extract the randomness from a column of the aforementioned matrix,
we do not need to construct the entire matrix. We can use just enough seed to fill a single column,
and then we can use randomness extracted from that column to help generate more columns, and
iterate. (This idea is independent of our simplifications above, and can also be applied to the
construction based on the [HRV/| pseudoentropy generator.) Thus we show:

Theorem 1.6 (one-way functions = pseudorandom generators, informal). Given a one-way func-
tion f :{0,1}" — {0,1}", we can construct a pseudorandom generator with seed length O(n?).

This theorem improves the seed length of O(u-t-n) = O(n*) from Haitner et al. [HRV]. We note
that Haitner et al. gave a nonuniform construction of seed length O(n?), requiring poly(n) bits of
nonuniform advice to compute the pseudorandom generator. (Entropy equalization can be avoided
by nonuniformly hardwiring the amount of entropy contributed by each bit.) Also, our construction
still requires evaluating the one-way function at least u -t = é(n3) times; we just no longer need
these evaluations to be independent. Finally, like [HRV]], the construction obtains ©(logn) bits of
additive stretch per invocation of the one-way function, which is optimal by [GGKT].

With Theorem [@, now the only blow-up in seed length in constructing pseudorandom gen-
erators from one-way functions is due to converting Shannon entropy to min-entropy. It is an
intriguing open problem whether that blow-up can be avoided or shown to be necessary.

1.4 Relation to Inaccessible Entropy

A variety of computational notions of entropy have been studied in the cryptography and complexity

Like our characterization of conditional pseudoentropy, inaccessible entropy refers to a difficulty
of sampling a random variable B from a jointly distributed random variable X. However, there
are important differences. In our characterization (Theorem [3), the sample of X is generated



externally and fed to the adversary, who tries then to sample the conditional distribution B|X. In
the [HHR] notion of inaccessible entropy, the adversary is also given the random coins used to
generate X, and we compare its output distribution conditioned on those coins to B|X. And in
the original notion of inaccessible entropy, from [HRVWI|, the adversary is the one who generates
X (or some approximation to it). These three notions are analogous to the security conditions for
one-way functions, target collision-resistant hash functions (i.e. UOWHFS), and collision-resistant
hash functions, respectively (thinking of X = f(B) for B €r {0,1}"). We note that the hardness
of sampling we consider also differs from inaccessible entropy in the way it measures how well an
adversary approximates the conditional distribution B|X. Roughly speaking, in our notion (mea-
suring the KL divergence from B|X to the adversary’s output), the adversary’s goal is to produce
an output distribution that contains B|X as tightly as possible. In the notions of inaccessible
entropy, the adversary’s goal is to produce an output distribution that is contained within B|X as
tightly as possible.

There is also significant similarity between our construction and those involving inaccessible
entropy. In [HRVW|, it is shown that if f is a one-way function, then (f(U,),U,) is a next-bit
inaccessible entropy generator, just like we show that it is a next-bit pseudoentropy generator
(Theorem [3). However, for inaccessible entropy, it is only necessary to break f(U,) into bits (U,
can be treated as a single block), and for pseudoentropy it is only necessary to break U, into bits
(f(Uy) can be treated as a single block). Nevertheless, there are enough similarities to suggest
that there may be a deeper connection between inaccessible entropy and pseudoentropy; trying to
formalize this connection is an interesting question for future work.

1.5 Paper Organization

Basic notions of information theory and computational randomness are defined in Section 2. In
Section B we describe and prove our characterization of pseudoentropy. In Section B we show how
to generate next-bit pseudoentropy from any one-way function. In Section B we describe the PRG
construction and how to save the seed length.

2 Preliminaries

2.1 Entropy

Shannon entropy plays a central role in this paper. For more background on entropy and proofs of
the lemmas stated here, see [CT]].

Definition 2.1 (entropy). For a random variable X, the (Shannon) entropy of X is defined to be

1
H(X) = log =——| .
(X)= E, [Og Pr[X = xJ
For jointly distributed random variables X and B, the conditional (Shannon) entropy of B given
X (or, conditional (Shannon) entropy of B when X is clear from the context) is defined to belet-

terpaper
o H(BIX) = E [H(Blx—.)].

z~X

Fact 2.2 (chain rule for Shannon entropy). H(X, B) = H(X) + H(B|X).



The notion of KL divergence from random variable A to random variable B is closely related to
Shannon entropy; intuitively it measures how dense A is within B, on average (with 0 divergence
representing maximum density, i.e. A = B, and large divergence meaning that A is concentrated
in a small portion of B).

Definition 2.3 (KL divergence). For random variables A and B, the KL divergence from A to B
is defined to be

an~

KL(A|IB) = E, [log Prid = a]} ,

Pr[B = q]
or conventionally +oo if Pr[A = a] > 0 and Pr[B = a] = 0 for some a.

For random variables (X, A) and (Y, B), the conditional KL divergence from A|X to B|Y is
defined to be

KL(AX)|(BY) = E [bg

Pr[A =alX = :1:]]
(2,0)~(X,A) '

Pr[B = alY = z]

Thus, conditional KL divergence captures the expected KL divergence from A|x—, to Bly—,
over x ~ X. Like Shannon entropy, it has a chain rule:

Fact 2.4 (chain rule for KL divergence). KL(X, A||Y, B) = KL(X||Y) + KL((A|X)|[(B|Y)).

Like other distance measures between distributions, applying any (deterministic) function never
increases the KL divergence:

Fact 2.5 (entropy-like property of KL divergence). ® KL(g(A)||g(B)) < KL(A||B) for any function
g.

Note however, that the KL divergence is not a metric; it is not symmetric and does not satisfy
the triangle inequality.

2.2 Pseudorandom Generators
First, we define the computational analogue of two random variables being statistically close:

Definition 2.6 (indistinguishability). Let n be a security parameter. Two {0, 1}"-valued random

variables X = X (n) and Y = Y (n) are (T, ¢) indistinguishable for T = T(n), ¢ = e(n) if for all

time T randomized algorithm D and all sufficiently large n, |Pr[D(X) =1] — Pr[D(Y) =1]| <e.
|Pr[D(X) = 1] — Pr[D(Y) = 1]| is called D’s distinguishing advantage for X, Y.

A pseudorandom generator is an algorithm that stretches a short uniformly random string to a
longer pseudorandom string, one which looks random even to algorithms more powerful than the
generator itself:

Definition 2.7 (pseudorandom). Let n be a security parameter, ¢ = ¢(n). A [g]-valued random
variable X is (T’ €) pseudorandom for T'=T(n), € = e(n) if X and Uy, are (7€) indistinguishable.
A polynomial time computable function G : {0,1}4=%") — {0,1}=") is a (T €) pseudorandom
generator (PRG), if G(Uy) is (T, €) pseudorandom.

We say G is a pseudorandom generator if G is a (n¢ 1/n¢) pseudorandom generator for every
constant ¢. The input to a pseudorandom generator is called the seed. The number of extra bits,
¢ —d, is called the stretch.

“This is in fact equivalent to the log-sum inequality [CT). For a more direct proof, see [GV].



While the notions of indistinguishability and pseudorandom generators here are defined for
uniform algorithms, nonuniform indistinguishability and nonuniform pseudorandomness can be
defined by replacing time T algorithms with size T" boolean circuits.

2.3 Pseudoentropy and Next-Bit Pseudoentropy

The computational analogue of entropy, pseudoentropy, was first introduced by Hastad et al. [HTLI].
We begin with the nonuniform definition because it is simpler:

Definition 2.8 (pseudoentropy, nonuniform setting). Let X be a random variable. We say X has
(T, €) nonuniform pseudoentropy at least k if there exists a random variable Y with H(Y') > k such
that X and Y are (7, €) nonuniformly indistinguishable.

If X = X(n) for a security parameter n, we say X has nonuniform pseudoentropy at least
k = k(n) if for every constant ¢, X (n) has (n¢, 1/n¢) nonuniform pseudoentropy at least k(n)—1/n¢
for all sufficiently large n.

A natural generalization of pseudoentropy is the notion of conditional pseudoentropy.

Definition 2.9 (conditional pseudoentropy, nonuniform setting). Let B be a random variable
jointly distributed with X. We say B has (T, €) nonuniform (conditional) pseudoentropy at least
k (or pseudoentropy gap at least k — H(B|X)) given X if there exists a random variable C' jointly
distributed with X such that the following holds:

e H(C|X) > k;
e (X,B) and (X,C) are (T, ¢)-indistinguishable.

If B = B(n) for a security parameter n, we say B has nonuniform (conditional) pseudoentropy
at least k = k(n) given X if for every constant ¢, B(n) has (n¢ 1/n¢) nonuniform (conditional)
pseudoentropy at least k(n) — 1/n¢ given X (n) for all sufficiently large n.

In the uniform setting (i.e. randomized algorithms instead of circuits), the right definitions
are more subtle to come by. It turns out that we must require indistinguishability even against
algorithms equipped with an sampling oracle. (See remark below for more discussion.) For a
distribution Z, let Oz denote the oracle that gives a random sample from Z when queried.

Definition 2.10 (pseudoentropy, uniform setting). Let m be a security parameter, T = t(n),
e=¢€(n), k=k(n), g =q(n). Let X be a [¢]-valued random variable. We say X has (T, €) uniform
pseudoentropy at least k if for all time T randomized oracle algorithm A there exists a random
variable Y jointly distributed® with X such that the following holds for all sufficiently large n:

e H(YY) > k;

e X, Y are indistinguishable by A9x:

[Pr[A9XY (X) = 1] — Pr[A9%Y(Y) = 1]| <.

°In Definition EZI0, Y can be taken to be independent of X without loss of generality, but allowing dependence is
important in the definition of conditional pseudoentropy.



We say X has uniform pseudoentropy at least k = k(n) if for every constant ¢, X (n) has (n® 1/n¢)
uniform pseudoentropy at least k(n) — 1/n°.

The reason to give the distinguishers oracle access to Ox )y is to ensure that the definition
composes: if X; and X, are iid copies of X, we’d like to say that (X, X3) has pseudoentropy at
least 2k. Indeed we’d want to say that (X, X2) is indistinguishable from (Y7, Ys) where Y7,Y,
are iid copies of Y. However, indistinguishability against uniform algorithms is not preserved
under taking multiple independent samples in general [GMI]. Requiring indistinguishability against
distinguishers with oracle access to Ox y ensures that indistinguishability will be preserved under
taking multiple independent samples.

Definition 2.11 (conditional pseudoentropy, uniform setting). Let n be a security parameter, T =
t(n), e =¢€(n), k =k(n), g = q(n). Let B be a [g]-valued random variable jointly distributed with X.
We say B has (T, €) uniform (conditional) pseudoentropy at least k given X if for every randomized
oracle algorithm A computable in time T, there is a random variable C jointly distributed with
X, B such that the following holds for all sufficiently large n:

e H(C|X) > k;

e (X,B) and (X, C) are indistinguishable by A9x.5.c:
|Pr[A9x.B.c(X, B) = 1] — Pr[A9xB.(X,C) = 1]|< e.

We say B has uniform (conditional) pseudoentropy at least k = k(n) given X if for every constant
¢, B(n) has (n¢ 1/n°) uniform (conditional) pseudoentropy at least k(n) — 1/n¢ given X (n).

We give the distinguishers oracle access to Ox g ¢ for the same reason as we give oracle access
to Oxy in Definition ZZI0. However, a consequence of our results is that the definition with oracle
Ox B,c is equivalent to the definition with oracle Ox g provided B comes from a polynomial-sized
alphabet. In particular, if (X, B) is also polynomial-time samplable (which will be the case in our
applications), the definition is equivalent to one without oracle Ox p . (See Corollary B23.)

Finally, it is useful to talk about the total conditional pseudoentropy of a sequence of random
variables, called the next-block pseudoentropy:

Definition 2.12 (next-block pseudoentropy). Let n be a security parameter, k = k(n), and B®
be a random variable for each i = 1,...,m = m(n). We say (B(l),B(2), ...) has (non)uniform
next-block (or next-bit, if each B is a bit) pseudoentropy at least k if BY) has (non)uniform
pseudoentropy at least k/m given BW . BU-Y for [ ep [m].

It is easy to see that next-bit pseudoentropy is a weaker notion than pseudoentropy. Therefore
we would like “blocks” to be small, ideally bits, to increase the next-block pseudoentropy. Note
that the next-bit pseudoentropy is sensitive to the order of the bits; for example, for any one-way
function f, (Uy, f(U,)) does not have next-bit pseudoentropy n + 1, but (f(U,), U,) has next-bit
pseudoentropy at least n + Q(logn) as we show in Section B.
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3 Characterizing Pseudoentropy

In this section, we show that a random variable B having pseudoentropy given X, is equivalent to
B being KL-hard given X, which roughly captures the hardness of generating B from X in terms of
KL divergence. We prove the equivalence in both nonuniform and uniform models of computation.

To state the mains results precisely, we begin with basic conventions and definitions. We will
work with random variables taking values in [¢], which are jointly distributed with a {0, 1}"™-valued
random variable X. For any [g]-valued random variable C' jointly distributed with X, we write
C(a|lz) = Pr[C = a|X = x]. We will drop “jointly distributed with X” when it is clear from the
context.

Such a jointly distributed r.v. C' can be algorithmically represented in two ways: (i) By a
randomized algorithm S that samples C' from X, i.e. C = S(X); (ii) By an algorithm P that
computes the (conditional) probability mass function (pmf) of C, i.e. P(x,a) = Pr[C = a|X = z|.
In general, having an efficient algorithm for one representation does not imply having an efficient
algorithm for the other (under some complexity assumptions) [KMR™, Nad]. But when the alphabet
size ¢ is small, approximating the pmf of C given X (say to within +¢) is equivalent to approximately
sampling C' given X (say to within statistical distance €), up to a factor of poly(q, 1/€) in running
time. (See Lemmas B8, B below.)

A drawback of the pmf representation is that it can be infeasible to maintain the normalization
> o P(z,a) = 1 when manipulating the random variable if the alphabet size ¢ is large. Thus it is
convenient to work with measures instead of pmf. A function P : {0,1}" x [¢] — (0, +00) is called
a (conditional) measure of the random variable Cp defined as follows:

P(x,a)
Crlal) = = Pl by
Thus a measure is just some scalar multiple of the pmf. In this section, we generalize the pmf
representation so that P only has to compute some (conditional) measure of C.

Definition 3.1 (KL predictors). Let (X, B) be a {0,1}" x [¢]-valued random variable, and P :
{0,1}™ x [g] — (0,+400) a deterministic function. We say that P is a 0-KL predictor of B given X
if

KL(X, B||X,Cp) <.
If P is randomized, we say that P is a 0-KL predictor of B given X if

E [KL(X,B||X,Cp)] <0
p~P

where we view P as a distribution over functions p : {0,1}" x [¢] — (0, +00).

Definition 3.2 (KL-hard, nonuniform setting). Let (X, B) be a {0,1}" X [¢]-valued random vari-
able, for ¢ = q(n). We say B is nonuniformly (t,0) KL-hard given X if there is no circuit P of size
t that is a §-KL predictor of B given X.

We say B is nonuniformly 6 KL-hard given X if for every constant ¢, B is nonuniformly (n¢,§ —
1/n¢) KL-hard given X for all sufficiently large n.

Analogously to pseudoentropy, the nonuniform and uniform definitions differ in whether we
need to give a sampling oracle to the adversary.
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Definition 3.3 (KL-hard, uniform setting). Let n be a security parameter, § = d(n) > 0, t =
t(n) € N, ¢ = q(n). Let (X, B) be a {0,1}" x [g]-valued random variable. We say B is uniformly
(t,0) KL-hard given X if for all time ¢ randomized oracle algorithms P : {0,1}" x [¢] — (0,400)
and all sufficiently large n, P9X.5 is not a 6-KL predictor of B given X (where the randomness of
POx.5 consists both of its internal coin tosses and the samples it gets from the oracle O X,B)-

We say B is uniformly 6 KL-hard given X if for every constant ¢, B is uniformly (n¢, d — 1/nc)
KL-hard given X.

Note that by letting P(z,a) = 1, we already get C = U, i.e. KL(X, B||X,C) = logq —
H(B|X) < logg. Thus it only makes sense to talk about KL-hardness for § < loggq.

The following related definition may be more natural, as a closer parallel to the familiar notion
of average-case hardness:

Definition 3.4 (KL-hard for sampling, nonuniform setting). Let (X, B) be a {0,1}" X [¢]-valued
random variable, for ¢ = ¢(n). We say B is nonuniformly (t,6) KL-hard for sampling given X if
for all size ¢ randomized circuits S : {0,1}" — [¢] it holds that KL(X, B||X,S(X)) > 0.

Definition 3.5 (KL-hard for sampling, uniform setting). Let n be a security parameter, § =
d(n) >0,t=1t(n) €N, g=q(n). Let (X, B) be a {0,1}" x [g]-valued random variable. We say B
is uniformly (t,8) KL-hard for sampling given X if for all time ¢ randomized oracle algorithms S,
for all sufficiently large n, it holds that KL(X, B||X, S9x.5B(X)) > 6.

These two notions are equivalent up to a polynomial factor in ¢, provided that size of the
alphabet ¢ is a polynomial:

Lemma 3.6. Let (X, B) be a {0, 1}" x [¢]-valued random variable. If B is nonuniformly (t,0) KL-
hard for sampling given X, then B is nonuniformly (2(t/q),d) KL-hard given X. Conversely, if B
is nonuniformly (t,8) KL-hard given X, then B is nonuniformly (t',6 — €) KL-hard for sampling
given X for t' = t/poly(n,q,1/¢€), for every e > 0.

Proof. Suppose B is not nonuniformly (#',0) KL-hard given X. That is, there exists a size t’
circuit P such that KL(X, B||X,Cp) < 6. Then we can sample S(z) = a w.p. Cp(alz) so that
KL(X, B|| X, S(X)) < ¢. S has circuit size O(g-t"). This contradicts the fact that B is nonuniformly
(t,0) KL-hard for sampling, for ' = Q(t/q).

Conversely, suppose KL(X, B|| X, S(X)) < d—e for some size ' circuit S. We will construct a size
t randomized §-KL predictor P (so that it will be useful for the uniform setting, Lemma B2, as well)
as follows. We compute E(x, a) such that w.p. at least 1—~, |Pr[S(x) = a] — E(x,a)| < €2/c%q for all
x, a, where c is a large enough constant. This is done by taking m = O (n + log ¢ + log(1/7))-¢*/¢*
samples of the randomness of S. We then output P(z,a) = max{E(z,a),€/cq} € (¢/cq,1].

We view P as a distribution over functions p : {0,1}"x[¢q] — (€¢/cq, 1]. Consider any p € supp(P)
such that|Pr[S(z) = a] — E(z,a)| < €%/c?q for all z, a. Notice that >, p(z,b) < 1+ q - (e/cq) =
1+¢/c. If Pr[S(x) = a] > €/cq, then

ri5S(z) =a z,a) + €2/c? ]
log% < 10gw + log ;p(:n,b) <log(l+¢€/c) +log(l+¢€/c) < 5
If Pr[S(z) = a] < €/cq, then
Pr[S(z) =a] Pr[S(z) = d .
logW = log W + log;p(gg, b) <log(l+¢€/c) < 5
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Thus we get

KL(X, B||X,C,) = KL(X, B||X, S(X
(X, B||X,Cp) (X BlIX, $(X)) + E_ C (al]

ZB(a|:1:)logPr[S(x):a]] <d—e+ <
On the other hand, for every p: {0,1}" x [q] — (€/cq, 1] it holds that
1
KL(X,B||X,Cp)=E ZB(a|X) log (B(a|X)/Cp(a|X))] <maxlog (1/Cp(alz)) =0 <10g q+log 6) .

Thus,

1
B [KL(X,BIIX. G < (1=2) (3= §)+7-0 (loga +log - ) <6
p/\/

for an appropriate choice of v = O(e/(log g+log(1/€))). Furthermore, P has circuit size O (t'm) = t.
Thus B is not nonuniformly (t,) KL-hard given X. O

Lemma 3.7. Let n be a security parameter, 6 = 6(n) >0, t =t(n) € N, p =p(n), ¢ = ¢(n) > 0,
q = q(n) all computable in time poly(n). Let (X, B) be a {0,1}" x [g]-valued random variable. If
B is uniformly (t,0) KL-hard for sampling given X, then B is uniformly (Q(t/(¢+n)),0) KL-hard
given X. Conversely, if B is uniformly (t,0) KL-hard given X, then B is uniformly (t',6 — €)
KL-hard for sampling given X, for t' = t/poly(n,q,1/e).

Proof. The proof for the second part is identical to Lemma B8. For the first part, suppose B is not
uniformly (#,0) KL-hard given X. That is, there is a time ¢’ oracle algorithm P such that when
POx.B is viewed as a distribution over functions p : {0,1}" x [¢] — (0, 400), for infinitely many n,

E KL(X, B||X,C,)] < 6.

P ~pPPx,B
Then we can sample S(z) = a w.p. E, pox.n [Cy(alz)], where we first pick p ~ POX.5B by fixing
the internal coin tosses of P and samples from oracle Ox p. By convexity of KL(X, B||X, ),

KL(X,BHX, S(X)) = KL (X,BHX, CPOX,B) < EpN Ox B [KL (X,BHX, Cp)] < J.

P
This contradicts the fact that B is uniformly (¢,0) KL-hard for sampling, for ¢’ = Q(t/(¢+n)). O

In this section, it is more convenient to work with the first version of KL-hardness (i.e. not for
sampling). We show the following main results which establish equivalence between (conditional)
pseudoentropy and KL-hardness in both nonuniform and uniform settings.

Theorem 3.8 (Main Theorem, nonuniform setting). Let (X, B) be a {0,1}" x [q]-valued random
variable, § > 0, € > 0.

1. If B is nonuniformly (t,8) KL-hard given X, then for every e > 0, B has nonuniform (t',€)
pseudoentropy at least H(B|X) 4 6 — € given X, for t' =t /poly(n,logq, 1/¢).

2. Conversely, if B has nonuniform (t,€) pseudoentropy at least H(B|X)+9d given X, then for ev-
eryo > 0, B is nonuniformly (t',8') KL-hard given X, fort' = min{t*) /polylog (1/c) , (o /€)}
and &' =6 —o.
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Corollary 3.9. Let (X,B) be a {0,1}" x [q]-valued random variable. Then B has nonuniform
pseudoentropy at least H(B|X) + ¢ given X if and only if B is nonuniformly 6 KL-hard given X.

By dropping X, the polylog(q) dependence gives us a characterization of nonuniform pseu-
doentropy for an n-bit random variables: (Note that without conditioning on X, the definition of
KL-hard still makes sense, expressing the hardness of computing a measure that approximates the
distribution B.)

Corollary 3.10. An n-bit random variable B has nonuniform pseudoentropy at least H(B) + 6 if
and only if B is nonuniformly 6 KL-hard.

We now state the uniform versions of our results, which are analogous to the nonuniform versions
but have a polynomial dependence on ¢ (we do not know whether it can be made polylogarithmic
like in Theorem BR, so we don’t have a uniform analogue of Corollary B10.)

Theorem 3.11 (Main Theorem, uniform setting). Let n be a security parameter, 6 = §(n) > 0,
t=1tn) e N, e=¢€n)>0,qg=q(n), o =oc(n) all computable in time poly(n). Let (X,B) be a
{0,1}" x [¢]-valued random variable.

1. If B is uniformly (t,8) KL-hard given X, then B has uniform (t',€) pseudoentropy at least
H(B|X) 4 6 — € given X, for t' =t /poly(n, q,1/e).

2. Conversely, if B has uniform (t,e) pseudoentropy at least H(B|X) + ¢ given X, then B is
uniformly (t',68') KL-hard given X, for t' = min{t*M /poly(n,log(1/c),Q(c/€)} and &' =
0—o.

Corollary 3.12. Let n be a security parameter, § = 6(n) > 0, ¢ = poly(n) computable in time
poly(n). Let (X, B) be a {0,1}" x [g]-valued random variable. Then B has uniform pseudoentropy
at least H(B|X) + 6 given X if and only if B is uniformly § KL-hard given X .

Note that we do not make any samplability assumption on X (in both nonuniform and uniform
settings).

Distinguishers are a central object in studying pseudoentropy. A distinguisher D is a {0,1}-
valued randomized function, and D(z) denotes the probability that the function outputs 1 on input
z € {0,1}*. A generalized distinguisher D is a R*-valued randomized function, and D(z) denotes
the expectation of the output on input x. For generalized distinguishers D7 and Ds, the scalar
multiple £D; (k > 0) and the sum D; 4+ Dj are also generalized distinguishers.

A generalized distinguisher D is said to have distinguishing advantage Advp(X,Y) = E [D(X)]—
E [D(Y)] between random variables X, Y. Thus for random variables (X, B), (X, C):

Advp((X,B),(X,C)) =E[D(X,B) — D(X,C)] :;}_«g ZD(X, a)(B(a|X) — C(alX))| .

A key idea in our argument is to analyze the random variable 2 for a generalized distinguisher

D, defined as
9D(z,a)

D —
27 (al|z) = 5= DG

This is a conditional version of the Boltzmann distribution (or Gibbs distribution; canonical ensem-
ble) in statistical physics [LI], which is the unique distribution that achieves maximum entropy
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under a linear constraint on the pmf. We consider the conditional Boltzmann distribution in our
context for a similar reason: for any distinguisher D, it turns out that C' = 2¥P (k > 0) minimizes
Advp((X, B),(X,C)) among all C with H(C|X) > r = H(2¥|X). (The unconditional version is
well known in statistical physics [LI]. We give a simple proof for the conditional version in Lemma
BIR). Thus a lower bound on Advp((X, B), (X, ()) for all C with H(C|X) > r is equivalent to a
lower bound for C' = 2FP.

In particular, we are able to relate Advp((X, B), (X,2")) to the KL divergence from (X, B) to
(X, 2P) and the entropies of these random variables by the following key lemma:

Lemma 3.13. Let (X, B) be a {0, 1}" x[q]-valued random variable, D be a generalized distinguisher.
Then
Proof.

KL(X, B|| X, 2P)

B B(a|X)
_% za:B(a\X)log 2DW|X)]
= H(2"|X) — H(BIX) + E | 3 (B(a]X) - 27(alX)) log 2D(2|X)]

= H(2”|X) — H(B|X) +E > (B(alX) - 2"(a] X)) (log (Z 9 D(X0) ) D(X, a))]

a

= H(2P|X) — H(B|X) +E (1—1)log (Z 2D(va>> ZD (X,a)(B(a|X) — 2D(aX))]

L b
= H(2P|X) — H(B|X) — Advp((X, B), (X, 27)).

O]

We note that with D(z,a) = 0, this becomes the familiar KL(X, B|| X, Uj,) = log ¢ — H(B|X).
To quickly see why this lemma is useful: suppose D has good performance distinguishing 2” from
B, then we can use 2° to predict B within small KL divergence; this is essentially the idea why
KL-hardness implies pseudoentropy, at least in the nonuniform setting (Part 1 of Theorem BR).

3.1 KL-hardness Implies Pseudoentropy, Nonuniform Setting

We begin with the main technical ingredient of pseudoentropy implying KL-hardness.

Lemma 3.14. Let (X, B) be a {0,1}" x [g]-valued random variable where H(B|X) < logq — ¢ for
some d > 0. Let € > 0, and D be a distinguisher such that Advp((X, B), (X,C)) > € for all C with
H(C|X) > H(B|X) + 6. Then there exists k € [0, (logq) /€] such that KL(X, B|| X, 2*°) < 6.

This lemma says that a universal distinguisher D — one that distinguishes B from all high-
entropy C’s — can be used to approximate B to within small KL divergence.

15



Proof of Lemma [3.13. Let ko = (logq)/e. First we show there exists k € [0, ko] such that H(2F|X) =
H(B|X) + 6. By Lemma B3,

< logg _
<

€,

Advp((X, B), (X,29P)) = - (H(2"P|X) ~ H(B|X) - KL(X, B||X, 2))
0

where we use nonnegativity of entropy and KL divergence. Thus, by assumption H(2%P|X) <
H(B|X) + 6. Now we know (i) H(2%P|X) < H(B|X) + ¢, (ii) H(2°|X) =logq > H(B|X) + 6, and
(iii) H(2¥P|X) is continuous as a funciton of k € [0,+oc). By the Intermediate Value Theorem,
there exists k € [0, ko] such that H(2*°|X) = H(B|X) + 4.

Given such k, applying Lemma B3 again we get:

KL(X, B||X,2"’) = H(2""|X) — H(B|X) — Advip((X, B), (X, 2""))
=0 — kAdvp((X, B), (X, 2FP))
<6 —ke<h.

O

To prove Part 1 of Theorem B, we use the Min-Max Theorem to get a universal distinguisher
from the assumption that B has low conditional pseudoentropy, and then apply Lemma BT4.

Theorem 3.15 (KL-hardness = pseudoentropy, nonuniform setting). Let (X, B) be a {0,1}" x [q]-
valued random wvariable, 6 > 0. If B is nonuniformly (t,0) KL-hard given X, then for ev-
ery € > 0, B has nonuniform (t',€) pseudoentropy at least H(B|X) + 6 — € given X for t' =

t21) /poly (n, 1/e,log q).

Proof. Suppose for contradiction that B does not have nonuniform (¢,€) conditional pseudoen-
tropy at least H(B|X) + 0 — e. By definition, for any [¢]-valued random variable C' with H(C|X) >
H(B|X)+d—¢, there is a size t’ distinguisher D between (X, B) and (X, C), with Advp((X, B)(X,C)) >
€.

Consider the following two player zero-sum game. Player 1 picks a [g]-valued random variable
C with H(C|X) > H(B|X) + 0 — €. Player 2 picks a size ¢’ distinguisher D. The payoff for Player
21is Advp((X, B)(X,0)).

Player 1 has no mixed strategy to force Player 2 to achieve payoff at most €, because a convex
combination of random variables with conditional entropy at least H(B|X )+d—e also has conditional
entropy at least H(B|X) 4+ 0 — €. So, by the Min-Max Theorem, Player 2 has a mixed strategy
that achieves expected payoff greater than e regardless of Player 1’s move. Rephrasing, there is a
convex combination D of size ' distinguishers that is a universal distinguisher, in the sense that
Advp((X,B),(X,C)) > € for all C with H(C|X) > H(B|X) +§ —e.

By Lemma B4, there exists k& € [0, (logq)/e] such that KL(X, B||X,2*P?) < § —¢. In other
words, P(z,a) = 2FP@) satisfies KL(X, B||X,Cp) < 6 — .

Efficiency. P may not have small circuit size since D is a distribution on size t' circuits. Thus
we replace D with D which computes the mean of O ((n +logq)/ 62) samples of D, such that

Ve, a, ‘D(ac,a) —D(m,a)‘ < ¢/2. As |Advy((X, B),(X,C)) — Advp((X, B), (X,C))| < ¢/2, D is
an efficient universal ¢/2-distinguisher. By Lemma B4 there exists k € [0,0(logg/¢)] such that
KL(X, B||X,2"P) < § — e. We then approximate k by some rational k to ©(e/c) precision so that
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Vr,a, l%f?(x,a) - kf)(x, a)‘ < €/c, for a sufficiently large constant c. Since kD is rational valued,

we can use Newton’s method to construct a circuit P approximating 25D This can be done in
such a way that :
KL (X, B||X,Cp) < KL(X, B[|X,2"P) + €<

and P has size t = poly (t/,n,1/e,log q). See Lemma A3 for details. This contradicts the hypothesis
that B is nonuniformly (¢,d) KL-hard given X. O

3.2 KL-hardness Implies Pseudoentropy, Uniform Setting

To prove the uniform complexity version of Theorem B4, we replace the use of the Min-Max
Theorem in the proof of Theorem B3 with a Uniform Min-Max Theorem from our forthcoming
paper [VZ1]. The Uniform Min-Max Theorem constructively builds a near-optimal strategy of the
first player in a 2-player game from several best-responses of the first player to strategies of the
second player.

KL projection. Let C be a non-empty closed convex set of I'-valued random variables and let
N be a I'-valued random variable. One can show that there exists a unique

M* = in KL(M]||N).
arg min (M]|N)

M* is called the KL projection of N on C.
A nice property of KL projection is the following geometric structure (see [(C1], Chap 11, Section
6):

Theorem 3.16 (Pythagorean theorem). Let C be a non-empty closed convex set of I'-valued random
variables. Let M* be the KL projection of N on C. Then for all M € C,

KL(M||M*) + KL(M*||N) < KL(M||N).

In particular,
KL(M||M*) < KL(M||N).

Assuming KL(M*||N) is finite, then Pythagorean theorem implies the KL projection M* is
unique: for any M € C which is also a KL projection, the theorem implies KL(M||M*) = 0, which
holds only when M = M*.

Finding the exact KL projection is often computationally ingfeasible, so we consider approximate
KL projection. We say M* is a o-approximate KL projection of N on C, if M* € C and for all
M eC,

KL(M||M*) < KL(M||N) + 0.

In our context, let C, denote the set of distributions (X, C) over {0,1}" X [q] for all C' with
H(C|X) > r. We state here the Uniform Min-Max Theorem specialized to the case where the
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strategies for Player 2 are distinguishers:

Let C(V) = Ujq), ¢ a sufficiently large constant
for i <1 to S do
Obtain an arbitrary D® with Adv ) (X, B), (X,C®)) > ce
Weight Update: Let C) be such that C)'(a|x) o e DV (@a) . C(a|z)
(X, CUHD) « an arbitrary o-approximate KL projection of (X,C®") on C,
end

Let D* compute the average of DU ... D)
Algorithm 1: Finding Universal Distinguisher

Theorem 3.17 (Uniform Min-Max Theorem for distinguishers [VZ1]). For any0 < e <1, o = €2,
after
S=0 KL(X,C||X,Uy)/€" | = O ((logqg—r)/€
(KLY CIX, U/ ) = O ((logq = r)/€)

iterations Algorithm Finding Universal Distinguisher always outputs some D* such that for all

(X,0) € Cr, Advp-((X, B),(X,0)) = Qe).

The proof of Theorem BT can be found in our technical report [VZ2]. To implement Algorithm
Finding Universal Distinguisher, in particular, we need to compute o-approximate KL projections
on the conditional entropy ball C,.

3.2.1 Approximate KL Projection on the Conditional Entropy Ball

In this section we describe how to efficiently find (X, C) as a o-approximate KL projection of (X, C")
on C,. We first describe the exact KL projection of random variable (X, C') on a conditional entropy
ball C;., then show how to approximate it.

Recall that for a generalized distinguisher D : {0,1}" x [¢] — RT, k € R, and a {0, 1}"-valued
random variable X, we define a [g]-valued random variable 2FP (jointly distributed with X) as

follows:
2k:D(a:,a)

kD _
2" (alz) = S, 2kD@h)

We begin by showing that C' = 2¥” (k > 0) minimizes Advp((X, B), (X,C)) among all C
with H(C|X) > H(2*P|X). As mentioned above, 2P is a conditional version of the Boltzmann
distribution in statistical physics [LI], for which a similar property is well known. While this
was our motivation to consider the random variable 2F°, we did not explicitly need it for the
nonuniform theorem (Theorem BTTH). But why are distinguishers relevant at all, when all we want
is to KL-project an arbitrary (X, C) on some entropy ball? The reason is that when viewing C' as
2P for some generalized distinguisher D, Lemma BI3 says we can minimize KL by maximizing the
distinguishing advantage, assuming that the entropy difference is fixed. This will be clear in the
proof of Lemma BTY below.

Lemma 3.18. For every C it holds that E [D(X,2"°)] > E[D(X,C)] for all k > 0 such that
H(2*P|X) < H(C|X).
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Proof. Consider any C where H(C|X) > H(2*|X). If k = 0, then H(2*”|X) = logq, so C and
2P must both be uniform on [g] given X and the result holds vacuously. Thus assume k > 0. By
Lemma B3,

H(2FP|X) — H(C|X) — Advip((X,0), (X, 2FP)) = KL(X, C|| X, 2*) > 0,

where we use nonnegativity of KL divergence. Thus,

E[D(X,C)] - E [D(X,2")] = 7 (Advi((X,€), (X,27))) < 1 (HEZ|X) - H(CIX)) <0

as desired. ]

Lemma 3.19 (KL projection on the conditional entropy ball). Let (X,C) be a {0,1}" x [¢]-valued
random variable such that C(a|z) # 0 for all x,a. Let (X,C*) be the KL projection of (X,C) on
Cr, where 0 <r <loggq. Let Clal)
alx
D =log——1—"——.
(e a) = dog e {CBR))
Then C = 2P and C* = 2°P for some a € (0,1] such that H(2°P|X) > r (in fact H(2°P|X) = r
whenever (X,C) ¢ C; ).

Proof. One can readily verify that D is a generalized distinguisher and C' = 2P. Moreover, if
(X,C) € C, then the KL projection is (X,C) = (X, 2P) itself, i.e. a = 1.

To find the KL projection for (X,C) ¢ C,, we first note there exists o € (0,1) such that
H(2%P|X) = r (by the Intermediate Value Theorem, because H(2”|X) < r, H(2°|X) = logq > r
and H(2*P|X) is continuous as a function of k € (0,1)). By definition of KL projection, we want
to minimize KL(X,C'||X,2") over all C' where H(C'|X) = r (as KL projection is always on the
boundary of C,; see Lemma AT). By Lemma B3,

KL(X,C'||X,2P) = H(2P|X) - H(C'|X) — Advp((X,C"), (X, 2D)).

Hence minimizing KL(X, C'|| X, 2P) is equivalent to maximizing Advp((X,C"), (X,2P)) = E[D(X,C")]—
E [D(X,2P)], and the result follows from Lemma BIR.
O

Lemma 3.20 (approximating KL projection on the conditional entropy ball). There ezists a
poly(k,n,q,1/0,log(1/v)) time algorithm that given oracle access to D : {0,1}" x [q] — [0, k] and
Ox, giwven o > 0 and 0 < r <logq— o, with probability 1 —~ (over its internal randomness) outputs
some B € (0,1] of bit length log(k/o) + loglogq + O(1) such that (X, 2°P) is a o-approzimate KL
projection of (X,2P) on C,.

Proof. We compute an estimate Hs € [H(2°P|X) + ¢/6] for a discrete 3 ranging from 0 to 1 in
steps of o/(cklogq) for some large enough constant ¢, and output D’ = 8D for any § satisfying
Hg € [r+0/6,r 4+ 50/6]. This can be done in time poly(x,n,q,1/0,log(1/7v)) and with success
probability 1 — v after a union bound over all cklog q/o values of 5 (see Lemma [A73). If we fail to
find such B, then we output 8 = 1. We now argue correctness of the algorithm.

If we fail to find such 3, then it must be only because H(2”|X) > r, in other words KL projection
of (X, 2D) € C, is simply itself. To see that, suppose H(2”|X) < r. Since any o/(cx log q) variation
in 3 causes at most ¢ /3 variation in H(2°P|X) (Lemma B&4), and that H(2°P|X) =1logq > r + 0,
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H(2'P|X) < r, a discrete Intermediate Value Theorem says there exists a discrete 8 € [0, 1] with
H(28P|X) € [r 4+ 0/3,r 4+ 20/3]. In other words, we can find such 3.
Hence WLOG assume we have found such 3. Closeness of Hg to both r and H(2°P|X) ensures

that
r<HE2P|X)<r+o.

Thus (X,2°P) € C,. Recall that the exact KL projection of (X, 2") on C, is (X,2%P) where a = 1
if (X,27)€C,,0or0<a<1and H(2P) =rif (X,2P) ¢ C, (Lemma BT9). To prove (X, 25P) is
a o-approximate KL projection, it suffices to show that for any (X,C) € C,,

KL(X, C||X,2°P) - KL(X, C||X, 2°P) < 0.
Then we are done, as it will follow from Pythagorean Theorem (Theorem BTH) that
KL(X, C||X,2°P) < KL(X, C||X,2°P) + 0 < KL(X,C||X,2P) + 0.
By Lemma BT3,
KL(X, C||X, 2°P) - KL(X, C|| X, 2°P)
= H(27|X) — H(2°P|X) - (Advsp((X, C), (X, 2°7)) - Advap((X, O), (X,2°7)))
< (r+0) =7 = (Advap((X, C), (X,277)) = Advap((X, C), (X,2°7)))

=0+ (a—B)E[DX,C)]+ 8- E [D(X, 2ﬁD)} —a-E[D(X,2°P)] .
Note that a > 3, because either a = 1 > 3 (when (X, 2P) € C,), or H(2°P|X) = r < H(2°P|X)
(when (X, 2P) ¢ C,) and it follows from monotonicity of H(2*”|X) as a function of k in [0, 4+-00)
(Lemma A). Thus by Lemma B8, (a« — 8)E[D(X, C)] < (o — B) E [D(X,2°P)], and the above
inequality becomes
KL(X, C||X, 2°P) — KL(X, C||X,2°P) < o + 8 <E [D(X, 251’)] ~E[D(X, 2C“D)]>
=0+ 8- Advp((X,27), (X, 2°7)).

Now applying Lemma B3 again on 2°P and 2°P gives

Advap((X,2°P), (X, 2°P)) = H(2*P) — H(2°P) — KL(X, 2°P|| X, 2°D)
H(2°P) — H(2°P) <0,

IN

where we used nonnegativity of KL divergence. Therefore

KL(X, C||X,2°P) - KL(X, C|| X, 2°P) < 0.
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3.2.2 Putting it Together

We now have all the tools ready to prove Theorem BTI (KL hardness implies pseudoentropy,
uniform setting). We just will replace the use of the Min-Max Theorem in the proof of Theorem
BTH with the Uniform Min-Max Theorem for distinguishers (Theorem BT1), using Lemma to
implement the approximate KL projection. However, notice that H(B|X) hence the “radius” of the
conditional entropy ball C, is unknown. We will simply try all radii (with quantization) and pick
the distinguisher that results in the best KL predictor, which can be tested by sampling (X, B).

Theorem 3.21 (KL-hardness = pseudoentropy, uniform setting). Let n be a security parameter,
d=0(n)>0,t=t(n) €N, e=¢€(n) >0, ¢g=q(n) all computable in time poly(n). Let (X, B) be a
{0,1}™ x [q]-valued random variable. If B is uniformly (t,d) KL-hard given X, then B has uniform
(t', €) pseudoentropy at least H(B|X) 4+ 6 — € given X, for t' = t*(0) /poly(n, g, 1/€).

Proof. Suppose for contradiction that B does not have uniform (¢, ¢€) conditional pseudoentropy
at least H(B|X) + § — e. By definition, there is a time ¢ randomized oracle algorithm D such that
for infinitely many n and every C with H(C|X) > H(B|X) + 6 — ¢, DOX.B.¢ e-distinguishes (X, B)
and (X, C).

Let C, denote the entropy ball {(X,C) : H(C|X) > r}. Let v > 0 be an error parameter
to be fixed later. Assume that given any r > H(B|X) + 6 — €¢/2, we can implement Algorithm
Finding Universal Distinguisher on C = C, using oracle Ox g, to output a circuit D* of size
poly(t',n,logq,1/¢,log(1/v)) w.p. at least 1 — ~, in time poly(t',n,q, 1/¢,log(1/v)). We show how
to do in the end.

Let ¢ be a large enough constant. We show that the following time ¢ oracle algorithm P violates
the hypothesis that B is uniformly (¢,0) KL-hard given X:

INPUT: (z,a) € {0,1}" x [q]
ORACLE: Oy

for r < 0 to logq in steps of €/c do
D* < Run Algorithm Finding Universal Distinguisher on C = C, using oracle Ox g

for k < 0 to (logq)/e in steps of €/c do
| Add the generalized distinguisher kD* to list L

end
end
for each generalized distinguisher D' € L do
‘ Estimate KL(X, B||X,2"") + H(B|X) within ¢/c error using oracle Ox,g
end
Let D € L have the lowest estimate

POX.B(z, a) outputs an approximation of 2D(a|x)
Algorithm 2: A predictor P violating the KL-hardness of B given X

To prove correctness, first we claim w.p. at least 1 — « there exists a generalized distinguisher
kD* € L satisfying .
KL(X, B||X,2"P") <6 —¢/3 + ¢/c.

Consider an iteration where r € [H(B|X) + 0 — ¢/2, H(B|X) + 0 — ¢/3]. Recall that we as-
sume Algorithm Finding Universal Distinguisher can be implemented on C = C, to output a
circuit D* of size poly(t',n,logq,1/€,log(1/v)) w.p. at least 1 — . Theorem BI7 says that
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Advp+((X, B),(X,C)) = Q(e) for all C with
H(C|X) > H(B|X)+ 0 —¢/3 >

Lemma B4 says there exists k* € [0, (log q)/€] such that KL(X, B||X,2FP") < § — ¢/3. Thus in
any inner iteration where k € [k* — €/c, k], it follows from Lemma A= that

KL(X, B||X,2*°") < KL(X,B||X, 2" P") + ¢/c < 6 — /3 + ¢/c.

It turns out that by sampling, for each D’ € L we can estimate KL(X, B||X,2"") + H(B|X)
within €/c error w.p. at least 1 —+~/[L|, in time poly (¢',n, 1/¢, ¢,1og(1/7)) (See Lemma B=3). Thus,
w.p. at least 1 — ~y the generalized distinguisher D : {0,1} x [¢] — [0, (log ¢)/€] in L with the least

estimate satisfies _ i
KL(X, B||X,2") < KL(X, B||X, 2" + 2¢/c.

Finally, approximating 2D can be done using Newton’s method to produce a predictor p : {0,1}" x
[q] — [1,¢"¢] such that w.p. at least 1 — 37 the random variable C, satisfies

KL (X, B||X,C,) < KL(X, B||X,2P) + ¢/c < 6 — ¢/3 + 4e/c < § — ¢/4,

and the total running time is ¢ = poly (¢, n, 1/¢,1og ¢,log(1/7)). See Lemma B=3 for details.
We view POX.B as a distribution over functions p : {0,1}" x [¢] = [1,¢"/¢], and it remains show

that
E [KL(X, B||X,C,)] <.

p ~pPPx,B

By the earlier analysis we know that KL (X, B||X,C},) < (§ — €/4) with probability at least 1 — 3~
over p ~ POx.B_and for every p: {0,1}" x [q] — [1,¢"/],

KL(X, BIIX, Cy) = E | 3 BlalX) log (B(al X)/Cy(al X)) | < maxlog (1/Cy(afe)) = Olog g+ 1/¢)

Thus E  [KL(X,B||X,C,)] < (1—37)- (8 —¢/4) + (37) - O(log q + 1/¢) < 6,

p ~pPPx,B

for an appropriate choice of v = Q(e/(log ¢+ 1/¢)), as desired.

Implementing Finding Universal Distinguisher. Given any r > H(B|X)+0d—¢/2 and oracle
access to Ox,p, we show how to implement each of the S = O((log q)/€?) iterations of Algorithm
Finding Universal Distinguisher on C = C, efficiently and output a size poly (¢, n, log g, 1/¢,log(1/7))
circuit D* w.p. at least 1 — +, in time poly(t',n, q, 1/¢,log(1/7)).

Let 4/ > 0 be an error parameter to be fixed later. For each iteration j € [S], we will implement
CU) in Algorithm Finding Universal Distinguisher by constructing a generalized distinguisher D;
as a circuit of size poly(t,n,logq, 1/¢,log(1/7")) such that C) = 2Pi. We do this for j = 1 by
setting Dy = 0. Assuming we have constructed D;, we can construct D1 in time poly(t',n,q,1/¢)
as follows:
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1. We can obtain a size t" = poly(t',n,log q,1/¢,log(1/+")) distinguisher DY) from D; such that
Advp,) (X, B), (X, C(j))) > € = ce

in time poly(t',n,q,1/€) w.p. at least 1 — 2+', where ¢ is the constant in Algorithm Finding
Universal Distinguisher.

By using Newton’s method to approximate 277, we can construct a circuit P such that the
random variable C(alz) = P(x,a)/3", P(x,b) satisfies (i) H(C|X) > H(CY|X) — ¢/2; (ii)
For any distinguisher D, Advp/ ((X, B), (X,C9)) > Advp((X, B), (X,C)) — €¢/3. This can
be done in time poly(t',n,logq,1/¢,log(1/v')) w.p. at least 1 — 4" (See Lemma [A=3).

We then generate m = O((log(1/v') + n + logq)/€?) random samples of (X, B,C)" and
Uy, where C is samplable from X in time poly(t’,n, g, 1/€,log(1/4")). Finally let DY) be the
distinguisher that given (z,a), chooses I €g [m] and outputs DO%x.B.o (x,a) using the Ith copy
of (X, B, C’)t/ to answer oracle queries and the Ith copy of Uy as the internal randomness of
D. Note that the size of DU) does not depend on the size of D; (but the size of Dj;q will
additively depend on the size of D).

By a Chernoff bound and union bound, w.p. at least 1 — 4/ for every (z,a) we have

D(j)(a:,a) — DOX,B,C‘(%G) < ¢€/3.

Thus,
AdVD(j)((X7 B)7 (X7 é)) - AdVDOX’B,é ((X7 B): (X7 é)) < 6/3
Since

H(C|X) > H(CD|X) — ¢/4 > (H(B|X) + 6 — ¢/2) — ¢/2 = H(B|X) + 6 — €

the conditional pseudoentropy of B guarantees that

Adv i) (X, B), (X,CY))) > Adv ) (X, B), (X,C)) — €/3
> Adv o, .. ((X,B), (X, C))—€/3—¢/3
>e—2¢/3=¢.

2. CU+D)" = 2Di+(loge)e DY) g ig just the consequence of multiplicative weight update.

3. We can obtain a size poly(t',n,logq,1/e,1og(1/v")) generalized distinguisher Djiq such that

(X,2Pi+1) is an O(e?)-approzimate KL projection of (X, Uty on C. w.p. at least 1 — 4/,
in time poly(t',n, q,1/¢,log(1/7")).
Indeed, using Lemma we can obtain an O(e?)-approximate KL projection (X,2Pi+1)
where D1 = Bjy1- (D; +€/2- DU) for some 841 € (0,1]. Notice that D; + ¢ /2 - DU)
is a [0,0(Se)]-valued generalized distinguisher as each iteration increases the range of D;
by at most O(e). Thus by Lemma B0, §;41 is of bit length log(S/e) + logloggq + O(1).
Consequently, D; is of size poly(t',n,log g, 1/€), as each iteration increases size of D; by at
most t” + poly(log(S/e),loglog q).
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Let v/ = /'S for a large enough constant ¢’. By induction, w.p. at least 1 — O(Sv') =1 —~,
we can construct the required D; for every j and every iteration is correctly implemented in time
poly(t',n,q,1/€,1og(1/v)). Furthermore, D* which computes the average of DU) has circuit size
O(S -t") = poly(t',n,log q,1/¢,log(1/7)).

O

3.3 Pseudoentropy Implies KL-hardness

Theorem 3.22 (pseudoentropy = KL-hardness, nonuniform and uniform settings). Let n be a
security parameter, 6 = d(n) >0, t =t(n) € N, e =€(n) >0, ¢ = q(n), o = o(n) all computable
in time poly(n). Let (X, B) be a {0,1}"™ x [q]-valued random variable. If B has (non)uniform (t,€)
pseudoentropy at least H(B|X)+§ given X, then B is (non)uniformly (¢',6") KL-hard given X, for
' = min{t*W /poly(n,log(1/a)), o /€)} and §' =6 —o.

In the uniform case, this implication holds even for a weaker definition of conditional pseu-
doentropy where we only require indistinguishability against distinguishers without oracle access to
Ox B.

Proof. We shall prove the nonuniform version. Once so it will be clear that the uniform version
follows.

Suppose for contradiction that B is not nonuniformly (¢,6 — o) KL-hard. Then there is a
(6 — 0)-KL predictor P : {0,1}" x [¢] — [1,400) as a circuit of size . We show that there is a
size poly(t',log(1/0)) < t universal distinguisher D such that Advp((X, B),(X,C)) > € for every
C with H(C|X) > H(B|X) + 0. Specifically, we show that if P is a A-KL predictor of size ¢’, then
there is a size poly (¢, log(1/0)) distinguisher D such that Advp((X, B),(X,C)) > (6—X—0c/2)/2t'
for every C' with H(C|X) > H(B|X) + 0.

We claim the following distinguisher D is a desired universal distinguisher:

D(z,a) = !

o (log P(z,a) + t') .

Note that D is a distinguisher i.e. D(z,a) € [0, 1], because 27" < P(z,a) < 2". Moreover, one can
verify that 22¢'P = Cp.
Now consider any C with H(C|X) > H(B|X) + 6. Applying Lemma BT3 twice, we obtain

H(22'P|X) — H(B|X) — Advay p((X, B), (X, 2% P)) = KL(X, B||X,2%'") < A,
where the inequality by definition of A-KL predictor, as well as

H(2%'P|X) — H(C|X) — Advarp((X, C), (X, 2% P)) = KL(X, C|| X, 2%'P) > 0,
where the inequality is by nonnegativity of KL divergence. Taking the difference yields

Advp((X,B),(X,C)) = Advp((X, B),(X,22'P)) — Advp((X,C), (X,2%P))

= % (AdVQt/D((X, B), (X, 22t’D>) — Advarp((X,C), (X, 22tlD))>
> oo (H(CIX) ~ H(BIX) - 3)
d—A
> .
-2
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Efficiency. We approximate D by D, where log P(x,a) is computed to precision ¢/2. Since
P(z,a) is represented as a rational pi/py where pi,ps < 2!, the logarithm can be approxi-
mated to that precision in time poly(¢,log(1/0)) using Taylor series. Thus D has circuit size
poly(#,log(1/0)) < t. Moreover, for any C' with H(C|X) > H(B|X) + ¢, we have
1 d—A—0/2
AdvD((Xv B)7 (Xa C)) > AdVD((X7 B)a (X7 C)) - g ' % > 2t/0-/

This completes the proof for the nonuniform case.

At this point, the uniform version also follows quite naturally: Given P such that when POx.B
is viewed as a distribution over functions p : {0,1}" x [¢] — (0, 4+00),

E [KL(X,B||X,Cp)] <6 —o.

p ~PPx,B

We let D be the randomized oracle algorithm such that DOX.5 performs the above conversion from
a A-KL predictor to a universal (§ — A — 0/2)/2t'-distinguisher, replacing the P(x,a) there with
the output of simulating P9X.2 on (z,a) (using random coin tosses and Ox p). Thus for every C
with H(C|X) > H(B|X) + 9,

§ — KL(X, B||X,C,) — 0/2

p~POX.B 2t

E [Adv oy 5 ((X,B),(X,C))] >

o
>
4t

Furthermore, D runs in time poly(n,t',log(1/0)) < t. O

Since Theorem B2 only requires a weaker version of conditional pseudoentropy, we obtain the
following equivalence:

Corollary 3.23. Let n be a security parameter, 6 = 6(n) > 0, ¢ = q(n) computable in time poly(n).
Let (X, B) be a {0,1}" x [gq]-valued random wvariable that is polynomial-time samplable. Then the
following are equivalent:

1. B is uniformly 0 KL-hard given X;
2. B has uniform pseudoentropy at least H(B|X) + 0 given X;

3. B has “weak” uniform pseudoentropy at least H(B|X) + ¢ given X: For every probabilistic
polynomial time algorithm A and every constant c, there is a random wvariable C jointly
distributed with X, B such that the following holds for all sufficiently large n:

e H(C|X) > H(B|X)+ 6 —1/n%
e (X,B) and (X,C) are indistinguishable by A:

1
[Pr[A(X, B) = 1] — Pr[A(X,C) =1]| < —.
n
Proof. 1 = 2 by Theorem BZ2I. 2 =- 3 by definition. 3 = 1 by Theorem B=Z2 and the fact that
(X, B) is polynomial-time samplable. O

25



4 From One-Way Functions to Next-Bit Pseudoentropy

In this section, we show how to obtain a next-bit pseudoentropy generator from an arbitrary one-
way function f. One-way functions are functions easy to compute but hard to invert:

Definition 4.1 (one-way functions). f : {0,1}* — {0,1}* is a (T,7) one-way function for T =
T(n), v =~(n) if f is computable in polynomial time, and for every time 7' randomized algorithm
A, for all sufficiently large n, it holds that Pry. s, )[f(A(y)) = y] <. We say f is one-way if f is
(n,1/n°) one-way for every constant c.

This section is structured as follows. Given a one-way function f, we first show that U, is KL-
hard for sampling given f(U,). By a chain rule for KIL-hardness, we then argue it is KL-hard to
sample the next bit of U, given f(U,,) and all previous bits of U,,. Finally, we use the equivalences
between KL-hardness for sampling, KL-hardness, and conditional pseudoentropy (for small ¢) to
derive that (f(Uy,),U,) has a lot of total next-bit pseudoentropy.

Lemma 4.2 (KL-hardness from one-way functions). Let n be a security parameter, and f :
{0,1}™ — {0,1}" be (t,7y) one-way, fort = t(n), v = v(n). Then Uy, is uniformly (t',log(1/7))
KL-hard for sampling given f(U,), for t' =t/poly(n).

Proof. Suppose for contradiction that U, is not uniformly (¢',log(1/~)) KL-hard for sampling given
f(Uy), i.e. there exists a time ¢’ randomized oracle algorithm S such that

KL (f(Un)a Uan(Un)a SOswn).Un (f(Un))) < log i

Let g(y,z) be the indicator function that f(z) = y. Since applying a (deterministic) function does
not increase KL divergence (Lemma 23),

m@mwmmmwww%wwmmmsmi

where g(f(Uy,),U,) =1,and g ((f(Un)7 SOt Wn).Un (f(Un))) equals 1 w.p.p = Pr[SOf(Un)vUn (f(Up)) =
Uy,]. Since the KL divergence from Bernoulli(1) to Bernoulli(p) is log(1/p), we must have p > ~.
That is,

Pr[SOrm Un (f(Un)) = Un] 2 7.

Since Oy ,,),v,, can be simulated in time poly(n), this violates the fact that f is (¢,7) one-way for
t=1t"-poly(n). O

Lemma 4.3 (chain rule for KL-hardness). Let Y be a distribution over {0,1}", jointly distributed
with Z. If Y is uniformly (t,8) KL-hard for sampling given Z, then Y7 is uniformly (t',5/n)
KL-hard for sampling given (Z,Y1,...,Y1-1), for I €g [n], t' =t/O(n).

Proof. Suppose Y7 is not uniformly (¢,d/n) KL-hard for sampling given (Z,Y7,...,Y;_1), that is
there exists a time ¢’ randomized oracle algorithm S such that

)
KL (Z,Y1,....Y1||Z, Y1, ..., Y11, 892V -Y1(Z,Y1, ..., Y1) < —
n
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Consider the time O(nt’) = ¢ algorithm that samples W1,..., W, from Z using oracle Ozy,
where W; is inductively defined to be §Ozy1.e Yi(Z,Whq,...,W;—1). By the chain rule for KL
divergence (Fact 24),

KL(Z Y1,....Y5||Z,Wy,...,W;) = KL(Z,Y1,....Y;4||Z,Wi,...,W;_1)
— KL((Y}1Z, Y1, ... Vi)l (W) |2, Wi, ..., W)
=KL(Z,Y1,...,Y||Z,Y1,..., Y1, §OZ 1,0 i(Z,Y1,...,Y-1)),

where the last equality follows from definition of conditional KL divergence. Telescoping over
j=1,...,n,

i=1
=n-KL(ZY1,...,Y1||Z,Y1,...,Y1_1,89%v1Y1(Z,Y1,...,Y_1))
B
<n-—=24.
n

This violates Y being uniformly (¢, ) KL-hard for sampling given Z.

Now the remainder of showing next-bit pseudoentropy of (f(U,),U,) follows from (i) KL-
hard for sampling implies KL-hard; (ii) KL-hard implies conditional pseudoentropy (for small g).
Formally,

Theorem 4.4 (next-bit pseudoentropy from one-way functions). Let n be a security parameter,
t =t(n), vy =(n), e = e(n) all computable in polynomial time. Let f : {0,1}" — {0,1}" be (t,7)
one-way. Then (f(Uy,),Uy) has (t',€) uniform next-bit pseudoentropy at least n + log(1/v) — e, for
t' =t /poly(n, 1/e).

Proof. Let Z = f(Uy,),Y = Uy and I €g [n]. By Lemma B2 and B3, Y7 is uniformly (¢/poly(n),log(1/v)/n)
KL-hard for sampling given (Z, Y1, ..., Yr_1). By LemmaB72, Y7 is uniformly (¢/poly(n),log(1/v)/n)
KL-hard given (Z,Y1,...,Y;_1). By Theorem B2, Y7 has (¢, €) uniform conditional pseudoentropy
at least H(Y;|Z,Y1,...,Y1_1) + log(1/7)/n — €/n, for t' = t*(1) /poly(n, 1/¢). Equivalently, (Z,Y)
has (', €) uniform next-bit pseudoentropy at least H(Y, Z) + log(1/y) —e =n +1log(1/v) —e. O

Remark 4.5. The argument in this section says that (f(U,), U,) has a lot of next-bit pseudoentropy
as long as U, is KL-hard to sample from f(U,). The KL-hardness of sampling U,, from f(U,) is
similar to the notion of a distributional one-way function [ which amounts to replacing KL
divergence with statistical distance.
For U, to be KL-hard to sample from f(U,), it is not necessary that f is one-way. For example,
given any one-way function & : {0,1}" — {0,1}"/2, define
f(f) _ {xl,...,n/Q (xn/2+1,...,n - 0n/2)

h(x) (otherwise)

Clearly f is not one-way, but U, is still KL-hard to sample from f(U,). Thus, our construction
of next-bit pseudoentropy generators (and later on, pseudorandom generators) can be based on a
larger class of functions.
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5 From Next-Bit Pseudoentropy to Pseudorandomness

In this section, for brevity, we always assume the uniform setting whenever referring to one-way
functions and computational notions of (conditional) entropy. Nonetheless, these results hold in
the nonuniform setting too, with little or no change in the argument.

5.1 The Construction

Haitner et al. show a construction of a pseudorandom generator from any next-bit pseudoentropy
generator Gp. Their result can be stated as follows:

Theorem 5.1 (pseudorandomness from next-bit pseudoentropy [HRV|). Let n be a security param-
eter. Let A = A(n) € [1/poly(n),n|, m = m(n), kK = k(n) € [n/2] be polynomial time computable.
For every polynomial time computable Gy, = {0,1}" — {0, 1} such that Gpp(Uy) has (T, €) next-bit
pseudoentropy at least n + A, there exists a (T — nPW pO) . (e +27")) pseudorandom generator
G :{0,1}¢ — {0, 1}¢-(+UA) with seed length

m2n?klog?n

Moreover, G is computable in NC with O(d/n) (uniformly random) oracle calls to Gp.

By Theorem B, we can simply use U,, — (f(Uy,), U,) as the next-bit pseudoentropy generator,
and obtain the following construction of PRG G from one-way functions f (illustrated in Figure
m), by applying the construction in Theorem B

(u—1)(n+m)

_ Figure M: Simplified construction of
PRG from one-way function f

0,1} — {0,1}™. Each row con-

M\\%\\W" (U"')’U"l """"""""" |f(U")’ gains} u = {G)(n}/logn) iid copies of

HIE : : t (f(Uy),U,), shifted by a random offset

I € [n+ m]. To extract pseudorandom

bits, an arbitrary universal hash func-

=

S
—
5

s

Ul | f(Un),Un | ~~~~~~~~~~~~~~~~~ | f, \\\W tion H (with a proper output length) is
e gs applied to all t = O(d/(u-(n+m))) bits
T NI % in the same column.

o
pseudorandom bits =

|-
=S
o=

Construction 1. Given input Uy, the pseudorandom generator output
h,h(GiG3...GY),h(G3G3...GY), . ..

where h is a universal hash function, and for each 1 < i < t, G* consists of u = ©(n/A) iid copies
of (f(U,),Uy), with the first I bits of the first copy and the last m + n — I bits of the last copy
discarded, for I € [n + m] (using a new copy of I for each G*). We let t = ©(d/(u - n)).
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If f:{0,1}" — {0,1}" is one-way, then setting parameters m = n, A = logn and k = w(logn),
G is a PRG with seed length any d = w(n?) and stretch d - Q((logn)/n).

The following corollary was pointed out to us by Yuval Ishai: If f is a one-way function with
exponential security and linear circuit size, by using universal hash functions that have linear
circuit size as constructed in [IKOS], we can obtain a PRG whose circuit complexity is linear in its
stretch. Such pseudorandom generators (with circuit complexity linear in their stretch) are useful
for cryptography with constant computational overhead [IKOS)].

Corollary 5.2 (pseudorandom generators with constant overhead). Suppose that there is a function
f:{0,1}" — {0,1}" computable by uniform circuits of size O(n) and such that for some constant
a > 0 and every constant ¢, f is (n€,27*") one-way. Then there exists a pseudorandom generator
G : {0,1}¢ — {0,1}?¢ computable by uniform boolean circuits of size O(d), for d = O(n-polylog(n)).

Proof. By Theorem B4, G,,;(U,,) has uniform next-bit pseudoentropy at least (1+«)n. By Theorem
60, there exists a pseudorandom generator G : {0,1}% — {0,1}*(+%) with seed length d =
O(nlog®n). We see from the construction (Construction M) that G (i) performs O(d/n) evaluations
of f, for a total circuit size of O(d) since f has O(n) circuit size; (ii) applies hashing on all O(n/«a)
columns and a total of O(d) bits, for a total circuit size of O(d) using universal hash functions
computable by uniform circuits of linear size [IKOS]. Thus G has circuit size O(d). We then do
iterative composition [Gol] [1/«] times to increase the output length to 2d; this increases the circuit
size by a constant factor. O

This result does not follow from the [HRV]| construction alone, since their next-bit pseudoentropy
generator requires hash functions that support “local list-decoding” and are not known to be
implementable in linear size.

5.2 Saving Seed Length

In this section, we show how to save the seed length of [HRVI]’s construction of pseudorandom
generators from next-bit pseudoentropy generators, by a factor of ©(n).
There are three steps in the construction:

1. Entropy equalization — discarding the first I bits of the first copy and the last m — I bits
of the last copy of G,;. Since G, is highly unstructured, nothing can be said about the
conditional pseudoentropy in any fixed bit, yet by discarding a random prefix, each position
is now a random bit in G,;. By taking many copies of G, the amortized loss of next-bit
pseudoentropy is small.

Lemma 5.3. [HRV]] Let n be a security parameter, m = m(n) = poly(n) and £ = ¢(n) =
poly(n) be poly(n) time computable integer functions, where {(n) > 1. Let X be random vari-
able over {0, 1} with (T, €)-next-bit pseudoentropy at least k, for T =T (n), e = e(n) and k =
k(n). Let J be uniformly distributed over [m] and let X = Xgl), R XT(,%), .. ,X{Z), ... 7X§£217
where X ’s are iid copies of X. Then every bit of X has (T — O(£-m),£ - €) conditional
pseudoentropy at least ({ — 1)k/(¢m), conditioned on previous bits of X and J. ©

5This is slightly stronger than the version in [HRV]], which does not condition on J. However, it is easy to see
from their proof that one can additionally condition on J.
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2. Converting conditional Shannon entropy to conditional min-entropy — taking multiple (par-
allel) copies. This generalizes the standard procedure of converting Shannon entropy to
min-entropy by taking sufficiently many copies. Conditional pseudo-min-entropy is defined
analogously to conditional pseudoentropy; see [HRVI.

Lemma 5.4. [HRV] Let n be a security parameter, m = m(n) = poly(n) and t = t(n) =
poly(n) be poly(n) time computable integer functions. Let X be a random variable over {0, 1}™
where every bit of X has (T, €) conditional pseudoentropy at least «, for T =T(n), € = e(n),

a = a(n). Then for every k = k(n) > 0 it holds that every block of (Xfl),Xl(Q), . .,XP),
.. (Xr(r}), ,g?,...,Xﬁ?), conditioned on previous blocks, has (T",€') conditional pseudo-

min-entropy o, where X s gre jid copies of X, and

e I"=T(n)=T-0(m-1),
o & =¢(n)=1t% (e+27"+ 2% for a universal constant ¢ > 0, and
e o =d(n)=t-a—-T(tk), forT(t,k) € O(Vt -k -logt).

3. Randomness extraction. This step is essentially a computational version of block source
extraction. At the previous step, the amount of next-bit pseudo-min-entropy in each block
is known. So we may choose hash functions of fixed output length to make the output
pseudorandom.

Lemma 5.5. [HRV] Let n be a security parameter, m = m(n) = poly(n), t = t(n) = poly(n),
a = a(n) € [t(n)] and Kk = k(n) € [a(n)] be poly(n) time computable integer functions.
Let {hs : {0,1}t — {0,1}>7%} be some family of universal hash functions. Let Xi,..., X,
be random variables over {0,1}! such that every X; conditioned on Xi,...,X;—1 has (T,¢)
conditional pseudo-min-entropy «, for T = T(n) and € = €(n). Then (h,h(X1),...,h(Xn))
is (T —m - t°W m - (e 4+ 27%/2)) pseudorandom, where h is a random hash function from the
family.

We refer to [HRV] for the proofs and detailed explanation of intuition behind these steps.

The seed length blow up in [HRV| comes from Step 1 (Entropy Equalization) and Step 2
(Converting to conditional min-entropy), as each involves repeating the current generator on many
independent seeds. We show how to save the blow up due to Entropy Equalization, by showing how
randomness from a “few” copies of G5 can be used to generate more copies of G, and iteratively.

Specifically, we show that the [HRV] construction above, but taking only ¢ = 2 copies in Entropy
Equalization, gives rise to a “Z-seeded” PRG, one that given input distribution Z outputs some
(Z,U,) indistinguishable from (Z,U,). (If Z were uniformly distributed in {0, 1}%, this would be a
standard PRG.) Then we apply iterative composition (just like iterative composition for standard
PRGs [Gal]) to increase the number of pseudorandom bits (without changing the seed distribution
Z).

We begin by describing the iterative composition of Z-seeded PRGs, illustrated in Figure D.
Lemma 5.6 (iterative composition of Z-seeded PRGs). Let n be a security parameter. Let o =
o(n),l = £(n) = poly(n) be poly(n) time computable functions. Let Z = Z(n) be a distribution

samplable in poly(n) time using d = d(n) bits of randomness. Let G be a generator computable in
poly(n) time such that G(Z) = (Z,Uy) is (T, €)-indistinguishable from (Z,U,), for T =T(n),e =
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Figure 2: Iterative composition for
Z-seeded PRG G

S Q

Thig—]

q

e(n). Then there is a (T — poly(n), le) pseudorandom generator G’ : {0,1}¢ — {0,1}* computable
in poly(n) time.

Proof. Consider the following algorithm Gy(z): If £ = 0 then output e (the empty string). If £ > 0
then let (2,%) = G(z) and output Gy_1(2) o u

We claim that G¢(Z) is pseudorandom, so we obtain the desired PRG G’ by composing G with
algorithm that samples Z given d random bits. Clearly G’ runs in poly(n) time. We show the
pseudorandomness of Gy(Z) by a hybrid argument.

Suppose for contradiction that Gy(Z) is not (17, fe)-pseudorandom, i.e. there exists a T” time
le-distinguisher D between Gy(Z) and Uy,. For each 0 < ¢ < ¢ define a hybrid distribution
H;, = (GZ(Z), U(g,i)g). Thus Hy = Uy, and Hy = Ge(Z) Let I €g [6] Then

L
E[D(Hy) ~ D(H 1)) = ;S E[D(H) — D(Hy )] = EID(GA(Z)) ~ D(Us)] > ¢

We use this to break the pseudorandomness property of G. Denote G(Z) = (Z,U,). We claim
that D'(z,u) = D(Gr-1(2) ouo Uy_p),), where I €g [{] and |u|= o, €-distinguishes (Z,Us) from
(Z,U,). Notice that given (%,4) = G(z), we have (G7_1(%),@) = G1(z) by definition of G;. Thus,
D'(Z,Us) = D(G1(Z) o Uy_p,) = D(Hj) whereas D'(Z,U,) = D(G-1(Z) o Uy o Uy_py5) =
D(H_1). It follows that

E[D'(Z,Us) — D'(Z,U,)| = E[D(Hr) — D(Hy-1)] > ¢
)

Moreover, D’ is computable in T + poly time. For an appropriate 7" = T — poly(n), this con-
tradicts that (Z,U,) and (Z,U,) are (T ¢) indistinguishable. Therefore, G¢(Z) is (T — poly(n), fe)-
pseudorandom. ]

D'(Z,
(n
€)1

We now show how to construct a Z-seeded PRG G from any next-bit pseudoentropy generator
Gnp, as demonstrated in Figure B. By applying iterative composition, this gives rise to a seed-
efficient construction of PRG from a pseudoentropy generator G,; which should be compared to
the original construction illustrated in Figure 0.

Theorem 5.7 (Z-seeded PRGs from next-bit pseudoentropy). Let n be a security parameter. Let
A = A(n) € [1/poly(n),n], m =m(n), k = k(n) € [n/2] be polynomial-time computable functions.
For every polynomial-time computable Gpp : {0,1}" — {0, 1} such that Gp(Uy,) has (T €) next-bit
pseudoentropy at least n + A (for T =T(n) and € = €(n)), there exists distribution Z = Z(n) and
generator G such that:

1. Z s samplable in polynomial time using

e 0 <m2n510g2 (’X‘))

A2
bits of randommness;
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Gy (UV) 4(@n) G"b(U") Figure 3: Construction of Z-seeded PRG G from
G (U®) "an((] Fo(U4) any next-bit pseudoentropy generator G,,. The
shaded area represents input Z. The bold boxes
are the output G(Z) = (Z,0).

The ith row is shifted by a random offset J® &
[n + m]. An arbitrary universal hash function H

~NJ

Tk -~ BN AL ; ith a proper output length) is then applied to all
N R N (with a proper output leng
G"b(UK ) “ Go Y ) o bits in the same column, producing pseudorandom
= 3 bits (W, ..., U, U) where each U® is of length
T EI = n. We then apply Gy, to each U () Together with
D unused bits of Z they form Z.

Q ) We ignore H, JO . J® in the figure since they

v o are the same in the input and output of G.

(tn bits)

2. G is computable in polynomial time and G(Z) is (T —n°W nOW . (e427%)) indistinguishable
from (Z,U), U being uniformly random string of length Q(d - A/n).

Moreover, G is computable with O(d/n) (uniform and independent) oracle calls to Gpy.
Proof. Let t be a parameter to be fixed later. Let JM), ... J® be t iid copies of J €p [m], and
H €g {0,1}. Consider

Z=(HoJW .. .JOoGuUM), o1 Gu(UO) oo CuU ). Gu(U))

where U’s are iid copies of U,. Z is clearly samplable in polynomial time using d = t+1¢- (log m+
2n) = O(tn) bits of randomness.

We now define G. Interpret G’s input as hoj) ... ;®) OG”b(“(l))l,...,ﬂl)—l - an(“(t))l,...,j(t>—1o
an(u(t+1)) . an(u(zt)), where h,j(i),u(i) are strings of length ¢, logm and n respectively. G is
defined as follows:

1. Foreach i € [t] (that is, for each “row”), we set () = (an(u(t‘ki))j(i)’_._’m o an(u(i))lr._d(i)_l)

(Entropy Equalization);

2. Apply a universal hash function & : {0,1}% — {0,1}" where ¢’ will be chosen later so that

t'm > tn, on y](l) 0...0 y§t), for each j € [m] (that is, for each “column”). Thus m calls to h

produce #'m bits in total:
a® . aWoq = h(ygl), el ygt)) o h(yél), .. ,ygt)) e h(yg), . ,yg))

where @, ..., 4® are n-bit strings, and @ is the remaining t'm — tn bits.

3. Output

hojM . %o Gupu™), o)y Guu@®)y ey 0 Grp(at)) ... Gry(@M) o il
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We now prove that G(Z) is computationally indistinguishable from (ZoU) where U = Uy, (i-€.
a t'm — tn bit random string). Suppose we run G(Z) to obtain

G(Z) = (H oW 0 Gup(TW) ... Gop(T®) U)
where U is of length ¢'m — tn, and

W - (J(l) . e J(t) (e] an(U(t+1))17m,J(l)_1 e an(U(2t))1,._"J(t)_1> .

In the following, we will show that G(Z) = (H oW 0 Grp(UM) ... Gpp(T®) o U) is computation-

ally indistinguishable from (ZoU) = (H oWo G%) . Ggg o U), where Gg’s are iid copies of
Gnp(Uy). The proof is essentially the same 3-step analysis as in Haitner et. al, with the tweak
that the conditional pseudoentropy and conditional pseudo-min-entropy are now additionally con-
ditioned on W, and the final indistinguishablility holds for W taking any value.

In Step 1, we set YO = an(U(t+i))J(i)7“.7m o an(U(i))Lm’J(i)_l. Recall that G,(Uy,) has (T, ¢)
next-bit pseudoentropy at least n + A. Applying Lemma B3 (Entropy Equalization) with ¢ = 2,
XM = Gy (UE)) and X@) = G,,,(U®), we obtain that every bit of Y conditioned on previous
bits of YO, Gp(UED), 5y, and J@, has (T — O(m), 2¢) conditional pseudoentropy at least
(A +n)/m.

Recall that YU, ..., Y® are ¢ independent rows. By Lemma 54 (¢-fold parallel repetition),

Yj(l), e ,Yj(t) has (T — O(mt), t? - (2¢ + 27 + 27)) conditional pseudo-min-entropy at least o =

t(A +n)/m — O(V/tklogt), conditioned on W and all Yk(l), e ,Yk(t) where k < j.

In Step 2, we apply hashing to each “column”. By Lemma 53, if we set ¢ = a — 2k, then (H o
UM ... UDoU) and (HoUy,oU) are (T —O(mt) —mt®M) mt?. (2e+27%+2-%0)) 4-m.27%) indistin-
guishable, for W taking any value. Thus the same can be said about (Hoan(fJ(l)) . an(f](t))oﬁ)
and (H o Gl ng oU). Thus we conclude that

nb *

20ty

G(Z) = (HoW o Gu(UY)...Gu(TD) o T)
is (T — O(mt) — mt®M) mt? - (2¢ + 27 + 27 4 m - 27%) indistinguishable from
(How o) .. Gl oU) = (zo0).
We are left to set the parameters. We need to guarantee

Q <Ad> <t'm—tn= (t(AJrn) — O(Vtrlogt) — 2/£> m—tn

n m
where d = O(tn). Assuming x < O(t), this can be simplified to

=0 (")

which is guaranteed for an appropriate choice of
2 2 (mk
m<klog® (&

A2
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and consequently

d=0(tn) = O (annlOg2 (m;)) _0 (m%mlog2 ("A“)) .

A2 A2

So (Z,U) and G(Z) are (T — O(ts) — mt°M mt? - (2e 4275 427U L m2=%) = (T — pOM) pOM).
(e+27")) indistinguishable. Moreover, G makes O(d/n) uniformly random oracle calls to Gp. O

Combining Lemma b8 and Theorem b7, we obtain a seed length efficient construction of
pseudorandom generators:

Corollary 5.8 (pseudorandomness from next-bit pseudoentropy). Let n be a security parameter.
Let A = A(n) € [1/poly(n),n], m = m(n), k = k(n) € [n/2], £ = {(n) = poly(n) be computable in
time poly(n). For every polynomial time computable Gy : {0,1}" — {0,1}™ such that G,p(Uy,) has
(T, €) next-bit pseudoentropy at least n+ A (for T = T(n) and € = €(n)), there exists a polynomial-
time computable (T —n°M) nOW) . (e 4 27%)) pseudorandom generator G : {0,1}% — {0,1}¢(¢A/n)

with seed length
e 0 (anmlog2 (’K)) .

A2
Moreover, G is computable with O(¢d/n) (uniformly random) oracle calls to Gpy.

Proof. By Theorem b7, there is a Z-seeded PRG G’ where Z is samplable in polynomial time from
Uy, and G'(Z) is (T — n°® nOM) . (¢ + 27)) indistinguishable from (Z,U). By Lemma 6B there
exists a pseudorandom generator G with the above parameters. O

In particular, from a one-way function f :{0,1}" — {0,1}" and setting m =n, A =logn, k =
w(logn), £ = 2n/A we can construct a pseudorandom generator of seed length any d = w(n3logn).
Like [HRV], the construction obtains ©(logn) bits of additive stretch per invocation of the one-way
function, which is optimal by [GGKTI].
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A Information-Theoretic Facts and Approximation

Lemma A.1. The KL projection of any C on any convex set C Z C is in the boundary of C.

Proof. Consider any C’ in the interior of C. Let 0 < A < 1 be such that A\C’ + (1 — A\)C € C. By
convexity of KL(-||C), we have

KLAC + (1= \)C||0) < A-KL(C']|C) + (1= \) - 0,
Le. KL(AC' + (1 — M\)C||C) < KL(C'||C). Hence the KL projection must be on the boundary. [

Lemma A.2. For every generalized distinguisher D, H(2FP|X) is monotone decreasing in k for
k € [0,400).

Proof. Consider any ko > k1 > 0. Applying Lemma B3 twice:

H(2"P|X) — H(2MP|X) = Adve,p ((X,25), (X, 22P)) = KL(X, 27| X, 22P) > 0,

H(2MP1X) — H(2P]X) = Adve, p ((X,277), (X,257)) = KL(X, 2"7||X,25P) > 0,

where we use nonnegativity of KL divergence. Scaling the inequalities by k1 and k2 resp. and taking
the sum gives

(k2 — ) (H(2MP|X) — H(2"P] X)) = 0,
ie. H(2MP|X) > H(2FP|X). O
Lemma A.3 (approximation lemma).

1. There is a poly(t,n,logq,1/0,log(1/7)) time algorithm P :{0,1}" x [q] — [1,27] that, given
a generalized distinguisher D : {0,1}"™ x [q] — [0,R] as a circuit of size t, 0 >0, v > 0, with
probability 1 — ~ (over its internal randomness) the following holds: for the random variable

P(z,a)

) =5 By

for any generalized distinguisher D where Vz, a,|D(x,a)—D(z,a)|< o, and any D’ : {0,1}" —
[0, &]:

‘E [D’(X, é)] _E[D'(X,2P)] ’ — k- O(0),
‘KL(X,BHX, ¢) — KL(X, B|| X, 2D)‘ — 0(0),

‘H(é[X) - H(sz) = (H(2P|X) +1) - O(0).
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2. There is a poly(t,n,q,1/e,log(1/7)) time algorithm that given a generalized distinguisher
D : {0,1}" x [q) = R as a circuit of size t, € > 0, v > 0, with probability 1 — ~ (over its
internal randomness) estimates H(2P|X) within O(e) additive error.

3. There is a poly(k,t,n,q,1/e,log(1/7)) time oracle algorithm that given a generalized distin-
guisher D : {0,1}" x [q] — [0,K] as a circuit of size t, ¢ > 0, v > 0, for any {0,1}" x [q]-
valued random variable (X, B), with probability 1 —~ (over its internal randomness) estimates
Advp((X, B),(X,2P)) and KL(X, B||X,2") + H(B|X) within O(e) additive error using or-
acle Ox B.

Proof. For Ttem 1, consider the following algorithm P:

1. Compute E(z,a) > 0 such that w.p. 1 —~, for all z,a, [E(z,a) — D(z,a)|< . To do so,
let E(z,a) be the mean of D(z,a) for m = O ((log(1/7) + n + log q) /o?) samples of its coin
tosses; concentration follows from a Chernoff bound and union bound.

2. Compute P(x,a) such that for all z,a, ’QE(“’G) - P(;r,a)’ < ¢. To do so, we approximate
2F(@a) ¢ [1,2] to precision +o using Newton’s method in time poly(t, m,log(1/c)).

We now prove the required bounds. First we claim P(z,a)/2P®®) ¢ [2_0("), 20(")], because

log P(x,a) — D(x,a)‘ < |D(z,a) — D(x,a)‘ + |E(z,a) — D(x,a)’ + ‘log P(x,a) — E(x,a)‘

2B(@a) _ P(z,a)
log (1 — 5E(e.a)

o
< -
<%+ ‘log (1 n QE(M)M

<20+ |log(1+0)| =O0(0),

<oc+o+

where we use 279 > 1 in the last inequality. With this, we can bound the following quantities:

~ P($ a) 2D(z,a)
D _ ’
Clle) =2%(al| = | 50~ 5 v
9D(w,a) , 9£0(0) 9D(x,a)

Zb 92D(z,b) . 9£+0(0) Zb 92D(z,b)

= 2P(a|z) - O(0)

and

1 -
log —lo < ‘log P(z,a) — D(x, a)‘ +

™
C(alz) gzD(a|1‘)

log (Z P(z, b)) —log (Z 2D(”3’b)>
b

b

Zb 2D(:p,b) . 2:tO(a)

s, | =9

< O(o) +

log
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Using (M) and (&), we show the required bounds in turn:

‘E [D’(X, é)] _E[D/(X, 2D)](

KZ‘C alX) — 2P (a|X) ‘]

K (Z 2D(a]x)> O(o)

= - 0(0),

where the last inequality follows from ().

. B
KL(X,BHX,C)—KL(X,B|\X,2D)‘ = |E | _ B(a|X)log =
X

a C(alX)

> BlalX)
()

B(alX)
—;]% za:B(a|X) log 2DW|X)] '

IN

lo 1 —lo 1 ‘
SCax)  F2PaXx)||’

IN
Q =E

where the last inequality follows from ().

‘H(C’|X) - H(2D|X)’

- 1 1
=E Zajc*(ap()log é(ayX)] -E [2@:2D(Q|X)log 2%4)()”

SED |ClalX)log X)log g5 =376l o 5 el
1 1 1 ~
=§Z (] X) <log O IIG 2D(Q|X)> +10g 5 (C(a|X)—2D(a|X)>‘
sgz< (o) 0(0) + g 5 27(alX) - 0(0))
< (H(2P|X) +1) - O(0),

where the second last inequality follows from () and (2).
For Item 2 and Item 3, first note that we only need to estimate H(2”|X) and Advp((X, B), (X, 2P))
within O(e) error, since by Lemma BT3

KL(X, B||X,2") + H(B|X) = H(2"|X) — Advp((X, B), (X, 2P)).

By Item 1 (where we set 0 = O(¢/k log q)), it suffices to estimate H(C|X) and Advp((X, B), (X,C))
within O(e) error. Recall that C'(a|z) can be computed in time poly(t,n,q, 1/¢€,log(1/7)).

Consider H(C|X) = Egnx {H(C~’|X:x)} . For each z we can compute H(C|x—,) = — >, C(a|z)log C(a|x)
within e error in time poly(¢,n,q,1/¢,log(1/7)), by approximating log C’(a\x) to precision € us-
ing Taylor series. We can then estimate Ey~x [H(C’b{:x)}, where H(C|x=.) € [0,logq], from

O(log(1/v)(log g/€)?) random samples of z. By a Chernoff bound the estimate is within O(e) error
w.p. at least 1 — 7.
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Similarly, we can estimate Advp((X,B),(X,C)) = E [D(X, B) - D(X, C’)}, where D(z,a) €

[0, ], from O (log(1/7)(x/€)*) random samples of (X,B,C). Note that (X, B) can be sampled
using Ox g, and C from X in time poly(t,n, ¢, 1/¢,log(1/7)). By a Chernoff bound the estimate is
within O(e) error w.p. at least 1 — ~. O

Lemma A.4. For any generalized distinguishers Dy, Dy, any {0, 1}" X [q]-valued random variable
(X, B),

!H(2D1’X) — H(2D2|X)‘ = (H(2™2|X)+1) -0 <rr%%x|D1(x,a) - Dg(x,a)|) ,

IKL(X, B||X,2"") - KL(X, B||X,2"2)| = O <maX |D1(z,a) — Dy(z, a)\) :
Proof. Setting D = Dy, D = Dy and ¢ = max, , |D1(z,a) — Da(z,a)| in Lemma B3, we obtain
[H(2P1 | X) — H(2P?|X)|
< [H(C1x) = HE@PHX)| + [H(CIX) - H(2P X))

= (H(2"*|X)+1) -0 <n%%X\D1(a:,a) - Dg(:c,a)o :

Setting D = Dy, D = Dy and ¢ = max, 4 |Di(,a) — Da(z,a)| in Lemma B3, we obtain

IKL(X, B|| X, 2P") — KL(X, B|| X, 2"2)|
< [KL(X, BIIX, €) - KL(X, BI|X, 27)

+ ‘KL(X,BHX, C) — KL(X, B|| X, 2P2)

~0(0)=0 <rr%%x\D1(x,a) - D2(w,a)\> .
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