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The Randomized Iterate Revisited - Almost Linear Seed Length
PRGs from A Broader Class of One-way Functions

Yu Yu* Dawu Guf Xiangxue Li*

Abstract

We revisit “the randomized iterate” technique that was originally used by Goldreich, Krawczyk,
and Luby (SICOMP 1993) and refined by Haitner, Harnik and Reingold (CRYPTO 2006) in con-
structing pseudorandom generators (PRGs) from regular one-way functions (OWFs). We abstract out
a technical lemma with connections to several recent work on cryptography with imperfect random-
ness, which provides an arguably simpler and more modular proof for the Haitner-Harnik-Reingold
PRGs from regular OWFs.

We extend the approach to a more general construction of PRGs with seed length O(nlogn) from
a broader class of OWFs. More specifically, consider an arbitrary one-way function f whose range
is divided into sets Vi, Vs, ..., YV where each ); « {y : 2171 < |f~Yy)| < 2°}. We say that the
maximal preimage size of f is 2™ if V.« has some noticeable portion (say n~¢ for constant ¢), and
Vmax+1s - - -» Vn only sum to a negligible fraction e. We construct a PRG by making O(nQCH) calls to
the underlying OWF and achieve seed length O(nlogn) using bounded space generators, where the
only parameter required to know is ¢ (which is constant for a specific f but may vary for different
functions) and no knowledge is required for max and e. We use a proof technique that is similar to
and extended from the method by Haitner, Harnik and Reingold for hardness amplification of regular
weakly one-way functions.

Our construction achieves almost linear seed length for a broader class of one-way functions than
previously known, where the case of regular OWF's follows as a simple corollary for ¢ = 0. We show
that although an arbitrary one-way function may not fall into the class of OWFs as we defined,
the counterexamples must satisfy a very strong condition and thus should be somewhat artificial.
Our approach takes a different route from the generic HILL-style generators (which is characterized
by flattening Shannon entropy sources) where the best known construction by Vadhan and Zheng
(STOC 2012) requires seed length O(n?).
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1 Introduction

That one-way functions (OWFs) imply pseudorandom generators (PRGs) [10] is one of the central
results upon which modern cryptography is successfully founded. The problem dates back to the early
80’s when Blum, Micali [2] and Yao [15] independently observed that a PRG (often referred to as the
BMY generator) can be efficiently constructed from one-way permutations (OWPs). That is, given
a OWP f on n-bit input = and its hardcore predicate h. (e.g., by Goldreich and Levin [6]), a single
invocation of f already implies a PRG g : @ = (f(2), he(x)) with a stretch! of Q(log n) bits and it
extends to arbitrary stretch by repeated iterations (seen by a hybrid argument). Unfortunately, the
BMY generator does not immediately apply to an arbitrary OWF since the output of f might be of too
small amount of entropy to be secure for subsequent iterations.

THE SEQUENTIAL APPROACH - THE RANDOMIZED ITERATE. Goldreich, Krawczyk, and Luby [5]
extended the BMY generator by inserting a randomized operation (using k-wise independent hash
functions) into every two applications of f, from which they built a PRG of seed length O(n?) assuming
that the underlying OWF is known-regular?. Haitner, Harnik and Reingold [8] further refined the
approach (for which they coined the name “the randomized iterate”) as below:

hy f ha f P41

1T — Yy — T2 — Y2 — -+ Tp — Yp —>

where in between every it and (i + 1) iterations a random pairwise-independent hash function h; is
applied. Haitner et al. [8] showed that, when f is instantiated with any (possibly unknown) regular
one-way function, it is hard to invert any k" iterate (i.e., recovering any z s.t. f(xg) = yx) given yi
and the description of the hash functions. This gives a PRG of seed length O(n?) by running the iterate
n+1 times and outputting a hardcore bit at every iteration. The authors of [7] further derandomize the
PRG by generating all the hash functions from bounded space generators (e.g., Nisan’s generator [13])
using a seed of length O(nlog n). Although the randomized iterate is mostly known for construction of
PRGs from regular OWFs, the authors of [7] also introduced many other interesting applications such
as linear seed length PRGs from any exponentially hard regular OWFs, O(n?) seed length PRGs from
any exponentially hard OWFs, O(n”) seed length PRGs from any OWFSs, and hardness amplification
of regular weakly OWFs. Recently, Yu et al. [16] further reduced the seed length of the PRG (based
on any regular OWFs) to O(w(1)-n) for any efficiently computable w(1).

THE PARALLEL APPROACH - PRGS FROM ANY OWF's. Hastad, Impagliazzo, Levin and Luby (HILL)
[10] presented the seminal result that pseudorandom generators can be constructed from any one-way
functions. Nevertheless, they only gave a complicated (and not practically efficient) construction of PRG
with seed length O(n'?) and sketched another one with seed length O(n®), which was formalized and
proven in [11]. Haitner, Reingold, and Vadhan [9] introduced the notion of next-block pseudoentropy,
and gave a uniform construction of seed length O(n*) as well as a non-uniform® construction of seed
length O(n?®). Vadhan and Zheng [14] further reduced the seed length of the uniform construction
to O(n?®), matching the non-uniform one of [9]. In summary, it remains open how to construct the
PRGs with seed length below O(ng‘) even given polynomial-size non-uniform advice about an arbitrary
one-way function or by making adaptive calls to the function.

A TECHNICAL LEMMA. In this paper, we revisit the randomized iterate. We abstract out a technical
lemma that, informally speaking, “if any algorithm wins a one-sided game (e.g., inverting a OWF) on
uniformly sampled challenges only with some negligible probability, then it cannot do much better (be-
yond a negligible advantage) in case that the challenges are sampled from any distribution of logarithmic

!The stretch of a PRG refers to the difference between output and input lengths (see Definition 2.3).

2A function f(z) is regular if every image has the same number (say «) of preimages, and it is known- (resp., unknown-)
regular if « is efficiently computable (resp., inefficient to approximate) from the security parameter.

3A “non-uniform” PRG may assume arbitrary polynomial-size advice about the underlying OWF.



collision entropy deficiency”. Analogous observations were made in related settings[1, 4, 3|, where either
the game is two-sided (e.g., indistinguishability applications) or the randomness is sampled from slightly
defected min-entropy source. Plugging this lemma into [7] immediately yields a simpler proof for the
key lemma of [7], namely, “any k'* iterate (instantiated with a regular OWF) is hard-to-invert”. The
rationale is that y; has sufficiently high collision entropy (even conditioned on the hash functions) that
is only logarithmically less than the ideal case where y;, is uniform (over the range of f) and independent
of the hash functions, which is hard to invert by the one-wayness assumption.

THE MAIN RESULTS. We consider an arbitrary OWF f with range divided into sets )i, ..., V,, where

each ); aef {y : 271 < |f~Y(y)| < 2'}. We say that the maximal preimage size of f is 2™ if Yy

has some noticeable portion (n~¢ for constant ¢), and Ymax+1, - - -, Vn only sum to a negligible fraction
negl(n). It is easy to see that regular one-way functions are a special case for ¢ = 0. We further show
that in order to be a counterexample to the class of one-way functions defined above, the candidate
function must satisfy an infinite set of conditions and should be somewhat artificial. This gives some
non-trivial evidence that a natural one-way function should fall into the class of one-way functions.
We give a construction that only requires the knowledge about ¢ (i.e., oblivious of max and negl).
Loosely speaking, the main idea is that conditioned on y;r € YVmax the collision entropy of yi given
the hash functions is close to the ideal case where f(U,,) hits Vmax with noticeable probability (and
is independent of the hash functions), which is hard to invert. We have by the pairwise independence
(in fact, universality already suffices) of the hash functions that every yr € Vmax is an independent
event of probability n~¢. By a Chernoff bound, running the iterate A = n?¢- w(logn) times yields that
with overwhelming probability there is at least one occurrence of yr € YVmax, which implies every A
iterations are hard-to-invert, i.e., for any j = poly(n) it is hard to predict 1, (;_1)a given y;a and the
hash functions. A PRG follows by outputting logn hardcore bits for every A iterations and in total
making O(n?*t1) calls to f. This requires seed length O(n?**2), and can be pushed to O(n - logn)
bits using bounded space generators [13, 12], ideas borrowed from [7] with more significant reductions
in seed length (we reduce by factor O(n?*t1) whereas [7] saves factor O(n)). Overall, our technique
is similar in spirit to the hardness amplification of weakly one-way functions introduced by Haitner et
al. in the same paper [7] (see full proof in its full version [8]). Roughly speaking, the idea was that
for any inverting algorithm A, a weakly one-way function has a set that A fails upon (the failing-set
of A), and thus sufficiently many iterations are bound to hit every such failing-set (for every inverting
algorithm) to make a strongly one-way function. However, in our case the lack of a regular structure of
the underlying function and the negligible fraction of YVyax+1, - .., Vn further complicate the analysis
(see Remark B.1 for some discussions), and we use our technical lemma to provide a neat and modular
proof.

2 Preliminaries

NOTATIONS AND DEFINITIONS. We use [n] to denote set {1, ..., n}. We use capital letters (e.g.,
X, Y) for random variables, standard letters (e.g., x, y) for values, and calligraphic letters (e.g., V,

S) for sets. |S| denotes the cardinality of set S. We use shorthand Y, & Ui_; Vs. For function

f:{0,1}* = {0,1}"™) we use shorthand £({0,1}") oef {f(x) : x € {0,1}"}, and denote by f~*(y) the

def

set of y’s preimages under f, i.e. f7l(y) = {z: f(z) = y}. We use s + S to denote sampling an

element s according to distribution S, and let s &S denote sampling s uniformly from set S, and let
y := f(z) denote value assignment. We use U,, and Uy to denote uniform distributions over {0, 1}"
and X respectively, and let f(U,) be the distribution induced by applying function f to U,. We use
CP(X) to denote the collision probability of X, i.e., CP(X) & 3 Pr[X = z]?, and denote by Hy(X)

def

= — log CP(X) the collision entropy. We also define conditional collision entropy (and probability) of a



random variable X conditioned on another random variable Z by

Hy(X|Z) = —log (CP(X|Z2) ) £ —log (E.ez[ S, Pr[X =2[Z=22])
A function negl : N — [0, 1] is negligible if for every constant ¢ we have negl(n) < n~¢ holds for all
sufficiently large n’s, and a function p : N — [0, 1] is called noticeable if there exists constant ¢ such

that p(n) > n~¢ for all sufficiently large n’s.

We define the computational distance between distribution ensembles X def {Xn}neny and Y def

{Yn}nen, denoted by CDz(,,)(X,Y)< g(n), if for every probabilistic distinguisher D of running time up
to T'(n) it holds that
| Pr[D(1", X,,) =1] = Pr[D(1™,Y,) =1] | < e(n) .

The statistical distance between X and Y, denoted by SD(X,Y), is defined by

SD(X,Y) & % ST PrX =a] —PrY =a]| = CDo(X,Y)

We use SD(X,Y|Z) (resp. CD¢(X,Y|Z)) as shorthand for SD((X, Z), (Y, Z)) (resp. CD((X, 2), (Y, Z2))).

SIMPLIFYING ASSUMPTIONS AND NOTATIONS. To simplify the presentation, we make the following
assumptions without loss of generality. It is folklore that one-way functions can be assumed to be
length-preserving (see [8] for full proofs). Throughout, most parameters are functions of the security
parameter n (e.g., T'(n), £(n), a(n)) and we often omit n when clear from the context (e.g., T, &, «).
By notation f : {0,1}" — {0,1}} we refer to the ensemble of functions {f, : {0,1}"* — {0,1} ™}, cn.
As slight abuse of notion, poly might be referring to the set of all polynomials or a certain polynomial,
and h might be either a function or its description, which will be clear from the context.

Definition 2.1 (pairwise independent hashing) A family of hash functions H def {h : {0,1}" —
{0,1}™} is pairwise independent if for any x1 # xo € {0,1}" and any v € {0,1}*™ it holds that

Prhﬁﬂ[(h(xl),h(xz)) = v] = 272 or equivalently, (H(z1), H(x3)) is i.i.d. to Uy, where H is
uniform over H. It is well known that there are efficiently computable families of pairwise independent

hash functions of description length ©(n +m).

Definition 2.2 (one-way functions) A function f: {0,1}" — {0,1}}(") is (T'(n),e(n))-one-way if f
is polynomial-time computable and for any probabilistic algorithm A of running time T (n)

P AN yefT W) < <)

We say that f is a (strongly) one-way function if T(n) and 1/2(n) are both super-polynomial in n.

Definition 2.3 (pseudorandom generators [2, 15]) A deterministic function g : {0,1}"* — {0,1}7+s()
(s(n) >0) is a (T'(n),e(n))-secure PRG with stretch s(n) if g is polynomial-time computable and

CDT(n)( g(lann) > Un+s(n) ) < 5(”)

We say that g is a pseudorandom generator if T(n) and 1/2(n) are both super-polynomial in n.

2.1 Technical Tools

Theorem 2.1 (Goldreich-Levin Theorem [6]) Let (X,Y) be a distribution ensemble over {{0,1}"x
{0,1}PYM . Assume that for any PPT algorithm A of running time T(n) it holds that

Pr[ A(1",Y) =X ] < &(n)



Then, for any efficiently computable m(n)€O(n), there exists an efficient function family H. def {he :
{0,1}" — {0,1}™M™} of description size O(n), such that

Wl

COpv(ny( He(X) ) Upgmy | Yo He) € O@2™™ - (n-€)3) .

where T'(n) = T(n) - (e(n)/n)°N), and H, is the uniform distribution over H..

Definition 2.4 (bounded-width layered branching program - LBP) An (s,k,v)-LBP M is a
finite directed acyclic graph whose nodes are partitioned into k + 1 layers indexed by {1, ..., k + 1}.
The first layer has a single node (the source), the last layer has two nodes (sinks) labeled with 0 and 1,
and each of the intermediate layers has up to 2° nodes. Each node in the i € [k] layer has exactly 2Y
outgoing labeled edges to the (i + 1) layer, one for every possible string h; € {0,1}".

An equivalent (and somewhat more intuitive) model to the above is bounded space computation.
That is, we assign labels to graph nodes (instead of associating them with the edges), at each i** layer
the program performs arbitrary computation on the current node (labelled by s-bit string) and the
current v-bit input h;, advances (and assigns value) to a node in the (i + 1) layer, and repeats until
it reaches the last layer to produce the final output bit.

Theorem 2.2 (bounded-space generator [13, 12]) Let s(n),k(n),v(n) € N and e(n) € (0,1) be
polynomial-time computable functions. Then, there exist a polynomial-time computable function q(n) €
O(v(n) + (s(n) + log(k(n)/e(n)))log k(n)) and a generator BSG : {0,1}9(") — {0,1}*0)0() that runs
in time poly(s(n), k(n),v(n),log(1/e(n))), and (n)-fools every (s(n),k(n),v(n))- LBP M, i.e.,

<

| PrM (Ugn)vm) =11 — PrIM(BSG(Un)) =1] | < &(n) .

3 Pseudorandom Generators from Regular One-way Functions

3.1 A Technical Lemma

Before we revisit the randomize iterated PRGs from regular one-way functions, we introduce a technical
lemma that simplifies the analysis in [7] and our main results in Section 5, and might be of indepen-
dent interests. Informally, it states that if any one-sided game (one-way functions, MACs, and digital
signatures) is (T',¢)-secure on uniform secret randomness, then it will be (7',2v/2¢-¢)-secure when the
randomness is sampled from any distribution with e bits of collision entropy deficiency*.

Lemma 3.1 (one-sided game on imperfect randomness) For any e < m € N, let W x Z be any
set with [W| = 2", let Adv : W x Z — [0, 1] be any (deterministic) real-valued function, let (W, Z) be
any joint random variables over set W x Z satisfying Ho(W1|Z) > m — e, we have

E[Adv(W, Z)] < +/2¢72-E[Adv(Uyy, Z)] (1)

where Uyy denotes uniform distribution over W (independent of Z and any other distributions).
Proof. For any given § define Ss «f {(w,2) : Pr[W = w|Z = 2] > 2-(m=)/5}
2=m=¢) >N"Pr(Z=2]> Pr[W =uw|Z = 2]

> Y PiZ=2 Y PrW=uwlZ=z2"9)

w:(w,z)ESs

v

(27" /5) - Pr[(W, Z) € Ss]

4The collision entropy deficiency of a random variable W over set W is defined as the difference between entropies of
Uw and W, i.e., log|W| — Ha(W).



and thus Pr[(W, Z) € Ss] < 6. It follows that

E[Adv(W, Z)] = Z Pr[(W, Z) = (w, 2)] - Adv(w, z) + Z Pr[Z = z] - Pr[W = w|Z = z] - Adv(w, 2)
(w,2)€Ss (w,2)¢Ss
< D> PrW,Z2)=(w,2)] + (2°/6) > Pr[Z=22""-Adv(w,2)
(w,z)€Ss (w,2)¢Ss

< 5+ (2°/8) - E[Adv(Uw, 2)] ,

and we complete the proof by setting § = /2¢ - E[Adv(Uyy, Z)]. O

3.2 The Randomized Iterate

Definition 3.1 (the randomized iterate [7, 5]) Let n € N, function f : {0,1}" — {0,1}", and
let H be a family of pairwise-independent length-preserving hash functions over {0,1}". For k € N,
r1 € {0,1}" and vector h¥ = (hq,..., hy) € HF, recursively define the k™" randomized iterate by:

yr = f(zr), Tpge1 = heyr)

For k —1 <t €N, we denote the k*" iterate by function f*, i.e., yp = f*(z1, ﬁt), where ht is possibly
redundant as vy, only depends on h*~1.

The randomized version refers to the case where 1 & {0,1}™ and Pt & HEL

The derandomized version refers to that & {0,1}", Hk*1<—BSG(Uq), where ¢ € ©(n-logn),
BSG : {0,1}7 — {0,1}=D1oe M| js 4 bounded-space generator® that 2-2"-fools every (2n+1, k,log |H])-
LBP, and log|H| is the description length of H (e.g., 2n bits for concreteness).

Theorem 3.1 (PRGs from Regular OWFs [7]) Forn € N,k € [n+ 1], let f, H, f* and BSG(-)
be as defined in Definition 3.1, and let H. = {he : {0,1}" — {0,1}} be a family of Goldreich-Levin
predicates, where H and H. both have description length ©(n). We define G : {0,1}" x H" X H, —
{0, 13" x H™ x He and G - {0,1}" x {0,139 x H. — {0,1}"*! x {0,1}9") x H, as below:

G(.%’l, En’ hC) = (hc(l'l), hc(aj?)v s 7h0(xn+1)7 }_in’ hC)

G'(z1,u, he) = G(x1, BSG(u), h.).

Assume that f is a reqular (length-preserving) one-way function and that BSG(-), H and H. are effi-
cient. Then, G and G’ are pseudorandom generators.

PROOF SKETCH OF THEOREM 3.1. It suffices to prove Lemma 3.2. Namely, for any 1<k < n+1,
given y; and the hash functions (either sampled uniformly or from bounded space generators), it is
hard to recover any xj, satisfying f(zx) = yg. Then, Goldreich-Levin Theorem yields that each h.(zy) is
computationally unpredictable given yi. Note that y; implies all the subsequent h¢(gy1), - .., he(Tnt1).
We complete the proof by Yao’s “next (previous) bit unpredictability implies pseudorandomness” ar-
gument [15]. It thus remains to prove Lemma 3.2 below which summarizes the statements of Lemma
3.2, Lemma 3.4, Lemma 3.11 from [8], and we provide a simpler proof.

Lemma 3.2 (the k'" iterate is hard-to-invert) For any n € N,k € [n + 1], let f, H, f* be as
defined in Definition 3.1. Assume that f is a (T, ) regular one-way function, i.e., for every PPT A and
A’ of running time T it holds that

Pr [A( f(Un), H") € f7H(f(Un)] < €

®Such efficient generators exists by Theorem 2.2, setting s(n) = 2n+ 1, g(n) = poly(n), v(n) = log |H| and e(n) = 272",




Pr [A'(f(Un), Ug) € fTH(f(Un))] < €
Then, for every such A and A’ it holds that

Pr [A(Yy, H) e ' W) ] < 2Vk-e (2)
Pr [A(Y, Up)e [V ] < 2V(k+1) e, (3)

where Yy, = f5(Xy, H"), Y] = f*(X1,BSG(U,)), X1 is uniform over {0,1}" and H"™ is uniform over
H™.

A simpler proof of Lemma 3.2 via Lemma 3.1. To apply Lemma 3.1, let W = f({0,1}"),
Z=H" let (W,Z)= Yy, H"), Uy = f(U,), and define

s def |10 Ay, h7) € FH(y)
A7) = { 0, it Aly, i) ¢ £ (1)

where A is assumed to be deterministic without loss of generality®. We have by Lemma 3.3 that
Ho(Yi | H") > Ha( f(Un) | H") — logk

and thus Lemma 3.1 yields that

Pr[AYVe, A7) € f71i) ] < 2y/k-Pr [A(/(U), ") € f1(f(U) ] <2VE < .

The proof for (3) is similar except for setting ( W = Y/, Z = U, ) and letting Adv(y,u) = 1 iff
A'(y,u) € f~1(y). We have by Lemma 3.3 that

Ho (Y, | Uy ) > Ho( f(Uy) | Uy ) — log(k+1)

and thus we apply Lemma 3.1 to get

Pr [A(Y{, Ug) e fH(Y)] < 2\/(/<¢+ 1) -Pr [AN(f(Un),Ug) € f7Hf(Un) ] < 2¢/(k+1) ¢ .
O
The proof of Lemma 3.3 below appeared in [7], and we include it in Appendix A for completeness.

Lemma 3.3 (Collision Entropy [7]) For the same assumptions and notations as in Lemma 3.2, it
holds that

S B 1
CP(J(U)) = CP(J(U) | H") = CP(J(U) | BSGWa.Uy) = oy @
- k
, k+1
CP(Y] | BSGU0).Us) < (55 1y (®

STf A is probabilistic, let Adv (y, H"): Pr[A(y, ﬁ”) € f7!(y)], where probability is taken over the internal coins of A.



4 A New Class of OWFs vs. Regular/Arbitrary OWFs

In this section, we introduce the class of OWFs from which almost linear seed length PRGs can be
constructed. We show that (almost-)regular OWFs fall into a special case (for ¢ = 0) along with the
argument that “if a one-way function behaves like a random function, then it is almost regular”. More
generally, the class covers a wider range of one-way functions (for positive ¢ € N) than regular ones.
We also (attempt to) characterize functions that are not captured by our definition. We show that in
order not to fall into our class of one-way functions, the counterexamples must satisfy infinitely many
conditions.

Definition 4.1 (OWFs with n~“-weighted maximal-size preimages) For constant ¢, we say that
f:40,1}" — {0, 1}1(") has an n~°-fraction of maximal-size preimages if there exist (not necessarily
efficient) function max(n) € N and negligible function e(n) € [0,1] such that for every n € N, it holds
that :

Pr[f(Un) € ymax(n)] >n"¢ (7)
PI“[ f(Un) € U Yj ] <e(n) , (8)
j=max(n)+1

where Y; oef {y: 2971 <1 (y)| < 27}.
For example, with c = 0 and efficiently (resp., inefficiently) computable max(-) it is equivalent to assume
that the underlying f is a known- (resp., unknown-) reqular function.

ALMOST-REGULARITY VS. THE RELAXED VERSION OF DEFINITION 4.1. In fact, the construction by
Haitner et al. [7] does not need strictly regular OWFs but only requires (implicit in its proof) that the
logarithm of the pre-image size log |f~!(y)| lies between some interval [a, a +d] for some d€O(log(1/¢)),
where ¢ is the hardness parameter (as in Definition 2.2). Likewise, our proposed PRG only assumes
a relaxed version of (7). That is, for some deO(log(1/¢)) it holds that Vmax —dy Vmax —d+1, - - -» Vmax
(instead of Vmax alone) sum to an n~°-fraction (see (27)). Therefore, almost regular functions fall into
the (extended) class of our OWFs for ¢ = 0. We give the proof under the assumption of Definition 4.1
for brevity, and sketch how to adapt the proof to a weaker assumption than (7) in Remark B.2 (see
Appendix B).

Now, we use probabilistic methods to argue that almost-regularity is a good assumption in the
average-case sense. That is, if the one-way function is considered as randomly drawn from the set of
all (not just one-way) functions, then it is very likely to be almost-regular and thus a PRG can be
efficiently constructed. The proof of Lemma 4.1 is deferred to Appendix A.

Lemma 4.1 (A random function is almost-regular) Let F = {f : {0,1}" — {0,1}"™ } be the set
of all functions mapping n-bit to m-bit strings. For any 0 < d < n, we have

o If m <n—d, then it holds that
Pr [SD( f(Uyn), Up ) < 274*] > 1—-27Y4
EF
e If m >n—d, then we have

Pr [1 < [f7(f@) < 2 ] >1-277 .
EF oS0y
Typically, we can set d € w(logn) so that f will be almost regqular except for a negligible fraction. Note
that the first bullet gives even stronger guarantee than the second one does.



BEYOND REGULAR FUNCTIONS. We cannot rule out the possibility that the one-way function in
consideration is far from regular, namely (using the language of Definition 4.1), an arbitrary one-
way function can have non-empty sets Vi, ..., Viyo(n). Previously the best known construction [14]
requires seed length O(n?), and our PRG achieves seed length O(n - logn) provided that Definition 4.1
is respected. Below we argue that Definition 4.1 is quite generic and any function that fails to satisfy
it should be somewhat artificial. As a first attempt, one may argue that if we skip all those y]’-s (in the
descending order of j) that sum to negligible, the first one that is non-negligible” (i.e., not meeting (8))
will satisfy (7) for at least infinitely many n’s. In other words, it seems that our PRG construction works
for any one-way function (at least for infinitely many n’s). This argument is unfortunately problematic
as (non-)negligible is a property of a sequence of probabilities, rather than a single value. However, we
will follow this intuition and provide a remedied analysis below.

Lemma 4.2 (A necessary condition to be a counterexample) Let f : {0,1}* — {0,1}/") bpe
any one-way function and denote Y; def {y : 27 < |fYy)| < 27}, and let k = K(n) be the num-
ber of non-empty sets ); (that comprise the range of f) for any given n, and write them as Vi, Vi,,
oy Vi, with iy <2 < ... <. For every ng € NU{0}, it must hold that function pn,(-) defined as

ino (10) & { Pr{f(Un) € Vi o) i (1) >no )

0 ) lf K(n)gno
is negligible. Otherwise (if the above condition is not met), there exists constant ¢ > 0, max(n) € N and
negligible function e(n) € [0,1] such that (8) holds (for all n’s) and (7) holds for infinitely many n’s.

(9) 1S NECESSARY AND STRONG. The above lemma formalizes a necessary condition to constitute
a counterexample to Definition 4.1 (see Appendix A for its proof). It is necessary in the sense that
any one-way function that does not satisfy it must satisfy Definition 4.1 from which our PRG can
be efficiently built (for at least infinitely many n’s). Note that the condition is actually an infinite
set of conditions by requiring every fi,,(n) (for ng € N) being negligible. At the same time, it holds
unconditionally that all these py,,(n) (that correspond to the weights of all non-empty sets) must sum
to unity, i.e., for every n we have

M()(TL) + :u’l(n) + "'+:un(n)fl<n> =1

This might look mutually exclusive to (9) as if every puy,,(n) is negligible then the above sum should be
upper bounded by x(n)-negl(n) = negl’(n) instead of being unity. This intuition is not right in general,
as by definition a negligible function only needs to be super-polynomially small for all sufficiently large
(instead of all) n’s. However, it is reasonable to believe that one-way functions satisfying (9) should be
quite artificial.

(9) 1S NOT SUFFICIENT. Despite seeming strong, (9) is still not sufficient to make a counterexample. To
show this, we give an example function that satisfies both (9) (for every ny € NU{0}) and Definition 4.1.
That is, let f be a one-way function where for every n the non-empty sets of f are

yn/?)?yn/3+17"'>yn/2 (10)

with Pr[f(Un,) € Vyy3] = 1 — n=108m /6 Pr(f(Uy) € Vyya4i] = n™ 8™ for all 1<i<n/6 and thus
k(n) = n/6 + 1. It is easy to see that this function satisfies Definition 4.1 with max(n) = n/3 and
e(n) = n~1°8"*+1 /6. In addition, for every ng € NU {0} function g, () is negligible as ji,,(n) = n=1°8"
for all n > 6ng. In summary, although an arbitrary one-way function may not fall into the class of
functions given in Definition 4.1, the counterexamples must be well crafted to satisfy a very strong (yet
still insufficient) condition. We leave it as an open question on finding out such a counterexample and
believe that our construction should be able to deal with most natural one-way functions.

" Although non-negligible and noticeable are not the same, they are quite close: a non-negligible (resp., noticeable)
function p(-) satisfies that there exists constant ¢ such that p(n) > n~° for infinitely many (resp., all large enough) n’s.



5 A More General Construction of Pseudorandom Generators

5.1 Overview

In this section we construct a pseudorandom generator with seed length O(nlogn) from the class of
one-way functions as in Definition 4.1. We first show how to construct the PRG by running the iterate
O(n?*1) times, and thus require large amount of randomness (i.e., O(n?**2) bits) to sample the hash
functions. Then, we show the derandomized version where the amount of the randomness is compressed
into O(nlogn) bits using bounded space generators.

5.2 The Randomized Version: A PRG with Seed Length O(n2+?)

Recall that any one-way function f can be assumed to be length-preserving without loss of generality.
Further, we also assume that conditioned on f(U,) € Ymax, f(U,) is flat over Yiax, i-e., Yy € Vmax
satisfies Pr[y = f(U,)] = 293 "1 rather than lying in the small interval of [2max—n—1 gmax—n)

Theorem 5.1 (the randomized version) For n,k € N and constant ¢, let f, H and f* be as in
Definition 3.1, assume that f is an arbitrary (length-preserving) one-way function with n~°-fraction
of mazimal-size preimages, and let Ho = {h. : {0,1}"* — {0,1}21°¢"} be a family of Goldreich-Levin
hardcore functions. Then, for any efficient a(n) € w(1), A(n) = a(n) -logn-n?® and r(n) = [n/logn],
the function g:{0,1}" x HT WAL 3 10,1127 x H' A1« H . defined as

g(xb HT‘A_lv hc) = ( hc(x1)> hc('TH-A)? hC(xI—FQA)a ey hc('Tl-H"'A)v ET.A_1> hc ) (11)

1 a pseudorandom generator.
Notice that a desirable property about the technique is that a construction assuming a sufficiently large
c works with any one-way function whose actual parameter is less than or equal to c.

Proof. The proof is similar to Theorem 3.1 based on Yao’s hybrid argument [15]. Namely, the
pseudorandomness of a sequence (with polynomially many blocks) is equivalent to that every block is
pseudorandom conditioned on its suffix (or prefix). By the Goldreich-Levin Theorem and Lemma 5.1
below we know that every h.(z14;a) is pseudorandom conditioned on he¢, y(j+1)a and ﬁrA—l, which
efficiently implies all subsequent blocks he(z14(j41)a)s - - -» he(Z11ra). This completes the proof. O

Lemma 5.1 (every A(n) iterations are hard-to-invert) For n,k € N and constant ¢, let f, H,
¥, a=a(n), A= A(n) andr = r(n) be as defined in Theorem 5.1. More specifically, assume that f is
a (T'(n),e(n))-one-way function with n=¢-fraction of mazximal-size preimages. Then, for every j € [r],
and for every PPT A of running time T(n) — n®®Y (for some universal constant O(1)) it holds that

. Pr [Alyja, ™) =21 Go1a] € O(n°-r-A%-\/e(n)) . (12)
z14¢—{0,1}n, hrA—14—Hra-1

PROOF SKETCH OF LEMMA 5.1 . Assume towards a contradiction that
3j* € [r,3PPT A: Pr[A(Yj-n, HA ) =X, - a] > ealn) (13)

for some non-negligible function ea(-). Then, we build an efficient algorithm MA that invokes A (as
in Algorithm 1) and inverts f with probablity Q(e%/n?¢r? - A?) (as shown in Lemma 5.3), which is a
contradiction to the (7', ¢)-one-wayness of f and thus completes the proof.

The proof presented here is similar to the hardness amplification of regular weakly one-way func-
tion [8], but ours is more involved (even though Lemma 3.1 already simplifies the key ingredients).
We define the events & and Sk as in Definition 5.1, where Sy, refers to that during the first & iterates
no y; (1<t < k) hits the negligible fraction region (see Remark B.1 in Appendix B for the underlying
intuitions), and & defines the desirable event that yj hits Viax (which implies the hard-to-invertness).



Definition 5.1 (events Sy and &) For any n € N, for any k < rA, define events

Sk def <(X1,I;VA_1) € (z1, K271 .Vt € [k] satisfies y; € Vimax], where yp = FCT ) }>

& ((Xl,ﬁm_l) e { (21, ™71 gk € Vimax , where g = fF (a1, A7) }>

where (X1, H™271Y is uniform distribution over {0,1}" x H"2~1. We also naturally extend the definition
of collision probability conditioned on &, and Sy. For example,

rrr/\— def r T T
CP(Y,C/\(S,CAS,CyHA1)_EhmIH{MI[ZPM’c X, HA Y =y AEAS, | HA ! = hAl]]

CP( Y]g?[__j-rAfl | E. NSy ) d;f Z PI‘[ (fk(Xl,ﬁrAfl) HTA 1) ( hrA 1) ’ E. NSy, ]
(yﬁrA—l)

Claim 5.1 For any n € N, and let S and & be as defined in Definition 5.1, assume that f has an
n~¢-fraction of maximal-size preimages (with € and max defined as in (7) and (8)). Then, it holds that

VEe[rAl:Pr[Si] > (1—e)f ~ 1—ke, Pr[&] > n ¢, Prl&AS]>n"c2 (14)

Vk €N :Pr i VEa V... VEmal > 1—exp®™ > 1-n (15)
VE e [rAl: CP(Yi A EASy | HA™Y < rA2™ L yhere Yy, = fR(X, H™27Y . (16)

Proof. We have that z1, z2 = h1(y1), - - -, Zra = hea—1(yra—1) are all i.i.d. to U, due to the universality
of H. This implies that Pr[y; € Vimay] > 1 — € for every i € [k] independently, and that &1, ... and &
are i.i.d. events with probability at least n=¢. The former further implies Pr[S;] > (1 — ¢)* whose
approximation is given by 1 — k - € for any k& = poly(n) and € = negl(n). Thus, we complete the proof
for (14) by

Pri€x NSk > Pr[&] — Pr[=Sip]> n"¢ — k-e > n" /2.

For every k € N, i € [A], define (;1; = 1 iff Ey; occurs (and (4; = 0 otherwise). It follows by a
Chernoff-Hoeffding bound that

A
Yk € N:Pr[ (=&s1) A A (=Ega) ] = PI[ Y Gyi=0] < exp @/ < 7@

i=1
which yields (15) by taking a negation. Regarding (16), consider two instances of the random iterate
seeded with independent z; and z) and a common random ETA—I, the collision probability is upper
bounded by the sum of events that the first collision occurs on points y1, Y2, . . ., Yk € Vjmax] respectively,
where for upper bound we omit other constraints such as £ and that the route after the first collision
should also hit every Vjmax] (as required by Si). We thus have by the pairwise independence of H that

CP( Yi N Ex NSk ‘ ﬁTAfl) < CP( Y. A Sk | ﬁrA—l)

k
S T EECOLE T ol (R [f(wt)zf(:xé)ey[max]])

x1,x’1<i{0,1}” t=2 yt_lyéy;_l, ht_lﬁﬂ
< rA Z Pr[f(U,) =y* < TAZZPr[f(U)—y ]2 = rAZ Pr[f(U,) € Y;]-20™"
yey[max] i=1 yeyi

< ,FA'Qmaxfn(l_’_271_}_‘.'+217max) < TA_2maxfn+1 )

10



Lemma 5.2 For anyn € N, with the same assumptions and notations as in Theorem 5.1, Definition 4.1
and Definition 5.1, and let 7* € [r], A, ea be as assumed in (13). Then, there exists i* € [A] such that

PI‘[ A(YJ*A, ﬁrAil) == X1+(j*71)A AN g(j**l)A%»i* AS(j**l)A+’i* ] Z EA/QA . (17)

Proof. For notational convenience use shorthand C for the event A(Yj«.a, H 7qA_l) = X14(*~1)a- Then,

A
ZPrC/\S _1)ati A SGr1)At] ZPrC/\S ari ASal = PrCASa N (\ EGonasi) ]
=1
A
> Pr[C] — Pr[=Sa] — Pr[ﬂ(\/g(j*_l)mri)] > epn —rAe — nTY > ep/2,
=1

where we use (14) and (15) in the fourth inequality above, and recall that € and n~% are both negligible
in n. Thus, such an ¢* (which satisfies (17)) exists by an averaging argument. O

THE INTUITION FOR MA. We know by Lemma 5.2 that there exist some i* and j* conditioned on which
A inverts the iterate with non-negligible probability. If we knew which ¢* and j*, then we simply replace
Y(j*—1)A+i= with f (Up), simulate the iterate for the rest iterations and invoke A to invert f. Although
the distribution after the replacement will not be identical to the original one, we use Lemma 3.1 to
argue that the collision entropy deficiency is small enough and thus the inverting probability will not
blow up by more than a polynomial factor. However, we actually do not know the values of +* and j*,
so we need to randomly sample ¢ and j over [A], [r] respectively. This yields the algorithm below.

Algorithm 1 MA,
Input: y e {0,1}"
Sample j & [r], & [A], pra-1 8 WAL
Let yj—nati =Y ;
FOREk=(j—1)A+i+1 TO (j—1DA+A
Compute Ty, := l}!@_l(gjk_l), Uk = f(Zk);
Z(j—1a+1 < A(a, A7)
FORk=(G-1)A+1 TO (j—1)A+i—1
Compute gx := f(Z), Tra1 := h(Jk) ;
Output: Z(;_1a4

Lemma 5.3 (M” inverts f) For any n € N, let A be as assumed in Lemma 5.2 and let MA be as
defined in Algorithm 1. Then, it holds that

2
.. TrA— _ €
R G [MA(y; g,i, P27 e 7 y) ] > WM :
yf(Un); j<—[r]; i<—[A]; hmA-14—HrA-1
Proof. We know by Lemma 5.2 that there exist j* € [r] and ¢* € [A] satisfying (17), which implies
Pr | MA(Y(J DA+ Jy ¢ , H8 Y e f- ( G-vai) | (3,9) =G5 7) ANEG_1yari ANSG-1ayi ]
Pr[ A(Yj-.a, H™®™ 1) = X14(=—na | Eg=—1)agic A SG—1)atir |

>
> PrlA(Yjea, H2 Y =X eona A EGronatis ASGe—natr | = €a/20

where the second inequality, in abstract form, is Pr[&|&] > Pr[&q|&)] - Pr[&] = Pr[& A &)]. The
above is not exactly what we need as conditioned on &(j«_1)a4i A S(j*—1)A4s+, the random variable

11



(Y —v)aris H "A=1) is not uniform over Vyax X H"A~1. However, we show below that it has nearly full
collision entropy over Ymax X Hra-l

CP( (Y(j*fl)AJri*aﬁrAil) | £ —1)atis NS —1)atix )

== CP( (}/(j*_l)A_;’_i*,ﬁTA_l) /\ g(j*—l)A+i* /\ S(j*—l)A—l-i*) / Pr[g(j*_l)A+i* /\ S(j*—l)A+i*]2
1
(=24 - HA ]

< CP( Yv(j*—l)A—i—i* A 6(j*—1)A+i* /\S(j*—l)A-H'* |ﬁrA—1)

rA-gmax—n+l 8rA - n%

(n72c/4) . |’H|1"A71 - 9n—max . |H|7‘A*1 )

where equalities follow from Fact A.1 in Appendix A and the two inequalities are by (14) and (16)
respectively. Taking a logarithm, we get

Ho( (Yj_natin H™27Y) | EGnase ASG-nati ) = (” —max +(rA —1)log|H[ — ¢ logn + 1> —e,

where entropy deficiency e < c-logn + logr + log A + 4. Note that conditioned on f(U,) € Vmax the
distribution (f(U,), H™~1) is uniform over Ymax x H™~! with full entropy

—C

r7rA— n r71rA—
Ho( (f(Un), H 2™ | f(Up) € Vimax ) = log(m-]H| A=) — pn—max +(rA—1) log |H|—clogn+1 .

To app]y Lemma 3.1, let W = Ymax X HTA*l, Z = @, let W be (}/v(j*_l)A_;'_i*,ﬁTAil) conditioned on
g(j*fl)A+i* and S(j**l)A%»i*’ and define

Adv(y, a1y 4 ] L EMAG i BT € £ )
v 0, if MAy; j*, 7, FP371) ¢ f1(y)

Let Cj«i* max denote the event that (j,7) = (j*,4*) A f(Un) € Vmax, and we thus have

PrMAf(Un); jois H™STY) € f7H(f(U)) ]
> Pr[Cjeir max]- PrMA(F(Un); 4.1, H27Y) € f71(f(Un)) | Cjei* max |
> (1/rAn®)-E[ Adv(Uy, ., H™ 1) ]

E[ Adv(Y(je—1yagi H27Y) | EGemnyasis ASGe—1yati 12
26+2

> (1/rAn®)-

2 2 2
. ex/4A B €4
(1/ranf) 26 per - A 28 . p2cp2 L ALY

v

where we apply Lemma 3.1 to complete the proof.

5.3 The Derandomized Version: A PRG with Seed Length O(n -log n)

The derandomized version uses a bounded-space generator to expand a ©(n - logn)-bit u into a long
string over H™2~! (rather than sampling a random element over it).

Theorem 5.2 (the derandomized version) For n,k € N and constant c, let f, H, H., f*, a(n),
A(n) and r(n) be as assumed in Theorem 5.1, let g be as defined in (11), let

BSG - {0’ 1}q(n)6@(n-logn) N {O, 1}(a(n)'n2°+1—1)~10g|7-[|

12



be a bounded-space generator that 2~2"-fools every (2n + 1, (a(n)n?*1),log |H|)-LBP (see Footnote 5).
Then, the function g’ : {0,1}™ x {0,132 x H.—{0,1}>" x {0,1}9") x H. defined as

g/(xhuv hc) :g($17BSG(u)?hC) (18>
1 a pseudorandom generator.
Similar to the randomized version, it suffices to show Lemma 5.4 (the counterpart of Lemma 5.1).

Lemma 5.4 For the same assumptions as stated in Lemma 5.1, we have that for every j € [r], and for
every PPT A of running time T(n) — n°®Y (for some universal constant O(1)) it holds that

. . Pr [ A'(yjn, u) =z G_1)a ] € O(nc-r- A% \/e(n)) . (19)
214-{0,1}7, us—{0,1}9, h"A-1:=BSG(u)

The proof of Lemma 5.4 follows the steps of the proof of Lemma 5.1. We define events S}, and &,
in Definition 5.2 (the analogues of Sj, and &). Despite that all the events (e.g., &f,..., £,) are not
independent due to short of randomness, we still have (20), (21) and (22) below. We defer their proofs
to Appendix A due to lack of space, where for every inequality we define an LBP and argue that the
advantage of the LBP on H™2~1 and BSG(U,) is bounded by 272" and thus (20), (21) and (22) follow
from their respective counterparts (14), (15) and (16) by adding an additive term 2727,

Definition 5.2 (events S; and &) For anyn € N, for any k < rA, define events

S;, def <(X1,Uq) € { (z1,u) : Vt € [K] satisfies y; € Vimax, where y; = f*(x1, BSG(u)) }>

& def <(X1,Uq) €{ (@1,u) : ¥}, € Vmax , where yj, = f¥(z1, BSG(u)) }>

where (X1,Uy) ts uniform distribution over {0,1}" x {0,1}4. We refer to Definition B.1 in Appendiz B
for the definitions of the collision probabilities in the following proofs.

Vk e [rA]:Pr[S;] > 1—ke—272", Pr[§] > n¢—272" Pr[&.AS}]>n"¢/2 (20)
VE € [(r— 1A Prl&p VELoV ... VE LAl > 1—n > =272 (21)
VE € [rA]: CP( Y] A ELASL | U, < (rA+1)2m " where Y] = f¥(Xy, BSG(U,))  (22)

PROOF SKETCH OF LEMMA 5.4 . Assume towards a contradiction that for some non-negligible ea/(-)
that
35" € [r,3PPT A": Pr[A'(Yjia, Uy) = X{Jr(j*,l)A ] > ena(n) (23)

where for k € [rA] we use notations A1 = BSG(U,), Y, = f*(Xq, H™ 1) and X = H(Y)).
Then, we define MA" that inverts f with the following probability. Since MA" is quite similar to its
analogue MA we state it as Algorithm 2 in Appendix B.
A . —1 Ear
) Pf$ ] [M™(y; j.i, w)e f(y)] € Q(m) ; (24)
y<f(Un); j<=[r]; i<=[A]; us—{0,1}4

which is a contradiction to the one-wayness of f and thus concludes Lemma 5.4.
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PROOF SKETCH OF (24). Denote by C’ the event A(Y}. , Ug) = X{+(j*_1)A. Then,
A A A
i=1 i=1 i=1

A
Pr[C] = Pr[=8a] = Pri=(\ €nari)] = en — rA-e = n7® = 272 > ep )2,

=1

Y

where we use (20) and (21) in the fourth inequality. Thus, by averaging we have that
35" € [r], 3" € [A,3PPT A": Pr[A'(Yjip, Uy) = X1+(j**1)A ] > ea/2A .
The proofs below follow the steps of Lemma 5.3. We have that (proof of (25) given in Appendix A)
Ho( (Y(j_pyayio Ug ) | €Gnyasic ASGnyage ) = Ha( f(Un),Uq | f(Un) € Vinax ) — €, (25)

where entropy deficiency e<c - logn + logr + log A + 5. Finally, let W = Vpax x {0,1}2, Z =0, let W

be (Y(/j*fl)AJri*’ U,) conditioned on 8(’j and S/ ., and define

*—1) Ai* (G*—1)A+i

def [ 1, it MA (y; 5*,4%, w) € f~1(y)
A e 5 , ) s by
dv(y, ) { 0, if MA'(y; j*.i%, w) ¢ f1(y)

Let Cj«i* max denote the event that (j,7) = (§*,7*) A f(Un) € Vmax, and we thus have

Pr[M* (f(Un); 4,i,Uq ) € f7H(F(Un)) ]

> Pr(Cji max) PrMY (f(Un); 4.1,U; ) € F7H(F(Un)) | Ciei max |
Z (]‘/TATLC)E[ Adv(Uymax’ UQ) ]
E[ Adv(Y/.. LU | EL L AS L ]?
> (1/’[“ATI,C) [ ( (J*—1)A+i q) |26+(]2 —1)A+i (G*—1)A+i ]
€2, /4A2 2,
> (1/rAnf) -2 = A .
_(/T n)27-nCT‘A 29 . p2ec.p2. A4

where we apply Lemma 3.1 to complete the proof for (24).
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A  Proofs Omitted

Proof of Lemma 3.3. (4) follows from the assumption that f is a regular function, and the fact that
f(Uy) is independent of any other distributions. As for (5), consider running two instances of the iterate
seeded with independent z; and 2 and a common random ﬁkil, the probability of colliding on yy is
upper bounded by the sum of the events that the first collision occurs on points y1, ..., yi respectively,
where x1, ..., xx are all i.i.d. to uniform due to the universality of H. It follows that

CP(Ye | H4 ) CPU(UR) = e

We sketch the proof of (6) as below (see [8, Lemma 3.11] for details): consider the following (2n,n +
1,1og |H])-LBP M for the input (z1,2}): the source node is labeled by (y1 = f(x1),y] = f(z})), and
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being on node labeled by (y;,y;) at the ith layer, it takes the current layer input h; € H, and computes
Yirr = f(hi(yi)), yipq = f(hi(y;)). Finally, M moves to the 1-labeled node if y,41 = y,,,; or the
0-labeled node otherwise. Note that the probability that M outputs 1 is equal to that the two iterates
(with inputs 21 and 2 respectively, and using the same hash function ﬁ”) collide on ypy1 = ¥y, As
BSG 272"-fools every (2n,n + 1,log |H|)-LBP (including M), replacing uniform H*~! with BSG(U,)
will not increase the collision probability by more than 272"

, 1.e.,
k Lo < k+1

= 70, 137 = o]

and it is not hard to see that for any 2*~! and any uy, us€ BSG~(h*F1)

CP(Y{| BSG(U,) ) < CP(Y|H* 1) 4272

CP( Y/ |Up=u1) = CP(Y{ | Uy=us) = CP(Y{| BSG(U,) =h*") .

We complete the proof by

k+1
CP(Y,|U,) = CP(Y,| BSGU,)) ) < ———— .
B g ! |£({0,1}")]
O
Proof of Lemma 4.1.  We see F as a family of universal hash functions and let F' be a uniform

distribution over F. For m < n — d we have by the leftover hash lemma that

E o [SD(f(Uy), Un)] = SD( F(Uy,), Upn | F) < 272 .

FEF

It follows by a Markov inequality that the above statistical distance is bounded by 2~%2 . 24/4 except
for a 2-%/4_fraction of f. We proceed to the case for m > n — d to get

CP(F(U,) | F) < CP(U,) + max{ Pr[F(z;)=F(x3)] } = 27" 2™ < 27 nHdfl

T17£T2
We define S % {(y, f) : |F~1(y)| > 2241} to yield

2t > CP(F(Un) | F) = ) Pr[F =f]) Pr[f(Un) = y)?
f Y
> 2RHLN P F =] ) Prlf(Ua) =]
f y:(y.f)ES
= 9~ n+2FL pr[(F(U,),F) € 8],

and thus Pr[(F(U,), F) € S] < 274, This completes the proof. Note that |f~1(y)| > 1 for any y = f(x).
(]

Proof of Lemma 4.2. 1If (9) does not hold for every ng € NU {0}, then there must exist an ng such
that po(-), ... tng—1(+) are negligible and pin, () is non-negligible. We then define max(-) as

def [ dp(n)—ngs if K(1) > no
max(n) = { 1 if k(n)<ng

It is easy to see that yiﬂ(n)fnoﬂ, e yim(n) sum to a negligible fraction in n (i.e., the sum of a finite

number of negligible functions pg(+), ... fino—1(-) results into another negligible function). Denote by

N Y {n € NU{0} : max(n) = L}. We have by assumption that for some constant ¢ that pi,,(n) > n=¢

for infinitely many n € NU {0}, and thus p,,(n) > n~¢ holds also for infinitely many n € NU{0} \ V.
This is due to pn,(n) = 0 for any n € N|. Therefore, Pr[f(U,) € Vmax) is non-negligible, which
completes the proof. ]
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Fact A.1 For any k € [rA], we have

oA CP( (Yk FITA—l) AN E A Sk) CP( Y N E NSk | ﬁT’A—l)
rA—1 s

(26)

Proof of Fact A.1. We first have that

CP( (Y, HA™N) | Ex NSy ) - Pr[& A Si)?
= PrEASS Y Pr[ (Ve HA ) = (g kA [ E A S )

(y,hrA=1)
= Y (P (™Y = (5, B2 | & A Sk ] - Prigs ASk)?
(y,hr2=1)
= > P (WM HP =) A EAS)
(y,hrA=1)

= CP( (Yk,ﬁrAfl) AN E N Sk ) ,
and complete the proof by the following

CP( Y. N E AN S ’ ﬁTA*l )

"H"r’A—l
1 N P rA— ZrA—
— AT Z Pr[HTAT = A 1]Zpr[Yk:y A E A Sy [HAL = fra-1)2
}_irAfl Yy

= Z ( r[H?“A—l — ETA—l] . Pr[Yk =y A E N Sk \HTA—l _ ET‘A—]_ ])2

(yﬁm—1)
= Z Pr[(Vie, H'AY) = (y, ir2 Y A & A Sp |2

(yjirA—l)

= CP( (Yk,ﬁrA_l) A E N Sk) .

0

Proof of (20). For any k < rA, we will define a (n+ 1,rA,log|H|)-LBP M that on input x; (at the
source node) and ™2~ (h; € H at each it? layer), outputs 1 iff every t € [k] satisfies y; € Vimax]- The
BSG 272"-fools My, i.e., for any a1 € {0,1}"

| Pr[M;(xy, H"A7Y) = 1] — Pr[My(z1, BSG(U,)) = 1] | = | Pr[Si | X1 = 21]—Pr[S}, | X1 = a1]] < 272"

and thus
Pr[S;] > Pr[Sp] — 272" > 1 — ke — 272" .

The bounded-spaced computation of M is as follows: the source node input is (y; € {0,1}",tag, €
{0,1}), where y1 = f(x1) and tag; = 1 iff y1 € Vjjnay (or O otherwise). At each it" layer up to i = k,
it computes x; := h;j—1(yi-1), yi := f(z;) and sets tag; := 1 iff tag, | = 1 and y; € Vay (tag; := 0
otherwise). Finally, M; produces tag; as the final output.
Similarly, we define another (n + 1,7A,log |H|)-LBP M that on input (x1, ETA_I), outputs 1 iff y €
YVmax, and thus

Pr[&] > Pr[&) — 272" >n "¢ —272" .
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The computation of My is simply to compute x; := h;_1(y;_1) and y; := f(z;) at each i*" iteration and
to output 1 iff yr € Vmax. It follows that

Pr[&, AS;] > Pri&)] — Pr[=S.] > n ¢ =272 — (ke +272") > n7¢/2 .
4

Proof of (21). For any k € [(r — 1)A], consider the following (n + 1,7A,log |H|)-LBP Mj3: on source
node input y; = f(x1) and layered input vector E’"AA, it computes z; := h;i—1(yi—1), ¥i := f(x;) at
each " layer. For iterations numbered by (k + 1)<i < (k + A), it additionally sets tag; = 1 iff either
tag, 1 = 1 or ¥; € Vmax, Where tagy, is initialized to 0. Finally, M3 outputs tag,, . By the bounded
space generator we have

k+A k+A
| Pr[Ms(Xy, H2 1) =1] — Pr[Ms(X1,BSG(U,) =1] | = [Pr[ \/ &]-Pr[ \/ &]| < 27",
i=k+1 i=k+1
and thus by (15)
k+A k+A
V&El=rp \/ &l -2 >1-n-27.
i=k+1 i=k+1

O

Proof of (22). For any k € [rA], consider the following (2n + 1,7A,log |H|)-LBP M,: on source
node input (y1 = f(z1),y; = f(2})tagy € {0,1}), where tag; = 1 iff both y1,9] € Vjmay. For
1<i < k, at each i*" layer My computes y; == f(hi—1(yi—1)), ¥: == f(hi—1(y,_;)) and sets tag; = 1 iff
tag; 1 = L AYi € Vimax] A Y € Vimax)- Finally, at the (£ + 1) layer My outputs 1 iff yj, = Yy, € Ymax (in
respect for event £, /€] ) and tag, =1 (in honor of Si/S;). Imagine running two iterates with random
x1, o} and seeded by a common hash function from distribution either H™1 or BSG (Uy), we have

CP(Yi A ExAS, | HA 1) = Pr [My (21,2, A2 = 1]

($1,$'1)<—U2n, hrA—1l fra-1

CP(Y]{: A SIIC /\S]/f ’ BSG(Uq) ) = Pr [M4<3§'171'/17HTA71) _ 1]
(z1,24)¢Uzn, hrA=1BSG(Uq,)

and thus
| CP(Yi A ExASK | H™7Y) — CP(Y. A ELAS, | BSG(U,) ) |
< Eya)etn, | | PrMa(zy,af, HAY) =1] = Pr[My(ay, 2, BSG(U,)) = 1]]
S 272n
It follows by (16) that
CP(Y, N ELAS, | BSG(U,) ) < CP(Yi, A ExASy | HA 1) 4+ 272 < (rA 4 1)-2maxntl

hTA=1 namely, for any 7! and any u;, UQGBSG_l(Ek_l),

Note that yy,, £, and S}, depend only on z; and
CP(YLAENS, | Uj=u1) = CP(YL AELASL | Uy =ug) = CP(Y{ AELAS, | BSG(U,) = *1) .

Therefore,

CP(Y] A ELASL|U,) = CP(Y{ A ELASL| BSGU,) ) < (rA+1)-2men+l
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Proof of (25). We have that

CP( (Yj—yatio Ug ) | Ee—tyagir A SG—nati )

CPC(Yj—nyaris Ua ) A Ela_iyagir NS(1)ati=)
Pr[&].

/
(" =1)Atis S

. ]2
(* =D A+
1
s CPOYGenatie A Egrvavie ASGvas [Ua) Gy
(rA 4 1) 27l 16rA
(n~2/4).2¢  — n-max.q’

where the equalities are similar to that in Fact A.1 (by renaming H1 to U,), and the two inequalities
are due to (20) and (22) respecitvely and thus

Hj( (Y(/3'71)A+i*7Uq ) | 5(,]'71)A+i* /\S&;DAH* ) > n—max+q— 2c-logn —logr —log A — 4 .

The uniform distribution over Yyax X {0,1}? has entropy

—C

Ha( (f(Un),Uy) | f(Un) € Ymax ) = log( -29) =n —max+q—c-logn+1,

9—n+max —1
and thus the entropy deficiency (i.e., the difference of two entropies above) e < clogn+logr+log A+ 5.
O

B Definitions, Explanations and Remarks

Remark B.1 (some intuitions for S;) Throughout the proofs, we consider the (inverting, collision,
etc.) probabilities conditioned on event Sy, which requires that during the first k iterations no y; (1<i <
k) hits the negligible fraction. This might look redundant as Sy occurs with overwhelming probability
(by (14)). However, our proofs crucially rely on the fact that, as stated in (16), the collision probability
of yi conditioned on Sy, is almost the same (roughly O(2™#~"), omitting poly(n) factors) as the ideal
case, i.e., the collision probability of f(U,) conditioned on f(U,) € Vmax - This would not have been
possible if not being conditioned on Sy, even though Ymax+1; ---, Yn only sum to a negligible function
negl(n). To see this, consider the following simplified case for k = 1, the collision probability of y1 is
equal to that of f(Uy), and thus we have

n

532 Pl eV < (CPUE) =Y S PAU) =) < Y F Pl € 9

=1 yey;

Suppose that there is some Yy such that t = max+Q(n) and Pr[f(Uy) € V| = negl(n), then the above
collision probability is of the order O(2™~"(n=¢ 4 2%("negl(n)). By setting negl(n) = n='°9" the
collision probability blows up by nearly a factor of 2™ than the desired case O(Qmax_”), and thus
unable to apply Lemma 3.1. In contrast, conditioned on S1 the collision probability is O(Qmax ).

Definition B.1 (Collision probabilities conditioned on S and &}) In the derandomized version,
we will use the following conditional collision probabilities, whose definitions (quite naturally extend the
standard collision probabilities) as follows:

def

CP(Y{ A ELASLI Uy & EM[ZPr[f’%Xl,ﬁ”A‘l) =y A EASLIH™T = BSG(u)?
Y

19



CP(Y, N E NS, | BSG(Uy) )

def k - rA—1
= E_‘TAleBSG(Uq)[ Zy Pr[ f <X17H/

- rA—1 —rA—1
o Y=y A& NS, H T =R

CP( YL, Uy | €4 ASE) € ST Pr[ f5 (X1, BSG(U,) =y A Ug=u| E NS, .
(yu)

Algorithm 2 M”'.
Input: y e {0,1}"
Sample j & [1], i & [A], w < {0,1}9, A2~ := BSG(u);
Let gj-navi =9 ;
FORk=(j—1)A+i+1 TO (j—1DA+A
Compute Zy := hp—1(Tr-1), Uk := f(Tk);

Tj—1)at1 — A(Tja, u);
FORk=(j —1)A+1 TO (j—1)A+i—1

Compute gy = f(Zx), T+1 = hi(Fr) ;
Output: Z(j_1)a4

Remark B.2 (On weakening the condition of (7).) It is not hard to see from the proof that our
construction only assumes a weaker condition than (7), i.e., for some constant ¢ > 0 it holds that

max(n)
Pr[ f(Un) € U Vilzne. (27)

j=max(n)—log(1/e)/10

Note that there is nothing special about the constant 1/10 in (27), which can be replaced by other small
constants. We sketch the idea of adapting the proof to the relaxed assumption. By averaging there
exists d € [0,log (1/¢) /10] such that Ymax —a has weight at least n=¢~1. We thus consider the chance
that Y; hits Ymax—a (instead of Ymax as we did in the original proof), and O(n*® - w(logn)) iterations
are bound to hit Ymax —q at least once. Now we adapt the proof of Lemma 5.3. Ideally, conditioned on
fUn) € Ymax —a the distribution (f(U,), ﬁrA—l) is uniform over Ymax X H™~1 with full entropy

—c—1

N n = A
Ho( (F(Un), H™ ™) | f(Un) € Vmax—a ) = log(gmpmar—gr [ HI™ ") = n—max +d+(rA—1) log [H|-O(logn) .

However, we actually only have that
Ho( (Y_nyati H 7Y | EGonai ASG-nati ) = (n—max+d+(7”ﬁ— 1) log [H| = O(log n)) —e,

where entropy deficiency e < d + O(logn). Then, we apply Lemma 3.1 and the hard-to-invertness only
blows up by a factor of roughly 2¢ = n©(1)(1/£)/10 than the ideal £ (and taking a square root afterwards),
which does not kill the iterate. Therefore, the iterate is hard to invert for every O(n?® - w(logn))
iterations. The proof for the derandomized version can be adapted similarly.
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