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Abstract

Non-malleable codes were introduced by Dziembowski, Pietrzak and Wichs [DPW10] as
an elegant generalization of the classical notions of error detection, where the corruption of a
codeword is viewed as a tampering function acting on it. Informally, a non-malleable code with
respect to a family of tampering functions F consists of a randomized encoding function Enc
and a deterministic decoding function Dec such that for any m, Dec(Enc(m)) = m. Further,
for any tampering function f € F and any message m, Dec(f(Enc(m))) is either m or is e-close
to a distribution Dy independent of m, where € is called the error.

Of particular importance are non-malleable codes in the C-split-state model. In this model,
the codeword is partitioned into C' equal sized blocks and the tampering function family consists
of functions (f1,..., fc) such that f; acts on the i*" block. For C' = 1 there cannot exist non-
malleable codes. For C' = 2, the best known explicit construction is by Aggarwal, Dodis and
Lovett [ADL14] who achieve rate = Q(n~%7) and error = 2-2(n~"/7)
length of the code.

In our main result, we construct efficient non-malleable codes in the C-split-state model for
C = 10 that achieve constant rate and error = 22"} These are the first explicit codes of
constant rate in the C-split-state model for any C = o(n), that do not rely on any unproven
assumptions. We also improve the error in the explicit non-malleable codes constructed in the
bit tampering model by Cheraghchi and Guruswami [CG14b)].

Our constructions use an elegant connection found between seedless non-malleable extractors
and non-malleable codes by Cheraghchi and Guruswami [CG14b]. We explicitly construct such
seedless non-malleable extractors for 10 independent sources and deduce our results on non-
malleable codes based on this connection. Our constructions of extractors use encodings and a
new variant of the sum-product theorem.

, where n is the block
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1 Introduction

1.1 Non-malleable codes

Error-correcting codes encode a message m into a longer codeword ¢ enabling recovery of m even
after part of ¢ is corrupted. We can view this corruption as a tampering function f acting on
the codeword, where f is from some small allowable family F of tampering functions. The strict
requirement of retrieving the encoded message m imposes restrictions on the kind of tampering
functions that can be handled. Unique decoding is limited by the minimum distance of the code-
word, and various bounds are known in the case of list decoding. Hence, many natural classes of
tampering functions cannot be handled in this framework.

One might hope to achieve a weaker goal of only detecting errors, possibly with high probability.
Cramer et al. [CDF108] constructed one such class of error-detecting codes, known as Algebraic
Manipulation Detection codes (AMD codes), where the allowable tampering functions consist of
all functions of the form f,(x) = a + x. However error detection is impossible with respect to the
family of constant functions. This follows since one cannot hope to detect errors against a function
that always outputs some fixed codeword.

Dziembowski, Pietrzak and Wichs [DPW10] introduced non-malleable codes as a natural gen-
eralization of error-detecting codes. Informally, a non-malleable code with respect to a tampering
function family F is equipped with a randomized encoder Enc and a deterministic decoder Dec such
that Dec(Enc(m)) = m and for any tampering function f € F the following holds: for any message
m, Dec(f(Enc(m))) is either the message m or is e-close (in statistical distance) to a distribution
Dy independent of m. The parameter € is called the error.

Let F,, be the set of all functions on {0,1}". Note that there cannot exist a code with block
length n which is non-malleable with respect to F,. This follows since the tampering function
could then use the function Dec to decode the message m, get a message m’ by flipping all the bits
in m, and use the encoding function to pick any codeword in Enc(m').

Therefore, it is natural to restrict the size of the family of tampering functions. It follows
from the works in [DPW10], [CG14a] that there exists non-malleable codes with respect to any
tampering function family of size bounded by 92" with rate close to 1 — 4 and error 270 for any
constant § > 0. The bounds obtained in these works are existential, and some progress has been
made since then in giving explicit constructions against useful classes of tampering functions.

Non-malleable codes in the C-split-state model One of the most important families of
tampering functions, both from an application point of view and from theoretical interest, is the
family of tampering functions in the C-split-state model. In this model, each tampering function f
is of the form (fi,..., fo) where f; € F, /¢, and for any codeword = = (z1,...,z¢) € ({0, 1yn/eHe
we define (f1,..., fo)(z1,...,2¢) = (fi(z1),..., fe(zc)). Thus each f; independently tampers
a fixed partition of the codeword. The relevance of this model comes from a practical point of
view when a codeword is partitioned and stored in C' different locations and different tampering
functions acts independently on each part. Another motivation to study this model comes from the
scenario where a codeword is sent through a channel that corrupts different parts independently.
This suggests that even the case C' = n is interesting, but the case when C' is independent of n is
particularly important, especially when C' is in fact a small integer.

There has been a lot of recent work on constructing explicit and efficient non malleable codes



in the C-split-state model. Since C = 1 includes all of F,,, the best one can hope for is C' = 2. A
Monte-Carlo construction of non-malleable codes in this model was given in the original paper on
non-malleable codes [DPW10] for C' = 2 and then improved in [CG14a]. However, both of these
constructions are inefficient. For C = 2, these Monte-Carlo constructions imply existence of codes
of rate close to % and corresponds to the hardest case. On the other extreme, when C' = n, it
corresponds to the case of bit tampering where each function f; acts independently on a particular

bit of the codeword.

The best known explicit construction of non-malleable codes in the C-split-state model for
the case when C' = 2 is due to the elegant work of Aggarwal, Dodis and Lovett [ADL14], who
construct a code with rate = Q(n~%/7) and error = 2-20™"") " Their proof of non-malleability
uses sophisticated methods from additive combinatorics. The drawback of this construction is the
polynomially small rate of the code.

Our main result on non-malleable codes is for the model of C-split-state adversaries when
C = 10. We give explicit constructions of non-malleable codes in this model with rate = Q(1) and
error = 2~ In particular, we have the following result.

Theorem 1. For all n > 0 there exists an explicit construction of efficient non-malleable codes on
{0,1}" in the 10-split-state model with constant rate and error = 2~

We note that the best known non-malleable code in the O(1)-split-state prior to this work was
the non-malleable code in the 2-split-state model from [ADL14], which as mentioned above, has
rate Q(n~%7) and error is 2= Thus we give the first explicit construction of constant rate
non-malleable codes in the split-state model for a fixed integer C' that do not rely on any unproven

assumptions; in fact, this is the first for C' = o(n). We further obtain optimal error.

For the case of bit tampering (C' = n), the best known explicit constructions of non-malleable
codes were given in the work of [CG14b] with rate = (1 —o0(1)) and error = 2-20"")  We improve
upon the error and obtain the following result.

Theorem 2. For all n > 0 there exists an explicit construction of efficient non-malleable codes on
{0,1}" in the bit tampering model with rate = (1 — o(1)) and error = 24",

We obtain Theorem 2 from the following observation. The construction against bit tampering
in [CG14b] uses a possibly sub-optimal rate non-malleable code against bit-tampering in its con-
struction and shows a way to improve the rate to (1 — o(1)) while maintaining the error bound.
The sub-optimal rate non-malleable code used was the code from [ADL14] which resulted in the
sub-optimal error bound of 9= Qn= 17 By plugging in our non-malleable code construction from
Theorem 1 as the sub-optimal non-malleable code in the construction of [CG14b], we deduce The-

orem 2.

Previous Work: Apart from the previous work stated above, there has been other work in con-
structing non-malleable codes. However they did not improve the parameters achieved in [ADL14]
in the C-split model for C = o(n). Before the work of [ADL14], the only unconditional efficient
non-malleable code in the C-split-state model, for C' = o(n), was by Dziembowski, Kazana, and
Obremski [DKO13]. However, they could encode only 1 bit messages.

There were also some conditional results. Liu and Lysyanskaya [LL12] constructed efficient
constant rate non-malleable codes in the split-state model against computationally bounded adver-



saries. Their proof of non-malleability relies on the existence of robust public-key cryptosystems
and existence of robust non-interactive zero-knowledge proof systems for some language in NP. They
also use the common reference string (CRS) assumption which roughly states that one has access
to an untampered random string. The recent work of Faust et al. [FMVW13] constructed almost
optimal non-malleable codes against the class of polynomial sized circuits in the CRS framework.
[CCP12], [CCFP11], [CKM11], and [FMNV14] considered non-malleable codes in other models.

Independent Work: Independently, Aggarwal, Dodis, Kazana and and Obremski [ADKO14]
constructed non-malleable codes in the 2-split model with rate Q(n‘l/ 2). Furthermore, they gave
a general reduction from 2 parts to a constant number of parts, incurring only a constant overhead
in the rate, as long as the non-malleable extractor is strong, as ours is. As a result, after seeing a
preliminary version of our work, they applied their reduction to our result to construct constant-rate
non-malleable codes in the 2-split model.

1.2 Non-malleable extractors

We prove Theorem 1 by constructing an object called seedless non-malleable extractor, which
is interesting in its own right. To motivate this, recall that the area of randomness extraction
addresses the problem of efficiently generating nearly uniformly random bits from weak sources.
The most widely used model of a weak source X measures the randomness in X in terms of its
min-entropy Hoo(X). We say that X has min-entropy k if the maximum probability that X places
on any point in its support is 27%. Unfortunately it is not possible to extract even a single bit from
sources with min-entropy n — 1. To overcome this, the notion of seeded extractors was considered
in [NZ93] where one is allowed to extract from source X using a short uniformly random string Y.
We now define strong seeded extractors, using o to denote concatenation and |D; — Ds| to denote
the statistical distance between distributions D; and Dy (see Section 2).

Definition 1.1. A function SExt : {0,1}" x {0,1}¢ — {0,1}™ is a (k,€)-strong seeded extractor
if the following holds : If X is a source on {0,1}" such that Hs(X) > k and Y is a uniformly
random string on {0,1}? independent of X, then

ISExt(X,Y) o Y = U, o Y| <e¢

From a series of works ending with [LRVWO03],[GUV09],[DKSS09], we now have explicit con-
structions of strong seeded extractors for k£ as small as O(logn), which is optimal up to a constant
factor.

A generalization of strong seeded extractors called seeded non-malleable extractors was intro-
duced in the context of privacy amplification by Dodis and Wichs in [DW09]. Dodis and Wichs
showed the existence of such extractors, and subsequently explicit constructions of seeded non-
malleable extractors were given in the recent works of [DLWZ11], [CRS12|, [Lil2a] and [Lil2b].
Recently Li [Lil3] found applications of non-malleable extractors in constructing extractors for
independent sources. To define non-malleable extractors, we need the following definition.

Definition 1.2. For any function f : S — S, f has a fized point at s € S if f(s) =s. We say
f has no fized points in T C S, if f(t) #t for allt € T. f has no fized points if f(s) # s for all
seSs.



We will need non-malleable extractors even if the seed is weak (not uniformly random), as in
the following definition.

Definition 1.3. A function snmExt : {0,1}" x {0,1}? — {0,1}™ is a (ki, ks, €)-seeded non-
malleable extractor if the following holds : If X and Y are independent sources on {0,1}" and
{0, 1} respectively such that Hoo(X) > k1 and Heo(Y) > ko and f : {0,1}"* — {0,1}" has no fired

points, then

|snmExt(X,Y) o snmExt(X, f(Y)) o Y — U, o snmExt(X, f(Y)) o Y| <e

In the above definition f is called a tampering function.

In a recent work, Cheraghchi and Guruswami [CG14b] raised the natural question of construct-
ing non-malleable extractors when we allow both X and Y to be tampered independently. They
asked, roughly :

Construct a polytime function nmExt : ({0,1}")? — {0,1}™ such that the following holds :
If X,Y are independent sources on {0,1}" such that Hy(X), Ho(Y) > k and f, g are arbitrary
tampering functions on {0, 1}" such that at least one of f, g has no fixed points, then

[nmExt(X,Y) o nmExt(f(X),g(Y)) — Uy, o nmExt(f(X),g(Y))| <e

Note that if both f and g are the identity function, then obviously there cannot be any such
function nmExt. To avoid such technicalities, we have the restriction that at least one of f or g
has no fixed points. It turns out that such functions, called seedless non-malleable extractors, exist
for k as low as O(logn) and € = 27*%) with m = Q(k). This was shown in [CG14b] using clever
techniques from the probabilistic method. However giving explicit constructions of such extractors
turns out to be a very hard problem, even for k = n, and there are still no known constructions.

It appears nontrivial to extend existing constructions of seeded non-malleable extractors when
both sources are tampered. For example for sources on [, the function x(x + y), where x is the
quadratic character!, was shown to be a seeded non-malleable extractor [DLWZ11]. However it
fails to work against tampering functions f(x) =z + 1 and g(y) = y — 1, even for full entropy.

In this paper we make progress on a relaxed version of this problem where we use a constant
number of independent sources, each with min-entropy k, instead of just 2 sources. We note that
prior to this work, there were no known results in this setting even for k = n.

We now give an informal definition of seedless non-malleable extractors for independent sources.
We refer the reader to Section 3 for formal definitions.

Definition 1.4 (informal). A function snmExt : ({0,1}")¢ — {0,1}™ is a (k,¢)-seedless non-
malleable extractor for C independent sources if the following holds: If X4, ..., X are independent
sources on {0, 1}" such that Hoo(X;) > k foralli =1,...,C and f1,..., fc are arbitrary tampering
functions such that there exists an f; with no fixed points, then

InmExt(X1,...,X¢) o nmExt(f1(X1),..., foc(Xe)) — Un o nmExt(fi1(X1),..., fo(Xe)))| <e

Our main result on non-malleable extractors is the following theorem.

p—1
YHor any prime field Fp, the quadratic character is given by x(z) = a7



Theorem 3. For some 6 > 0 there exists a polynomial time construction of a (k,€)-seedless non-
malleable extractor for 10 independent sources nmExt : ({0,1}™)10 — {0,1}™ with k = (1 — §)n,
e =27 and m = Q(k).

Theorem 1 now follows from an elegant reduction discovered in [CG14b], which shows how
to use explicit constructions of seedless non-malleable extractors to construct non-malleable codes
with an efficient decoder. This reduction however does not guarantee an efficient encoder for the
constructed codes. Developing an efficient encoder for the non-malleable codes, which follow from
the extractor construction in Theorem 3, requires some additional work. We build an efficient
encoder using algorithms for almost uniformly sampling from algebraic varieties combined with
the method of rejection sampling. The proof of correctness of the encoding algorithm relies on
estimates on the number of rational points on algebraic varieties.

1.3 Organization

We discuss preliminaries in Section 2, and formally define non-malleable codes and seedless non-
malleable extractors in Section 3. We recall the connection between non-malleable codes and
seedless non-malleable extractors from [CG14b] and deduce Theorem 1 assuming Theorem 3 and
Theorem 8.7 in Section 4. Our main technical contribution is the proof of Theorem 3. We use
Section 5 to sketch the main ideas in proving Theorem 3. Section 5 can be skipped without any
loss of continuation. We present the formal proof of Theorem 3 in Section 6. We require a sum-
product estimate over IF; for proving Theorem 3. We prove this in Section 7. The proof of this
estimate closely follows the arguments of a sum-product theorem over Fg by Bourgain [Bou05a].
We develop an efficient encoder for the constructed non-malleable codes in the 10-split-state model
in Section 8. In Appendix B, we prove an additional property of the constructed seedless non-
malleable extractor which might be useful in other explicit constructions.

2 Preliminaries

2.1 Notations

We use capital letters to denote distributions and their support. We use corresponding small letters
to denote a sample from the source.

We use [I] to denote the set {1,2,...,1}.

We use U,, to denote the uniform distribution over {0, 1}".

For any set S, we use |S| to denote its size.

F, denotes the prime finite field with p elements.

For a vector v € ), we use IIg(v) to denote the projection of v to the coordinates indexed by the
elements in S C [n]. We extend the action of IIg to sets in the obvious manner. We use II; for
For any set S, we use s ~ S to denote a uniform draw from S.



2.2 Min entropy and flat distributions

Definition 2.1. For a source X we define min-entropy of X as :

1
Hy(X) = i -
0 sesugllag%t(x) {log(Pr[X =s]) }

Definition 2.2. We call a distribution (source) D to be flat if it is uniform over a set S.

Definition 2.3. A (n,k)-source is a distribution on {0,1}" with min-entropy k.

It is a well known fact that any (n, k)-source is a convex combination of flat sources supported
on sets of size 2*.

2.3 Statistical distance, convex combination of distributions and probability
lemmas

Definition 2.4. Let D1 and Dy be two distributions on a set S. We define the statistical distance
between D1 and Do as :

1
|D1 — Ds| = 226;|Pr[D1 = u] — Pr[Dy = u]|
S

We say that a distribution D; is e-close to another distribution Dg if |[D1 — Da| <e.

Definition 2.5. The collision probability of a distribution D is defined as : cp(D) = Pr[D = D],
where D' is independent and identicaly distributed as D.

For the sake of convenience, we make the following definition.

Definition 2.6. For a set A, define cp(A) to be the collision probability of the uniform distribution
on A.

The following lemma was proved in [BIWO06].

Lemma 2.7. Let D be a distribution with cp(D) = 7. Then D is L=2_close to a distribution
with min-entropy at least log K .

Definition 2.8. We say that a distribution D on a set S is a convex combination of distributions
Dy, ..., Dy on S if there exists non-negative constants (called weights) wy, ..., w; with Zé:l w; =1
such that Pr[D = s] = Zé:l w; - Pr[D; = s| for all s € S. We use the notation D = 22:1 wj - D;
to denote the fact that D is a conver combination of the distributions D1, ..., D; with weights
Wiy, W],

Definition 2.9. For random variables X and Y, we use X|Y to denote a random variable with
distribution : Pr[(X[Y) = a] =3, conport(vy PrY = y] - Pr[X = 2[Y = y].

We note the following lemma which follows from the above definitions.

Lemma 2.10. Let X and Y be distributions on a set S such that X = Zizl w; - X; and Y =
S wi - Yio Then | X = Y| < 3w - |X; — Yil.



The following result follows from a lemma proved in [MW97].

Corollary 2.11. Let X,Y be random variables with supports S,T CV such that (X,Y") is e-close
to a distribution with min-entropy k. Further suppose that the random variable Y can take at most
l values. Then

P1;/ (X|Y =y) is 2¢/%-close to a source with
yN

1
min-entropy k — logl — log <> ] > 1 —2¢/2
€
2.4 Some results from additive combinatorics

We recall some well known results from additive combinatorics. We refer the reader to the excellent
book by Tao and Vu [TV06] for more details.

Definition 2.12. For vectors v,w € F), where v = (v1,...,v,) and w = (w1, ..., wy,), we define
VO w = (Vjwi,. .., VW)
Definition 2.13. For subsets A, B C T}, define the sets :
A+B={a+b:ac Abec B}

A©B={a®b:ac Abec B}
Observation 2.14. (F,)" is a group under the operation ©.

Lemma 2.15 (Pliinnecke-Ruzsa). Let A, B be finite subsets in an additive group G. Then

|A+ BJ*

A+ A < —7+-
A+ A< TEp

Lemma 2.16 (Plinnecke-Ruzsa). Let A be a finite subset of any additive group G. Then

A+ AN
=< ()

Lemma 2.17 (Balog-Szemerédi-Gowers lemma [BS94],[Gow98]). Let A, B be finite subsets of an
additive group G and let |A|*=P1 < |B| < |A|**P1. If cp(A + B) > |A|=(FP2=P1) | then there exists
subsets A" C A, B' C B such that |A’| > |A|*=1%2 |B’'| > |B|'=1%2 and |A" + B'| < |A|1Trit10p2,

2.5 Some known extractor constructions

We recall some known results on multi-source extractors and non-malleable extractors.

The following result on extracting from 2 independent sources is well known and a proof can
be found in [Rao07].



Theorem 2.18. For all n > 0 and any constant § there exists an explicit function 2SExt : {0,
13" x {0,1}" — {0,1}™, m = Q(dn), such that if X, Y are independent sources with min-entropy
k1, ko respectively satisfying ki + ko > (1 + 0)n, then

|2SExt(X,Y) o X — U, o X| <279,

12SExt(X,Y) o Y — U, o Y| <279

We recall a 3-source extractor constructed in [Rao06].

Theorem 2.19 ([Rao06]). For every n and and constant § > 0 there exists an explicit function
3ext : {0,1}" — {0,1}™, m = Q(n), such that if X1, X2, X3 are independent (n,0n) sources then

13Ext(X1, Xo, X3) — Uy, | < 274

Explicit constructions of seeded non-malleable extractors follow from works of [DLWZ11] and
[Li12b]. The output length in [DLWZ11] relies on an unproven but widely believed conjecture on
primes while the output length in [Lil2b] is unconditional. Further, either of the non-malleable
extractors from [DLWZ11] or [Lil2b] is also a strong 2-source extractor.

Theorem 2.20 ([DLWZ11],[Lil12b]). Let 6 > 0 be a constant. For all n, there exists an explicit
function snmExt : {0,1}"x{0,1}" — {0,1}™, m = Q(n), satisfying: Suppose X,Y are independent
sources on {0,1}™ with min-entropy ki, ko respectively.

1. If (k1 + k2) > (1 + O)n, then

|snmExt(X,Y) o X —U,, o X| < 2~ 8n)
lsnmExt(X,Y) o Y — U, o Y| <279

2. If k1, ko > (1 — 6)n and f is any tampering function with no fized points, then

[snmExt(X,Y) o snmExt(X, f(Y))
—Up, o snmExt(X, f(Y))| < 2790

3 Non-malleable codes and Seedless non-malleable extractors

3.1 Non-malleable codes

We follow the presentation in [DPW10] and define non-malleable codes.

Definition 3.1 (Coding schemes). Let Enc : {0,1}* — {0,1}" and Dec : {0,1}" — {0,1}* U {1}
be functions such that Enc is a randomized function (i.e. it has access to a private randomness)
and Dec is a deterministic function. We say that (Enc, Dec) is a coding scheme with block length n
and message length k if for all s € {0,1}*, Pr[Dec(Enc(s)) = s] = 1 (the probability is over the
randomness in Enc).

Definition 3.2 (Tampering functions). For any n > 0, let F,, denote the set of all functions
f:4{0,1}" — {0,1}™. We call any subset F C F, to be a family of tampering functions.



We do not specify the domain of tampering functions when it is implied from the context.

Definition 3.3. For any function f : S — S and T C S, the maximum pre-image size of f in T
is given by maxier |f~1(t)|. The mazimum pre-image size of f is maxges |f~1(s)].

We now define non-malleable codes with respect to a family of tampering functions. We need
to define the following function.

x if © # same*

y if x = same*

Definition 3.4 (Non-malleable codes). A coding scheme (Enc, Dec) with block length n and message
length k is a non-malleable code with respect to a family of tampering functions F C Fy, and error €
if for every f € F there exists a random variable Dy on {0,1}* U {same*} which is independent of
the randomness in Enc such that for all messages s € {0,1}*, it holds that

[Dec(f(Enc(s))) — copy(Dy, s)| < €

The rate of a non-malleable code C is given by %

As an easy example, suppose the tampering function family at hand is Feonstant, consisting of
all constant functions, f.(x) = ¢ for all z. We can use any coding scheme and for any tampering
function f. € Feonstant, we may take Dy, to be Dec(c) with probability 1.

3.1.1 Non-malleable codes in the C-split-state model

We formally define non-malleable codes in the C-split sate model.

Definition 3.5. Let F,c = {(f1,...,fc) : fi € Fyyc for all i € [C]}, where for any x = (x1, ...,

zc) € ({0, 13N we define (f1,..., fo)(x) = (fi(x1),..., fc(zc)). Non-malleable codes in the
C'-split-state model with block length n are non-malleable codes with respect to JF, c.

We call F;, ¢ to be the family of tampering functions in the C-split-state model.

When C = n, note that this corresponds to the case of bit tampering. Also C > 2, since as
discussed before, C' = 1 is impossible.

3.2 Seedless non-malleable extractors

Seedless non-malleable extractors were first introduced by Cheraghchi and Guruswami in [CG14b].
We present a modified definition here.

Definition 3.6 (Seedless non-malleable extractors). A function nmExt : {0,1}" — {0,1}™ is
said to be a seedless mon-malleable extractor with respect to a class of sources X and a family of
tampering functions F with error € if for every distribution X € X and every tampering function
f € F, there exists a random variable Dx ; on {0,1}™ U {same*} which is independent of the
source X such that

nmExt(X) o nmExt(f(X)) — Uy, o copy(Dx ¢, Un)| <€



where both Uy, ’s refer to the same uniform m-bit string.

For example suppose nmExt is a deterministic extractor for the class of sources X. If f(x) =z
is the identity function, then we may take Dx ; = same* with probability 1.

We now define a special case of the above definition which is of particular interest to us.

Definition 3.7 (Seedless non-malleable multi-source extractors). For any constant C, we say that
nmExt : ({0,1}")¢ — {0,1}™ is a seedless non-malleable multi-source extractor for C' independent
sources with min-entropy k and error € if whenever X1, Xo, ..., Xc are independent (n, k)-sources
and f1, f2..., fo are arbitrary tampering functions in F,, there ewists random variable Dy on
{0,1}™ U {same*} which is independent of the sources X, ..., X¢ such that

nmExt(X71, ..., X¢) onmExt(f1(X1),... fi(Xc)) — Un ocopy(Dy,Un)| < €

where both U,,’s refer to the same uniform m-bit string.

4 Non-malleable codes via Seedless non-malleable extractors

In this section we prove Theorem 1 assuming Theorem 3 and Theorem 8.7. The work by Cheraghchi
and Guruswami [CG14b] shows a way to construct non-malleable codes with an efficient decoder
from explicit constructions of seedless non-malleable extractors. We use this connection to construct
non-malleable codes. An efficient encoder for the resulting non-malleable codes is constructed in
Section 8.

The following theorem follows from the work in [CG14b]. We include a proof for the sake of
completeness.

Theorem 4.1. For any constant C, let nmExt : ({0,1}")¢ — {0,1}™, m = Q(n) be a polynomial
time computable seedless non-malleable extractor for C'-independent sources for min-entropy n with
error € = 274" Then there exists an explicit non-malleable code with an efficient decoder in the
C-split-state model with block length = Cn, rate = Q(1) and error = 272,

Proof. Let € = 272" for some 6 > 0. If m > én, we can modify nmExt such that its output is of
length dn (without increasing the error). Thus, without loss of generality we can assume m < jn.

We now define the non-malleable code in the following way: For any message s € {0,1}™, the
encoder Enc(s) outputs a uniformly random string from the set nmExt~(s) C {0,1}°". For any
codeword ¢ € {0,1}°", the decoder Dec outputs nmExt(c). Thus, for any message s, Dec(Enc(s)) =
s. We now prove that the code is non-malleable.

Let X1,...,X¢c be independent, uniformly random sources on {0,1}". Let fi,..., fc be arbi-
trary tampering functions on {0,1}". From the definition of non-malleable extractors, we know
that there exists an independent random variable Dy such that

nmExt(X71, ..., X¢) onmExt(f1(X1),..., fc(Xc)) — Un o copy(Dys, Up)| < € (1)

where both U,,’s refer to the same string.

Let S be a distribution which is uniformly random on {0, 1}™. For ¢ € {0,1}°™, let f(c) denote
the tampered string in {0, 1}“™ which is obtained by partitioning ¢ into blocks of length n and the
it" block of n bits is tampered by f;.
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We note that,
|Enc(S) — Ugy| = InmExt™1(S) — Ugy| < |(nmExt ™) o (nmExt(Uey,)) — Ucn| + € = ¢
Using this in (1), we have
|Dec(Enc(S)) o Dec(Enc(f(S)) — Up, o copy(Dy, Upy,)| < 2e€

Therefore, for any s € {0,1}™,

2¢

— ogm+1
Pr[S = s] 2

|Dec(Enc(s)) o Dec(Enc(f(s)) — s o copy(Dy,s)| < €

Hence,
[Dec(Enc(f(s)) — copy(Dy, s)| < 275/

This shows that the constructed code is indeed non-malleable. The efficiency of the decoder follows
from the fact that nmExt is efficiently computable. O

Thus composing Theorem 3 with Theorem 4.1 gives us an explicit construction of non-malleable
codes in the 10 split-state model with an efficient decoder. An efficient encoder for this non-
malleable code follows from Theorem 8.7. This proves Theorem 1.

5 Proof outline of Theorem 3

In this section we sketch the main ideas involved in proving Theorem 3. This section can be skipped
without any loss of continuation. The formal proof of Theorem 3 is presented in Section 6.

Definition 5.1. We call a set A satisfying the conclusion of Theorem 6.2 to be sum-product friendly.
We call a flat distribution sum-product friendly if its support is sum-product friendly.

Let X1,..., Xg be independent (n, (1 — §)n)-sources and Xg be an independent (2n,2(1 —d)n)-
source. We view each X;, i € [8], as a source on FF,, for some prime p, 2" < p < 2""1.

5.1 A first attempt

For simplicity, assume that we are dealing with tampering functions with no fixed points. Consider
the sources (X, f;(X;)) on F2 with min-entropy (1—6)log p. Following ideas of constructing multi-
source extractors from the sum-product theorem (Theorem 6.1) in [BIWO06], suppose we have that
the source (X1 - Xo+ X3, f1(X1)- f2(Xo)+ f3(X3)) expands (in a statistical sense) and is p~?(-close
to a source with min-entropy (1 + 4) log p.

Since the maximum min-entropy in the source f1(X1)- fo(X2) + f3(X3) is log p, we are in good
shape. In particular by Corollary 2.11, (X1 - Xo + X3)|(f1(X1) - f2(X2) + f3(X3)) is p~*D-close to
a source with min-entropy Q(¢ log p) with probability 1 — p ), Following this, we can thus group
the sources in blocks of 3 and output

3EXt(X1 - Xo+ X3, Xy - X5+ Xg, X7 Xg + Xg)

where 3Ext is the extractor from Theorem 2.19.
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5.2 A simple counterexample to the approach above

It turns out that the source (X - Xo + X3, f1(X1) - f2(X2) + f3(X3)) need not cross the logp
min-entropy barrier. As an easy counter example consider the tampering functions fi(x) = 2z,
f2(z) = 2z and f3(x) = 42 (where we view the tampering functions as functions from F, to F,).
We see that

(X1 X + Xy, f1(X1) - (o) + f3(X3)) = (V,4Y)

for some distribution Y on [F,,. Thus the min-entropy expansion step in our attempted construction
fails.

5.3 The actual construction

The high level idea is to make the approach of our first attempt work by characterizing all counterex-
amples to expansion and then using suitable encodings of the sources to avoid such counterexamples.
We can ensure expansion from encodings under certain assumptions on the maximum pre-image
size and number of fixed points of the tampering functions. We combine this with other extractor
ideas to build seedless non-malleable multi-source extractors. We note that the idea of encoding
sources was also used by Bourgain [Bou05b] for constructing extractors for 2 independent sources.

We now present the main steps involved in our construction. We assume n > ng for some
constant ng (if n < ng, we can do a constant time brute-force search for optimal extractors).

e We view each (n, (1 — §)n)-source X;, i € [8], as a source on F,, 2" < p < 2"*1. We encode
each x; as enc(x;) = (x4, q(x;)) for some suitable ¢() to be fixed later. Define the source

X5 = (enc(X;) + enc(X;), enc(f;(X;)) + enc(f;(X;)))

Note that Xy ; ; is a source on ]Ff).

We find a suitable encoding such that the following claim holds.

Claim 5.2 (informal). X712 ® X34+ Xf56© Xy78 is p~ D) _close to a source with min-
entropy (2 + 200) log p under the assumption that at least one of the f;’s has no fixed points
and the maximum pre-image size of each of the f;’s is bounded.

e To find a good encoding enc, we first derive a sum-product estimate over IF;; in Theorem 6.2
which characterizes sets that do not expand. We roughly show that for a set A C IF‘;; of size
p>~® such that gy 9 (A), Mz 43(A) > pi*Y for & >> § and |[AN (Fs)*| > 1|A|, we have
|A+ A|+|A® A| > p*109 unless A has a large intersection with a 2-dimensional plane of a
certain form in Ff,.

The sum-product estimate is proved in Section 7. It is obtained by closely following the
proof of a sum product estimate over FZ obtained by Bourgain in [Bou05a] and extending the
arguments to F;l).

e The idea to prove Claim 5.2 is to adapt the machinery developed in [BIW06] for proving such
expansion statements about min-entropy to a more general setting. We point out the key
differences from [BIW06] and our contribution in making the proof work.
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1. The sources Xy;; are not flat sources. We show that each such Xj;; is close to a
convex combination of a constant number of flat sources. Since not all sets in ]Fg are
sum-product friendly, we keep track of the supports of these flat sources.

2. Our key contribution here is to show that for the choice of enc(z) = (z,2* + 2% + ),
the flat sources corresponding to Xy ; ; are sum-product friendly if at least one of f; or
fj has no fixed points and the maximum pre-image size of f; and f; is bounded.

3. Thus we are dealing with convex combinations of distributions of the form A®B+C® D
where A, B,C, D are flat sources on IF'?; with the guarantee that at least one of the flat
sources is sum-product friendly. We show that the proof technique of [BIW06] goes
through even with this weaker guarantee.

e Define the following function.
exty(z1,...,rs) = (enc(x1)+enc(ze))®(enc(xs)+enc(xy))+(enc(zs)+enc(zg))®(enc(xr)+enc(xs))
We use Claim 5.2 and Corollary 2.11 to conclude the following.

Claim 5.3 (informal). ext; (X1, ..., Xg)lext;(f1(X1),..., fs(X3g)) is p~ M -close to a source
with min-entropy 108 log p with probability 1—p~*V) assuming that none of the f;’s have large
mazximum pre-image size and at least one of the f;’s have no fixed points.

e We next prove that the requirement on pre-image size of the tampering functions in Claim
5.3 can be removed.

Claim 5.4 (informal). exty (X1, ..., Xg)|ext1(fi1(X1),..., fs(Xg)) is p~ W -close to a source
with min-entropy 108 log p with probability 1 — p~*Y) assuming that at least one of the f;’s
have no fized points.

(We note that Claim 5.2 may not hold without the restriction on maximum pre-image size of
the fi’s and hence we use some new observations for proving Claim 5.4)

e To motivate our final construction, we describe an extractor exto in this step which we don’t
actually use in our construction. The formal proofs of the claims made in this step are not
included in this paper.

Let SExt be the strong 2-source extractor from Theorem 2.18.
Let exto : ({0,1}™)% x {0,1}?" — {0,1}™, m = Q(n), be defined as:

exto(z1,...,29) = SExt(exty(z1,...,238),x9)
The following result follows from Claim 5.4.

Claim 5.5 (informal). Let Xi,...,Xs be independent (n,(1 — d)n)-sources and Xg be an
independent (2n, 2(1—8)n)-source. Then exto(X1, ..., Xo)lexta(f1(X1),..., fo(Xg)) is p~HD)-
close to U, with probability 1 — p~Y) if there exists some i € [8] such that f; has no fized
points.
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The proof of the above claim follows from the following observations. Define the random
variable W = exty(X1,...,Xs) and V = ext1(f1(X1),..., fs(Xg)). We know by Claim 5.4
that for most fixings of V = v, W is p~2M_close to a source with min-entropy 108 logp =
56(2n). Since SExt is an extractor that for 2 independent sources on {0, 1}?" with min-entropy
k1, ko satisfying k1 + ko > (2 4 d)n, by Theorem 2.18 we have

ISExt(W, Xg) o V o Xg—Up o V o Xg| <279
The proof of Claim 5.5 now follows.

e However, exto cannot be the required non-malleable extractor in Theorem 3. In particular
when for all ¢ € [8], f; is the identity function and fy is any arbitrary tampering function
with no fixed points, exto does not work. Instead we replace SExt with snmExt and present
our final construction.

Let nmExt : ({0,1}™)® x {0,1}2" — {0, 1}™, m = Q(n), be defined as:
nmExt(x1,...,z9) = snmExt(exti(z1,...,23),z9)

where snmExt is the seeded non-malleable extractor from Theorem 2.20. We prove the
following claim.

Claim 5.6 (informal). Let Xi,...,Xs be independent (n, (1 — d)n)-sources and Xg be an

independent (2n,2(1 — d)n)-source. Then nmExt(X,..., Xg) nmExt(f1(X1),..., fo(Xo)) is
p~ W _close to Uy, with probability 1—p~*Y) when at least one of the f;’s have no fized points.

For an easier presentation of the main ideas, we outline the proof of the above claim in a
simpler setting where each f; is either the identity function or has no fixed points and at least
one of the f;’s is not the identity function.

The following cases arise depending on the f;’s.

1. Suppose there is some j € [8] such that f; has no fixed points. The conclusion in this
case follows from Claim 5.5.

2. Now suppose for all j € [8], f; is the identity function. Thus fg has no fixed points.
Set W to be the random variable ext; (X7, ..., Xg).
We show that W is p~2(-close to a source Z with min-entropy 2(1 —26)n. Note that Z
and Xg(g) are independent sources on {0,1}?", each with min-entropy rate > (1 — 26)
and f{ has no fixed points. Thus by Theorem 2.20, we have

lsnmExt(Z, Xo) o snmExt(Z, fo(Xg)) — Upm o snmExt(Z, fo(Xy))| < 279
This concludes the proof of Claim 5.6.
We now summarize the proof of Theorem 3.

e Let S; denote the support of each (flat) independent source X;. We partition each .S; into
Sio and S;1 such that f;(z;0) = x40 for all z;0 € Sjp and f; has no fixed points in S;;. Let Xjo
and X;; be flat distributions supported on S;p and S;; respectively.

For any 0-1 vector I, let I(i) denote the i’th entry in I. Let wr = [[o_, |S|gf"')| for I € {0,1}°.
We use Claim 5.6 to prove the following.

14



Claim 5.7 (informal). Let I € {0,1}\ {0}. Then

wry - \nmExt(XH(l), - ,Xg[(g)) o nmExt(fl(XH(l)), RN fg(XgI(g))) —
Up o nmExt(fi(X1701),-- -, fo(Xor))| < 274

We also prove that nmExt is a multi-source extractor.

Claim 5.8 (informal). Let Yi,...,Ys be independent (n, (1 — 26)n)-sources and Yy an inde-
pendent (2n,2(1 — 25)n)-source . Then

InmExt(Y1,...,Y) — Up| < 279
Define the random variable D; as:
Dy = wg - {same*} + Z wr - nmEXt(fl(Xij(l))v e afg(Xgl;I(g)))
Ie{0,1}9\{0}

where for each i € [9] and I € {0,1}°, X/ 1(i) Is identically distributed as X;(;) and independent
Ole,... ,Xg.

Recall that we need to prove :
nmExt(X1,..., Xg) o nmExt(f1(X1),..., fo(X9)) — Un o copy(Dys,Un)| < 9—(n) (2)
We have,

nmExt(Xy, ..., X9) o nmExt(f1(X1),..., fo(X9)) — Un o copy(Dy, Upn)|
<)+ Y wr nmExt(Xiya), .., Xog)) © nmBExt(f1(X171)), -, fo(Xor)))
1e{0,1}9\{C}
—Upm o nmExt(f1(X1701)), - - -, fo(Xoro))| (3)

where,

(*) = wﬁ . |nmExt(X10, PN ,Xg(]) o nmExt(fl(Xlo), ey fg(Xgo)) — copy(same*, Um) ] m‘
(4)

For i € [9], the support of Xy is Sio and by definition f;(z;0) = mip for all z;0 € S;p. Using
the definition of the function copy, we have

(*) = wg - ’IlmEXt(Xlo, e Xgo) o nmExt(Xlo, .. ,Xgo) - U, o Um|
= wg - ]nmExt(Xlo, e Xgo) - Um‘ (5)
< 279%m)

where the inequality in the last step is derived from Claim 5.8. Each term of the summation
in the RHS of (3) can be bounded by 27" using Claim 5.7. Since there are 27 — 1 terms
in the summation, we have the required bound in (2). This concludes the proof outline of
Theorem 3.
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6 Proof of Theorem 3

6.1 A sum-product estimate

The following sum-product theorem over prime fields follows from [BKT04], [BGKO06], and [Kon03].

Theorem 6.1 (Sum-product over prime fields). Let F,, be any prime field and let A C Fp, be any
non-empty subset such that |A| < p'=9 for some constant 6 > 0. Then there exists a constant
T=7(8) > 0, such that

[A+ Al +]A- Al = AT

An analogue of Theorem 6.1 over F), x F,, was proved by Bourgain in [Bou05a]. We extend this
to sets over IF';; in the following theorem and use it in our proof of Theorem 3. It is stated in a
convenient way.

Theorem 6.2. There exists 1o > 11 > 0 such that the following holds : Let A be a subset of ]Fj;
satisfying |A N (]F;;)‘l] > ‘%'. Suppose that for any subset Ay C A satisfying |A1| > p~™|A|, the
following conditions holds.

1. H{LQ} (Al) Z p1+7—0 and H{374}(A1) Z p1+TO.
2. Ay € P, where P is a 2-dimensional linear subspace of IF';‘D of the form

(a) {(x1, %2, c11, Com2) : 1 € Fp, 20 € Fp} or

(b) {(3517962702962,01901) 1x1 € Fp,xg S IE‘p}.
Then there exists a constant T > 0 (depending on 19,71) such that if |A] < p7/37717 then

|[A+ Al +|A® Al > pT|A]

We present the proof of Theorem 6.2 in Section 7. The proof of Theorem 6.2 closely follows
and extends the arguments in the sum-product estimate over Fg proved by Bourgain.

Definition 6.3. We call a set A satisfying the conclusion of Theorem 6.2 to be sum-product friendly.
We call a flat distribution sum-product friendly if its support is sum-product friendly.

6.2 A sum-product friendly encoding

Let 7,79, 71 be the constants from Theorem 6.2. Let p be any prime satisfying : p™ > 16.

Define enc : F, — FZQ, in the following way.
enc(z) = (z, 2% + 22 + )
Lemma 6.4. Let 51,5 C F), be subsets of size p'=%, p > 3. Define the distribution
X¢12 = (enc(z1) + enc(xz), enc(fi(r1)) + enc(fa(x2))) : £1 ~ S1, 22 ~ So

where f1, fo are arbitrary functions.
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Then X192 is O(p_‘s)—close to a convexr combination of at most 4 flat distributions supported
on sets of the form

T; = {(enc(x1) + enc(xa), enc(fi(x1) + enc(fo(x2))) : (x1,22) € G},

where G; C F2 and |G;| = |Tj| > p?=%.

Proof. Let T CF ;1, denote the support of X1 2. We partition T into at most 4 parts in the following
way.

For any ¢ € T, let s(t) C F2. be the set of all (x1,22) € S1 x Sa such that (enc(z1) + enc(zs),
enc(fi(z1)) + enc(f2(x2))) =t. Let r(x) denote the cardinality of the set s(x).

We claim that for any ¢t € T, 1 < r(z) < 4. The upper bound follows from the following
calculation. Let t = (t1,ta,13,t4) € F,). Thus for any (z1,x2) € s(t), we have

1+ a2 =11

T} 42 oy ah+ad Fag =ty
Substituting for xo, we have

2+ (2 — 21)" + qla1, 1, t2) = 0
where q(x1,t1,t2) has degree at most 2 in 1. Thus 1 must satisfy a polynomial of degree exactly 4.
For each fixing of x1, notice that xs also gets fixed. Thus r(t) <4 for all t € T..

For i € [4], we define the sets
T,={teT:r(t)=1i}

Thus the T;’s form a partition of T'.

Define sets G; C IE‘]Q), i € [4], such that for all t € T;, |G; N s(t)] = 1. In other words G is
constructed by picking exactly one element from s(t) for each t € T;. Thus |G;| = |T;|.

We note that for any t € T;, Pr[X 12 =1t] = |Slﬁs2| and hence

ilGil
Pl € 1= T sy

Thus we have

4
X120 = Zwi . ((enc(ml) + enc(zg), enc(fi(x1)) + enc(fa(z2))) : (x1,22) ~ GZ-)

i|Gi
[S1]]S2]
For some i, if |G;| < p*~3 then w; <i-p~%. Thus Xyijis9 - p~9-close to a distribution X},i,j
defined as

where w; =

4
X}7172 = Zw; . ((enc(xl) + enc(xe), enc(fi(x1)) + enc(fa(x2))) : (x1,22) ~ Gi)

where we set w)’s as follows. Set w, = 0 for all ¢ such that w; < i .p~%. Pick a j such that

w; > j-p~° and set Wi = Wi+ Y <ip-s Wi- For the remaining unset w;’s, set it equal to w;. O

17



Lemma 6.5. Choose a small 61 > 7. Let f1, fo be functions with mazximum pre-image size
bounded by p’'. Further assume fi has no fized points. Define the set A = {enc(z;) + enc(xz),
enc(f1(z1)) + enc(fa(x2)) : (z1,22) € G} where G C F5 is a subset of size at least ptt10% - Then
the set A C IF';% 1s sum-product friendly.

Proof. We begin by noting that p' 91 < |A| << p/3.
We need the following claim.

Claim 6.6. Define the set B = {(enc(y1)+enc(ya),enc(g1(y1)) +enc(ga(y2))) : (y1,y2) € H} where
HC IFIQ, is a subset of size at least p' 7% and g1, gs are tampering functions with pre-image size

bounded by p® . Then following inequalities hold :

BN ({0} xFp)l <p

|BN(F, x {0} x Fg)| <4.p

BN (F} x {0} x Fp)| < p'*™

BN (F) x {0})] < 4p'*+*

Proof. We have,

B={(y1 +y2yi+ v +y1+v5+ 93 +v2,01(y1) + 92(32), 1 (y1)* + g1 (y1)? + g1 (1) + g2 (y2)* +
92(y2)* + 92(y2)) = (y1,2) € H}.

We prove the inequality:
3 144
BN (F, x{0})] < 4p™*
The other inequalities follow using similar arguments.

Fix y; to some value in F,. We note that g2(y2) is the root of a monic degree 4 polynomial
and hence has at most 4 choices. Thus ys can take at most 4p°! values by using the bound on the
pre-image size of gs. The inequality now follows by observing that y; can take at most p values. [

Using Claim 6.6, we have |[AN (F5)* > (1 — p~ )| Al > LAl
Consider any subset A; C A such that |A1| > p~™|A|. It follows that there exists G; C G such
that

Ar = {(enc(ar) + enc(az). enc(fy(z1)) + enc(fo(a2)) : (w1,22) € G}
Thus |A;| > p' 891, We also note that |G| > |A;| > p'+8,
We note that [IT; 2(A1)| = |A1| > p!*™. Further [II34(A1)| > |A1|p~2t > p!+601 > plto,

The final part of the proof is to bound the intersection of A; with any 2-dimensional linear
space P of the forms specified in Theorem 6.2.

Suppose A1 C P = {(y1,¥2, c1y1, 2y2) : y1, Y2 € Fp}. Thus we have for all (z1,22) € G1:

fi(x1) + fa(x2) = c1(w1 + 2)
fi@) + filz)? + fi(zn) + fa(22)! + fol2)? + fa(w2) = co(a] + a7 + 21 + @5 + 25 + 22)
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Fix x9 = a such that (z1,a) € Gy for all ;1 € S1 CFp, |S1| > 1G] > p891. Let fo(a) = B. We thus

P
have for all 1 € Sy,

filz1) =z +caa—p (6)
filz)* + fi@)?+ filz) + B+ B+ B =c(af + 22 + 21+ o + o + ) (7)

Thus for all z € 57, the following holds:

(121 +era = B)' + (crwr + cra = B)° + (e1z1 + cra = B) + B+ 52 + 3
—c(zi+ a2+ +at+al+a)=0 9)

To derive a contradiction, we split it into the following cases.

e 1 #0,cpa— B #0
In this case notice that the LHS of (9) is of degree at least 3 and at most 4 in x; and hence
can have at most 4 roots, which is a contradiction since |S;| > p®t > 4.

® Cl = 0
In this case we see that from (6), fi is constant on S; which contradicts the assumption that
f1 has pre-image size at most p°'.

e cra—f=0,¢c1#0
Thus (9) simplifies to

daf+cdal+am + B+ +B - +ri+n+a'+a’+a)=0 (10)

We see that this is at least a linear equation and at most a degree 4 equation in z; ( and

thus a contradiction, as argued above) unless ¢} = ¢? = ¢; = cp. Thus ¢; = 1 ( since ¢; # 0).

But by (6), we then have fi(x1) = 21 for all x; € S;. This contradicts the fact that f; has
no fixed points.

This contradicts our assumption that A; C {(y1,y2, c1y1, c2y2) : y1, 92 € Fpp}.

Now suppose A1 C P = {(y1,Y2,c2y2,c1y1) : 1,42 € Fp}. We arrive at a contradiction using
similar arguments as above. We have for all (z1,z2) € Gy

fi(z1) + fa(ze) = co(2f + 2 + 21 + 23 + 23 + 2)
filz)* + fi(@)? + fi(zr) + fa(za)? + fa(z2)? + fa(x2) = c1(x1 + 22)

Fix x5 = a such that (z1,) € Gy for all z1 € S; CFp, |S1] > % > pB91. Let fo(a) = 3. We thus
have for all x € S,

fi(z1) 202(93111+x%+x1+a4+a2+a)—,8 (11)
fi@)* + fi(@z)? 4 fi(z) + B+ B2+ B = c1(x1 + x2) (12)
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It follows that for all z € Sy,

(02(33411+$%+901+044+012+a)—B)4+(CQ(IL‘%—F@”%—FM+a4+a2+a)—6)2+

(2t +ai+a1+at+a?+a) - B)+ 8 + 82+ B —ci(z1+a)=0
(14)

We note that (14) is a degree 16 equation in 2; (and hence a contradiction since p8% > 16) unless
¢z = 0. But if ¢a = 0 then from (11) we have f; is constant on S; which contradicts our assumption
that f; has pre-image size at most p°'. This completes our proof that A is sum-product friendly.

O]

In the following lemmas, we shall abuse notation and for any set A, we will also use A to denote
the flat distribution with support A.

Choose §; small enough such that for a sum-product friendly set A of size p2*5'10351 we have
|A+ A+ |A® A| > |A]p>19"91 This can be ensured by choosing &; = 1075 - 7, where 7 is the
constant from Theorem 6.2.

Lemma 6.7. Let G1,G2,G3 C FIQ) be subsets of size at least p>~%1. Let fi,...,fs be functions
with pre-image size at most p'°1. Further assume fi has no fized points. For i € [3] define the
sets A; = {(enc(zgi—1) + enc(xe;), enc(foi—1(z2i-1)) + enc(foi(xe;))) : (x2-1,22) € G;}. Then

A1 © Ay + Az is O(p~1)-close to a distribution with min-entropy (2 + 1061) log p.

To prove the above lemma, we borrow ideas from [BIW06] and use the proof technique developed
in their work.

We begin by proving the following lemmas.

Lemma 6.8. Let A C (IFp*)4, p?730001 < |A| < p? be such that any subset A’ C A of size greater
than p2_5'10351 s sum-product friendly. Supose that for some B C (F;)‘l, we have |A®B| < p?30091
p?=3000 < |B| < p. Then for any C C (F)* such that p>~% < |C| < p?, we have cp(A+ C) <
p(2H1261)

Proof. Since |A® B| < p*+30091 ysing Lemma 2.15 we have |A ® A| < |A|p?*0%1, Suppose there is
some set C' such that |C| > p?>~% and cp(A + C) > p~3+1201) Using Lemma 2.17 with p; = 2006,
and pp = 22001, it follows that there exists sets A’ C A, ¢' C C, |[A' + ('] < p2+510%01 and
|4, |C!| > p?~510°0 Using Lemma 2.15, we get that |A' 4+ A/| < |A/|p*19"0 We also have
A ® A'| < |A® A| < |A'[p%"%. By our choice of 8y, this contradicts A’ being sum-product
friendly. O

Switching the roles of addition and multiplication gives the following.

Lemma 6.9. Let A C (Fp*)4, p?300% < |A| < p? be such that any subset A’ C A of size at least
p2*5'10351 is sum-product friendly. Let B C (IF;‘,)4 be a set such that |A + B| < p?+30001 2=30001 <
|B| < p?. Then for any C C (F3)* such that p>=0 < |C| < p?, we have cp(A G C) < p~ (1200,

We say that a set is plus-friendly if it satisfies the conclusion of Lemma 6.8. Similarly we say
that a set is times-friendly if it satisfies the conclusion of Lemma 6.9.
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Lemma 6.10. Let A1 C Ff, be the set defined in Lemma 6.7. Then A1 = Ay U Ay U Ayq such that
the following hold:

1. Ay is empty or plus-friendly
2. Ay is empty or times-friendly
3. |Aul < [Aifp™

Proof of Lemma 6.10. We start out by replacing A; by A1 N (]F;)‘l. We can do this without loss of

generality since as observed in the proof of Lemma 6.5, |A; N (F5)*] > (1 — p91)|A;| and hence we
add the set Ap \ (IE‘;)4 to Aqy.

Note that by Lemma 6.5, any subset of A; of size at least p2*5'10351 is sum-product friendly.
Let Ax = A1 and Ay = (). We maintain the invariance that A, is either plus-friendly or empty.
If Ay is times-friendly then we are done. Else there exists some B of size at least p?>~%' such that
cp(Ax © B) > p—(2+1201) Using Lemma 2.17 with p; = 26; and po = 1461, we have that there
exists sets A’ C Ay, B' C B, |A'® B'| < p?t284%1 and |A/|, |B'| > p?>~282%1. Thus, by Lemma 6.8,
A’ is plus-friendly. We remove A’ from Ay and add it to Ay. Further it can be proved that unions
of disjoint plus-friendly sets are also plus-friendly. We iterate as above till Ay is times-friendly or

[ Ax] < [Aafp~. O

Proof of Lemma 6.7. By Lemma 6.10 we have 41 = A, U Ay U A’. Using Claim 6.6, we have
|A2N (IF;‘,)4| > (1—p~%)|As| and |43 N (IF;;)‘*\ > (1—p9)|A3z]. Thus A; © Ay + Az is O(p~)-close
to a convex combination of distributions of the form:

1. Ay ®ap + As, ap € Ao N (F5)?

2. Ay ® A+ as, az € Az N (F5)*

By Lemma 6.8 and Lemma 6.9, we thus have that A; ® Ay 4+ Ag is O(p~%)-close to a distribution
with collision probability at most p~(2t1201) Thus by using Lemma 2.7, we have that A; ® Ay + A3
is O(p~9)-close to a distribution with min-entropy (2 + 106;) log p. O

Theorem 6.11. Let X,..., Xg be independent sources on IF,, with min-entropy (1 — 0)logp. Let
f1, fo, ..., fs be arbitrary functions such that at least one of the f;’s has no fixed points. Further
suppose that the pre-image of each fi is bounded by p'®. Define the source

Xy = enc(X;) + enc(X;), enc(f;(X;)) + enc(f;(X;))
Then X1 20Xr34+Xr560X 178 15 O(p~?)-close to a distribution with min-entropy (2+106) log p.

Proof. Without loss of generality suppose f; has no fixed points. For all i € [3], using Lemma 6.4
we have that Xy o;_1 9; is O(p*‘s)-close to a convex combination of at most 4 flat distributions A;;
of the form (enc(xg;—1)+enc(xg;), enc(fi(xei—1)+enc(fa(z2))) : (X2i—1,22;) ~ Gij where G C IF?D,
|Gij| = p*.

With probability 1 — O(p~%) over fixing of the sources X7, Xg, we have X120Xs34+Xr560
Tprg is O(p~?)-close to a convex combination of at most 4% distributions of the form Aqj, - Agj, +
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a- Asj,, o € (F;)‘l. Since f1 has no fixed points, by Lemma 6.7 with §; = 39, we have that
Ayj, ® Agj, + a ® Asj, is O(p~?)-close to a distribution with min-entropy (2 + 106)logp. Hence,
X120 X34+ Xp560 Xp7sis O(p~9)-close to a distribution with min-entropy (2 + 104) log p.

]

6.3 Non-malleable extractors for functions with no fixed points

In this section we prove a special case of Theorem 3 where we have a restriction on the fixed points
of the tampering functions. We use this result in the proof of Theorem 3.

Theorem 6.12. There exists a constant § > 0 such that for every m there exists an explicit
function nmExt : ({0,1}")8 x {0,1}?" — {0,1}™, such that if X1, Xo, ..., Xs are independent (n,
(1—0)n)-sources, X9 an independent (2n,2(1—38)n)-source and fi, fa, ..., fo are arbitrary tampering
functions such that there exists j € [8] such that f; has no fixed points, then

InmExt(X1,..., Xg) o nmExt(f1(X1),..., fo(Xg)) — Up o nmExt(f1(X1),..., fo(Xo))| < 279%™

Proof. We view each X;, i € [8], as a source on F, for a prime p satisfying 2" < p < 2°FL. If
p™ < 16, we do a brute-force search for nmExt (in constant time). Thus assume p™ > 16.

Let snmExt : {0,1}?" x {0,1}?" — {0,1}™, m = Q(n), be the seeded non malleable extractor
from Theorem 2.20. Define the functions

1
exty(z1,z2,...,T8) = Z (enc(uiﬂ) + enc(w4i+2)) ® (enc(ac4l-+3) + enc(m4i+4))
i=0
nmExt(x1,...,z9) = snmExt(exty(z1,...,23),z9)

We show that nmExt satisfies the conclusion of Theorem 6.12.

Let S; C F,, be the support of the flat source X; for all i € [8]. Also let Sg C {0,1}?" be the
support of Xg9. We partition each 5; into S;p and S;; based on the pre-image of f; as follows.

Sio={s€Si:|f (s)NS;| <p*@}, Siy =S\ Si.
Let X;; be the flat source on S;; for j =0, 1.
We thus have
]nmExt(Xl, e 7)(9) (¢] nmExt(fl(Xl), ceey fg(Xg)) — Um @] HmEXt(fl(Xl), ceey fg(Xg))‘ (15)

< Z wy - |IlmEXt(XH(1), RN Xg[(g)) o nmExt(fl(XH(l)), - ,fg(XgI(g)))—
Ie{0,1}°

Um o nmExt(f1(Xi71))-- -, fo(Xor(9)))|  (16)

S.ris
where wy = []}_, (l \gz’(ll) )

We bound each term in (16). In particular we show that

wry - ]nmExt(XH(l), - ,Xg[(g)) o nmExt(fl(XH(l)), RN fg(XgI(g)))—
Un o mmExt(f1(Xir1)), -+, fo(Xor))| < 277 (17)
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for each I € {0,1}°. Since there are 2°(= constant) such terms in (16), we get the required bound
on (15).

We now prove (17). Fix any I € {0,1}". The following two cases can occur.

1. Suppose for some j € [9], |S;7;y| < p~°|S;|. Then w; < p~° and hence the bound in (17)
follows.

2. Thus suppose |Sjr(;)| > p~°|S;| for all i € [9].

Define the random variables :
W = ext1(Xi701), - Xsrs), VI =exti(fi(Xi1)), - - f3(Xsres)))
We prove that the following holds.

Prl[(WI\VI =) is O(p~?)-close to a distribution with min-entropy at least 106 logp] > 1 —p~°
v~V
(18)

The following two cases arise depending on 1.

(a) Suppose I(j) = 0 for all j € [8]. It follows from Theorem 6.11 that (W7, V1) is p~9-close

to a source with min-entropy (2 + 206)logp. Using Corollary 2.11 with € = p=%, we

have that

Pr [(WI|VE =) is O(p*‘s)—close to a distribution with min-entropy at least 109 log p] > 1-p?

I
U

(b) Suppose there exists some j € [8] such that I(j) = 1. Consider fixing f;(X;;(;)) and all
Xiray, 1 € [8] \ {7} Without loss of generality suppose j = 1.
Under this fixing W/ has min-entropy at least 206 log p unless sources Xj 1(3)s Xar(4) are

fixed such that enc(zzy3)) + enc(azyy) ¢ (F)?. But it follows from Claim 6.6 that

Prlenc(X3) + enc(Xy) ¢ (F;;)Q] < p~%. Thus,

Pr [(WHVI =v) is O(p~?)-close to a distribution with min-entropy at least 208 log p] = 1

v~ VI
This completes the proof of (18).

We continue with the proof of (17). For each i € [C’], define the set

Good' = {v € support(V) : (WHVT = v) is O(p~?)-close to a distribution with
min-entropy at least 100 log p}

It follows from (18) that Pr,_ys[v € Good'] > 1 — p~9.

It follows from Theorem 2.20 that snmExt is a strong 2-source extractor for independent
sources on 2n bits with entropies ki, k2 respectively satisfying ki + ko > (2 + d)n.
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Thus we have,
|snmExt(WI,X9[(9)) oVlo Xor@) — Um © Vio Xor(9)|
< (Pr[V! ¢ Good']) + 2770 4 p=0 < 2p70 4 270 = 270

Since nmExt(f1(Xi7(1)),-- -, fo(Xg,1(9))) 18 a deterministic function of the random variables
VI and Xo1(9), the bound in (17) is now immediate.

6.4 Non-malleable extractor for arbitrary functions

We now prove a slightly stronger version of Theorem 3.

Theorem 6.13 (Theorem 3 restated, stronger version). There exists a constant § > 0 such that for
every n there exists an explicit function nmExt : ({0,1}7)8 x {0,1}?" — {0,1}™, m = Q(n), such
that if X1, Xo,...,Xg are independent (n,(1 — §)n)-sources, X9 an independent (2n,2(1 — d)n)-
source and f1, f2,..., fo are arbitrary tampering functions then there exists random variable Dy on
{0,1}™ U {same*} which is independent of the sources Xi, ..., Xg such that

InmExt(Xy, ..., Xg) o nmExt(fi(X1),..., fo(Xo)) — U o copy(Dy, Up)| < 2790
where both Uy, ’s refer to the same uniform m-bit string.

Proof. We view each X;, i € [8], as a source on F, for a prime p satisfying 2" < p < 2”1, We
assume p > 16 (else we do a constant time brute-force search for nmExt).

Let snmExt : {0,1}?" x {0,1}?" — {0,1}™, m = Q(n), be the seeded non-malleable extractor
from Theorem 2.20.

Define the functions

1
exty(z1,z2,...,T8) = Z (enc(x4i+1) + enc(x4i+2)) ® (enc(x4i+3) + enc(a:4i+4))
i=0
nmExt(x1,...,z9) = snmExt(exty(z1,...,28), z9)

We need the following claims.

Claim 6.14. Let Yy, ...,Yg be sources on I, with min-entropy (1—26)-logp. Then ext;(Y1,...,Y3)
is 27" _close to a source with min-entropy (1 — 26) - 2log p.

Proof. We claim that enc(Y7)+enc(Y2) is a source with min-entropy 2(1—24) log p—2. This follows
from the fact that (y1 + ya, y% + 92 4+ 41 +y2 + y5 + y2) = (a,b) has at most 4 solutions in (yi,y2).
Also it follows from Claim 6.6 that Prlenc(Y3) + enc(Ys) ¢ (F5)?] < p%. Thus exty(Yy,...,Ys) is

p~9-close to a source with min-entropy 2(1 — 26) logp — 2. O

Claim 6.15. Let Y1,...,Yg be independent (n,(1 — 20)n)-sources and Yy an independent (2n,
2(1 — 20)n)-source . Then
InmExt(Y7,...,Yy) — Up,| < 274
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Proof. Follows directly from Claim 6.14 and Theorem 2.20. O

For each i € [8], let S; C F,, be the support of the (flat) source X;. Let Sg C {0,1}?" be the
support of Xg. We partition each S; into S;p and S;; such that f; has no fixed points in S;;. Thus

Sio =1{s € S;i: fi(s) = s}, 51 =5\ Sio

Let X;; be the flat source that is supported on S;;, ¢ = 1,..,9, 7 = 0,1. Let fZ-I denote f; with its
domain restricted to the set Si;(;y. Thus fil is a function from S;;;) to F,.

For any 0-1 vector I, let I(i) denote the i’th co-ordinate in I. Let w; = H?:l lslgf‘i)l for I € {0,
1}°.

Define the random variable D as:
Dy = wg - {same*} + Z wy - nmExt(fl(Xil ) ooy fo( X4 91(9) ))
1€{0,1}°\{0}

where for each i € [9] and I € {0,1}?, X ! 100) is identically distributed as X;r(;) and independent of
Xi,...,Xo.

We show that nmExt and Dy satisfies the conclusion of Theorem 6.13.

Recall that to prove Theorem 6.13, we need to show the following bound.
InmExt(X1,..., Xg) o nmExt(f1(X1),..., fo(X9)) — Un o copy(Dy, Up)| < 279 (19)

We have

(19) < (x) + Z wy - (nmExt(X1701y, - .-, Xor(e) © nmExt(f{ (X171)), -, fo (Xorg)))—
Ie{0,1}9\{C}

Un © nmEXt(fll(Xll(l))a cees fér(X9I(9)))|
(20)

where

(*) = wg - [nmExt(X10, ..., Xoo) © nmExt(f{(X10), ..., f§(Xoo)) — copy(same*, Up,) o Up|

For i € [9], the support of X;p is Sijp and by definition f? (240) = mjp for all z;p € Sjp. Using the
definition of the function copy, we have

(*) = wg - InmExt(X10, ..., Xgo) o nmExt(Xio,...,Xg0) = Un o Un|
= wg - nmExt(Xo, ..., Xe0) — Un| 2!

We prove the following claims.

Claim 6.16.

(*) = wg - [InmExt(X10, ..., Xoo) — Up| < 279 (22)
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Claim 6.17. For every I € {0,1}\ {0} the following holds:

wy - [nmExt(X17¢1), - -, Xor9)) © nmExt(f1(X171)),-- -, fo(Xor9)))—
Un o nmExt(f{ (X1701), -, fd (Xor)))| < 27 (23)

We use the above claims to conclude (19).

Proof of (19) using Claim 6.17 and Claim 6.16. Note that there are 2% terms in RHS of (20). Each
term corresponding to a non-zero I is bounded by 272 using Claim 6.17 and the term corre-
sponding to I = 0 is bounded by 27*(") using Claim 6.16. We can thus bound LHS of (19) by
9—Q(n)_ ]

Proof of Claim 6.16. We note that if for any i € [9], %Oﬂ < p~?, we have wg < p~%. Thus suppose

|Sio| > p~9|S;| for all i € [9]. The bound now follows from Claim 6.15. O

Proof of Claim 6.17. Fix some I € {0,1}°\ {0}.
We split the proof into the following cases.

L. If for some i € [9], |S;r] < p9|S;|, then w; < p~% and hence the bound in (23) follows.
2. Thus suppose |Sjr)| > p~9|S;| for all i € [9]. We consider the following cases.

(a) Suppose there exists some j € [8] such that I(j) = 1. In this case we use Theorem 6.12
to conclude the bound in (23).

(b) Suppose for all i € [8], I(i) = 0. We note that I(9) = 1 since I # 0. Thus all f, i € [g],
are the identity functions over their respective domains and fgl has no fixed points.
Using Claim 6.14, we have ext1 (X7, .., Xgr(s)) is 270" _close to a source Z with
min-entropy (1 — 20) - 2n
Define the random variable: W/ = ext1 (X701, - - > Xg1(8))-

Thus we have

[nmExt (X171, -+, Xor(9)) © nmExt(f1(Xi7(1))s-- -, fo(Xor(9)))
—Upn © HmEXt(fl(qu)),---,fg(Xgl )l
= |snmExt(W', Xor(9)) o snmExt(W’, f§ (Xor(9))) — Um o snmExt(W', f§ (Xoz9)))|

< [snmExt(Z, Xoy(9)) © snmExt(Z, fe (Xor(9))) — Um o snmExt(Z, fd(Xosg)))| + 274

Note that Z and Xg(g) are independent sources on {0,1}2", each with min-entropy rate
> (1 —26) and f{ has no fixed points. Thus by Theorem 2.20, we have

snmExt(Z, Xoz(9)) o snmExt(Z, fg (Xoz(9))) — Um © snmExt(Z, fg (Xor()))| < 2™
Thus, the bound in (23) follows.

This completes the proof of Claim 6.17. O
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7 Proof of the sum-product estimate over ]Ff;

We closely follow the proof of the sum-product estimate by Bourgain in [Bou05a] and prove Theorem
6.2, which we restate.
Theorem 6.2. Let 19 > 11 > 0 be any positive constants. Let A be a subset of Iﬁ‘é satisfying

|[A N (Fp)H > %. Suppose that for any subset Ay C A satisfying |Ai| > p~™A|, the following

conditions holds.
1. Ty 9y (A1) 2 p' T and M3 43 (A1) > plt7o.
2. Ay € P, where P is a 2-dimensional linear subspace of F;l) of form
(a) {(x1,22,c121,c0m2) 1 21 € Fp,z0 € Fp} or
(b) {(w1, 72, com2, c171) 1 71 € Fp, w9 € Fpp}.
Then there exists some constant T > 0 (depending on 1o,71) such that if |A] < p”/3=7, then

|[A+ Al +|A® A| > pT|A]

We introduce some notations.

Definition 7.1. Let S C F} be any set of vectors. Define S°* = S © S and SOk+1) — SOk o) §
for k > 2.

We prove Theorem 6.2 using the following lemmas.

Lemma 7.2. Let B be any subset of F;l) such that [Tl 93(B)| > p'*™ and |5 4y(B)| > p'*t™.
Then one of the following holds.

1. There exists constant k = k(o) such that |kB®¥| > p/3 or
2. B C P where P is a 2-dimensional linear subspace of Ff; of the form

(a) {(z1, 22, c1201, com2) : 1 € Fp, 20 € ]Fp} or
(b) {(331;$2>C2962,C1ZC1) M Fp,:nz S IE‘p}.

Lemma 7.3. Let B C (F;)* such that |B| > p'*™ and |B+ B|+|B ® B| < p"|B|. Fiz any k > 0.
Then, there is a subset By of B such that

1. |B1| > p~™|B| and
2. [kBY*| < p™ Byl

2
where 1 = p3F T,

Proof of Theorem 6.2. We replace A with its intersection with (F%)*. Choose 7 small enough such

for k = k(o) (where k(7p) is the constant from Lemma 7.2), it holds that: p**’7 < 1. Suppose
that |[A + A| 4+ |A ® A| < p"|A|]. Using Lemma 7.3, there exists a subset Ay, |A1| > p~™|A|, such
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that |I<:A?k\ < |A|p™. Further, we have that A; satisfies the hypothesis of Lemma 7.2. Suppose,
conclusion (1) of Lemma 7.2 holds. This implies that |A| > p”/3 which contradicts our assumption
on the size of A. Further, from the assumptions on the structure of A;, we see that conclusion (2)
in Lemma 7.2 cannot hold. Thus, it must be that |[A + A| + |[A® A| > pT|A|. O

Lemma 7.3 follows directly from Lemma 4 in [Bou0O5a] by noticing that their proof works over
(F ;‘)4 as well. Hence we do not present the proof of Lemma 7.3.

Thus we focus on proving Lemma 7.2.

We require the following lemma which was proved by Bourgain [Bou05a].

Lemma 7.4. For any B C F. such that |B| > p't™ there exists a constant k = k(7o) such that
|kB%k| = p?.

We now proceed to prove Lemma 7.2.

Proof of Lemma 7.2. Let B;; denote Ily; ;1(B). Using Lemma 7.4, there exists some kg such that
\kB%k] = p?, |kB§31k\ = p? for k > ko. We split the proof into two cases.

1. Suppose there exists some k > ko such that |[kB®F| > p?.

Thus, it must be the case that the projection map Il 5y is not one-one on kB®*. Thus there
exists b,b’ € kB* such that IIgy 91(b) = Il 0 (0) but Iz 41(b) # Iz 4 (b'). Consider the
set

kBO% — (b — b)kB®" = {(21, 22,23 — (b — b3)y3, 24 — (ba — b))ya) :
(21,22, 73, 74) € kB ¥, (y1,v2,y3,94) € kB*}

Notice that (1, z2) takes all values of F2 since |H{1’2}(k:B®k)| = p?. Similarly (y3,y4) takes
all values of F,, x F,, since \H{374}(k:B®k)] = p?. Further, at least one of (b3 — b}) or (by — b)) is
non zero. Without loss of generality, suppose b3 — b # 0. Then, for any fixing of z € kB®¥),
3(z — (b — b')kB®%) = F,, and hence |[kB®* — (b — ¥ )kB%¥| > p3.

We observe that
]{IBGk o (b o bl)kBQk C ]{IBGk o (k,BGk _ kB@k)kBQk C k/BQk’ o k/BQk’

, where k' = 3k2. Using Lemma 2.16 with A = ¥’B®% and recalling that |k'B®¥| > p?, we
have

‘k‘lBle 4 k/BQk/‘ Z (’kIBQk/ _ kIBQk/ ’ ‘k/BQkJ, ’2) 1/3
> (pPph)/3 = pT/3
Setting a new k = 2k/, we have |kBO%| > p7/3.
2. Suppose |kB®| = p? for all k > ko. Thus in particular we have

’koBQko 4 koBQkO’ — ’kOB®k0’
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and
(ko B0 © ko B| = [ko B

Thus kyB®% must be a 2-dimensional affine subspace of Fg.

Let koB®k0 = {z+ X +pw: \peFy}, z,v,w e Fg . To complete the argument, we prove
the following claims about the structure of z, v, w.

Claim 7.5. We can assume v = (1,0, a1, a2) and w = (0,1, B1, B2) such that
span{ (a1, a2), (B1, f2)} = F3

Proof. The proof follows from the observation that II(; oy (koB®*0) = I3 43 (ko BO%) = F2.
]

Claim 7.6. Let v = (1,0,a1,0a2) and w = (0,1, 51, 82). Then o;0; = 0 for i € [2]. Further
z=0.

We show how to complete the proof of Lemma 7.2, before proving the above claim.

Proof of Lemma 7.2 using Claim 7.5 and Claim 7.6. Since we have o187 = 0, suppose a; =
0. It follows from Claim 7.5 and Claim 7.6 that 81 # 0, as # 0 and f = 0.

Thus koB% = {z + X+ pw : A, € Fp} = {(\, i, Bupt, o)) : A\, pu € Fp ).
Fix any y = (y1,y2,93,y4) € koB®ko—1 n (IF;‘,)4. Note that there exists such a y since
BN (F)*# 0 and koB% N (Fr)* £ 0.

For any x = (1,29, 23,24) € B, since x ®y € kgBO% = {(\, u, Brjt, asX) = A\, i € F,}, there
exists A, p such that the following relations hold :

xy = yy tanriyl, T3 =Yz Piaaye
Thus

B C {(x1, 22, coma, c11) : 21,22 € Fp}

-1 —1
where ¢; = Yy O2Y1,C2 = Y3 B1y2.

For the case when a; # 0 (and hence $; = 0), we use an identical argument to derive that
B C{(x1,x2,c1m1, om0 : T1,22) € Fp}. O

We conclude by proving Claim 7.6.
Proof of Claim 7.6. Let S = (kgB®*) ® (kgB®*). Recall that kgBO* = {z + \v + pw : A,
p € Fp} where v = (1,0, a1, as),w = (0,1, 81, B2) and |S| = |koB®*| = p?. Thus for each

i € [4],
Hz(S) = {71—2'()\17)\27[“7,“'2) : /\17)\27M1,M2 € Fp}

29



where

(A1, A2, 1, p2) = (A1, A2) = (21 + A1) (21 + A2)
= Mo+ (AL 4+ Aoz + 27
ma (A1, Mg, i, p2) = mo(p, p2) = (22 + pa) (22 + p2)
= papo + (p1 + p2)z2 + 23
T3(A1, A2, o1, p2) = (Araa + pa B + 23) (A2cr + pafBr + 23)
= MAoad + pipeBt + arfi(Apg + Aapn)+
(M + X2)arzg + (i1 + pa)Brzs + 23
Ta(A1, A2, g1, p2) = (Mg + p1 B2 + 24)(A2az + p2B2 + z4)
= M Ao + 11283 + aaBa(Aipi + Aopin)+
(M + Ao)aozs + (w1 + po)Boza + 25

e We prove «;6; = 0, for ¢ = 1,2. Suppose not. Let o181 # 0.
Fix Ao = a2 # —z; and let A\; = a1 # A2 and let m(a1,a2) = a. Note that m(ay,
az) = (b1, ag) iff a1 = by. Thus [{mi(z,a2) : x € Fp \ {a2}}| =p— 1.
We claim that for any such fixing of Ay = a1, Ay = as, there exists ui, pus such that
mo(p1, o) = b and w3 (a1, ag, p1, po) = c for at least O(p?) pairs (b, c) € IFI%. Suppose

o (1, o) = papte + (1 + p2)z2 + 25 = b
m3(ar, ag, p1, p2) = Briipe + v + Yope + 93 = ¢

where 1, 72,73 € ), are constants ( does not depend on p1, p2) . By our choice of A1, Ag,
we have that 77 # 2 and hence the above system of equations has at most two pairs
of values of (1, u12) which satisfy it. Since (u1, u2) takes p? values, there at least p?/2
distinct pairs (b, ¢) such that there (ma(u1, 12), m3(A1, A2, p1, p2)) = (b, ¢).

Thus we have shown that there exists A1, Ag, u11, o such that (m1(A1, A2), (w1, p2),
m3(A1, A2, pi1, p2)) = (a, b, c) for at least %(p — 1)p? distinct tuples (a,b,c) € IF;’, which
is a contradiction since |S| = p?. Thus a;3; = 0. A similar argument implies that
05252 = 0.

e We now prove z = 0. Suppose a; = 0. Thus 81 # 0, as # 0 and B3 = 0. We again fix
A2 =ag # —z and let \; = aj # 9. Let (b,c) € IF%. We bound the number of (1, u12)
such that (ma(pl, p2), m3(a1, az, w1, p2) = (b, c). We have the following equations.

papie + (1 + po)ze + 25 = b

Biuipe + rzs(ps + p2) +0 = ¢
We see that the number of solutions of the above pair of equations is bounded by 2
unless z3 = (121. It follows that if z3 # ()29, there exists (A1, A2, p1, p2) such that
(m1( A1, A2), ma (1, p2), m3(A1, A2, 1, u2)) = (a, b, ¢) for at least %(p — 1)p? distinct tuples
(a,b,c) € F;’,, which is a contradiction. Thus suppose z3 = [125.
Using an identical argument (but now fixing p1, o appropriately in w9 and arguing about
the range of w1 and 74 upon varying A\, \2), we get that z4 = agz;. Thus z = (21, 22,
Brz2,a21) = 21+ (1,0,0,00) + 22 - (0,1, 61,0) = 21 - v + 22 - w € span{v,w}. Hence we
can take z = 0. O

30



O]

8 Efficient algorithms for non-malleable codes in the 10-split-state
model

In this section we prove efficiency of the non-malleable codes constructed in Theorem 1. Let nmExt
be the function from Theorem 3. Recall that for any message s, its encoding is a uniform element
from nmExt~!(s) and for any codeword ¢, the decoded message is nmExt(c). Thus the efficiency
of the decoder follows from the fact that nmExt is a polynomial time function.

We construct an efficient algorithm which takes as input a message s € {0,1}" and samples
from a distribution that is 27*(")-close to uniform on nmExt~!(s) and use this as our encoder.
This is indeed sufficient, since we only add an exponentially small error when we use this algorithm
instead of sampling uniformly from nmExt~!(s).

Our sampling algorithm is based on the following observations.

e The uniform distribution on the set nmExt™!(s) is a convex combination of uniform distri-
butions on algebraic varieties of low degree.

e Sampling almost uniformly from such algebraic sets can be done efficiently [CS09].

e Further, obtaining the weights in the convex combination reduces to approximately counting
the size of such algebraic sets for which there are efficient algorithms [HW98]. However,
the number of distributions in the convex combination can be exponentially large. To get
around this difficulty, we use the method of rejection sampling. The proof of correctness of
the algorithm relies on estimates on the number of rational points on algebraic varieties.

8.1 Tools from algebraic geometry

Let g € Fplz1,...,z.] and let H C [, be its set of zeroes. We call H the algebraic hypersurface
defined by g.

The following version of the Lang-Weil bound for hypersurfaces in F}, was proved in [CMO06].
Theorem 8.1 (Lang-Weil bound). Let ¢,d be constant integers and let p be a large prime. Let

H C I}, be a hypersurface defined by a degree d polynomial. Then there exists an integer s, 0 < s <
d, such that

1]~ sp*'| < Ofsign(s) - p 2 +p°%)
where sign(s) =1 if s > 0 and sign(0) = 0.

Lemma 8.2 (Schwartz-Zippel Lemma [Sch80], [Zip79]). Let g(x1,...,x.) be a non-zero multivari-
ate polynomial of degree d with coefficients in ¥y. Then the hypersurface H C Iy, defined by g is of
size at most dp¢~1.

We need some previous work on efficient sampling and approximate counting of algebraic vari-
eties.
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Theorem 8.3 ([CS09]). Let ¢, k,d be constant integers such that ¢ > k and let p be a prime. There
exists an efficient randomized algorithm Ai such that the following holds:

Let g1,...,9x € Fplz1,. ..,z be arbitrary polynomials of degree at most d and let S C [}, be the
set of common zeroes of g1, ...,g,. A1 takes as input the description of g1, ..., g, and a parameter
§ and outputs a sample from a distribution which is O(1/p'~°)-close to the uniform distribution
on S. The worst-case running time of Ay is bounded by poly(log p).

Theorem 8.4 ([HW98|). Let ¢, k,d > 0 be constant integers and let p be a prime. There exists an
efficient randomized algorithm As such that the following holds:

Let g1,...,9x € Fplz1,..., 2] be arbitrary polynomials of degree at most d and let S C Iy, be
the set of common zeroes of g1,...,gr. As takes as input the description of g1, ..., gr and outputs
an integer v such that

iy — —-1/2
5 o 18l < 007

The worst-case Tunning time of A is bounded by poly(logp).

8.2 A new extractor

In the construction of the seedless non-malleable extractor nmExt in Theorem 3, we needed a
seeded non-malleable extractor snmExt (with some additional properties, see Theorem 2.20). We
carefully choose snmExt such that it is easy to sample almost uniformly from nmExt~!(s). The
main idea is to pick snmExt such that nmExt~!(s) is a convex combination of algebraic varieties
of low degree over a field with large characteristic. Thus, the constructions in [Li12b] look to be a
good choice for the seeded non-malleable extractor. However, for this choice, we face the following
difficulty:

Let opr : Fp, — Zps be defined as op(x) = « (mod M). nmExt is of the form oj o exty o exty,
where ext; : F},O — ]Ff,, exto : Fg — Iy, and p, ¢ are primes satisfying p? < q < 2p? (and interpreting
the output of ext; as an element in ]Fg) Changing the characteristic of the field destroys the low
degree properties of the function exts o ext.

To fix this, we construct a new extractor for exts (satisfying the conditions of Theorem 2.20)
which allows us to work over the same field as ext;. The extractor is a variation of a construction
by Bourgain [Bou05b]. The proof uses ideas from [Lil2b], but requires more work.

Theorem 8.5. Let p be a prime. Define the functions exty : (]Fg) x (F2) — F), and snmExt :
(F2) x (F2) = Zus in the following way:

2
exto((z1,22), (Y1, y2)) Z xjy; + 22 y] snmExt(z,y) = op(exto(z,y))
7j=1

where op(x) = x (mod M). Suppose X,Y are independent sources on Fa with min-entropies ki, ks
respectively.

1. If (k1 + k2) > (24 6) logp, then

lsnmExt(X,Y) o X — Uy o X| < p W, |snmExt(X,Y) o Y — Uy o V| < p 20
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2. If k1, ko > (2 —6)logp and f is any tampering function with no fixed points, then

|snmExt(X,Y) o snmExt(X, f(Y)) — Uy o snmExt(X, f(Y))| < p*Q(l).

The proof of Theorem 8.5 is presented in Appendix A.

8.3 A generic sampling algorithm

We construct an algorithm for almost uniformly sampling from certain structured sets.

Theorem 8.6. Let 51,52, and S3 be finite sets. For arbitrary functions g : So — Ss, h : S1 — S,
there exists a sampling algorithm B which takes as input z € Ss and a parameter € > €y, runs in
time poly(log(|S1| - |Sa|),1og(2)), and outputs a sample from a distribution that is O(e)-close to
uniform on the set (g o h)~1(2), if the following conditions hold:

1. There exists an algorithm By, which takes as input z € Ss, runs in time poly(log(|Sz2|)), and
outputs a sample from a distribution that is uniform on the set g~'(z).

2. There exists an algorithm Ba, which takes as input y € Sy and €, runs in time poly(log(]S1|),
log(%)), and outputs a sample from a distribution that is e-close to uniform on the set h=1(y).

3. There exists an algorithm Bs, which takes as input y € Sy and €, runs in time poly(log(]S1|),
log()), and outputs an approzimation A, for |h=1(y)| with a multiplicative error of at most e,
Ay

Z.e.,l—egmgl‘f‘ﬁ.

4. There exist constants f > 0 and A > 1, and an efficiently computable value max such that
for all € > ey the following holds: There exists a subset Sy C Sa such that for all y € S},

max — _ S!
A < ‘h 1(y)‘ < max. Further, mzyESQ\SQ ‘h 1(3/)’ <e€ and % > f.

Proof. The idea is to use the method of rejection sampling.
Algorithm B (given input z € S5 and error parameter €):

1. Use By to sample y from g~!(z). Compute an approximation 4, for |h~!(y)| with error € using
)

algorithm Bs. If A, < max (% —€), reject y. Else accept y with probability wt(y) = %.
Iterate this step till some y is accepted. If no sample is accepted after O(log %) iterations,

accept the next sample.

2. Once y is accepted, sample from h~!(y) using By (with error ).

Proof of correctness of Algorithm B: Consider any subset T C (g o h)71(2). Let pr1 be the
probability that some element from T is picked by B in one iteration.

Then:
- L A e €7 I W 4 (A R )| B
s 2 G ( max i) < R W)l i>

y€g~1(2)

The above expression is derived in the following way: Consider any y € g~'(z). Let A, be the
approximation of |h~!(y)| computed by algorithm Bs. The probability of y being picked by B
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-1
is IQTI(Z)I' The probability that this y is accepted is given by % = % + €. Further, if y is
-1
accepted, % ¢ is the probability that some element from the set 7' is picked by algorithm B2
(since By samples from a distribution e-close to uniform on h=1(y)).

It follows that,
T

- max-[g71(2)]

|pT,1 \ = 0(6)

Let N = |[(g o h)~!(2)|. The probability that an iteration of Step (1) fails to accept a sample is:

N
Preject = (1 - HMX|91(2)|) + 0(6)

Let k = O(log %) The probability pr that some element from T is picked by B in at most k
iterations is given by:

k—1
bpr =PT1 Z:(preject)z
=0

~ (st =09) 3

=0

—

@‘mmgwmi“@i

Thus,

W—?§<“‘N<ay+““

max -|g—!

Nk
< e macls 1G4+ O(e) = Ofe)

where the equality in the last step follows from the fact that = O(1) (by Condition (4)

max 19 1(2)]

in the hypothesis).
The probability that no sample is accepted by B in k iterations is bounded by:

(1~ ) row=0u

Let B(z,€) denote the output distribution of algorithm B. Thus,

B —Ulpon) - =
‘ (Za 6) (goh)~1(2) | TQ(;);I}%)El(z)

e+ 006 - 'l =010

Pr[B(z,e) € T] — |TN"

IN
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8.4 An efficient encoder

We recall the seedless non-malleable extractor constructed in Theorem 3.
Let enc : F) — IFZQ, be defined as enc(z) = (z,z* + 2% + ).
Then nmExt : IF},O — Zyy is defined to be:

nmExt(x1,...,z10) = exts(exta(exti(z1,...,210)))

where, extq : IF'}DO — IE‘%, exto : IE‘; — Fp, and ext3 : F, = Zjs are defined in the following way:

1

exty(z1,...,w10) = () _(enc(z4it1) + enc(zait2)) © (enc(zairs) + enc(2aiya)), T9, 210)
=0

2
exta(y1, Y2, 21, 22) = Z yjzj +y3737), exty(w) = onr(w) = w (mod M)
J=1

We set M = p® such that the error in the extractor nmExt is € = p~29. Note that, as discussed

before, we use the extractor from Subsection 8.2 for exts in nmExt instead of the constructions in
[DLWZ11], [Lil2b].

An efficient encoder for the constructed non-malleable codes in the 10-split-state model follows

from the following theorem.

Theorem 8.7. There exists a randomized algorithm which takes as input z € Zy; and a parameter
e > O(p~12) and samples from a distribution O(e)-close to uniform on the set (nmExt)~"(z). The
worst case running time of the algorithm is bounded by poly(log p, log(%)).

We prove Theorem 8.7 using the following lemma.
Lemma 8.8. For s € Zyy, let Ts = ext;'(s) C F, and S = nmExt"'(s). For a € F, define

W, = (exty o ext1) ™ (a) C F}0. Define I, = {a € Ty : “;Vg“‘ < 0.9} and W = U,er. Wa.
Then

Wl _as Ll 18
< s —
I T, = 19

Proof of Theorem 8.7 assuming Lemma 8.8. We show that for g = exts and h = extyoexty, all the
conditions of Theorem 8.6 are satisfied.

1. Tt is easy to uniformly sample from g=!(z).
2. An efficient algorithm for almost uniformly sampling from h~!(y) follows from Lemma 8.3.
3. An efficient algorithm for approximately counting h~!(y) follows from Lemma 8.4.

4. Using Lemma 8.8, we have that for at least (1/19)" fraction of the y’s in g~1(2),
0.9p° < [n~H(y)| < 18p°.
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Define I = {y € g7 (2) : [h " (y)| < 0.9p9}. It follows from Lemma 8.8 that:

Bl —(1-4)

yel

Thus by Theorem 8.6, there exists an efficient algorithm to sample almost uniformly from the set
(nmExt)~!(z). O

Proof of Lemma 8.8. We begin by proving some claims.

Claim 8.9. For any s € Zyy,

P71 —p~°) < lnmExt ' (s)| < (p7°) (1 +p°)

Proof. Let X1, ..., X0 be uniform on IF,,. Using the fact that nmExt is an extractor for independent
sources with error at most € = p~2%, we have | PrlnmExt(X1,...,X10) = s] — 37| < e. The bound
on |[nmExt~!(s)| now follows. O

Claim 8.10. For any a € F, let W, = (extg o ext1)"'(a) C F}. Then there exists a polynomial
g € Fplzy,...,x10] of degree at most 18 with coefficients in IF,, such that W, is the set of zeroes of g.

Proof. Define g(x1,...,x10) = extg o exti(x1,...,210) — a. O

For a € Fp, define N, = |W,|. Note that |T,| = pl=?
Using Claim 8.9, we have

10—4 10—26 10—6 10—26
PO —p! P <Y N, <p "0 4 p
CLETS

It follows from Lemma 8.2 and Claim 8.10 that for any a € F,, N, < 18pY. Further, Theorem 8.1
and Claim 8.10 imply that if N, < 0.9p° for some a € Fp, then N, < Cp® for some constant C.

Thus,
P00 — !0 <L Cp® + (IT] — | L)) - 18p° (24)

for some constant C.
Since |I;| < |Ts| = p' 79, |I4| - Cp® < Cp°~9. Tt follows that,

P~ = o(1) < 18(/Ts| — |L|) (25)
Rearranging, we have
L] 17 18
ki 1 i
T St <y
Further,
144 L\I\08<C P (1-9)
IS| S s el TP =Y pi0-s — 102 <Pp
]

36



Acknowledgments

We are grateful to Divesh Aggarwal and Yevgeniy Dodis for very useful comments. We also thank
the anonymous referees for helpful comments.

References

[ADKO14] D. Aggarwal, Y. Dodis, T. Kazana, and M. Obremski. Non-malleable reductions and

[ADL14]

[BGKO6]

[BIWO06]

[BKT04]

[Bou05a]

[BouO5b]

[BS94]

[CCFP11]

[CCP12]

[CDF+08]

[CG14a]

[CG14b]

applications. Unpublished manuscript, 2014.

Divesh Aggarwal, Yevgeniy Dodis, and Shachar Lovett. Non-malleable codes from
additive combinatorics. In STOC, 2014.

J. Bourgain, A. A. Glibichuk, and S. V. Konyagin. Estimates for the number of sums
and products and for exponential sums in fields of prime order. Journal of the London
Mathematical Society, 73:380-398, 4 2006.

Boaz Barak, Russell Impagliazzo, and Avi Wigderson. Extracting randomness using
few independent sources. SIAM J. Comput., 36(4):1095-1118, December 2006.

Jean Bourgain, Nets Katz, and Terence Tao. A sum-product estimate in finite fields,
and applications. Geometric and Functional Analysis GAFA, 14(1):27-57, 2004.

J. Bourgain. Mordell’s exponential sum estimate revisited. Journal of the American
Mathematical Society, 18, No. 2 Apr.:477-499, 2005.

J. Bourgain. More on the sum-product phenomenon in prime fields and its applications.
International Journal of Number Theory, 01(01):1-32, 2005.

Antal Balog and Endre Szemerdi. A statistical theorem of set addition. Combinatorica,
14(3):263-268, 1994.

Hervé Chabanne, Gérard D. Cohen, Jean-Pierre Flori, and Alain Patey. Non-malleable
codes from the wire-tap channel. CoRR, abs/1105.3879, 2011.

Hervé Chabanne, Gérard D. Cohen, and Alain Patey. Secure network coding and
non-malleable codes: Protection against linear tampering. In ISIT, pages 25462550,
2012.

Ronald Cramer, Yevgeniy Dodis, Serge Fehr, Carles Padré, and Daniel Wichs. De-
tection of algebraic manipulation with applications to robust secret sharing and fuzzy
extractors. In EUROCRYPT, pages 471488, 2008.

Mahdi Cheraghchi and Venkatesan Guruswami. Capacity of non-malleable codes. In
ITCS, pages 155-168, 2014.

Mahdi Cheraghchi and Venkatesan Guruswami. Non-malleable coding against bit-wise
and split-state tampering. In TCC, pages 440-464, 2014.

37



[CKM11]

[CMO6]

[CRS12]

[CS09]

[DKO13]

[DKSS09]

[DLWZ11]

[DPW10]

[DW09]

[FMNV14]

[FMVW13]

[Gow98]

[GUV09]

[HWOS]

[Kon03]

SeungGeol Choi, Aggelos Kiayias, and Tal Malkin. Bitr: Built-in tamper resilience.
In DongHoon Lee and Xiaoyun Wang, editors, Advances in Cryptology ASIACRYPT
2011, volume 7073 of Lecture Notes in Computer Science, pages 740-758. 2011.

Antonio Cafure and Guillermo Matera. Improved explicit estimates on the number of
solutions of equations over a finite field. Finite Fields Appl., 12(2):155-185, April 2006.

Gil Cohen, Ran Raz, and Gil Segev. Non-malleable extractors with short seeds and ap-
plications to privacy amplification. In IEEE Conference on Computational Complexity,
pages 298-308, 2012.

Mahdi Cheraghchi and Amin Shokrollahi. Almost-uniform sampling of points on high-
dimensional algebraic varieties. In STACS, pages 277-288, 2009.

Stefan Dziembowski, Tomasz Kazana, and Maciej Obremski. Non-malleable codes from
two-source extractors. Cryptology ePrint Archive, Report 2013/498, 2013.

Zeev Dvir, Swastik Kopparty, Shubhangi Saraf, and Madhu Sudan. Extensions to the
method of multiplicities, with applications to kakeya sets and mergers. In FOCS, pages
181-190, 2009.

Yevgeniy Dodis, Xin Li, Trevor D. Wooley, and David Zuckerman. Privacy ampli-
fication and non-malleable extractors via character sums. In FOCS, pages 668677,
2011.

Stefan Dziembowski, Krzysztof Pietrzak, and Daniel Wichs. Non-malleable codes. In
1CS, pages 434-452, 2010.

Yevgeniy Dodis and Daniel Wichs. Non-malleable extractors and symmetric key cryp-
tography from weak secrets. In STOC, pages 601-610, 2009.

Sebastian Faust, Pratyay Mukherjee, Jesper Buus Nielsen, and Daniele Venturi. Con-
tinuous non-malleable codes. In TCC| pages 465488, 2014.

Sebastian Faust, Pratyay Mukherjee, Daniele Venturi, and Daniel Wichs. Efficient non-
malleable codes and key-derivation for poly-size tampering circuits. TACR Cryptology
ePrint Archive, 2013:702, 2013.

W. T. Gowers. A new proof of szemeredi’s theorem for arithmetic progressions of
length four. Geometric and Functional Analysis GAFA, 8(3):529-551, 1998.

Venkatesan Guruswami, Christopher Umans, and Salil P. Vadhan. Unbalanced ex-
panders and randomness extractors from parvaresh—vardy codes. J. ACM, 56(4), 2009.

Ming-Deh A. Huang and Yiu-Chung Wong. An algorithm for approximate counting of
points on algebraic sets over finite fields. In ANTS, pages 514-527, 1998.

Sergei Konyagin. A sum-product estimate in fields of prime order.
arXiv:math/0304217, 2003.

38



[Lil2a] Xin Li. Design extractors, non-malleable condensers and privacy amplification. In
STOC, pages 837-854, 2012.

[Lil12b] Xin Li. Non-malleable extractors, two-source extractors and privacy amplification. In
FOCS, pages 688697, 2012.

[Lil3] Xin Li. New independent source extractors with exponential improvement. In STOC,
pages 783-792, 2013.

[LL12] Feng-Hao Liu and Anna Lysyanskaya. Tamper and leakage resilience in the split-state
model. In CRYPTO, pages 517-532, 2012.

[LRVWO03] Chi-Jen Lu, Omer Reingold, Salil P. Vadhan, and Avi Wigderson. Extractors: optimal
up to constant factors. In STOC, pages 602-611, 2003.

[MW97] Ueli M. Maurer and Stefan Wolf. Privacy amplification secure against active adver-
saries. In CRYPTO, pages 307-321, 1997.

[NZ93] Noam Nisan and David Zuckerman. More deterministic simulation in logspace. In
STOC, pages 235—244, 1993.

[Rao06] Anup Rao. Extractors for a constant number of polynomially small min-entropy inde-
pendent sources. In STOC, pages 497-506, 2006.

[Rao07] Anup Rao. An exposition of Bourgain’s 2-source extractor. Electronic Colloquium on
Computational Complexity (ECCC), 14(034), 2007.

[Sch80] J. T. Schwartz. Fast probabilistic algorithms for verification of polynomial identities.
J. ACM, 27(4):701-717, October 1980.

[TV06] Terence Tao and Van H. Vu. Cambridge University Press, 2006.

[ZipT9] Richard Zippel. Probabilistic algorithms for sparse polynomials. In Proceedings of the

International Symposiumon on Symbolic and Algebraic Computation, EUROSAM ’79,
pages 216-226, London, UK, UK, 1979. Springer-Verlag.

A Proof of Theorem 8.5

We restate Theorem 8.5 for the sake of convenience.

Theorem 8.5 (restated). Let p be a prime. Define the functions exty : (F2) x (F2) — F, and
snmExt : (F2) x (F2) — Zay in the following way:

2
exto((z1,72), (y1,92)) = D _(z5y5 +25y7),  snmExt(z,y) = oar(exta(z, y))
7=1

where op(x) = x (mod M). Suppose X, Y are independent sources on FZ% with min-entropies k1, ko
respectively.

39



1. If (k1 + k2) > (24 6) logp, then

lsnmExt(X,Y) o X —Upr o X[ <p % |snmExt(X,Y) o Y — Uy o Y| < p %)

2. If k1, ko > (2 —6)logp and f is any tampering function with no fixed points, then

|snmExt(X,Y) o snmExt(X, f(Y)) — Uy o snmExt(X, f(Y))| < p*Q(l).

We recall some results in order to prove Theorem 8.5.
Notation For any distribution D and non-negative integers c1, co, let c;. D —co D be the distribution
obtained by drawing independent samples di, ..., d¢ +¢, from D and outputting (d; + ...+ de,) —
(d01+1 +... dC1+C2)'

Define ey : Zny — C as eny(z) = e*~". Recall that any nontrivial character ¢ of the additive
group Zy is of the form ¢(x) = en(ax) for some a € Zy \ {0}. For an introduction to Fourier
analysis on Abelian groups, we refer the reader to [TV06].

The following XOR lemma was proved in [Rao07].

Lemma A.1 (XOR lemma). Let D be a distribution over Zy such that for every nontrivial char-
acter ¢ of Zn, we have |E[¢(D)]| < e. Then, for any M < N, we have

loar(D) — Ups| = O(elog NV M) + O(M/N)

We need a slightly modified version of an XOR Lemma proved in [DLWZ11].

Lemma A.2. Let D1, Do be distributions over Zy such that for arbitrary characters ¥, ¢ of Zn,
we have |E[¢)(D1)p(D9)]| < €, whenever 1 is nontrivial. Then, for any M < N, we have

|(oar(D1),001(D2)) = (Unr, oa1(D2))| = O(e(log N)*M) + O(M/N)

For vectors v,w € ]Fg , let (v,w) denote the standard inner product over FF,. The following
results are well known and can be found in [Rao07].

Lemma A.3. Let § > 0 be a constant. Let X,Y be independent sources on IFS with min-entropies
k1, ko respectively, such that ki + ko > (C + 6)logp. Then for any nontrivial character ¢ of Fp,
E[p((X, V)] < p~ @M.

Lemma A.4. Let 6 > 0 be a constant. Let X,Y be independent sources on Fg with the fol-
lowing property: There exist constants c1,ca such that the sources c1X,coY with min-entropy k1,
ko respectively, satisfying ki + ky > (C + 0)logp. Then for any nontrivial character ¢ of Fp,
E[p((X, V)] < p~20.

Lemma A.5. Let ext : {0,1}" x {0,1}" — {0,1}", m = Q(n), be a 2-source extractor with error
270" | for independent sources with min-entropies ki, ko respectively, satisfying ki + ko > (1+0)n.
Then ext is a strong 2-source extractor with error 2= for independent sources with min-entropies
k1, ko respectively, satisfying ki + ko > (1 + 20)n.

Proof of Theorem 8.5.
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e Suppose k1 + ka2 > (2 +9) logp.

We prove the following claim.

Claim A.6. For any nontrivial character ¢ of Ty, we have |E[p(exta(X,Y)]| < p~ M),
Proof. We note that,

exta(X,Y) = (21, 22, 2%, 23), (y1, 92, 91, 43))
Define the distributions X', Y’ (over IF;L,) in the following way:

X' = (21,290,207, 23) ¢ (x1,m2) ~ X, Y = (y1,92,95,93) : (y1,92) ~ Y

Thus
exta(X,Y) = <X’,Y’)

We claim that 2X’ has min-entropy at least 2k; — 2. To prove this, consider arbitrary (a,b,
¢,d) € Fj. 21+ %1 = a, 23 + I} = ¢ has at most 2 solutions in (x1,%;). In a similar way,
To + To = b, x% + a’:g = d has at most 2 solutions in (xg2,Z2). Thus,

Pr[2X’ = (a,b,c,d)] < 4-27%R

Hence 2X’ has min-entropy at least 2k; — 2. Similarly, the distribution 2Y”’ has entropy at
least 2ky — 2.

Thus,
Hoo(2X") 4+ Hoo(2Y") > 2(ky + ko) —4 > (44 9) logp

The proof now follows using Claim A.4. O
By combining Claim A.6 with Lemma A.1 and Lemma A.5, we have
lsnmExt(X,Y) o X — U o X| <p W, |snmExt(X,Y) o Y — Uy o Y| < p 90

e Now suppose k1,ks > (2 —9)logp and f is any tampering function with no fixed points.
Let fi, f2 be functions such that for any (y1,y2) € IFZQ,,

fy,v2) = (fi(y1,92), f2(y1,92))

We show that for arbitrary characters ¢, of I, such that ¢ is nontrivial,

[E[(exta(X,Y))i(exta(X, f(Y)))]] < p~ Y (26)

Let ¢(x) = ep(azx), Y(z) = ep(afr) for some o € Fy, and 3 € Fy,. To prove (26), it is enough
to prove the following claim.

Claim A.7. For arbitrary o € F, and 8 € ),

[E[ep(c - exta(X,Y) + aff - exta(X, f(Y))]] < p~ )
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Proof. If 8 =0, the proof follows by Claim A.6. Thus suppose 8 € F;.
Define the distributions X’ and Yj ; (over F1) in the following way:

X = (a:l,xg,x%,xg) S(xy,x9) ~ X

Vi o= (1 + By y2),y2 + B2y, v2), vi + Bfr(y1,v2)%, 45 + Bfa(y1,y2)?) : (y1,42) ~ Y
We note that,

Elep(a - exts(X,Y) + aB - exta(X, f(V))]] = E[p((X', Y5 ;)]

where ¢(z) = e,(ax) is a nontrivial character of F).
It follows from the proof of Claim A.6 that the source 2X’ has min-entropy at least 2k; — 2.

We now claim that the distribution Yﬁ” f has min-entropy at least ks — logp. To prove this
consider arbitrary (a,b,c,d) € IF;*,. To get an upper bound on Pr[Yﬂ'yf = (a,b,c,d)], we bound
the number of pairs (y1,y2) satisfying the following equations:

yi+Bhily,y2) =a (27)
yi+Bfilyye)? =c (28)
y2 + Bfa(yr,y2) = b (29)
Y5 + Bfa(y1,92)° = d (30)
Eliminating f;(y1,y2) from equations (28) and (30), we have
(L+ )i — 2ay1 + (a® = fe) =0 (31)
(14 B)ys — 2by2 + (b° = b) =0 (32)

1. If B # —1, clearly there are at most 4 possible values of (y1,y2) satisfying the equations
(31) and (32).
2. Now suppose 3 = —1.
(a) If ab # 0, then (y1,y2) can take exactly 1 value.
(b) Consider the case where a = 0. This forces ¢ = 0 for (31) to hold. Hence by (27),
fi(y1,92) = 1
i. If b # 0, then g2 can take at most 1 value and hence there are at most p values
of (y1,y2) satisfying the equations (31) and (32).
ii. If b =0, then d is forced to be 0 for (32) to hold. By (29), fa(y1,y2) = y2 and
hence f(y1,y2) = (y1,y2). Since f has no fixed points, there can be no solutions
in this case.

We thus have,
Pr[Yj ;= (a,b,c,d)] < p-27"

and hence Yé 7 has min-entropy at least kz — logp.
Thus,

Hoo(2X') + Hoo (Y} 4) > 2k + ko —logp — 2 > 5logp — 3dlogp — 2 >> (4 + 6) logp

The proof now follows using Claim A.4. O
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By combining (26) with Lemma A.2, we have
lsnmExt(X,Y) o snmExt(X, f(Y)) — Uy o snmExt(X, f(V))| < p~®O).
This concludes the proof of Theorem 8.5.

O

B An additional property of the constructed seedless non-malleable
extractor

We include an additional property of the seedless non-malleable extractor from Theorem 6.13, which
might find application in other explicit constructions. Independently, Aggarwal, Dodis, Kazanaand
and Obremski [ADKO14] gave a general reduction from 2 parts to a constant number of parts,
incurring only a constant overhead in the rate, as long as the non-malleable extractor satisfies this
property. As a result, after seeing a preliminary version of our work, they applied their reduction
to our result to construct constant-rate non-malleable codes in the 2-split model.

Theorem B.1. Let Xi,...,Xg be independent (n,n)-sources and let X9 be an independent
(2n,2n)-source. Let nmExt : ({0,1}™)® x {0,1}2" — {0,1}™,m = Q(n), be the seedless non-
malleable extractor with error e = 2~ from Theorem 6.13. Then:

InmExt(X1, ..., Xg) o Xi, 0... Xis — Up o Xj 0... X | < 2790
for arbitrary 1 < iy < ... <ig <9.

Proof. Recall that nmExt(X; ..., X9) = snmExt(ext; (X1, ..., Xg), X9), where the functions snmExt
and exty are defined in the proof of Theorem 6.13. We split the proof into two cases.

e Suppose ig # 9. Consider a fixing of the sources Xy, ..., X7 to arbitrary values xy,..., 27
such that (enc(zs) 4 enc(zg)) € (F3)?. It follows from Claim 6.6 that the probability over

X1 ..., X7 of a fixing satisfying this condition is at least 1 — 27%(")_ We prove that:

InmExt(z1, ... 27, X5, Xo) 0 Xg — Uy, 0 Xg| < 279 (33)
It follows from the structure of ext; that extq(x1,...,27, Xg) is a (2n,n)-source. By applying
Theorem 2.20 on the sources exty(z1,...,27, Xg) and Xy, we have

|snmExt(ext;(z1,...,z7, Xg), Xg) oexti(x1,...,2x7, Xg) — U 0 exty (21, ..., 27, X3)| < 9—n)

Now (33) follows by observing that there is a deterministic one-one map between the random
variables Xg and exty(z1, ..., 27, X3).

Using Lemma 2.10, it follows that

InmExt(X1,...,Xg)oX10...Xg —UpoXjo... Xg| <2790
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e Now suppose ig = 9. Let 1 < j < 8 be such that j # 4; for any [ € [8]. Consider any fixing
of the sources X1,...,X;_1,Xj11,...,Xg such that exti(z1,...,2j-1,Xj,2j41,...,28) is a
(2n,n)-source. As argued in the previous case, the probability (over X1,..., X1, Xj41,...,
Xg) of a fixing satisfying this condition is at least 1 — 27%("). Further recall that Xy is a
(2n,2n)-source. Using Theorem 2.20, we have

|snmExt(ext;(z1, ..., Tji1, X5, Tjq1,. .., xg), Xg) 0 Xg — Up, 0 Xg| < 9~42(n)

Using Lemma 2.10, it follows that

lInmExt(Xy,...,Xo) o Xj;0... Xjy —Upno X, 0... X | < 9—Q(n)_
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