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Abstract

Secret sharing schemes allow a dealer to distribute a secret piece of information among several
parties so that any qualified subset of parties can reconstruct the secret, while every unqualified
subset of parties learns nothing about the secret. The collection of qualified subsets is called an
access structure. The best known access structure is the k-threshold one, where any subset of
size k or more is qualified and all smaller subsets are not qualified. A major issue is the size of
the shares needed to assure this property. For the threshold access structure, when k = 2 and
there are n parties it is known that the share size must be logn even for secrets of 1 bit.

In this work we consider the case where the set of parties is not known in advanced and
could potentially be infinite. We would still like to give the t'! party arriving a small share as
possible as a function of . We show that for any access structure it is possible to do so by giving
shares of size 2¢=!. Our main result is a scheme for k-threshold access structure with shares of
size (k—1) -logt+ poly(k) - o(logt) bits. Finally, we prove that no secret sharing scheme for the
2-threshold access structure with share size at most logt + loglog¢ + O(1) exists.
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1 Introduction

640K ought to be enough for anybody

Misattributed to Bill Gates, 1981

Engineering scalable systems is a delicate business: important decisions have to be made regard-
ing balancing scalability and efficiency when fixing system parameters (such as the representation
size of a date, the number of clients the system can serve simultaneously, security parameters and
more). This inherent tradeoff between scalability and efficiency has had devastating consequences.
There are many Y2K [Wikb] style horror stories such as losing contact with the NASA space probe
“Deep Impact” when its internal clock reached exactly 232 one-tenth seconds since 2000 on 11
August 2013, 00:38:49 [Geo] and the IPv4 address exhaustion problems caused by the limited allo-
cation size for numeric Internet addresses [Wika]. Can we design scalable systems without suffering
a great deal of efficiency costs? In this work we investigate methods that do not assume a fixed
upper bound on the number of participants in the area of secret sharing.

Secret sharing is a method by which a secret piece of information can be distributed among n
parties so that any qualified subset of parties can reconstruct the secret, while every unqualified
subset of parties learns nothing about the secret. The collection of qualified subsets is called
an access structure. Secret sharing schemes are a basic primitive and have found applications in
cryptography and distributed computing; see the extensive survey of Beimel [Beill]. A significant
goal in secret sharing is to minimize the share size, namely, the amount of information distributed
to the parties.

Secret sharing schemes were introduced in the late 1970s by Shamir [Sha79] and Blakley [Bla79]
for the k-out-of-n threshold access structures that includes all subsets of cardinality at least k
for 1 < k < n. Their constructions are fairly efficient both in the size of the shares and in the
computation required for sharing and reconstruction. Ito, Saito and Nishizeki [ISN93] showed
the existence of a secret sharing scheme for every (monotone) access structure. In their scheme
the size of the shares is proportional to the depth 2 complexity of the access structure when
viewed as a Boolean function (and hence shares are exponential for most structures). Benaloh and
Leichter [BL88] gave a scheme with share size polynomial in the monotone formula complexity of
the access structure. Karchmer and Wigderson [KW93] generalized this construction so that the
size is polynomial in the monotone span program complexity.

All of these schemes require that an upper bound on the number of participants is known in
advance. However, in many scenarios this is either unrealistic or prone to disaster. Moreover, even
if a crude upper bound n is known in advance, it is preferable to have as small shares as possible
if the eventual number of participants is much smaller than n.

In this work we consider the well motivated, yet almost unexplored', case where the set of
parties is not known in advanced and could potentially be infinite. Our goal is to give the ¢! party
arriving a share small as possible as a function of t. We require that in each round, as a new party
arrives, there is no communication to the parties that have already received shares, i.e., the dealer
distributes a share only to the new party. We call such access structures evolving: the parties arrive
one by one and, in the most general case, a qualified subset is revealed to the dealer only when all
parties in that subset are present (in special cases the dealer knows the access structure to begin
with, just does not have an upper bound on the number of parties). For this to make sense we

'But see the work of Csirmaz and Tardos [CT12] discussed below.



assume that the changes to the access structure are monotone, namely, parties are only added and
qualified sets remain qualified.
Our first result is a construction of a secret sharing scheme for any evolving access structure.

Theorem 1.1. For every evolving access structure there is a secret sharing scheme where the share
size of the t' party is 2t 1.

Then, we construct more efficient schemes for specific access structures. We focus on the evolving
k-threshold access structure for k£ € N, where at any point in time any k parties can reconstruct
the secret but no k — 1 parties can learn anything about the secret.

Theorem 1.2 (Informal). There is a secret sharing scheme for the evolving k-threshold access
structure in which the share size of the t™* party is (k — 1) - logt + poly(k) - o(logt).

Finally, for £ = 2, we present a matching lower bound showing that our scheme is tight with
respect to the high order term.

Theorem 1.3. For any constant ¢ € N, there is no secret sharing scheme for the evolving 2-THR
access structure in which the share size of the t™* party is at most logt + loglogt + c.

In addition, we present a construction for the evolving 2-threshold access structure with slightly
better low order terms. In this scheme the share size of the ¢ party is log t+log log t+2 log log log t+
6. This scheme matches the lower bound even for the second order term.

1.1 Discussion

Schemes for general access structures. In the classical setting of secret sharing many schemes
are known for general access structures, depending on their representation [[SN93, BL88, KW93].
All of these schemes result with shares of exponential size for general access structures. One of the
most important open problems in the area of secret sharing is to prove the necessity of long shares,
namely, find an access structure (even a non-explicit one) that requires exponential size shares.

Our scheme for general evolving access structures also results with exponential size shares.
Since any access structure can be made evolving, we cannot hope to obtain anything better than
exponential in general (unless we have a major breakthrough in the classical setting).

Threshold schemes. In the classical setting there are several different schemes for the threshold
access structure. One of the best such schemes (in terms of the computation needed for sharing
and reconstruction and in terms of the share size) is due to Shamir [Sha79]. In this scheme, to
share a 1-bit secret among n parties, roughly logn bits have to be distributed to each party. It is
known that logn bits are essentially required, so Shamir’s scheme is optimal (see [CCX13] for the
proof and a discussion of the history).

Let us review Shamir’s scheme for the k-out-of-n threshold access structure. The dealer holding
a secret bit s, samples a random polynomial p(-) of degree k — 1 with coefficients over GF(q), where
the free coefficient is fixed to be s, and gives party i € [n] the field element p(i). ¢ is chosen to
be the smallest prime (or a power of a prime) larger than n. Correctness of the scheme follows by
the fact that k points on a polynomial of degree k — 1 completely define the polynomial and allow
for computing p(0) = s. Security follows by a counting argument showing that given less than k
points, both possibilities for the free coefficient are equally likely. The share of each party is an



element in the field GF(q) that can be represented using log g ~ logn bits. Notice that the share
size is independent of k.

As a first attempt one might try to adapt this procedure to the evolving setting. But since n
is not fixed, what ¢ should we choose? A natural idea is to use an extension field. Roughly, we
would simulate the dealer for Shamir’s scheme, sample a random polynomial of degree k — 1 and
increase the field size from which we compute shares as more parties arrive. Ideally, for the share
of the ' party we will use a field of size O(t). This implies that the share size of party ¢ would
be log(O(t)) < logt + loglogt for large enough ¢. The lower bound in Theorem 1.3 means that no
such solution can work!

We take a different path for obtaining efficient schemes. For example, for £ = 2, our scheme
results with essentially optimal share size for the t'! party: the first two high order terms are
logt + loglogt (without hidden constant factors) and there is an additional lower order term of
2logloglogt 4+ 6. See the simplified scheme in Section 5.

1.2 Related work

Most similar to our setting is the notion of on-line secret sharing of Csirmaz and Tardos [CT12].
Csirmaz and Tardos present a scheme for any access structure in which every party participates
in at most d qualified sets, where d is an upper bound known in advance. The share size of every
party in this scheme is linear in d. In addition, Csirmaz and Tardos presented a scheme for evolving
2-threshold in which the share size of party t is linear in t. Our Theorem 1.2 is an exponential
improvement on the latter.

There are numerous areas where systems are designed to work without any fixed upper bound
on the size or the duration they will be used. A few examples include prefix-free encodings of the
integers (e.g. Elias codes [Eli75]), labeling nodes in possibility infinite graphs [KNR92] and data
structures for approximate set membership for sets of unknown size [PSW13].

1.3 Overview of our constructions and techniques

First, we overview our construction for general evolving access structures. Then, we describe our
construction for the evolving 2-threshold access structure. This serves as a warm-up for our more
general construction for k-threshold access structures.

Any evolving access structures. Let A = A;, As,... be any evolving access structure with
corresponding monotone characteristic functions fi, f2..., where f;: {0,1}* — {0,1}. Note that
the dealer does not know fi, fo... in advance but is only given f; when the t'' party arrives. The
main idea underlying our construction is that any monotone function f;: {0,1}* — {0,1} can be
written as

ft(l‘l,. . .,xt) = (xt A\ ft(.%'l, e, X1, 1)) V ft(acl, - ,.Z‘t_l,()).

The important property of this representation is that f(z1,...,2¢-1,1) and f(x1,...,2:—1,0) are
independent of x4, or in other words, the formula that computes f;_i(x1,...,2¢1) is independent
of z; (and all other variables that will appear in the future). This results with a formula for the
access structure with the property that the location of a variable depends only on the previous
variables (and not of future ones).



To share a secret given this representation of the access structure, we use ideas underlying the
scheme of Benaloh and Leichter [BL88] combined with some new ideas. Specifically, our represen-
tation differentiates between leaves which are labeled with variables and leaves which are labeled
with constants. In the standard setting, where the scheme of Benaloh and Leichter is used, it
can be assumed that a formula does not have leaves labeled with constants as they can always be
simplified.

The share size of party ¢ in our scheme is equal to the number of times the variable x; appears
as a leaf in the formula. Since the variable 2; appears in our formula 2/~! times, we get a scheme
with this share size. See Section 4 for the full details.

Evolving 2-threshold access structure. The approach of [CT12] for the evolving 2-threshold
access structure is to give party ¢ a random bit b; and all bits s & by,...,s @ b;—1. This clearly
allows for each pair of parties to reconstruct the secret and ensures that for every single party the
secret remains hidden. The share size of the t'" party in this scheme is t. (Essentially the same
scheme also follows from our general construction in Section 4 with a simple efficiency improvement
described towards the end of that section.) Generalizing this idea to larger values of k results with
shares of size roughly t#~1.

Whereas the above approach is somewhat naive (and very inefficient in terms of share size), our
construction is more subtle and results with exponentially shorter shares. Our main building block
is a domain reduction technique which allows us to start with a naive solution and apply it only
on a small number of parties to get an overall improved construction. Details follows.

We assign each party a generation, where the g*' generation consists of 29 parties (i.e., the
generations are of geometrically increasing size). Within each generation we execute a standard
secret sharing scheme for 2-threshold. Notice that here we know exactly how many parties are in
the same generation: party t is part of generation g = |logt| and the size of that generation is
S1ZE(g) < t. A standard secret sharing scheme for 2-out-of-¢ costs roughly logt bits (see Claim 2.3).
This solves the case in which both parties come from the same generation.

To handle the case where the two parties come from different generations we use a (possibly
naive) scheme for the evolving 2-threshold access structure. For each generation we generate one
share for the evolving scheme and give it to each party in that generation. Thus, if two parties
from different generations come together they hold two different shares for the evolving scheme
that allow them to reconstruct the secret. Since we generate one share of the evolving scheme per
generation, party ¢ holds the share of the (g = logt)™ party of the evolving scheme!

Summing up, if we start with a scheme in which the share size of the t** party is o(¢), then we
end up with a scheme with share size roughly o’'(t) = logt + o(logt). To get our result we start
with a scheme in which o(¢) = t (described above) and iteratively apply this argument to get better
and better schemes.

Evolving k-threshold access structure. There are several ideas underlying the generalization of
the 2-threshold scheme to work for any k. As before, we assign each party a generation, but now the
g™ generation is roughly of size 2(*=1)'9. This means that party ¢ is in generation g = | (logt)/(k—1)]
that includes s1zE(g) = t - 2¥~! parties. Again, within a generation we apply a standard k-out-of-
S1ZE(g) secret sharing scheme. This costs us log(sizE(g)) < logt + k bits. This solves the problem
if k£ parties come from the same generation.

We are left with the case where the k parties come from at least two different generations.
For this we use a (possibly naive) scheme for the evolving k-threshold access structure. For each
generation we generate k — 1 shares sq, ..., sx_1 for the evolving scheme and share each s; using a



standard i-out-of-SI1ZE(g) secret sharing scheme. Thus, if £ < k — 1 parties from some generation
come together, they can reconstruct sy, ..., sy which are ¢ shares for the evolving scheme. Therefore,
any k parties (that come from at least two generations) can reconstruct k shares for the evolving
k-threshold scheme that enable them to reconstruct the secret. Since we generate k — 1 shares of
the evolving scheme per generation, party ¢ holds (roughly) the share of the (logt + k)™ party of
the evolving scheme.

The share size needed to share each s; is max{log(SIZE(g)), |s;|} < max{logt+ k,o(logt + k)}.
Summing up, if we start with a scheme in which the share size of the t*® party is o(t), then we end
up with a scheme with share size roughly o’(¢t) = logt + (k — 1) - max{logt + k,o(logt + k)}. A
small optimization is that sharing s; costs just |si|, as we can give s; to each party (similarly to
what we did in the k = 2 case).

We want to iteratively apply this domain reduction procedure. For this we have to specify the
initial scheme. If we start with the scheme that results from the construction in Theorem 1.1 which
has share size roughly 2¢ (or roughly t* with the optimization described above), then the resulting
scheme will have a factor that depends exponentially on k. This makes the scheme impractical even
for small values of k.

A formula for the future. To get around this we present a tailor-made construction for the
evolving k-threshold in which the share size of party ¢t has almost linear dependence on t and k.
Specifically, the share size in this scheme is kt - log(kt). For this, we construct, at least intuitively,
a Boolean monotone formula for k-threshold that counts to k.2 For this counting to make sense in
the evolving setting we notice that counting to k can be done by summing up the number of 1’s so
far with the number of 1’s that will come in the future. Since we are counting to k, both of these
numbers can be bounded by k, so we have to prepare only k possibilities for the unknown future.
To make this construction efficient, we combine it with a generation-like mechanism. See Section 6
for the full details.

2 Model and Definitions

For an integer n € N we denote by [n] the set {1,...,n}. We denote by log the base 2 logarithm
and assume that log0 = 0.

We start by briefly recalling the standard setting of (perfect) secret sharing. Let P, = {1,...,n}
be a set of n parties. A collection of subsets A C 2P~ is monotone if for every B € A, and B C C
it holds that C' € A.

Definition 2.1 (Access structure). An access structure A C 277 is a monotone collection of subsets.
Subsets in A,, are called qualified and subsets not in A are called unqualified.

Definition 2.2 (Threshold access structure). For every n € N and 1 < k < n, let (k,n)-THR be
the threshold access structure over n parties which contains all subsets of size at least k.

A (standard) secret sharing scheme involves a dealer who has a secret, a set of n parties, and
an access structure A. A secret sharing scheme for A is a method by which the dealer distributes

2Even though we can make our construction a monotone formula, our final construction is not phrased as a formula
since we want to optimize share size. To exemplify this gap notice that the secret sharing scheme that results from
the best formula for k-threshold on n parties has share size poly(k) - logn [Fri86, Bop86], while the scheme of Shamir
has size roughly log n, independently of k.



shares to the parties such that any subset in A can reconstruct the secret from its shares, while
any subset not in A cannot reveal any information on the secret.

More precisely, a standard secret sharing scheme for an access structure A consists of a pair of
probabilistic algorithms (SHARE, RECON). SHARE gets as input a secret s and generates n shares
II4,...,1I,. RECON gets as input shares of a subset B and outputs a string. The requirements are:

1. For every qualified set B € A, it holds that Pr[RECON({II; };ep, B) = s] = 1.

2. For every unqualified set B ¢ A and every two different secrets sp, sz, it holds that the
distributions ({IL; };ep, s1) and ({IL; };epB, s2) are identical.

The share size of a scheme is the maximum number of bits each party holds, namely max;e, {|IL;|}.
The well known scheme of Shamir [Sha79] for the (k,n)-THR access structure (based on poly-
nomial interpolation) satisfies the following.

Claim 2.3 ([Sha79]). For every n € N and 1 < k < n, there is a secret sharing scheme for secrets of
length m and the (k,n)-THR access structure in which the share size is ¢, where ¢ > max{m,log ¢}
and ¢ > n is a prime number (or a power of a prime). Moreover, if k = 1 or k = n, then £ = m.?

2.1 Secret Sharing for Evolving Access Structures

We proceed with the definition of an evolving access structure. Roughly speaking, the parties arrive
one by one and, in the most general case, a qualified subset is revealed only when all parties in
that subset are present (in special cases the access structure is known to begin with, but there is
no upper bound on the number of parties). To make sense of sharing a secret with respect to such
a sequence of access structures, we require that the changes to the access structure are monotone,
namely, parties are only added and qualified sets remain qualified.

To define evolving access structures we need to define a restriction.

Definition 2.4 (Restriction). Let A be an access structure on n parties and let 0 < m < n. We
denote by Al,, the restriction of A to the first m parties. That is,

Al ={X e A|Vie{m+1,...,n}: i ¢ X}.
Due to monotonicity of the access structure, we have the following claim.

Claim 2.5. If A is an access structure on n parties, then A|,, is an access structure over m parties.

Proof. By definition of Al,,, it contains only parties from the set {1,...,m}. Thus, to prove the
claim it is enough to show that A|,, is a monotone set, namely, that if B € A|,, then for any
B C C C Pp,. Indeed, since A is an access structure, for B € Al,, and B C C C P,,, C P, we
have that B,C € A. By definition of A|,,, it holds that C' € Al,,. |

Definition 2.6 (Evolving access structure). A (possibly infinite) sequence of access structures
{A;}en is called evolving if the following conditions hold

1. For every t € N, it holds that A; is an access structure over t parties.

3Schemes in which the share size is equal to the secret size are known as ideal secret sharing schemes.



2. For every t € N, it holds that A|;_1 is equal to A;_1.%

This definition naturally gives rise to an evolving variant of threshold access structures (see
Definition 2.2). Here, we think of k as fixed, namely, independent of the number of parties.

Definition 2.7 (Evolving threshold access structure). For every k& € N, let evolving k-THR be
the evolving threshold access structure which contains for any access structure in the sequence all
subsets of size at least k.

We generalize the definition of a standard secret sharing scheme to apply for evolving access
structures. Intuitively, a secret sharing scheme for an evolving access structure is a secret sharing
scheme in which the number of parties in not fixed in advance. At any point ¢ € N in time, there
is an access structure A; which defined the qualifies and unqualified subsets of parties.

Definition 2.8 (Secret sharing for evolving access structures). Let A = {A;}ien be an evolving
access structure. Let S be a domain of secrets. A secret sharing scheme for A and S consists
of a pair of algorithms (SHARE,RECON). The sharing procedure SHARE and the reconstruction
procedure RECON satisfy the following requirements:

1. SHARE(s, {IIy, ..., II;_1}) gets as input a secret s € S and the secret shares of parties 1,. .., t—
1. Tt outputs a share for the t'! party. For t € N and secret shares II;,...,II;_; generated
for parties {1,...,t — 1}, we let

Ht — SHARE(S, {Hl, Ce ,Htfl})

be the secret share of party t.

We abuse notation and sometimes denote by II; the random variable that corresponds to the
secret share of party ¢ generated as above.

2. Correctness: For every t € N every qualified subset in .A; can reconstruct the secret. That
is, for t € N and B € A, it holds that

Pr [RECON({HZ}ZGB,B> = S] = 1,
where the probability is over the randomness of the sharing procedure.

3. Secrecy: Forevery t € N, every unqualified subset B ¢ A; and every two secret s1, so € S, the
distribution of the secret shares of parties in B generated with secret s; and the distribution
of the shares of parties in B generated with secret so are identical. Namely, the distributions
({11, }ieB, s1) and ({IL;};eB, s2) are identical.

The share size of the ' party in a scheme for an evolving access structure is |II;|, namely the
number of bits party ¢ holds.

On choosing the access structure adaptively. One can also consider a stronger definition in
which Ay is chosen at time ¢ (rather than ahead of time) as long as the sequence of access structures
A ={Ay,..., A} is evolving. In this variant, the RECON procedure gets the access structure A;
as an additional parameter. Our construction of a secret sharing scheme for general evolving access
structures in Section 4 works for this notion as well.

4Recall the definition of a restriction from Definition 2.4.



3 Warm-Up: Undirected S-T-Connectivity

We start with a simple warm-up scheme. We show that the standard scheme for the st-connectivity
access structure can be easily adapted to the evolving setting.

In this access structure, parties correspond to edges of an undirected graph G = (V, E). There
are two fixed vertices in the graph called s and t (where s,t € V). A set of parties (i.e., edges) is
qualified if and only if they include a path from s to t.

Around 1989 Benaloh and Rudich [BR89] constructed a (standard) secret sharing for this access
structure: let s € {0,1} be the secret. The dealer, given a secret s, assigns with each vertex v € V
a label. For v = s the label is ws = s, for v = t the label is wy = 0 and for the rest of the
vertices the label is chosen independently uniformly at random w, - {0,1}. The share of a party
e = (u,v) € E is wy, ® w,.

For correctness (completeness) consider a set of parties that include a path s = vjve ... vy =t
from s to t. To reconstruct the secret, the parties XOR their shares to get

(wm @wvz) S (wvz @wv:z,) DD (kaﬂ @ka) = Wy D Wy, = 8.

For security, one can show that any subset of parties that do not form a path from s to t, hold
shares which are independent of the secret. One way to prove this is to show that the number of
ways to get to the shares of the parties given the secret 0 is equal to the number of ways to get to
these shares given the secret 1 (see [Beill, §3.2]).

One can observe that this access structure and scheme naturally generalize to the evolving
setting. In this setting, we consider an evolving (possibly infinite) graph, where the set of nodes
and edges are unbounded. At any point in time an arbitrary set of vertices and edges can be added
to the graph. An addition of an edge corresponds to a new party added to the scheme. The special
vertices s and t are fixed ahead of time and cannot change (this is to ensure the access structure is
evolving).

Initially, the dealer assigns labels for the special vertices s and t, as before (i.e., it sets ws = s
and wy = 0). For the rest of the vertices the dealer assigns (uniformly random) labels only on
demand: When a new edge e = (u,v) is added to the graph (which corresponds to a new party),
the dealer gives the party corresponding to the edge e the XOR of the labels of the vertices u and
v. Correctness and security of this scheme follow similarly to the correctness and security of the
standard scheme. One can see that the share size of each party is exactly the size of the secret.

4 A Scheme for General Evolving Access Structures

We give a construction of a secret sharing scheme for every evolving access structure. We emphasize
that our construction also works in the scenario in which the access structure is chosen adaptively;
see remark after Definition 2.8. Without loss of generality we focus on the case where the secret is
a single bit.

Theorem 4.1 (Theorem 1.1 restated). For every evolving access structure there is a secret sharing
scheme where the share size of the t™ party is at most 2t~1.

Our construction results with exponential-sized shares, that is, the share of the t*® party is

2t=1_ This should come as no surprise, as the best constructions known for standard secret sharing
schemes for general access structures also have exponential-sized shares (exponential in the number



of parties). Proving that exponential-size shares are necessary to realize some evolving access
structure is a very interesting open problem.

Our construction is influenced by a construction of Benaloh and Leichter [BL88] that gives a
secret sharing scheme for any (standard) access structure A whose characteristic function 14 is
described by a monotone formula.? In this construction, each gate in the formula is assigned with
a label (a bit). The labels assigned to the leaves correspond to the shares of the parties. Assign the
root with the secret s € {0,1}. Recursively apply the following assignment rules if a gate has an
assigned label v and its children are not yet assigned: (1) if the gate is an V gate, assign both its
children with the label v, and (2) if the gate is an A gate, sample a random u «+ {0, 1} and assign
one child with the label u and the other with the label v @ u. The share of party ¢ consists of all
the labels of the leaves that correspond to the i*" input variable.

Reconstruction is done in the natural way from the leaves to the root. We assign a label to
each gate. The label of a leaf corresponding to the i*" input variable is the corresponding share of
the i** party. The label of an A gate is the XOR of the labels of its two children. The label of an
V gate is the label of either of its children (by construction they are the same). The label of the
root is the output of the reconstruction.

Correctness and security of the scheme follow by induction on the depth of the formula. For
formulas of depth 1 (i.e., formulas that contain a single leaf), correctness and security are immediate.
Consider a formula F' of depth d > 0 and assume that the scheme is correct and secure for formulas
of depth d — 1. The formula F can be written as either FF = Fy V Iy or F' = Fy A\ Fy, where
Fy and F5 are the left and right subtrees, respectively. Let x and y be inputs to the formula F
that corresponds to a qualified and unqualified set of parties, respectively. That is F(z) = 1 and
F(y) = 0. There are two cases to analyze:

1. If F = Fy V Fy: Either Fi(z) = 1 or Fo(xz) = 1 (or both). Thus, by the hypothesis, one of
the labels of the children of F' can be learned from the shares of labels of . By construction,
this label is also the label of F. For security notice that both Fi(y) = 0 and Fy(y) = 0.
Thus, by hypothesis, both labels of the children of F' cannot be learned from the shares of y.
Therefore, by construction, the label of the root F' is perfectly hidden,

2. If F = Fy A\ Fy: Both Fi(x) = 1 and Fy(z) = 1. Thus, by the hypothesis, both labels of
the children of F' can be learned from the shares of labels of x. By construction, one can
recover the label of F' by summing up both labels. For security notice that either Fj(y) =0
or Fi(y) = 0 (or both). Thus, by hypothesis, at least one label of the children of F' cannot be
learned from the shares of y. Therefore, by construction, the label of the root F' is perfectly
hidden.

The share size of each party is determined by the number of times the corresponding input variable
appears as a leaf in the formula.

Proof of Theorem 4.1. Our construction exploits the following fact about monotone functions:
For every monotone function f: {0,1}"™ — {0, 1} it holds that

f(.l‘l,...,l‘n) = (.CCn A f(xl,...,xn,l,l)) \ f(l‘l,‘..,xnfl,()). (41)

5 A monotone formula is a binary tree in which every leaf is labeled by an input variable and every internal node
is labeled by an A or V gate. The root of the tree is the output gate. Recall that an access structure is a monotone
set of subsets. Thus, there must be a monotone formula that computes its characteristic function.



Using this fact recursively, we can write any function f as a formula F' which we call the normal
form formula of f. Notice that f(x1,...,2,-1,0) and f(x1,...,2,-1,1) are independent of x,.
Our construction will apply a variant of the [BL88] construction. Recall that in the standard
setting, secret sharing according to a monotone formula with constant leaves (fixed in {0,1}) is not
a problem since any such formula can be simplified to contain only (unfixed) input variables. Our
normal form formula, on the other hand, contains constants that we cannot simplify (due to the
uncertainty regarding the future). Thus, we handle constants in a special way, similarly to how we
handle input variables. In particular, the dealer will have to remember the labels of the constant
leaves. Details follow.

Let A = {A;}sen be an evolving access structure.® Let {f;};en be the sequence of functions,
where f;: {0,1}* — {0, 1} is the (monotone) characteristic function of A;. The dealer maintains a
labeled tree representing the formula in normal form, while updating the tree with each new party
arriving. At time step ¢ = 1 the dealer secret shares the secret with respect to the access structure
f1 according to the formula

fi(z1) = (21 A £1(1) V £1(0).

That is, the dealer assigns the leaf f1(0) with the label s, samples a random bit ;) «+ {0,1},

assigns x1 with the label r(;) and f(l)(l) with the label (1) © s. The share of party 1 is s if
f1(1) = 1 and it is r(;) otherwise. The dealer remembers the tree with the above labels depicted in
Figure 1.

A f1(0)
o N ®s
T f1(1)

Figure 1: The tree corresponding to the formula f;(z1) in normal form.

When party t > 1 arrives, the dealer, that maintains a normal form formula for f;_; with
corresponding labels on the gates, proceeds as follows. For every b = (by,...,b;_1) € {0,1}71 it
expands the constant gate f;_1(b1,...,b;—1) labeled with ;D s with the subtree

(ZCt A ft(blv"'vbt—l?l)) \% ft(bl"'wbt—lvo)‘

Next, it samples a random bit by - {0, 1} and labels the leaf x; with by, the leaf fi(b1,...,b;—1,1)
with by @ r; © s and the leaf fi(b1,...,b;-1,0) with r; @ s, respectively. Finally, the bit r; @ s is
given to the ¢ party if fi(b1,...,b_1,1) = 1. Otherwise, the bit b is given to party ¢. This is
depicted in Figure 2.

50ur construction will actually work in the setting where A; itself is chosen at time ¢ (and it is not known at time
t' < t).

10



by / \1211@7”5@5
! fi1(1)

Figure 2: The tree corresponding to the formula f,(b) for b € {0,1}*~! in normal form.

For example, when party 2 arrives, we expand the leaves that are constants in Figure 1 (i.e.,
f1(0) and f1(1)) with the appropriate subtree. Within each subtree, we apply the secret sharing
scheme described above where the secret is the label of the root (it is r(;) @ s for fi(1) and s for
f1(0)). The resulting formula is depicted in Figure 3. Party 2 gets the bit r() © s if fo(1,1) =1,
and it gets the bit r(; ;) otherwise. In addition, party 2 gets the bit s if f2(0,1) = 1, and it gets
T(0,1) Otherwise.

s

vV

o T
N R

f2(0,0)
" @/ NJw@ n/ ey @
f2(1,0) f2(0,1)
ml)/ e Ora) @

f2(1,1)

Figure 3: The tree corresponding to the formula f3(z1,z2) in normal form.

Reconstruction at time ¢ is done bottom up from the leaves to the root according of the normal
form formula of f;. The leaves that correspond to input variables are labeled using the shares of
the corresponding parties in the natural way. The label of an A gate whose children are labeled,
is the XOR of the labels of its children. The label of an V gate whose children are labeled, is the
label of either of its children (they are the same by construction).

Next, we argue correctness and security at time ¢t € N. The following claim, that follows from
the construction, will be useful.

Claim 4.2. At time t € N, for every b = (b1,...,b_1) € {0,1} it holds that
5= (B(or,...br_1) N 0t) © (Boy,.. o) Nt—2) @ -+ ® (byy Abr).

Let b= (b1,...,b;) € {0,1} be an indicator vector of a qualified set of parties at time ¢. Let us
assume without loss of generality that by = 1. For every i € [t — 1] such that b; = 1, party ¢ holds
the bit by, . 3, Party ¢, by construction and using Claim 4.2, holds the bit

(b(b1 ..... bt—1) A btfl) D---D (b(b1) VAN bl) P s.

11



Therefore, by XOR-ing all the above shares the parties can compute s.

Security is immediate for t = 1. Assume that the scheme is secure for ¢ — 1 and we shall prove
that the scheme is secure also for 1 <t € N. Let b = (b1,...,bt) € {0,1} be an indicator vector of
an unqualified set of parties at time ¢t. Assume that b; = 1, as the other case follows immediately
from the induction hypothesis. For every b= (b1,...,b) € {0,1}t, party t receives either a uniform
random bit by, 5, or the bit (b(ln,-..,btq) A bt,l) b B (b(bl) A b1) @ s, depending on whether
fi(b1,...,br) = 0ornot. The by, 3, bits do not give an unqualified set any additional information
about the secret as they are independent of everything else this set posses, so we can ignore them.
For any bit of the form (b(bl,...,bt_l) A bt_l) DD (b(bl) A b1) @ s, by construction any unqualified
set is missing at least one of the XORed components (b, . 5,) A b;) for which b; =1 (as otherwise
it must be qualified). Therefore, these bits are also distributed independently uniformly at random
and do not give any information about s. Security follows by the hypothesis.

Share size. Each leaf of the tree contributes one bit to the share of the corresponding party. By
construction, the total size of a share of a party is equal to the number of leaves which are labeled
by constants in the round before that party arrived. The number of such leaves (i.e., leaves labeled
by constants) doubles every round. The first party gets a single bit and has a tree with two constant
nodes. The second party thus gets two bits and has a tree with four constant nodes, and so on. In
general, we have that the share size of party ¢ is 2!~! bits.

Information the dealer maintains. To prepare a share for party ¢ € N, the dealer has to
maintain the 2¢~! labels (each is one bit) corresponding to the constant leaves f;_1(by...,b;_1) for
b1,...,bi—_1 € {0, 1}.

Remark 4.3 (Efficiency improvements.). It is possible to reduce the share size of some parties
by slightly optimizing the above scheme. Whenever a constant leaf fi(by,...,b;) for ¢ € N and
bi...,bs € {0,1} that evaluates to 1 is encountered, we do not need to expand it in future time
steps. Indeed, the fact that fy(b1,...,b;) = 1 implies that the set that (b1,...,b;) represents (b; = 1
represents that party ¢ € [t] is present and vice versa) is qualified. Any subset that contains parties
that came later than time step ¢ and include this subset, can recover the secret by using the shares
of parties that (by,...,b;) represents (ignoring the shares of parties that come later).

Generalization to larger domains of secrets. One can generalize the scheme to support larger
domains of secrets. One way to do this is by secret sharing long secrets bit-by-bit (assuming a
representation of secrets as bits). Another way to do this is to work over a larger finite group G.
Here, sampling random elements is done by sampling independently with uniform distribution over
the elements of G. The XOR operation should be replaced with the group operation of G.

5 An Efficient Scheme for Evolving 2-Threshold

In this section we give an efficient construction for a secret sharing scheme for the evolving 2-
THR access structure. Recall that evolving 2-THR is the sequence of access structures (2,1)-THR,
(2,2)-THR, (2, 3)-THR, ... which allow, at any point in time, for every pair of parties to learn the
secret while disallowing singletons to learn anything about it. We focus on the case where the
secret is a single bit.

12



Theorem 5.1. There is a secret sharing scheme for the evolving 2-THR access structure in which
the share size of the t™ party is bounded by

logt + loglogt 4 2logloglogt + 6.

Recall that in the classical setting of secret sharing, where an upper bound on the number of
parties is known, there is a very efficient scheme for (2, n)-THR in which the share size of each party
is roughly logn. Thus, ideally one could hope to obtain a scheme for any evolving access structure
in which the share size of the ' party is very close to logt.” Our scheme gets very close to this.
When ¢ goes to infinity, the length of the share of the ' party is (1 + o(1)) - logt.

Our main technical claim used to prove Theorem 5.1 is given in the following lemma.

Lemma 5.2. Assume that there exists a secret sharing scheme for the evolving 2-THR access struc-
ture in which the share size of the t' party is o(t). Then, there exists a secret sharing scheme for
the evolving 2-THR access structure in which the share size of the t™ party is

logt+ o(logt +1).

Proof of Theorem 5.1 assuming Lemma 5.2. Recall that in Section 4 we constructed a secret
sharing scheme for any evolving access structure. By applying it we would get shares of size 2!,
However, using the efficiency improvements described in Remark 4.3, we can get a better bound®.
Consider the tree at time ¢t — 1. The only leaf corresponding to constants that are 0 are of the form
fe—1(b1,...,bi—1) where Zf;} b; < 1. There are exactly ¢ such leaves, and thus we get a scheme
1 for evolving 2-THR in which the share size of the t™ party is

aO(t) =t.

tth

Using Lemma 5.2 this gives rise to a scheme II(V) in which the share size of the party is

oW (t) =logt + o (logt + 1)
=2logt + 1.

Applying Lemma 5.2 again we get a scheme I in which the share size of the ¢! party is

o@D (t) =logt + oW (logt + 1)
<logt+2log(logt+1)+1
<logt+ 2loglogt + 3.

Applying Lemma 5.2 one last time we get a scheme II® in which the share size of the t* party is

o3 () =logt + o (logt + 1)
<logt+log(logt+ 1) + 2loglog(logt + 1) + 3
<logt + loglogt + 2logloglogt + 6.

"In Section 7 we show that a scheme in which the share size of the ¢! party is logt + 1 is impossible to obtain.
However, we do not rule out a scheme in which the share size is logt + 2.
8 Alternatively, we can use the construction of [CT12] (see Section 1.3) which gives the t*® party a share of size t.

13



This proves the theorem.

We note that this bound is tight according to the lower bound in Theorem 1.3 up to the
low-order term logloglogt.

We note that by applying Lemma 5.2 ¢ times we can improve the share size for large enough t.
This will match the lower bound up to low order term of log(” (t) (See Remark 7.3). We choose to
stop after three applications of Lemma 5.2 due to aesthetic reasons. [ |

We are left to prove Lemma 5.2.

Proof of Lemma 5.2. Let Il be a construction of a secret sharing scheme for evolving 2-THR in
which the share size of the t** party is o(t). We construct a scheme II’ for the same access structure
in which the share size is logt + o(logt 4+ 1). We proceed with the description of the scheme.

Let s € {0,1} be the secret to be shared. Each party, whenever it arrives, is assigned to a
generation. The generations are growing in size: For ¢ = 0,1,2... the ¢g*" generation begins when
the 29-th party arrives. Therefore, the size of the ¢ generation, namely, the number of parties
that are part of this generation, is SIZE(g) = 29 and party t € N is part of generation g = |logt].

Whenever a generation begins the dealer prepares shares for all parties that are part of that
generation. Let us focus on the beginning of the g'* generation and describe the dealer’s procedure:

1. Split s using a secret sharing scheme for (2,S1ZE(g))-THR. Denote the resulting shares by

(9) (9)
W2,

2. Generate one share using the secret sharing scheme II given the secret s and previous shares
{U(i)}ie{o,...,g—l}' Denote the resulting share by v(9).

3. Set the secret share of the 5 party in the g generation (i.e., j € [sizE(g)]) to be

(ugg),v(g)> .

The output of the scheme is depicted in Figure 4.

Correctness and security. Let t1,to € N be any two different parties. We show that the
secret s can be computed from their shares. If ¢; and t2 are from the same generation g (i.e., if
g = |logti] = |logtza]), then they can reconstruct the secret s using the reconstruction procedure
of the (2,51zE(g))-THR scheme using the corresponding u(9) shares. If they are from different
generations g1 # g9, then the parties can compute s using the reconstruction procedure of the
evolving 2-THR scheme and the two shares v(91) and v(92).

For security consider any single party ¢t € N from generation g. By the security of the
(2,812E(g))-THR scheme, the security of the evolving 2-THR scheme, and the fact that both parts
of the share are generated independently, the shares cannot be used to learn anything about the
secret.

Share size analysis. We analyze the share size of parties in the scheme II'. Denote by o(t) the
share size of party t in the scheme II. We bound the size of each component in the share of party

t. The share of party ¢ that is the j' party of generation g = [logt| is (u§g ), v9)).

1. ug-g) — generated by secret sharing s using a scheme for (2, SI1ZE(g))-THR. Since SIZE(g) = 29

and using Claim 2.3 we get that
[ui?| < log (s1ze(g)) < [logt).
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Figure 4: The shares of parties 1,...,15 from generations 0, ..., 3.

2. v(9) — generated by generating one share of a secret sharing scheme II for evolving 2-THR.
Recall that g shares were generated for previous generations. Therefore,

09 = a(g+1) = o([logt] +1).
Thus, the total share size in the scheme II' is bounded by

logt+ o(logt+1).

Generalization to larger domains of secrets. As we mentioned in Section 4, the scheme that
follows from Theorem 1.1 can be used to share longer secrets (bit by bit). Shamir’s threshold
scheme, on the other hand, can be used to share a longer secret than 1 bit without increasing the
share size (it can be used to share a secret of size roughly log number of parties in the scheme).
Using these features our scheme can be generalized to support sharing longer secrets without paying
too much in share size.

6 A Scheme for Evolving k-Threshold

In this section we give a construction for a secret sharing scheme for the evolving k-THR access
structure. Again, we focus on the case where the secret is a single bit.
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Theorem 6.1 (Theorem 1.2 restated). There is a secret sharing scheme for the evolving k-THR
access structure in which the share size of the t™ party is at most

(k—1)-logt + 6k - loglogt - logloglogt 4+ 7k* - log k.

As in the case of k = 2 (see the discussion after Theorem 5.1), the best one could hope to
obtain is a scheme in which the share of the ' party is close to logt.® Our construction has a
linear dependence on k and we leave open the question whether this can be improved.

We note that the bound in Theorem 6.1 applies for any ¢ € N and k > 2. For specific values of
t and k one can follow the analysis and obtain a much better bound.

Our main technical lemma used to prove Theorem 6.1 is a general transformation where we take
any scheme for the evolving k-THR access structure (possibly with large share size), and convert it
into a different scheme with smaller share size. Formally we prove following lemma.

Lemma 6.2. Let k € N. Assume that there exists a secret sharing scheme for the evolving k-THR
access structure in which the share size of the t' party is o(t). Then, there exists a secret sharing
scheme for the evolving k-THR access structure in which the share size of the t™ party is at most

(k—1)logt +k-o(logt + k) + k>

The proof of Theorem 6.1 is done via repeated applications of Lemma 6.2, somewhat similarly to
the proof of Theorem 5.1. However, naively the resulting parameters are not very good. Specifically,
if we start with the scheme for evolving k-THR in which the share size is exponential (which is what
we get using the scheme from Theorem 1.1), then by applying Lemma 6.2, the share size will
eventually depend exponentially on k.

To overcome this, we first present a tailor-made construction for evolving k-THR in which the
share size of party t has almost linear dependence on ¢ and k. Using this scheme as a basic building
block, we repeatedly apply Lemma 6.2 to obtain Theorem 6.1. The proof of the latter can be
found in Section 6.3. The tailor-made construction for evolving k-THR appears next in Section 6.1.
Finally, the proof of Lemma 6.2 appears in Section 6.2.

6.1 The basic scheme for evolving k-threshold

The main result of this subsection is a construction for evolving k-THR in which the share size of
party ¢ is almost linear in ¢ and k. This scheme will be used later as the basic building block in
our final scheme for evolving k-THR satisfying Theorem 6.1.

Lemma 6.3. There is a secret sharing scheme for the evolving k-THR access structure in which
the share size of the t™ party is bounded by kt - log(kt).

To prove Lemma 6.3, we construct a secret sharing scheme for a new access structure. The access
structure Cy over 2k parties is defined via its characteristic monotone function that we denote by
Cy as well. Let Cy: {0,1}¥ x {0,1}* — {0,1} be the function that on input (z,y) € {0, 1}* x {0, 1}*.
Roughly speaking, we think of z and y as unary encoding of two numbers in {0,...,k}.!° The
access structure contains all pairs whose sum is at least . Formally, we define Cy(x,y) = 1 if and
only if at least one of the following conditions hold:

9Shamir’s scheme for (k,n)-THR results with shares of size roughly logn. In particular, independent of k.
10The variable & will represent the number of parties present so far and y will represent the number of parties to
come. The role of both inputs will become clear later in this section.
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1. Ji,j €[l —1]such that x; =1,y; =1and i+ j = /.
2. yy=1or xp = 1.

Claim 6.4. Let ¢,k € N. There exists a secret sharing scheme for the access structure Cy in which
the share size of each party is exactly the size of the shared secret.

Proof. The following formula computes Cy:

-1
Colw,y) =\ (@i Aye—s) V (ze V o)

=1

Notice that this formula is a DNF and every input variable appears exactly once. This formula
gives rise to a simple secret sharing scheme for the access structure Cy using the method of [BL8S]
(see Section 4 for the description of the scheme). Since each variable appears at most once in the
formula, the share of each party is at most exactly the length of the secret. The theorem follows
by padding all shares to be of the same length. [ |

Proof of Lemma 6.3. We construct a scheme 11 for the evolving k-THR access structure in which
the share size is kt - log (kt).

Let s € {0,1} be the secret to be shared. Each party, whenever it arrives, is assigned to a
generation. Party t € N is assigned to generation g = [log; t|. The generations are growing in size:
For g = 0,1,2... the ¢'" generation begins when the k9-th party arrives. Therefore, the size of the
g™ generation, (the number of parties that are part of this generation) is

size(g) = k9t — k9 = (k— 1) - k9.

Whenever a generation begins the dealer prepares shares for all parties that are part of that
generation. For each generation g the dealer generates, in addition to the shares that it distributes

to the parties of that generation, k9! strings {yég+1)}g€[k]g+l which it remembers for the next

(0)
(k)

the dealer’s procedure (we define [k]° = &):

generation. Initially, set ;.. = s. Let us focus on the beginning of the ¢*"" generation and describe

1. For all 7= (ig,...,ig) € {k} x [k]9 split the string y(g) using a secret sharing scheme for Cj,.

=
z

Denote the resulting shares by a;g)l), . ,wg.)k), y((gt)l), e ,yégz)l).
2. Forall = (ig,...,ig+1) € {k}x[k]9T! secret share a:ég) using a scheme for (ig1, SIZE(g))-THR.
Denote the resulting shares by uggi, . ,U;QQIZE(g).

3. For any j € [sizE(g)], set the secret share of the j** party in the ¢'" generation to be
()Y se o
Correctness and security. We start with the following claim.
Claim 6.5. Any c € [SIZE(g)] parties from generation g can compute {I’Eg?i)}ge{k}x[k}g’ie[c].

-
z
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Proof. Let ji,...,j. € [S1ZE(g)] be the indices of parties present from that generation. Thus, the
parties can compute

{ug?j).l, ceny u,(;])'c}fe{k}X[k}g*'l .
Therefore, all the x values that were shared via a threshold scheme in which the threshold was at
most ¢ can be reconstructed. Namely, the values {xg?i)}ge (kY% [K]9,i€[d]- [ |
Claim 6.6. Fix a generation g € N, two number ci,c2 € [k] and z = (ig,...,1,) € {k} x [k]9.
Then, given CCE‘?CI) and y((g;l)) such that ¢ + c2 > 44, one can compute yég).

(9)

> .
z

Moreover, given xEZ.?Cl) such that c¢; > i4, one can compute y

Proof. Follows from the correctness of the secret sharing scheme for Cy. [ |

Now, let us assume that k parties come together and try to reconstruct s. Assume that cg
parties come from generation 0, ¢; come from generation 1 and so on. That is, for some generation

g it holds that Y7 ;¢; = k and without loss of generality ¢, > 0. We show that these parties can

learn y(zf) which is s by construction. This is done by applying Claims 6.5 and 6.6 alternately and

iteratively. Details follow.
By Claim 6.5, using the shares of the ¢, parties in the last generation we can

compute {:cg?c )}ge{k}x[k]g. By Claim 6.6, using these shares we can reconstruct
"™~g
. . . -1
{y;g)}g:(io,...,ig)e{k}x[k]g’lx{cg}' Using Claim 6.5 again we can compute {xgcgzl)}ge{k}x[k]gq,
using Claim 6.6 combine these shares with {ygg)}g:(iornyiq)e{k}x[k]gflx{cg} and reconstruct
{y;g_l)}5:(10,...,ig,1)e{k}x[k]gf2x{cg+cg,1}- Applying this argument iteratively one can eventually
compute y((gg = s, as required.

For security fix any set of parties as above where Y9 _j¢; < k. We argue that these parties
cannot learn the value y,g,o). From the security of the scheme for Cy, it is enough to show that they
cannot learn any value in {yg,)kfco)}EE{k}X[k}' Applying this logic once again, it is enough to show
that they cannot learn any value in {y((?k_c()_q)} Ze{kyx k]2 Applying this argument ¢ times, we get
that s cannot be learned if and only if {ygi,zl—)zf:lci)}%{k}x[klg cannot be learned. Indeed, these
values are independent of the shares of parties up to generation g.

Share size analysis. We analyze the share size of parties in the scheme II; described above.
The share of party ¢ from generation g is composed of k97! shares generated via standard
threshold schemes over S1ZE(g) parties. Thus, in total, the share size of party ¢ is bounded by

k9t1 . log(size(g)). Recall that g = |log, t] and sizE(g) = (k — 1) - k9. Therefore, the share size is
bounded by

k-t-log((k—1)-t) < kt-log(kt).
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6.2 Recursive composition: Proof of Lemma 6.2

Let II; be a construction of a secret sharing scheme for evolving k-THR in which the share size of
the ¢ party is oy (t). We construct a scheme IT), for the same access structure in which the share
size is 0. (t) =logt + (k— 1)+ o(logt + (k — 1)) 4+ (k — 2) - max{logt + (k — 1),0(logt + (k — 1)) }.

Let s € {0,1} be the secret to be shared. Each party, whenever it arrives, is assigned to a
generation. The generations are growing in size: For ¢ = 0,1,2... the ¢g*" generation begins when
the 205~ 9_th party arrives. Thus, party ¢ € N is part of generation g = |(logt)/(k —1)|, and the
number of parties that are part of generation g, is

SIZE(g) = 9(k=1)-(g+1) _ o(k=1)-g _ 9(k=1)-g , (Qk—l —1)<t- ok—1

Whenever a generation begins the dealer prepares shares for all parties that are part of that gen-
eration. We focus on the beginning of generation g and describe the dealer’s procedure:

1. Split s using a secret sharing scheme for (k,S1zE(g))-THR. Denote the resulting shares by
9) (9)

(
U U g

2. Generate k — 1 shares using the secret sharing scheme II; given the secret s and previous

shares {U](-i)}ie[g_l},je[k_l]. Denote the resulting shares by U§9)7 . ,v,(ggjl.

3. For i € [k — 1], split vgg) using a secret sharing scheme for (i,S1ZE(g))-THR. Denote the

resulting shares by {wE’gl), ... 7wz§fys)IZE(g)}i€[k*1}'

4. Set the secret share of the j" party in the g'" generation (i.e., j € [s1zE(g)]) to be

(0,2, )

Correctness and security. We show that any k parties can learn the secret. If all the parties
come from the same generation g, then they can use their (9 in order to run the reconstruction
procedure of the (k,SIZE(g))-THR scheme and learn s. For k parties that come from at least two
generations we show that they can jointly learn k shares for the evolving k-THR scheme II;. By
correctness of II;, using these shares they can reconstruct s. Indeed, assume that ¢y parties come
from generation 0, ¢; come from generation 1 and so on, where there is some generation g where
39 oci =k and for all ¢ it holds that ¢; <k — 1.

Claim 6.7. Any c € [SIZE(g)] parties from generation g can compute o).

Proof. The c¢ parties hold ¢ shares for (1,s1ZE(g))-THR scheme that give vgg), ¢ shares for the

(2,812E(g))-THR scheme that give vég) and so on. [ ]
Using this claim we get that the k parties can learn > 7 ,¢; = k shares of the evolving k-THR
scheme, as required.

For security consider any set of k — 1 parties. First, the u shares of the (k, SIZE(g))-THR scheme
are independent of the secret. Thus, to complete the proof we need to show that the parties
cannot learn any k shares of the evolving k-THR scheme II;. Indeed, any c parties from generation

g cannot learn more than c¢ shares vgg), .. .,v&"); this follows from the security of the schemes
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(¢ + 1,812E(g))-THR, ..., (k — 1,812E(g))-THR. Therefore, in total, the parties can learn at most
9o ci < k shares.

Share size analysis. We bound the size of each component in the share of party ¢ in the scheme

IT,.. The share of party t that is the 4™ party of generation g = |(logt)/(k — 1)] is composed of
(9)

u; and w%’}, R w,(fg_)m:
1. uég) — generated by secret sharing s using a scheme for (k,S1ZE(g))-THR. By Claim 2.3 it
holds that
ul?| < log(s1ze(g)) < logt + (k — 1)
2. wl(gj) — generated by secret sharing vgg ) using a scheme for (7,S1ZE(g))-THR. By Claim 2.3 for

1 < ¢ <k —11it holds that
[wi)] < max{log(sizu(g)), [v{*'} < max{logt + (k — 1), [\ |}
and for 7 = 1 it holds that
i) = o).

° UEQ ) generated by generating a share of a sharing scheme Il for evolving k-THR. Recall

that g-(k—1) < logt+(k—1) shares were generated for previous g generations. Therefore,
for all i € [k — 1]

09| < o(logt + (k —1)).
Therefore, for 1 <i <k —1
\w§?| <max{logt+ (k—1),0(logt + (k — 1))}
and for i =1

[w{®)| < o(logt + (k= 1)).

Thus, the total share size in the scheme II}, is bounded by:

logt + (k—1)+o(logt + (k—1)) + (k — 2) - max{logt + (k — 1),0(logt + (k — 1))}
<logt+ (k—1)+o(logt+ (k—1))+ (k—2)(logt + (k — 1) + o(logt + (k — 1)))
< (k—1)logt+k-o(logt + k) + k>

6.3 Proof of Theorem 6.1 assuming Lemma 6.2

Let k € N be such that £ > 2. We use the scheme for evolving k-THR constructed in Section 6.1 in

which the share size of the t'® party is U}go) (t) = kt - log(kt). Using Lemma 6.2 this gives rise to a

)

scheme HS for evolving k-THR in which the share size of the t'" party is:

oMty =(k = 1) -logt + k- 0" (log t + k) + k. (6.1)
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We bound o,io) (logt+ k). If k > logt, then
o\ (logt + k) < o\” (2k) < 2k log (2k%) < 4k> - log (2k)
If £ <logt then

o )(logt+kz) < a,g )(210gt)
< k-2logt-log(k-2logt)
< 2k -logt-loglogt + 2k - logt - log (2k)
< 4k -logt - loglogt 4 4k* - log (2k)

where the last inequality follows since 2k -logt-log (2k) < 2k-logt-loglogt+4k?-log(2k). Together
we get that

o )(logt +k) < max{ak (2logt), (0)(2/<;)} < 4k -logt - loglogt + 4k* - log (2k) .

Plugging this in Equation (6.1), we get that

Wity = (k—1) - logt+k - o\ (logt + k) + &
(k—1)-logt +4k? -logt - loglogt + 4k3 - log (2k) + k*
)

<
< 5k? -logt - loglogt + 5k3 - log k.

(2)

Using Lemma 6.2 again, we get a scheme II}; tth

in which the share size of the party is

o (t) =(k —1) -logt + k- oV (log t + k) + k. (6.2)
We bound a,il)(logt + k) as follows.

ol )(logt +k) < max{ak (2logt), 0',(~C )(2k)}
<5k? -log (2logt) - loglog (2logt) + 5k* - log (2k) - log log (2k) +
5k% - log k
<6k? - loglogt - logloglogt + 6k - log k.

Plugging this back in Equation (6.2), we get that
J](f)(t) =(k—1)-logt+k- U,(fl)(logt + k) + k?

(k—1) -logt + 6k> - loglogt - logloglogt + 6k* - log k + k?

<
< (k—1)-logt+ 6k>-loglogt - logloglogt + 7k* - log k.

Remark. As in the proof of Theorem 5.1, one can iteratively apply Lemma 6.2 again and again
to decrease the dependence on loglogt - logloglogt. However, the dependence on logt cannot be
improved using this method.
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7 A Lower Bound

For general access structures the best standard secret sharing schemes require exponential-size
shares. Instantiating our scheme for n parties, results with the n'" party holding a share of size
27— Thus, any improvement in the share size on our scheme for general access structures, will
imply a non-trivial improvement for general access structures in the standard setting.

In the case of k-threshold access structures, we do not know if our scheme is tight. Specifically,
for k£ > 2, using our scheme to implement a standard secret sharing scheme for k-out-of-n is not
tight. Indeed, the most significant term in the share size in our scheme depends linearly on k& — 1,
while the best schemes in the standard setting are independent of k (see Claim 2.3).

Thus, one may ask whether there exists a secret sharing scheme for the evolving k-THR in which
the share size of the t*! party is roughly logt. We show that such a scheme cannot exist.

Theorem 7.1 (Theorem 1.3 restated). For any constant ¢ € N, there is no secret sharing scheme
for the evolving 2-THR access structure in which the share size of the t™ party is at most

logt 4+ loglogt + c.

Proof. Assume (towards contradiction) that there is a secret sharing scheme for the evolving 2-
THR access structure in which the share size of the t''" party is at most logt + loglogt + ¢ for
a constant ¢ € N. We can use this scheme to implement a standard secret sharing scheme for
(2,n)-THR in which the share size of party ¢ € [n] is m; < logt + loglogt + c.

We use the following claim (reminiscent of Kraft’s inequality) that underlies the lower bound
of Kilian and Nisan.

Claim 7.2 ([KN90] and [CCX13, Appendix A]). For any n € N it holds that

n

1
Zth =1L

t=1

Using this claim we get that

n 1 n 1 1 n 1
12D gme = 2 grerreetie ~ 2 2 i logt

where we assume that log0 = 0 and 1/0 = 0. To get a contradiction we need to show that
Sy ﬁ > 2¢ for large enough n. Indeed, letting n — oo, we have that

et 00

1 1
E > dt = loglogt — oo.
tzlt-logt 1 t-logt

This completes the proof.

Remark 7.3 (A stronger lower bound). We note that the lower bound can be strengthened to
show that even schemes in which the share size is Zf:o log® (t) + ¢ cannot exist for any ¢ € N and
where log?(t) is the i-times repeated log of ¢ (letting log(®)(t) = ¢). This follows similarly to the

above argument noting that for every £ € Ny it holds that floo mdt = log(ZH) t and using
1=0

that log(“l) t > 2¢ for any constant ¢ € N and large enough ¢.
This is reminiscent of bounds in the literature on prefix-free encodings (a.k.a. prefix codes);
see [BY76, ER78]. It would be interesting to find structural connections as well.
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8 Further Work and Open Problems

There are several research directions suggested by this work. The most evident one is to investigate
the necessity of the linear dependence on & in the most significant term in our scheme for evolving k-
THR. In particular are more algebraic construction possible?

There are several interesting access structures for which we do not have efficient constructions.
For example, a very natural evolving access structure is the one in which qualified subsets are
the ones which form a majority of the present parties at some point in time. The only scheme
that realized this access structure we are aware of stems from our construction for general access
structures from Section 4 which results with very long shares.

When k& = 2, the expressions in our upper and lower bounds are identical to the ones appearing
in the literature on prefix-free encodings. Is there any relation between prefix-free encodings and
secret sharing, e.g. is it possible to construct a prefix free encoding from a evolving 2-THR scheme?

Secret sharing has had many applications in cryptography and distributed computing. One of
the most notable examples is multiparty computation (MPC). Can secret sharing for evolving access
structures be useful for MPC?

We focused on schemes in which correctness and security are perfect. One can relax correctness
to work with high probability and to allow small statistical error in security. Can this relaxations be
used to obtain more interesting and efficient schemes? Another variant of secret sharing schemes is
the computational one. In these schemes security is required only against computationally bounded
adversaries. Efficient computational schemes for much richer classes of access structures are known
[Yao, Kra93, VNST03, KNY14]. Is there a meaningful way to define computationally secure secret
sharing schemes for evolving access structures? Can this be used to obtain efficient schemes for
more classes of evolving access structures? Cachin [Cac95] studied a similar question in a model in
which there is a large public bulletin board.

Other natural variants of secret sharing can be adapted to the evolving setting. For example,
verifiable, robust and visual secret sharing. We leave these as interesting directions for future
exploration.
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A A Simpler Scheme for 3-Evolving-Threshold

In this section we give a slighly simpler construction for a secret sharing scheme for the evolving 3-
THR access structure than the construction that follows from Section 6. However, the share size of
parties in this scheme are slighly worse for large enough ¢. One nice property of this construction is
the use of the fact that secret sharing several 1-bit secrets via Shamir’s scheme can be packed into
a single secret sharing scheme with short shares. As before, without loss of generality, we focus on
the case where the secret is a single bit.

Theorem A.l. There is a secret sharing scheme for the evolving 3-THR access structure in which
the share size of the t™* party is bounded by

3logt + 4log(logt + 1) + 3log(log(logt + 1) + 1) + 3.
Our main technical claim used to prove Theorem A.1 is given in the following lemma.

Lemma A.2. Assume that there exists a secret sharing scheme for the evolving 3-THR access
structure in which the share size of the t'* party is o(t). Then, there exists a secret sharing scheme
for the evolving 3-THR access structure in which the share size of the t™ party is

3logt+o(logt+ 1)+ 1.
Proof of Theorem A.1 assuming Lemma A.2. The scheme given in Section 4 can be used to
obtain a scheme II(9) for evolving 3-THR in which the share size of the ' party is
cO(t) =21,
Applying Lemma A.2 this gives rise to a scheme II(!) for evolving 3-THR in which the share size of
the t*™ party is
cW(t) =3logt+ o (logt+ 1)+ 1
< 3logt+t+1.

Applying Lemma A.2 again we get a scheme II(?) for evolving 3-THR in which the share size of the
tth :
party 18
o@(t) = 3logt + oM (logt + 1) + 1
< 3logt+ 3log(logt+1)+logt+1+1

=4logt+ 3log(logt + 1) + 2.

Applying Lemma A.2 again we get a scheme II(® for evolving 3-THR in which the share size of the

t* party is
o®(t) =3logt + o (logt +1) + 1
<3logt + 4log(logt+ 1) 4+ 3log(log(logt + 1)+ 1) +2+1
<3logt+ 4log(logt + 1) + 3log(log(logt + 1) + 1) + 3.
This proves the theorem. [ |
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We proceed with the proof of Lemma A.2.

Proof of Lemma A.2. Let II be a secret sharing scheme for evolving 3-THR in which the share
size of the t*® party is o(t). We construct a scheme II’ for the same access structure in which the
share size is 3logt + o(logt + 1) + 1.

Let s € {0,1} be the secret to be shared. As in the previous schemes, we assign parties with
generations that correspond to the time in which they arrive. The generations are growing in size:
For g =0,1,2... the ¢'" generation begins when the 29-th party arrives. Therefore, the number of
parties that are part of generation g is S1ZE(g) = 29 and party ¢ € N is part of generation g = [logt].

Whenever a generation begins the dealer prepares shares for all parties that are part of that
generation. Let us focus on the beginning of the g** generation and describe the dealer’s procedure:

1. Split s using a secret sharing scheme for (3,s1ZE(g))-THR. Denote the resulting shares by
9) (9)

(
UL s U g

2. Generate one share using the evolving scheme II given the secret s and previous shares
{U(Z)}ie{o,...,g—l}- Denote the resulting share by v(9).

3. Sample two random bits bgg), bég) € {0,1}.

4. Split the length g + 1 string bgg)||s &> b§0)|| s @ bgg_l) using (2, S1ZE(g))-THR. Denote the
resulting shares by wgg), el wéng)E(g).

5. Set the secret share of the j* party in the ¢ generation (i.e., j € [s1zE(g)]) to be

(ugg), 0@ bgg), wj(,g), {s@® bgi)}z‘e{o,...,g—l}> :

Correctness and security. Let £, t2,t3 € N be any two different parties. We show that the secret
s can be computed from their shares. There are four cases to consider (without loss of generality)
depending on the generations of t1,%2 and t3 that we denote by gi1,g2 and g3 respectively: (1)
g1 =92 =93, (2) g1 = 92 < g3, (3) 91 < g2 = g3, and (4) g1 < g2 < g3. In case (1) the parties
can use the u(91) part of the share to execute the reconstruction procedure of the (3, S1zE(g;))-THR
scheme. In case (2) t; and to can use their w(9) share to learn bgg) and XOR with the share s® bggl)
that t3 holds. In case (3) to and t3 can use their w9 shares to compute s ® bggl) and then XOR

with the bit bggl) that t; posses. Finally, in case (4) the parties posses three shares v(91) 4(92) and
v(93) for the evolving 3-THR scheme II that can be used to learn s.

For security we consider any two parties t; and to from generations g; and go, respectively, and
the following two cases (without loss of generality): (1) g1 = g2, and (2) g1 < g2. In both cases one
can verify that both players do not have enough information to learn anything about the secret s.

Share size analysis. Denote by o(t) the share size of party ¢ in the scheme II. We bound the size
of each component in the share of party t. The share of party ¢ that is the j' party of generation
g = |logt] is (ugg),v(g)).
1. u§-g) — generated by secret sharing s using a scheme for (3,S1ZE(g))-THR. Since SIZE(g) = 29
and using Claim 2.3 we get that

]u§9)| < log (s1zE(g)) < |logt].
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2. v9) — generated by generating one share of a secret sharing scheme II for evolving 2-THR.
Recall that g shares were generated for previous generations. Therefore,

09 = o(g+1) = o(|logt] +1).

3. bgg) — a single bit.

4. w](.g) — generated by secret sharing a string of length g + 1 using (2, SIZE(g))-THR. Since

SIZE(g) = 29 and using Claim 2.3 we get that

’wj(g)’ < log (s1zE(g)) < |logt].

5 {s® bg)}ie{o,...,g—u — g = |logt]| bits.

Thus, the total share size in the scheme II’ is bounded by

3logt+ o(logt + 1)+ 1.
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