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Abstract

A typical obstacle one faces when constructing pseudorandom objects is un-
desired correlations between random variables. Identifying this obstacle and con-
structing certain types of “correlation breakers” was central for recent exciting
advances in the construction of multi-source and non-malleable extractors. One
instantiation of correlation breakers is correlation breakers with advice. These are
algorithms that break the correlation a “bad” random variable Y’ has with a “good”
random variable Y using an “advice” — a fixed string « that is associated with Y
which is guaranteed to be distinct from the corresponding string o/ associated with
Y. Prior to this work, explicit constructions of correlation breakers with advice re-
quire the entropy of the involved random variables to depend linearly on the advice
length.

In this work, building on independence-preserving mergers, a pseudorandom
primitive that was recently introduced by Cohen and Schulman, we devise a new
construction of correlation breakers with advice that has optimal, logarithmic, de-

pendence on the advice length. This enables us to obtain the following results.

e We construct an extractor for 5 independent n-bit sources with min-entropy
(log n)Ho(l). This result puts us tantalizingly close to the goal of constructing
extractors for 2 sources with min-entropy O(logn), which would have exciting

implications to Ramsey theory.

e We construct non-malleable extractors with error guarantee ¢ for n-bit sources,
with seed length d = O(log )+ (log(1/¢))**+°() for any min-entropy k = Q(d).

Prior to this work, all constructions require either very high min-entropy or

*This paper subsumes the technical report Non-Malleable Extractors with Logarithmic Seeds [Coh16].
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otherwise have seed length w(logn) for any . Further, our extractor has near-
optimal output length. Prior constructions that achieve comparable output

length work only for very high min-entropy k ~ n/2.

By instantiating the Dodis-Wichs framework with our non-malleable extrac-
tor, we obtain near-optimal privacy amplification protocols against active ad-

versaries, improving upon all (incomparable) known protocols.
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1 Introduction

When constructing pseudorandom objects, such as various types of extractors, mergers,
condensers, and so forth, one often faces undesired correlations between random vari-
ables. At some point in the construction and its analysis, a pair of random variables
Xegood: Xbad 18 obtained. Although one can show that Xgooq is uniform (or, more gener-
ally, that Xgo0q is “well behaved”), Xpag may correlate arbitrarily with Xgo04, preventing
one from proceeding with the construction and analysis. In some cases, working around
the undesired correlation between Xgo0q and Xpaq can be done by exploiting more infor-
mation about the nature of the correlation [GRS06, Lil1h, CS15]. More typically, one is
careful enough to avoid the presence of correlations to begin with, though such a cautious
strategy is sometimes costly and may rule out what could have been a natural and direct
construction.

Although a recurring theme, the problem of efficiently breaking arbitrary correlations
a random variable has with a uniformly distributed random variable, using (unavoidably)
an auxiliary source of randomness, was first explicitly studied by [Cohl15a] in the form
of an object called a local correlation breaker. The construction of the latter is based on
the alternating extraction technique [DP07, DW09], and is influenced by [Li13b]. ' By
adapting the construction of local correlation breakers, Chattopadhyay et al. [CGL15]
gave a construction for a different type of correlation breakers, which we call a correlation
breaker with advice. This primitive is the main component, both conceptually and in
terms of technical effort, in existing constructions of non-malleable extractors [CGL15,
Coh15b, Cohl6]. Although only recently introduced, correlation breakers with advice
already found further applications [CS16].

We turn to give the formal definition of correlation breakers with advice. We assume
familiarity with standard notions from the literature such as statistical distance, min-
entropy, weak-sources, and seeded extractors. The unfamiliar reader may consult the

Preliminaries (Section 5).

Definition 1.1 (Correlation breakers with advice). A function
AdvCB: {0,1}" x {0,1}* x {0,1}* — {0,1}™

is called a (k, e)-correlation breaker with advice if the following holds. Let'Y be a random
variable that is uniformly distribution over (-bit strings, and let Y’ be an £-bit random
variable that may be arbitrarily correlated with Y. Let X be an (n,k)-source that is
arbitrarily correlated with an n-bit random variable X'. Assume that the joint distribution
of X, X' is independent of the joint distribution of Y,Y'. Then, for any pair of distinct

In his pioneer work on multi-source extractors [Li13b], Li developed a technique for breaking corre-

lations between a pair of random variables assuming both of which are uniform.



a-bit strings o, o,
(AdvCB (X,Y, ), AdvCB (X', Y, &)) =, (U, AdvCB (X', Y", o))

Although every effort was made to keep Definition 1.1 to its most succinct form,
the definition is still somewhat involved. Thus, we proceed by providing some informal
remarks that are meant to clarify the definition. We think of Y in Definition 1.1 as being
the good random variable. By “good” we mean that Y is uniformly distributed. The
role of the “bad” random variable is formalized by Y’ that, according to the definition,
is allowed to correlate with Y in an arbitrary manner. The third random variable X is a
weak-source of randomness that, as it turns out, is required for the purpose of breaking
the arbitrary correlation Y’ may have with Y. We think of X as an auxiliary, or external,
source of randomness as it is independent of the joint distribution of Y, Y”. Note that one
does not have to use the same source X when applying AdvCB to Y’ with o’. In fact, X’
can be arbitrarily correlated with X, as long as their joint distribution is independent of
the joint distribution of Y, Y’. For the sake of simplicity, in the remaining of this section
we put less emphasis on the output length m.

We think of the fixed a-bit string a as the advice that is given to the correlation
breaker, with the guarantee that the a-bit string o that is associated with Y is different
than a. Such an advice, of course, is unavoidable (think of Y =Y’ X = X’). We remark
that in some cases, the variables Y and Y’ are explicitly computed by our algorithm and
in such case a,a’ can be taken to be some labeling of these variables. In other cases, one
consider Y’ only in the analysis, in which case a, a’ are sometimes computed, or generated,
by applying some function f to Y and (in the analysis) to Y’, respectively.

The quality of a correlation breaker with advice is determined by the min-entropy k
that it requires from its auxiliary weak-source of randomness X, and by the length ¢ of
Y (which can be thought of as the entropy of Y'). Thus, given n,a, and a desired error
guarantee € > 0, the goal is to construct (k,e)-correlation breakers with advice with k, ¢
as small as possible.

A straightforward probabilistic argument can be used to show that for all integers

n,a, and for any € > 0, there exists a (k, €)-correlation breaker with advice for

k=2log(1/e) + O(1),
¢ =loga+log(n — k) + 2log(1/e) + O(1).

By adapting the construction of local correlation breakers [Coh15a], Chattopadhyay et al.

[CGL15] gave an explicit construction of a (k, €)-correlation breaker with advice with

k,sz(a-log (%))



Note that both k, ¢ grow linearly with the advice length @ (in fact, the dependence on
a is super-linear). Moreover, a is multiplied by (rather than added to) log(n/e), which

turns out to be the bottleneck for applications to non-malleable extractors.

2 Owur Contribution

The main technical contribution of this work is an explicit construction of a correlation
breaker with advice that has logarithmic and additive dependence on the advice length,

significantly improving upon known results.

Theorem 2.1 (Main technical result). For all integers n,a,m, for any € > 0, and for
any constant o > 0 such that a < 2"/¢ 2, there exists an explicit (k,€)-correlation breaker

with advice, with

¢ =0 (loga+logn) + (log(1/e))W),
k=(2+a)m+O(0).

Note that the requirement from ¢ in our construction is optimal (up to constant fac-
tors) but for the slight sub-optimal dependence on €. Note further that the dependencies
on each parameter n,a,c add rather than multiply. Moreover, our correlation breaker
supports a very low min-entropy k. Building on Theorem 2.1, we obtain the following

results:

b-source extractors for near-logarithmic entropy. We construct an extractor for 5
independent n-bit sources with min-entropy (logn)'*°"). This result puts us tanta-
lizingly close to the goal of constructing extractors for 2 independent sources with
min-entropy O(logn), which would have exciting implications to Ramsey theory.
See Theorem 2.2.

Near-optimal non-malleable extractors. We construct non-malleable extractors with
error guarantee ¢ for n-bit sources, having seed length d = O(logn)+(log(1/¢))**o™M)
for any min-entropy k = Q(d). Prior to our work, all known constructions require
either very high min-entropy or otherwise have seed length w(logn) regardless of
the error guarantee. Furthermore, our extractor can be set to have output length
k/(2 + «) for any constant a > 0, which is very close to the optimal k/2 bound.

2This assumption is made mainly for the sake of presentation. We stress that this restriction is (more
than) flexible enough so as to capture the advice length of current applications. Furthermore, one can
easily relax this bound further to, say, double or triple-exponential in n/e. We remark that in some
cases, n is not proportional to the input size of the problem, and so one may want to consider such
advice length.



Prior to this work, constructions that achieve output length Q(k) work only for

very high min-entropy k ~ n/2. See Theorem 2.4.

Near-optimal privacy amplification protocols. By instantiating the Dodis-Wichs
framework [DW09] with our non-malleable extractor, we obtain near-optimal pri-
vacy amplification protocols in the active setting. In particular, the entropy-loss of
the induced two-round protocol is O(logn) + A+°() for security parameter \. See

Theorem 2.5.

In the following sections we elaborate on our results, put them in context, and compare

with known results.

2.1 A 5-source extractor for near-logarithmic min-entropy

For an integer s > 1, a (k, €) s-source extractor [(G88, BIW00] is a function Ext: ({0,1}")" —
{0, 1}™ with the following property. For any s independent (n, k)-sources X7, ..., X, the
random variable Ext(X7, ..., X;) is e-close to uniform. In this paper we focus on constant
error guarantee €, and m = 1 output bits. It is easy to see that a one-source extractor
does not exist even for min-entropy as high as k = n — 1. On the other hand, there exists

a two-source extractor for min-entropy as low as k = logn + O(1) [CGSS]

Besides being a natural problem, finding explicit two-source extractors for logarithmic
min-entropy would resolve a classical problem in combinatorics, namely, matching Erdds
proof for the existence of Ramsey graphs [Frd47] with a constructive proof. In fact, it
suffices to construct a two-source disperser for the same min-entropy, where a disperser
is a weakening of an extractor in which the output is only required to be non-constant,
as apposed to being close to uniform.

Recall that an undirected graph on n vertices is called k-Ramsey if it contains no clique
or independent set of size k. Ramsey [Ram28| proved that there does not exist a 0.5log n-
Ramsey graph on n vertices. This result was later complemented by Erdds [Frd47], who
proved that most graphs on n vertices are (2 + o(1)) log n-Ramsey.

In a long line of research [CG&8, BIW06, Bou05, Raz05, Rao09, BRSW12, BSZ11,
Lilla, Lil3b, Lil3a] that has accumulated to [[Li15b] (see Table ?? in Appendix ??), Li
constructed a three-source extractor for min-entropy polylogn. Based on this extractor
and on the challenge-response mechanism [BIKST05, BRSW12], the first two-source dis-
perser for min-entropy polylogn was constructed in [Coh15¢|. Subsequently, Chattopad-
hyay and Zuckerman [CZ15] (followed by some improvements [Lil5a, Mek15]) constructed
a two-source extractor for min-entropy polylogn.

Although exciting, these results are still polynomially far from optimal. This fairly

modest gap is far more significant when considering the implications to Ramsey theory.



Indeed, the constructions of [Coh15¢, CZ15] induce explicit k-Ramsey graph on n vertices
with k = 2povleeloen ag apposed to the desired & = O(logn). The most natural goal today
is to obtain k-Ramsey graphs on n vertices with k& = polylogn. Such graphs correspond
to two-source dispersers that support min-entropy O(logn).

Aiming towards this goal, Cohen and Schulman [CS16] observed that previous tech-
niques for constructing s-source extractors and dispersers break below min-entropy (logn)?
for any constant s. Based on a new primitive they introduced, called independence-
preserving mergers, a construction of an extractor for O(s)-sources with min-entropy
(logn)'*'/* was obtained [('S16], breaking the “log®n barrier”, and paving the way to-
wards constructing extractors for near-logarithmic min-entropy. Continuing this research
path, based on Theorem 1.1 and on revising the framework for constructing multi-source

extractor set by [CS16], we obtain a 5-source extractor for near-logarithmic min-entropy.

Theorem 2.2. For all n there exists an explicit extractor 5Ext: ({0,1}")° — {0,1} for

min-entropy (logn)'+oW).

Building on the framework set by [('S16], Chattopadhyay and Li [CL16] obtained,
independently of our work and using different ideas, an extractor for s-sources, each with
min-entropy (logn)'*°(") where s is some universal constant. The number of sources
s, although constant, is quite large — it is proportional to the inverse of the constant

> () for which Bourgain’s two-source extractor |Bou05| can support min-entropy rate
g pp Py

1/2—8.°

2.2 Non-malleable extractors

As mentioned, correlation breakers with advice were introduced in the context of non-
malleable extractors [CGL15]. As we improve upon previous constructions of correlation
breakers with advice, we readily obtain improved constructions of non-malleable extrac-
tors. In this section we recall the definition of non-malleable extractors, give an account
for explicit constructions of non-malleable extractors from the literature, and state our
result.

A non-malleable extractor is a seeded extractor with a very strong guarantee concern-
ing the correlations (or, more precisely, the lack thereof) of the outputs of the extractor
when fed with different seeds. The notion of a non-malleable extractor was introduced
by Dodis and Wichs [DW09], motivated by the problem of devising privacy amplifica-
tion protocols against active adversaries (see Section 2.3). More recently, non-malleable

extractors played a key role in the construction of two-source extractors [CZ15].

3To the best of our knowledge, taking into account recent points-lines incidence theorems over finite
fields [Jon12, RNRS14], together with Bourgain’s application of this result [Bou05, Rao07], and the way
Bourgain’s extractor is applied by [CS16], s > 1000.



Definition 2.3 (Non-malleable extractors [DW09]). A function nmExt: {0,1}"x{0,1}¢ —
{0,1}™ is called a (k,€)-non-malleable extractor if for any (n, k)-source X and any func-
tion A: {0,1}¢ — {0, 1} with no fized points, it holds that

(nmExt(X,Y), nmExt(X, A(Y)),Y) ~. (U, nmExt(X, A(Y)),Y),
where Y is uniformly distributed over {0,1}¢ independently of X .

Computational aspects aside, for any integer n and € > 0, Dodis and Wichs [DW09)]
proved the existence of (k,e)-non-malleable extractors having m output bits and seed
length d = log(n — k) 4 2log(1/e) + O(1) for any k > 2m + 2log(1/e) + logd + O(1).
Although the mere existence of non-malleable extractors, and with such great parameters,
is somewhat surprising, * explicit constructions are far more desirable.

Constructing non-malleable extractors gained a significant attention in the literature
(see Table 7?7 in Appendix ??7). However, up until this work, all constructions require very
high min-entropy or otherwise have seed length w(logn) regardless of the error guarantee.
More precisely, to support min-entropy polylogn (or even min-entropy n’%), the seed
length of all prior constructions is super logarithmic in n and, at best, has dependence
of the order of log*(1/¢) on the error guarantee . °

Building on Theorem 2.1 we obtained the following result.

Theorem 2.4. For any integer n, any € > 0, and any constant o > 0, there ex-
ists an efficiently-computable (k,€)-non-malleable extractor nmExt: {0,1}" x {0,1}¢ —
{0, 1}%/C+) with seed length d = O(logn) 4 (log(1/£))'*+°M) for any k = Q(d).

Using different techniques, and independently of our work, Chattopadhyay and Li [CL.16]
obtained a non-malleable extractor with seed length (log(n/c))**°™®) and output length
k/2Viesloe(n/e) - Note that the seed length of [CL16] is super-logarithmic in n even for
constant ¢ (and, in fact, the dependence on n is not as good as previously known re-
sults [Coh15b]). Further, the number of output bits of their construction is o(k), whereas
we obtain output length which can be taken arbitrarily close to the optimal k/2 bound.

The precise dependence of the seed length on the error guarantee, as well as the depen-
dence obtained by [CL16], is log(1/¢) - ¢V1°8181/) for some constant ¢ > 1. Interestingly,
this similar dependence is due to different reasons. In fact, it seems that by combining

ideas from both works, one can slightly improve the result and obtain a construction with

4In fact, atypically, the proof is non-trivial. We observe that an alternative existential proof follows
by the straightforward existential proof for correlation breakers with advice combined with the [CGL15]

framework and the “switch” idea of [Coh15b].
>This work subsumes a technical report by the author [Coh16] in which a non-malleable extractor

with seed length O(logn + log®(1/¢)) is obtained.



seed length O(logn) + log(1/¢) - c(loglog(1/)'/? 6 Although an insignificant quantitative
improvement, it does suggest that different ideas are used in both works. Indeed, the
strategy taken by [CL16] is to construct a variant of independence-preserving mergers,
and in particular, Chattopadhyay and Li do not attempt to obtain improved correlation

breakers with advice.

2.3 Privacy amplification protocols

In the classical problem of privacy amplification [BBR&5, Mau93, BBCM95] two parties,
Alice and Bob, share a secret that is “somewhat random” from the point of view of an
adversary Eve. Formally, the secret is modeled by an (n, k)-source X. In the classical
setting, Alice and Bob can communicate over an authenticated channel that is eaves-
dropped by Eve. Put differently, Eve is a passive adversary, and cannot tamper with
the communication. Throughout the paper we consider only the information-theoretic
setting in which Eve is computationally unbounded. Further, we assume that both Alice
and Bob have local (that is, non-shared) randomness that is independent of X.

The goal of Alice and Bob is to agree on an m-bit string R that is e-close to uniform
even conditioned on the transcript of the protocol, that is visible to Eve. We refer
to A = log(1/e) as the security parameter of the protocol. The quality of a privacy

amplification protocol is measured by the following parameters:

Round complexity. The number of rounds required by the protocol.

Entropy-loss. The amount of min-entropy that is lost during the protocol, namely,

k—m.
Communication complexity. The total number of bits that are communicated.

Supported min-entropy. The least value k for which the protocol is secure.

A strong seeded extractor yields a one-round privacy amplification protocol: Given
a (k,e)-strong seeded extractor Ext: {0,1}" x {0,1}¢ — {0,1}™, Alice samples s ~ Uy
and sends s to Bob. Alice and Bob then compute R = Ext(X,s). As Ext is strong, R is
e-close to uniform even conditioned on s, the transcript of the protocol.

Note that the entropy-loss of the protocol equals the entropy-loss of the extractor.
The communication complexity is the seed length d, and the supported min-entropy of
the protocol is that supported by Ext. By instantiating the protocol with explicit near-

optimal strong seeded extractors [GUV09], for any & = Q(\), one obtains an explicit

6This assertion was not verified as carefully as the proofs in this paper, and should be trusted accord-

ingly.



one-round protocol with entropy-loss O(A) and communication complexity O(logn +

(A +1logk) -logk).

2.3.1 Privacy amplification protocols against an active adversary

A significantly more challenging problem is to devise privacy amplification protocols when
Eve has full control over the communication channel, and can therefore tamper with the
communication to her liking. That is, when the channel is unauthenticated. We allow
ourselves to be somewhat informal regarding the exact requirement from a protocol in this
setting and refer the reader to, say, [DW09] for a formal treatment. We only emphasize
the difficulty that a protocol for this model has to overcome: not only R must be close to
uniform from Eve’s point of view, but also Alice and Bob must agree on the same string
R, if possible, and otherwise (and only if necessary) declare that the communication has
been tampered with.

The problem of devising privacy amplification protocols in the active setting was first
studied by Maurer and Wolf [MW97] who constructed a one-round protocol for k > 2n/3.
Subsequently, Dodis et al. [DIXRS06] relaxed the bound to k > n/2. The entropy-loss and
communication complexity of these protocols is n — k, which is significantly larger than
what was obtained in the passive setting. Unfortunately, a one-round protocol cannot
support min-entropy k < n/2 [DW09], and so unlike in the passive adversary model, to
avoid high entropy-loss and to save on communication, in the active adversary setting,
one must resort to multiple round protocols, even for large k. Following [MW97], a long
line of research studied the problem of devising privacy amplification protocols against
active adversaries (see [MWO97, DKRS06, RW03, DW09, KR09, CKOR14, Lil2a, Lil12b]
and references therein), though until the work of Dodis and Wichs [DW09], all protocols
required more than two rounds.

Dodis and Wichs [DW09] suggested an elegant framework for constructing two-round
privacy amplification protocols in the active setting. Much like the framework for the
passive setting, the Dodis-Wichs framework is also instantiated with an extractor, and
the parameters of the protocol are determined by those of the extractor. However, to
handle active adversaries, the extractor used by the Dodis-Wichs framework is required
to be non-malleable.

To be more precise, the Dodis-Wichs framework also requires a strong seeded ex-
tractor, though we “hardwire” a known construction of almost optimal strong seeded
extractors [GUV09]. Further, the protocol can in fact be instantiated with a weaker
object than a full-blown non-malleable extractor, called a look-ahead extractor, though
then one has to use other more sophisticated primitives (a special type of message au-
thenticated codes) which results in a protocol with weaker parameters.

The Dodis-Wichs framework motivated the study of non-malleable extractors. Al-



though Dodis and Wichs proved the existence of such extractors, an explicit construc-
tion was not obtained in [DW09] and, as covered in Section 2.2, a significant atten-
tion was given for matching the existential result with a constructive proof. Further,
Li [Lil2a, Li12b] devised a privacy amplification protocol for the active setting which
only requires a non-malleable condenser — a weaker object than a non-malleable extrac-
tor. Li was able to construct such condensers and thus, due to the lack of good enough
non-malleable extractors at the time, obtained improved privacy amplification protocols.

We do not present the Dodis-Wichs protocol in this paper, and are content with
relating the parameters of the protocol with that of the non-malleable extractor that is
being used. The entropy-loss is O(d), where d is the seed length of the non-malleable
extractor applied to n-bit strings and set with error guarantee €. The communication
complexity of the protocol is O(d + (A +log k) - log k), and the supported min-entropy is
that supported by the extractor.

Prior to this work, the best explicit non-malleable extractor [Cohl5b] (which has
better parameters than known non-malleable condensers [Li12a, [i12h]) requires a seed
of length Q(log(n/e)-log(log(n)/e)) and thus induces a protocol with entropy-loss Q(A? +
Alogn + logn - loglogn). By instantiating the Dodis-Wichs framework with the non-
malleable extractor that is given by Theorem 2.4, we obtain the following near-optimal

protocol that, in particular, has entropy-loss of the order of A+°() + logn.

Theorem 2.5. For alln, \, there exists an explicit two-round privacy amplification proto-
col against active adversaries that supports min-entropy k = Q(d), with entropy-loss O(d),
and communication complexity O(d + (X +logk) - log k), where d = \**°() + O(logn).

Based on their non-malleable extractor [CL16], Chattopadhyay and Li obtained pri-
vacy amplification protocols with higher entropy-loss and communication complexity as

a function of n.

3 Proof Outline

Our construction of correlation breakers with advice that is given by Theorem 2.1 heavily
relies on the notion of independence-preserving mergers — a pseudorandom primitive that
was introduced recently by [CS16] for the construction of multi-source extractors. We
also make use of the notion of hierarchy of independence. To outline our proof, we must

first present these two concepts.

3.1 Independence-preserving mergers

Informally speaking, an independence-preserving merger is a function that mergers a

sequence of random variables to a single random variable while preserving some form of



independence that sequence has with a second sequence of random variables. To be more
precise, we make use of the notion of somewhere-independent matrices [CS16].
We say that a sequence of random variables X, ..., X, is somewhere-independent of

the sequence Y7, ..., Y, if the following two conditions are met:
e There exists g € [r] such that X, is close to uniform even conditioned on Y;
e For all i € [r], the random variable X is close to uniform.

We typically consider random variables on, say, ¢-bit strings, and stack the random
variables in the sequence Xi,..., X, (resp. Yi,...,Y,) as the rows of an r x ¢ matrix X
(resp. Y). We say that X is somewhere-independent of Y.

An independence-preserving merger is a function of the form
IPMerg: {0,1}"* x {0,1}" — {0,1}¢,

that has the following property: if X is somewhere-independent of Y then IPMerg applied
to X is close to uniform even conditioned on the corresponding application to Y. Note
that IPMerg has two arguments. The first is the matrix whose rows we want to merger.
The second argument is fed with a sample from an auxiliary weak-source of randomness
that is required for the purpose of the merging process. The actual construction that
we use (see Theorem 6.4) requires a sample from a second weak-source that is allowed
to correlate with the matrix. This is done for technical reasons that we prefer to avoid
delving into in this section.

In [CS16], a construction of independence-preserving mergers was given that requires
the row length ¢, as well as the min-entropy of the auxiliary source of randomness, to be of
order r-log(n/e), where £ measures the statistical closeness of the output of IPMerg applied
to X from the uniform distribution conditioned on the corresponding output applied to

Y (see Theorem 6.4). We make an extensive black-box use of this construction.

3.2 Hierarchy of independence

The notion of hierarchy of independence is captured by a pair of functions

a(y,z): {0,1}* x {0,1}" — {0,1}",
b(y,z): {0,1}* x {0,1}" — {0,1}",

that has the following property. Let Y, Y’ be arbitrarily correlated ¢-bit random variables
such that Y is uniform. Let X, X’ be arbitrarily correlated n-bit random variables such
that X has sufficiently high min-entropy. Assume further that the joint distribution
(X, X') is independent of the joint distribution (Y,Y”). Then, the following holds:
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e a(Y, X) is close to uniform, and
e b(Y, X) is close to uniform even conditioned on a(Y, X),a(Y’, X’).

That is, the variable b(Y, X), which we think of as being in the higher level of the
hierarchy, is uniform even conditioned on the random variables a(Y, X),a(Y’, X’) in the
lower level of the hierarchy. Thus, in this hierarchic-sense, the pair (a,b) allows one
to break correlations between random variables. Based on the alternating extraction
technique, one can efficiently construct such a pair of functions. In fact, for technical
reasons, the function b requires one more argument. We refer the reader to Section 6.2

for more details.

3.3 The general strategy and context

With independence-preserving mergers and the notion of hierarchy of independence in
hand, we are ready to outline the proof of Theorem 2.1. Our construction can be divided
to three modular steps. We give a short description for each of these steps, and elaborate

further in Section 4.

Step 1 — Constructing a base correlation breaker. First, we construct a correla-
tion breaker with advice to which we refer to as the base correlation breaker with advice.

More precisely, we construct a (k,€)-correlation breaker with advice
BaseAdvCB: {0,1}" x {0,1}* x {0,1}* — {0,1}™

with £ = O (logn + a - log (a/c)) and k = 3m + O({).

Note that BaseAdvCB already modestly improves upon the existing construction as
the advice length a is added to logn, rather than being multiplied by logn, ” though it
is not the reason we bother constructing a new correlation breaker with advice. We do
so mainly for the sake of completeness. Indeed, the existing construction of correlation
breakers with advice is only implicit in [CGL15]. The explicit definition was coined only
subsequently in [Coh15b], referring to [CGL15] for a proof. Having the definition and
formal statement in one source and the proof, implicitly, in a second source is far from
ideal. Moreover, one needs to be careful when adopting the proof of [CGL15] due to the
dependence on the error guarantee. We give a completely different construction which
we believe to be simpler and more direct given independence-preserving mergers.

An informal description of the construction of the base correlation breaker with advice

is given in Section 4.1.

"By applying a more careful analysis, one can show that the construction of the base correlation

a .
loga

breaker with advice only requires £ = O <logn +a+ log(1/ 5)) . However, we do not benefit from

this given the stepping-up algorithm that we present in Step 2.
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Step 2 — Stepping-up correlation breakers with advice. The base correlation
breaker with advice that we construct in the Step 1 requires min-entropy that is linear in
the advice length a. In the second step, we design an efficient algorithm that transforms,
in a black-box manner, one correlation breaker with advice AdvCB;, to another AdvCB,;,
with better dependence on the advice length (as long as the dependence is not “too
good” to begin with). By applying this transformation repeatedly, each time with the
previously generated correlation breaker, we obtain a correlation breaker with advice
that only requires min-entropy 2°(vV169) . 1og(n /c). The stepping-up algorithm, as well as
the construction of the base correlation breaker, makes use of independence-preserving

mergers. For more details, see Section 4.2.

Step 3 — Condensing the advice. Although the correlation breaker with advice
that is obtained in Step 2 already significantly improves upon the known construction,
it still has a super logarithmic, and multiplicative, dependence on the advice length a.
Unfortunately, we do not know how to improve the dependence on the advice length, at
least not without having access to a better independence-preserving merger. Instead, we
take a completely different approach — we make the advice shorter!

More precisely, in the third step we devise an efficient algorithm that is given as input
an advice of length a, and outputs a new advice of length log(1/¢) + 7(a). Here, ¢ is a
bound on the probability that the new (allegedly) advice will fail to remain a valid advice
— namely, be distinct from the value obtained by applying the same procedure to any
different a-bit string. The function 7(a) is an extremely slowly growing function of a. In
particular, if a is bounded above by, say, 2"/¢ or even by an expression which is double

or triple exponential in n/e, the affect 7(a) has is negligible.

Putting it all together. The seed length and min-entropy required for the advice
condenser is O(log(na/e)). Thus, by condensing the advice prior to the application of
the correlation breaker with advice that is obtained in Step 2, one only requires /¢, k of

order

log(an) + 2V10s(r(@+oe(l/2) og(n /e). (3.1)

This is not quite what is stated in Theorem 2.1. In particular, note the undesired
multiplicative dependence. This dependence can be removed by applying the “switch”
idea [Coh15b]. More precisely, before applying the correlation breaker with advice, and
after condensing the advice, we apply some transformation to the source and the seed
so to obtain a new source and a new seed, both of length ~ log(n/e). Thus, informally
speaking, the quantitative affect this transformation has on the seed length is that any
appearance of n on the right summand of Equation (3.1) is replaced by log(n/e). Using

the fact that 7(a) is a very slowly growing function of n, a short calculation shows that
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the multiplicative dependence is bounded by the additive terms as stated in Theorem 2.1.

4 A More Detailed Proof Outline

In this section we elaborate a bit further on each of the three steps that were presented

in the previous section.

4.1 Step 1 — the base correlation breaker

As mentioned, in the first step we construct the base (k, €)-correlation breaker with advice
BaseAdvCB: {0,1}" x {0,1}* x {0,1}* — {0,1}™,

where ¢ = O (logn + a - log (a/e)) and k = 3m+ O(¥). In this section we give an informal
description of the construction.

On input x € {0,1}", y € {0,1}, and a € {0,1}%, the first step for computing
BaseAdvCB(z, y, ) is constructing a matrix m = m(zx,y, o) with 2a rows, as follows. For

every i € [a], if a; = 0 we set

Moi—1 = a(y,l")a
mo; = b(y,ZL‘)

Otherwise, if a; = 1, we set

moi—1 = b(y,x),
mo; = CL(Z/; 5’3)

Observe that by doing so, one is guaranteed that M = m(X,Y, «) is somewhere-independent
of M' =m(X"Y’, &) for any a # o and any random variables X, Y, X' Y’ as described
above. Indeed, by construction, one of the rows of M contains b(Y, X) while the corre-
sponding row of M’ contains a(Y’, X’). By the hierarchy of independence, that row of
M is close to uniform even conditioned on the corresponding row of M’. Moreover, note
that every row of M is close to uniform, and so indeed M is somewhere-independent of
M.

At this point, one can apply the independence-preserving merger to M so to obtain
the output Z. The corresponding application to M’ will result in a random variable Z’
with the guarantee that Z is close to uniform even conditioned on Z’, as desired.

To be more precise, one should use only, say, a prefix of Y for the construction of
the matrix M so not to exhaust all the min-entropy of Y, and leaving some for the
independence-preserving merger. We consider this issue to be a technicality and prefer
not to delve into the details in this section. The precise statement and proof appear in

Section 7.
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4.2 Step 2 — stepping-up correlation breakers with advice

The base correlation breaker with advice that was constructed in Step 1 requires entropy
that is linear in the advice length. In the second step, we devise an efficient algorithm
that transforms, in a black-box manner, one correlation breaker with advice AdvCB;, to
another AdvCB,,:, with a better dependence of the required entropy on the advice length.

The high-level idea is as follows. Given x € {0,1}", y € {0,1}%, and « € {0,1}?, we
partition the a-bit advice string a to b substrings, or blocks, of equal length which we
denote by aq,...,a,. We then apply AdvCB;, to each of the b blocks and stack all the
results in a matrix with b rows. To that matrix we apply the independence-preserving
merger so to obtain the final output.

Again, we are being intentionally blur regarding the exact way we use z,y. Indeed,
one must leave enough entropy in the random variables after one computation so to meet
the requirement of the next. Further, the independence between (X, X’) and (Y, Y”) must
always be preserved.

Let us consider this transformation when applied to the base correlation breaker with
advice, with b = y/a. As the advice passed to AdvCB;, is of length a/b = /a, the required
entropy for computing the matrix is roughly of order y/a -log(n/e). The obtained matrix
has v/a rows, and so the independence-preserving merger requires only /a - log(n/e)
entropy from its sources. All in all, we have managed to reduce the entropy dependence
on the advice length from linear in a to O(y/a).

Applying the transformation again, now to the newly obtained correlation breaker

/3 one obtains a third correlation breaker with advice

with advice, this time with b = «a
that only requires entropy O(a'/® - log(n/c)). We continue to apply this sequence of
improvements where on the j’th iteration, we set b = a'/U*+D_ After v iterations, the
required entropy is roughly of the form 2°) . q!/? . log(n/e). By setting v = v/loga, we
obtain a correlation breaker with advice that only requires entropy 2vg¢® . log(n/e). For

more details, we refer the reader to Section 8.

4.3 Step 3 — condensing the advice

Somewhat orthogonally to the ideas presented so far, in the third step we show how to
shorten, or condense, a given advice, at least as long the advice is longer than log(1/¢).

More precisely, we devise an algorithm to which we call an advice condenser
AdvCond: {0,1}% x {0,1}" x {0,1}% — {0, 1}

that has the following property. For any X, X’ Y)Y’ as above, and for any distinct fixed
a;in-bit strings «, o/, it holds that

Pr [AdvCond(a, X,Y) = AdvCond(/, X', Y")] < e.
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Moreover, aoy = O(log(1/€) + 7(ain)), where 7(ain) = log'”(aiy) is the c-iterated log
function applied to ain. ©

For any constant ¢, the entropy required from X, Y for the purpose of condensing the
advice is only O(log(na/¢e)), which we are willing to pay. Hence, informally speaking,
by having our advice condenser, one can always assume that the advice has length of
order min(a,log(1l/e) + 7(n)). In particular, the advice length can be assumed to grow
extremely slowly as a function of n. This is quite a strong assumption whereas, somewhat
surprisingly, the construction of our advice condenser, which is influenced by the advice

generator of [CGL15], is fairly simple (see Section 9).

5 Preliminaries

In this section we set some notations that will be used throughout the paper and re-
call some of the more standard results from the literature that we apply frequently. In

Section 6 we present some more recent results from the literature that we make use of.

Setting some standard notations. Unless stated otherwise, the logarithm in this
paper is always taken base 2. For every natural number n > 1, define [n] = {1,2,...,n}.
Throughout the paper, whenever possible, we avoid the use of floor and ceiling in order
not to make the equations cumbersome. Whenever we say that a function is efficiently-
computable we mean that the corresponding family of functions can be computed by a

(uniform) algorithm that runs in polynomial-time in the input length.

Random variables and distributions. We sometimes abuse notation and syntacti-
cally treat random variables and their distribution as equal, specifically, we denote by U,,
a random variable that is uniformly distributed over {0, 1}™. Furthermore, if U,, appears
in a joint distribution (U,,, X) then U, should be understood as being independent of X.
When m is clear from context, we omit it from the subscript and write U. The support
of a random variable X is denoted by supp(X). Let X,Y be two random variables. We
say that Y is a deterministic function of X if the value of X determines the value of Y.
Namely, there exists a function f such that Y = f(X).

Statistical distance. The statistical distance between two distributions X,Y on the

same domain D is defined by

SD(X,Y) = rjlcaz)(ﬂPr[X € Al —Pr[lY € Al|}.

8The c-iterated log function is defined as follows. First, log(o) () = z, and for any integer ¢ > 0,

define log'® (z) = log(log*~V(z)) recursively.
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If SD(X,Y) < e we write X ~, Y and say that X and Y are e-close.

We make frequent use of the following lemma.

Lemma 5.1. Let X, X’ be two random wvariables on the same domain. Let Y, Z be a
random variables such that for any y € supp(Y), the random wvariables X | Y = y,
Z |'Y =y are independent and the random wvariables X' | Y =y, Z | Y =y are
independent. Then,

SD((X,Y),(X",Y)) =SD((X,Z,Y), (X', Z,Y)).

Min-entropy. The min-entropy of a random variable X, denoted by H(X), is defined
by
Hoo(X)= min log,(1/Pr[X = z]).

z€supp(X)
If X is supported on {0,1}", we define the min-entropy rate of X by Ho(X)/n. In such
case, if X has min-entropy k or more, we say that X is an (n, k)-source. When wish to
refer to an (n, k)-source without specifying the quantitative parameters, we sometimes

use the standard terms source or weak-source.

Average conditional min-entropy. Let X, W be two random variables. The average

conditional min-entropy of X given W is defined as

Ho(X | W) = —10g2< E [Q*Hoo<X|W=W>]>.

w~W

We make frequent use of the following lemmas.

Lemma 5.2 ([DORS08)). Let X,Y, Z be random variables such that'Y has support size
at most 2¢. Then,

Ho(X | (Y, 2)) > Ho(X,Y) | Z) — 0> Ho(X | Z) — 1.
In particular, Hoo(X | V) > Hoo(X) — £.

Lemma 5.3 ([DORS08]). For any two random variables X,Y and any € > 0, it holds
that

Pr | Hy(X |Y =y) < Ho(X | Y) —log(1/e)| <e.

g~

Lemma 5.4. Let XY, Z be random variables such that for any y € supp(Y') it holds that
X|Y =yand Z|Y =y are independent. Then, Ho(X | (Y,Z)) = Ho(X | Y). In
particular, if X and Z are independent then Hyo(X | Z) = Hyo(X).
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Extractors. We provide standard definitions of extractors and state some of the results

we use.

Definition 5.5 (Seeded extractors). A function Ext: {0,1}" x {0,1}¢ — {0,1}™ is called
a (k,e)-seeded extractor if for any (n, k)-source X it holds that Ext(X, S) ~. U,,, where

S is uniformly distributed over {0,1}¢ and is independent of X. We say that Ext is a
strong if (Ext(X,S),S) ~: Upnta-

We sometimes say that an extractor Ext supports min-entropy k. By that we mean
that Ext is an extractor for min-entropy k. Throughout the paper we make use of the

following explicit strong seeded extractors.

Theorem 5.6 ([GUV09]). There exists a universal constant cguy > 0 such that the
following holds. For all positive integers n,k and € > 0, there exists an efficiently-
computable (k,e)-strong seeded-extractor Ext: {0,1}" x {0,1}? — {0,1}™ having seed
length d = cgyy - log(n/e) and m = k/2 output bits.

The following theorem readily follows by Theorem 4 in [Raz05] and Theorem 5.6

Theorem 5.7. There exist universal constants craz, Cr,, Such that the following holds.
Let n, k be integers and let € > 0. Set d = cgra, - log(n/e). For all k > cg,,d, there exists

an efficiently-computable function
Raz: {0,1}" x {0,1}¢ — {0, 1}/

with the following property. Let X be an (n,k)-source, and let Y be an independent
(d,0.6d)-source. Then, (Raz(X,Y),Y) ~. (U,Y).

We make use of the following lemma. A proof and a short discussion regarding this

lemma can be found in [CS16].

Lemma 5.8. Let Ext: {0,1}" x {0,1}4 — {0,1}™ be a (k,¢)-strong seeded extractor. Let
W, S be random variables over n-bit strings and d-bit strings, respectively. Let H be some

random variable such that

Hy, (W | H) >k +log(1/e),
(S,H) ~s5 (U,/H).

Assume further that conditioned on ‘H, the random variables W, S are independent. Then,

(Ext(W, S), S, H) ~s42e (U, S, H) .
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Error correcting codes. We also need the following standard definition of an error

correcting code.

Definition 5.9. Let X be some set. A mapping ECC: X¥ — X" is called an error correct-
ing code with relative-distance § if for any x,y € ¥, it holds that the Hamming distance
between ECC(z) and ECC(y) is at least on. The rate of the code, denoted by p, is defined
by p = k/n. We say that the alphabet size of the code is |¥|.

Theorem 5.10 ([GS95] (see also [Sti09])). Let p be any prime number and let m be an
even integer. Set ¢ = p™. For every p € [0,1] and for any large enough integer n, there
exists an efficiently-computable rate p linear error correcting code ECC: Ff"™ — Ty with
relative distance 6 such that

p+0o>1-—

1
Vi—1
6 Less Familiar Preliminaries

In this section we cover two components that we use throughout the paper. Unlike error
correcting codes and extractors, that were covered in the previous section, and with which
the reader is probably familiar, in this section we recall newer and less familiar concepts
such as somewhere-independent matrices and independence-preserving mergers [CS16] as
well as the notion of hierarchy of independence which is based on alternating extraction.
We start this section by giving a formal definition for correlation breakers with advice,

which is slightly more complete than the one given in the introduction.

6.1 Correlation breakers with advice

The following definition was first used, implicity, in [CGL15] and was later formalized

explicitly in [Coh15b].
Definition 6.1 (Correlation breakers with advice). A function
AdvCB: {0,1}" x {0,1}* x {0,1}* — {0,1}™

is called a (k,e)-correlation breaker with advice if the following holds. Let Y,Y' be (-
bit random wvariables such that Y wuniform. Let X, X' be n-bit random variables with
Hoo(X) > k, and such that (X, X') is independent of (Y,Y'). Then, for any pair of

distinct a-bit strings o, o/,
(AdvCB (X, Y, ), AdvCB (X', Y’ ) =. (U, AdvCB (X', Y’, ).
Further, we say that AdvCB is strong if

(AdVCB (X, Y, @), AdvCB (X', Y", /), Y,Y") ~. (U, AdvCB (X', Y, o), Y,Y").
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6.2 Hierarchy of independence

Let cgyv be the constant that is given by Theorem 5.6. Let ny,ns,b be some integers,
and let ¢ > 0. Let s; = cgyy - log(nyi/e) be a length that suffices for a seed of the strong
seeded extractor that is given by Theorem 5.6 when fed with a sample from an n;-bit
source and when set with error guarantee e. Similarly, we define sy = cgyy - log(na/e) to
be a length that suffices for a seed of the extractor that is given by Theorem 5.6 when
fed with a sample from an ns-bit source and when set with error guarantee e. We further

assume that b > s;. Let
Ext;: {0,1}™ x {0,1}** — {0,1}**

be the (2s9, €)-strong seeded extractor that is given by Theorem 5.6. Let
Exty: {0,1}™ x {0,1}> — {0,1}

be the (2b, £)-strong seeded extractor that is given by Theorem 5.6. We let
Exts: {0,1}" x {0,1}* — {0, 1}*

be the function that is obtained by applying Exty and taking only the length s; prefix of
the output (recall that b > s1). We define a pair of functions

a: {0,1}* x {0,1}™ — {0,1}",
b: {0,1}2 x {0,1}™ x {0,1}™ — {0,1}°,

as follows. For v € {0,1}%2, z € {0,1}™, and w € {0,1}"2,

a(v,w) = Exty(w, v),

b(v, z, w) = Exta(w, Exty (z, Exts(w, v))).

The following lemma appears with different twists in several previous works [DP07,
DWO09, Lil3a, Lil5b, Cohl5a, CS16].

Lemma 6.2. Let Y = (Y,Y’) be a pair of sy-bit random variables such that
(Y)Y H) ~s (UY',H).

Let Z = (Z,Z") be a pair of ny-bit random variables, and let W = (W, W) be a pair of

ng-bit random variables, such that
o Ho(Z|H)> bs,.
o Ho (W |H) > b5b.
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e For any h € supp(H), the random variable W | (H = h) is independent of the joint
distribution of Y | (H =h), Z | (H = h).

Write

A=aly,W),a(Y', W),

~

Z = Exty (Z,Ext3(W,Y)), Ext,(Z', Exts(W', Y")). (6.1)
Then, the following holds:

1. @Y, W), Z, Y, M) ~s2- (U, Z, V. H),

Furthermore,
3. H.. (z | z?,ﬁ,y,%) > Hoo (Z | H) — 5ss,

4. Ha <W | zﬂﬁ,y,%) > Ho (W | H) — 5b.

6.3 Independence-preserving mergers

Definition 6.3 (Somewhere-independent matrices [CS16]). Let M, M’ be random vari-
ables in the form of r x £ matrices. Let H be a random variable and let § > 0. We say
that M is (5, H)-somewhere independent of M’ if the following holds:

o There exists g € [r| such that (MQ,M;,H) Rs (U, Mé,’H,). For any such g we say
that M is (0, H)-independent of M’ at g.
o Foranyi € [r], (M;,H)~s (UH).

Theorem 6.4 ([CS16)). There exists a universal constant cipm > 1 such that the following
holds. Let n,r,m be integers such that r is an even power of 2. Let €,6 > 0, and set
s = cguy - log(n/e), where cguy is the constant given by Theorem 5.0. Then, there exists

an efficiently-computable function
IPMerg: {0,1}7° x {0,1}" x {0,1}" — {0,1}™

with the following property. Let M = (M,M’) be a pair of random wvariables in the
form of r x s matrices such that M is (5, H)-somewhere independent of M’'. Denote
v=cpm-r-log(n/e). Let Z = (Z,Z') and W = (W, W') be two pairs of n-bit random

variables such that
° ﬁoo (Z | H) > .
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o Ho (W |H)>v+2m.

o For any h € supp(H), the random variable W | (H = h) is independent of the joint
distribution of M | (H =h), Z | (H = h).

Set N = IPMerg(M, Z, W), N' = IPMerg(M', Z' \W"), and set N = (N,N’). Then,

there exists a random variable H' such that the following holds:
o (N,N'.H') ms4120 (U, N, H).
o Ho(Z|H)>Ho(Z | H) — v,
o Ho (W|H)>Ho (W |H)—v.

e For any h € supp(H'), the random variable Z | (H' = h) is independent of the joint
distribution of N'| (H' = h), W | (H' = h).

7 The Base Correlation Breaker with Advice

The main result of this section is given by the following lemma. We remark that one
can easily relax the condition £ = 3m + ¢,/ in the statement of the lemma to k =

(2 + a)m + ¢, ¢ for any constant o > 0.

Lemma 7.1. There exist universal constants Cpase, Cpaee = 1 such that the following holds.

For all integers n,a,m, and for any € > 0, set
{ = Chase - (logn + a - log (a/e)).
Then, there ezists an explicit (k,)-strong correlation breaker with advice
BaseAdvCB: {0,1}" x {0,1}* x {0,1}* — {0,1}™,
with k = 3m + ¢, 0.

Proof of Lemma 7.1. Let cgyy be the constant that is given by Theorem 5.6, and let cra,
be the constant that is given by Theorem 5.7. Set

b = cguv - log(¢/¢),
ly = cguy - log(n/e),
Uy = 50,
03 = max (100s, cra, - log(n/c)).
We further assume that ¢ > 10¢3. For an ¢-bit string y, and for ¢« = 1,2, 3, we denote by
y; the ¢;-bit prefix of y. Note that y; is a prefix of y, which, in turn, is a prefix of ys.

Further, observe that the constant cp.ee can be taken large enough (with respect to cgyy

and cra,) so that ¢4, 05, (3, and ¢ could be set the way we described above.
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Building blocks. For the construction of BaseAdvCB we make use of the following
building blocks:

o Let a: {0,1} x {0,1}" — {0,1}® and b: {0,1} x {0,1}* x {0,1}" — {0,1}® be
the pair of functions that are defined in Section 6.2, set with error guarantee e.
Note that ¢, was set according to Lemma 6.2. Further, as ¢ > /5, the parameter b

is large enough as required by Lemma 6.2.

e Let Raz: {0,1}" x {0,1}* — {0, 1}* be the (2/, ¢)-extractor with weak seeds that is
given by Theorem 5.7. Note that ¢3 was chosen to be sufficiently large as required

by Theorem 5.7.

e Let IPMerg: {0,1}29*0x{0,1}*x{0,1}* — {0, 1}"* be the independence-preserving
merger that is given by Theorem 6.4, set with error guarantee €. Note that b was

set according to Theorem 6.4.

o Let Ext: {0,1}" x {0,1}" — {0,1}™ be the (2m, )-strong seeded extractor that is
given by Theorem 5.6. Note that ¢ is sufficiently large are required by Theorem 5.6.

The construction. On input x € {0,1}*, y € {0,1}, a € {0,1}2, the first step in
the computation of BaseAdvCB(z,y, «) is constructing a (2a) x b matrix m = m(z, y2, @)

that is defined as follows °. For i € [2a], the i’th row of the matrix m is given by

m(z g, a) = 4 2WHT)iF arm (mod 2);
R b(y1,y2,%), i=afyz (mod 2).

We then compute
z = IPMerg (m (z, y2, @) ,Raz (x,y3) ,y) .

Finally, we define
BaseAdvCB(z,y, a) = Ext (z, 2) .

Analysis. Let X, X’ be a pair of n-bit random variables such that H.(X) > k. Let
Y, Y’ be a pair of (-bit random variables that are jointly independent of the joint distri-
bution (X, X’), and such that Y is uniformly distributed. Let «,«’ be distinct, fixed,
a-bit strings.

Set M = m(X,Ys,a) and M’ = m(X',Y;,a’). Let i € [a] be such that «; # af. Set
g = 2i — a;, and observe that M, = b(Y1,Ys, X) whereas M, = a(Y{, X’). By our choice

9By convention, the output length of BaseAdvCB is also denoted by m though this should cause no

confusion.
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of {5, and since k > 5b, we can apply Lemma 6.2 with V = (Y1,Y/), Z = (Y2,Y]), and
W = (X, X’), and conclude, by Item 2 of the lemma, that

(M97Mé7}/27}/;> R6e (Ua M;a}/éa}/zl) ) (71)
Moreover, by Item 1 and Item 2 of Lemma 6.2 it follows that for every i € [2a],
(Mm}/%}/Ql) R6e (Ua}/QaS/Q/) . (72)

Equation (7.1) and Equation (7.2) then imply that M is (6¢, (Y2, Yy))-independent of M’
at g.
By Item 4 of Lemma 6.2,

Hoo (X | Ya,Y)) > k — 5b > max (20, ch,,l3) + log(1/e),

where the last inequality follows by setting the constant ¢, large enough. Further,

by Lemma 5.2 and Lemma 5.4, and since the random variables M, M’ are deterministic
functions of Y5, Yy and X, X/,

Hoo (Y | Y3, Y)) > by — 20, > 0.805. (7.3)

Equation (7.3) and Equation (7.3), together with the fact that X is independent of Y3
conditioned on any fixing of Y5, Y, allows us to apply Theorem 5.7 and Lemma 5.8, and

conclude that
(RaZ(X7 3/3)7 }/37 }/Qa Yg) e (Ua YE% }/27 Y2/) .

Note that conditioned on Y3, Y5, Yy, the random variable Raz(X, Y3) is independent of Y5.

Thus, we may apply Lemma 5.4 to conclude that
(RaZ(Xa YES)? Yéa Y;/) R2e (Ua YE’)? Yg) )

where we have used the fact that Y5 and Y, are prefixes of Y3 and Y, respectively.
Recall that M is (6¢, (Y2, Yy))-somewhere independent of M’. As the joint distribution
of M, M’ is independent of the joint distribution of Y3, Yy conditioned on any fixing of
Y,,Ys, it holds that M is (6e, (Y3, Y3))-somewhere independent of M’. By Lemma 5.2
and by the fact that ¢ > 10/3, it is possible to set the constant cpas large enough with

respect to the constant cjpy that is given by Theorem 6.4, so to guarantee that

Hoo (Y | Y3, Y3) 2 € = 25
> 0.8¢
> cpm - 2a - log (£/¢)
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Note further that

Hoo(X | Y3, Yy) = Hoo(X | Y2, V)
>k —5b
Z CIpM 2a - 10g(€/€> + 2€1

Thus, we are in a position to apply Theorem 6.4 to conclude that there exists a random
variable H such that
(Z7 Zla H) ~0(ae) (U7 Z/a 7-[) ) (74)

where

Z = IPMerg (M, Raz(X, Y3),Y),
Z" = IPMerg (M',Raz(X",Y5),Y").

Furthermore, conditioned on H, both Z and Z’ are deterministic functions of Y, Y’ which,
in turn, are jointly independent of the joint distribution (X, X”’). Thus, conditioned on
Z',’H, the random variable Z is independent of Ext(.X, Z’), and so by Equation (7.4) and
Lemma 5.1,

(Z,Ext(X", Z'), Z'\ H) ~oee) (U, Ext(X', Z'), Z' 1) . (7.5)

Now, as Ext(X’, Z') consists of m bits, Raz(X, Y3) and Raz(X’,Yy) each consists of ¢
bits, and since each of M, M’ has only 2 distinct random variables that occupy its length

b rows, we have that

Hoo (X | Ext(X',2), 2" H) > Hoo (X | Z',H) —m
—Ho (X |H)—m
> Hoo (X | H) —m — 4b— 20
> 2m + log(1/e).

Therefore, by Theorem 5.6, Lemma 5.8, and by Equation (7.5), it holds that
(Ext(X, Z), Ext(X', Z'), Z, Z',H) ~owe) (U, Ext(X', Z'), Z, Z' /1)

Conditioned on Ext(X’, Z"), Z, Z', H, the random variables Ext(X, Z) is independent
of the joint distribution of Y,Y”. Thus, by Lemma 5.3,

(BaseAdvCB(X, Y, a), BaseAdvCB(X", Y', &), Y, Y") ~o(ae) (U, BaseAdvCB(X',Y", o), Y, Y").

The proof then follows by setting the error guarantee of all building blocks we have used
to fe/a for some small enough constant S > 0 so to reduce the total error from O(ae) to
E. [
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8 Stepping-Up Correlation Breakers with Advice

In this section we devise an algorithm that transforms, in a black-box manner, a given cor-
relation breaker with advice to one with better dependence on the advice length. This is
the content of Lemma 8.1. Then, in Lemma 8.3 we apply this transformation, repeatedly,

starting with the base correlation breaker with advice that is given by Lemma 7.1.

Lemma 8.1. There exists a universal constant csy > 1 such that the following holds. Let

N, Gout, Mout, U, Uin, kin be integers and let €;, > 0. Set
Ain = aout/ba

lout = 3Mout + csu * (in + logn + b - log (b/ein)) ,

Min = Cguv 10g(£0ut/£in)7
where cgyy s the constant that is given by Theorem 5.6. Let
AdvCB;,: {0,1}" x {0, 1} x {0, 1} — {0, 1}™

be an explicit (kin, €in)-strong correlation breaker with advice. Then, there exists an explicit

(Kouts Eout ) -Strong correlation breaker with advice
AdvCBoy: {0,1}" x {0, 1}t x {0,1}% — {0, 1}ou
with

kout = max (kina 4gout) )
Eout = CsU * by/Ein.

Proof. For a string y € {0,1}%= let 31, y, denote the length /i, fra., prefixes of y, re-
spectively, where we recall that ¢;, is the length of the second argument of AdvCB;,, and
define

gRaz = max (10€in; CRaz * IOg(n/&n)) s

where cr,, is the constant that is given by Theorem 5.7. We further assume that
lout = 100R,,. This assumption can be met by taking csy to be a large enough con-

stant (compared to the constant cr,,).
Building blocks. On top of AdvCB;,, for the construction of AdvCB,,; we make use of

the following building blocks:

e Let Raz: {0,1}" x {0, 1}*rz — {0, 1}*e be the (20oyt, &in)-extractor with weak-seeds
that is given by Theorem 5.7. Note that ¢r,, was set to have sufficient length as
required by Theorem 5.7.
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e Set d = cguy -log(n/ein), and let IPMerg: {0, 1}™in x {0, 1} x {0, 1} — {0,1}4
be the independence-preserving merger that is given by Theorem 6.4, set with error

guarantee g;,. Recall that m;, = cguy - 10g(lout/€in), as required by Theorem 6.4.

o Let Ext: {0,1}" x {0,1}% — {0,1}™ be the (2mqy, &in)-strong seeded extractor
that is given by Theorem 5.6. Note that d suffices so as to be used as a seed length
for Ext.

The construction. Let z € {0,1}", y € {0,1}%=, and let o be an aqy-bit string. We
partition « to b consecutive equal length substrings, or blocks, &« = a; o --- 0 . Note
that for any i € [b], |o;| = ajn. Define the b x my, matrix m(z,y;) as follows. For i € [b],
the i’th row of m(z,y;) is given by

m(x, yl)l = AdVCBin (Jf, Y1, a’i)'

Define
z = IPMerg (m(x,y1), Raz(z, y2),v) .

Finally, define
AdvCB,(x,y, o) = Ext (x, 2) .

Analysis. Let X, X’ be n-bit random variables such that Ho(X) > kouw. Let Y)Y’ be
lout-bit random variables such that Y is uniform, and such that (X, X’) is independent of
(Y,Y"). Let a # o/ be distinct, fixed, aou-bit strings. As a # o/, there exists g € [b] such
that o, # o/g. As kout > kin and since AdvCB;, is a (kin, €in)-strong correlation breaker

with advice,
(AdvCBi(X, Y1, ay), AdvCB;n (X', Y, a})), Y1, YY) =, (U, AdvCB; (X', Y, o)), Y1,YY) .
Further, note that for any i € [b],
(AdVCB(X, Vi, 1), V1, Y{) ~a,, (U, V1, V7). (8.1)
Indeed, pick any string 5 # «a; and observe that
(AdVCBi(X, V1, ), AdVCBW (X', Y/, ), V1, Y{) e, (U, AdvCB (X', Y7, B), Y3, YY),

which, in particular implies Equation (8.1). Thus, m(X,Y]) is (&, H)-somewhere inde-
pendent of m(X',Y/), where H = Y1,Y/.
By Lemma 5.2,
Heo (Ya | H) > lraz — 26in > 0.8(Ra,
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and so, by Lemma 5.3, except with probability O(e;,) over the fixing of H, the random

variable Y5 has min-entropy rate 0.7. Thus, by Theorem 5.7, and since
kout Z max (2€outa C;?azgRaz) + log(l/an),

we have that
(RaZ(X7 }/2)7 }/27 H) RO(ein) (Ua }/27 H) .

Note that conditioned on any fixing of Y3, H, the random variable Raz(X, Y3) is inde-
pendent of Y. Therefore, by Lemma 5.1,

(RaZ(Xv }/2)7 /H,) ~O(ein) (U7 /H,) )
where H' = Y5, Y. Note further that by Lemma 5.2,
ﬁoo (Y | Hl) Z Eout - 2ERaz Z O‘8€out‘

Thus, by Lemma 5.3, except with probability O(e;,) over the fixing of H’, the random
variable Y has min-entropy 0.70o,. Note further that m(X,Y)) is (&, H')-somewhere
independent of m(X,Y/) (as apposed to just being (&,, H)-somewhere independent).

One can now apply Markov’s inequality and the union bound over all rows of m(X, Y7)
to conclude that except with probability O(b\/€in) over the fixing of #’', the following
holds.

e m(X, Y1) is O(y/&in)-somewhere independent of m(X’,YY).
o Raz(X,Y5) is O(y/€in)-close to uniform.

e The random variables m(X,Y;), m(X’,Y{), Raz(X,Y3), and Raz(X',Yy) are all de-

terministic functions of (X, X”), and in particular are jointly independent of (Y, Y”).
o H (Y) > 0.Tlou.
This, together with our choice of ¢y, allows us to apply Theorem 6.4, and conclude that
(2,2 H") =owy=n (U, Z'\H"),
where

Z = IPMerg (m(X, Y1), Raz(X, 3),Y),
7' = IPMerg (m(X', ¥7), Raz(X', Y;),Y"),

and ‘H" is a random variable such that conditioned on any fixing of H", each of the random

variables Z, 7’ is a deterministic function of Y,Y’ respectively. Further, conditioned
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on H” the joint distribution of the random variables X, X’ is independent of the joint
distribution of Y, Y’. Thus, by Lemma 5.1,

(Z,Extx(X', Z"), 2", H") ~owyan (U Ext(X', Z"), Z'\ H") . (8.2)
Now, as each of m(X,Y7), m(X',Y/) consists of bm;, bits and since Raz, Ext have
output lengths lout, Mout, respectively, Lemma 5.2 implies that
ﬁoo (X | EXt(X/7 Z’), Zla H”) Z kout - 2(anin + Eout) — Mout
Z 2mout +].Og(]./€in), (83)
where the last inequality holds by taking the constant csy large enough. Equation (8.2),
Equation (8.3), together with the fact that X is independent of Z conditioned on any
fixing of Ext(X’, Z"), Z', H” imply that
(Ext(X, Z), Z,Ext(X', Z2'), Z', H") =opyem) (U, Z,ExX(X', Z"), 2", H") .
Conditioned on the fixings of Z, Ext(X’, Z’), Z', H", the random variable Ext(X, 7) is
independent of the joint distribution of Y,Y”’. Hence, by Lemma 5.1,

(AdvCBou(X, Y, o), AdvCBo (X', Y, ), Y, Y") =op e (U, AdvCBo (X', Y, ), Y, Y").
This concludes the proof. O
The following corollary readily follows by Lemma 8.1. The proof is by a straightfor-
ward induction. The base case is obtained by taking AdvCB; to be the base correlation
breaker with advice BaseAdvCB that is given by Lemma 7.1. For the inductive step, we
apply Lemma 8.1 to AdvCB, as AdvCB;, to obtain AdvCB,; = AdvCB,, with b = al/v.

We omit the tedious technical details.

Corollary 8.2. There exists universal constants ¢, > 1 such that the following holds.
For all n,a,m, all ¢ > 0, and for any v = o(loga), there exists an explicit (k,,e)-strong

correlation breaker with advice
AdvCB,: {0,1}" x {0,1}* x {0,1}* — {0, 1}™,
with
l,=c"- (logn + a'’? - log (afe)),
k, = cl, + 3m.
By setting v = O(y/log a), Corollary 8.2 readily implies the following lemma.

Lemma 8.3. There exist universal constants cgy, cey > 1 such that the following holds.
For all integers n, a, and for any € > 0, there exists an efficiently-computable (k,€)-strong

correlation breaker with advice
AdvCB: {0,1}" x {0,1}* x {0,1}* — {0,1}™,
where £ = (cdg,)V'°8? - log(n/e) and k = 3m + c& L.
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9 Advice Condensers

In this section we formally define, and construct, advice condensers.

Definition 9.1 (Advice condensers). A function
AdvCond: {0,1}%" x {0,1}" x {0,1}* — {0, 1}

is called a (k,e)-advice condenser if the following holds. Let X, X' be n-bit random
variables such that Hy(X) > k. Let Y)Y’ be d-bit random variables such that Y is
uniform. Assume further that the joint distribution of X, X' is independent of the joint
distribution of Y,Y'. Then, for any pair of distinct a-bit strings o, ', it holds that

Pr [AdvCond(a, X,Y) = AdvCond(c/, X', Y")] < e.

The main result of this section is the following lemma. Note that the lemma makes use
of the iterated logarithm function. Recall that for an integer ¢ > 0, the function log'® ()
stands for the c-iterated log(-) function. That is, log® (x) = z, and for an integer ¢ > 0,

log'? (z) = log(log“~V(x)). All of our logarithms are taken base 2.

Lemma 9.2. There exists a universal constant cac > 1 such that the following holds.
For all integers n, ai,,c > 1, and for any € > 0, there exists an efficiently-computable

(k,e)-advice condenser
AdvCond,: {0,1}% x {0,1}" x {0,1}% — {0, 1},
with
Qout = log(C) (ain) + C;C ’ 10g<1/8)7
d = cac - log(ainn/e),
k = cac - log(ainn/e).
For the proof of Lemma 9.2 we start by constructing what we call the base advice

condenser, which will be used in our final construction. Technically, this function does
not have a third input, though we still refer to it as an advice condenser. More precisely,

naturally, we call it a (0, ¢)-advice condenser as one may think of the third source as

being some fixed constant string, having no entropy.

Lemma 9.3. For any integer a;, and for any € > 0, there exists an efficiently-computable

(0, €)-advice condenser
BaseAdvCond: {0,1}% x {0,1}% — {0, 1}%",
with
d = log(ain/e) + 2,
Gout = l0g ain + 3log(1/€) + 7,
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Proof of Lemma 9.5. Set ¢ to be the least even power of two that is larger than (2/e+1)%.
Identify {0,1}“ with some arbitrary subset of Fir. Let ECC: Fé» — F be the error
correcting code that is given by Theorem 5.10 set with relative distance 6 = 1 — . By

Theorem 5.10, such an explicit code exists with rate p > ¢/2, and so b < 2a;,/¢.
For a € {0,1}% and y € {0, 1}¢, define

BaseAdvCond(c, y) = ECC(a), 0 .

Note that d was chosen large enough so as to be used as an index for entries in the
codeword ECC(a). Furthermore, as ¢ < 4 - (2/e + 1)® < 32/£?, the output length of
BaseAdvCond is

|[ECC(a)y| + |y| < loggq+logh < logai, + 3log(l/e) +7 = m.
Further, d < logb < log(ain/e) + 2, as stated. Now,
Pr [BaseAdvCond(«, Y) = BaseAdvCond(a/, Y")] = Pr [ECC(a)y o Y = ECC(a)ys 0 Y|
=Y Pr[ECC(a), 0y = ECC(a')y; 0 Y]],
v

where Y, denotes the random variable Y' | (Y = y). Note that for every y,
Pr [ECC(a), 0y = ECC()y; 0 ¥/] < Pr[ECC(a), 0y = ECC(a')y; 0 Y] | V! = ]
= Pr[ECC(a), = ECC(c),] .
Thus,

Pr [BaseAdvCond(a, Y') = BaseAdvCond(a/, Y")] < ZPr [ECC(«), = ECC(c),] < e.
Yy
O
The proof of Lemma 9.2 readily follows by the following lemma.

Lemma 9.4. Let
AdvCond;,: {0,1}* x {0, 1}" x {0,1}% — {0, 1}%

be an explicit (kin, €in)-advice condenser. Then, there exists an explicit (Kout, Eout)-advice
condenser
AdvCondoy:: {0, 1} x {0,1}" x {0, 1}% — {0, 1}%=

with

doye = max (10 - (din +1og(1/ein)), CRaz - log(n/ein)),

kout = max (Kin, 2Gin + Craydout + 10g(1/€in), 2ain + 210g(ain) + 3log(1/ein) +4),

Aout = log ain + 3log(1/ein) + 7,

Eout — O(\/ 5in)7
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where the constant cra, in the definition of doy s the constant that appears in the state-

ment of Theorem 5.7.

Proof of Lemma 9.4. Recall that doy > di,. Given a dy-bit string y, we denote its d;,-bit
prefix by y;. On top of AdvCond;,, for the construction of AdvCond,,; we make use of the

following components.

Building blocks.

o Set dpase = log(ain/cin) + 2, and let BaseAdvCond: {0, 1}% x {0, 1} — {0, 1} %
be the (0, ¢;,)-advice condenser that is given by Lemma 9.3. Note that both dpas

and ao,; were set according to Lemma 9.3.

o Let Raz: {0,1}" x {0,1}%= — {0,1}%= be the (2dpase, €in)-extractor with weak-
seeds that is given by Theorem 5.7. Note that dy, is sufficiently large, as required
by Theorem 5.7.

The construction. On input a € {0,1}%, x € {0,1}", and y € {0, 1}%=, we define

AdvCond,:(a, x,y) = BaseAdvCond (AdvCond;, (v, z,y1) ,Raz (x,y)) .

Analysis. Let X, X’ be n-bit random variables such that Ho.(X) > kow. Let Y, Y’
be dgu-bit random variables such that Y is uniform. Assume that the joint distribution
(X, X’) is independent of the joint distribution (Y,Y”). Let o, a’ be distinct, fixed, a-bit
strings.

AS kou > kin and since AdvCB;, is a (kin, €in)-advice condenser, we have that
Pr [AdvCond;, (o, X, Y;) = AdvCond;, (o, X', Y])] < in.

Thus, by Markov’s inequality, except with probability /&, over (yi,v)) ~ (Y1,Y), it
holds that
Pr [AdvCond;, (o, X, 31) = AdvCond;, (o', X', 17)] < \/Ein-

We further condition on the fixings of 5 ~ AdvCond;, (o, X, y1) and 8’ ~ AdvCond;, (o/, X", y]).
Note that conditioned on the fixings of Y7, Y/, the random variables AdvCond;, («, X, Y7),
AdvCond;, (o, X', Y]) are deterministic functions of (X, X’) and so this further condition-

ing does not introduce dependencies between (X, X’) and (Y,Y”). Set

H = AdvCond;, (a, X, Y1), AdvCond;, (o', X', YY), Y3, Y].
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By Lemma 5.2, Lemma 5.4, and by our choice of dgyt, din,

Heo (Y | H) = Ho (Y | V1, Y])
> dout — 2din
> 0.8dout
> 0.7doyt + log(1/ein).

Thus, by Lemma 5.3, except with probability €;, over the fixings of H, the random variable

Y has min-entropy rate 0.7. Furthermore, by Lemma 5.2 and Lemma 5.4,
Ho (X | H) = Hy (X | AdvCond;, (v, X, Y1), AdvCond;, (o, X', YY)
Z kout - 2ain
> max (2dpase, Craydout) + 10g(1/in).
This, together with the fact that doy > craz - log(n/e), implies that
(Raz(X,Y),H) ~s., (U,H).

By Markov’s inequality, except with probability O(,/in) over the fixing of H, it holds
that Raz(X,Y) = & U.

To summarize, by the union bound, except with probability O(,/€in) over the fixing
of H, we have that § # ' and that Raz(X,Y) is O(,/€in)-close to uniform. Thus, by
Lemma 9.3,

Pr [AdvCond,: (o, X, Y) = AdvCondoy (o, X', Y')] = O (V&) -

This concludes the proof. O

10 Proof of Theorem 2.1

After developing all the required components in previous sections, in this section we
finally turn to prove Theorem 2.1. The proof of Theorem 2.1 follows by the following
lemma applied with ¢ = 4. Note that we prove the theorem with k£ = 3m. This can be
easily relaxed to k = (2 + a)m for any constant o > 0. We state the result as is for

simplicity.

Lemma 10.1. There exists a universal constant ¢ > 1 such that the following holds.
For all integers n,a, for any € > 0, and for any constant integer ¢ > 1, there exists an

efficiently-computable (k,e)-strong correlation breaker with advice
AdvCB: {0,1}" x {0,1}* x {0,1}* — {0,1}™
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with

¢ = 'log(an) + (c’)\/log(log(c)(“)HOg(l/E)) : <log(c)(a) + log(l/a)) ,
k=3m+ .
Proof of Lemma 10.1. Let cguv, CRaz, Csu, Cac be the constants that appear in the state-
ments of Theorem 5.6, Theorem 5.7, Lemma 8.3, and Lemma 9.2, respectively. Set
a' =1og"(a) + cic - log(1/e),
m’ = cguy - log(n/e),
0" = (cgy) Vs - log(£/e),
{1 = cic - log(an/e),
0y = max (106, + 10log(1/¢), craz - log(n/e)) .
Note that our hypothesis of ¢ implies that ¢ > ¢5. Given an (-bit string y, we denote its

length ¢, prefix by y; and its length ¢y prefix by y,. For the proof of Lemma 10.1 we
make use of the following building blocks.

Building blocks.

e Let AdvCB’: {0,1}* x {0,1}* x {0,1}* — {0,1}™ be the (£/2, ¢)-strong correlation
breaker with advice that is given by Lemma 8.3. Note that ¢ was set accord-
ing to Lemma 8.3. Moreover, the min-entropy ¢/2 is large enough as required by
Lemma 8.3 as it can be easily verified that, by our hypothesis, £ = Q(¢').

e Let Raz: {0,1}" x {0,1}2 — {0,1}* be the (2¢,¢)-extractors with weak-seeds
that is given by Theorem 5.7. Note that /5 was set large enough as required by

Theorem 5.7.

e Let AdvCond: {0,1}* x {0,1}" x {0,1}** — {0,1}* be the (k,¢)-advice condenser
that is given by Lemma 9.2. Note that ¢, is large enough as required by Lemma 9.2.

Furthermore, o’ was set according to Lemma 9.2.

e Let Ext: {0,1}" x {0,1}™ — {0,1}™ be the (2m,)-strong seeded extractor that
is given by Theorem 5.6. Note that m’ has sufficient length as required by Theo-
rem 5.6.
The construction. On input x € {0,1}", y € {0,1}*, and a € {0,1}%, we define
AdvCB(z,y, ) = Ext (z, 2),

where
z = AdvCB' (y, Raz(z, y»), AdvCond(a, z, 1)) -
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Analysis. Let X, X’ be n-bit random variables such that H.(X) > k. Let Y, Y’ be {-bit
random variables such that Y is uniform. We further assume that the joint distribution
(X, X’) is independent of the joint distribution (Y,Y”). Let a,a’ be two distinct, fixed,
a-bit strings.

As k > cac - loga + ¢ - log(1/e), we can apply Lemma 9.2 and conclude that
Pr [AdvCond(a, X, Y;) = AdvCond(a/, X', Y{)] < e.

By Markov’s inequality, except with probability 1/ over the fixings (yi,y;) ~ (Y1,YY), it
holds that
Pr [AdvCond(a, X, 1) = AdvCond(c/, X', 9;)] < V.

We now further condition on the fixings of § = AdvCond(«, X, 41), ' = AdvCond(c/, X', 9/}).
Note that conditioned on the fixings of Y7, Y]/, the random variables AdvCond(«, X, Y}),
AdvCond(a/, X', Y/) are deterministic functions of (X, X’), and so the latter conditioning
does not introduce dependencies between (X, X’) and (Y,Y”).
Set
H =Y, Y/, AdvCond(a, X, Y7), AdvCond(a/, X', Y7).

By Lemma 5.4 and Lemma 5.2,
Heo (Ya | H) = Heo (Y2 | Y1,1))

> 0y — 20,
> 0.805. (10.1)

Hence, by Lemma 5.3, except with probability € over the fixings of (Y7, Y]), it holds that
Y5 has min-entropy rate 0.7. Moreover, as AdvCond has output length a/, Lemma 5.2

together with Lemma 5.4 imply that

Hoo (X | H) = Hy (X | AdvCond(ar, X, Y1), AdvCond(o/, X', YY)
>k —2d
> max (20, gy, l2) + log(1/e). (10.2)

By Equation (10.1), Equation (10.2), and Theorem 5.7, and since X and Y; are

independent conditined on H,
(Raz(X, Y2),Ye, H) o) (U, Yo, H).

As conditioned on Y5, H, the random variables Raz(X,Y3) and Y] are independent,

Lemma 5.1 implies that
(RaZ<X7 YvZ)a }/;7 Yv27 H) ROo(e) (U7 }/;7 }/27 H) .
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Now, by Lemma 5.2,

Hoo (Y | Y3, Yo, H) = Hoo (Y | Y3, Y2)
>0 — 20y
> (/2 +log(1/e).

Thus, by Lemma 5.3, except with probability € over the fixings of Y3, Y5, H, the random
variable Y has min-entropy ¢/2.

To recap, by the union bound, except with probability O(1/2) over the fixings of
H, Y, Y, the following holds:

e 3,3 are distinct, fixed, strings.
e Raz(X,Y3) is O(y/)-close to uniform.
o H (Y)>/1/2.

e The joint distribution (Y,Y”) is independent of the joint distribution of Raz(X, Y5)
and Raz(X',Y7).

Hence, as ¢/2 > c£,¢' + 3m’, we are in a position to apply Lemma 8.3, which implies
that
(Z> H/) %O(\@) (Ua Hl) )

where

Z = AdvCB' (Y, Raz(X, Ya), AdvCond(a, X, V7))
Z' = AdvCB' (Y’,Raz(X',Y]), AdvCond(a/, X', YY),
H' = 7' Raz(X,Y;),Raz(X",Y)), Y], Yo, H.

Conditioned on H’, the random variable Z is a deterministic function of Y whereas
Ext(X’, Z') is independent of Y. Thus, by Lemma 5.1,

(Z7 EXt(X/7 Z/)a H/) %O(\E) (Ua EXt<X/7 Z/)a Hl) .
By applying Lemma 5.2, Lemma 5.4, together with Equation (10.2), we have that

Hoo (X | Ext(X', Z"),H) > Hoo (X | H) —m — 20/
>k —2d —m—20
> 2m + log(1/e).

Thus, by Theorem 5.6,
(Ext(X, Z), Z, Ext(X', Z'), H') ~ove) (U, Z, Ext(X', Z"),H').
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To conclude the proof, recall that Ext(X, Z) = AdvCB(X, Y, a), Ext(X’, Z') = AdvCB(X",Y”, &),
and that conditioned on Z, Ext(X’, Z’), H', the random variable Ext(X, Z) is independent
of Y, Y’. Thus,

(AdVCB(X, Y, ), AdVCB(X', Y, '), Y, Y') =oyz) (U, AdvCB(X', Y, ), Y,Y").

As usual, the error can be reduced to € by taking primitives with a lower error guarantee.

This has no affect on the theorem statement. O

11 A 5-Source Extractor for Near Logarithmic Min-
Entropy

In this section we prove Theorem 2.2. The proof relies on a generalization of correlation

breakers with advice.
Definition 11.1 (¢-Correlation breakers with advice). A function
AdvCB: {0,1}" x {0,1}* x {0,1}* — {0, 1}™

is called a (k,e) t-correlation breaker with advice if the following holds. Let' Y be a
random variable that is uniformly distribution over £-bit strings, and let Y1,...,Y; be

C-bit random variables that are arbitrarily correlated with Y. Let X be an (n, k)-source

that is arbitrarily correlated with the n-bit random variables X, ..., X;. Assume that the
joint distribution of X, X1, ..., X, is independent of the joint distribution of Y,Y1,... ) Y;.
Then, for any a-bit strings «, o, ..., a; such that o & {a;}i_q,

(AdvCB (X, Y, a), {AdVCB (X, Vi, o) }o_,)) =~ (U, {AdvCB (X, Vi, o) }i_)) -

The proof of Theorem 2.1 can be extended in a straightforward manner to prove the

following theorem and so we omit the details.

Theorem 11.2. For any constant integer t > 1 there exist constants cacg, Cacg > 1 such
that the following holds. For all integers n,m,a, and for any ¢ > 0 such that a < 2™/°,
there exists an explicit (k, ) t-correlation breaker with advice AdvCB: {0,1}" x {0, 1}* x
{0,1}* — {0, 1}™, with

¢ = cacg - log(an) + log(1/e) - cAcléglog(l/E),

k= cacg - (m+10).

The proof of Theorem 2.2 makes use of a fair number of components and results from

the literature. We begin by introducing them, starting with seeded condensers.
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Definition 11.3 (Seeded condensers). A function Cond: {0,1}" x {0,1}¢ — {0,1}™ is
said to be a k —. k' condenser if for any (n, k)-source X and for any independent random
variable S that is uniformly distributed over d-bit strings, it holds that Cond(X,S) is e-
close to a random wvariable with min-entropy k'. The function Cond is called a lossless
condenser if ¥’ = k + d.

Theorem 11.4 ([GUV09]). For any constant T > 0 (T can be taken to be larger than 1),
all integers n, k such that k < n, and for any € > 0, there exists an efficiently-computable
k — k+d (lossless) condenser Cond: {0,1}" x {0,1}* — {0,1}™ having seed length
d=(141/7)log(nk/e) +O(1) and m = (1 + 1)k + 2d output bits.

We make use of the following lemma that, informally speaking, states that any seeded

condenser is also strong.

Lemma 11.5 ([Lilla, CS16]). Let Cond: {0,1}" x {0,1}¢ — {0,1}™ be a k —. K
condenser. Let X be an (n, k)-source and let S be an independent random variable that is
uniformly distributed over d-bit strings. Then, for any 6 > 0, with probability 1 — & over
s ~ S it holds that Cond(X, s) is (2¢/9)-close to having min-entropy k' — d — log(2/4).

Barak et al. [BIWO06] proved a useful lemma which roughly states that taking the

bitwise XOR of ¢ independent n-bit random variables, each is e-close to uniform, results

in a random variable that is e’-close to uniform. We need to generalize this lemma.'”

Lemma 11.6. Let X4,...,X,, be independent n-bit random variables, each is e-close
to having min-entropy k, where ¢ < i. Then, X1 @ --- & X,,, is (2¢)™-close to having

min-entropy k — 2.

The proof of Lemma 11.6 can be found in Appendix A.

We also make use of the following lemma.

Lemma 11.7 ([Lil2b]). Let X, X' be random variables with a common range such that
SD(X, X') <e. Let (X,Y) be a joint distribution. Then, there exists a joint distribution
(X", Y) such that SD((X,Y), (X",Y)) <e.

With these components and results from the literature, we are ready to prove the

following lemma, which we later use for the proof of Theorem 2.2.
Lemma 11.8. For all integers n,t, there exists an efficiently-computable function

fr ({0,137 = {0,137,

10The original version of this paper had a flaw in the proof of this lemma that was communicated to

us by Dori Medini. In this version we fix the flaw (obtaining slightly weaker parameters) joint with Alon
Frydberg.
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with r = poly(n), having the following property. For any three independent (n, k)-sources
X1, Xo, X3, with k = Q({ + logn), there exists B C [r] of size |B| < 3r%*, and a random

variable M in the form of an r x £ matriz, such that the following holds:
o f(X1, Xy, X3) is 8r "% close to M.
e For any i € [r]\ B, the random variable M; has min-entropy rate 1/300.

Proof. Set 7 = 100 and ¢ = n=1%. Let r = 2¢ where d = (1 + 1/7)log(nk/e) + O(1)
is the seed length of the seeded condenser Cond: {0,1}" x {0,1}¢ — {0,1}™ that is
given by Theorem 11.4 when applied with 7, as chosen above to (n,k)-sources. Let
¢ = (14 7)k+ 2d be the output length of the condenser from Theorem 11.4 when applied

with these parameters. Set § = =06,

The construction. On input xy, 29, x3 € {0,1}", for each i € [r] we define
f(l’l, T2, Ig)i = Cond(xl, Z) D COHd(ZL‘Q, ’L) D Cond(xg, Z),

where we identify [r] with {0,1}? (and so we think of 7 as a seed for Cond).

Analysis. Let X, X5, X3 be independent (n, k)-sources. Let j € [3]. By Theorem 11.4
and by Lemma 11.5, there exists a set B; C [r], of size |B;| < dr = r%* such that for any
i ¢ B, it holds that Cond(Xj,%) is (2¢/6)-close to having min-entropy k& — d —log(2/0) >
k/2, where the last inequality follows by taking k& to be larger than a large enough
constant multiple of logn. One can verify that by our choice of parameters 2e/§ < r=35.
Thus, for any i ¢ B; it holds that Cond(X},4) is r~%*-close to having min-entropy rate
k/(20) > 1/200.

Set B = B; U By U Bz, and note that |B| < 3r’*. By Lemma 11.6, for each i ¢
B, we have that f(Xi, Xy, X3); is (2r7°3%)3 = 8r~1%_close to having min-entropy rate
2—(1)0 — % > ﬁ. Thus, by Lemma 11.7, applied one by one to all rows in [r] \ B, it holds
that f(X1, Xy, X3) is r- 8710 = &0%_close to a random variable M in the form of an
r X ¢ matrix such that for any ¢ ¢ B it holds that M; has min-entropy rate 1/300. This

concludes the proof. O

For the proof of Theorem 2.2 we make use of the following lemmas.

Lemma 11.9 ([Viol4]). Let Yi,...,Y, be a sequence of {0,1} random variables. Let
a > 0 be some constant. Assume that there exists B C [r], with |B| < r'/2=% such that

the random variables {Y; | i € [r] \ B} are t-wise independent and uniform. Then,

bias (Majority(Y3,...,Y;)) = O <1O%tt + ra> . (11.1)
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Lemma 11.10 ([AGMO03)). Let Xy,..., X, be {0,1} random variables. Assume that for
any O # I C [n], with size |I| < t, the joint distribution of {X;}ier is e-close to uniform.
Then, Xq,...,X, is (n' - e)-close to a t-wise independent distribution.

Theorem 11.11 ([Raz05, BKST05, Zuc07]). For every constant 6 > 0, there exists an
efficiently-computable function Cond: {0,1}"* — {0,1}"*¢ with r = O(1) and ¢ = O(n)
such that the following holds. If X is an (n,dn)-source, then Cond(X) is 27 -close to

a convex combination of distributions, each of which has some row with min-entropy rate
0.9.

We are now ready to prove Theorem 2.2.

Proof of Theorem 2.2. For a large enough constant ¢ to be fixed later on, set £ = logn -
cVieslogn “For the construction of 5Ext we make use of the following building blocks.

Building blocks.

o Let f: ({0,1}")° = {0,1}"* be the function that is given by Lemma 11.8. Recall
that by Lemma 11.8, r = poly(n).

e Let Cond: {0,1}¢ — {0,1}"*¥ be the somewhere-condenser that is given by Theo-
rem 11.11 set with 6 = 1/300. By Theorem 11.11, 7" = O(1) and ¢ = ©({).

e Set (" = (ck,,/2) - ¢. Let Raz: {0,1}" x {0,1}* — {0,1}*" be the (2¢",77?)-
extractors with weak-seeds that is given by Theorem 5.7. Note that by our choice

of /", such an explicit extractor does indeed exist.

e Let t > 1 be a constant whose value we choose later on. Set a = log(rr’) and let
AdvCB: {0,1}" x {0,1}* x {0,1}* — {0,1} be the (k,e) (tr')-correlation breaker
with advice that is given by Theorem 11.2 set with error guarantee ¢ = =+,
Note that by setting the constant ¢ in the definition of ¢ to be large enough, ¢” is
large enough as required by Theorem 11.2.

The construction. Oninput zy,..., x5 € {0,1}", we define 5Ext(xy, ..., x5) as follows:
1. Let m be the r x £ matrix whose i’th row is given by m; = f(x1, za, x3);.

2. For each i € [r] define the v’ x ¢ matrix m* = Cond(m;).

3. For each i € [r] define the 7' x (" matrix (m')" whose j'th row is given by (m/)} =

Raz(xy, m}).

4. For each i € [r] let v* € {0,1}" be the vector whose j'th entry is defined as

(v'); = AdvCB(z5, (m')%, (4,7)), where we think of (7,7) as a log(rr’)-bit string.

%
7
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5. For each i € [r] define y; = ®j_, (v");.

6. Finally, we define 5Ext(xy, ..., z5) = Majority(y1, - . ., yr)-

Analysis. Let Xj,..., X5 be independent (n, k)-sources, with k = ¢’¢, where ¢” is some
large enough constant. By Lemma 11.8, which is applicable by our assumption on k, there
exists a set B C [r], of size |B| < 3r®* and a random variable M in the form of an r x ¢

matrix, such that
o f(X1, Xy, X3) is 8" %_close to M.
e For any i ¢ B, the random variable M; has min-entropy rate 1/300.

From here on we assume that f(X;, Xs, X3) itself has the second the property above,
namely, for any i ¢ B, the random variable f(X;, X5, X3); has min-entropy rate 1/300.
We do so for the ease of reading, and aggregate the negligible expression 8r~%% to the
total error.

For i € [r], let M* = Cond(f(X, Xa, X3);). Fix i € [r]\ B. By Theorem 11.11, M® is
2-U_close to a convex combination of distributions over r’ x ¢ matrices, each of which
has some row with min-entropy rate 0.9. For ease of reading, we make the simplifying
assumption that there exists g(i) € ['] such that (M?),) is 27%-close to a having min-
entropy rate 0.9. A more formal treatment would require as to introduce cumbersome
notation for the different summands of the convex combination, which we prefer to avoid.

By Lemma 11.7 applied repeatedly to all i@ € [r] \ B, the sequence of matrices
M1
any ¢ € [r]\ B it holds that (M?),;) has min-entropy rate 0.9. To avoid introducing fur-

v, M7 s (r-27%®)close to a second sequence of matrices M*, ..., M7 such that for

ther notations, we abuse notation and identify M? with A?. This simplifying assumption
can be made at the cost of aggregating r - 27*) = o(1) to the total error.

For i € [r] and j € [r'], let (M')} = Raz(Xy, M;). Let i € [r]\ B. As Mé(i) has
min-entropy rate 0.9 and since H.(Xy) = k > 2¢”, Theorem 5.7 implies that for any
i € [r]\ B it holds that (M')} ;) ~%-2 U. Thus, by Lemma 11.7, up to a negligible error of
r~! which we aggregate, we have that for all i € [r] \ B it holds that (M’ );(i) is uniform.

For i € [r] and j € ['], let (V*); = AdvCB(X5, (M’)?, (4, j)). By Theorem 11.2 and as
AdvCB is a (tr')-correlation breaker with advice set with error guarantee r~(**1) we have
that for all 1 <wv <t and for any distinct 41,...,4, € [r] \ B,

<(V“)g<z‘1>7 s (V)0 AV} et o {<Vi”)j}je[r'1\g<iv>> Fo@-tin)

(U”’ (V)i gt - LV} je[r’]\gm)) '

Hence,
(}/:L'l? e 7}/;'1,) %O(rf(tjtl)) U
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Therefore, by Lemma 11.10, the sequence of random variables {Y;}iepp 5 is O(r~')-close
to a sequence of uniform and ¢-wise independent random variables. As |B| < 3r%4,

Lemma 11.9 completes the proof.
]

12 Non-Malleable Extractors

In this section we prove the following theorem which readily implies Theorem 2.4. As
mentioned, the proof follows by plugging-in our correlation breaker with advice, that
is given by Theorem 2.1, to the [CGL15] framework for constructing non-malleable ex-
tractors applied together with the “switch” idea [Cohl15b]. The theorem is stated with
extractors that have k/4 output bits. This can be easily improved to k/(2 + «) for any

constant a > 0.

Theorem 12.1. There exist constants ¢,c > 1 such that the following holds. For any
integer n and for any € > 0, there ezists an efficiently-computable (k,e)-non-malleable
extractor nmExt: {0,1}" x {0,1}¢ — {0, 1}/ with seed length d = clogn + log(1/e) -

C\/m fO?" any k Z cd.

Proof. Let cguy, Craz be the constants that are given by Theorem 5.6 and Theorem 5.7,

respectively. Set

dy = ceuv - log(n/e),
dy = max (10dy, cra, - log(n/e)) .

For a d-bit string y, let y; denote the length d; prefix of y. Similarly, let y, denote the
length dy prefix of y. We further assume that d > 10d,. Note that this assumption can
be met by taking the constant ¢ large enough with respect to the constants cgyv, Craz-

For the construction of nmExt we make use of the following building blocks.

Building blocks.

e Let g be the least even prime power of 2 that is larger or equal than 5/¢%. Note
that ¢ < 20/e% Let r be the least integer such that ¢" > d. We identify [d]
with an arbitrary subset of ;. Set v = 2r/e and let ECC: F; — FF; be the error
correcting code that is given by Theorem 5.10, set with relative distance 6 =1 —«.
By Theorem 5.10, an explicit code with these parameters (namely, relative distance
1 — ¢, rate 2/¢, and alphabet size ¢ < 20/&?) exists.

o Let Ext: {0,1}" x {0,1}% — {0,1}'°8? be the (2logwv, ¢)-strong seeded extractor
that is given by Theorem 5.6. Note that d; was defined to be of sufficient length so

as to be used as a seed for Ext. We identify the output of Ext as an element of [v].
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e Let 0 < a < 1 be a constant whose value we set later on. Let Raz: {0,1}" x
{0,1}%2 — {0,1}*¢ be the (2ad, £)-extractor with weak-seeds that is given by The-

orem 5.7. Note that dy was chosen large enough as required by Theorem 5.7.

e Set a = d; +logq. Let AdvCB: {0,1}% x {0,1}*? x {0,1}* — {0,1}% be the

(k,e)-correlation breaker with advice that is given by Theorem 2.1.

o Let Ext’: {0,1}" x {0,1}% — {0, 1}*/* be the (k/2,¢)-strong seeded extractor that
is given by Theorem 5.6. Note that d; is large enough as required by Theorem 5.6.

The construction. On input x € {0,1}", y € {0, 1}, we define nmExt(z, y) as follows.

First we compute the function
AdvGen(z,y) = y1 © ECC(Y) ext(z,y1)-

In the expression above, by ECC(y)ext(sy,) We mean the following — we interpret the
output of Ext as an index i € [v] of the codeword ECC(y). Then, ECC(y); refers to the
content in that i’th entry interpreted as a (log g)-bit string. Define

z = AdvCB (y, Raz(z, y2), AdvGen(z, y)) .

Finally, we define
nmExt(z,y) = Ext'(z, 2).

Analysis. Let X be an (n,k)-source, let Y be a random variable that is uniformly
distributed over d-bit strings, independently of X, and let A: {0,1}¢ — {0,1}¢ be a
function with no fixed points. Denote y' = A(y). We start by proving the following
claim.
Claim 12.2.
Pr [AdvGen(z,y) = AdvGen(z,v')] = O({/¢).
o (z,y) (z,9)] = O(Ve)

Proof. As Ext is a (k, €)-strong seeded extractor,
(Ext(X, Y1), Y1) == (U, Y1)

Conditioned on any fixing of Y;, the random variables X, Y/ are independent. Thus, by
Lemma 5.1,

(Ext(X, Y1), Y], V1) ~ (U,Y{, Y1)

Therefore, by Markov’s inequality, except with probability 1/ over the fixings of (y1,y]) ~
(Y1,Y!), it holds that
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By aggregating an error of 1/ to the total error, we condition on the event (Y7,Y]) =
(y1,11) for which Equation (12.1) holds.

Observe that whenever y; # v, it holds that AdvGen(X,Y") # AdvGen(X,Y”), and so,
to bound the probability that AdvGen(X,Y) = AdvGen(X,Y”), we only need to consider
the case y; = y].

Recall that Y # Y’ and so, as ECC has relative distance § = 1 — ¢, the codewords
ECC(Y),ECC(Y’) € [, agree on at most ¢ fraction of the coordinates. Let

I ={ie]|ECC(Y); = ECC(Y")}

be the random variable that consists of all indices on which the two codewords agree.
By the above, |I| < ev. As Ext(X,y;) is y/e-close to uniform and since Ext(X,y;) is

independent of I (as I is a deterministic function of Y), we have that
<e.
)I(’%; [Ext(X,1) €[] <e

We can now conclude the proof of the claim by taking back into account the event that

y1 1s not a good seed for X. m
By Lemma 5.2, by our choice of parameters, and as ECC has alphabet size ¢,
Ho. (Ys | AdvGen(X,Y), AdvGen(X,Y")) > dy — 2(d; + log q) > 0.6d,.
Further,

H.. (X | AdvGen(X,Y),AdvGen(X,Y")) > k — 2logv
> max (2d, cg,,d2) + log(1/e),

where the last inequality holds for a large enough constant ¢'.

Observe that one can condition on the fixings of AdvGen(X,Y’), AdvGen(X,Y’) while
maintaining the independence between X and Y. Indeed, after conditioning on Y;, Y7,
the random variables Ext(X,Y]), Ext(X,Y]) are deterministic functions of X, and so
one can further condition on these random variables without introducing dependencies
between X and Y. Conditioned on Y3, Y/, Ext(X,Y)), Ext(X, YY), the random variables
AdvGen(X,Y), AdvGen(X,Y”) are deterministic functions of Y, and so condition on these
variables does not introduce dependencies between X,Y.

By the above, we can apply Theorem 5.7 and conclude that
(Raz(X,Y3),Ys, AdvGen(X,Y), AdvGen(X,Y")) ~o) (U, Y2, AdvGen(X,Y), AdvGen(X,Y")).

By Lemma 5.1, and since Raz(X,Y3) is independent of Y, when conditioned on any fixing
of Y5, AdvGen(X,Y'), AdvGen(X,Y”), we have that

(RaZ(X7 }/2)7 H) O(e) (U7 H) 5
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where ‘H = Yy, Y5, AdvGen(X,Y'), AdvGen(X, Y”).
By Lemma 5.2,
Ho (Y | H) > d—2(dz +logq) > d/2.

By applying Lemma 5.3, we have that except with probability O(4/¢) over the fixing
of H, the following holds.

e The joint distribution of Raz(X,Y;) and Raz(X,Y;) is independent of the joint
distribution of Y, Y.

e Raz(X,Y5) is O(y/e)-close to uniform.

e By setting the constant « to be small enough, d/2 is sufficient min-entropy as

required by Theorem 2.1.
e AdvGen(X,Y) and AdvGen(X,Y"’) are distinct, fixed, strings.
Thus, we can apply Theorem 2.1 to conclude that
(Z, M) =05 (UH),
where

Z = AdvCB(Y, Raz(X, Ya), AdvGen(X, Y)),
7' — AdvCB(Y, Raz(X, YY), AdvGen(X, Y")),
H' = 7' Raz(X,Y;),Raz(X,Y;), H.

Note that conditioned on the fixing of H', the random variables Z and Ext'(X, Z’) are
independent. Thus, by Lemma 5.1,

(Z,Ext' (X, Z"),H') =0y (U Ext'(X,Z'), H').
By Lemma 5.2 and since Ext’ has k/4 output bits,
Hoo(X | Ext'(X, Z"),H') > k — k/4 — 2(d +logv) > k/2 + log(1/e).
Thus, by Lemma 5.8,
(Ext'(X, Z), Z,Ext'(X, Z"), ") =o(ye) (U, Z,Ext'(X, Z'), H') .

By the definition of nmExt and since conditioned on Z, Ext'(X,Z’), H', the random
variable Ext’ (X, Z) is independent of Y, we have that

(nmExt(X,Y), nmExt(X,Y"),Y) =5 (U, nmExt(X,Y"),Y),
as desired. ]
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A Proof of Lemma 11.6

In this section we prove Lemma 11.6. We make use of the standard notation in which a

random variable X is identified with its probability vector, i.e., Pr[X = z] is denoted by

X(x). For a random variable X with an ambient support 2 and ¢ > 0 we define

Bad;(X) ={zr € Q| X(x) >27}.

We prove the following lemma following an argument due to Raz, Reingold and Vad-
han [RRV99].

Lemma A.1. Let X be a random variable that is -close to a random variable X having
min-entropy k. Denote Bad = Bady_1(X). Then, Pr[X € Bad] < 2e.

To prove Lemma A.1 we prove a sequence of simple claims.

Claim A.2. With the notation of Lemma A.1, for every set B,

Pr[X € B| <27%B| +e.

Proof. As SD(X, X}) < ¢,

|Pr[X € Bl —Pr[X; € B]| <e.

Since Hy(Xx) > k, we have

and so

Pr(X; € B =) Pr[X, =] <27%B|,

zeB

Pr(X € Bl <Pr[X, € B] +c<27%|B| +e.
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Claim A.3. With the notation of Lemma A.1,
Pr[X € Bad] > 27"™|Bad|.

Proof. By the definition of Bad, for every z € Bad, Pr[X = z] > 2*~1 and so

Pr(X € Bad] = Y  Pr[X = 2] >2""|Bad|.
rcBad

O

Claim A.4. With the notation of Lemma A.1, |Bad| < 2F¢.

Proof. By Claim A.2 and Claim A.3, we have

27"t Bad| < Pr[X € Bad] < 27%|Bad| + ¢,
and so 2|Bad| < |Bad| + 2*¢ which implies |Bad| < 2*e. O
Lemma A.1 now readily follows.
Proof of Lemma A.1. By Claim A.2 and Claim A .4,
Pr[X € Bad] < 27%Bad| + & < 27" . 2% + ¢ = 2¢.

O

Next we prove that a random variable that is close to having min-entropy k can be
written as a convex combination of distributions where most of its weight is on a random

variable with min-entropy k£ — 2.

Lemma A.5. Let X be a random variable that is e-close to a random variable X} having

min-entropy k, and assume € < %1. Then, X can be decomposed as
X = (1 — Oé)kag + OJE7
where a < 2e and E, X;_o are random variables such that Xy_o has min-entropy k — 2.

Proof. For every x,

= —(k-1)
PriX — | X ¢Bad = LHX=r A X¢Bad 2

Pr X ¢ Bad] ~ Pr[X ¢ Bad]
Invoking Lemma A.1, we get
27(k71
PriX =z | X ¢Bad <-— < 22
— 2

20



per our assumption £ < i. Thus, the random variable X | (X ¢ Bad) has min-entropy
k — 2. By the law of total probability, we can write

X=(1—a) (X|X ¢Bad)+a-(X|X € Bad)

where a = Pr [X € Bad| < 2¢ as follows by Lemma A.1. This concludes the proof.
[l

We also need the following simple claim relating convex combinations and statistical
distance.

Claim A.6. For all random variables X,Y, Z satisfying X = (1 — €)Y + €Z it holds that
SD(X,Y) <e.

Proof
SD(X.Y) = %Z X(a) - ¥(a)
_ % Z (1 - &)Y (a) +2Z(a) — Y(a)|
_ % Z | — e (a) + £2(a)|
< ;z Y (a)] + [Z(a)].

As Y, Z are random variables, we have that

SD(X,Y) < % > &Y (a) +cZ(a)

= %6 (Z Y(a) + Z Z(a))
[

For ease of readability, we first prove Lemma 11.6 for the parity of m = 2 random
variables. The proof of the general case follows using a similar argument as sketched
afterwards.

Lemma A.7. Let X,Y be a pair of independent random wvariables, each is e-close to
having min-entropy k, where £ < }L. Then, X @Y is 4e2-close to having min-entropy
k—2.
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Proof. By Lemma A.5, we can write

X =(1-ax)Xy_2+axFx,

Y =(1—ay)Yi o+ ayEy,
where ax < 2¢ and ay < 2¢ and Xj;_o, Yy o are random variables, each with min-entropy
k — 2. Furthermore, Ex, Ey are random variables such that (Xj;_o, Ex) is independent
of (Yi_o, Ey).

Observe that sampling from X can be done as follows. Let Iy be a random variable
that is 1 with probability 1 —ax and 0 otherwise. To sample from X, one can first sample
ix ~ Ix. If ix =1, sample from Xj_o; otherwise, sample from Ex. The same holds for
Y. Note that the indicators Iy, Iy are independent. Therefore, sampling from X &Y

can be done by first sampling (ix,iy) from (Ix, Iy), then proceeding as described above,

and finally performing XOR. Hence X &Y can be written as
X D Y = (1 - Oéx)(l — Oéy)(Xk_g D Yk_g)—l—

(1 —ax)ay(Xp—o® Ey)+

Oéx(l — O{y)(EX o) Yk,2)+

OéXch(EX ©® Ey)

Note that each of the three random variables (Xy_o® Yi_2), (X2 ® Ey), (Ex ® Yi_2)

has min-entropy at least k — 2. Let us denote the random variable (X &Y | (ix,iy) #
(0,0)) by Zg_o which, note, has min-entropy k£ — 2. The random variable X @Y can then

be written as
X®Y =(1-axay)Zy2+axay(Ex @ By). (A.1)

Invoking Claim A.6, we have that X @Y is axay-close to Z;_s, a random variable with

min-entropy k£ — 2. The proof follows as ay < 2¢ and ay < 2¢. ]
Lastly, we give the proof sketch of Lemma 11.6.

Proof sketch of Lemma 11.6. As in the proof of Lemma A.7, we can decompose each
Xi = (1 — ;)X k-2 + a;E; where a; < 2e¢ and X, ;o has min-entropy k — 2. As in

Equation (A.1), we can decompose
@Xl = (1 — Oé) Zk72 + aF
i=1

where £ = FE, @ -+ & FE,, and Z;_5 has min-entropy k — 2 (being a convex combination

of 2™ — 1 such sources), and

a= ﬁai < (2e)™.
i=1
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