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Abstract

Party A; of k parties Aq,..., Ay receives on its forehead a t-tuple (a1, ..., a;) of
elements from the group G = SL(2, ). The parties are promised that the interleaved
product a1y ...ap1a12...052...61¢ - .. Gk 1S equal either to the identity e or to some
other fixed element g € G. Their goal is to determine which of e and g the interleaved
product is equal to, using the least amount of communication.

We show that for all fixed k£ and all sufficiently large ¢ the communication is
Q(tlog |G|), which is tight. As an application, we establish the security of the leakage-
resilient circuits studied by Miles and Viola (STOC 2013) in the “only computation
leaks” model. Our main technical contribution is of independent interest. We show
that if X is a probability distribution on G™ such that any two coordinates are uniform
in G2, then a pointwise product of s independent copies of X is nearly uniform in G™,
where s depends on m only.

*Royal Society 2010 Anniversary Research Professor.

fSupported by NSF grant CCF-1319206. Work done in part while a visiting scholar at Harvard University,
with support from Salil Vadhan’s Simons Investigator grant, and while at the Simons Institute for the Theory
of Computing. Email: viola@ccs.neu.edu.

ISSN 1433-8092



1 Introduction and our results

In the multiparty number-on-the-forehead model of communication complexity [CFL83]
(cf. [Yao79, KN97]), k parties Ay,..., Ay wish to compute the value f(z1,...,z;) of some
function of k variables, where each z; belongs to some set X;. The party A; knows the values
of all the x; apart from z; (one can think of z; as being written on A;’s forehead) and the
aim is for the parties to determine f(xy,...,zx). To do this, they are allowed to write bits on
a blackboard according to some protocol: the communication complexity of f is the smallest
number of bits they will need to write in the worst case.

The overlap of information makes proving lower bounds in this model useful and chal-
lenging. Useful, because such bounds find a striking variety of applications; see for example
the book [KNO97] for some of the earlier ones. This paper adds to the list an application to
cryptography. Challenging, because obtaining a lower bound even for £ = 3 parties typically
requires different techniques from those that may work for k = 2 parties. For example,
consider the disjointness function. After the two-party lower bounds [KS92, Raz92] it took
more than fifteen years to obtain multiparty lower bounds [LS09, CA08], and required new
techniques, cf. [She08]. In fact, despite substantial effort, tight bounds are not known even
for k = 3 parties: see [Shel4] for the state of the art. The lower bounds in this paper are
proved via a new technique: boosting pairwise uniformity.

In this paper we consider the following problem, posed in [MV13]. Each z; is a sequence
(a1, ..., ay) of group elements, and we define their interleaved product to be

T1092L9@®: -0 —A11...01Q12...02 .. .A1¢ ... Ak,

which we shall sometimes write as H§:1 aij . ..aj. In other words, the entire input is a k x ¢
matrix of elements from G, party ¢ knows all the elements except those in row ¢, and the
interleaved product is the product in column order. The parties are told that x; e---exy is
equal either to the identity e or to a specified group element g, and their job is to determine
which.

If the group is abelian the problem can be solved with communication O(1) by just
two players, using the public-coin protocol for equality. Over any non-solvable group, a
communication lower bound of ¢/2°*) follows via [Bar89] from the lower bound in [BNS92]
for generalized inner products; see [MV13] for details. However, this bound is far from the
(trivial) upper bound of O(tlog|G]), and it gives nothing when ¢t = O(1). Motivated by a
cryptographic application which is reviewed below, the paper [MV13] asks whether a lower
bound that grows with the size of the group, ideally (tlog|G]), can be established over
some group G for k = 8 parties.

In the case of k = 2 parties, such (¢log|G|) bounds have been recently established by
the authors [GV15] over the group G = SL(2,¢q) of 2 x 2 matrices with determinant 1 over
the field with g elements.

Here we show that if ¢ > %" where b is a certain constant, then the communication is at
least (¢/b%")1log |G|, even for randomized protocols that are merely required to offer a small
advantage over random guessing. In particular, for all fixed k£ and all sufficiently large ¢ we
obtain an Q(tlog|G|) lower bound, which is tight.
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Theorem 1.1. There is constant b such that the following holds. Let G = SL(2,q) for a
prime power q. Let P : G* — {0,1} be a c-bit k-party number-on-forehead communication
protocol. For g € G denote by p, the probability that P outputs 1 over a uniform input
(ai,j)igk’jgt such that H;‘:l Q5...0k = 4.

k
If t > b*" then for any two g, h € G we have |py — py| < 2¢- |G|~H/"".

To prove this theorem we establish a result about mixing of tuples of group elements
which is of independent interest. Call a distribution over G™ pairwise uniform if any two
coordinates are uniform in G2. We show that the product of a sufficiently large number of
pairwise uniform distributions over G™ is approximately uniform over the entire space G™.

Theorem 1.2. Let G = SL(2,q). For every m > 2 there exists v such that the following is
true. Let py, ...,y be pairwise uniform distributions on G™. Let v be the component-wise
product of the p;. Then u is 1/|G| close in statistical distance to the uniform distribution
over G™.

As we shall see later, the parameter 1/|G| is not too important in the sense that it can
be made smaller by making r larger. Note that the assumption that the distributions are
pairwise uniform cannot be relaxed to the assumption that each coordinate is uniform. A
simple counterexample is to take m = 2 and every distribution to be uniform on the set of
points of the form (z,x).

Application to leakage-resilient cryptography. We now informally describe the ap-
plication to cryptography we alluded to before — for formal definitions and extra discussion
we refer the reader to [MV13]. Also motivated by successful attacks on cryptographic hard-
ware, an exciting line of work known as leakage-resilient cryptography considers models in
which the adversary obtains more information from cryptographic algorithms than just their
input/output behavior. Starting with [I[SW03], a general goal in this area is to compile any
circuit into a new “shielded” circuit that is secure even if an adversary can obtain partial in-
formation about the values carried by the internal wires of the circuit during the computation
on inputs of their choosing. This partial information can be modeled in two ways.

One way is the “only computation leaks” model [MRO4]. Here the compiled circuit is
partitioned (by the compiler) into topologically ordered sets of wires, i.e. in such a way that
the value of each wire depends only on wires in its set or in sets preceding it. Goldwasser
and Rothblum [GR12] give a construction that is secure against any leakage function that
operates separately on each set, as long as the function has bounded output length.

Another way is the “computationally bounded model,” where the leakage function has
access to all wires simultaneously but it is computationally restricted [FRR*10].

The paper [MV13] gives a new construction of leakage-resilient circuits based on group
products. This construction enjoys strong security properties in the “computationally bounded
model” [MV13, Mill4]. Moreover, the construction was shown to be secure even in the “only
computation leaks” model assuming that a lower bound such as that in Theorem 1.1 spe-
cialized to k = 8 parties holds.

In this work we obtain such bounds and thus we also obtain the following corollary.



Corollary 1.3. The leakage-resilient construction in [MV13] is secure in the “only compu-
tation leaks” model.

Proof. Combine Theorem 1.1 with Theorem 1.7 in [MV13]. O

This corollary completes the program of proving that the construction in [MV13] is secure
in both the “only computation leaks” and the “computationally bounded” models. It seems
to be the first construction to achieve this.

1.1 Overview of techniques

In this section we give an overview of our techniques. A key idea is to obtain our main
Theorem 1.1 by showing that a certain collection of group products are jointly close to
uniform. The group products to consider arise naturally from an application of the “box
norm” (a.k.a. the multiparty norm). We state this result as Theorem 1.5 below, after a
definition of the measure of closeness to uniform that we will work with.

Definition 1.4. A distribution D on G™ is (e, k)-good if for any 1 < iy < --- < ip < m
and any g1, ..., gx € G, the probability, when x is sampled randomly from D, that z;; = g;
for j=1,... k is between (1 — e)n=% and (1 + €)n="F.

To relate this definition to that of statistical distance, note that if a distribution D on G™
is (€, k)-good then the projection of D to any k coordinates is e-close to uniform in statistical
distance.

Theorem 1.5. There is constant b such that the following holds. Let k and t be integers,
G = 8SL(2,q), m=2* and t > b™.

Let 29,x1,...,2% x} be chosen independently and uniformly from G and consider the
distribution p on G™ whose coordinate € € {0,1}* is the interleaved product

€1 €2 €k
{L‘l .I'Q ..”.'Tk:'

Then u is (1/|G[**", m)-good.

The proof that Theorem 1.5 implies Theorem 1.1 is a technically simple application of
the “box norm.”

To prove Theorem 1.5 we begin by writing p as a pointwise product of ¢ independent
distributions p; over G™. This pointwise product can also be regarded as convolution * in
G™, or simply as sampling from each distribution and then outputting the product. An
important observation now is that each p; is pairwise uniform: the marginal distribution on
any two coordinates will be uniform over G2. This is the only property of the distributions
that we shall use: We show (cf. Theorem 1.2) that the product of a sufficiently large number
of pairwise uniform distributions over G™ is approximately uniformly distributed over the
entire space G™. To prove this latter fact, we focus on the case m = 3; larger values of m
are handled using induction. We establish a “flattening lemma” that show that multiplying



four pairwise uniform distributions on G® increases their min-entropy (equivalently, reduces
their infinity norm). The proof of this relies on a result from our previous work [GV15],
which is all that we use about the group. We note however that the arguments in [GV15]
and in this paper are rather different. The technique of boosting pairwise uniformity is not
present in [GV15]. Another difference is reflected in the length ¢ of the tuples to which the
bounds apply. In [GV15] ¢ = 2 suffices, but here the lower bound only kicks in when ¢ is
sufficiently large.

The authors’ previous work [GV15] has already sparked interest among other group
theorists: Shalev proved [Shal6] some of the conjectures in [GV15] obtaining also results
related to a conjecture by Thompson in group theory. We hope that the present paper will
stimulate further interaction with other group theorists. Some specific open problems are
(1) to understand the minimum length ¢ of the tuples for which a lower bound holds, (2)
to improve the dependency on k, and (3) to extend the results to other groups. Regarding
the latter point, we note that in the case of £ = 2 parties and tuples of length t = 2 a
lower bound holds for all finite (non-abelian) simple groups [GV15]. For sharper bounds see
[Shal6]. But it is still not clear how to prove a similar extension for other settings of ¢ or k.

Organization. In §2 we show that Theorem 1.5 implies the communication lower bound
Theorem 1.1. The next sections are then devoted to the proof of Theorem 1.5 and Theorem
1.2. Specifically, §3 reduces our task to that of going from pairwise to three-wise uniformity.
And then we establish the latter in §4, where our flattening lemma is proved.

2 Proof that Theorem 1.5 implies Theorem 1.1

Consider the function d : G* — {0,1, —1} that maps x = (z1,...,7;) to lif z,e-- -0z = e,
to —lifx;e--- ez, =g, and to 0 otherwise. Then we have
Py — pnl = 0.5 n - |E.(—1)"@d(z)].

Following previous work [BNS92, CT93, Raz00, VW08], we bound the latter expectation
using the box norm ||d||g of d, defined as

k € €
||d||2|:| = Ez?,m%,mg,x%,..‘,zg,xi H d(x117 e 71:]:)'
e€{0,1}F
Specifically, by e.g. Corollary 3.11 in [VWO08], we have
0.5-n-|E,(—=1)P@d(z)| <0.5-n-2°-||d||o.

To conclude it remains to notice that Theorem 1.5 allows us to bound ||d||g. First,
note that the product in ||d||Z is equal to zero unless each of the 2¥ interleaved products
xi'e---ex" is equal to 1 or g, in which case it is 1 if the number of products equal to ¢ is even
and —1 if it is odd. If the 2* products were uniform and independent, then the expectation
of the product would be zero. If instead they are (v, 2%)-good then ||d||& < 2¥a/n?", and so
ld||g < 2a'/?" /n. Plugging in a = 1/|G[*/*" for m = 2% completes the proof.
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3 Going from 2-wise uniformity to 3-wise suffices

In this section we prove Theorem 1.5 assuming the next theorem which will be proved in
the next section. Recall that we write % for convolution, and that the convolution of two
distributions p and v is the same as the distribution obtained by sampling independently
from p and v and outputting the product.

Theorem 3.1. There is a constant d such that the following holds. Let py,...,uq be
(1/y/n,2)-good probability distributions on G®. Then py * - - - * pq is (1/n?, 3)-good.

The choice of polynomials 1/4/n and 1/n? will be convenient in a later proof by induction,
but is not too important. Indeed, any bound of this type can be quickly improved if one
makes the products slightly longer, as shown by the following lemma which we will use
several times.

Lemma 3.2. Let u and v be (¢, k)-good probability distributions on G™. Then u * v is
(€%, k)-good.

Proof. The convolution of the projection of the distributions on to any k coordinates is the
same as the projection of the convolution, so it is enough to consider the case m = k. Let
H be any finite group (we shall be interested in the case H = G*), let U be the uniform
distribution on H, and let p and v be distributions on H such that ||y — Ul|s and || — Ul
are both at most €¢/n. Let « =y — U and 8 = v — U. Then for every = we have

wirte) = X (5 +a0) (5406) =2+ 3 aice)

Yyz=x Yz=x

where the second inequality follows from the fact that o and (§ are functions that sum to
Z€ero.

But |} ., a(y)B(z)| < n(e/n)* = € /n, from which it follows that ||+ v — Ul < €2/n.
Applying this when H = G* we obtain the result. O

Using the above two results and induction we obtain the following simple corollary of
Theorem 3.1.

Corollary 3.3. There is a constant d such that the following holds. Let m > 3, and let
Uiy -y fgm be (1/n,2)-good probability distributions on G™, where |G| = n. Then - - -*[igm
is (1/n,m)-good.

Proof of Corollary 3.3 from Theorem 3.1. In the proof we use that (e, k)-good implies (€, k—
1)-good, as can be seen by summing on one coordinate. We prove this by induction on m.
For m = 3 this is Theorem 3.1. Now we assume the corollary for m — 1 and prove it for m.
Let v;, i = 1,...,d, be the product of d™~! consecutive y;. For an element y of G™ we write
y° for the first m — 3 coordinates, and y' for the other three. Pick any z € G™. We need to
bound

Prlxicqv; = 7] = Pr[xicqv; = 2| %i<q v = 2°] - Pr[cqr) = 2°]. (1)
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By induction, each v} is (1/n, m — 3)-good, and so by Lemma 3.2 *;<41/ is (1/n?, m — 3)-
good. Thus, the rightmost term in Equation (1) is between (1 — 1/n?)/n™3 and (1 +
1/n?)/n™=3.

Now we bound the conditional probability in Equation (1). Let ; be the distribution v}
on G? conditioned on any fixing of vY. We claim that «; is (1/4/n,2)-good. Indeed, by the
assumption the probability p that two coordinates of «; equal any fixed pair satisfies

(1—-1/n)/nm"
(1+1/n)/nm=3

(L+1/n)/nm
(L= 1/m)

<p<

which implies

1—12/\/5 <p< 1+12/\/ﬁ
n n
for large enough n.
Hence, by Theorem 3.1 the convolution of the «; is (1/n?,3)-good.
Putting together these bounds for the two factors in the right-hand side of Equation (1)
we get that the probability in Equation (1) lies between (1 —1/n?)?/n™ and (1+1/n?)?/n™,
from which the result follows. O

We remark that this corollary implies Theorem 1.2 stated in the introduction.
The last piece that we need to prove Theorem 1.5 is the following lemma.

Lemma 3.4. Let pu be the distribution over G™ in Theorem 1.5, and let also t be as in
Theorem 1.5. Then u is the component-wise product of t independent distributions, each of
which 1s pairwise uniform.

Proof. Recall that m = 2*. Let us write ' = (a5, ...,a5). Then for each e € {0,1}F we
have
T exy e cexit =afl...ataly. . apk .. al) . aph
Now for 1 < j < let s; be the m-tuple (aj}...a5)ccqo,13x- Then the m-tuple (z7" @ z3° @
- 81" )cqoayr is the pointwise product of the s;. That is, writing s;(e) for af}. .. a;‘}, we
have that
] ey e o1 = 51(€)sa(€) ... 54(€)

for every € € {0, 1}*.
Note that the m-tuples s; are independent and distributed as follows. We choose elements

u?, ui, ud, ud, ... ul, ui uniformly and independently at random from G and we form an m-

tuple s by setting s(e) = uj'us’ ... ug".

We note that s is pairwise uniform. That is, if you take any pair of distinct elements
e,n in {0, 1}*, then the pair (s(e€), s(n)) is uniformly distributed in G2. To see this, choose
some 7 such that ¢; # n;. Conditioning on the values of uj-j and u?j for every j # i, we find
that we are looking at two products of the form au;'b and cu)'d. For this to equal (g, h),
we need u§ = a~tgh™! and v = ¢ 'hd™!. Since u§’ and u)’ are independent and uniformly
distributed, this happens with probability 1/|G|*. O



We note that the distribution s in the proof is far from being uniformly distributed, since
there are only n?* possible 2*-tuples of this form.
Now Theorem 1.5 follows easily.

Proof of Theorem 1.5. Let m be 2*. Let d be the constant in Corollary 3.3. Write the
distribution p as the product of ¢ independent distributions p;, each of which is pairwise
uniform, using Lemma 3.4. Group the y; in consecutive blocks of length d™. The convolution
in each block is (1/n, m)-good by Corollary 3.3. By repeated applications of Lemma 3.2 we
obtain that the final distribution is (1/n*/*" m)-good. The change of the constant from d
to b is to handle the case in which ¢/d™ is not a power of two. ]

4 From 2-wise to 3-wise uniformity

In this section we prove Theorem 3.1. First we fix some notation. Throughout the section G
is the group SL(2, ¢) and |G| = n. For a real-valued function f, its ¢, ¢1, and ¢, norms are
respectively || flle = max, [f(2)], [Iflln = X2, [f(2)], and |[fll2 = (32, f(2)*)"/%. To prove
the theorem we show that if we convolve pairwise-uniform distributions over G?, then we
reduce their ¢, norm. To get a sense of the parameters, note that the assumption of pairwise
uniformity implies an upper bound of 1/n? on this norm, and that the minimum possible
value is 1/n3. So we are aiming to use convolutions to get down from 1/n?* to about 1/n3.
Actually, it is more convenient to work with the /5 norm, but by convolving again we can
turn to the ¢, norm thanks to the following simple fact.

Fact 4.1. For any distributions p and v it holds that || * vl < ||it]2]|7]]2-

Proof. For any x, p*v(x) = > u(y)v(y 'z) < \/Zyu(y)Q\/Zy v(y)?, using the Cauchy-
Schwarz inequality. O

We rely on the following result from our previous work.

Theorem 4.2 ([GV15]). Let G = SL(2,q). Let u and v be two independent distributions
over G?. Let a be sampled according to u and b according to v. Then, for every g € G:

Prlaeb=g] = 1/n] <n D0 ful; - o]

To get a sense of the parameters, note that if © and v are uniform over an « and ( fraction
of G? respectively, then ||ulls = (an?)~'/2 and |jv|, = (Bn?)~'/2, and so the upper bound
is (af)~Y2n=% /n. Thinking of o and 3 as constants, and summing over all elements of
G, we can then deduce that the distribution of a e b is 1/n*®") close to uniform over G in
statistical distance. However, jumping ahead we will apply this theorem not to distributions
but to non-negative functions.

We now state and prove the flattening lemma.



Lemma 4.3. Let p and v be two non-negative functions defined on G* and suppose that
however you fix two coordinates of one of the functions and sum over the third, the total is

at most n=2. Then ||u*v||3 < n™3 + 0720 /]| 1] so]|V|co-

Proof. Expanding out the definition of ||y * v||3 we obtain
Z Z Z (1, x2, 23)v (Y1, Y2, y3) (21, 22, 23)v (w1, wa, w3).
T1Y1=21W1 T2Y2=22W2 T3Y3=23W3
We can rewrite this as
Z Z p(xra, o2, w3)v (Y1, byz, ys) (@, 220, z3)v(ayy, ya, ws).
a,b,x1,22,Y1,Y2 T3Ys=z3w3
By averaging, it follows that there exist x1, x2, y1, 2 such that

e v3 < n4z Z p(z1a, o2, 13)v (Y1, byz, ys) (@1, 220, z3)v(ayy, ya, ws). (2)

a,b T3yz=z3ws

Define a(a,x) to be p(zia,x2,x), B(b,y) to be v(y1,bya, y), v(b, 2) to be p(xy,x2b, z) and
d(a,w) to be v(ayi, ys, ws). Then we can rewrite this inequality as

I vl <t ST ST ala,2)B(b, )y (b, 2)3(a,w).

a,b xy=zw

Now let us set u(x,w) to be >, a(a,x)d(a,w) and v(y, z) to be >, 5(b,y)y(b, z). Note that
by our hypotheses on p and v,

Zu(m,w) = Zé(a,w) Za(a,x) = Z5(a, w) Zu(xla, Ty, x) <n? Zé(a, w) <n
x a xT a xT a (3)

with three similar inequalities for summing over the other coordinate and for v. We also
have for each z,w that

u(@,w) < llafle Y dla,w) =n*|ullon?,

a

with a similar argument giving the same bound for ||v||n.
Our earlier bound (2) can be rewritten as

vl <n* D ule, wiv(y, 2),
TY=2w

On the right-hand side there is an interleaved product of the kind to which Theorem 4.2
can be applied. Since by (3) we have Y u(z,w) < n~* for each w, we also have that



> pw W@, w) < n72. From this and our estimate for |Jul|o it follows that > u(z,w)? <
|14]]oo/m°. And we have a similar bound for v. Therefore, Theorem 4.2 implies that

> ulwhvly, 2) = o ulu ol + 00 Olfullo]lolls < 2OV ooV oo /n.

TY=2Ww

Note that here we are applying the theorem to the probability distributions u/||u|; and
v/||v]|1, and then we multiply by |lu||1||v||1. This implies that

lix vll3 < 07 4+ 07OV plloo[[V]]oos
which proves the result. O]

Corollary 4.4. Let i1, jia, i3, fta be non-negative functions defined on G* and suppose that
they all satisfy the condition that p and v satisfy in Lemma 4.3. Further suppose that
| tilloo < @ for every i € {1,2,3,4}.
Then
i1 % o % pis # prafloo < 7% 407 MWa

Proof. This follows by applying Lemma 4.3 to p; and py and to pus and iy and then applying
Fact 4.1 to py * pe and g * fiy. O]

The next lemma shows that convolution preserves one of the main properties we used.

Lemma 4.5. Let i and v be non-negative functions defined on G* and suppose that whenever
you fix two coordinates of  or v and sum over the other, you get at most n=2. Then the
same is true of p* v.

Proof. For each (21, 22, 23) € G we have

-1 —1 —1
,M*l/ 21722723 E E E Hxl,l’z,l’s (£U1 21, X9 Z2,T3 23)-

1 2 Z3

If we fix z; and zy and sum over z3 we obtain

Z Z Z p(wy, o, m3)v (2] 21, 05 20, 131 23).

1 T2 3,23

But for each x1, 25, we have

1 -1 -1 —4
g (1, T, w3) V(27 21, T4 22,$3 23 g p(xr, T2, @ E V(T 21,25 20,y) ST

x3,23

The result follows on summing over x; and xs. O



Proof of Theorem 3.1. If we divide each p; by (1 4+ 1/4/n), then we obtain functions v;
that satisfy the conditions of Lemma 4.3 and such that ||v;|| is at most 1/n?. Applying
Corollary 4.4 a constant number of times, using Lemma 4.5 to argue that the assumptions are
satisfied throughout, we deduce that a convolution of a constant number ¢ of such functions
has infinity norm at most n=3(1 + n~%W). If we now multiply one such convolution by
(14 1/4/n)" we obtain a probability distribution y with

lilloo < 0731 +n D)1+ 1/vn) < n73(1+n W)

for large enough n.
This is close to our goal of bounding ||z — Ul|«. To achieve the goal, we use the following
fact about any two probability distributions « and 3 over G*:

lax 8= Ul% = llla=U)*(B-U)ll3 < le= U218 = Ullz = (lallz = 1/n*) (1813 — 1/n°).

In our case we have ||u|? < ||lleo < n73(1 4+ n¥V). So we convolve one more time and
apply the above fact to obtain a distribution x’ such that ||y’ — Ullse < n~*Y /n3. Hence, p/
is (n~?M 3)-good. Now if we convolve another constant number of times and apply Lemma

3.2 we obtain a distribution which is (n72,3)-good, as desired. O
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