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Abstract

We construct non-interactive non-malleable commitments without setup in the plain model,
under well-studied assumptions.

First, we construct non-interactive non-malleable commitments with respect to commit-
ment for eloglog n tags for a small constant e > 0, under the following assumptions:

1. Sub-exponential hardness of factoring or discrete log.
2. Quantum sub-exponential hardness of learning with errors (LWE).

Second, as our key technical contribution, we introduce a new tag amplification technique.
We show how to convert any non-interactive non-malleable commitment with respect to com-
mitment for eloglogn tags (for any constant e > 0) into a non-interactive non-malleable com-
mitment with respect to replacement for 2" tags. This part only assumes the existence of sub-
exponentially secure non-interactive witness indistinguishable (NIWI) proofs, which can be
based on sub-exponential security of the decisional linear assumption.

Interestingly, for the tag amplification technique, we crucially rely on the leakage lemma
due to Gentry and Wichs (STOC 2011). For the construction of non-malleable commitments
for eloglogn tags, we rely on quantum supremacy. This use of quantum supremacy in clas-
sical cryptography is novel, and we believe it will have future applications. We provide one
such application to two-message witness indistinguishable (WI) arguments from (quantum)
polynomial hardness assumptions.
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1 Introduction

Non-malleability, first introduced by Dolev, Dwork and Naor [DDN91] aims to counter the ubiqui-
tous problem of man-in-the-middle (MIM) attacks on cryptographic protocols. A MIM adversary
participates in two or more instantiations of a protocol, trying to use information obtained in one
execution to breach security in the other protocol execution. A non-malleable protocol should en-
sure that such an adversary gains no advantage. A long-standing problem in this area has been
to build non-malleable protocols, without any additional setup or rounds of interaction. In this
paper, we develop techniques to address this question based on well-studied assumptions. We
focus on a core non-malleable primitive — a commitment scheme.

Non-interactive Commitments. A non-interactive commitment scheme consists of a commit-
ment algorithm, that on input a message m and randomness 7, outputs a string commitment to
m, which is denoted by com(m;r)!. A commitment scheme is required to be both binding and
hiding. The (statistical) binding requirement asserts that a commitment cannot be opened to two
different messages m # m/, namely, there do not exist m # m’ and randomness r, 7’ such that
com(m;r) = com(m’;r’). The (computational) hiding property asserts that for any two messages,
m and m/' (of the same length), the distributions com(m) and com(m’) are computationally indis-
tinguishable. We note that one could also consider computational binding and statistical hiding,
however such commitment schemes are known to require at least two rounds of interaction when
dealing with non-uniform adversaries. The focus of this work is on the non-interactive setting.

Non-interactive non-malleable commitments. Loosely speaking, a commitment scheme is said
to be non-malleable if no MIM adversary, given a commitment com(m), can efficiently generate a
commitment com(m’), such that the message m/ is related to the original message m.

Non-malleable commitments are among the core building blocks of various cryptographic pro-
tocols such as coin-flipping, secure auctions, electronic voting, general multi-party computation
protocols, and non-malleable proof systems. Therefore, they have a direct impact on the round
complexity of such protocols. For example, many constructions of concurrent MPC against Byzan-
tine adversaries are bottlenecked by the round complexity of non-malleable commitments.

As such, there has been a long line of work on constructing non-malleable commitments in the
plain model in as few rounds as possible (e.g [DDN91, Bar(02, PR05a, PRO8, LPV, PPV08, LP09,
Weel0, PW10, LP, Goyl1l, GLOV12, GRRV14, GPR16, COSV16, COSV17, Khul?7, LPS17, KS17]).
So far, the only known constructions of non-interactive non-malleable commitments (without
setup) are the ones by Pandey, Pass and Vaikuntanathan [PPV08], based on a strong non-falsifiable
assumption, and Bitansky and Lin [BL18], based on a relatively new assumption about sub-
exponential incompressible functions. We elaborate on these related works in Section 1.3.

Indeed, constructing non-interactive non-malleable commitment schemes (without setup) from
standard assumptions, has been a long standing open problem and is the focus of this work.

Three primary flavours of non-malleability have been considered in the literature:

e Non-malleability with respect to commitment. Intuitively, non-malleability with respect to
commitment, which is the strongest of the three definitions, requires that for any two mes-
sages mo, m; € {0,1}?, the distributions (Com(mg), mg) and (Com(m1), m;) are computa-
tionally indistinguishable. Here 1, is the message committed to by the MIM given Com(my),
and is set to L if the adversary given Com(m;) outputs ¢ for which there do not exist any

'We will sometimes omit explicitly writing the randomness 7.



(m,7) such that ¢ = com(m; 7). It was shown by [BFMR18] that in the case of non-interactive
commitments, non-malleability w.r.t. commitment is equivalent to CCA-security.

e Non-malleability with respect to replacement. A weaker, yet natural, notion of malleabil-
ity is non-malleability with respect to replacement [Goy11]. This requires that for any two
messages mg, m; € {0, 1}?, the distributions (Com(my), mo) and (Com(my), m;) are indistin-
guishable whenever mg, m1 # 1.2 This is exactly like non-malleability with respect to com-
mitment, except that the adversary is allowed to perform “selective abort” attacks, where
the event that the adversary committed to an invalid message, is allowed to be correlated
with the honest message. This guarantees that a man-in-the-middle adversary cannot com-
mit to valid messages that are related to the message committed in an honest protocol. We
observe that the proofs in [BFMR18] demonstrate that non-interactive non-malleability w.r.t.
replacement is equivalent to a weaker form of CCA-security. We further elaborate upon this
in Section 1.2.

e Non-malleability with respect to opening. This is an even weaker’, yet natural notion,
which requires that for any two messages mg, m, the joint distribution of (Com(myg), my)
and (Com(my), m) are indistinguishable whenever my, m; # L, where m; is the message
opened by the MIM given Com(my,).

This work focuses on the first two definitions. We also note that all non-malleable commitment
schemes assume that parties have “tags” (or id’s), and require non-malleability to hold whenever
the adversary is trying to commit w.r.t. tag that is different from an honest tag. We differentiate
between the following two settings:

e One-to-one setting, where the man-in-the-middle (MIM) gets a single committed message
and generates a single commitment.

e Many-to-many (concurrent) setting, where the MIM receives many commitments and is al-
lowed to generate many commitments. Here, the guarantee is that for any two sets of com-
mitted messages sent to the MIM, the joint distribution of these committed messages and the
messages that the MIM commits to, are indistinguishable.

In this work, we focus on the one-to-one definition. But as a stepping stone, we define and con-
struct many-to-many same-tag non-malleable commitments. This is similar to the many-to-many
notion, except that it restricts the MIM to use the same tag in all commitments that he outputs.

1.1 Ouwur Results

In this paper, we first construct non-malleable commitments w.r.t. commitment for € loglog n tags
(for some small constant e > 0) in the many-to-many same-tag setting, based on well-studied hard-
ness assumptions, which we elaborate on below. Then we present a general “tag amplification”
compiler that converts any non-malleable commitment w.r.t. replacement with eloglogn tags in
the many-to-many same tag setting, into a non-malleable commitment w.r.t. replacement with 2"
tags in the one-to-one setting, assuming sub-exponential NIWI (which can in turn be based on the
sub-exponential decisional linear (DLIN) assumption).

For the first result, our contribution is primarily conceptual, and relies on using quantum
supremacy. Our second result contains the bulk of the technical difficulty. In this part, we make a

?As earlier, 7y, denotes the message committed to by the MIM given Com(m).
SNon-malleabﬂity w.r.t. replacement implies non-malleability w.r.t. opening, as defined by Goyal et al. [GKS16].
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novel use of the leakage lemma due to Gentry and Wichs [GW11]. The use of the leakage lemma
in this context is surprising, since a-priori the problem of non-malleability seems quite unrelated
to leakage. In what follows, we state our results in more detail.

1.1.1 Non-interactive non-malleable commitments for O(loglogn) tags.

We construct non-interactive non-malleable commitments w.r.t. commitment for eloglogn tags
(for a small constant ¢ > 0) assuming;:

e Sub-exponential hardness of factoring or discrete log.

e Sub-exponential hardness of learning with errors (LWE) or learning parity with noise (LPN)
against quantum circuits.

More generally, we construct non-malleable commitments w.r.t. commitment for eloglogn tags
from any sub-exponentially secure bit commitment for 2 tags (denoted by com and com;), for
which the hiding property of comy holds even given an oracle that breaks com;, and similarly
the hiding property of com; holds even given an oracle that breaks comg. Such commitments are
known as adaptive or CCA-secure commitments [PPV08, LP12]*.

Informal Theorem 1. Assuming the existence of sub-exponentially secure many-to-many CCA bit com-
mitments for 2 tags, there exist many-to-many same-tag non-interactive non-malleable string commitments
with respect to commitment for € loglogn tags (for a small constant € > 0).

To achieve this, we rely on the leveraging technique of Pass and Wee [PW10] that allows us
to construct, from any sub-exponentially secure non-interactive commitment, a series of € loglog n
commitments, each harder than the previous one.

In Section 2.2, we give an overview of the proof of Informal Theorem 1. However, our main
conceptual novelty in this part, which we describe next, is the idea of constructing an adaptive or
parallel-CCA secure commitment scheme for 2 tags using quantum supremacy.

Using Quantum Supremacy. Loosely speaking, in order to construct an adaptive commitment
for 2 tags, we need two axes of hardness: One axis in which comg is harder than com;, and the
other in which com; is harder than comy.

We build such an axis by relying on quantum supremacy, which is the ability of quantum com-
puters to solve problems (such as factoring) that are believed to be hard for classical computers.
Namely, we construct two commitment algorithms comg and com; such that for quantum algo-
rithms, breaking com; is harder than breaking comg, and yet for classical algorithms, breaking
comg is harder than breaking com;.

This is achieved by instantiating com; as a post-quantum secure commitment (such as one
based on LWE or LPN [GHKW17]); and instantiating comg as a post-quantum insecure commit-
ment (such as one based on factoring or discrete log via Goldreich-Levin [Lev87]), albeit with
a much larger security parameter. Now, given a BQP oracle, com; is secure but comg is not; at
the same time, classical machines can break com; faster than they can break comy. We prove the
following claim:

Informal Claim 1. Assuming sub-exponential hardness of factoring or discrete log, and sub-exponential
quantum hardness of LWE or LPN, there exist sub-exponentially secure many-to-many CCA bit commit-
ments for 2 tags.

*We interpret these as CCA-secure commitments for the sake of simplcity of our proof, but in the non-interactive
setting [BFMR18], these are equivalent to many-many non-malleable commitments w.r.t. commitment.



Combining this with Informal Theorem 1, we have:

Informal Theorem 2. Assuming sub-exponential hardness of factoring or discrete log, and sub-exponential
quantum hardness of LWE or LPN, there exist many-to-many same-tag non-interactive non-malleable com-
mitments with respect to commitment for e log log n tags, for a small constant € > 0.

Prior to this work, obtaining non-interactive non-malleable commitments w.r.t. commitment,
even for just two tags, required the non-standard assumption that there exist sub-exponential
incompressible one-way functions, and either sub-exponentially secure time-lock puzzles or sub-
exponentially secure one-way functions admitting hardness amplification exist [BL18]. The work
of [LPS17] constructed non-interactive non-malleable commitments w.r.t. extraction (which is sim-
ilar to w.r.t. replacement) for O(loglogn) tags assuming sub-exponentially secure time-lock puz-
zles or sub-exponentially secure one-way functions that admit hardness amplification [BL18] We
show that non-interactive non-malleable commitments w.r.t. commitment for eloglogn tags (in
fact, even parallel CCA commitments for 2 tags) can be constructed based on much more well-
studied assumptions than previously known.

We believe that this idea of using quantum supremacy may have other applications in classi-
cal cryptography. In particular, the technique of complexity leveraging, which breaks hardness of
one primitive while retaining hardness of another, is extensively used in cryptography. Whenever
this technique is used, the resulting scheme needs to rely on super-polynomial (and often sub-
exponential) hardness assumptions. We believe that in several such applications, the complex-
ity leveraging technique can be replaced with quantum supremacy, thus converting such super-
polynomial hardness assumptions to quantum polynomial hardness assumptions. For example,
using our ideas, one can appropriately instantiate the protocols in [JKKR17] to obtain two-message
witness indistinguishable protocols based on quantum-polynomial hardness of LWE, and polyno-
mially hard one-way functions (such as those based on factoring or discrete log) that are invertible
in BQP. We give details of this construction in Appendix A.

We also remark that one can substitute the assumption on sub-exponential quantum hardness
of LWE with sub-exponentially secure time-lock puzzles [LPS17], or sub-exponentially secure one-
way functions [BL18] admitting hardness amplification, to obtain (many-to-many) non-malleable
commitments w.r.t. replacement for elog log n tags.

1.1.2 Non-interactive Tag Amplification from NIWIs

Our more involved technical contribution is a non-interactive tag amplification technique that
relies only on sub-exponentially secure non-interactive witness indistinguishable (NIWI) proofs.

Informal Theorem 3 (Tag Amplification from NIWIs). Assuming many-to-many same-tag non-malleable
commitments with respect to replacement for €loglogn tags (for an arbitrarily small constant € > 0) and
sub-exponentially secure NIWIs, there exist non-interactive non-malleable commitments with respect to
replacement for 2™ tags.

We note that sub-exponentially secure NIWIs can be constructed assuming the sub-exponential
hardness of the decisional linear problem [GOS12], or from derandomization assumptions [BOV07],
or assuming indistinguishability obfuscation [BP15]. Interestingly, to prove this theorem, we cru-
cially rely on the Gentry-Wichs leakage lemma [GW11]. We provide a high-level overview of this
amplification technique, as well as its proof, in Section 2.1.

To summarize, assuming sub-exponential hardness of factoring or discrete log, as well as sub-
exponential quantum hardness of LWE or LPN, there exist:



¢ Non-interactive non-malleable commitments with respect to commitment for € log log n tags.

e Non-interactive non-malleable commitments with respect to replacement for 2" tags, addi-
tionally assuming sub-exponentially secure NIWIs.

1.2 Applications and Directions for Future Work

As mentioned above, our final result (for 2" tags) satisfies non-malleability w.r.t. replacement. In
what follows, we motivate and give some additional perspectives on this notion.

¢ Non-malleable commitments wr.t. replacement imply the indistinguishability-based notion
of non-malleable commitments w.r.t. opening, as defined in [CGM ™16, GKS16]. Therefore,
we obtain non-interactive non-malleable commitments w.r.t. opening from well-studied as-
sumptions.

Informal Theorem 4. Assuming sub-exponential hardness of discrete log or factoring, sub-exponential
quantum hardness of LWE or LPN, and sub-exponentially secure NIWIs, there exist non-interactive
non-malleable commitments w.r.t. opening (for 2" tags).

e It was shown by [BFMR18] that the definitions of non-malleability w.r.t. commitment and
(one-to-one) CCA-security are equivalent in the setting of non-interactive commitments. We
observe that their proofs also imply equivalence between non-malleability w.r.t. replacement
and a weaker notion of one-to-one CCA-security, where if the adversary queries the CCA
oracle with a commitment to an invalid value, the oracle is allowed to respond with any
arbitrary value of its choice.

e Non-interactive non-malleable commitments w.r.t. opening are known to be equivalent to
block-wise non-malleable codes [CGM™16] with two blocks. Block-wise non-malleable codes
are a strengthening of the notion of split-state non-malleable codes. Using our result, we ob-
tain the first block-wise non-malleable codes that only require two blocks (or states), based
on well-studied assumptions.

Informal Theorem 5. Assuming sub-exponential hardness of discrete log or factoring, sub-exponential
quantum hardness of LWE or LPN, and sub-exponentially secure NIWIs, there exist 2-block blockwise
non-malleable codes.

e When restricted to adversaries that only output valid commitments, the notions of non-
malleability w.r.t. replacement and non-malleability w.r.t. commitment are equivalent. There-
fore, non-malleable commitments w.r.t. replacement can be combined with an appropriate
ZK proof of validity of the commitment (as is implicit in [GRRV14, COSV16]) to obtain non-
malleable commitments w.r.t. commitment. For instance, (sub-exponential) NIWI and (sub-
exponential) keyless collision resistant hash functions against uniform adversaries are known
to imply one-message zero-knowledge with soundness against uniform (sub-exponential
time) adversaries [BP04, LPS17], and admitting a non-uniform simulator. Combining these
with our non-malleable commitments w.r.t. replacement, we have the following theorem.

Informal Theorem 6. Assuming sub-exponential hardness of discrete log or factoring against non-
uniform adversaries, sub-exponential quantum hardness of LWE or LPN against non-uniform ad-
versaries, sub-exponentially secure keyless collision-resistant hash functions against uniform adver-
saries, and sub-exponentially secure NIWIs against uniform adversaries, there exist non-interactive
non-malleable commitments w.r.t. commitment against uniform adversaries.
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Similarly, our commitment with can be appended with one-message ZK arguments of va-
lidity of the commitments, against any restricted class of adversaries, to yield non-malleable
commitments w.r.t. commitment, against the same restricted classes of adversaries.

¢ Non-malleable commitments w.r.t. replacement are known to be sufficient for MPC [Goy11].
We believe that our constructions of non-malleable commitments w.r.t. replacement will help
obtain constructions of two-message concurrent secure computation against malicious ad-
versaries (with super-polynomial simulation) from well-studied assumptions. A detailed
exploration is beyond the scope of this work.

e The recent works of [KY18, FF18] give constructions of non-malleable point obfuscation
and non-malleable digital lockers from strong variants of the DDH assumption. We believe
that our commitments will find applications to achieving non-malleability in context of wit-
ness encryption, obfuscation and many other inherently non-interactive primitives, based
on well-studied assumptions.

1.3 Prior work

The work of [LPS17] constructed non-interactive non-malleable commitments w.r.t. commitment
against a restricted class of uniform man-in-the-middle adversaries, assuming sub-exponentially
secure time-lock puzzles, sub-exponential NIWI and sub-exponential collision-resistant hash func-
tions against uniform adversaries. [BDK"18] in very recent independent work construct a signif-
icantly weaker object that they call non-interactive quasi-non-malleable commitments, based on
well-studied assumptions. These commitments guarantee security against adversaries running
in a-priori bounded polynomial time O(n°), but allow honest parties to run in longer (polyno-
mial) time. These are used as a stepping stone in [BDK 18] to build non-malleable codes against
bounded polynomial time tampering.

In this paper, our focus is on the non-interactive setting in the plain model against all polynomial-
sized adversaries. In this setting, constructions of non-malleable commitments have remained
elusive, except based on non-standard assumptions. In particular, prior to our work, there were
only two known constructions, described below.

Pandey et al. [PPV08] constructed non-interactive concurrent non-malleable commitments w.r.t.
commitment, starting from a non-falsifiable assumption, that already incorporates a strong form of
non-malleability called adaptive injective one-way functions. Very recently, Bitansky and Lin [BL18]
constructed concurrent non-interactive non-malleable commitments w.r.t. commitment, based on
the (relatively new, non-standard) assumption that there exist sub-exponential incompressible
functions, sub-exponentially secure NIWI proofs, and either sub-exponential injective one-way
functions that admit hardness amplification or sub-exponential time-lock puzzles.

Non-Interactive Tag Amplification. Tag amplification has been extensively studied in the non-
malleability literature (e.g. [DDN91, LP09, Weel0, LPS17, BL18]). Of these, only the recent work
of [BL18] considers tag amplification in the non-interactive setting against general adversaries.
[BL18] make a relatively non-standard assumption about the existence of sub-exponential incom-
pressible one-way functions, in addition to assuming the existence of a sub-exponentially secure
NIWI proofs.

Our tag amplification technique only assumes the existence of a sub-exponentially secure
NIWI proof. However, while our tag amplification technique yields commitments that are non-
malleable w.r.t. replacement, the one in [BL18] yields commitments that are (concurrent) non-
malleable w.r.t. commitment.



2 Overview of Techniques

We now proceed to an informal overview of our techniques. We start by describing our key tech-
nical contribution: our tag amplification compiler. We then proceed to describe our new con-
structions of non-malleable commitments for small tags, which satisfy many-to-many same-tag
non-malleability with respect to commitment.

2.1 Non-interactive Tag Amplification

Our starting point is the following basic idea. Start with a non-malleable commitment scheme
com for tags in [a] where a@ < poly(n), and obtain a scheme Com for tags in [2a/ 2], as follows:
To commit to a message m with respect to a tag 7, first compute {t1,%2,...1t, /2}, such that each
t; = (i||T;) where T; denotes the i bit of T7°. Let

Comp(m) £ {comy,(m)}icia/2)-

Note that for any two tags 7' = {t1,t2,...,t,/2} and T = {t1,ta,. .. ,fa/g} such that T < T,
there exists at least one index i such that ¢; Z {t1,ta,...1, /2}. Therefore, if the underlying com is
a/2-to-1 non-malleable, then given Comr(m) = {comy, (m)}ic(q 2, it should be hard to generate
coms (m') for a related message m'. This seems to suggest that an adversary cannot generate a valid
commitment comf(ﬁl) to a related message m, i.e., that the resulting scheme is non-malleable w.r.t.
replacement.

However, the security of this scheme completely breaks down even if the adversary receives
two commitments. Specifically, an adversary that receives two commitments Comy(m) and Comy(m)
with different tags T' = {t1,t2,...,tq/2} and 7' = {t},5,.. ., t/a/Z}’ can easily output Comz(m),

where T = {t1,...t, a5t a1 ti, }- In other words, the resulting scheme does not satisfy many-
to-1 non-malleability (or even 2-to-1 non-malleability), and is only non-malleable in the 1-to-1
setting.

Thus, using this idea we can go from 7loglogn tags to 23 = log2 n tags, but cannot
continue further, since this compiler uses an underlying commitment which is many-to-one non-
malleable (or more specifically, a/2-to-1 non-malleable).

The blueprint in [KS17] describes how this problem can be solved using a NIZK, which re-
quires the existence of a common random string (which we want to avoid). Namely, they show
that if we append to the commitment C' = {com, (m) };¢[/2] @ NIZK proof that all these /2 com-
mitments com,, are to the same message m, then one can indeed prove that this resulting scheme
is many-to-one non-malleable®. Instead, in this work, we rely on non-interactive proofs satisfying
a weaker hiding property, i.e., witness indistinguishability’. This introduces several problems and
bottlenecks that do not come up when using NIZKs. In particular, techniques in [KS17] rely on
the reduction’s ability to generate “simulated” proofs, a notion that is not applicable when using
NIWIs. We discuss these barriers in further detail below.

loglogn

2.1.1 Tag Amplification using NIWIs: First Stab

While NIWI proofs have been extremely useful in a wide variety of cryptographic settings, they
often become meaningless when trying to prove NP statements that have a single witness, such as

°Our actual encoding of T to {t1,t2,...t./2} is slightly more sophisticated, but achieves the same effect.

®To be precise, they need to rely on the fact that the NIZK is “more secure" than the underlying commitment scheme.

7 As with NIZKs used in [KS17], we also require our NIWI to be more secure than the underlying commitment,
which results in a sub-exponential assumption on the NIWIL



the one described above. Typically, NIWI proofs are only useful for statements that have at least
two independent witnesses.

One can create a statement with two independent witnesses by repeating the blueprint twice
in parallel. Namely, commit to a message m by computing C1 = {comy,(m;71) }ic[a/2; C2 =

{comy, (m;7i2) }iclay2) Where {7 b Ficla/2],bef0,1} £{0,1}*, and add a NIWI proving that all the com-
mitments, in either C or Cy, are to the same message.

Indeed, one can easily prove that if the underlying scheme for « tags is (c/2)-to-1 non-malleable,
then the resulting scheme is one-to-one non-malleable w.r.t. replacement®.

Unfortunately, it is not clear if the resulting scheme satisfies even 2-to-1 non-malleability (w.r.t.
replacement). Roughly speaking, the problem is as follows. For simplicity, consider a MIM that
obtains commitments which are both commitments to m; or both to m», and tries to copy m;
(or mg). A natural approach to rule out such a MIM would be to rely on an intermediate hybrid,
in which the MIM obtains a commitment to (m1,ms).” Unfortunately, we have no way to use a
hybrid argument to rule out a MIM that does the following:

e In the first hybrid, on input commitments to (m1, m;), outputs a (valid) commitment to m;.

e In the intermediate hybrid, on input commitments to (m1, mz), outputs an invalid commit-
ment where the first repetition in the MIM’s commitment consists of all commitments to m,
and the second repetition consists of all commitments to mg, and these commitments are
accompanied with an accepting NIWI proof.

e In the final hybrid, on input commitments to (mg, m2), outputs a (valid) commitment to ms.

The problem is that neither of the two pairs of adjacent hybrids can be used to get a con-
tradiction to the one-to-one non-malleability, because neither are violating the non-malleability
criterium w.r.t. replacement!?.

However, as we already noted above, many-to-one non-malleability is essential if we want
to use the compiler again. In fact, it may seem like the NIWIs were not useful at all, since we
could get one-to-one non-malleability even for the basic scheme described at the beginning of this
overview, which did not require any NIWI (or NIZK). While at first, this approach seems to be
inherently problematic, we will now describe how we can nevertheless rely on NIWIs to obtain
our desired compiler, as follows

2.1.2 Overview of Our Compiler

Our idea is to have each commitment consist of at least (¢ + 1) repetitions (as opposed to only 2),
where / is the number of commitments that the adversary can receive (on the left). Additionally,
the committer is required to provide a NIWI proof that in all but one of these parallel executions,
the messages committed across all /2 tags are identical. That is, in a valid commitment, all (¢+1)
repetitions commit to the same message.

Now, when we perform the same hybrid argument as above where we change one left commit-
ment in each hybrid, we have the following invariant: in all but one repetition, by the soundness
of the NIWI, the messages committed by the MIM are identical for all tags. This helps us argue

80n the other hand, if we used a NIZK, the resulting scheme would be many-to-1 non-malleable w.r.t. commitment.
Obtaining non-malleability w.r.t. replacement appears to be inherent unless one relies on NIZKs (and a CRS).

°This is the standard approach used in all previous work on this topic.

This problem can be avoided by relying on NIZKs which would prevent the MIM from behaving as in the interme-
diate hybrid. However, we cannot rely on NIZKs because they require a CRS.



that the MIM is forced to change the message in at most one repetition in every hybrid. We give a
more detailed explanation in Section 2.1.3.

Since there are (¢ + 1) repetitions and only ¢ hybrids, we then deduce that messages in at least
one repetition must remain unchanged at the end of all ¢ hybrids'!. Therefore, no adversary can
commit to a valid message that is related to the messages committed to in the left executions.

We show that this compiler works even if the underlying scheme is non-malleable w.r.t. re-
placement (as opposed to being non-malleable w.r.t. commitment). However, there is a loss in
parameters when applying this compiler, i.e., the compiler converts any /-to-z non-malleable com-
mitment w.r.t. replacement into an ¢'-to-z’ non-malleable commitment w.r.t. replacement, where ¢’
and 2’ are smaller than ¢ and z. We do not discuss exact parameter constraints here, but refer the
reader to Theorem 2 for details.

Technical Bottlenecks. The intuition above seems to imply that the adversary cannot convert a
commitment to m to a commitment to a related message m’. However, to formally prove that this
construction satisfies the definition of non-malleability w.r.t. replacementlz, we need to argue that
there exists an (inefficient) extractor Vgeal(Treal) corresponding to the transcript of a “real” exper-
iment with honest messages (m1,...my), and an (inefficient) extractor Vigeal(Tideal) corresponding
to the transcript of an “ideal” experiment with honest messages (0,0, ...,0), such that the joint
distribution of the view of the MIM in the real experiment and the values output by Vg, is in-
distinguishable from the joint distribution of the view of the MIM in the ideal experiment and
the values output by Vigea. Furthermore, whenever the MIM generates a “valid” commitment ¢
to a message m in either the real or ideal experiment, Vrea and Vigea are required to output m.
Therefore, we need to define distributions VReal(7Real) @nd Videal(Tideal), and ensure that they are
indistinguishable.

It is tempting to define Vreal and Vigeal to output M corresponding to the MIM’s commitment
string ¢, if there exists r such that ¢ = com(M ,7), and otherwise output L. However, as observed
by the intuition above, these distributions will not necessarily be indistinguishable.!®> Namely,
the adversary may generate valid commitments when given commitments to m and commit to L
when given commitments to 0.

Intuitively, to make these distributions indistinguishable, we will introduce some “slack”, and
sometimes output a valid message even though the adversary did not commit to a “perfectly
valid" message. The question is the following: Suppose that the adversary outputs a commitment
that is “close to” being a valid commitment to a message m. Should the extractors Vreal O Vigeal
output m or output L? This is precisely where the leakage lemma of Gentry and Wichs [GW11]
plays a crucial role. This decision of whether to output m or output L will be dictated by a leakage
function. We will need to “carry over” this leakage function across hybrids by relying on the
leakage lemma. The proof of non-malleability of this amplification step is the primary technical
contribution of our paper. There are many additional technical subtleties that were not discussed.
For instance, in order to argue that the compiler can be applied several times, we work with a
strong variant of non-malleability w.r.t. replacement (which only strengthens our final result). We
give a more detailed protocol description in Section 2.1.3, and refer the reader to Section 5 for
details of the proof.

1To simplify our proof, we rely on 10£ repetitions (instead of £ + 1) repetitions, to ensure that the messages in most
repetitions remain unchanged.

12\We refer the reader to Definition 3 for a one-to-one definition, and Definition 2 for a many-to-many definition.

BWe note that these distributions are indeed indistinguishable if the adversary always generates valid commitments.



Putting Things Together. We now describe how we use this compiler to obtain our final result,
i.e. non-malleable commitments for 2" tags. Our starting point is our scheme for nloglogn tags
which is many-to-many same-tag non-malleable w.r.t. commitment, and in particular is many-
to-many same-tag non-malleable w.r.t. replacement (we give an overview of this scheme in Sec-
tion 2.2). We will use the compiler above three times: First we convert the scheme for nloglogn
tags into a scheme for log"/?(n) tags, then we convert the resulting scheme for log"/?(n) tags into
a scheme for 2!°¢° " tags (for a small constant e > 0). We apply the compiler one final time to the
scheme for 2!°¢° " tags to get a scheme for w(n'°8") tags.

We note that it is not clear that we can run the compiler on itself many times, since every time
we run the compiler, there is a loss in parameters. However, we set parameters carefully so that
this nevertheless goes through.

To go from n'°8™ tags to 2" tags, we use the (standard) idea of relying on sub-exponentially
secure signatures. Specifically, to commit to a message m with tag T' € [2"], we generate a random
pair sk, vk of signing and verification keys for the underlying scheme, where the verification key
is of length log® n bits. We use vk as our “small” tag for the non-malleable commitment, and sign
the larger tag T' € [2"] with sk. The security of this construction follows by the (sub-exponential)
unforgeability of the underlying signature scheme. We refer the reader to Section 6 for more
details.

2.1.3 More Detailed Protocol Description

Finally, to help the reader navigate our tag amplification protocol, we now give a slightly more
detailed description of our protocol, and the intuition for non-malleability. As mentioned above,
to commit to message m with tag T = {t;,t2,...1, /2}, the committer commits to the message
k = 10¢ times in parallel with tags {t1,t2,...t,/2}, using fresh randomness each time.

Our protocol is described informally in Figure 1. Note that the protocol is not many-to-many,
because as explained above, the size of the resulting commitment grows linearly with /.

Roughly, we prove that if our underlying commitment scheme com is many-to-z non-malleable
w.r.t. replacement, and is secure against 2Y-sized adversaries, then the resulting scheme is /-to-y
non-malleable w.r.t. replacement, for any y and ¢ such that £ - y < 5. We require the NIWI to be
WI against poly(T")-time adversaries, where 7' is the time required to brute-force break com.

Intuition for Non-Malleability. For simplicity, let us consider a MIM adversary that on input ¢
commitments, with corresponding tags 71, 75, . . . Ty, outputs a single commitment ¢ with tag 7" (in
our actual proof, the MIM is allowed to output multiple commitments, albeit using the same tag).

We need to argue that the MIM on input £ commitments to messages my, . .., m, cannot output
a valid commitment to a related message m. As eluded to earlier, this is done via a hybrid argu-
ment. Let us suppose for contradiction that on input commitments to my, ..., my, the adversary

outputs a valid commitment to m.

We consider a hybrid where the first honest commitment (on the left) is generated as a com-
mitment to 0 (but the rest are commitments to msg,...my). Letting 77 := {t11,t1,2,. .. t,a/2 }, one
can argue that the joint distribution of the message m committed by the MIM using small tag
t E{ti1,t12,.. . t1q /2} in all k repetitions, cannot change. This follows from the many-to-z non-
malleability with respect to commitment of com for z > k (and relying on the fact that NIWTI is
hard against poly(7’)-time adversaries).

Furthermore, by the soundness of the MIM’s NIWI, this implies that the MIM continues to
commit to m in at least (k — 1) of his repetitions. This implies that the MIM continues to commit
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Parameters: Set k = 10¢.
Committer Input: Message M € {0, 1}p("), and tag {t1,t2,...tq/2}-

Commit Stage:
1. Committer Message.
e Forevery A € [a/2] and every j € [k], sample randomness 7 ; &40,1}PoN () and
compute C) ; = comy, (M;7y ;).

e Use witness J = [k — 1], {M, 75 j} re[t/2),jes to compute a NIWI proof II that there
exists J C [k] of size at least (k — 1), such that the following is true:

For everyj € J, Ele, {7’)\73'}/\6[0[/2} so that {C/\,j = comy, (Mj; T)x,j)})\e[a/Q]-

¢ Send to the receiver the message
(tag, {(Cxj» tr) brert/2.iein» 1)
e Receiver Acceptance. Accept the comitment if and only if the proof II verifies.

Reveal Stage: The committer sends M and {7 ;}re[t/2),a[k) tO the receiver.

Receiver Output: The receiver accepts the decommitment if all £ - /2 are valid commit-
ments to M.

Figure 1: Round-Preserving Tag Amplification

to m in least (k — 1) of the repetitions, for every tag. Using a similar argument to the one above,
one can argue that on input / commitments to messages 0,0, ms, ..., m; (i.e., with the first two
messages replaced by 0), the MIM continues to commit to m in at least (k — 2) repetitions, for every
tag.

Continuing this way, we observe that the MIM continues to commit to m in at least (k — ¢)
repetitions, with respect to every tag, on input / commitments to messages (0,0, ..., 0). Therefore
on input (0,0, ...0), the MIM either continues to commit to /m or commits to L, and therefore, m
must be unrelated to m. This is the key intuition for the security of our scheme.

As explained above, the actual analysis of indistinguishability of the joint distribution of the
protocol transcript and messages committed by the MIM is quite involved, and requires multiple
careful applications to the leakage lemma [GW11]. We refer the reader to Section 5 for details.

2.2 Non-Malleable Commitments with respect to Commitment for ¢ loglogn Tags

To conclude this overview, we give a brief description of how we build a non-malleable commit-
ment for eloglogn tags, where € > 0 is a small constant, from sub-exponential adaptive commit-
ments for two tags!*. This uses ideas similar to those in [LPS17, KS17].

Assume the existence of adaptive commitments comg, com;, and oracles Oy, O such that comg
is sub-exponentially hard to invert given oracle O;, but com; is invertible in the presence of O;.
Similarly, com; is sub-exponentially hard to invert given oracle Oy, but com is invertible in the
presence of Oy.

4Recall that we build adaptive commitments for two tags using quantum supremacy, as discussed in Section 1.1. We
refer the reader to Section 4.2 for further details.

11



We rely on a technique of Pass and Wee [PW10] to show that from any such adaptive commit-
ments, one can derive a sequence of (bit) commitments {comg;}ac(0,1},icc], Where ( = eloglogn
for a small constant 0 < € < 1, and where

comg : {0,1} x {0, 1} — 0,1}
such that for each d € {0,1},
Ed,l = w(logn) < fdg <. < éd,(—l < €d7< L2 n

and for every i, j, k € [(] for which k£ > 4, inverting com, ;, relative to the oracle O _4 requires more
time than jointly inverting comg; and com;_g ;, relative to the oracle O;_g.
In order to commit to a bit b with tag € [(], the committer first XOR secret shares bit b to obtain

two shares b; and bs. The commitment to b simply consists of (comoytag(bl)7 coml,c_tag(bg)).

Analysis. Suppose there exists a MIM adversary that on input a commitment to bit b with respect
to tag tag, commits to a related bit b’ with respect to tag # tag. We have the following possibilities:

e If tag > tag, then breaking comq .z relative to oracle O, is harder than jointly breaking
comy ;o and com, c—iag relative to O;.

o If tag < tag, then breaking com; ¢_t,g relative to Oy is harder than jointly breaking com, g
and oMy iz relative to Oy.

In the first case, we extract the bit ' committed by the MIM by jointly breaking comj, 7, and
comy 3o relative to Oy, and if b’ is related to b, we get a contradiction to the hardness of breaking
comg tag relative to O;. We can use a similar argument in the second case.

We also observe that we can allow the MIM to generate an arbitrary number of commitments on
the right with the same tag, and rely on the same assumptions to argue that the joint distribution
of bits committed by the MIM (in many right commitments) remains independent of the honest bit.
This gives us many-to-many same tag non-malleable commitments with respect to commitment
for elog log n tags. For simplicity, we only focused on bit commitments in this overview. However
it is easy to extend this construction to obtain string commitments for eloglogn tags, based on
sub-exponential adaptive bit commitments for two tags. We give a formal construction and proof
in Section 4.1.

3 Definitions

Let n denote the security parameter. In all our definitions, the input message to the commitment
scheme will be sampled from {0, 1}” for a polynomially bounded function p = p.
For any T'" = T(n), we use X ~pqy(1(n)) Y to denote two distributions such that for every

(T(n))°M-size distinguisher D,
Pr[D(z) = 1|z & X] — Pr[D(z) = 1|z < Y] = negl(n).

We denote by X ~ ), the event that X ~poly(n) V.

12



3.1 Non-Malleable Commitments w.r.t. Replacement

In this section, we present the main definition of non-malleability that we achieve, which is known
as non-malleability w.r.t. replacement ([Goy11]). This definition is weaker than the original definition
of non-malleability, which is known as non-malleability with respect to commitment (and is formally
defined in Section 3.2).

Non-malleability considers a man-in-the-middle that receives a commitment to a message
m € {0,1}? and generates a new commitment ¢. We say that the man-in-the-middle commits
to L if there does not exist any (m, ) such that ¢ = com(m; 7). Intuitively, the definition of non-
malleability with respect to commitment requires that for any two messages mg,m; € {0,1}?,
the joint distributions of (Com(my), mg) and (Com(my),m;) are indistinguishable, where my, is
the message committed to by the MIM given Com(my). The definition of non-malleability w.r.t.
replacement (that we achieve) intuitively requires this to hold only conditioned on mg, m; # L.

We emphasize that we consider the case where the MIM gets a single committed message and
generates a single commitment. This is known as the “one-to-one” definition. A stronger defi-
nition is the “many-to-many” definition (also known as concurrent non-malleability), where the
MIM receives many commitments and is allowed to generate many commitments, and the guar-
antee is that for any two sets of messages committed to and sent to the MIM, the joint distribution
of these commitments and the messages committed to by the MIM, are indistinguishable.

Definition 1 (Non-Malleable Commitments w.r.t. Replacement). A non-interactive non-malleable
(one-to-one) string commitment scheme with N tags consists of a probabilistic poly-time algorithm C, that
takes as input a message m € {0,1}P, randomness r € {0,1}PY(™), and a tag € [N], and outputs a
commitment comag(m; ). It is said to be non-malleable w.r.t. replacement if the following two properties
hold:

1. Statistical binding. There do not exist mg,m; € {0,137, ro,r1 € {0,1}PY("™) and tag,, tag, €
[N] such that mqg # my and comeag, (Mmo; 70) = COMiag, (M1;71).

2. One-to-One Non-malleability. For any poly-size adversary A, any m € {0, 1} and any tag €
[N], there exist (possibly inefficient) functions Vgeal and Vigeal such that the following holds:

(a) Sample r < {0,1}PY") and set ¢ = comag(m; 7). Let (G, 2) = A(c). If there exists tag €
IN]\ {tag}, M € {0,1}"") and 7 € {0,1}P°Y™) such that ¢ = comg(M;7) then im = M,
otherwise no restrictions are placed on m. We require that

Pr[Vreal(c,¢) = m] = 1 — negl(n).

(b) Sample rigea <~ {0,1}P¥") and set Cideal = COMtag (0F; Tideal)- Let (Cideal; Zideal) = A(Cldeal)-
If there exists tag € [N] \ {tag}, Migeal € {0,1}""™) and Figear € {0,1}P°Y™) such that
Cldeal = Comts’g(ﬁldean Tldeal) then fgeal = Mideal, Otherwise no restrictions are placed on
Mideal- We require that

Pr[Videal (Cideals Cideal) = Mideal] = 1 — negl(n).
(c) We require:

(¢, 2, VReal (¢, €)) ®c (Cideal; Cideals ZIdeals Videal (Cideal Cldeal ) ) -

over the randommness of sampling r, rigeal .

15Note that this definition explicitly considers auxiliary information z, but is equivalent to one that does not consider
z. We explicitly consider z for convenience.
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We next present an (intermediate) security definition that we use as a stepping stone to achieve
our main result. This is a many-to-many version of Definition 1, that restricts the adversary to use
the same tag in all commitments that he outputs.

Definition 2 (/-to-y Same-tag Non-malleable Commitments w.r.t. Replacement). A non-interactive
non-malleable commitment scheme with N tags consists of a probabilistic poly-time algorithm C, that takes

as input a message m € {0, 1}?, randomness r € {0,1}*°Y™ and a tag € [N}, and outputs a commitment

comag (m; 7). It is said to be {-to-y same-tag non-malleable w.r.t. replacement for polynomials £(-) and y(-),

if the following two properties hold:

1. Statistical binding. There do not exist mg,m; € {0,1}?, ro,r1 € {0,1}PY(™ and tag,, tag, €
[N] such that mg # my and comeag, (Mmo; 70) = COMiag, (M1;71).

2. (-to-y Non-malleability. For any poly-size adversary A, any mq,...,my € {0,1}?, and any
tagy,...,tag, € [N], there exist (possibly inefficient) functions Vgeal and Vigeal such that the follow-
ing holds:

(a) Samplery, ... re<-{0,1}PW0) et ¢; = COMiag, (M43 1) for every i € [¢], and let (¢1, ..., ¢y, 2) =
.A(Cl, e ,Cg).
If there exists tag € [N] \ {tag; }ic|q such that ¢y, ... ¢, all use tag, then continue. Otherwise
set (my,...m,) = abort.

For each i € [y), if there exists M; € {0,1}? and 7; € {0, 1}P°Y(™ for which ¢; = com— (M;; 77),

—~ tag
set m; = M,;, and otherwise no restrictions are placed on m;. We require that
PrVReal(c1, ..., ¢, €1, ... ¢y) = (M, ..., my)] =1 — negl(n)
(b) Sample Tigeal 1 - - - > Tidealr < {0, 11PNV Set Cgeal; = COMiag, (07 Tideal i) for every i € [£],
and let (Cideal, 15 - - - » Cldeal,y» ZIdeal) = A(Cldeal, 15 - - - ; Cldeal ¢)-

If there exists tag € [N\ {tag;};c(q such that Cigeal1, - - Cideal,y all use tag, then continue.
Otherwise set (Mideal 15 - - - Mideal,n) = abort.

For each i € [y, if there exists Mdeal,i € {0,137 and Figear; € {0,13P°Y®) for which Gigear; =
comz; (Midealii Tideal,i), Set Tideali = Mideali, and otherwise no restrictions are placed on
Mideal ;- We require that

Pr[Videal(Cideal, 15 - - - » Cldeal» Cideal,15 - - - > Cldeal,y) = (Mideal,15 - - - » Mideal,y)] = 1 — negl(n)

(c) We require:

((01, co.c), (€1, ... ¢y), 2, VReal(C1, - - coCrs - cy)) R,
((Cldeal,la cee CIdeaI,Z): (Cldeal,la < Cldeal,y)a Zldeal Vldeal(cldeal,la -+« Cldeal ¢ Cldeal,15 - - - Cldeal,y))
over the randomness of sampling r1, ... ,7¢ and rideal 1, - - - , Tldeal ¢-

In what follows, we define a slight strengthening of /-to-y same-tag non-malleability w.r.t.
replacement. Namely, in the definition below we allow the MIM to obtain as input some restricted
auxiliary information on the honest messages and randomness.

Definition 3 (¢-to-y Same-tag Auxiliary-Input Non-malleable Commitments w.r.t. Replacement).
A non-interactive non-malleable commitment scheme with N tags consists of a probabilistic poly-time al-
gorithm C, that takes as input a message m € {0,1}?, randomness r € {0,1}*°Y™  and a tag € [N], and
outputs a commitment comeag(m; ). It is said to be (-to-y same-tag auxiliary-input non-malleable w.r.t.
replacement for polynomials ((-) and y(-), if the following two properties hold:
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1. Statistical binding. There do not exist mg, my € {0,1}?, ro,71 € {0,1}PY") and tag,, tag, €
[N] such that mo 75 mq and comtago (mo; 7”0) = comtagl (ml; 7“1).
2. (-to-y Non-malleability. There exists a function ty : N — N such that the following holds.

Fix any messages my, ... my € {0,1}P, any tag,, . .. tag,, and any efficient auxiliary input functions
auxi, auxa, . .., auxy, where for every i € [{], aux; takes as input the commitments (cy, . . . cg) together
with the messages and randomness used to compute (ci,...¢i—1, Ciy1,- .., ce). Set Ty (n) = otv(n),

For every (3 € [(] define £ commitments cg1,. .., cgq, Where cg; = comeag, (OP;7;) for every i € [f],
and cg; = CoMuag, (my; ;) for every i € [+ 1,€], where 1, . .. ,rg < {0, 1}Po(7),

Suppose that for every 5 € [0,¢ — 1],

(C,B,la - CR U, aux,@(cﬁ,la - CBU, (Op)X(B—l)vmﬁ-i-l) ey My, Ty oo s TB—1,TB41y - - - 7rﬁ)) %Tv(n)
(1)
(0/371, . ,6/37@, aux/ngl(c/g,l, . ,6/37@, (Op)x(ﬁ), m5+2, ey Mg Ty ,Tﬁ,?“ngQ, e ,T’g))

where auxg = auxy.

Fix any polynomial-size adversary A, and for every 3 € [0, ¢] let

(Eg,l, e ,Eg’y, 25) = A(C@l, e ,Cg}g, aUX5(Cg71, e Cg,g, (Op)x(ﬁfl),m6+1, ey M, T1y . e ,7’5,1,7“5+1, e ,T’g)).

We require that there exist (possibly inefficient) functions Vreal and Vigeal, each computable in time
Ty (n), such that:

(a) If there exists tag € [N]\ {tag; }icjq such that ¢ 1, ... coy all use tag tag, then continue.

Otherwise set (mq, . ..m,) = abort.
Foreachi € [y|, if there exists M; € {0,1}P and 7; € {0, 1}POY() for which & ; = comtggg(l\z;ﬁ),

set m; = M;, and otherwise no restrictions are placed on m;. We require that
Pr[VReal(€o,1; - -5 €0.0,20,C0,15 - - - Coy) = (M1,...,my)] =1 — negl(n)
where ag = auxo(Co 1, .-+, C0, M1, -« -, MY—1,T1,...7T¢—1).

(b) If there exists tag € [N] \ {tag; }icjq such that ¢y, ...¢cqy all use tag tag, then continue.

Otherwise set (m1, ...m,) = abort.
Foreachi € [y), if there exists M; € {0,1}? and 7; € {0, 1}PY™) for which ¢, ; = comg, (Mi;75),

set m; = M,;, and otherwise no restrictions are placed on m;. We require that
PrVigeai(ce,1,- - -5 Coe,a0,Co 15+ 5 Cry) = (M1, ..., my)] = 1 — negl(n)
where ag = auxg(cy 1, - - o, (OF)x(0=1), 71, - To—1)-
(c) We require:
((co1,---co)s a0, (Co,1s- - - Coy), 20, VReal (€015 - - - €06, 30, C0,15 - - - Coy)) Roc
((ce1s---cop),ap, (Con,---Coy), 20, Videal(Co1s - - -5 Co0y 0, €01, - - - Coy))
over the randomness of sampling co 1, ...,copand cp1,...,cey.

Remark 1. One can strengthen these definitions, to require non-malleability to hold for any two sets of
messages (m1,...m}) and (m?,...,m?), such that Ve (as before) considers an experiment where the
honest committer generates commitments to (m%, . m%), whereas Viqeal considers an experiment where
the honest committer generates commitments to (m3, ..., m32) (instead of generating commitments to 0s).

The proofs of Theorem 1 and Theorem 2 show that our constructions also satisfy this stronger definition.
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3.2 Non-Malleable Commitments w.r.t. Commitment

In this section, we consider the stronger definition of non-malleability with respect to commit-
ment [PRO5b]. This definition is sometimes considered in the many-to-many setting (known as
concurrent non-malleability), where the adversary (man-in-the-middle) receives many commit-
ments “on the left” and generates many commitments “on the right”. It is also sometimes con-
sidered in the one-to-one setting, where the man-in-the-middle receives a single commitment “on
the left” and generates a single commitment “on the right”. In what follows we present a hybrid
between these two variants, where we require the MIM to use the same tag in all “right” commit-
ments, and we refer to this as the many-to-k same-tag variant. This hybrid definition is used as a
stepping stone to achieve our main result.

Definition 4 (/-to-Many Same-tag Non-malleable Commitments with respect to Commitment).
A non-interactive non-malleable commitment scheme with N tags consists of a probabilistic poly-time al-
gorithm C, that takes as input a message m € {0,1}?, randomness r € {0,1}*°Y™) and a tag tag € [N,
and outputs a commitment comeag(m; ). It is said to be {-to-many same-tag non-malleable with respect to
commitment if the following properties hold.

1. Statistical binding. There do not exist mo,m1 € {0,1}?, ro,71 € {0,1}P°Y™) and tag,, tag, €
[IN] such that mg # m1 and comiag, (Mmo; 70) = COMtag, (M1;71).

2. (-to-many Non-malleability. There exists a (possibly inefficient) function V such that the following
holds:

e Forany my,...,mg € {0,132, any ry,...,r, € {0,1}P°Y") and any tag,,..., tag, € [N],
set c; = comyag, (my; 7;) for every i € [€], and let (c1, ..., ¢k, 2) = Alct, ..., co).
If there exists tag € [N] \ {tag; }ic|q such that ¢y, ... ¢, all use tag, then continue. Otherwise
set (my,...my,) = abort.

Foreachi € [k], if there exists M; € {0,1}P and 7; € {0, 1}P°Y") for which ¢; = comt;g(]\z,?i),

set m; = M;, and otherwise set m; = L.

We require that V(c1, ..., ¢e,C1, ...y Ck) = (M1, ..., Tg).
o Forany rideal 1, - - -, Tideal,e € {0, 1}PY) anytag,, ... tag, € [N], set Cideal,i = COMtag, (0F; Tideal ;)
for every i € [¢], and let (Cigeal,1, - - - , Cldeal,k» ZIdeal) = A(Cldeal,1, - - -  Cldeal,¢)-

If there exists tag € [N\ {tag;}ic(q such that Cigeal1, - - Cideal,y all use tag, then continue.
Otherwise set (mq, . ..m,) = abort.

For each i € [k], if there exists Mdeau € {0,1}? and 7igear; € {0, 1}poly(n) for which ¢; =
comz; (Mideal,i; Tideal i), Set Mideali = Mideal,i, and otherwise set Migeal,; = L.
We require that

V(Cldeal 1, - - - » Cldeal,¢s Cideal, 15 - - - » Cldeal,k) = (Mdeal,15 - - - » Mideal k) -

e Foranymy,...,my € {0,1}?, any tag,, ..., tag, € [N], and forry, ... T {0, 1}p°'y(”) and
Tideal 1 - - - » Tideal ¢ - {0, 1}POY() set ¢; = COMyag, (M3 73) And Cigeal; = COMiag, (0P; Tideal i)
for every i € [¢]. Then,

(Cl,...,C@,gl,...,Ek,z),V(Cl,...,Cg,gl,...,gk) ¢

(Cideal,15 - - - » Cldeal,¢s Cldeal, 15 - - - » Cldeal,k» ZIdeal)s Y (Cideal,1, - - -  Cldeal,¢s Cldeal, 1 - - - » Cldeal,k)-
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A hybrid argument from Lin et. al [LPV] shows that Definition 4 above is equivalent to the
seemingly weaker definition of 1-to-many same-tag non-malleability, and the seemingly stronger
definition of many-to-many same-tag non-malleability, both defined below.

Definition 5 (1-to-many Same-tag Non-malleable Commitments with respect to Commitment).
We say that a commitment scheme is 1-to-many same-tag non-malleable with respect to commitment if the
scheme satisfies Definition 4 for {(n) = 1.

Definition 6 (Many-to-many Same-tag Non-malleable Commitments with respect to Commit-
ment). We say that a commitment scheme is many-to-many same-tag non-malleable with respect to com-
mitment if for every polynomial {(-), it is {-to-many same-tag non-malleable w.r.t. commitment (as in
Definition 4).

Remark 2. We note that Definition 6 is strictly stronger than Definition 3. Any ¢-to-many same-tag non-
malleable commitment w.r.t. commitment com is also an {-to-many same-tag auxiliary-input non-malleable
commitment w.r.t. replacement for any polynomial ¢.

This follows by setting ty(n) = p + poly(n), i.e., the time required to brute-force break the com-
mitment, such that V is computable in time at most poly(2!v(™)),. We can then carrying out a hybrid
argument (due to Lin et al. [LPV]). In the i'" hybrid for i € [y], (c1, .. .c;) are generated as commitments
to 0P, and (cit1, . . . cy) are generated as commitments to (mit1, ..., my); as defined, aux; is generated as
a function of all but the randomness used to generate the i*" commitment. Indistinguishability between
Hybrid; and Hybrid; follows by non-malleability w.r.t. commitment of com applied to c;, and by the
Ty (n)-indistinguishability of (aux;, aux;+1).

4 Non-Malleable Commitments for Small Tags

In this section, we construct a many-to-many same-tag non-malleable commitment scheme with
respect to commitment (Definition 6) for 7 - loglog(n) tags, for a small constant > 0. This scheme
can be used to instantiate our compiler from Section 5 (see Section 6 for details).

4.1 Non-Malleable Commitment Scheme for 7 - loglog n Tags

In this section, we construct a many-to-many same-tag non-malleable commitment scheme w.r.t.
commitment (Definition 6) for ¢ = 7 - loglogn tags, for a small enough constant > 0, based on
the following assumption about non-interactive bit commitments.

Assumption 1. There exist non-interactive bit commitments comg : {0,1} x {0,1}" — {0, 1}L(”) and
comy : {0,1} x {0,1}" — {0, 1} with the following properties.

1. There exists an oracle relative to which comg is sub-exponentially hiding, but com; is ex-
tractable. There exists an (inefficient, possibly randomized) oracle Oy and a poly-size algorithm A,
such that for every n € N and every (m,r) € {0,1} x {0,1}",

Pr[A; 9 (comy(m; 7)) = (m,r)] = 1 — negl(n).

where the probability is over the randomness of O1. Moreover, on input any string c for which
A(m, ) such that ¢ = comy(m;r), we require that A?l output L.
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Yet, there exists a constant § > 0 such that for every n € N, every poly (2”6)—Si26 adversary A, and
every pair of messages my and my in {0, 1},

Pr[A® (como(mu; 7)) = 1] — Prl At (como (ma; 1)) = 1]( — negl(n),

where the probability is over r < {0,1}" and over the randomness of O;.

2. There exists an oracle relative to which com; is sub-exponentially hard to invert but com is
invertible. There exists an (inefficient, possibly randomized) oracle Oy and a poly-size algorithm Ay
such that for every n € N and every (m,r) € {0,1} x {0,1}",

Pr[AS° (comg(m; 7)) = (m,7)] = 1 — negl(n)

where the probability is over the randomness of Oy. Moreover, on input any string c for which
A(m, r) such that ¢ = comg(m; ), we require that .AOOO output L.

Yet, there exists a constant § > 0 such that for every n € N, every poly (2”6>-size adversary A, and

every pair of messages my and mg in {0, 1},
Pr[ A9 (com;(my; 7)) = 1] — Pr[A9° (com;(ma; 7)) = 1]‘ = negl(n),

where the probability is over r < {0,1}" and over the randomness of Oy.

In Section 4.2, we describe how to instantiate this assumption based on specific cryptographic
assumptions. Pass and Wee [PW10] showed that Assumption 1 can be used to derive a sequence
of commitments, described below.

There exist inefficient (possibly randomized) oracles Oy, 01, a small constant > 0, and a
sequence {comy; }yc0,1},ic(c] Of commitment functions, where ¢ = 7 - loglog(n) and

comy; : {0,1} x {0, 1}£b,i(n) - {0, 1}L(e,,,i(n))
such that for each b € {0, 1},
51)71 = w(lognloglogn) < 5572 < ... < Eb,(—l < Eb,( L n

and for every i, j, k € [(] such that k£ > i, inverting comy, ;, relative to the oracle O;_; requires more
time than jointly inverting com;, ; and com;_; ; relative to the oracle O;_,.
Formally, for every b € {0, 1} and every i € [ — 1] there exists a T} ; - poly(n)-size algorithm A ;
such that for every j € [(], every messages m1,my € {0,1}, every r € {0,1}%¢ and ' € {0, 1}51-4,
O;_ O;_
PF[(Ab,il *(comyi(my;r)) = (mlﬂ")) N (-Ab,il b(Coml—b,j(mz;T,)) = (m2,7“,))} =1 - negl(n),

where the probability is over the randomness of O;_;. Moreover, on input any element outside
the range of com;,; or comy_y, j, ASZ.H’ outputs L.
Yet, for every poly(7};)-size adversary A and every k > i,
Pr[ A=t (comy,  (my; 7)) = 1] — PrlA9=2 (comy x(ma; 7)) = 1]| = negl(n),

where the probability is over r < {0, 1}*+{") and over the randomness of O;_ .
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Overview of the construction of the commitment sequence. This is only for completeness and
is taken from Pass and Wee [PW10]. This sequence of commitments is constructed as follows. For

every b € {0,1} and every i € [0,{ — 1], set £ ;41 = E;y/f (where § € (0,1) is the constant from
Assumption 1). Note that if n < ﬁ then setting 6’ £ 7 - log(1/4) < 1, the following holds

Uyo = (£0)% = (L) (/108M” = p(1/logm)” _ glogn(=5).

For every i € [(] and b € {0, 1}, the commitment com;; : {0,1} x {0, 1300 5 g0, 1} ECRa () jg
defined by

comy,;(m; 1) = comy(m; ) where com,, is invoked with security parameter ¢ ;(n).
Remark 3. In what follows we think of comy : {0,1} x {0,1}* — {0, 1}*, where inputs of length n are
mapped to inputs of length L(n).
For every b € {0,1} and every i € [¢ — 1], setting T}, ; = 2%+,

O o1/0 w(1)
Thipr = 2%+ = 2% = Tb’i ,

as desired, where the latter equality follows from the fact that § is a constant smaller than 1.

Forevery b € {0,1} and every i € [(], consider the algorithm Ay ; that inverts com; ; by enumer-
ating over all possible € {0, 1}, and outputs L if no such r is found. Clearly, Ap; runs in time
at most Ty ; - poly(n). Moreover, for any j € [¢] and any ' € {0, 1}*1-43, the algorithm A ;, on in-
put com;_; ;(r’) and given oracle access to O;_;, runs in poly-time and outputs A?_lgb( fiop;(r")).
Thus, for every b € {0,1} and every i € [( — 1], Ap; isa T}, - poly(n)-size algorithm such that for
every j € [(], every my,ma € {0,1}, every r € {0,1}* and every ' € {0, 1}51-b7,

Pr (A5 (com,i(m1; 1)) = (m1, 1)) A (At~ (comy;(mai ) = (ma,1'))] = 1= negl(n),

where the probability is over the randomness of O;_y, as desired.
By sub-exponential hardness of com; in the presence of O;_; (which is implied by Assump-
tion 1), it follows that for & > (i 4 1), inverting com;, ;, given oracle to O;_; requires circuits of size

greater than poly (253%1) = poly (2&)@) = poly (T3,;). Therefore, for any poly(7} ;)-size adversary A
and every k > 1,

’Pr[AOlfb(com@k(ml; 7)) = 1] — Pr[A91=b (comy 4 (ma; 7)) = 1]| = negl(n),

where the probability is over r & {0, 1}£b’k(”) and over the randomness of O;_;, as desired. The
fact that ¢, > 2lsn" ") (for some constant ¢’ < 1), implies that for i € [(],
b p

. c
Tbﬂ/ é 2&,’2 Z 210g TL7

for every constant ¢ € N.
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Our construction of non-malleable commitments for {(n) tags To commit to a message m =
(ma,...,my) € {0, 1} with respect to tag, using randomness (r;, s;, a;);c[p), where for every i € [p],

ri, 87 & {0, 1}0ms % {0,1}11¢=%¢ and a; < {0, 1}, our commitment algorithm is defined by:

Comtag (m; (7, Sis @i)iepy) )
= (ta& (como tag (as; Ti))ie[p], (comy ¢—tag(m; @ a;; Si))ie[p]>~

Theorem 1. If Assumption 1 holds, then there exists a constant ) > 0 such that Comy,g is a non-interactive
many-to-many same-tag non-malleable commitment scheme w.r.t. commitment (Definition 6) for ¢ = n -
log log(n) tags, against all 2P°Y(1°8 ™) _size adversaries.

Proof. The fact that Com is statistically binding follows from the fact that com, ; are all statistically
binding, which in turn follows from the fact that comy and com; are statistically binding. We next
argue that Com is many-to-many same-tag non-malleable w.r.t. commitment (Definition 6), against
all 2pov(98™)_size adversaries. To this end, it suffices to prove that it is 1-to-many same-tag non-
malleable w.r.t. commitment (Definition 5), against all 2P°V(°8™)_size adversaries. This follows by
a hybrid argument of [LPV], which proves that any commitment scheme that satisfies Definition 5
also satisfies Definition 6 (and this hybrid argument also holds for 2P°Y(°6™)_gize adversaries).

To prove non-malleability, fix a 2P°V(1°8")_size adversary A, and fix any k < poly(n). Given a
message m = (my,...,m,) € {0,1}?,'® we consider the following distribution:

Choose at random b < {0,1} and R <> {0,1}P°Y™ _If b = 0 then let ¢ = Comag(0P; R). If b =1
then let ¢ = Comyag(m; R). Let

(tag, <1, ..., c) = A(c).

Consider the joint distribution

(C,El, .. .Ek,ﬁzl, .o .mk),
where for every i € [k], if there exists M; € {0,1}? and randomness R; € {0,1}P°Y(") such that
Ei = comt;g(Mi, Rz), then ﬁll = Mi; else ﬁlz = 1.
To prove that this construction satisfies Definition 5, it suffices to prove that for every gpoly(logn)_
size adversary D and every message m,

- - - 1
Pr[D(c,é1,y ... Cpymin, ...y y) = b] = 5t negl(n).

To prove this, it suffices to show that for every 2P°V(I°87)_gize adversary D and every message m,

if Pr[tag > tag] > m for some polynomial poly(-), then

~ ~ - ~ —~ 1
Pr[D(c,c1, ..., ¢Ck,m1,...,my) = b|tag > tag] = 3 + negl(n),

and if Prltag < tag] > ﬁ(n) for some polynomial poly(-), then

~ - - - — 1
Pr[D(c,c1, ..., Ck,m1,...,my) = bltag < tag] = 3 + negl(n).

16We overload notation, here m; denotes the i*" bit of m, and below each 7, consists of p bits.
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Suppose that Pr[tag > tag] = p = Note that tag > tag implies, ¢ — tag < ¢ — tag.

1
poly(n)
Suppose for the sake of contradiction that there exists a 2P°(°8™)size distinguisher D and a

non-negligible function A such that
~ ~ ~ ~ —~ 1
Pr[D(c,c1,. .., Ck,ma, ..., mi) = bltag > tag] > 3 + A. 2

Consider the following hybrid distributions Hy, . .., Hp,, where H, is defined by choosing m’ =
(m1,...,Ma,0,...0) € {0,1}? and setting ¢ = Comyag(1n/; 7) for a randomly chosen r<-{0, 1}PoY (™),

By a standard hybrid argument, we conclude that there exists o € {0,1...,p} and a 2PoY(log )
size distinguisher D’ such that

~ - O ~ - o~ A
Pr[D'(c,c1,...Cp,m1, ... mg|tag > tag, Hy) = 0|—Pr[D'(c, 1, . . . Ck, M1, . . . My |tag > tag, Hay1) = 0] > 1
p
€)
Note that this implies that m,; = 1, since otherwise H, and H,; are identical.
We use D to construct a poly(T g, )-size adversary B that breaks the hiding property of

comy ¢_tag, contradicting the security property of com; ¢_t,s. Recall that

Comyiag <m; (i, Sis @i)iepy) )

= (tag, (ComO,tag(ai; T’i))ie[p], (Coml,C—tag(mi D ai; Si))ie[p]>-

Fix any tag € [¢]. The algorithm B, given input a string C' in the range of com; ¢_se, and oracle
access to D does the following:

1. For each j € [p] sample r; < {0, 1} and compute Yj = com tag(a;; ;).

2. Foreach j € [a]U[a+2, p], sample s;¢-{0, 1}*:¢<~= and compute w; = comy ¢—tag(m;daj; sj).
3. Let woy1 =C.

4. Letc = (tag, {y;}jep) {w)tiep)-

5. Obtain (tag, ¢y, ..., ) = Ac).

6. If tag < tag, then output a randomly chosen b &£{0,1}.

7. For each k € [k], do the following:

e Parse ¢, = (tag, {U }jep) {05} jep))-

. ~pe o~ ~ ~R ~
e For each j € [p], compute (af,7}) = Afgit?g(yf) and (a';, 85) = Afgit;g(wf).

e If there exists j € [p] such that af = L or a’;” = 1, thensetm, = L.

_ K K K K _ K 1A
e FElse, set m,, = (ml,mQ,...mp),where m§ =af @ a';.

Recall that for every tag € [(], Afgit?g isaT) ;g - poly(n)-size oracle-aided algorithm that:

e Inverts com ;5. onany element in the image of com,, 7. with overwhelming probability
(over the randomness of Op), and outputs L on input any element outside the image of
comy 74
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e Inverts com; (—tag ON any element in the image of com, (g with overwhelming prob-
ability (over the randomness of Op), and outputs L on input any element outside the
image of COMy iz

Therefore, (m1, ... my) are all extracted correctly with overwhelming probability.
8. Compute e = D'(c, ¢y, . .., Ck, M1, ..., ME).
9. If e = 0, output b’ = ag41-

10. If e = 1, sample and output a uniformly random bit ¢'.

By Equation (3), together with the fact that my, ..., m; were computed correctly with over-
whelming probability,
Prle = 0(tag > tag) A (aa+1 @b =0)]—
— A
Prle = 0|(tag > tag) A (aq b=1)> ——.
tle = 0/(63E > t2g) A (01 ©b=1)] > 2
Since aq41 < {0,1} (independently of b), this implies that
Pr((aat1 ®b=0) A (e =0)|tag > tag]—
P =1 = 0)|tag > .
which in turn implies that
Pr[(t =b) A (e = 0)|tag > tag]—
, —
= > .
Pr[(b" #b) A (e =0)|tag > tag] > 1)

which implies

— 1 — A
Pr[(t/ =b) A (e =0)|tag > tag] = iPr[(e = 0)[tag > tag] + PR,
Also note that we sample ¢’ uniformly at random if e = 1. Therefore,
Pr[(t/ =b) A (e =1)|tag > tag]—
Pr[(t/ #b) A (e =1)|tag > tag] = 0
which implies
— 1 —
Pr[(d' =b) A (e=1)|tag > tag] = 5Pr[(e = 1)|tag > tag]
This implies that
—~ 1
Pr[BOO(comlycft;g(b)) = bltag > tag] > 5 + TrESI negl(n),

contradicting Assumption 1.

The case where Pr[taA/g < tag] = m, is identical to the previous case, with the roles of comg
and com; reversed, thus we omit the proof.
This completes the proof of non-malleability. O
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4.2 Instantiating the Assumption

Claim 1. Assume the existence of constants 6 > ¢’ > 0, and two families of non-interactive bit commit-
ments Co : {0,1} x {0,1}" — {0,1}* and C; : {0,1} x {0, 1}”(S —{0,1}, so that:

e For every 2™ _size adversary A,
[Pr[A(Co(0;7)) = 0] — Pr[A(Co(1; 7)) = O]| = negl(n)

over the randomness of sampling r < {0,1}".

o There exists a polynomial-size algorithm Aq such that for every string ¢, ASS (c) outputs (b, r) €

{0,1}"*1, such that

Pr[(c = Co(b,r)) vV ( AW, r") such that ¢ = Co(V';7"))] = 1 — negl(n)

e For every 0" size adversary A,
IPr[APRP(C1(0; 7)) = 0] — Pr[AP®(Cy(1;7)) = 0]| = negl(n)

over the randomness of sampling r < {0, 1}”5.

Then Assumption 1 follows by defining
como(b; 71,72, ... ) = Co(b;T1,72, . . . Tn),

and
comy(b;r1,72,...70) = Ci(b; 71,70, ... T5),

and setting Oy = BQP and Oy = DTIME(2™").

Concretely, it suffices to instantiate Cy to be any non-interactive commitment scheme whose
hiding is based on the sub-exponential hardness of any problem that is invertible given a BQP
oracle; for example, subexponential hardness of Factoring of Discrete Log.

Such a commitment can be obtained from any injective one-way function Fy : {0,1}" — {0, 1}*
for which the one-wayness of Fj is based on the sub-exponential hardness of Factoring (or Discrete
Log), and that Fj is invertible everywhere given access to an oracle that breaks Factoring (or
Discrete Log) respectively. Given such an injective one-way function, the bit commitment Cy can
be defined as follows: On input bit b and randomness r, s € {0, 1}", output Fy(r), s, ((r, s) & b). By
the Goldreich-Levin hardcore theorem, the bit b is computationally hidden as long as the function
Fp is one-way.

C1 can be instantiated as any commitment where the hiding property holds against sub-exponential
quantum adversaries. Such commitments were recently constructed by [GHKW17] assuming sub-
exponential quantum hardness of lattice-based problems, such as the learning with errors (LWE)
problem or the learning parity with noise (LPN) problem. These can also be instantiated based
on any injective one-way functions with sub-exponential quantum hardness, by relying on the
hardcore bit technique as described above.

Below, we describe how a simplification of the assumption above gives tag-based (many-to-
many) adaptive commitments for two tags, based only on sub-exponential hardness of factor-
ing/discrete log, and quantum polynomial hardness of LWE.
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Remark 4. Assume the existence of a constant 0 < 6 < 1 and two families of bit commitments Cy :
{0,1} x {0, 1}”1/6 —{0,1}  and Cy : {0,1} x {0,1}" — {0,1}", such that the following is true:

o For every 2"-size adversary A,
[PrlA(Co(0;7)) = 0] = Pr[A(Co(1;7)) = 0]] = negl(n)
over the randomness of sampling r & 4o, 1}"1/6.
o There exists a polynomial-size algorithm Ay such that for every string ¢, ASSF (¢) — (b, r) such that

Pr((c = Co(b,7)) v ( AV, 7" such that ¢ = Co(V';7"))] = 1 — negl(n)

e For every poly-size adversary A,
Pr[ABP(Cy(0;7)) = 0] — Pr[ABP(Cy(1;7)) = 0]| = negl(n)

over the randomness of sampling r <~ {0,1}".

Then, a tag-based adaptive commitment scheme for two tags, against polynomial-sized adversaries, can be
defined as follows: comy = Co and com; = C1; Og = BQP and O = DTIME(2").

By [PPV08], this implies non-interactive many-to-many non-malleable commitment for two tags. In
this case, Cy can be instantiated as any non-interactive bit commitment whose hardness is based on the
sub-exponential hardness of factoring or discrete log, and Cy as a non-interactive bit commitment based on
quantum polynomial hardness of LWE or LPN [GHKW17].

5 Non-Malleability Amplification

In this section, we present a non-interactive amplification technique to bootstrap non-malleable
commitments for small tags into non-malleable commitments for large tags.

We present a compiler that converts any 5/t-to-z same-tag auxiliary-input non-malleable com-
mitment scheme w.r.t. replacement (Definition 3) for tags in [t] into an ¢-to-y same-tag auxiliary-input

non-malleable commitment scheme w.r.t. replacement (Definition 3) for tags in < t/t2> , for any y

and any £ such that fy < {5;. We describe our compiler in Figure 2. We emphasize that the size of
the resulting commitment scheme grows linearly with /.

We denote the commitment scheme for tags in [t] by Com. We require the scheme Com to be
secure against 7 -size adversaries, for 7 = poly(n : 29).

Let Ty : N — N denote the time bound associated with Com (i.e., the time required to com-
pute VReal and Vigea). Our compiler assumes the existence of a NIWI (non-interactive witness in-
distinguishable) proof system, where witness indistinguishability holds against poly(7y, T)-size
adversaries. From now, we assume for simplicity (and without loss of generality) that 77, > 7.

Z
107

auxiliary-input non-malleable w.r.t. replacement (Definition 3) for tags in [t] against poly (n . 29) -size

Theorem 2. For any polynomials y, z,¢ and t, where ly < assuming Com is 5lt-to-z same-tag

adversaries, and assuming sub-exponentially secure NIWI, the scheme in Figure 2 is (-to-y same-tag
auxiliary-input non-malleable w.r.t. replacement (Definition 3) for tags in [( t;2>] against polynomial

size adversaries.
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Parameters: Set £ = 10/ and let T denote the unordered set of all possible subsets of [t] of
size t/2.

Language L: We define the language L = {{C)j, sx}ac/2jel] = 37 C [kl |[J] = k —
1, H{Mﬁr)\,j}jej,)\e[t/ﬂ s.t. C)\J = ComSA (Mj;T’)\,j) Vj € J,)\ € [t/Q}}

Committer Input: Message M € {0,1}"", and tag tag € [N], where N = (t; 2).

Commit Stage: To commit to a message M w.r.t. tag tag, do the following:

1. Pick the i*" element in T, for i = tag. Denote this element by {s1,..., s, 2}

2. Committer Message. For every A € [t/2] and every j € [k], sample random-
ness ) < {0,1}PY") and compute Cy; = Coms, (M;ry,). Use witness J =
K]\ A1}, {M, x5 }acjt/2),jes to compute a NIWI proof II for the statement:

{(Cxjs8x2) Frep/a el € L-

Send to the receiver the message
(taga {(C)\,jv S)\)})\E[t/Q},jG[k]an)

3. Receiver Acceptance. The receiver accepts the commitment (tag, {(C) ;,sx)}, 1) if
and only if the proof II is accepted by the verifier of the NIWI system and {sx}e[¢/2)
is the i** element in T for i = tag.

Reveal Stage: The committer sends the message M and the randomness {7 ; } xe[t/2),\e[k]
to the receiver.

Receiver Output: The receiver verifies that all the commitments were correctly
decommitted, and accepts the decommitment (M,{rx;}reft/2je) if and only if
VA, j € [t/2] x [k] : Cy; = Comg, (M;7) ;).

Figure 2: Round-Preserving Tag Amplification

We will later invoke the compiler presented in Figure 2 with the scheme for 7 - loglogn tags,
that we constructed in Section 4, to obtain a scheme for (log n)¢ tags for some small constant e > 0.
Then we will invoke this compiler again on the resulting scheme to obtain a scheme for 2log?n,
and then a third (and final) time on the resulting scheme to obtain a scheme for n'°¢™ tags. We
refer to Section 6 for details.

Proof. Statistical binding of the protocol in Figure 2 follows directly from the statistical binding
property of the underlying commitment scheme Com. Computational hiding follows from the
hiding of the underlying commitments, and the witness indistinguishability property of II. Since
the proof of non-malleability subsumes hiding, we directly prove non-malleability below. Specif-
ically, we prove auxiliary-input non-malleability w.r.t. replacement for 7}, = Ty + (n - 2v)closn,
where Ty is the running time of Vgrea and Vigeal corresponding to the underlying scheme Com, and
where ¢ € Nis a constant that will be specified towards the end of the proof. As mentioned above,
throughout the proof, we assume for simplicity that Ty, > poly(n - 2¥) for all polynomials poly(-).

To this end, fix any poly-size adversary A, any messages mi,...,my € {0,1}" ™), and any
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tags tagy,...,tag, € [N], where N = < > Let (auxy, . ..aux,) denote any auxiliary information

t
t/2
functions according Definition 3. We use Com; to denote the non-malleable commitment for small
tags and comy,g to denote the scheme from Figure 2. For every /5 € [0, ] we define 75 as follows:

e Setcg o = comyag, (0P;74) where 7, & {0,1}", for every a € [1, ).
o Set g = COMiag, (1Ma; 7o) Where 74 <= {0,1}, for every a € [8 + 1, ).

e Set 73 = (0571, e Cﬁj,alg,fcvl, R ,59,25) where

ag = aqu(C@l, - CB, (OP)X[ﬁ_l},mB_,_l, ceey My, T1y .. . TR—1,T841, - - .Tg)
and (51, . . .Ey, Zﬁ) = ./4(6571, .- Ca e, aB).

We need to prove that there exist (inefficient) functions Vieal and Vigeal satisfying the validity
condition in Definition 3 such that

(7'07 VRea|(To)> ~ (Te, Vldea|(71z)>~

We defer the description Vgeal and Vigeal to the end of this proof. In what follows, we consider
an experiment where the PPT man-in-the-middle adversary A receives input commitments c; for
every i € [¢], and define a function that extracts the values committed by .A.

To this end, we parse tag output by A as comprising of an unordered set of small tags, denoted
by {51, 82,..., 52}, and tag; = {s1,i, 52,1, - - -, 5¢/2,;} fori € [¢]. We note that iftag ¢ {tag;,...,tag,},
then for every i € [(] there exists at least one index \; € [t/2] such that 55, & {81824, S1/2, )

As an intermediate step, for every § € [{], we define (inefficient) functions V3 reai(7) and
V3,ideal (T) as follows:

VB,reaI(T) = (le ces aXy)

where each y; = (Z\Z, ¥;), and ]\A/[/Z is a value extracted from the commitment ¢;. We require that for
each i € [y] the extracted value M, is correct whenever ¢; is a valid commitment. More specifically,
V3 real (T) is defined as follows:

e Parse 7 = (c1,...¢4,a,C1, ... Cy, 2).

Parse cg = (tagg, {(Chj, 53) Iacityal,jens H)-

For each i € [y], parse ¢; = (tag, {(C~'§], 53) Faelt/2)jelr)> a)-

For every i € [y] such that II; is rejected, set x; = REJECT (note that this step is efficient).

Fortag = {51,. .. ;5121 let Xg denote the smallest index such that 's}ﬂ Z {518,525+ 5t/2,8)-

Extract (x1,...xy) from (c1,...¢,) as follows:

1. We define auxiliary-input functions {auy ;}xejt/2),je[] for the underlying commitment
scheme Com, as follows:
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(a) For each j' € [k] define an auxiliary input function auj, that on input
({55 s\ baeteran ey {MA j haete/2.gemn iy {ra s et/ iemn7})
sets
X ={(Cy,, s\ rey2.jew) and W= ([E]\ 7'}, {Mxj, rajbrep/2iemn ) -

If Rr,(X, W) = 1 then it outputs a NIWI for the statement X € LY elseit outputs L.
(b) Forall A € [t/2] and j € [k], set auy ; = au;'8.

2. We define an adversary A’ for the underlying commitment Com, thathas 8, m;, ... my, tag,, . .. tag,

hardwired, and on input <{(Cf\ oS\ Iaele/21.5elk)s au’) does the following:

- Sample ry,...1r¢ & {0,1}".

— Forall i € [£] \ {8}, generate ¢; using randomness r;, according to the distribution
of cg_1 ; defined above.

~ Set cs = (tagg, {(C} j, ) Iaerr/2).jern» ')

Compute ag = auxB(cl, RRNTR (Op)x(ﬁ_l), MBy1y--- MYy Ty e TB—1,TB+1y- - Tp).

Execute A(ci, ..., ¢, ag) to obtain (ci,...¢y, 23).

Let Z = (28,C1, -+, C8-1,CB415 -+, Cl, Cly- -+, Cy)-

For each i € [y], parse & = (tag, {(C} ;,5)) }aelt/2) jelk)> Th)-

Output <{(C%\M’ gXﬂ)}iE[y},jG[k]’ Z> :

3. Forall A € [t/2] and j € [k], set my ; = mg.
4. Forall A € [t/2] and j € [k], set sy ; = s, where {5 } \c[¢/2) are the input tags.

5. For {my ;}ret/2, ik 1577 a2l jelk)> {aUnj baclt/2), ek, and A’ defined above, there
exist distributions Vgeal and Vigeal corresponding to the commitment scheme Com, sat-
isfying Definition 3, which we denote by vres and Vldeal -’ Compute

{X5, Victsem) = VRea <{C/\,j7 $x) Iaelt/2),jer)s 1 {(éiwagxﬁ)}ie[y],je{k})-

6. For each i € [y], if there exists a message M and subset J C [k] where |.J| > (3 +1-B),
such that for all j € J, X%B = M, set x; = (M,|J]), else set x; = L.

e Output (x1,...xy)-
We define Vg ideal(7) identically to Vg real, €xcept that in Step 5, it computes

(X

%BJ}ie[y],jE[k] = Uldeal ({C’A,j, $x) aelt/2).jelk)» s {(5§ﬁ’j, gxﬁ)}ie[y],je[kz})-

We have the following observation about the efficiency of Vg ideal and Vg yeal for g € [€].

17Refer to Figure 2 for a description of the language L.

8Note that auy ; as a function gets as input additional messages and randomness, which he ignores.

YWhile Definition 3 considers a vector of messages mai,...,mye, (respectively tags ti,...,t, and commitments
c1,...c¢e), here and in the rest of the proof, we often abuse notation and denote the t£/2 “left” messages as a t x £/2
matrix of messages (and similarly for tags and commitments).
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Claim 2. For every [ € [{], the function V3 igeal and the function Vg ea are computable in time Ty (n) +
poly(n) where Ty (n) is the time required to compute Vreal and Vigeal for Com.

We will make use of V) real and V jgeal to define the functions Vreal and Vigeal respectively. Before
describing these functions, we prove some lemmas about the distributions output by the functions
V3 real, V3 ideal described above.

Lemma 1. Forall § € [¢],

(TB—L Vﬂ;eal(TB—l)) %poly(w??!) (7—57 Vﬂ,ideal(TB)>
where Tg_1, T3 are defined above.

Proof. Fix any 3 € [{]. Note that cg o = cg_1, for every o # 3, and the only difference between
the two distributions is the following.

o 15 comtag,, (m3) whereas cg g & COMiag,, (0).

e 73_1 is defined with auxiliary-input function auxg_;, whereas 73 is defined with auxiliary-
input function auxg.

We prove this lemma via two hybrid experiments. These hybrids rely on auxiliary-input non-
malleability w.r.t. replacement (Definition 3) of Com for tags in [t], against poly(n-2Y)-size machines.
We will also rely on the witness indistinguishability of the NIWI against poly (T3, )-size machines.

In the following hybrids, we start with (75_1, V3 real (75-1) ). We then switch from using auxg_;
to using auxg in 75_1. Finally, we switch from generating the 3 commitment as a commitment
to mg to generating it as a commitment to 0P. We note the differences between the hybrids by
underlining them.

Hybrid, : This hybrid is defined as follows:

e Compute ag—1 = aux5_1(cl, ... Cpy (Op)x(672)amﬁ7 ce s, T2, TGy e 7).
e Obtain (¢1,...¢y,2) = A(ct,...cr,a5-1).

e Set T3—-1 = (Cl, ... Cy, 3/371,51, cee ,Ey, Z)

e Output (7'5_1, Vﬁ,rea|(7-5_1)) for V3 real defined above.

Hybrid; : This is the same as the previous hybrid, except that it uses auxg instead of auxg_;. For-
mally, this hybrid is defined as follows:

e Compute (c1,...¢¢) := (cg—1,1,- .. cg—1,) as described above, by sampling randomness (71, . . .

L Compute ag = aUXB(Cl, ... Cy, (Op)x(ﬁ—l)amﬁ-i-h cee, My, Ty TR—1, 78415 - - - T‘g).
e Obtain (¢1,...¢y,2) = A(ct, ..., ap).
o SetT = (c1,...¢,a8,C1,...,Cy, 2).

Output (7’, V57rea|(7')) for Vg real defined above.
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Recall that in both Hybrid, and Hybrid;, (c1,...c¢) are generated according to the distribution
(cg—1,1,---,c5-1.¢). By Equation (1) (see Definition 3)

(CB—1,1-+-+CB-1,0,aUXB_1(CB_1,15- - CB_1,0, M1, .., MB_2, MG, ..., Mg, T1,...T3_2,T3,...T¢)) R poly(Ty)

(CB—1,1,+-CB—1,0,AUXB(CR_115+ - CB_1,6, ML, -y MB_1,MB1, e, U, T T, TR, T4, - - -T0)).

This, together with the fact that .A runs in polynomial time and V3 rea1(7) can be computed in time
Ty + poly(n), implies that

Hybrid, ~ Hybrid, .

poly(Tv)

Hybrid, : This is the same as the previous hybrid, except that it computes cg as a commitment to 0
(instead of a commitment to mg). It uses Vg iqeal instead of Vg el to compute x1, . .. x,. Formally,
this hybrid is defined as follows:

e Compute (c1,...c¢) := (cg1,...cgy) as described above, by sampling randomness (r1, ..., 7¢).
e Compute ag := auxg(ci, - - - g, (0P)  (8=1)s TG4 15+ -+ s M T1y - - TB—1, A1 15 - - - T0)-
e Obtain (¢1,...¢y,2) = A(ct, ... ¢, ap).

e Set g3 = (c1,...¢p,a8,C1,...,Cy, 2).

Output (Tﬁ, Vg,ideéﬂ(r@)) for Vg igeal defined above.

Note thatcy,...cg—1,c341, ... c¢ are generated identically in Hybrid; and Hybrid,. We prove that
Hybrid; o1y (n.2v) Hybridy by poly(n - 2¥) non-malleability of the underlying commitment scheme
Com.

To this end, suppose there exists a poly(n - 2¥)-time distinguisher that distinguishes Hybrid; and
Hybrid, with advantage 1/poly(n - 2¥) (for infinitely many n € N). We will use this distinguisher to
contradict kt/2-to-ky same-tag auxiliary-input non-malleability w.r.t. replacement of Com against
poly(n - 2¥)-size adversaries, according to Definition 3, as follows.

We define auxiliary-input functions {auy ; } xef¢/2],je[r), an adversary A’, and messages and tags
corresponding to the underlying commitment scheme Com. These are defined identically to the
ones defined in the description of Vg real and V3 igeal. We recall the definitions below.

1. We define {auy ; }re[t/2],je[k] @s follows:
(a) For each j' € [k], define an auxiliary input function auj; that on input
({8 shbetsatgem IMA s haeryansemn i g heraiemnin) -
sets
X ={(C%, s\ rertyajem and W= ([K]\ {5}, {Mxj, 755} re/2)jem\ 1) -

If Ry, (X, W) = 1, then it outputs a NIWI for the statement X € L%, else it outputs L.
(b) Forall A € [t/2] and j € [k], set auy ; = au;%L.

PRefer to Figure 2 for a description of the language L.
Z'Note that auy ; takes as input additional messages and randomness which he ignores.
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2. We define adversary A’ that has 3, m1,...my,tagy,...tag, hardwired, and on input
y 1 ¢ P

({(C45 s\ rertsar e ay’)
does the following:

(a) Sample rq,...ry < {0,1}".

(b) Foralli € [¢] \ {}, generate ¢; using randomness r;, according to the distribution of
cg—1,; defined above.

(c) Setcs = (tagg, {(C4 ;s sh) baci/2.ieim» aV’)-

(d) Compute ag = auxg(ci, - o, (0P) s (8—1), MB415- MU, T+ - TB—1, 75415+ - T0)-
(e) Execute A(cy, ..., ¢, ag) toobtain (¢1,...¢y, 2).

(f) Set Z = (Zacla'--7cﬁacﬁ+1a---7067517---a5y)-

(g) For eachi € [y], parse & = (tag, {(C} ;,5x) baepr/2), i) ILi)-

(h) Output <{(C§M, gxﬂ)}ie[yme[k]’ Z) :

3. Forall A € [t/2] and j € [k], set m) j = mg.
4. Forall A € [t/2] and j € [k], set sy ; = s, where {5 } \c[¢/2) are the input tags.

Note that {m. ; }acfe/2],jelk]> 15N relt/2), i€k 13UAj Faet/2],je k), as defined above, satisfy Equation (1)
(Definition 3), corresponding to the underlying commitment Com. Therefore, for

{mxiacieaieims {5nstaei/al ek 1aung baery2) etk A’
there exist distributions Vreal and Vigea, which we denote by vgeal and vigear, such that:
(7—07 UReaI(TO>) Rpoly(n-29) (Tkt/27 vldeal(Tkt/2)) 4)

where 79 = ({C&),j})\e[t/z}’je[k], auo,A/({CE\)J}AGWQ]JGW,auo)) is such that for every A € [t/2],j €
(K],

o g ¢ {0,1},
¢ C&):J = Comtagk,]‘ (m,37 T}\,j)/ and
o au’ = auy ({097]‘})\6[15/2],]'6[]@}, (M8) s (kt /215 1703 FOg)elt/2x B\ LGt/ 2.8)) ) -

Similarly, 7,9 = ({Cl,\g,tj/z})\e[t/Q],je[k}a aukt/Q,A’({Cffj/2}/\e[t/2}7je[k], auf'/2)) is such that for every
A€ [t/2],j € [K],

® )\ & {0,1}%,

¢ Cl/\cfj/z = Comyag, (0P, 73 5), and
e aukt/2 — aUt/Q,k({Cg,j}Ae[t/%je[k], (0)><(k;t/2—1), {T/\J}(/\,J‘)e[tﬂ]x[k]\{(t/z,k)}).
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Note that Hybrid, outputs

(Cﬁ—l,lv <o Ca—1.0, aﬂvglv ce. agyv Z, UReaI(TO))

which is efficiently computable from
(70, UReal (T0)) -

Similarly, Hybrid, outputs
(05,1, 3 C30,38,Cl, . . -, Cy, z,v|dea|(7‘tk/2))
which is efficiently computable from
(Tkt/27vldeal(7'kt/2)) .

Therefore, if there exists a poly(n - 2¥)-time distinguisher D such that for infinitely many n € N

. 1 1
Pr[D(Hybrid,) = 1] — Pr[D(Hybridy) = 1]| > poly(n - 2¥)’

then there exists a poly(n - 2¢¥)-time distinguisher D’ such that for infinitely many n € N
1
’Pr[DI(TmUReaI(TO)) = 1] — Pr[D (/2. Videat (T 2.1:) ) = 1]‘ > poly(n - 29)

contradicing Equation (4), as desired.
These two hybrids prove that

(7571, V,B,real(T,Bfl)) R poly(n-2v) (7—,37 V,B,ideal(Tﬁ))v
completing the proof of the lemma. O

It is tempting to try to prove that for every g € [¢ — 1],

(T, deeal(T)) ~ (77 VB+1,reaI(7'))> (5)

and then use Lemma 1, together with a standard hybrid argument, to argue that
<7_07V1,real(7_0)> ~ (Téavﬁ,ideal(T£)>a

and thus define Vge, according to (To, V1 real (7‘0)), while converting each (]\Z, ;) to M;; and simi-
larly, define Vigea according to (Tg, ngidem(n)), while converting each (]\71, ;) to ]\Z

Unfortunately, Equation (5) is not necessarily true. Equation (5) is true if we assume the ad-
versary always generates valid commitments. However, for a general adversary, it may be the
case that Vg igeal (7) outputs L, whereas V3.1 real(7) does not. The reason is two-fold: First, V3,1 real
extracts the commitments corresponding to §X5+1 whereas V3 jgeal €xtracts the commitments corre-
sponding to 'svxﬁ. Second, V3.1 real is “more forgiving" than Vg jgeal-

Jumping ahead, to make the distributions V3 jgeal (7) and Vg1 real(7) indistinguishable, we need

to sometimes convert the output of Vg1 real(7) to L. We do this by using the leakage lemma due
to Gentry and Wichs [GW11], as follows.
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In the next part of the proof, we fix any 5 € [¢ — 1] and consider the distributions V3 igeal (73)
and Vﬁ-‘rl,real(Tﬂ)'

In what follows, we consider an arbitrary transcript 7, and for any 5 € [¢ — 1] and any i € [y],
we denote the output of Vg deal(7) by (x1,-..Xy), and denote by Vévidem(ﬂ the value y;. Sim-
ilarly, we denote the output of Vg1 real(7) by (x1,---Xy), and denote by % +17rea|(7') the value

xi- Note that the output x; of V;ﬁ, ; only depends on values {MXB j}je[k] corresponding to the

idea

it" right commitments with (small) tag '§X5 ¢ {s13,...503}, whereas the output x; of Vé 41 real

only depends on the values {MXHH j} je[k) corresponding to the it commitments with (small) tag

SXB+1 Q {8175+1, e 8175+1}.

Note that since REJECT is efficiently computable, if Vi 4., (7) = REJECT then V| .\(7) =
REJECT. Moreover, if I1; is an accepting proof, then by the soundness of the NIWI proof system,??
{Miﬁ,j }jelx) and {MXB+1J }ielx in the it commitment share at least (k — 1) elements. Therefore, by
the soundness of the NIWI, the following holds for all 7, where 7 = (c1, ... ¢, 1, . . . ¢y, 2) denotes
any transcript of an execution.

L Viigea(r) = L) for v e | (¥ +1-8) k| —
Vit real(T) = (M, ') where ¢ € {¢) — 1,4, + 1} and ¢/ < k.

2. Viideal(T) = L == Vi) real(T) € {LIu{(M, W)}Me{o,l}P(") for ¢’ € {(%_5)’ (%_5+1)}'

Next we prove that if Vé,id a1(7) # L, then one can efficiently compute Vé +1.real(T) from V&idea,(T)
given only 2 additional bits of (inefficient) leakage. To this end, we define an (inefficient) leakage
function w’ﬂ() with range {0, —1, 1, x}, and an efficient function f* such that for every transcript 7,

Vé—l—l,real(T) = fi(vé,ideal(T)7 ﬂ-é (T)) (6)

whenever (1) # *.
Intuitively, the leakage value 0 indicates that Vé +1real(7) is identical to Vé7idea|(r). The leakage
values {—1,1} indicate that Vj ;. (7) contains some message and value ¢, and Vj,; ., (7) con-
tains the same message and ) = 1. The leakage value * indicates failure. We formally define ﬂé
and f* in Figure 3.
Note that the leakage 73 consists of 2y bits. Recall that by Lemma 1, the distributions (7'5_1, V3 real (Tﬂ_l))
and (73, V3,ideal (75)) are poly(n - 2¥)-indistinguishable. Therefore, we can rely on the Gentry-Wichs
leakage lemma [GW11] (stated below, and adapted to our regime) to argue that there exists an
augmentation function 7g_; such that

(Tﬁ—l’Vﬁﬂeal(T,@—l)v77,3—1(773—1)) ~ (TﬁvV,B,idea(m)ﬁﬁ—l(fﬂ))-

Lemma 2. [GW11, JP14, CLP15] Let X andY be any two distributions that cannot be distinguished with
advantage more than e by machines of size T. Then, for any leakage function  that outputs -y bits, there
exists a function T such that

(:L‘,?T(:L‘)) and (y,%(y)) forz <« Xandy <Y

2Eor simplicity, we rely on deterministically verifiable NIWIs. Known NIWIs [BOV07, GOS12] satisfy this condition.
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L. T rejects <= V5 4eal(78) = Vi1 real(75) = REJECT.
2. IV} gea(7) = (M, 0) and Vi | ,i(7) = (M, ¢') then

o Set wj(1) = ¢/ —¢".

e Define fi((M,1),IT) = (M, + ) if Il € {—1,0,1} and fi((M, o), *) = L
3. IV} geal(7) = L then set

e Set 7['%(7’) =0 < Vé+17rea|(7) =1

e Set 7['%(7’) =% Vé+17rea|(r) = (M,3 — B +1b)forb € {0,1}.
e Define fi(L, ) = L.

Defining 7. Define 5 = (, w%, CoTh).
Defining f. Define f((xl, .. .Xy),w5(7)> = (X4, -5 Xy), where X} = f*(xi, 75(7)).

“Note that ¢’ = (3 & 1).
*We note that in this case, IT # *, but we define f on the entire domain for completeness.

Figure 3: The definition of w3 and f.

1
cannot be distinguished with advantage more than 2e, by machines of size (%) 02
Furthermore, if X ~poy(ry Y and Hoo(X), Hoo(Y) > w(log(T) + log?(n)), then in time 200 - (n -
T) 8" bne can compute T for which

(9377T($)) Rpoly(T/27) (yﬁ(y))'

We next describe how we use Lemma 1 and Lemma 2 to complete the proof of Theorem 2.
Recall that in order to show that the scheme in Figure 2 satisfies Definition 3, we need to define

Vreal and Vigeal and prove that (To, Vreal(To)) ~ (Te, Vldeal(Te))-

First attempt at defining Vg, and Vigea-

For simplicity, we assume that 71'%(7’5) # « for every i € [y] and every 8 € [1,/].
Fixany g € [¢]. By Lemma 1,
(7',37 V3, ideal (Tﬁ>> R poly (n-2v) (T[ﬁh Vﬂ,real(Tﬁfﬁ) : (7)
By Equation (6), with our simplifying assumption,

V3 real(T8=1) = f(V8—1,ideal (T8-1), T3—1(75-1))- (8)

BNote that this statement is not asymptotic. In the next sentence we state an asymptotic version that suffices for our
applications.
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Combining Equation (7) and Equation (8),

(TB7V6,ideal(Tﬁ)> R poly(n-2v) (7',3717f(vﬂfl,ideal(Tﬁfl)v77[371(7',871)))- )

Setting $ = ¢ in Equation (9),

(Te,Ve,idem(Te)) R poly(n-2v) (7-6717f(véfl,ideal(TZfl)a77871(7'@71))) (10)

We will denote the left hand side of Equation (10) by J,(7/), and the right hand side by J;_; (7/_1).
Thus,

JZ(TZ) Apoly(n-29) Jo—1 (TZ—I)'

Next, we will derive a sequence J;_a(m—2), Ji—3(7e—3), ..., J1(71), Jo(70), and prove that for
everya € [{ —1,...,0],
Ja+1(7—a+1) ~ Ja(TOl)'

To this end, setting 5 = ¢ — 1 in Equation (9),

(TZ—laVE—l,ideal(TE—l)> R poly(n-2v) (TZ—Qaf(VE—Z,ideal(T€—2)77r€—2(7—£—2)))- (11)

Since the output of my_; consists of 2y bits, set 7y_; according to the leakage lemma (Lemma 2) for
Equation (11) so that:

(Te—1,Vz—1,idea|(Te—1),We—l(Tz—l)) ~ (75—27f(V€—2,ideaI(T€—2)a776—2(7'6—2))7%£—1(TZ—2))' (12)

Remark 5. We note that according to Lemma 2, the leakage 7o_y is a function of (t—2, Ve—2 ideal(Tr—2))
and not only of 7,_o. However, to avoid cluttering of notation, we denote Ty_1(7i—2, V-2 ideal (Te—2)) by
To—1(Te—2). We use similar notation throughout the proof.

Because f is an efficient function, we can apply it to Equation (12) so that:

(72—17 f(Vz—1,idea|(Té—1),7Tz—1(Tz—1))> ~ (Tz—z, f(f(Vﬁ—Q,ideaI(T€—2)a77(—2(7(—2)),/TFK—l(TK—2)))-

Define 7,_5(-) and h(-) such that for all 7 and all i € [y]?*, 1
If i _o(7) = xor 7, (1) = *, setn)_,(7) = *.
Else, set n}_o(7) = m_o(7) + &b (7).
W((M,),n) = (M, +n) if n # %, and hi(L,-) = B'(-,%) = L.

Note that

F(f Ve—zideal (Te—2), r—2(71—2) ) s Te—1(Te—2)) = h(Vi—2,ideal (Te—2), e—2(Te—2))
Substituting into Equation (13), we have:

(Te—1, f(VK—l,ideaI(Té—l)aTFZ—I(TK—l))) ~ (7'6—27h(Vé—Q,ideal(T€—2)a77€—2(7'€—2))>- (14)

We denote the right hand side of Equation (14) by J;_2(7/_2).

#We note that h is identical to £, except that it operates over a larger leakage domain.
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Note that the left hand side of the Equation (14) is J;_1(7—1), and thus
Jo-1(1e-1) = Jp—2(70-2).
Next, setting 5 = (¢ — 2) in Equation (9) we have:
(74—2, Ve—z,ideal(Te—2)> Ripoly(n-2v) (TZ—S, S (Vi3 ideal (T0-3), 7T£—3(T£—3)))- (15)

Since the output of 7,_ consists of O(y) bits, set 7j,_2 according to the leakage lemma (Lemma 2)
for Equation (15) so that:

(Te—z,Ve—z,ideal(Te—2)7774—2(75—2)) ~ (75—37f(V€—3,ideal(T€—3)a776—3(7'6—3))7ﬁ€—2(7'€—3))~ (16)

Because £ is an efficient function, applying it to both sides of the equation above:

(76—2,h(Ve—z,ideal(T£—2)7?74-2@-2))) ~ (Té—Suh(f(VK—S,ideal(Té—B)a776—3(7'6—3))aﬁZ—Q(Té—i’))))- (17)
Define 7,_3(-) such that for all 7 and all ¢ € [y],
If (7)) =% orijo_o(7) = *, setnp_5(7) = *,
Else set n)_5(7) = 7)_3(7) + Mp_o (7).

Note that h'((M,),n) = (M, +n) if n # %, and h'(L,-) = hi(-,*) = L.
Therefore,

h(f (Ve-3,ideal (Te—3), me—3(Te-3)) s e—2(7¢—3) ) = h(Ve—3,ideat (Te—3), ne—3(Te—3))-
Substituting into Equation (17), we have:

<Te—27 h(Vi—2,ideal (Te—2), ﬁe—z(Te—2))> ~ (74—37 h(Vi—3,ideal (Te—3), 77£—3(TZ—3))> (18)

We denote the right hand side of Equation (18) by J;_3(7/—3).
Note that the left hand side of the Equation (18) is J;_2(7/—2), and thus

Jo-2(Te-2) = Jo—3(70-3).
Similarly, for all o € [1, ¢ — 4], we define 7,() that outputs O(y - log ¢) bits, and define
Ja(7a) £ h(Vaideal (Ta): Na(Ta)) -
The same argument as above implies that for every o € [¢ — 1],
(Tat+1, Jat+1(Tat1)) = (Tas Ja(Ta) -
This follows by setting 5 = (a + 1) in Equation (9), and then applying the sequence of Equations

(16, 17, 18) with (o + 1) instead of (¢ — 2).
Therefore, we conclude that

(¢, Je(1e)) = (71, J1(71)) - (19)
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Recall that we need to prove that

(¢, Je(7e)) =~ (70, Jo(70)),

for some Jy, which we define next. To this end, by Lemma 1 (for 3 = 1):

<7'1, V1,idea|(ﬁ)> R poly(n-2v) <7'07 V1,rea|(70)>- (20)

Set 7)1 according to the leakage lemma (Lemma 2) for Equation (20),

(71, V1 ideal (T1), 771(71)> ~ (To, W1 real (T0), ﬁ1(70))

Because h is an efficient function,

(Tl, h(V1ideal (T1), 771(71))) ~ (To, h(V1 real(70), T (7'0))) : (21)

Thus,
(r1: 71(1)) % (70 A (Ve (70): 31 (70)) ) 2 (0, Jo(ro) ) 22)

which together with Equation (19), implies that

(72, (7)) = (0, Jolo) ) 23)

as desired.

Thus, under the assumption that (7r23 # x) for alli € [y] and all g € [1,¢ — 1], we can define
F as a function that on input a tuple (x1, ..., xy) outputs (my,...,m,) such that for all i € [y], if
Xi = (M, 1) for some M e {0,1}” and some 1) > 0, then m; = M, else m; = L. We can then define,

VReaI(TO) = F(JO(TO))

and
Videal (1¢) = F(Je(72))
and by Equation (23) conclude that

(To, VReal(To)> ~ (Tz, Vldeal(Te)>,

as desired.

However, the assumption that Wé # « foralli € [y] and all B € [1, £ — 1], is not necessarily true.
In what follows, we remove this assumption. To that end, we need to define the distributions Vgea
and Vigea differently, to ensure indistinguishability even when for some 5 € [1,¢ — 1] and some
i € [y], mp = *

Defining Vgeal and Vgea in the general case.
Note that if wg(fﬁ) # «x for all i € [y], then Equation (8) holds. However, if Wé(rﬁ) = x for some
i € [y, then Equation (8) does not hold. In this case,

. — 3k —
Vii1.real(8) = (M, 3Z — 8+ b) for some M and some b € {0, 1}, whereas

F Vhideal(78), T5(75)) = L.
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We next define an efficient function g and inefficient leakage functions ¢g for every 5 € [1,¢ — 1],
such that g applied to V1 sometimes changes a value (M, 3 — 3 + b) to L, ensuring that

9V 41,real(78), 65(78)) = f(V3,ideal (T8), 75(75))- (24)

To this end, we define the leakage function ¢g = (qﬁé, ... ¢%) such that for every i € [y] and every
transcript 7,

o (¢h(r) =%) = (mh(7) = ).
* ¢j(7) = 0 otherwise.
Define the function g that takes input z and ® € {0, *} such that for all z,
e g(x,0) =z,
o g(z,x) = L.

For any X = (x1,...,Xy) and any leakage value ® € {0,x}Y, define x; £ g(x;, ®;) and set
g(X, @) = (X1 -5 xy) 2. Note that for every 3 € [1,¢ — 1], the functions g and ¢4 defined above,

satisfy Equatlon (24), as desired.

Recall that by Lemma 1, for every 3 € [0,¢ — 1],

(TB+17 V5+1,idea| (TﬁJrl)a ) mpoly(n-2y) (7—57 VBJrl,real (TB)> .

We set ¢A>5 according to the leakage lemma (Lemma 2)%, so that

<TB+17 Vﬁ—l-l,ideal(Tﬁ—i-l)v gﬂ (Tﬂ+1)> ~poly(n-2v) (Tﬁu VB+1,rea|(Tﬂ)7 d)B (Tﬂ)) s (25)

and rely on the fact that g is efficiently computable, to conclude that for all 5 € [1,¢ — 1]

(Tﬁﬂ,Q(VB+1,ideal(T,3+1), %(ml))) R poly(n-2v)
(7 90V 41 reat(73), 65(75)) ) =

(Tﬁaf(vﬁ ideal (78), T3(73) ) (26)

Setting 5 = ¢ — 1 in Equation (26), we have:

~

(Téag(Vé,ideal(TZ)a¢Z—1(7'€))) R poly (n-2v) (TE—I,f(VK—l,ideal(T€—1)77r€—1(7'€—1)))- (27)
Setting 3 = (¢ — 2) in Equation (26),

~

(Tf—lvg(vf—l,ideaI(TZ—l)a¢Z—2(T£—1)>> A poly(n-2v) (T£—2af(VZ—2,ideal(Té—2)>7TZ—2(T£—2))> (28)

»Here, we overload notation and allow g to take as input an individual pair x or a tuple of pairs (1, - - - Xy)-
*Note that when applying Lemma 2, we have a poly(n - 2¥) loss in security. Therefore, this usage cannot be made
repeatedly, more than a constant number of times. This is the first application, and we will use this lemma three times.

37



Since my_; outputs 2y bits, we will set 7,_; according to the leakage lemma (Lemma 2)% for Equa-
tion (28) such that

~

(Te—b g (VZ—I,ideaI(TK—l)a ¢é—2(7'£—1)) , o1 (Te—1)> N poly (n-2v) (TZ—Za f (Ve—z,ideal(Tz—Q), W—Q(Te—z)) , ﬁz—1(Tz—2)>
Because the function f is efficient, we conclude that

(Teq, f<g (sz1,idea|(ﬂzf1), @72(7@71)),%@71(7@71))) Rpoly(n-2v)
<Te—2, f<f (V£—2,idea|(7'e-2), W—2(Te—2)) : @—1(%—2)))
We define 1,_5 exactly as before, such that for all 7 and all i € [y],
Mi_o(T) =% = m_o(r) =x0r7)_4(1) = *
Else, 1j_o(7) = m)_o(7) + Ty (7).
Recall that h'((M, ), n) = (M, +n) if n # %, and h*(L,-) = hi(-,*) = L.
By definition,
F(f (Ve—zjideat(Te—2), To—2(Te—2) ), Te—1(Te—2)) = h(Ve—2,ideat(Te—2), Me—2(Te—2)).

Thus,

~

(Te—h f(g (Ve—1,idea|(Te—1), ¢e—2(T£—1)),7Te—1(Te—1))> A poly(n-2) (Te—z, h(VZ—Q,ideal(Té—2)a77[—2(77—2»)
(29)
Similarly, setting 5 = (¢ — 3) in Equation (26),

~

(TzQ,Q(Vz2,idea|(Tez),¢z3(T£2))> R poly(n-2¢) (TZSaf(vf3,idea|(743)77r£3(7—£3))> (30)

Since 7,_» outputs O(y) bits, we will set 7jy_5 according to the leakage lemma (Lemma 2)* for
Equation (30) such that

~

<7'€—279<V£—2,idea|(7'€—2)a¢Z—3(7'€—2))an€—2(7€—2)> A poly (n-2v) (Tz—s,f(VZ—s,ideal(Te—s),7rz-3(ﬁ-3)>ﬁz—2(7£—3)>

(31)
Because the function h is efficient, we conclude that
(U—Q: h (9 <V£—2,ideal (Te—2), @—3(@—2)) : 77é—2(Tz—2)) ) R poly(n-2)
(Tz—s, h (f (VE—&ideal (Te-3), 7Tz—3(Tz—3)) JMe—2 (Te—3)) ) (32)

ZThis is the second sequential application of the leakage lemma.
% This is the second sequential application of the leakage lemma.
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We define 1,_3 exactly as before such that for all 7 and all i € [y],
N_3 = *x < 7r2_3 = % Or %_2(7) = %, and
Mo—3(1) = Tp_3(7) + p—o(7).

Recall that h'((M, ), 1) = (M, + ) if n # *, and h'(L,-) = h'(-, %) = L.
By definition,

(Tz—3,h(f(Vz—g,ideal(TE—3),We—g(TZ—s)),ﬁe—Q(Tz—s))) = <T€—3ah(V£—3,ideaI(TK—3)anK—S(TE—?’))) (33)
Therefore,

~

(Te—z, h (9 (V£—2,ideal (Te—2), ¢£—3(T€—2)> N (Te—z)) ) ~poly(n-2v) (7'6—3> h(Ve—3,ideal (Te—3), W—S(TZ—S)))

(34)
Similarly, for all o € [¢ — 4], we can define 7, that outputs O(y log ¢) bits and prove that:

~

(Ta+1, h (g (Va+1,idea| (Tat1), ¢a(Ta+1)) s Nat1 (Ta—l—l)) ) R poly(n-2v) (7-0“ h(Va,ideal (Ta), %(m)))

(35)
This follows by setting 3 = « in Equation (26) and then applying the sequence of Equations (31,
32, 33) with (« + 1) instead of (¢ — 2).
Our next step will be to replace the left hand side of Equation (35) with

<Ta+1a g <h (Va-i—l,ideal (Ta+1), 77a+1(7'a+1>) , ;ga (Ta+1))> s

i.e., with h and g interchanged. To this end, we prove the following claim about the commutativity
of the functions g and h.

Claim 3. For any leakage values ® € {0, «}Y and I1 € ([—¢,¢] U *)Y, and any X,
g(h(X, 1), @) = h(g(X, @), IT). (36)
Proof. We prove this via the following exhaustive case analysis, for each i € [y]:
o If &' = ( then g is the identity function, and hence
g(h' (i, IT'), @) = h'(g(xi, @), IT").
o If &' = % then ' o ' o
g(h'(xi, IT*), @) = h*(g(xi, @), II') = L,

where the fact that g(h?(y;, IT), ) = L follows from the fact that g(-,*) = L, and the fact
that hi(g(x;, @), 1Y) = L follows from the fact that g(-,*) = L and the fact that h’(L,-) = L
(where the latter follows from the definition of i’ together with the fact that f(L, ) = 1).

This completes the proof of the claim. O
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Therefore, defining 1, = 0Y,1,—; 2 7, 1, and 1o, ...nm as defined above, it holds that for
every a € [{ — 1]

~

(Ta+17 g (h(Va+1,ideal(7_a+1)a Na+1 (Ta—i-l)) s ¢o¢ (Ta—i-l))) Rpoly(n-2v) <7'a7 h(va,ideal(Ta)7 N (Ta))> (37)

We define ®; 2 ¢;. We would like the right hand side of the equation above for o to be the
same as the left hand side applied with o — 1, since then could denote the left hand side by

(Ta+1, Ja+t1 (Ta+1)> and the right hand side by (Ta, Ja(ra)), we use a standard hybrid argument
to argue that

(Tz,Jz(Tz)) ~ (71,J1(Tl))-

In what follows, we modify Equation (37) to have this desired structure.
To this end, substitute a = 1 in Equation (37), to obtain

~

<7'2, g(h(v2,ideal(7'2)7 n2(72)), <Z51(T2))> R poly(n-2) (71, h(V1ideal (T1), 771(71))>

Similarly, substitute o = 2 in Equation (37), to obtain
<73,g(h(V&ideal(Ts),773(73)),52(@))) N poly(n-2v) (72, h(V27ideal(T2)7772(7'2)))

Set ®; according to the leakage lemma (Lemma 2)*° such that:

~

<T3,9<h(V3,idea|(T3)7773(T3)),¢2(T3)>,$1(T3)> Rpoly(n-2v) (7'27h(V2,ideaI(7'2)7772(7'2))7(/151(7'2)) (38)

Because g is an efficient function,

~

<T37 g (9 (h(VB,ideal(TB)v n3(73)), ¢2(T3)) , ‘i(ﬁ))) ~poly(n-2v) (72, g (h(VQ,ideal(7—2)a n2(72)), CT>1(T2)>)

(39)
At this point, we will define ®(-) so that for every 7 and every i € [y],

—
~ iy

(Dh(7) = *) if (¢h(7) = = or ¥y (1) = ), and 0 otherwise.
Note that
g (9 (h(Vg,ideal (73),m3(73)), 52(73)) : ‘%1 (T‘s)) =y (h(VS,ideal(73)7 n3(73)), ‘52(73))
Substituting this in Equation (39),

~

<T3, g (h(v3,ideal(7—3)a n3(73)), ¢2(T3)>> N poly(n-2v) (7'27 g (h(VQ,ideal (12),m2(72)), @1 (Tz)))

®This is the third sequential application of the leakage lemma.
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Similarly, starting with Equation (37) and applying Lemma 2, we can define ®3 such that:

~

<T4, g (h(V4,ideaI (74), ma(74)), <I>3(T4))> N poly (n-2v) (Tg, g (h(Vs,ideal (73),m3(73)), ‘/132(73))) (40)

This follows by substituting o« = 3 in Equation (37) and then applying Equations (38) and (39),
with 3 instead of 2, and relymg on <I>2 instead of <I>1
Similarly, we define <I>4, <I>g_1. Setting

Ji(m1) = h(V1ideat (71), M1 (1))

and N
Ja(Ta) = g<h(Va,ideal(Ta)7 7704(7—04))>(I)a—1(7a)) for a € [2?@’

we conclude that for all « € [2, /]:
(Tom Ja(Ta)> ~ (Toc—].a Ja—l(Ta—l))-

This follows by starting with Equation (37), and then applying Equations (38) and (39), with «
instead of 3.
This implies

(Tb Ji(n)) = (74 JK(TK))
Recall that by Lemma 1 we have,
(71, V1 ideal (71)) R poly(n-2¢) (707 Vl,reaI(TO)) (41)
We set 71 according to the leakage lemma (Lemma 2) such that:

<T17V1,idea|(71),771(71)> R poly(n-2v) (Tﬂavl,real(70)7ﬁ1(70)>

This, together with the fact that £ is efficiently computable, implies that

(Tl, h (Vl,ideal(71>v m (7'1))) R poly(n-2) <To, h<V1,rea|(To), m (m)))

Define Jy(1p) = h <V1,rea| (10), ﬁl(m)), then we have that for all « € [1, 4],

(7—047 Ja<Ta)) ~ (Toc—la Ja—l(Ta—l)) (42)

We define F' as a function that on input a tuple (x1,- ., Xxy) outputs (ml, ..., my) such that for all
i€yl ifxyi = (M 1) for some M e {0,1}” and some ¢ > 0, then m; = M, else i; = L. We then
define Vgea as

Veeal(10) = F (Jo(r0) ) = F(h(V1reat(0). 71 (0) ) )
and Vigeal as

Vigeal(re) = F(Je(70)) = F (9(Veidear, e1(70) )
which by Equation (42), implies that

(To, VReal(T0)> ~ (m V|dea|(T£)>
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Efficiency of computing Vgea and Vigea.  Note that Vreal(70) = F(h <V17rea|(70), ﬁl(ro))>, where

F and h are efficiently computable, and V) res is computable in time 77. Moreover, 7; outputs
a string of length at most O(ylog{), and is defined as the result of applying the leakage lemma
(Lemma 2) to Equation (41). Therefore, setting v = O(ylog/) and T' = n - 2¥ in Lemma 2, the
function 7 is computable in time (n - 2¥)0(°8 ™),

Similarly, Videal(7¢) = F(Q(Ve,idea|, &)g,l(n))>, where F' and g are efficiently computable, and
Viideal is computable in time 77,. We next argue that </Isg,1 is computable in time (n - 2y)O(log "), To
this end, recall that ®,_; = qASg_l +d ¢—2, and thus it suffices to bound the running time of qASg_l and

(/I\)[_Q. Recall that g/gg_l outputs a string of length O(logy), and is defined as the result of applying
the leakage lemma (Lemma 2) to Equation (37). Therefore, setting v = O(y) and T' = n - 2¥

the function $g_1 is computable in time (7 - 2?4)0(10g n), Similarly, (55_2 outputs a string of length
O(logy), and is again defined as the result of applying the leakage lemma (Lemma 2). Therefore,
setting v = O(y) and T = n-2Y in Lemma 2, the function O,y is computable in time (n - 2¥)0ee™),
Therefore, ®,_; is computable in time (n - 2¢)©(°gn),

We thus conclude that Vgeal and Vigeal are computable in time 77, = Ty + (n - 2y>O(log ") as
desired.

Validity of Vreal and Vigeal. We now prove that Vgeal and Vigeal satisfy the validity condition in
Definition 3.

Proving that Vg, satisfies the validity condition.

Recall that Vgea(10) = F(h (V17R63|(To), m (TQ))). First, we note that for every € [{], V3 Real
and Vg |deal INVOKE VUReal OF Vigeal Tespectively on the underlying commitments corresponding to
adversary’s small tags XB in all the right sessions. Therefore by construction, for every 3 € [¢] and
every i € [y], and for every transcript 7 in which the i commitment ¢; is valid (i.e., is of the form
¢ = com(M;r) for some M and r), it holds that VAREM(T) outputs (M, k). Hence, to prove that
VReal satisfies the validity condition, it suffices to prove that for every i € [y],

Pr[(V geat(70) = (M, k) A (i3 (r0) = #)] = negl(n)
We prove the following stronger equation, for every i € [y]:
Pr[(V real(10) # L) A (7i(70) = *)] = negl(n)
Recall that for any /3 € [¢ — 1], by definition of 7, for all i € [y],
(1) = * == Vi deal(75) = L. (43)
Setting 8 = [¢ — 1] in Equation (43), for alli € [y], m)_,(77—1) = * = V{_ geal(70-1) = L.

Recall that 7, £ 7,_;. Since 7, is computed based on 7,_; by applying the leakage lemma
(refer to Equation (12)), we have that for all ¢ € [y],

PT{(fi (Vi—a1deal (T—2), T _o(Te-2)) # L) A (T_1(1e—2) = *)] = negl(n).
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Next, we prove that for every (3, there exists a negligible function y3, such that for every g € [(—3],
if

Pr[(fz(VéJrl,ldem(TBH)aWZa(Tﬁﬂ)) # 1) A (Mhya(Tp41) = *)} — ¢
then o ‘ |

Pr[(fl (Vé IdeaI(Tﬁ)vﬂ'ZB(TB)) 7é L) A (NE_H(TB) = *)} <e+ MB(TL).

Fix any /8 € [¢ — 3]. By definition, nﬁﬂ( T) =% < (%+2(7) = ) or (77}3,“(7) = x). Therefore,

[ —

Pr[(vé+l,ldeal(7-6+1) # 1) A (Nhy1(Ta41) = %)
- Pr—(vé“ deal (T841) 7 L) A (42(7541) = ) A (Tl (7841) # )]

+ Pr[(VB—H deal (T841) # L) A (7541 (T841) *)}

=br (VBH deal (T841) 7 L) A (M42(7841) = ) A (Thy1(7841) # )] +0

= Pr _f "(Vhs11deat (T841): Thy1 (T841)) # L) A (Mhya(Ta41) =) A (Thy (T41) # *)} =€

Since 741 is computed based on 731 by applying the leakage lemma to Equation (9) (w.r.t. 5+1),
we have that for all i € [y],

Pr[(fi (Vhadeal (18): 75(78)) # L) A (711 (78) = *)} < e+ pp(n),

for some negligible function /5, as required. This implies that for every § € [1,¢ — 3],

PI‘[(.]CZ (Vé’,ldeal(’rﬁ)v WIB(T,B)) 7& J—) A (%Jrl (Tﬁ) = *)] = negl(n)
Specifically, setting 3 = 1, we have that for every i € [y],
Pr[ (Ve (T)7H (7)) # L A (i) = #)| = negl(n)
Since by definition, i (1) = x <= (5(7) = *) or (7} (7) = %), this implies:

Pr| (V ea(1) # L) A (1) = %)
= Pr|(Vijgea() # 1) A (@) =#) A (wi(r) # )| + Pr[ (Vi jgea(m) # 1) A (wh(m) = )]
= Pr[(Vigea () # 1) A (B(r) =#) A (wi(m) #5)] +0
- Pr[(f<v1 ceat(m)s () # L) A (@) =) A (mh(m) #5)] +0

egl(n)

Since 7 is derived from 7; by applying the leakage lemma to Equation (41), we have that for
every i € [y,

Pr[(Vigea(0) # 1) A (i (0) = )| = negl(n),

as desired.
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Proving that V4., satisfies the validity condition.

Recall that Vigeal(17) = F(g (Vg7|dea|(7'g), &)g_l(n)». First, we note that for every § € [{], V3 Real
and Vg |deal INVOKE VUReal O Vigeal Tespectively on the underlying commitments corresponding to
adversary’s small tags Xg in all the right sessions. Therefore by construction, for every 3 € [¢] and
every i € [y], and for every transcript 7 in which the i commitment ¢; is valid (i.e., is of the form

¢ = com(M;r) for some M and r), it holds that Vé’|dea|(7') outputs (M, k). Hence, to prove that
Videal satisfies the validity condition, it suffices to prove that for every i € [y],

Pr|(Visaen (70) € (M ) bzq01) A (Bhoa(m) = #)| = negl(n).
First, we recall that for every 8 € [¢ — 1] and every i € [y], by definition
(¢(7p) = ) <= (m5(75) = %)
Moreover, if (7}(75) = *) then

—~ 3k

V,é+17rea|(fg) = (M, T 8+ b) for some M € {0,1}*,b € {0,1}.

Therefore, if (¢3(75) = *) then

, — 3k —
Vii1.real(78) = (M, T B+ b) for some M € {0,1}",b € {0,1}.

Recall that for 5 € [¢ — 1], by Equation (25),

(7511, Vo Lideal (T541), 95(T511)) = (T8, Va1, real (T8), 5 (75)) -

Therefore for every § € [¢ — 1] and every i € [y],

~

Pr[(vé+l,ideal(7_,3+1) ¢ {(M’w)}ME{O,l}p,wE{%—B,%—B-&-l}) N (¢iﬁ(7—5+1) - *)} = negl(n)' (44)

Recall that for every i € [y], h* on input ((M, ), ), for every « in the range of 77% +1(+) outputs
either L (if o = ) or (]T/[/, Y'), where ! € i — €+ B+ 1,9 + ¢ — 3 —1]*. Therefore, if

V,g’ﬂ,ideal(TBJrl) € {(]\77 % - 5)7 (]\7, % - B+ 1)}

then o |
hz (Vé+1,idea|(7—6+l)a 77734,1(7'/3_’_1)) = x Of,
(Ve : M. / 3k 3k
h* (Viitideal(T841)s M1 (T541)) = (M, 1)) where ¢ € o1

which implies that for every i € [y], 8 € [¢ — 1], there exists a negligible function y such that

Pr[ (1 (Vi jgen(7840):msa (1)) & GO 0 57 sy gy ) A (s(me) = #) | = ).
(45)

4

*This is because 1}, ; outputs values in the range [—¢ + (3 + 1), £ — (8 + 1)].
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Recall that by Equation (37), for all 8 € [¢ — 1]:

~

(Tﬁ+17 g (h (VBJrl,ideal(TﬁJrl)v NB+1 (TBH)) ) ¢,8(Tﬁ+1))> Rpoly(n-29) (Tﬁa h(Vﬂ,ideal (Tﬁ)a 775(7'5))>
Therefore taking 3 = 2 and applying the leakage lemma, we get that <I>1 ¢>1 is such that:

( <T37 g (h(V3,ideaI(7'3)7 n3(73)), 52(73))> : 21(7'3)> R poly(n-2v) ((7'27 h(Va,ideal (T8), 772(7'2))) , 51(72)>

Combining this with Equation (45), we have that for every i € [y],

Pr| (o (1 (Vi aea (7). 757, 35(75)) & LY 7 1y e [ g]) (&) = *)] = negl(n)

Next, we prove that for every 3 € [3,¢ — 1] there exists a negligible function 1153 such that if:

Pr| (o (4 (Vhcen (1), 5(75)) 0h-1(79) ) & LHOLOT )70 1 e [ g 4] (B a(s) = *)] ¢

then

Py [(g (W Vgt (T0) 1 (7540)). B(me0)) & ) ULOT 0D o8 581])

=1

A (®51(7801) = *)] < e+ up(n)

To this end, fix any 5 € [3,¢ — 1]. '
Since &)%71(7-) =% = (q@iﬁfl =% OR (/1\),8—2 = %), we have for every i € [y],

Pr

(1 (Vhicear (), (7)) & £ UAOT 00 g7 g0 e ) A (hoa(ms) = = ]

=Pr

B (VS aen(78):50) & 0 UAOT )} iy ek gt} A (Boa(o) = *)]
+Pr )

 (Vhea (731, 15(7) & O3 ULT 0 5700 et sty A (Bo2(ma) =) A (Fam) # *)]

=Pr

0 Vhigea(75), (7)) & (3 UAOT 00} g7 e (i 340y A (G2 (70) = *)]

+Pr o (1 (Vhiaea (7). 15(79)) 85-1(79)) & £} ULOL 0 g7 1y0 e[ ] A (Boma(ms) =)

A (5%_1(75) # *)]
< u(n) +e.
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Since ® 3—1 is obtained by applying the leakage lemma (Lemma 2) to Equation (37), we have
that for every i € [y], there exists a negligible function 1 such that

Pr [(g (W (Vhsicen (7340), 11 (7340)) B (7500)) & 0 DAL ey e g st )

N

(®-1(a01) = #) | < e+ pln) + pf(n)

Setting p5 = p + 1, we have

P [(g (H (Vb gt w1 (7)) (7400 # 03 LT 0 g7 e prn 3])

=1

(‘I’ﬁq(TBH) = *) <e+pp(n)

as desired.

This implies that (setting 3 = ¢ — 1):

1

Py [g (W Vhigear(re), 1 72)), G2 (7)) & AHHAOT 0 g7 g0 g 0] ) A (Peal70) = *)] — negl(n).

~ ~ N
Since ®),_,(7) = * <= (¢,_; = * OR ®,_, = %), we have for every i € [y],

Pr

(W Vhicen (70)-7i(70)) & £} LT g e o)) A (Fia(m0) = *)]

=Pr

(W Vhicear(re), k() & 03 OLOT 007 1[5 gin 1)) (az_m:*)]

+ Pr

(W Vhicear(re), k(7)) & 03 OLOT )7 1y [ gin 1)) (Be-alms) =) A (az_lm#*)]

= Pr

(W Vhsaear(re), k() & 03 OLOT 007 e [ gin 1)) (az_m:*)]

=1

9 (W (Viiaen (), (70)), Bha (7)) & 0} UL 00 e [ gig meg]) A (Boalrs) =)

A (@%-1(%) # *)]

= p(n) + negl(n) = negl(n).

+ Pr

Since 7, := 0Y, this implies:

Pr

(Viigea(r0) & (3 UL 0 g7y g fos g ) A (Bia(m0) = *)] = negl(n)
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which implies

Pr [(Vz,ideal(n) ¢ {(M, k)}j\je{o’l}p}) A <(/1;Z—1(7'£) = *)] = negl(n),

as desired. This completes the proof of validity, and also concludes the proof of the theorem. [

6 Putting Things Together: Non-Malleable Commitments for All Tags

In this section, we describe how one can combine results from Section 4 and Section 5 to obtain
our main result.

Theorem 3. There exists a non-interactive non-malleable commitment w.r.t. replacement satisfying Defi-
nition 1, assuming the following:

e Sub-exponential hardness of factoring or discrete log.
e Sub-exponential quantum hardness of LWE.

e Sub-exponential non-interactive witness indistinguishable (NIWI) proofs.

Proof. To obtain this theorem, we apply the following sequence of steps:

e Let C1og10¢n] denote a many-to-many same-tag non-malleable commitment w.r.t. commit-
ment satisfying Definition 4, for 1 log log n tags where 0 < 1) < 1, secure against 2P°V 108 "_sjze
adversaries. Such a scheme is constructed in Theorem 1, assuming sub-exponential hardness
of factoring or discrete log, and sub-exponential quantum hardness of LWE. By Remark 2,
this scheme also satisfies Definition 3 for any polynomials ¢ and y.

e Apply the compiler in Section 5 to Cjy) 16 1og n]-

Specifically, setting y = logn, ¢ = log®n,z = log" n,t = nloglogn in Theorem 2, we note
that 2 > 100y and Cj)15g 10g ] 18 5¢1-t0-z same-tag auxiliary-input non-malleable w.r.t. replace-
ment against poly(n - 2¥)-size adversaries.

Therefore, Theorem 2 gives a (log® n)-to-(log®n) same-tag auxiliary-input non-malleable
commitment w.r.t. replacement satisfying Definition 3, for log® n tags, (for a small constant
€ > 0), against polynomial-size adversaries.

Denote this resulting scheme by [ 1)

e Apply the compiler in Section 5 once again, this time to Cjjg¢ 1)

Specifically, setting y = 10,/ = 10 log?n, z = 1000log® n,t = log® n in Theorem 2, we note
that = = 100y and that Cpjygc ) is 50t-to-z same-tag auxiliary-input non-malleable w.r.t. re-
placement against poly(n - 2¥)-size adversaries.

Therefore, Theorem 2 gives a 10log® n-to-10 same-tag auxiliary-input non-malleable com-
mitment w.r.t. replacement satisfying Definition 3, for 2log® n tags, against polynomial-size
adversaries.

Denote this resulting scheme by Cjy 1,2 ;-
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e Apply the compiler in Section 5 one final time, this time to To Cjy 1,42 -

Specifically, setting { = y = 1,z = 10,t = 2log? n in Theorem 2, we note that z = 100y
and that Cy,,2 | is 5li-to-z same-tag auxiliary-input non-malleable w.r.t. replacement against
poly(n - 2¥)-size adversaries.

Therefore, Theorem 2 gives a a 1-to-1 auxiliary-input non-malleable commitment w.r.t. re-
placement satisfying Definition 3, for n'°¢" tags, against polynomial-size adversaries. De-
note this resulting scheme by Cp1oz 1.

e Next, assume the existence of a sub-exponentially secure digital signature scheme. More
specifically, assume the existence of a signature scheme such that poly-size adversary cannot
forge signatures w.r.t. verification keys of size log? n (except with negligible probability).
Such a scheme is implied by sub-exponential one-way functions. Denote the keys for such a
scheme by (vk, sk), the setup algorithm by Setup(1*) and the signing algorithm by Sign(sk, -).

Then starting with a non-malleable commitment scheme (w.r.t. replacement) according to
Definition 1 for tags in [n'°&"] (denoted by Clnlos n]), we build non-malleable commitments
for tags in [2"], satisfying Definition 1 as follows:

To commit to message m with tag T’ € [2"], sample (v, sk) < Setup(1108° ™), compute a com-
mitment ¢ - Com,(m), and a signature o < Sign(sk,T’). Output (vk,c, o). Here Comyy(+)
denotes the (randomized) commitment algorithm of Cj;1¢») corresponding to tag vk, and we
note that [vk| = log? n bits.

For every PPT man-in-the-middle A that outputs (vk,¢,5), one of the following holds.
— Either vk = vk, in which case by unforgeability of the signature scheme, if T' # T then
o does not verify.

— Or vk # vk, in which case the message committed to in ¢ is “unrelated” to the message
committed to in ¢, i.e., it satisfies the non-malleability condition of Definition 1, since
we assume that Com,, satisfies Definition 1.

O]
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A Two Message Arguments from Quantum Polynonial Hardness

In this section, we construct a two-message argument system assuming quantum (polynomial)
hardness of LWE and polynomial hardness of factoring or discrete log. Recall that an argu-
ment system is a proof system where soundness holds only against computationally bounded
(polynomial-size) provers.

The argument system we construct satisfies zero-knowledge with super-polynomial simula-
tion and witness indistinguishability, as well as weak zero-knowledge, strong witness indistin-
guishability and witness hiding against delayed-input verifiers.

This argument system is the same as the one in [JKKR17], except that while the [JKKR17] proto-
col relies on any commitment and any two-message OT with security against unbounded receivers
and super-polynomial senders, we rely on commitments based on factoring or discrete log [Lev87]
and OT based on LWE [BD18] with security against unbounded receivers and quantum polyno-
mial senders. This allows us to use quantum supremacy instead of complexity leveraging to argue
soundness of the protocol.

A.1 Modified Blum Protocol

We use a specific instantiation of the Blum Y-protocol for Graph Hamiltonicity. Recall that in
the Blum protocol, the prover commits to a random permutation and the permuted graph. If the
verifier’s challenge bit is 0, the prover decommits to the permutation, and if the bit is 1, decommits
to a Hamiltonian cycle in this permuted graph. In our setting, instead of using any commitment,
we will use a statistically binding, quantum-breakable non-interactive commitment’®'. Quantum
breakable commitments are statistically binding (string) commitments that are computationally
hiding against polynomial-size receivers, but where the value committed to by any malicious
PPT committer can be extracted in quantum polynomial time. As described in Section 4.2, such
a scheme exists based on any one-way function that is invertible in BQP, such as one based on
factoring or discrete log.

This protocol has soundness at least 1 —negl(n) against quantum polynomial-size provers, and
satisfies honest-verifier zero-knowledge against PPT verifiers.

A.2 Construction of Two-message Arguments

Our two-message argument is essentially identical to the one in [JKKR17, BGI*17]*2. Recall that
these protocols use two-message oblivious transfer (OT) with super-polynomial security to con-
vert the Blum X-protocol into a two-message argument system. We will use the modified Blum
protocol above together with polynomially secure OT which is based on LWE.

'These can be non-interactive or 2-message commitment; we rely on non-interactive commitments for simplicity.
*The only difference is that we use specific LWE-based OT and specific commitments, whereas they rely on super-
polynomially secure OT and any commitment.
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Let OTg = (OTg,1,0Tg,2) denote a two-message bit oblivious transfer protocol. Let OT¢ 1 (b)
denote the first (receiver) message of this OT protocol with receiver input b, and let OT g 2(mg, m1)
denote the second (sender) message of the OT protocol with sender input bits mg, m1 . We require
this protocol to satisfy the following properties:

e The distributions OT¢ 1(0) and OT¢ (1) are computationally indistinguishable.

e For every unbounded malicious receiver that outputs first message o1, there exists a bit b
such that for every pair of messages (1mg, m1 ), the distributions OT g 2(mg, m1) and OTg 2 (1, mp)
are statistically indistinguishable.

This can be instantiated assuming quantum polynomial hardness of LWE [BD18§].

Let ¥ = (a, ¢, ) denote the three messages of the modified Blum protocol, where a denotes the
message of our underlying (quantum-breakable) commitment. We will perform a parallel repeti-
tion of this protocol, thus for each i € [n], (a;, e;, 2;) are messages corresponding to an underlying
modified Blum protocol with a single-bit challenge (i.e., where ¢; € {0, 1}).

Two-Message Argument
e Verifier Message:

- For every i € [n] do the following:
* Sample challenge e; uniformly at random.
* Compute 01; = 0T 1i(e;).

— Send {01, }¢[y in parallel.

e Prover Message:

— Obtain input z € L, witness w such that Ry (z, w) = 1.
- For every i € [n], do:

* Emulate the honest prover of the Blum Protocol by sampling commitment
a; and compute answers 2}, 2} corresponding to verifier challenges 0 and 1
respectively.

* Compute 0y ; = OTQ’QJ-(,Z?, zzl)

- Send {ai, OQ,i}ie[n]-
e Verifier Output: For every i € [n] verifier V recovers z; as the output of

(OT@,1,;,0Tg2;) for i € [n], and outputs accept if for all i € [n], (a;, €;, zi)ie[n] is an
accepting transcript of the underlying modified Blum protocol.

Figure 4: Two Message Argument System for NP

Theorem 4. Assuming quantum polynomial hardness of LWE, and polynomial hardness of factoring or
discrete log, there exist two-message arguments with adaptive soundness against polynomial-sized quantum
provers, and satisfying:

3We note that the second (sender) message also depends on the first (receiver) message; we omit this dependence
here for succinctness.
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o Witness Indistinguishability and ZK with superpolynomial simulation against all malicious verifiers
o Distributional weak zero-knowledge, strong WI and witness hiding against delayed-input verifiers.

Proof. (Sketch) In this proof sketch, we focus on proving soundness.

We note that the proof of secrecy follows directly from previous work [BGI*17, JKKR17]. This
is because the protocol in [BGI"17, JKKR17] is proven secure assuming any two-round malicious
OT with security against unbounded receivers, and any commitment; and we only change it to
rely on a specific instantiation of two-round malicious OT and commitments.

To prove soundness, [BGI"17, JKKR17] relied on the fact that OT hides the receiver choice bit
from super-polynomial senders. We show that super-polynomial assumptions are not required if we
assume that the receiver’s choice bit is hidden from quantum polynomial-sized machines.

We show that if the underlying commitment is quantum-breakable and if OT¢ hides the re-
ceiver choice bit from polynomial-sized quantum malicious senders, the protocol in Figure 4 sat-
isfies adaptive soundness against polynomial-sized quantum provers.

We will prove this by contradiction. Fix any cheating quantum prover P* and any p(n) =
m, such that that with probability at least p(n) over the randomness of sampling verifier mes-
sage, for infinitely many n € N, P* outputs x ¢ L together with an accepting transcript for z

according to the protocol in Figure 4. We will construct a quantum polynomial-size reduction R
that on input {0y ; < OT1i(€i) biepm) fore = erea. .. en & 40,1}, with oracle access to P*, outputs
e such that with probability at least ﬁ, € = e (contradicting the receiver security of the OT).

The reduction R on input {01 }¢[,,) does the following:

e Send {01, }ic|n to P* and obtain {a; }icn)-
e Break the quantum breakable commitments {a;}c[,, to obtain {v; };cpn)-
e Compute the string e as follows:

1. For all i € [n], if v; consists of (m, G') such that G’ = 7(G), sete; = 0.
2. Elsesete; = 1.

e Outpute =e1,...¢,.

Recall that P* breaks soundness with probability p = m for infinitely many n € N. This means
that over the randomness of sampling e, P* outputs « ¢ L and a}, OT2(2?, z}) for i € [n] that cause
the verifier to accept with probability p.

Moreover, whenever x ¢ L (that is, the corresponding Graph G does not contain any Hamilto-

nian Cycle) and the transcript is accepting, then for every i € [n], either

e The committed graph is a correctly permuted variant of G. Since the transcript is accepting,
this implies that e; = 0, and note that in this case we set ¢; = 0, or

e The committed graph consists of a Hamiltonian cycle. Since the transcript is accepting, this
implies that e; = 1, and note that in this case we set ¢; = 1.

Therefore, in any accepting transcript where x ¢ L, it must hold that e = e.

Since P* outputs « ¢ L and an accepting proof for « with probability at least p(n) (for infinitely
many n € N), it follows that € = e with probability at least p(n) for infinitely many n € N, which
contradicts receiver input-hiding security of the OT against polynomial-sized quantum machines.
This completes the proof of soundness. O
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