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Abstract

In this work we adapt the notion of non-malleability for codes or Dziembowski, Pietrzak
and Wichs (ICS 2010) to locally testable codes. Roughly speaking, a locally testable code is
non-malleable if any tampered codeword which passes the local test with good probability is
close to a valid codeword which either encodes the original, or an unrelated message.

We instantiate our definition by proving that a Reed-Muller-type code is non-malleable in
the following sense: any adversary who independently tampers the coordinates of the code
so that the tampered code passes the test with good probability, is tampering the underlying
polynomial according to an affine transformation.

To the best of our knowledge, prior to this work, polynomial codes were not known to
possess any non-malleability guarantees. Our analysis builds on the sampler-based decoding
techniques common to several recent works.

1 Introduction

1.1 Locally Testable Codes and Non-Malleable Codes

A coding scheme is a pair (Enc, Dec) of functions Enc : I'* — T'™ (possibly randomized) and
Dec : I — I'* U {_L} such that Dec(Enc(m)) = m holds with probability 1 for all m € I'*.
We say x € ™ is a valid codeword if x = Enc(m) for some m € I'* (and some choice of
randomness for Enc). The quantity k/n is called the rate of the code. Given x,y € I', the
distance between x and y is Pri.p, [x; # y;|. The distance of the code is the minimum distance
between any two distinct valid codewords. When a code’s distance is bounded away from zero,
one can try to design decoding-type algorithms with extra features such as error-correction or local-
decoding/testing capabilities. In this paper, we will work with codes which admit a local testing
algorithm.

Definition 1 (Local Testing). Given a code (Enc,Dec), ¢ € N, and ¢y,c¢ > 0, a (q, o, c)—local

tester, Test, is a randomized algorithm which takes x € I'™ as input, chooses I = (iy,...,1i,),
a q—tuple of elements in n], reads the q symbols x; = (X;,,...,%;,) from X and outputs a bit.
Moreover,
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e Correctness: if x € ['" is a valid codeword then Test(x) = 1 with probability 1;

e Soundness: for all x € I'™ such that € := Pr; [Test(x; I = 1} > gy, there exists a valid
codeword y € I'" within distance c - € of X.

We say that (Enc, Dec) is a (g, £9) —locally testable code (LTC) if it has a (g, ¢, ¢)—local tester for
a constant ¢ > 0. The intuitive interpretation of soundness is: if x € ['" is such that Test(x) = 1
with good probability, then x is close to a valid codeword. List decoding for LTCs refers to the
stronger guarantee: for any x € ['", there is a short list of valid codewords which explain nearly
all of Test(x)’s acceptance probability.

Definition 2 (List-Decoding for LTCs). Fix { € N and ¢ > 0. A locally testable code is said to
be (¢,e)—list-decodable if for all x € T'" there exists a set Ly C I'"™ of valid codewords such that
ILx| < ¢ and

Pr; [Test(x;]) =1&x;¢{yr:ye€ Lx}] <e.

Non-malleable codes [DPW 18] (NMCs) provide meaningful security guarantees even in situa-
tions where error correction is impossible. Roughly speaking, (Enc, Dec) is non-malleable against
the tampering function family 7 C {f : I — '} if for all f € F and m € I'*, the distribution
(Dec ofo Enc) (m) (over the randomness of Enc) is either equal to m (such is the case when f
is the identity), or else is statistically independent of m. Non-malleable reductions [ADKO15]] are
useful relaxations which allow constructing non-malleable codes via concatenation. Intuitively, a
non-malleable reduction from F to G guarantees that the tampering of codewords by functions in
F is captured by tampering messages by functions in G. The key feature of non-malleable reduc-
tions is that they compose well. For example, if (Ency, Decr) is a non-malleable reduction from
F to G and (Encg, Decg) is a non-malleable code against G, then (Enc; o Encg, Decg o Decf) isa
non-malleable code against F.

Definition 3 (Non-Malleable Reductions). Fix ¢ > 0 and tampering function families
Fc{f:I"=TI"}andG C {g:T* - T* U {L}}.

We say that a coding scheme (Enc, Dec) is an e—non-malleable reduction from F to G if for all
[ € F there exists a distribution Gy on G such that A((Dec o f o Enc)(m), G¢(m)) < € for all
m € T*, where G;(m) is the distribution which draws g ~ Gy and outputs g(m) (A denotes
statistical distance). A non-malleable code is a non-malleable reduction to the family of “trivial”
tampering functions, containing only the identity and constants.

1.2 Non-Malleable, Locally-Testable Codes

Syntax for the Definition. Given a function h : I'" — (I" U {L})", and a distribution R on
'™, we let DF¥ denote the distribution which 1) draws x ~ R and I according to Test; 2) tampers
to obtain X = h(x); 3) outputs X; if Test(x;/) = 1, L otherwise. When R is the encoding

distribution Enc(m) for some m € I'*, we denote the distribution by Dy, (m) instead of Dy""™,



Definition 4 (Non-Malleability for LTCs). Fix parameters { € N, € > 0, and function families
Fc{f:I"=TI"}tandG C {g:T" = (TU{L})"}.

We say that a LTC (Enc, Dec, Test) is an (¢, )—locally-testable non-malleable reduction from F
to G if for all f € F, there exists Ly = {g,... g} C G of size |L¢| = ¢ and a function
g: " — (D U{L})" such that:

L. foralli € [n]andx € I, g(x); € {gV(x); : g¥) € Ly}, and
2. there exists a distribution SIM on T such that for all m € I'*, A(Dy(m), DS'M) <e

As before, if G is the family of trivial tampering functions consisting just of the identity and con-
stants, then (Enc, Dec) is called an (¢, c)—locally-testable non-malleable code.

Remark. Some remarks are in order.

1. The list-decoding intuition is captured by the shortness of L;: nearly all of the test passing
probability of an f—tampered codeword is explained by f’s agreement with a short list of
functions in G. Note that each coordinate of g is a (possibly different) convex combination
of the corresponding coordinates of the ¢'/). Non-malleability is captured by the fact that
D>™ does not depend on m.

2. Unlike Definition [3| the functions in G in Definition 4/ map codewords to codewords, rather
than messages to messages. This modification is so that we can meaningfully compare f(x);
with ¢g(x);, an important feature of local-testing definitions. The family Dec o G o Enc would
be the corresponding distribution on message-to-message functions. In this work, G will
always be either the family of trivial tampering functions, or the family of affine tampering
functions. In either case, Dec o G o Enc is also trivial or affine. The distribution G of
Definition [3| outputs ¢¥) with probability proportional to the probability that D?'M agrees
with g9,

3. Composing two standard non-malleable reductions — one from F to G, one from G to H
— yields a non-malleable reduction from F to H. The same composition theorem does
not hold generically for locally testable, non-malleable reductions. We use a non-generic
composition theorem to combine a locally testable, non-malleable reduction from F to G
with a non-malleable code against G (for specific F and G) to obtain a locally testable, non-
malleable code against F. The test of our composed code involves locally decoding a symbol
of the outer code so it can be checked for validity by the inner code. This idea is often used
to compose locally testable codes and PCPs.

The following claim gives a useful set of sufficient conditions for a LTC being non-malleable. The
simple proof is given in Appendix[A] For the codes used in this work, the first three conditions will
be more or less trivial to establish. Thus, Claim[I] essentially reduces proving non-malleability to
the task of establishing condition 4. This will simplify our proofs considerably.
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Claim 1 (Sufficient Conditions for Non-Malleability in LTCs.). Let (Enc, Dec, Test) be a LTC
with Enc : T% — T, and let

Fc{f:I"=T"}andG C {g:T" = T U{L})"}
be function families. Suppose the following four conditions hold.

1. G contains the constant “all 1 function; for all other g € G, and all valid codewords
x € I, Test(g(x); I) = 1 occurs with probability I;

2. For all distinct g, ¢’ € G and m € T*, PryEnc(m).1 [g(x)f = g’(x)f} <e/l?

3. Forall f € F, and m,m’ € T'*: A<{f(x>1}x~Enc(m),I’ {f(X)I}XNEnc(m/),I) <e.

4. Forall f € F there exists alist Ly = {gV, ..., g} C G of size |Ls| = { such that for all
m € Ik,

Prenetn.1 [ Test(f(): 1) = 1 & F(x)1 ¢ {9 (01 : 99 € L}] <

Then (Enc, Dec, Test) is an (¢ + 1, 3e)—locally testable, non-malleable reduction from F to G.

1.3 Sampler Graphs

Notations. For a finite set .S, s ~ S indicates that s is drawn uniformly from S. For a bipartite
graph (AU B, E) and a € A, B(a) denotes the uniform distribution on the neighborhood of @ in
B: {b € B : (a,b) € E}. The neighborhood distribution A(b) for b € B is defined analogously.
For all bipartite graphs used in this work, the edge relations are natural. For example, A might
be the set of lines in F* (I a finite field), B the set of points in F¥, and the edge relation captures
incidence: (a,b) € E iff b € a. For this reason, we simplify notations by supressing £ and
denoting bipartite graphs as A/ B instead of (A U B, E), and writing a ~ b instead of (a,b) € E.

Definition 5 (Biregularity). Ler A/B be a bipartite graph and fix n > 0. We say that A/B
is n—biregular if the distribution which draws a ~ A, b ~ B(a), and outputs (a,b) is within
statistical distance 1 of the distribution which gives the same output by drawing b ~ B, a ~ A(b).lﬂ

Biregularity as defined above ensures that for any B’ C B of size |B’| = A - | B|, the expectation
(over a ~ A) of Pry_p()[b € B'] is close to \. We say that A/B is sampling if, in addition, a
concentration bound holds.

Definition 6 (Sampler Graph [Zuc97]). Fix €,§ > 0. We say that the bipartite graph A/ B is
(e, 6)—sampling if for all subsets B' C B of size |B'| = X - |B

>

Proos “Prwa(a) beB]-)> 5] <

I'This is related to the usual notion of biregularity; specifically, if A/B is biregular in the usual sense, then it is
0—biregular in the sense of Definition E}
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Double Samplers. A triple (A, B, C) is called a double sampler if B/C'is sampling and for all
c € C, A(c)/B(c) is sampling. Double samplers have been used implicitly in several works prior
to their formalization in [DK17]]. We use them implicitly in this work as well. The construction
in [DK17] is of a double sampler of linear size (i.e., |A| ~ |B| ~ |C|) based on high-dimensional
expanders. The double samplers used in this work are built from elementary means and are not
linear size (our double samplers have |A| > |B| > |C|). Importantly, a random object in our
parameter regime is a double sampler with good probability, while this is not true in the linear size
regime.

1.4 Our Code and Main Theorem

Notation. Let [ be a finite field, and let £ > 4 and d > 2 be dimension and degree parameters,
respectively. Let A be the set of affine 3—planes in F*, C = F* and let the edge relation be
incidence: a ~ ciff c € a. Let I and I's be the sets of k—variate and 3—variate polynomials of
degree at most d over F, respectively.

Main Construction. With notations as above:

e Enc(m): For m € F, draw ® ~ I such that ®(0) = m and output {®|,}.ca € F‘AAl. We will
often write codewords as {(a, a) }a < With the understanding that o = bD|,.

o Dec({(a, @) }aca): Given {(a,a)}_,, find ® € T such that (a, @) = (a, ®[,) forall a € A If
such ¢ exists, output m = ®(0), otherwise output 1 fJ

o Test({(a,®)}aca): Draw c ~ C,a,a’ ~ A(c); read (a, @) and (2, o), and output 1 if a|c = o/|c

(| denotes the evaluation of « at c), 0 otherwise.

The above code is known to be a (2, |F|*Q(1))—locally testable code. This was proven origi-
nally the influential works [AS97, RS97]. Our main theorem is that this code also possesses
non-malleability guarantees. Before we state this formally, we introduce the tampering function
families.

Tampering Function Families. We identify three types of tampering.

o Coordinate-Wise: F := {{f,}aca|fa : ['a — I'a} tampers codewords via

). {(@a)), {(a,fa(a))}a.

e Affine: We say that T : I" — I'is affine if 3 (s, ®y) € F x I' such that T(P) = s - ® + dy. We
define G to be the family of coordinate-wise restrictions of global affine maps:

G = {{ga}sen| 3(5.00) €F x T stgy(a) = s-a+ @l Vac Al C F.

2Such @, if it exists, can be found in time pon(|]F|) by interpolation.

3 As written, decoding runs in time poly(|F|), which is exponential in the message length. However, local decoding
algorithms exist which run in time poly (/\7 log |F|, 1/ 6) and output 7 (or a list containing 1) with probability 1 — 27>
whenever the input is within distance § of a valid encoding of m. See for example [Sud97].
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e Trivial: We say that T : I' — [ is trivial if either T(®) = ® or if 3 &, € I such that
T(®) = ®,. We define H to be the family of coordinate-wise restrictions of trivial maps:

H = { {hahaea| T(@) =@, 0r 0 € Tst. T(@) = g, Vac A € 6.

We also include the “all L function” (maps every coordinate to L) in G and H.

Theorem 1 (Main). The code above is an ({,c)—locally-testable, non-malleable reduction from
Fto G wheree = |F|~*V and { = 4.

We use this locally testable, non-malleable reduction to build a locally testable, non-malleable code
against F. The explicit construction is given in section [6]

Theorem 2. There exists an explicit ({,c)—locally testable, non-malleable code against F, the
family of coordinate-wise tampering functions where ¢ = |F|~*(Y) and { = 4.

1.5 Prior Work

Sampler-Based Decoding. Our work fits into a recent line of work on sampler-based decod-
ing [IKW12, Mos17, BDN17, DHK™ 19, DHKR19] (and many more). In these works, sampling
properties of a code’s index set are exploited in order to give non-trivial decoding algorithms.
Our work builds on techniques developed in these papers in order to “decode” a coordinate-wise
tampering function which respects codeword proximity, to a small list of affine functions.

Non-Malleable Codes. Since the introduction of non-malleable codes in 2010 [DPW1§]], an
immense research effort has focused on giving constructions which are secure against richer classes
of tampering functions, and with better rate [DKO13,/ADL14,/ADKO15}[CGL16, Li16, BDG™ 18]
(and many, many more). Our work adapts some of the techniques developed in this area to the
local-testing regime. We expect constructions with security against other types of tampering, and
constructions with better rate are possible.

Locally Decodable Non-Malleable Codes. A few works combine the notions of local decod-
ability with non-malleability [DLSZ15,ICKR15]. These works give constructions of non-malleable
codes which admit local decode/update subroutines. Our work differs in several ways from these.
Most telling, is the fact that the codes in these works achieve high rate with super-constant local-
ity, whereas our main construction achieves optimal locality with very poor rate. Moreover, our
techniques differ significantly. The construction of [DLSZ15] had computational security; the sec-
ond work [CKR15]] showed how to replace the cryptographic primitives with information-theoretic
variants in order to obtain statistical security. Our techniques on the other hand, are similar to those
used in the LTC literature. We believe the following statement is fair and summarizes these dif-
ferences: our work is aimed at inserting non-malleability into LTCs, while [DLSZ15ICKR135]] are
focused on inserting locality into NMCs.



2 The Affine Agreement Theorem

In this section we state the affine agreement theorem, which is at the core of the proof of Theorem|[I]
Theorem [I] follows from our affine agreement theorem in much the same way as list-decoding
theorems often follow from agreement theorems. We begin by recalling, and adding some new
notations.

Notation. Recall F is a finite field, k > 4, d > 2, A is the set of affine 3—planes in F¥, C = F*,
forming the bipartite graph A/C where the edge relation is incidence: a ~ c iff ¢ € a. Addition-
ally, I' and I'a are the sets of k—variate and 3—variate polynomials of degree at most d over F,
respectively. Also recall that F denotes the family of coordinate-wise functions from FlAA‘ — F'AA|;
and we saw that {f,}.ca € F maps {(a, @)}, — {(a, @)}, where & = f,(«). We always use tildes
to indicate images under various tampering functions. Now, let I'c = F, and let A = A x ' and
C = C x I'c. This forms another bipartite graph A/C where the edge relation is incidence and
agreement: (a, ) ~ (c, ) iff c € a and «|. = . We write 3 and € instead of (a, ) and (c, 7).

Theorem 3 (Affine Agreement). There exists ¢ = |F|f§2(1) such that for all {£,} € F. the follow-
ing holds. If
Prd”(c’ava') [&’C = ON/|C] > Ge,

where the probability is over ® ~ T', c ~ C, a,a’ ~ A(c) and where (&,

~,) = (fa(q)’a)vfa’(q)’a’))’
then there exists an affine T : I' — " such that Pr(¢ a)~rxa [d = T(d))]a] >e.

Proof of Theorem|[l|Assuming Theorem[3} Let ¢ be as in Theorem [3|above and fix f = {f,}., € F.
We prove that the code is non-malleable by establishing the sufficient conditions of Claim|l} The
first three are immediate.

1. Clearly G contains the constant ‘all- L’ function, and for all other {g,}, € G, the equality
ga(Pla)|c = ga(P|ar)|c holds for all ® € T', and (c, a, a’).

2. For all distinct {g.}a,{gL}a € G, ga(Pla) = gL(P|,) holds only if either g, = g/, (occurs

with probability O(]IF|*1) when {g,}. # {g.}a), orif g, # g but g,(P|,) = g (P|.) (also
probability O(|F|™")). Thus, Pre (a2 [ga(Pla) = ga(Pla)] = O(|F|!) < /%

3. Note that for all (a,a’) such that 0 ¢ a U a’, the distribution which draws ® ~ I such that
®(0) = m, and outputs (P|,, P|./) is identical to the one which draws ® ~ I" and gives the
same output. It follows that for all m, m’ € T'*,

A({<fa<¢\a>,fa/<¢\a/>)}¢: o0 { ((12), fr (O1)) o ¢(0):m,) < Pr(cau[0 € aUa],

(c,a,a”) (c,a,a’)
which is O(|F|™") < e.

For the last condition, we show that there exists L¢ C G of size at most ¢ such that

Procasn | dle = e & (6,") & { (g2(0), 8(a")) : {€a}a € Li}| < 62, (1)
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where (&, @') = (f.(a),fx () for (o, ') = (®], ®|s), and where ® ~ F Towards this end,
letLe == {{ga}a € G : Prioarxald =gi(a)] >¢/2}.

Small List Size. Assume for contradiction that |[Lf| > ¢ = 4/¢ + 1, and so contains a set
{{g:}s,....{gl}s}. By inclusion-exclusion,

1 > Priogrca|d@€ {gh(a)si=1,...,0}]
l-¢e 4 ; 14 1 d
> - Z Pro, [g;(a) = gg(&)] > 2 — (2> : (m + W)
1<i<j<t

The last inequality used e > 4, and the bound on Pre , [g(®[.) = g(®],)] from point 2 above.
The right hand side simplifies to 2 — o(1) > 1, a contradiction.

Proximity Implies List Decoding. Suppose {f,} is such that (1)) does not hold. Define {f’}, € F
as follows: f(a) = f,(«), unless f, () = ga(a) for some {g,}. € L¢ in which case f,(«) outputs a
random & ¢ {g.(a) : {ga}s € L¢}. Note

Pro,caa [fa(@)]e = fi(a/)]c] > 6e

since does not hold. Therefore, by Theorem 3| there exists an affine T : [' — I' such that
Pro,[fi(®la) = T(®)[.] > e. Thus Pre,[fi(®.) = T(®).] > e — ¢/|Ta| > €/2, and so
the coordinate-wise version of T is in L. This is a contradiction since by construction, for every
{ga}a € Ly, fi(a) # ga(a) holds foralla € A and o € T'a. O

2.1 Reducing the NM Agreement Theorem to Two Lemmas

The proof of Theorem |3| will occupy much of the rest of this paper. In this section, we separate the
proof into two parts by stating two lemmas which combine to immediately prove the theorem.

Proof of Theorem[3} Suppose ¢ = |F|~%() is chosen so it satisfies Lemmas |1/ and [2| below. Let
{f.}a € F be such that
Prtb,(c,a,a’) [64|c = ON/|C] Z 6e. (2)

By Lemmabelow, there exists a function h : C — T'c such that
Prs.o)-axr | Precgp [dle = 3] = 1-¢| > 22, 3)

where 4 = h(c), 3 = (a,®|,), and where ¢ = |F|~%(1) is specified precisely in Section 4. By
Lemma 2] there exists an affine map T : I' — T" such that

Prgo)axr @ = T(®)];] 2 &. )

]

as noted in point 3 above, the difference in probability caused by drawing ® ~ I" such that (0) = m instead is
negligible.

4
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Lemma 1 (Global Agreement). There exists ¢ = |F|~*") such that whenever {f,}, € F is such
that (2)) holds, there exists h : C — I'c such that (3)) holds.

Lemma 2 (Affine Agreement). There exists ¢ = |F|~) such that whenever {f,}, € F and
h : C — I'c are such that holds, there exists an affine T : I' — I such that @ holds.

LemmaI]is proved in Section 4] using a sampler-based decoding argument similar to ones which
have appeared in several recent works, for example [BDN17]]. The linearity test analyzed in the
proof of Lemma 2)in Section [5is new to this work.

3 Sampler Graph Preliminaries

Sampler graphs play a big role in the proofs in the following sections. In this section we introduce
the graphs whose sampling will be used, and various properties of sampler graphs. All of the
graphs are what we call “incidence x agreement” graphs, such as A/C from last section. We begin
with some notation.

Notation. Recall F is a finite field, k¥ > 4, d > 2, A is the set of 3—planes in F*, C = F*, " and
[’ are the sets of k—variate and 3—variate polynomials of degree at most d over [, respectively,
I'c = F. This defines an incidence x agreement bipartite graph A/C where A = AxT's, C = CxT'¢
and the edge relation is “incidence x agreement” a = (a,«) ~ (c,y) = Ciff c € aand a|. = 7.
For r = 1,2, let B, denote the set of affine r—dimensional planes in F¥, let I'g, be the set of
r—variate polynomials of degree at most d over IF, and let B, = B, x I' . At various points during
the proof, we will use that A/B,./C is a double sampler. The incidence x agreement edge relation
extends naturally to A/B,., B, /C, and B, /B;. For example, ifa = (a,a) € Aand b = (b, 3) € B,
then3 ~ biff b C aand af, = 3.

3.1 Incidence x Agreement Samplers

We begin by listing the incidence x agreement samplers we will need in the remainder of the paper
and proving they are sampling. In the claim statement below, A(c), for € € C, denotes the set of
3 € A such that 3 ~ €. In the proof which follows, we use A(C) to mean either this set, or the
uniform distribution on this set; in all cases, our intention should be clear from the context.

Claim 2. The following graphs are all O (|F|~') —biregular and (12-|F| =15, |F|~/15) —sampling:

(1) By/C (2) A/C 3) A(cd)/CveceC
(4) A(e)/CVeeC (5) A/C’ (6) By(©)/Cv¥ceC
(7) A(b)/CVbeB; 8) AxT/C (9) AxT/By

Proof. It 1s easy to see that all of the graphs in the Claim statement are O(|IF|*1) —biregular, as
per Definition [5] By symmetry, graphs (1), (2), (5), (8), (9) are actually 0—biregular. The others
have a slight error introduced by the fact, for example, that the distribution which draws a ~ K(E)
and outputs a random element of C(3) is more likely to output € than ¢ # €. However, an easy
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calculation shows that the statistical distance between the required distributions is (’)(|IF|*1); the
same is true for all examples in the list. The rest of the proof is divided into two stages. First, we
use a pairwise independence argument to show that B, /C, B /C, and B(c / B.(c) forallc € C are
(|F|~1/>, |F|~3/5)—sampling. Then we reduce the sampling of every graph above to the sampling
of these three.

We phrase the pairwise independence argument for a generic bipartite graph A/B. The key
feature we need involves a set X which parametrizes the neighborhoods B(a) for all a € A. Given
x € X and a € A, we write the x—th neighbor of a as a(z) € B, so X parametrizes neighborhoods
as B(a) = {a(x) : x € X} for all a € A. The property we require is that for all ;1 # 2, € X,
the random variable (a(z1), a(z2)) (randomness over a ~ A) is uniform on B2. For B, /C, X =F
since C(b) is parametrized by the points on the line b. Likewise, for B,/C, X = F2. Finally, for
B,(€)/Bi(c), X = F U {oo}, since By (c, by) is parametrized by all possible slopes of a line in b,
through c. In all cases, independence follows from the fact that for every b; € B, the distribution
which draws a ~ A(b;) and outputs by ~ B(a) \ {b;} is the uniform distribution on B.

So now, let A/B be a bipartite graph which satisfies the pairwise independent parametrized
neighborhood property described above. Let B’ C B be a subset of size |B'| = - |B|. Forb € B,
let 1 g (b) indicate whether b € B’ or not, and let 1 5/ (b) := 1 5/(b) — \. Note Ey5 [ﬂB/(b)] =0.
Finally, define f : A — [0,1] by f(a) := Eyupa)[15/(b)]. We will show Eqoa[f(a)?] < |F|7L.
This suffices by Markov’s inequality:

PraNA |:’Prb~B(a) (b € B/) - )\‘ > |IF|_1/5:| S PraNA [f(a)z > |]F|_2/5] S |IF|2/5 : ]EaNA [f(a')2] .
We use the pairwise independence property to conclude:

B [f(@)] = Baut |[Bapx [ (o) - L (a(22))]

1 - N 1
< — 4E N[Il/bllfb}:—.
< |X|+ brboB | L5 (D1) - L (ba) X

For the reductions in the second phase, we use the following generic facts about samplers.

Fact 1 (Extending Sampling via Biregularity). Fix e,¢',§,6',n > 0. Suppose A/B/C are such
that B(a)/C (a) is n—biregular and C(a,b) = C(b) for all a € A and b € B(a). The following
hold.

1. If B/C is (¢',0')—sampling and A/ B is n—biregular, then A/C' is (¢, d)—sampling, where
§>e - (2n+e+0).

2. If A/Bis (¢/,8')—sampling and B /C is n—biregular, then A/C is (¢, §)—sampling, where
e>3"+2nand o > '/

Fact 2 (Replacement Product). Let ¢,£', 6,6 > 0 be such that § - (¢ — 5¢’') > 28" /<’. Suppose
A/B/C'is such that:

e A/C, B/C and B(a /C are O—biregular for all a € A; and
e A/C and A(c /B are (¢',8')—sampling for all ¢ € C.
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Then A/ B is (g, )—sampling.

We prove Fact[I|below, outside the current proof. Fact[2]is a version of the replacement product,
proved originally in [WZ93]] in the context of seeded randomness extractors (which are equivalent
to sampler graphs). We include a proof in Appendix |B| for completeness. For now, we use these
facts to complete the proof of Claim 2]

We have shown that B, /C and B, (€) /B; (€) for all € € C are each (|F|~'/%, |F|~*/®) —sampling.
Therefore, B;/C and B,/B; are both (7 - |IF‘\ '/, |F|~'/5) —sampling (we have already shown

sampling of B;/C with better parameters, sampling of B, / B, follows from Fact ' The first
point of Fact says that any time we have Z such that Z/B; or Z/B, is O(|F|~')—biregular,

then Z/C or Z/By is (3 - |[F|~/1%,3 . |[F|~%/'%) —sampling. ThlS proves the sampling of all graphs
except for (4) and (5): A / C’forallc e C, and A/ C o it remains to prove sampling of
these Note A(c)/B; for all € € Cand A/B, are (3 - [F|7'/'%,3 - |F|*/!%) —samplers, since

(€)/B2 and A/B, are O(|F|~!)—biregular. Thus we can use the second point Fact 1| to get

(12 |F|~1/15, |F|~!/'%) —sampling of graphs (4) and (5) because B; /EQ is O(|]F|*1) —biregular. [J

Proof of Fact[l} Assume A/B/C are such that for all a € A, B(a)/C(a) is n—biregular, and
C(a,b) = C(b). Let C" C C be a subset of size |C'| = X - |C|. The key observation in both cases
is that forall a € A,

‘PICNC(G)(C - C,) — /\‘ < ‘Ewa(a) [Prch(b)(C - Cl)} — )\’ +n.
Now, let val := Pr .4 HPrCNC(a) (ceC)— /\| > 5} be the quantity we have to bound. For the first

point we have

b~B(a)

val <&t (E A “PrCNC y(cel')— /\H + T}) <e ' (2n++9),

by Markov’s inequality, the n—biregularity of A/B and the (¢’,§’)—sampling of B/C. For the
second point we have

val < Prooa [‘Ewa(a) [)\(b)] —Eyon [)\(b)} ) > € — 2’[7 > 35/:| < 5//5/7

where A(b) := Pro.c()(c € C'). We have used the n—biregularity of B/C to say that By [A(D)]
isin A £ 7, and the (£', 0’)—sampling of A/B combined with the first point of Fact[3] stated in the
next section. ]

3.2 Using Sampler Graphs

Fact 3 (Properties of Samplers). Suppose A/B is n—biregular and (e, §)—sampling. We have
the following.

1. Foranyp>0and f: B — [0,1],

Proa UEbNB(a) [f(D)] = Eyep[f(b)] ) > e+ 20} <d/p.
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2. Foranyp >0, B/Ais (,0, 2(e +60 + 77)/,0) —sampling.
3. Forany B' C B of size |B'| = X\ - |B| with A > ¢,

A({(a0) : 250} {(@0) : 5} ) <5+ /e,

where B'(a) denotes the distribution which draws b ~ B(a) and outputs if b € B, else
resamples (or if B(a) N B’ = (), B'(a) outputs an arbitrary b € B).

The facts above are all well-known. See, for example, [Zuc97, IKW12, BDN17|] for proofs of
points 1, 2, and 3, respectively.

Notational Conventions and Example Use. Our proofs in the next sections relies heavily, and
often implicitly, on the fact that the graphs of Claim [2] are samplers, and on the properties of
sampler graphs stated in Fact 3| To facilitate readability, from here on, we reserve the quantity
0 > 0 for the loss introduced any time a sampling argument is used. As an example of how looks
in the body of the paper, let C' c C be a set with |C,| > ) -|C|, and let E be some event. Then
we mlght deduce: E . _« [PraNA(C C )(E)] >E, & [Prcc,NCi)(E)} — 0, “because of the sampling

| the fact that K/Ez is 7/ —biregular,

of A / c Formally, we are using the third point of Fact
(¢/,6")—sampling with A > £" and that 6 > ¢’ + ' /€.

Setting the Sampling Parameter. In the example use mentioned above, ' = O(]IF|_1) and
g8 = O(|F|7"/"). Thus, § = O(|F|~"/'%) is sufficient for § > &' + 1/’ to hold. In general,
each sampler property use will put a lower bound on 9, and so we simply set ¢ large enough so that
they all hold. Explicitly, § = 3 - |F|~1/ is sufficient for our purposes.

We conclude this section with a corollary listing two sampler-based facts which will be useful in
the calculations in the next section.

Claim 3. Let the notations be as above, and let § = 3 - |[F|~/%" and n = O(|F|™"). Let C c Coe
a subset of size |C | /|C| > 12 - |F|~V/15. We have the following.

1. _
I~A o
B B < N U I e
(Ca bv C ) T~ €’<5) é (Ca ba C ) ~ _%(E) )
cd~C(b
b ~ By(a,c,c)
where in the first distribution b = (b, a|,), where a = (a, ).
2. _
a~A o
- T = ENE(§> =T NC—/
(a,b,@)| , =~ ~5 4 (3,b,T)| b~By(@) ¢,
¢ ~C(a) 3 ~ A(b)
b~ BQ(C, C,)

where in the first distribution b = 3|,,.
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In both (1) and (2) above, ~; denots that the two distributions are within statistical distance 0 of
one another.

Proof. For the first part, we have

a N_A c ~ C 3 c ~ E/ b N_Ez_
c~C@) ooz a~A@) Ry b~Ba@) sy T~ Cib) o
e ~T ) c~Ca) c~C(b) c~C(b)

where each distribution outputs (¢, b, ') and where b = 2, for b ~ By(a, c,c’) is implied in the
first two distributions. The first relation follows from sampling of A /C; the second follows from the
n—Dbiregularity of B,(a, ') /C(a) foralla € Aandc € C(a), and the 0—biregularity of A(c') /B(¢)
for all € € C; the third follows from the sampling of B, / C. Finally, the last distribution is identical
to the desired distribution on the right of point 1 because of the 0—biregularity of B, /C. We work
similarly for the second point:

N —=/

5N_A E’ZC E,tt _Elzt/
C ~ E,(E) %5/2 a ~ é(al) %77 _5 r\J_A(E/) = b ~ B_Q(_E,) 7
¢ ~C(a) ¢~ C(a) b ~ By(3,¢) 3~ A(b)

where each distribution outputs (a, b,¢’) and where b = 3|, , (as above, b ~ By(a, c,c’) is implicit
in the first two distributions). We have used the sampling of A/C, n—biregularity of By(a,c’) /C(3)
foralla € Aand ¢ € C(a), and O—biregularity of A(¢') /B,(c’) forall ¢’ € C.

0

4 Global Agreement

In this section we prove Lemmal|I] restated below in a quantitative form.

Lemma(Restated). Suppose € > [F—1/1000, and fix parameters 1 = |F‘_9/10, 0=3- ‘F|_l/60’
and © — 0(5/86 + n/gll)_ Suppose {f,}. C {f : Ta — [Ta} is such that

Pr¢,(c,a,a’) [d|c - 54/‘cj| = 6¢ (5)

where the probability is over ® ~ T, ¢ ~ C, a,a’ ~ A(c), and where (&, &) = (fa(®[a), f (®]x)).
Then there exists a set G C A x I of size at least |G| > 2¢ - |A x I'| and a function h : C — T'¢

such that: Pr, o)nc [7 ~ @] > 1—( where ¥ = h(c,®|c) and ( :=e2- (1 +0) +e '+ (n+0).
c~C(a)

Remark. Many different (9(|]F|*1) parameters are introduced during the course of our analysis
which are all (9(|IF|*1). We encourage the reader to think of two levels of parameters: level
one consists of € only; all other parameters are in level 2 and are much smaller. The level two
parameters are each defined to be smaller than €° for some constant ¢ = O(1) which arises during
our analysis. So in the above theorem, for example, in order for T to be level 2, it must be that
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§ < &% and n < €'Y, additionally, for ¢ to be level 2, T < &2 is required. We remark that the
analysis prioritizes modularity and succinctness, rather than optimizing constants. As a result, the
small constant 1/1000 is suboptimal.

We begin by introducing the notation and ideas needed to prove Lemma (1| in Section The
actual proof appears in Section 4.2] conditioned on two claims which we state in Section [4.1] and
prove in Section 4.3]

4.1 Proof Setup.

Notations. In this section B denotes the set of 2—dimensional planes in F"", and 'y is the set of
2—variate polynomials over F of degree at most d, and B = B x I'g. The sets A, C, T" are as usual.
We will take advantage of the sampling properties of the triple A/B/C. When considering two
polynomials whose domains intersect, we write ~ to indicate that they agree on the intersection.
For example, given &, & € I's defined on a,a’ € A(T) we write & ~ &' if @|c = &/|..

We say that (c,v,7) is good if Pre)[@ ~ 7] > 4, where the probability is over a ~ A(c)

and ® ~ I'(C). We say € = (c,7) is good if there exists 4 such that (c,v,7) is. Note that
Pr. ¢ [c good] > 2¢. To see this, let p 5 = Pr(;0)[@ ~ 7). Then H gives

6c = Eec | D Perss - Pramag[d ~ 7]

5

We have used that 3. Prya(q) [&/ ~ 7] = 1forall .

< Eec [mjx {Pcas }} :

Local Functions. Let hy : C — T'c be the randomized function which sends ¢ = (c,7) toa
random 7 such that (c,7v,7%) is good if such 7 exists, and to an arbitrary 7 € I'c if not. Forc € C,

let ge : B(c) — I's be the randomized function where ge(b) is the distribution on I'g which draws
a ~ A(b) such that & ~ hg(c), and outputs 3 = &.

Definition 7 (Well-Defined). Let n = |F|~%/1°. We say that g¢ is well-defined if

/

&~ ho(c) ~a'| >1—n,

[&m&

where & =~ & indicates that &|, = &'|,,.

Previous work [IKW 12, BDN17] refers to the good ¢ € C for which gz is well-defined as excellent;
the fact that the excellent points comprise a non-negligible fraction of C is a crucial component of
the proofs in these papers. We require one extra property from our specialized subset of C which
simplifies the remainder of our proof greatly. The following is proved in Section4.3]

Claim 4. There exists a set C C C such that the following hold: 1) \E/| > £3C|; 2) everyc € c
is good and such that gz is well-defined; 3)

Proec [Pracacen [M0(@) ~ @~ ho(@)] 2 | 21 -0,

where o := 6/ +6/e% +n /et
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Intuitively, the extra property captured by (3) demands that the set of excellent points can be
partitioned into large sets of mutually compatible points; the set C is any member of this partition.

The Global Function. Leth : C — I'c be the randomized function where h(c) draws b ~ B(c),
T~ E/(B) and outputs 3| where 3 = go (b). The following is also proved in Section

Claim 5. We have Prg o [h(€) ~ 3] > 1 — 7, where 7 := (0 + 2c7°( + 6) + 26), § = ge(b)
and the probability is over ¢ ~ C, b ~ B(c), T ~ c (b).

4.2 Proof of Lemma /Il

Notational Convention. Let hg,h : C — I'c be the functions defined in Section In this
section if we write 7 when working with € € C, it should be understood that 54 = h(c). We will
always refer to hy(C) explicitly.

Proof. Suppose (¢, {f,}) are such that H holds; let C C C be the set guaranteed by Claim We
define G to be the set of (a, ®) € A x I such that Pr_ o [& ~ ho(C)] > . We have,

Ea,o)~axr [PTENE’(s) 6~ ho(E)H >E. ¢ |:PI‘a~A(c) [& ~ ho(E)H — >3
O~ (e)

We have used the sampling of A x T /E for the first inequality, and that all ¢ € C are good
for the second (and 4e — & > 3¢). It follows that |G| > 2¢|A x I'|. Thus, it remains to prove
that Pr(,¢)c[7 ~ @] > 1 — ¢, where the probability is over (a,®) ~ G, ¢ ~ C(a) and where
3 = h(c, ®|.), where h is the global function defined in Section [4.1]
So let p := Pr(; ) [ ~ @] be the probability we are trying to bound. We have
p>Pre) [¥~ B~ ala~hy(@)] > Prae) [7~ B|a~ ho(@)] —Prae) [B# ala~hy(@)],
b,c,c’ b,c,c’ b,c,c’

where the probabilities are over (a, ®) ~ G, ¢ ~ C(a), T ~ E/(i), b ~ B(a,c,c), and where
B = ge(b), for b = (b, ®|,). We conclude by bounding both probabilities on the right; denoted
RHS; and RHS,, respectively. We have

Pr(a,¢),b,c,E’ [;5/ ’76 B}

1 —RHS; = Prueyc|y # B‘@ ~ho(@)] <

be,c min(aﬁb)EG {PrE’~E'(5) [5‘ ~ hO(E/)} }
—9 ~ B
< P ith<e? (Proce AR +6) < (r+0)
2 b,c,c’ b~B(©)
e/~C (b)

The first inequality on the second line used the definition of G and that |G| > 2¢ - |A x ['|; the
second used Claim [3] point[I} and the last used Claim 5] Finally,

-1
€ =~ _
RHS, < 5 Pr ;. (B # a|a ~ ho(c)]
@~C(a)
b~B(¢’,a)
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5361-<mm{P%N [B # @la~ ho(E }}+6>§51@+ﬂ)

EIGC aNA b)

We have used Claim [3| point [2[ and the fact that g is well-defined for all © € C'. The result
follows. 0

4.3 Proving the Claims

Starting Assumption and Notational Conventions. Throughout this section, we assume the
hypotheses of Lemma namely (e, {f,}) are such that Pre, (2 ) [o? ~ @] = 6¢ (i.e., such that
holds). Let hg,h : C — TI'c be the functions defined in Section 4.1| In this section if we write o
when working with € € C, it should be understood that 5 = hy(c ) We will refer to h(<) explicitly
(note, this is opposite to the convention of Sectlonu leen ¢, € Cset jue, p(€) and q(c, ©) to:

Praae [7 ~ O‘] Prg g [5 ~ O“V ~ O‘] Pry Ao [7 ~ o 7]-
&~I(c) a~A(b)
In Section we called € € C such that yic > 4e good. Also for € € C we defined local functions
ge : B(c) — I'g and said that g¢ was well-defined if p(c) > 1 — 1, where n = |F|~%/1°, In the
remainder of this section we prove three claims; the first two combine to prove Claim 4] the last is
Claim [5

c > 4e for
every T € E{); 3)p(C) > 1 —nforeveryc e E{).

Proof. Let Eg C C be the set of € € C for which jie > 4c and p(€) > 1 — 7 (i.e., € € EE) if cis
good and such that g is well-defined). We bound ]Eg\ using three observations. First, as noted in
Section Pr. ¢ |pe > 4¢] > 2e. Second, for all € € C such that iz > 4e:

Prg g [@~7~d] =Eg5q [Me(g)z} > Pry g [\ME(B) — pie| < 6] -92% > %,
3,3’ ~A(b)
where fie(b) := Pr, zg [@ ~ 7] is shorthand. We have used the sampling of A(c)/B(c

(crudely) lower bound Prg_g . U,uc( ) — te| < ]. Finally, by Markov’s inequality and Schwartz—
Zippel:

Png%w ara &@~1~dﬂ>m1§

—
a,a NA(b) ne |F’
Putting these together gives
E/
%% :Im%sz%&P%w©[d¢&h~a~dﬂgﬂ

3,3’ ~A(b)
> Proe [ME > 45] —Prec {Pr(b,a,a/) [5‘ #Fa ka~yn~ ON/] > 7752}

> 26— >
- ne?|F| —
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Claim @ (Restated). There exists a set C C C such that the following hold: 1) |€/| > £%(C|; 2)
Lz > 4e for every € € C:3) p(€) > 1 —nforevery € € C 4 Pr_, «[a€d) >¢e] >1-o0,
where o := 0/e® 4+ §/5 + /'l

Proof. By Claim @ it suffices to construct a large subset of fg such that the fourth property holds.
For this purpose, we equip E/ with a graph structure: E c e E, are adjacent if q(¢,¢’) > &%. Our
final set C will be the neighborhood, N(¢') := {c € Cy : q(,¢) > £2} of some ¢ € C,. In order
for this to work, ¢’ should satisfy: 1) ‘N ‘ must be large 2) Preeron@e)[a(c,©) < €°] must be

small. We show there exists suchac € CO. Specifically we prove

L. ECCNC [q(E,E/)} Z 352; and

2PrE,C

cc”NN(c)

[q(‘ ) >e ’!N |>e3|C|} >1—o.

It follows from the first point that Pr__~ [|N( N > %C|] > &2 (using IC,| > ¢|C|). Thus,

the two points together guarantee the existence of some ¢ € E{) such that |N(c')| > &3|C| and
Preeron@) [q (c,c’) > 85} > 1— 0. Setting C = N(c') for suchad € E{) completes the proof. So
it remains to establish the above two bounds.

For the first, we have

v

B a [PTENE{)(E) [5 ~ 5‘}2} —0>E,; [Pr, Co(a )[7 ~ &HQ —9

> E o [1 o® =30 > 16> — 36 > 3<%,

EE,E’NE{) [q e E,)}

We have used the sampling of A / EQ, Jensen’s inequality, the sampling of K/ C, and the fact that

e > 4e forall c € Eg. Establishing the second bound is more involved. Towards this end, we
define three quantities, shorthanded as valy, valy, vals; each is a function of (¢,c’,c"):

[ ] Vall — ‘Pra NA(CC E”) I:;j/ ~ d/ ~ ,'5///:| _ q(E’ E//) ;

Pry Awee E")[”Y/ ~ &) = pe

e valy :=

b

[ ) Va|3 p— PI" bNE(EE) [54 % 6/|6[ ~ 5/ ~ 6/] —'— PI‘B//NE(E/,E”) [d/ % a{//‘&/ ~U ;5/ ~ 6//] .
a~A(b) 3’ ~A(D")
a~AbL) 7'~A(b" ©)

We show that each val; is small with very high probability over (¢,c’, ") drawn as follows: ¢ ~ E:)
such that [N(c')| > €?|C|, €,¢” ~ N(T’). These bounds will be used in the computation which
follows. We have

Priceenval >8] <e7*- maX{Pr N {

c,c’eC

e [1@)] = By aeen [A@E)] | > 6
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where f1(3') = 1if ¥ ~ & ~ 4", 0 otherwise. Thus Pr g [vall > 5} < /&3, by the sampling
of A(c,c”)/C for all ,¢” € C. Likewise, Preeen [vaIQ > 5} < §/&° follows from the same
reasoning using the sampling of A(¢')/C’ and the function f,(3') = 1 iff 4/ ~ &'. Finally,

—11
€
5 -6 5
Preeen [valg > 2¢ } < €77 -max {PrE’EHNE [valg > 2¢ }} < —— -max {EE7E//N€ [valg]}
ceCy ceCy
o1

= T-max{Q' (1- p(E’))} <n/e'.

—, —=/
ceCy

Now we show how these values figure into deriving the bound we need. The key point is that they
let us bound q(c,c”) in terms of q(c,c') - q(¢’, ") - ue, which is large when ¢,¢” € N(c') and
c e C;. We have:

S— ~ ~/ ~ 11 ~ ~/ ~ 11
q(©c) = Pry aece [7 ~a ~7 } > Pry aeee [7 ~a ~F } —val;
> Prygeeeni~a~y ~d' ~F' &axd =a" &7 ~ad'] —valy
a~A(b)
3’ ~Ab")
> Prog &ce [A~va~y &Y ~d' &5 ~ad" ~7"] —val; —vals

> q(c,@) - q(@,c") - pe — valy — valy — valg > 4¢” — val; — val, — vals.

In the probability subscript in the second line, b and b” are the restrictions of 3’ to the lines spanned
by (c,c’) and (c’, c”), respectively. The result follows:

Pr @~C,
ge'~N(@)

|:q (E, EH) Z 85

IN(©)| > 53|E|} > Pree e [vall + valy + valz < 355] >1—o.

Claim [5| (Restated). We have

Pr e~C [h(E) ~ 51:| Z 1-— T,

B1N§(E)

& ~C'(b1)
where 3 = go(b), and where T := (o +2e7%(n + 8) + 26). Recall h(c) is the distribution on I'c
which draws B; ~B(T), ¢, ~ c (by) and outputs ge, (b2)]e.
Proof. We show Plr(af/1 <, b1.ba) [51 ~ 52} >1-— (0 +2e75(n + 5)) where the probability is over

—_— _I —_— —_— —_— —_— ~ ~ —_— —_—

c~(C,c),c, ~C,b; ~B(c7)), by ~ B(C,c,) and where 6LN B means that ge: (b1) and g (b2)
agree at €. The result then follows by the sampling of B(c)/C for all € € C. We have

>

Pr(E,E’l,E'Q,BLBQ) |:ﬁ1 ~ 62:| Z ]EE/17€/2NEI [Pr(E,B1,Bz) [El FR (Bl, Bg) st ’3/1 ~ O~é ~ ’Sé & 51 ~ 6{ ~ B2}:|
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= ]EE'I,EIQNEI {Pr (€,b1,b2) [51 ~ Qo 52
a~A(b1,b2)

”&N%H'

Let val := Prij 5,3 [Bl ~ Q ~ Bg‘% ~ o ~ 7}] be shorthand for the quantity inside the
expectation. We have

val 2 1- {Pr(c,bl,b%a) [51 7”& ‘“71 ~ &~ %} + Preg, bo3) [52 > d‘% ~a %H

> 1_%_,). {prbINB(C [Bl %d‘ Na] +Pry, 5@, [52%@‘ H

c),C
q(c}, S 3~A(b1,2)) a~A(b2, cl)

By definition of C, we have Pry o ¢ [a(€},c) < e°] < o and also

By, o |Prsose (B #6[5 ~a]| < max{Prg_ge [B # al5 ~a] +6}
3~A(by, c2) e 3~A(b1)
= max {1 —p(c))+d} <n+d.
cjeC

We have used the sampling of A(b)/C for all b € B, and that p(c}) > 1 — 7 since &, € C. The
result follows:

B o val] > (1—0)-(1=2e72(n+0)) 21— (042 °(n+9)).

S Affine Agreement

In this section we prove Lemma|[2] restated in an expanded form below. We begin here by reducing
Lemmal2|to Claims|7} [8land[9] which we will prove in Section[5.2]after gathering some background
on linearity/low-degree tests in Section[5.1] Recall that a function T : I' — T"is affine if there exists
u € Fand ®y € I'such that T(®) = u - ® + b,.

Lemma(Restated). Suppose {f.}o C{f :Ta = Ta},h:T'c = T'cand G C A x T are such
that |G| > 2¢ - |A x T'|, and

Praeyc|[¥~al >1-¢, (6)
e~ C(3)

where (¢, () are as in Lemma Then there exists an affine map T : I' — 1" such that

Pr(s0)~c [& - T(d>)\a] > 1/2.

Claim 7. Let (5, ¢, {fa}, h, G) be as in the hypothesis of Lemma 2| so that @ holds. Then there
exist affine maps {Tc}eec with Tc : I'c — I'c such that Pr_¢ [’y = Tc(’y)] > 1 — &g holds, where
& :=32(d+1)(¢ +0).
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Claim 8. Let (£,¢, {f.},h, G) be as in the hypothesis of Lemma @ so that @ holds, and let {T_.}
be the family of affine maps promised by Claim|[7} For each c € C, let uc,v. € F be the scalars
defining T, s0 Tc(7) := uc - v + ve. Then there exists u € F such that Pr..c [uc = u] >1-&
where &g = (d + 2)(( + 0) + 4gn+ 2/|F|.

Claim 9. Let (¢,(,{f,}, h, G) be as in the hypothesis of Lemma 2| so that @ holds, and let {T.}
be the family of affine maps promised by Claim @ with Tc(y) := uc -y + v, as in Claim|8| Then
there exists ®q € T such that Prc.c[ve = ®o(c)| > 1 — &g, where & := 8(d + 3)*(( + &+ &)-

Proof of Lemma 2| Assuming Claims[7}[8and[9 Let (e,¢,{fa},h,G) be as in the hypothesis of
Lemma [2] so that (6) holds, and let {T.} be the family of affine maps promised by Claim
Define the affinemap T : ' — I" by T(®) := u - & + &y, where u € F and ¢, € I are the
quantities guaranteed by Claims [§]and [9] respectively. We have

3 - P -
1 < Pl‘(a,cb)CN(G) [”y ~a&ky=T(y) &uc=u&v. = (DO(C)} < Pr(ap)&c;) [Oé|c = T((D)’c]-

This follows from @), Claims @ and the sampling of A x I / C. We have used the loose bound
1/4<((+&+ &+ G+ 0) where ( > 0 (resp. &g, &g, &) are the quantities from the statement
of Lemma | (resp. Claims and 9), and 6 > 0 is the sampling parameter. It follows that
Prieyc[@ = T(®)]a] > 1/2, since whenever & and T(®)|, agree on half of the ¢ € C(a), they
must be equal as they are both low degree. The lemma follows. 0

5.1 Linearity Testing Background

In this section we state three facts which we use in the next section to prove the claims. Throughout
this section we use notations consistent with the rest of the paper. Additionally, in this section we
use B as the set of lines in ™" and I'g is the set of univariate polynomials over [ of degree at most
d. Recall T : I'c — T'c is affine if there exist coefficients u,v € F such that T(x) = u - x + v for
all x € I'c. The first fact is standard and can be proved using linear algebraic methods.

Fact 4 (Linear Dependence of Polynomial Evaluations). Suppose |F| > d + 2. Forany b € B

and distinct ¢y, . . . c4.1 € B(c), there exist non-zero coefficients ro,r1, ... ,1rq11 € F such that for
all 5 € T'g,

d+1

Z T’i : /8|C1 = O

i=0

The second and third facts are proved in [RS96]. The second fact gives a sufficient condition for a
function f : F — [ being close to a multivariate low-degree polynomial.

Fact 5 (Robust Characterization of Low-Degree Functions). Fix x > 0 such that k < m.
If f: C— T is such that

Prps [3 ﬁ €l'gst Prcwc(b) [f(C) = ﬂ|c} >1- Ii] >1-— K,

then there exists ® € T such that Prc.c[f(c) = ®(c)] > 1 —2(d + 3)x.
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Fact 6 (Testing Affine Maps over Large Fields in High Soundness Regime). Fix x > 0 such
that k < 1—18. If f:Tc — T'cissuch that

Prm,y,szc f(x> + f(y + Z) = f(x + y) + f(Z)] Z 1— K,

then there exists an affine T : I'c — T'c such that Pryr [ f(z) =T(z)] > 1 — 2k

5.2 Proving the Claims

In this section we restate and prove the claims used to prove Lemma 2]

Notation. Throughout this section, we assume {f,}, C {f : Ta — Ta}, h : I'c — T'c and
G C A x T with |G| > 2¢ - |A x T'| are such that (6) holds. Namely, we assume that the hypotheses
of Lemma[2] We also use 5 = h(c) throughout.

Claim(Restated). There exist affine maps {T.}cec such that Pr._¢ [’y =T, ('y)} >1—-&G&

Proof. Consider the following distribution, D on C x I's. Ultimately, the output of D is just
uniform, however the internal choices of D help in our analysis. D works as follows:

1. draw b ~ B and distinct ¢y, ¢y, ...,cq41 ~ C(b); let g, ..., 7411 € F be the coefficients
guaranteed by Fact 4}

2. draw 0,75, - 778 ~ Tc let Ty = (ck, L), and 75 = h(Sy) for i = 0,1 and
k=0,...,d,

3. fori,j € {0,1},let 5" € I'g be the unique polynomial that agrees with ~ at ¢y and v, at
cpforallk =1,...,d;letb;; = (b, 3%);

4. fori,j € {0,1}, draw (a;;, ®*/) ~ G(b; ;) and set &/ = f,,_(®™],, ) and 5% = a@*|y;

5. let (:5/? ;5/7 ’?”7 ’?/N) = (h(cd+17 7)7 h(cd+17 7/)7 h(cd+17 7//)7 h(cd+17 7///))’ where

(7’ 7,7 ’y//v ’YW) = <6070|Cd+17 /3170|Cd+1a 6071 |Cd+17 /8171 |Cd+1> 7
here (3|, denotes the evaluation of the polynomial 3 at the point c;
6. OUtPUt (C7 z,Y, Z) = (Cd-‘rb Y5 7, -7 ’7”)'

Note that the output of D is uniform on C x I'¢. Indeed, c 4, ; drawn in Step 1 is uniform since B / C

is biregular. Moreover, given any fixed 71, ..., v}, 7" varies uniformly as 7 does. Then, given
any fixing of (73,71, ...,74), v varies uniformly as (7, ...,~?) does. Finally, given any fixing of
70 and (49,91, ...,7Y, 1), v/ varies uniformly as v/ does.

Now, let E be the event: 7 ~ B~ 319 (1,5, k) € {0,1}? x {1,...,d}, where the 7}, 5,
and 7], are the internal values drawn during steps 2 and 4. By the assumptions of Lemma and the
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sampling of A x I’ / B, we have Pry< 2.0 H ~ d} > 1—( — 6, where the probability is over b ~ B,
¢ ~ C(b), (a,®) ~ G(b). It follows from the union bound that Prp[E] > 1 — &/8 (substituting
& = 32(d + 1)(¢ + 0)), since each (b, ;,T;0,2;, ™) and (b, ;,T; 1, ai;, P*7) are, individually,
drawn in this way for each (i, j, k) € {0,1}* x {0,...,d}.

We complete the proof by showing that whenever the sampling of (c, x,y, z) ~ D is such that
E occurs, it holds that h(c,z) 4+ h(c,y + z) = h(c,z + y) + h(c, z). Together with Fact[f] this
implies that there is a family of affine maps {T}.cc such that

Preoc|Proarc [7=Tc()] =1 - T >1-—

@
2 Y

2

which implies the claim.
So it suffices to show that

~ "

7_7/:7,/_7,/,and5/_5/:5//_7

both hold whenever E occurs (the first equality always holds, the second holds whenever E occurs).
This follows from Fact The first equality holds since the 3%/ are low-degree and for all (4, j, k),
¢ and ~;, are the evaluations of 37 at ¢y and ¢y, respectively. Thus Fact gives

ro- 90+ | Zher kW) + e oy =0; ro-vé+(Zizlm-vg)erH-v’:O;

ro 70+ ( Dhea k) Fran " =05 o9+ (Zi—l T %i) +ra " =0,

which simplifies to v — ' = 7" — 7 since rq4; # 0. Likewise, for the second equality, the 3*J
are low degree and when E occurs, the 7 and 7; are the evaluations of 3% at ¢, and ;. As above,
this implies ¥ — 3" = 3" — 3". O

Claim 8| (Restated). Let {T.} be the family of affine maps promised by Claim E], foreachc € C,
let T(y) := uc -y + ve for uc, v. € F. Then there exists u € F such that Pre.c [uc = u] >1—-&
where &g = (d +2)(¢ + ) + 4q + 2/|F|.

Proof. We prove that Prc o.c [uc = uc¢| > 1 — g which suffices since

Prcoc [uc = ucl} = Z p? < max {pu tu € IF'},

uelr

where p, := Pr.c [uc = u] is shorthand. As in the previous proof, we describe a distribution D’
on C2%:

1. draw b ~ B and distinct cg, ¢y, ...,cq11 ~ C(b); let g, ..., 7411 € F be the coefficients
guaranteed by Fact let ug, w441 € F denote the linear terms of T, and T respectively;

Cd+41°

2. draw v, 75,7 ~ Dcfork = 1,...,d; let €0 = (co,7f) fori = 0,1 and €, = (cy, %) for
k=1,...,d;let ¥ = h(C;o) and 5 = h(C);
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3. fori € {0,1}, let " € I'g be the unique polynomial that agrees with 7§ at ¢y and -y at c;,
forallk =1,...,d;letb; = (b, 8);

4. fori € {0,1}, draw (a;, ®*) ~ G(b;) and set &' = f,,(®'[,.) and 3¢ = & |y;
5. let (5/7 ’V) = (h<cd+1> 7)7 h<cd+17 7/))’ where (/77 7/) = (50‘Cd+17 Bl‘CdJrl);
6. output (c,c’) = (co, Cat1)-

Note that D’ outputs two random points on a random line, which is within statistical distance 2/|F|
of uniform on C%. Let E' be the event:

1. 3l ~ '~ 3V (i, k) € {0,1} x {1,...,d}; and
2' (5/8’5/(%75/75/) = (TCO(78)7TCO(7(%>7TCd+1 (7)7Tcd+1 (7/))

The first condition occurs with probability at least 1 — (d + 2)(¢ + J); as in the proof of Claim
this follows from @, the sampling of A x T’ / B, and a union bound. The second condition occurs
with probability at least 1 — 44z, by Claim[7| Upon substituting g = (d + 2)({ + 9) + 44+ 2/|F|,
we get Prccywcz [E'] > Pro/ [E'] — 2/|F| > 1 — & As in the proof of Claim Factgives

ro - (9 = %) +rasn - (v =) = 0=r0- (3 = 30) +raa - (= 7).

Substituting (55 —738) = uo-(vd—¢) and (Y—7') = ugr1-(y—7") gives rgi1 (a1 —uo)(y—v') =0
which means .1 = ug since 7441 # 0 and v # +'. Thus, Prc v.c [uc = uc/} >1-& [

Claim |§] (Restated). Let {T.} be the family of affine maps promised by Claim @ Then there
exists ®g € T with Pre.c [Tc(0) = ®g(c)] > 1 — gy where § = 8(d + 3)*(¢ + &+ &)

Proof. Letv : C — F as a function mapping ¢ — v, = T(0). Let £ := —33—) We will show that
PrbNB[EIB € Tp st Preccen [ve = B > 1 — ]21—5. %)

The claim then follows from Fact[5] Towards establishing (7)), note that

P(abchN(G)[ =Ble—u- Bl >1-(C+@+& >1—-£(E-9),
c~C(b)

where 3 = ®|, and 5 = @|,; we have used £(£—08) > £2/2 = (+&g+&g This follows immediately
from (6) and Claims[7]and[8] By an averaging argument,

Pri o)~ [PI“CNC(b) [ve=/p'|] >1- 5] >1-E&+9,
b~B(a)

where 3’ = 3 — u - 3. The bound (7) now follows from the sampling of A x I / B. [
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6 A Locally Testable, Non-Malleable Code

In this section, we give a construction of a locally testable non-malleable code against coordinate
wise tampering. To build our code, we take the LTMN reduction, (E.rnm, Ditnm, Tiram), from
coordinate-wise tampering to affine tampering, from section [I.4] and compose it with a new non-
malleable code, (E.s, Dafr), against affine tampering.

6.1 A Simple Non-malleable Code against Affine Tampering

We begin with a new constant rate, non-malleable code against affine tampering. This result is not
new, several prior works [ADLI14, /CZ14,|L116,|/CL17] give such codes, however, our construction
is considerably simpler than those prior.

Notations. Let F be a finite field and K/F a degree 3 extension, so K = F[z]/(p(z)) for an
irreducible cubic polynomial p(z) = 2 — es2? — €12 — eg. Thus K is a 3-dimensional F—vector
space with basis {1, 0, 0%}, where o € K is aroot of p(x). The ‘multiplication by ¢’ map F? — F3
is linear, specified over this basis by the matrix

Y=1|10 ¢ | €F>.

Our code makes use of an e—high entropy encoding, (E, D), with codeword space FF, such that for
all m, ¢*, Precg(m) [c = c*] < €. Such codes can be trivilally constructed by appending a message
with a random string of length log(l / 5).

Construction. Let (E,D) be an cé—high entropy code with message space M and codeword
space IF, and let m € M.

e E.s(m): Draw r ~ F;w ~ E(m) and output w + 7 - 0 +wr - 0% € K.

e D.(c): Parse c = ¢y +c1 -0+ ¢y - 025 if ¢ - €1 = ¢a, output m = D(cy); if not, output L.

Theorem 4. Fix ¢ > 0, and let (E,D) be an e—high entropy code with message space M and
codeword space F. Then (Eu, Dag) is a (2 +2/|F|)—non-malleable code against affine tampering
functions.

Proof. Fix an affine map f given by f(z) = sx+t where s,t, z € K and fix any message m € M.
Parse s = sg+5,-0+589-0%and t = ty+t; -0 +ty-02. To prove the theorem, we exhibbit a trivial
tampering function gy (i.e., either constant or the identity) such that the tampering distribution
(Datr © f o Eafr) (m) outputs g¢(m) with probability at least 1 — 2¢ — 2/|F|. The trivial function
gy is f if f is either the identity or a constant function mapping to a valid codeword, and is the
constant L function otherwise. Specifically, if (s,t) = (1,0), g is the identity; if s = 0 and
o - t1 = ta, gy 1s the constant function mapping everything to ¢; otherwise gy is the constant L
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function. The key point, is that for all m € M, the distribution f(E,¢(m)) draws w ~ E(m),
r ~ [ and outputs

w to to + Sow + egsar + (e9S1 + egeass)wr Co(w,r)
Slr |+ |ti] = | t1+s1w+ (so+e1sa)r + (e151 + saeg + saerex)wr | =: [Cy(w,r) |,
wr to ty + Sow + (81 + €282)7 + (8o + €251 + S2€5 + Saeq )wr Co(w,r)

where S € F3*3 is the ‘multiplication by s’ matrix: S = s - I + 51 - X + 55 - 2. In the above, we
have defined bilinear (i.e., of the form a + bx + cy + dzy) polynomials Cy, C;, Cy € F[z, y]. Note
that if Cy(z,y)-Cyi(x,y) # Cq(z,y) as polynomials, then Co(w, r)-C; (w, ) = Co(w, r) holds with
probability at most 2¢ + 2/|F|, in which case (Dag o f o Ey) (m) = L with high probability. This
follows immediately from Schwartz-Zippel and the low entropy property of (E, D). Therefore, in
order to prove the theorem, it suffices to show that if Cy(z,y) - Ci(x,y) = Cy(z,y) holds, then
either s = 0 or (s,t) = (1,0). We assume Cy(z,y) - Ci(x,y) = Cy(z, y) holds, and we prove the
following three items:

1. either s; = 0 or s = 0;
2. 5=0& 5, =0
3. if sy = s = O theneither s = 0orsp = landtg =t; =t = 0.
The third point is easiest: if Co(z,y) - C(x,y) = Co(z,y) and s; = so = 0 then plugging gives
(to + sow) - (t1 + soy) = t2 + soxy,

from which it follows that either sp = 0 or s = 1 and ¢; = 0 for all « = 0,1,2. To prove the
first point, note that if Co(z,y) - Cy(z,y) = Co(z,y), then sq - s; = 0 (since the z* coefficient in
Cy is zero). If s; = 0 we are done; if so = 0 then 60618% = 0 (since 32 coefficient in C, is zero),
which implies e;s2 = 0 since ey # 0 (else p(z) is reducible). If sy = 0 we are done; if ¢; = 0 then
e2s3 = 0 (since zy? coefficient in C, is zero). Again, ey # 0 s0 s = 0 so the first point follows.

Finally, for the second point, assume s; = 0. Then sgss - (eg + e1e2) = 0 since the coefficient
of 22y = 0 in Cy. Note ey # —ejey since otherwise p(x) is reducible: p(z) = (z — e3)(z? — €).
However, if sy = 0 then, as shown in the proof of the first point, s, = 0; therefore s; = 0 implies
sy = 0. Conversely, if s, = 0 then egsgs; = 0 (coefficient of zy? in C, is zero), so sgs; = 0. If
so = 0 then eos% = 0 (coefficient of 2%y in C, is zero). Thus sy = 0 implies s; = 0, and we are

done. L]

Remark. In our LTNM code in the next section, we will use (E., Dag) to encode a random
w € [ and so the high entropy encoding is not necessary. The precise claim we use is stated
below. The proof is the same as above since if Co(x,y) - C;(z,y) #Z Ca(x,y) as polynomials, then
Co(w,r) - Ci(w,r) = Co(w, r) holds with probability at most 4/|F| over w, r ~ F.

Claim 10. Let f : K — K be affine of the form f(x) = sx + t for s,t € K such that s # 0 and
(S, t) 7é (1, O) Then Prme]F |:Daff (f(w +7r-o-+wr- 0'2)) 7é J_] < 4/“5“
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6.2 A LTNM Code via Composition

Composition Overview. The local test of our main construction from Section |1.4] passes when-
ever codewords are tampered by a coordinate-wise affine function. Thus, in order to use our main
construction to build a fully LTNM code, we must modify the test in such a way so that it fails
whenever a non-trivial affine tampering function is used. We do this in two steps. First, we mod-
ify the local tester so that it locally decodes a specified polynomial evaluation. Second, the tester
checks that the evaluation recovered is a valid codeword of (E.¢, Dag), if not it outputs L. Essen-
tially, the reason this works is that the local decoder will output L unless the codeword is tampered
with an affine function, in which case the evaluation recovered is an affine function of the original
evaluation. If the original evaluation is a random valid codeword of (E, D,¢) then by Claim
the recovered evaluation is a valid codeword only if the affine tampering function is trivial.

Notations. As in the previous section, let K/FF be a degree 3 extension with F—basis {1, o, 0?}.
Let k£ > 5 and d > 2. As in the rest of the paper, let A be the set of 3—planes in F* and C = F*. In
this section, we use B and A to denote the set of lines and 4—planes respectively(note, the second
usage is different from rest of the paper where we used A to denote A xI"a). Let p = (1,0,...,0) €
F.

Construction. Let E () denote the procedure which draws w,r ~ [F, and outputs the value
w+7r-o+wr-o? € K;let Dy be the decoding algorithm from the previous section. Let m € K
be a message.

e Enc(m): Draw v ~ E,¢(); and ® ~ T such that $(0) = m and ®(p) = v; output {(a, d,)}

acA’

e Dec({(a, @) }aca): Find ® € I such that (a, ) = (a, ®|,) for all a € A. If such ® exists, and if
Daff(cb(p)) # L, output m = $(0), otherwise output L.

o Test({(a, @) }aca): Draw b ~ B(p), c1,¢2,¢3 ~ C(b), ¢,/ ~ C, a1 ~ A(c, 1), az ~ A(c, ', o),
ag ~ A(c/,c3). Read (a1, aq), (a2, a2), (a3, a3) and do the following.

1) Check that a;|c = as|c and as|es = aslc; if not output 0; if so use interpolation to
recover 5 € I'g, the unique degree 2 polynomial such that 5|, = |, fori = 1,2,3;
letv = G,.

2) If D (v) # L, output 1; otherwise output 0.

Theorem 5. Let (, ¢ as in theorem|l| Then the code (Enc, Dec, Test) above is a ({,<")—locally
testable, non-malleable code against F, the family of coordinate-wise tampering functions where

g = O(eV?).

Proof. Fix a tampering function f = {f,}, € F. We prove that (Enc, Dec, Test) is non-malleable
using the sufficient conditions of Claim[I] The first three conditions are trivial.

1. The coordinate-wise | function is in H; for all other tampering functions in H, the test
passes when a valid codeword is tampered with h € H.
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2. For all distinct {h, }a, {h,}a € H, Pro,[ha(®]a) = h(®].)] = O(|F|7!), as before.
3. for all {h,}. € H, the distribution which draws (v, ®) like Enc(m) and
rand := (b, ¢y, o, ¢3,¢, ¢, a1, a9, a3)

like Test, and outputs ((ay, ha, (®a,)), (a2, hay (Play)), (a3, hay (Pla,))) is within statistical
distance (’)(|IF|*1) of the distribution which draws ® ~ I" uniformly, rand as in Test and
gives the same output. This is because when d = 2 and k£ > b5, the statistical distance
between these two distributions is upper bounded by the probability that at least one of the
a; intersects the line through 0 and p (which is (’)(|IF|_1) when £ > 5), since the number
of degrees of freedom in ¢ with ®(0) and ®(p) fixed is more than the number of linear
constraints imposed by the h,, (®|s,).

Therefore, it remains to exhibbit a list Ly C H of size at most |L¢| < ¢ such that val < O(c!/?)
where

val := Pr¢ rand [Test passes & (G, G2, ai3) ¢ { (hay (®la)s hay (Play), hay (Plag)) = {halta € Lf}:|,

where &; = f,,(®|,,). In the course of the proof of Theorem|[I|from Section 2] a similar list L C G
of size at most |L;| < ¢ was constructed such that

Pr¢,(c7a17a2) [541|c = 542|c & (651;652) ¢ {(gal(¢|a1)aga2<¢|ag)) : {ga}a S I—(‘}] S £,

where this probability is over ® ~ I" and c ~ C, a;,as ~ A(c). Our list L C H is the set of trivial
(i.e., constant or affine) {g,}. € L. The quantity val can now be bounded

val S Prq>7rand [El V E/1 V EQ V E3:|
for the following events:

Ei: dile = dolc & (a1, a2) ¢ {(ga1(¢‘a1)>gaz(¢’az)) {ga}a € L;};
Ej: agle = asle & (G2, a3) ¢ {(g;2<¢|32)7g;3(¢|33)) {gl}a € L;};

E,: the {g.}a,{gl}s € G which agree with f from E; and E/ are distinct and such that
ga2(¢!a2) = g;2(¢‘a2);

E;: the same {g,}, € G results from E; and E/; this {g,}, € G is non-trivial, but the affine
check passes: D,g(0) # L.

The marginal distribution on a, from rand is uniform, so Pre yand [Eﬂ = (9(|]F|_1). By Claim
Pro rand[E3] < 4/|F|. We prove Pro and [E1] < €'/? + O(|F|™'). The same holds for E{, and
the result follows. Towards bounding Pre rand [E1], note that drawing ® ~ I' uniformly, rather
than uniformly subject to ®(0) = m and ®(p) = v changes the probability by at most O(|F| ).
Therefore, in the calculation below, we assume ¢ ~ I'. We have

2 2 2
Pr(b,rand [El] = ECD,CNC,agwA(c) [Pral~rand(c,az) [El]] S EQJ,c,ag [Pral~rand(c,ag) [El] }
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S Etb,c,ag [Pral,a3~rand(c,a2) [dl‘c = dQ‘c = d?)‘c & (6517 d27 543) §§ I—:f” + O(lFrl)?
where “(&y, &, &3) ¢ L7 is shorthand for

(&17&27&3) ¢ {(ga1<¢‘a1)7ga2(¢‘32)7ga3(¢|33)) : {ga}a € Lllc}

and the O(|F|~") term in the second line accounts for the case when there are {g.}., {g,}. € L
such that g,,(®[.,) = g.,(®[s,) holds. Note that if &; = g, (P[,), and &y # ga,(P[s,), then
di|c = dia|c occurs with probability O (|F|™). It follows that

Pre rand [Eﬂz <Pr  oca [541|c = aglc & (a1, a3) ¢ L;] +O(IF|7).
ai,az~rand(c,az)
Therefore, it suffices to show that for all ¢ € C, the distribution which draws a; ~ A(c), aj,az ~
rand(c, a;) and outputs (aj, a3) is within statistical distance O(|F|~') of uniform on A(c)?. The
distribution rand(c, ag) draws c; ~ C(az), ¢; ~ C(b), where b is the line through p and c,, and
outputs a; ~ A(c,c;). This is equivalent to drawing ¢c; ~ C(3,) and outputting a; ~ A(c,c;),
where 3, is the 4—plane containing a; and p. Thus the distribution which draws a; ~ A(c) and
then aq, a3 ~ rand(c, a,), outputting (a;, as, a3) can be equivalently described by drawing a;, a3 ~
A(c), ¢; ~ C(a;) fori = 1,3, 3, ~ A(c,p,c1,c3) (i.e., a random 4—plane containing c, p, c1, C3),
as ~ A(c,az) and outputting (a1, a, a3). In the previous calculation we have ignored error terms of
size O(|F|~'). Thus the marginal distribution on (a, a3) is O(|F|~')—close to uniform on A(c),
and the result follows. ]
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A Sufficient Conditions for Non-Malleability in LTCs

In this section we prove Claim |1} restated below.

Claim (1| (Restated). Let e > 0 and ¢ € N be parameters. Let (Enc,Dec, Test) be a LTC with
Enc:T* = I'™ and let

Fc{f:T"=TI" andG C {g:T" — (T U{L})"}

be function families. Suppose the following four conditions hold.

1. G contains the constant “all 1" function; for all other g € G, and all valid codewords
x € I', Test(g(x); I) = 1 occurs with probability I;

2. For all distinct g, g € G and m € T*, Prygncm), 1 [9(x)1 = ¢'(x)1] < e/0%

3. Forall f € F, andm,m’' € T'*: A<{f(X>I}XNEnc(m),I7 {f(X)I}XNEnc(m'),I> <e
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4. Forall f € F there exists alist Ly = {gV, ..., g} C G of size |L¢| = { such that for all
m € Tk,

Pry Enc(m),1 [Test(f(x) ) =1& f(x)r ¢ {g g9 e I_f}:| <e.

Then (Enc, Dec, Test) is an (¢ + 1, 3e)—locally testable, non-malleable reduction from F to G.

Proof. Define g : I™ — (T'U {L})" by setting g(x); = f(x); if there is a unique g'¥) € L;
such that f(x); = gV (x);, and g(x); = L otherwise. Note every coordinate of g is a convex
combination of the corresponding coordinate functions in Ly U{_L}, a subset of G of size {+ 1. We
must exhibbit a distribution SIM on I'™ such that for all m € T*, A(Dy(m), D) < 3e, where
Dy(m) (resp. D3™) are the distributions which 1) draw I according to Test, and x ~ Enc(m)
(resp. x ~ SIM); 2) tamper to obtain x = f(x) (resp. X = g(x)); 3) output x; if Test(x; /) =1, L
otherwise. Let SIM be the distribution which draws m ~ T'* and outputs x ~ Enc(m). The third
condition implies that for all m € T'*, A(Dy(m), D?'M) < . Moreover, for all m € I'¥,

A(Df(m>7 Dg(m)) < PrXNEnc(m),I TeSt(f<X); I) =1& f(X)I % g(x)l]
< Prwanc(m),I -3 g(j)ag(j/) S Lf st g(j)(x>1 - g(j/)(x)1i| +

+ Prgncmr | Test(f(x); 1) = 1& f()1 ¢ {9 ()1 : g7 € Ly}

14
< — <
< (2) 7 + e < 2e.

We have used the second and fourth conditions. It follows that A (D™, D3'™) < 2¢, and the result
follows. [

B Sampler Replacement

In the body we used the following fact with (¢/,d") = (¢,6) and p = ( = ¢.
Fact2|(Restated). Lete,d,¢',0' %, 6%, p,( > 0be suchthat §*(e*—e—e' —2p—C) > &' /C+0/p.
Suppose A/B/C'is such that:
e A/C, B/C and B(a)/C(a) are 0—biregular for all a € A; and
e A/C is (g,0)—sampling and A(c /B is (e, 0")—sampling for all c € C.
Then A/ B is (*,0*)—sampling.

Proof. Fix €,0,¢',¢',¢*,p, > 0 and A/B/C as in the statement. Let B’ C B be a set of size
|B'| = X |B, and let A" C A be the set of a € A such that ‘PrbNB (b€ B) = Al > e, let
v = |A'|/|A]. We must show that v < (&'/C +6/p) /(e —e — &' —2p — (). Wehave

e < IE:amA’ |:|Prb~B (b € B/ )\|:| < ]EaNA’ |:

Eec(a) [Prompae (b € B)] — /\H
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< E aNA’|:

o |[Prsta v € B = 3@ | + B |
c~Cl(a

Eevo(@[Ae)] = Eenc [Me)] ” :
where for ¢ € C, A(c) := Pryop(b € B’). We have used the biregularity of B(a)/C(a) for all
a € Aand that E..c[A(c)] = X, which follows from biregularity of B/C. Let RHS; and RHS,

be the two expectations on the right hand side of the equation above. We bound RHS; and RHS,
separately. Note,

RHS, <e+2p+vt- PraNA[

Ecvc(a) P\(C)] —Eevo [)\(C)] ‘ > e+ Qp] <e+20+vt-5/p.

Thus, it suffices to show that RHS; < ¢ +&'+v~1-§ /(. Let C’ C C be the set of ¢ € C such that
Pr . a (¢ =c¢) <(/|C|. Clearly, Pr . a (c € C") < (. Also, whenever ¢ ¢ C’, we have
d~C(a) c~C(a)

v-(<v-|C| Pr GE{;)[CI = c|a €Al =Prouc [ac A'|c’ = ¢| =Pryoaefa € A
d~C(a a~A(c)

We have used the biregularity of A/C'. This gives

RHSl < C—F 6/ + Hé%}’( {PraNA(c) |:‘Prb~B(a,c)(b < B/) — )\(C)‘ > €I:| /Pl"aNA(C)((Z € A/)}
< (+d+vtdc,

and the result follows. ]
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