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Abstract

We give an almost quadratic n2=°M) lower bound on the space consumption of any
o(v/logn)-pass streaming algorithm solving the (directed) s-t reachability problem.
This means that any such algorithm must essentially store the entire graph. As
corollaries, we obtain almost quadratic space lower bounds for additional fundamental
problems, including maximum matching, shortest path, matrix rank, and linear
programming.
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space streaming algorithm with a small number of passes can learn (almost) anything
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1 Introduction

Graph streaming algorithms are designed to process massive graphs and have been studied
extensively over the last two decades. This study is timely as huge graphs naturally arise
in many modern applications, particularly in those with structured data representing the
relationships between a set of entities (e.g., friendships in a social network). A graph
streaming algorithm is typically presented with a sequence of graph edges in an arbitrary
order and it can read them one-by-one in the order in which they appear in the sequence.
We want the algorithm to only make one or few passes through the edge sequence and use
limited memory, ideally much smaller than the size of the graph.

Much of the streaming literature was devoted to the study of one-pass algorithms, and
for many basic graph problems 2(n?) lower bounds were shown, where n is the number
of vertices. This implies that the trivial algorithm that stores the entire graph and then
uses an offline algorithm to compute the output is essentially optimal. Such quadratic lower
bounds were shown for maximum matching and minimum vertex cover [FIKKM ™04, GKK12],
s-t reachability and topological sorting [CGMV20, FKM*04, HRR98|, shortest path and
diameter [FKM™04, FKM"09], minimum or maximum cut [Zell1], maximal independent set
[ACK19b, CDK19], dominating set [AKL16, ER14], and many others.

Recently, the multi-pass streaming setting received quite a bit of attention. For some
graph problems, it was shown that going from a single pass to even a few passes can
reduce the memory consumption of a streaming algorithm dramatically. For example, semi-
streaming algorithms (which are algorithms that only use é(n) space and are often considered
“tractable”) with few passes were designed for various graph problems previously shown to
admit quadratic lower bounds for single pass streaming. These include a two-pass algorithm
for minimum cut in undirected graphs [RSW18|, an O(1)-pass algorithm for approximate
matching [GKMS19, GKK12, Kapl13, McG05], an O(loglogn)-pass algorithm for maximal
independent set [ACK19b, CDK19, GGK™ 18], and O(logn)-pass algorithms for approximate
dominating set [AKL16, CW16, HPIMV16] and weighted minimum cut [MN20].

1.1  Our Results
1.1.1 Lower Bound for s-t Reachability

Our main result is a near-quadratic lower bound on the space complexity of any streaming
algorithm that solves s-t reachability (a.k.a, directed connectivity) and uses o(y/logn) passes:

Theorem 1.1 (Reachability). Any randomized o(y/logn)-pass streaming algorithm that,
given an n-vertex directed graph G = (V,E) with two designated vertices s,t € V, can

2—o0(1)

determine whether there is a directed path from s to t in G requires n space.

The s-t reachability problem is amongst the most basic graph problems and was also one
of the first to be studied in the context of streaming [HRR98]. Prior to our work, an almost-
quadratic lower bound was only known for two-pass streaming algorithms by the very recent
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breakthrough of [AR20]. Prior to that, a quadratic lower bound was shown for one-pass
streaming [HRR98, FIKM09]. For p-pass streaming algorithms with p > 3, the best space
lower bound was Q(n!+¥/(2P+2) [GO16]. We mention that the hard instance constructed
and analyzed by [AR20] is easy (admits a semi-streaming algorithm), even with only three
passes. Additionally, the hard instance used by [GO16] to prove their lower bound against
p-pass streaming algorithms can be solved in n!'*1/%® space with a single pass and with
6(71) space with p+ 1 passes. Thus, Theorem 1.1 cannot be shown using the hard instances
constructed by previous papers, and we indeed design a very different instance.

Using a slightly different instance, the techniques used to prove Theorem 1.1 also give a
non-trivial lower bound for more than o(y/log n) passes. Specifically, we obtain a lower bound
of n!*1/00eglogn) on the space used by any streaming algorithm with o(logn/(loglogn)?)
passes (see Remark 5.2). For p satisfying p = w(loglogn) and p = o(logn/(loglogn)?),
this improves over the Q(n!*/(2+2)) lower bound of [GO16]. Still, proving super-linear n'**
space lower bounds for n°-pass streaming algorithms solving s-t reachability with € > 0 is a
great problem that we leave open. (Note that with O(n)-passes, semi-streaming is possible
by implementing a BFS search).

Since the s-t reachability problem is a special case of the s-t minimum cut problem
in directed graphs, the lower bound in Theorem 1.1 can also be applied to minimum cut.
We note that space efficient algorithms are known for the undirected versions of both these
problems: s-t connectivity (the undirected version of s-t reachability) has a one-pass semi-
streaming algorithm (e.g., by maintaining a spanning forest [FKM*04]) and there is also a
two-pass streaming algorithm for s-t minimum cut in undirected graphs that only requires
O(n®/?) space ([RSW18], see also [ACK19a]).

Technique: Set Hiding. We derive Theorem 1.1 as a special case of a more general
framework: given a set S C [k], we are able to construct a random graph G that “hides” S,
in the sense that for any two different sets S and S’, no small-space streaming algorithm with
a small number of passes can distinguish between G and G'g» with any reasonable advantage.
The graph Gg we construct has only n = k't°0 vertices, out of which k are “designated
source vertices” U = {uy,--+ ,u;} and k are “designated sink vertices” V' = {vq, -, vx}.
There is a directed path from the source u; to the sink v; in Gg if and only if i € S. See
Section 2 for a detailed sketch of this construction.

Theorem 1.1 now follows by the following argument: let s := u; and t := v; and observe
that G has a directed path from s to ¢, while GGy does not. This suggests that any algorithm
for s-t reachability can also distinguish between G and Gy, violating the hiding property,
which is impossible for a small-space algorithm with a small number of passes. In fact, this
argument proves a stronger statement: the s-t reachability problem remains hard even under
the promise that in the n-vertex input graph, either there are no paths from s to ¢ or there

are at least k = n'~°(1) such paths, that are vertex disjoint'. This stronger statement allows

!To get this, start with the graph G| and add two vertices, a global source s and a global sink ¢. Add



us to obtain lower bounds for approximate versions of related graph problems (with modest,
sub-constant approximation factors), as detailed below.

1.1.2 Lower Bounds for Additional Streaming Problems

Matching, shortest path, and rank. As in the case of the two-pass lower bound for
s-t reachability proved by [AR20], Theorem 1.1 also implies multi-pass lower bounds for
the shortest path length, maximum bipartite matching size, and matriz rank problems. This
can be shown by (by now standard) reductions: s-t reachability < shortest path, and s-t
reachability < maximum matching < matrix rank.

Theorem 1.2 (Shortest path). Any randomized o(+/logn)-pass streaming algorithm that,
given an n-vertex undirected graph G = (V, E) and two designated vertices s,t € V, can

output the length of the shortest path connecting s and t in G requires n>~°1) space.

Theorem 1.3 (Matching). Any randomized o(\/logn)-pass streaming algorithm that, given
an n-vertex undirected bipartite graph G = (LUR, E) can determine whether G has a perfect
matching requires n*>~°1) space.

Theorem 1.4 (Matrix rank). Any randomized o(y/logn)-pass streaming algorithm that,
given the rows of a matriz M € Fy*™ where ¢ = w(n), can determine whether the matriz has

2—o(1)

full rank requires n space.

When it comes to lower bounds, the state of affairs for (exact) shortest path, maximum
matching, and matrix rank is similar to that of s-t reachability: Q(n?) for one-pass
streaming [FKM*04, CCHM14], Q(n?>°W) for two passes [AR20], and Q(n'T1/(r2) for
any p > 3 [GO16]. On the upper bound front, semi-streaming algorithms with O(+/]E|)
passes are known for (weighted) maximum matching [LSZ20], and with O(y/n) passes for
shortest path [CFCHT20]. Understanding the pass-space trade-offs for these problems is a
great goal.

Lower bounds for approximation algorithms. Our proofs of the above theorems also
give some non-trivial results in the approximation setting. Specifically, for constant p, our
almost quadratic lower bounds continue to hold even for p-pass algorithms that only give a
(14 w(log n)~?)-approximation to the length of the shortest s-¢ path (see Theorem 5.1), or
a (1 + 2-(Ve8n))_approximation to the size of the maximum matching or to the rank of
a given matrix (see Theorem 5.3 and Corollary 5.6). These lower bounds for approximate
maximum matching and approximate matrix rank are possible because our lower bound for
s-t reachability holds even when there are many (vertex) disjoint paths from s to t (see
Section 1.1.1). In the reduction from s-t reachability to maximum matching, the number
of such paths translates into the difference in the size of the maximum matchings that the
streaming algorithm is unable to distinguish between.

directed edges from s to every u; and from every v; to t.
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Figure 1: A graph that encodes the set {1, 2,4} using the reachability from U to V. Vertex u;
cannot reach v; for i # j.

Since O.(1)-pass semi-streaming algorithms for (1 + &)-approximations to the size of
the maximum matching and single-source shortest path are known [McG05, BKKL17], our
above lower bounds for these problems cannot be strengthened to deal with constant e.

A polynomial (but sub-linear) lower bound of n' =" on the space complexity of p-pass
streaming algorithms that obtain a (1 4 ¢)-approximation of maximum matching and of

matrix rank was very recently proved by [AKSY20)].

Lower bounds for additional problems. Via other known reductions, the lower bound
in Theorem 1.1 can be shown to imply lower bounds for additional streaming problems,
such as estimating the number of reachable vertices from a given source [HRR98] and
approximating the minimum feedback arc set [CGMV20].

We also consider the linear programming feasibility (LP feasibility) problem, where given a
set of n linear constraints (inequalities) over d variables, one needs to decide if all constraints
can be satisfied simultaneously. We prove that Theorem 1.1 implies a similar lower bound
for the LP feasibility problem with d ~ n, see Theorem 5.7 (for the low dimension d < n
regime, see [AKZ19, CCO7]). To this end, we devise a reduction from s-t reachability to LP
feasibility that exploits the fact that our hard s-t reachability instance is a layered graph?.

2 Technical Overview

Our proof proceeds by designing a carefully structured hard instance for s-t reachability.
The key component in our lower bound proof is a construction that hides a set in a random
(directed) graph from streaming algorithms. Specifically, let S C [n] be a set, and U,V be
two sets of n vertices. We will construct a random graph, possibly adding more vertices,
such that u; (the i-th vertex in U) cannot reach v; (the j-th vertex in V') for any i # j;

2While there are known reductions from s-t reachability to LP feasibility, to the best of our knowledge,
our reduction is the only one that is both deterministic and generates ©(n) dense constraints with super
small coefficients ({0,1,—1} coefficients), as opposed to polynomially large ones.
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and wu; can reach v; if and only if i € S (see Figure 1). That is, the graph encodes the set
S using the reachability from U to V. The most important feature of this random graph
construction is that (with a proper ordering of its edges in a stream) any p-pass (for some
small p) low-space streaming algorithm A cannot “learn anything” about S, in the sense
that for any S; and S, A cannot distinguish between the random graphs generated based
on S; or Sy except with probability at most 1/n. We call such a random graph a Set-Hiding
graph.?

Assuming such a graph construction, the s-t reachability lower bound follows easily. To
see this, we set S := () and Sy := {1}, let the source s be u; and the sink ¢ be v;. Then in a
Set-Hiding graph that hides S, s cannot reach ¢; and in a Set-Hiding graph that hides S, s
can reach t. But any p-pass low-space streaming algorithm cannot distinguish between the
two cases. In particular, it is impossible for such an algorithm to solve s-t reachability. In
the following, we will focus on the construction of such Set-Hiding graphs.

2.1 Set-Hiding Graphs Against One-Pass Algorithms

Let us for now set the goal to constructing graphs that hide a set S from any low-space
one-pass streaming algorithm, as a demonstration of the idea.

2.1.1 A New Communication Problem

The problem. It turns out that the indistinguishablility stems from the hardness of the
following one-way communication problem:

o Alice gets nK sets (T’](k))(j7k)e[n]x[;<] (think of K = logn), which are subsets of [n];

e Bob gets K indices ji,...,jx € [n] and K permutations 1, ..., 7x on [n];

e Alice sends a single message to Bob, whose goal is to learn the set

where @ of sets is defined as the coordinate-wise XOR of their indicator vectors, and
m(T) :={n(a) :a € T}.
In other words, Alice gets K collections of sets, each collection consists of n sets, and each
set is over [n]. Then Bob picks one set from each collection, permutes the sets according to
his input, and he wishes to know the @ of the K permuted sets.
Lower bound. We prove that for any two sets S; and Sy, if Alice’s message has only n'-%
bits (note that her input has n?K bits), Bob is not able to distinguish between S = S; and

3In the formal proof, the collection of 2" such random graphs, one for each subset of [n], is called a
Set-Hiding generator, and a single (deterministic) graph encoding a set is called a Set-Encoding graph. We
will not differentiate between the two when discussing the intuition in this section.



S = S,, except with probability exponentially small in K.* Note that we prove a much
stronger form of lower bound than just a lower bound on the error probability of computing
S, such an indistinguishability lower bound is crucial to obtain the Set-Hiding property of
our graph construction.

The communication lower bound proof uses an XOR lemma for the INDEX problem,
which we prove in this paper. Suppose the players only focus on deciding whether 1 € S,
then Alice’s input can be viewed as K arrays of length n?, where the k-th array is the
concatenation of the n indicator vectors ]I(Tj(k)) for j € [n], and Bob’s input chooses one
entry from each array. The bit indicating 1 € S is precisely the XOR of the K chosen bits,
i.e., the XOR of the 7 '(1)-th bit in Tj(:) for k € [K] (observe that both the index j; and
the random permutation 7 in the definition of the communication problem are needed to
ensure that Alice doesn’t know what entry is chosen by Bob in array k).

The standard INDEX lower bound shows that for one array, if the communication
is less than n'%?, from Bob’s view the chosen bit is still close to uniform, with bias at

~9U) If the players handle all K arrays independently, then the K chosen bits

most n
are independent from Bob’s view. Therefore, their XOR has bias at most n=*%)_ by the
standard result on the XOR of independently random bits. In general, an XOR lemma
states that this bias bound holds even for generic protocols. We prove such an XOR lemma
for INDEX by showing a discrepancy bound (a similar discrepancy bound was (implicitly)
proved in [GPW17, GKMP20] using a different argument). Finally, we apply this XOR
lemma and a hybrid argument to prove the indistinguishability of any two sets S; and Sj.
See Section 6 for the XOR lemma for INDEX, and Section 7 for the communication lower

bound.

2.1.2 Constructing the Set-Hiding Graph

To construct the Set-Hiding graph that hides a set S, we first generate (Tj(k))(j,k), (788> (k) K
according to the hard input distribution for the communication problem, conditioned on the
final set being S, ie., S = @le ’/Tk<7}(f)). Then, we will construct a graph that mimics
the computation of EDszl Wk(j—;-(f)), and use the hardness of this communication problem to
argue that low-space streaming algorithms cannot learn anything about S.

Representing index selection — graphs for (Tl(k), e ,Tygk)) and 7}(;). To this end, we
do this computation bottom-up, and let us first see how to “compute” the set 1}(5) for each

k, i.e., select the ji-th set from the collection (Tl(k), . ,TT(Lk)). This is done using a similar

4Careful readers may have noticed that the statement as written here is technically false, as Alice could
send the parity of the size for each set, taking nK < n'% bits. In this case, Bob learns the parity of S,
falsifying the statement for Sy,Ss with different parities. In the actual proof, Alice’s sets as well as Bob’s
permutations will be over [4n], and the set S is defined to be @szl Tk (T](f)) restricted to the first n elements
[n]. Tt resolves the above parity issue, and the indistinguishability holds in this case. The arguments below
follow as well.
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Figure 2: In (a), the red and blue boxes correspond to two induced matchings in the RS
graph, thin dashed edges exist in the original RS graph, but are removed according to 7j.

construction to [AR20], which uses the Ruzsa-Szemerédi graphs (RS graphs). The version
we use is a bipartite graph on m vertices, whose edges form a disjoint union of ¢ induced
matchings of size r (i.e., r by r bipartite subgraphs consisting of only 7 matching edges).
Such graphs were shown to exist for r,t = m - 2-9(oem) [RS78].

For each k, we first fix such an RS graph with r,¢# > n. Then, we associate the j-th
matching with set Tj(k), and keep the i-th edge in the matching if and only if ¢ € Tj(k). The
RS graph encodes the collection (T fk), cee T,gk)). Intuitively, we work with RS graphs as they
allow us to “pack” many sets into a small graph. We select the ji-th set by connecting two
vertex sets U and V to the corresponding matching (see Figure 2a). In this way, u; € U can
reach v; € V if and only if ¢ € Tj(:), i.e., the reachability from U to V' encodes the selected

set Tj(f) (in the same way as Set-Hiding graphs would encode S).

Representing permutations graph for (T (k)). Next, we implement the permutation
by adding two more layers U and V and putting a matchlng corresponding to 7, ! from U
to U, and a matching corresponding to m; from V to V. Then the reachability from UtoV
encodes Wk(ﬂ(f)) (see Figure 2b).

Representing XOR: graph for @k 1 7Tk<T(k)). The last step is to mimic the computation
of @ of K sets. We have constructed K graphs such that in k-th graph, the reachability

from U}, to V}, encodes 7Tk(T( ). We wish to combine them into a single graph, containing U

and V as subsets of vertices, such that the reachability from U to V encodes @k:ﬂk(]}(ﬁ))-
The main idea is to use the fact that there exists an {A,V, =}-formula of size O(K?) that
computes the XOR of K-bit. For z1,...,xx € {True, False}, we can write x1 ® 2o ® -+ - D
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Figure 3: (a) shows a graph computing T, A T, and (b) shows a graph computing 7T, V Tj.

as a small Boolean formula F' which only uses AND, OR and NOT gates. Moreover, we can
assume that the NOTs are only applied on the x;. F will be applied to the sets Wk(TJ-(f))
coordinate-wisely, computing X (T](f)) We are going to construct the graph recursively
according to F'.

For an AND gate in F', suppose its two operands are T, and T}, and we have constructed
a graph containing U, and V, as subsets of vertices that encodes T, using the reachability
from U, to V,, and a graph containing U, and Vj, that encodes T} using the reachability from
Uy to Vp. Then the coordinate-wise AND of T, and T}, (equivalently, the intersection) can be
computed by merging V,, and U, into one set (see Figure 3a). For an OR gate in F' with two
operands T, and T}, their coordinate-wise OR (equivalently, the union) can be computed
by merging U, and U, into one set, and merging V, and V, into one set (see Figure 3b).
Eventually, we either reach an input variable corresponding to a graph that encodes one
7rk(Tj(f)), which we have already constructed, or reach the negation of an input variable,
which corresponds to the complement of one 7Tk<Tj(}f)) It suffices to also construct a graph
that encodes [n] \ﬂk(’_l’;:)) for each k. Note that [n] \7rk(Tj(f)) = 71([n] \Tj(:)) Therefore,
this can be done by applying the construction in the last paragraph on the complement of
input sets ([n] \Tj(k))(j,k) (and with the same indices j, and permutations 7).

The order of edges in the stream. The above construction generates a graph that
encodes the set S = @r | 7rk(Tj(f)), which we wanted to hide. To determine the order of
its edges in the stream, observe that the edges in all RS (sub)graphs only depend on the
sets (T(k))(jvk), and the rest of the graph only depends on the indices (ji), and permutations

j
(7% )k. Hence, in the stream, we will first give all edges in the RS graphs, then all remaining



edges. By the standard reduction from one-way communication to streaming algorithms and
the hardness of the communication problem, we prove that S is hidden from any n!'%-space

one-pass streaming algorithm.

2.2 Generalizing to p Passes

Hiding the selected sets. The lower bound for the one-way communication problem uses
the fact that Alice does not know the indices and permutations. Equivalently, the streaming
algorithm does not know the parts encoding (jx)r and (m), when it sees the RS graphs,
which encode (Tj(k))(j,k). However, this is not the case if the algorithm can read the stream
even just twice, as it can remember the indices and permutations in the first pass so that the
second time it sees the RS graphs, it already knows which sets are selected. To generalize
our hard instance to p passes, the main idea is to also hide the indices and permutations,
from (p — 1)-pass streaming algorithms.

More specifically, we wish to construct subgraphs (gadgets) that serve the same
purposes as the parts encoding the indices and permutations (in terms of reachability), but
additionally, for any (jx )k, (mx)x and (3 )k, (7)), any low-space (p—1)-pass algorithm should
not be able to distinguish between the subgraphs constructed based on them. Suppose we
have such gadgets, then we may apply the one-way communication lower bound to the p-th
pass (after replacing the edges from U to the RS graph and from the RS graph to V in
Figure 2a by such gadgets, and replacing the edges from U and U and the edges from V to
V in Figure 2b). This is because when the streaming algorithm sees (Tj(k))(j,k) for the p-th
time, it has only scanned the parts encoding the indices and permutations p— 1 times (recall
that (7}(@)@7;{) appears before all indices and permutations in the stream), and is not able to
learn anything about them. Therefore, the one-way communication lower bound still holds.

Perm-Hiding graphs. To construct such subgraphs, we construct a gadget that allows us to
hide each permutation or index separately. To be more precise, given a permutation 7 on [n],
we want to construct a (random) graph containing X and Y as subsets of vertices, such that
for each i € [n], the only vertex in Y that v, can reach is v (the “indices” are special cases
of the “permutations”, and they can also be hidden using such gadgets, see Section 9.3).
Moreover, for any 7y, m, any (p — 1)-pass low-space streaming algorithm cannot distinguish
between the graphs generated from m; and 7. We call such random graphs the Perm-Hiding
graphs.

Hiding structured permutations via Set-Hiding graphs. We first show that (assuming
n is even) if 7 is structured such that for each i, either m(2i) = 2¢ and 7(2i+ 1) =2i+ 1, or
m(2i) = 2i+1 and 7(2i +1) = 2i (i.e., for each 7, 7 either swaps 2¢ and 2i + 1, or maps both
to themselves), then we can construct a Perm-Hiding graph for 7 using the Set-Hiding graphs
against (p — 1)-pass streaming algorithms. To see this, we add two extra layers X , Y of sizes
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Figure 4: (a) shows the graph that does not swap 2i and 2i + 1, Sb) shows the graph that
swaps 2¢ and 2¢ 4+ 1. The edges from X to X and the edges from Y to Y are fixed.

2n between X and Y. Denote the vertices in X and Y by &, %, and 0,1,7;, respectively
for j € [n]. For all i, we add the following edges from X to X and from Y to Y:

o from wy; t0 Zo; 1, To; 2, from g1 t0 Tai411, Toit1,2, and

o from ¥ 1, Yoit1,1 O Yo, from Yo; 2, Y2ir1,2 O Yoit1-

Now if we add an edge from Zy; 1 to 92,1 and an edge from Zy;11 2 t0 Y2i11,2, then xo; reaches
Yo; and g1 reaches yo;41 (see Figure 4a); if we add an edge from Zy; 5 to ¥s; 2 and an edge
from To;i11 t0 Yoir11, then xo; reaches yo;41 and g4 reaches yo; (see Figure 4b). In the
other words, such a permutation can always be implemented by placing a set of parallel
edges from X to Y. Therefore, to hide 7, it suffices to put a Set-Hiding graph between X
and Y to hide the corresponding set over [2n]. Since by the guarantee of Set-Hiding graphs,
no low-space algorithm can distinguish between any two sets, we prove that any such two
permutations cannot be distinguished.

Similarly, if there is a set of fized < n/2 disjoint pairs of coordinates such that 7 may only
swap two coordinates in a pair, then the same argument from the last paragraph shows that
such permutations can be hidden from (p — 1)-pass streaming algorithms as well, assuming
Set-Hiding graphs.

Hiding general permutations. Finally, we use the fact that there exists d = O(logn)
fized sets of < n/2 disjoint pairs,” such that every permutation 7 can be decomposed into
T = Tq0---0myom, where m; may only swap (a subset of) the pairs in the i-th set (e.g.,
this is a corollary of the existence of O(logn)-depth sorting networks [AIXS83]). The final

5Tt is important that the sets do not depend on .

10



Perm-Hiding graph consists of d blocks concatenated with identity matchings, where the i-th
block applies the construction from the last paragraph to swap pairs in the i-th set. For each
m;, we hide a set in the block using Set-Hiding. By a standard hybrid argument, we conclude
that no two permutations can be distinguished.

Putting it together. Overall, the p-pass Set-Hiding graphs use the structure from
Section 2.1, together with (p — 1)-pass Perm-Hiding graphs. The (p — 1)-pass Perm-Hiding
graphs, in turn, use (p — 1)-pass Set-Hiding graphs, which are constructed recursively. One
may verify that the size of the graph blows up by a factor of 29(V°8™) in each level of
recursion, due to the parameters in RS graphs. Hence, when p = o(y/logn), the final graph
size N is at most n't°) implying the space lower bound of N9, See Section 9 for the
formal construction of Set-Hiding graphs, Section 10 for the construction of Perm-Hiding
graphs, and Section 4 for the recursive construction that combines them.
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3 Preliminary

3.1 Notation

We often use bold font letters (e.g., X) to denote random variables, and calligraphic font
letters (e.g., X) to denote distributions. For two random variables X and Y, and for
Y € supp(Y), we use (X|Y =Y) to denote X conditioned on Y =Y. For two lists a and
b, we use a o b to denote their concatenation.

For two distributions D; and D, on set X and ) respectively, we use D; ® D, to denote
their product distribution over X x Y, and || Dy —Ds||1v to denote the total variation distance
between them.

Let n € N. We use [n] to denote the set {1,...,n}. For two sets A, B C [n], we use A\ B
and A V B to denote the intersection and the union of A and B, respectively. We also use
—,A to denote the set [n]\ A, and A® B to denote the set of elements appearing in exactly
one of A and B (i.e., the symmetric difference of the sets A and B). Note that

A®B=(AAN-,B)V(~nANAB).

When it is clear from the context, we drop the subscript in —,, for simplicity.
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We also use Perm([n]) to denote the set of permutations on [n]. For a predicate P, we
use 1(P) to denote the corresponding Boolean value of P, that is, 1(P) = 1 if P is true, and
0 otherwise.

3.2 Layered Graphs and Layer-Arrival Model

In this paper we will mostly consider directed layered graphs whose edges are always from
one layer to its succeeding layer. We will also associate an edge-layer ordering to the
layered graph G, which will be very convenient when we are working with graph streaming
algorithms.
Directed Layered Graphs. Formally, a directed layered graph G is a triple (17, E , F),
such that:

—

o V = (V;)k_, is the collection of G’s layers, where k is the number of layers in G;

o = (()] and E = (E;)" ] is a list of disjoint sets of edges on the vertex set
V = Ule Vi. For each i € [k — 1], E; is the set of all the edges in G between V,
and V, 1. All the indices ¢; are distinct integers in [k — 1].

For each i € [k — 1], we call the set of edges between V; and V;,; the i-th edge-layer of
G. That is, 7 specifies an ordering of edge-layers of GG, we will call it the edge-layer ordering
of G. We remark that unless some edge-layers are empty, the edge list vector E always
uniquely determines the ordering 7. In most cases we will just specify the edge list vector E
and the ¢ will be determined from the context.

— —

We will use E(G), V(G), k(G) and ¢(G) to denote the set of edges, the list of layers of
G, the number of layers in G' and the edge-layer ordering of G, respectively. For i € [k],
we use V;(G) to denote the vertex set of the i-th layer of G. We also use V(G) to denote
Ui Vi(@). .

We say a layered graph G is an (Ng, kg, {g) graph, if G has Ng vertices, k¢ layers and
its edge-layer ordering is Zg.

For a layered graph G, we use First(G) to denote V;(G) and Last(G) to denote Vi) (G)
for convenience. For each layer, we index all the vertices by consecutive integers starting
from 1. For a set S of vertices from a single layer of G (that is, S C V; for some i € [k]), we
use Sp;) to denote the vertex with the i-th smallest index in S.

We note that a directed bipartite graph (all edges go from the left side to the right side)
is a directed layered graph with two layers (for which the list E only contains a single set
of all edges in the graph, and ¢ = (1)). Unless explicitly stated otherwise, we will always
use layered graphs or bipartite graphs to refer to their directed versions. (The only place we
study undirected graphs is in Section 5.1 and Section 5.2.)
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Concatenation of two layered graphs. For two layered graphs G; and G, such that
|Last(G1)| = [First(Gs)|, we use H = G; ® G5 to denote their concatenation by identifying
Last(G1) and First(Gy). That is, for each i € [|[Last(G1)|], we identify the vertex Last(G1)p
and First(Gy);). We also set E(H) = E(G1) o E(G5) to specify the edge-layer ordering of H.

The layer-arrival model. Our lower bounds actually hold for the layer-arrival setting,
which is stronger than the usually studied edge-arrival or vertex-arrival models. In the
following we formally define this model.

Definition 3.1 (Layer-arrival model). Given a layered graph G = (V, E = (E})*=}. 0) of k
layers, a randomized p-pass streaming algorithm A with space s in the layer-arrival setting
works as follows:

e The algorithm makes p-pass over the graph, each pass has (k — 1) phases. Hence,
there are (k — 1) - p phases in total. The algorithm starts with memory state wy = 0°.
Additionally, at the beginning A can draw an unbounded number of random bits, from
a fized distribution Dyang. These random bits are read-only and A can always access
them freely.

o forielplandjelk—1],lett=(i—1)-(k—1)+j. In the t-th phase, A can
use unlimited computational resource to compute another state w; of s bits, given the
previous state wy_y together with the edge set E;. (Note that wy is indeed a random
variable depending on w,_y and E;, since A is randomized.)

e Finally, A’s output only depends on the last state wy—1) and its random bits.

In other words, the streaming algorithm is allowed to access the graph layer by layer,
and can use unlimited computational resources to process each layer. The only constraint is
that it can restore at most s bits of information after processing one layer.

Clearly, lower bounds for graph streaming algorithms in the layer-arrival model
immediately imply the same lower bounds for graph streaming algorithms in the edge-arrival
model or vertex-arrival model.

3.3 Ruzsa-Szemerédi Graphs

A bipartite graph G®® = (L U R, E) is a called an (r,t)-Ruzsa-Szemerédi graph (RS graph
for short) if its edge set E can be partitioned into ¢ induced matchings My, ..., M, each of
size 1.

We will use the original construction of RS graphs due to Ruzsa and Szemerédi [RS78]
based on the existence of large sets of integers with no 3-term arithmetic progression, proven
by Behrend [Beh46].

6That is, randomness is free for A and are not charged in the space complexity of A. This is very
important for the hybrid argument used in this paper, see Section 3.4.
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Proposition 3.2 ([RS78]). There is an absolute constant ¢ > 1 such that, for all
sufficiently large n, there is an integer N < ni e IVIRT guch that there are (n,n)-RS graphs
with N wvertices on each side of the bipartition.

For convenience, we define NRS(n) = n't<®/Viogn  We also need the following

construction of RS graphs with different parameters by [FLNT02].

Proposition 3.3 ([FLN'02]). There is an absolute constant ¢} > 0 such that, for all
sufficiently large n, there are (n, ncgs/logl"g”)—RS graphs with 4n vertices on each side of the
bipartition.

3.4 Indistinguishability and The Hybrid Argument

We say two distributions on layered graphs D; and D, are e-indistinguishable for p-pass
streaming algorithms with space s in the layer-arrival model, if for every p-pass streaming
algorithm A with space s in the layer-arrival model, it holds that

|A(Dy) = A(Do)|rv <&,

where for each i € [2], A(D;) is the output distribution of A given an input graph drawn
from D;.

Note that the above notation of indistinguishability also generalizes to streaming
algorithms in the edge-arrival model or vertex-arrival model. But throughout this paper
we will mostly study indistinguishability with respect to multi-pass streaming algorithms in
the layer-arrival model. Hence, we will just omit the model name whenever it is clear from
the context.

Given t layered graphs Gi,...,G;. They can be treated as a single input to a p-pass
streaming algorithm A as follows: there are p passes, in each pass A process (the edges of)
G1,...,Gyin order. We use (G, ..., Gg)seq to denote this new input to A.

The following lemma shows that the standard hybrid argument also applies to the setting
of multi-pass graph streaming algorithms. The hybrid argument will be used throughout our
proofs, and we give a proof here for completeness.

Lemma 3.4 (Hybrid argument for multi-pass streaming algorithms). Let k be a positive
integer. Let ¢ € RE denote k parameters. Let (Dy, D)), (Da, D), ..., (Dy, D}) be k pairs of
distributions over l_ayered graphs. Suppose for each i € [k], D; and D} are €;-indistinguishable
for p-pass streaming algorithms with space s, then (Di, ..., Dy)seq and (Di, ..., D} )seq are
\|€||1-indistinguishable for p-pass streaming algorithms with space s.”

Proof. Our proof is based on a standard hybrid argument. For each j € {0,1,...,k}, let

Hj=(D1,....D;, Dy, ... Di)seq-

"(Dy,... , Di)seq denotes the distribution obtained by for each ¢ € [k], independently drawing D; < D;,
and outputting (D1, ..., Dg)seq-
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Observe that Ho = (D], ..., D} )seq and Hy = (D1, ..., Di)seq- Let A be a p-pass streaming
algorithms with space s.
We claim that for each j € [k],

[A(H;) — A(H;-1)l[rv < g

Assuming the claim above holds, the lemma follows from the triangle inequality.

To prove the claim above, we show how to construct another streaming algorithm B with
the same pass and space complexity as A, such that ||A(H;) — A(H;-1)|rv = |B(D;) —
B(D})|[rv. Given an input graph G, B first draws graphs G ~ Dy,...,Gj1 ~ D;_y,
and then draws graphs G, ~ D)4, ..
(G1,...,Gj21,G,Gjq, ..., Gy).

Recall that our definition of randomized streaming algorithms (see Definition 3.1) allows

,Gp ~ D). B then simulates A on the input

unbounded randomness from any fixed distribution (which are independent from the input
distribution), and the random bits are not counted in space usage. The k— 1 sampled graphs
of B are then regarded as B’s randomness. Hence, B has the same pass and space complexity
of A. Moreover, one can see that B(D;) distributes as A(#H;) and B(Dj) distributes as
A(H;-1). Since D; and D) are ej-indistinguishable for p-pass streaming algorithms with
space s, we have

|A(H;) — A(H;-1)llrv = [|B(D;) — B(D))llrv < &5,

which completes the proof of the claim. O

3.5 Set-Encoding/Perm-Encoding Graphs and Set-Hiding/Perm-Hiding
Generators

3.5.1 Set-Encoding Graphs and Perm-Encoding Graphs

The following two special layered graphs will be studied throughout the paper.
Definition 3.5 (Set-Encoding graphs and Perm-Encoding graphs).

1. (Set-Encoding Graphs) For a set S C [n], we say a layered graph G with first and last
layer each having exactly n vertices is a Set-Enc,,(S) graph (i.e., a Set-Encoding graph
for the set S). If for each (i, j) € [n] x [n], First(G)p) can reach Last(G); if and only
ifi=jandi € S.

2. (Perm-Encoding Graphs) For a permutation 7: [n] — [n], we say a layered graph G
with first and last layer each having exactly n vertices is a Perm-Enc,(7) graph (i.e.,
a Perm-Encoding graph for the permutation m). If for each (i, j) € [n] x [n], First(G)p
can reach Last(G)y; if and only if ©(i) = j.
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3.5.2 Set-Hiding Generators and Perm-Hiding Generators

Note that a single Set-Encoding graph (resp. Perm-Encoding graph) just encodes a set,
and does not hide it. Now we formally define Set-Hiding generators and Perm-Hiding
generators, which generate distributions over Set-Enc/Perm-Enc graphs that hides the
encoded set/permutation from multi-pass streaming algorithms.

Definition 3.6 (e-secure Set-Hiding generators). Let n € N, and let G be a function from
subsets of [n| to distributions over layered graphs. We say G is e-Set-Hiding for subsets of
[n] against p-pass algorithms with space s, if the following statements hold:

1. For every S C [n], G(S) is a distribution over Set-Enc,,(S) graphs.

2. For every two sets S, T C [n], the distributions G(S) and G(T) are e-indistinguishable
for p-pass streaming algorithms with space s.

Definition 3.7 (e-secure Perm-Hiding generators). Let n € N, and let G be a function from
Perm([n]) to distributions over layered graphs. We say G is e-Perm-Hiding for permutations
in Perm([n]) against p-pass algorithms with space s, if the following statements hold:

1. For every m € Perm([n]), G() is a distribution over Perm-Enc,,(7) graphs.

2. For every two permutations m,m € Perm([n]), the distributions G(m) and G(my) are
e-indistinguishable for p-pass streaming algorithms with space s.

For a generator G as in Definition 3.6 and Definition 3.7, we say G always outputs
(Ng, kg, lg) graphs, if for all possible inputs x, the distribution G(x) is supported on Ng-
vertex layered graphs with kg layers and edge-layer ordering /g.

Remark 3.8. The property that G always outputs (Ng,kg,ig) graphs for some triple
(Ng, kg,zg) is pretty strong since it forces G to always output graphs with the same number
of vertices, the same number of layers and the same edge-layer ordering. We remark here
that all our constructions in this paper have this property.

For simplicity, we will often use G2t (resp. GFM) to denote an e-Set-Hiding (resp.
e-Perm-Hiding) generator G for subsets of [n] (resp. permutations in Perm([n])). We may also
write Q,Sl;') (resp. Q,F;z) to indicate that the generator is against p-pass streaming algorithms.

4 Construction of Set-Hiding Generators

In this section, we will give a construction of the Set-Hiding generators, which summarizes
some key technical lemmas that will be proved in the later sections.
Now we are ready to state the main theorem of this section.
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Theorem 4.1 (Main Theorem). There is a constant ¢ > 1 and an integer Ny € N such
that for every p € N and every integer n satisfying n > Ny and p < ¢! - +/logn,
there is a generator QS; such that: (1) it always outputs (NQSH,kgSH,g'gSH) graphs, where
Ngsu < c - ntP/VIer gnd kosn < ¢ - (clogn)®; (2) it is (n~')-Set-Hiding against p-pass

streaming algorithms with space n?.

We remark that Theorem 4.1 is all we need to prove the lower bounds for streaming
algorithms in Section 5. The rest of this section is a proof of Theorem 4.1, with key technical
lemmas proved in later sections.

Overview of the construction. Our construction works recursively. The base case will
be generators against 0-pass streaming algorithms. Clearly, trivial constructions suffice for
this base case since 0-pass streaming algorithms cannot read the input at all.

Next, for the case against p-pass streaming algorithms, Lemma 4.2 shows how to
construct Set-Hiding generators against p-pass streaming algorithms from Perm-Hiding
generators for (p — 1)-pass streaming algorithms, and Lemma 4.3 shows how to construct
Perm-Hiding generators against p-pass streaming algorithms from Set-Hiding generators for
p-pass streaming algorithms. The formal proofs of Lemma 4.2 and Lemma 4.3 can be found
in Section 9 and Section 10, respectively.

Lemma 4.2 (From Perm-Hiding generators to Set-Hiding generators). Let n be a sufficiently
large integer. Let p,s € N such that 2p - s < %nQ logn, and let N = NRS(4n). Let
e € [0,1) such that ¢ > 1/n'.  Suppose there is a generator QK,';,_I which always
outputs (Ngew, kgew, lgen) graphs and is (¢/log? n)-Perm-Hiding against (p—1)-pass streaming
algorithms with space 2p - s. Then there is a generator gg;’, such that: (1) it always outputs
(Ngsw, kgsw, Cgsn) graphs, where Ngss = O(Ngew - log?n) and kgse = O(kgew - logn); (2) it is

e-Set-Hiding against p-pass streaming algorithms with space s.

Lemma 4.3 (From Set-Hiding generators to Perm-Hiding generators). Let n be a sufficiently
large integer. Let s € N and let € € [0,1). Suppose there is a generator Qii:',p which
always outputs (Ngsu, kfgSH,ZgSH> graphs and is (¢/ log® n)-Set-Hiding against p-pass streaming
algorithms with space s. Then there is a generator such that: (1) it always outputs
(NgPH,k'gPH,ZgPH) graphs where Ngen = O(Ngsu - logn) and kgew = O(kgsn - logn); (2) it

15 e-Perm-Hiding against p-pass streaming algorithms with space s.
Finally, Theorem 4.1 follows by applying Lemma 4.2 and Lemma 4.3 repeatedly.

Proof of Theorem 4.1. Let Ny be a sufficiently large constant to be specified later. We will
set Ny so that Lemma 4.2 and Lemma 4.3 holds for all integers n > Ny. Let ¢ > 2 be a
sufficiently large constant to be specified later.

We will prove the theorem by induction on p. The theorem trivially holds when p = 0:
since 0-pass streaming algorithm cannot read anything from the input, given an input subset
S, one can simply output a bipartite graph of size (n,n) such that the i-th vertex on the
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left side is connected to the i-th vertex on the right side if and only if ¢+ € S. Clearly, this
output is a Set-Enc,(S) graph.

Now, suppose the theorem holds for p — 1, we show it holds for p as well. We fix an
n > Ny such that p < ¢! - y/logn, and we will show how to construct the desired generator
Gl Let ny = N®(4n) and ny = 3n,. We proceed as follows:

1. Since ny > n > Ny, it follows that (p — 1) < ¢ ' /logn;. Hence, by the
induction hypothesis, there is a generator ggﬁp , such that: (1) it always outputs
(Nay, k) 6(1)) graphs, where Ny < ¢ an(p D/viegn and kay < c- (clogny)*®=Y;

(2) it is (1)-Set-Hiding against (p — 1)-pass streaming algorithms with space n?, where

€) = 1/n1

2. Since ny > Ny and ny = 3ng, combining Lemma 4.3 with the generator gm 15 there
is a generator Gy | such that: (1) it always outputs (N k(g),f y) graphs where
Ny < O(Nqy - logny) and k@) < O(ky - lognsg); (2) it is £(2)-Perm-Hiding against
(p — 1)-pass streamlng algorithms with space ni, where g9 = £(1) - (log ns)?.

3. Since n > Ny and ny = N RS(4n) combining Lemma 4.2 with the generator E:fpfl

and the fact that 2p - n? § n?logn and n? > 2p - n?, there is a generator G>H 1 such
that: (1) it always outputs (N( ),k(g),f(g)) graphs, where Ny < O(N(a) - log? n) and
k@) < O(k; -logn); (2) it is g(3)-Set-Hiding against p-pass streaming algorithms with
space n?, Where £ = €(2) - (logn)?.

Now we verify that the last generator gg;', satisfies our requirements. Noting that
log ny = O(logn), it follows that

N <0 (c og?n - n1+c(p—1)/\/log7n1) . (1)
Setting Ny to be sufficiently large, we have n; = 3 - N®(4n) < n1+2CRS/*/@, and hence
logn; < logn + 27 \/@. (2)

Taking log of both sides of Equation 1, it follows that

log N3y < O(1) + 3loglogn +logn, 4+ c(p — 1) - \/logn;. (3)

Setting Ny to be sufficiently large and noting that /x + 2cRS\/z < /z + 2¢7° for any
x > 0, it follows from Equation 2 that

Viogn, < +/logn + 2¢7. (4)

Plugging Equation 2 and Equation 4 in Equation 3 and setting c¢ to be sufficiently large,
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we have

log N3y < O(1) + 3loglogn + logn + 2cR° - \/logn + c(p \/@+20RS
<logn+ (3¢ +¢c(p—1)) - Vlogn +c(p —1) - QCRS
<logn + (5¢%° +¢(p — 1)) - logn (cp < Vlogn)
<logn + cp-/logn. (c is sufficiently large)

Noting that logns = O(logn) and setting ¢ to be sufficiently large, it follows that

k) < O(log? n - k) < (¢/10log?n) - ¢ - (clogn, )@Y

9cRS N 2(P—1)
< (¢/101og?n) - ¢ - (clogn)?®~1) . (1 + \/@> (Equation 2)
< c-(clogn)*. (p < ¢7'y/logn and c is sufficiently large)

Finally, since n; = 4NRS(4n) > n!+20/Vicen) getting Ny to be sufficiently large, we also
have e(3y = 1/n; - (logny)? - (logn)? < 1/n. This completes the proof. O

Finally, we remark that if we use Remark 9.10 in place of Lemma 4.2 and proceed similarly
as in the proof of Theorem 4.1, we have the following different construction of Set-Hiding
generators instead.

Remark 4.4. There is an absolute constant ¢ € (0,1) such that, for every p(n) =

o(logn/loglogn), for every sufficiently large integer n, there is a genemtor QSH such

(n)
that: (1) it always outputs (Ngsn, kgsn, lgsn) graphs, where Ngsw < n - (logn)°®™): (2) it is
(n')-Set-Hiding against p-pass streaming algorithms with space n'+e/1o8losn

5 Lower Bounds for Multi-Pass Streaming Algorithms

In this section, we show that Theorem 4.1 implies our lower bounds for multi-pass streaming
algorithms.

e In Section 5.1, we prove the lower bounds for s-t reachability and s-t undirected
shortest-path.

e In Section 5.2, we prove our lower bounds for (approximate) bipartite perfect matching.
e In Section 5.3, we prove our lower bounds for estimating the rank of a matrix.

e In Section 5.4, we prove our lower bounds for linear programing in the row-streaming
model.
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5.1 s-t Reachability and s-t Undirected Shortest-Path

As already discussed in Section 2, Theorem 4.1 directly implies the following lower bounds
for s-t reachability and s-t undirected shortest-path against multi-pass streaming algorithms.

Theorem 5.1 (Detailed version of Theorem 1.1 and Theorem 1.2). The following statements
hold.

1. Given an n-vertex directed graph G = (V, E) with two designated vertices s,t € V,
no randomized o(v/logn)-pass streaming algorithm with space n®~¢ for some constant
e > 0 can determine whether s can reach t in G with probability at least 2/3.

2. Given an n-vertex undirected graph G = (V, E) and two designated vertices s,t € V,
no randomized o(v/logn)-pass streaming algorithm with space n®~¢ for some constant
€ > 0 can output the length of the shortest s-t path in G.

Moreover, for p(n)-pass streaming algorithms where p(n) = o(y/logn), the lower bound
above for s-t undirected shortest-path still holds if the algorithm is only required to
compute an (1+w(log n)’Qp(”Q))-appmximation to the length of the shortest path between
s and t.

Proof. We first prove the theorem for s-t reachability, and then show how to adapt the proof
for s-t undirected shortest-path.

Lower bounds for s-t reachability. Suppose for the sake of contradiction that there is
p(n) < o(y/logn) and a constant € > 0 such that there is a p(n)-pass streaming algorithm
AgReach With n27¢ space, which solves s-t reachability for n-vertex graphs with probability
at least 2/3. We further assume that Aggreacn Outputs 1 if it determines that s can reach t,
and 0 otherwise.

By Theorem 4.1 and noting that p(n?) < o(y/logn), there is m(n) = n'T°M) such that for
every sufficiently large n, there is a generator ng(nz) which always outputs (m(n), kgsw, fgsw)
graphs and is (1/10)-Set-Hiding for subsets of [n] against p(n?)-pass streaming algorithms
with space n?. For a layered graph G in the support of G2H(0) or GM({1}), we set
s = First(G)py) and ¢ = Last(G)py) (s and ¢ do not depend on the choice of graph G).

Since Astreach SOlVes s-t reachability with probability at least 2/3, it follows that

P AgReach(G) = 1] > 2/3 d P AgtReach(G) = 0] > 2/3.
G(_gi,}l:({l})[ tReach(G) = 1] > 2/3 an G(_gilg,p(m)[ tReach (G) = 0] > 2/

The above means that || Asgreach(Gn3(0)) — Astreach(Gnb({1}))[lrv > 1/3. This contradicts
the fact that QSZW) is (1/10)-Set-Hiding against p(n?)-pass algorithms with space n?, since

AgtReach takes p(m) < p(n?) passes and m?~¢ < n? space.
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Lower bounds for s-¢ undirected shortest-path. We will use the same reduction
in [AR20, Theorem 6]. Again suppose for the sake of contradiction that there is a p(n)-
pass streaming algorithm Agypath With n?~¢ space, which solves s-t undirected shortest-path
for n-vertex graphs with probability at least 2/3.

Recall that g:;')(nQ) always outputs graphs with exactly kgsv layers. Let G be the
Endirected version of the layered graph G in the support of G321 (0) or GXH({1}) (that is,
G is obtained by removing the directions on all edges of GG), we claim that s can reach t in
G if and only if the shortest path between s and ¢ in G has length exactly kgsn — 1.

To see the claim above, note that (1) the shortest path between s and ¢ in G has length
at least kgsn — 1, since there are kgsu layers in G; (2) if s can reach ¢ in G, then the same path
gives us a (kgsv — 1)-length path from s to ¢ in G, and vice versa. Therefore, Agtupath can
be similarly used to distinguish the distributions G311 (0) and G ({1}). Applying a similar
argument as in the case of s-t reachability gives us the desired lower bound for s-t undirected
shortest-path.

Finally, Astupath is in fact only required to distinguish between (1) the shortest path
between s and t in G has length exactly kgsn — 1 and (2) the shortest path between s and t
in G has length at least kgsu. By Theorem 4.1 it holds that kgsw < O(logn)?*™"). Hence, it
suffices for Agypath to compute a (1 + (kgsw) ™) approximation to the shortest path between
s and ¢ in G, and the theorem is proved by noting w(logm(n))%("*) > kgsu (recall that G
has m(n) vertices). O

Remark 5.2. If we apply Remark 4.4 instead of Theorem 4.1 in the proof of Theorem 5.1,

then it follows that s-t reachability or s-t undirected shortest-path cannot be solved by

1+0(1/loglogn)

o(logn/(loglogn)?)-pass streaming algorithms with n space.

Proof sketch. We will just sketch the proof for s-t reachability here. The proof for s-t

undirected shortest-path is identical. Suppose for the sake of contradiction that there is

140(1/loglogn)

p(n) < o(logn/(loglogn)?) and s(n) = n such that there is a p(n)-pass streaming

algorithm Agreach With s(n) space, which solves s-t reachability with probability at least 2/3.
Let ¢ € (0,1) be the absolute constant in Remark 4.4. By Remark 4.4 and noting
p(n?) < o(logn/loglogn), there is m(n) = n'te(l/loslogn) guch that for every sufficiently
SH
n,p(n?)
(1/10)-Set-Hiding against p(n?)-pass streaming algorithms with space n!'*</1°8196™  Noting

large n, there is a generator G which always outputs m(n)-vertex graphs and is

that p(m(n)) < p(n?) and s(m(n)) < n't¢/loglen and applying the same argument as
in Theorem 5.1, we can use AgRreach to break the generator ggg(nQ), which finishes the
proof. O]

5.2 Bipartite Perfect Matching

Next we turn to prove our lower bounds for bipartite perfect matching against multi-
pass streaming algorithms. In this subsection we will focus on the edge-arrival setting
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for streaming algorithms, since we will consider bipartite graphs, which only has a single
edge-layer.

Theorem 5.3 (Detailed version of Theorem 1.3). No o(y/logn)-pass streaming algorithm
with n®~¢ space for some ¢ > 0 can determine whether a bipartite graph G = (LU R, E) with
|L| = |R| = n has a perfect matching with probability at least 2/3.

Moreover, for p(n)-pass streaming algorithms where p(n) = o(y/logn), the lower bound
above still holds if the algorithm is only required to distinguish with probability at least 2/3
between (1) G has a perfect matching of size n and (2) G has no matching of size at least
n-(1—48(n)), for some 6(n) = 2-P*)/VI08" yhere ¢ > 1 is an absolute constant.

Proof. We will adapt a folklore reduction from reachability to perfect matching, which is
also used in [AR20, Theorem 5.

Suppose for the sake of contradiction that there is p(n) < o(v/Iogn) and a constant & > 0
such that there is a p(n)-pass streaming algorithm A ,¢ching With n?~¢ space, which determines
whether a bipartite graph has a perfect matching or not with probability at least 2/3. By
Theorem 4.1 and noting that p(n?) < o(v/logn), there is m(n) = n'*°") and such that for
every sufficiently large n, there is a generator QS:')(”Q) which always outputs (m(n), kgsm, EgsH)
graphs and is (1/10)-Set-Hiding for subsets of [n]| against p(n?)-pass streaming algorithms
with space n?.

For a layered graph G in the support of QSH (n2)(0) or gi'; ay([]), let Vig =

U255 Fgsu 1 Vi(G). That is, Vg is the set of vertices in the middle layers of G. We will construct
a blpartlte graph H = (LU R, E)® as follows:

Bipartite Perfect Matching from Set-Hiding Generators

1. For every vertex v € Vg, we add a vertex v’ to L and a vertex v" to R. For
every vertex s € First(G), we add a vertex s’ to L. For every vertex t € Last(G),
we add a vertex t" to R.

2. Next we enumerate all the (directed) edges (u,v) in G according to their ordering
in £ (G), with ties broken according the lexicographically order®: for each edge
(u,v) € E(G), we add an edge (u’,v") to Ey. (Note that vertices in First(G)
has no incoming edges, and vertices in Last(G) has no outgoing ones.) For every
vertex v € Vg, we also add an edge (v%,v") to Ey.

“That is, we first enumerate edges in F;(G) in lexicographical order, then edges in E5(G) and so
on.

From the construction above, one can verify easily that |L| = |R| = |Viia| +n = m(n) —n.
Let ny = |L|. The following claim is crucial for the proof.

Claim 5.4.

8Ey here is a list of edges, which specify the order that the streaming algorithms read the graph.
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1. If G is a Set-Enc,([n]) graph, then H has a perfect matching of size ny.

2. if G is a Set-Enc,(0) graph, then all matchings in G have at most |Vimia| = ng —n
edges.

To see Item (1) of Claim 5.4, consider the matching M = {(v*,v") : v € Vg }. Note that
|M| = |Vmia| = ng — n, and the only unmatched vertices are s and " for s € First(G) and
t € Last(G). For every s € First(G) and t € Last(G), any augmenting path of this matching
M in H between s’ and t" corresponds to a directed path from s to t in G. If G is a
Set-Enc,([n]) graph, we can find |First(G)| disjoint augmenting paths, in which the i-th path
is from First(G)p; to Last(G)y).” This means that H has a matching of size |M|+n = ng,
which is a perfect matching.

For Item (2) of Claim 5.4, if G is a Set-Enc,, () graph, then no augmenting path between
the unmatched vertices s* and ¢ can be found, since for every (i,j) € [n] X [n], First(G)}
cannot reach First(G)p;). Hence, M is a maximum matching of H.

Note that H can be generated “on the fly” in the streaming setting. Hence, since Amatching
takes p(|L|) < p(n?) passes and (|L])*~¢ < m(n)?>~¢ < n? space. By Claim 5.4, Amatching Can
be used to distinguish between the distributions gg;(nz)@) and QS:(n2)([n]), contradicts the
security of the generator. This proves the first part of the theorem.

Finally, note that Amatching 15 indeed only required to distinguish between (1) H has
perfect matching of size |L| = m(n) — n and (2) H has no matching of size greater than
|Vimia| = m(n) — 2n. By Theorem 4.1, we have m(n) < ¢ - n!+t®("*)/vVIen for some constant
¢ > 1, the second part of the theorem then follows.

[

Remark 5.5. Consider the edge list Ey constructed in the proof of Theorem 5.3, for every
left vertex u® € L, its adjacent edges (u®,v") are listed consecutively in Eg. (Except for the
edge (u®,v"), which is an auziliary edge that does not depend on the given graph G.)

5.3 Matrix Rank

Estimating the rank of an m X n matrix is an important problem in the streaming
setting. There has been several results studying this problem, and we refer the readers
to [BS15, LW16, AKL17, AKSY20] for details. In the following we present a lower bound
for the rank estimation problem.

The following corollary follows from Theorem 5.3 and the well-known reduction from
computing the size of maximum matching for bipartite graphs to computing the rank of
matrices (see, e.g., [MR95, Page 167] and [LP09]), we will consider the row streaming model

9By the definition of a Set-Enc,,([n]) graph, for each i € [n], there exists a directed path P; from First(G)p)
to Last(G)(;) in G. We further observe that these n paths are vertex-disjoint. Since otherwise, if P; shares a
vertex v with P; for ¢ # j, then it means that First([G])[; can first reach v and then reach Last(G)(;), which
contradicts the definition of Set-Enc,([n]) graphs.
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in which the streaming algorithms get the rows of the matrix one by one in some arbitrary
order.

Corollary 5.6 (Detailed version of Theorem 1.4). No o(y/logn)-pass streaming algorithm

with n?~¢

space for some € > 0 can determine whether a given matriz M € F;*" for some
prime power q¢ = w(n) has full rank with probability at least 2/3.

Moreover, for p(n)-pass streaming algorithms where p(n) = o(y/logn), the lower bound
above still holds if the algorithm is only required to distinguish with probability at least 2/3
between (1) rank(M) = n and (2) rank(M) < n- (1 — 8(n)), for some d(n) = 2-2*)/Viogn,

where ¢ > 1 is an absolute constant.

Proof. For a bipartite graph G = (LU R, E) where L = {uy,...,u,} and R = {vy,...,v,},
we consider the Edmonds matriz M defined over the variables ¥ = ($i,j)(i,j)e[n}x[n]:

.o T4 if (uiav')€E7
M(i, j) ::{ / /

0 otherwise.

Let ¢ = w(n) be a prime power. We know that rank(A) (rank of M over the
polynomial ring Z[Z] = Z[z11,...,%n,]) equals the size of the maximum matching in
H. For a vector 7 = (7ij)@jemxm € Fy ", we use M(7) to denote the matrix over F,
obtained by substituting x;; by r;; for each (i,5) € [n] x [n]. Applying the Schwartz-
Zippel lemma, it holds that if all the r;; are ii.d. uniform distributed over F,, then
Prz[rank(M (7)) = rank(M)] > 1 — o(1).

Therefore, computing the size of the maximum matching in G can be reduced to
computing the rank of M(7) over F,. The proof is then finished by combing Theorem 5.3
and Remark 5.5. O

5.4 Linear Programming

Linear programming (LP) is a fundamental problem in optimization. The fastest LP
solver for general dense matrix is due to [JSWZ20]. It takes n“ time with O(n?)
space, where w ~ 2.37286 is the exponent of current matrix multiplication [AW21].
For the situation where LP has roughly n constraints/variables, it is not known how to
extend the classical result [JSWZ20] into streaming setting with o(n) passes and o(n?)
space. For matrix related problems such as linear regression and low-rank approximation
[CW09, CW13, NN13, BWZ16, SWZ17], there are two natural streaming models: the row
model and the entry model. In the following we will focus on the row model, which is
discussed below.

The row streaming model for LP. Our lower bounds holds for the feasibility of LP in
the row streaming model: in which the streaming algorithms get the constraints of the LP
one by one in some arbitrary order, and is required to decide whether all the constraints
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can be simultaneously satisfied. Note that algorithms in the entry streaming model for LP
also work in the row streaming model, hence our lower bounds hold for the entry streaming
model as well.

Theorem 5.7. No o(y/logn)-pass algorithm with n*>=¢ space for some € > 0 in the row
streaming model can determine if a linear program of n wvariables and n constraints with
coefficients in {0, 1} is feasible or not.

Proof. We will show a reduction from s-t reachability over layered graphs to the feasibility
of an LP instance. Consider a layered graph G with n vertices and let s and ¢ be two vertices
in G. We construct the following linear program P with n variables:

LP from s-t Reachability

1. Variables: For each vertex v of G, we add a variable x, to P. Note that as in
the standard formulation of LP, all z, are non-negative.

2. Constraints: For each vertex v of GG such that v # s, we add a constraint

Ty Z Z Ty

u: edge (u,v) € E(G)

to P.

We also add two constraints z; < 0 and z; > 1 to P.

3. Constraints Ordering: The constraints x; < 0 and x5 > 1 come first. Note
that each of the other constraints correspond to one vertex v and all its incoming
edges, which are all in the same edge-layer of G. We say that this edge-layer
is the corresponding edge-layer of that constraint. Then we list all the other

constraints in the ordering of their corresponding edge-layers in ¢(G) (with ties
broken arbitrarily).

Clearly, one can see that if s can reach t in G, then x, > 1 implies z; > 1 as well, and
the LP instance P is not feasible. On the other hand, if s cannot reach ¢ in GG, then one can
construct an assignment to all variables z so that for every vertex v which is not reachable
from s, z, is set to 0. Hence, x; = 0 as well and P is then feasible.

Finally, since the LP instance can be generated “on the fly”, an algorithm deciding
whether P is feasible in the row streaming model also implies a streaming algorithm deciding
whether s can reach ¢ in G in the layer-arrival model. The proof is then completed by
applying Theorem 5.1. O
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6 The Communication Lower Bound

In this section, we define the Ind® problem. We directly define a distributional version of
the Ind® problem parametrized by integers n,¢, K > 0. Our distribution is tailored to make
the reductions in the subsequent sections easier.

Hard Input Distribution D}{‘,g’?{ for the (n,t, K)-Ind® problem

e Construction:

— Draw K indices i =

— Draw K indices j = (ji)re[x] from the set [t] uniformly at random.

(i )ke[k) from the set [2n] uniformly at random.

— Draw t - K vectors X = (Xk j)kelk),jep uniformly at random from {0, 1}*"
conditioned on || X} ||, = n for all k € [K] and j € [t].

e Alice’s Input: The vectors X.
e Bob’s Input: The indices j and 7.
e Problem: Output Hle(—l)x’“’jk’ik.

The Ind? is hard for one-way communication protocols from Alice to Bob. Formally, we
prove the following theorem.

Theorem 6.1 (Communication complexity of Ind®). Let n,t, K > 1000 be integers. Define

6 =12 and C to be the largest even integer at most s - (2m€)1_5‘s and assume that t K < 10C.

For all one-way randomized protocols 11 from Alice to Bob for the (n,t, K)-Ind® problem
satisfying CC(IT) < C - logn, we have:*°

K
Pr (H(X,j,z) = (—1)Xk’ﬂk’%> <5+
1

k=

The proof Theorem 6.1 spans the rest of this section. Fix n,t, K,§,C as in the
theorem statement. The main idea in the proof is to upper bound the discrepancy of the
‘communication matrix’ M of the Ind® problem, i.e., the matrix whose rows are indexed by
Alice’s inputs X and columns are indexed by Bob’s inputs (5, ;) and the value at row X and
columns (j, ;) is the just the “correct” output when Alice’s input is X and Bob’s input is
(;, ;) For convenience sake, we shall actually consider M to be a matrix with rows indexed

K
by the set Z = (({O, 1}2”)t> , even though some elements in Z can never be an input for

Alice in our hard distribution.

19The notation H()Z ,7,7) denotes the distribution of the output of the protocol IT when run with the

inputs ()?, 7, i)
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One standard way of upper bounding the discrepancy of M is to upper bound the spectral
norm of M. This may seem promising at first, as the spectral norm of the matrix M can
be computed exactly, and equals \/E . Indeed, as the entries of M lie in {—1, 1}, each row
of M has entries in {—1,1}, implying that the fy-norm of each row is \/|Z]. Using the
observation that the rows of M T are orthogonal, we can conclude that the spectral norm of
MT is M as well. However, this computation of the spectral norm of M T gives a rather
weak bound on the discrepancy of M, and we need to take a different approach.

Our approach uses the observation that in order to get a bound on the discrepancy,
we only need to bound HMTUH , for vectors v that (in particular) represent a probability
distribution, ¢.e., vectors with unit /;-norm and non-negative entries. In general, getting such
a bound is much weaker than getting a bound on the spectral norm which is equivalent to
bounding HMTU”2 for all vectors v. However, for Hadamard (or more generally, orthogonal)
matrices the two approaches are the same. Thus, if the matrix M were Hadamard, our
approach will not yield bounds better than those obtained from the spectral norm.

Even though the matrix M " is not Hadamard, it does come close, as it is a matrix with
entries in {—1,1} and orthogonal rows, and the only reason it is not a Hadamard matrix is
that it is not square. In other words, the matrix M can be equivalently described as the
Hadamard matrix with some of the rows removed. This means that any advantage that we
get from the vector v representing a probability distribution needs to come from the fact
that the matrix M " does not have all the rows of the Hadamard matrix.

To quantify this advantage, we add the ‘missing’ rows to the matrix M and measure
the increase in ||MTUH2. More precisely, we work with the matrix N7, defined to be the
matrix M T with its columns tensored C' times. Tensoring the columns in this way makes
sure that /T has more rows than M, and moreover, each “extra” row is either identical
to one of the previous rows, or corresponds to a fresh row of the Hadamard matrix. When
a new row is identical to one of the previous rows, it ends up hurting the bound that we
get, but when it is fresh, it makes the matrix /" look more like a Hadamard matrix for
which the spectral norm based analysis is tight. Our bound on C' in Theorem 6.1 ensures
that the gains are more than the losses, and get a discrepancy bound strong enough to prove
Theorem 6.1.

In Section 6.2 below, we upper bound the spectral norm of A'", and in the following
Section 6.3, we wrap up the proof of Theorem 6.1. We note that, in the actual proof, we do
not derive a bound for HMTUH2 in terms of HN TUH2 for vectors v that represent probability
distributions. Instead, we show Lemma 6.5 that bounds the discrepancy directly using our
bound on the spectral norm of N'". Lemma 6.5 relies on M and A being nicely related, or
more specifically, N7 being M T with its columns tensored C' times.

6.1 Notation

We use X to denote the set of all possible inputs for Alice and ) to denote the set of all
possible inputs for Bob. Observe that || = (2nt)". As above, Z D X will denote the
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K
set Z = <({O, 1}2”)t> . For convenience, we shall treat Bob’s input as a single vector

I = (j,7) € ¥ and we shall often write X}, instead of X, ;, and (X, I) instead of (X, 7, 7).
and We shall also use [ = (Ie)ecic) = (jc,ic)cem to denote an element in Y. This will
correspond to Bob’s input being tensored C' times.

As above, we shall use M to denote the communication matrix of the Ind® problem,
and A to denote the matrix M with its rows tensored C' times. Thus, N7 is M T with its
columns tensored C' times. Formally, we have for all Xez , 1 €)Y, and I € Y° that

K

C K
Mg, =TJ0*%  and  Ngp=]]J(-1 """ (5)

k=1 c=1 k=1

6.2 Spectral Norm of N7

The goal of this section is to show the following bound:

Lemma 6.2 (Spectral norm of N'). For all | Z|-dimensional vectors v, we have:

||NTUH2 20ntC’ “VIZ| vl

Recall that the rows of AT are such that each pair of rows is either identical or orthogonal.
The following definition captures when they are identical. For IeYClet N. 7 denote column
I of N (equivalently, row I of NT). For all I,I' € Y° and k € [K], define the 2C-length

sequence Seqy (k) to be:
Seqff( ) _Il,k’a"' 7[C,k7[1,k>"' 7[/C,k:' (6)

We say that the sequence Seqy I,( ) is ‘balanced’ if no element in the sequence is repeated
an odd number of times, and say it is ‘unbalanced’ otherwise.

Lemma 6.3 (Rows of N'7). For all I,I' € Y°, we have Ny = N, if and only if Seq; (k)
is balanced for all k € [K]. Moreover, we have:

|Z|, ifo:N

NIN =
! {0, Zf./\/’f#/\/’*/

Proof. Suppose first that Seq (k) is balanced for all k € [K]. For all X € Z, we have:

X,
ek (Equation 5)

C K
- L — Xk,fck
g XI = ’

N

1)

C K

a
I
—_
bl
—

c=1k=1

K C
= H(—l)azlx’“ﬂvk”k}x,k
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=1. (Equation 6 and Seqy (k) is balanced for all k € [K])

As the entries of A are from {—1,1}, we can conclude that Ny ; = Ny for all Xez
implying that N7 = Nj. For the “moreover” part, note that N7 = N together with the
fact that the entries of A/ are from {—1, 1} implies that /\/}T/\/'v = |Z|, as desired.

Next, assume that there exists k* € [K] such that Seqy 7, (k*) is unbalanced. It is sufficient
to show that NfT./\/}, =0 as it implies N7 # Np. We have:

TN- — Nz
Nfo' - ZNX,I NX,I’

o C K C K
= Z H H —1)*m e, H H = (Equation 5)
Xezc=lk=1 c=1 k=1
K /C
_ Xk I, Xk, i
S (E )

To continue, we recall that Z = ( {0,1}%") )

/\/fT./\ff, H Z (H(_l)xk,fc,k> , (H<_1)Xk’lé,k>'

k=1 x,e({0,1}2n)* c=1

We conclude that N fT N7 = 0 follows if we show that the factor corresponding to k* above is
0. We do this using the fact that Seqy 7 (£*) is unbalanced. Thus, there exists an element [*

that is repeated an odd number of times in Seq j; (k). For X € ({0, 112)" let X_;. denote
the vector X with the coordinate I* removed. We have:

Z (H(_l)XIC’k*> ) (H(_l)xjé’k*>

Xe({0,1}2n)" \c=1 c=1

-y (e ) (T

Xr«€{0,1} X_j«€{0,1}2nt—1 \c=1 c=1
C C <
X X /
o BN Y DS [T o%e || T (o
X 0,1 X 112nt—1 c=1 =1
[*E{ s } —1*6{07 } k*;él* Ié k*#l*

(Equation 6 and I* that is repeated an odd number of times in Seqy 1 (k*))
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If the rows of N'T were mutually orthogonal, then N'T A would be a scaled identity matrix
implying that |Nv|, = /| Z] ||v], for all |yc‘—dimensional vectors v. However, some rows
of N'T are identical, and therefore, we have the following weaker lemma

Lemma 6.4 (Repeated rows in N'7). For all ‘yc‘-dimensional vectors v satisfying for all
I,I" € Y© that N7 = N7 = vy=vp, we have:

CK
[Nv]ly < (2002C) T - /] Z] - [o]l,-

Proof. By Lemma 6.3, we have:

Vvl =0 NTNv= 3 Y vpevp- (NFANG) =D Y vpevp-|2].

Teyc ['eyc Teyc ['ey©
=Np

Under the conditions of the lemma, this gives:

Woll, < (znax (7 e YO | No= N}

Ieyc

JRER DR

Teyc

ol \/ (anax]{ff e y° \Nf:Nf,}() |21
Ieyc

IN

The lemma thus, follows once we show that for any I € Y at most (20nt0)% values
of I' € Y satisfy N, 7= Np. Using Lemma 6.3, this is equivalent to showing that at most
(20ntC’)CTK values of I' € YC satisfy the property that Seq 71 (k) is balanced for all k € [K].

Using the fact that Seqy (k) is determined by the values Iy y, -+, Iog, Iy g, - -+ 5 Loy, (see
Equation 6), we get that it is sufficient to show that for any k and any values of Iy i, - - - , Ick,
at most (20nt0)% values of I}, - -+ , I, make the sequence Seqip(k) balanced. To this end,
fix k and values I, -+, lci. We (over) count the number of values of I{,k, e ,]’C?k that
make the sequence Seq; (k) balanced as follows:

e Count the number of different multi-sets I7,, -+, I5,. As I}, for all ¢ € [C], is an
element of [t] x [2n], a multi-set is equivalently defined by 2nt non-negative integers
{#i}icix2n) such that Zie[t]x[Zn] z; = C. Moreover, the condition that Seqip(k) is
balanced translates to z; being odd for those i that appear an odd number of times in
L k,- -+, Ic and even for those ¢ that appear an even number of times in Iy i, - -+, I .
Let there be D values of i of the former type and assume without loss of generality
that these are the D lexicographically smallest values. This means that we want to

ielt]x[2n] G = C' such that D
lexicographically smallest variables are odd, and the rest are even.

count the number of non-negative integer solutions of >

This is equivalent to counting the non-negative integer solutions of ) _, elt]x[2n] % = C’TD,
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tll

and by a standard argument'', equal to

2nt + 52 — 1 nt + § 20nt
c-D < c <\
gD g C
2 2

e Permute the multi-set in at most C! < C¢ ways.

elQ

Overall, we get that:

c
- 20nt \
max|{I' € Y’ | N7 = N3} < (ﬂ) -CC§(2OntC)%,
feyc C
finishing the proof. O]

We finish this section by showing Lemma 6.2

Proof of Lemma 6.2. Fix v. We have:

T v NN T
[NV, = IN T,
< ||v||2H./\/’./\/’TvH2 (Cauchy-Schwarz inequality)
T VTl
< (20nt0)% 2] vl (Lemma 6.4)

[]

6.3 Proof of Theorem 6.1

Proof of Theorem 6.1. As a randomized protocol II is simply a distribution over
deterministic protocols, it is sufficient to prove the theorem for all deterministic protocols
IT from Alice to Bob. Fix such a protocol II and assume without loss of generality that
CC(IT) = C - logn. We also assume, without loss of generality that the messages in II are
from the set [2°“™]. For m € [2¢“UD]  define the set X;, C X to be the subsets of inputs
for which Alice sends the message m. In particular, we have that the sets &}, | Xyccm)
form a partition of the set X'. Also, for m € [ZCC(H)} and z € {—1,1}, let V,,,. € Y be the
set of inputs for Bob for which he outputs z on receiving message m from Alice. Note that,

11We provide the argument here for completeness. The claim is that, for n,7 > 0, the number of non-
negative integer solutions of Zie[n] z; = r is equal to (””71). Indeed, writing every solution in unary with
the different variables separated by zeros gives a binary string of length n+r — 1 with n — 1 zeros, and every
such string corresponds to a solution. Thus, the number of solutions is equal to the number of strings, which
is equal to ("+:_1).
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for all m € [QCC(H)}, the sets Yy, -1 and YV, 1 from a partition of Y. We derive:

% EB
(X,I) Dlnd el

Z Z ( M)?J) (Equation 5)

Xex 1€y
1

- DI Z]l(H(X’,I):MXJ).

me[QCC(H)] ze{-1,1} Xcx,, 1€Vm,=

Next, note by the definition of X, and Y, . that II(X,]) = z for all X € X, ] € V...
This gives:

Pr (H(f,[):ﬁ(—l)xkv’k>: IS ( )

¢ Ind®
(X, D)~D% ke k=1 me[gccm)] 2e{-1,1} Xex,, [€Vm,=

As both z and M g ; take values in {—1, 1}, we have that 1 (z = M)Z,]) =3 (1 +z- MX,I)-
Plugging in, we get:

K
X
Pr kI
53]
(X, 1)~ D% pale

m DD IED UMD B N (EER

me[gccm)] ze{-1,1} Xecx,, I1E€Vm,=

1 1
EERERCTRVRP VNP PUIP DR

m€[2CC(H)] ze{-1,1} XeXx,, [€Vm,-

1 1
St rE 2 [ M)

me[zccm)] ze{—-1,1}

(As z € {~1,1})

where 1(X,,,) denotes the | Z|-dimensional indicator vector for the set A, and 1(),, ) denotes
the |V|-dimensional indicator for the set Y, ..

Next, call a pair (m, z) € [2°“UD] x {—1,1} “Alice-atypical” if |X,,| < |X] 272D and
“Bob-atypical” if |V..| < |V~ ®. Note that a pair (m,z) may be both Alice-atypical and
Bob-atypical. We call a pair that is neither Alice-atypical nor Bob-atypical a “typical” pair.
The following holds for all typical pairs.

Lemma 6.5 (Property of typical pairs). For all typical pairs (m, z), we have:

cc(m)

LX) "ML (V)| < 20t) 0270 - | K] - [ Vimel-
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We show Lemma 6.5 later but assuming it for now, we have:

% Ind®
(X )~D% ke

k=1
1 1
R — > ) MO,
2 2-|x|- Y
(m,2)€[2¢¢M ] x {~1,1}
(m,z) typical
1 T
SR ‘]Wcm) MIL(Vp)
21X || 2

(m,2)€[26CM ] x{-1,1}
(m,z) Alice-atypical
1
R 3 ‘]I(Xm)TM]l(ym,z)
(m,2)€[26¢M ] x {~1,1}

(m,z) Bob-atypical

Using Lemma 6.5 on the first term and the trivial bound of |A},| - |Vin..| on the other terms,

we get:

e Ind®
(le)N,D,,?,t’K

k=1
1 1 _50 . Ccan
5t SRS S e Xl Ve
(m,2)€[2¢¢M ] x{~1,1}
(m,z) typical
1
+ SHEABR] Z | Xon| - [ Vimz| + Z | Xon| -+ [ Vo,
(m,2)€[26€M ] x {-1,1} (m,2)€[26¢M] x{-1,1}
(m,z) Alice-atypical (m,z) Bob-atypical
1 1 —50 ccan
St oo 2nt 2770 memz
5t SRS > ew [V
(m,2)€[26€M ] x{~1,1}
(m,z) typical
1 | X] - | Vim,2| 1-5
| X pem t 2 1
(m,2)€[2°¢M ] x{~1,1} (m,2)€[26CMM ] x {~1,1}
(m,z) Alice-atypical (m,z) Bob-atypical
(Definition of Alice-atypical and Bob-atypical)
1 1 1 1 —50 CC(1D)
< = . nt .27 . Xm .
—2+2CC(H)+|ylé+2_’X‘_D}‘ Z (n) | | |y,|
(m,2)€[26¢MM ] x {~1,1}
1 1 1
<4 +— o (2nt) 0 25

-9 92CC(I1) |y|
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1
(2nt)*"’

<-+

N | —

as CC(IT) < C -logn and C' > - (2nt)' " and |Y| = (2nt)* and § = L2 finishing the
proof. O]

We now show Lemma 6.5.

Proof of Lemma 6.5. In this proof, we use ]l(yg;z) denotes the |yc‘-dimensional indicator
for the set VS, .. As C' > 0, we have that the function 2 is convex. This gives:

c
<% : ]l(Xm)TM]l(ym,z)> < ﬁ 1(X,) N1 (V5.) (Jensen’s inequality)
1
<y ORIV,
(Cauchy—Schwarz inequality)

1
g 1105, om0 F - IZT- 11X

(Lemma 6.2)

<

Next, we use the fact that (m, z
and | V.| > V|0 > (20ntC)

is typical to get [, | > |X]-272CCID > | Z|.2-2CCUD.(3,) M
36K
- (2nt) 2 . Plugging in:

M‘N\_/

1 c
(W : ]1(2(m)TM]1(ym,z)) < (3n)7 - 2°€D Ly, 1€ (2nt) T
< (2nt)79 . 2C<UD |y |90 (As tK < 10C and § = 1)
Rearranging gives the result. O]

7 Indistinguishability of Set-Hiding-Game

We will consider the following one-way communication problem Set-Hiding-Game,, ; x defined
as follows.

Definition 7.1. For integers n,t, K > 0. Set-Hiding-Game,,, x is defined as the following
one-way communication game: Alices getst- K sets T = (Th;) (ke[ je), each being a subset
of [4n], and Bob gets K indices j = (Jr)kepr) and K permutations @ = (Tp)ke[k), each being
a permutation on [4n].

Alice sends a message to Bob, and the goal of the game is to output

(@ Wk(Tk,jk)> N [n].
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Hard Input Distribution D}%%(T) to Set-Hiding-Game
e Parameters: A set T' C [n].
e Construction:

— Sample K indices j = ( Jk)ke[k) uniformly at random from [t].
— Sample K permutations 7 = (74)re[x] on the set [4n] uniformly at random.
— Sample n - K bits b = (i) ke[k]icn) from {0,1} uniformly at random
conditioned on @, by; = 1(i € T) for all i € [n].
— Sample ¢ - K sets T = (Tk;) kel jey, Where each Ty, ; C [4n], as follows:
x For k € [K],j € [t]\ {jk}, sample the set T}, ; uniformly conditioned on
‘Tk,j| = 2n.
« For k € [K], sample the set T} ;, uniformly at random conditioned on:
’ ‘T’w'k| =2n
- For all i € [n], we have 7, ' (i) € Ty, if and only if by,; = 1.

e Alice’s Input: The t - K sets T.

e Bob’s Input: The indices ] and the permutations 7.

Observation 7.2 (Property of Set-Hiding-Game). For every triple (T T,7, 7) in the support of
Dha(T), it holds that

(@ m(Tk,jk)> N[n] =T.

Lemma 7.4 below captures the indistinguishability of the Set-Hiding-Game. The crux of
this lemma is the communication lower bound shown in Theorem 6.1. We shall use it in the
following form:

Corollary 7.3 (Lower bound of Communication complexity of Ind®). Let n,t, K > 1000

be integers. Define § = 2 and C' = L 2nt)"™ and assume that tK < 10C. For all

one-way randomized protocols I1 from Alzce to Bob for the (n,t, K)-Ind® problem satisfying
CC(II) < C - logn, we have:

K K
(Dlntk | H Xk’jk’ik = 1) (Dlntl{ | H Xk’jk’i’“ = —1)
k=1 k=1

Lemma 7.4 (Indistinguishability of Set- Hiding Game). Let n,t, K > 1000 be integers and

S,T C [n] be sets. Define 6 = 12 and C = (2mf)1  and assume that tK < 10C. For

all one-way randomized protocols 11 from Alzce to Bob for the Set-Hiding-Game satisfying

<

(2nt)*"

TV
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CC(II) < C - logn, we have:

HH(DgatrdK(S)) o H(DE?J?K(T))HTV =< (2nt)15'

Proof. Fix a protocol II and define the sets Zy = S and Z; = (T'N[i]) U (S \ [i]) for all
i € [n]. In order to show the lemma, we show that for all i € [n], we have:

(D% (Zi1)) — TL(DRY(Z:)

e < G (7

The lemma then follows by adding Equation 7 for all ¢ € [n] and using the triangle inequality.
Henceforth, we focus on showing Equation 7. Fix an ¢* € [n] and observe that Equation 7 is
trivial if Z;x_y = Z;«. We therefore assume otherwise. For convenience, define Z7 = Z;. \ {i*}
and observe that Z; 1 = Z7 U (SN{i*}). and Z= = ZF U (T N {i*}). As we assume that
Zi_1 # Zi«, we must have that one of the sets Z;«_; and Z;» must be Z} and the other one
must be Z7 U {i*}. It shall be convenient to denote Z*, = Z} U {i*}. Rewriting Equation 7
in this notation, we get that we need to show:

HH<DzatrdK(Zl*)) B H(Dz?tr,dK(Zil))“Tv < 20 (8)
(2nt)
We shall show Equation 8 with the help of the protocol ¥ for the (n + 1,t, K)-Ind® problem
defined below:
By definition, ¥ is a protocol for the (n + 1,t, K)-Ind® problem satisfying CC(¥) <
C -logn. We shall consider the protocol ¥ when the inputs are drawn from the distribution
DL{L‘:?LK. For z € {—1,1}, define the event E, over the randomness in the distribution

Ind® .
Dn—&-Lt,K as:

E, =

H(—l)Xk’j’“‘i’“ = z] . (9)

Next, for inputs X for Alice and i ; for Bob, define W g (X ., j) to be the joint distribution
of the tuple (f, T, j) that the protocol ¥ uses as input for the protocol II in Line 5. Moreover,
for a distribution D over the inputs (X, 7, 7), let W iq(D) denote the distribution of the tuple
(T, 7, j) that the protocol ¥ uses as input for the protocol II in Line 5 when the inputs

()Z' , Z, j) are sampled from D. The following is the main property satisfied by W.
Lemma 7.5 (Property of V). For all z € {—1,1}, it holds that:

53]

‘Ilmid(Dlr?il,t,K | E.) = DzatrdK(Z:)

We prove Lemma 7.5 later but use it now to finish the proof of Lemma 7.4. We have by
Lemma 7.5 that:
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Algorithm 1 Protocol V.

Input: Alice’s input is vectors X = (X, re[k)jer satisfying X ; € {0,132+ and
| X4l =n+1forall k € [K]and j € [t]. Bob’s input is vectors i € [2(n+1)]%,7 € []*.

1: For k € [K], j € [t], using public randomness, sample a permutation oy ; on [4n].

2: For k € [K], Bob, using his private randomness, samples a permutation 7, on [4n]
uniformly at random conditioned on:
k(0 (ir)) = i
e For all a < i* € [n], mi(ok,;,(2(n+1)+a)) = a.
e For all a > i* € [n|, mp(0k,;,(2(n+1)+a—1)) =a.

3: For k € [K],a € [n]\ {¢*}, using public randomness, sample a bit by, from {0,1}
uniformly at random conditioned on @, b = 1(a € Zf) for all a € [n] \ {i*}.

4: For k € [K],j € [t], Alice constructs the set T} ; C [4n] privately as follows:
e For i € [2(n+1)], we have 1(oy (i) € Tk;) = Xk ji-
e For all a < i* € [n],b € {0,1}, we have

1(op;2n+1)+a+(n—1)(1—0b)) € T};) = L(b=bya).
e For all a > i* € [n]|,b € {0,1}, we have

]l(O'l@j(Q(TL + 1) +a+ (n — 1)(1 — b) — 1) c T]f,j) = ]l(b = bk@).

— —

5: Alice and Bob run the protocol I with inputs T" = (7% ;)ke[k)jeg and @ = (7Tk)ke(k]s J
respectively. They output 1 if II outputs Z} and —1 if IT outputs Z*;.

(D3R (2)) = DRk (Z20) ||y
(WD | En)) = T (WD | E0))|

TV
To continue, note that in Line 5, that the protocol ¥ simply runs the protocol IT on the

inputs sampled from W,,4(+), and outputs z if and only if the protocol IT outputs Z*. This

means that we can continue as:

[

I(DEEEAZD) = (DI (Z50)) | = | ¥ (D | 1) = 0 (D | Boa)
2
(2nt)*"’

IN

(Corollary 7.3)

as required to show Equation 8.



]

Proof of Lemma 7.5. Fix z € {—1,1}. Observe that Algorithm 1 has variables by , for all k €
[K],a € [n]\{i*}. We also define the variables by ;» = X} j, ;, for all k¥ € [K]. These variables
are not known to Alice or Bob and only used for the purpose of analysis. We consider the
distribution D% (Z7) as a distribution over tuples (7,76, T) and U pyig (D'”dltK | E.) as a
joint distribution over all the variables in Algorithm 1 and show the stronger statement that
the distribution of the tuple (j, 7.5, f) is identical in both the distributions. This is done in
several steps.

The marginal distribution of j is identical. In the distribution Dha%(Z7), the
marginal distribution of ; is simply the uniform distribution over [t]%. As Aloorithm 1 does
not affect the variables j, the marginal distribution of j in the distribution ¥ ;q(Dd} e | E2)
is the same as that in the distribution D'"dl +.x | B=, which is also uniform over [t]%, as desired.

Conditioned on j, the marginal distribution of 7 is identical. The marginal
distribution of 7 in the distribution Di¥%(Z7) | j is such that each coordinate is
independently uniform over all permutations on [4n]. To show that the marginal distribution
of @ in the distribution W g (D'”d1 LK | E.) | j is identical, we in fact consider the stronger
conditioning W 4 (Dlndl x| E2) | : ,j. Observe that the latter is just ¥ g (D'"dl x| B i,7).

Next, note from Line 1 and Line 2 that all the coordinates of 7 in the distribution
W mid (D'”dlt i | E..1, ]) are independent and it suffices to show that each one of them is a
uniformly random permutation over [4n]. For this, fix a coordinate k € [K| and note that
the marginal distribution of 7 in the distribution W g (Dmit, x| Bz i, ]) is simply uniform
conditioned on:

® Okj (Zk) = 7Tk_1<i*)'
e For all a < i* € [n], 04, (2(n + 1) +a) = 7, ' (a).
e For all a > i* € [n], o1, (2(n + 1) +a—1) =7, '(a).

As oy, is a uniformly random permutation on [4n], it follows that 7 is also a uniformly
random permutation on [4n].

Conditioned on j, 7, the marginal distribution of b= (bkvi)ke[K},ie[n]\{i*} is identical.
The marginal distribution of ¥’ in the distribution Dh%(Z7) | j,# is uniform conditioned
on @r b, = 1(iez) for all i € [n]\ {i*}. Using Line 3 and the fact that
1(ie Z) =1(i € Z¥) for all i € [n]\ {i*}, the marginal distribution of &' in the distribution
Unia (DM, i | E) | j, 7 is identical
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Conditioned on f, 7?,(;’, the marginal distribution of (b ;) is identical. The

ke[K]
reix) 0 the distribution D% (Z2) | 7,70 is simply the
uniform distribution conditioned on @, b+ = 1(i* € Z2). To show that the marginal
distribution of (by+)cx) in the distribution Wimig (D'”dM,K | E.) | j,® U is identical, we in
fact consider the stronger conditioning W 4 (D “dl x| E2) | i,7,7, . Observe that the latter
is jUSt \I]mid<,Dl +1,t, K ‘ EZ? Za.]) | 7?7 b/'

Now using the fact that Line 1, Line 2, and Line 3 can be carried out without knowing

marginal distribution of (by )

Alice’s input we conclude that the marginal distribution of (by ;) repr) i the distribution

\Ifm,d(DLfeftK | E..i,j) | &V is the same as in the marginal distribution of Xy, ,, in
the distribution D'"dlt i) | E..1i,j which by definition is uniformly random conditioned on

@k:l Xk:]kﬂk - ]1( € Z;)

Conditioned on j,7,b, the marginal distribution of 7' = (de)ke[K]ge[t}\{gk} is
identical. The marginal distribution of T in the distribution Dza{d}((Z*) | 4,7, b is simply
uniform conditioned on each coordinate belng of size 2n. To show that the marginal
distribution of 7" in the distribution \Ijmld(Dn—i-ltK | E.) | 7, b is identical, we consider
the stronger conditioning W g (DnJr1 i | E2) | T1, where:

Tl = (TLl’ TLQ) Where Tl,l = (;7 ;7 )?) and T1,2 = (7?’ 67’ (O-k’]k>k€[lq> '

As Ty, determines E,, the latter is the same as \Ifmid(D' iar | Tia) | Yo 12 Observe
that under this conditioning, whether or not oy ;(i) € Tj; is fixed (see Line 4) for all
ke [K], je[t]\{j} and i € [4n], and the only randomness in 1" is over the choice of
(0%.5) ke[KLi€l\ in}- As these chosen uniformly and independently, we have that the marginal
distribution of each coordinate of 7" in the distribution W4 (lej_'ft’ x| Ti1) | Y12 is simply
uniform (and independent) conditioned on each coordinate being of size 2n, as desired.

Conditioned on f, T, l;, f/, the marginal distribution of (Tk’jk)ke[K] is identical. The
marginal distribution of (T}, )iy in the distribution DF%(Z%) | 7,76, is simply
uniform conditioned on:

e For all k € [K], |1}, | = 2n.

e For all k € [K],i € [n], we have 7, ' (i) € T}, if and only if by,; = 1.

To show that the marginal distribution of (7}, ) in the distribution ¥,q(D"d] LK

ke[K]
E.) | 7,@ b,T" is identical, we consider the stronger conditioning W nmiq (Dlndu}{ | E.) | Ty

where:

TQ = (TQJ, T272) Where TQJ = (;, ;, )?) and TQ’Q = (7?, l_)7, f/, (Okvj)kE[K],jE[t]\{jk}> .

2The distribution D" +1 +.x | T11 is actually just a point mass.
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As T, determines E,, the latter is the same as ¥ yig (Dl{‘ﬁiu( | To1) | To2."* Observe from
Line 4 that under this conditioning whether or not oy ;, (i) € T}, is fixed for all i € [4n]

and the only randomness (7}, ) is the randomness in oy, ;. Also, observe from Line 2

ke[K)]
that the marginal distribution of oy in the distribution \I/mid(Dl{‘f’tK | Toq1) | Yoo is
independent for all k£ € [K] and simply uniform conditioned on:

o 0y (ix) = ' ().
e For all a < i* € [n], oy, (2(n + 1) + a) = 7, (a).
e Forall a >i* € [n], 04, (2(n +1) +a—1) = 7, (a).

This implies that the marginal distribution of (T}, ),c (s in the distribution Wiy (Dl{‘ff’t, K

Y1) | Yoo is also independent for all k£ € [K] and uniform conditioned on
o |T}.| =2n.
° ]1(7?,;1(2'*) € Tk,jk) = b i+
e For all a <i* € [n], 1(m; ' (a) € Thj,) = bha-
e For all a > * € [n], (7, (a) € Thj,) = bha-
This can be rewritten as uniform conditioned on
o |1} .| =2n and
e forall i € [n], 1(m; ' (i) € Thj,) = iy,

as desired. O

8 Operations on Set-Encoding Graphs

In this section we present several operations on Set-Encoding graphs, which will be the
building blocks for the more sophisticated construction in Section 9.

This section is organized as follows: In Section 8.1, we present the AND operation and the
OR operation on Set-Encoding graphs. In Section 8.2, we first formally define Set-Encoding
graph pairs, and then present the XOR operation on them.

8.1 The AND/OR Operation on Set-Encoding Graphs

In the following, we specify the AND and OR operations on Set-Encoding graphs.

13The distribution Di{‘ieit,K | T2,1 is actually just a point mass.
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Construction of Graphs Set-Enc-AND(Gs, Gr) and Set-Enc-OR(Gg, Gr)

e Input: For two sets S,7° C [n]. We are given a Set-Enc,(S) graph Gs and a
Set-Enc,,(T") graph Gr.

—

e Assumption: We assume that Gg and G are both (N, k, ) graphs.

e Construction of Set-Enc-AND(Gg, G7): Set-Enc-AND(Gg,Gr) = Gg © Gr.
For simplicity we will also use Gg A G to denote Set-Enc-AND(G g, Gr).

e Construction of Set-Enc-OR(Gg, Gr): We build a graph H with first layer
and last layer both having n vertices. We add a copy of Gg and a copy of Gr
in H, between the first and the last layer of H. Now for convenience we will use
Gs and G to denote the corresponding subgraphs in H. H is then specified as
follows:

1. Auxiliary Edges: We add a matching between (1) First(H) and First(Gy);
(2) First(H) and First(Gr); (3) Last(Gs) and Last(H); (4) Last(Gr) and
Last(H). That is, in case (1), for each 7 € [n], we add an edge from First(H )
to First(Gg)p;; we add edges similarly in the other three cases.

Let E¥s be the set of the edges added to H in Case (1) and Case (2) above,
and FEjae be the set of the edges added to H in Case (3) and Case (4) above.

2. Layers: The graph H has k + 2 layers. For each i € [k], we set
Vin(H) = Vi(Gs) U Vi(Gr).

3. Edge-layer ordering: Now we set E(H) as a list of k + 1 sets of edges
such that E(H); = Efyst, E(H)y = Epg, and E(H);y = (Eg); U (Ep); for
each i € [k — 1]. {(H) is set accordingly.

We output Set-Enc-OR(Gs,Gr) = H. For simplicity we will also use Gg V G
to denote Set-Enc-OR(Gg, G7).
The following two observations are in order.
Observation 8.1 (AND/OR operations on two Set-Encoding graphs).

1. Gg NGr is an (N’,/{:’,E_;) graph, where N' =2N —n, k' =2k — 1 and 7 only depends
on L.

2. GsV Gr is an (N', k:’,ﬁ) graph, where N' =2N +2n, k' = k+ 2 and 7 only depends
on L.

8.2 The XOR Operation on Set-Encoding Graph Pairs

Next, we formally define Set-Enc,,(S) graph pairs.
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Definition 8.2 (Set-Enc,(S) graph pairs). A pair of graph pairg = (Gs,G-g) is a
Set-Enc,,(S) graph pair, if the following two conditions hold:

1. Gg is a Set-Enc,(S) graph and G_s a Set-Enc,,(—S) graph.

2. Gg and G-g have the same number of layers and the same edge-layer ordering

(((Gs) = U(G-s)).
For two layered graphs G; and G5 with the same number of layers and the same edge-layer

a } to denote the graph H constructed by merging GG; and G5 in parallel.
2

That is: (1) H has the same number of layers and the same edge-layer ordering as Gy (and
Gs); (2) Let k be the number of layers in H. For each i € [k], Vi(H) = V;(G1) U V;(G2); (3)
For each i € [k — 1], E;(H) = E;(G1) U E;(Gs).

We say pairg is an (N, k, f) graph pair, if both of the graphs in pairg are (N, k, E) graphs.
For a distribution Dy, on Set-Enc,, graph pairs, we use stack(D,air) to denote the distribution

ordering, we use {

: A
obtained by drawing (A, B) < DP", and outputting [ B} .

Construction of Graph Pairs Set-Enc-XOR(pair g, pairy)

e Input: For two sets S,7 C [n]. We are given a Set-Enc,(S) graph pair
pairg = (Gg,G-g) and a Set-Enc, (T) graph pair pair; = (G, G-r).

e Assumption: We assume that both of pairg and pair, are (N, k, Z) graph pairs.

e Output: We set
Gser = (Gs ANGor) V (G-s A Gr),

and
G- sor) = (Gs A Gp) V (G-g A G1).

We output Set-Enc-XOR(pairg, pairy) = (Gsor, G-(sar)). For simplicity, we will
also use pairg @ pairy to denote Set-Enc-XOR(pairg, pairy).

We make the following observation, which follows immediately from Observation 8.1.

Observation 8.3 (The XOR operation on two Set-Encoding graph pairs) pairg @ pairy is a
Set-Enc, (S @ T) graph pazr Moreover, pairg & paer is also an (N', k' E’) graph pair, where
N =4AN, K =2k+1 and 0/ only depends on ‘.

Construction of Graph Pairs @szl pair;

e Input: Let K € N be a power of 2. (If the number of graph pairs is not a power
of 2, we can always pad some dummy Set-Enc, () pairs to make it a power of 2.
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This only causes a constant blow-up on the size of the final graph.)

For K sets Si,...,Skg C [n], we are given a Set-Enc,(S;) graph pair pair, =
(Gs,,G-g,) for each i € [K].

—

e Assumption: We assume that all the K graph pairs are (N, k, £) graph pairs.

e Output: If K = 2, we output pair, @ pair,. Otherwise, letting pair, = @fi/f pair;

and pairg = @fi/f pair; | /o, We output pairy & pairg.

The following observation follows immediately from Observation 8.3.

Observation 8.4 (The XOR operation on a list of Set-Encoding graph pairs). @szl pair;
is a Set-Encn(GB,[f:1 Si) graph pair. It is also an (N', k', ¢") graph pair where N' = K* - N,
EF'=K-(k+1)—1 and ¢ only depends on (.

For a list of n distributions (DP"),, we define @7, D" as the distribution obtained

n
1=

by drawing pair; < D" independently, and outputting @7 pair;. The following lemma will

be useful for analyzing our construction in Section 9.

Lemma 8.5 (The XOR operation preserves indistinguishability). Let n be a power of 2,
let DPAr = (DPP)1_, and P = (EP)1, be two list of distributions on Set-Enc, graph
pairs. We further assume that all graph pairs in the support of the distributions in Dpair
and P qre (N, k,f_) graph pairs. Let ¢ € RY, be n non-negative parameters. If for each
i € [n], stack(DP") and stack(EP*™") are e;-indistinguishable for p-pass streaming algorithms

with space s, then stack(@_, DX") and stack(Pr_, EP") are ||e||,-indistinguishable for p-
pass streaming algorithms with space s.

Proof. Clearly, the lemma is trivial when n = 1. In the following we will prove the general
case when n is an arbitrary power of 2 by induction.

Let n be a power of 2 which is at least 2. By the induction hypothesis, we know that the
lemma holds for n/2. We set

n/2 n/2 n/2 n/2

(x.3.2w) = Do D, D DE, |
i=1 i=1 i1 —

g = ()72 and £®@ = (5Z-+n/2)?£. Since the lemma holds for n/2, it follows that: (1)
stack(X) and stack(Z) are ||gV)|;-indistinguishable; (2) stack())) and stack(W) are ||g@;-
indistinguishable.

Let X + X, and we write X = (X, X_) to denote the two components of X (note
that these two components may not be independent). Similarly, we define random variables
Y, Z and W, and their components.
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By definition, the distribution stack(€D;._, DP") samples X + X, Y « Y independently
and outputs
Xoy — [(X+/\Y)V(X/\Y+)] '

(X_AY_ )V (X;ANY,)

Similarly, the distribution stack(@}_, £™") samples Z + Z, W <« W independently and

=11
outputs
ZoW — [(Z+AW_)\/(Z_AW+)} ‘

(Z_ANW_)V(Z, ANW,)
Ignoring the fixed auxiliary edges added in the Set-Enc-OR operation, one can see
that a streaming algorithm A reading samples from stack(@D;_, D®") is essentially reading

({iﬂ ) |:}Y;+:|)Seq and similarly reading samples from stack(G}L1 52!’3") is equivalent to

reading ([ng} , {xﬂ )seq- -

X
Noting that [ X+] distributes as stack(X’) (and the same holds for ), Z and W), and the

pairs (stack(X'), stack(Z)) and (stack()), stack(W)) are || ||;- and ||g?)||;-indistinguishable,
respectively. Applying the hybrid argument (Lemma 3.4) proves the base case.
O

9 Set-Hiding Generators from Perm-Hiding Generators

In this section we present a construction of Set-Hiding generators from Perm-Hiding
generators, and prove Lemma 4.2.

This section is organized as follows: In Section 9.1, we construct the container graphs
using the well-known Ruzsa-Szemerédi graphs. In Section 9.2, we define the Index-Encoding
graphs and show that they can be used as selectors for the container graphs. In Section 9.3,
we construct Index-Hiding generators from Perm-Hiding generators. In Section 9.4, we present
the construction for Set-Hiding generators from Perm-Hiding generators.

9.1 Construction of Container Graphs Using Ruzsa-Szemerédi
Graphs

Notation for Ruzsa-Szemerédi (RS) graphs. Before constructing the container graphs

we need, we introduce some notation for RS graphs first. Recall that NRS(n) = pl+e™/vican

so that for sufficiently large n, there exists an (n,n)-RS graph [RS78] with NR%(n) vertices
on both sides. More specifically, we use RS, to denote an (n,n)-RS graph with NR(n)

; B:J_r])Seq and ([gj ; [gﬁ] )Seq-

1See Section 3.4 for the definition of ([;"’
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vertices on both sides. For each i € [n], we construct two indexing functions
RSY-IndexL, RS!-IndexR: [n] — [N®*(n)]

as follows: for each j € [n], RS"-IndexL(j) (resp. RS”-IndexR(j)) is set to the index of the
j-th vertex in the left (resp. right) side of the i-th matching in RS,,. In other words, the i-th
matching in RS, consists of n edges {(RS"-IndexL (), RSS)—IndexR(j))}jG[n].

Construction of container graphs. We will need the following construction involving
RS graphs. Given n sets Ti,...,7, C [m| such that n < m, we define the graph
G = Container,,((T;)™,), which is a bipartite graph having N = N®%(m) vertices on each
side, as follows: For each (i,7) € [n] x [m], let a = RS"-IndexL(5) and b = RS"-IndexR(5),
we add an edge between First(G), and Last(G)p if and only if j € T;. Note that the edge
layer ordering for container graphs is trivial as there is only one layer.

9.2 Index-Encoding Graphs

Now we define the following two types of Index-Encoding graphs, which will be used to “select”
one set from a container graph Container,,((7;)™,).

Definition 9.1 (Left-Index-Encoding graphs and Right-Index-Encoding graphs). Forn,m € N
such that n < m, and for an injective function f: [n] — [m]:

1. (Left-Index-Encoding Graphs) We say a layered graph G is an Lindex-Enc,, ., (f) graph
(i.e., a Left-Index-Encoding graph for the function f), if (1) |First(G)| = n and
\Last(G)| = m and (2) for each (i,j) € [n] x [m], First(G)u can reach Last(G)y;) if
and only if f(i) = j.

2. (Right-Index-Encoding Graphs) We say a layered graph G is an Rindex-Ency,,,(f)
graph (i.e., a Right-Index-Encoding graph for the function f), if (1) |First(G)| = m and
|Last(G)| = n and (2) for each (j,i) € [m] x [n], First(G)(; can reach Last(G)y if and
only if f(i) =j.

Index-Encoding graphs as selectors. The following lemma formally states how to use
two Index-Encoding graphs to select a set out of the n sets stored in a container graph
Container,,((T;)™,).

Lemma 9.2 (Selecting a set in a container graph). Let n,m € N such that n < m, and let
(T;)™_, be n subsets of [m]. Leti € [n] and N = N®(m). Suppose the following hold:
1. Gy, is an Lindex-Enc,, y(RSYW-IndexL) graph;

m

2. Gg is an RIndex-EncNﬁm(RSS}-IndexR) graph;
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3. Gy = Container,, ((7;),).
Then G, ® Gy © G is a Set-Enc,,,(T;) graph.

Proof. Let G = G, ® Gy ® Gi. From now on we will use G, G); and G to denote the
corresponding subgraphs in G.

Since First(G) = First(Gp) and Last(G) = Last(Gg), each of First(G) and Last(G) has
exactly m vertices. Now for each (a,b) € [m] x [m], by Definition 9.1, First(G)(q can only
reach First(Gar) where 2 = RS?-IndexL(a), and only Last(G\), can reach Last(G)p) where
y = RSY_IndexR(b). From the construction of container graph Gy, First(G M)[2] can reach
Last(G )y if and only if both a = b and a € T;. Therefore, G is a Set-Enc,,(T;) graph. [

9.3 Index-Hiding Generators

Similar to Definition 3.6 and Definition 3.7, we can define Left-Index-Hiding generators and
Right-Index-Hiding generators as follows.

Definition 9.3 (e-secure Index-Hiding generators). Let n,m € N such that n < m, and
let G be a function from injective functions from [n] — [m] to distributions over layered
graphs. We say G is e-Left-Index-Hiding (resp. e-Right-Index-Hiding) for injective functions
from [n] — [m] against p-pass algorithms with space s, if the following statements hold:

1. For every injective function f: [n] — [m], G(f) is a distribution over LIndex-Enc,, ,,,(f)
(resp. Rindex-Enc,,,,(f)) graphs.

2. For every two injective functions fi, fo: [n] — [m], the distributions A(G(f1)) and
A(G(f2)) are e-indistinguishable for p-pass streaming algorithms A with space s.

Similar to Got and GPM, for simplicity, we will often use GV (resp. GR") to denote
an e-Left-Index-Hiding (resp. e-Right-Index-Hiding) generator for injective functions from
[n] — [m]. We may also write G5 " (resp. G ) to indicate that the generator is against
p-pass streaming algorithms.

Next, we show how to construct Index-Hiding generators from Perm-Hiding generators.
Construction of GH'" and GRHY  for p-Pass Streaming Algorithms

nYm’p m7n7p

e Input: An injective function f: [n] — [m]. The security parameter e, pass
number p and space s.

e Assumption: There is a generator Qslf'p which always outputs (Ngeu, kg, ZQPH)
graphs and is e-Perm-Hiding against p-pass algorithms with space s.

e Construction:

1. ((],';",'jl’p) Draw 7 as a uniformly random permutation on [m] conditioning
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on that w(i) = f(i) for every i« € [n]. Let G < G- (7). Delete the
vertices First(G)n+1), - - - , First(G) ) from G together with all edges adjacent
to them. GL'H (f) then outputs G.

2. (g,ﬁi'j;‘l’p) Draw 7 as a uniformly random permutation on [m] conditioning on
that 7(f(i)) = i for every i € [n]. Let G < GM1t (7). Delete the vertices
Last(G)ptas - - - Last(G) ) from G together with all edges adjacent to them.
Got (f) then output G.

Lemma 9.4 (From Perm-Hiding generators to Index-Hiding generators). Let n,m,p,s € N
such that n < m. Let € € [0,1). Suppose there is a generator gﬁ;'j'p which always
outputs (NgPH,kgPH,ZgPH) graphs and is e-Perm-Hiding against p-pass streaming algorithms
with space s. Then, the generator G - (resp. GRW ) as defined above always outputs
(Ngew — (m — n)7kgPH,ZgPH) graphs and is e-Left-Index-Hiding (resp. e-Right-Index-Hiding)
against p-pass streaming algorithms with space s.

Proof. The security of Gt~ and G = follows directly from the assumed security of

PH - LIH RIH
Gpmp- Also, from the construction of GV and G,/7

(m — n) vertices from the output graph of GPM1. hence GLY and GR'! = always output

it is clear that we delete exactly
(NgPH - (m - n), k}gPH,ZgPH) graphs. 0

9.4 Construction of Set-Hiding Generators

Now we are ready to present our construction of Set-Hiding generators from Perm-Hiding
generators.

H

', for p-Pass Streaming Algorithms

Construction of QS
e Input: A set S C [n]. The security parameter ¢, pass number p and space s.

o Assumption: Let N = N®(4n). There is a generator Gy | which always
outputs (NgPH,kgPH,EgPH) graphs and is eo-Perm-Hiding against (p — 1)-pass
algorithms with space 2p - s, where ¢g = ¢/ log® n.

e Setup: Let Gplty _; and GRY | be the resulting eo-Left-Index-Hiding generator
and eg-Right-Index-Hiding generator from Lemma 9.4, respectively.

The generator g]'?,'jp_l also implies a generator gﬂ:pq which is go-Perm-Hiding
against (p — 1)-pass algorithms with space 2p - s.

e Comnstruction:

1. Let K = 1500 - logn.
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2. Draw (T, 7,]) « Dhard, (S) (defined in Section 7).
3. For each k € [K], we draw
(2) Gomi 4 Glrtpa (71 G““R = Gy ()
(b) Gigp + i1 (RSE; -Indext); Gl = GRM, -1 (RSEY-IndexR);

Then we set

W = GSQL © G;(fX)LG Containeryy, (7} j)je{n]) © G.de © Gme7
Y(k G(mL © GIdXL® Contalner4n((_|4nTk ])JE[”]) © GIdXR © G
pair, = (X® y®)),

pmR and

4. Let pair,,, = @1 pair,, and Gy, be the first graph in pair,,,
5. Edge-Layer Ordering:
We have to adjust the edge-layer ordering in G,o,. There are three possible
types of edge-layers in Gyo (see Claim 9.5): (1) consisting entirely of the
auxiliary edges added in the Set-Enc-OR operations; (2) consisting entirely
of the edges in some copies of Container4n((—|TkJ)]e[n]) (3) consisting
pmL> G.(:xu G.(de or Gme
Let Ea.x, Ea and Eg be the lists of edge-layers in E(Gyor) of type (1), (2)
and (3), respectively. Each of them is ordered according to E(Gyer). We
construct another graph G,gjust from G such that they are the same except
for the edge-layer ordering; we set E(Gadjust) = Eaux© Eao Eg, and Z(Gadjust)

entirely of the edges in some copies of G®

is set accordingly.

6. Finally, we construct a new graph Gfna by deleting the vertices
First(Gadjust)i) and Last(Gagjust) i) from Gagjust for every i € {n+1,...,4n}.

e Output: Finally, Qﬁ;’, outputs Gfinal-

Reminder of Lemma 4.2. Let n be a sufficiently large integer. Let p,s € N such
that 2p - s < gn®logn, and let N = NT(4n). Let ¢ € [0,1) such that & > 1/nto.
Suppose there is a generator ng . which always outputs (Ngew, kgen, lgen) graphs and is
(¢/log® n)-Perm-Hiding against (p — 1)-pass streaming algorithms with space 2p - s. Then
there is a generator ggj; such that: (1) it always outputs (NgSH,kgSH,ZgSH) graphs, where
Ngsu = O(Ngew - log”>n) and kgsn = O(kgen - logn); (2) it is e-Set-Hiding against p-pass
streaming algorithms with space s.

Proof. We begin with some notation. We use T to denote (Thj) (k) em)x k], T to denote
(7i)ieix], and j’to denote (j;)ic(x). We also let Sajice and Sgop be the sets of all possible T
and (7, j), respectively.
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Note that an output graph Gfna of Q’SZ can be decomposed into three subgraphs Gfied,
Ga and Gpg (corresponding to the edge-layers F,.,, Fa and Eg in the construction), such
that Ggyeq 1s a fixed graph, G is a deterministic function of T and G is generated from 7
and j Note that edges comes in the order of Gfiyeq, Ga and Gg.

We use Ga(T) to denote the graph Ga constructed from T, and Gg(7, j) to denote the
distribution of the graph Gg given inputs 7 and j We use supp(Gg) to denote the union of
the supports of Gg(7, j) for every (7, ) € Sgob.

Gfnal is a Set-Enc,(S) graph. We first claim that Ggna is a Set-Enc,(S) graph.
By the definition of GP' , and Lemma 9.2, it follows that for each k € [K],
pair, is a Set-Ency,(m;(T) ,)) graph pair.  Then by Observation 8.4, pair,, is
a Set—Enc4n(@kK:17rk(Tk,jk)) graph pair. Therefore, both of Gy and Gagjust are
Set-Ency, (D1, mi(Tk,)) graphs.

Finally, since Gfinai is obtained by deleting First(Gagjust)p and Last(Gagjust)p) for every
i € {n+1,...,4n}, it follows that Gpna is a Set-Enc,(@r_, m(Tk, ) N [n]) graph.
From Observation 7.2, S = @r_, m(Ti;,) N [n] and the claim is proved.

Structure of the graph G,,. Next, we need the following claim summarizing the
structure properties of G,. needed for us.

—

Claim 9.5 (Structure properties of Gyor). Gxor 1S an (Nyor; kxors bxor) graph, where Nyo =
O(log®n - Ngew) and kyo = O(logn - kgen). Moreover, there are three possible types of
edge-layers in Gy : (1) consisting entirely of the auziliary edges added in the Set-Enc-OR
operations; (2) consisting entirely of the edges in some copies of Containers,((—Tk;)jecm));
(8) consisting entirely of the edges in some copies of G» Gi(izl_, Gi(izR or G

pmL~ pmR*
In the following, we prove Claim 9.5. Note that the container graphs
Containery, ((T%,;)jem) and Containers,((—unTk;)jem)) each has 2N vertices. By the

properties of Gitt . Gy, and GRY . it follows that for each k € [K], pair, is an
(Npair; Kpair, g;,ai,) graph pair, where Npai = O(Ngen + N) = O(Ngen), kpair = O(kgen) and E_;,a;,
only depends on ZgPH.

By Observation 8.4 and noting that K = O(logn), it follows that Gy, is an (Nyor, kxors Zxor)
graph, where N,or = O(log® n-Ngen) and kyor = O(log n-kgen). This proves the first statement
of Claim 9.5. For the moreover part, note that for each k € [K], edge-layers in both graphs in
pair,, are either type (2) or type (3). Since all the graph pairs pair, have the same edge-layer
ordering, one can show that @szl pair, maintains this property by induction. Also, it is
not hard to see that if an edge-layer contains some auxiliary edges added in the Set-Enc-OR
operations, then it consists entirely of auxiliary edges. This completes the proof of Claim 9.5.

It then follows directly from Claim 9.5 that QS; always outputs (Ngs, kgSH,zgSH) graphs,

where Ngsi = O(log®n - Ngen), kgsn = O(logn - kgen).
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Indistinguishability. To simplify the analysis, in the rest of the proof, we will assume
that QSH outputs Gadjust instead of Gfinal. This is valid since for every T3, T5 C [n], this change
will only increase the total variation distance ||A(G(T1)) — A(GH(T3))]1v-

Suppose for the sake of contradiction that Q’S;’, is not e-Set-Hiding for p-pass streaming
algorithms with space s. That is, there are two subsets T7, Ty C [n] and a p-pass streaming
algorithm A with space s such that

1A(Go(T1)) — A(GR(T2)) v > €. (10)

We can further assume without loss of generality that A is a deterministic algorithm.
We will show how to construct a one-way communication protocol from Alice to Bob which
contradicts Lemma 7.4. Setting t = n and K = 1500 - logn in Lemma 7.4, we have the
following claim.

Claim 9.6 (An instantiation of Lemma 7.4). For a sufficiently large integer n. Let
T, T, C [n] be sets. For all one-way randomized protocols 11 from Alice to Bob for the
Set-Hiding-Game satisfying CC(II) < 2%712 log n, it holds that

1
hard hard
HH(Dn,n,K(Tl)) - H(Dn,n,K(TQ)) HTV < W
In more details plugging int =n and K = 1500 - logn in Lemma 7.4, we have
6=10= 1510gn and C' = o - (2nt)' > = 5 - (2n?)1~ 1/3logn > 5n?. We can also verify that
tK < 10C, and Claim 9.6 follows from the fact that C'logn > > n 2log n.
We first consider a faithful simulation of the p-pass algorlthm A on the graph Gfna by
Alice and Bob, specified by Algorithm 2.

The following lemma will be crucial for our proof, and we defer its proof until we finish

the proof of Lemma 4.2.

Lemma 9.7 (Resampling preserves the distributions). There is a mapping Gresamp from
{0,1}3=15 x Sgoy, to distributions over supp(Gg) such that for every distribution D over
Shlice X Sgob, letting (T, 71',]) < D, the following two distributions are identical:

1. (The Original Distribution.) Ilgm(Ga(T), Ga(R®,7)).
2. (The Resampled Distribution.) Draw M < T5S(GA(T),Ge(R. 7)), and output
ALast(Ma gresamp(M7 7_‘:7 .7)) .

In above Aps(x,y) is the output of the protocol gy given the transcript x and Bob’s
graph y. In other words, Apast(x,y) is computed by Bob simulating A using his graph
y and the last state recorded in the transcript x and then outputting A’s output.

The lemma above essentially says that, if Bob has forgotten his graph Gg right before
the 2p-th round in the protocol Ilg,, using its input (7?,;) and the transcript M between
Alice and Bob, he can still resample a graph Gy from the distribution Gresamp(4M, 7?,5') SO
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Algorithm 2 Protocol g, (Ga, Gg).
Input: Alice gets Gp = GA(T) for some T € Shiice; and Bob gets Gg € supp(Gg).

1: Alice and Bob jointly simulate the algorithm A on the graph Gfxeq U Ga U Gg in 2p
rounds. Alice starts with the initial state of the algorithm A. For each ¢ € [p], Alice and
Bob proceed as follows:

e in the (2¢ — 1)-th round, Alice simulates A on Gfyeq and G (note that the ordering
of subgraphs is Gfixed, Ga and Gg) using the initial state of A (if ¢ = 1) or the most
recent state received from Bob (if ¢ > 1), and then sends the final state of A to
Bob;

e in the 2i-th round, Bob simulates A on Gg using the most recent received state
from Alice, and sends A’s state back to Alice (if i < p) or outputs A’s output (if
i=Dp).

The output of the protocol Il is the final output of Bob.

Output: We use IIZ2"(Ga, Gg) to denote the concatenation of messages sent between Alice
and Bob in the first (2p — 1) rounds (that is, the transcript of the protocol Ilgy), and
[Ism(Ga, Gg) to denote the output of the protocol given inputs Ga and Gg. Since A is
deterministic, both of II§2"(Ga, Gg) and Ilgm(Ga, Gg) are deterministic functions of Ga
and GB.

that continuing the simulation of A with G§ instead of Gg does not change the final output
distribution.

In the following we fix a subset S C [n| and consider a protocol II for Set-Hiding-Game
with input distribution D) (.5), specified by Algorithm 3.

We first make three observations:

1. Ogutput-Bob distributes as II(Dhard,(S))";

2. Gea distributes as QTSL;(S), therefore Ogutputrear  distributes as A(QSZ(S)) by
Lemma 9.7;

3. CC(I) < 2p- s < 5xn?logn.

The following claim follows from our assumption on the generator QK‘}_I, and we defer
its proof until we finish the proof of Lemma 4.2.

Claim 9.8 (M, is close to Mjce). For every (T, ®,]) € supp(Dhrdx (S)), it holds that

-

[Mreal ’ (T">7?a.;) = (T;> 7?7;):| - |:MAIice | (’1_-;,7?,_]) = (T7 7?75):|

<eg/3.
’TV ¢/

15H(D2f;i «(S)) denotes the distribution of the output of the protocol II running on the input drawn from
the distribution D)4 . (5).
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Algorithm 3 Protocol II.

Input: Let T = (Tk5) (5, Kem]x[K); T = (m;)icix) and g = (]l)le[K] be a sample drawn from
Dhard,(S).  Alice is given T: Bob is given & and j. Alice then sets Ga = Ga(T),

and Bob draws G from the distribution QB(ﬂ,]). We use G to denote the graph
Giixed U GA U Gg.

1: Alice draws é’B from the distribution QB(ﬁA,jA), such that 7a consists of K identity
permutations, and ja is the all-one vector of length K. Alice then simulates the protocol
[Im on the graphs Ga and G, to compute the random variable Mjice = II12"(Ga, Gg).

sim

We also let M, be the random variable IIE2"S(Ga, Gg) (for analysis only).

sim

2: Then Alice sends Majice to Bob and it takes (2p — 1) - s bits. Bob then draws a graph
G;_D, fI'OIIl gresamp<MA|ice7 ﬁaj)? and OUtpUtS ALast(MAliceu Gig)

Output: We use Ooutput-Bob t0 denote the output of Bob, and we use Ooutput-real to denote
the output of Bob if he received the message M., instead of Mpjice.

Note that conditioning on (T',#®,7) = (T, 7, j) for a tuple (T, 7,j) € supp(Dhrdx (S)),
Ooutput-Bob a0d Ooyutput-real are obtained by applying the same randomized procedure to M,
and Mpjce, respectively.'® By Claim 9.8, it follows that ||Ooutput-Bob — Ooutput-real|| TV < /3.

Recall that Ogutput-gob distributes as H(D;‘j;‘fK(S ) and Opgytputreal distributes as
A(GM(S)), it follows that

DRk () = AGRR(S) ey < /3

for every S C [n].
Combing with Equation 10 and noting that € > 1/n!® and n > 3, it follows that

1
(D3R (1) = D (To) v > /3 > —,

contradicting Claim 9.6 since CC(IT) < zxn?logn. O
Now, we first prove Lemma 9.7.

Proof of Lemma 9.7. We begin by introducing some notation.

Notation. For every possible f, ﬁ,j € Salice X SBob, We use DMB(T, ﬁ,f} to denote the

following induced joint distribution on {0, 1} D% X Sgop: we draw Gig Ga(F, ;>7 e
M = II'as(GA(T), Gg), and output (M, Gg).

sim

16Tn more details, conditioning on (T,ﬁ",f) = (f, T, ;), for every m € {0,1}2P=1)% we can define Z(m)
be the distribution obtained by drawing Gg < Gresamp(m, 7, j) and outputting Ai.st(m, Gg). Then Majice
and M, distributes as Z(Mapjice) and Z(Meal), respectively.
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For a distribution D on Sajice X Sob, 1€t Derigin(DP) and Dresamp(D) be the original
distribution and resampled distribution from the lemma statement, respectively. Using the
above notation Dyg, we further define the following two distributions

Horigin(D) = E [DMB(fa 7?7 j)]
(T,7,5)«D
and
Hresamp(D) - E E [(M gresamp(M ™ ])]

(T'\#,7)«D (M,Gg)+Dws (T ,7.7)

where (M, Gresamp (M, W,j)) denotes the distribution obtained by drawing a sample Gg <
Gresamp (M, ﬂ,j) and then output (M, Gg). (Gresamp(M, W,f) will be defined shortly.)

Observe that Doyigin(D) (resp. Dresamp(D)) can be obtained by drawing a sample (M, Gg)
from Horigin(D) (resp.  Hresamp(DP)) and then output Aj.«(M,Gg). Hence, to establish
the theorem, it suffices to construct the function Gyesamp S0 that Herigin(D) is identical to
Hesamp(D), for every distribution D on Sajice X Sgob-

Construction of Gemp- Now we specify our construction of Gresamp. For M € {0, 1}~ s,
by the rectangular property of communication protocols, there exists two subsets Uy C
{GA( T) | T € Saice} and Viy C supp(Gs), such that I172rs(GA(T), Gg) = M if and only if
GA( ) € Uy; and Gg € Vyy.

We now set Gresamp(M, 7, J ) to be the conditional distribution on the set Vj; induced by
Ge(7, j).

The key property of Giesamp.  For every possible (f M, T ;), we consider the distribution
Qg(f M, 7?,;') obtained by outputting Gg < Gg(#,j) conditioning on the event that
I1E2ns (G (T)), Gg) = M. Note that Gg(T, M, 7, J) can be undefined if 172" (GA(T), Gg) = M
happens with zero probability. The following claim is crucial for us.

Claim 9.9. gB(f, M, ﬁ,f) is either undefined, or equals t0 Gresamp(M, ﬁ,f).

Proof. Recall that II72rs(GA(T), Gg) = M is equivalent to that GA(T) € Uy and Gg € Vi
for two sets Uy and V). If GA( T) ¢ Uy, Ga(T, M, 7, ) is clearly undefined.

Otherwise, we have Ga(T ) € Uyps. In this case we have Gg € V), and one can see that
QB(T , M, 7, j) is the induced conditional distribution of Gg(7, j) on the set Vjs, which is

exactly gresamp<M7 7?7 ;) : -

Proof of Correctness For every possible ( T
be generated as follows: draw (M, Gg) < DMB(T
and output (M, Gg).

Using the above observation, for every possible distribution D on Spjice X Sgob, We have

,7), note that Dyg(T, 7, j) can alternatively
T j) and then draw G5 QB(T, M, 7r,j),

||Horigin (D) - Hresamp(D) ||TV
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< E |Dwe(T.7])- E (M, Gresamp(M,T, )]
(Tvﬁ-‘:j)(*'D (MvGB)%DMB(Tvﬁzj) TV
< E E (M Gs(T,M,m,j) - E (M Gesamp(M,7, )]
(T,ﬁ",j) (M GB)(—DMB(T ]) (M GB)(—DMB(T 7?,]) TV
S . ]E, E . gB(f, M,ﬂ' ]) gresamp(M ™ j) ’
(T'7,7)+D (M,Gg)+DPug(T'7,]) ™
Applying Claim 9.9 to the above equality concludes the proof. ]

Finally, we prove Claim 9.8.

—

Proof of Claim 9.8. We first fix a tuple (T, 7, 7) € supp(Dhard, (S)), and we will condition
on (T, 7,5) = (T, 7.)).

Since the Gf,xed part is always fixed, and the Ga part is fixed to Ga(T ) as we are
conditioning on T = T it means that A can be seen as an algorithm reading edge-layers in
(g, in the order specified by ¢ (GB). We use By to denote a new streaming algorithm on G,
which simulates A on Gixed U Ga U Gg, and outputs II12"(Ga, Gg).

We claim that Bz can be implemented by a 2p-s-space, (p—1)-pass algorithm. The space
bound follows from the observation that Bz can use s space to simulate A and (2p — 1) - s
additional space to store the intermediate states appearing in II§2"(Ga, Gg). By only takes

sim

(p— 1) passes because to compute IIF2"(G, Gg), it does not have to go over Gg in the p-th

sim
pass.

Furthermore, noting that éB is independent of (f, 7'1",5), the claim reduces to prove

-

1B7(Ge) — Br(Gel(7.3) = (7.1)) v < ¢/3.

For (7,7) € Sgob, for each k € [K], we construct the following distribution 777(??. on graph
pairs:

Construction of The Distribution Pf?k}

L. Draw Gﬁ’fnL Gy (1) and Gme < Ginp1(Th).-
2. Draw G4y < GMy _(RSYH-IndexL) and G « GRM.  (RSYY-IndexR).
3. We set
X ) = Ggfz,_ ® Gi(izl_(b Containery, (([4n)]) ) ® G.de ® Gme,
7 = GSZZL © G;(fx)@ Containery;,((0)e[n) © G.de © Gme

In above ([4n]);em) (resp. (0);ep)) denotes a list of n sets, each being [4n] (resp.
empty set).”
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4. Output: The graph pair (X® Y *)).

“We added these dummy container graphs to make sure (X ) V(%)) is a graph pair.

We will show that for every two pairs (7, 7) and (7', 7) from Sgep,

o) o)

the last inequality above follows from K = O(logn) and ¢y = £/log®n, in the following we
establish the first inequality above.

Note that reading stack(Pg}?) is essentially reading (G(k) Gk Gl(ij’GéiqR> "

<4-K-g<¢g/3, (11)
TV

pmL> ~idxL>’
Combing the hybrid argument (Lemma 3.4) with the eg-indistinguishability of GPff .
gﬁll_'rILf'N,p—l and g]R\,fl’Envp_l, it follows that

HBT (stack(PS})) By (stack(PE, -, )HTV < 4- g (12)

Combining Equation 12 and Lemma 8.5 proves Equation 11.

Finally, one can see that GB distributes as (@k 1 (’:)EJ if we remove all its dummy
u 1

contamer layers (that is, removing all container layers in the first graph from the graph pair
@k P ~. ) and Gg|(#®,7) = (7,]) distributes as (@kK L (kz) if we also removes all its

dummy contamer layers. (Recall that now we are assuming G , outputs Gagjust instead of
Gfinal to simplify the analysis.) The lemma then follows from Equatlon 11.
O

Finally, we remark that if we use the construction of Ruzsa-Szemerédi graphs
in Proposition 3.3, we can prove the following variant of Lemma 4.2.

Remark 9.10 (From Perm-Hiding generators to Set-Hiding generators, Version 2). There is
an absolute constant ¢ € (0,1) such that the following holds. Let n be a sufficiently large
integer. Let p,s € N such that s < n'*te/lo8losn and let N = 16n. Let ¢ € [0,1) such
that € > 1/n'. Suppose there is a generator QNp 1 which always outputs (Ngeu, kgPH,FgPH)
graphs and is (¢/log® n)-Perm-Hiding against (p — 1)-pass streaming algorithms with space
2p-s. Then there is a generator Q,f;') such that: (1) it always outputs (Ngsu, kgsn, ZgSH) graphs,
where Ngsw = O(Ngen -log®n) and kgsw = O(kgen -logn); (2) it is e-Set-Hiding against p-pass
streaming algorithms with space s.

10 Perm-Hiding Generators from Set-Hiding Generators

In this section, we show how to obtain Perm-Hiding generators from Set-Hiding generators,
and prove Lemma 4.3. The major idea behind our construction is using a sorting network.
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There is a long list of work studying sorting networks [ONG2, Bat68, AKS83, Pat90, AHRV07,
Gool4]. Our results in this section rely on [AKS83].

This section is organized as follows: In Section 10.1, we state a useful lemma which
is proved by the well-known AKS construction of sorting networks. In Section 10.2, we
define and construct Perm(M)-Hiding generators for permutations in Perm(M), where M
is a matching on [n]. Finally, in Section 10.3 we present the construction of Perm-Hiding
generators by composing many Perm (M )-Hiding generators.

10.1 Decomposition of Permutations via Low-depth Sorting
Networks

Let M be a (potentially partial) matching on a graph with vertices set [n] (we will just say
M is matching on [n] for brevity). For convenience, we define a function fy;: [n] — [n]
such that: (1) if vertex a is matched to vertex b in the matching M, then fy;(a) = b and
fau(b) = a; (2) if vertex a is not matched to any other vertex in the matching M, then
fu(a) = a.

For a matching M on [n], we define Perm(M) to be the set of permutations which can be
implemented via swapping some matched pairs in M. That is, a permutation 7 € Perm(M)
if and only if for every a € [n], 7(a) equals a or fi/(a). (Note that for an edge (a,b) € M, if
m(a) = fu(a) = b, then since 7 is a permutation, the foregoing condition forces 7(b) = a.)

We need the following lemma from the well-known O(log n)-depth construction of sorting
networks.

Lemma 10.1 ([AKS83]). There exists an absolute constant caxs > 1 such that for every
integer n, there exist d = caks - logn matchings My, M, ..., My 1, My on [n] such that the
following holds: For each permutation 7 on [n], there exist d permutations my, 7o, ..., Tq_1,Tq
such that m; € Perm(M;) for each i € [d] and m = g0 mg_1 00 Mg 0Ty,

To utilize the lemma above in our construction, we need the following observation on
Perm-Encoding graphs.

Observation 10.2 (Composition of Perm-Encoding graphs). Let n,d € N, and
1, T2, .-, Tqg_1,Tq be d permutations on [n]. Let G1,Gs,...,Gq_1,Gq be d layered graphs
such that for each i € [d], G; is a Perm-Enc,(m;) graph. Then G © Go ® - © Gq_1 © G is
a Perm-Enc,,(7) graph for m = mgomg_q10---0omomy.

10.2 Perm-Hiding Generators for Permutations in Perm(M)

From Lemma 10.1 and Observation 10.2, to construct a Perm-Hiding generator for all
permutations on [n], the first step is to construct a Perm-Hiding generator for all permutations
in a particular set Perm(M ), where M is a matching on [n]. We first formulate the formal
definition of such a Perm-Hiding generator.
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Definition 10.3 (e-secure Perm-Hiding generators for permutations in Perm(AM)). Let n be
an integer and M be a matching on [n]. Let G be a function from permutations in Perm(M)
to distributions over layered graphs. We say G is e-Perm(M)-Hiding for permutations in
Perm(M) against p-pass algorithms with space s, if the following statements hold:

1. For every m € Perm(M), G(7) is a distribution over Perm-Enc,(m) graphs.

2. For every two permutations my, ma € Perm(M), the distributions A(G(m1)) and A(G(m2))
are e-indistinguishable for p-pass streaming algorithms with space s.

Construction of Gij!  for p-Pass Streaming Algorithms
e Input: A matching M on [n| and a permutation = € Perm(M). The security
parameter €, pass number p and space s.
SH

3n,p?
graphs and is e-Set-Hiding against p-pass streaming algorithms with space s. Let

e Assumption: There is a generator G which always outputs (Ngsu, kgsH, ZQSH)

N =2-|M|+n < 3n. One can easily construct another generator Q]S\{'p from
Ginp:
e Construction:

1. We first construct a set S of size N as follows: for each a € [n], we add the
pair (a,a) to S; for each edge (a,b) € M (note that a # b), we add both
(a,b) and (b,a) to S.

2. Let ¢y be a bijection between S and [N] (45 only depends on the input
M), and let T' = {¢p((¢,7(¢))) : ¢ € [n]}. Note that T' C [N], and we draw
H~ G (T).

3. Now we construct a new graph G such that GG contains a copy of H, together
with two new layers U and V, each of size n, such that U is the first layer
and V is the last layer.

4. From now on we use H to denote the corresponding subgraph in G. For
each (z,y) € S, letting £ = ¢y ((x,y)), we add (1) an edge in G from Uy,
to First(H)jq and (2) an edge from Last(H )y to Vj,). Let Egs: be the set of
edges added in Case (1), and Ej.s be the set of edges added in Case (2).

5. List of edge sets and edge-layer ordering: Let k be the number of
layers in H. Note that G has k+2 layers. Now we set E(G) as a list of k41
sets of edges, such that E(G)l = Egret, E(G)Q = El.st, and E(G)iH = E(H)Z
for each i € [k —1]. #(G) is also set accordingly.

6. Finally, Q]'\D/['j'mp outputs G.
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Lemma 10.4 (From Set-Hiding generators to Perm(M)-Hiding generators). Let n,s € N and
lete € [0,1). Suppose there is a generator Q3np which always outputs (Ngs, kgSH,ZgSH) graphs
and is e-Set-Hiding against p-pass streaming algorithms with space s. Then, for all matchings
M on [n], there is a generator Gif  such that: (1) it always outputs (Ngen, kigew, Lgew) graphs
where Ngew < O(Ngsn + n) and kgen = kgsw + 2; (2) it is e-Perm(M)-Hiding against p-pass
streaming algorithms with space s.

Proof. First, for two permutations m,m € Perm(M), the e-indistinguishability between
Giinp(m) and Gypl () follows from the assumption that Gt is e-Set-Hiding. Also, one
can directly verify that number of vertices in the output graphs of G5 Mon,p 15 at most Ngsu+2n,
and the construction adds exactly two layers (hence kgen = kgsu + 2).

We still have to verify that for a permutation 7 € Perm(M), every graph G €
supp(Gifh, (7)) is a Perm-Enc,(m) graph. To establish this, we have to verify that for
every a € [n], First(G)}, can only reach the vertex Last(G)ir(q) in Last(G). Let T be the
corresponding set in the construction of G, and H be the middle subgraph of G corresponding
to the graph generated by G (7).

From the Step (4) of the construction of G and noting that H is a Set-Ency(7") graph, for
First(G)q to reach a vertex Last(G)p in Last(G), it has to pass H via two vertices First(H )
and First(H )y such that ¢ € T. Let (x,y) be the pair from S so that ¢ ((z,y)) = ¢, it
must be the case that (a,b) = (z,y). Since ¢ € T', we have b = y = m(x) = 7(a). The above
discussion shows if First(G)j, can reach Last(G)p) then we have b = m(a). For the other
direction, note that if b = m(a), then First(G)[; can reach Last(G)p through the middle
vertices First(H )y and First(H ), where ¢ = ¢p((a,7(a))) € T. This completes the proof.

0

10.3 Construction of Perm-Hiding Generators

Construction of Q for p-Pass Streaming Algorithms

e Input: A permutation m € Perm([n]). The security parameter €, pass number p
and space s.

e Assumption:

There is a generator G5~ »» Which always outputs (Ngsu, kgSH,ZgSH) graphs and is
£o-Set-Hiding for p-pass streaming algorithms with space s, where gy = £/ log® n.

e Setup:

1. Let d = caks - logn, and fix d matchings M, ..., My from Lemma 10.1.

2. For each i € [d], let Gij' | be the £o-Perm(1M;)-Hiding generator guaranteed
by Lemma 10.4 and the ex1stence of GH .
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e Construction:

1. Find d permutations 7y, ..., 74 such that m; € Perm(M;) for each i € [d]
and m = mg0---om. (Such d permutations exist from Lemma 10.1. If there
are multiple such d-tuples we pick the lexicographically first one).

2. The final graph is

Grttnp(T1) © -+ © Gi, o (Ta)-

Reminder of Lemma 4.3. Let n be a sufficiently large integer. Let s € N and
let € € [0,1). Suppose there is a generator g3np which always outputs (NgSH,k'gSH,EgSH)
graphs and is (¢/log® n)-Set-Hiding against p-pass streaming algorithms with space s. Then
there is a generator such that: (1) it always outputs (Ngew, kgew, Cgen) graphs where Ngew =
O(Ngsw - logn) and kgen = O(kgsn - logn); (2) it is e-Perm-Hiding against p-pass streaming
algorithms with space s.

Proof. Applying Lemma 10.4, one can directly verify that Ngew = O(Ngsu - logn) and
kgew = O(kgsw - logn). Also, since for each i € [d], all outputs of Gy, (m) is a
Perm-Enc, (;) graph, Gif! | (m1)©---©Gyf | (mq) is a Perm-Enc,, () graph, as m = mgo- - -om;
(Observation 10.2).

Finally, applying a hybrid argument (Lemma 3.4) and noting that by assumption all
generators QM np are go-Perm(M;)-Hiding completes the proof. O
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