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Abstract

When do classical zero-knowledge protocols remain secure against quantum attacks? In this
work, we develop the techniques, tools, and abstractions necessary to answer this question for
foundational protocols:

1. We prove that the Goldreich-Micali-Wigderson protocol for graph non-isomorphism and
the Feige-Shamir protocol for NP remain zero-knowledge against quantum adversaries.
At the heart of our proof is a new quantum rewinding technique that enables extracting
information from multiple invocations of a quantum adversary without disturbing its state.

2. We prove that the Goldreich-Kahan protocol for NP is post-quantum zero knowledge using
a simulator that can be seen as a natural quantum extension of the classical simulator.

Our results achieve negligible simulation error, appearing to contradict a recent impossibility
result due to Chia-Chung-Liu-Yamakawa (FOCS 2021). This brings us to our final contribution:

3. We introduce coherent-runtime expected quantum polynomial time, a simulation notion
that (1) precisely captures all of our zero-knowledge simulators, (2) cannot break any
polynomial hardness assumptions, (3) implies strict polynomial-time e-simulation and (4)
is not subject to the CCLY impossibility. In light of our positive results and the CCLY
negative results, we propose coherent-runtime simulation to be the appropriate quantum
analogue of classical expected polynomial-time simulation.

*Part of this work was done while the author was an intern at NTT Research.
fWork was chiefly conducted at Boston University.
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1 Introduction

Zero-knowledge protocols [GMR85] are a fundamental tool in modern cryptography in which a
prover convinces a verifier that some statement is true without revealing any additional information.
This security property is formalized via simulation: the view of any malicious efficient verifier V*
can be simulated in polynomial time (without access to, e.g., an NP witness for the statement).

Although the zero-knowledge property sounds almost paradoxical, [GMR85] showed that zero-
knowledge protocols exist for non-trivial languages (e.g., for Quadratic Residuosity). This sparked a
sequence of foundational works over the next decade, including: zero-knowledge protocols for graph
isomorphism /non-isomorphism and all of NP [GMWS86], constant-round zero-knowledge protocols
for NP [GK96, FS90] (based on two different paradigms), and applications to general-purpose secure
computation [GMW8T7a].

However, since these foundational results were established, our conception of what constitutes
efficient computation has fundamentally changed. Both in theory [Sho94] and in practice [AABT19],
quantum computers appear to have capabilities beyond that of any efficient classical computer.
Thus, in order to have a satisfying and complete theory of cryptography, it is imperative to analyze
security against (efficient) quantum attacks. In this work, we ask:

When do classical zero-knowledge protocols remain secure against quantum attacks?

At a minimum, such protocols must be based on post-quantum cryptographic assumptions. Subject
to this constraint, one could hope that any “reasonable” protocol should remain secure against
quantum attack, but we are extremely far from having such a result.

To highlight our lack of understanding, consider the protocols (discussed above) from the original
works of [GMWS86, GK96, FS90].! Of these, the only ones known to be zero knowledge against
quantum attack are those amenable to the rewinding technique of Watrous [Wat06].? Specifically,
[Wat06] proves security for a very restricted class of protocols: (sequential repetitions of) 3-message
public-coin protocols with logarithmic-length verifier messages.

As a result, the post-quantum security of some of the most basic protocols in cryptography
remains completely unclear. For instance, Watrous’s technique applies to the standard [GMWS86]
zero-knowledge proof system for graph isomorphism but does mot apply to the related protocol
for graph non-isomorphism from the same work.®> And while [Wat06] suffices to analyze the
super-constant round [GMWS86] protocol for NP (based on graph 3-coloring), it cannot handle
the constant-round protocols of [GK96, FS90].

1.1 Challenges

We highlight two key issues that must be resolved in order to answer our question. The first is
technical in nature; the second is more conceptual.

1. State-Preserving Quantum Rewinding. For all of the protocols discussed above, classical
zero knowledge is proved by rewinding the malicious verifier to simulate its view. Classical
rewinding is completely inapplicable to quantum adversaries since a single execution might

!The protocols of [GMRS5] are for languages in BQP, for which post-quantum zero knowledge is trivial.

*Recent work [CCY21] shows that the [GK96] protocol satisfies a relaxed notion called e-zero-knowledge [DNS98];
we discuss this result in detail later.

3This was noted in [Unr12, ARU14].



irreversibly disturb the adversary’s state. While there has been significant progress in devising
quantum-compatible rewinding strategies [Wat06, Unr12, CCY21, CMSZ21], these techniques
are fundamentally incapable of the kind of rewinding we need.

The abstract rewinding technique common to the [GMW86, GK96, FS90] protocols is some-
times referred to as “extract-and-simulate”: the simulator must first extract information from
the malicious verifier and then use this information to simulate its view. It is this problem of
stmultaneous extraction and state preservation (for simulation) that prior work cannot solve:

e Even in simple cases where the simulator only needs to extract from a single protocol
execution (as in the [GK96] protocol), the problem of achieving negligible accuracy sim-
ulation is particularly challenging. A recent work [CCY21] shows how to simulate in
this setting with inverse polynomial simulation accuracy — achieving a relaxed security
notion called e-zero-knowledge [DNS98].

o The situation is especially dire in the more general (and more common) setting when
extraction requires information from multiple protocol executions as in the [GMWS6]
graph non-isomorphism (GNI) protocol and the [FS90] protocol for NP. For these pro-
tocols, no post-quantum simulation strategies are known, even for weaker definitions
such as e-zero-knowledge. In fact, recent progress [CMSZ21] on extracting from multi-
ple protocol executions is specifically designed for (and only works in) a setting where
extraction without simulation suffices.

2. Defining Zero Knowledge. A key insight of [GMR&5] was to capture a malicious verifier’s
“lack of knowledge” by simulation: the view of any efficient malicious verifier can be efficiently
simulated. However, from the beginning, the precise definition of “efficient” was different
for the verifier and the simulator: specifically, even though the verifier must run in fixed
polynomial time, the simulator was only required to run in expected polynomial time.

Allowing the simulator to run for ezpected polynomial time was essential for the [GMRS5]
zero-knowledge protocol for quadratic non-residuosity (one out of their two constructions)
and similarly essential for many subsequent protocols [GMWS86, GK96, FS90]. Later, it was
shown that for these and other protocols, (black-box*) strict polynomial-time simulation
is impossible [BL02]. Thus, it turns out that expected polynomial time simulation is the
appropriate computational model for capturing the classical zero knowledge of these protocols.

However, these definitional issues have not been resolved in the post-quantum setting. Unlike
in the classical setting, the standard formulation of a quantum Turing machine [BV97] is
intentionally restricted to fized-runtime computation.

Thus — even putting aside the difficulty of quantum rewinding — proving post-quantum zero
knowledge for the [GMW86, GK96, FS90] protocols requires identifying an appropriate model
of efficient simulation. This question turns out to be surprisingly subtle: in fact, a recent
work [CCLY21b] shows that for one natural formulation® of (black-box) expected quantum
polynomial-time simulation, zero knowledge is impossible for these protocols.

“While non-black box simulation techniques exist [Bar01, BP12], including in the post-quantum setting [BS20],
they seem to apply only to specially tailored protocols and do not help resolve our questions.
P[CCLY21b] does not precisely define a model, but a particular formulation is implicit in their result.



1.2

This Work

In this work, we develop the techniques, tools, and abstractions required to resolve the above
challenges. We employ these techniques to settle the post-quantum security of the [GMWS86, GK96,
FS90] protocols and more broadly establish conditions under which classical protocols remain post-
quantum secure. In more detail, our contributions are as follows.

(1)

We formally study the notion of expected runtime for quantum simulators. We give a for-
mal description of the model implicit in the impossibility result of [CCLY21b], which we call
measured-runtime expected quantum polynomial time (EQPT,,), and formulate a new model
we call coherent-runtime expected quantum polynomial time (EQPT,) that avoids this impos-
sibility result. At a high level, the EQPT. model grants the simulator the ability to coherently
run an EQPT,,, computation (and its inverse). In particular, the runtime of the computation
is left in superposition and may be uncomputed. We argue that this model is an appropriate
analogue of classical expected polynomial time simulation by (i) providing a natural definition
of the expected work performed by such a computation, and (ii) showing that any expected-
time-T" EQPT,. computation can be approximated to error € using T' - poly(1/e)-size quantum
circuits; in particular, any protocol that is EQPT -zero-knowledge is also e-ZK.

Contribution (1) makes negligible-accuracy zero-knowledge simulation for our protocols plausible.
Our main technical contributions are in actually constructing EQPT .-zero knowledge simulators.

(2)

We give a quantum analogue of the extract-and-simulate paradigm used in many classical
zero-knowledge protocols (such as the [GMW86] GNI protocol and [FS90]), in which a sim-
ulator uses information extracted from multiple protocol transcripts to simulate the verifier’s
view. The key difficulty in the quantum setting is state-preserving extraction: to obtain
this information without causing any noticeable disturbance to the verifier’s quantum state,
beyond what is caused by a single protocol execution.

While the recent techniques of [CMSZ21] allow extracting from multiple protocol transcripts,
a major problem is that their extractor strongly disturbs the adversary’s state. We revisit
the [CMSZ21] approach for extraction and, using several additional ideas, construct a state-
preserving extractor for a broad class of protocols. Using this extraction technique, we prove
that the original [GMWS86] protocol for graph non-isomorphism and some instantiations of
the [FS90] protocol for NP are EQPT .-zero-knowledge against quantum adversaries.

We next turn our attention to the Goldreich-Kahan [GK96] zero-knowledge proof system for
NP. Informally, analyzing the [GK96] proof system presents different challenges as compared
to [GMWS86, FS90] because in the latter protocols, rewinding is used for extraction (after
which simulation is straight-line), while in the [GK96] protocol, rewinding is used for the
simulation step (while extraction is trivial/straight-line).

Nevertheless, we show that some of our techniques are also applicable in this setting. We
prove that the [GK96] protocol is EQPT .-zero-knowledge against quantum adversaries. Our
simulator can be viewed as a natural quantum extension of the classical simulator.

Previously, [CCY21] used different techniques to show that the [GK96] protocol is e-zero-
knowledge against quantum adversaries, but their simulation strategy cannot achieve negli-
gible accuracy even in the EQPT, setting.

We now discuss these contributions in more detail.



1.3 Expected Quantum Polynomial-Time Simulation

We consider the problem of defining zero knowledge in the quantum setting. To do so, we recall the
state of affairs in the classical setting. As explained in the original paper [GMR85], zero-knowledge
is a security property that captures the intuition that a verifier cannot learn new information from
interacting with the prover in a protocol; this is formalized via an efficient simulator. But what do
we mean by “efficient”? The standard complexity-theoretic notion of efficiency is strict polynomial
time, which we think of as simulators that can be implemented “in the real world.”

However, as discussed above, this turns out to be insufficient for capturing actual simulation
strategies. The solution, proposed (innocuously) in [GMRS&5], is to consider expected polynomial
time simulation. But this has relaxed the computational model in which the simulator operates!
This begs the question:

What constitutes a reasonable computational model for a zero-knowledge simulator?

One response to this question would be to require that the simulator can be implemented “in the
real world.” However, expected polynomial time (EPT) simulation does not satisfy this condition:
any negligibly-accurate implementation of an EPT simulator requires super-polynomial resources.

Does this mean that (classical) zero knowledge with EPT simulation is a useless definition?
Definitely not — a zero-knowledge simulator is a mental experiment and is not run in real life!

Mathematically, zero-knowledge simulators are used in security/hardness reductions: by simu-
lation security, an adversary can be analyzed by replacing parts of its view with simulated versions.
A zero-knowledge simulator in computational model C can then be used in any reduction where
we can reason about the limitations of C-computation. Expected polynomial-time simulators are
therefore certainly useful, because it is often possible to reason about security properties against
expected polynomial time attacks.® Thus, because we can use EPT simulators in security proofs,
the fact that an EPT simulator cannot actually be run is irrelevant.

The Quantum Setting. We are now ready to discuss models for quantum zero-knowledge sim-
ulation. We begin with the EQPT,,, model implicit in [CCLY21b], which is one potential analogue
to classical expected polynomial time simulation as per the above discussion.

While [CCLY21b] do not formally define EQPT,” implicit in their result is a computational
model which we call measured-runtime EQPT (EQPT,,). EQPT,, is a class of quantum simulators
that run for an expected polynomial number of steps when executed as follows: at each step, the
simulator applies a fixed, constant-size quantum circuit U, followed by a measurement to determine
whether to halt or perform another step.

More formally, an EQPT,, simulator operates on a quantum register .4 containing the initial
input state [1)) 4, a memory/worktape register YW and a “halt” qubit Q (initialized to |0)). Then,
it repeats the following steps until it halts:

SA crude but sometimes effective method is to replace expected polynomial-time algorithms with a poly(1/¢)
truncation; this introduces an € error by Markov’s inequality. However, more sophisticated methods exist that achieve
significantly better bounds [JT20]. Expected running time is also a common efficiency metric in cryptanalysis.

"When defining quantum zero-knowledge simulation, [CCLY21b, Page 12] requires that the simulator is a quantum
Turing machine with ezpected polynomial runtime, and refers to [BBBV97] (which uses the [BV97] definition of a
quantum Turing machine) for the quantum Turing machine model. However, [BV97] restricts quantum Turing
machines to have a fized running time (see [BV97, Def 3.11]) in order to avoid difficult-to-resolve subtleties about
quantum Turing machines with variable running time [Mye97, Oza98a, LP98, 0za98b]. We discuss this in depth in
Section 2.1.



1. measure Q and halt if the outcome is 1; and
2. apply a fixed “transition” unitary U to A ® O ® W.

The result of the computation is the residual state on A once the computation has halted. Using
this model, we can give a more precise formulation of the [CCLY21b] theorem: black-box EQPT,,
zero-knowledge simulators for constant-round protocols do not exist.

However, this does not rule out the possibility of post-quantum zero-knowledge simulation in
some other reasonable computational model. In this work, we define a new model, which we
call coherent-runtime expected quantum polynomial time (EQPT,), and show that zero-knowledge
simulation is possible in this model. We motivate and describe our model below.

EQPT, provides the simulator with a single additional power: it can run an EQPT,, procedure
coherently, perform some operation on the result, and then apply the inverse of the same procedure.
Why does this help? The key observation underlying the [CCLY21b] result is that measuring
the simulator’s runtime — which is unavoidable in the EQPT,, model — noticeably disturbs the
verifier’s state. In contrast, in an EQPT, computation, the running time of the underlying EQPT,,
procedure is left in superposition, and may be uncomputed by performing the inverse! As a result,
the [CCLY21b] impossibility does not apply to EQPT, simulation.

Understanding EQPT, Simulation. Why is EQPT,. a reasonable computational model for a
zero-knowledge simulator? We address this in two ways:

(1) We prove that any EQPT, computation has strict polynomial-time approximations:

Lemma 1.1 (informal, see Claim 9.4). Any EQPT. computation can be approximated with € accu-
racy by a quantum circuit of size poly(A, 1/e).

Importantly, this lemma ensures that EQPT. computations cannot break any post-quantum
polynomial hardness assumptions (unless, of course, the assumptions are false). This lemma also im-
plies that (black-box) zero-knowledge with EQPT, simulation implies (black-box) e-zero-knowledge
with strict quantum polynomial time simulation.

(2) We give a natural interpretation of “expected runtime” — compatible with Lemma 1.1 —
under which the expected runtime of any EQPT, computation is polynomial.

Taking these points together with the [CCLY21b] impossibility, we propose EQPT. to be the ap-
propriate quantum analogue to classical expected polynomial time zero knowledge simulation. Of
course, this only makes sense if interesting protocols satisfy EQPT-zero knowledge; establishing
this is the focus of this work.

We discuss and further motivate the definition of EQPT,., including a thorough comparison to
the weaker notion of e-ZK, in Section 2.1; we define the model formally in Section 9. In Appendix A
we give a formal separation between e-ZK and zero knowledge with EQPT, simulation.

With this discussion in mind, we proceed to describe our results on post-quantum zero-knowledge
and extraction in more detail.



1.4 Results on Zero Knowledge

Our main results regarding post-quantum zero knowledge are as follows. First, we show that the
[GMWS&6] graph non-isomorphism protocol is zero knowledge against quantum verifiers.

Theorem 1.2. The [GMWS86] 4-message proof system for graph non-isomorphism is post-quantum
(statistical) zero knowledge with EQPT, simulation.

The [GMWS86] GNI protocol follows a somewhat general template using instance-dependent
commitments [BMO90, I0S97, MV03]; we believe Theorem 1.2 should extend to other instantiations
of this paradigm (e.g. for lattice problems).

With some additional work, we use similar techniques to show how to instantiate the Feige-
Shamir [FS90] paradigm in the post-quantum setting.

Theorem 1.3. Assuming super-polynomially secure non-interactive commitments, a particular in-
stantiation of the [FS90] 4-message argument system for NP is post-quantum zero-knowledge with
EQPT, simulation.®

We emphasize that neither of the above results was previously known even in the e-ZK setting.
Finally, using a different approach, we show that the Goldreich-Kahan [GK96] proof system is
EQPT.-ZK.

Theorem 1.4. When instantiated using a collapse-binding and statistically-hiding commitment
scheme, the [GK96] protocol is post-quantum zero-knowledge with EQPT. simulation.

This strengthens the e-ZK result of [CCY21]. As a bonus, the simulator we construct in Theo-
rem 1.4 bears a strong(er) resemblance to the classical [GK96] simulator, giving a clean conceptual
understanding of constant-round zero knowledge in the quantum setting.

Proving Theorems 1.2 and 1.3. The core technical challenge in proving Theorem 1.2 and
Theorem 1.3 is achieving post-quantum state-preserving extraction. We briefly elaborate on the
connection between zero knowledge and extraction, using the graph non-isomorphism protocol as
an example.

Recall that in the GNI protocol, the prover P wants to convince the verifier V' that two graphs
Gy, G1 are not isomorphic. To do so, the verifier sends a random isomorphic copy H of Gy for a
uniformly random bit b, to which the prover returns b.” However, to ensure zero-knowledge, the
verifier first gives a proof of knowledge (PoK) that H is isomorphic to either Gy or Gy; this PoK
is instantiated using a variant of the parallel-repeated graph isomorphism -protocol. Intuitively,
this ensures that a malicious verifier V* already knows b and hence does not learn anything new
from the interaction.

The classical zero-knowledge simulator for the GNI protocol performs the following steps:

1. Run V* until the final PoK message; if the PoK is invalid, output an aborting transcript.

2. Extract an isomorphism 7 satisfying w(H) = Gy for some b using multiple valid PoK re-
sponses from V* (obtained by rewinding).

8We also prove that the instantiation is sound against quantum polynomial-time provers; this is non-trivial because,
unlike other protocols in this section, [FS90] only achieves computational soundness.

9For this overview, we focus on the soundness 1 /2 case, but appropriate parallel repetition of this step reduces
the soundness error.



3. Simulate the view of V* in an real interaction by returning b (computed efficiently from ).

As long as the extraction step has negligible failure probability (i.e., conditioned on a valid initial
PoK execution, the extractor produces m with 1 — negl(\) probability) this correctly simulates the
view of V* in an interaction with the honest prover.

One might hope to translate this approach to the post-quantum setting by instantiating the
extraction step using existing quantum rewinding techniques (e.g., [CMSZ21]). However, we im-
mediately encounter two problems:

« First, none of these techniques can achieve negligible!® failure probability.
e Second, the view of V* includes its internal quantum state at the end of the interaction.
Unfortunately, all existing extraction techniques significantly disturb this state.

We therefore need a quantum extraction technique with two properties: (1) extraction succeeds
with 1 — negl(\) probability (conditioned on an accepting initial execution), and moreover (2) the
extractor does not cause any noticeable state disturbance (beyond that of the initial execution).
We call an extractor achieving these properties state-preserving (see Definition 2.2). Devising a
general-purpose state-preserving extraction technique is one of the primary technical contributions
of this work.

1.5 Results on Extraction

Towards achieving state-preserving extraction, we consider extractors satisfying only property (1),
which we call guaranteed extraction. As we will explain, under certain conditions on the protocol,
guaranteed extraction generically yields state-preserving extraction.

One of our primary technical results is a general extraction theorem (Theorem 8.2) that implies
guaranteed extraction for a broad class of protocols. While our main theorem is complex to state
in full generality, a useful special case is the following:

Theorem 1.5 (informal, see Theorem 8.2). Any collapsing k-special-sound 3-protocol is a post-
quantum proof of knowledge with guaranteed extraction (in EQPT,, ).

Our full theorem statement is significantly more general: it captures a broad class of 3- and
4-message protocols that satisfy substantially relaxed collapsing and special soundness notions.

We then show that guaranteed extraction generically implies state-preserving extraction if the
protocol is “witness binding”: at a high level, this means that the protocol execution serves as a
(collapse-binding) commitment to the output of the extractor. Looking ahead, a key step in our
proofs of Theorems 1.2 and 1.3 is to show that the relevant PoK subroutines satisfy (weak forms
of) witness binding.

Lemma 1.6 (informal, see Lemma 10.3). Any witness binding post-quantum proof of knowledge
with guaranteed extraction (in EQPT,, ) has state-preserving extraction (in EQPT,).

Note that this lemma turns an EQPT,, guaranteed extractor into an EQPT, state-preserving
extractor. The following corollary is immediate from the above results.

10[CMSZ21] can achieve inverse polynomial knowledge error, but in a qualitatively (in addition to quantitatively)

weaker sense than what we need.



Corollary 1.7 (informal). Any collapsing k-special-sound sigma protocol satisfying witness bind-
ing is a post-quantum proof of knowledge with state-preserving extraction (in EQPT,).

We stress that the informal statements above are illustrative; our formal theorems (Theorem 8.2
and Lemma 10.3) are significantly more general, and this generality is necessary for our main results.

We remark that in both Theorem 1.5 and Corollary 1.7, the computational model of the extrac-
tor cannot be further improved. As an easy consequence of our results, achieving either EQPT,,
state-preserving extraction or strict polynomial-time (black-box) guaranteed extraction for this
class of protocols would contradict [CCLY21b].

1.5.1 Example Applications

We now highlight a number of example applications of Theorem 1.5 and Corollary 1.7 beyond our
main results on zero knowledge. As a first example, we improve upon the [CMSZ21] analysis of the
[Kil92] succinct argument system.

Theorem 1.8. The [Kil92] protocol, when instantiated with a collapsing hash function, is a post-
quantum succinct argument of knowledge for NP with guaranteed extraction. Moreover, there is
a (4-message public-coin) “commit-and-prove” variant of the [Kil92] protocol with state-preserving
extraction.'!

Next, we construct state-preserving witness-indistinguishable (WI) protocols. Here we have
three related constructions achieving slightly different properties under different computational
assumptions. A key component of these results is the application of Corollary 1.7 to a commit-
and-open sigma protocol (e.g. the [GMWS86] protocol for 3-coloring).

Theorem 1.9. Assuming collapsing hash functions or super-polynomially secure one-way func-
tions, there exists a 4-message public-coin post-quantum witness-indistinguishable argument (in
the case of collapsing)/proof (in the case of OWFs) of knowledge with state-preserving extraction.
Assuming super-polynomially secure mon-interactive commitments, there exists a 3-message PoK
achieving the same properties.

The latter construction is used to prove Theorem 1.3.

One important special case of Theorem 1.9 is extractable commitments [PRS02, PW09]. An
extractable commitment scheme ExtCom has the property that a committed message m can be
extracted given black-box access to an adversarial committer. Analogously to the setting of proofs-
of-knowledge, we consider “state-preserving” extractable commitments (see, e.g., [BS20, GLSV21,
BCKM21]), in which the extractor must simulate the entire view of the adversarial committer in
addition to extracting the message. This variant of extractable commitments is very useful; for
example, it is exactly the property necessary to prove the post-quantum security of the [Ros04]
zero-knowledge proof system for NP. An immediate corollary of Theorem 1.9 is a new construction
of state-preserving extractable commitments.

Corollary 1.10 (Extractable commitments). Assuming super-polynomially secure non-interactive
commitments, there exists a 3-message public-coin post-quantum statistically-binding extractable
commitment scheme. Assuming super-polynomially secure one-way functions, there exists a 4-
message scheme with the same properties. Finally, assuming (polynomially secure) collapsing hash
functions, there exists a 4-message public-coin collapse-binding extractable commitment scheme.

"The modification to [Kil92] is necessary for witness-binding.



We leave open the problem of using these techniques to achieve a statistically-binding ex-
tractable commitment scheme (in 3 or 4 messages) from polynomial assumptions.

More generally, we expect our guaranteed and state-preserving extraction results to be useful
for future applications, in the context of zero-knowledge and beyond.

1.6 Additional Results

We briefly mention some additional contributions:

1. In Section 4, we resolve an issue related to the use of (standard) collapse-binding commitments
in reductions in which not all commitments openings are measured. This allows us to avoid
placing additional requirements on the [GK96] protocol (beyond the standard collapse-binding
requirement for post-quantum security). In addition, some results in [Unr12, Unr16b, CCY21]
can be generalized or simplified.

2. We prove a general lemma (Lemma 13.1) about post-quantum computational indistinguisha-
bility that may be of independent interest: we show that if two classical distributions Dy and
D; are quantum computationally indistinguishable, then guessing b given the B register of
[¥b) 45 = 2r |7) 4 |Db(r)) g remains hard even given an oracle for the projective measurement
onto [¢p). This lemma allows us to instantiate the [GK96] protocol with any post-quantum
special honest-verifier ZK sigma protocol for NP (previously, [CCY21] proved e-ZK for [GK96]
with a delayed witness sigma protocol).

3. We give a formal separation between ZK with EQPT, simulation and e-ZK in Appendix A.
Our proof strategy also separates classical ZK with EPT simulation and classical e-ZK; to
the best of our knowledge, no such separation was known before.

2 Technical Overview

In this section, we describe our techniques for proving our results on state-preserving extraction
(Theorems 1.8 and 1.9) and post-quantum zero knowledge (Theorem 1.2, Theorem 1.3, and Theo-
rem 1.4). Finally, we discuss related work in Section 2.5.

2.1 Defining Expected Quantum Polynomial Time Simulation

In order to clearly present our results on zero knowledge, we begin with a detailed discussion of
our model of expected quantum polynomial time simulation and how it relates to the [CCLY21b]
impossibility result.

Why is EQPT simulation hard to define? Recall from Section 1.3 that [CCLY21b] rules
out zero-knowledge simulators in a class of computations that we formalize as measured-runtime
expected quantum polynomial-time (EQPT,,). An EQPT,, computation takes as input a state
1) 4, initializes an S-qubit workspace register |0),), and state register |qo)o (where |go) denotes
the initial state of a quantum Turing machine), then repeatedly applies some fixed transition unitary
Usto AW ® B® Q. After each application of Us, Q is measured (applying some (II;,I —1II¢))
to determine if the computation is in the “halt state” |gs); the computation halts if the outcome
of this measurement is 1. To avoid the complications of unbounded running time, we also enforce



that the computation halts (always) after "= 2" steps. A computation is EQPT,, if the expected
number of steps before halting is polynomial for all inputs [1)) 4.

Our EQPT,, definition is based on the definition of a quantum Turing machine (QTM) given
in the seminal work of Deutsch [Deu85] (though we use a halt state [Oza98a] in place of Deutsch’s
halt qubit). Note that the operation of a QTM is unitary except for the measurement of whether
the machine has halted. The validity of this “halting scheme” was the subject of some debate in a
sequence of later works [Mye97, Oza98a, LP98, Oza98b].

While the particulars of this debate are not so important here, there was a clear message: the
reversibility of a QTM implies that the runtime of any QTM computation is always effectively
measured, even if there is no explicit monitoring of the halt state. Intuitively, this is because a
QTM that has halted must, when reversed, know when to “un-halt”; this requires counting the
number of computation steps since the machine halted.

It was observed by [LP98] that this prevents “useful interference” between branches of a QTM
computation with different runtimes. That is, each branch of the computation is entangled with a
description of its runtime, which prevents the branches from interfering with one another. Because
interference is crucial in the design of efficient quantum algorithms, this is considered a major
drawback of the QTM model. The now-standard definitions of efficient quantum computation
[BV97, BBBV97] deliberately avoid this problem by restricting quantum Turing machines to have
a fized runtime; these QTMs are effectively uniform quantum circuit families.

This phenomenon underpins the [CCLY21b] impossibility result. Both in the classical [BL02]
and quantum [CCLY21b]| settings, there do not exist strict polynomial time black-box simulators
for constant-round protocols. It follows that such a simulator must have a variable runtime. By
the observation of [LP98], simulation branches with different runtimes do not interfere. [CCLY21b]
leverage this by designing an adversary that can detect this absence of interference.

Can we avoid measuring the runtime? The above discussion suggests that the EQPT,, model
(i.e., quantum Turing machines in Deutsch’s model [Deu85] with expected polynomial runtime) may
not capture arbitrary efficient quantum computation. In particular, we ask whether it is possible
to formalize a model in which the runtime is not measured. Such a model could potentially avoid
the [CCLY21b] impossibility result.

Our solution is to formalize computations in which the runtime of an EQPT,,, subcomputation
is left in superposition and can later be uncomputed. To describe our formalism in more detail, we
first briefly discuss coherent computation.

Coherent computation. It is well known that any quantum operation ® on a state |1)) can be
realized in three steps: (1) prepare some ancilla qubits in a fixed state |0); (2) apply a unitary
operation Ug to both [¢) and the ancilla; (3) discard (trace out) the ancilla. We refer to Ug as a
unitary dilation of ®. Ug is not uniquely determined by ®, but all such dilations are related by an
isometry acting only on the ancilla system.

Since an EQPT,,, computation is a quantum operation, it has a unitary dilation. In fact, we can
choose a unitary dilation with a natural explicit form that we call a “coherent implementation”, as
shown in Fig. 1.

The unitary circuit U in Fig. 1 is of exponential size (although it may operate on polynomially-
many qubits if the original QTM uses strict polynomial space). However, as long as the ancilla
W ® B is initialized to zero and Q is initialized to |qo), the effect of U on A is identical to the
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Figure 1: A coherent implementation U (unitary dilation) of a quantum Turing machine with
transition function §, space complexity S and strict time bound T = 2". B is an n-qubit register
containing an integer in {0,...,T — 1}. Uinc is the unitary 327 ' |i + 1 (mod T)) (i|, whose ap-
plication is controlled on Q containing the halt state |gf). The open circles indicate that Us is
controlled on B containing |0). The number of repetitions is 7". See Section 9.1 for more details.

|¢>X Cl CQ Cg

190) o ® |OS>W U Ut

10)5

Figure 2: The structure of an EQPT, circuit.

original EQPT,,, computation. Indeed, the only difference from the original computation is that the
runtime ¢ is written (as 7'—t) on B and left in superposition. This means, in particular, that circuits
making a single black-box query to a coherent implementation U of an EQPT,,, computation (and
that cannot otherwise access B) can only perform EQPT,, computations.

Our formalism: coherent-runtime EQPT. The advantage of moving to coherent implemen-
tations is that, unlike the original computation, U has an inverse UT. A coherent-runtime EQPT
(EQPT,) computation is allowed to invoke both U and U T in a restricted way, as depicted in Fig. 2.

Note that, because all unitary dilations are equivalent up to local isometry, the map computed by
an EQPT,. computation is independent of the particular choice of unitary dilation U. In particular,
while the dilation in Fig. 1 is useful for proving properties of EQPT,., it is not part of the definition.

What is the runtime of an EQPT, computation? While the application of U is clearly
efficient by itself (stopping at this point and discarding the ancilla registers is the same as running
the original EQPT,, computation), the efficiency of performing UT is less immediate. We analyze
this in two ways:

o We prove (Claim 9.4) that any EQPT. computation has strict polynomial-time approximations
(obtained by simultaneously truncating U and UT to the same fixed runtime). This tells us
that EQPT,. algorithms do not implement “inefficient” computations.

11



o We give a natural interpretation of “expected runtime” under which the expected runtime of
Ut (as applied in Fig. 2) is equal to the expected runtime of U.

Together, these give us a motivated definition of the expected runtime of an EQPT,. computation.

Claim 9.4 is proved in Section 9. In this overview, we focus on the expected runtime inter-
pretation. For simplicity, we assume that C7y = C3 = I and that the computation always halts
“naturally” in at most T steps.

Consider the projective measurement Mg = (II; = UT |T — )T — tlg U)tT:_Ol; that is, IT; projects
on branches of the computation that run in time ¢. Let U<; be the truncation of U to just after
the t-th controlled application of Us. Observe that after applying U followed by Cs on input state
|p), the state of the system can be written as

T T
T—
\‘I’> = Z\/E‘T - t>B ’qf>g |¢t>w,x = Z(I ® 02)Uinc tUSth |0>B |‘I0>Q ‘O>W W’)X

t=1 t=1
for some states |¢;) where p; is the probability that the EQPT,, computation halts in ¢ steps. The
latter equality holds because if the computation halts at step t, the effect of the last T' — ¢ steps of
U is only to increment B (T —t) times (and Cy does not act on B).

Since U is a coherent implementation of an EQPT,,, computation, we know that

> pe -t =poly(A).
t

Now, for any state [¢)) on W ® X, we can also express an application of Ulto B QW ® X in
terms of the unitaries U lt. Specifically, for each ¢t we have

UNT — )5 lap)o 1) = UL 10V5 lag) g 1)

because the effect of the first T — ¢ steps of UT on this state is only to decrement B. Since the
states |T' —t) are orthogonal for distinct ¢, the final state of the system (after the entire EQPT,
computation) is

T T
U W) =3 /oiU<)' 05 lap)g ey e = Y- UL (T Co)UiIli |05 la0)g [0)yy 16} -

t=1 t=0
We can interpret this to mean that within the “branch” of the superposition where U ran in time
t, the running time of UT is also ¢, even if an arbitrary computation Cy has been applied to X in
between the applications of U and UT. This gives an intuitive explanation for how EQPT, com-
putations are efficient: they simply compute a superposition with amplitudes (,/p;); over branches
in which U and U' together ran for 2¢ steps, such that the expectation > ¢t - t is polynomiall
Curiously, the [LP98] reversibility issue indicates that such a computation cannot be implemented
by an EQPT,, quantum Turing machine, which is what necessitates our new EQPT,. definition.

With all of this as motivation, we define the expected running time of an EQPT. computation of
the form (U, Cy = I,C%,C3 =I) to be the appropriate linear combination of the branch runtimes,
which is
Z log|? - (2t + time(Cy)) = 2 - time(U) + time(Cy),
t

where time(U) is the expected running time of U as an EQPT,, computation and time(C?2) is the
(strict) running time of Cy. Claim 9.4 (whose proof makes use of this analysis) provides additional
justification for this definition.
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EQPT,. vs. black-box access. How does EQPT, differ from the conceptually simpler model
of a quantum circuit with black-box access to U,U'? The answer is in the treatment of the
ancillas: typically, black-box access to a unitary means that the unitary and its inverse can be
invoked multiple times on the same registers. For EQPT computations, this causes a problem:
our arguments that EQPT,. computations are efficient crucially rely on the well-formedness of the
ancillas. As such, we must ensure that EQPT, computations access U, U in the restricted way
depicted in Fig. 2. We note that deviating from this template leads to problems: one can show that
there is an EQPT,,, computation with dilation U such that applying U, UT, U to the same ancillas
enables arbitrary exponential-time computation. This is analogous to the phenomenon observed
by [KLO05] for classical computations with oracle access to EPT machines.

Generalization. The above concerns notwithstanding, everything we have discussed so far ex-
tends to a more general case where we may invoke unitary dilations U; of multiple EQPT,,, com-
putations (or the same computation multiple times). Such computations must follow the same
structure as the single-U case — in particular, we initialize a fresh ancilla for each (U, UiT) pair
— but may otherwise be freely interleaved. We give this more general definition in Definition 9.3;
however, all of our simulators are actually of the simpler form depicted in Fig. 2.

Comparing EQPT.-ZK and ¢-ZK. Another way to avoid the [CCLY21b| impossibility result
is to settle for the relaxed notion of e-zero knowledge [DNS98]: a protocol is e-ZK if a malicious
verifier’s view can be simulated up to € error in (fixed) time poly(1/e). We noted above that EQPT,-
ZK implies (post-quantum) e-ZK. One can ask: is there any advantage to obtaining EQPT -ZK?

Primarily, our goals are to (1) obtain a quantum analogue to classical expected polynomial time
simulation, and (2) show that protocols satisfy as strong a security property as possible. We briefly
discuss three ways in which EQPT.-ZK is demonstrably stronger than e-ZK.

1. Stronger Security Implications. As originally discussed when e-ZK was defined in the
classical setting [DNS98], the security guarantees implied by e-ZK are quantitatively worse
than those implied by negligible-accurate ZK (and this holds even with expected running time
simulators). Specifically, imagine that a ZK protocol is executed in an environment where
a computational hardness assumption A is believed to hold. One would like to say that A
remains valid against the verifier even after interacting with the prover.

Zero knowledge says that if V* can violate A in time T with advantage &, then SV can violate
A with advantage § — negl()\) in expected time 79 (or even T - poly()\) if the simulator is
black-box). -ZK says that SV~ can violate A with (e.g.) advantage §/2 in time poly (T, 1/6),
which may be far larger than 7' (in situations where § < 1/T'). This additional dependence
on 1/0 yields a significantly worse security guarantee.

2. How do you know 7 In the definition of e-ZK, the simulator takes € as input. What
is €? This depends on the application and the attack in question. The security reduction
discussed above is non-uniform in the sense that it somehow needs to know the required
accuracy parameter €. In the quantum setting, this issue seems more serious because € may
not even be physically accessible.

3. Formal Separations. Finally, the distinction between EQPT.-ZK and ¢-ZK can be made
explicit in the form of separations between EQPT .- and e-security. Specifically, we prove:
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Proposition 2.1 (informal, see Theorem A.4). There exists a (post-quantum) e-zero knowledge
protocol that is not (black-box) EQPT.-zero knowledge.

Physical feasibility. We emphasize that the feasibility of physical implementation is not the chief
concern when evaluating simulation models. Nonetheless, we briefly discuss physical interpretations
of EQPT,. Like EQPT,, (and classical EPT), implementing an EQPT, simulator using a standard
(quantum) circuit requires super-polynomially many gates. However, one could conceive of running
an EQPT,, simulator as follows: an experimenter runs the computation until it halts, paying for
more computational resources as she goes. While no polynomial amount of resources would suffice
to achieve negligible simulation accuracy, the expected cost of this experiment is polynomial.

EQPT, simulation does not have this property: an external experimenter must always run
the simulation for superpolynomial time to achieve negligible simulation accuracy. We suggest,
however, that there is a “physical” interpretation of EQPT, that arises from the interpretation of
EQPT,, above. EQPT, simulation considers the EQPT,,, experimenter described above as part of
the computation. More precisely, her actions can be viewed as a unitary on an expanded system:;
an EQPT, simulator has the power to reverse this unitary.

Having established our computational model for simulation/extraction, we now give a detailed
overview of our simulation and extraction techniques.

2.2 Post-Quantum ZK for [GMWS86] and [FS90] from Guaranteed Extraction

The central idea behind our proofs of post-quantum ZK for the [GMWS86] GNI protocol (Theo-
rem 1.2) and (some instantiations of) the [FS90] protocol for NP (Theorem 1.3) is state-preserving
extraction, which was informally described in Section 1.5. Before we continue, we provide more
precise definition.

Definition 2.2 (State-Preserving Extraction). An interactive protocol II is defined to be a state-
preserving argument (resp. proof) of knowledge if there exists an extractor Ext() with the following
properties:

o Syntax: For any quantum algorithm P* and auxiliary state [)), Ext!" V) outputs a protocol
transcript 7, prover state |¢), and witness w.

« Extraction Efficiency: If P* is a QPT algorithm, EX"()I¥) runs in expected quantum
polynomial time (EQPT,).

o Extraction Correctness: the probability that 7 is an accepting transcript but w is an
invalid NP witness is negligible.

o State-Preserving: the pair (7, [¢')) is computationally (resp. statistically) indistinguishable
from a transcript-state pair (7%, |1)*)) obtained through an honest one-time interaction with
P*(-, |¢)) (where |¢*) is the prover’s residual state).

Given a state-preserving extractor of the appropriate “one-out-of-two graph isomorphism” sub-
routine, proving the post-quantum ZK for the [GMWS86] GNI protocol (Theorem 1.2) follows easily,
as simulating a cheating verifier immediately reduces to performing a state-preserving extraction
of the verifier’s (uniquely determined) bit b such that H ~ Gj. Proving post-quantum ZK for
the [FS90] protocol (Theorem 1.3) is more complicated because the Feige-Shamir protocol is a
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concurrent composition of two different protocols; we refer the reader to Section 12 for details on
its analysis.

In this subsection, we show that state-preserving extraction reduces to achieving a weaker notion
we call guaranteed extraction; achieving the latter will be the focus of Section 2.3.

Consider a 3-message'? public coin classical proof of knowledge (Ps, Vi) satisfying special sound-
ness:'3 for any prover first message a and any pair of accepting transcripts (a,r,2), (a,7’,2') on
different challenges r # r/, it is possible to extract a witness from (a,r,z,7’,2’). For any such
protocol, in the classical setting, it is possible to extract a witness from a cheating prover P* as
follows:

» Given a cheating prover P*, the extractor first generates a single transcript (a,r, z) by running
P* to obtain a, and then running it on a random r to get z. If the transcript is rejecting, the
extractor gives up.

« If the transcript is accepting, the extractor rewinds P* to the point after a was sent, and then
repeatedly sends i.i.d. challenges r1,72,... until P* produces another accepting transcript.

As long as the prover has significantly greater than 2= probability of convincing the verifier, the
second accepting transcript (a,r’, 2’) produced will satisfy r # r/ with all but negligible probability,
and thus a witness can be computed. In other words, this extractor guarantees (with all but
negligible probability) that a witness is extracted conditioned on an initial accepting execution.
Moreover, for any efficient P*, the expected runtime of this procedure is poly()), since if P* (with
some fixed random coins) is convincing with probability p, the expected number of rewinds in this
procedure is ;17 and thus the overall expected number of rewinds is p - ;17 =1.

In the quantum setting, one might hope for a similar “guaranteed” extractor, but prior works [Unr12,
Unrl6b, CMSZ21] fail to achieve this. Indeed, [Unr12, Page 32] explicitly asks whether something
of this nature is possible.

Our first idea is to abstractly define a quantum analogue of this “guaranteed” extraction prop-
erty and show that under certain conditions, it generically implies state-preserving extraction.
Since the classical problem can only be solved in expected polynomial time, there is again an am-
biguity in what the quantum efficiency notion should be. However, it turns out that there is no
[CCLY21b]-type impossibility result for the problem of guaranteed extraction, so we demand the
stronger EQPT,,, extraction efficiency notion.

Definition 2.3 (Guaranteed Extraction). (Psx, V) is a post-quantum proof of knowledge with
guaranteed extraction if it has an extractor Extract’”” of the following form.

o Extract”” first runs the cheating prover P* to generate a (classical) first message a.

o Extract”” runs P* coherently on the superposition > rcr |r) of all challenges to obtain a
superposition », , a. |r, z) over challenge-response pairs.14

o Extract”” then computes (in superposition) the verifier’s decision V (z,a,r,z) and measures
it. If the measurement outcome is 0, the extractor gives up.

2 Throughout our discussion of proofs of knowledge, we focus on the case of 3- and 4-message protocols. We
sometimes ignore the first verifier message vk in a 4-message protocol for notational convenience.

13This particular special soundness assumption is also for convenience; we later describe generalizations of special
soundness for which we have results.

141 general, the response z will be entangled with the prover’s state; here we suppress this dependence.
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P

o If the measurement outcome is 1, run some quantum procedure FindWitness” ™ that outputs

a string w.
We require that the following two properties hold.

o Correctness (guaranteed extraction): The probability that the initial measurement re-
turns 1 but the output witness w is invalid is negl(\).
« Efficiency: For any QPT P*, the procedure Extract’” is in EQPT,y,.

A key difference between our definition and the classical setting is that our extractor leaves the
first transcript in superposition (over the possible random challenges ) and only measures whether
the transcript is accepting. While it might seem reasonable to define guaranteed extraction where
the extractor first runs the adversary to obtain a classical first transcript, the additional state
disturbance would make negl(\) failure probability extraction impossible.

We claim that under suitable conditions, guaranteed extraction generically implies state-preserving
extraction, where the extractor will be EQPT, rather than EQPT,,. We describe the simplest ex-
ample of these conditions: when the NP language itself is in UP (i.e. witnesses are unique).

Lemma 2.4 (see Lemma 10.3). If (Px,Vx) is a post-quantum proof of knowledge with guaran-
teed extraction for a language with unique witnesses, then (Ps,Vs) is a state-preserving proof of
knowledge with EQPT,. extraction.

Lemma 2.4 can be extended to higher generality. For example, informally:

1. We can also extract “partial witnesses” that are uniquely determined by the instance x.

2. We can extract undetectably when the first message a “binds” the prover to a single witness
in the sense that the guaranteed extractor will only output this one witness (even if many
others exist).

3. This can also be extended to certain protocols whose first messages are informally “collapse-
binding” [Unrl6b] to the witness.

These generalizations are formalized in Section 10 using the notion of a “witness-binding pro-
tocol” (Definition 10.2). In this overview, we give a proof for the “unique witness” setting.

Proof sketch. Let Extract’”” be a post-quantum guaranteed extractor with associated subroutine
FindWitness” . We will present an EQPT, extractor Extract’  that has the form of an EQPT,
computation (see Fig. 2) where the unitary U is a coherent implementation of FindWitness’".

Remark 2.5. This is an oversimplification of our real state-preserving extractor. In particular,
Extract’” as described in this overview does not fit the EQPT. model because FindWitness? " is not
necessarily an EQPT,, computation — its running time is only expected polynomial when viewed as a
subroutine of Extract!””, which runs FindWitness” ™ with some probability (which may be negligible)
and moreover, only runs it on inputs consistent with the verifier decision V(x,a,r,z) = 1. In
Section 10, we formally demonstrate that our state-preserving extractor is EQPT. by showing that
it can be written in the form of Fig. 2 where the unitary U is a coherent implementation of the
EQPT,, procedure Extract!" .
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Our (simplified) EQPT, extractor Extract. is defined as follows.

.
o Given P*, generate a first message a and superposition _,. , a; . |r, z) as in Extract!”.

o Compute the verifier’s decision bit V(z,a,r, z) in superposition and then measure it. If the
measurement outcome is 0, measure r, z and terminate, outputting (a,r, z, w = 1) along with
the current prover state.

o If the measurement outcome is 1, let [¢),, denote the current prover state. For simplicity,
assume that |[¢),, includes the superposition over (r,z) and space to write the extracted
witness. The next steps are:

Run U on input [¢)5, ® [0)5 -

Measure the sub-register of ‘H containing the witness w.
— Run U,

— Measure the sub-register of H containing the current transcript r, z.

Return (a,r, z,w) and the residual prover state (i.e., the rest of H).

: . . *
Extraction correctness follows from the correctness of FindWitness” . Moreover, one can see

*

=P, : _—
that Extract” is state-preserving by considering two cases:

o Case 1: The initial measurement returns 0. In this case, the transcript (r, z) is immediately
measured, and the resulting (sub-normalized) state exactly matches the component of the
post-interaction P* view corresponding to when the verifier rejects.

o« Case 2: The initial measurement returns 1. In this case, the procedure FindWitness” would
output a valid witness with probability 1 — negl, so the output register of U([¥) 4 @ |0)5y)
contains a valid witness with probability 1 — negl. Since we assumed that the language L
is in UP, this witness register is actually deterministic, so measuring it is computationally
(even statistically!) undetectable, and hence after applying UT the resulting state [¢/') is
computationally indistinguishable from [¢)). Thus, the output of the extractor the measured
witness w along with a view that is computationally indistinguishable from the view of P*

corresponding to when the verifier accepts.

This completes the proof sketch. ]

How do we apply Lemma 2.47 We now describe how to instantiate >-protocols so that the
reduction in Lemma 2.4 applies (see Section 10.2).

First, we note that the un-repeated variants of standard proofs of knowledge [GMWS86, Blu86]
are “witness-binding” in the informal sense of the generalization (2); an extractor run on such
protocols will only output a witness consistent with the commitment string a. However, since
the un-repeated protocols only have constant (or worse) soundness error, there is no guaranteed
extraction procedure for them (even in the classical setting).

In order to obtain negligible soundness error, these protocols are typically repeated in parallel;
in this case, we do show guaranteed extraction procedures, but the protocols lose the witness-

binding property (2). This is because each “slot” of the parallel repetition may be consistent with
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a different witness, and the extractor has no clear way of outputting a canonical one. In this case,
measuring the witness potentially disturbs the prover’s state by collapsing it to be consistent with
the measured witness, which would not happen in the honest execution.

We resolve this issue using commit-and-prove. Given a generic X-protocol for which we have
a guaranteed extractor, we consider a modified protocol in which the prover sends a (collapsing
or statistically binding) commitment com = Com(w) to its NP-witness along with a X-protocol

proof of knowledge of an opening of com to a valid NP-witness. When the extractor Extract’
of Lemma 2.4 is applied to this protocol composition, the procedure FindWitness” (which is run
coherently as U) actually obtains both an NP witness w and an opening of com to w. Therefore, the
collapsing property of Com says that w can be measured undetectably. In other words, the commit-
and-prove compiler enforces a computational uniqueness property sufficient for Lemma 2.4 to apply.
It also turns out that the (original, unmodified) [GMW86] graph-nonisomorphism protocol can be
viewed as using this commit-and-prove paradigm,'® which is one way to understand the proof of
Theorem 1.2.

Finally, we remark that this commit-and-prove compiler is the cause of the super-polynomial
assumptions in Theorems 1.3 and 1.9. This is because in order to show that a commit-and-prove
protocol remains witness-indistinguishable, it must be argued that the proof of knowledge does
not compromise the hiding of Com, which we only know how to argue by simulating the proof of
knowledge in superpolynomial time (and assuming that Com is superpolynomially secure). This
issue does not arise when Com is statistically hiding and the Y-protocol is statistically witness-
indistinguishable.

2.3 Achieving Guaranteed Extraction

So far, we have reduced from state-preserving extraction to the problem of guaranteed extraction.
We now describe how we achieve guaranteed extraction for a wide class of ¥-protocols. Informally,
we require that the protocol satisfies two important properties in order to perform guaranteed
extraction:

e Collapsing: Prover responses can be measured undetectably provided that they are valid.

e k-special soundness: It is possible to obtain a witness given k accepting protocol transcripts
(a,r1,21,...,Tk 2) with distinct r; (for the same first prover message a).

Both of these restrictions can be relaxed substantially'® (see Sections 3.5, 5 and 8.4 for more
details), but we focus on this case for the technical overview.

Theorem 2.6 (See Theorem 8.2). Any public-coin interactive argument satisfying collapsing and
k-special soundness is a post-quantum proof of knowledge with guaranteed extraction (in EQPT,,).

We consider Theorem 2.6 to be an interesting result in its own right and expect it to be useful
in future work. We now describe our proof of Theorem 2.6 over the course of several steps:

5The verifier sends an instance-dependent commitment [BMO90, 10S97, MV03] of a bit to the prover (which is
perfectly binding in the proof of ZK) and demonstrates knowledge of the bit and its opening.

16YWe highlight that the PoK subroutine in the [GMWS86] graph non-isomorphism protocol is not collapsing; it is
only collapsing onto its responses of 0 challenge bits; however, it turns out that this property is still sufficient to
obtain guaranteed extraction for the subroutine (see Sections 5.3 and 8.4).
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o We begin by describing an abstract template that generalizes the [CMSZ21] extraction proce-
dure in Section 2.3.1. In this template, the extractor repeatedly (1) queries the adversary on
ii.d. random challenges and then (2) applies a “repair procedure” to restore the adversary’s
success probability.

e In Section 2.3.2, we describe a natural “first attempt” at guaranteed extraction based on
the [CMSZ21] template.

e We then observe in Section 2.3.3 that the entire template is unlikely to achieve guaranteed ex-
traction in expected polynomial time. Perhaps surprisingly (and unlike the classical setting),
querying the adversary on i.i.d. challenges appears too slow for this extraction task.

e In Section 2.3.4, we introduce a new extraction template in which the adversary is entangled
with a superposition of challenges, and the challenge is only measured once the adversary is
guaranteed to give an accepting response.

o While this new template is a promising idea, we are still far from achieving guaranteed
extraction. For the rest of the overview (Sections 2.3.5 to 2.3.7), we outline several technical
challenges in instantiating this approach, eventually leading to our final extraction procedure
and analysis.

2.3.1 An Abstract [CMSZ21] Extraction Template

[CMSZ21] recently showed that protocols satisfying collapsing and k-special soundness are post-
quantum proofs of knowledge. Unlike our setting of guaranteed extraction, the [CMSZ21] extractor
Extract!” (z,7) is given as advice an error parameter v and and extracts from cheating provers P*
(that may have some initial quantum state) that are convincing with probability v* > ~. The
extractor’s success probability is roughly 3.

At a high level, our abstract template makes use of two core subroutines that we call Estimate
and Transform. We describe the correctness properties required of Estimate and Transform below,
and also describe their particular instantiations in [CMSZ21].

Jordan’s lemma and singular vector algorithms. Let Ila, IIg be projectors on a Hilbert space
H with corresponding binary projective measurements A = (IIa,I —IIa) and B = (IIg,I — IIp).
Recall that Jordan’s lemma [Jor75] states that H can be decomposed as a direct sum H = @ S; of
two-dimensional invariant subspaces §;, where in each §;, the projectors IIn and Ilg act as rank-
one projectors |v;1)Xvj1] and |wji)wj1|.'7 The vectors |vj1) and |w;1) are also left and right
singular vectors of IIallg with singular value ,/p;, where p; = |(vj1|w;1)|*. This decomposition
allows us to define on H the projective measurement Jor = (Hjm) onto the Jordan subspaces S;
(i.e., image(ﬂjm) = §;). For an arbitrary state [¢), we define the Jordan spectrum of |¢) to be the
distribution of p; induced by Jor.
We will make use of procedures Estimate, Transform satisfying the following properties.

" There will also be one-dimensional subspaces, which we ignore in this overview since they can be viewed as
“degenerate” two-dimensional subspaces.
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e The Jordan subspaces S; are invariant'® under Estimate™® and Transform”™B. Equivalently,
Estimate™® and Transform™B should commaute with Jor. This property is important for argu-
ing about the output behavior of Estimate and Transform on arbitrary states.

o Estimate™B: on input |Sj) € S;, output p = pj; the residual state remains in S;.

o Transform™® maps each |v;1) to |w;1). We have no requirements on any other state in S;

except that it remains in S;.

[CMSZ21] implement a version of Estimate™B (following [MWO05]) with € accuracy by alternating
A and B for t = poly()\)/e? steps. The output is p = d/(t — 1) where d is the number of occurrences
of b; = b;+1 among the outcomes by, ba, ..., b;. With probability 1 —2*, we have |[p — p;| < e. They
(implicitly) implement Transform™B by alternating measurements A and B back and forth until
B — 1, with an expected running time of O(1/p;) on S;.

The [CMSZ21] Extractor. We now use the abstract procedures (Estimate, Transform) to de-
scribe (a slightly simplified version of) the [CMSZ21] extractor. Let |+g)p denote the uniform
superposition over challenges on register R and let H denote the register containing the prover’s
state. Let V, = (Ily,,I —IIy,) denote a binary projective measurement on H that measures
whether P* returns a valid response on r.

The extraction technique makes crucial use of two measurements: the first is U = (ITy, I — Iy),
where Iy == I3 ® |[+Rr)+R|y is the projective measurement of whether the challenge register R is
uniform. The second is C = (Ilc,I —Ilc), where Ilc :== (ITy,, )5 ® >,.cr |7)r|x is the projective
measurement that runs the prover on the challenge on R and checks whether the prover wins. The
extraction procedure is described in Fig. 3 below.

Figure 3: The [CMSZ21] extractor with generic procedures Estimate, Transform

1. Generate a first verifier message vk and run P*(vk) — a to obtain a classical first prover
message a once and for all. Let |¢)) denote the state of P* after it returns a.

2. Run EstimateY:C to accuracy v/4 on [¢)) |+g), which outputs an estimate p of the ad-
versary’s success probability and then discard R;* abort if p < 7/2 (this occurs with
probability at most 1 —+/2). Subtract v/4 from p so that p represents a reasonable lower

bound on the success probability. Set an error parameter ¢ = % for the rest of the
procedure and fix N = \k/p.

3. We now want to generate k accepting transcripts. For ¢ from 1 to N:

(a) Sample a uniformly random challenge r; and apply V,, to the current state |1);).

(b) If the output is b; = 1, measure the response z. This is (computationally) unde-
tectable by the protocol’s collapsing property, so we ignore this step for now.

(c) Let E be a unitary such that applying E to H ® VW (where W is an appropriate-
size ancilla initialized to |0),,,) and then discarding W is equivalent to running

18We allow for decoherence, so we ask that every element of S; is mapped to a mized state where every component
is in Sj.

20



Estimate"C for Ap/e? steps on H ® R (where R is initialized to |+g)z) and then
discarding R.

We repair the success probability by initializing W = |0),,, and then running
TransformP® on H ® W where, roughly speaking, D is a projective measurement
corresponding to the disturbance caused by step (a), and G is a projective measure-
ment that determines whether the adversary’s success probability is good, meaning
at least p — . More precisely:

o G=(II,., I -1II,.) returns 1 if, after applying F, the estimate is at least p — g.b
« D= (Hnwb

If TransformP:® has not terminated within 7' calls to D and G, abort (this occurs
with probability at most O(1/T)). Otherwise, apply E, trace out W, re-initialize
R to |+g) and then run Estimate:C for Ap/e? steps to obtain a new probability
estimate p’. If p’ < p — 2¢, abort. Finally, discard R and re-define p := p'.

I—1I,,,) returns 1 if W = |0),,, and applying V,, returns b;.

77

“We implement Estimate’ so that the residual state is in image(Ily). This means that after Estimate’:C
finishes, R is unentangled from H, which allows us to discard it. While this is not always possible when running
EstimateV'C on an arbitrary initial state, we show that this can be achieved here.

In our actual construction/proof, we replace this call to Estimate (and the additional call at the end of Step
3c) with a weaker primitive that only computes the threshold instead of fully estimating p. This change makes
it easier to instantiate the primitive.

2.3.2 Guaranteed extraction, first attempt

The [CMSZ21] algorithm, interpreted in terms of the abstract procedures Estimate, Transform, will
serve as our initial template for extraction. We now consider whether it can be modified to achieve
guaranteed extraction.

Syntactic Changes. The first issues with the [CMSZ21] extraction procedure are syntactic in
nature. Namely, we want an extraction procedure that works for any P*, with no a priori lower
bound ~ on the success probability of P*. Of course, an extractor Extract” " that extracts with
probability close to 1 given an arbitrary P* is impossible to achieve (imagine a P* with negligible
success probability), so the game is also changed as described in Definition 2.3. In terms of the
[CMSZ21] template, the change is as follows:

o After obtaining (a, |1)), measure C on |¢)) |+r) and terminate if the outcome is 0.

o Otherwise, the state is (re-normalized) IIc(|¢)) |[+Rr)), and the goal is to extract with proba-
bility 1 — negl.

Variable-Runtime Estimation. Since we are given no a priori lower bound v on the success
probability of P*, there is no fixed additive precision ¢ for which the initial Estimate in Step 2
guarantees successful extraction — the initial state |¢) |[+g) could be concentrated on subspaces
§;j such that p; < ¢, in which case the estimation procedure almost certainly returns 0.

To remedy this issue, we define a variable-length variant of Estimate™® with the guarantee that
for every j and every state in Sj, Estimate™B returns p; to within constant (factor 2) multiplicative
accuracy with probability 1 —27*. With regard to instantiation, we note that the [MW05, CMSZ21]
implementation of Estimate™® can be modified to be variable-length: simply continue alternating
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114, 15 until sufficiently many (d = poly(\)) b; = bj+1 occur, so that the estimate t_il (where ¢ is
the number of measurements performed) is reasonably concentrated around its expectation.

Thus, we begin with the natural idea that Step 2 should be modified to use this variable-length
Estimate. We remark that variable-length Estimate is not required in later steps: the output p of
Step 2 can be used to set the parameters (e, N) for the rest of the procedure.

With this modification, our extractor never aborts in Step 2, but it also no longer runs in strict
polynomial time. How do we analyze its runtime? First, one can compute that when run on a
state in S;, the expected running time of this procedure is (up to factors of poly(\)) roughly p%'
This might seem concerning, because this expectation could be large (even superpolynomial) if p;
is very small. However, what we care about is the runtime of EstimateY:C on the (re-normalized)
state TIc([v) |[+r)). Writing [¢) [+r) = 3, |vj1), we see that TIc([v) [+r)) = 225 /D5 [wj1)-

To calculate the overall expected runtime, we use the fact that Estimate’’¢ commutes with the
projective measurement Jor that outputs j on each subspace §;. This implies that the expected
runtime of Estimate on our state is the weighted linear combination of its expected runtime on the

eigenstates |v;1), namely
1
v 2 el
J

where v* = ||Tlc( 1) |+g))||? is the probability that C — 1 in the initial execution.'” Thus, the

overall expected runtime equals v* - % =1, so Step 2 of the procedure is efficient!

1

1_
pi

Our first attempt. With the changes above, Step 2 of the extraction procedure now has zero
error and runs in expected polynomial time (EQPT,,).

The other source of non-negligible extraction error from [CMSZ21] is in the cutoff T imposed
on TransformP®. By removing this cutoff, we obtain a procedure that is somewhat closer to the
goal of guaranteed extraction in expected polynomial time, described in Fig. 4 below.

Figure 4: Guaranteed extraction (Attempt 1)

1. After obtaining (a, [¢)), apply C to |¢) |[+r) and terminate if the measurement returns
0. Otherwise, let |¢) denote the resulting state on H ® R.

2. Run the variable-length EstimateV' on |¢), obtaining output p, and then discard R.®

Divide p by 2 to obtain a lower bound on the resulting success probability. Set ¢ = %
and N = \k/p.

3. Run Step 3 of the original [CMSZ21] extractor as in Fig. 3, with the parameters p, e, N.
Instead of imposing a time limit 7', the procedure TransformP ¢ is allowed to run until
completion® (G — 1).

“As before, we ensure that the residual state after Estimate" € is in image(Ily), so R is unentangled.
To avoid a computation that runs for infinite time, one should at the very least impose an exponential 2*
time cutoff, which can be shown to incur only a 27* correctness error.

90One way to see this is to notice that applying Jor after running Estimate’C clearly cannot affect the runtime of
Estimate"C. Then Jor can be commuted to occur before Estimate’-<.
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2.3.3 Problem: Step 3 is not expected poly-time.

Unfortunately, the “first attempt” above does not satisfy Definition 2.3. The issue lies in its runtime:
we argued before that over the randomness of Extract””, Step 2 runs in expected polynomial time.
However, we did not analyze Step 3, which is the main loop for generating transcripts. Here is a
rough estimate for its runtime.

Recall that Step 3 loops the following steps for each i = 1,..., Ak /p:

o Run the prover P* on a random challenge r;. This takes a fixed poly(\) amount of time.

o Then, regardless of whether P* was successful, the residual prover state |¢;) must be repaired
to have success probability =~ p.

It turns out that as currently written, the expected runtime of the repair step is (up to poly(\)
factors) equal to the runtime of a fixed-length Estimate procedure with precision ~ p? (this ensures
that after 1/p repair steps, the total success probability loss must be at most p). Moreover,
this runtime is intuitively necessary for any possible repair procedure, since repairing the success
probability should be at least as hard as computing whether it is above the acceptable threshold.

In our setting, the [MWO05, CMSZ21] estimation procedure requires 1/p® time to obtain a
p?-accurate estimate in the relevant parameter regime.?’ Since Step 3 performs this loop % times

(omitting the Ak factor), the total runtime will be at least .. This is too long for the “conditioning”

of Step 1 to save us: if the initial state at the beginning of Step 1 is |¢) |[+gr) € S;, the expected

runtime of Step 3 is p; - 1% = z%’ which can be arbitrarily large (when p; is small).
J J

Idea: Use a faster Estimate? Given how we have phrased the extractor in terms of abstract
(Estimate, Transform) algorithms, a natural idea for improving the runtime is to use an imple-
mentation of the abstract Estimate algorithm that is faster than the [MWO05]-based one used in
[CMSZ21]. Indeed, if we use the procedure described in [NWZ09] to implement EstimateV'C, we
obtain a quadratic speedup: the runtime of Estimate’>“ in Step 3¢ can be improved from 1% to #.

This speedup will be relevant to our eventual solution, but it does not resolve the problem.
The back-of-the envelope calculation now just says that the expected runtime of Step 3 on a state

|V¥) |[+Rr) € Sjis pj 'pf5/2 = p;3/2, which is still unbounded.

So are we doomed? Indeed, this runtime calculation seems problematic for the entire [CMSZ21|
template that we abstracted, by the following reasoning:

e On a state with initial estimate p, each choice of r; will only produce an accepting transcript
with probability ~ p, so we must try & k/p choices of i.i.d. r; to obtain k accepting transcripts.

o Therefore, as long as the repair step takes super-constant time (as a function of 1/p), the
overall extraction procedure will take too long.

This seems to indicate a dead end for extractors that follow the standard rewinding template
of repeatedly running P* on random r to obtain accepting transcripts.

20As written in [CMSZ21], the estimation procedure runs in 1 /p* time, but a factor of p can be saved because
(roughly speaking) the estimate only needs to achieve p? accuracy when pj is close to p.
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2.3.4 Solution: A New Rewinding Template

We solve our unbounded runtime issue by abandoning “classical” rewinding, in the following sense:
unlike prior extraction procedures [Unrl2, CMSZ21], our extractor will not follow the standard
approach of obtaining transcripts by feeding uniformly random r; to P*. Instead, we will generate
accepting transcripts (r;, z;) via an inherently quantum procedure so that every generated transcript
is accepting (as opposed to only a p fraction of them).

We accomplish this by using the procedure Transform, which was previously only used for
state repair, to generate the transcripts. Consider a prover state |t;) at the beginning of Step 3.
By definition, [¢;) |+r) € image(Ily), so applying TransformY:¢ to |¢;) |[+r) produces a state in
image(Ilc). Now if the challenge register R is measured (obtaining a string r;), the residual prover
state is guaranteed to produce an accepting response on r;!

Moreover, the extraction procedure can afford to run TransformY:C: since |¢;) |[+g) has been
constructed to lie almost entirely in subspaces &; such that p; > p — €, the expected running time
of Transform""¢ can be shown to be roughly?! 1.

This gives us a potential new template for extraction: we modify the main loop (Step 3) as in
Fig. 5.

Figure 5: Our new extraction template

1. After obtaining (a, |¢)), apply C to [¢)) |[+r) and terminate if the measurement returns
0. Otherwise, let |¢) denote the resulting state on H ® R.

2. Run the variable-length Estimate"'“ on |¢), obtaining output p. Divide p by 2 to obtain

a lower bound on the resulting success probability. Set ¢ = %k.

3. For ¢ from 1 to k:
(a) Given current prover state |t;), apply TransformY:¢ to [¢;) |[+g). Call the resulting
state |¢oc).

(b) Obtain a guaranteed accepting transcript (r;, z;) by measuring the R register of |¢c)
and then running P* on r;. As before, measuring z; is computationally undetectable.

(¢) Run the Repair Step (3c) as in Fig. 3 by calling Transform®¢ and re-estimating p.

We emphasize two crucial efficiency gains from this new extraction template:

o As already mentioned, the main loop now has k steps instead of k/p, since each transcript is
now guaranteed to be accepting.

« Since only k repair operations are now required, the error parameter ¢ for II, . can be set to
~ p instead of ~ p?.

Correctness Analysis. We remark that even the correctness of this new extraction procedure
is unclear. In the case of k-special sound protocols, we need the extraction procedure to produce k
accepting transcripts with distinct r;; previously, this was guaranteed because each r; was sampled

21For technical reasons, we cut off Transform after an exponential number of steps so that the component of
|1:) |[+r) lying in “bad” S; (i.e., where p; is tiny) does not ruin the expected running time.
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i.i.d., so (w.h.p.) no pair of them coincide. Here, r; is not uniformly random — it has been sampled
by measuring the R register of some state in Ilc.

In order to analyze the behavior of this extractor, it is important to understand the state |¢c)
obtained after applying TransformY:. Of course, we have an explicit representation 3 /Py lwi1)
for it, but it is not clear a priori how this helps.

To prove correctness, we analyze the state |¢c) using what we call the Pseudoinverse Lemma
(Lemma 7.1), which states that |¢¢c) can be viewed as a conditional state obtained by starting with
astate |¢y) = |[Yu) |+r) € image(Ily) and post-selecting (i.e., conditioning) on a C-measurement of
|py) outputting 1. Crucially, this pseudoinverse state has a precisely characterized (U, C)-Jordan
spectrum related to the Jordan spectrum of |¢c). We emphasize that the state |¢py) does not
actually exist in the extraction procedure; it is just a tool for the analysis.

Using the pseudoinverse lemma, one can show that the probability a C-measurement of |¢y)
returns 1 is &~ p, which implies that the joint distribution of (r1,...,r;) comes from a “random
enough” distribution that we formalize as “admissible” (Definition 5.5). This is shown by the
following reasoning: since measuring R commutes with C, it is as if we have an initially uniformly
random r; (obtained from measuring R of |¢y)) that is “output” with probability ~ p (when C
returns 1). This is sufficient to argue about correctness properties of the extractor.

Runtime Analysis Idea. Analyzing the runtime of TransformP:® also turns out to be significantly
more subtle than in the [CMSZ21] setting. The basic idea is to show that (within a reasonable
amount of time) Transform®© returns a state on H @ W to image(Il, ) after it was “initially”
disturbed by the binary measurement D. In [CMSZ21], this is literally true: the disturbance is
measuring (IIy,, I — Iy, ) for randomly sampled r on the prover state [¢;). One can then show
that an expected constant number of (D, G)-measurements returns the state to G by appealing to
the statistics of the (D, G) Marriott-Watrous distribution.

However, in our setting, the “disturbance” is quite different: the amplified state |¢pc) €
image(Ilc) consists of a prover state entangled with the challenge register R in a way that is
guaranteed to produce an accepting transcript. |¢c) is then disturbed by measuring its R register,
and the measurement D being applied in Transform®® depends on this R measurement outcome.
Since the R measurement can disturb |¢c) by a large amount (unlike D), it is not a priori clear
why Transform®-¢ should return the state to image(II, ).

At a high level, we show how to bound the runtime of this new procedure by appealing to
the pseudoinverse state |¢y), again! In more detail, using the pseudoinverse lemma, the state on
H ® W obtained after measuring R on |¢c) (along with initializing WV to |0)) can be alternatively
thought of as the state obtained by:

 Sampling r; proportional to the probability ¢, of |¢y) successfully answering r;, and
 Outputting (normalized) II,, (|¢y) ® |0)y,), where II,, :=1II,, ;.

This conditioning argument allows us to appeal to the same “return to II,.” principle to show

that TransformPC indeed “returns” the state to image(IL, ), as if it had “started out” as the state
|éu) 10),y, which only exists in the analysis!
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2.3.5 Problem: Step 3 is still not expected poly-time.

The premise of our new extraction template was to speed up the extraction process by getting
rid of excess work from running state repair in situations where no accepting transcript was ob-
tained. Previously, we computed the expected runtime to perform N = k/p repair steps in Fig. 3
(conditioned on a successful initial execution and initial estimate p) to be pN/e? ~ 1/p*, since the
runtime of each repair step was equivalent (up to a constant factor) to the runtime of G, which was
p/e?, and € =~ p?. As noted above, with our new template we now only have to perform N = k
repair steps, and the error parameter € can now be ~ p. With these improvements alone, one might
hope to perform N repair steps in pN/e? = p(k)(1/p?) =~ 1/p time. This would result in expected
polynomial runtime for the overall extractor when factoring in the conditioning.

Perhaps surprisingly, the above reasoning is incorrect! This new extraction procedure is still
not expected QPT: the expected runtime of N repair steps will be ~ }%, not %.

Why does this happen? It turns out that in this new extraction template, each repair step
(which previously made expected O(1) calls to G) must now make an expected O(1/p) calls to G,
cancelling out the factor-1/p savings in N obtained by using TransformY"C to generate transcripts.

Indeed, the pseudoinverse-based runtime analysis above for Transform® ¢ implies that each repair

step must now make
1

1 1
C}Z:CT.E_GNUP

calls to G (where (g = >, (; = p is the normalization factor for the r;-distribution). This results
in an overall expected running time of % calls to G if p was initially measured. Essentially, this is
saying that while obtaining an accepting transcript (r;, z;) causes limited enough disturbance that
repair can work, it causes more disturbance than a binary measurement, resulting in a factor of
1/p increase in the repair time.

2.3.6 Solution: Use faster Estimate and Transform

Despite the less-than-expected speedup observed in Section 2.3.5, it turns out that we nevertheless
made significant progress. The reason is that the bottleneck to obtaining a faster extraction proce-
dure is now in the running times of Estimate and Transform, so we can hope to obtain an expected
polynomial time procedure by using faster algorithms for Estimate’:¢ and TransformP©.

As discussed above, speeding up the fixed-length Estimate’'C in G is relatively straightforward
by appealing to [NWZ09];>? this results in an expected running time of % for G.

However, implementing a fast version of Transform®© achieving 1 — negl(\) correctness (which
is required for our extraction procedure to have negligible error) is less straightforward. Some
implementations in the literature (e.g., [GSLW19]) achieve this correctness guarantee, but only
given a known (inverse polynomial) lower bound on the eigenvalue g; (associated with (D, G)-
Jordan subspace 7). We have no such lower bound for our state C%Hr( |éu) 10)yy). Our resolution
is to first apply a variable-length fast phase estimation algorithm (implemented by repeatedly
running [NWZ09] to increasing precision, or singular value discrimination [GSLW19] with decreasing
thresholds, until we obtain a multiplicative estimate of the phase) and then run a fixed-length
fast TransformP® using the estimated phase to lower bound the eigenvalue. The fixed-length fast
Transform® ¢ can be done using [GSLW19]; it is also possible to use a more elementary algorithm

22For technical reasons, we use a different algorithm due to [GSLW19], but a variant of [NWZ09] would also suffice.
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combining fast amplitude amplification [BHMT02] with ideas from [Wat06] for achieving 1 —negl(\)
correctness.

To summarize, we obtain a final 1/p speedup by combining a 1/,/p speedup from using a faster
EstimateY"C with a 1/,/p speedup from using a faster Transform®©. The fact that the latter speedup
is actually realized turns out to be subtle to argue.

2.3.7 Last Problem: Measuring z ruins the runtime guarantee

Unfortunately, we are still not done! There is one subtle issue with our extractor that we have
ignored so far: our runtime analysis was only valid ignoring the effect of measuring the prover
response z. Since all transcripts after running TransformYC are accepting by construction, the
collapsing property of the protocol implies that measuring z is computationally undetectable, so
one might assume that the runtime analysis extends immediately.

However, the expected running time of an algorithm is not an efficiently testable property of the
input state. This is not just an issue with our proof strategy: the version of the above extractor
where z is measured does not run in expected polynomial time.

In a nutshell, the issue is that a computationally undetectable measurement can still cause a
state’s eigenvalues (either {p;}, in Jor’<, or {g;}, in Jor®P) to change by a negligible but nonzero
amount, affecting the subsequent runtime of Transform®C. This negligible change can have an
enormous effect on the expected runtime of the extractor, because if the runtime of a procedure
is inversely proportional to the disturbed eigenvalue p = p — negl, an overall expected runtime
expression can now contain terms of the form ﬁ, which can be unbounded when p is also
negligible. Interestingly, such issues have long been known to exist in the classical setting: these

E__ terms are the major technical difficulty in obtaining a classical simulator for the [GK96]

p—negl
protocol. This classical analogy inspires our resolution.

Solution: Estimate repair time before measuring z. We modify our extractor so that in each
loop iteration, all procedures occurring after the z-measurement have a pre-determined runtime.
Previously, after z was measured, we ran a fast variable-length Transform by running a the variable-
length EstimateP'® to determine a time bound ¢, and then running a ¢-time TransformP®. Instead of
this, we will run EstimateP:© before z is measured. This allows us to compute a runtime bound for
Transform®C before the z measurement disturbs the state, preserving the expected running time
of the entire procedure. This results in the final extraction procedure described in Fig. 6 below.

Figure 6: Our final extraction procedure

1. After obtaining (a, [¢)), apply C to |¢) |[+r) and terminate if the measurement returns
0. Otherwise, let |¢) denote the resulting state on H @ R.

2. Run the variable-length EstimateY:C on |¢), obtaining output p. Divide p by 2 to obtain
a lower bound on the resulting success probability. Set e = £ and N = k.

3. For i from 1 to N:

(a) Given prover state [1;), apply TransformYC |4;) |+g). Call the resulting state |¢c).
(b) Measure (and discard) the R register of |¢c) to obtain a classical challenge ;.
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(c) Initialize W to |0),,, and call the variable-length Estimate®C, which outputs a value
g. We require that the output state is in the image of II,,.

(d) Measure the response z;.

(e) We repair the success probability by running Transform®® on H @ W for = oracle

NG

steps. If the resulting state is not in the image of II, ., abort.

Trace out W and run EstimateV'¢ for Ay/P/€ steps to obtain a new probability
estimate p’. If p’ < p — 2¢, abort. Finally, discard R and re-define p := p'.

By making this change, we incur an additional correctness error for the extractor, because the
collapsing measurement may decrease the probability that TransformP ¢ successfully maps the state
to II, .. However, this error is negligible because this correctness property is efficiently checkable
(unlike the expected runtime). Thus, this procedure achieves both expected polynomial runtime?
and the desired correctness guarantees.

2.3.8 Putting everything together

To summarize, we gave a new extraction template along with a particular instantiation that achieves
expected polynomial runtime, by leveraging four different algorithmic improvements:

1. By generating accepting transcripts with TransformY>¢

scripts and repair k prover states (instead of k/p).
2. (1) allows us to relax the error parameter ¢ by a factor of 1/p (speeding up G).
3. Using a fast algorithm for Estimate from the literature [NWZ09, GSLW19] saves a factor of

1/,/p runtime.
4. Using a new fast, variable-runtime algorithm for Transform saves another factor of 1/,/p.

, we now only have to generate k tran-

Finally, we implement the variable-length Transform in two phases (variable-length phase estimation
followed by fixed-length Transform) and interleave the measurement of the response z between them,
so that this z-measurement has no effect on the runtime.

We remark that the overall analysis of our extractor is rather involved (as we have omitted
additional details in this overview); we refer the reader to Section 8 for a full analysis.

2.4 Post-Quantum ZK for [GK96]

In this section we give an overview of our proof that the Goldreich-Kahan (GK) protocol is post-
quantum zero-knowledge (Theorem 1.4). Our simulator makes use of some of the techniques
described in Section 2.3, but the simulation strategy is quite different to our other results. In
particular, our simulator does not make use of state-preserving extraction.

We first recall the Goldreich—-Kahan construction of a constant-round zero-knowledge proof
system for NP. Let (Ps, Vx) be a ¥-protocol for NP satisfying special honest verifier zero knowledge

23Tt remains to be argued that measuring z; does not affect the running time of subsequent variable-runtime steps.
This turns out to hold because the runtime of future loop iterations can be guaranteed by the correctness properties
of the re-estimation step, which hold for an arbitrary re-estimation input state.
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(SHVZK)?* and let Com be a statistically hiding, computationally binding commitment. [GK96]
construct a zero knowledge protocol (P, V) as described in Fig. 7.

P(z,w) V(z)
Sample commitment key ck. ck
com Sample 2-protocol challenge r < R.
Commit to 7:
com = Com(ck, r;w) for w < {0,1}*.
Compute (a,st) + Ps(z,w) a
W
If Com(ck,r;w) # com, abort. Z Accept if (a,r, 2) is an
Compute z < Ps(st,r) accepting Y-protocol transcript for x.

Figure 7: The [GK96] Zero Knowledge Proof System for NP.

Soundness of the [GK96] protocol holds against unbounded P* and therefore extends immedi-
ately to the quantum setting.

Recap: the naive classical simulator. As observed by [GK96], there is a natural naive simu-
lator for their protocol that, for reasons analogous to Section 2.3.7, turns out to have an unbounded
expected runtime. To build intuition for our quantum simulation strategy, we will first recall the
naive classical simulator and show how to extend it to a naive quantum simulator (while temporar-
ily ignoring the runtime issue). Then, by using the technique described in Section 2.3.7, we will
improve this to a full EQPT,. quantum simulator.

The naive classical simulator does the following:

1. Call V* on a random commitment key ck to obtain a commitment com.

2. Sample (d/, 2") <= SHVZK.Sim(0).

3. Run V* on @’ to obtain a challenge-opening pair (r’,«w’). If w’ is not a valid opening of com
to 7/, terminate the simulation and output the current view of V*.

4. Rewinding step. Sample (a, z) < SHVZK.Sim(r') and run V* on a. If the output (r,w) is
not a valid message-opening pair, repeat this step from the beginning.

5. Respond with z and output V*’s view.

To see that this simulator outputs the correct view for V*, consider two hybrid steps:

o First, switch to a hybrid simulator in which the sample (a/, z") <~ SHVZK.Sim(0) is instead
computed by running the honest prover P(x,w). The indistinguishability between this hy-
brid simulator and the real simulator follows from the fact that a’ sampled as (a/,2’) +
SHVZK.Sim(0) is computationally indistinguishable from the honestly generated a’.

24Recall that the special honest-verifier zero-knowledge property guarantees the existence of a randomized simu-
lation algorithm SHVZK.Sim(r) that takes any 3-protocol challenge 7 € R as input and outputs a tuple (a, z) such
that the distribution of (a,r, z) is indistinguishable from the distribution of transcripts arising from an honest prover
interaction on challenge r.
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e Next, switch to a second hybrid simulator in which the honest prover is also used in the
rewinding step to generate the (a,z) samples rather than SHVZK.Sim(r') (where z is gen-
erated by running the honest prover on (a,r’)). This is indistinguishable from the previous
hybrid simulator by the SHVZK property, and moreover, by the computational binding of
the commitment, the r obtained in Step 4 must be 7’ except with negl(\) probability. More-
over, conditioned on r = 7/, the second hybrid produces the same distribution as the honest
interaction.

We now show how to extend this simulator to the quantum setting.

Our “naive” quantum simulator. Step 1 of the naive classical simulator will be unchanged in
the quantum setting, so we focus on devising quantum verisons of Steps 2,3, and 4 while assuming
ck, com are fixed throughout.

Let |¢)y, be the state of the malicious verifier immediately after it sends com. We let registers
A, Z denote registers containing the messages a, z in the X-protocol and let M be a register that
will contain the random coins for SHVZK.Sim (or the honest prover later on). Let |Sim,) for any
r € R be the state |Sim;) 4 z v = > @, [SHVZK.Sim(r; p1), p) obtained by running SHVZK.Sim on
a uniform superposition of its random coins .

We define binary projective measurements analogous to the U and C measurements used in our
state-preserving extractor. However, instead of a single U measurement, we will have for each r € R
a measurement S, = (IIs,,I —1IIs,) on V® A® Z ® M where Ils, = Iy ® \Simr)<Simr|A,ZyM.
The idea behind the C = (II¢c,I — II¢) measurement is the same as before: it measures whether
the malicious verifier V* returns a valid opening when run on the challenge A. Note that C acts as
identity on Z, M.

The next steps of the quantum simulator are a direct analogue of the corresponding steps in
the classical simulator:

2*. Initialize A ® Z ® M to |Simg).

3. Measure [¢),,® |P) 4 z x4 with C. If the outcome of C is 0 (the opening is invalid), terminate
the simulation at this step: measure A to obtain a’, compute and measure the verifier’s
response (r',w’) and return (ck,com,d’, (r',w’),z = 1) along with V. If the outcome of C is
1, we will have to rewind. First, compute the verifier’s response and measure it to obtain /.

When the opening is invalid (C outputs 0), the SHVZK guarantee informally implies that these
steps computationally simulate the view of V*.

The hard case is when the opening is valid (C outputs 1). At this stage of the simulation, the
state on V ® A® Z is Hc(|¢)y, |Simo) 4 z) (up to normalization). Intuitively, we want to “swap”
Simo) 4 z g for [Simyr) 4 z o4, but the application of Ilc has entangled the A register with V. We
will therefore apply an operation to disentangle these registers, then swap |Simg) for |Sim,.), and
then “undo” the disentangling operation. We do this by defining a unitary U that is the coherent
implementation of the following variable-length computation on V® A ® Z @ M ® R: measure
R to obtain r, and then run a variable-length Transform®® on V @ A ® Z ® M.2> Recall that
implementing a variable-length computation coherently requires additional ancilla registers W, B, Q

25The register R is required for the definition of U and should not be confused with the sub-register of V that we
measure to obtain the verifier’s response.
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(see Section 1.3); we will suppress these registers for this overview, but we emphasize that they
must be all be initialized to |0).
The simulator then continues as follows.

4*. Run the following steps:

(a) Initialize R to |0) and apply U to Ilc([¥)y, [Simo) 4 z ) ® [0)r- On V@ A® Z @ M,
this maps image(Ilc) to image(ITs o), which yields a state of the form [¢),, |Simo) 4 5 r4-
Importantly, this (carefully!) breaks the entanglement between V and .A.

(b) Now the simulator can easily swap |Simg) out for |Sim,/).

(c) Finally, the simulator changes the R register from |0)5 to |r/), and then applies Ut
and traces out R. This step maps the state on back from image(Ils ,») to image(Ilc).

5*. Measure A to obtain a, compute and measure the verifier’s response (r,w), measure Z to
obtain z, and output (ck,com,a, (r,w), z) along with V.

This simulator can be written as an EQPT,. computation, but we defer the details of this to our
full proof (Section 13). For this overview, we will focus on proving the simulation guarantee.

Inspired by classical proof, we prove that our simulator produces the correct view for V* by
considering two hybrid simulators. To describe the hybrid simulators, we define states |P) and
|P.) for any r € R corresponding to responses of the honest prover:

o Let |P) AZM be the state from running the honest prover P, ,, on a uniform superposition of
random coins p to generate a first message Py (1), 1.6, |P) 4 z 00 = 20 [Pow(i)) 4 10) 2 [14) a4

o For any r € R, let |P;) be the same as |P) 4 7 \4, except Z additionally contains the honest
prover’s response to r, i.e., |PT>A,Z,M =2 1Pow(1)) 4 1Pow(r 1)) 2 |18) pq

The hybrid simulators are essentially quantum versions of the classical ones:

e The first hybrid simulator behaves the same as the original simulator except that every-
where the simulator uses |Simg), the hybrid simulator uses |P) instead. The amplification
in Step 4*(a) is now onto image( |P)(P|) rather than image(Sp). Moreover, in Step 4*b, the
simulator swaps |P) out for |Sim,/).

o The second hybrid simulator is the same as the first, except every appearance of |Sim,.) is
replaced with |P,/). In particular, in Step 4*(b), the simulator swaps |P) out for |P.). The
(inverse) amplification in Step 4*(c) is now from image( | P,/ )} P,/|) onto image(Il¢).

Proving indistinguishability of these hybrids requires some care. Intuitively, we want to invoke
the SHVZK property to claim that |Simg) and |P) are indistinguishable given just the reduced
density matrices on the A register (for the first hybrid) and that |Sim,.) and |P.) are indistin-
guishable given just the reduced density matrices on A ® Z (for the second hybrid). However, we
have to ensure that the application of Transform — which makes use of projections onto these states
— does not make this distinguishing task any easier.

We resolve this by proving a general lemma (Lemma 13.1) about quantum computational indis-
tinguishability that may be of independent interest, which we briefly elaborate on here. Consider
the states |7,) = 3, [1)y [Db(p))y where Dy, Dy are computationally indistinguishable classi-
cal distributions with randomness p. If we are only given access to ), then distinguishing |7)
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from |m) is clearly hard (since Try(|m)(7|) is a random classical sample from Dy). Lemma 13.1
strengthens this claim: it states that guessing b remains hard even given an oracle implementing
the corresponding binary-outcome measurement ( 176Xl 3y T = |76){(T8] X,y)-

By combining this lemma with the fact that our Transform procedure can always be truncated
(in a further hybrid argument) to have strict poly(A, 1/¢)-runtime with e-accuracy, we can prove
the desired indistinguishability claims.

From the naive simulator to the full simulator. The problem with both the classical and
quantum naive simulators presented above is that their expected runtime is not polynomial. The
issue is conceptually the same as in Section 2.3.7. Consider a malicious verifier V* that gives a
valid response with negligible probability p when run on a sampled as (a, z) < SHVZK.Sim(0), and
succeeds with probability p — negl when run on @ sampled as (a, z) < SHVZK.Sim(r). Then the
expected running time is ——£—, which can be unbounded for small p.

The solution described in [GK96] is therefore to estimate the running time of the rewinding step
before making the computational switch. That is, if the simulator obtains a valid response before
the rewinding step, then it keeps running the V* on samples from SHVZK.Sim(0) until it obtains A
additional valid responses. This gives the simulator an accurate estimate of the success probability
of V*, which it uses to bound the running time of the subsequent rewinding step.

We give a quantum simulator in EQPT,. for the [GK96] protocol that implements the analogous
quantum version of this estimation trick. As in Section 2.3.7, the idea is to first compute an upper
bound on the runtime of the Transform step (equivalently, a lower bound on the singular values)
after measuring C in Step 3* before measuring r. This estimate is computed using a variable-
length Estimate®*C procedure, and since the Transform step has now been restricted to run in fixed
polynomial time, we achieve the desired p-1/p = 1 cancellation in the expected running time.

Implementing this properly requires several tweaks to our simulator. In particular, the simula-
tor no longer measures the verifier’s challenge r’ directly in Step 3*; recording ' is now delegated
to U, since this step must be performed “in between” Estimate and Transform. That is, we must
modify U so that instead of just performing (a coherent implementation of) Transform, it runs the
following steps coherently: (1) perform a variable-length Estimate, where Estimate is parameter-
ized by the same projectors as Transform (2) compute and measure the verifier’s response (3) run
Transform using the time bound computed from Estimate. We defer further details to the full proof
(Section 13). We remark that just as in Section 2.3.7, the negl(\) error incurred by the collapsing
measurement moves into the correctness error of the simulation.

2.5 Related Work

Post-Quantum Zero-Knowledge. The first construction of a zero-knowledge protocol secure
against quantum adversaries is due to Watrous [Wat06]. Roughly speaking, [Wat06] shows that
“partial simulators” that succeed with an inverse polynomial probability that is independent of
the verifier state can be extended to full post-quantum zero-knowledge simulators. This technique
handles sequential repetitions of classical X-protocols and has been used as a subroutine in other
contexts (e.g., [BS20, BCKM21, CCY21, ACL21]), but its applicability is limited to somewhat spe-
cial situations. Nevertheless, most prior post-quantum zero-knowledge results have relied crucially
on the [Wat06] technique.

[BS20, AL20] recently introduced a beautiful non-black-boz technique that, in particular, achieves
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constant-round zero knowledge arguments for NP with strict polynomial time simulation [BS20].
As discussed above, the use of non-black-box techniques is necessary to achieve strict polynomial
time simulation in the classical [BL02] and quantum [CCLY21b] settings (and in the quantum
setting this extends to EQPT),, simulation).

Finally, recent work [CCY21] showed that the Goldreich—-Kahan protocol achieves post-quantum
e-zero knowledge. This is closely related to our Theorem 1.4, and so we present a detailed compar-
ison below.

Comparison with [CCY21]. Post-quantum e-zero-knowledge of the Goldreich—-Kahan protocol
was analyzed previously in [CCY21]. Our simulation strategy for Theorem 1.4 is related to that
of [CCY21] in that the two simulators both consider the Jordan decomposition for essentially the
same pair of projectors, but the two simulators are otherwise quite different.

At a high level, [CCY21] constructs a (highly non-trivial) quantum analogue of the following
classical simulator: given error parameter e, repeat poly(1/¢) times: sample a < Sim(0) and run
V* on a. If V* ever opens correctly, record its response r. Then, run a single execution of the
protocol using (a, z) <= Sim(r) and output the result.

More concretely, the [CCY21] simulator first attempts to extract the verifier’s challenge r in
poly(1/e) time, and then attempts to generate an accepting transcript in a single final interaction
with the verifier. However, if the verifier aborts in this final interaction, the simulation fails; this is
roughly because successfully extracting r skews the verifier’s state towards not aborting. To obtain a
full simulator, they use an idea from [BS20]: (1) design a “partial simulator” that randomly guesses
whether the verifier will abort in its final invocation, then achieves e-simulation conditioned on a
correct guess; (2) apply [Wat06]-rewinding to “amplify” onto executions where the guess is correct.

It is natural to ask whether the above simulation strategy would have sufficed to prove Theo-
rem 1.4 (instead of writing down a new simulator). We remark that this is unlikely; their simulator
seems to be tailored to e-ZK and, moreover, does not address what [GK96] describe as the main
technical challenge in the classical setting: handling verifiers that abort with all but negligible
probability. In more detail:

o Their non-aborting simulator (like the classical analogue above) always tries to extract 7.
To achieve negligible simulation error, this extraction must succeed with all but negligible
probability for any adversary that with inverse polynomial probability does not abort. This
would require that the simulator run in superpolynomial time.

Our simulator, as well as essentially all classical black-box ZK simulators, address this issue
by first measuring whether the verifier aborts, and then only proceeding with the simulation
in the non-aborting case.

e By Markov’s inequality and the gentle measurement lemma, expected polynomial time sim-
ulation implies e-simulation in time O(1/e%). As a function of ¢, the [CCLY21b] simulator
runs in some large polynomial time (as currently written, they appear to achieve runtime
1/€5, although it is likely unoptimized). Thus, even a hypothetical variable-runtime version
of their simulator would not be expected polynomial time. In particular, the [Wat06, BS20]
“guessing” compiler appears to cause a quadratic blowup in the runtime of their non-aborting
simulator (due to a required smaller accuracy parameter).

o The [Wat06, BS20] “guessing” compiler adds an additional layer of complexity onto the
[CCY21] simulator that is incompatible with the EQPT, definition in the sense that given
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an EQPT,. partial simulator, the [Wat06, BS20] “guessing” compiler would not produce a
procedure in EQPT,.

We also achieve some improvements over [CCY21] unrelated to the simulation accuracy:

o [CCY21] require that the underlying sigma protocol satisfies a delayed witness property,
which is not required in the classical setting. Our “projector indistinguishability” lemma
(Lemma 13.1; see also Section 2.4) enables us to handle arbitrary sigma protocols.

o [CCY21] require that the verifier commit to the sigma protocol challenge r using a strong
collapse-binding commitment. Using a new proof technique (see Section 4), we show that
standard collapse-binding suffices.

Post-Quantum Extraction. As previously discussed, there is a line of prior work [Unrl2,
Unrl6b, CMSZ21] that achieves forms of post-quantum extraction that do not preserve the prover
state. Below we briefly discuss prior work on state-preserving post-quantum extraction.

[BS20] directly constructs a state-preserving extractable commitment with non-black-boz extrac-
tion in order to achieve their zero-knowledge result. Their construction makes use of post-quantum
fully homomorphic encryption (for quantum circuits). Their extractor homomorphically evaluates
the adversarial sender.

[BS20] also shows that constant-round zero-knowledge arguments and post-quantum secure
function evaluation generically imply constant-round state-preserving extractable commitments.
Combining this with [Wat06] yields a polynomial-round state-preserving extractable commitment
scheme. Since this result also holds in the “c setting,” plugging in [CCY21] implies a constant-
round ¢ state-preserving extractable commitment, although this protocol would have many rounds
and is only privately verifiable.

All of the above results achieve computationally state-preserving extraction. [ACL21] con-
structs a polynomial-round state-preserving extractable commitment scheme with statistical state
preservation. They use the [Wat06] simulation technique as the core of their extraction procedure,
applied to a new construction where statistical state preservation is possible.

Comparison with [CCLY21la]. In concurrent work, Chia et al. give constructions of state-
preserving extractable commitments and arguments of knowledge for NP and QMA with e-guarantees.
Their results are incomparable with ours. In particular, we focus on:

e Achieving negligible error in extraction and simulation, and
e Analyzing existing protocols with minimal modification.

On the other hand, the focus in [CCLY21a] is on:

» Proving existential results (“there exist constant-round protocols satisfying...”), and
e Minimizing the cryptographic assumptions required.

In more detail, their protocols make only black-box use of (polynomially secure) post-quantum
one way functions (PQ-OWFs) and achieve e-extraction and e-simulation in strict QPT, whereas
ours rely on (e.g.) collapsing hash functions or superpolynomially secure PQ-OWFs and achieve
negligible-error extraction (in EQPT,,) and simulation (in EQPT,).
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Another interesting point of comparison is that both this work and [CCLY21a] encounter the
same “overextraction” problem, where an adversary in a parallel-repeated protocol can put different
witnesses into different “slots” and may then detect which witness the extractor obtained. We
resolve this issue (where it arises) by using a commit-and-prove based compiler, which leads to
non-black-box use of cryptography and superpolynomial assumptions, but minimizes modification
of the protocols and preserves round complexity (3 or 4, depending on the application). [CCLY21a]
resolve this instead using verifiable secret sharing, which increases round complexity but makes
black-box use of standard PQ-OWFs. It remains an open question to determine whether there
exist e-secure protocols with minimal round complexity from black-box use of standard PQ-OWFs,
and whether there exist constant-round EQPT .-simulatable protocols that make black-box use of
one-way functions.

Finally, we note that if one allows for arbitrary constant round complexity, our techniques
imply EQPT .-extractable commitments based on polynomially-secure one-way functions (that is,
complexity leveraging is not necessary if we allow for additional rounds). This can be achieved in
the following scheme (which is a simple modification of other constructions in this work):

o The committer sends two (Naor) commitments, ¢; and cg, to the message m.

o The committer proves via an e-zero knowledge argument [CCY21] that ¢; and c¢p are com-
mitments to the same message.

e The committer sends a post-quantum WI argument of knowledge of an opening to one of ¢y, ca
(without disclosing which one). We assume that this AoK has EQPT,,-guaranteed extraction.

The fact that this scheme is a (state-preserving) extractable commitment follows from the soundness
of the e-ZK argument and the EQPT,,-guaranteed extraction of the AoK (very similarly to our
commit-and-prove based compiler). Specifically, the overall extractor verifies the e-ZK argument
and then coherently runs the AoK-guaranteed extractor. A (computational) distinguisher between
the real and simulated post-execution states then constitutes an attack on the soundness of the e-ZK
argument (as ¢; and ¢y will necessarily encode different messages). The hiding of the commitment
follows from the e-ZK of the first argument system, the WI of the second argument system, and
the hiding of the Naor commitments.

Thus, we append (non-concurrently, after the appearance of [CCLY21a]) the following corollary
of our work:

Corollary 2.7. Assuming post-quantum one-way functions, there exists a constant-round EQPT,-
extractable commitment scheme and a constant-round WI argument of knowledge for NP with
EQPT, state-preserving extraction.

We thank Nir Bitansky for discussion of this implication.

3 Preliminaries

The security parameter is denoted by A. A function f: N — [0, 1] is negligible, denoted f(\) =
negl(\), if it decreases faster than the inverse of any polynomial. A probability is overwhelming
if is at least 1 — negl(\) for a negligible function negl(\). For any positive integer n, let [n] :=
{1,2,...,n}. For a set R, we write r <— R to denote a uniformly random sample r drawn from R.
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3.1 Quantum Preliminaries and Notation

Quantum information. A (pure) quantum state is a vector [¢) in a complex Hilbert space H
with || |¢)] = 1; in this work, # is finite-dimensional. We denote by S(#) the space of Hermitian
operators on H. A density matriz is a positive semi-definite operator p € S(#H) with Tr(p) =1. A
density matrix represents a probabilistic mixture of pure states (a mixed state); the density matrix
corresponding to the pure state |¢) is [¢)(|. Typically we divide a Hilbert space into registers,
e.g. H =Hi ® Hy. We sometimes write, e.g., p'! to specify that p € S(H1).

A unitary operation is a complex square matrix U such that UUT = I. The operation U
transforms the pure state |¢) to the pure state U [¢), and the density matrix p to the density
matrix UpUT.

A projector 11 is a Hermitian operator (HT = II) such that II? = II. A projective measurement
is a collection of projectors P = (II;);es such that },cqII; = I. This implies that ILII; = 0 for
distinct ¢ and j in S. The application of P to a pure state [¢) yields outcome i € S with probability
pi = ||T; [4)||%; in this case the post-measurement state is [¢;) = II; [) /+/Pi- We refer to the post-
measurement state II; [1)) /,/p; as the result of applying P to [¢) and post-selecting (conditioning)
on outcome i. A state [¢) is an eigenstate of P if it is an eigenstate of every II;.

A two-outcome projective measurement is called a binary projective measurement, and is written
as P = (I, I — II), where II is associated with the outcome 1, and I — IT with the outcome 0.

General (non-unitary) evolution of a quantum state can be represented via a completely-positive
trace-preserving (CPTP) map T: S(H) — S(H'). We omit the precise definition of these maps in
this work; we only use the facts that they are trace-preserving (for every p € S(H) it holds that
Tr(T(p)) = Tr(p)) and linear.

For every CPTP map T': S(H) — S(H) there exists a unitary dilation U that operates on an
expanded Hilbert space H ® K, so that T(p) = Tric(U(p® |0X0)UT). This is not unique; however,
if T is described as a circuit then there is a dilation Uz represented by a circuit of size O(|T)).

For Hilbert spaces A, B the partial trace over B is the unique CPTP map Trp: S(A®B) — S(A)
such that Trg(pa ® pp) = Tr(pp)pa for every psa € S(A) and pp € S(B).

A general measurement is a CPTP map M: S(H) — S(H ® O), where O is an ancilla reg-
ister holding a classical outcome. Specifically, given measurement operators {M;}Y; such that
PO MiMJ =T and a basis {|i)}}¥, for O, M(p) == Zi]il(M»pM; ® |iXi|®). We sometimes im-
plicitly discard the outcome register. A projective measurement is a general measurement where
the M; are projectors. A measurement induces a probability distribution over its outcomes given
by Pr[i] = Tr( |ii|® M(p)); we denote sampling from this distribution by i <— M(p).

The trace distance between states p, o, denoted d(p, o), is defined as %Tr(x/(p - 0')2). The

trace distance is contractive under CPTP maps (for any CPTP map T, d(T(p),T (o)) < d(p,o)).
It follows that for any measurement M, the statistical distance between the distributions M(p) and
M(o) is bounded by d(p, o). We have the following gentle measurement lemma, which bounds how
much a state is disturbed by applying a measurement whose outcome is almost certain.

Lemma 3.1 (Gentle Measurement [Win99]). Let p € S(H) and P = (II,I — II) be a binary projec-
tive measurement on H such that Tr(Ilp) > 1 — 4. Let
, 11 pIl
p =
Tr(Ilp)

36



be the state after applying P to p and post-selecting on obtaining outcome 1. Then
d(p, p') < 2V5.

Definition 3.2. A real-valued measurement M on H is (g, 0)-almost-projective if applying M
twice in a row to any state p € S(H) produces measurement outcomes p,p’ where

Pr[’p—p" <eg]l>1-4.

Quantum algorithms. In this work, a quantum adversary is a family of quantum circuits
{Adv) } en represented classically using some standard universal gate set. A quantum adversary
is polynomial-size if there exists a polynomial p and Ag € N such that for all A > Ay it holds that
|Advy| < p(A) (i.e., quantum adversaries have classical non-uniform advice).

3.2 Black-Box Access to Quantum Algorithms

Let A be a polynomial-time quantum algorithm with internal state p € D(#H) whose behavior is
specified by a unitary U on X ® H. A quantum oracle algorithm S4 with black-box access to (A, p)
is restricted to acting on H (which is initially set p) by applying the unitary U or U', but can
freely manipulate X and an arbitrary external register ).

Black-box access models sometimes permit the U and Ut gates to be controlled on any external
registers (i.e., any registers other than the registers Z ® H to which U is applied). We note that
none of the black-box algorithms in this work require controlled access to U,UT. This is because
our black-box use of U,UT takes the form UT(Iy ® Vxy,)U where V is a unitary acting only on
X ® Y1, and we can replace U, U t controlled on Y, with V' controlled on Ys.

Algorithms with classical input and output. We also consider the special case of quantum
algorithms that take classical “challenge” r and produce classical “response” z. Writing X = R® Z,
an algorithm of this form is specified by a unitary U on R ® Z ® H of the form ). [r)r|z ® Ug);,_[
For example, S# can run A on a superposition of inputs by instantiating R ® Z to Yo Mr®0) 2
and then applying U.

We note that this definition is consistent with the notions of interactive quantum machines
and oracle access to an interactive quantum machine used in e.g. [Unrl2] and other works on
post-quantum zero-knowledge.

We remark that our formalism is tailored to the two-message challenge-response setting. While
the protocols we analyze in this paper will have more than two messages of interaction, our analysis
will typically center around two particular messages in the middle of a longer execution, and p will
be the intermediate state of the interactive algorithm right before the next challenge is sent. We
also point out that the unitary U can be treated as independent of the (classical) protocol transcript
before challenge r is sent, since we can assume this transcript is saved in p.

3.3 Jordan’s Lemma

We state Jordan’s lemma and its relation to the singular value decomposition.

Lemma 3.3 ([Jor75]). For any two Hermitian projectors Ilp and Ilg on a Hilbert space H, there
exists an orthogonal decomposition of H = €; S; into one-dimensional and two-dimensional sub-
spaces {S;}; (the Jordan subspaces), where each S; is invariant under both IIp and Ilg. Moreover:
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e in each one-dimensional space, Ilpn and Ilg act as identity or rank-zero projectors; and

e in each two-dimensional subspace S;, lla and Ilg are rank-one projectors. In particular, there
ezist distinct orthogonal bases { |vj1), [vjo)} and {|w;1), |wjo)} for Sj such that IIa projects
onto |v;1) and Ilg projects onto |w;1).

A simple proof of Jordan’s lemma can be found in [Reg06].

For each j, the vectors |v;1) and |w; 1) are corresponding left and right singular vectors of the
matrix IIallg with singular value s; = | (vj1|w;1)|. The same is true for |vjo) and |w;o) with
respect to (I —IIa)(I — IIp).

3.4 Commitment Schemes

A commitment scheme consists of a pair of PPT algorithms Gen, Commit with the following prop-
erties.

Statistical/computational hiding. For an adversary Adv, define the experiment Expﬁ‘é‘é(/\) as
follows.

1. Adv(1") sends (ck,mg, m1) to the challenger.
2. The challenger flips a coin b € {0,1} and returns com := Commit(ck, my) to the adversary.
3. The adversary outputs a bit . The experiment outputs 1 if b =¥'.

We say that (Gen, Commit) is statistically (resp. computationally) hiding if for all unbounded (resp.
non-uniform QPT) adversaries Adyv,

| Pr[Exppge() = 1] = 1/2] = megl(3) .

Statistical/computational binding. For an adversary Adv, define the experiment Exphdy()\)
as follows.

1. The challenger generates ck < Gen(1?).
2. Adv(ck) sends (mg,wp, m1,w1) to the challenger.
3. The experiment outputs 1 if Commit(ck, mg,wp) = Commit(ck, mq,wy).

We say that (Gen,Commit) is statistically (resp. computationally) binding if for all unbounded
(resp. non-uniform QPT) adversaries Adv,

Pr[Expﬁi%(/\) = 1} = negl(}\) .

Collapse binding. For an adversary Adv, define the experiment ExpA?¥()) as follows.

1. The challenger generates ck < Gen(1?).

2. Adv(ck) sends a commitment com and a quantum state p on registers M ® W.

3. The challenger flips a coin b € {0,1}. If b = 0, the challenger does nothing. Otherwise, the
challenger measures M in the computational basis.

4. The challenger returns registers M®W to the adversary, who outputs a bit ¥’. The experiment
outputs 1 if b=1'.
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We say that Adv is valid if measuring the output of Adv(ck) in the computational basis yields, with
probability 1, (com, m,w) such that Commit(ck, m,w) = com.
We say that (Gen, Commit) is collapse-binding if for all valid non-uniform QPT adversaries Adv,

| Pr[ExpA™(A) = 1] — 1/2] = negl(\) .

cl

3.5 Preliminaries on Interactive Arguments

An interactive argument for an NP-language L consists of a pair of interactive algorithms P, V:

o The prover algorithm P is given as input an NP statement x and an NP witness w for x.

o The verifier algorithm V' is given as input an NP statement x; at the end of the interaction,
it outputs a bit b (interpreted as “accept”/“reject”).

The minimal requirement we ask of such a protocol is completeness, which states that when
the honest P,V algorithms are executed on a valid instance-witness pair (z,w), the verifier should
accept with probability 1 — negl(\).

We typically consider interactive arguments consisting of either 3 or 4 messages. In many (but
not all) settings we assume that the argument system is public-coin (in the second-to-last round),
meaning that the second-to-last message (or challenge) is a uniformly random string r from some
domain. We will use the following notation to denote messages in any such protocol:

e For 4-message public-coin protocols, we use vk to denote the first verifier message.
o We denote the first prover message by a.

o We denote the verifier challenge by r.

o We denote the prover response by z.

o We denote the verification predicate by V(vk,a,r, z).

We consider 3-message protocols as a special case of 4-message protocols in which vk = L.
A key property of interactive protocols considered in this work is collapsing (and relaxations
thereof), defined below.

Definition 3.4 (Collapsing Protocol [Unrl6b, LZ19, DFMS19]). An interactive protocol (P, V)
is collapsing if for every polynomial-size interactive quantum adversary A (where A may have an
arbitrary polynomial-size auxiliary input quantum advice state),

‘Pr[CoIIapseExpt(O,A) = 1] — Pr[CollapseExpt(1, A) = 1]‘ < negl(A).

For b € {0, 1}, the experiment CollapseExpt(b, A) is defined as follows:

1. The challenger runs the interaction (A, V) between A (acting as a malicious prover) and
the honest verifier V', stopping just before the measurement the register Z containing the
malicious prover’s final message. Let 7/ be the transcript up to this point excluding the final
prover message.

2. The challenger applies a unitary U to compute the verifier’s decision bit V(7/, Z) onto a fresh
ancilla, measures the ancilla, and then applies U'. If the measurement outcome is 0, the
experiment aborts.
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3. If b = 0, the challenger does nothing. If b = 1, the challenger measures the Z register in the
computational basis and discards the result.

4. The challenger returns the Z register to A. Finally A outputs a bit o', which is the output of
the experiment.

Definition 3.4 captures the collapsing property of Kilian’s interactive argument system [Kil92]
(as well as other Y-protocols that make use of “strongly collapsing commitments” [CCY21]), but
does not accurately capture protocols that make use of commitments satisfying statistical binding
but not “strict binding” [Unrl2]. To capture these protocols, we introduce a partial-collapsing
definition.

For a 3 or 4-message interactive protocol (P, V'), let T' denote the set of transcript prefixes Tpre
(i.e., the first message a in a 3-message protocol or the first two messages (vk,a) in a 4-message
protocol), let R denote the set of challenges r (the second-to-last message) and let Z denotes the
set of possible responses z (the final message). Informally, such a protocol is partially collapsing
with respect to a function f : T'x R x Z — {0, 1}* if the prover cannot detect a measurement of f.

Definition 3.5 (Partially Collapsing Protocol). Let f: T x R x Z — {0,1}* be a public efficiently
computable function. A 3 or 4-message interactive protocol (P, V') is partially collapsing with
respect to f if for every polynomial-size interactive quantum adversary A (where A may have an
arbitrary polynomial-size auxiliary input quantum advice state),

‘Pr[PCoIIapseExpt(O, [, A) = 1] — Pr[PCollapseExpt(1, f, A) = 1]’ < negl(A).

For b € {0,1}, the experiment PCollapseExpt(b, f, A) is defined as follows:

1. The challenger runs the interaction (A, V) between A (acting as a malicious prover) and
the honest verifier V, stopping just before the measurement the register Z containing the
malicious prover’s final message. Let (7pre, ) be the transcript up to this point (i.e., excluding
the final prover message).

2. The challenger applies a unitary U to compute the verifier’s decision bit V(7/, Z) onto a fresh
ancilla, measures the ancilla, and then applies U'. If the measurement outcome is 0, the
experiment aborts.

3. If b = 0, the challenger does nothing. If b = 1, the challenger initializes a fresh ancilla ) to
0)y, applies the unitary Uy (acting on Z ® J) that computes f(Tpre,7,:) on Z and XORs
the output onto ), measures ) and discards the result, and then applies U}.

4. The challenger returns the Z register to A. Finally A outputs a bit o', which is the output of
the experiment.

Definition 3.5 captures the collapsing property of standard commit-and-open ¥-protocols [GMW86,
Blu86] that make use of statistically binding (or, more generally, standard collapse-binding [Unr16b,
CCY21]) commitments by setting f to output the part of z corresponding to the committed message
(but not the opening). In some other cases (a subroutine of the [GMW86] graph non-isomorphism
protocol, as well as the [LS91] “reverse Hamiltonicity” 3-protocol) we will use more complicated
definitions of f that measure different pieces of information depending on the challenge r.

Finally, we recall the definition of special honest-verifier zero knowledge.
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Definition 3.6 (Special honest-verifier zero knowledge). A 3-message sigma protocol (Py, Vy) is
special honest verifier zero knowledge (SHVZK) if there exists an algorithm SHVZK.Sim such that
for all (z,w) € R and challenges r € R, the distributions

SHVZK.Sim(z,r) and (a,z) <+ Ps(z,w,r)

are computationally indistinguishable.

4 Standard Collapse-Binding Implies Unique Messages

Recall that the standard collapse-binding security property ensures that if an efficient adversary
produces a superposition of valid message-opening pairs (m,w) to a commitment ¢, then it can-
not detect whether a measurement of m is performed. There is an apparent deficiency with
this definition as compared to the classical binding definition, which Unruh (implicitly) observes
in [Unrl12, Unrl6b]: collapse-binding does not seem to imply that an adversary cannot give valid
openings to two different messages if the openings themselves are not measured.

This issue has received relatively little attention, in part because circumventing it turns out
to be fairly easy in many cases by either modifying the underlying protocol, or by simply as-
suming “strong” collapse-binding [CCY21] where the measurement of the message and opening is
undetectable. For example:

e In [Unrl2], Unruh introduces the notion of a strict-binding commitment, defined so that
for any commitment ¢, there is a unique valid message-opening pair (m,w). Unruh shows
that standard Y-protocols (such as GMW 3-coloring and Blum Hamiltonicity) are sound
when instantiated with strict-binding commitments, but due to the issue described above, is
unable to prove that these protocols are sound when instantiated with a statistically-binding
commitment.

o In [Unrl6b], Unruh gives a generic transformation which converts a classically secure -
protocol into a quantum proof of knowledge by committing to the responses to each challenge
in advance. However, in many Y-protocols (e.g. [GMWS86, Blu86]) the response already
consists of an opening to a commitment; are these protocols secure if the commitment is
collapse-binding?

o This issue also arises in [CCY21], which explicitly asks for a strong collapse-binding commit-
ment to instantiate their ¥-protocols. (They do note that a statistically binding commitment
also suffices via a different argument.)

We believe this is an unsatisfying state of affairs. Collapse-binding is widely accepted as the
quantum analogue of classical computational binding, but as the above examples illustrate, there
are many natural settings where it is unclear whether it can be used as a drop-in replacement
for classically binding commitments. Given this issue, a natural suggestion would be to treat
strong collapse-binding as the quantum analogue of classical binding. However, we suggest that
any definition of quantum computationally binding should at least capture statistically binding
commitments. Statistically binding commitments do not generically satisfy strong collapse-binding,
but are (standard) collapse-binding. Worse, strong collapse-binding is not a “robust” notion: we
can make any commitment scheme lose its strong collapse-binding property by adding a single bit
to the opening that the receiver ignores.
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In this section, we resolve this difficulty and show that standard collapse-binding generically
implies that an adversary cannot give two valid openings for two different messages, even when the
openings are left unmeasured. This simplifies some of the proofs in this work, and also implies that
strong collapse-binding and strict binding are unnecessary in the above examples.

Towards proving this, we first formalize a natural security property that captures the fact that
a quantum adversary should only be able to open to a unique message.

Let Com = (Gen,Commit) be a non-interactive commitment scheme. Define the following
challenger-adversary interaction Expﬁ‘g‘i’q()\) where Adv = (Advy, Advs) is a two-phase adversary.

1. The challenger generates ck «— Gen(\).

2. Run Adv;(ck) to output a classical commitment string com, a classical message m; and a
superposition of openings on register WW. It also returns its internal state H, which is passed
onto Advs.

3. The challenger measures whether W contains a valid opening for m; with respect to com and
aborts (and outputs 0) if not.

4. Run Adva(ck) on (H,W). It outputs another message my and a superposition of openings on
register W. If mg = my then the experiment aborts and outputs O.

5. The challenger measures whether VW contains a valid opening for mo with respect to com. If
so, the experiment outputs 1, otherwise 0.

Definition 4.1. We say that a commitment is unique-message binding if it can only be opened to
a unique message if for all QPT adversaries Adv,

Pr|Expfiy,(A) = 1] = negl(\).

uniq
Lemma 4.2. Any collapse-binding commitment Com satisfies unique-message binding.

We remark that the unique-message binding definition and this lemma easily extend to in-
teractive collapse-binding commitments. However, we will focus on the non-interactive case for
simplicity. Our proof is reminiscent of the “control qubit” trick used by Unruh in [Unrl6a] to prove
that collapse-binding implies a notion called sum-binding.

Proof. Suppose that Adv = (Advy, Advy) satisfies Pr{ExpﬁfL‘{q(A) = 1} = ¢(\) = e. Then we con-

struct an adversary Adv’ that obtains advantage /8 in the collapsing game for Com as follows:
1. Upon receiving ck from the challenger, Adv' does the following:

(a) Run Advy(ck) to obtain a classical commitment com, a classical message m; (on register
M), and registers W, H.

(b) Measure whether W contains a valid opening for m; with respect to com; if the opening
is invalid, abort and output a random b'.%6

26To match the syntax of the collapsing game, the “abort” works as follows: Adv’(ck) initializes M ® W to some
valid commitment, sends it to the challenger, ignores the registers it gets back, and then outputs a random b'.
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(c) Next, prepares an ancilla qubit B in the state |+); and then apply the unitary U defined
as
U= |11z ® UpSG o + 100015 @ i pow-

where UAV2 ig unitary description of Advs (the action of Advy on H® M ®W is unitary
without loss of generality). That is, the unitary U has two branches of computation: it
does nothing when B = 0, and it runs Advs when 5 = 1.

(d) Next apply the binary projective measurement (Ilek com ;I — ek comm,) Where

ek com,my = |00l @ Iy + |11 5 @ Iy ® > [, w)(m, wl -
m,w @ m#EmMIA
Commit(ck,m,w)=com

This measurement checks that after applying U, the output of Adve (when B =1) is a
valid message and opening (m,w) where m # my. If this measurement rejects, abort
and output a random b’.

(e) Finally, send M ® W to the collapsing challenger.
2. When the collapsing challenger returns M ® W, apply UT.

3. Perform the binary projective measurement (I, I —II;) where IT; = |[+)+|z @ Iy mw. If
the measurement outcome is 1 (corresponding to |+)), then Adv’ outputs &' = 0 (i.e., guesses
that the collapsing challenger did not measure the message). Otherwise, it outputs b’ = 1.

We now compute the probability that Adv’ outputs ¥ = b for each choice of the collapsing
challenge bit b.

If b = 1, then AdV' guesses correctly (outputs b’ = 1) with probability exactly 1/2. This is
because if Adv’ aborts, it outputs 1 with probability 1/2 by definition, and if it does not abort, then
it sends the collapsing challenger M ® W where a measurement of the M register will completely
determine the B register. In particular, if the outcome of the M measurement is mi, B collapses
to |0); otherwise, B collapses to |1). In either case, the probability that the measurement of
(I4,I —TI1;) returns 0 (making Adv’ output b’ = 1) is exactly 1/2.

We now consider the case b = 0. Let p = " comm, Pck,comm, +pL be the state on M@W&H
after Step 1b, where pck comm, is the (subnormalized) state corresponding to outcomes ck, com, m;
and the outcome “valid” in Step 1b, and p; is the (subnormalized) state corresponding to the
outcome “invalid” in Step 1b.

Recall that in the case b = 0, the collapsing challenger does nothing to M ® W. Thus the effect

of Steps 1¢, 1d and 2 is to apply a binary projective measurement (H’Ck,com,ml JI— H’ck’com7m1) where
Ick,com,ml = UTHckmm’mlU. From the description of the experiment, it holds that

1 1
Pr [b, = O] = 5 Tr(pl) + 5 Z TI"((I - H::k,com,ml)( |+><+‘ ® pck,com,m1))

ck,com,my
Y (LT o, () © Pekcomms Mecomoms
ck,com,my
1 1 /
2o Y (Moo (N © pekcomams)
ck,com,m1
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2

Tr (1T, ([+X+] © pek,com,m)
+ Z Tl"(pck,com,ml) ( ( cocomm )

ck,com,m1 Tr(ka,com,ml)
1 1
Z 5 - 5 Z Tr (Hék,com,ml( H_><+‘ @ pck,com,m1)>
ck,com,m1

2
4 (ch,com,ml Tr (Hi:k,com,ml( |+><+| ® ka7C0m7m1)))

ch,com,nn Tr(pck,com,ml )

where the latter inequality is Jensen, and the former is the following:

Claim 4.3. If ap = p then Tr(IIallgpllg) > Tr(Igp)?/ Tr(p).

Proof. Tr(Ilgp) = Tr(Ilgpllp) = Tr(Iallgp) < /Tr(HAIlgpIIgIla) Tr(p), where the inequality is
by Cauchy-Schwarz. O

et T ch,com,ml Tr(pck,com,ml). Observe that ch,com,ml TI‘( /ck,com,ml( H_><+’ ® pck,com,m1)>
(v +¢)/2. It follows that

1 (v+e) 1
O WAL N
('y+€)+4 5 Z 5

~u
=

=
I

=
I

+

N =
| =
B~ ™

Thus the overall probability that Adv’ guesses a random b correctly in the collapsing experiment
is at least 1/2 4+ ¢(\)/8. O

5 Generalized Notions of Special Soundness

Let (P, V') denote a 3 or 4-message public-coin interactive proof or argument system. Let 7" denote
the set of transcript prefixes 7. (i.e., the first message in a 3-message protocol or the first two
messages in a 4-message protocol), R denotes the set of challenges r (the second-to-last message)
and Z denotes the set of possible responses z (the final message). The instance x is assumed to be
part of 7., which allows us to capture protocols in which the instance is adaptively chosen by the
prover in its first message.

We introduce generalizations of the special soundness property to capturing situations where

1. the special soundness extractor is able to produce a witness given only a function f(z) of the
response z, and/or

2. the extractor is only required to succeed (with some 1 — negl(A) probability) when the chal-
lenges are sampled from an “admissible distribution.”

The second property is related to the notion of probabilistic special soundness due to [CMSZ21].27
Throughout this section, k will be a parameter specifying the number of (partial) transcripts
required to extract.

27 A similar (but not identical) definition appears in an older version of [CMSZ21]: https://arxiv.org/pdf/2103.
08140v1.pdf.
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5.1 Generalized Special Soundness Definitions

We first recall the standard definition of k special soundness.

Definition 5.1 (k-special soundness). An interactive protocol (P,V) is k-special-sound if there
exists an efficient extractor SSExtract : T' x (R x Z)¥ — {0,1}* such that given Tpye, (745 2i)ie[k]
where each r; is distinct and for each i, (Tpre, 73, 2;) is an accepting transcript, SSExtract(Tpre, 7 2i)
outputs a valid witness w for the instance x with probability 1.

In order to generalize this definition, we consider interactive protocols (P, V') with a “consis-
tency” predicate g : T'x (R x {0,1}*)* — {0,1}. The argument {0, 1}* corresponds to some partial
information y about a response z. The consistency predicate should have the property that if
9(Tpres (Tis Yi)icik)) = 1, then g(7pre, (74, Yi)ieq) = 1 for all subsets G' C [k]. For any positive integer
k, we define the set Consistent;, to be the subset of 7' x (R x {0,1}*)¥ on which g outputs 1. We
can extend k special soundness to allow the SSExtract algorithm to produce a witness given only
partial information y; of the responses z; provided that the “partial transcripts” satisfy consistency.

Definition 5.2 ((k,g)-special soundness). An interactive protocol (P,V) is (k, g)-special-sound
if there exists an efficient extractor SSExtract, : T x (R x {0,1}*)* — {0,1} such that given
(Tpres (74, Yi)ic[k)) € Consistenty, where each r; is distinct and for each 7, SSExtract,(Tpre, 74, ¥i) out-
puts a valid witness w with probability 1.

Notice that all k-special-sound protocols with super-polynomial size challenge space are (k, g)-
probabilistic-special sound for the “trivial” consistency predicate ¢ that simply checks (interpreting
y; = z; as a full response) whether all the transcripts are accepting.

Claim 5.3. For any k-special-sound protocol (P,V'), there exists a consistency predicate g such
that (P, V) is (k, g)-special-sound.

Proof. Define g to output 1 on input Tyre, (74, Yi)ie[x] if and only if each (7pre, 74, 9:) is an accepting
transcript. It follows that the original SSExtract in the special soundness definition satisfies the
requirements of the (k, g)-special soundness definition. O

When the challenge space R is super-polynomial-size, we can generalize this definition even
further so that the extractor need not succeed on worst-case k-tuples of distinct challenges, but
only on k-tuples sampled from an “admissible distribution.”

Definition 5.4 (Q-admissible distribution). A distribution Dy over R* is admissible if there exists
a negligible function negl(\) and a sampling procedure Samp such that Dy, is negl()\)-close to the
output distribution of the following process:
o Samp makes, in expectation, Q()) classical queries to an oracle Og that outputs a uniformly
random challenge r < R each time it is queried.
e Samp must produce its outputs as follows. Let Qiota be the total number of queries it makes
to Og. Samp specifies a set {i1,...,it} C [Qtotal], and its output is defined to be 7, ..., 7,
where r; is the ith output of the uniform sampling oracle Og.
We stress that Samp may use an arbitrary (e.g., even inefficient) process to select the set
{i1,...,1k}. Moreover, the output challenges 7;,,...,r;, do not necessarily have distinct
values (this can occur if the sampling oracle Op outputs the same challenge more than once).
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Definition 5.5 (admissible distribution). A distribution Dy, over R* is admissible if there exists
@ = poly(\) such that Dy is a Q-admissible distribution (Definition 5.4).

Definition 5.6 ((k, g)-probabilistic special soundness). An interactive protocol (P, V') with consis-
tency predicate g is (k, g)-probabilistic-special-sound if there exists an efficient extractor SSExtract :
T x (R x {0,1}*)* — {0,1}* such that for any distribution D supported on Consistent; whose
marginal distribution on R¥ is admissible,

Pr [PSSExtracty(Tpre, (7is ¥i)ick]) — w A w is a valid witness for 2] = 1 — negl(\)
(Tpres(ri,Yi)ieik) <D

Note that (k,g)-probabilistic special soundness (PSS) is only meaningful when the challenge
space R has super-polynomial size. When R is polynomial, an admissible distribution Dj can
simply output (r,...,7) (the same challenge repeated k times) since there exists a Samp that
simply queries Op until it outputs the same challenge k times.

However, when |R)| is superpolynomial, (k, g)-PSS is a relaxation of (k, g)-special soundness.

Claim 5.7. When R = 2«(l08) any (k, g)-special-sound protocol is also (k, g)-probabilistic-special-
sound.

Proof. 1t suffices to prove that the probability any admissible distribution outputs the same chal-
lenge 7 more than once is negl(\). By the definition of an admissible distribution, its output is
negl(\)-close to the output of an arbitrary sampling algorithm that makes an expected poly(A)
number of queries to a uniform sampling oracle Og over R, and then outputs a size-k subset of the
oracle responses.

Suppose towards a contradiction that there exists constant ¢ such that for infinitely many
A € N, the sampling oracle Or outputs a repeated challenge with probability 1/A°. Let d be a
constant such that the expected number of queries to the uniform sampling oracle Og is O(A?).
If 0 < ¢ < \*etl oracle queries have already been made, the probability that the next oracle
query allows finding a collision is at most A*¢*1/|R|. This implies that finding a collision within
Adtetl queries is at most A242¢+2/|R|. Thus, to find a collision with probability at least 1/\,
the number of oracle queries must be at least A1 with probability at least 1/\¢ — \2d+2¢+2 /| R|,
which implies the expected number of oracle queries is at least A4TeT1(1/\¢ — \2d+2¢+2 /| R|) =
AL \3d+3et3 /1 R| - Since R = 20980 there exists a constant Ao such that for all A > ), this
expectation is A1 — \3d+3¢+3 /| Rl > A4+l _ 1 This contradicts our assumption that the expected
number of queries to the sampling oracle is O(\9). O

5.2 A Special Soundness Parallel Repetition Theorem

Although it is well-known that 2-special soundness is preserved under parallel repetition, the situ-
ation is more complicated for generalized special soundness notions (and even k-special soundness
for larger values of k). We state and prove a useful theorem about the parallel repetition of special
sound protocols.

Lemma 5.8. IfX = (P,V) is a (k, g)-special-sound protocol, then the t = Q(k?1og?(\))-fold parallel
repetition Xt is (k%, g')-probabilistic special sound where gt outputs 1 if and only (1) the arguments
y; consist of t formally separated components, and (2) g outputs 1 on each of the t components.
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Proof. Let Consistent;2 be the set of k-tuples of shared-prefix partial transcripts of X! on which
g' outputs 1. Let D be a distribution supported on Consistent;2 whose marginal distribution on
(RY* is admissible.

We construct PSSExtract,: for ¥t that takes as input

(Tpred)jel) (T54) e (Yia)jel)iemz) < D
and does the following:

1. Look for j € [t] such that {r;;};cjx2) consists of k distinct challenges. If no such j exists,
abort and output L.

2. If such a j exists, let H be a size-k subset of [k?] such that {r;;}icy consists of k dis-
tinct challenges, and let SSExtract, be the (k, g)-special-soundness extractor for ¥. Run
SSExtracty(Tpre,j, (7j,i, Yji)icr) — w and output w.

First, we note that
9(Tpre g, (s Yji)ien) =1
follows from
9 ((Torei) et (75.0) jer)> (Wia)jer iew)) = 1.

Thus, it suffices to prove that this extractor aborts with probability negl()A). Define BAD C Rt
to be the set of all tk*-tuples (1) jeick2 such that for all j € [t], the k*-tuple (rj;);e2 does
not contain k distinct challenges.

Suppose (1) jej,ic[k?) 13 sampled uniformly at random from R™* . Then we have

k t
Pr [(rj1)jefr etk € BAD] < <e’“> '

2
(r5.4)jepn w2y R

This follows from the fact that for any fixed j, the probability that (T’j,z‘)ie[k2} does not contain k
distinct challenges is at most k((k — 1)/k)** < k/eF.

By the definition of an admissible distribution (Definition 5.5), the marginal distribution of
Ds: on (R')* is the result of the following process (up to negl()\) statistical distance): make
an expected poly(\) number of classical queries to a uniform sampling oracle Op: over R!, re-
ceiving a set of challenges A, and then (using an arbitrary procedure) output any size-k? subset
{(ri0,-5761), o5 (P1g2s - T g2) } of A of k2 challenges. The extractor aborts if (75;) je,iek?] €
BAD.

Let d be a constant such that the expected number of queries to the uniform sampling oracle Og:
is O(AY). Suppose towards a contradiction that the extractor aborts with non-negligible probability,
i.e., there exists a constant ¢ such that for infinitely many A € N, the extractor aborts with
probability at least 1/A°. If 0 < g < \Fetl oracle queries have already been made, the probability
that the next oracle query allows finding a size-k? subset of outputs in BAD is at most
ek

202
(/\d+c+1)k2 <k )k log (/\).
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Moreover, there exists a constant Ay such that for all A > Ay, this can be upper bounded as

I )k2 log2(\) (2k2+k2 log(k) ) log?(2)
< N

= 5 < (1/2)l8" ) = 1/)ls)
e e

()\d+c+1)k2 <

Thus for all A > ), the probability of finding a size-k? subset of oracle outputs in BAD within
Adetl oracle queries is at most A4Tet!/ Mog(N): this implies that finding a size-k? subset of oracle
outputs in BAD with probability 1/\° requires making at least N4Fetl oracle queries with probability
at least 1/X¢ — Xdtetl/\08(N)  Then for A > \g, the expected number of queries is at least
(At (1/Ne — AdFetl /p\log(V)) — \d+l _ \2d+2¢+2 /3log(M) - GQince ¢ and d are constants, there
exists A} such that for A > X, the expected number of queries is at least A4*! — 1. This contradicts
our assumption that the number expected number of queries to the uniform sampling oracle is

o). 0

5.3 Examples of Probabilistic Special Sound Protocols

We now show that many classical interactive proofs-of-knowledge (or arguments-of-knowledge)
satisfy probabilistic special soundness. It was already noted above that (parallel repetitions of)
standard special sound protocols satisfy the notion. Here, we highlight three other cases: commit-
and-open protocols (where g is only given partial transcripts), Kilian’s protocol, and a subroutine
of the [GMW86] graph non-isomorphism protocol.

5.3.1 The “one-out-of-two” graph isomorphism subroutine

In order to prove Theorem 1.2, we consider the following proof-of-knowledge subroutine of the
[GMW86] graph non-isomorphism protocol:

« The subroutine instance is three graphs Go, G1, H. The prover?® wants to prove that there

exists a bit b such that G} is isomorphic to H. To do so, they execute a parallel repetition of
the following protocol.

o The prover picks a random permutations o, 01, a random bit ¢, and sends (Hy = 00(G.), H; =
01(G1-c)) to the verifier.

e The verifier sends a random bit r.

o If r =0, the prover sends (¢, 09, 01) and the verifier checks that (Hy = 0(G.), H1 = 01(G1-.))
was computed correctly.

o If r =1, the prover sends (¢ @ b, o.qpm), where 7 is an isomorphism mapping H to Gp. The
verifier then checks that (o.qpm)H = Hgp-

In the classical setting, this is generally viewed as a proof of knowledge of (b, 7). However,
we consider it as a proof of knowledge of the bit b, in the situation where Gy and G; are not
isomorphic. We will formalize this in fwo different ways: first by showing that the protocol is
(2, g)-special sound for a natural consistency predicate g, and then by showing that it is (2, ¢')-PSS

28The [CMWS6] verifier acts as the prover in this subroutine.
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for a more complicated predicate ¢’ that we have to use to be compatible with the protocol’s limited
partial collapsing property.

First, we define an (inefficient) consistency predicate g, which is given as input 7, an arbitrary
number of pairs (r,c) € {0,1}* x {0,1}* (rejecting if the input is not of this form). g outputs 1 if
the following conditions hold for all £ € [A]:

o If r, =0, the graphs (Ho,, Hi ) are isomorphic to (G.,, Gi—¢,)-
o If 7, =1, the graph H,, ¢ is isomorphic to H.

The following claim then holds immediately by transitivity of graph isomorphism. The extrac-
tor, given (r,c) and (r/,c¢’) simply chooses an ¢ such that r¢ # r} and outputs b = ¢; & ).

Claim 5.9. If Gy and G1 are not isomorphic, then the [GMWS86] subroutine satisfies (2, g)-special
soundness, where the extractor outputs the bit b.

Finally, we define the predicate ¢’ to be a slight modification of g: for the first pair (r(l), c(l)),
¢’ ignores®” the bits cél) for 7 such that rél) = 1. The protocol will then not be (2, ¢’)-special sound

(e.g. a first transcript with #(!) = 1* would provide no information), it will be (2, g')-PSS.

Claim 5.10. If Gy and G1 are not isomorphic, then the [GMWS86] subroutine satisfies (2,g')-PSS,
where the extractor outputs the bit b.

Proof. This follows from the claim that if (r() 7)) € {0,1}* x {0,1}* is sampled according to
an admissible distribution, then with all but negl(\) probability, there exists an index ¢ such that

'rf) =0 and rf) = 1. This can be argued using the same reasoning as in the proof of Claim 5.7,
since the probability that two uniformly random A-bit strings #™) and 72 do not have an index
¢ € [A] such that rél) =0 and Té2) =1 is negl(A). O

5.3.2 Commit-and-Open Protocols

The next class of examples we discuss is that of commit-and-open protocols. In particular, we
are interested in characterizing a special soundness property where the extractor is only given the
opened messages in the prover’s response (and not their openings).

Definition 5.11. Let Com denote a (possibly keyed) non-interactive commitment scheme. A
commit-and-open protocol is a (3 or 4 message) protocol for an NP language L of the following
form:

o (Optional first verifier message) If Com is keyed, the verifier samples and sends the commit-
ment key ck for Com.

e The prover, given a witness w for some statement x € L, computes a string y € {0, 1}N and
sends a bitwise commitment a = Com(ck, y) to the verifier.

o The verifier samples a string r that encodes a subset S C [N] and sends r to the prover.

o The prover sends openings to {y;}ics.

(1)
(4

29 Alternatively, we could define ¢’ to require inputs with these ¢y’ omitted.
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o The verifier checks that each opening to y; (for i € S is valid and then computes some function
Check(ys) on the opened bits.

We say that such a protocol satisfies “commit-and-open k-special soundness” if there exists an
extractor Extract(x, y) satisfying the following property. For every instance z and every collection of
k distinct sets St, . .., Sy (represented by strings (r1, ..., 7), for any string y such that Check(yg,) =
1 for all i, w = Extract(z,y) is a valid NP-witness for x.

It is not hard to see that the “commit-and-open” k-special soundness property, combined with
the (computational/statistical) binding of the commitment scheme, implies a standard (computa-
tional /statistical) k-special soundness property of the ¥-protocol. However, we consider “commit-
and-open k-special soundness” explicitly in order to satisfy (probabilistic) special soundness with
respect to partial transcripts.

This definition captures extremely common Y-protocols, such as:

o The [GMW86] X-protocol for 3-coloring.
o A slight variant of the [Blu86] Y-protocol for Hamiltonicity>’

o Protocols following the “MPC-in-the-head” paradigm [IKOSO07].

To view this in terms of generalized k-special soundness, define a consistency predicate g as
follows: on input (7pre, (7i, {Mi¢}ees;)iex)), output 1 if and only if

« For any pair of sets S;, S; (corresponding to challenges r;,r;), for any ¢ € S; NS;, we have
m; e = mje. That is, the “opened" message subsets are mutually consistent.

e Forall i € []{], Check({mi7g}gegi) = 1.
. With this formalism in place, the following claim is immediate.

Claim 5.12. Any protocol satisfying commit-and-open k-special soundness (as described in Defi-
nition 5.11) is (k, g)-special sound.

5.3.3 Kilian’s Protocol
We briefly recall Kilian’s protocol [Kil92] instantiated with a collapsing hash function:
1. The verifier samples a collapsing hash function h < H) and sends h to the prover.

2. Let Aperkie be the Merkle hash function corresponding to h. The prover uses w to compute
a PCP 7, and then sends rt = hyjerkle(7) to the verifier.

3. The verifier samples random coins r and sends them to the prover.

4. The prover computes the set of the PCP indices ¢, that the PCP verifier with randomness r
would check. It sends the corresponding values 7|[g,] along with the Merkle openings of rt on
the positions g;.

30In this variant, in addition to committing to a permuted graph 7(G), the prover commits to the permutation 7
and the permuted cycle o 0. On the 0 challenge, the prover additionally opens the commitment to 7, and on the 1
challenge, the prover additionally opens the commitment to 7o o.
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5. Finally, the verifier accepts if all the Merkle openings are valid and Vpcp (7, 7[gr]) = 1, i.e.,
the PCP verifier with randomness r accepts 7[g,].

We will instantiate Kilian’s protocol with a PCP of knowledge, defined as follows. Let WINpcp (1)
denote the probability that 7 is accepted by the PCP verifier.

Definition 5.13 (PCP of Knowledge). A PCP has knowledge error kpcp () if there is an extractor
Epcp such that given any PCP 7 where WINpcp »(7) > kpcp, the extractor Epcp(m) — w outputs
a valid witness w for  with probability 1.

The following claim is due to [CMSZ21], though we have slightly rewritten it to match our
definition of k-PSS.

Claim 5.14. Kilian’s protocol instantiated with a PCP with knowledge error kpcp(A) = negl()\)
proof length €(X), and alphabet-size £(N\) is (k,g)-PSS where k = £log(|X|) and the consistency
function g outputs 1 on (Tpre, (Ti; 2i)icf)) if (1) for each i, the response z; contains PCP answers
7lqr;] such that Vecp(x,ri, 7(qr,]) = 1, and (2) for every i # i’ the answers 7(qy;| and ©[q,,] agree
on all indices in ¢, N qr,, .

Proof. Our extractor PSSExtract, takes as input (7pre, (7i, 2i)ic[r]) and generates a witness as follows:

1. Generate a PCP string 7 € ¢ as follows. For each t € [¢], check if t € qr, for any i. If so,
pick such an i arbitrarily and set «[t] according to the value specified in z; (the choice of i
does not matter since the input satisfies consistency with respect to g). If there is no such 1,
set m([t] arbitrarily.

2. Run Epcp(7m) — w and output w.

We prove that Step 1 constructs a PCP 7 where WINpcp (7) > kpcp with 1 —negl(\) probability
whenever (Tpre, (74, 2i)ic[x]) is sampled from a distribution supported on Consistenty, (i.e., the subset
of T x (R x Z)* where g outputs 1) whose marginal distribution on R* is admissible.

It suffices to prove that if (r1,...,r;) are output by Samp (where Samp makes an expected
poly(A) number of queries to a uniform sampling oracle Or and then outputs a size-k subset of
the outputs of O,) then the probability there exists 7 € ¢ such that (1) WINpcp.(7) < xpcp
and (2) Vpcp o (i, m[gr,]) = 1 for all i € [k] is negl(X). This follows by invoking the definition of an
admissible distribution, and observing that any 7 resulting from Step 1 satisfies (2) by construction,
which means that WINpcp ,(7m) > kpcp with probability 1 — negl(\).

Let d be a constant such that for all A > Ay, Samp makes at most A% queries to the sampling
oracle O,. Suppose towards contradiction that there exists a constant ¢ such that for infinitely many
A, the probability that Samp outputs (r1,...,7) such that with probability at least 1/\°, there
exists m € X' satisfying conditions (1) and (2) above. Thus, for infinitely many A, the probability
that Samp makes 2\“T¢ queries (or more) to its sampling oracle O is at most 1/(2\°) by Markov’s
inequality. This means that even if Samp makes at most 2X°t¢ queries to its sampling oracle, it
still succeeds with probability at least 1/(2A¢) for infinitely many .

Consider any fixed PCP 7 such that WINpcp ;(7) < kpcp. The probability that the PCP is
accepting on at least k challenges out of 2A°T¢ uniformly random challenges is at most

k 22t k ctdyk
kpcp | < Kpop (2T
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By taking a union bound over all 7 € 3¢ we conclude that given 2\°*? uniformly random challenges,
the probability there exists a PCP 7 such that WINpcp ,(7) < kpcp and 7 is accepting on at least
k of the 2A¢t? challenges is at most

1S wbop(@XFE = (5] (207 pep) =D,

where we have plugged in k& = (log(|X]). Since kpcp = negl(\), there exists A¢ such that
22Xt kpop < % for all A > \g. Then for all A > )\, we have

1
(IZ] - (22T kpep)los(ZD e < Sl
Since the PCP alphabet size is at least |3| > 2 and the PCP length is at least £ > A, the probability
that Samp succeeds when restricted to making at at most 2A°*? queries to Op is at most O(1/2%),
which is a contradiction. O

6 Singular Vector Algorithms

In this section we give algorithms for working with states that are singular vectors of a matrix
IIaIlg, where Ila,Ilg are projectors. In Section 6.2 we give an algorithm that transforms left
singular vectors to right singular vectors with negligible error. The runtime of the algorithm
depends on the corresponding singular value.

Notation. Throughout this section we will consider the interaction between two binary projective
measurements A = (ITa, I —11a) ,B = (Ilg, I — IIg).

We consider the matrix ITaIlg and its singular value decomposition VEWT. Recall that V, W
are unitary and ¥ is a diagonal matrix. The columns of V' (resp. W) are the left (resp. right)
singular vectors of IIaIlg, and the entries on the diagonal of ¥ are the singular values s;. Note
that the singular value decomposition is not in general unique; for the purposes of this section we
fix one arbitrarily.

We denote left (resp. right) singular vectors of IIaIlg with s; > 0 by |v;1) (resp. |w;1)). Define
Sj = span(|vj1), |wj1)). If s; < 1, then S; is two-dimensional. The S; correspond to the Jordan
subspaces of (Ila,IIg). As such, we also have |v;o), |wjo) € Sj. A straightforward calculation
shows that these are left and right singular vectors of (I —IIa)(I —1IIg) with singular value s;. The
Jordan subspace values p; are the squares of the corresponding singular values. In our setting it is
more natural to use the squares (since they correspond to probabilities), and so the guarantees in
this section are stated with respect to the squared singular values.

6.1 Fixed-Runtime Algorithms

In this section we recall a selection of algorithms for manipulating singular vectors of TIpIlg. All of
these algorithms make black-box use of Ua, Ug; we consider their complexity as circuits with Up, Ug
gates. All of these algorithms take as input some threshold a € (0, 1], such that their correctness
guarantee will hold for singular vectors of value at least a, and their running time is linear in 1/a.

The first algorithm Transform implements a fixed-runtime singular vector transformation, taking
left singular vectors to their corresponding right singular vectors.
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Theorem 6.1 (Singular vector transformation [GSLW19]). There is a uniform family of circuits
{Transform s}, 5¢(0,1) with Un, Us gates, of size O(log(1/6)/+/a), such that the following holds. Let
1) be a left singular vector of IIAIlg with singular value sj. If a < s3, Transformg s[A — B](|vj1))
outputs the state |wj1) with probability at least 1 — 6. Moreover, for all a, S; is invariant under
Transform,, s.

The second algorithm Threshold implements a measurement determining, given a threshold b
and a singular vector with singular value s;, whether s? >bor sjz < b — ¢ (and otherwise has no
guarantee).

Theorem 6.2 (Singular value threshold [GSLW19]). There is an algorithm Threshold which, for
all binary projective measurements A, B, given black-box access to operators Ua,Ug, achieves the
following guarantee. Given 6 > 0,b > ¢ > 0 and a state |vj1) which is a left singular vector of
IIallg with singular value s;:

« if 52 > b, then Pr[Threshold)®;([v;1)) = 1] > 1 -4, and

« if 2 <b—e, then Pr|Threshold)®;([v;1)) — 1] < 4.

Moreover, S; is invariant under Threshold, and if the outcome is 1 the post-measurement state is
lvj1). Threshold runs in time O(log(1/8)v/b/¢).

Next, we describe an algorithm which, with access to Ua, Ug, can “flip” a singular vector state
from image(I —ITa) to image(Ila) using Ilg, provided that the singular value is sufficiently far from
both 0 and 1.

Lemma 6.3. Let Ila, Ilg be projectors. There is an algorithm Flip.[I1a, IIg] which, on input a state
|vj0) that is a left singular vector of lIallg with e < sjz < 3/4, outputs the state |v;1) with probability
1 — 06 in time O(log(1/0)/+/€). Flip is invariant on the subspace spanned by {|vj1), |vjo)}-

Proof. The algorithm operates as follows:
1. Apply A,B in an alternating fashion until either A — 1, B — 1 or 3log(1/d) measurements
have been applied.
2. If A — 1, stop.
3. If B — 1, apply Transform. 5[IIg, IIa].
The lemma follows since the probability that Step 1 takes more than k steps is (3/4)F, and then
by the guarantee of Transform. O

6.2 Variable-Runtime Singular Vector Transformation (vrSVT)

In this section we describe our variable-runtime SVT algorithm. In fact, for technical reasons
our algorithm consists of two parts: a variable-runtime singular value estimation procedure which
preserves singular vectors, and a singular vector transformation procedure which transforms left
singular vectors to right singular vectors, whose running time is fixed given a classical input from
the estimation procedure.

Below we give a proof of Theorem 6.4 that makes use of the singular value discrimination
and singular vector transformation algorithms of [GSLW19]. We note that it is possible to prove
Theorem 6.4 via more “elementary” means using high-probability phase estimation [NWZ09] and
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amplitude amplification. Indeed, phase estimation for (2I —IIa)(2I — Ilg) is equivalent to singular
value estimation for IIpIlg and amplitude amplification can be viewed as a (non-coherent) singular
vector transformation.

Theorem 6.4 (Two-stage variable-runtime singular vector transformation). Let A = (IIa, I — IIa),
B = (Ilg, I — IIg) be projective measurements. There is a pair of algorithms VarEstimate[Ilp = I1g]
and Transform[IIg — IIa] with Ua and Ug gates with the following properties. Let |w;1) be a left
singular vector of IIaIlg with singular value s; > 0, and let |v;1) be the corresponding right singular
vector. Then

1. The subspace S; is invariant under both VarEstimate and Transform.

2. The running time of VarEstimate( |v; 1)) is O(log(1/6)/s;) with probability 1—6 and O(log(1/5)/6)
with probability 1.

3. The output (q, |1)) < VarEstimate( |v;1)) is such that |¢) = |w;1) with probability 1 — 4.

4. The running time of Transform(q, |¢')), where (v, |¢)) < VarEstimate( |v;1)) and [¢') is any
state, is O(log(1/9)/s;) with probability 1 — § and at most 1/ with probability 1.

5. The output state of Transform(VarEstimate( |v;1))) is |wj1) with probability 1 — 4.

The Transform procedure above can be instantiated directly via the singular vector transforma-
tion algorithm of [GSLW19], see Theorem 6.1.

We describe an implementation of VarEstimate using the singular value discrimination algorithm
(Theorem 6.2). For a binary projective measurement A, let A denote the same measurement with
the outcome labels reversed. For k in the procedure below, define b := 27% and ¢ := 2751,

1. Set b:=0, k := 0. Repeat the following two steps until b =1 or k > [log(1/4)]:

(a) Set k «+ k+1.

(b) Apply B, obtaining outcome c.

(c) If ¢ = 1, apply Threshold®B(v,¢,8/log(1/8)) obtaining outcome b € {0,1}.
(d) If ¢ = 0, apply Threshold®B(y,¢,8/log(1/8)) obtaining outcome b € {0,1}.

2. Apply B, obtaining outcome c. If ¢ = 0, apply Flips—x—1[A, B].
3. Output 27+-1.

Lemma 6.5 (Variable-runtime singular value estimation). Let |v;1) be a left singular vector with
singular value sj. Let 6 > 0. VarEstimate;[A = B|(|vj1),9) runs in time O(log(1/6)/s;) with
probability 1 — 6 and O(log(1/9)/0) with probability 1. Moreover, VarEstimate outputs a in the
range max (9, s3)/4 < a < max(d, s3) with probability 1 — 6.

Proof. First, observe that k iterations of Step 1 take time O(log(1/6) - 2¥). Since VarEstimate
terminates within [log(1/0)] iterations of Step 1 with probability 1, VarEstimate runs in time
O(log(1/§)/d) with probability 1.

The probability that the singular value discrimination algorithm outputs 1 when 27% > 2s;
is at most §/(log(1/8)). Similarly, the probability that it outputs 1 when 27% < s; is at least
1 —4/(log(1/4)). By a union bound, with probability at least 1 — ¢ the algorithm either stops in
the first iteration where 27% < 2s; (so s; < 27% < 2s;) or in the following iteration (s;/2 < 27% <
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s;). Thus 27F € [s;/2,2s4], so 27%~1 € [s;/4,s;] as required. The running time in this case is
Ollog(1/3)/s,).

If s; > 1/2 then the algorithm stops after one iteration in state |wji) with probability 1 — 4.
Otherwise the probability that log(1/d) alternating measurements A, B are applied with only 0
outcomes is at most §. If Step 2 terminates with B — 1, then the resulting state is |w;1).
Otherwise, the resulting state is |v;1). In this case the Transform algorithm rotates the state to
|wj 1) with probability 1 — 4. O

The next two claims follow directly from the correctness and subspace invariance guarantees of
Threshold and VarEstimate.

Corollary 6.6. For any state p, § >0, ¢: [0,1] — [0, 1]:
Pr|Threshold,, ., s(VarEstimate(p)) = 1} >1— 26,

where p is the classical output from VarEstimate.

Corollary 6.7. For any state p, § >0, ¢ € [4,1]:

(b1, p1) < Threshold,, . 5(p)
_ _ €5 < .
Pr [bl 1 A by 0| (b2, p2) <= Threshold,,_. . 5(p1) | ~ 20
Moreover,
(b1, p1) < Threshold, . s(p)
Pribp=1Apj<p—c¢ ; 'Bi o
[ 1 by b g MJor[A7 B](pl)

7 Pseudoinverse Lemma

In this section we show that for binary projective measurements A, B any state [ia) in the image
of Ila, there is a state |¢g) in the image of B such that |¢¥a) is (approximately) obtained by
applying A to |¢g) and conditioning on obtaining a 1. Moreover, if [¢a) has Jordan spectrum
that is concentrated around eigenvalue p, then |¢a) has the same property. We refer to this as the
“pseudoinverse lemma” because [ig) is obtained from [ia) by applying the pseudoinverse of the
matrix IIallg.

Lemma 7.1 (Pseudoinverse Lemma). Let A, B be binary projective measurements, and let {S;}; be
the induced Jordan decomposition. Let Hj"' be the projection on to S; and let p; be the eigenvalue
of Sj. Let p be a state such that Tr(Ilap) = 1 and let I := > ip=0 Hjm. Let E =375, <0 p%_Hjor.
There exists a “pseudoinverse” state p’ with Tr(Ilgp') = 1 such that all of the following are true:

1-Tr (11
1. Tr(Ilap") = ﬁ;

2. d(p, f2g0) < 2,/Tr(Typ),

T Jor
3. for all j such that p; > 0 it holds that Tr (H;Orp’) = %,

4. for all j such that p; = 0 it holds that Tr (Hjorp’) = 0.

and

An important consequence of (3) and (4) is that for all j, if Tr (Hj”p) = 0 then Tr (Hj"'p’ ) =0.
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Proof. Let C := IIallg, and note that |vj1), |wj1) are corresponding left and right singular vectors
of C' with singular value ,/p;. Hence C'= 37, <o /Pj [vj1) (wja1]. Let CT be the pseudoinverse of

Cyie, CT =3, %p? lwj1) (vj1]. Define

;. Ctp(Ch)t

= T p(C)T)
Since Tr(IIap) = 1, we have Tr(IIgp’) = 1. We also have
+ ) = Ntp) = L. -
TH(CHp(C)T) = (€O o) = 30 - (vjal pluia) = Te(Ep) M)
i I

Next, observe that since CC* =37, _ [vj,1){vj1| = I — Iy, we have

) Ctp(cHt
o= (2 )

o (CrpCct)
- (S )

Given these calculations, we can prove the claimed properties (1-3) in the lemma statement:

o Proof of (1). Taking the trace of both sides of Eq. (2), we see that

(= o)l Tl — T (%(;EZI;));)) 1 —T;r(rE(ls)op)_

1
Tr([ap’) = Tr(Hap'lp) = T (Ep)

o Proof of (2). Given Eq. (2) and the trace calculation above, we have that

HApIHA 1
- I — IIp)p(I — I
Toliap) ~ 1= Tr(ligp) L~ Ho)P(—Iho)

The inequality d (P, %?ﬁ;r,[ﬁ)) < 2,/Tr(Ilp) now follows from Lemma 3.1 (gentle measure-

ment).

e Proof of (3). For all j such that p; > 0, making use of the same calculation as Eq. (1), we
have

T (I Cp(CH)T)  Te(CHiPp(cH)t)  Tr(BTp)  Tr(Lidep)
T(CTp(CH)  —  Tx(Bp) Tx(Bp)  Te(Bp)

Tr (Hjorp') =
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o Proof of (4). This follows immediately from the fact that IIoCt = CT1I; = 0.

This completes the proof of Lemma 7.1. O

We conclude this section by showing that under a mild condition, any state p that is close to
image(IIa) has a nearby state in image(Ilp) with the same Jordan decomposition.

Claim 7.2. Let p be any state. Let Hgt"u'ck project on to one-dimensional subspaces S; in the

image of I — Ila. There exists a state o such that for all j, Tr(Hj‘”a) = Tr(l'[jmp), Tr(Ilao) =
1= T(Ily - ). and d(p.o) < VT~ Tx(llap).

stu

Proof. Define a unitary U which is invariant on the §; and, in each two-dimensional S;, rotates
|vj0) to |vj1). Formally,

U= > (lvj1) il + vj0) (wj1]) + Isw,
J:pj¢{0,1}

where SV is the direct sum of the 1D subspaces. Set

o = Hpaplla + U(I — Hp)p(I — TIA)UT. O

8 Post-Quantum Guaranteed Extraction

In this section, we give a post-quantum extraction procedure for various 3- and 4-message public-
coin interactive protocols. In particular, we will consider interactive protocols satisfying partial
collapsing (Definition 3.5) with respect to some class of efficiently computable functions F' = {f :
T x Rx Z — {0,1}*}. Our goal is to establish guaranteed extraction, defined below (essentially
matching Definition 2.3).

Definition 8.1. (Ps, V) is a post-quantum proof of knowledge with guaranteed extraction if it
has an extractor Extract”” of the following form.

1. Extract”” first runs the cheating prover P* to generate a (classical) first message a along with
an instance x (in a 4-message protocol, this requires first sampling a random vk and running
P*(vk) to obtain z,a).

2. Extract”” runs P* coherently on the superposition >.rcr |r) of all challenges to obtain a
superposition , , a. |7, z) over challenge-response pairs.?!

3. Extract”” then computes (in superposition) the verifier’s decision V (z, a,r, z) and measures
it. If the measurement outcome is 0, the extractor gives up.

4. If the measurement outcome is 1, run some quantum procedure FindWitness
a string w.

P” that outputs

We require that the following two properties hold.

o Correctness (guaranteed extraction): The probability that the initial measurement re-
turns 1 but the output witness w is not a valid witness for x is negl(\).

31In general, the response z will be entangled with the prover’s state; here we suppress this dependence.
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o Efficiency: For any QPT P*, the procedure Extract!” is in EQPT,y,.

We remark that this definition is written to capture (first-message) adaptive soundness, where
the prover P* is allowed to choose the instance x when it sends its first message. Omne could
alternatively define a non-adaptive variant of this definition in which the instance z is fixed in
advance (and this section’s results would hold in this setting as well). Definition 8.1 suffices for
our purposes since none of the 4-message protocols we consider have the first verifier message vk
depend on x (in all cases we consider, vk is just a commitment key or hash function key), and the
protocols all satisfy adaptive soundness.

8.0.1 Notation

Let R denote a register with the basis { |r)},er and let |+g)x : Let H denote

- ﬁ ZTGR |7’>
the prover’s state (including its workspace), and let U, denote the unitary on #H that the prover
applies on challenge r. Let Z denote the subregister of H that the prover measures to obtain its
response z after applying U,..

Define the projector

M=t [ 5 ety
z:V(r,z)=1

which intuitively projects onto subspace of H where the prover gives an accepting response on
challenge 7.
Define the binary projective measurement C = (Ilc, I — II¢) where

Ic =) |r)rlg @ My,
T

and U = (ITIy, I — IIy) where
Iy = [+r)+rlg © In.

8.1 Description of the Extractor

We first give a full description of an extraction procedure Extract, defined for any partially collapsing
protocol.

The threshold unitary. Consider the following measurement procedure T, . s on H, parame-
terized by threshold p, accuracy € and error 6.

o Initialize a fresh register R to |+pr)%.

e Run Thresholdgjscé on H ® R , obtaining outcome b.
e Trace out R and output b.

We define U, 5 to be a coherent implementation of T, . 5. Uy s acts on H®W®B where W& B
is an ancilla register: W contains the algorithm’s workspace and B is a single qubit containing the
measurement outcome. In particular, applying U. s to [¢)4 [0) 5, measuring B, and then tracing
out W implements the above measurement.
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The repair measurements. We define the two projective measurements D, = (1L, I —II,.) , G, . 5 =
(I, 5,1 — 11, . 5) for our repair step.
For any p,e,0 > 0, define the projector II, . s on H ® VW ® B as follows:

Mpes = U]I7E7(5(IH7W ® [1X15)Up.e.s-
For any r € R, we define the projector Il on H ® W as
I, = (T, )3 © [0XO0[yy, -

We describe the extraction procedure Extract{;* (). The procedure is defined with respect to k
efficiently computable functions fi,...,fr : T x R x Z — {0,1}*.

1. Initial Execution. Use P* to generate (vk,a), and let |¢)) denote the residual prover
state. Apply C = (IIc,I —Ilc) to [¢)y ® |+Rr)gx. If 0, terminate (note that we do not
consider this an “abort”.) Otherwise:

2. Estimate success probability. Run VarEstimate[C = U] (as defined in Section 6.2)
with %—multiplicative error and failure probability § = 1/ 22, outputting a value p. Note
that since the input state is in Il¢, the algorithm produces an output state in Il¢c with
probability 1 — 6.

Abort if p < A\kv/6. Define e = &.

3. Main Loop. Repeat the following “main loop” for ¢ from 1 to k:

c,u

(a) Lower bound success probability. Run Threshold " ;

outcome b. Abort if b = 0. Update p :=p —e.

on ‘H ® R, obtaining

(b) Measure the challenge. Measure the R register, obtaining a particular challenge
r; € R. Discard the R register.

(c) Estimate the running time of Transform. Initialize the WV register to |0),,,
and run VarEstimate[D, 2 G, . 5] with %—multiplicative error and failure probability
§ = 27, obtaining classical output ¢. Since the input state is in II,, the algorithm
produces an output state in II, with probability 1 — §.

(d) Record part of the accepting response. Make a partial measurement of the
prover response z;; specifically, measure y; = fi(z;).* If i = k, go to Step 4.

(e) Transform onto good states. Apply Transformy[D, — G, . 5] with failure proba-
bility § = 2.

(f) Next, apply U, . s and then discard the W register. Update p :=p —e.

(g) Transform onto accepting executions. Re-initialize R to |+g) and then apply

Transform,[U — CJ; abort if this procedure fails.

4. OUtPU‘t (Vk,CL,T’l,yl,"' 7rk:ayk?)‘
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The above procedure deterministically terminates and aborts if it has not already stopped

after O(k)/V/§ steps, for § := 27

“Formally, we (1) apply the prover unitary U, to H, (2) apply the projective measurement (Hy)y for

In, = szfﬂz):y |z)Xz|; ® Iy (where H = Z @ H'), and (3) apply Ul to H.

8.2

Partial Transcript Extraction Theorem

Our most general extraction theorem is stated for any partially collapsing protocol, but is only
guaranteed to output partial transcripts (rather than a witness). In Section 8.4, we show how this
theorem can be used to establish guaranteed extraction of a witness.

Theorem 8.2. For any 4-message public-coin interactive argument satisfying partial collapsing
(Definition 3.4) with respect to the functions fi,..., fr—1 (but not necessarily fx), the procedure
Extracty has the following properties for any instance x.

1.

8.3

Efficiency: For any QPT prover P*, Extract{;* runs in expected polynomial time (EQPT,,).
More formally, the number of calls that Extract‘lj* makes to P* is a classical random variable
whose expectation is a fixed polynomial in k, \.

Correctness: Extract aborts with negligible probability.

Distribution of outputs: For every choice of (vk,a), let v = 7k, denote the success
probability of P* conditioned on first two messages (vk,a). Then, if v > 8173 the distribution
of (r1,...,1,) (conditioned on (vk,a) and a successful first execution) is O(1/v)-admissible
(Definition 5.5).

Proof of Theorem 8.2

8.3.1 Intermediate State Notation

Our extraction procedure and analysis make use of four relevant registers:

A challenge randomness register R,

A prover state register H, and

A phase estimation workspace register W.

A one qubit register B that contains a bit b where b = 1 indicates that the computation has
not aborted during a sub-computation.

We now establish some conventions:

states written using the letter p satisfy p € S(BQ H® R) or p € S(H ® R), where we use
S(H) to denote the space of Hermitian operators on #;

states using the letter o satisfy o € S(BRH @ W) or o € S(H @ W);

states using the letter ¢ satisfy ¢ € S(B®@ H) or ¢ € S(H);

states using the letter 7 satisfy 7 € S(H@ W R R)

With these conventions in mind, we define some intermediate states related to the extraction
procedure:
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o Let ¢ denote the prover state after (vk,a) is generated.

e Let pl(;)?{,R denote the state obtained at the end of Step 2.
e For each iteration of the Step 3 loop, we define the following states:
— Let pgn;_f)n denote the state at the beginning of Step 3. The register B is initialized
to |1><1| For the rest of the loop iteration, B is set to |0)0] if the computation
aborts.

— Let pg;{R denote the state at the end of Step 3a.
— Let ¢g),g-)t,73 denote the state at the end of Step 3b.

— Let ag’;_)[ w denote the state at the end of Step 3c.

— Let ag’;)[ w denote the state immediately before the W register is traced out during

Step 3e.
— Let qbg,];z denote the state at the end of Step 3f.

— Let pgg{)R denote the state at the end of Step 3g.

As in Lemma 7.1, let the Jordan decomposition of % ® R corresponding to Il¢c,IIy be {S;};
where subspace S; is associated with the eigenvalue/success probability p;. Let Hjm the projection
onto §j, i.e., image(l’[jm) = §;. Define the following projections on H ® R:

. Héor — Z 0 HJor

7p]_
Jor __ Jor
o 1155 = ZjiijP IL;

Jor __ Jor
o 0% =2 <pllj

We additionally define the following projectors on B® H ® R.
HJBc;rd = \1><1‘B HJ<°;§ and HJG%rod =Ignr — HJB%rd'

Claim 8.3. For any estimate p and any state pEBH)R such that Tr((IB QI )pgn;_;)n) =1, the

state ng;-mz obtained by running b + ThresholdC v

]b)(b\ satisfies

5 (and then redefining p := p — €) and setting
Tr (HJdesz{R) < 0.

Proof. When Thresholdg’gU s returns 0, the computation aborts. Therefore, the lemma follows im-
mediately from the almost-projectivity of Threshold (Corollary 6.7). O

8.3.2 Analysis of Steps 1 and 2

We first show that Steps 1 and 2 run in expected polynomial time, and bound the statistic E[1/p-X1],
where p is the output of Step 2 and X7 is the indicator for the event “Step 1 does not abort”.

Lemma 8.4. The expected runtime of Steps 1 and 2 is O(1). Moreover,

E[1/p- X1] = O(1).

61



Proof. Let [1) denote the state of P* after (ck, a) are generated. Then, consider the (U, C)-Jordan
decomposition

) ® |+r) = Zaj |vj1)

where each |v;1) € S; Nimage(Ily). Let v =3, |aj| p; denote the initial success probability of
).

Step 1 runs in a fixed polynomial time and aborts with probability 1 —~. Otherwise, Step 2 is
run on the residual state

1
— D a/pjlwi1),
v

where |w; 1) is a basis vector in S; N image(Ilc). Lemma 6.5 tells us that both the runtime of
VarEstimate“V on this state (making oracle use of C,U) and the expectation of 1/p (where p is the
output of Step 2) are at most a constant times

1 1 1 1
fZa?pj-——k(S-l/ég 72a5+127+1,
75 P; V5 v
so since Pr[Step 1 does not abort] = ~, the overall expected value bounds are as claimed. O

8.3.3 The Pseudoinverse State

As defined earlier, let pgc;{ = denote the state at the end of Step 3a (for some arbitrary iteration of

Step 3). We prove some important properties of the subsequent states in the execution of Step 3.
We begin with Step 3b, which measures the R register, obtaining a challenge r and resulting
state ¢S2{' Let
Jor . (C) J
pO) 1 G0dPB.3.7 NGood
BHR ™ ©
Tr (HJ 00dPB.H R)

denote the residual state; we write Pg,%ﬂz = g [0X0[z ® p9({ O 4oy 11|z ® pél R) By Claim 8.3,

we have that:
Claim 8.5. Tr(HJG%rodpl(gcgi R) >1-96

By gentle measurement, it then follows that

C /(C)
d(pggiRvaHR) < 2V/6.
(V) (U 0) (U,1) (U,1)
Let pgyr = @0|0X0]5 @ p3 r° + a1 |1X1z ® p3 r where p; 7’ denotes the state guaranteed
to exist by applying Lemma 7.1 Wlth B=Uand A= Con p;mzl). Recall from Lemma 7.1 that
Tr (HU p%"%) =1, since Tr(l'[émpgfkl)) = 0. Moreover, we also have:

Claim 8.6. U
CD) Hcp; R 1lc
"R u,1
Tr (Hcpg_[ 72))
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Proof. pH R) is a state satisfying Tr (Hcp(C 1)> =1, and py, (C Y is then a (re-normalized) projection

of pg{ 1) onto (U, C)-Jordan subspaces with bounded Jordan pj—value. Therefore, p;fkl) also satisfies
c1
ﬁ(ncpfm)) —1.

From Lemma 7.1 (Property 2) we then have
1)

U7
s, PR |y [ iy
Ry (Mepl%) #

H,R
which implies pjy % = Tepyy i Tlc/ Tr(Tleply ) ). O

Finally, because Tr (HJ ade( 72[ R) = 0, Lemma 7.1 (Property 3) tells us that Tr (HJ adpgguq){ R) =0
as well.

Define py = Tr (HC p(U )) to be the normalization factor above, which is equal to the (C-)success

probability of p(U 1)

Claim 8.7. py > p.

Proof. Since Tr (HJZ%pg_LLJ ’7?) =1 and Il¢ commutes with each HJ°r we have:

Tr (H Py 1)) — Tr(H T ;?713)

= Tr( 3 chj“pgffz))
Jpj=>p
ZPTI“( Z HJorp'H’R)

Jipj>p
=p. O

Since Tr (HUP%{%)) = 1, it can be written in the form ¢H Ve |[+r)+r|. For each r, we define

G = Tr( Tqbgy ’1)) to be the success probability of ¢H on r. Finally, define (r =3, ¢,.

3b)

We now proceed to analyze the state ¢;3,. To do so, we first define (b/ég;;) to be the state at

the end of Step 3b when pB(7?t72 is used in place of pgcg_l =- We know that d(qbg’l;_)l, qﬁég;?) < 2V/0,
so this characterization will suffice.

Claim 8.8. The state qbg?fl) is a mized state with the following form: with probability «ag, it is in
the abort state. Otherwise, with conditional probability (./Cr, Step 39 measures challenge r and

My, ¢% Ty,

the resulting state is |1)(1]z ® &

Proof. By definition of the pseudoinverse state pgi R = ch ) ® |+ r)+R|, we can write p?({ Rl) as

JCD _ Hc(fﬁgy’l) ® |+r)X+r[)c
T (@ @ [+ r)+aD))
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Since lc = Y, cr Iy, ® |r)r|, we can write

(e @ [+r)+r)c = (3 Ty, @ [r)r]) (6% © [+r)+al) (3 v, © |r)

rER reR
ZHVT¢ Hvr® |r)r|.
|R| reR
Thus, we can rewrite p;&%’zl) as
1 (U1)
Hc(¢(u’1 © a)rDe g Srer Mvady vy ® [r)r]

Tr(He(@ ™ @ [+r)+rl)) ﬁ(ﬁzreRdem Uiy, @ [r)rl)

g Srenllvedy T, @ [riir]
ﬁZTGR CT‘
ZreRHVr¢H HV’I‘ & ’7“>< ‘
Cr '

Therefore, the probability of obtaining r after measuring R of pgg_)[’n is

Te((T® |r)rl) SrepTlvedly Tvw @ (7)) Tr(Ty, g Ty, @ [r)r)

Cr Cr
_ S
(R’
and the post-measurement state is Hv,r¢§3 ’1)1'[\/77“. Thus, the state ¢2§?712 is as claimed. O

In particular, Claim 8.8 tells us that the ratio % is exactly TT(HCP%{%)) = pu.

We begin our analysis of the repair step by defining the following states:

1. g{uvlv = d)# D |0)(0lyy, . Here, ¢H is the state satisfying pg_t{%) = ¢§f’1) ® |0)X0]z
2. 0-5111/2/ - HTU%W r/gr

By Claim 8.8 we can view our variant of Steps 3b to 3e as follows:
o With probability ag, abort. Otherwise:
e A challenge is sampled so that each string r occurs with probability o

o If the string r is sampled, initialize the state to [1}(1]z ® gﬂ/%/

Unfortunately, the state 0'§{U7 Vl\,) only satisfies Tr (Hp 505? )/1\/) ) > 1—0 (it is not quite fully in the

image of II,, ). With this in mind, we define two additional states:

ol I,
3. U%‘Vl\/) = —PETHWIPE  Gince Tr(Hpsa'%';V)) = 1 -6, we have d(a;(fvlv),a'%];v) < 26
Tr( Iy e a'(U 1)>
by Lemma 3.1.
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~(r1) _ (U,1)
4. o3y = HTO'HW T,/ Tr ( TO'HW)

(U,1)

Let ¢ == Tr (HTO',H W) and observe that ¢, € [¢r & 2V/6]. Define (r = >rer ¢ and py

Claim 8.9. [py — py| < 2V/6

Proof. For every string r, we have that

U, ~(U,
G = Gl = | (I (o) — 5| < 2v6

since HO'HU Vlv) — &;_lf Vl\,H < 2v/4. Therefore, we have that
(R Cr
oo 2 <2V6
(Rl |R]
by subadditivity.
Consider the following two mixed states
(U,1)
Gr Loy, il
THRW = — |r¥r| ® ——————, and
; Cr >< | Cr
e I, & 1L
THRW = Y = [r)r| ®
r CR C’r

We claim that these two mixed states are close in trace distance.

Claim 8.10. ||7 — 7||; < 4%,

To see this, we first note that

-Gl Ry s
' ||, 1 a [eadif
<
= Cr
_‘1_1“
Pu
Y
bu

Moreover, we have that
Ch ~
Cr”

1 U1
M| @ TL (a3 — s

1
| | RV (TR
i) — aywll
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LLRPWA
Cr
23

pu

Thus, we conclude that ||[7 — 7||; < 2]%5 + % < 47{3 by the triangle inequality.
This trace bound will allow us to analyze correctness and bound the expected runtime of the

extractor by appealing to properties of the state 7.

8.3.4 Runtime Analysis

In this section, we bound the expected running time of Ext (proving property (1) of Theorem 8.2).
Theorem 8.11. For any QPT P*, Ext”" runs in EQPT,,

We note that Lemma 8.4 already showed that the expected running time of Steps 1 and 2 is
O(1) calls to (U, Q).

Next, we show that the expected runtime of the main loop (Step 3) is also poly(\). To prove
this, we make use of the syntactic property (enforced by the definition of Step 3g) that for every
i €40,1,...,k}, the state pl(gc;{n;? at the beginning of the ith iteration of Step 3 is in image(Il¢c)
(provided that the computation has not aborted). We then show
Lemma 8.12. Let p be an arbitrary real number output by Step 2, and let pl(gcﬁn;tz) be an arbitrary
non-aborted state (i.e. B is initialized to |1)1|z) that is in the image of Tlc.

Then, the expected runtime of one iteration of Step 8 on pgﬁ:;tz) is poly(\)/p.

Proof. We analyze the running time assuming that the collapsing measurement of Step 3d is not
performed. This is without loss of generality; the steps following the (partial) collapsing measure-
ment have a fixed runtime (as a function of previously computed parameters in the execution), so
the collapsing measurement cannot affect the overall expected running time.??

First, note that Steps 3a and 3g run in a fixed poly(\)/,/p time by Theorem 6.1. Thus, we
focus on Steps 3c and 3e.

We bound the expected runtime of Steps 3¢ and 3e via the following hybrid argument.

e Hyby: This is the real procedure, assuming that Step 3d is not performed.

e Hyb;: In this hybrid, the R-measurement outcome and residual state qbgl;_)[ is prepared dif-
ferently:
— With probability «g, abort. Otherwise:
— The challenge r is sampled with probability equal to ¢, /(g.

— If the string 7 is sampled, initialize the state to [1)(1|z ® V—T(j)’z‘—

This is an alternate description of the state p/é’%_)un.

32We only remove the collapsing measurement of the current loop iteration; previous collapsing measurements are
. . (C,init)
baked into the (arbitrary) state py s -
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o Hyb,: In this hybrid, the state at the beginning of Step 3¢ (which is usually qbgg_)[ ® [0X0]yy)
is prepared differently:

— With probability «g, abort. Otherwise:

— A challenge is sampled so that each string r occurs with probability ET / Z R

— If the string r is sampled, initialize the state to 5'7(_:)1/3,
Claim 8.13. The expected running times of Hyby, Hyb, differ by at most O(k), and the expected
running times of Hyb, and Hyb, differ by at most O(k/p).

Proof. The worst-case running time of Ext is bounded to be k/ V6 by definition. We will combine
this with trace distance bounds to prove the claim.

For Hyb, and Hyb;, we note that the running time of Steps 3c and 3e can be viewed as a
classical distribution over integers obtained via applying a CPTP map to the input state, which

is either pgc%”z or pé%n. Since trace distance is contractive under CPTP maps, we conclude

that these integer distributions are 2v/d-close in statistical distance. Since (as integers) they are
(k/v/$)-bounded, we conclude that their expectations differ by O(k).
The argument is similar for Hyb; and Hyb,, except that the running time of Steps 3¢ and 3e

can instead be viewed as a classical distribution obtained via a CPTP map from either 7 or T,
t Ao Ao O
pu =

which have trace distance at mos I

Thus, it suffices to bound the expected runtime in the procedure Hyb,.
Without Step 3d, we can view Steps 3c and 3e as a variable-runtime TransformPr—%r.<s with
respect to the projectors (II,, I, . ), where r is sampled from the above distribution. We first analyze
the runtime of this procedure for a fixed value of r.
Let Jor, = (Hjor’”) ;j denote the Jordan measurement corresponding to projections (II,.,1II,.),
and let g; denote the eigenvalue associated with Hjc’”. Define the Jordan weights of 5;;12{7]/\, as the

vector (yj-o” )j where

o = (15 )
Then, the Jordan weights of &g)ﬂ W are (zjo”)j where

Jor, . J =
Zjor = ijjorr/Cr-

Claim 8.14. Given the string v and state 5’%2}{3/\, as input, Steps 3c to 3e make an expected
poly(A) - 1/\/5 calls to 11, . and II,.

Proof. By Theorem 6.4, the expected running time (in number of calls to II,., II,, . ) of Steps 3c to 3e

Jor,-

on a state with Jordan weights (q;y; /G is

Jor Jor
Y poly (A o
]' C'r V q.] ] C?"q]

1
-

This completes the proof of Claim 8.14. O
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By Claim 8.14, along with the fact that II,. is implemented in a fixed poly(\)/,/p time, the
expected running time of Steps 3c to 3e in Hyb, is:

{ poly(\)  poly(\) «— & 1

poly (A Z

p reR CR C?"

o
.

_ poly(n)
\/p(p — 2\f
poly(\)

P

IN

| /\

< 3)
where the first inequality is an application of Jensen’s inequality, the second inequality holds by
Claim 8.9, and the last inequality holds by the abort condition in Step 2 (p drops by a factor of at
most 2 in the entire process).

This completes the proof of Lemma 8.12.
O

Finally, combining Lemma 8.12 with Lemma 8.4 along with the fact that throughout the ex-
traction procedure, the updated value of p is at most a factor of 2 smaller than the initial output
of Step 2, we conclude that the overall expected running time of Step 3 is at most E[poly(\)/p] <
poly()), completing the proof of Theorem 8.11.

8.3.5 Correctness of the repair step

In this section, we prove that Extract aborts with negligible probability (property (2) of Theo-
rem 8.2).

Lemma 8.15. The probability that the procedure aborts is negligible.

Proof. By Theorem 8.11, the probability that the procedure aborts because it ran for too long is
O(poly(A)/v/3) = negl(A).

By Lemma 8.4, E[1/p- X] = O(1), where X is the indicator for whether Step 1 outputs 1. Hence
by Claim 8.16 (proven below) and Corollary 6.6 (which implies that the first iteration of Step 3a
only aborts with negligible probability), the probability that any iteration of the loop aborts when
we remove Step 3d is at most

k-OW®E[l/p- X] = O(W5).

Then by the collapsing guarantee (applied to the measurements of y1,...,yr_1; it is not necessary
for yx), and by Theorem 8.11, the probability that any iteration of the loop aborts is negligible. [J
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Claim 8.16. Let p € S(H ® R) be a state such that Tr(Ilcpy r) = 1, and consider running two
iterations of Step 3 in sequence on py R, with the following modifications:

Step 3d is not applied, and
The O(k) /& runtime cutoff has been removed.

Then, for any choice of p € [0,1], the probability that the first iteration (with initial value p) does
not abort in Step 3a and the second iteration aborts in Step 3a is at most O(\/8/p).

Also, the probability that an iteration of Step 3 (where Step 3d is not applied) does not abort in
Step 3a but does abort in Step 3g is at most O(v/5/p).

Proof. For a projector II, we write II® to denote the projection

|0X0]5 ® T+ [1)(1] @ I1.

Let B store the output of Threshold in the first application of Step 3a. Recall that in Section 8.3.3
we have defined the following states:

pg%_mz denotes the state after applying Step 3a (i.e., coherently applying Threshold to py =

where the output is stored on B). The extraction procedure now re-defines/updates p := p—e.
Note that Tr((I)5pf), ) > 1~ 6 (Claim 8.5).

Cb C C
pgiR) = (b|Bpg,3{7R |b)g /q where q = Tr<<b|3 pé;?;{’R \b>8). We may assume ¢ > 0 or else
the claim holds trivially.

HJor B (c) HJor B
Pg%n = () if'v’é‘ig) %) is the result of projecting pESC,;-L,R onto eigenvalues > p (for the
Tr((nzp) ”B,H,R)

Jordan decomposition corresponding to Ilc, IIy) when B = 1.

c1) . C ) c1 c1
p;$7R) : (1\Bpgﬂ){’n 1)z /q" where ¢ = T1r<(1|lgpll_g77_[%z ]1)5). Note that Tr(Hcp;S,R)> = 1.
pg_t{%) denotes the pseudoinverse of p;fkl) with respect to (U, C) as guaranteed by the pseu-

doinverse lemma (Lemma 7.1); by definition, Tr(HU pgz 713)) = 1. Moreover Tr(Hcpg_l{{%)) >p

(Claim 8.7) since all the (Il¢,ITy)-Jordan-eigenvalues of p;szl)

the same property holds for the pseudoinverse state.

are at least p, which implies

¢§371) = TrR(P%{%la)). Note that since Tr(HUpg_l[{l,lz)) =1, we have P%{’l) = ¢5371) ® [+)+lg-

(36,1) 3 Ty,dly Uy @lr)r|

nR = is within trace distance 21/ of the state after measuring the
’ R (Tep) %
R register in Step 3b but before discarding R (Claim 8.8).
U%J’Vl\z = qbg_tj’l) ® 10)X0[,,. We have that Tr(Hp7€750$%> > 1 — § because Threshold,, . 5

outputs 1 on pg_llj ’712) with probability 1 — § by the Jordan spectrum guarantee of Lemma 7.1.
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~ (CRY)
. U%J’Vl\z = % By the gentle measurement lemma (Lemma 3.1), we have d((b(u Dg

10)(0],, , TS0 < 2V/3.
~(U,1)
. &g:% = w where g‘r = Tr(H,,o-g_[ W)> for all r € R.
o THWR =, CT 5’5111/\, ® |r)r| for ZR =>, Zr. By Claim 8.10, we have that 7 )y is within

trace distance 4‘[ of the state 7 = pﬁ%l ® |0)X0],

We now consider the application of the variable-runtime singular vector transform performed
across Steps 3¢ and 3e (recall that we omit Step 3d for this analysis). We consider applying these
steps to the state &g’% Note that Steps 3c and 3e commute with Mo [D,., G, < 5]. Hence writing

agje 71 for the state after applying Steps 3¢ and 3e to 0'5_[ Vzh we have

~(U,1
q; Tr (Hjorragiyg)
Gr
. be defined (analogous to II

Tr (11 a5t ) = e (&) ) =

Jor
stuck

where HJ°r’" is the j-th element of Mo [D;, G, ¢ 5]. Let HJ°”

in Claim 7.2) as I3, = Yjes Hjc’”“ where S is the set of all j where S; is a one-dimensional

stuck
Jordan subspace S; € image(I—1II, . 5). We now invoke Claim 7.2 to “rotate” the state ag_‘?% Y into

image(II, c 5) while preserving the Jordan spectrum, which is possible as long as the component of

the state in Hé‘;ﬁz@stuck is 0. This is satisfied here because Tr (Hif:gk 7(361/6 1)) Tr (HjtolfgkN;[ W)> 0
~(U,1)

since 5'7(3’1}\,) was defined so that Tr (Hpe 50, W) =1

Additionally, by the guarantee of Theorem 6.4, Tr (Hp c 50;?% 1)) > 1—0. Hence by Claim 7.2,

there exists a state 0'7(_? ;Vl) with the same Jordan spectrum as aé_?evc Ty (Hp c 5o-§f ;V1)> =1 and

d(agfgvl), 0'536 e 1)) < /6. Note that crq(_[ W 1) also has the same Jordan spectrum of ag%

Consider the pseudoinverse state a'g_leﬁ,l) under (D,, G, 5) of éf Jvl) Since the Jordan spectrum

of Ug—l,w ) e image(Il, . 5) is identical to the Jordan spectrum of o'g_m/z) € image(Il,), and U%JW) is

the pseudoinverse under (G, . 5, D;) of 5'5_?11/2,, it follows that

<,5,Stuc

Tr(HpséUg_?Jvl)> = TT(HTUH W) Cra

G,r1 D,r, s
and moreover 0'?(_[ W ) = I, . so ;W Iy, c5/Cr-

Hence, if the state before Step 3cis ), g—;&g:% (which is 4\—f close to the actual state before
Step 3c) then the state after Step 3e is O(\/g)—close to the followmg state:

(D,
S == Zﬂp,aa( W) My
Therefore, writing O'(D nl = qu Prl) @ |O><O|W (a';_?;/ﬁ} ) has this form since aﬁ(,L? D e image(11,.)),

the state at the end of Step 3f is O(\/g)—close to

3f1) ZM,eé( Drl)>MT557
R rcR
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where M, . 5 is the measurement element of T, . s that corresponds to a 1 outcome.
By the guarantee of Threshold (Theorem 6.2), it holds that for all states ¢ € S(H),

TI‘(HJ<01.: € p55¢ p€6> o,

and so by linearity,

(11 af) = 5 Te( g (627 )

(4)

where Eq. (4) holds by Claim 8.9. It follows from the guarantees of the fixed-runtime singular
vector transform (Theorem 6.1) that the state at the end of Step 3g is O(d)-close to the state

ﬁgigk) Transform,_.[U — C](¢ GA) |+RrR)+R|%z), which has the property that
(3£,1)
T (- TS50 © | +r)+rlR)) <.

Combining this with Tr (HJor E(;S (37, 1)> O(d/p), we conclude that if the state before Step 3c is

dor C’“ o‘H Wv then the probability that Step 3g aborts is at most O(d/p). Additionally, the guarantee

of Threshold (Theorem 6.2) implies that in the next iteration of Step 3, the probability that Step 3a

aborts on pg_L Y is also at most O(d/p). By a trace distance argument, the probability that Step 3g

or the subsequent Step 3a aborts in a real execution of Step 3 (with the modifications as in the
statement of Claim 8.16) when the first Step 3a did not abort is at most O(v//p). This completes
the proof of Claim 8.16. O

8.3.6 Correctness of Transcript Generation

Finally, we prove property (3) of Theorem 8.2.

Lemma 8.17. For every e = (Vk,a), let v = ko denote the initial success probability of P*
conditioned on Tpre. Then, if v > 63, the distribution Dy on (r1,...,7%) (conditioned on (vk,a)
and a successful first execution) is O(1/v)-admissible (Definition 5.5).

This follows by appealing to the following claim in each round, making use of the fact that the ex-
pectation of 1/p conditioned on an accepting initial execution is equal®® to 1/v; the O(v/§)-closeness
from the claim also degrades to O(\/S /7) when conditioning on an accepting initial execution.

Claim 8.18. Consider the distribution D supported on RU{L} obtained running a single iteration
of Step 8 with parameter p on an arbitrary state p € S(H ® R) with Tr(Ilcp) = 1 (where r := L

”

33Here (and elsewhere) we informally make use of the fact that the “current” value of p in any iteration of Step 3

is always at least po/2, where po is the initial estimated p.
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if Extract aborts). There exists a procedure Samp that makes expected O(1/p) queries to uniform
sampling oracle O (but can otherwise behave arbitrarily and inefficiently) that outputs a distribu-
tion O(\/g)—close to D, and if the output of Samp is not L then is one of the responses to its oracle
queries.

Proof. Samp initially behaves similarly to Extract: apply Threshold, . s to p; if Threshold outputs

0 then output L. Let Pg:"?qn be the state after applying Threshold, and (as in Extract) re-set

p:=p—c¢.
N (o)

HJor Jor
As before, let Pé%n = (1) pB’éR(C() ) . Let pg_t R) be the pseudoinverse of p?&CRl) =
Tr ((HJZO;;) pB,H,R)

(115 p’éfi)m 1)/ Tr<<1| B pg(;_llgz 1) B) as guaranteed by the pseudoinverse lemma (Lemma 7.1).

u,1
/C,1 Hcpgi R)Hc

We have by Lemmas 3.1 and 7.1 that d(p%7H7R, p’lgHR) < 2v/6 and PHR = TEDR Finally,
Tr (HcpH R)
: (u,1) _
write py, = ¢H @ |+)+]|%-

Samp now behaves differently than Extract. Samp “clones” d)gy 1) (recall that Samp can be an
arbitrary function) and repeats the following until b = 1: query Opg, obtaining r € R; on a fresh
copy of d)g_l[J ’1), measure whether the verifier accepts on challenge r (i.e., (Ily,»,I — Ily,,)), obtaining
bit b. Output r if b = 1.

Let py = Tr(Hcd)gy’l)); we have that py > p by Claim 8.7. Hence, the expected number of
queries Samp makes is 1/p. Observe that py is the probability that a uniform r is accepted. Let
G = Tr(HuT¢g_lLJ’1)>; (r is the probability that r is accepted. Then, for every r* € R,

(o.)
. Cr* C’r*
Pr [r=r" Pr(ry,...,ry rejected] Pr[rp41 = r*, 7" accepted] = 1—py)* = ———.
Samp Z 1 n T€) | Pr[rpia pted] 7;)( pu) IR~ pu-|R|
/(C,1),

Consider now the distribution on r obtained by measuring R on state PHR : for every r*

N Tr(\r Xr *\HcpH )Hc) B TI"(HV,T*(ﬁH’ ) e
) B PU - pu- IR! ~ pu-|R]

Pr[r=1r"] = Tr( |7 )(r* | p;&CRl

since (I ® [r*)r*TIc = Ty ® [r*)r*] and [r=)r| ple [r° )] = g dl™) © Ir)r |

Overall, D is obtained by measuring (5, R) on the state pg;LR, which is O(v/d)-close to p/é%,n;
O

the claim follows by contractivity of trace distance.

Having established properties (1), (2), and (3), we have proved Theorem 8.2!

8.4 Obtaining Guaranteed Extraction

In this section, we combine the guarantees of Theorem 8.2 with additional analysis to prove that
all of the example protocols from Section 5.3 have guaranteed extractors (additionally assuming
partial collapsing where necessary). We remark that handling the graph isomorphism subroutine
requires a slight modification of the Theorem 8.2, which we detail below.

We begin with a general-purpose corollary of Theorem 8.2 for the case of protocols satisfying
(k, g)-PSS (Definition 5.6) in addition to fi,..., fr_1-partial collapsing (which was assumed in
Theorem 8.2).
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Corollary 8.19. Let (Px,Vs) be a 3- or 4- message public coin interactive argument with a con-
sistency function g : T x (R x {0,1}*)* — {0,1}, and let fi,..., fi be functions. Suppose that:

o The protocol is partially collapsing with respect to f1,..., fr_1, and
o The protocol is (k, g)-PSS for some k = poly()).
Then, one of the two following conclusions holds:

1. The extractor from Theorem 8.2 composed with the PSS extractor PSSExtract satisfies guar-
anteed extraction, OR

2. The extractor from Theorem 8.2 outputs a k-tuple of partial transcripts (r1,y1,...,Tk, Yk)
such that g(TpresT1,Y1,- -+, Tk Yk) = 0 (the transcripts are inconsistent) with non-negligible
probability.

Proof. Suppose that conclusion (1) is false, meaning that there exist infinitely many A and a
constant ¢ such that the extractor from Theorem 8.2 has an accepting initial execution but the
call to PSSExtract fails to produce a witness with probability at least 1/A°. We know that the
Theorem 8.2 extractor aborts with negligible probability, so we also assume that the extractor does
not abort here. Then, by an averaging argument, with probability at least ﬁ over the distribution
of (vk,a), the above event conditioned on (vk,a) holds with probability at least 5}-. This in
particular implies that . (as defined in Theorem 8.2) is at least 2—&\0 for these choices of (vk,a).
Then, property (3) of Theorem 8.2 implies that the distribution of (r1,...,rg) is admissible for
these choices of (vk,a) (and choices of \). Thus, the (k, g)-PSS property of (Pg, V) implies that
for every such (vk, a), the k-tuple of partial transcripts must be inconsistent with probability at least
ﬁ (as otherwise PSSExtract would succeed with 1 — negl probability). Therefore, assuming that
conclusion (1) is false, the probability that the k-tuple of transcripts output by the Theorem 8.2

extractor are inconsistent is at least 4/\% for infinitely many A, implying conclusion (2). O

Finally, we apply Corollary 8.19 to obtain guaranteed extractors for all of the Section 5.3
example protocols (along with a general result for k-special sound protocols).

Corollary 8.20. If (Ps, V) is (fully) collapsing and k-special sound, and |R| = 2°1°8X) | then the
protocol has guaranteed extraction.

Proof. Since (Pg,Vs) is k-special sound and |R| = 2¢0°8Y  we know that the protocol is (k, g)-
PSS for the “trivial” transcript consistency predicate g. Therefore, Corollary 8.19 applies to this
protocol (where the extractor sets f; = ... = f; = Id). However, conclusion (2) of Corollary 8.19
cannot happen because the consistency predicate of PSSExtract in this case simply checks that the
transcripts are accepting, which is guaranteed by the fact that (r;,y; = z;) was a measurement
outcome of a state in Ilo. O

Corollary 8.21. If (Py,Vs) is a commit-and-open protocol (Definition 5.11) satisfying commit-
and-open k-special soundness and R = 2201083 (either natively or enforced by parallel repetition),
and the commitment scheme is instantiated using a collapse-binding commitment [Unr16b], then
the protocol has a guaranteed extractor.
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Proof. Under the hypotheses of the corollary (along with Claims 5.3 and 5.7), the protocol satis-
fies either (k,g)-PSS (if it has a natively superpolynomial challenge space) or (k?log?(\), g)-PSS
(if parallel repeated; see Lemma 5.8), where ¢ is a predicate that enforces the constraint that all
opened messages are consistent with each other. We set f1 = ... = fr = f where f(z) outputs
the substring of z corresponding to the opened messages (and not the openings). Then, the The-
orem 8.2 extraction procedure does not violate g-consistency by the unique-message binding of
the commitment scheme (shown in Lemma 4.2). Thus, Corollary 8.19 implies that (Ps, V) has a
guaranteed extraction procedure. O

Corollary 8.22. Kilian’s succinct argument system [Kil92], when instantiated using a collapsing
hash function and a PCP of knowledge, has a guaranteed extraction procedure.

Proof. We know from Claim 5.14 the [Kil92] succinct argument system is (1) (fully) collapsing,
and (2) (k,g)-PSS for k = poly(n,\) and g defined so that when z; and z; contain overlapping
leaves of the Merkle tree, the leaf values are equal. We set fi; = ... = fr = Id, and observe
that the Theorem 8.2 extractor does not violate g-consistency, because if it output two transcripts
(r1,21), (T2, 22) with inconsistent leaf values, since the transcripts are accepting (they were obtained
by measuring a state in II), this would violate the collision-resistance (implied by collapsing) of
the hash family. Thus, by Corollary 8.19, the protocol has a guaranteed extractor. O

Corollary 8.23. The one-out-of-two graph isomorphism subroutine has a guaranteed extraction
procedure that extracts the bit b (when Gy and Gy are not isomorphic).

Proof. By Claim 5.10, this protocol is (2, ¢')-PSS where ¢’ is the following asymmetric function:

o For the first partial transcript (Tpre,r(l),c(l)), g checks that for all ¢ such that r; = 0,
(Ho, H1,) are isomorphic to (Gcgl),Gl_cgl)).

o For the second partial transcript (Tpre, r @), ¢ additionally checks that for all i such that
ry =1, Hc(_z) ;s isomorphic to H.

We define the following pair of functions fi, fo:

o f1(Tpre, 7, 2) outputs the following substring of z. For every ¢ such that r; = 0, the substring
includes the bit ¢; (where z; = (¢, 004, 01,))-

o fo(Tpre, 7, 2) outputs the substring ¢ (the distinguished single bit of each z;).

We note that the graph isomorphism subprotocol is fi-collapsing; this follows from the fact that for
any accepting transcript (Tpre, 7, 2), the bits ¢; (for r; = 0) are information-theoretically determined
as a function of (Go, Gl, H07i, Hl,i)-

Thus, if we instantiate the Theorem 8.2 extractor using (f1, f2) (note that we require no prop-
erties of f2) we have that Corollary 8.19 applies. Moreover, g’-consistency of the transcripts output
by the extractor is not violated, because it is formally implied by the fact that they were ob-
tained by partially measuring a state in II¢ (any accepting partial transcript (r;,¢;) satisfies the
condition checked by ¢’). Thus, we conclude that the protocol has a guaranteed extractor by
Corollary 8.19. 0
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9 Expected Polynomial Time for Quantum Simulators

We introduce a notion of efficient computation we call coherent-runtime expected quantum poly-
nomial time (EQPT.). We then formalize a new definition of post-quantum zero-knowledge with
EQPT, simulation.

9.1 Quantum Turing Machines

We recall the definition of a quantum Turing machine (QTM) of Deutsch [Deu85]. A QTM is a tuple
(2,Q,6,q0,qf) where ¥ is a finite set of symbols, @ is a finite set of states, §: Qx> — COxEx{-1,0,1}
is a transition function, and qo, ¢y are the initial and final (halting) states respectively.

We fix registers Q containing the state, Z containing the position of the tape head, and T
containing the tape. A configuration state of a Turing machine is a vector |¢,7,T) € QR Z @ T
where ¢ € @ is the current state, i € N is the location of the tape head, and T € ¥* is the (finite)
contents of the tape.

A transition is given by the map Uy, which acts on basis states as follows:

Iq, i T> = Z Z Z Qg a,db |qlai +d, Ti—>a>

¢'€Q aeS de{-1,0,1}

where §(q,T;) = > 4.0 ¥ a,d|q;a,d). & is a valid transition function if and only if Us is unitary.
The definition of QTMs generalises to multiple tapes in the natural way. We will consider QTMs
having a separate input/output tape on register A (with head position in Zy).

The execution of a T-bounded QTM proceeds as follows.

1. Initialize register Q to |qo), Z,Zin to |0), and T to the empty tape state |&).
2. Repeat the following for at most T steps:

(a) Apply the measurement Iy = (|qr)Xqr|,I— |gr)qys|) to Q. If the outcome is 1, halt and
discard all registers except A.

(b) Apply Us.

The output M (p) of a QTM M on input p € S(A) is the state on A when the machine halts. The
running time ty;(p) of M on input p is the number of iterations of Step 2. Note that both of
these quantities are random variables. We say that M (p) uses space S if S is the minimum integer
such that, at every computation step, Z has zero amplitude on integers greater than S.

Definition 9.1. The expected running time Ejs(n) of a QTM M is the maximum over all n-qubit
states p of E[tys(p)]. A T-bounded QTM M (for some T < exp(n)) is EQPT,, if there exists a
polynomial p such that Fyr(n) < p(n) for all n. The space complexity Sps(n) is the maximum S
such that M (p) uses space S, taken over all n-qubit states p.

9.2 Coherent-Runtime EQPT

Definition 9.2. A D-circuit is a quantum circuit C' with special gates {G;, G; '})E_; with the
following restriction: for each i, there is a single G; gate and a single G, ! gate acting on a
designated register &;, where G; acts before G 1 All other gates may act arbitrarily on y®®§:1 X;,
for some register ). For any CPTP maps ®;: S(X;) — S(&;), C[®1,...,0]: S(V @ @, X)) —
S(Y ® @Y, &;) is the superoperator defined as follows:
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1. For each i, U; be a unitary dilation of ®;. That is, let Z; be an ancilla Hilbert space and Ug
unitary on X; ® Z; such that ®(o) = Trz, (U;(o ® |()>(0|Zi)UZ»T) for all o € S(A&;).

2. Construct a circuit C' on Y ® ®§:1(XZ- ® Z;) from C by replacing G; with U; and G;l with
U; for each 1.

3. Let C be the superoperator p — Trz(C'(p ® ®F_, 001 z,))-

Since all choices of U; are equivalent up to a local isometry on Z;, the map C[®q, ..., P] is well-
defined.

We are now ready to define our notion of coherent-runtime expected quantum polynomial time.

Definition 9.3. A sequence of CPTP maps {®,, },cn is a EQPT,. computation if there exist a uni-
form family of D-circuits {C), }nen and EQPT,,, computations Mj, . .., My such that C,[My, ..., M| =
®,, for all n. The running time of an EQPT, computation is defined to be |Cy| + 2% | Ep. (n),
and the space complezity is defined to be S(Cp,)+ 2, Sur. (n) where C,, operates on S(C,,) qubits.

We show that any EQPT, computation can be approximated to any desired inverse polynomial
precision by a polynomial-size quantum circuit. We first show the following claim. Let [init) =

190)o 10,0)77, 19) 7

Claim 9.4. Let M be a T-bounded QTM running in expected time t and space S, and let U be the
unitary dilation of M as in Fig. 1. For all v: N — (0, 1], there is a uniform sequence of unitary
circuits {Vyp}n on O(S(n)) qubits of size O(t(n)/y(n)?) such that for every unitary A on A and
state |¢) € A:

(U@ AU ~ViTe V) [0) finit) [0)5] < 1(n).

Proof. Let V be the unitary given by truncating U to just after the 7-th iteration of Us, where
7 = [t/4~*]. The proof proceeds by showing that V, V1 simulates U, UT exactly in branches where
the running time is at most 7, and the total amplitude of branches where the running time is
greater than 7 is small.
Let Il := |T' — 7T — 7|g. Observe that for every state [¢) € A,
U [) [init) |0)g = I Ui "V ) [init) 0)5,

inc

because II projects on to computations that finish in at most 7 steps, and once the computation
finishes, the remaining T" — 7 controlled-Uj,. are all applied.
Moreover, for every state [¢) e A@W and T —7 <u<T —1,

U o) las)g luys = VIULIT16) las)o [u)s.

since the first T'—7 controlled applications of U g act as the identity and the first T'—7 controlled—UiJLC
gates are all applied. Hence

UN(I @ ATIU [) [init) [07),; = VIT @ DIV [) [init) [07),.
The claim follows since, by Markov’s inequality,

I( = TOU [) finit) [0)]l < \/t/7 < v(n)/2. O
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Lemma 9.5. For any EQPT. computation {®,}, with running time t and space complezity S,
and €: N — (0,1], there is a uniform sequence of (standard) quantum circuits {Cy}, of size
O(t(n)/e(n)?) on S(n) qubits such that d(®,(p),Cn(p)) < e(n) for all p.

Proof. Let D,, be a D-circuit and M, ..., My such that ®, = D,[M,..., My], and let U, be the
unitary circuit obtained by replacing each G;, G ! with the corresponding coherent implementation
of M; as in Fig. 1. Let U} be as U,, but where the G;-gates are replaced with unitaries V; as
guaranteed by Claim 9.4, with v(n) = e(n)/k. The circuit C,, is obtained by initializing the
ancillas to [init) |0), applying U}, and then tracing out the ancillas.

We make use of the fidelity distance dp, defined in [Wat06] to be

dp(p, o) == nf{[|[Y) = [d)[ : [¢)), |¢) purify p, o, respectively}.

[Wat06] shows that dp(p, o) > d(p, o). We can choose the purifications Uy, 1) |init) |0) of @, (|v))
and U), [¢) |0) of Cp(]1)). By Claim 9.4, and the triangle inequality, the distance between these
states is at most £(n). O

9.3 Zero Knowledge with EQPT,. Simulation

Given our definition of EQPT, above, we now formally define zero-knowledge with EQPT . simulation
for interactive protocols.

For an interactive protocol (P, V), let outy«(P, V*) denote the output of V* after interacting
with P.

Definition 9.6. An interactive argument is black-box statistical (resp. computational) post-
quantum zero knowledge if there exists an EQPT, simulator Sim such that for all polynomial-size
quantum malicious verifiers V* and all (z,w) € Ry, the distributions

outy«(P(x,w),V*) and Sim"" (z)
are statistically (resp. quantum computationally) indistinguishable.

By Claim 9.4, any EQPT.-zero knowledge protocol also satisfies (post-quantum) e-zero knowl-
edge. In Appendix A, we show that EQPT.-ZK is strictly stronger than e-ZK by proving a formal
separation between them.

10 State-Preserving Extraction

So far, we have constructed EQPT,, guaranteed extractors for various protocols of interest (Sec-
tion 8) and established the EQPT. model that allows for state-preserving extraction (Section 9). In
this section, we prove a generalization of Lemma 2.4, showing how to convert a EQPT,, guaranteed
extractor into a state-preserving EQPT, extractor.

In Section 10.1, we write down an explicit reduction from state-preserving extraction to guar-
anteed extraction and prove Lemma 10.3, which gives a condition (Definition 10.2) under which
the reduction is valid (intuitively capturing “computational uniqueness” of the witness given the
first message of the protocol). Then, in Section 10.2, we show examples to which Lemma 10.3 ap-
plies; namely, protocols for languages with unique (partial) witnesses and general commit-and-prove
protocols. Finally, in Section 10.3, we conclude Theorems 1.8 and 1.9.
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10.1 From Guaranteed Extraction to State-Preserving Extraction

We first recall our definition of state-preserving proofs of knowledge (Definition 2.2).

Definition 10.1. An interactive protocol II is defined to be a state-preserving argument (resp.
proof) of knowledge if there exists an extractor Ext() with the following properties:

o Syntax: For any quantum algorithm P* and auxiliary state [¢), Ext!" %) outputs a protocol
transcript 7, prover state |¢'), and witness w.

« Extraction Efficiency: If P* is a QPT algorithm, EX™¥) runs in expected quantum poly-
nomial time (EQPT,).

o Extraction Correctness: the probability that 7 is an accepting transcript but w is an
invalid NP witness is negligible.

o State-Preserving: the pair (7, |¢)) is computationally (resp. statistically) indistinguishable
from a transcript-state pair (7%, |1*)) obtained through an honest one-time interaction with
P*(-, |¢)) (where |¢*) is the prover’s residual state).

We now introduce the notion of “witness-binding” protocols, i.e., protocols that are collapse-
binding to functions of the witness w. For an adversary Adv and an interactive protocols (P, V)
we define a witness-binding experiment Exvavﬂ"(b, Pred, f, A\) parameterized by a challenge bit b, a
predicate Pred and a function f.

1. The challenger generates the first verifier message vk and sends it to Adv; skip this step if the
protocol is a 3-message protocol.

2. Adv replies with a classical instance z, classical first prover message a, and a quantum state
on registers Wyitness @ Vaux-

3. The challenger performs a binary-outcome projective measurement to learn the output of
Pred(z, vk, a,-, ) on Wyitness ® Vaux. 1f the output is 0, the experiment aborts.

4. If b = 0, the challenger does nothing. If b = 1, the challenger initializes a fresh ancilla K
to |0),, applies the unitary Uy (acting on Wiyitness ® K) that computes f(-) on Wyitness and
XORs the output onto I, measures X, and then applies U}.

5. The challenger returns the Wiyitness @ Vaux registers to Adv. Finally, Adv outputs a bit ¥,
which is the output of the experiment (if the experiment has not aborted).

Definition 10.2 ((Pred, f)-binding to the witness). A 3 or 4-message protocol is witness bind-
ing with respect to predicate Pred and function f if for any computationally bounded quantum
adversary Adyv,

| Pr[Expldy (0, Pred, £, A) = 1] — Pr[Explid¥(1, Pred, f,\) = 1” < negl(\).
Next, we write down a general-purpose reduction from state-preserving extraction to guaranteed

extraction and show (Lemma 10.3) that the reduction is valid under an appropriate witness-binding
assumption.
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Lemma 10.3. Suppose that (Ps, Vx) is a post-quantum proof/argument of knowledge with guar-
anteed extraction. We optionally assume that the extractor Extract” . outputs some auzxiliary infor-
mation y in addition to the witness w. We then make the following additional assumptions with
respect to a predicate Pred:

o The protocol (Px, Vx) is (Pred, f = Id)-witness binding, and

o The tuple (w,y) output by the guaranteed extractor Extract!” satisfies Pred(vk,z,a,w,y) = 1
with 1 — negl probability.

Then, (P, Vs) is a state-preserving proof/argument of knowledge with EQPT, extraction.

Remark 10.4. This lemma is stated with respect to f = |ld to match the state-preserving proof of
knowledge abstraction; however, we also consider (Corollary 10.7) versions of this reduction where

f#Id.
Proof. We want to show that (Pg, Vy) is a state-preserving proof/argument of knowledge. We

. o . . =—FP
begin by describing our candidate state-preserving extractor Extract” .

Construction 10.5. Let Extract’”” be a post-quantum guaranteed extractor (Definition 8.1). We
present an EQPT, extractor Extract. that has the form of an EQPT. computation (see Fig. 2)
where the unitary U is a coherent implementation of the following EQPT,,, computation on input
register H® R® S:

1. Measure R ® S with the projective measurement

([+rX+rlz ® [0)0s,I— [+r)X+Rrlg ® [0)0]s).
If the output is 0, abort.

2. If the output is 1, we are guaranteed that R ® S is |+g)r ® |0)5. Run Extract’”” on prover
state 7 using R as the superposition of challenges (in Step 2 of Definition 8.1). We assume
that the randomness Extract”” uses to sample a classical random vk is generated by applying
a Hadamard to a subregister of S.

Write everything that is measured/obtained during the execution of Extract”” onto subreg-
isters of §. This includes the instance x, the first two messages of the 4-message protocol
(vk,a), the bit b indicating the verifier’s decision (i.e., whether the prover succeeds when run
on the uniform superposition of challenges), and the extracted output (w,y) (if b=1, wis a
valid witness for z and Pred(z, vk, a,w,y) = 1 with 1 — negl(\) probability).

The fact that the above computation is in EQPT,, follows from the fact that Extract”” is EQPT,,.
Let U denote its coherent implementation (as in Section 9, U is a unitary on X ® R ® S and an
exponential-size ancilla register).

. P* .
Our state-preserving EQPT,. extractor Extract’ takes as input a prover state on H and does
the following.
Extract’

1. Initialize additional registers R ® S to |+r)x |0)s-
2. Apply U.
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3. Measure the subregister of S containing (x, vk, a, b, w) where w = 0 is interpreted as 1. Note
that S contains a subregister corresponding to y, but y is not measured here.

4. Apply UT.

5. Run the prover P* on first message vk to obtain x,a (again). Then run P* on challenge R.
Measure R to obtain r, and measure the register of H corresponding to its output to obtain
z. Output (x,vk,a,r, z,w) and H.

First, we note that the above procedure is EQPT. by construction. To prove the extraction
correctness guarantee, it suffices to show that when b = 1, the witness w is valid with 1 — negl(\)
probability, and that when b = 0, the extractor outputs a rejecting transcript. The former statement
follows immediately from the assumption that Extract’” is a guaranteed extractor. For the latter,
observe (using the definition of Extract’” and the fact that U is a coherent implementation of
ExtractP*) that when b = 0, the state on H ® R after running P* to obtain a in Step 5 corresponds
to a rejecting execution, so the transcript measured in Step 5 will be rejecting.

It remains to argue that the state-preserving extractor satisfies the indistinguishability prop-

*

erty. Observe that Extract’  can be rewritten so that vk, x,a,b are no longer obtained by running
Extract”” coherently as U and then measuring those values afterwards, but instead by running
those steps accroding to the standard EQPT,, implementation of Extract” . Thus the only part
of Extract”” that is written as a coherent implementation of a variable runtime procedure is the
FindWitness”” subroutine; let Uryw denote the coherent implementation of FindWitness” ™. Note
that while FindWitness” ™ is technically not EQPT,,, on its own (i.e., there exist inputs that could
make it run for too long), the fact that Extract’”” is EQPT,, ensures that Urw is only applied on
inputs where it runs for expected polynomial time.
Given the above definitions, the output of Extract is perfectly equivalent to the following:

1. Sample a random vk, and run the prover P* to obtain z,a.

2. Initialize R to |+Rg)x and measure C (this is the binary projective measurement on H ® R
defined in Section 8.0.1 that measures whether the verifier accepts when the prover with state
H is run on the challenge R).

. If C=1, apply Upw. Otherwise if C =0, set w = L and skip to Step 6.

4. Measure the subregister corresponding to the part of the output of Upw containing w. Note

that there is also a subregister corresponding to ¥, but y is not measured.

5. Apply U,IW.

6. Measure R to obtain r and run the prover P* on r to obtain its response z.

7. Output (z,vk,a,r, z,w) and H.

w

Let Hybrid, be identical to Extract’ except that Step 7 is modified to output (z, vk, a,r, z) and
H (i.e., omitting w). To show computational indistinguishability, it suffices to show that the output
of Hybrid, is computational indistinguishable from Hybrid, defined as follows:

1. Sample a random vk, and run the prover P* to obtain z,a.

2. Initialize R to |+g)x and measure C (this is the binary projective measurement on H ® R
defined in Section 8.0.1 that measures whether the verifier accepts when the prover with state
H is run on the challenge R).

3. Measure R to obtain r and run the prover P* on r to obtain its response z.

4. Output (z,vk,a,r, z) and H.
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Hybrid; corresponds to an honest execution of P* since the measurement of C commutes with
the measurement of R.

By assumption, in Hybrid,, the reduced density ps of S satisfies Tr(Ilvaiaps) = 1 — negl(A),
where Ily,)iq checks that either b = 0 or (1) w is a valid witness for z and (2) Pred(vk, z, a, w,y) = 1.
Therefore, the indistinguishability of Hybrid, and Hybrid; should intuitively follow from the witness-
binding property, since if the measurement of w is skipped, then Ugpw cancels out with U,]:LW.
However, to appeal to the guarantee that measuring w is undetectable, we need to ensure that Ugwy
corresponds to an efficient operation.

We handle this by considering a fixed polynomial-time truncation of Upw. Suppose that a
distinguisher can distinguish Hybrid,, from Hybrid; with non-negligible advantage €(\). Then we can
modify Hybrid to use Urw ¢, a coherent implementation of a strict poly(A, 1/¢)-runtime algorithm
that approximates FindWitness”™ to precision £/2. Now the same distinguisher must distinguish
between Hybrid, . and Hybrid; with advantage /2, where Hybrid, . is the following:

Sample a random vk, and run the prover P* to obtain z, a.

Initialize R to |+g)z and measure C.

If C=1, apply Urw . Otherwise if C = 0, set w = L and skip to Step 6.
Measure a subregister of the output register of Urw . to obtain w.

Apply U,J_[W7 .

Measure R to obtain r and run the prover P* on r to obtain its response z.
Output (z,vk,a,r, z) and H.

NGt =

Since €(A) is at least 1/A° for some constant ¢ for infinitely many A, it follows that Urw . and
U;W7 . are poly(A)-runtime algorithms for infinitely many A. Then a distinguisher that distinguishes
between Hybrid, . and Hybrid; contradicts the witness-binding property of (P, V). O

10.2 Applying Lemma 10.3

We now show that the witness-binding hypotheses in Lemma 10.3 are satisfied in two cases of
interest: protocols for unique-witness (or partial witness) languages (Corollary 10.6), and commit-
and-prove protocols (Corollary 10.8).

Corollary 10.6. Let L € UP be a language with unique NP witnesses. Then, if L has a post-
quantum proof of knowledge with guaranteed extraction, it also has a post-quantum state-preserving
proof of knowledge.

Proof. This follows immediately from the fact that any protocol for a UP language is (Pred, f)-
witness binding for Pred = 1 (the trivial predicate) and f = Id (because there is a unique valid
witness). Since Pred = 1, any guaranteed extractor also satisfies the Pred-hypothesis of Lemma 10.3,
so we are done. O

We briefly state how Corollary 10.6 can be extended to languages L with unique partial wit-
nesses, provided that the extractor only measures a function f(w) that is a deterministic function
of the instance x.

Corollary 10.7. Let L € NP, and let f be an efficient function such that for all instances x € L
and all witnesses w € Ry, f(x,w) = g(x) is equal to some fized (possibly inefficient) function of x.
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Suppose that L has a proof/argument of knowledge (Ps, Vy) with guaranteed extraction. Then,
a modified variant of Extract (Construction 10.5), in which only f(x,w) is measured instead of w,
is a state-preserving proof/argument of knowledge extractor for (Ps,Vs) that outputs g(x).

This holds by the same reasoning as Corollary 10.6: the hypothesis of Corollary 10.7 implies
that any protocol for L is (Pred = 1, f)-witness binding, and so the reduction from Lemma 10.3
applies (when f(x,w) is measured rather than w).

10.2.1 Commit-and-Prove Protocols

Let (Pg, Vx) denote a post-quantum proof/argument of knowledge with guaranteed extraction
(Definition 8.1). Recall that Definition 8.1 has been designed to capture (first-message) adaptive
soundness, in which the prover P* can adaptively choose the instance = as it sends its first message.

Then, we consider a commit-and-prove compiled protocol (Pcom,Vcom) using (Ps, Vs) and a
commitment scheme Com. (Pcom, Vcom) is executed as follows:

o Viom sends a first message for (Ps, V) (if the protocol has four messages). Moreover, if Com
is a two-message commitment scheme, Vcom sends a commitment key ck.

e Pcom then sends:

— A commitment com = Com(ck,w) to a witness w for the underlying language L, and

— A first prover message for an execution of (Pyg, Vy) for the statement “Jw,r such that
com = Com(ck, w;r) and w is an NP-witness for x € L.

o Pcom and Viom then complete the execution of (Py, Vy).

Corollary 10.8. If (Px, V) is a post-quantum proof/argument of knowledge with guaranteed ex-
traction for all NP languages and Com is a collapse-binding commitment scheme, then the commit-
and-prove compiled protocol is a state-preserving proof/argument of knowledge.

Proof. We first remark that since (Pyx, Vy) is a post-quantum proof/argument of knowledge with
guaranteed extraction, the commit-and-prove composed protocol is also immediately a post-quantum
proof/argument of knowledge with guaranteed extraction. Namely, Extract’” interprets the cheat-
ing prover as an adaptive-input cheating prover for (Ps, Vx) with respect to the language

LCk,com = {(w,w) w € R, and Com(ck,w;w) = com}

and runs the guaranteed extractor for (Pyx, Vs). Morevoer, this extraction procedure outputs both
an NP-witness w and commitment randomness w such that com = Com(ck, w;w); we treat w as
auxiliary information y.

We then define Pred(z, (ck, vk), (com, a), w,w) to output 1 if and only if Com(ck,w;w) = com.
Then, we observe that the commit-and-prove protocol is (Pred, Id)-witness binding (for the language
L) by the collapse-binding of the commitment scheme Com. Moreover, the correctness property of
Extract”” further guarantees that Pred(z, (ck, vk), (com,a), w,w) = 1 with probability 1 — negl()).

Thus, we conclude that Lemma 10.3 applies, and so the commit-and-prove protocol has a state-
preserving extractor. ]
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10.3 Concluding Theorems 1.8 and 1.9

Finally, we describe how to conclude the results of Theorems 1.8 and 1.9. We begin with Theo-
rem 1.8, re-stated below.

Theorem 10.9 (Theorem 1.8). Assuming collapsing hash functions ezist, there exists a 4-message
public-coin state-preserving succinct argument of knowledge for NP.

Proof. Given a collapsing hash function family H, we construct a state-preserving succinct argument
of knowledge for NP as follows:

o First, we define Kilian’s succinct argument system (see Section 5.3.3) with respect to H.
By Corollary 8.22, this argument system is a post-quantum argument of knowledge with
guaranteed extraction.

o Next, we apply the commit-and-prove compiler (Corollary 10.8) using the collapse-binding
commitment scheme Com(ck = h,m) = h(m). This commitment scheme does not formally
satisfy any hiding property, but it is succinct, which is what is relevant for Theorem 1.8.

Corollary 10.8 tells us that the resulting composed protocol is a state-preserving argument of
knowledge for NP. Moreover, it satisfies all of the properties (4-message, public-coin, succinct)
claimed in the theorem statement. O

Next, we prove Theorem 1.9, re-stated below.

Theorem 10.10. Assuming collapsing hash functions or super-polynomially secure one-way func-
tions, there exists a 4-message public-coin state-preserving witness-indistinguishable argument (in
the case of collapsing) or proof (in the case of OWFs) of knowledge. Assuming super-polynomially
secure non-interactive commitments, there exists a 3-message PoK achieving the same properties.

Proof. All three variants of this theorem are proved via the same approach: combining commit-
and-prove with a (strong) witness-indistinguishable Y-protocol.

Formally, let Com denote a (possibly keyed) non-interactive commitment scheme. We use Com
to instantiate a commit-and-open X-protocol (Definition 5.11) such as the [GMWS87b] protocol
for graph 3-coloring or the (potentially modified) [Blu86] protocol for Hamiltonicity. We do a
sufficient parallel repetition of the commit-and-open protocol so that its challenge space satisfies
|R| = 2! for t < poly(\)** and it achieves negl(\) soundness error. Then, Corollary 8.21 tells us
that this protocol is a post-quantum proof/argument of knowledge (depending on whether Com is
statistically or collapse-binding) with guaranteed extraction.

Next, we additionally assume (as is the case for [GMW87b, Blu86]) that the ¥-protocol satisfies
special honest-verifier zero knowledge (Definition 3.6). In fact, we assume that it satisfies SHVZK
against quantum adversaries that run in time 2¢-poly()), which holds (for these examples) provided
that Com is computationally hiding against 2! - poly(\)-time adversaries.

Under this assumption, Watrous’ rewinding lemma [Wat06] implies that the X-protocol has a
time 2 - poly(\) malicious verifier post-quantum simulator.

We now plug this X-protocol into the commit-and-prove compiler (Corollary 10.8), again making
use of the commitment scheme Com (for simplicity of the proof, we assume here that a different

34Using [Blu86], one can set t = poly(log \).
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commitment key is used, although this is not necessary). Corollary 10.8 tells us that the resulting
protocol is a state-preserving proof/argument of knowledge (again depending on whether Com is
statistically binding).

It remains to show WI of the commit-and-prove protocol. That is, we want to show that for
every malicious verifier V* (and maliciously chosen commitment key ck), a commitment com =
Com(ck, w1 ) and the view of V* in an execution of the ¥-protocol is computationally indistinguish-
able from the analogous state when a second witness wy is instead used. This is argued via the
usual hybrid argument:

o Define Hybridjj to be Com(ck, w;) along with the actual X-protocol view of V*.

« Define Hybrid, , to consist of com = Com(ck, w;) along with a 2 - poly(A)-time simulated view
of V* on input (ck,com). We have that Hybrid, , ~. Hybrid,, by the super-polynomial time
simulatability of the ¥-protocol (as discussed above).

« Finally, we have that Hybrid, , =, Hybrid; ; by the (already assumed) 2 - poly())-hiding of
Com.

To conclude the theorem statement, it suffices to instantiate Com in three ways:

o Assuming 2¢ - poly(\)-secure non-interactive commitments (e.g. [BOV03, GHKW17, 1.S19]),
one obtains the claimed 3-message protocol.

o Assuming 2¢ - poly(\)-secure one-way functions, one obtains the OWF-based 4-message pro-
tocol.

o Assuming polynomially-secure collapsing hash functions, one obtains the collapsing-based 4-
message protocol by defining Com(h, m;r,s) = (h(r), s, (r, s) ®m). This commitment scheme
is statistically hiding (i.e. hiding against unbounded adversaries), and so WI of the commit-
and-prove protocol holds unconditionally, while the AoK property relies on collapsing.

This completes the proof of Theorem 1.9. O

11 The [GMWS86] GNI Protocol is EQPT. Zero Knowledge

In this section, we show that our state-preserving extraction results imply the post-quantum ZK
of the graph non-isomorphism protocol, proving Theorem 1.2. We begin by giving a description
of the GNI protocol in Fig. 8. Our description achieves soundness error 1/2 (as does the orig-
inal [GMW86]), but can be extended to the negligible soundness case (without increasing the
number of rounds) with essentially the same proof of (post-quantum) ZK.

Next, we give a slightly more abstract description of the protocol using instance-dependent
commitments [BMO90, I0S97, MV03].

Construction 11.1. Fix a language L, let IDC be a non-interactive instance-dependent commit-
ment®> [BMO90, I0S97, MV03] for L, and let PoK be a statistically witness-indistinguishable proof
of knowledge of the committed bit for IDC. Then, we define the following interactive proof system
for the complement language L.

35That is, when = € L, a commitment Com(z, m) statistically hides the message m. When x ¢ L, a commitment
Com(z, m) statistically binds the committer to m.
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P(Gy,Gh) V(Go,Gh)

H{Gi0,Gintiem] 7 Sn, b« {0,1}, H = n(Gy)
bi,...,bn + {0,1}
Vi € [n],B € {0,1}:
Ti,8 Sn,Giﬁ = Wi,B(G,Beri)

v« {0,1}" v
{mi}ie[n] If v; =0, set m; = bi,m’o,m,l.
If Vi = 17 set m; = b@ biaﬂ-i,b@bi [e] TI'_1
b/

If v; = 0, for m; = b;, m;,0,mi,1, check:
(750 (Gi0), ;1 (Gin)) = (G, Gi,).
If v; = 1, for m; = ¢;, o, check: Accept if b = b.
o(H) = Gi,c,.

If the check fails, abort.
Otherwise, find b such that G, ~ H.

Figure 8: The Zero Knowledge Proof System for Graph Non-Isomorphism.

1. The verifier commits to a bit b € {0, 1} using IDC and sends it to the prover.
2. The prover and verifier engage in PoK where the verifier proves knowledge of b.
3. If the prover accepts in PoK, then it sends b’ as determined by the verifier’s commitment.

4. The verifier accepts if b’ = b.

[GMW&6] instantiates this framework for the language L consisting of pairs of isomorphic graphs
(and so L consists of pairs of non-isomorphic graphs, up to well-formedness of the string ).

Let GIComm be the following instance-dependent commitment scheme: GIComm((Gy, G1),b;7) =
m(Gy) := H. Observe that if Gy, G are isomorphic then this commitment is perfectly hiding, and
if they are not then it is perfectly binding. Moreover, this commitment scheme admits a proof of
knowledge of the committed bit as follows.

1. The prover chooses by,...,by € {0,1} uniformly at random and sends commitments C; o =
GIComm((Go, Gl), bi; Ui,O) and 01'71 = GIComm((GO, Gl), b; ® 1; 0'1'71).

2. The verifier sends a random string v € {0, 1}*.

3. The prover sends b; and opens Cj o, C; 1 for all 7 such that v; = 0. The prover sends ¢; := bDb;,
Ti i= Oj¢; O 71 for all 7 such that v; = 1.

4. The verifier accepts if the received openings are valid when v; = 0, and C; ., = 7;(H) when
v; = 1, where H is the commitment graph.

Classically, we obtain b by rewinding to find two accepting transcripts with v; # v}; then
b=c; ®b;.
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Lemma 11.2. If (Go,G1) are non-isomorphic then the above protocol is a statistically state-
preserving proof of knowledge of the committed message for GIComm.

Proof. We have already shown (Corollary 8.23) that this protocol has a guaranteed extractor, be-
cause when G and (G1 are not isomorphic, this protocol is collapsing onto the b; part of 0-challenge
responses (as b; is fixed by the commitments Cj o, C;1) and the protocol is (2, g)-probabilistically
special sound (where g checks (for the first challenge-partial response pair) the correctness of the
0 challenge response bits b; for v; = 0 and (for the second challenge-partial response pair) the
correctness of all b; (v; =0) and ¢; (v; = 1)).

Moreover, the language L, ¢, = {H : 3(b, 7) such that 7G} ~ H} has partial unique witnesses:
for any H € Lg, q,, the bit b is uniquely determined (given that Gy and G are not isomorphic).
Thus, the state-preserving reduction of Lemma 10.3 applies (see Corollary 10.7), so this protocol
has a state-preserving extractor. ]

Finally, we note that Lemma 11.2 immediately implies that the GNI protocol is post-quantum
(statistical) zero knowledge. We assume without loss of generality that the cheating verifier V* has
a “classical” first message by replacing V* (with auxiliary state [¢)) with (V*, p) for the mixed
state p obtained by running Uy on |t¢) to generate a first message, measuring it, and running
Ui

The simulator is then described as follows:

o Given cheating verifier V* with classical first message (com, pok;), run the state-preserving
PoK extractor on V* (which now acts as a PoK cheating prover).

o If the transcript generated by the state-preserving extractor is accepting, then output the bit
b in the “partial witness” slot of the extractor’s output. Otherwise, send an aborting message.

The (statistical) zero knowledge property of this simulator follows immediately from the state-
preserving property of the extractor. Moreover, the simulator inherits the EQPT, structure directly
from the extractor (with additional fixed polynomial-time pre- and post-processing). This completes
the proof of Theorem 1.2.

12 The [FS90] Protocol is EQPT. Zero Knowledge

We recall the Feige-Shamir 4-message zero knowledge argument system for NP. This protocol uses
three primitives as building blocks:

e A non-interactive commitment scheme Com.

e The 3-message WI argument of knowledge AoK constructed in Section 10.3. We note that
AoK is public-coin.

e A 3-message delayed-witness WI argument of knowledge dAoK.

We will argue security using the particular instantiations of AoK, dAoK due to subtleties arising
from the concurrent composition. Unlike AoK, we do not require that dAoK is state-preserving.
The protocol is executed as follows.
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e The verifier sends the following strings as its first message:

— Two commitments ¢, ¢; generated as ¢; = Com(0;r;) for i.i.d. random strings r;. For the
post-quantum variant, following [Unr12, Unr16b], we additionally include commitments
¢, = Com(ry; pi) to the two random strings ro, r1.

— A first (prover) message of AoK corresponding to the statement “Ji,r;, p; such that
¢i = Com(0;7;) and ¢, = Com(ri;p;)” By default, the verifier uses (b, 7y, pp) as its
witness for a randomly chosen bit b.

e The prover sends two strings as its first message:

— A second (verifier) message of AoK (which is a uniformly random string).

— A first (prover) message of dAoK corresponding to the statement “z € L or Ji, r;, p; such
that ¢; = Com(0;r;) and ¢; = Com(r;; p;).” No witness is required.

e The verifier sends two strings as its second message:

— A third (prover) message of AoK, computed using (b, 74, pp)-

— A second (verifier) message of dAoK (which is a uniformly random string).

e Finally, the prover sends the third message of dAoK. The prover uses a witness w for x € L
to generate this message.

12.1 Building Block: Delayed-Witness Proofs of Knowledge

In order to instantiate the Feige-Shamir protocol, we need a post-quantum instantiation of dAoK.
In particular, we need:

Lemma 12.1. Assume that post-quantum non-interactive commitments exist. Then, there exists
a delayed-witness %-protocol for NP that is witness indistinguishable against quantum verifiers and
s a post-quantum proof of knowledge with negligible knowledge error.

Lemma 12.1 does not immediately follow from extraction techniques such as [Unrl12, Lemma
7] or [CMSZ21] because the canonical delayed-witness X-protocol [LS91] is not collapsing, and
these works only give results for collapsing protocols. Nonetheless, we show that (similar to the
one-out-of-two graph isomorphism subprotocol of [GMW86]) making use of a variant (2, g)-PSS
(Definition 5.6), a simple modification of Unruh’s rewinding technique [Unr12] suffices to prove
Lemma 12.1.

12.1.1 The [LS91] Protocol

We begin by recalling the [L.S91] ¥-protocol for graph Hamiltonicity. The protocol uses a non-
interactive commitment scheme Com as a building block, and is executed as follows.

o The prover, given as input the security parameter 1* and an input length 17,36 sends A
commitments com; to adjacency matrices of i.i.d. random cycle graphs on n vertices (i.e.,
graphs H; = 0;C), that are random permutations of a fixed cycle graph on n vertices).

36Note that the prover does not even need to know the instance x to compute this message; however, we consider
an a priori fixed statement x to make sense of the proof-of-knowledge property.
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o The verifier sends a uniformly random string r + {0, 1}*.

e For the third round, the prover is given a graph G and a fixed n-cycle represented by a
permutation 7w mapping C,, to G. The prover then sends the following messages.

— For each ¢ such that r; = 0, the prover sends a full opening of the ith commitment com;.

— For each i such that r; = 1, the prover sends o;7~' and opens the substring of com;
consisting of commitments to each non-edge of ;7 1(G).

e For each ¢ such that r; = 0, the verifier checks that com; was correctly opened to the adjacency
matrix of a cycle graph. For each i such that r; = 1, the verifier checks that every matrix
entry opened is a valid decommitment to 0.

By the perfect binding of Com, we know that this protocol satisfies 2-special soundness. In fact, it
is the parallel repetition of a protocol satisfying 2-special soundness: for any index 7, a commitment
string a; along with a valid response zy to r; = 0 and a valid response z; to ; = 1 can be used
to compute a Hamiltonian cycle in G. Indeed, it satisfies a variant of special soundness (implicitly
related to (2, ¢’)-PSS) described here:

Claim 12.2. There exists an extractor SSExtract(a,rl,25712,7'2,227%') for the [LS91] protocol such
that SSExtract outputs a valid NP witness under the following conditions:

o r1;,=0,r2;,=1.

o (ai,T2,,22,) is an accepting transcript.

1)

o There exists a response z1,; zwith prefix z§i such that (a;,r14, 21,4) is an accepting transcript.

Here, z(1) denotes the part of a response z consisting of the messages opened (but not the commit-
ment randomness).

Moreover, we note that the protocol is partially collapsing on 0-challenges: given a tuple (x, a,r)
and a state |¢) = >, a, |2), any accepting response z; such that r; = 0 can be partially measured
— namely, the committed bits (but not the openings) can be measured — without disturbing |¢).
This is sufficient to prove Lemma 12.1.

12.1.2 Proof of Lemma 12.1

The fact that this protocol is witness indistinguishable follows from the fact that it is a parallel
repetition of a post-quantum ZK protocol [Wat06]. What remains is to establish the proof-of-
knowledge property.

We consider the following variant of Unruh’s approach to knowledge extraction [Unr12]:

1. Given a cheating prover P*, first generate a (classical) first message a from P*. Let [¢)
denote the internal state of P* at this point.

2. Sample a uniformly random challenge r, compute the P* unitary U, |¢), which writes its
response onto some register Z. Apply the one-bit measurement (IIy,,I —IIy,) that checks
whether V(z,a,r,z) = 1.
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3. If the measurement returns 1, additionally measure every register Zi(l) (the opened messages,
but not the commitment randomness) corresponding to r; = 0.

4. Apply Uj to the prover state.

5. Sample an independent random challenge r’ and apply U,.. Apply the one-bit measurement
(Ily,, T — Ty,,0).

6. If the measurement returns 1, additionally measure the entire response Z.

7. If both measurements returned 1, and there exists an index ¢ such that 7, = 0 and r} = 1,
compute SSExtract(z, com;, 0, zi(l), 1, z}) where zZ(l) is the first partially measured response in

location i and 2z is the second measured response in location i. Otherwise, abort.

To show that this extraction procedure works, we first consider the variant in which no response
measurements are applied (Step 3 and Step 6 are omitted). Then, by Unruh’s rewinding lemma
[Unrl2, Lemma 7|, if U, |¢)) produces an accepting response with probability at least ¢ (over the
randomness of r), then the two binary measurements applied above will both return 1 with prob-
ability at least €3. Then, by the fact that the protocol is partially collapsing on 0-challenges, this
continues to hold even if the measurement in Step 3 is applied.

Finally, since the probability that i.i.d. uniform strings r,7’ do not have an index ¢ such that
r; = 0 and v} = 1 is (3/4)* = negl()\), we conclude that with probability 3 — negl()\), the above
extractor produces partial accepting response z,gl) and accepting response z; for some ¢ such that
r; = 0 and r; = 1, and so SSExtract successfully outputs a witness. If P* is convincing with initial
non-negligible probability v, then with probability at least %, [y is at least %—convincing, and
so SSExtract outputs a valid witness with probability at least (7). This completes the proof of

Lemma 12.1.

12.2 Proof of Security for the [FS90] protocol

We now prove the security of the Feige-Shamir protocol using suitable building blocks (Com, AoK, dAoK).

Theorem 12.3. Suppose that:

e Com is a post-quantum non-interactive commitment scheme,

o AoK is the 3-message state-preserving WI proof of knowledge for NP (with EQPT,. extraction)
from Section 10.3.

e dAoK is the argument system from Lemma 12.1.

Then, the Feige-Shamir protocol is both sound and zero-knowledge against QPT adversaries. The
zero-knowledge simulator is EQPT,.

Combining Theorem 12.3 with the results of Section 10 implies Theorem 1.3.
We remark that the theorem is non-generic with respect to AoK,dAoK due to complications in
the security proof coming from the fact that AoK and dAoK are executed simultaneously.
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Proof. We first prove soundness, followed by ZK.

Proof of Soundness. Suppose that x ¢ L and P* is a QPT prover that convinces V' with non-
negligible probability. Given such a P*, we define a cheating prover Pj, « for the underlying dAoK
that is given as additional auxiliary input strings (co, ¢p, ¢1, ¢}, b, 7, pp) such that ¢, = Com(0;7p)
and ¢, = Com(ry; pp). Piaok simply emulates P* while generating AoK messages using its auxiliary
input. That is:

o Pja « generates a message aok; using its auxiliary input and calls P* on (¢, ¢, ¢1, ¢}, aoky).
This results in a P*-message (aoka,daoky). Pja k returns daok;.

« Upon receiving a verifier challenge r, Pj, x computes an honestly generated message aoks
(deterministic®” and independent of r) using its auxiliary input and calls P* on (aoks,r).
This results in a P*-message daoks, which Pj, « outputs.

If the auxiliary input (co,cp,c1,¢), 0,7, pp) is sampled from the correct distribution, Pja «
perfectly emulates the interaction of P* and the honest Feige-Shamir verifier, so Pj, x is convinc-
ing with non-negligible probability ¢ by assumption. Thus, the dAoK knowledge extractor from
Lemma 12.1 outputs a valid witness for the statement “3i,r;, p; such that ¢; = Com(0;7;) and
¢, = Com(r;; p;)” with probability at least Q(g3).

Claim 12.4. The probability that the dAoK extractor succeeds and i # b is also Q(g3).

Proof. If this is not the case, then we obtain an algorithm breaking the WI property of AoK. For a
fixed statement (co, cf), c1,¢}), the algorithm V3 ., given an honestly generated message aok;, calls
(aoks, dAoK1) + P*(co, ¢, c1, ¢}, aoky) and returns the message aoks. Given a fized response aoks,
Virok emulates the dAoK extractor from Lemma 12.1 by sampling i.i.d. strings r, 7" for dAoK and
re-using the message aoks. Then, if the extractor returns a valid witness (i,7, p;), Viao returns
the bit 7. If not, Vj, k guesses at random.

Since this faithfully emulates the execution of the dAoK extractor on Pj, « and we assumed
that it succeeds with probability €(e%), we conclude that the WI property of AoK with respect to
Viaok implies the claim. ]

However, this implies that the dAoK extractor breaks the computational hiding property of Com.
This is because if ¢;_; were instead sampled as Com(1;r;_;) and ¢|_, sampled as Com(r1_p; p1-s),
it is information theoretically impossible for the dAoK extractor to output a witness such that ¢ # b.
This concludes the proof of soundness.

Proof of ZK. We assume without loss of generality that the cheating verifier V* has a “classical”
first message (co, ¢p, c1, ¢}, aoky) by replacing V* (with auxiliary state |¢)) with (V*, p) for the
mixed state p obtained by running Uy« on |¢)) to generate a first message, measuring it, and
running U‘T/*.

By the construction of AoK (see Corollary 10.8 and Theorem 10.10) we know that the tuple
(co,cp, €1, ¢}, a0ky) uniquely determines a witness td = (b, 73, pp) that the AoK extractor can ever
output (if such a witness exists; otherwise, we define td to be 1). We non-uniformly include td in
the description of the V* state p without loss of generality (this does not affect the simulator, only
the analysis).

3TIf randomness is required to generate this message, let it be fixed in advance in Pja.’s internal state.
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e Construct a first message daok; using the honest dAoK prover algorithm.

« For fixed classical strings (co, ¢, c1, ¢}, aoky, daoky), define an AoK cheating prover Px x
with the following description:

— Send aok;

— On challenge s, call V* on (s,daok;). Upon receiving (aoks,r), return aoks.

e Run the state-preserving extractor Extract!ack:d20k1,p outputting the (unique possible)
witness td along with a P «-view (which includes a V*-view in it).

o If the output witness is L, send an aborting final message. Otherwise, compute daoks
using td.

Figure 9: The Feige-Shamir protocol simulator

Our black-box zero-knowledge simulator is defined in Fig. 9:
We claim that this achieves negligible simulation accuracy. We prove this via a hybrid argument:

e Hybgy: This is the simulated view of V*.
e Hyb,: This is the same as Hyb,, except that daoks is computed using an NP-witness w for z.

e Hyb,: This is the real view of V*.

The indistinguishability of Hyby and Hyb; follows immediately from the state-preserving prop-
erty of AoK, as the view of Py « contains an entire correctly emulated view of V*.

The indistinguishability of Hyb,; and Hyb, follows from the witness indistinguishability of dAoK.
To prove this, we assume for the sake of contradiction that Hyb; and Hyb, are distinguishable by a
polynomial-time distinguisher D with non-negligible advantage €. Then, we construct the following
two additional hybrids:

o Hyb{: This is simulated view of V*, except that Extract is replaced by a poly(\,1/e)-size
oracle algorithm that achieves accuracy §.

o Hyb/: This is the same as Hybj{, except that daoks is computed using an NP-witness w for z.

By a hybrid argument, we conclude that D also distinguishes Hybj, and Hyb}] with advantage
£/2. We claim that this breaks the witness indistinguishability of dAoK. Define a dAoK verifier
Viaok operating as follows

o Viaok has the state p as auxiliary input (including co, cf, c1, ¢}, aoky, td). Vi« wants to
distinguish between proofs using witness w and proofs using witness td.

o Vi receives daok; from the prover. It then calls (the e/4-truncated) Extract?ask-dakip,
which returns a Py -view. Vi « sends the challenge r from the Py «-view to the prover.

 Finally, upon receiving daoks from the prover, V « outputs the emulated V* view.
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Viaok has been constructed to be (aux-input) QP T, and (along with the distinguisher D) violates
the WI property of dAoK, giving the claimed contradiction.

We conclude that the Feige-Shamir protocol is ZK, as desired. We note that the zero-knowledge
simulator inherits the EQPT, structure of the AoK state-preserving extractor (with some additional
fixed poly-time pre- and post-processing). ]

13 The [GK96] Protocol is EQPT,. Zero Knowledge

In this section we show that the Goldreich-Kahan constant-round proof system for NP is post-
quantum zero knowledge by giving an EQPT, simulator. In Section 13.1 we give a technical lemma
about the distinguishability of certain purifications that will be of central importance in the proof.
In Section 13.2 we describe our quantum simulator.

13.1 Indistinguishability of Projections onto Indistinguishable States

Consider the states |Dy) == 3", [7)y |Dy(x))y, where Do, D1 are computationally indistinguishable
(w.r.t. quantum adversaries) efficiently sampleable classical distributions with random coins z (in
a slight abuse of notation, Dj denotes both the distribution and the sampler). If we are only given
access to ), then distinguishing |Dp) from |D;) is clearly hard since Try(|Dp)Dp|) is equivalent
to a random classical sample from Dy,

In this subsection, we show that this indistinguishability generically extends to the setting where
we additionally give the distinguisher access to the projection |Dy)Dy| on X ® Y. This is formalized
by giving the distinguisher an additional one-qubit register @ and black-box access (see Section 3.2)
to the unitary U, and its inverse acting on X ® Y ® O defined as

Uy = [ Do} Doy y ® Xp + (Lxy = [Do)Ds| v y) @ I,

where Xp denotes the bit-flip operator on B. In particular, it is no longer the case that access
to |m) is equivalent to a random classical sample from Dy, since the distinguisher’s access to Uy,
means the X' is no longer independent of its view. Nevertheless, we prove the following.

Lemma 13.1. If there exists a polynomial-time quantum oracle distinguisher SUb without direct
access to X achieving

[Pr[SY (Do) x ) = 1] = Pr[S"(1D1) . y) = 1]| = 1/poly(),

then there exists a polynomial-time quantum algorithm S that distinguishes classical samples from
the distributions Dy and D1.

Our proof will make use of two results by Zhandry [Zhal2, Zhal5], which we restate here for
convenience. In the following, quantum oracle access to a function f: X — Y refers to black-box
access to the unitary that maps |z) |y) — |z) |f(z) @ y) for all z,y.

Theorem 13.2 (Theorem 1.1 of [Zhal2]). Let Dy and D; be efficiently sampleable distributions on
a set'’Y, and let X be some other set. Let Og and O1 be the distributions of functions from X to
Y where for each x € X, Oy(x) is chosen independently according to Dy. Then if A is an efficient
quantum algorithm that can distinguish quantum access to the oracle Oy from quantum access to the

oracle O1, we can construct an efficient quantum algorithm B that distinguishes classical samples
from Dy and Dy.
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Theorem 13.3 ([Zhal5]). An efficient quantum algorithm cannot distinguish between quantum
access to an oracle f implementing a random function X — X and an oracle m implementing a
random permutation X — X.

Proof. By Theorem 13.2, it suffices for us to show that if there exists a distinguisher SU» that
distinguishes |Dy) x,y from |D1) x,y Without directly accessing the X register, then there is an
algorithm to distinguish between quantum oracle access to Dy o f and Dj o f (where Dy o f is the
composed function Dy(f(+))) where f: X — X is a random function.

By Theorem 13.3, we observe that it suffices to show that SY implies an algorithm to distinguish
between quantum oracle access to Dy o m and D; o 7w for a random permutation m: X — X.

Given quantum oracle access to Dy, o m, we can implement a unitary Vj , that maps |0) xy to
the state |Dp ) = >, |z) [Dp(m(x))) as follows: apply a Hadamard to X', then apply the Dy o7
oracle to X @ V.

We can use S to distinguish b = 0 from b = 1 as follows. We prepare the state |Dyr)y 5 using
Vi r. Using Vj, » we can also implement the operation

Ub,7r = ’Db,ﬂ'><Db,ﬂ'| ® Xp + (I - |Db,7l'><Db7ﬂ”) ® I

as follows: apply Vb]tw to X ® Y, apply |0><0’X,y ®Xg+ (I- ]0)(0\;(7),) ® I, then apply Vj, . We
can therefore run SU»= | Dy, ).

Since S does not act on X except via its oracle, and |Dp) is related to |Dj ) by a unitary
acting on X only, it holds that

Tra (S77 (| Dy a X Doxl)) = Tra (S (| Dp)X Do),
which completes the proof. O

13.2 Quantum Simulator

We begin by describing a variable-runtime EQPT,, estimation procedure that will be a useful
subroutine in our quantum zero-knowledge simulator for [GK96]. Following Theorem 6.4, let
VarEstimate and Transform be the first and second stages of the variable-runtime singular vector
transform (vrSVT). For binary projective measurements A, B, C on A, we define a “estimate-disturb-
transform” procedure EDT[A, B, C]. Intuitively, this procedure first uses VarEstimate to compute
an upper bound on the running time of Transform[A — B], but then disturbs the state with the
measurement C before running Transform[A — B]. However, to ensure that VarEstimate does not
run for unbounded time, the input is first “conditioned” by applying B followed by A, and only
proceeding if both measurements return 1.

Formally, the procedure takes an input state on A and does the following:

EDTI[A,B, C|:

1. Apply B to A, obtaining outcome b;.

Apply A to A, obtaining outcome bs.
If by = 0 or by = 0, stop and output (0, L).
Otherwise, run VarEstimates[A = B] on A, obtaining classical output y.
Apply C to A, obtaining outcome c.
Run Transform,[A — B] on A.
Output A and (1, ¢).

S Ot N

=

Let E/D\'I'[A7 B, C] denote a coherent implementation of this procedure.
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Claim 13.4. For any efficient measurements A, B, C, EDT[A, B, C] is EQPT,,.

Proof. Since EDT[A, B, C] commutes with M., [A, B], it suffices to analyze its running time for states
contained within a single Jordan subspace. Let [1);) = o |wj1) + B |wj). Then

Pl"[bl = bg = 1] = |Oé|2PI'[A( |wj71>) — 1] < Dj-

Note that C does not affect the running time of Transform,. Hence the expected running time of
this procedure on |[¢);) is

O((pj - 1og(1/6)//pj + 1) - (ta + tg)) = O(log(1/d) - (ta + tg))-
It follows that this procedure is EQPT,,. O
We define the states and measurements used in the simulator.

o Forr € R, let |Sim,) = \/%Zu |) [SHVZK.Sim(r; p)).

o Let Mg := (Ilgjm, I — sy ), where gj ==Y, [r)}r| ® [Sim,)}Sim,.| ® 1.
e Let Mg == (IL,),er, where I, := U{.. [r)(r|5 Uy-.

o Let Mcom == (ITcom, I — Icom), where

Meom = Z |ry wr,w| .

W
Commit(ck,r,w)=com

Sim”
1. Run V*(ck) for ck < Gen(1%) to obtain a commitment com.
2. Generate the state [0)g/ [Simo) v 4 z-
3. Apply E/D\T[I\/Icom, Msim, Mz ], obtaining outcome (b, r) (in superposition). Measure
b.
4. If b= 1, measure r and replace the state on R', M, A, Z with [r)p, |Sim;) 4 z-
Apply EDT[Mcom> MSima MR]T-
6. Measure register A, obtaining outcome a. Apply Uy« and measure R, VW to obtain
(r',w); if Commit(r’,w) # com, stop and output the view of V*. Otherwise, measure
Z, obtaining outcome z. Send z to V* and output the view of V*.

o

Lemma 13.5. If Com is a collapse-binding commitment then SimV*(p) is computationally indis-
tinguishable from outy«(P,V*). Sim"" is an EQPT, algorithm.

Proof. By Claim 13.4, P[Mcom, Msim, Mz] is EQPT,,, and so Sim"" is EQPT,.
We consider three hybrid simulators Hq, Hs, Hs, as follows. All three are provided with some
witness w such that (z,w) € R. We first define H;.

HY (z,w):
1. Run V*(ck) for ck « Gen(1%) to obtain a commitment com.
2. Generate the state [P) =3 |u) g [Po(@, w;p)) 4
3. Let Mp := (|PYXP|,I— |PXP|). Apply EDT[Mcom, Mp, Mg], obtaining outcome
(b,r) (in superposition). Measure b.
4-6. As in Sim.
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H, is indistinguishable from Sim by Lemma 13.1: H; is obtained from Sim by replacing |Simg)
and Mg;,, with |P) and Mp and interacts only with the A register, and the distributions on a
induced by (a, z) < SHVZK.Sim(0; 1) and a < Ps(z,w; ') are computationally indistinguishable.

HY (z,w):

1-3. Asin Hl.
4. If b = 1, measure r and replace the state on M, A, Z with

’PT> = Z ’M>M ’PE(.%',IU;,U,))A ‘PE<$7w7T;M)>Z :
o

5. Let Mp, := (|P.XP,|,1— |P,)P,|). Apply EDT[Mcom, Mp,., Mz]f.

6. As in Sim.

By the SHVZK guarantee, the distributions on (a, z) given by a < Ps(x,w; 1), z < Ps(x,w,r; u)
and (a, z) « SHVZK.Sim(r; ') are computationally indistinguishable. Hence by Lemma 13.1, H;
and Hy are computationally indistinguishable.

By the correctness guarantee of Transform, if b = 1 then the state at the beginning of Step 4 has
Tr(|P)XP|p) > 1 —4. Note that |P) and |P.) are related by an efficient local isometry T,.: M —
M ® Z. Hence Step 4 is v/d-close in trace distance to an application of this isometry. Switching
to this state, we can commute the isometry through E/D\'I'[Mcom, Mp., MR]T, which conjugates it to
E/D\'I'[Mcom, Mp, Mz]. This leads to the third hybrid, below.

HY (z,w):

1-3. Asin HQ.

4. If b =1, measure r.

5. Apply EDT[Mcom, Mp, Mz]T.

6. Apply Uy« and measure R, W to obtain (', w). If Commit(r’,w) # com, stop and
output the view of V*. Otherwise, apply T,» to M and measure Z, obtaining
outcome z. Send z to V* and output the view of V*.

Hj is statistically close to Hy provided that Pr[r = 7/] =1 — negl(\). Moreover, the collapsing
property of the commitment implies that Step 4 is computationally undetectable. If this step is
removed then the effect of Steps 3 and 5 is simply to apply Mcom; the output is then precisely the
view of V* in a real execution.

Finally, we have that by » = r’ with all but negligible probability by the unique message-binding
of the commitment scheme (Lemma 4.2). O
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A Separating EQPT_.Zero Knowledge and s-Zero Knowledge

In this section, we prove the following two separation results:
e There exists a 2-round challenger-adversary security game such that:

— For every ¢, a poly()) - 1/e-time adversary can win the game with probability 1 — &, but

— Under reasonable computational assumptions (against fixed-time quantum algorithms),
no EQPT,. adversary can win the game with probability 1 — negl(\)

In fact, this separation can be strengthened so that the poly(\) - 1/e-time adversary can win
the game with probability 1 — ¢ for an arbitrarily large constant c.

e There exists an argument system II for a non-trivial language such that:

— Under standard computational assumptions, IT is computationally sound and (black-box)
post-quantum e-ZK, but

— Under reasonable computational assumptions (against fixed-time quantum algorithms),
IT is not EQPTZK with black-box simulation.

We begin by describing the new computational assumption required for this separation, which
is a form of post-quantum fine-grained one-way functions/pseudorandom generators.

A.1 Post-Quantum Fine-Grained One-Way Functions and Pseudorandom Gen-
erators

We consider a family of functions F = {fr : [T] = {0,1}™TN}, so that for every A\, T € N, fr\
has domain [T]. We say that F is efficiently computable if there exists a (bivariate) polynomial p
such that for all \,7" € N, fr ) can be computed in time p(\,logT).

We now state two hardness assumptions on F, capturing the hardness of inverting functions in

F, and the hardness of distinguishing function outputs fr x(x) (for < [T]) from random strings
y < {0,1}m@N),

Definition A.1 (Fine-Grained (Exponentially Hard) One-Way Functions). We say that F is (fine-
grained) exponentially one-way if there exists a constant ¢ such that the following holds: for every
T = poly()\) and every quantum adversary A running in (fixed) time 5;7° - time(fr,y) (where
time(f7,) denotes the time required to compute fr ), the probability that A(fr x(x)) inverts fr x
(for z < [T7) is at most 5.
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Definition A.2 (Fine-Grained (Exponentially Hard) Pseudorandom Generators). We say that F
is a (fine-grained) exponentially secure PRG if there exists a constant ¢ such that the following
holds: for every T' > X and every quantum adversary A running in (fixed) time %Tc -time(fr.5),
A(y) distinguishes the distributions y <= U, y < fra(z + [T]) with advantage at most %

We note that Definitions A.1 and A.2 are instantiable in the quantum random oracle model:
the OWF/PRG is simply a restriction of a random oracle to a T-sized domain, where we set the
output length m = 2X. In the QROM, by definition of the model we have time(fry) = 1. Then,
Definitions A.1 and A.2 hold by invoking the “one-way to hiding lemma” [Unr14] (allowing for any
constant ¢ < 1/2 in the definitions). The security definitions also hold in non-uniform variants of
the QROM [HXY19].

A.2 The Separations

Using Definition A.1, we first separate the power of e-approximate strict polynomial time from the
EQPT, model in winning a concrete security game.

Lemma A.3. Let F = {fr\} denote a parametrized family of functions. There exists a game G
between a polynomial-time challenger C and an adversary A with the following properties:

o For every e, there exists a poly(A) - 1/e-time (classical) adversary winning G with probability
1—e.

o Assume that F is a family of exponentially hard fine-grained post-quantum one-way functions
(Definition A.1). Then, no EQPT. adversary can win G with 1 — negl probability.

Proof. Let F be as above. We describe the game G.

e The challenger samples A bits by, ..., by uniformly at random as well as 2\ strings x1,...,x)
with Ti < [22]

o The challenger computes y; = fyi 5(;) for every i and sends (y1,...,yx) to the adversary.
 The adversary returns inputs (z1,b, ..., 2\,b)) to the challenger.

o The adversary wins if there exists an index i such that b; = b, and f;(z;) = ;.

First, we show that there exists a poly(\)/e-time A that wins G with probability 1 — . This
adversary simply brute-force inverts yi, ...,y for k = log(1/e) and guesses each b uniformly at
random. Since the domain size of f; is equal to 2¢, this takes time poly()\) 3%, 2/ < poly(A)2F+! =
poly())/e. This adversary wins G as long as b; = b} for some 1 < ¢ < k, which holds with probability
1-27F=1-¢

Next, we show hardness under the fine-grained OWF assumption. Suppose that an EQPT,.
adversary A wins G with 1 — negl(\) probability. For any constant ¢, we will contradict the c-
exponential hardness of F.

Let T = poly()\) denote the expected running time of A and k = %log(T). Then, we note that

Pr[A wins | b; # b for all i < k] =1 — negl()).
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This is because the event “b; # b, for all i < k” holds with probability 1 /T3/ €. Note that the
expected running time of A remains the same conditioned on the above event, because the view of
A is independent of the event.

We now invoke the approximation lemma (Claim 9.4), which states that A can be replaced
by a quantum circuit A’ of size O(T¢%) < O(T3) (where ¢ denotes the number of coherent im-
plementations of EQPT,, procedures in the description of .4) preserving the above probability
up to % additive error. By the definition of G, this means that if we sample y1,...,y) as in G
and call A'(y1,...,y)) (obtaining z1,...,2))), with probability at least %, there exists an index
i >k = 3/clog(T) such that fi(2;) = y;. Since A’ runs in time at most T2, this contradicts the
c-exponential hardness of F. 0

We note that Lemma A.3 could be strengthened to allow the poly()) - 1/e-time attacks to
succeed with probability 1 —e¢ for an arbitrarily large constant ¢, by fine-tuning the parameters in
the construction/proof. We also note that the only feature of EQPT, that we relied upon was the
ability to truncate the computation; the above proof strategy also separates EQPT,, and classical
EPT from e-approximate computation.

Next, we extend Lemma A.3 to a separation between post-quantum e-ZK and EQPT.ZK.
Ruling out forms of zero knowledge simulation is quite a tricky task; to get a provable result, we
make use of a wide variety of (standard) cryptographic primitives along with the game G above.

Theorem A.4. Assume the existence of the following cryptographic primitives (potentially with
subexponential security):

1. A post-quantum non-interactive witness-indistinguishable (NIWI) proof system [BOV03, BP15],
A post-quantum witness encryption scheme [CVW18, GP21, WW21].
A state-preserving WI argument system for NP (Theorem 1.9).

A post-quantum 2-message oblivious transfer scheme [BD18],

AT I

A post-quantum non-interactive commitment scheme [LS19], and
6. A post-quantum pseudorandom function family [Zhal?2].

Additionally, assume the ezistence of post-quantum fine-grained PRGs (Definition A.2), and assume
that NP N coNP is hard-on-average against subexponential time quantum algorithms.>® Then, there
exists an interactive argument system 11 for a hard language (inside the complezity class NPNcoNP ),
such that:

o II is post-quantum computationally sound and post-quantum (black-box) e-zero knowledge.

o II is not EQPT.-zero knowledge with black-box simulation (this part requires the fine-grained
PRG assumption).

We remark that in Theorem A.4, the e-ZK simulator can have runtime dependence E% on €,
matching what is achieved by truncations of (some) actual EQPT.-ZK simulators (Theorem 1.3).

38The latter follows from the subexponential quantum hardness of LWE.
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Proof. The basic idea is to modify the Feige-Shamir protocol so as to embed a copy of the security
game G into the simulation task. However, the game G is not publicly verifiable, so (following prior
works, e.g., [BKP19]) this embedding requires checking G under a secure function evaluation.
Further modifications are required to completely rule out the possibility that the protocol is
EQPT.-ZK: we must prevent an EQPT, simulator from being able to use any form of rewinding to
its advantage.
The full protocol II for an arbitrary NP N coNP language L is as follows.

o The prover selects bits b}, ..., ) (they can all be zero for the honest prover). For every i, the
prover sets ct; to be a witness encryption of b; under the statement that x € L. The prover
the sends to the verifier all ct; and a NIWI proof that all ct; are valid witness encryption
ciphertexts OR that z € L, using a witness for x € L. (this is simply an instance-dependent
non-interactive extractable commitment scheme)

o The verifier samples x1,...,xy,b1,...,by as in the game G. The verifier computes y; = f;(x;),
and sends to the prover (yi,...,yx, 7), where 7 is a NIWI proof that either (1) all y; are in the
image of f;, or (2) the NP-statement z is in L. Finally, the verifier sends witness encryptions
b; of each b; under the statement that z € L, OT messages OT.Com(by),...,0T.Com(by),
and sends a NIWI proof that these b; and OT messages are well-formed and consistent with
each other (with respect to some b;) or that = € L.

e The prover sends commitments com; to strings z1,...,zy. The honest prover can set all of
these strings to 0.

o The verifier sends two commitments c¢g = Com(0;79), ¢c; = Com(0;r;) and two commitments
Cg = Com(rl-; ,01)

o The verifier proves to the prover (using the state-preserving argument of knowledge) that it
knows at least one (7, p;).

e The prover commits to a bit 8 and sends the commitment to the verifier.

o The prover garbles a circuit whose input is a string (b1, ...,by) and whose output is a NIWI
proof (using the NP-witness w) that either x € L or both of the following hold: (1) cg =
Com(0;75) (for some ) and cj is a commitment to 75, where 8 is the bit committed above,
and (2) there exists a j such that b; = b and f;(z;) = y;, where z; and ’; are consistent with
the prover’s first and second messages.

e The prover sends this garbled circuit, and sends the input labels to the circuit using the OT.

e The verifier decodes the OT messages, evaluates the garbled circuit, and verifies the NIWI
proof output by the circuit.

We sketch why this protocol satisfies soundness and post-quantum e-ZK but is not EQPT -ZK.

e-ZK. The e-ZK simulator first samples each b; uniformly at random, computes witness encryp-
tion ciphertexts honestly, and sends a NIWI proof using the witness encryption randomness as
input.
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Then, the simulator sets k = log(1/¢) and (given yi,...,yy) brute-force inverts each y; for
1 < j < k. It then commits to all of the inverses (and 0 strings otherwise). Next, it runs the
state-preserving AoK extractor (to accuracy €/2) on the cheating verifier, obtaining strings i, r;, p;,
and then commits to 8§ = i. Finally, the simulator garbles a circuit that outputs a NIWI proof
using the trapdoor witness (7, 7;, p;) and the decommitments to 3, z;, b; (for a choice of j such that
b;- =b;).

To see that this simulation is accurate, we note that it is computationally indistinguishable
from a hybrid simulator in which the first NIWI proof is computed using a witness for x € L.
Next, we note that (in this hybrid) there exists a j < k such that b; = b; with probability 1 — ¢
by the security of the prover’s witness encryption.®® Simulation security then follows by the hiding
of the prover’s commitments, the sender privacy of the OT, the simulation security of the garbled
circuit (where the circuit and input are non-uniformly hard-wired in this security reduction), and
the witness indistinguishability of the NIWI (where the statement and pair of witnesses are again
hard-wired nonuniformly).

Soundness. This largely follows the proof of soundness of the Feige-Shamir protocol and in
particular completely ignores the game G.

Specifically, let ¢* denote the index (chosen at random) used by the verifier in the state-
preserving AoK (denoting which commitment it is using as its witness). Let 5 denote the bit
committed to by the adversarial prover P*. We claim that if P* breaks the soundness of the pro-
tocol with non-negligible probability, then P* also simultaneously breaks soundness and satisfies
B # i* with non-negligible probability. This follows from the witness indistinguishability of the
AoK, which we assume holds even against attacks with the power to break the commitment to 3
(by setting security parameters appropriately). Then, we switch ¢;_;+ to be a commitment to 1 by
invoking the hiding of the commitment (even against adversaries that can break the commitment
to ). At this point, P* violates the soundness of the final NIWI, as the relevant NP statement is
false.

The protocol is not EQPT.~ZK. This step combines the proof technique of Lemma A.3 with
the above soundness analysis strategy. We eventually want to show that an EQPT,. simulator will
violate the soundness of the prover’s final NIWI, by switching to a world in which that NIWI
statement is false.

We consider the following cheating verifier V* and distinguisher D:

e V* has hardwired outputs yi, ...,y as well as a hard-wired NIWI proof 7 that each y; is in
the image of f; or that = € L.

e V* has a hardwired PRF seed s.

o V* generates its first message using the hardwired y1, . .., yx, 7, and by computing (b1, ...bx,7) =
PRFs(), where o denotes the prover’s message, and uses r to generate the OT commitments,
witness encryption ciphertexts, and associated NIWI proofs.

e Otherwise, V* acts as the honest verifier.

39The reduction from witness encryption security uses a witness for © € L to decrypt the verifier’s witness encryp-
tion; the soundness of the verifier’s NIWI says that these decrypted messages will be the b;.

104



o The distinguisher D has all of V*’s auxiliary input. The distinguisher simply checks whether
the transcript is accepting (by applying the PRF to generate the required OT randomness in
order to decode the prover’s last message).

Suppose that there exists an EQPT, black-box simulator S* that (on every (x,w) pair) simulates
the view of V* with respect to distinguisher D. This distinguisher D outputs 1 with probability 1
in the real world, and so D will output 1 on the view generated by S* with 1 — negl probability.

Without loss of generality, we assume that $* has maximum runtime cutoff of 2* (any S* can be
cut off at this runtime and maintain its negligible-accurate simulation by Claim 9.4). Moreover, we
assume that there are efficiently samplable distributions on L and L cannot be decided by 2*-time
quantum algorithms with advantage 27

The above implies that (1) the distinguisher D must still output 1 for randomly sampled z* € L
(using the distribution above). Moreover, the expected running time of S* on this new distribution
remains polynomial by the (2},27*)-hardness of L vs. L.*0

We next change the definition of V* to use a truly random function instead of a pseudorandom
function. D must still output 1 in this hybrid by the security of the PRF (in the quantum query
model for PRF security [Zhal2]), as PRF security continues to hold against EQPT .-adversaries by
Claim 9.4. We assume (2, 27*)-security of the PRF to preserve the expected runtime of S*.

We next change V* to output NIWI proofs using a witness for x € L (rather than the random-
ness it used to generate its commitments and ciphertexts). This holds assuming the 2~ 1ol witness
indistinguishability of the verifier’'s NIWI (which we may assume); to see this, represent the truly
random function as a 2/%-length truth table, and have the security reduction guess which input o
S* will eventually output. And again by invoking the WT of the NIWTI (this time with advantage
27121 27X we may assume that the expected runtime of S* in this hybrid remains the same (up to
negligible difference).

For the following analysis, let £ = O(log(T")), where T' denotes the expected runtime of S* (we
will specify k fully later). We claim that the event “b, # b; for all 1 <4 < k” holds in the current
hybrid with probability 27%. This holds assuming the (2/%l,271¢/)-receiver privacy of the OT, by
a similar argument to the above paragraph; we note that o’ can be extracted efficiently from the
witness encryption ciphertexts using a witness for 2 € L. Thus, in the above hybrid, D must also
output 1 with 1 —negl probability conditioned on b, # b; for all 1 < i < k, and the expected running
time of S* again does not change noticeably by OT receiver privacy.

In the current hybrid, the string (bi,...,by,r) is computed by V* using a 2lel_length truth
table of random strings, and we condition on the event “b; # b} for all 1 <14 < k,” where b} can be
extracted efficiently from the prover’s message. We now re-define V* to compute b; = 1-0/, for i < k
(rather than using an oracle/truth table) and note that this produces an identical distribution.

Finally, we again modify V* to compute all of its randomness using a PRF seed, but continuing
to set b; = 1 — b} for i < k. This does not change the experiment outcome noticeably by PRF
security.

Next, we replace S* by a O(T¢?) < O(T?)-oracle runtime approximation using Claim 9.4, so
that D still outputs 1 with probability at least % in the hybrid.

Finally, we are able to make use of the fine-grained pseudorandomness of F. Letting ¢ denote
the constant parameter in this assumption, we select k in the above argument so that the pseudo-
randomness assumption is valid against adversaries with the runtime of the current hybrid for all

40This holds because the simulator has a maximum runtime cutoff of 2*; in general, expected running time is not
preserved by computational indistinguishability.
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f; with j > k. The oracle runtime of S* is simply O(T®), and the oracle runs in a fixed poly(\)
time (independent of the constant implicit in k), so an appropriate choice of k will exist.

This means that D will output 1 with probability at least i even if all y; (j > k) are sampled
uniformly at random (rather than using f;).

We conclude that this experiment contradicts the soundness of the (last-message) NIWI. The
correctness of the OT + garbled circuit construction implies that D decodes a valid NIWI proof of
the NP statement described in the protocol. But the NP statement is now false: x ¢ L, b; # bj for
all j <k, and y; has no fj-inverse (with all but negligible probability) for all j > k. Thus, we have
a contradiction, and so an EQPT. S* does not exist. O
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