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Abstract

Given i.i.d. samples from an unknown distribution over a large domain [N], approximating
several basic quantities, including the distribution’s support size, its entropy, and its distance
from the uniform distribution, requires ©(N/log N) samples [Valiant and Valiant, STOC 2011].

Suppose, however, that we can interact with a powerful but untrusted prover, who knows the
entire distribution (or a good approximation of it). Can we use such a prover to approximate (or
rather, to approximately verify) such statistical quantities more efficiently? We show that this
is indeed the case: the support size, the entropy, and the distance from the uniform distribution,
can all be approximately verified via a 2-message interactive proof, where the communication
complexity, the verifier’s running time, and the sample complexity are O(v/N). For all these
quantities, the sample complexity is tight up to polylogV factors (for any interactive proof,
regardless of its communication complexity or verification time).

More generally, we give a tolerant interactive proof system with the above sample and com-
munication complexities for verifying a distribution’s proximity to any label-invariant property
(any property that is invariant to re-labeling of the elements in the distribution’s support). The
verifier’s running time in this more general protocol is also 5(\/N ), under a mild assumption
about the complexity of deciding, given a compact representation of a distribution, whether it
is in the property or far from it.
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1 Introduction

Given sample access to an unknown discrete distribution over a large domain [N], what can we
learn about the distribution’s properties? How many samples are required, and what is the com-
putational complexity of learning? These are basic questions in statistics and in computer science.
In particular, the problems of approximating the distribution’s (Shannon) entropy or its support
size, and applications thereof, have a long history of study spanning several fields. For additive ap-
proximation, Valiant and Valiant [VV10, VV11], following Raskhodnikova et al. [RRSS09], showed
that ©(NN/log N) samples are necessary and sufficient, where N is the size of the domain.

In this work, we study a new question: what is the complexity of verifying such quantities?
Suppose that an untrusted prover, who knows the distribution, claims that the entropy is k£ or that
the support size is M. Perhaps the untrusted prover claims that the distribution is close to uniform
over its domain, or that it has some other property. Can the prover provide a proof of approximate
correctness for such claims? We are interested in proofs that can be verified using fewer samples
and computational resources than it would take to approximate these quantities on our own. More
generally: which distribution properties can be verified efficiently? This continues a central theme
in theoretical computer science: studying the resources needed to verify that a computational task
was performed correctly, and comparing them with the resources needed to perform the task.

1.1 Our Results

We show that, for all three of these quantities, and for the general class of label invariant distribu-
tion properties (see below), approzimate verification can be very efficient. Verification is performed
via an interactive proof system [GMRS&5], where a probabilistic verifier has sampling access to the
distribution and communicates with an untrusted prover. This continues a study of proof systems
for distribution properties initiated by Chiesa and Gur [CG18]. Drawing inspiration from the prop-
erty testing literature [GGRI8, RS96], if the prover’s claim is approximately correct, the verifier
accepts with high probability. If the claim is far from correct, no matter what strategy a cheating
prover might follow, the verifier rejects with high probability. For verifying the entropy, we show:

Theorem 1.1 (Verifying entropy). There exists an interactive proof system, where the prover and
the verifier both get as input an integer N and parameters k,o > 0, as well as sampling access to
an unknown distribution D over domain [N], with the following properties:

o Completeness: If H(D) = k and the prover follows the protocol, the verifier accepts w.h.p.!,
where H(D) is D’s Shannon entropy.

e Soundness: If |H(D) — k| > o, then for every (computationally unbounded) prover strategy,
the verifier rejects w.h.p. over its samples and coin tosses.

e Complexity: The protocol consists of 2 messages. The communication complexity, sample
complexity, and verifier runtime are all O(v/'N) - poly(1/0).

See Section 1.1.2 for further discussion. We note that the sample complexity is nearly-optimal
(for any interactive proof, regardless of its communication or round complexities). The verifier
uses private coins. The honest prover can be implemented using poly(N, 1/0) samples (see Remark
2.3), but its running time is quasi-polynomial in N (see Remark 2.2). Reducing the honest prover’s
running time to be polynomial in N is a natural and important goal for future study.

Tt suffices for k to be within a ©(c/log N) (additive) term from H(D).



Support size and distance from uniform. We get a similar result to Theorem 1.1 for verifying
the statistical (L1) distance from the uniform distribution, up to a o additive error. We also get
a similar result for verifying the support size. The prover claims that the support size is M. If
the prover is honest, then the verifier will accept w.h.p. If the distribution is o-far (in statistical
distance) from having the claimed support size, then, no matter how the prover cheats, the verifier
will reject w.h.p. This latter protocol can be used for additive approximation of the support size,
under a promise that the probability of each element in the support of the distribution is at least
1/N (this is the standard formulation of the problem). See Section 2.3 for further details.

1.1.1 Verifying General Label-Invariant Properties

Our main result is a general proof system for approximately verifying any label-invariant distribution
property. In the spirit of property testing, we focus on verifying that a distribution has (or is close
to having) a property, such as being uniform over the domain.

A distribution property is a set of distributions (similarly to the way a language is a set of strings),
parameterized by the size of the domain N. Label-invariant properties (sometimes referred to as
symmetric properties) are a natural class of distribution properties. As the name suggests, changing
the “labels” of elements in the support of a distribution should not change membership in a label-
invariant property. More formally, for a distribution D over the domain [N], and a permutation
7 : [N] — [N], we let m(D) be the distribution obtained by sampling from D and applying the
permutation w to the outcome. A property P is label-invariant if for every distribution D € P,
and every permutation 7 over D’s domain, (D) € P. Many natural properties are label-invariant:
indeed, this is the case for the properties of being uniform, having entropy k, or having support size
M. Another example is the property of being m-grained, where the probabilities of all elements
are integer multiples of 1/m [GR21]. We measure the distance of a distribution D from a property
‘P by D’s total variation distance to the closest distribution in P.

Theorem 1.2 (Main result: tolerant verification of label-invariant properties). For every label-
invariant property P, there exists an interactive proof system, where the prover and the verifier
both get as input an integer N and proximity parameters eq,e¢ € [0,1] where e. < e, as well as
sampling access to an unknown distribution D over support [N], and the following properties hold:

o If D ise.-close to the property (i.e. D is at statistical distance at most €. from a distribution
that has the property) and the prover follows the protocol, then the verifier accepts w.h.p.

o If D is eg-far from the property (its statistical distance from every distribution in the property
is at least €f), then no matter how the prover cheats, the verifier rejects w.h.p.

The protocol consists of 2 messages. Taking p = €y — e, the communication complexity and the

verifier’s sample complexity are 5(\/N) - poly(1/p). If the property has an efficient approximate
decision procedure (Definition 2.6 below), then the verifier’s runtime is also O(v/N) - poly(1/p).

We emphasize that the completeness requirement is tolerant [PRRO6]: the verifier should accept
even if the distribution is not in the property, so long as it is close to the property. The complexity
is polynomial in the gap (e5 — e.) between the distances. Tolerant verification can be used to
approximately verify the distribution’s distance to the property: if the prover claims the distance
is ¢, we can verify this (up to distance p) by setting e, = 0 and €y = § + p in our proof system. See
Section 1.2 for related work on property and distribution testing.



Many of the remarks made after Theorem 1.1 also apply here: the verifier uses private coins.
The honest prover can be implemented using poly(NV, 1/p) samples, but its running time is super-
polynomial in N (see Remark 2.2). The sample complexity is optimal up to poly(log N, 1/p) factors.

The verifier’s runtime is small so long as the property satisfies a mild approzimate decision
condition condition. In a nutshell, this assumes the existence of a polynomial-time procedure A
that, given a histogram of the distribution’s probabilities, accepts if the distribution is in the prop-
erty and rejects if the distribution is o-far from the property. The histogram is defined as follows:
we bucket the elements in the domain according to their (approximate) probabilities, and the his-
togram specifies the number of elements in each bucket. In more detail, we round each element’s
probability down to the nearest value ¢” /N for an integer i, where 7 is an approximation param-
eter that is polynomial in 0. We refer to this as the distribution’s 7-approximate histogram (or
bucket histogram), and note that a distribution’s histogram gives sufficient information for approx-
imating the distribution’s distance from a label-invariant property. We can ignore the elements
whose probabilities are very small, so the T-approximate histogram can be represented using only
O(log? N/7) bits. The approximate decision procedure should run in time that is polynomial in
this representation, i.e. in poly(log N,1/0) time. See Section 2.4 and Definition 2.6 for further
discussion.

Remark 1.3 (Delegating the distance computation). While we find the efficient approzimate deci-
sion property described above quite mild, we can also obtain an interactive proof protocol under the
much milder requirement that the approximate decision procedure A runs in space that is polyno-
mial in the histogram’s representation and in the error parameter . This can be done by delegating
A’s computation to the untrusted prover using the IP = PSPACE protocol [LFKN92, Sha92]. Note
that this protocol is not doubly-efficient [GKR15], so this might increase the runtime of the honest
prover, as well as the round complexity. Other interactive proof protocols [GKR15, RRR16] can
give better round complexity or prover runtime under different assumptions on A’s complexity.

Verifying the distance from the uniform distribution is an immediate special case of Theorem
1.2. The proof systems for verifying the entropy and support size also follow, though a bit more
care is needed to translate the statistical distance from a property into a guarantee about the
approximate correctness of a quantity of interest (e.g. relating D’s statistical distance from a
distribution of entropy k to the difference between D’s entropy and k). See Section 2.3.

1.1.2 Further Remarks

Optimal sample complexity. Extending a result of [CG18], we show that Q(\/N ) samples are
essential for any verification protocol for the quantities we study, regardless of its communication
complexity or the verifier’s running time (see Appendix B). As noted above, this implies that the
sample complexities of Theorems 1.1 and 1.2 are optimal up to poly(log N, 1/0) factors.
Intuitively, the lower bound holds because the verifier can’t say anything about the prover’s
claim before it sees a collision (two appearances of the same element). By a birthday paradox
argument, this requires v/N samples. Our results show that once O(\/N ) samples are allowed, the
situation becomes dramatically different: we can verify a rich class of properties very efficiently.

Comparison to prior results. For verifying general distribution properties, it was known how
to obtain either: (i) small sample complexity with large communication and verification time, or (i7)
small communication complexity with large sample complexity and verification time. The former



follows using a protocol of Chiesa and Gur [CG18]: the prover sends a complete description of a
distribution D. The verifier checks that D is close to the property, and then runs a distribution
tester to verify that the alleged distribution D is e-close to the actual distribution D. This can be
done using O(v/N /£2) samples [BFFT01, VV14, Gol20b]. Moreover, the protocol is non-interactive,
using only a single message, and the honest prover runtime is polynomial in N. However, the
verification time and the communication are quasi-linear in N. In the other direction, the verifier
can ignore the prover and learn (an approximation to) the entire distribution D on its own (see
Section 3.30). This requires no communication, but the sample complexity and verification time
are linear in N.

In contrast to the above solutions, our focus in this work is on verification that is simultaneously
efficient in terms of the verifier’s running time, of the communication complexity, and of the sample
complexity. In our protocols, all of these complexity measures are bounded by O(v/N) - poly(1/0).
In particular, our results give a quadratic improvement over the communication complexity and
verification time of the Chiesa and Gur protocol, and a quadratic improvement over the sample
complexity and verification time of the standalone tester.

Verifying upper and lower bounds. We note that a lower bound on the distance from the
uniform distribution is significantly easier to verify. l.e., verifying that an unknown distribution
is far from uniform can be done using the celebrated protocol for the statistical distance problem
[GMR85, GMWO91, SV03]: the verifier flips a coin, samples either from the unknown distribution
or the uniform distribution, sends the result to the prover, and asks the prover to reconstruct its
coin flip. This requires only a single sample and logarithmic communication! On the other hand,
verifying an upper bound on the distance from the uniform distribution is significantly harder, and
requires at least v/ N samples (see Appendix B). There is an analogous gap between the complexity
of verifying upper bounds on the distribution’s entropy (which is easier - indeed, we use an entropy
upper bound protocol in our main construction, see below), and verifying lower bounds (which is
hard). In particular, in our setting, where the verifier only gets sample access to the distribution,
the complexity of verification is not closed under complementation. We remark that this is very
different from the situation in the white-box setting, where the verifier is given an explicit circuit
that can be used to sample from the distribution (a setting studied in the statistical zero-knowledge
literature). See Section 1.2 and the survey by Goldreich and Vadhan [GV11] for further discussion.

1.2 Wider Perspective

In this work, we study the question of verifying properties of an unknown distribution using fewer
resources than it would take to assert or even approximate the properties. We study the power of
interactive proof-systems, introduced by Goldwasser, Micali and Rackoff [GMRS&5], in this setting.
This builds on a line of work that studies the power of sublinear time verifiers, who cannot read
the entire input [EKR04, RVW13, GR18], on verifying properties of distributions using a small
number of samples [CG18], and on verifying the result of machine learning algorithms using a small
number of labeled examples [GRSY21]. In particular, Chiesa and Gur [CG18] introduced and
studied interactive proofs for distribution verification. They showed upper and lower bounds for
interactive and non-interactive (1-message) verification. Focusing on the sample and communication
complexities of verification, they show that there exist properties for which distribution verification
can be much less expensive than distribution testing.



Property testing and distribution testing. Following Chiesa and Gur [CG18], our work
builds on the notion of distribution testing, studied in the field of property testing [GGR98, RS96].
Distribution testing is a special case of property testing, where the object being tested is a distri-
bution over a large domain, and the tester can access the distribution by sampling it. Similarly
to our work, the goal is to reject distributions that are far from the property and to accept dis-
tributions that are in the property. In tolerant testing, introduced and studied by Parnas, Ron
and Rubinfeld [PRR06], we add the requirement that distributions that are close to the property
will also be accepted. See the book by Goldreich [Gol17] and the survey by Cannone [Canl5], and
the references therein, for further background. The main difference between this literature and our
work is that we allow a distribution verifier to also communicate with a powerful but untrusted
prover, who knows the distribution.

We elaborate on the works most closely related to ours in the the standalone distribution testing
model, focusing on testing uniformity, support size and entropy. Uniformity testing is a foundational
and widely-studied problem: Given a distribution over the domain [NN], the goal is distinguishing
the case where the distribution is uniform over [N] from the case where it is e-far from uniform (in
statistical distance). In the context of property testing, this problem was first studied by Goldreich
and Ron [GRO0] (under a different phrasing), who showed a ©(v/Ne~*) upper bound. Following
their work, through a series of works by Batu et al. [BFR1T00, BEF*01], Chan et al. [CDVV14],
Acharya et al. [ADK15], and Diakonikolas [DKN15], it was shown that O(v/Ne~2) samples are
sufficient and necessary to test uniformity. Paninski [Pan08] showed a matching lower bound. See
also Goldreich [Gol20a].

For tolerant testing, a series of works by Raskhodnikova, Ron, Shpilka, and Smith [RRSS09],
Valiant [Valll], and Valiant and Valiant [VV10] resulted in sample complexity lower bounds of
Q(N/log N) for tolerant uniformity testing, entropy estimation and support size. Matching upper
bounds were shown by Valiant and Valiant [VV11]. Further optimal results relating to estimation
of label-invariant properties under different risk measures retain a similar sample complexity with
relation to the domain size, and can be found in [JVHW15, WY16, JHW18, HJW18]. As demon-
strated by the above results, in the stand-alone distribution testing setting (without a prover),
tolerant testing of a property can be significantly harder than non-tolerant testing (e.g. this is
the case for distribution uniformity testing). Cannon, Jain, Kamath, and Li [CJKL21] recently
showed tradeoffs between the promise parameters and the sample complexity for fundamental tol-
erant testing problems. Chakraborty et al. [CFGT21] show that for label-invariant properties, the
gap between tolerant and non-tolerant distribution testing can be at most quadratic.

White-box vs. Black-Box access to D. Approximating the entropy of a distribution, or
determining whether two distributions are close or far, are basic problems in computer science and
statistics. They have been studied in different models, and the complexities of these problem differ
according to the type of access we are granted to the distributions. In the black-boxr model, we are
granted only sampling access to the distributions. This is the focus of our work and the distribution
testing literature (see above). These problems have also been studied extensively in the white-box
model, where we are given the description of a sampling device, such as a Boolean circuit. The
distribution is generated by feeding a uniformly random input to this circuit. The study of these
problems in the white-box model is quite different from the black-box model (which is the focus of
our work). For example, sample complexity is no longer an issue in the white-box model: we have a
succinct description of the entire distribution! We can use this description to generate samples or to



conduct other computations. Indeed, the focus is on verification time that is poly-logarithmic in the
distribution’s support size. The white-box variants of entropy approximation and of approximating
the distance between distributions are known to be complete for the complexity class Statistical
Zero Knowledge [GSV99, SV03, Vad04]. See Goldreich and Vadhan [GV11] for a survey on the
study of these problems in the two models.

2 Technical Overview

We focus on proving Theorem 1.2: a proof system for label-invariant properties. After setting up
the notation, we present in Section 2.1 a simplified / idealized version of our protocol that highlights
the main ideas. This simplified version uses 4 messages. In Section 2.2 we discuss complications
that arise and additional ideas that are used in the full protocol, as well as how to reduce the
number of messages from 4 to 2.

As discussed above, the histogram of a distribution can be used to compute the distribution’s
membership in, and distance from, any label-invariant property. An important object in our work
is the T-approximate histogram (or bucket histogram) of a distribution, where we perform a multi-
plicative discretization of the probabilities and place the elements into “buckets” accordingly. For
a discretization parameter 7 > 1/N, the i-th bucket consists of all elements whose probabilities
are in [¢'" /N, e(+17 /N). The set of buckets is L = {i € N : 7/N < €/"/N < 1}. For simplicity,
we assume in this overview that there are no elements whose probability is less than 7/N (since
there are at most IV such elements, their total mass is at most 7). Thus, the number of buckets
is O((log N)/7). We define the mass of bucket i to be the cumulative mass of all the elements in
the i-th bucket, and denote this quantity by p;. The number of elements in the bucket is between
N -p; /et D7 and N - p;/e'". The approximate histogram is specified by {p; }icr.-

Distance from a histogram. The T-approximate histogram of a distribution D doesn’t describe
D exactly, but it induces a collection of distributions (D among them), all with the same 7-
approximate histogram. As all the distributions have the same histogram, every pair of distributions
in the set is close up to a relabelling of the domain, i.e. some permutation of the first distribution
is at statistical distance O(7) from the second distribution. We define the distance of an arbitrary
histogram from a distribution D as the smallest distance between D and a distribution D’ from
the set of distributions induced by the histogram. We define a histogram’s distance from a label-
invariant property similarly, as the smallest distance between the property and a distribution D’
from the set of distributions induced by the histogram. By the above, if a histogram is close to a
distribution D, then its distance from a label-invariant property is a good approximation to D’s
distance from the property.

2.1 The Simplified Protocol

We construct a protocol for obtaining a wverified histogram of D. In the protocol, the untrusted
prover claims that a T-approximate histogram {p;};cr, is close to D. If the prover follows the
protocol, then {p;};er, will indeed be close to D and the verifier accepts. If, however, the claimed
histogram is far from D (i.e. it does not induce D’ that is close to D), then the verifier will reject
with high probability (over its coins and samples). Once the verifier has a verified 7-histogram, the



protocol of Theorem 1.2 follows, see Section 2.4. The main challenge is verifying that the alleged
histogram {p;} ez, is close to D.

First step: obtaining tagged samples. The first two messages of the protocol are as follows:

1. The verifier obtains s = O(V/N) - poly(7—!) samples from D, and sends the collection S of
samples to the prover.

2. For each sample x € S, the prover specifies the alleged index iy € L of 2’s bucket.

If the prover is truthful, then these samples are sufficient for obtaining a very good approxima-
tion to D’s bucket histogram. For a bucket j € L, denote by p; the fraction of samples tagged by
the prover as belonging to bucket j (if an element z occurs multiple times in the sample, we count
each of its appearances in computing this fraction. Of course, all appearances of x should get the
same tag). The fraction p; is a claim about the empirical mass of bucket j. We denote the true
empirical mass of bucket j by p; (that is, the fraction of samples sampled from the real bucket j).
If the prover is honest, then for all buckets p; = p;. By standard concentration bounds, p; is very
close to the true mass of bucket j, p;, and we conclude that the alleged histogram {p;};cr, is close
to the underlying distribution D.

Of course, the prover might be cheating: tagging elements as having higher or lower probabilities
than they truly have. Detecting this type of cheating is the primary challenge for our protocol.

Second step: counting collisions. The verifier attempts to detect cheating behavior by drawing
a second collection T of i.i.d. samples from D, and counting the number of collisions with elements
tagged as belonging to each alleged bucket j € L:

3. The verifier samples a set 17" of s = 5(\/N) -poly(r71) fresh i.i.d. samples.

4. For each alleged bucket j € L, the verifier counts the number 5]- of samples from T that
collide with elements in the first sample S that were tagged as belonging to bucket j.

5. The verifier checks that all (significant) buckets j satisfy that é’j is close to the number of
collisions that would be expected if the probability of all the elements in S tagged as belonging
to bucket j was close to /7 /N, and rejects if not.

We remark that in this second test (and for the remainder of this overview), we ignore “insignif-
icant” alleged buckets, whose claimed weights p; are below a threshold p = poly(7/log N) that is
set low enough to ensure that they don’t interfere with the analysis. We show that, if the prover is
honest, then for each significant bucket, the number of collisions is tightly concentrated around its
expectation, and the collision test will pass.

If the prover is dishonest, then the collision test constrains its (cheating) tagging to maintain
the expected number of collisions on elements tagged as belonging to each alleged bucket j. In
particular, for each alleged bucket j, the prover cannot tag only elements whose true probabilities
are all significantly larger than /™ /N as belonging to the bucket, since the verifier would see more
collisions than it expects and reject. Similarly, the prover cannot tag only elements whose true
probabilities are all significantly smaller than /™ /N as belonging to bucket j. Rather, the collision
test forces a cheating prover who wishes to significantly mis-tag many elements to “mix”, into many
alleged buckets j, elements with probabilities that are both higher and lower than /7 /N.



Catching mixing - simplified case. In light of the collision counting test, our main challenge
is catching a “mixing” attempt as described above. To illustrate how we deal with such mixing
attempts, we focus on a (relatively) simple scenario: a cheating prover tags all the samples in S as
belonging to a single bucket j. Effectively, the prover is claiming that that the distribution is nearly
uniform over a set of size N/e/7. In reality, however, the distribution is far from the prover’s claim,
and the samples come from a mix of different buckets (some “above” j and some “below”). We note
that this problem, distribution testing for the property of being uniform over some subset of the
domain of a given size M, was studied by Batu and Cannon [BC17] in the standalone distribution
testing setting. They showed optimal sample complexity bounds of © (N 2/ 3) (for testing without
a prover). We show how to verify this property using O(v/N) samples and communication: this
follows from the general result of Theorem 1.2, but the protocol we outline below gives a more
direct construction.

How can we catch a cheating prover who is claiming that the distribution is nearly-uniform over
a set of size N/e/™? The collision test is not sufficient: there are distributions that are far from
uniform over N/e/™ elements, but they have collision probability e/ /N, so their “farness” cannot
be detected using 2-way collisions. We need a different way of detecting this type of cheating. We
do so using the following lemma, which states that if a distribution D is far from uniform over a
set of size S, but has collision probability 1/]S|, then its Shannon entropy must be large:

Lemma 2.1 (Relating entropy, collisions, and the distance from uniform. See Lemma 5.2). For
every discrete distribution D, integer K € N, and parameters o, € [0,1]. If D satisfies:
1—y 14y

e D’s collision probability is approximately % |D||3 € [T? T}’

e D is at statistical distance at least o from every distribution that is uniform over K elements,

then,

2
H(D) > log(K) + 2 =1 (1)

Recall that the Shannon entropy H(D) is never smaller than log(1/||D||3). Indeed, for a uniform
distribution these two quantities are identical, so the condition that D is far from uniform is
essential. Note that for D to satisfy the conditions of the lemma, it must be the case that D has
support size larger than K: distributions with support size K or less that are far from uniform
over their support will have collision probability larger than 1/K.? See Section 5.1 for a formal
statement and the proof of Lemma 2.1.

We conclude that, in the simple scenario analyzed above, while the cheating prover was able
to fool the collision test, to do so it had to claim that the distribution has significantly smaller
entropy than the truth (i.e. the cheating prover claimed that the entropy is only log(K), but the
true entropy is lower bounded by Equation (1)). To detect this false claim, we ask the prover to
execute an entropy upper bound protocol, which they are bound to fail. The entropy upper bound
protocol we use is taken from the statistical zero knowledge literature [SV03, Vad99] (see below).

2This follows from Pinsker’s Inequality, which implies that if D has support of size at most K and is o far from
uniform over K elements, then its entropy can be upper bounded by log(K) — o2. We remark that while Pinsker’s
Inequality might seem to be related to the statement of Lemma 2.1, it gives a result in the opposite direction (an
entropy upper bound, rather than a lower bound).



Catching mixing - general case. In the general case, a cheating prover might tag the sample
elements as belonging to many different buckets (rather than claiming that they all belong to a
single bucket). Still, the prover’s tagging induces a claim about the distribution’s histogram. As
discussed above, for each (significant) bucket j, the prover is claiming that approximately a p;
fraction of the distribution’s mass is nearly uniform over a set of size (Np;)/e/™ (where p; is the
fraction of the samples in S tagged as belonging to bucket j). In particular, this induces a claim
about the distribution’s (approximate) Shannon entropy. Similarly to the simplified case analyzed
above, we show that w.h.p., if a cheating prover significantly mis-tags the samples in S, but does
so using tags that can pass the collision test, then the entropy claim derived from the tags is
significantly smaller than the true Shannon entropy of D.

To prove that the claimed entropy is smaller than the true entropy, we partition the domain [V]
into disjoint subdomains, such that if we restrict D to these subdomains, the conditions of Lemma
2.1 hold. This gives us a lower bound for the entopy of D restricted to each of these sub-domains,
and we can combine these to get the desired lower bound on the entropy of D. This partition
is defined as follows: consider all the elements in the sample tagged by the prover as belonging
to bucket j. In actuality, these elements might be from different buckets. For every bucket i, we
denote by x; ; the fraction of samples whose true bucket is 7, which were mistagged as belonging to
bucket j. We then, for each i, take z; ; fraction of the elements of each real bucket i (we emphasize
that here we refer to all elements in the support of D that are in bucket ¢, not just those in the
sample), and define their union to be the j-th subdomain of [N]. We continue this process for every
j and obtain a partition of [N].

If the prover tagged the samples in a way that is likely to pass the collision test, then we have
a good approximation for the collision probability of D restricted to each of these subdomains (it
should be close to the collision probability of a uniform distribution over a subset of the appropriate
size). If the cheating prover’s tags induce a histogram of the sample that is far from its true
histogram, we conclude that for a significant portion of these subdomains, the restriction of D to
the them will be far from the corresponding uniform distribution. Thus, we can apply the lemma
to the restriction of D to each of these subdomains, and derive a lower bound for the entropy
of D. We note that, for technical reasons, in the formal proof we define an alternative fictitious
distribution D’, which is sufficiently close to D, and carry out the above argument over D’.

Entropy upper bound protocol. We conclude that if the prover is cheating but it passes the
collision test, then w.h.p. it’s claim about the distribution’s entropy is significantly smaller than
the true entropy H(D) (in the completeness case, on the other hand, w.h.p. the claimed entropy
is very close to the true entropy). To catch the cheating prover, we use a protocol that verifies
(using sample access) that a distribution’s Shannon entropy is below a claimed threshold. This
employs ideas from the statistical zero knowledge literature, and in particular the reduction from
the entropy gap problem to the statistical distance problem [SV03, GV99, Vad99], see Section 5.2.

We elaborate briefly. First, we can turn the Shannon Entropy gap between the prover’s claim
and the truth into a min-entropy gap by repetition: taking several samples from the distribution.
This idea goes back to the work of [HILL99]. We can upper bound a distribution’s min-entropy via
a standard protocol that uses a strong seeded randomness extractor (see e.g. Vadhan [Vadl2al).
Consider applying an extractor (with appropriate parameters) to a sample from the distribution:
if the min-entropy is as claimed, then the extracted outcome will be far from uniform. On the
other hand, if the entropy is larger than claimed, then the outcome will be close to uniform. In the



min-entropy upper-bound protocol, the verifier flips a coin and, depending on the outcome, sends
either the extractor’s output, or a uniformly random string. The verifier then asks the prover to
distinguish the outcome of its coin flip. If the min-entropy was as claimed, then the prover can
distinguish with good advantage, but if the min-entropy was significantly larger, then the prover is
doomed to fail and will be caught.

Remark 2.2 (Honest prover running time). The main bottleneck is in the protocol’s final step,
where the (honest) prover needs to distinguish whether the string it received is an output of the
extractor, or a uniformly random string. Recall that we use repetition to reduce a claim about
Shannon entropy into a claim about min-entropy. The repetitions cause a super-polynomial blowup
in the distribution’s support size, which means that distinguishing the extractor’s output from a
uniformly random string by brute force requires NPOWI08N:1/0) time  Obtaining a polynomial honest
prover is a natural question for future work.

Remark 2.3 (Honest prover sample complexity). For the sake of the analysis, we assume the
honest prover has full information on the distribution. Following an argument in [CG18], we can
“compile” such a proof system into one where the honest prover only has black-box sample access
to D and uses poly(N) samples. To see this, suppose the verifier’s sample complexity is bounded by
s. The prover P can use 6(]\7 -52) samples to learn, w.h.p., the full description of a distribution D’
that is o(1/s)-close to the true distribution D. If the protocol is complete when the true distribution
is D', then, by a hybrid argument, the verifier will still accept w.h.p. when the prover behaves as if
the distribution is D', but the verifier’s samples come from D.

2.2 Towards The Full Protocol

From 4 messages to 2 messages. The protocol, as described above, consists of 4 messages, or
two sequential phases, each comprising 2 messages: in the first phase, the verifier sends its samples
S and the prover responds with their tags. The tags induce an alleged histogram {p;}, and a claim
w about D’s entropy. In the second phase, the verifier (after running the collision test), runs the
entropy upper bound protocol: sending a hash function h and flipping a coin to decide whether
to send the hash of samples drawn from D, or to send a uniformly random string. The prover
responds by trying to guess the verifier’s random coin flip.

The key observation for collapsing these two phases is that the only information needed to run
the second phase is the alleged entropy w. We can run both phases in parallel (and reduce the
number of messages to 2) by having the verifier initiate independent executions of the entropy
upper bound protocol, one for each possible value of w (discretized to multiples of 1/poly(c)). In
parallel, the verifier also sends the samples S. The prover responds by tagging the elements in S
(as in phase 1). Let w be the entropy claim induced by the prover’s tags. The prover also sends
a response to the appropriate entropy upper bound challenge (the execution that used the bound
closest to w). The verifier runs the collision test to check the tags, computes the entropy w, and
completes the verification of the appropriate entropy upper bound protocol execution.

In the collapsed protocol, a cheating prover can adaptively choose its tags for S, based on the
entropy upper bound challenges it received, but its hands are still tied: if it wants to pass the
collision test, it must tag the elements in S using a “mixing” strategy that will induce a claimed
entropy that is larger than H(D). Intuitively, a cheating prover’s only freedom is in choosing a
specific value for w, out of the possible (discretized) values that are bounded away from H(D). To
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argue that the collapsed protocol remains sound, we use an entropy upper bound protocol with
sufficiently small soundness error, and take a Union Bound over the prover’s choices.

Dealing with heavy elements. The full protocol encounters several complications that were
brushed under the rug in the overview. Most significantly, “weighty” elements in the support of D,
whose probabilities are above a certain threshold, do not behave as nicely as we need them to. This
“non-nice” behavior is both in terms of concentration for the number of collisions they induce, and
in the decomposition of D into the subsets F;. We do show nice behavior (as described above) for
light (non-weighty) elements, whose true probabilities are below (poly(p)/(v/N - polylogV)).

We deal with heavy elements by having the verifier draw an additional initial sample W of size
w = O(V/N) - poly(p~'). We choose w to be large enough that W will include all of the heavy
elements w.h.p. On the other hand, W is still of size only roughly v/N, so the verifier can run a
“brute force” distribution learning algorithm to learn a very good approximation to the distribution
D conditioned on W (see e.g. Goldreich’s book [Gol17]). For this, we assume the mass of W is large
enough, so we can sample from this conditional distribution using rejection sampling (otherwise, if
the mass of W is small, we can just ignore these elements). We emphasize that in this initial step,
which deals with the heavy elements, the verifier does not need the prover’s help.

The verifier can then run the verified histogram protocol on D restricted to the domain (N '\ W),
where w.h.p. all the elements are light. Again, we assume the mass of (N \ W) is large enough
for rejection sampling (otherwise, the distribution over W is a good approximation to D, and the
verifier doesn’t need the prover). The full protocol and its analysis are in Section 4.

2.3 Approximating the Entropy and Support Size

The protocol behind Theorem 1.2 allows the verifier to obtain an approximate histogram that is p-
close to the real distribution D (otherwise the verifier rejects w.h.p.). Given this protocol, verifying
the distance from the uniform distribution is immediate. Verifying the entropy and support size
also follows, because the values asserted by the histogram for these quantities will be close to the
true quantities on D. Theorem 1.1 and the proof system for approximately verifying the support
size follow by the following claims:

Claim 2.4. Let {ps}e be a T-approxzimate histogram that is p-close to a distribution D over support
[N]. Define the entropy induced by the histogram as:

- N
H= E Dy - | — .
- D¢ - 108 <€£T>
Then we have:
‘H(D)—ﬁ‘ =O((plogN) + 1)

Claim 2.5. Let {ps}ecr be a T-approximate histogram that is p-close to a distribution D over
support [N]. Let Supp(D) C [N] denote D’s support, and suppose that every element in D’s
support has probability at least n/N for n > 0. Define the support size induced by the histogram as:

— BN
\Supp\ = E ol
leL
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Then we have:
— —— )N
[Supp(D)] — [Suppl| < O(r) - [Suppl + £~

From the above claims we conclude that we can deduce the distribution’s entropy and support
size up to any desired error ¢ by picking p to be small enough (note that this, in turn, sets 7 in
our protocol to be even smaller than p). See Section 6.2 for formal statements and proofs.

2.4 From Verified Histograms to Tolerant Verification

Section 2 outlined the main technical tool we use in our results: an efficient protocol that allows
the verifier to obtain a verified T-approximate histogram to the unknown distribution D (for 7
of its choice). In this section, we outline how this histogram can be used not only to verifiably
approximate various interesting quantities of distributions, as described in Section 2.3, but also to
prove Theorem 1.2: tolerant verification of label-invariant distribution properties.

Concretely, after having obtained a histogram {p;};, which is verifiably close to the samplable
distribution D, and given some label invariant property P, the verifier now needs to verify whether
the distribution D is €, close the property (and reject if it’s e far from it). In order to achieve this,
we show a protocol that allows the verifier to distinguish whether the histogram {p;}; is close to
P, or far from it (i.e. whether there exists a distribution consistent with {p;}; that is close to the
property, or all such distributions are far from the property). The distance of D from the property
can be bounded using the triangle inequality. As the distance between D and {p;}; is with high
probability at most § = O(y/7), choosing 7 such that § < ey — . allows us to relate the distance
of {p;}; from the property to the verification at hand.

Verifying that the histogram {p;}; is close to the property. Our protocol for accom-
plishing this works (roughly) as follows - the verifier asks the prover to provide the histogram of a
distribution @ inside the property, which is closest to {p;}; (i.e. if P is the distribution consistent
with {p;}; closest to the property, then @ is the distribution inside the property closest to P), and
then, the verifier tests for the following two conditions - whether this histogram is indeed consis-
tent with some distribution whose distance from {p;}; is small (at most e.); and that it’s indeed
consistent with some distribution which lies inside the property. If so, the verifier will conclude
that D is indeed close to the property and accept, and otherwise, the verifier will reject.

We thus require establishing efficient ways of performing these tests. To this end, we use two
tools: (i) an efficient mechanism for estimating the distance between two histograms (which we
elaborate on shortly); (ii) an efficient approximate decision procedure for deciding whether a given
histogram is consistent with some distribution that is inside the property:

Definition 2.6 (Efficient approximate decision procedure). A distribution property P has an effi-
cient approximate decision procedure if there exists a polynomial-time procedure A as follows. A
gets as input the domain size N, a distance parameter o € (0,1), and an approzimate histogram
{(i,m;)}. There exists a function u(N,o) = poly((1/log N),o) s.t. for every integer N, every
distribution D over [N] and every o > 0:

o If D isin P, then A accepts the u-approximate histogram of D.

o A rejects every u-approzimate histogram that is not o-close to P.

12



We assume that the property in question has an efficient approximate decision procedure. We
view this as a mild assumption (and note that it can be relaxed, see Remark 1.3). In Section 6.1
we show efficient approximate decision procedures for several natural properties.

As for approximating the distance between two histograms, we show an algorithm that
given two T-approximate histograms {p;}; and {g¢;};, approximates the distance between them
(defined to be the minimal distance between two distributions, where one is consistent {p;};, and
the other is consistent with {g;};). The algorithm runs in time poly(log N,1/7) and approximates
this distance by up to an O(7) additive error.

The algorithm is based on the fact that given two histograms {p;}; and {g¢;};, it is possible to
construct two distributions P and @, such that the distance between these distributions is easily
estimated, and at the same time, it approximates well the distance between the original histograms.
The quality of this estimation is a function of 7 (see Proposition 3.29 for more detail).

Thus, the protocol outlined above proves the following proposition:

Proposition 2.7. Fiz N, and a label invariant property P, as well as parameters e. and cy. Let A
be an efficient approximate decision procedure for P, with function i (see Definition 2.6). Denote
p=cf—¢€c, and let T = O (min{u(N, p),p}). There exists a 1-message protocol between a prover
and a verifier, such that assuming that the verifier and the prover get as input a T-approximate
histogram {p;}; that is p/3-close to a distribution D over domain [N], the following hold:

e Completeness. If Agp(D,P) < e., then there exists a prover message that makes the verifier
accept (w.p. 1).

e Soundness. If Agp(D,P) > €y, then no matter what message the prover sends, the verifier
always rejects.

The prover message length and the runtime of the verifier are poly(log N,1/7).

This proposition, alongside the protocol for obtaining a histogram {p;}; close to D, allows the
verifier to tolerantly verify label-invariant properties. For more on the proof of this proposition, as
well as a formal proof of Theorem 1.2, see Section 6.

2.5 Organization of this Paper

In Section 3 we review basic definitions regarding distributions and distributions testing, and also
provide proof for a folklore result in distribution testing (Theorem 3.30): an algorithm that learns
distributions up to small error (using many samples). In Section 3.3 we introduce the measure of
relabeling distance, which is used extensively in our work. In Section 3.4 we define the formal setting
for verification of tolerant distribution properties, which we explore in the subsequent sections.

Section 4 contains our main result (Theorem 4.1), which shows that through communication
with an untrusted prover, a verifier can efficiently obtain a verified approximation (in relabeling
distance) of a given distribution D’s histogram, while using only a bounded number of samples
from D. This section also contains the proof of this theorem, which itself relies heavily on two
claims: the first is Theorem 3.30 (see above), and the second is a special case of our main result
(Lemma 5.1), where the input distribution D is assumed to contain no heavy (high probability)
elements.

Section 5 deals with the special case of our main result mentioned above and its proof. Before
presenting the proof of Lemma 5.1 in Section 5.3, we introduce two fundamental tools used in
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the proof, and dedicate a section to each: Section 5.1, deals with proving a relation between
the relabeling distance from uniform of a distribution, its entropy, and its £5 norm; and Section
5.2 recounts the entropy upper bound protocol from the statistical zero knowledge literature (we
provide a self-contained proof, following the exposition of Vadhan [Vad99]).

The aforementioned results are then leveraged in Section 6 to provide a collection of corollaries.
First, we show a tolerant verification protocol for label invariant properties that admit an efficient
approzimate decision procedure (see Definition 2.6), and in Section 6.1, we provide examples of
such procedures for some natural label-invariant properties. Next, in Section 6.2, we show how
Theorem 4.1 can also be used to approximate the entropy, support size, and distance from uniform
of a samplable distribution.

Lastly, we provide two appendices. Appendix A shows collision concentration results: namely,
drawing two large enough samples from a distribution, will result in well-behaved collision patterns
between the samples. In Appendix B we extend a lower bound of Chiesa and Gur [CG18], which
shows that the sample complexity of our protocols is close to optimal.

3 Preliminaries

3.1 Distributions - General Definitions
Without loss of generality, and for the sake of simplicity of notation ahead, we consider all finite
domains to be subsets of N.

Notation 3.1. For a distribution P over a domain X, and © € X we use the following notation:

P(z) = I;Dr(x)

Definition 3.2. Denote by An the set of all distributions over the domain [N], and Ay, =
Unen AN, the set of all distributions over finite domains.

Definition 3.3. The statistical distance between distributions P and Q) over a domain X is defined
as:
Agp(P, Q) = Z | P(x z)|
xEX
Claim 3.4. Let P,Q be distributions over a domain X such that Agp(P,Q) = 0. Then:

max (P(4) - Q(4)) =4

Proof. Define A={ze X : Pz ) Q(z)}. Observe that by definition:

Asp(P,Q) = Z)jflP )| (2)
= ;;w(w Q@) + ;g\A(@m - P@)) Q
= 5 (P(A) = Q(A)) + 1 QX \ A) ~ P(X\ 4)) (1)
= L (P(4) ~ Q) + 5 (1 - Q(A) — (1 - P(4))) (5)
= P(4) - Q(4) ()
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Moreover, since by definition for every € A it holds that P(x) > Q(z), then A € argmaxxcy (P(X) — Q(X)),
as taking any element out of A will decrease the value of P(A) — Q(A), and any element added to
A has to be from {x € X : Q(z) > P(z)}, and as such, it won’t increase P(A) — Q(A). O

Definition 3.5. Let P be a distribution. The min-entropy of P is defined to be:

Hoo(P) = Ierguigm (—log (P(z)))

Definition 3.6. Let P be a distribution. The Shannon entropy of P is defined to be:
1
H(P) = P(x)l —_—
P)= Y P p)
x€Supp(P)
Equivalently, for random variables X taking values in set A C N:
1
oo ()
= Pr(X =a)

The following claim helps allows us to estimate the Shannon entropy of a distributions based
on information about the distribution over subdomains.

Claim 3.7. Let K € N, and {zi}ick) be such that z; € [0,1], and 3 ;cix2i = n < 1, then
ZiE[K] zilog (1/z;) < nlog K+nlog (%) Moreover, form, M € N such thatm < M, if z; € [}, %]
and K € [m, M|, then:

> zilog (1/2) € [nlog (m/n) ,nlog (M/n)]
i€[K]

Proof. Consider the distribution over [K], @, that assigns mass ¢; = % to element i € [K]. Since the

function f(z) = xlog (1) is concave for x € (0,1], by Jensen’s Inequality (for concave functions):
1
Z—lg— Zqzlog <log<z2>
ic[K] i€[K] ic[k] i
The value Zz’e[ K] qf is minimized for the uniform distribution, i.e. for all i, ¢; = 7. This yields:
Z ﬁlogﬂ <log <1> = log (K)
e 2 | —
e Yier) 1/ E
From which we conclude that:
1 1
Z zilog — < nlog K +nlog | —
. Zi Ui
1€[K]

Where the maximum is achieved for z; = n/K. Moving to the second part of the claim, from
what shown above, we immediately get that if z; € [%, %] then, Zie[K] Z logz% < nlog M/n.
We are left to show the lower bound. For every choice of {z;}; fulfilling the conditions in the
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claim, consider J = {i € [K] : z; # 0}. Assuming z; € [, L], for every i € J it holds that
log(1/z;) > log(m/n) > 0. Therefore, concluding the proof:

> o (5) =S (5) e (5) 32 = ves (5)

1

1€[K] eJ i€ K]

The following is a basic property of Shannon entropy, which we state without a proof:

Claim 3.8 (Chain rule of entropy.). Let P be a distribution over a domain X. Let X be some ran-
dom variable that takes values in a set A C N. Then, the Shannon entropy of the joint distribution
(X, P) satisfies:
H(X,P)=H(X)+ > Pr(X=a)H (P|,_,)
acA

Moreover, H(P) > 3, caPr(X = a)H (P‘X:a)
We also make limited use of the following information theoretic quantity:

Definition 3.9 (KL Divergence). For distributions P,Q over domain [N], if Supp(P) C Supp(Q),
the Kullback—Leibler divergence between P and @ is defined to be:

P(a)
KL(P|Q) = 3 P(x)log ( 2
3 rones ()

Otherwise, it’s defined to be KL (P| Q) = oc.

The KL divergence between two distributions is related to their statistical distance through the
following inequality which we also state without proof:

Lemma 3.10 (Pinsker’s Inequality). For distributions P,Q over domain [N]:
1
Asp(P,Q) = /5 KL(P|Q)

3.2 Distribution Histograms

The ezact histogram of a distribution D is a collection of tuples (p,n), where p € [0,1] is a
probability mass of an element, and n is the number of elements in the support of D with probability
exactly p. The ezxact histogram of a distribution provides all the information about the distribution,
up to the label of the elements in the support, and as such, can provide plenty of information for
various measures of the distribution, like its support size, entropy, distance from the uniform
distribution over the entire domain (and in general, it is possible to deduce from it the membership
of D in any label-invariant property, as defined in Definition 3.34 ahead).

But since the exact histogram might be both hard to describe concisely, and hard to evaluate
given only limited access to the distribution, we instead focus our attention to an approximation
of this histogram.
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Definition 3.11 ((N,{)-bucket of a distribution). The ¢’th (N, &) bucket of distribution P is:

ele olt+1)E
N N

Definition 3.12 ((V,¢)-histogram of a distribution). The (N, &)-histogram of distribution P €

log log &%
Ay, is the collection {pe}icz, where T = {L, -..—1,0,1,..., {logENJ }, and L = {— % Zg £2J -1,

such that for every ¢ € I\{L}: p = P (B[}), andpr, = P ({x € Supp(P) : P(z) < e(L;K < NS;N}>

(L+1)¢ 2
(note that “—— < NligN)'

Bl = {x € Supp(P) : P(z) €

Definition 3.13. Let {p;} ez be a (N,§)-histogram, define:
FNE{p;}) = {P € Apin : {p;} is the (N, &)-histogram of P}

Remark 3.14. We often omit either the indication of the set Z, or the explicit parameters (N, &),
when they can be derived from context.

Definition 3.15 (Histogram realizability in a set). Let {p;}; be some (N, §)-histogram. We say it
is realizable in a set A C N if there exists a finitely supported distribution D over a domain A with
the (N, &)-histogram {p;}jez.

Claim 3.16 (Histogram realizability algorithm). There exists an algorithm that runs in time
poly(log N, 7), that upon receiving parameters M, N € N and 7 € (0,1), as well as an (N,T)-
histogram {p;};, accepts if {p;}; is realizable in [M], and rejects otherwise.

Proof. The algorithm works as follows: for every j € Z, it computes -

__ Np;
I e+
+_ Npj
7 ejT

If there exists j such that [k:;,k:;r] NN = ¢, the algorithm rejects. Otherwise, it computes

T=> {k;} If T < M, the algorithm accepts, and otherwise rejects.
We now explain the correctness of the algorithm and analyse its runtime. First, assume that
{p;}; is indeed realizable in [M], and let D be some distribution consistent with {p;}; which is

realizable in [M]. Note that for every bucket j # L, it holds that k; < ‘BJD ‘ < kz;r Therefore, as

D
B;

€ N, it must hold that ‘BJD ‘ € [kj_, k:;“] NN # ¢, and the first check the algorithm performs
passes. Next, since T = Zj [kj_-| < Zj ‘BJD’ < M, and the algorithm accepts.

Assume next {a;}; isn’t realizable in [M]. If for all buckets j it holds that [k, k;r] NN # ¢,
then, there exists D" with an (NN, 7)-histogram {p;};. As before, we can conclude that each bucket
j is of size at least [k:]_-‘, and so, it must hold that T > M, as otherwise, D’ can be realized over

the domain [M], in contradiction to the assumption.
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Runtime. As the histogram contains O (log N/7) entries, computing k; k;r for every j, as well
as T takes poly(log N, 1/7) time, as required. O
3.3 Relabeling Distance

Definition 3.17 (Permutation of a distribution). For a distribution P over a domain X, and a

permutation T over the same domain, we define w(P) as the distribution that satisfies for every
r€X: n(P)(x) = P(r (z)).

Definition 3.18. For any set A, perm(A) is the set of all permutations over the set A.

Definition 3.19 (Relabeling distance). Let P and Q be distributions over finite domains X C N,
and Y C N respectively. The relabeling distance between P and Q) is defined to be:

Arr(P,Q) =min{Agp(P,7(Q)) : 7 € perm(N)}

Claim 3.20. For every two permutations 7,7 € perm (N), and every two distributions P,Q €

e Agp(P,Q) = Asp(n(P),n(Q))
o Arp(P,Q) = Arp (7(P),7(Q))

Proof. Fix m € perm(N), as well as P,Q € Agp,.
First, observe that Agp(P, Q) = Agp(m(P), n(Q)). This is true since:

Aso(n(P), 7(Q)) = 5 3~ In(P)(x) ~ n(@)(x)

zeN

= Y P (@) - QG @)

zeN

= 2 3 1P@) - Q)

zeN
= Asp(P, Q)

Where the last equality is justified by the fact that there are only finitely many non-0 summands,
and so, a change of summation order does not affect the final sum.
Next, by definition:

Agp(7(P),7'(Q)) = min { Agp(7(P),0 0 7'(Q)) : o € perm (N)}
Which by what we showed above satisfies:

Agp(7(P),7(Q)) = min {Agp(r ' om(P),m ' oo on’(Q)) : 0 € perm (N)}
= min {Agp(P, 7 oo o7'(Q)) : 0 € perm (N)}
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Observe that for every 7,7’ € perm(N), {n=tocon : o € perm(N)} = {p : p € perm(N)}.
This is justified by the fact that the left-hand side is obviously contained in the right; while every
p € perm(N) can be represented as 7! o op,0m, where o, =mTopo 7'~ Therefore,

Agr(7(P),7(Q)) = min {Agp(P, 7 ' oo o7'(Q)) : 0 € perm (N)}
= min {Agp(P, p(Q)) : p € perm (N)}
= Arw(P, Q)
0

Claim 3.21. Let P,Q, R be any three distributions over finite domains X,), and Z respectively.
The Relabeling Distance satisfies:

e Arr(P,Q) > 0, and Arr(P,Q) = 0 iff there exists a permutation o € perm(N) such that
P=0(Q).

o Symmetry: Arr(P,Q) = Arr(Q, P).
e Triangle inequality: Arp(P, R) < Apr(P,Q) + Arr(Q, R)

In other words, we claim that Agj, is a metric on the quotient space Ay;, modulu all the
permutations of N.

Proof. Let P, be two distributions over the domain X and ) respectively. First, immediately
from definition, it holds that Agry(P,Q) > 0, and that Agp,(P, Q) = 0 if and only if P and @ are
the same up to permutation of the domain N.

Moving to symmetry, let 7y € perm(N) be such that Agrp(P,Q) = Asp(P,7m(Q)). Then,
by Claim 3.20, Arp(P,Q) = Asp(my (P), 75" o m0(Q)) = Asp(Q, 7y (P)), and by definition,
AgrpL(@Q,P) < Agrp(P,Q). Similarly, we can argue that Agrp(P,Q) < Agrp(Q@,P), and achieve
ArL(P, Q) = ArpL(Q, P).

Lastly, the Relabeling Distance also satisfies the triangle inequality: let R be another distribution
over the domain Z. Let 7y be as above, and let 7; be a permutation that achieves Agp (@, m1(R)) =

AgrL(Q, R):

ArL(P, Q) + Arr(Q, R) = Agp (P, m0(Q)) + Asp(Q, m1(R)) (7)
= Asp (P, m0(Q)) + Asp(m0(Q), mo (m1(R))) (8)

> Agp(P,mo o1 (R)) 9)

> min {Agp (P, 7(R))} (10)

= AgL(P, R) (11)

OJ

Definition 3.22. For any distribution Q € Ay, and any (N, €)-histogram {p;}jez, define:

Api(O.{pities) = n Agp(Q.P
rL(Q, {pj}jez) Pefﬂlapj}j) sp(Q, P)

This definition also extends to the distance between two histograms. Given another (N',&")-histogram
{aj}5:

Art({qi}i, {p;};) = min min Asp(Q, P
({ai}iApits) QeFN"E ({q;};) PEFN£({p;};) ( )
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The protocols to be presented in this paper use the tool of deconstructing distributions ac-
cording to subdomains. The following claims associate the distance between two distributions to
the distance between them conditioned on subdomains, and are used several times throughout the

paper.

Claim 3.23. Let P,Q be two distributions over a domain X, and let A C X, A= X\ A. Denote
p=P(A), and ¢ = Q(A).

e Ifq,p € (0,1) Then:

Asp(P,Q) < pAsp(P|,,Q,) + (1 —p)Asp(P| 4, Q| 1) +Ip — 4l

o Ifqg=1, and p € (0,1), then:
ASD(Pa Q) S pASD(P‘AvQ) + (1 _p)

Proof. If q,p € (0,1), by definition:

Asp(P,Q) = Z |P(x) — Q(x)| (12)
xeX
-5 1pP\A<w> - qQIA<w>\ Y0 -pP|@) - - gQl@]  (3)
€A x€A

The left-hand sum on the last line satisfies:

- > [pP| () 4@\ ()| < 5 > pP| (@)~ pQ| ()| + > pQL (@)~ a@,@)| (1)
—p- 2 [Pl - Q@]+ 1S al @) (15)
€A T€EA
15 X [Plate) - @l @) + 21 (16
TEA

Similarly, on the right hand sum, if p,q € (0, 1), then:

;‘1— i (1—QQ‘A ‘ (1_1))';26;4‘13‘14(%)_@‘14(%)‘—&—Kl_p)g(l_q”
(17)
= (=95 2 [Pla( - @l + ’p;q’ (18)

zeA

Plugging Inequalities (16) and (18) to Equation (13), we get the the first desired result.
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Next, considering the case where p € (0, 1), yet ¢ = 1, and following the same reasoning:

Asp(P,Q) = E;P )l (19)
- ;ZA \pP|A<x> - Q(sc)\ +s Z_ ](1 —)P| (@) 0] (20)

< pAsp (P|,,Q) + = Z PQ(z) — Q)| + = ( ZPIA(JJ) (21)

— pAsp (P[.Q) + (f,;) - (22)

O

This last claim extends to relabeling distance and provides us with the following corollaries:

Corollary 3.24. Let D be a distribution over a domain X, for A C X let dya = D(A). Let {q;};
be some (N, §)-histogram that is realizable in A, then:

Arp (D,{qj};) < daArr(D] 4, {q;};) + (1 —da)

Proof. Let Q € FN¢ ({g;};) be a distribution supported in A (there exists such @ as we assume
that {g;}; is realizable in A). By Claim 3.23, for any such Q:

Asp(D, Q) < daAsp(D| ,,Q) + (1 —da)
D] ,,Qo) in FNE({g;};), and we get:

Asp(D, Qo) < daArw (D| 4, {a;};) + (1 —da)

In particular, take Qo to be the minimizer of Agp(

Therefore, by definition,
ArwL(D,{gj};) < Asp(D, Qo) < daArn(D| ,,{g;};) + (1 —da)
]

Corollary 3.25. Let P be a distribution over a domain X, and let A C X be some subdomain.
Assume Q is a distribution over a domain Y, and B C Y. Then:

Arp(P,Q) <palrr (P|,, Q) + (1 —pa)ArL (P|4,Q|5) + [pa — g5l
Where ps = P(A), qp = Q(B), A= X\ A, and B=Y\ B.

Proof. Consider a permutation oo such that the set 7' = 0o(B) U A satisfies T'N A = ¢ as well as
o0(B)NT = 6. For such a9, 00(Q)(T) = 00(Q) (90(B)) = Q(B) = g, and P(T) = P(A) = pa. By
Claim 3.23, it holds that:

Asp(P,00(Q)) < palsp (Pl 00(Q)| ;) + (1 —pa)Asp (P
We therefore get by Claim 3.20:

ARL(P, Q) = ArL(P, 00(Q)) < Asp(P,00(Q)) < palsp (Pl 00(Q)|,)+(1—pa)Asp (P4,

o0(Q)|7) + Ipa — Bl

UO(Q)‘T)‘HPA —¢B]
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As this holds for any o( satisfying the conditions above, it also holds for the og that minimizes
Agsp (P‘T,O'O(Q)‘T) and Agp (P’T7UO(Q)|T)' We can assume there exists one permutation that
minimizes both expressions as both these conditions apply on disjoint parts of the domain. So, by
the assumption over o(, by considering the minimizing oy, we conclude that:

ARL(P, Q) < paAge (P, Q) + (1 = pa)ArL (Pl Q| ;) + pa — g5l

P T7Q|T) = ARL (P{AaQ}B), as
i Q‘ B)’ yields the desired result. ]

And from Agy, invariance to permutations, plugging above ARgy, (
well as ARL (P}T’ Q‘T) = ARL (P

Corollary 3.26. Let {X;}icr be a collection of disjoint sets such that for all i € I, X; C N, and
I is finite. Let P and Q be two distributions over the domain X = |J;c; X;. Assume for all i € I,
P(X;) = Q(Xi) = o, then:

Asp(P,Q) = Z%ASDP\X,Q’X

el

Proof. We show this by induction on the size of I. If |I| = 2, then, as apy = 1 — «g, simply plugging
in Claim 3.23 yields the base case:

Asp(P,Q) = a1lsp(P|y Q| ) +a2Asp(P|y , Q)

Next, assume for given n € N it holds that every two distributions P’ and @’ over the domain
Uie[n} X; satisfying P'(X;) = Q'(X;) = «, also satisfy:

Asp(P',Q ZO"ASD (P/‘X’Q}X>
i€[n]

And let P,Q be two distributions over the domain U
Q'(X;) = ;. Denote U =

ielnt1] Xi that satisfy for all P(X;) =
zzn[n]XZ7 and P‘U_PUaQ‘U Qu:

Asp(P,Q) = Z @i | Asp (Pu, Qu) + ant14sp (P‘XnH’Q‘XnH)

1€[n]
= ZO&Z Z[:] Zze[n ASD (PU|X’QU|X) + ant+14sD (P‘X +1’Q‘Xn+1>
S
= Z @i Asp (P’Xi’QlXi)
1€[n+1]

Where the last equality is due to the fact that PU| X, = P‘ X, QU‘ X, = Q O

X'

Claim 3.27. Let {q;}; and {p;}; be two (N,§)-histograms. For everye >0, if 1 Yiezlpi— il <e.
then,
Arr({g;}i{pi}j) < efe+e ( -1)
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Proof. Let P,(@Q be two finitely supported distributions with (N, §)-histograms {p;}; and {g¢;};
respectively. Assume that they are of disjoint support. Let BJP and B]Q be the j’'th (V, ) buckets

of distribution P and @ respectively. Le. P(B]P) = pj, and Q(B]-Q) = ¢;. Denote:

B;arge: argmax |5
se{BF,B?}
J g
B;m“” = argmin |S|

se{B] 57}

Define o to be the permutation that satisfies: JO‘Bz_arge = id glarge, and oy (Bjma”) - B]l.‘"ge. Now,

by Claim 3.20, and the definition of relabeling dz’sttjmce, we g(é]t that:
Are ({pj}s: {aj}5) = Aru(P, Q) = Agw (00(P), 00(Q)) < Asp (00(P), 00(Q)) (23)

We therefore wish to bound the expression Agp (09(P), 00(Q)). First, note that oy (B;‘"ge U B;m“ll) =

B0, as well as | B0¢| — | Bymatt| < maxfppnl  mblbitl) ang so
‘Béarge - ‘B;mall — (‘B;arge o 65 ‘B;mall ) + <€§ ‘B;mall _ ‘B;mall ) (24)
max{p;,qj} — min{p;, q;
< {pj QJe};g/N {p] qJ} + ‘Bjmall (e§ _ 1) (25)
pj — gl
= Byt (€ 1) (26)
Therefore:
1
Asp (90(P), 00(Q)) = 5 > loo(P)(x) — 00(Q)(x)|
z€eN
1
=5 Yo D loo(P)(@) = 00(Q)(x)]
JET geplarse
1 1
<3 Y Y loo(P)(@) — 0o(@) ()] + 5 > > max {oo(P)(z),00(Q)(x)}
jEI LEGB;m”‘” ]GI xeBé_a’fge\o.O(B;mall)
1 ei€ 1 ed€
- . I - large B i I3
<52 2 N(e 1)+22<‘Bﬂ‘ ‘B;ma )61\7
J€T gzeBgmall JET
1 small elt ¢ ¢ 1 el Ip; — g;l 51 e’ small| [ ¢
D N B R D e AR P IE [ (G
JEL JET JET
eJé I 1
<)Y B 4 D I - 0
JEL JET
<ef(ef —1) +efe
O
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Claim 3.28. For any two distributions P,Q over the domain [N]. Let 7°® : [N] — [N] be the
permutation that satisfies the property for every i,j € [N], if P(i) < P(j) then ( O’”d(Q)) (1) <
(77 Q)) (j). Then, it holds that:

Ar(P,Q) = Asp(P, 77 (Q))

Proof. Assume that P is “sorted” in the following way: for every ¢ € [N — 1], P(i) > P(i+1). No
generality is lost by this assumption since that if P is not ordered such that P(i) > P(i+1), consider
P’ to be the distribution obtained by applying a permutation 7p over [N] such that mp(P)(i) >
wp(P)(i + 1) for all i € [N — 1]. Since Agp(P, P') =0, it holds that Ary(P, Q) = ArL(P’, Q).

We prove the claim by showing that the smallest Agp between P and a permutation of @ is
achieved when @ is also “sorted” according to probability. Assume there exists a pair (i,7) €
[N] x [N] such that i < j and Q(j) > Q(i), and consider permutation 7(»7) such that it is the
identity permutation on all the domain, save for {i,j}, where it swaps one for the other. We now
prove that Agp(P, Q) > ASD(P,W(i’j)(Q)).

First, observe that:

[\DM—A

Asp(P,Q) — Asp(P.n")(Q)) = 5 (IP(i) — Q)] = |P()) = Q)| + [P(j) = Q)| = |P(j) — Q)))

Denote & = [P(i) — Q(i)| — |P(i) — QU)| + [P() — QU) — [P(j) — Q). We show that 5 > 0.
Note that the elements P(i), P(j), Q(i), Q(j) must satisfy one of the two composite conditions:

) >

) =

1. P(i) = P(j) 2 Q(j) > Q(i), or Q(j) > Q(i) = P(i) = P(j), or P(i) =2 Q(j) = P(j) = Q(4).
P(i) =2 Q(j) = Qi) = P(j), or Q(j) = P(i) = P(j) = Q(i), or Q(j) = P(i) = Q(i) = P(j).
In the first case, it holds that |P(i) — Q(2)| + |P(j) — Q)| = |P(i) — Q)| + |P(j) — Q(7)|, which

means 6 = 0. Moving to the second case, if for example P(i) > Q(j) > Q(i) > P(j), then
IP(i) — Q(0)| + |P(j) — Q)| = P(i) + QUj) — P(j) — Q) while |[P(i) — Q(j)| + 1P(j) — Q)| =
P(i)+ Qi) — P(j) — Q(j). Note that this implies that § > 0. A similar analysis follows for the rest
of options.

Assume now there exists a “non-sorted” permutation of @, @’ (i.e. there exist i < j for which
Q'(i) < Q'(j)), that achieves Agp(P, Q") = Arr(P,Q), then, applying a sorting permutation to @’
yields a distribution with the same distance from P as @’ (by assumption over @Q’), we get that a

“sorted” () satisfies the desired property.
O

Proposition 3.29 (Histogram distance estimator). For every & < 0.1 there exists an algorithm
that runs in O (log(N)/€) time and given parameters N, &, as well as two (N, §)-histograms {p;};

and {q;};, outputs d such that |d — Agy ({p;};,{g;};]) < 7¢.
Proof. We prove that the algorithm described in Figure 1 satisfies the conditions in the claim above.
First, define the distributions P’ and @’ as follows:

e P’ is the distribution that for every j assigns probability e(+1)¢ /N to Le“ﬁ#ﬂd elements,
and the rest of the mass it assigns to a special element x € N, with value to be determined:
Pl(x) =1-3%_; L(J“ f/NJ eUt1E /N . Moreover, assume that for every i # x, P'(i) > P'(i+1).
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Algorithm for approximating distance between histograms:
Input: parameters N and &, as well as two {-approximate histograms {p;}; and {g¢;};.
Output: d € [0, 1] such that the distance between {p;}; and {g;}; is d up to an additive factor of 7¢.

The Algorithm:

1. Initialization. Set parameters c¢,d = 0, as well as myp, Mg, So, $1,t0, 11 = 0, and j, = 2log N/7,
Jjg = 2log N/7, and define p; = | 5| - el ¢ = | %] Lel

eITN1 N4y N
2. While m, #1 and m, # 1:

(a) Update parameters tg, t1, o, S1:

Np;

o If to =t1: update j, » max{j € Z:p; >0, j < jp}, and t1 < t1 + &

o If so = s1: update j, - max{j € Z:¢q; >0, j < jg}, and 81 < s1 + ]:i;g.
(b) Update:

e d«d+13 e?f;g - "J]\jg (min{tq, s1} — max{tg, so})

o my, < my,+ % (min{tq, s1} — max{tg, so})

o my — my+ % (min{ty, s1} — max{to, so})

Then:
o If min{tq,s1} = s1, set sp + s1.
o If min{tl,sl} =11, set tg < 1;.

3. Update d < d + 1 (1 —my) + (1 —my)).
4. Output d.

Figure 1: Algorithm for approximating distance between histograms

e (' is similarly defined with respect to {g;};: for every j assigns probability eUtDE/N to
LM{WJ elements, and Q'(*) =1—>_ J ~e(j+1)5/N. Also, assume that for every
i€ [N=1], Q) >Q(i+1).

4
j | €GFVE/N

Set x to be large enough so that it doesn’t collide with the rest of the support of P’ or )'. We prove
that the algorithm provides a close estimate to the distance between P’ and @', which we use as
proxies for distributions that are consistent with {p;}; and {g;}; respectively. Concretely, we show
the following: (i) ARL(P/,{pj}j) < 3&; (i) ARL(QI,{pj}j) < 3 (id) d < ARL(P/,Q/) <d+E&.
Note that proving the three articles above will imply, through the triangle inequality for relabeling
distance (Proposition 3.21), that |Arr ({p;};,{g;};) —d| < 7€

We start by proving that the distributions P’ and @’ are indeed close to all distributions
consistent with {p;}; and {g;}; respectively. We do so by showing that the histogram of P’
(respectively Q') is very close to {p;}; (respectively {g;};) on every bucket, and by using Claim
3.27, we conclude the required condition.
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Denote p}; = [ejlﬁ);NJ eﬁ and ¢ = Lejg;NJ gt . By definition:

0< Z(pj—p;) => (Pj— LJ’ZNJ -eff/N> = 1_Zp;. -

J

As {pg }; differs from the histogram of P’ by only the contribution of + to one of the buckets, if we
denote the histogram of P’ by {p;};, then %Z] lpj — pj| < %23 pj — D} (%) = P'(%). Thus,
by Claim 3.27: Agp(P, P') < e®3 >.ilpi —pil + ef(e* —1). Since £ < 0.1, this yields:

1
ArL(P,P') < 155 > |pj = pil + 1.5 = L5P/(x) + 1.5¢
j

We therefore only need to bound P’(x). For every bucket j any distribution P consistent with

{p;}; it holds that the number of elements in bucket j, is at most L 7€) NJ and at least <a+€7§§/1v
yZi - P, . Dj _
So, [eiﬁJ/NJ > e(Hl])&/N —e Tejfj/N. Therefore, for every j, ﬁ — [eafj/NJ <(1-e T)eaé/N’ and:

, P ed€ p; €€ D el o pi €
P =% || - S e | s Z0- i iy s s
J J J

Thus Agy, (P, P') < 3¢. Following a similar argument for @)’ proves the second article.

Therefore, we are left to show the third article. Namely, d < Agp,(P’, Q") < d+¢. Consider the
domain of P’ and @’ to be [M], for some M € N. We show that d = %er[M]\{*} |P'(xz) — Q'(x)].
In other words - the algorithm calculates the distance between P’ and @’ on their domain, excluding
*. As we've established that P'(x), Q' (x) < &, this implies the desired result. Assume without loss
of generality that Supp(Q') C Supp(P’).

Before we describe the algorithm, note that: (i) since we assume that P’ and @’ assigns prob-
ability in a monotonic manner over [M]\ {x}, this implies that their buckets are intervals, and in
particular, every intersection of a P’-bucket and a @’-bucket is an interval as well; (i7) in order to
compute the desired distance, we only require the size of such intersections:

P P@-Qwl=; Y IPw-Q@l+y; Y P @)

ze[M\{x} x€Supp(Q/)\{*} z€Supp(P’)\Supp(Q’)
1 1
=Y Y P@-Q@tyY X P@ )
% zeBF'nBY I BJ"\Supp(Q)

= S BB - T g P (B \swe@) (29)
Jrt j

It is possible to compute the size of the interval ’B]P/ N BiQI‘ for every j,i in poly(log N, 1/7)
time. Our algorithm performs this in time linear in log(V)/7 (the size of the input). The algorithm
works as follows: it sets the variables ¢y and ¢; (so and s1) to contain the boundaries of a bucket
(which is an interval) of P’ (Q'), starting from the highest bucket (containing the element 1 € [M]).
On each round, it calculates the size of the intersection between the P’ and Q' buckets with these
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boundaries, and updates the variables to contain the boundaries of the buckets whose intersection
follows (note that as this means that either ¢y and ¢; are updated to contain the boundaries of
the following P’ bucket, sy and s; are updated to contain the boundaries of the following @', or
both). By so, the algorithm scans the entire domain, going intersection after intersection, and
adding their contribution to the distance - the value % ‘BJP N BZ-QI‘ gt et

N~ W‘ - to the parameter
d. The variables p;» and q} represent the bucket whose boundaries are contained in (tg,t1) and

oI it

(50, 51) respectively, and through them, we calculate |% — % |. This scanning motion is depicted

in Figure 2.

Since we assumed for the sake of the analysis that Supp(Q’) € Supp(P’), in order to cal-
culate the distance between the distributions (up to &), we also require to take into account
33 ; P’ (Bj:D "\ Supp(Q’ )) This is achieved through the the parameters m, and m,,. At each iter-
ation of the While-loop, parameters m, and mg are increased by the mass of the intersection whose
size has been calculated according to distribution P’ and @’ respectively. Thus, when the While-loop
meets its termination condition, as we assumed Supp(Q') C Supp(P’), it holds that m, = 1. At this
point, the variable m, contains the value P’(Supp(Q')), and so, 1 —m,, = P’ (Supp(P’) \ Supp(Q")).

Therefore, the value £ (1 —my,) is exactly % > P (BJP/ \ Supp(Q’)), and upon adding it to d, we
get that at the end of the run d = %er[/\/{]\{*} |P'(z) — Q'(x)].

r P
P B
Q’ [ [7

—
1
1

q

P'nBY
Bf nB?

Figure 2: The domain interval [M], indicated by the ruler on top of the figure, is divided according
to the buckets of P’ (depicted in light blue), and the buckets of Q" (in light green). The red numbers
indicate the intersections between the different buckets, arranged according to the iteration of the
algorithm in which their contribution is added to the parameter d, and the position of sy, s1,to, t1
represents the values of these variables on the 5’th iteration, before the update of variable d.

O]

3.4 Testing and Verifying Distribution Properties

Theorem 3.30 (Distribution learner). (Folklore) There exists an algorithm that given sample
access to a distribution P over the domain [N], and an accuracy parameter a € (0,1), it runs in
time O(N/a?2), takes O(N/a?) samples, and with probability at least 0.99 outputs a full description
of a distribution Pupprog such that Agp(P, Papproxz) < .

Proof. Let S be a sample of size s = 10000Na~2 drawn i.i.d. according to distribution P. For every
i € [N] let X; denote the fraction of number of occurrences of element 4 in sample S. Fix such i. For
every k € [s], define Ij to be the indicator that Sy = i. By definition, %Eke[s} I, = X;. Also, by
definition, for every k, E[I;]| = P(i). Thus, by the linearity of expectation, E[X;] = P(i). Moreover,
since the samples were drawn i.i.d., Var[X;] = 1Var[[}] < 1E[}] = 2) | where the inequality holds

S )
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since I is a Bernoulli variable. By Jensen’s inequality, (E[|X; — P(1)|])* < E[|X; — P(i)]] =
Var[X;], which implies E[|X; — P(i)[] < y/Var[X,] = /2.

Since we picked i arbitrarily, this applies to all ¢ € [N], and so:

E|S |xi— PG :ZEHXZ-—P(z’)HgZWS Z

i€[N] i€[N] i€[N]

Where the last inequality is justified by the Cauchy-Schwarz inequality. Finally, by Markov’s
inequality:

r[ > Xi - P@i)] > € givN/S
i€[N] ¢

Plugging in s = 10000na~2, it follows that:

1
S | — Pl < b

| @OF>= | = 15
1€[N]

Therefore, if we define P,pprop to be the distribution that assigns probability X; to element i € [N],
then Agp (P, Papproz) < € with probability at least 0.99. O

Drawing from Goldreich [Gol17], a distribution property II is some predefined set of distributions
(which are considered to have the property).

Definition 3.31 (Distribution tester for property II). Let 6 be some distance measure between
distributions. A tester T of property 11 is a probabilistic oracle machine, that on input parameters
N and e, and oracle access to a sampling device for a distribution D over a domain of size N,
outputs a binary verdict that satisfies the following two conditions:

1. If D € 11, then Pr(TP(N,e) = 1) > 2/3.
2. If 5(D,TI) > ¢, then Pr(TP(N,e) = 0) > 2/3.

In the context of this work, the relevant distance measure is statistical distance as defined above.
An extension of this definition, introduced by Parnas, Ron, and Rubinfeld [PRR06] is the following:

Definition 3.32 ((e.,es)-tolerant distribution property tester). For parameters e.,ef € [0,1] such
that €. < €¢, a (¢, ef)-tolerant tester T' of property I is a probabilistic oracle machine, that on
inputs N,ec,ef and given oracle access to a sampling device for distribution D over a domain of
size N, outputs a binary verdict that satisfies the following two conditions:

1. If 6(D,1I) < e, then Pr(TP(N,e.,e5) = 1) > 2/3.
2. If §(D,1T) > ey, then Pr(TP(N,e.,e5) = 0) > 2/3.

Note that a tolerant distribution test is for some property II is at least as hard as a standard
non-tolerant tester for the same property, as mentioned in Section 1.2.

Our main result is an interactive proof system for many tolerant testing problems. The following
definition sets the framework for this work. It is based on the setting presented in the seminal work
of Goldwasser, Micali, and Rackoff [GMRS&5], and it is an extension of the definition presented by
Chiesa and Gur [CG18] that includes tolerant testing.
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Definition 3.33 (Proof system for tolerant distribution testing problems). A proof system for a
tolerant distribution testing problem 11 with parameters . and €¢ is a two-party game, between a
verifier executing a probabilistic polynomial time strateqy V', and a prover that executes a strategy
P. Given that both V' and P have black-box sample access to distribution D over the domain [N],
and are given N, the interaction should satisfy the following conditions:

e Completeness: For every D € Ay such that Agp(D,II) < e, the verifier V, after inter-
acting with the prover P, accepts with probability at least 2/3.

e Soundness: For every D € Ay such that Agp(D,II) > €, and every cheating strategy P*,
the verifier V, after interacting with the prover P*, rejects with probability at least 2/3.

The complezity measures associated with the protocol are: the sample complexity of the verifier (and
the prover), the communication complezity, the runtime of both agents, and the round complezity
(how many messages were exchanged).

There are properties for which we want to consider an alternative definition of the completeness
and soundness clauses, restricting the ambient set from which distribution D is taken, from the
Ay to Ay € An. We define A" = |Jy ey Aly- This prompts the following definition:

Definition 3.34 (Label invariant distribution property). A distribution property II C A is called
label invariant if for all permutation o € perm (N) it holds that D € 11 if and only if o(D) € II.

4 Main Result

Theorem 4.1. [Verified histogram protocol] There exists a 2-message interactive protocol between
an honest verifier and a (potentially malicious) prover, where the verifier receives as input param-
eters T € (0,0.1) and 100 < N € N, as well as sample access to a distribution D over the domain
[N]. The communication complezity, verifier sample complexity, and verifier running time are all
O(VN) -poly(7=1). Given sample access to the distribution D, the honest prover requires with high
probability O (exp (poly(log N, 1/7)) samples and running time.

Define 7' = m. At the end of the interaction, the verifier rejects or outputs a (N, 7’)-
histogram {a;}jez, such that:

e [f the prover is honest, then with probability at least 0.9, the verifier doesn’t reject, and
Arr (D, {aj}jer) < VT/2.

o Whatever strategy a dishonest prover follows, the probability over the verifier’s coin tosses and
samples that the verifier doesn’t reject and outputs {a;}ez such that Arr(D,{a;j}jez) > 2T
s at most 0.1.

4.1 Proof of Theorem 4.1
Notation 4.2. Throughout the proof we take dyw = D(Xw ).

We show that the protocol in Figure 3 fulfills all the conditions of Theorem 4.1. The idea
behind the protocol is to divide the problem of finding the histogram of the distribution into two -
approximating the histogram of D on subdomain Xy, that contains all the high probability elements

29



IP for verified histogram reconstruction

Verifier Input: integer N > 100, accuracy parameter 7 < 0.1, and sample access to distribution D over
domain [N].

Prover Input: same as verifier (or, alternatively, full information of distribution D).

Goal: obtain a (N, O ( z ))—histogram {a;} ez such that Agy, (D, {a;};) < 2y/T.

log N
The Protocol:

1. Dividing the domain to heavy and light elements. Define s = 10000v/N log?(N)7'~*log(7'~1).

The verifier draws a sample W = (W, Wa, ..., W,,), where w = 80s (7"\5)_1 log N. Define the set
of elements sampled in W to be Xy, and X, = [N]\ Xw.

2. Test I. Learning the distribution D’XW. The verifier samples w’ = 53 - 10000w (Tﬁ)_l fresh

{Jictw e )]
w/

samples to yield W', and sets c?w = , the empirical mass of the set Xy :

e If dyy < \/7/5, the verifier continues to Test I1.

e Otherwise, dyw > V/7/5, and sample W’ contains enough samples from Xy for the verifier to
run the Folklore Distribution Learner, as in Theorem 3.30 on D X with distance parameter

v/7/5. Denote the output of the learner by D"
3. Test II. Learning the (N, 7’)-histogram of D|XL.

o Ifdy >1— \/7/5, the verifier continues to Step 4.

e Otherwise, the verifier uses the samples of W’ from X7, to run the protocol for histogram recon-
struction of distributions with no high-probability elements as in Figure 6 for the distribution
D| X, with parameters N, 7 (see Section 5 for more detail). If this protocol ends in rejection,

the verifier rejects. Otherwise, it gets a (N, 7’)-histogram {p;} ez
4. Composing the final histogram.
o If dW < g, set {aj}j = {ﬁj}j

o Ifdy >1-— g, set {a;} ez as the (N, 7') histogram of Dj?""*".

e Otherwise, for every j € Z, define h; = D" (K%ﬁ?mx), for Kyt™* =
-~ _'1—/ ;i I 7(2\
z e Xy | dw - D" (x) € [63\, e’ e;v )}, and define § = — {Og(lT,W)J, and for every

jeZ\{L}, set:
aj =dw -hj+ (1 —dw) - pj+s
Andap =1- EjeI\{L} a;.
5. Output {a;} ez

Figure 3: Interactive protocol for histogram reconstruction - general distribution

and on subdomain X7, which accounts for the rest of the domain. After having obtained them, the
verifier puts them together to create the histogram of D. We start by showing how this division is
achieved in Claim 4.3.
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On subdomain Xy the verifier computes the conditioned histogram by running the folklore
distribution leaner as detailed in Theorem 3.30 to yield good approximation for D conditioned
on the subdomain AXy,. Then, the verifier runs the bounded probability histogram reconstruction
protocol as provided by lemma 5.1 and detailed in Figure 6 on D restricted to X7 (this is possible
as this subdomain does not contain elements with high probability).

Claim 4.3. For N > 100, with probability at least 0.99 over the choice of W, for every x € X,

. 1—e—7
simultaneously, D(z) < ‘1/—(7; .

Proof. Let x € [N] be such that D(x) > w. Since the sample was drawn i.i.d., the

probability that x doesn’t appear at all in the sample is exactly (1 — D(z))". By the assumption
on the value of D(x), as well as the choice of w:

, -1
o 808((1—6_7 )ﬁ) log N
Pr(ze X)) =(1-D(z)" < (1 - w> (30)
< (26—1)—810gN _ (elog2—1>—810gN < (6—1/4)_81°gN _ o—2logN _ %
(31)

S

Where the second inequality holds as long as 176_2, > 2, which holds for every N and 7.
As there are at most N elements in the domain, and in particular, at most N elements with

probability at least %ﬁ (in fact there are far less than N such elements, but for sake of

simplicity we use the crude upper bound), taking a union bound over all these elements, we get

that the probability that there exists an element with probability at least w that wasn’t

sampled in W is at most 1/N, and for N > 100, this probability is at most 0.01, leaving the
probability of the complementary event to be at least 0.99. O

Having a good approximation of the histograms of both D‘ Ay and D‘ X, is meaningful for
extracting the histogram of D only if the verifier has a good estimate of D(Xy ). And indeed:

Claim 4.4. With probability at least 0.99 over the choice of W':
‘C/Z\W — dW‘ <7

Proof. Let I;'™ be the indicator that W/ € Xy By definition, for every i € [w'], E[I;"] = dyw,
and by linearity of expectation and the definition of dyy, E[C/l\w] =E [5 D iclw] I-XW] = dw. As

1

these indicators are independent, using Hoeffding’s inequality, we conclude that:
Pr (|dw — dw| > ') < 2exp (~20/7%) < 0.01 (32)
O

We now turn to prove the the completeness and the soundness of the protocol in Figure 3. In
order to do so, we analyse the output variables {a;}. Observe that in the case that dy is very
small or very large, {a;} is simply an approximation of the (IV,7')-histogram of either D’ Xy (as
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the verifier outputs the histogram of yielded by the folklore histogram learner for that distribution),
or D‘ X, (the output of the bounded probability histogram reconstruction protocol). However, in the

case that c/l\W is neither very small nor very large, {a;}; collects together the buckets from both
D| Aoy and D‘ X, to yield the histogram of the entire distribution.

This process is somewhat involved, and in order to prove that in this case, {a;}; as we define,
does exactly that, we construct a distribution D’ such that D’ is divided into two domains in a
similar way to D, and has (N, 7’)-histogram very close to {a;}; (i.e. Agrp(D’,{a;};) is small).
We show that in the completeness case, this distribution is close to D in relabelling distance, and
conclude that the histogram {a;}; is close to D in relabelling distance. In the soundness case,
we show that the probability that the verifier doesn’t reject and D’ is far from D is small, which
concludes the proof. In the following construction, we assume 1 — dy > VT/5.

Construction 4.5 (Distribution D’). Define the collection {X;},ecz to be a collection of disjoint

sets, such that for every j, X; CN, and | X;| = LNﬁj Denote L = (UJ Xj> U{-1}, and assume

eI |”
w.l.o.g. that LN Xy = ¢ (this is possible since the sets L and Xy are finite by construction).
Define the distribution D' to be as follows:

o D'(Xyw)=dw, and D'(L) =1 — dyy.

/ __ approx
o D = DW .

‘XW

-/
el”

e For every j and every x € X;, D’|L(x) = &5

o D| ({-1})=1=3,cp D (2).

Claim 4.6. The distribution D' of the above construction is well defined, and satisfies:

[ ARL(D,, {aj}j) § 67'/
N (D’lﬁ,D‘XL> < App(D|y, ABi) + 7

Proof. Distribution D’ is well defined as it is well defined over the domain Xy, (since it is equal to
a well defined distribution over that domain), and over £, it holds that:

> Dl =X X Pl =X | G| < Xm <
VIS

weL\{~1} JeZ veX; jez

And we get that D'({—1}) >0, as well as Y, D'| .(z) = 1.

We move to show that Ay, (D', {a;};) < 27. We do so by calculating the (N, 7’)-histogram of
D', and showing that it is close to {a;};.

Denote by B£ the k'th (N, 7')-histogram of D’

bucket of D‘ pford=— vog(l;,dw)J , as defined in the protocol. We show that the elements in this

‘ﬁ' Ignoring first {—1}, consider the (j + §)’th

bucket are in the j’th bucket of D’. Take x € Bjﬂ_ 5

)T

D'(w) = (1—dw) - D'| (x) = (1 — dw) N
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By definition of é:

—~ _A _A R
~ elitd)T elog(1—dw) o (j+0)7’ exp (T’ilog(lT,dW) -7 Lilog(l dW)D -elT 1ot

(1—dw)

= = <
N N N - N

And bounding from below:

et ogdw o (i+8)7  exp (T’Lgffw -7 {*log(ch)D e
N N N N

N ‘ﬁ’ belongs
to the j'th bucket of D'. Take now y € Ky"™ (as defined in the protocol). We know that:
D' (y) = dyw - Dy (y) € [%, e el ) by deﬁnltlon and so, y is also in the j’th bucket of D’. We

therefore showed that K7}’ p "% U BE '+ 5 is contained in the j’th bucket of D’. We also argue that save

We showed that D'(z) € [eﬁ 67/%), i.e. every element x in the j + ¢ bucket of D’

for potentially set {—1} no other element z € £ U Xy satisfies D'(z) € [e;\; e” eJ]\; )

Take z € LU Xy such that z ¢ {—1} U B +5 U Kappmm By construction, it holds that either
z € Xy, for ki # j+ 0, or 2 € Kyp'*" for kg # j. Following the same line of reasoning above,
this immediately implies that z is not in the j’th bucket of distribution D’. Therefore, the mass of
bucket j of distribution D’, denotes by d;-, (still excluding, potentially, the contribution of element

(—1}) is:

Sy approx / O > ﬁj ejT/
d; =D (KWJ. ) + D' (Bfy5) = dw - by + (1 — dw) LjT,/NJ N
Where h; = D" (Kg%mx) =D X (K%?mx), as defined in the protocol.
We now turn to show that for every j, d;- is close to a;. First, note that the number of non-
negative indices in the histogram {p;}; is at most [C'] for:

loglog N N 2log (&) logN  2log(7)

/ /

C =

T T 27/ T

log N 2log (7’
=5

) buckets between the 0 bucket (contains elements with individual
loglog N +
,T/

As there are at most +
mass 1/N), and the hlghest bucket that contains elements with mass at most %,, and

M buckets between the 0 bucket, and the L’th bucket (with elements with mass smaller than
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Wl;]v)' Observe that:

Sl ) e

J:p;#0 J:p;#0
~ Dj el
<(1-dw)= (1) = 34
(1~ dw) j%(pj (5 )N> (31
J
(1—dw) 1 eI’
= 5 ‘32 W (35)
Jipi#0
N C+1
712 (67—) —
(36)

< . 37
~ NlogN e’ —1 (37)
< eT,T/Q ' lOTng]V . % . 7-/2 (38)
~ Nlog N 7!

<7 (39)

Considering next the mass of {—1}, and its contribution to the distance, observe that:

eI

D{-1hs 3, =7
J:p;#0
This is justified as {—1} is defined to contain the sum of probability mass of all elements neglected
in the rounding process described above.
Therefore, also considering the contribution of the {—1} element, we deduce that if we denote
by d;-/ the true mass of the j’th bucket of distribution D’ (including, potentially, the contribution
of the neglected {—1}, whose mass is at most 7/), we get:

5

JET

11 /
dj faj‘ <27

And so, by Claim 3.27, we get that Agrr,(D’, {a;};) < e (e7 —1)+2e" 7' < 37" + 37" = 67/ Where
the last inequality is justified through the choice of 7 < 0.1, and N > 100.

The second part of this claim is more straightforward. By the triangle inequality of relabelling
distance (Claim 3.21):

ARL (D’

D, ) < A (D] 4BYs) + A ({553 D).y, )

Note that the above calculation can also be drawn to conclude that Agy, (D’ | o 1Dj }]) < 7/, as they
differ only on the allocation of the mass attributed to {—1}, which yields the desired result. O

Proposition 4.7. If the prover is honest, then, with probability at least 0.9 over the choice of
W, W', the randomness of the folklore distribution learner, and the randomness of the bounded
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probability histogram reconstruction protocol, at the end of protocol in Figure 3, the verifier outputs
{a;}jez, such that: Arp(D,{aj}jezr) < g

Proof. We divide the proof into four parts, according to the value of D(Xy ) = dyw (the real mass
of Xw)

Case I: dyy < /7/5—7'. In this case:

e By Claim 4.4, the probability that JW < /7/5 is at least 0.99. Assuming this is the case,
W' contains sufficiently many samples from X7 to run the bounded probability histogram
reconstruction protocol detailed in Section 5. This is justified by the definitions of w’ and the
fact that more than /7/5 + 7’ elements are from X7,

“TIVT

e By Claim 4.3, the probability that all elements in X7, are of probability at most (176103 is

at least 0.99.

’

e Assuming X7, contains only elements with probability at most \{—g- 1_654 , then, given D(Xy) =

1—dw >1—7/5+7 > /7/10, all x € X, satisfy D‘XL(x) < 1=¢ "~ By Proposition
5.1, given that the prover is honest, with probability at least 0.95 over the randomness of the
bounded probability histogram reconstruction protocol, the histogram {p;} ez satisfies:

e ((121,) <27

Therefore, in this case, by union bound, all these conditions apply with probability at least 0.9.
Recall that in this case, for every j, the verifier sets a; = p;. By Corollary 3.24:

Arn(D,{a;};) = Arw (D, {p;};) < (1 —dw)ArL (D\XL,{ﬁj}j> +dw <127 +/7/5—7" < /7/2

Case II: dyy > 1— (y/7/5 —7'). In this case:
e By Claim 4.4, the probability that dy > 1 — /7/5 is at least 0.99.

e By Theorem 3.30, with probability at least 0.99 over the randomness of the Folklore Distri-
bution Learner, it holds that Agp (D‘XW,D%’WOI) < /7/5, and so, if {a;}; is the (N,7')-
histogram of Di/*"*", then, by definition:

Agr, (D}XW, {%’}j) <VT/5

As before, taking union bound over these conditions, they all apply simultaneously with probability
at least 0.9. Recall that in this case, the output {a;}; is the (N, 7’)-histogram of D{*"*", and by
Corollary 3.24:

Ant, (D, {az};) < dwAns, (D], Aashs) + (L= dw) S 1-V7/5+ V7 /5 -7 < V7/2
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Case III: \/7/5+ 7' <dw <1— (y/7/5+ 7'). This case is slightly more involved. In this case:
e By Claim 4.4, with probability of least 0.99 over the choice of W', ‘c/l\w — dw‘ < 7, ie.
dw € (V7/5,1—/7/5).

e Asin Case I, we get that with probability at least 0.99 over the choice of W, X, contains only
Xﬁf.l—e_#
10 s

elements with probability at most , and so, again, following the same reasoning as

176877 , and since 1 —c/l\W > /7/10, the verifier has enough
samples to run the bounded probability histogram re-constructor protocol for distribution D‘ X,
with parameters N and 7; and with probability at least 0.95, the histogram obtained by

running the protocol, {p;};ecz, satisfies:

ArL({Pj}, D y,) < 27’

in Case I, for every x € X, D}XL <

e Asin Case II, assuming JW > /7/5, we have enough samples to run the Folklore Distribution
approx

Learner, and by Theorem 3.30, with probability at least 0.99, we get distribution Dy, such
that:

Art, (D), DI ) < V75

Like in both previous cases, with probability at least 0.9 all these conditions apply at once.
Assume they all apply.

Recall that in this case, for every j # L, the verifier sets a; = C/l\W ~hj+ (1 - &\W) “Dj4s-

Let D’ be as in Construction 4.5. By Claim 3.25, it holds that:

Agr, (D,D') < dwAgy (D{XW’D/}XW) + (1 — dw)ARL (D}XL,D'|£) + ‘C/Z\W - dW}
By Claim 4.6, the above assumptions, as well as the assumption that 7 < 0.1, N > 100:
ArL(D, D) < V75427 + 7'+ 1" =/1/4

Moreover, by the same claim, we also get that Ary,(D’,{a;};) < 67’. Which gives us through the
triangle inequality for relabelling distance (Claim 3.21):

Arn(D,{a;};) < VT/4+ 67 < \/T/2
Lastly, we get to the final case:

Case IV: dy € [? -7, g —1—7’} U [I_T\ﬁ -7 1 - g —1—7’} . This case is reducible to the

previous cases. In this case, assuming ‘dW — Jw‘ < 7/, which occurs with probability at least 0.99,

we get that {a;}; changes according to the value of c/i\W, and can be in any of the previous cases.
If dw < +/7/5, the arguments in Case I apply, if dy > 1 — 4/7/5, the arguments in Case II apply,
and otherwise, the arguments in Case III apply.

O

Proposition 4.8. If the prover is dishonest, the probability that the verifier doesn’t reject and
outputs {a;}; such that: Agrp(D,{a;};) > /T is at most 0.1.

Proof. Assume the prover is dishonest. Note that Test I, and the composition of D" ** require no

interaction with the prover. Therefore, a dishonest prover can only effect the output of the bounded
probability histogram reconstruction protocol for distribution D‘ X, We consider the following cases:
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Case I: dyy > 1 —/7/5+ 7. In this case, with probability at least 0.9, it holds that dy >
1 — +/7/5, and the verifier outputs the (N, 7’) histogram of D%’p "9 " Here, the prover plays no
part in the production of the output, therefore, the proof here follows the same course as the
one in the previous proof. In short, by Theorem 3.30, with probability at most 0.01, the folklore
distribution learner outputs D" " such that its histogram, {a;};, satisfies ARL(D‘XW’ {a;};) <

\/7/5, which as shown in the previous proof, with probability at least 0.9, translates to the condition
Ary(D,{a;};) < /7/2, and in particular, with probability at most 0.1, the verifier outputs {a;};
such that Agry, (D, {a;};) > V7.

Case II: dw < 1—/7/5— 1" By Claim 4.4, with probability at least 0.99, we get that
1—dw > /7/5, and as explained in Case I of the previous proof, there are enough samples to run
the bounded probability histogram recontruction protocol over D‘ X By Lemma 5.1, if the prover
is dishonest, with probability at least 0.95, the verifier either rejects or outputs a histogram {p;};
such that ARL(D|XL, {p;};) < /7. Consider the latter case, that the verifier didn’t reject. Next, it
holds either c/Z\W is very small, in which the histogram {p;}; will also be the output; or that JW has
enough mass to run the folklore distribution learner on D‘ X Formally, either 1 — c?W >1—4/7/5,

or l—dy <1-— v/7/5. If the former holds {a;}; = {p;};, and by the arguments in Case I of the
previous proof, we get that:

ARy (D, {a;};) = ArL (D, {p;};) < ArL (D\XL, {5;‘}]') +dw <NVTHVT/B+T <27

Otherwise, a; = C/Z\V[/hj +(1— Jw)ﬁjJﬂ;. Let D’ be as in Construction 4.5. By the triangle inequality
for relabelling distance (Claim 3.21), and by Claim 4.6, with probability at least 0.9:

ArL(D, {a;j};) < Agn(D, D) + ArL(D', {a;};) (40)
< dw AL (D\XW,D’\W) 4 (1— dw)Arr (D]XL, {ﬁj}j) + ‘dW _ Jw( 67 (41)
<VT/5 VT HT 67 <27 (42)

Case III. dw € [1 —/7/5 — 7,1 —+/7/5+ 7']. In this case, in the same vein as Case IV of the
previous proof, it holds that dy, can be either above or below 1—/7/5. In any case, the calculation
for both these cases can be reduced to the above two cases (to Case I if dw >1— V/7/5, and to
Case Il if dyy < 1 —+/7/5). O

5 Bounded Probability Histogram Reconstruction Protocol

Lemma 5.1. There exists a 2-message interactive protocol between an honest verifier and a (po-
tentially malicious) prover, where the verifier receives parameters T € (0,0.1) and N € N as
input, as well as sample access to some distribution D over a domain [N] that satisfies for all

z € [N], D(z) < ==, for 7' = Tso00Ig > And 8 = 10000V N log?(N)7m'~*log(1/7"). TNhe com-
munication complexity, verifier sample complezity, and verifier running time are all s = O(\/N) .

poly(771). Given sample access to the distribution D, the honest prover requires with high proba-
bility O (exp (poly(log N,1/7)) samples and running time.
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At the end of the interaction, the verifier rejects or outputs a (N, 7')-histogram {p;};ezr such
that:

o [If the prover is honest, then with probability at least 0.95, the wverifier doesn’t reject, and
ARL(D, {ﬁ]}]) < 27,

o No matter what strategy a dishonest prover follows, the probability that the verifier doesn’t
reject and outputs {p;}jcz such that Arr(D,{p;}jez) > /T is at most 0.05.

Organization of this section. The following sections cover the proof of this lemma by showing
a protocol that satisfies all of its conditions. The verifier tests performed as part of the protocol
are based on estimations and manipulations of several distribution quantities, and in particular,
the £» norm and entropy of a distribution.

Therefore, before we provide the protocol and proof to this lemma, we first establish two
important tools - the first is a method of relating the fo-norm and relabelling distance from uniform
of a distribution, to its entropy (Section 5.1); and the second is an entropy upper bound protocol,
that allows a verifier to spot a prover that tries to convince her that the entropy of a given samplable
distribution is smaller than it actually is (Section 5.2). This allows us to prove in Section 5.3, the
main section of the proof, that the protocol in Figure 5 fulfills all the requirement of the lemma,
save for one - it consists of four messages. To fix this, in Section 5.4 we collapse the rounds of the
protocol to just two, concluding the proof.

5.1 Relating /;-norm and Relabelling Distance from Uniform to Entropy

At the heart of the proof of the protocol lies the following lemma, which ties together three quan-
tities: a distribution’s relabelling distance from uniform, its entropy, and its #2 norm. The lemma
asserts that the two distributions - the uniform distribution over K € N elements, Ujg); and a
distribution P that is at least o-far in relabelling distance from Ujg) that has £2 norm close to the
of Uy - must have their entropies bounded away from each other (where the gap is dependent on
the gap in norms and o).

Lemma 5.2. Let P be a discrete distribution over [M] elements such that ‘ (ZiESupp(P) P2(i)> - %<

%, for some K € N, and v > 0. If there exists o € (0,1) s.t. Arp(P,Ujg]) > o (where Uy is the
uniform distribution over K elements), then:

1
H(P) ~log(K) 2 -0* —

We now turn to prove the theorem, and subsequently explain its application in the context of
this proof:

Proof of Theorem 5.2. Fix a distribution P over a domain [M], a constant o € (0, 1), and an integer
K. Assume that Ary,(P,Uig)) > o, as well as ’(ZiESupp(P) PQ(z')) — %‘ < 4, for some v > 0.
By Taylor’s theorem, for every x € R>q:

log<i>:log(K)—K<x—K>+2-(m(x))2(x—K>2
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Where m(z) € [z, %] U [%,x} Therefore:
1

H(P) =Eip [log (P(i))] = log(K) — Eiup

K (P(i) - ;) vy m(PlW (P(i) - ;{)1

Where for each i, m(i) € [P(i), =] U [+, P(i)]. This immediately yields the following valuable
equality:

H(P) —1log(K) = Eiup [—K <P(i) - 11{)] +Eiop

1 1 1)\
s e (PO ) ] )

We turn to bounding the two expressions on the right-hand side.

First:
B [_K (P(Z.) ~ ;{ﬂ —— Y Pi)K (P(z') - ;)

1€Supp(P)
. 1 .

=-K{ > (PO’-% > P

i€Supp(P) i€Supp(P)

i
> K. —
- K
= -7

Where the last inequality is justified by the assumption on P.

We proceed to bound the second term. Without loss of generality, assume that P satisfies the
condition that for all ¢ € [M — 1], P(i) > P(i + 1) (otherwise, relabel the domain). Let Q*, be
a uniform distribution over support of size K, such that Q*(i) > Q*(i + 1) for all i € [K], and 0
otherwise. By the assumption over P, Agp(P, Q*) > o. Further define:

A = {i € Supp(P) N Supp(Q") : P(i) = Q"(i) # 0}
B = {i € Supp(P) N Supp(Q*) : P(i) < Q"(i) # 0}
C' = Supp(P) \ Supp(Q”)
D = Supp(Q") \ Supp(P)
Observe that by the monotonicity assumption over P and Q* it follows that either C = ¢ or D = ¢
(corresponding to the cases where Supp(P) is larger than K and smaller than K, respectively),
and the union AU B U C U D contains the entire support of both P and Q*.
We perform a case analysis in order to bound the second term.
Observe that o < Agp(P, Q%) = > ,ca (P(i) = Q*(4)) + > ,cc P(i). Thus, it must be that
either ), 4 (P(i) — Q(i)) > 0 /2, 0r Y, P(i) > 0/2.

Case 1. Assume ), (P(i) — Q(i)) > o/2. define:

Agood = {iGA:P(Q(i_)}( >0'/4}

Abad:{iEA:P(Q(;);{SO'/Zl}



Note that:

i) — & o o
> (ro-5)- % P(z')(P(P)(Z.)K)le P(i) <7

1€ Apad 1€Apqd

Since ;e 4 (P(i) — 1/K) > 0/2, this implies that:

Y (P()—1/K)=0/4

1€Ag00d
And so:
1 1 1\?| 1 1 1)\?
Eer |5 ey (0 &) ] 2 2 PO Gy (70 %)
1 1 1\?
22,2 7 (70 %)
1 (PO-B) (1
G (P~ %)
1 o 1
~72.9
=8 4
0_2

Case 2. assume ) - P(i) > 0/2. In particular it holds that D = ¢. This second case is
divided into two subcases, according to the value of p2. = min{P(i) : i € B}.

Case 2a: assume p2, < i, and ), - P(i) > 0/2. Recall that we assumed without loss of
generality that P(i) > P(i+1) as well as Q*(i) > Q*(i+1), for all ¢ € [M]. Therefore, in particular,
we conclude that for every i € C, P(i) < pfim - this is justified by observing that B C Supp(Q),
while C' N Supp(Q) = ¢, and so, we deduce that for all j € C and k € B, j > k. Therefore, for
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every i € C, (P(i) — 1/K)* > 4. And so:

ey (PO é)] “3 & 20 e (P9 &)

Ei~p

Case 2b. Assume pZ, > L and ) - P(i) > 0/2 (and in particular D = ¢). We have that
Asp(P, Q%) = > ;cp (Q*(7) — P(i)). By the Cauchy-Schwarz Inequality:

o < Asp(P, Q%)
=> (Q(i) - P(i) -1

i€B
< D (PH-Q@)? > 1
1€B i€EB
< \/KZ (P(i) - Q(i))?
i€B

_ \lK% (P(z’) - ;{)2
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Where the last inequality is due to B C Supp(Q), and |Supp(Q)| = K. We conclude that: o2 <
K> 5 (P(i) — %)2 Moreover, for every i € B, m(P(i)) < . Therefore, in this case:

> ;;p@ SVis (P(z’) - ;)2
2tk (ro- )

_ iKZ]; (p@) . 11{)2

.3

Conclusion. We ;:onclude that in all cases, we get that under the conditions over P above,
H(P) —log(K) = 2 — 7. 0

5.2 Entropy Upper Bound Protocol

Theorem 5.3. [Vad99]. There exists a 2-message interactive proof system between a verifier V
and a prover P, where the they both get as input an integer N > 100, and parameters k,z and v,
as well as sampling access to an unknown distribution D over support [N]. The communication
complexity, and the verifier sample complezity and runtime are poly(z,log N,1/v). Let H(D) denote
the (Shannon) entropy of D. The proof system has the following properties:

o Completeness: if H(D) < k, following the strategy of P causes the verifier to accept with
probability at least 1 — 27% over its samples and coin tosses, as well as that of the honest
prover. P uses sample complexity and runtime exp (poly (log N,1/v)).

e Soundness: if H(D) > k + v, then for every (computationally unbounded) cheating prover
strategy, the verifier rejects with probability at least 1 — 277 owver its samples and coin tosses.

The proof of this theorem is based on results from the statistical zero knowledge literature, and
specifically, from Vadhan’s PhD dissertation [Vad99]. Following the arguments presented there, we
show that the protocol described in Figure 4 fulfills the conditions described in Theorem 5.3.

The idea behind the protocol in Figure 4 is to transform the entropy gap to a gap in statistical
distance from the uniform distribution. This is done using a randomness extractor, and more
concretely, through hashing the domain of the distribution D to a new domain, such that if the
distribution has low entropy, the hashed distribution is far from the uniform distribution over that
domain, and if its of large entropy, it will be almost uniform over R.

By so, the problem is reduced to the much simpler problem of lower bounding the statistical
distance from uniform, verifying whether a distribution is far from uniform (YES case), or close to
uniform (NO case).
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Entropy upper bound protocol (single round):

Verifier Input: integer N > 100, entropy claim k, gap promise v, and parameter z, as well as sample
access to distribution D over domain [N].

Prover Input: same as verifier (or, alternatively, full description of distribution D).
Goal: accept if H(D) < k, reject if H(D) > k + v.
The Protocol:

1. The verifier prepares the entropy challenge:

o Sett = 9001%%. The verifier draws ¢ i.i.d. samples from D, to yield the sample = from D?
and a random bits b <~ {0,1}.

o Let # = {h: [N]* = R}, be a 2-universal hash family, where |R| = [20:(k+¥/2)

]. The verifier
chooses uniformly h < H, and if b = 0, it sets m < Ug, and otherwise m «+ h(x).

2. The verifier message. The verifier sends (h, m) to the prover.

@

The prover response. The prover sends be {0,1}.

W

. Verifier Test. If b = b, the verifier rejects, and otherwise accepts.

Figure 4: Interactive protocol for entropy upper bound

Thus, this section is divided into two parts: one detailing the extraction and the reduction
to the problem of verifying a lower bound on the statistical distance from uniform (culminating
in Proposition 5.9), and the other arguing about this verification process (the game described in
Problem 5.10, and in Proposition 5.11).

We begin by detailing the reduction from entropy gap to distance from uniform, as described
above. The main tool we seek to use in order to accomplish the extraction is the Leftover Hash
Lemma.

Definition 5.4. Let P be a distribution over domain X. The weight of element x € Supp(P) is
defined to be wtp(x) = —log P(x)

Lemma 5.5 (Leftover Hash Lemma). Let H be a 2-universal family of hash functions mapping
domain X to domain R. Suppose P is a distribution on X such that with probability of at least
1 — 0 over z selected from X, wtp(x) > log (|R|) + 2log(1/e). Then the distribution obtained by
choosing h <~ H, and x < P, and outputting (h,h(z)) is at most (§ + €) far from the uniform
distribution over H X R in statistical difference.

Note that the lemma requires min-entropy as defined in Definition 3.5 (and captured in this
formulation by the requirement over the weight) rather than Shannon entropy (see Definition 3.6).
As we have no guarantee with regard to the min-entropy of the distribution D, we require another
step in order to reach the extraction. In order to guarantee a certain value for the min-entropy we
consider the distribution D! for some parameter ¢, and show that the min-entropy of the distribution
D! is well behaved and can be bounded.
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Remark 5.6. For more detail about this process and the ideas that lie behind it, such as assuring the
flatness of the distribution, and the meaning of min-entropy, the reader is referred to the wonderful
survey by Vadhan [Vad12b].

We show a lower bound for the weight of distribution D! on a significant part of its domain,
where we denote by D! the distribution achieved by taking ¢ independent samples from D.

Claim 5.7. Let D be a distribution over domain [N], such that H(D) = k. For every integer t,
and every s > 0, there erists a set X C [N]!, such that for every T € X, |wtp:(¥) —t - k| < sA, for
A =2tlog N, and D'(X) > 1 — 27"+1,

Proof. Assume without loss of generality that D(x) > 1/N? (otherwise, the cumulative mass of all
elements with probability lower than 1/N? is at most 1/N, and so, we can consider a distribution D’
obtained from D by grouping all the elements of low mass together, and analysing the distribution
D', that lies within distance at most 1/N from D, and remains in distance o(1) even when taking
polylog(IN) copies of each distribution. Note that the entropy difference between D and D’ is also
bounded by O(1/N), as shown in the proof of Claim 6.9). Thus, for all z € [N], the weight
function satisfies wtp(z) € [0,2log N]. Take T = (x1, 22, ...,7;) € [N]'. By definition, wtp: () =
> icfy Wtp(zi). Also, note that E,p [wtp(z)] = H(D) = k. By the Hoeffding bound, for every
5> 0:

252A\? A
Pr (jwt (&) —t-k| > sA) < 2exp <—82> = 2exp | —25° <> < 2e72 < 97571
Z~D? 4tlog® N 2¢/tlog N

O]

Next, we define a distribution A achieved by taking ¢ copies of D and hashing them, as well as
distribution B, which is uniform over the domain of A. We proceed by showing a reduction from
the entropy gap upper bound problem to the distance from uniform problem in Proposition 5.9,
through the use of distributions A and B.

Definition 5.8. Let H = {h: [N]' = R}, be a 2-universal hash family, where |R| = [2"*+v/2)],
e Distribution A: Choose Z + D, and h <~ H. Output (h, h(Z)).
e Distribution B: Choose b < Ug, and h < H. Output (h,Db).

Proposition 5.9. Consider the distributions A and B as defined above. Assume N > 100. Taking
+ — 900 log? N
=% =

o If H(D) < k, then Agp(A, B) > 0.999.

, we get:

o I[fH(D) > k+v, then Agp(A, B) <0.001.

Proof. Denote the components of distributions A and B as A = (43, A2), and B = (B1, Bs). Note
that A; and B; are uniformly distributed over H, therefore, if we denote A; = As and

Bp = By by Corollary 3.26:

ey
| 3=

1
Asp(4,B) =Y wASD (An, Bp)
hen
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Moreover, note that for every h € H, By, = Ug, and that A, = h(D?).

Assume H(D) < k. Fix h € H. We bound from below the distance between the distribution
Ap, and By,. Fix s > 0. By Claim 5.7, there exists a set X C [N]! such that Df(X) > 1 — 25"+,
and for every ¥ € X, wt(Z) < tk + sA, and denote T = h(X). We bound Ax(T) — By(T)

from below, and conclude from that a lower bound for Agp(Ap, Br). By definition, it holds that

Ap(T) > D(X) > 1—275+1_ In order to bound By(T) from above, note that |T| < | X| < %,

where the last inequality is based on the assumption that every & € X satisfies wt(Z) < tk—l—sA and
so, DY) > e =52 From the uniformity of By, every & € T satisfies By, (Z) = ﬁ = e_(tk+t”/2).
We conclude that:

1—2-s"+1 B
BL(T) < A e (thttv/2) < osA—tv/2
We get that: 2
Asp(Ap, Bp) > Ap(T) — Bp(T) > 1 — 275 1 — esA~t/2

We conclude that, if H(D) < k, then:
ASD(Aa B) >1— 2—s2+1 _ 6sA—tz//Q

Moving to the second item of Proposition 5.9, assume that H(D) > k+v. In this case, by Claim
5.7, for every s > 0, it holds that there exists some set ¥ C [N]t such that DY) > 1 — 27"+,
and for every ¢ € Y it holds that wt(y) > tk + tv — sA > log|R| + tv/2 — sA. Let Bh and Ah
be as above. Since By, it is uniform over |R|, by the Leftover Hash Lemma (Lemma 5.5) and the
triangle inequality:

ASD(A B) < 2752+1 + ef(tu/llfsA/Q)

Plugging in both cases s = 10,1 = w and A = 2y/tlog N yields the desired result. O

We are now left to show how verifying distance from uniform can be achieved. We introduce
the following problem to illustrate the verification protocol.

Problem 5.10 (Distribution Hypothesis Testing). Distribution Hypothesis Testing is a 2-player
game involving two distributions Py and Py over domain X, where both players have full information
of the distributions. The game is as follows: Player 1 tosses a balanced coin b < {0,1}, whose
value is unknown to Player 2. If b = 0, Player 1 samples a single sample from Py, and if b = 1,
she samples from Py. Denote this sample by s. Player 1 sends sample s to Player 2. Player 2 has
to decide whether b =0 or b = 1. She provides her answer b to Player 1. Player 2 wins if b =0,
otherwise, Player 1 wins.

Proposition 5.11. Denote by p the probability over b and s that Player 2 wins the game, and set
0 = Agp(Po, P1). Then p < 1%6, and a Player 2 with a perfect description of the distributions
Py and Py has a strategy that achieves ITM win probability. Moreover, if Player 2 does not have
perfect description of the distributions, but instead, only black box access to a sampling device of
both distributions, as well as knowledge of N, and 6, there exists a strategy that can be implemented

using sample complezity and runtime poly (|X|,1/0,1/«)), that achieves p > 1%5 — 2.

Proof. Set Ag = {x € X : Py(x) > Pi(z)}. Consider the following strategy for an all-knowing
Player 2, with a perfect description of both P, and P,. If s € Ag, set b = 0, and otherwise b = 1.
Recall that by the properties of statistical distance, it holds that 6 = Prp,(Ag) — Prp, (Ag). We
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analyse the probability of the event {E = b}, given this strategy for Player 2. Note that in this case,
we can think of the probability that Player 2 wins as decomposed into two events - either b = 0
and s € Ag, or b=1 and s ¢ Ay. Therefore:

Pr({b = b}) = Px(b = 0)Pr(s € A) + Pr(b = 1) Pr(s ¢ 40) (44)
_ PrPo (AO) + (; - PrPl (AO)) (45)

And thus there exists a strategy for Player 2 that achieves p = 1—;5. We proceed to show this
is optimal. In order to do so, we provide an example of distributions Py and P;, which induce
an alternative equivalent description of a the process generating (b, s), over which we prove the
optimality of the above strategy. Previously, the distribution over (b, s) was generated by tossing a
fair coin b € {0,1}, and then sampling P, once. Consider now distributions Py and P; that satisfy
the condition that for every = € Supp(FPy) N Supp(P1), Po(z) = Pi(z), and they are flat both over
Supp(Fp) \ Supp(P1) and Supp(Py) \ Supp(FP) respectively. In other words, they are flat over:

e By={xe€X: Pyx)> Pi(x)}
e Bi={x e X:P(x)> FPx)}
e By={z€X: Px)=P(r)}
Recall that Agp(Py, P1) = 6, and consider the following procedure:
1. Flip a biased coin d that is 0 with probability 1 — §, and 1 with probability é.

(a) If d = 0: uniformly select an element from B(_), and select b € {0, 1} uniformly.

(b) If d = 1: uniformly select b € {0,1}. If b = 0, uniformly select an s element from By,
and if b = 1, uniformly select s from Bj.

2. Output (b, s)

Note that this process induces the same distribution (b, s) as the previously described one for the
case of Py and P; defined as above.

Next, Observe that the prover strategy described previously will be correct whenever d = 1, and
will err with probability % in the case that d = 0. Therefore, in this setting, the winning probability
of Player 2 is still 1%5. However, in this case, it is evident that this is the best strategy possible,
as the prover never errs when d = 1, and when d = 0 it achieves the best error probability, since in
this case the bit b is independent of the sample s, and there isn’t a strategy that achieves success
probability higher than %

Lastly, we show that there exists a Player 2 strategy based on this method, that achieves
p > 1—‘55 — 2q; requires no information beyond the parameters N = |X|, and 4, as well as sample
access to both distributions; and can be implemented using poly (N, 1/d,1/«) samples and runtime.

We call the player enacting this strategy black-boz-access Player 2, for this player doesn’t know
the full description of the distribution. The strategy is as follows: upon receiving the message
containing s, the black-boz-access Player 2 estimates both Py(s) and Pi(s) up to da/2N accuracy,
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by sampling both distributions 80N2/a?62 times each, and computing pp and p; as the fraction of
samples yielding s from distributions Py and P respectively. If |[pg — p1| < ad/N, the prover tosses
a balanced coin and sends its value as b. Otherwise, it sends b=0if po > p1, and b=1if p1 > Po-
We prove that this strategy achieves success probability 1%‘; — 2. First, as it holds that
E[po] = Po(s) and E[p1] = Pi(s), and the samples are independent, by Hoeffding’s Inequality:

Pr{lpo — Po(s)| > da/2M] < 2exp (=2 (80M?/5%a?)(6%a? /4M?)) < 2720
0

And similarly,
Pr [|[p1 — Pi(s)| > 6a/2N] < 2720
0

Therefore, with probability at least 1 — (2720 4 2729) > 0.9999, black-box-access Player 2 has
an estimate of both py and p; up to an ad/2M additive factor. The success probability of this
estimation can be made smaller than 2a(1 — §) by taking polylogarithmically many samples in
(1/0c). Consider therefore the success probability of the estimation to be as such.

Assume now the case that both estimation errors are indeed smaller than ad/2M. If s is such
that |Py(s) — Po(s)| > 2ad/M, then, it holds that Py(s) > Py_(s) implies py > p1_p for b € {0, 1},
and as also |pg — p1| > «d/M, black-box-access Player 2 answers the same way as the all-knowing
Player 2 described previously, and so have the same success probability. Denote the set of all such
s as Xgood-

Otherwise s € Xyooa = Xpad, and is such that [Pi(s) — Py(s)| < 2ad/M. In this case, either
the black-box-access Player achieves a an estimation such that [py — p1] > «ad/M, which implies
that it answers the same as the all-knowing player, or she flips a coin for b,, which gives success
probability 1/2. Note that for each such s, the all-knowing Player 2 achieves success probability at
most 5 + 2ad /M.

Therefore, black-box-access Player 2 errs if either of the following happens:

e The estimates of pg, p1 went wrong; Or,

e The estimations are within the error bound, however, s € Xj,4, and Player 2 guessed wrong;
Or,

e The estimation is within the error bound, and s € X4, but still the value b is incorrect.

The first event is of probability at most 2(1 — §)a. The second and third events reflect a strategy

that is at most 2ad worse than that of the all-knowing Player 2 (which is 1%5) Therefore, by

taking union bound, the failure probability of black-box-access Player 2 is at most:

2(1—5)a+%5+2a5:1%5+2a

O]

Having established both the reduction from verifying an entropy upper bound to verifying
farness from uniform, as well as the verification process of the latter, we are now set to prove
Theorem 5.3.

Proof of Theorem 5.3. Observe that the Protocol described in Figure 4 describes a single run of
the Distribution Hypothesis Testing games between the verifier (Player 1), and the prover (Player
2), for distributions A and B. Concretely, (as defined in Definition 5.8). By Claim 5.11 the prover’s
success probability depends on 6 = Agp (A, B).
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Single game completeness. Assume H(D) < k. By Proposition 5.9, taking o < Wloov it holds
that in this case 6 = Agp(A, B) > 0.999.

Consider the strategy described in the proof of Proposition 5.11, by which if B(h,m) > A(h,m),
b= 0, and otherwise b = 1. By Proposition 5.11, it follows that the probability a prover with black
box access to distribution D achieves b = b is 1—+5 200 > 1+0 999 _ 90 > 0. 999, where the last
inequality holds when a < 0.0001.

Single game soundness. Assume H(D) > k + v. by Proposition 5.9, it holds that 6 =
Agp(A, B) < 0.001. And so, by Claim 5.11, no prover strategy can fool the verifier to accept
with probability greater than 1%‘5 < 0.501.

Parallel Executions. Since we want soundness error (and completeness error) of 27%, we run the
protocol O(z) times independently, and reject if more than half the runs terminated in rejection.
This is a standard argument that follows immediately from Hoeffding’s Inequality (see Goldreich
[Gol08]).

Verifier complexity. The verifier samples z - t = poly (z,log N, 1/v) samples from D, as well as
z hash functions from H, and communicates the hash functions as well as the hashed samples to
the prover. Her runtime is accordingly poly (z,log N, 1/v).

Prover complexity. By Proposition 5.11, assuming H (D) < k, and given only sample access
to D, as well as parameters v and N, there exists a single-game honest prover strategy that can
be implemented using poly (N t1/ 1/), and convinces the verifier with probability at least 0.99. By
choice of ¢, N* = exp (poly (log N,1/v)). This complexity scales linearly in z. O

5.3 Proof of Lemma 5.1

Let D be some distribution over [N], and let 7 € (0,1). We first show that the 4-message protocol
in Figure 5 indeed fulfills both the conditions in Lemma 5.1. Namely, that if the prover is honest,
then the alleged histogram {p;};cz is indeed close to the real histogram of distribution D, and
with high probability, all the tests will pass; and if the prover provided a histogram {p;};ez that
is \/7-far from the real distribution in Agy, distance, with high probability, at least one test will
fail, and the verifier will reject. Later, we add minor changes to the protocol in order to achieve
a 2-message protocol with the same properties. This second protocol is described in Figure 6, and
after we will have established the previously presented protocol, the proof that this second protocol
fulfills all the conditions of lemma (appearing in the aptly named Section 5.4) will follow suit.
But first, we provide a glossary of some of the notations used throughout the proof.

Definition 5.12. A pair (k,m) € [s] x [s] is called a collision pair if S = Tp,.

We say the collision pair belongs to bucket i if Sk belongs to bucket i. We denote the number of
colliding pairs belonging to the real bucket ¢ by C;. We also denote by C; the number of colliding
pairs belonging to the alleged bucket ¢, as claimed by the prover. For i € Z, we use the following
notations:

e p; is the real mass of the i’th bucket of D.
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IP for verified histogram reconstruction for dist. with no high-prob. elements (4 messages):

Verifier Input: integer N > 100, accuracy parameter 7 < 0.1, and sample access to distribution D over
domain [N], such that for all z € [N], D(z) < O (%\/(Nﬂ)

Prover Input: same as verifier (or, alternatively, full information of distribution D).
Goal: obtain a (N, 0 (ﬁ))—histogram {P;};jez such that Arr, ({p;};, D) < /T.
The Protocol:

1. The verifier draws s = O(v/ N7 ~*) samples, and sends sample S = (51,53, ..., Ss) to the prover.

2. For every element z appearing in sample S, the prover responds with tag(xz) € Z, corresponding to
the bucket to which element x belongs.

3. The verifier compiles the alleged histogram. For every j € Z, the verifier computes fj =

{k €[s] : tag(Sk) =j}, and p; = @, to form {p;};ez, the alleged empirical (N, 7’)-histogram of
the sample S
4. Verifier tests. The verifier draws a fresh set of samples T' = (11, T5, ..., Ts) of size s, and performs

the following tests:

(a) Test 1 - collision matching test. For every j € 7\ {L}, define:

G = |{tm € 950~ Tk )

12

The verifier rejects unless for every bucket j such that p; > ==, the verifier checks that:
g

2

~ ST jT/ ’ 2
Ci = pie

< (e — 1)%17]-6”/

(b) Test 2 - interactive entropy upper bound test. The verifier runs the entropy up-
per bound protocol (detailed in Appendix 5.2) over distribution D with parameters N, k =

~ . Np; _TT — 2407 — . ..
Zjelh,w,y p; log (ej’f,) + 15000 and v = 500> 2 = 20. If the protocol results in rejection -

the verifier rejects.

5. The verifier outputs {p;};cz.

Figure 5: Interactive protocol for histogram reconstruction - upper-bounded probability

e p; is the empirical mass of the i’th bucket in the sample S, and defined to be the real fraction
of samples belonging to bucket .

e p; is the alleged empirical mass of the i’th bucket in the sample S, as claimed by the (un-
trusted) prover, and is defined to be the fraction of samples tagged as belonging to bucket
i.

In General, for a quantity of interest, we use the ~ sign to indicate the fact that the value is
only “alleged”, ~ to indicate the true empirical value according to the sample, and without any
symbols to mean the true value according to distribution D. We also use the following notation:
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7! 7!

I "210g7’ B loglogN-‘
- ! !

Le. ei;/ < 1_64/, and € > ﬁ. As we assumed that for every z € [N], D(z) < 1_%#,
we think of H as the highest bucket, and so, from now on, when we write Z, we think of it as
truncated at H. That is: Z={L,L+1,...,0,1,... H}. This also implies that for the sake of this
proof |Z| = H +|L| < &N,

Next, we introduce a useful analytic tool for the analysis of the prover’s answer: define x,; to
be the fraction of samples of the sample S belonging to bucket ¢, that are claimed by the prover

to true belong to bucket j:

. —s D
Definition 5.13. For every {,j € I, xp; = [ {kels] tag(skg%j and SyeBP}|

or!

Where BY = {:z: € [N]:D(z) € [eN ,67/%)} is the true £’th bucket of D. And so, if the real

empirical histogram over the sample S has py as the mass of the £’th bucket, then, the alleged mass
of the j’th alleged bucket is by definition p; = Y .7 Dr - 7.

Observe that if the prover is honest, then for every ¢, x,, = 1, while for every j # ¢, x4 ; = 0,
which also means that p; = py.

First, we argue that the real empirical histogram of .S is close to the real histogram of distribution
D. This claim will allow us to relate claims about the empirical distribution to claims about the
real distribution.

Definition 5.14. An i.i.d. sample S of size s from distribution D over a domain [N] is called
nice, if:

2

o For every L €I, |pg — | < 107@@'
e There are no [log N|-wise collisions: i.e. there don’t exist distinct ki,ka, ..., kfogn] € [5]
such that Sk, = Sk, = -+ = Slcﬂogm

Claim 5.15. For any distribution D over [N] such that for every x € [N], D(z) < l_e; , with
probability at least 0.99 over the choice of S = (S1,S59,...,85s), the sample S is nice.

Proof. Define I,f to be the indicator that the sample Sy was drawn from the ¢’th bucket of the
distribution. By definition, we get p; = %Zke[s] Iﬁ. Observe that Eg[ps] = py: This is due to the
fact that Pr(If = 1) = py, combined with the linearity of expectation.

We show that p, is concentrated around its mean. Since the samples are drawn i.i.d., py is the
average of independent Bernoulli variables with expectation py. Using Hoeffding’s inequality, this
implies:

7_12 2527_/4 27_/4
Pr{ |py — > ———— | <2exp| ——5— | =2exp | —s—5—
<‘p‘ | log<N>> p< slog2N> p( log2N>
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And so, using the union bound, we get that the probability there exists i € [log(N)/7'] such that
. 2
Di — pil > gy 1

) 14 2 14 21 N 9 14
Z2exp (—32> < |Z| 2exp (—s 7; > < 08 - exp (—32) < 0.001
log® N log® N ad log® N

Where the last inequality is justified by the choice of s. We move to the second condition. Recall
that for all z € [N], D(z) < 222" < %l The probability some subset of size log N of S consists

solely of z is (D(a:))log N Taking union bound over all such subsets of S, we get that the probability
x appears at least log N times is at most (log N) (D(:v))lOgN, which is bounded from above by

s8N (D(z))'°8 N, By the assumption over z, this quantity is at most 7/1°8V < (e_Q)IOgN =1/N2.
Therefore, summing over all possible z € [N] we get that the probability = was sampled at least
log N times in a sample S, is at most 1/N < 0.001.

Combining these two conditions together, we get that by union bound, the probability that S
is mece is at least 0.99. O

Corollary 5.16. Assuming the prover is honest, then, with probability at least 0.99 over the choice
of S:
Arr (D, {p;};) <27’

Proof. Recall that since the prover is honest, we get p; = p; for all j. Plugging for every j € Z,
pj = p; in Claim 5.15, we get:

,7_/2 Tl

1 1
- 5 il < 2T - _
2;‘“ pil = oMl n = 3

By Claim 3.27, and the assumption that 7/ < 0.1 this means that Agy, ({p;};,{p;};) < 27/, and
since {p;}; is the (N, 7’) histogram of D, this concludes the proof of this claim. O

Completeness. The last corollary shows that if the prover is honest the claim it provides with
regard to the histogram of D indeed satisfies the condition in Lemma 5.1 with high probability.
And so, in the case the prover is honest, all that is left in order to conclude the completeness claim
of the protocol is to show that both tests pass.

The first test involves counting how many collisions are associated with each alleged bucket.
As we expect this quantity to be concentrated only on “significant” enough buckets, with enough
mass and of elements with high enough probability, we first limit our analysis to those, and define:

Definition 5.17.

=~ . ./ / ~ 12
® Theavy = {j eL:edm > IOZW and p;j > lngN}

b -:ilight =1 \ fheavy

Note that we use the ~ sign here to indicate that the indices of i-heavy depend on the prover’s
answers (since it contains all indices j for which p; > %)

Claim 5.18. For every nice sample S, if the prover is honest, then:
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o For every j € fheavy, E[C;] € [%@.eﬁ/’ew %ﬁjeh’).

o With probability at least 0.99 over the choice of T, for all j € fhe(wy :
‘@‘ - ET[@]) < (" = 1)Er[C))

More on this claim, as well as the proof can be found in Appendix A. An immediate corollary
of this claim is:

Corollary 5.19. For every nice sample S, if the prover is honest, then, with probability at least
0.99 over the choice of T, for all j € Theavy:

82

~ . 12 2
2~ T
C; N ;€

< (7 = )BT

And Test 1 passes.

We showed that if the prover is honest, then with high probability, Test 1 passes. In order
to show Test 2 also passes with high probability in this case, we first argue that the quantity,

> 1€, D¢ log <e(%>, achievable to the verifier through the prover’s answers, is a close estimation
eavy

of the real entropy of distribution D. This will allow us to show that the entropy upper-bound
protocol passes with high probability. Concretely, we prove:

Proposition 5.20. Assume that the sample S is nice, then, if the prover is honest:

~ N 7T
eeiheavy

In order to prove this, we require a preliminary claim:

Claim 5.21. Assume S is nice. If the prover is honest, then, ZZGZ ., De < 37
ig

Proof. Define Zj,, = {i € T : % < ﬁ;N} and Bj,, = {x € [N]: D(z) < ng;:;N}' As there

are at most N elements in the domain of D, we conclude that D(Bjyy,) < ﬁ, or alternatively,

ZEGIIW pe < 10;7/1\1- We will show next that Efefzigm\Izow pe < 27/, First, note that by Claim 5.15,

as we assumed S is nice, we get that for all £ € Z, |p; — p¢| < %, therefore:

PV <ﬁz + 107;\7) (47)

ZEflight\Ilow Eeflight\zlow
7/2
_ > 48
Y (ntiny) (48)
EeIlight\Ilcw
logN 7 N logN 7
7! log N 7 log N
=27 (50)
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Where the first equality is due to the assumption that prover is honest and the subsequent in-
equality is due to the fact that for all £ € Zy;gns \ Ziow it holds that p; < N, as well as |Z| < IOE/N .
We thus conclude that:

/

ZP@ZZPeJr Z Pe < 1N+27<3T

€L yight teLiow 0€iighi\Tiow

We are set to prove Proposition 5.20:

Proof of Proposition 5.20. Assuming S is nice, by Claim 5.21, Efelugm erBé:’ D(z) = Efelught pr <
37, through Claim 3.7, we get:

1 1
Z Z log( (w))<37'logN+3Tlog<3 ><47-10gN

eeIlzght IGB‘@

Where the last inequality is justified by the assumption that 7 > <, as well by setting 7/ =

T50001og N *
Therefore,
> b (p) - XX p@es(55)| = XX s (5
D(z) D(z) D(x)
el xeBy ZEIheavy rEBy EEIlzght TEBy
(51)
<47'log N (52)
4T
= 53
15000 (53)

This claim essentially means that if the prover is honest, and S is nice, in order to approximate

the entropy of D up to an additive factor of 15000, it suffices to consider only real buckets with

indices from Ihem}y. We are thus left to show that the empirical histogram (which is the same as
the alleged histogram), provides a good approximation for these buckets.

Observe that since all the elements z in given bucket ¢ € fhmvy satisfy D(x) € [6;/\; , 6“;” ),

and considering the quantity >, p D() as fixed, by Claim 3.7, the quantity > 5 D(z)log (%)

is maximised when for every x € By, D(x) assumes minimal value, i.e. when all the elements in the

bucket are of probability <. Moreover, there can be at most ; EZ/N such elements, and therefore

for every £ € Ihem,y:

1 Np, e N N
3 piooe (5) < - o (a7 ) =i (a0
4
+1)7'/

Similarly, it assumes its minimal value when all the elements are of each of mass e ~ > and thus:

1 N N
Z D(x)log <D(az)> > pelog <€(£+1)7./> = pelog <€h/> —pet’

z€By
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And so, for every £ € fhem,y:
N
> D(x)log —pelog ( =7 || < pe’
(Q:) eZT
TzE€By
Summing over all £ € fheav;p we conclude:
S Y D) log =S g () <7 Y m<r < (54)
( ) < elr - £ - 15000
EEIhe(wy IEBZ EEIheavy ZeIheavy

Also, as S is nice, and |Z| < IOE—/N:

N _ '
Z P€10g< ) Z p210g< > < Z log<e€T/>!pe—pe!§bg]V Z log N*

ZeIheavy gezhem;y Eeiheavy zeIh,eavy
(55)
= 27"log N (56)
2T
= 57
15000 (57)

Combining Inequalities (51), (54), and (55), we conclude that:

3" D(x)log <D§x)> - > Pilog (;X)

CCE[N] eeIheavy

> Y D( 1og(D2x)> +Y ZD(x)log(ng) > pglog<

EEIlzght IEBZ Kefheavy IEBZ ZeIheavy

+ ) leog(eiX/)— > @log(e]jﬂ)

IN

Zefheavy Ztheauy
< 47 n T n 2T
— 15000 15000 ~ 15000
T
15000

Combining the results above with Theorem 5.3, we conclude the following:

Corollary 5.22 (Completeness of the Protocol in Figure 5). If the prover is honest, then with
probability at least 0.95 over the choice of S, T, and the randomness of the entropy upper bound
protocol, it holds that Agyr, (D,{p;}jez) < 27, and both Test 1 and Test 2 pass.
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Proof. By Claim 5.15, with probability at least 0.99 over the choice of S, the sample S is nice.
Given that it is nice, we get that:

e By Corollary 5.16, it holds that Ary(D,{p;};) < 27’. 5.19, with probability at least 0.99
over the choice of T', Test 1 passes.

o ~ Np;
e By Proposition 5.20, H(D) < Zjefhem, p;j log (ej%) + 1%860
Given this final point, as Test 2 merely consists of running the entropy lower bound protocol with
Np;

ed’

107 __ 240t :
) + 50000 and v = 55, We get that as the prover is

honest, with probability at least 0.99, this interaction results in acceptance, meaning that Test 2
passes. Taking union bound on the probability that either of these conditions fail, we get that
if the prover is honest, with probability at least 0.95, Ary,(D,{p;};) < 27/, and both tests pass,
concluding the completeness claim for the protocol in Figure 5. O

parameters N, K = Z].thmvy D; log<

Soundness. We move on to show the soundness of the protocol in Figure 5. We accomplish this
by showing that if the sample S is “nice”, and the prover provided an alleged histogram {p;}; such
that Ary(D,{p;};) > /7, then with probability at most 0.01 over the choice of T, Test 1 passes,

and the entropy of the alleged distribution - estimated by the expression > 0e7, pelog (%) - is
eavy

close to the entropy of real distribution D. In other words, if the prover is dishonest and provides
a histogram such that Ary(D,{p;};) > /7, with high probability either the verifier rejects after
performing Test 1, or the entropy of the real distribution is significantly higher than the entropy
alleged by the prover, and so, the entropy upper-bound protocol succeeds with high probability in
the task of identifying the cheating prover, and Test 2 fails. Formally:

Proposition 5.23. Assume samples S is nice, then no matter what strateqy a cheating prover
might employ, if {p;}jer satisfies Apr(D,{Dj}jez) > /T, with probability at most 0.01 over the
choice of T', Test 1 passes, and:

~ N 2507
HO) - X mos () < i

jEIheavy

This proposition relies mainly on Lemma 5.2. The Lemma is used to tie Tests 1 and 2 together,
by relating the collision count verified in Test 1, to the entropy gap assumption that is necessary
for the soundness of Test 2.

The general (and slightly inaccurate) intuition behind this is the following: consider a cheating
prover. An alleged bucket j will be composed of elements from buckets potentially different from
J, and will be of alleged mass p; = > .7 Dee;. Le. we can think of it as composed of fractions
of other real empirical buckets. And so, while each real bucket is nearly uniform in terms of the
probability of its elements, if the prover is dishonest, the alleged bucket can be not uniform, and
potentially even far from it.

If the prover is dishonest, and provided a /7-far histogram, it essentially claims that many
distributions (the distribution D conditioned on the different buckets) are uniform, while in fact,
they are far from it. Lemma 5.2 asserts that a distribution that is far from uniform, yet has #5 norm
close to that of a uniform distribution, must have higher entropy than that of the same uniform
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distribution. Therefore, in order to show an entropy gap in our context, we are left to argue about
the ¢ norm of these distributions.

Recall that the (squared) £, norm, by its definition }, cq,p(p) (P(z))?, reflects the probability
that a pair of i.i.d. samples from P yields the same element twice, and so it is closely tied to
collision counting.

Thus, if the prover is truthful, counting collisions associated with bucket j allows the verifier to
verify the ¢5 norm of the distribution conditioned on real bucket j (note that we use the term verify,
as the verifier can already compute a claim about this quantity from the alleged histogram). In the
case the prover is dishonest, the verifier still gets an estimation of some f5 norm, but this time it’s
the norm of the distribution D conditioned on the alleged bucket 7, which is not necessarily uniform.
Passing Test 1 means that with high probability, the £5 norm of this non-uniform distribution is close
to the /5 norm the verifier expected to see from the uniform distribution induced by D restricted
to bucket j, assuming it has mass p;.

And so, assuming {p;}; satisfies Ary,(D,{p;};) > /7 and Test 1 passed, we show that with
high probability the conditions of Lemma 5.2 (being far from uniform distribution over K elements,
yet having squared ¢5 close to 1/K, for some K) apply for distribution D conditioned on each of
the heavy buckets, and employing it over them reveals that the entropy of the real distribution
conditioned on those buckets is in fact larger than the alleged entropy of the uniform distribution it
is claimed to be. Putting together these results for all heavy buckets, we get an entropy gap between

the estimation ), 7, pelog (QTAL) and the real entropy of D, which is significantly higher.
eavy

This difference in entropy is leveraged by the entropy upper bound protocol as detailed in Ap-
pendix 5.3 to uncover the cheating behavior through Test 2.

In actuality, we cannot guarantee that every alleged bucket j produces such a gap in entropy,
but instead, we show that this entropy gap holds in aggregate. Moreover, we cannot work solely
with the distribution D conditioned on elements from the samples, since there are far too few such
elements. More on this last issue in the following remark.

Remark 5.24. Consider an element x sampled in S, pertaining to real bucket £, for ¢ = O(1).
With overwhelming probability, it appears only once in S, as do almost all elements from the same
bucket that were sampled in S. Therefore, the €5 norm of D restricted to the elements sampled from

!

T 2 /
real bucket £ is approzimately s-py- (%) = m%e%T . At the same time, the number of collisions

associated with it is roughly %ﬁgeh/ (as explained in Appendix A). Achieving the first value from
the second requires the verifier to know both '™ and py. This is possible if the prover is honest, and
all elements tagged as belong to bucket £ have indeed mass of about eET//N. However, this process
1s made impossible for the verifier if the prover is dishonest. In that case, the value achieved from
collision counting is close to the sum ), 1 %@x&jeh/, while the true fo norm of distribution D

restricted to the alleged bucket j is about ), 1 m (eZT/)Q (from a reasoning similar to the one
above). The task of relating these two quantities cannot be achieved by the verifier without more
information.

Another crucial (related) issue with considering only the sampled elements is that our protocol
soundness relies on the claim that the prover tags induce non-uniform distributions on buckets,
such that these distributions have higher entropy than their alleged entropy, calculated through the
histogram. Limiting our analysis to the sample, taking into account a “falsly” tagged bucket, the

prover claims that the distribution is (roughly) uniform over the elements inside it, while these
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elements might vary greatly in probability. Since the argument applies only to a specific known set
of elements that were sampled, the alleged entropy will be higher than the true entropy, as for a
given set of elements, the uniform distribution has the highest entropy. This trend is opposite to
what we require in the entropy upper-bound protocol.

In order to overcome the obstacle of having no information over the elements in real bucket
j save for the small fraction of elements sampled in S, we create a dummy distribution, P, over
support of size O(N), which is an extrapolation of the real empirical bucket histogram of S (i.e.
it has (N, 7’) histogram of {py}¢). This theoretical entity is provably close in relabelling distance
to the real distribution D, and can be used to argue about the prover’s answers. We analyse it to
prove several important claims about the estimates achieved through the the tags on the sample S,
and in particular, it will allow us, in the soundness case, to claim an entropy gap between the real
distribution and the quantity achieved from the prover’s answers (which we have previously shown
to approximate the real entropy well in the case the prover is honest).

In short, we define the distribution P such that P has exactly the histogram {p;};ez, and whose
description we know fully, and so we can more easily analyse its structure and entropy (as opposed
to the distribution D). In order to define it, we require the following claim, which we will use to
create the support of P.

Claim 5.25. Assume that S is nice, and that Test 1 has passed. Then, for every prover response
characterised by parameters {‘WJ}MEZ’ for every j,0 € I, such that xy; > 0, there exists some

Aej € [0, €+ 1) such that:

Ty,iPe
g
N

e N.

Proof. Let j,¢ € T be two bucket indices, such that x,; # 0. Consider the function f(a) = M’ﬂ?é

eaT

N
with the domain a € [¢,/+41). Observe that f is continuous in a, therefore, by the intermediate value

: . Ty, ;De Ty, ;De . e TogPe T jDe
theorem, it assumes all values in between T and ==, In particular, if = o = L
- ~ —~

N
it assumes an integer value at some point. And indeed:

>1

TegPe  FegPe _ wegbe g oy steipe (1- e
eZT/ e(l+1)7” - eZT/ - eZT/ s
N N N N
Where the inequality is due to el% < l_e; since £ < M and by choice of M, as well as sz jpe > 1,
which is justified by the fact that the quantity sz, ;p, is in fact the number of samples associated

with bucket ¢ that were tagged as belonging to bucket j, and by so, it has to be at least 1.

Thus, set A; to be the value of x for which “52% — 528 is an integer. O
9. e.‘r el T
N N

Remark 5.26. This last claim is the only place in the proof in which we use the condition that for
all z € [N], D(x) < % It essentially allows us to construct a distribution with a well defined
number of elements, where each bucket ¢ has exactly p, mass. To emphasize the importance of this
point, consider a “heavier” bucket £o with elements with individual mass roughly % If its empirical
mass is not divisible by 2/s (which is very likely), constructing a distribution with bucket £y with

exactly pg, mass is not possible. In other words, empirical histograms {py}e supported over heavier
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buckets might not be realizable in any set (recall Definition 3.15). This is not only an analytic
compromise we impose on the protocol, but also reflects the volatility of measures like empirical
entropy or number of collisions induced by different samples, when heavier elements are taken into
account. Focusing on the lighter elements, these quantities are much better concentrated and permit
the analysis shown here. The general case, with distributions supported over heavier elements as
well, is presented separately in this paper.

Further note that if the sample S were larger, than the granularity of the empirical mass was
finer, and the restriction on the maximum probability would be weaker.

Construction 5.27 (Distribution P). For every {,j € I, define Ay to be a set of size sz’jg’z,
et
where the sets {Agj}ej are disjoint, and for every pair £,j € I, ¢ j is set according to Claim 5.25.

Thus, Nf;’??/ is an integer satisfying Arj € [(,0 +1).
e £J
Define U = Uy jer Ay, to be the domain of P. For every {,j € L, the distribution P assigns the

’
eAZ,jT
N

elements in set Ay probability
Moreover, define the following:

e For every j € I, define the distribution P; to be P conditioned on the subdomain Supp(Pj) =
UEEI A(’] .

o For every { € T, define BY = ..z Av;.

J€EL
Claim 5.28. The distribution P defined in Construction 5.27 above is a well defined distribution,
the 0’th (N, 7")-bucket of P is BY', and its (N, 7')-histogram is {p¢}ecz-

Proof. First, we show that it is indeed a distribution. By construction, for every element x € U,
P(z) € [0,1]. Moreover:

N = Ao R
IEED I SWICED DI DI ELE LR o) o

zeU LjeET x€Ay j LjeL x€A,y ; 0jeT lel jeT

Where the last equality is justified by the definition of x, ;. Therefore, P is indeed well-defined.
Next, we argue that its (IV, 7/)-histogram is {py }¢. This in fact stems directly from the construction,

as the elements with mass in the interval [%, BT/L;\}I) are exactly the elements in Bf . Note that

=Y > Pla)=) buwe; =i

JET x€A; jez

for every /:

Where the second to last equality is justified by the fact that set Ay ; has fojf’,j elements with
et

... Ap 7
individual mass £ - O

Remark 5.29. Note that as the (N,7')-histogram of P is {De}lecz, we in fact get that P €
FNT ({j}jer)-

We proceed to prove that assuming S is nice, the entropy of P approximates the entropy
of D (Claim 5.33); and assuming that Agry(D,{p;j}jez) > /7, with high probability over the
choice of T, either Test 1 fails, or the entropy of P is significantly higher than the estimate
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defh e log (%) The latter is achieved in several steps. First, we decompose distribution
eavy

P=> jezPibj (as defined in the construction). We proceed to show that under the soundness as-
sumption, assuming S is nice, with high probability over the choice of T', the conditions of Lemma
5.2 regarding distance from uniform and /> norm apply to many distributions in the collection
{P;};, providing a lower bound on their (collective) entropy. Concretely, we show that with high
probability either Test 1 fails or it passes and for heavy j’s, P; has 3 norm close to that of Ujx

Np; [\ 7F . ~ .
for K; = (Lﬁ?J) (Claim 5.31), as well as Zjeiheauy PiARL(P;, Uk;) > 4y/7/5 (Claim 5.32).
This allows us in Proposition 5.34 to utilize Lemma 5.2 on P; for all heavy j, and to argue a lower
bound on } ;.7 p;H(P;), from which we deduce a lower bound on H(P), which in turn yields a
lower bound for H(D).
First, we provide a useful technical claim.

Claim 5.30. For every j € I:

Vil 5.1\ 1 , J
ij eI ij

Recall that by definition of Z, for every j € T, ¢~ < 1=¢ =

P’FOOf Let 5 € Iheavya S0 ﬁj = logN

Therefore, by the choice of s, we have s > logN.
 Npj / s ' sT?
1—e 7). > (1—e 7). . > >1
(I=em) 7 20 =e") T 10a N Z logN =
And thus: _ _ N
{N.p,jJ > N s > ND; (1—eT)- N?’,j :e,T,Nij
e’r el e’ el eiT
And so:

~ -1 !
N-p,] < S
eJT - ij
Np; et
=) >
(1) =%

;T
——| < <6T - 1) €7~
ij

By definition:

And thus:

O]

Claim 5.31. For every nice sample S, and every prover response characterized by {x¢ j}ejez, with
probability at most 0.01 over the choice of T', Test 1 passes, and there exists j € Tpequy such that:

1713 - QWD 0 1) QWD
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Proof. Assume S is nice. We prove this claim by combining four inequalities through the triangle
inequality. 3
First, assuming Test 1 passed, we know that for every j € Inequy:

82

~ -/ / 2
Cj — ije”

< (e - 1)%@&7’ (58)

Which implies 5’j <e” %ﬁjeﬁ/. ByNClaim A.1, given a nice sample S, with probability at least
0.99 over the choice of T', for all j € Zpequy:

\c EC’]‘ <2 —1)C; (59)

Therefore, the probability that both Test 1 passed, and there exists some j € fheavy such that
‘C’ E[C ]‘ > 3(e” l)Np]eJT "2(e™ —1)e” —pjeJT , is at most 0.01. We conclude that for every

nice S, with probability at most 0.01 over the choice of T', both Test 1 passes and there exists some
J € Lheavy such that:

2 -/
EC - S

2 2 2

!

> 3(€Tl - 1)%ﬁjeﬁ, + (7 — 1)%@6‘77, =4 (eT, — 1) SﬁﬁjejT/ (60)

In other words, with high probability over the choice of T', either Test 1 fails, or Test 1 passes
and for every heavy j, E[Cj] ~ ﬁp]e” We next show that ]E[C] also approximates || P;||3, up to
small factors, and this will yield the desired result.

By construction, for all j (and in particular for j € I heavy):

2 2
f]T I~ . >\£,j7_l
2 bexe, € AT
=Y 5 A=Y 5 (G2 ) DB (5] - i S
teT SF—

Lel xeA“ LeT x€Ay i j el
(61)
And by Claims A.1 and A.3, for j € fheavy:
52 ~ Mg 1! ~ 32 -~ o7’ PY T T 82~ Vil
NZW@"@J@ T —E[C]| < N Z Doy ‘e —e™iT |+ ( — 1) v Pic (62)
teT eez\{L}
2
r A ST /
< N Z Doy j ‘e — ™™ | ( — 1) ije” (63)
eez\{L}
! p 82~ i
< ( Z Doy je' (6 - 1) iZa (64)
ZEI\{L}
T T/ 52~ Vi
< <e ) ]+ (e — 1) yPie (65)
2
< (eT - 1) —p]ejT (4(67 —1)+ 1) + (eT - 1) Sﬁ@eﬁ (66)
<3 (eT ) Np]e” (67)
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<

The third inequality holds by the definition of A ; (by which Ay ; € [¢,£+ 1), and so ‘(BZT/ — et

/

(™ —1)e!™), and the second to last one is due to Inequality (60), while the last one is justified by
choice of 7/ < 0.1, which justifies (™ — 1) - (4(6T' —1)+ 1) <2 (eT’ - 1).

We thus conclude by Inequalities (60), and (67) that with probability at most 0.01 over the
choice of T', it holds that both Test 1 passes and there exists some j € Zpequy such that:

32 ~ A ’ S2~ - ’ 82~ -/
N Zpgxg,je 6T — ije” > T(e" — l)ﬁpjeﬁ (68)

lel

Combining this last inequality with Equation (61), we get that with probability at most 0.01 over
the choice of T, both Test 1 passes and there exists a heavy j such that:

eI’ 1 52 / 1 52 -
1B = | = | oz o D Povege™ = g - i (69)
J Np;j 82]3? N; J 32]3? N
1 s2 N Ny i 2 .
= 73 | 2o Peweae™T = b’ (70)
J el
1 / 82 -
> T (¢ = 1) Spel” 71
82]3? € Npﬂe ( )
(e 1) & (72)
= [ — —_—
fVZU

By Claim 5.30, we deduce that:

() e ()

And lastly, plugging this back to Inequality (72), recalling that 7" < 0.1, we get that with probability
at most 0.01 over the choice of T', Test 1 passes and there exists some j € Zpequy such that:

it (22]) ot 0 (22

Next, we show that we can translate the assumption that the histogram provided by the prover
is far from the true histogram, to conclude that distributions {F;}, 7 are far from uniform.

L]
Claim 5.32. Assuming the sample S is nice, then, if Agy, <D, {ﬁj}j\fe;) > /T, then:

~ 4
Z pjoj = g\ﬁ

jEI}Leavy

Where o = Aru(Py, Ui, for K; = | 25 .

e’
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Proof. Assuming S is nice, it holds that for every ¢ € Z, |p; —pe| < @, therefore as |Z|

<
bf,N, it holds that 12]61 lpj —pj| < 7/, and so, by Claim 3.27, Agp(D,P) < €7 T+ <

7'. As we assumed Arp (D, {p;}jezr) > /7, by Claim 3.21, we conclude that as 7/ = T5000Tog V-
ARL(P ADj}jer) > V7 =37 = {gv/T

Next, for every j € Z, Let R; be a uniform distribution over K elements, such that for every

i # 7, Supp(F;) N Supp(R;) = <z5 That is, the support of R; only intersects, potentially, with the

domain of P;. Denote Supp( ;) U Supp(R;) = Y;. Now, for P as in the construction above, by

construction P = » . 7p;Pj, and define R = 3, 7p;R;. Since every R; is uniform over LN@J

el
elements, and R; has p; mass in the distribution R, we conclude that for every x € Supp(R;),

~ -1
R(z) = 5; (| 25]) . which by Claim 5.30 satisfies:

elT
" ./
el T/€]T
- e —
N’ N

That is, {p;}jez is the (N,7/)-histogram of R. Therefore, if Agy(P,{p;}jezr) > 15/7, then, by
definition, Agp(P, R) > /7.
By construction, the definition of V;, and Claim 3.26:

9 ~ ~
E\E <Agp(PR) = ZP;‘ASD(P\J;].’R‘%) = BjAsp(P;, Ry)
jez jez

R(z) €

We are left to show that buckets in fhe,wy capture the majority of the distance between P and

R.
~ (e+1)7’ / ...
We show that Eeeilz‘ght pe < 37", Denote Tgman = {{ € T : Sx— < nggN}. By definition,

Zsmali € Liignt- Since S is nice:

D B )

KEIsmall eeIs’mall

As | Zomau| < |Z| < logN, we conclude that |Z

2 ) /2
E De + ’ small|
log N Zezsmall 1 g N

12 . .
mall btﬁ < 7" Also since D is over support of

size at most N, it holds that for every ¢ € Zgnan, pe < N - < 7/. Therefore,

Nlog N
dezsma” pe < 27'. Next, since for every £ € Ilight \ Zsmail, P

Consider j € i’light. Since the support of P is at most e N , it holds that the cumulative

-/
) o™ - . 97 7 logN
mass of buckets j such that <5~ < §io is at most e N - gty < logN Also, as |Z| <

the cumulative mass of p; for j satisfying p; < % is at most 7/. Therefore, we conclude that

Zj Trrny < 27', and as the statistical distance between any two distributions is at most 1, we get
ight

that:

G

D 9
Z pjAsp (P, Rj) > TO\E_ 27 > .

jEIh;avy

Npj

As Rj is an arbitrary distribution of support , this means that every such distribution

satisfies the above condition, and in particular, we deduce that:

~ 4
Z pjoj = 5\ﬁ

j eZhec:/uy
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O]

Claim 5.33. Let P be as in Construction 5.27, then, if the sample S is nice, for every prover
response, characterized by variables {xgj}e

H(D)-H(P)| = |} ()10g( ) > Pl log< 1x)> <157ﬁ

z€[N] zeU

Proof. The proof of this claim follows a similar path to the proof of Proposition 5.20. First, let
Bf be as defined in Construction 5.27. We decompose the left hand side expression in the above

statement: S D) log< ) > > D log( 237))

z€[N] €T zeBP

We decompose the second expression similarly:

o (d5) -5 5 ro )

zeU (€T weBP

We therefore seek to bound ’ZEEZ ZIEB? D(z)log (ﬁ) — D et erB;D log (%) ’

. . _ 2 2
First, observe that as, by construction, for every = € Bf , P(x) € [e T/m, m), and

72 . . o
as S is nice, pr, < pr + log v < 210; ~- Since all elements in Bf have individual mass of at
/2
/ 2T
least e~ 7 ﬁgl\f’ we conclude that there are at most — 57— < 2¢7 'N < €N elements in BY.
€ NlogiN

Therefore, by Claim 3.7, the assumption that N > ,, and choice of 7'

1 27/ 27/ log N
ZP(m)log < = log(e2N) + ’ log o8

o P(z) ~ logN log N 27!
o o 27/ 27/ 1
4 2 -log N -log N log —
— log N + log N g+ log N og N+ log N o8 27!
/ /
<4 2 2 -log N
~ logN +27 427 Jr1 og N ©8
<7<
15000

T

Similarly, applying Claim 3.7 on BP| noting that ‘BL ’ < N, ZIGBD D(z )logﬁ < 15000
And so, as both quantities are positive:

1 1 T
Z D(z) logm — ZP P(z) log% < 15000 (73)

zeBP zeBE

Next, consider £ € Z\ {L}. By construction, }__. sr P (x) = pr. Moreover, also by construction,

every element z € BY satisfies P(z) € [65\; , e(Hl)T ) Therefore:
1 R N R N
Z P(z)log (P(a:)) < pelog <e€7'> = prlog <e€T'>
zeBf
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As well as:

1 . N . N _
Z P(x)log (P(x)) > pylog <e(5+1)7'> = pylog (e“’) — pet’

zer

By which we conclude that for every £ € fhe(wy:

> P(x)log <P(1x>) — pelog <6]Z) < per’

P
z€B;

Similarly, we also deduce that for every such ¢:

> D 10g< ()>—pe10g(£/> < pet’

zeBP

But since we know S is nice, then |py — py| < %. Moreover, for ¢ € T\ {L}, log ( ) <4logN.

eZT

Therefore, by the triangle inequality, for every ¢ € Z \ {L}:

1 1 N . N ~
Z D(x)log (D(z)) - Z P(z)log <P(m)> < e’ +pet'+|Pe — pel-log (ehz) < per’+per’+47"

zeBP zeBF

Summing over all such ¢, by the triangle inequality:

>, 2D 108?( ) . Y P log< (133)> (74)

LeT\{L} :EGBD LeI\{L} z EBP
<7 Y (Petpo) +477 T\ {L}| (75)
teT\(L}
<27 +47'log N (76)
67
<
— 15000 (77)

Putting together Inequalities (74), (73), we get the desired result.

Proposition 5.34. Assume the sample S is nice, then, if the prover provided {p;}jer such that
Aprr(D,{pj}jer) > /T, then, with probability at most 0.01 over the choice of T, both Test 1 passes,

and: N 950
~ T
HD)= > pjlog (w) = 15000

jezheavy

Proof. Let P be as in Construction 5.27. We analyze the following quantity:

(HD) - 1P+ | P - Y e (5 ) (78)

jeIheavy
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Note that by Claim 5.33, if .S is nice, then

> D(x)

) log <
z€[N]

) Z P(z)log <
Therefore, we can immediately conclude that

P<1x>> =

7T
15000

(79)
H(D) — H(P) [

Rearranging

15000
We are thus left to bound from below the quantity H(P) Egezh p;j log (
eavy

This quantity is itself at least Ejefhmvy > zesupp(py) (@) log 26

1
P(z)l
(z) log < P
]ezheauy xGSupp )

51 N
B Z pjlog\ o7
jezheavy

N
e )

Z.]theavy ﬁj log (

N
eim )’

(81)
~ P(x D 1 Np; 1
x| X %)) oo g)
jeiheauy IESupp(Pj) / jeiheauy /
(82)
Recall that by construction, E:):ESupp( P P(x) = pj, therefore:
_ P(x P(x
> > Shm(sg)- Toa ¥ 5
jeiheavy Iesupp(Pj) ! heavy

~— log (
x€Supp(P;) Pj
Consider the second summand on the right hand side of Equation (82). We also get that
Np;
> s
jeiheavy

J€§heavy
1
-~> = g pjlog
Py

N
(&%)
jefheavy
Plugging these two conclusions back in Equation (82)

JGI}Leavy xesupp

DS P<x>log<P(1$))—'Z @-log(N)

(83)
VIS heavy
- P(x Di . Np.
> Y Pe(dh)- X
£ D; P(x
1€ heavy xeSupp(P;j) ;
(84)
_ P(x pj
> B > 2;)10g< jx
jefheavy xESupp(Pj) J
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By construction, H(Pj) = ZxGSupp(P ) P(‘T) log ( ) And so, we conclude that:

pj Pz
> > Pl )10g< (w)>_ > @log<€]ij,> (86)
7€ Theavy *ESUPP(F;) 5€Tneavy
_ Np]
= % w(mm - (0H)) (37)
jtheavy

First, given that S is nice, by Claim 5.31, with probability at most 0.01 over the choice of
~ ~ 1y —1
T, both Test 1 passes, and for there exists some j € Zpequy, for which ‘HPJH% - (LNP?J)

eJT

>

/ D -1
10(e™ —1) ({N.p J J) . Therefore, with probability at least 0.99 either Test 1 fails, or for all heavy j,

elT

Np; [\ 7!

17513 - (|22))
~ o\ —1
a histogram {p;};cz, such that Agry(D,{p;}jez) > /7, then, if we denote K; = QN;:;J) ,

elT
0; = ArL(Pj, Ug,)), it holds that zjefheavy
at least 0.99 over the choice of T, either Test 1 failed, or for all j € ihetwy H(Pj) —log (L % J> 2

, ~ 1\ —1
< 10(e™ —1) (LNP{J) . By Claim 5.32, and assuming the prover provided

elT

pjoj > %. Therefore, by Lemma 5.2, with probability

32 aj — 10( — 1), which in combination with Claim 5.30 means that, with small probability Test

1 passed and there exists a heavy j such that:

Np, 1 /
H(P;) — log <e]f,”> < 3—2(7? —11(e” = 1)

Plugging this back to Equation (87):
]e%wy xes% )P( z) log ( P(lac ) Jegwm log( ) (8)
= Y B <H(P) log (N )) (89)
> Z D <3120] —11(e” 1)> (90)

jez-heavy
jeIheavy

1 _ . N
=3 DR LA S ICEES VI BN (91)

jezhe(wy jefheavy
1 ~. 2 !
> = Z pjo; — 127 (92)
jezheavy
2
Next, observe that by Jensen’s inequality, Zjefheavy]’;'jo-Q > (Zjefhem, @-o) = (%ﬁ)z > 3%
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Plugging this in the expression above:

1 3 11r _ 257r
1 I > 75— >
2 Z Og( ) Z P °g< ) =32 5" 15000 — 150000 (93)

JEIheavy ]Gzheavy

Finally, plugging Inequalities (80) and (93) in Expression (78), we get:

~ Np; T 257T 2507
H(D) — i1 ) > — = 95
(D)= 2. P Og(ew ) 15000 15000 _ 15000 (95)

ZEIheavy

We get that with probability at least 0.99 over the choice of T, either Test 1 fails, or Test 1 passes,
and H(D) — dezheaw Dj Iog( ) > 1255000T0 O

We are now set to conclude the soundness of the protocol in Figure 5:

Corollary 5.35 (Soundness of the Protocol in Figure 5). If the prover is dishonest, and provided
{p;}; such that Agr, (D,{p;};) > /7, then Test 1 and Test 2 pass with probability at most 0.05.

Proof. By Claim 5.15, with probability at least 0.99 over the choice of S, the sample S is nice.
Assume the prover provided tags of the sample S that result with histogram {p;} ez such that:
Arr (D, {p;};) > +/7. Then, by Proposition 5.34, with probability at least 0.99 over the choice of

T, either Test 1 fails, or H(D) — Z]Ezpj log (Np7> > 2507 Tn the latter case, since in Test 2 the

= 15000
verifier runs the entropy upper bound protocol with parameters N,k = Zj 7, pjlog <Z§7 ) +
eavy
1;860, z=10,and v = f;é)&), we get that with probability at most 0.01 over the randomness of the

protocol, the verifier accepts. Therefore, the verifier might output {p;}; such that Ary,(D, {p;};) >
/7, if either of the following occurs:

e S is not nice.

e S is nice, and also Test 1 passed and H(D) — > ;.7 pjlog ( ) < 2

e S is nice, also Test 1 passed and H(D) — Zjezp] log (Np9> > 2507 and on top of that the

= 15000°
entropy upper bound protocol fails.

All these events occur with probability at most 0.015. Taking union bound over them yields the
desired result. O

5.4 Round Collapse

The bounded probability histogram reconstruction protocol detailed in Figure 5 consists of four
messages, and can be divided into two phases: in the first phase, that is made up of the first
two messages, the verifier sends a collection of samples S to the prover, and the prover tag each
sample according to its (IV, 7)-bucket. At the end of this phase the verifier is left with the tagged
samples, from which, if the prover is honest, it is possible to deduce with high probability a close
approximation of the (N, 7/)-histogram of D.
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In the second phase, the verifier verifies the tags provided by the prover in the previous phase.
It does so by performing two tests. The first test involves sampling a fresh sample, and checking
to see whether the number of collisions of this second sample with each alleged bucket of the first
sample (as claimed by the prover) is close to the expected number of collisions for each bucket
(as calculated from the prover tags). Note that this test requires no further interaction with the
prover. Assuming Test 1 passed, then: if the prover is honest, with high probability, the prover tags
provide a close estimate of the entropy of D, up to some small additive factor O(7) (Proposition
5.20); and if the prover is dishonest and provided tags that produce a histogram far from the real
one, with high probability, the entropy estimate achieved from the tags will be lower than the real
entropy by a significant additive factor Q(7) (Proposition 5.34).

Accordingly, to distinguish between these two cases, the verifier performs Test 2, which is an
entropy upper bound protocol for the entropy claim deduced by the prover answers (for a detailed
analysis of this protocol see Section 5.2). This test involves two more messages, the first, a verifier
message which we think of as an entropy challenge, and the second - the prover response to the
challenge. Two important observations concerning this test: (i) the only information from the first
phase of the protocol required to run this test is the entropy claim deduced from the prover tags,
while the rest of the input to the protocol (the gap and the domain size) are known to the verifier
in advance; (i7) the total effective number of possible entropy claims is small. We elaborate on this
second point - since the entropy of distribution D is at most log N, and the entropy gap between
the two cases mentioned above is at least v/ = Q(7), if we denote v = 1//3, then one of the points
in the set {i- I/}ZI‘Elg NI g guaranteed to be at least the entropy claim produced from the tags, and
at most v above it, making it an effective entropy claim for running the upper bound protocol on
distribution D, with gap v.

Following this line of thought, we reduce the number of rounds of the protocol as follows: in
the first phase of the protocol, alongside sample .S the verifier sends to the prover, the verifier also

log N
v

sends L J entropy challenges to the prover, for each value (possible entropy claim) in the set

{i-v} lLff; NI The prover then responds in the second message with the tags of S, and also with the
response to the entropy challenge relevant to the entropy claim implied by the tags of S. Next, in
the second phase of the protocol, the verifier performs Test 1 as before, and when (and if) reaching
Test 2, it examines the prover’s response to the relevant entropy challenge. See Figure 6 for a
complete description of this protocol. Note that even though this change in the protocol requires
the verifier to sample more samples than before, and communicate more bits of information, the
quantity by which it increases these complexity measures is dominated by the communication and
sample complexity required for sampling and sending sample S. We now prove that this collapsed
protocol satisfies the conditions of Lemma 5.1.

Proposition 5.36 (Completeness). If the verifier is honest, with probability of at least 0.9 over the
choice of S, T,C, {hi}ic|qs {bi }iclq the verifier doesnt reject and outputs {p;}; such that Apy, (D,{p;}jez) <
27/,

Proof. Assuming the prover is honest, by Corollary 5.16, Corollary 5.19, as well as Proposition
5.20, we get that with probability of at least 0.95 over S and T

o AgrL (D, {pj}jer) < 27"

e Test 1 passes.
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IP for verified histogram reconstruction for dist. with no high-prob. elements (2 messages):
Verifier Input: integer N > 100, accuracy parameter 7 < 0.1, and sample access to distribution D over

domain [N], such that for all z € [N], D(z) < O (P°|y(T )

Prover Input: same as verifier (or, alternatively, full information of distribution D).
Goal: obtain a (N @) (10 N))—histogram {P;};ez such that Agr, ({p;};, D) < /7.

The Protocol:

1. The verifier message. The verifier performs the following in parallel:

log N
o [t sets v = 15000, ===

parallel the entropy upper bound protocol detailed in Section 5.2 with entropy claim k, domain

and g = L J For each value k in the set {v - i};c|q, the verifier runs in

size parameter N, gap parameter v, and z = log (M)_

e the verifier samples s = O(v/N7~%) fresh i.i.d. samples from D to yield S = (S1, S, ..., Ss)
and sends S to the prover.

Note that the verifier sends in one message q entropy challenges, one for each run of the entropy
upper bound protocol, and s samples to the prover.

2. The prover response. For every element x in sample S, the prover responds with tag(z) € Z,

corresponding to the bucket to which element 2 belongs; and for i = szeIheauy pjlog (%)) /1/—‘ +
1, where Zhequy = {j # L : D; > ngiN}, the prover responds to the run of the entropy upper bound

protocol corresponding to the entropy claim v - 1.
3. The verifier composes the alleged histogram. For every j € Z, the verifier computes .7:"j =

{k €[s] : tag(Sk) =j}, and p; = @, to form {p;};ez, the alleged empirical (N, 7’)-histogram of
the sample S

4. Verifier tests. The verifier draws a fresh set of samples T' = (T, T5, ..., Ts) of size s, and performs
the following tests:

(a) Test 1 - collision matching test. Same as in the protocol in Figure 5

(b) Test 2 - entropy upper bound test. If the run of the entropy upper bound protocol with
entropy claim v - ¢, terminated in rejection, the verifier rejects.

5. The verifier outputs {p;};ez.

Figure 6: Interactive protocol for histogram reconstruction - upper-bounded probability

[ H(D) — Zeei_heauy ]3@ 10g (eévﬁ) ’ < 157&)0.

We assume these three conditions apply. Consider i = KZ i€Theavy pj log (%)) / 1/—‘ + 1. Observe

that:
~ - N 7T
w > Z pglog<€,)+1/> Z glog< >+150002H(D)

Eeiheavy eeIhea'uy

Where the second inequality is justified by choice of v. A honest run of the entropy upper bound

100log N
v

protocol as described in Section 5.2 in this case, with parameter z = log ( succeeds with
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probability at least 0.99.
In conclusion, if the prover is honest, with probability at least 0.9, the verifier outputs {p;};,
such that Agry, (D, {p;};) < 27/, and the conditions of the completeness clause are met. O

Proposition 5.37 (Soundness). No matter the prover response, the probability over the choice of
S,T,C,{hi}icq, {bi}icq, that the verifier doesn’t reject and outputs {p;}; such that Arr, (D, {Dj}jer) >
T, is at most 0.1.

Proof. With probability at least 0.99, S is nice. Assume this is the case. For any i € [g], such that
v-i < H(D) — v, the probability that the entropy upper bound protocol with entropy claim v -
doesn’t result in rejection is 27% = 15575~ Therefore, by the Union Bound, the probability that
there exists ¢ € [¢] such that v -i < H(D) — v, and the prover succeeds to convince the verifier
to accept during the run of the entropy upper bound protocol for entropy claim v -4 is at most
q- m < 0.01.

Assume this event didn’t occur, i.e. there doesn’t exists some run of the entropy upper bound
protocol for entropy claim v -i < H(D) — v in which the prover succeeds to convince the verifier
to accept. Moreover assume that the prover chose some labelling of S such that {p;}; satisfies

ArL(D,{pj};) > /7. In this case, with probability at least 0.99 over the choice of T, either Test
1 fails, or Test 1 passes, and H(D) — Zfefheauy pe log (e’f%) > 2307 Assume this event as well. If

Test 1 didn’t fail, the entropy claim relevant to the prover tags, v - i, satisfies:

~ ~ N ~ N 1607
vei < Z P£10g<€h/>+2V§ Z pelOg(eZT’)+1500()§H(D)_V

Zeiﬁcavy eei%ﬁavy

Which means that the entropy upper bound run relevant to it ended in rejection.
In summary, the prover might fool the verifier and make it output {p; }; such that Agy,(D, {p;}) >

T, if:
e S isn’t nice; or,

e S is nice, and there exists a run of the entropy upper bound protocol for a entropy claim k
such that k£ < H(D) — v, and the run didn’t result in rejection; or,

e S is nice and all runs of the entropy upper bound protocol for entropy claims k such that k <

H(D)—v terminate in rejection, but Test 1 passed, and H(D)—Zfeih pylog (eﬁ,) < 125?6)070.
eavy

All of the events above occur each with probability at most 0.02, concluding the soundness proof. [

6 Applications to Tolerant Verifiction

In this section we show how our main result, Theorem 4.1, can be used to prove Theorem 1.2
stated in Section 1.1.1. I.e. we show how to tolerantly verify every label-invariant property P,
given sample access to the distribution. The verification protocol relies on two procedures: the
first is provided by the main result, and allows the verifier to obtain a “verified” histogram that
is close to the samplable distribution D; the second is defined by the property P, and allows the
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verifier to verify whether this obtained histogram is indeed close to the property P. The formal
interpretation of this condition will be discussed shortly.

We remark that this second verification procedure changes from property to property, and its
efficiency can vary accordingly. We thus focus in this work on label-invariant properties that admit
what we call an efficient decision procedure (see Definition 6.1 below): a method for determining
whether a given histogram is either: (i) consistent with some distribution inside the property, or
(49) consistent only with distributions far from the property. Note that we only require a method to
determine whether a given histogram is inside the property or far from it. This decision procedure
is leveraged, through communication with the prover, to allow verification that a given histogram
is close to the property. The efficiency of the procedure is defined as having runtime that is
polynomial in the size of the histogram. This efficiency condition guarantees that the verification
that the obtained histogram is close to the property P doesn’t incur runtime that exceeds the
runtime required by the protocol for obtaining the histogram (see Remark 6.3 for a discussion of
properties where the decision procedure requires more time).

We proceed to formally define efficient decision procedures (see the less formal definition in
Definition 2.6 in Section 1.1.1), and then show how they can be used to verify whether a histogram
is close to the property.

Definition 6.1 (Efficient approximate decision procedure). For every N € N, denote Py = P N
An. A distribution property P has an efficient approximate decision procedure if there exists
a polynomial-time procedure A as follows. A gets as input the domain size N, a parameter T,
distance parameter o € (0,1), and a [N]-realizable (N, T)-histogram {p;};. There exists a function
w(N,o) = poly(1/log N,o) s.t. for every integer N, every 7 < u(N,o), every (N, T)-histogram
{p;};, and every o > 0:

o If there exists a distribution D € Py consistent with {p;};, then A accepts.
o If every distribution D € AN consistent with {p;}; satisfies Apr(D,Pn) > o, A rejects.

Note that since the approximate histogram has a compact representation (with respect to V),
and A’s running time is polynomial in its input length, it should run in poly(log N, 7~!) time. Thus,
the prover in our protocol can (and will) send approximate histograms, and the verifier can run A.

As a simple example for such procedure, consider the property P = {Ujn}.yen} (i-e. the property
of being uniform over the entire domain). Since upon fixing parameters N and 7, there is only
one possible (N, 7)-histogram for the distributions (in fact distribution) in Py, given {p;};, an
an efficient decision procedure for P only needs to check if a given histogram {p;}; satisfies the
condition py = 1, while p; = 0 for all j # 0. In order to guarantee that histograms that are far from
the property are rejected, we just need to set 7 to be small enough, so that all distributions with
all their mass in the 0’th bucket are o-close to Ujyj. By Claim 3.27, this is achieved for 7 < o /4,
and so, if we set p(o, N) = o /4, this procedure constitutes an efficient decision procedure for this
property (its runtime being clearly low). In Section 6.1 we provide more examples of efficient
decision procedures for natural label invariant distribution properties.

In order to prove Theorem 1.2, we need to show the existence of a protocol that allows to verify
closeness of a histogram to a property:

Proposition 6.2 (Histogram proximity verification protocol). Fiz N, and a label invariant property
P, as well as parameters e. < 7. Let A be an efficient approximate decision procedure for P, with
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unction . Denote p = €4 — e., and let 7 = min{u(N, p/3),p/100}. There exists a 1-message
f

protocol between a prover and a verifier, such that when both are given as input an (N, T)-histogram

{p;}; that is p/3-close to the distribution D, the following hold:

e Completeness. If Asp(D,P) < e., then there exists a prover message that makes the verifier
accept (w.p. 1).

e Soundness. If Agp(D,P) > €y, then no matter what message the prover sends, the verifier
always rejects.

The prover message length and the runtime of the verifier are poly(log N,1/7).

Verification procedure for distance of histogram from property:

Verifier Input: label-invariant property P, with efficient decision procedure A with function pu.
Also, an integer N > 100, parameters e.,e; € (0,1) such that p = ¢ —e. > 0, and parameter
7 < min{u(N, p/3),p/100}, and an (N, 7)-histogram {p;}; such that Arp(D,{p;};) < p/3, for a
distribution D over domain [N].

Prover Input: same as verifier.
Goal: denote Py =P N Ay. The verifier accepts if Ary,(D,Pn) < e, and rejects if Agy, (D, Pn) > €.

The Protocol:

1. Prover message. the prover sends the verifier a (N, 7)-histogram {¢;}; that it claims to be consis-
tent with a distribution P € Py where Agp (D, P) = Agp(D, Py).

2. Verifier Tests. The verifier performs the following tests:

e Test I. The verifier runs the histogram realizability algorithm (as depicted in Claim 3.16) with
parameters N (as both the set size parameter, and the histogram parameters), and 7, on the
histogram {t;};. The verifier rejects if the algorithm rejects.

e Test II. The verifier runs the histogram distance estimator (as depicted in Proposition 3.29)
with inputs N, 7, and histograms {p;}; and {¢;},;. Let d be the output of the estimator. If
d > e. + p/2, the verifier rejects.

e Test III. The verifier runs the procedure A with parameters N, 7, and p/100 on the histogram
{t;};. If the run terminates in rejection, the verifier rejects. Otherwise, it accepts.

Figure 7: Verification procedure for distance of histogram from property

Proof. We show that the protocol in Figure 7 satisfies the conditions in Proposition 6.2.

The proof of this theorem is straightforward given the efficient approximate decision procedure
A for P, and a method for computing the distance between two histograms. In short, the verifier
gets a histogram of a distribution that allegedly lies within the property P, and is closest to D.
Then, the verifier verifies both these assertions. Namely, that the distribution is indeed close to D
(by estimating the distance between the histogram sent by the prover, and the histogram {p;};,
which is close to D by assumption), and that the histogram provided {¢;}; is indeed consistent
with some distribution inside the property (as made possible by the algorithm A). We have:
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Completeness. Assume Agp(D,Pn) < .. If so, there exists some distribution P € Py such
that Agp (D, P) < e.. The prover then sends the 7-histogram of P as {t;};. The histogram {p;};
is at distance at most p/3 from D. Note that the first test passes, as the distribution P is over the
domain [N], and {¢;}; is its histogram. Moving to the second test, by the assumption over P, we get
that Ar(D, {t;};) < e, and so, by a triangle inequality (Claim 3.21), Ary,({p;j};, {t;};) < ec+p/3.
Therefore, by Proposition 3.29, running histogram distance estimator with input {p;}; and {t;};
along with parameters N and 7, yields d such that |d — Ar,({p;};, {tj};)| < 77 < 7p/100, and so,
we get that d < e.+ p/3+ Tp/100 < €.+ p/2, and the second test passes. Lastly, by the definition
of A, since {p;}; is derived from a distribution in P, the run of A is an accepting run. And so, the
verifier accepts.

Soundness. Assume Agp(D,P) > 5 = €. + p. Let {t;}; be some T-approximate histogram
provided by the prover. If {t;}; is more than p/100-far from the property P, then the run of
procedure A terminates in rejection. Otherwise, there exists a distribution P that is p/100-close to
P, and has histogram {t;};. By the triangle inequality, and since every two distributions consistent
with {t;}; are at most 37-far (see Claim 3.27), we get that the distance between D and {¢;}; is at
least e — p/100 —37. And so, the distance between {¢;} and {p;}; is at least s —p/100 — 37 — 37 >
gc+ p/2 + 7r. Therefore, by Proposition 3.29, the output d of the histogram distance estimator
satisfies d > e, + p/2 and the verifier rejects. O

We are now set to present the proof to Theorem 1.2:

Proof of Theorem 1.2. Let A be an efficient decision procedure for P with function pu. The protocol
consists of running two protocols:

e The verifier and prover run the histogram reconstruction protocol as in Figure 6 with domain
size parameter N, and accuracy parameter 7 = min {p(N, p/3), (p/4)?, p/100}. The verifier
either rejects or obtains (N, 7’)-histogram {a;};, for 7/ = O(7/log N).

e The verifier and prover run the histogram prozimity verification protocol as in Figure 7 with
respect to the (N, 7’) histogram {a;};, property P, and distance parameters €., . Note that

™ < (N, p/3).

Note that the second protocol is comprised of a single message from the prover, and so, we can
“piggyback” this message with the second message of the first protocol, making the message count of
the property verification protocol amount to only two messages. By Theorem 4.1, with probability
at least 0.9 over the randomness of the histogram reconstruction protocol, the (N,7’)-histogram

{a;}; satisfies Ary,(D,{a;};) < /7/2 < p/3.

Completeness. Assume Agp(D,P) < e.. Assume further the (IV,7)-histogram {a;}; satisfies
Arp(D,{a;};) < p/3. Since 7" < min{u(N, p/3), p/100}, by Proposition 6.2, there exists a prover
message that will make the verifier accept. Since Agry(D,{a;};) < p/3 with probability at least
0.9, we get that the verifier accepts with probability at least 0.9.
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Soundness. Assume Agp(D,P) < ef. Assume further the (N,7’)-histogram {a;}; satisfies
Agry(D,{a;};) < p/3. In this case, since 7/ < min{u(N, p/3), p/100}, by Proposition 6.2, there
doesn’t exist a prover message (as part of the histogram prozimity verification protocol) that will
make the verifier accept. We thus get that the verifier might accept only if Agry, (D, {a;};) > p/3,
which occurs with probability at most 0.1. O

Remark 6.3. Assume a label-invariant property P does not admit an efficient decision procedure.
In this case, the verifier can still obtain a (N, T)-histogram for T of its choice using the protocol
presented in Theorem 4.1, and also require the prover to supply the histogram of the closest dis-
tribution to D inside Pn. However, it is possible that deciding whether the supplied histogram is
indeed inside the property P requires far longer runtime than obtaining the histograms (if at all
possible! One can consider properties for which calculating membership is undecidable). This will
incur large runtime for the verifier at the end of the interaction, in order to perform Test III in
the protocol in Figure 7. However, the condition of having an efficient decision procedure can be
relaxed, see Remark 1.3 for more details.

6.1 Examples of Efficient Approximate Decision Procedures

Following the arguments above, in order to show an efficient tolerant verification procedure for a
label invariant property P, we only need to provide an efficient approximate decision procedure
for that property. In this section we provide such procedures for several natural label-invariant
properties.

Claim 6.4. For N > 29 and k € [0,log N|, the property Hy, = {P : Supp(P) C [N], H(P) >k}
has an efficient approximate decision procedure with function u(N, o) = min{s?/2,0.1}.

Claim 6.5. Fizn = Q(1) and N > 21°. Define: A} = {D € Ay : mingegyppp) D(z) > n/N}.
For every t € {1,2,...,N}. The property: S = {D e A : |Supp(D)| = t} Has a A% -efficient
approzimate decision procedure with function p(N,o) = /1, as follows®: there exists an algorithm
that for every (N, T)-histogram {p;}; where 7 < u(N,0) =0:

o If {p;}; is consistent with a distribution P € S;, then the algorithm accepts.

o If every distribution P € A, consistent with {p,}; satisfies Arp(P,St) > o, the algorithm
rejects.

Remark 6.6. We assume that 1/7 = o(N), as otherwise the dependence in 71 will result with a
sample complexity exceeding N .

We proceed to prove the claims above:

3Note that any distribution D € Ay over support of size K < N, satisfies the condition that for every K’ €
{K,K +1,...,N} the distribution D% obtained by taking & mass from D and dividing it over K’ — K elements,
is € close to D and has support K’. Therefore, in order for this property to be meaningful, we define the goal
of the verification procedure slightly differently. Instead of requiring the verifier to accept a general D € Ay if
Asp(D, Sk) < ec, and reject if Agp (D, Sk) > &5, we consider a new parameter n = (1), known to both verifier and
prover, and limit our view to only those D’s that satisfy the condition that for all € Supp(D), D(z) > n/N. This
condition guarantees a meaningful interpretation of the distance of a distribution from the property, and requires
only minor adjustments in the run of the verification protocol. Further details of these adjustments are omitted.
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Efficient approximate decision procedure for having entropy at least k:

Input: parameters N > 219 o € [0,1], 7 < min{0?/2,0.1}, and k € [0,log N], as well as an [N]-realizable
(N, 7)-histogram {p;};.

Output: denote Hy = {P € Ayx : H(P) > k}: The algorithm outputs ACCEPT if Ay, ({p;};,Hr) =0
and REJECT if ARL ({pj}j, Hk) >o0.

The Algorithm:
1. Compute h = 3=, p;log (N/el+bT),
2. Output:

o If h >k — o3, output ACCEPT.
e Otherwise, output REJECT.

Figure 8: Efficient approximate decision procedure for having entropy at least k

Proof of Claim 6.4. We prove that the algorithm in Figure 8 satisfies the conditions of the propo-
sition.

Fix k € [0,log N], and let 7 be such that 7 < u(N,0) = min{c3/2,0.1}. First, we show that
the quantity h = > ;pjlog % is a lower bound on the entropy of any distribution P consistent
with histogram {p;};. For subdomain X C [N] and a fixed distribution P, we call the quantity
> zex P(x)log(1/P(x)) the contribution of X to the entropy of P. By Claim 3.7, the contribution
of each bucket j # L with mass p; to a the entropy of a distribution consistent with {p;}; is at
most p; log =i “and at least pjlog % As for the L’th bucket, by definition, every element in

eJT )
N102 ~> and as the domain has at most N elements, its mass
is at most 72/ logN By Claim 3.7 we get that the contribution of the L’th bucket is at most
log N
logNlogN+lgN Og

above, it’s at least p; 10g m. We conclude that for every distribution P with histogram {p;};:

this bucket is of probability at most

< 272 (justified by the choice N > 2!0), while for the same reasoning as

0< H(P ijlog - <2747 <27 (96)

Where the last inequality is justified by choice of 7 < u(N, o) < 0.1.

Completeness. If Agy(Hg, {pj};) = 0, then there exists some distribution P with histogram
{p;}; and entropy H(P) > k. By Inequality (96) and the choice of 7, it holds that:

Zp]log +1) <2r <o?
And so, we conclude that > ;D log e(ﬁipfﬁ > k — 03, and the algorithm accepts.

Soundness. We show that if Z Dj (] +1)T > k — 03, then there exists a distribution consistent
with {p;}; that is o-close to Hy, and so the histogram {p;}; has to be close to the property.
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Assume that 3, p; (J Pi- >k — o3, and fix Py to be a distribution over domain [N] consistent
with histogram {p; } s and let U (v) to be the uniform distribution over the domain [INV]. We divide the
analysis into two cases according to the value of k: k € [0, log N — 02], and k € (log N — o2, log N].
We start with the latter case.

Case (i): k € (logN — 02, log N] Note that by definition, for every k, Uy € Hy. We show
that in this case, assuming Zj Dj e(;+1)f > k — o3, any distribution consistent with {p;};, and P
in particular, is close to Ujy), and thus also, close to the property. This is accomplished through
the use of Pinsker’s Inequality (see Lemma 3.10). Observe that?:

Po(x)

1
KL(Py|[Upnp) = Y Po(x)log N > Py(z)logN — > Py(x)log o) =log N — H(P)
z€[N] z€[N] z€[N]

By assumption H(Py) > ijje(]j\iipf)f >k—0%>1logN — 0% —03 > logN — 202. And so,

KL (Py||Upn) < log N — (log N — 20?) = 202, But, from Pinsker’s Inequality, KL(Py||Upn)) >
2Agp (P, U[N])Z, which implies:
ASD(P(), U[N]) <o

Case (ii): k <log N — o2, In this case, we show that given Py, we can construct a distribution
P,, over domain [N] which is both o-close to Py, and has entropy at least k, where P, is a convex
combination of Py and Upy). Concretely, consider the distribution family {F,}aejo,1) defined as
follows:

Pa = (1 — a)Po + OéU[N]

We prove that if 3. p; log% > k — o3, then there exist oy € [0,0) for which P,, €
Hy. As well show promptly, for every a, Agp(Py, Py) < a. Therefore, if such ag exists, then
ARrpL(Po, Hi) < Arwn(Po, Pa,) < 0, which concludes the proof.

In order to establish this, we need to prove: (i) the existence of such agp; and (i7) for every «,
ASD(P(), Pa) S Q.

We begin by showing the latter:

Aso(Pa Po) = 5 3 |Pale) — Polw) (97)
z€[N]
1 «
) &+ 1= )R(@) - R(a)| (98)
=3 3 |5 Rle) (99)
TE[N]
= alsp(Upy), Po) (100)
<a (101)

Next, assume k < log N — o2, and that Agp(Py, Hy) > o for all Py consistent with {p;}; over
domain [N]. Assume further that 3, p;log eé\iipfﬁ >k—o3

“In the following calculation we use the convention that 0 log% =0
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Next, define the function f(a) = H(F,). Observe that f(0) = H(Fy) > >, p; loge(ﬁipﬂf
k — 3. We focus on the case that H(Py) € [k — 02, k) (since otherwise, Py € Hy and Py satisfies
the desired properties).
Since the entropy function is concave: f(a) = H(P,) > (1 — a)H(Py) + alog N. Note that:
F(0) > (1— o) H(Py) + olog N
>(1—0)(k—0%) +ologN
:k+a(logN k) + ot —o®
>k+o-0’40t—0°
>k
We thus conclude that f(o) > k, while f(0) < k. Therefore, by the continuity of f, and the

intermediate value theorem, there exists ag € [0,0) for which f(ap) = k. This implies that P,, €
Hp, and as argued above,

Arr({pj}j, Hi) < ArL(Po, Poy) < ap <o

Runtime. Computing h takes poly(log N, 71) time.

Before proving Claim 6.5, we present the following useful claim:
Claim 6.7. Let A be a distribution consistent with a (1, N)-histogram {a;}; such that a;, = 0,
then:
N aj N a;

ej7 ’ g.jT

[Supp(A)| € e

J
Proof. Since the mass of elements in the L’th bucket can be arbitrarily small, we cannot bound its
size from above just knowing ay. However, upon assuming ay, = 0, we can estimate the size of the
rest of the buckets (that have both an upper as well as a lower bound to the individual mass of

their elements). This gives a bound on the size of the support. For every j, define k:]+ = Bffj J,

ki = [e(ﬁiﬂ);‘ (again, this is 0 for j = L). By definition, we get that for every distribution A

consistent with {a;};, and every j, k; < ‘B]D < k:;r
From this we conclude that » . k; = e™7 >, ]z]aﬁ and k:;r =2 ];[Jaj reflect, respectively,
the smallest and largest achievable support sizes for a distribution consistent with {a;};. O

Proof of Claim 6.5. We show that the algorithm in Figure 9 is a A'-efficient decision procedure
for the property Si. First, we show that the histogram allows us to get an approximation of the
number of elements in the support of the distribution.
2
Since we assumed 7 < /77, we know that el7/N < NlogN = nggN < n/N. And so, in
particular, we are guaranteed that p; = 0. Thus, by Claim 6. 7 we get that the distribution has

support at least Ty = > [eé\iipf)f-‘ , and at most 75 = min {Z
distribution with support larger than N).

kN (note that we disregard any
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Efficient approximate decision procedure for having support of size ¢:

Input: parameters n = Q(1), N > 2% 0 €[0,1], 7 < \/, and t € {1,2,..., N}, as well as a [N]-realizable
(N, 7)-histogram {p;};.

Output: denote S, = {P € A%, : |[Supp(P)| =t}. The algorithm accepts if there exists a distribution
P e AY; consistent with {p;}; such that |Supp(P)| = t, and rejects if every P € AY); consistent with {p,};
satisfies Agp (P, S;) > o.

The Algorithm:

L. For every j compute k; = L(J]\Lipf)r—‘, and k:]+ = VL@'J, and set Ty = Y, k;, and Tp =
min{zjk‘j7N}.
2. Output:
o Ifte {T1,T1 +1,...,T5}, the algorithm accepts.

e Otherwise, it rejects.

Figure 9: Efficient approximate decision procedure for having support of size T'

Completeness. Assume there exists a distribution P € AY; consistent with {p;}; such that
|Supp(P)| = t. Then, as 71 and T, bound any possible support size for distributions consistent
with {p;};, we get:
t=[Supp(P)|=> |Bf| e {1, Ty +1,..., 1}
J

And the algorithm accepts.

Soundness. Assume that every P € A%, consistent with {p;}; satisfies Agp (P,S;) > o, and in
particular, there doesn’t exist a distribution consistent with {p;}; with support of size ¢. Let T}
and T5 be set with respect to {p;}; as defined above. Assume that for every ¢’ € {T1,T1+1,..., T}
there exists a distribution Py consistent with {p;}; such that [Supp(Py)| = t'. If so, it must be
that t ¢ {11,771 + 1,..., T2}, and the algorithm rejects.

We thus turn to prove that for every ¢ € {T1,T1 + 1,...,T5} there exists a distribution Py
consistent with {p;}; with support of size t': note that there exists a distribution P, which is
consistent with {p;}; and has support of size exactly T - for example, the distribution for which each
bucket j contains k]_ elements of mass pj/kj_ € [ejT/N, e(j“)T/N). Note that if N > T > T} + 1,
this means that there exists a bucket jy for which k:;r > k:j_ + 1. Thus, we can define P; to be the
distribution for which all buckets j save for the jy’th bucket have /c; elements, whereas the jy'th

bucket has /<:j_+1 elements. By induction, this argument can be extended for every ¢’ € {Ty,...,Th}.
Runtime. Calculating kj_, k:;r for every j, as well as computing 7} and T3 takes poly(log N, 771)
time. O

Remark 6.8. Note that the previous decision procedure is in fact not approximate at all, as every
histogram defines which support sizes are possible and which aren’t.
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6.2 Approximating the Entropy, Support Size, and Distance from Uniform

In this section we show how Theorem 4 can be leveraged to verifiably approximate the entropy,
support size, and distance from uniform of the samplable distribution (which is implicit in the
previous section). Concretely, we show that if a (N, 7)-histogram {a;}; satisfies Arp,(D, {a;};) <,
for some distribution D, then the information in the histogram {a;}; allows us to estimate the
above measures with regard to D. Note that at the focus of this section are approximate search
problems, whereas the focus in much of this work is on approximate decision problems. Concretely,
we formally restate Claim 2.4 and Claim 2.5 introduced in Section 2.3.

Claim 6.9. [Claim 2.4, formal statement] Let D be a distribution over domain [N], for N > 219,
Let {a;};cz be a [N]-realizable (N, T)-histogram such that Agr, (D,{a;};) <€ fore > 1/N. Then:

N
H(D) - Z ajlog (eﬁ> < 10elog N + 27
JET\{L}

Claim 6.10. [Claim 2.5, formal statement] Fiz n € (0,1), N > 29 and let D be a distribution
over domain [N], such that for all x € [N], D(x) > n/N. Let {a;}jer be a (N, T)-histogram such
that Agr (D,{a;};) <e, and 7 < \/n. Then:

Supp(D NZCJT < 1—e NZ@JT

Claim 6.11. Let D be a distribution over domain [N], for N > 20 Let {a;}jer be a (N,T)-
histogram such that Agr, (D,{a;};) <e. Then:

1 —T
ASD(DaU[N])_Zaj <1—€]T> SE—F(l—e )

Jj=0

Proof of Claim 6.9. Assume ¢ > 1/N. Let A be a distribution consistent with {a;}; that satisfies
Asp(D, A) = Arw(D,{a;};) < e. We show that: (i) the sum ;7 (7 a;jlog (e%) approximates
well (up to O(7)) the entropy of A; (ii) by picking A to be the closest distribution to D with
histogram {a;};, we can bound the difference |H (D) — H(A)| by O(elog N).

We start by proving article (ii): we use the non-negativity of the KL-divergence to bound the
difference in entropies. In order to do so, we introduce an auxiliary distribution, D., defined as
follows: D. = €Uy + (1 — ¢)D. Note that for every z € [N], D.(x) > ¢/N, which implies that
KL(A|| D) is finite, and by the same arguments in the proof of Claim 6.4, Agp(D, D.) < e. Since
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the divergence is always non-negative:

0 < KL (A||D.) (102)
=Y A@ long(x + ) A(z)log Az (104)
z€[N] ¢ z€[N]
1 1
— xg[;v]D () log D +erN] (x))log Do) :C;V} A(z) log A0 (105)

Focusing on the middle expression, note that for every = € [N], log f@) < log s/LN =logN +log%
Moreover, >, iy |A(z) — De(x)| = 2Asp(4, D:), and by the triangle inequality: Agp(A4, Ds) <
Agp (A, D) + Agp(D, D,) < e+ ¢ = 2e. We thus conclude that

1 1
Z |A(x )|logD @) < e (logEJrlogN)

TE[N]

Plugging this back to Inequality (106), as well as adding H(A) to both sides of the inequality, we
get:

1
H(A) < H(D) +4e <log z + log N) (107)
Moreover, by the Chain Rule of Entropy (see Claim 3.8) H(D.) < hy(e) + elog N + (1 —e)H(D),

and since € > 1/N, hy() = elog 1 + (1 —¢)log {1 < 2elog? < 2clog N (where the first inequality
is true for £ < 1/2). We conclude that:

H(D.) <2clogN + H(D)
Plugging this back to Inequality (107):
1 1
H(A)— H(D) < 2clog N + 4e <log —|—logN> < 6elog N + 4elog — < 10clog N
€ €
Following the same argument replacing the roles of D and A, we get:
|H(D) — H(A)| < 10elog N (108)

Next, we show that ZjeI\{L} a;log (%) approximates H(A) up to 27. By Claim 3.7, for every
bucket j # L of A, it holds that:

N N N N
ZA logA @) ajlogm,ajlogeji = |a; IOgeTT—T ,ajlogej—.T

eBA
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And for j = L:

We thus conclude that:

_Zaj% gz Z (A(x)logi aj ]T) Z Az logA <ZaJT+aLlogN<27

J#L J#L :z:EBJ‘.4 JCEBA J#L
(109)
Where the last inequality is due to the fact that a; < N - S = N - Nlog N < bg N-
Putting these Inequalities (108) and (109) together, we get.
N
—) a;j—| < 10clog N + 27
elT
J#L
O
Proof of Claim 6.10. Similar to the proof of the previous claim, we show that
up to a multiplicative factor of e™7, the support size of every distribution in A {P €Ay :Vx €

[N], P(x) > n/N} consistent with {aj}j; and that the difference between the support size of D to
the support size of any distribution consistent with {a;}; in A’ can be bounded by Ne /.
Like in the proof of Claim 6.5, since 7 < /7, we know that ay = 0, and by Claim 6.7, we know

that Z aTj indeed approximates, up to multiplicative factor of e~7 the support of distributions
conswtent with {a;};.

We are thus left to bound the difference between |Supp(D)| and the support size of distri-
butions in A%, consistent with {a;};. Let A be a distribution in A%, consistent with {a;}; such
that Agp(D,A) = ArnL(D,A) < e. By Claim 3.28, it holds that either Supp(D) C Supp(A) or
Supp(A) C Supp(D), and since the minimum probability of elements in both D and A is n/N:

e > Asp(D, 4) = |(Supp(4) \ Supp(D)) U (Supp(D) \ Supp(A))] - =

We conclude that ||Supp(D)| — [Supp(4)|| <e/(n/N) = Ne/n , and so,

Supp Nzeﬁ' - 1_6 NZ@]"'

O]

Proof of Claim 6.11. Following the same line of reasoning as before, we first estimate the distance
of distributions consistent with {a;}; from Uy, and conclude from that (through the triangle
inequality) the distance of D from Ujy]. Let A be some distribution consistent with {a;};. Define
X = {x € Supp(A) : A(z) > 1/N} then, since by definition | X| < N, it holds that:

Asp(A,Upyy) = A(X) — Upny(X) = A(X) — 11
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Note that X = J;> B . Therefore, A(X) = 3_,~ya;. And so, to estimate the distance of A from

Ujnj, we only need to estlmate | X|.

. . N Na; Naj;
For every bucket j > 0, it holds }B}-‘" € [Taf)f, o ] therefore | X| € [ijo Miaf)f, >i>0 e]—aﬁ ,

and:
a; 1
Asp(A,Upn) < aj =) G PR <1 - e(j+1)T)

j=0 j=0 Jj=0
aj 1
Asp(A,Up) 2D a5 =) —-> ) a (1 - ejT>
j=0 j=0 j=0

Since this is true for every A consistent with {a;};, it holds for the distribution Ag closest to D,
and by the triangle inequality:

1
Asp(D,Uny) < Asp(D, Ao) + Asp (Ao, Upyy) < e+ Zaj <1 - e(j+1)T>
Jj=0

e T
_€+Za]< 1—67—)—6‘]7_)

7>0

§6+e_TZaj (1—6]1.T> —I—Zaj (1—6_7)

J=0 J=0

<et(l—€)+ ) a (1—6]1,T>

J=0

As well as:

Asp(D, Uny) = Asp(Ao, Upny) — Asp(Ao, D) =) " a; (1 - eJT) —¢
7>0

From which we conclude:

1 -7
ASD(D,U[N]) — Zaj <1 — 637> <e+ (1 — € )
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A Collisions Concentration

Assume D is a distribution over domain [N] that satisfies that for every x € [N], D(z) < 1=¢—

-

with parameters s and 7' defined as in Lemma 5.1, and assuming 7/ < 0.1. Let S be an i.i.d.
sample of size s of distribution D. Denote by {py}ser the real (N, 7’)-histogram of D, and {py}rer
the empirical (N, 7’)-histogram of D according to sample S. Moreover, let {p;} ez the (N,7’) be
the histogram achieved through miss-labelling S according to (NN, 7/)-buckets, as in the protocol
in Figure 5. Let {x¢}¢ ez be the variables associated with the miss-labelling of the sample, as
defined in Definition 5.13.
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Assume a fresh i.i.d. sample of D of size s was sampled. Denote this sample by 7. And for
every bucket j, define C; to be the same as in the protocol in Figure 5 - i.e. the number of pairs
(k,m) € [s] x [s] such that Sk = T, and Sy was labelled as belonging to bucket j.

Claim A.1. For every nice sample S, and any mislabelling of S characterised by variables {x¢ ;}¢ jez:

e For every j € T\ {L}:

_ &2
E[C] € Z we,g Pee Z Ty sze "+ Prap et
teT\{L} teT\{L}

o With probability of at least 0.99 over the choice of T, for all j € T\ {L} such that p; >
72/log N
€~ Er[C]| < (¢~ )EL[C)

Proof Fix j € Z\ {L}. Define I, to be the indicator that T, = Sj, and tag(S;) = j. Denote
= {i c[s] : tag(S;) =j}. By definition, C; = = D rels) ZkeFj rk (note that I, = 0 for all

k §£ }7’]) Therefore, by the linearity of expectation:

=2 D Elll

rels] ke,

The value of E[I, ;] can vary significantly between indices in Fj, depending on Sy, the probability
of the element S}, affects the probability that the sample T, collided with it. Thus, we divide ]?’]
into disjoint subsets according to the bucket origin of each sample in S. Define F[_U C ﬁ to be
the set of indices associated with true bucket ¢ that were tagged as belonging to alleged bucket
7. By this definition, F = UgeIFg_)], and also ’Fg_w‘ = spyxe,;- Plugging this back to the above
expression:

C]]:ZZ Z E[Ir,k]zz Z E[Ir,k]"i_ Z Z Z E[Ir,k] (110)

tel refs] keFy,,; relslkeFy_,; teI\{L} rels] keF,_,;

This decomposition of the sum allows us to unravel the expression E[I, ], since for all £ € Z\ {L},

or! r o7’

every k € Fg_m', satisfies D(Sk) € [eh eTel%), and so E[l, ;] € [6N el S ) Similarly, for

N
2

k€ Fr;, D(S) € [0, %) = [O, m> We conclude that:

Ell, ] < s (sxeDe) - eTliT/ —e” Ty fﬁgew (111)
N N

LeI\{L} re|s] keﬁfg)j LeI\{L} LeT\{L}

And:

[\

S Y Y Bl = ) s (swebe) - = > oy sﬁﬁzehl (112)

eT\{L} rels) keFyy; teT\{L} teT\{L}
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As well as:
R eLT/ 82 I
D D Ella] <s-(swpgpr) — = hronge’” (113)
T‘E[S} kGFL_}j

Combining Inequality (113) and Inequality (112), we conclude:

2 2
~ T 57~ 1! S LT’
E[Cj] <e § <Npﬂf,j€ > + NPLTL e
(eT{L}

Similarly, we also get:
2

E[Cj] > Z Sﬁﬁgaﬁg,jeh
teT\{L}
And so concludes the first part of the proof.
Moving on to proving measure concentration. In order to do so, we bound Var[éj] from above,
in the aim of using Chebyshev’s inequality to bound the probability that C~’j deviates from its
expectation. First, recall that:

Var |:6J:| = Z Z Cov [Irl,klalfg,kg]

(r1,k1): (r2,k2):
7“16[5] 7'26[3}
kleFj kQEFj

In order to bound this expression, observe that for every ri, 7o € [s], such that 71 # rq, since T,
and T, were chosen i.i.d., the variables I, 1, and I, , are independent, and so Cov [I,, i, Iry k] =
0. Also, if r; = 79, but Si, # Sk,, then, as it is impossible that both the variables I, 1, Ir, k,
are positive at the same time, it follows that in this case, Cov I}, ,, Iy, k,] < 0. This leaves us
only with the case r1 = r9 and Sj, = Si,. In this case, the variables satisfy I, x, = Ir, k,, and by
the definition of the covariance, this yields Cov [I, k,, Iy, k,] = Var(l,, ,]. And as for every 71, k1,
Var(l,, k] < Er[ly, ], we conclude:

Var[Ci] < Y >0 Y Erllg,] (114)

rE€[s] k1 € Fy s ka:
ko =Sk

Assuming D has maximal probability 7//S, and that S is nice, it follows that every element sampled
in S appears at most log N times, and so, we are guaranteed that for every ki, the number of
summands in the third sum over ks is at most log N. Therefore:

Var[Ci] < > Y Y Erllig,] <logN Y > Erllg,] = log NEp[Cy] (115)
r€[s] ki cFy ] ’9_233]c r€[s] ke F,
27 FR1

For every j € Z\ {L}, Denote 7; = p; — prxr ;. Using Chebyshev’s inequality, as well as the lower
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bound for E {53} shown above, for every j € 7\ {L}:

~ ~ o ~ log N
Pr (|G — ElCyl| > (7 - DES(C]) < = jQET@

log N
— 2 ~ !
™5 >ten\(L} PeTe; el

_ Nlog N rj

Pezej or

ZZEI\{L} 77]'
Nlog N 7
gt el
Nlog N log N

TR e
Nlog? N _
= 714 g2 T

7_/282

.rj

Where the third inequality is justified by the fact that by definition ZKGI\ (L} ﬁ‘f;% =1, and
e’ > el for all £ € T\ {L}. Summing over all j € Z\ {L}, we get by union bound that the
probability that there exists some j € Z\ {L} such that ‘54 —Er [54]‘ > (¢7 —1)Ep[Cy] is at most:

Nlog?N _  Nlog* N - Nlog? N
Z gz 11T T A Z TiS T age
JET\{L} JET\{L}

< 0.01

Where the last inequality is justified by the choice of s. O

Corollary A.2. If the prover in the protocol in Figure 5 is honest, then, for every j € T\ {L}:

~ 82~ j’T/ 7./82~ jT/
E[C]} € Nhie" e ypse

Proof. Immediate from Claim A.1 by plugging the honest prover response, which is characterized
by variables {x ;}¢ jer that satisfy for all £ € Z, 2y ; = 1 for j = £ and z;; = 0 otherwise. O

Claim A.3. For every j € {z el: e; > ng/gN}-'

~ L,j T/ ~ 37!
prrr e < (e —1)p;e’

Proof. Observe that by definition prar ; < p;. Also, since for every j € {z el: e; >~ ~ N},
2

sps L Y 1,97" T T LT’
by definition (e 1)ed™ > 1le > TN = gV = © O




B Sample Complexity Lower Bound for Verification

We extend a sample complexity lower bound of Chiesa and Gur [CG18], who showed a lower bound
for non-interactive verification for the uniformity property. We observe that their logic also implies
a lower bound for interactive protocols:

Theorem B.1. Any proof system for approximate verification of uniformity requires that the veri-
fier take Q (\/ N/52> samples. This lower bound holds regardless of the communication complexity
or the verifier’s runtime.

The proof follows similar logic to the statement shown in [CG18, Observation 3.10].

Proof sketch for Theorem B.1. We show a lower bound for the easier problem of non-tolerant veri-
fication (the YES case contains only the uniform distribution, the NO case is all distributions that
are ¢ far from uniform), which implies a bound for the general case.

Assume for contradiction that there exists a proof system for standard uniformity testing, with
(black-box) sample complexity of o(v/N/e?) samples. We use such a proof system to construct a
(standalone) uniformity tester using only o(v/N /&%) samples. This stands in contradiction to the
lower bound on the sample complexity of non-interactive testers for uniformity, which is Q(v/N /2)
samples [Pan08].

The tester simulates the protocol: whenever the prover is required to respond, it does so by
answering as the honest prover would on the distribution Upy) (ignoring D). At the end of the
simulation, the tester accepts or rejects according to the answer of the virtual verifier.

Observe that if D = Upyj, then, as the YES case contains only Ujy), by answering according
to distribution Uy, the virtual honest prover responds in fact according to D, which it has all
the information about. Therefore, as the protocol is complete, the virtual verifier will accept, with
high probability.

If D is e-far from uniform, then answering according to Uy while ignoring D, is just one
possible cheating prover behavior. Therefore, since the protocol is sound against any cheating
prover, the virtual verifier will reject, with high probability.

In total, the number of samples the tester draws from D is equal to the sample complexity of
the verifier in the protocol, which is o(v/N/e?). We emphasize that any samples used by the prover
are drawn from the distribution Uy, without ever sampling D, and thus they do not add to the
tester’s sample complexity. ]

A Q(VN - poly(1/0)) lower bound applies also for approximate verification of a distribution’s
entropy up to additive error o, we defer the details to the full version.
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