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Abstract

Guruswami and Smith (J. ACM 2016) considered codes for channels that are poly-size circuits which
modify at most a p-fraction of the bits of the codeword. This class of channels is significantly stronger
than Shannon’s binary symmetric channel (BSC), but weaker than Hamming’s channels which are com-
putationally unbounded. Guruswami and Smith gave an explicit Monte-Carlo construction of codes with
optimal rate of R(p) = 1—H (p) that achieve list-decoding in this scenario. Here, “explicit Monte-Carlo”
means that both encoding and decoding algorithms run in polynomial time. However, the encoding and
decoding algorithms also receive a uniformly chosen string of polynomial length (which is chosen and
published, once and for all, in a pre-processing stage) and their correctness is guaranteed w.h.p. over this
random choice. Guruswami and Smith asked whether it is possible to obtain uniquely decodable codes
for poly-size channels with rate that beats the Gilbert-Varshamov bound RV (p) = 1 — H(2p). We give
an affirmative answer, Specifically:

e Forevery 0 < p < %, we give an explicit Monte-Carlo construction of uniquely-decodable codes
with optimal rate R(p) = 1 — H(p). This matches the rate achieved by Guruswami and Smith
for the easier task of list-decoding, and also matches the capacity of binary symmetric channels.
Moreover, this rate is strictly larger than that of codes for the standard coding scenario (namely,
uniquely-decodable codes for Hamming channels).

e Even ignoring explicitness, our result implies a characterization of the capacity of poly-size chan-
nels, which was not previously understood.

Our technique builds on the earlier list-decodable codes of Guruswami and Smith, achieving unique-
decoding by extending and modifying the construction so that we can identify the correct message in the
list. For this purpose we use ideas from coding theory and pseudorandomness, specifically:

e We construct codes for binary symmetric channels that beat the Gilbert-Varshamov bound, and are
“evasive” in the sense that a poly-size circuit that receives a random (or actually pseudorandom)
string, cannot find a codeword within relative distance 2p. This notion of evasiveness is inspired
by the recent work of Shaltiel and Silbak (STOC 2021) on codes for space bounded channels.

e We develop a methodology (that is inspired by proofs of ¢-wise independent tail inequalities, and
may be of independent interest) to analyze random codes, in scenarios where the success of the
channel is measured in an additional random experiment (as in the evasiveness experiment above).

e We introduce a new notion of “small-set non-malleable codes” that is tailored for our application,
and may be of independent interest.
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1 Introduction

1.1 Codes and channels

Coding theory studies transmission of messages using noisy channels. In this paper we are interested in
binary codes, and prefer to focus on decoding properties of a code, rather than combinatorial properties like
minimal distance. More specifically, given a family C of (possibly randomized) functions C' : {0,1}" —
{0,1}™ (which we call “channels”) the goal is to design a code (namely, a pair (Enc, Dec) of an encoding
map Enc : {0,1}* — {0,1}" and a decoding map Dec : {0,1}" — {0, 1}¥) such that for every message
m € {0,1}* and every channel C € C, decoding is successful, namely:

Dec(Enc(m) @ C(Enc(m))) = m.

The rate of a code is R = % For a family C of channels, we use R(C) to denote the capacity of the family,
which is the best possible rate of a code for this family.! For a family C of channels, there are two main
goals:

1. Determine the capacity R(C).
2. Construct explicit codes (namely codes with poly-time encoding and decoding algorithms).

Let us review some coding scenarios and channel families. In all examples below 0 < p < % is a parameter.

Binary symmetric channels. A binary symmetric channel (denoted by BSC,) is the randomized function
that ignores its input and produces n i.i.d. random bits, where each of them is one with probability p.
This is a special case of an extensively studied class of randomized channels (often referred to as “Shannon
channels”). A celebrated theorem of Shannon shows that R(BSC,) = 1 — H(p).? Later work on code
concatenation (due to Forney [For65]) produced codes with explicit and even linear time algorithms [GI05].

Hamming channels. The class of Hamming channels (denoted by Ham,,) is the class of all functions such
that for every input x, the relative Hamming weight of C(z) is at most p.> (This corresponds to a channel
that flips at most a p fraction of the bits). This class is probably the most studied class of channels, and yet,
its capacity R(Ham,) is not precisely understood. It is known that R(Ham,,) = 0 for p > 1, and that for
0 < p < %, R(Ham,) < 1 — H(p).* The Gilbert-Varshamov bound shows that R(Ham,) > R®Y (p) =
1 — H(2p), but explicit codes with this rate are unknown. Recently, there has been progress on explicit
codes with rate that is close to the Gilbert-Varshamov bound for p approaching % [TS17,JST21, BD22].

List-decoding. In the relaxed goal of list-decoding, the decoding map is allowed to output a list of L =
O(1) messages, and decoding is considered successful if Dec(Enc(m)@®C(Enc(m))) > m. Unlike the case
of unique decoding, the list decoding capacity of Hamming channels (denoted by Rt (Ham,)) is known

"More formally, R(C) is the largest number R such that for every e > 0, there exist infinitely many n, for which there exists a
code for C, with rate at least R — e. We mostly use the term “rate” for a specific (family of) codes, and “capacity” for a class of
channels, but these terms are interchangeable in this paper.

*Here H(p) = p - log(1/p) + (1 — p) - log(1/(1 — p)) is Shannon’s entropy function.

3The relative Hamming weight of a string z € {0,1}™ is wt(z) = M

*This follows because by the Elias-Bassalygo bound, which states that R(Ham,,) < REliaS-Bassalygo (p) where the latter is
strictly smaller than 1 — H (p). We remark that the Elias-Bassalygo bound gives a stronger result, and that later work by McEliece,
Rodemich, Rumsey and Welch [MRRW77] improves this bound in some ranges. We state the bound R < 1 — H(p) to stress that
R(Ham,) < R(BSC,) =1— H(p).



to be RYs*(Ham,) = 1 — H(p),” which allows positive rate even for 1 < p < 1 (in contrast to unique

decoding). Explicit constructions of such codes are unknown.

Intermediate classes of channels. It is natural to consider intermediate classes of channels that lie be-
tween binary symmetric channels and Hamming channels. One such example was studied by Guruswami
and Smith [GS16] that considered the class of additive channels. This class (denoted by Add,) contains
all constant functions C' € Ham,. This means that an additive channel C' : {0,1}" — {0,1}" has a
predetermined noise vector e € {0, 1}" of Hamming weight at most p, and the channel C' uses this noise
vector regardless of its input. In particular, the channel does not choose the noise vector as a function of the
transmitted codeword.

It turns out that with the standard definition of codes, every code for additive channels is also a code for
Hamming channels.® In order to take advantage of restricted families of channels, one needs to consider a
different coding scenario. Several such scenarios were considered in the literature. In this paper, we follow
the approach of Guruswami and Smith [GS16] and consider stochastic codes.

Stochastic codes. These are codes where the encoding algorithm is randomized, and decoding only needs
to succeed with high probability. More precisely, an encoding map of a stochastic code, is a function
Enc : {0,1}* x {0,1}¢ — {0,1}" and it is required that for every m € {0, 1}*, and every channel C in the
considered class:
Pr [Dec(Enc(m,S) @& C(Enc(m,S)) =m|>1—v,
S+Uy

where v is an error parameter. (A precise formal definition is given in Definition 3.8). Note that the decoding
algorithm does not need to receive S, and so, these codes can be used in the standard coding communication
scenario. The rate of a stochastic code is R = % Stochastic codes do not give an improvement in capacity
in the case of Hamming channels (as it is easy to show that a stochastic code for Hamming channels yields
a standard code with the same rate) but they do allow improved capacities for other classes.

Additive channels. Recall that an additive channel C' € Add,, is a channel that ignores the transmitted
codeword, and always uses a predetermined noise vector of Hamming weight at most p. Guruswami and
Smith [GS16] showed that the stochastic capacity, R%*°¢(Add,) = 1— H(p),” while also providing explicit
encoding and decoding algorithms for the stochastic code.

Online channels with small space. The class of space-bounded channels (denoted by Spcy) is the class
of all C' € Ham,,, where C reads its input in one pass, using space s, and produces its ¢’th output bit before
reading the (¢ + 1)’th bit. Guruswami and Smith [GS16] showed that RStOC(SpCi,Og”) =0 forp > 1.8
Shaltiel and Silbak [SS21b] (building on earlier work [GS16, SS21a, KSS19] that considered list-decoding)
showed that RStOC(Spc;) is1— H(p)fors=n'""Mand0 < p < 1. while also providing explicit codes
for s = n®(1). Chen, Jaggi and Langberg [CJL15], and Dey, Jaggi, Langberg, and Sarwate [DJLS13],
considered Causal channels (in which s = n, and there are no space restrictions). These works determined

3This formally means that for every € > 0, there exists a constant L. such that there are infinitely many n, for which there exists
acode with rate R = 1 — H(p) — € and a list-decodable code with list size L..

SThis follows as if there is a message m € {0, 1}* and a channel C' € Ham,, such that Dec(Enc(m) @ C(Enc(m))) # m,
then the channel C’(z) = C(Enc(m)) is a channel in Add, on which decoding is not successful.

"This formally means that for every ¢ > 0, and for infinitely many 7, there is a stochastic code with rate R = 1 — H (p) — ¢ for
Add,, that achieves success probability 1 — o(1). In fact, the success probability achieved by [GS16] against additive channels is
much better.

$More formally, Guruswami and Smith [GS16] showed that for every constant p > i, there does not exist a family of stochastic

codes with positive rate against SpclpOg ", that achieves success probability 1 — o(1).



the capacity RStOC(Spcg), and showed that this capacity is 1 — H(p) for p < py ~ 0.0804, and is strictly
smaller than 1 — H(p) for p > pg. These bounds are achieved by non-explicit constructions.

Poly-size channels. In this paper we will consider the class of channels that can be implemented by poly-
nomial size circuits, that includes channels that can be implemented in polynomial time. The class Ckt;)
is the class of all C' € Ham,, such that C' is a circuit of size s. We will focus on the case that s = n® for
a constant ¢, and call this class poly-size channels. Guruswami and Smith gave an “explicit Monte-Carlo
construction” of stochastic codes with rate 1 — H (p) that are list-decodable for thgc. We define and discuss
the notion of “Monte-Carlo constructions” in the next section.

We summarize all theses surveyed results (as well as our new results) in Table 1.

Table 1: Summary of surveyed known results. The results of this paper appear in bold text

Channel Decoding | Stochastic? | Range Rate Explicit? Reference
BSC, Unique No 0<p<i R=1—-H(p) | Yes [For65]
Ham,, Unique No 0<p<jy R<1—-H(p) | NA [MRRW77]
Ham,, Unique No % <p< % R=0 N/A Plotkin bound
Ham,, List No 0<p<s; R=1-H(p) | No Easy
Add, Unique | Yes 0<p<s R=1—-H(p) | Yes [GS16]
Spc, Unique Yes 0<p<0.0804 | R=1—H(p) | No [CIL15]
Spcy Unique | Yes 0.0804 <p<3: | R<1—H(p) | No [DILS13]
Spcge(l) List Yes 0<p< % R=1-H(p) | Yes [KSS19]
Spcge(l) Unique Yes 0<p< i R=1—-H(p) | Yes [SS21b]
Spc® ™ | Unique | Yes 0<p<? R=1-H(p) | No [SS21b]
CktS™ | Unique | Yes lop<d R=0 N/A [GS16]
thgc List Yes 0<p<gy R=1—-H(p) | Monte-Carlo [GS16]
thgc List Yes 0<p< % R=1—H(p) | explicit, under [SS21a]
hardness assumptions
thgc Unique Yes 0<p< % R =1 - H(p) | Monte-Carlo Here

1.2 Explicit Monte-Carlo constructions

A Monte-Carlo construction (with ¢ bits of Monte-Carlo randomness) is a pair (Enc, Dec) of maps, such that
in addition to their usual inputs Enc and Dec also receive a string y € {0, 1}7. (More specifically, a Monte-
Carlo code is a pair of maps Enc : {0,1}% x {0,1}* — {0,1}" and Dec : {0,1}¢ x {0,1}" — {0, 1}*,
and a Monte-Carlo stochastic code is a pair of maps: Enc : {0,1}9 x {0,1}* x {0,1}¢ — {0,1}" and
Dec : {0,1}9 x {0,1}" — {0, 1}%).

Let (Enc,, Dec,) denote the maps obtained with fixed strings y € {0,1}9, as first input. We say that
the construction has Monte-Carlo error n = n(n), if with probability 1 — 7 over choosing y < {0, 1}4, the
obtained code (Enc,, Dec, ) have the desired property (which in our case is that (Enc,, Dec, ) is a stochastic
code for thgc). A Monte-Carlo code is explicit if ¢ = q(n) is polynomial, and Enc and Dec run in time
polynomial in n.°

% An alternative definition is that an explicit Monte-Carlo construction is a randomized algorithm A that on input n, runs in time
poly(n), and with probability 1 — 7(n) produces circuits Enc, Dec of polynomial size with the desired property.



A more formal definition is given in Definition 3.8.

Explicit Monte-Carlo constructions vs. Random codes. We stress that a random code does not yield
an explicit Monte-Carlo construction. One reason is that sampling a random code requires exp(n) random
bits. A more acute reason is that even if one somehow reduces the number of random bits to polynomial,
it is not clear how to implement a polynomial time decoding algorithm. A good example to keep in mind
is a random linear code. Random linear codes can be sampled using polynomially many random bits, and
have polynomial time encoding algorithms. Nevertheless, they are not explicit Monte-Carlo constructions,
because we do not know how (and don’t think it is possible to) couple them with polynomial time decoding
algorithms.

Necessity of Monte-Carlo constructions in the case of poly-size channels. Explicit constructions of
stochastic codes against a class C immediately imply lower bounds against the class C (unless they also
apply for Hamming channels). See [SS21a] for a precise formulation of this statement and a discussion.

Given our current inability to prove circuit lower bounds, we cannot expect to obtain unconditional
explicit constructions of stochastic codes for thZc, and the best we can hope for is explicit Monte-Carlo
constructions (as is achieved in the aforementioned result of Guruswami and Smith [GS16], and in this
paper). An alternative approach taken by Shaltiel and Silbak [SS21a] (that we discuss later in Section 2.6)
is to base explicit constructions on complexity theoretic hardness assumptions.

1.3 Our results
1.3.1 An explicit Monte-Carlo construction of stochastic codes with optimal rate for thgc

We give an explicit Monte-Carlo construction of a uniquely decodable stochastic code for thgc with opti-
mal rate of R = 1 — H(p).

Theorem 1.1 (Explicit Monte-Carlo construction of stochastic codes with optimal rate for thgc). For every
constants 0 < p < %, € > 0, and c > 1, there is an explicit Monte-Carlo construction of a stochastic code
with rate 1 — H(p) — € for Ckt"", achieving success probability 1 — ..

n

Theorem 1.1 is restated in a more general way that includes more precise parameters in Theorem 7.1.

Guruswami and Smith [GS16] showed that stochastic codes for thg(n) (in fact even for a weaker class)
cannot have positive rate for p > %. This means that Theorem 1.1 achieves the best possible capacity for
every choice of p, and in particular, we obtain a characterization of the capacity RStOC(thZC) of stochastic
codes for thgc, showing that:

1-Hp) 0<p<1/4

RStoc thnc —
(Ckty ) p > 1/4.

Note that this determines RStOC(thgc) for every p except p = %‘10 A curious consequence is that the
capacity function is not continuous at p = 1,as 1 — H(%) > 0.

The aforementioned result of Guruswami and Smith [GS16] (that rules out stochastic codes for thS‘”) with positive rate,

and success probability 1 — o(1), for p > %) can be extended to the case that p = i, and show that there does not exist a stochastic
code for th;?“” with positive rate, and success probability 1 — O(%) It is open whether this lower bound can be extended to rule
out stochastic codes with success probability 1 — o(1). We omit the details to the full version.



Comparison to previous work. Prior to this work it was not known whether codes for thgc can beat the
Gilbert-Varshamov bound R“Y = 1 — H(2p), and this was raised as an open problem by Guruswami and
Smith [GS16]. We completely resolve this problem, while achieving the best possible rate (matching the rate
of codes for BSC,, or list-decoding for Ham,,) while also achieving an explicit Monte-Carlo construction.
Our codes achieve the same rate, and success probability as those given by Guruswami and Smith [GS16] for
the harder task of unique-decoding whereas the codes of Guruswami and Smith only achieve list-decoding.

The running time of Enc and Dec in Theorem 1.1 is polynomial in n, for a larger polynomial than n°.
This is also the case in the list-decodable codes of Guruswami and Smith [GS16]. See Section 2.6 for a
discussion.

The capacity of thgc is larger than that of Ham,. The codes of Theorem 1.1 have rate that is superior
to that of codes for the standard model of decoding against Hamming channels (regardless of the issue of
explicitness). More precisely, while the capacity of codes for Ham,, is not understood, it is known (by
the aforementioned Elias-Bassalygo bound, and improvements in [MRRW77]) that this capacity is strictly
smaller than 1 — H (p). We show that it is possible to achieve rate 1 — H (p) for thgc,

Note that this is in contrast to the case of list-decodable stochastic codes for thgc considered by Gu-
ruswami and Smith [GS16], where the rate of the (Monte-Carlo constructed) stochastic codes, matches the
rate of list-decoding for Ham,, rather than beating it. Indeed, in the case of Guruswami and Smith [GS16],
the advantage of codes for thgc over codes for Ham,, is in explicitness, rather than in “combinatorial
supremacy’.

Perspective. Our results immediately extend to channels that are randomized poly-size circuits, as these
can be viewed as a convex combination of channels from thz’c. It seems that all classes of channels that
are studied in the Shannon literature are captured by Ckt,, for s = O(n). On a more philosophical level, it
is hard to imagine a “physical channel” that is not implementable by a poly-size or even linear size circuit.

1.3.2 An analysis of random stochastic codes

Prior to this work it was unknown whether stochastic codes for thge with rate that beats the Gilbert-
Varshamov bound exist. In particular, it was not known whether a random stochastic code achieves this.
This is an intriguing question, even though, now, by Theorem 1.1 there exist such codes with rate 1 — H (p).

In this paper, we develop new techniques to argue about random stochastic codes, and related scenarios.
This technique (that is inspired from ideas used in proofs of ¢-wise independent tail inequalities) is outlined
in Section 2, and presented in Section 4. We can use this technique to give a direct proof that a random
stochastic code with rate 1 — H (p) is w.h.p. good for Ckt™, or in fact for any class C which contains 22"
channels, where o > 0 is a constant.

Theorem 1.2 (Random stochastic codes that decode against small families). For every constants 0 < p < %
and € > 0, there exist constants o > 0 and cq > 0, such that for R = 1 — H (p) — ¢, and for every sufficiently
large n, and every class C C Ham,, of size at most 22", a function Enc : {0, 1} x {0,1}¢¢™ — {0,1}"
chosen uniformly from all such functions, coupled with a function Dec : {0,1}"* — {0, 1} that applies
maximum likelihood decoding, is with probability 1 — 272" a code for C achieving success probability
1—27am

Theorem 1.2 is restated in a more precise way that includes more precise parameters in Theorem 8.1.



2 Overview of the technique

In this section we give an overview of the main ideas that we use. For this purpose we will allow ourselves to
be informal, and not entirely precise. The later technical sections do not build on the content of this section,
and the reader can skip to the technical section if they wish.

Our overall approach builds on the list-decodable stochastic codes for thgc by Guruswami and Smith.
We would like to modify and enhance the construction so that we can identify the correct message in the
output list, and achieve unique decoding. For this purpose, we introduce several ideas that we explain below.

2.1 Codes for BSC, that are also evasive for th;}c

Following Guruswami and Smith [GS16] we will use a code (Encggc, Decgsc) for BSC), as a component
in the construction of stochastic codes, and the final stochastic code will inherit the rate of the BSC code.
Shaltiel and Silbak [SS21b] introduced a notion of “evasive codes” that plays a major part in their construc-
tion of stochastic codes for space bounded channels. We will now present a related notion that is tailored
for our intended application where we are interested in poly-size channels.

Evasiveness of codes. We will be interested in (standard) codes (Encpsc, Decgsc) for BSC,, that have
an additional evasiveness property against thgc. More specifically, we would like to modify the decoding
algorithm Decpgc into a new decoding algorithm Decjyg, where Deczg is allowed to output fail, so that:

e (Encpsc, Decige) still form a code for BSC,,, meaning that, for every m € {0,1}*, for z =
Encpsc(m), we have that w.h.p. Decpge(z @ BSC,) = m.

e We say that the code is p-evasive for a class C, if when a uniform Z < U, is corrupted by a channel
C € C, then w.h.p. Dec’ fails. Namely, Prz. ¢, [Dechge(Z @ C(Z)) = fail] > 1 — p.

A more formal definition appears in Section 5.1. We stress that in the second requirement we are interested
in a scenario in which C receives Z <— U,, (rather than a codeword z = Enc(m)).

An easy modification of Decpgc is to make it fail if it decodes to a codeword that has distance slightly
larger than p from the received corrupted word. This obviously satisfies the first item. Using this modifica-
tion, codes for BSC,, with rate that doesn’t beat the Gilbert-Varshamov bound (namely, rate R < R%V (p) =
1 — H(2p)) can be easily made evasive even against the class Ham,, of computationally unbounded chan-
nels.!!

Shaltiel and Silbak [SS21b] gave an explicit construction of codes for BSC,, that beat the Gilbert-
Varshamov bound, and are evasive for small space channels. This constructions rely on the weakness of
small space channels, and roughly show that any “well behaved” code for BSC,, can be made evasive for
small space channels.

We need to construct codes for BSC,,, that are evasive for thgc, which is a significantly more powerful
class (for which we have no lower bounds). By the discussion in Section 1.2 we cannot expect to have
unconditional constructions, unless they are also evasive for Ham,,. We will therefore require a very different
approach from that of Shaltiel and Silbak [SS21b].12

""More precisely, any code with rate R < 1 — H(2p) — ¢ is immediately 2~ “"-evasive. This is because a uniform Z < U, is
likely to have relative Hamming distance larger than 2p from any codeword, and so, by the triangle inequality, a channel C' € Ham,,,
cannot corrupt a p fraction of the bits, so that the corrupted codeword is within relative Hamming distance p from a codeword.

2Furthermore, in the case that Decpsc is the maximum likelihood decoder, and runs in polynomial time, evasiveness for poly-
size circuits implies that no poly-size circuit can find a codeword that is within relative Hamming distance 2p from a random
string.



We first give an explicit construction of codes for BSC,, with rate R*(p) > RV (p) = 1 — H(2p) that
are evasive not only for Ckt”", but in fact for the computationally unbounded class Ham,,. We find this quite
surprising, as it is easy to see that random codes with rate that beats the Gilbert-Varshamov bound (namely,
R>RCV =1-H (2p)) are not evasive against Ham,, (See Section 5 for details). This means that in the
construction given in Section 5.3, we will need to use codes that are very different than random codes.

We also give an explicit Monte-Carlo construction (which achieves optimal rate of 1 — H(p)) for Ckt™",
that is stated below:

Informal Theorem 2.1 (Monte-Carlo codes for BSC,, with optimal rate, that are evasive for th;’c). For
every constants p < %, ¢ > 1, and € > 0, there is an explicit Monte-Carlo construction of codes for BSC,,
with rate 1 — H (p) — € that is evasive against thgc.

As we are shooting for a Monte-Carlo construction of stochastic codes for Ckt”", we can afford to use
the Monte-Carlo construction of Theorem 2.1. In Section 2.6 we discuss the possibility of constructing
explicit (rather than Monte-Carlo) stochastic codes based on hardness assumptions, and the aforementioned
explicit construction of evasive codes with rate R*(p) can be viewed as a first step towards this goal.

An overview of the proof of Theorem 2.1 appears in Section 2.4. For this proof, we develop new
machinery to analyze random codes, based on an intuition that is borrowed from techniques used to prove
t-wise independent tail inequalities. We believe that this machinery is of independent interest, and we also
use it as part of our Monte-Carlo construction of “small-set non-malleable codes” that we describe next.

2.2 Small Set Non-malleable codes

In this paper we introduce a new notion of stochastic codes that is related to the well studied notion of non-
malleable codes (defined by Dziembowski, Pietrzak and Wichs [DPW 18]) but is defined using a different
methodology and tailored to handle a related, but somewhat different scenario that comes up in our setting.

Background on non-malleable codes. Loosely speaking, non-malleable codes are designed to work
against channels C' : {0,1}" — {0,1}", which when given a codeword z, produce a “corrupted word”
C(z). However, in contrast to earlier settings that we discussed, there will be no bound on the number of
errors that C can induce. This means that C' can erase the codeword and replace it with another string, and
we cannot expect the decoding algorithm to produce the original message m. Instead, the goal is to show
that C' is unable to make the decoding algorithm produce a message m # m that is related to m.

The new notion of SS-non-malleability, and comparison to earlier notions. We will be interested in
the scenario where the message M is chosen uniformly from {0, 1}*, and will require that for every small
circuit C, one can guess in advance a small set H¢ of messages, such that C' is unlikely to make the decoding
algorithm produce a message that is neither in H¢ nor the original message M.

Moreover, we will require that this holds even if the adversary also receives additional information about
M, in the form of some specific function (M ). (It is instructive to think of the case that (M) = M,
giving the adversary the ability to decode “for free”).!> This means that unlike the notion of non-malleable
codes defined by Dziembowski, Pietrzak and Wichs [DPW 18], this notion does not imply the inability of
the adversary to decode. Instead, it intuitively relies upon the inability of the adversary to encode.'*

A definition with a similar “small set” flavor (but with a “worst-case” choice of message, and without allowing C' to obtain
additional information in the form of ¢(M)) was defined by Faust et al. [FMVW 16] where it was called “bounded malleability”
and used as an intermediate notion, in order to produce the standard notion of non-malleability.

“More specifically, while this definition has the same intuition as the standard definition given by Dziembowski, Pietrzak and



Definition of SS-non-malleable codes. More specifically, let Enc : {0,1}* x {0,1}¢ — {0,1}" and
Dec : {0,1}" — {0,1}* be a stochastic code, and let 1)(m) be some function that outputs strings. We
say that (Enc, Dec) is an SS-non-malleable code with respect to 1, set size h and error p, against a circuit
C:{0,1}™ — {0, 1}™ if there exists a set H¢ of size at most h such that:

P [Dec (C(Bne(M, 5), (M) ¢ Ho U{M}] < p.
S«{0,1}d

Note that this definition is quite compact, and does not mention “simulators” or “indistinguishability”.
This makes it easy to use, and to argue about.

More importantly, this definition is tailored for our intended application, in which the adversary will
receive information (M) about M that we do not completely control, and can potentially reveal a lot of
information about M. We remark that in our actual application we use a more general definition (that also
allows C' to view many encodings of the same message M, in addition to ¢)(M)). This comes up because in
our application the adversary receives this additional information. The precise formal definition and some
additional discussion, appear in Section 6.

We will be interested in the adversaries that are poly-size circuits. There are several known constructions
of non-malleable codes for this class [DPW18, CG16, FMVW16, BDK'19, DKP21, BDL22]. Some of
these constructions rely on complexity theoretic and/or cryptographic assumptions, and others are Monte-
Carlo. We cannot use these constructions as they do not seem to have the properties that we require. More
specifically, we require SS-non-malleability, as well as some additional properties listed below.

Additional properties that are required in our intended application. In our intended application (of
constructing stochastic codes with optimal rate for thgc) we will require stochastic codes that in addition
to being SS-non-malleable for poly-size circuits, also decode against channels in Ham,,, and moreover, we
will need them to have certain additional pseudorandom properties. It seems very hard to construct such
stochastic codes (even assuming cryptographic assumptions). Fortunately, in our intended application, these
SS-non-malleable codes will be used to encode short strings of logarithmic length, and this will make it
easier to give a Monte-Carlo construction of such codes that runs in polynomial time (by choosing a random
stochastic code, which requires a polynomial number of random bits). This is stated in the next theorem.

Informal Theorem 2.2 (A Monte-Carlo construction of SS-non-malleable codes). For every constants p <
% and ¢ > 1, there exist constants cq,c, > 1, such that a random stochastic code (namely, a random
encoding map Enc : {0, 1}1°8N x {0, 1}calos N 5 10 1}l N which can be sampled using poly(N)
random bits) is w.h.p. both a stochastic code for Ham,, and SS-non-malleable for circuits of size N¢ (when

coupled with maximum likelihood decoding up to distance p).

Wichs [DPW 18], it is on one hand weaker, as it is only designed to guarantee security if M is chosen uniformly from {0, 1}’“,
whereas the standard definition guarantees security on any distribution. Moreover, even in the case of a uniform M, the small
set condition seems weaker than what is guaranteed by the standard definition (as it allows the decoded message to be relate to
M if it is in H¢c). On the other hand, the definition given here is stronger in the sense that security is guaranteed even if the
adversary receives additional information (M) about M that may allow it to “decode” and obtain M. We also remark that an
adversary that can compute the encoding function, can break SS-non-malleability (regardless of the function ) by replacing the
codeword with an encoding of a uniform message M’ that is independent of M, and trivially, M’ is unlikely to fall in any small set.
This demonstrates that the notion of SS-non-malleability that we define, does not allow the adversary to encode the code, whereas
the standard notion does not seem to prevent the adversary from computing the encoding, as can be seen by the construction of
Dachman-Soled, Komargodski and Pass [DKP21] which (under cryptographic assumptions) give a non-malleable code in which
the adversary is able to compute the encoding function).



Theorem 2.2 is stated more formally as Theorem 6.5 in Section 6. We stress that it is not obvious that
a random code is non-malleable or SS-non-malleable. The seminal paper of Dziembowski, Pietrzak and
Wichs [DPW 18] had an analysis of a randomized construction, which was later improved by Faust et al.
[FMVW16] and Cheraghchi and Guruswami [CG16]. However, we need the additional security against
adversaries that see many encodings, and receive additional information 2/, as well as additional decoding
properties against Hamming channels and pseudorandomness properties. Consequently, we cannot use the
previous analyses.'> An intriguing open problem is to obtain such codes explicitly (rather than Monte-Carlo)
under complexity theoretic or cryptographic hardness assumptions. Together with our explicit construction
of evasive codes, this will give a construction of stochastic codes for thgc with rate R*(p) that is explicit
(rather than Monte-Carlo) assuming these assumptions, see Section 2.6 for a discussion.

2.3 Stochastic codes that are uniquely decodable for th;‘c

At this point, we are ready to explain how to use the components that we already discussed (SS-non-
malleable codes, and evasive codes for BSC,) to obtain stochastic codes for thgc. We start with a brief
overview of the list-decodable stochastic codes of Guruswami and Smith in Section 2.3.1, and in Section
2.3.2 we explain how to identify the correct candidate in the list, and obtain unique decoding.

2.3.1 A brief overview of the list-decodable stochastic codes of Guruswami and Smith

Guruswami and Smith [GS16] use an approach that “boosts” a (standard) code for BSC,,, so that it works
for stronger channels like Ckt”", albeit, in an easier scenario than that of stochastic codes, called “codes
with shared private randomness”.

Codes with shared private randomness. This is a pair of maps Encgp,y @ {0, 1}%x {0,1}¢ — {0,1}" and
Decgpr : {0,137 x {0,1}¢ — {0,1}* such that for every message m € {0, 1}*, and for every C' € Ckt,e,
let Z = Encgp,e(m, S) be the codeword, and Z = Z @ C(Z) be the “received word”. It is guaranteed that:

Pr [D Z.8Y=m]>1-w.
GPr [Decyu(Z,8) =m] > 1—v

Note that unlike the scenario of stochastic codes, in this scenario of shared private randomness, the
decoding algorithm, does receive the randomness S chosen by the encoding procedure. This gives the
decoding algorithm a huge advantage over the case of stochastic codes (where the decoding does not receive
9S).

Indeed, it is much easier to construct codes for shared private randomness than stochastic codes, and such
a construction for thgc was given by Lipton [Lip94], and extended by Smith [Smi07], and Guruswami and
Smith [GS16]. In this paper we use a variant of this construction (which we need to modify, as in our
application it will be crucial that d = O(logn)). We explain this construction in Section 2.5.

Converting codes with shared randomness to stochastic codes for thgc. In order to convert a code
with shared private randomness (Encgp,, Decgp,) for thgc, into a stochastic code (Enc, Dec) for th;‘c,
Guruswami and Smith suggested to “embed” the seed .S into the codeword in a way that will allow Dec to
“list-decode” a small list of candidates for .S, even after the codeword is corrupted by a channel in thzc.

5We remark that some of the aforementioned earlier works also showed how to derandomize the sampling of the random
stochastic code, using t-wise independence, resulting in a Monte-Carlo construction. We stress that in our methodology, we do not
rely on ¢t-wise independence, but rather on techniques that were developed to prove t-wise independent tail inequalities. These two
issue are orthogonal, and our technique seems different than that used in previous work.



This step will rely on a constant rate code (Enccy,1, Deceyy1) called a “control code” that decodes mes-
sages of length d = O(logn) (so that it can be applied to encode .S) into codewords of length b = O(logn).

We now explain how Guruswami and Smith [GS16] used a code for shared randomness for th”c,
and a control code (with certain properties to be discussed later) to construct a stochastic code that is /list-
decodable for thgc. The stochastic encoding algorithm Enc will receive an additional random seed I € [n]
(in addition to the message m € {0,1}*, and seed S € {0, 1} that are inputs to Encgp,,) and will start by
preparing Z = Encgpr(m, S). It will then replace the b bits Zp, ..., Zj1p—;1 of Z with Enc,(5).

Guruswami and Smith [GS16] showed how to match Enc with a list-decoding algorithm Dec that outputs
a list of candidate messages such that w.h.p. one of them is the original message. Loosely speaking, this is
done as follows:'® When Dec receives a “corrupted codeword” Z = Z & C(Z), it will first prepare a list of
candidate control strings S1, . .., S, for the seed S, by setting S; = Deceir1(Z;, - . ., Zirp—1). It will then
output n candidate messages M 1,. .., M, by setting M; = Decspr(Z S;).

Loosely speaking, Guruswami and Smith [GS16] showed that if the control code decodes from Ham,,
(and has certain additional pseudorandomness properties that we will not discuss in this overview, and
prevent the channel from identifying ) then w.h.p there exists i* € [n] such that S;« = S, so that M;= =
Decgpr(Z, Si) = m, and the correct message appears in the list of candidates.

2.3.2 Using evasiveness and SS-non-malleability to find the correct candidate in the list

Summing up the overview given above (of the list-decodable stochastic codes for thzc) when a channel
Ce thzc corrupts the codeword Z = Enc(m; (S, 1)) into Z = Z @ C(Z):

e C cannot prevent Dec from having S appear in the list of candidate control strings S1, . . ., S,,, and so
the original message will appear in the list of candidate messages Mj, ..., M,,.
e However, C can affect the candidate control strings S1, . . . , S,,, and inject candidates to the list. (Note

for example, that C' can place the fixed string Enc,1(5) for any fixed 5 € {0, 1} that he chooses, as
a substring of the corrupted codeword Z, which will cause 5 to appear in the list of candidates).

We want to trim the list, and discard incorrect candidates. We will be interested in the following questions:

1. Canachannel C' € thgc arrange it so that some of the candidates S; are related to the correct control
string .S, and yet different from it?

2. What happens when Decgp,, (7, S;) is applied on a corrupted codeword Z, using an incorrect seed
S; # S, and is unrelated to S?

Jumping ahead, we mention that we will use SS-non-malleability to handle the first case, and evasiveness
to handle the second. We first address the first question. It turns out that in the construction of Guruswami
and Smith [GS16], a channel C € th” can control many of the candidate control strings Si,...,Sn.
Moreover, C' can arrange things so that many of these candidates are different than S, and yet correlated
with S.

!6The description that we give here is an over-simplification that is used to give the flavor of the construction of [GS16], and
motivate the ingredients and ideas that we introduce in order to extend it so that it uniquely-decodes, rather than list-decodes.
The actual construction of Guruswami and Smith is more involved, and we use the same approach (with some modifications) in
Section 7.2.
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Using SS-non-malleable control codes. The first step in our plan is to require additional “non-malleability”
properties from the control code (Ence,1, Decety1). Using the SS-non-malleable codes of Theorem 2.2, pre-
vents C' from injecting candidate control strings that are different than S, except for candidates in a small
set Ho that is fixed in advance. We will use the stochastic codes from Theorem 2.2 as the control code
(Encegyi, Decegy1), and they indeed decode from Ham,, and are SS-non-malleable for poly-size circuits.

We remark that Guruswami and Smith, also used random stochastic codes on logarithmic length strings
to obtain their control codes, and so, we are also guaranteed that these codes have the additional pseudoran-
domness required for the application. See Section 6 for a specification of these properties.

Note that in our scenario, in addition to a control encoding of .S, the channel C' also receives additional
information about S in the form of ¢ (S) = Encgp,(m, S). We need to argue that receiving (.S) does not
help C to break the SS-non-malleability. Indeed, the definition of SS-non-malleability is precisely tailored
so that for every poly-size circuit C, there exists a small set H¢ such that when C receives Encet,(S) and
¥(9), it is unlikely to make Dect,] produce S ¢ He U {S}.

Handling the case that S; € Hc.  We now have that for every channel C' € Ckt"’, there exists a small
set H¢ of control strings, such that w.h.p. every element S; # S in the list of candidates is in H¢. Our plan
is to arrange things so that for every fixed control string 5 € {0, 1}% (which in particular does not vary with
S) when running Decsp,(Z, 3) (on fixed 3) we can detect that 3 is “incorrect”, and discard this candidate.

Once this is achieved, by a union bound over the few 5 € H¢, we have that w.h.p. all incorrect control
candidates are discarded, and only the correct candidate S, which decodes to the correct message m survives.

Summing up this discussion, we would like to address the scenario considered in the second question
above: what happens when Decspr(Z , §) is applied on a corrupted codeword, with a fixed string 5.

Using evasive BSC codes to discard incorrect candidates. Loosely speaking, the construction of the
code for shared private randomness, Encgp, (m, S) encodes m using a code for Encggc(m), and then xors
the codeword with a string W = G(S), where G is a pseudorandom generator for circuits of size n°. (For
completeness, we will review the construction of Encgp,,, which is more complicated than this oversimpli-
fied description, in Section 2.5). The decoding algorithm Decspr(Z ,S) “reverses this operation”. More
specifically, when obtaining a corrupted message Z = Z @ C(Z), it computes W = G(S), and applies
Decpsc(Z @ W). This is done so that the two operations of “masking with W, cancel each other out
when Encgp, and Decgy,, are applied with the same seed S.

For the sake of intuition, let us pretend that W is truly random, rather than just pseudorandom. In the
scenario that we are considering, where Decgp, is applied with a fixed 5 (which is obviously independent
of S), W is not masked out by the constant G(5). In fact, W @ G(5) is uniformly distributed. It follows
that Decgpy (7, 3) is distributed like Decpsc(W @ C(W)). This is precisely the scenario considered in the
evasiveness experiment!

Consequently, if we use the code (Encpgc, Decizgc) from Theorem 2.3, then we are guaranteed that
w.h.p. Decpsc outputs fail, which means that Decgp, (Z, 5) outputs fail, and the candidate 5 is discarded.

Summing up, together, SS-non-malleability and evasiveness allow us to discard all incorrect control
candidates (SS-non-malleability discards candidates that are related to S, and evasiveness discards the can-
didates in H¢). We are therefore left with only the correct control candidate, and the decoding algorithm
will return the unique (and correct) message m. (We stress that in this informal overview we are ignoring
some additional technical issues, and a full proof appears in Section 7).
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2.4 A Monte-Carlo construction of evasive codes for BSC, with rate 1 — H(p)

In this section we prove Theorem 2.1. Our plan is to use code concatenation, where the inner code encodes
messages of length O(log n) and is a code for BSC,,. It is standard that this construction gives a BSC,, code,
for a suitable outer code (in fact, as we are not picky with respect to decoding success probability, we can
use the identity function as an outer code). We will be able to argue that the concatenated code is evasive
for thgc if the inner code is. (This argument appears in Section 5.4, and we will not review it here). As we
are shooting for a Monte-Carlo construction, it will be sufficient to analyze a random inner code (as such a
code can be sampled using poly(n) random bits). Consequently, it is sufficient to show that:!”

Informal Theorem 2.3 (A Monte-Carlo construction of inner codes that are evasive). For every constants
p < i, ¢ > 1, and € > 0, there exists a constant e > 1, such that setting R = (1 — H(p) — €), a uniformly
chosen Enc : {0,1}fveloe N £ 11108 N (that can be sampled using poly(N) random bits) is w.h.p.
evasive for thév * (when coupled with maximum likelihood decoding up to distance p).

In order to prove Theorem 2.3, we develop a general methodology that we describe in detail in Section
4, and is also used to prove Theorem 2.2 and the results on random stochastic codes presented in Section
1.3.2.

2.4.1 A methodology inspired by proofs of ¢-wise independent inequalities

We will explain our methodology in the context of proving Theorem 2.3. (A detailed formal statemet,
and discussion of this method appears in Section 4). We will consider a random code with the required
parameters. Namely, let » = e - log N and k = R - n, so that we are aiming for a code Enc : {0,1}* —
{0,1}". Let K = 2F, and X = ({0,1}")%, so that elements = € X can be viewed as “encoding maps”
by Enc(m) = x,,. We associate an “encoding map” x € X with a decoding map Dec, which on input
z € {0,1}™, finds the closest codeword (that is the index j € [k], that minimizes the relative Hamming
distance 0(z;, Z)), and outputs fail if this distance is larger than p.

With this notation, choosing a random code, corresponds to the experiment x < X. Once the code x
is selected, we are interested in the evasiveness experiment, in which z < U, is selected, and a channel
C e thlj,v “ wins if Dec,(z @ C(z)) does not fail. Let us define a function W (x, z) which outputs 1 iff
“C wins on z with the code 2, namely if there exists j € [K| such that 6(z, 2 @ C(z)) < p. This notation
is set up so that in order to prove that the code is p-evasive for thév °, we need to prove that:

Pr [30 € Ckt)" st Pr WYX, Z)=1] > p} is small.
X<+—X Z<+Uyp
c c E'n a-n
Note that for every constant o > 0, the number of channels in th]])\f is bounded by 2V o2 < 92

for a sufficiently large constant e. By a union bound over all C' € thf,v °, it will be sufficient to show that
for every C € thévc,

Pr [ Pr (WYX,2)=1]> p} <2727,
XX | Z+Uy

"In Theorem 2.3 we discuss only evasiveness and do not mention decoding against BSC,, this is because by Shannon’s theorem,
the code of Theorem 2.3 can be “trimmed” to yield a code for BSC,,. More precisely, Shannon’s proof shows that while the random
code Enc chosen in Theorem 2.3 is unlikely to be a code for BSC,, it is likely that after removing at most half of the codewords,
the obtained code is good for BSC,,. Note that removing codewords does not harm the evasiveness property, and is insignificant in
terms of rate. Moreover, in time poly (), one can identify a set of “offending codewords” that needs to be removed, and so, the
trimming step, can be viewed as an explicit Monte-Carlo construction. This argument appears in Section 5.

12



Let WE(X) = WY (X, 2) so that we can view the 2" random variables W, as random variables over
choosing X < X. With this notation we have that:

1
c _ ) ¢
JPr ZP%"[W (X.2)=1>p| = Pr |- 6{201} W >p|, (1)
z S

which now looks like a tail inequality for the sum of the 2" random variables (W) .. (0,1} If these random
variables were independent, then we would be able to argue (by the Chernoff bound) that the probability
that the sum “deviates from the expectation” is indeed doubly exponentially small.

These random variables are dependent, and not even pairwise independent. Nevertheless, by utilizing
ideas from ¢-wise independent tail inequalities, we show that, in order to show that (1) is smaller than 272",

it is sufficient to show that for every ¢ < 2",

C _ C . o C . B
v DT WO 2) =1 WE(X, 20) = = WO(X, Zg) = 1] < 3, )
Z1,Zq 0,1}

where the notation 71, ..., Z, T {0,1}" means that Z, ..., Zy <+ {0,1}™ without replacement. The
precise statement appears as Lemma 4.1. Intuitively, (2) is a way to account for the dependance of the
random variables (W) ze{0,1}» as it identifies a sufficient condition for a tail inequality.

This means that we have reduced the task of achieving doubly exponentially small probabilities for (1),
to obtaining a moderate bound of p/3, on a scenario where we are interested in a version of the original

experiment where Z < {0,1}", and an independent X < X is chosen, conditioned on the event £ =

(WX, Z)=...,WY(Z,Z,) = 1} (namely conditioned that C wins on all Z1,..., Z, < {0,1}").
The hope is that (X |F) can be shown to be “roughly the same” as X. Indeed, it possible to show that
having won on Zy,...,Z, ¥ {0,1}", gives C only limited information about X. Loosely speaking, it

allows C' to learn the locations of ¢ < 2" codewords. (This is because every time C' wins on Z;, we
might as well reveal to C, the index j, and the value X; for the codeword that was decoded by Dec on
Zj @ C(Z;)). This means that conditioning on having won on Z1, ..., Z,, essentially fixes ¢ variables of
X1,..., Xk, leaving the others uniform. (Here we are somewhat oversimplifying, and the formal proof is
given in Section 5.6).

We can now prove (2) as follows: When a fresh Z < {0, 1}" is chosen, then for each one of the ¢ < 2*™
codewords that were revealed to C, the probability that Z < {0, 1}" has relative distance < 2p from the
revealed codeword is at most 2~ (1= (23’))'", which for p < %, is sufficiently small, so that by a union bound,
over all the ¢ < 2*™ revealed codewords, we have that the probability that all the revealed codewords have
relative Hamming distance at least 2p to Z, is large.

This means that the location of these codewords (that was revealed to C') is unhelpful to C, as C' € Ham,,
cannot corrupt Z in a p fraction of positions, and “push it” to within distance p to one of these codewords.

It follows that in order to win, C needs to push the received word Z to within relative Hamming distance
p to some codeword that was not revealed. To handle this case, we show that w.h.p. Z & C(Z) is not within
relative Hamming distance p to one of the unrevealed codewords. Recall, that an unrevealed codeword, X;
is still uniformly distributed and independent of Z, and so the probability that 6(X;, Z & C(Z)) < p, is at
most 2~ (1=HP))'n There are at most K = 2(1=HP)=)n yprevealed codewords, and by a union bound, the
probability that one of them is within distance p to Z & C(Z) is at most 2.

Overall, we have shown that (1) holds for p = 27" for a sufficiently small constant o > 0, and this
completes the proof. See Section 5.6 for a complete formal proof (rather than an oversimplified overview).
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2.5 An overview of earlier codes for shared private randomness against thzc.

For completeness, we now explain how the construction of codes with shared private randomness (Encgp,, Decgpy)
works. Recall that we want to transform a code (Encpsc, Decpsc) with rate Rpsc for BSC,, into a code
with shared private randomness (Encgp,, Decgp,) for thgc that inherits the same rate, and can therefore
achieve rate R = 1 — H(p). The construction presented below emerged out of the works of Lipton [Lip94]
and Smith [Smi07], and is essentially similar to the way it was used by Guruswami and Smith [GS1 6].13

The construction of the code for shared private randomness (Encgp,, Decgpy) will rely on a PRG G for
circuits of size n¢ that uses a seed of length d = O(logn).!* On input message m € {0, 1}F=Bscn and
randomness S € {0, 1}%, Encg,(m, S) acts as follows:

e Apply the PRG on S to generate a pseudorandom string G(.S), and split it into two parts W € {0, 1}",
and IT € {0, 1}lo8n'=O(logn) The string I can be interpreted as a permutation II : [n] — [n].

e Encode m using the BSC code to obtain x = Encggc(m).

e Permute the indices of = using IT~!. That is, generate the string Y € {0, 1}" where Y; = Zr-1(z).-

e Output Z =Y @ W. (Thatis, mask Y using V).

In the scenario of shared private randomness, the decoding algorithm Decgp,, receives a corrupted codeword
Z=7&C (Z), where C' € th;c, and the seed S used by Encg,,. As Decgp, receive S, it can compute
W, II, and undo the operations performed by the decoding. Specifically, Decgp,r(m, S) acts as follows:

e Unmask Z using W: Namely, compute Y = Z & W. o
e Undo the permutation 11, namely compute X € {Q, 13", by X; = Y1)
e Decode the BSC code and output M = Decpgc(X).

Let us imagine that W and II are uniform and independent (rather than just pseudorandom). The rationale
behind this construction is the following:

e Let C € Add), be an additive channel. Namely, C'(z) = e for a fixed noise vector e € {0, 1}" with
relative Hamming weight < p. When Decg,, decodes, it permutes the indices of e, according to 11,
generating a noise distribution that is essentially BSC,,. This means that when Decgp,, applies Decgsc
on the “received message” Z = Z & C(Z) = Z @ e, it decodes correctly to the message m.>°

o Let C € thgc be a poly-size channel. The encoded string Z is masked with W, and completely
masks out m and II. This intuitively means that the noise £ = C(Z) that C' induces is independent
of m and 11, intuitively “reducing” C' to an additive channel. Using the previous item. This can be
used to argue that when Decgp,, applies Decgsc on the “received message” Z=7aC (Z)=ZaoE,
it correctly decodes to the message m. The precise argument appears in Section 7.3.

8 There are some minor differences, as it is crucial for our purposes that d = O(logn), which prevents us from using “t-wise
independent permutations” that were used in previous work. This creates some complications in the analysis, see Section 7.2 for
more details.

'“Such PRGs can be constructed under complexity theoretic hardness assumptions as shown by Impagliazzo and Wigderson
[TW97], but as we are shooting for a Monte-Carlo construction, we note that a random function G that stretches O (log n) bits into
n bits, can be sampled using poly(n) bits, and is w.h.p. a PRG for circuits of size n°. In other words, there is a Monte-Carlo
construction of PRGs for circuits of size n°.

The noise distribution obtained by permuting ¢ using a uniform permutation II is not identical to BSC,. Therefore, for this
argument to go through, we will need that (Encgsc, Decgsc) decodes against this slightly different noise model, which we call
“decoding from noise induced by a random permutation”. A precise definition of this model appears in Section 5. It turns out that
codes designed for BSC often apply also for this more general model, and in particular, there are explicit constructions of codes
with rate 1 — H (p) for this noise model.

14



2.6 Open problems

Stochastic codes for channels that are more powerful than the encoding and decoding algorithms.
Our results (as well as all aforementioned previous work) critically relies on the fact that the channel is
not sufficiently strong to simulate the decoding algorithm. In particular, this means that when considering

c

Ckt,, , we use decoding algorithms that run in time n? where d > c. Is this necessary? Can we obtain codes
in which encoding and decoding run in time n? for thgc with ¢ > d, and rate that beats (or even matches)
the Gilbert-Varshamov bound? Such codes seem to imply cryptographic assumptions. Can we construct

such codes based on cryptographic assumptions?

Explicit constructions of stochastic codes for classes C for which lower bounds are known. Our con-
struction of stochastic codes for thgc is Monte-Carlo. As explained in Section 1.2, because the rate of our
stochastic codes is better than the best rate possible for Hamming channels, it follows that matching the rate
that we obtain with an explicit construction, implies circuit lower bounds.

Our approach can be seen as giving a “recipe” for constructing stochastic codes with optimal rate for a
class C. Loosely speaking, we show that this can be done if one has PRGs for C, SS-non-malleable codes
for C, and codes for BSC,, that are evasive for C, and achieve optimal rate.

We would like to use this recipe to give explicit (rather than Monte-Carlo) constructions of stochastic
codes with optimal rate against intermediate classes C for which we have lower bounds. One intriguing such
example is AC?, namely the class of poly-size, constant depth circuits.

Explicit constructions for thzc under hardness assumptions. Another possible avenue is to give con-
ditional explicit constructions of stochastic codes for thZC, assuming circuit lower bounds. One example
of this direction was given by Shaltiel and Silbak [SS21a]. Following the Monte-Carlo construction of list-
decodable stochastic codes for thgc of Guruswami and Smith [GS16], Shaltiel and Silbak [SS21a] showed
how to achieve the same goal with an explicit (rather than Monte-Carlo) construction under a complexity
theoretic hardness assumption. Specifically, they assumed the “Imapgliazzo-Wigderson assumption” which
was used by Impagliazzo and Wigderson [IW97] to prove that BPP=P.

An intriguing open problem is whether an explicit construction of codes with the parameters of Theo-
rem 1.1 (or even just beating the Gilbert-Varshamov bound) can be based on complexity theoretic and/or
cryptograhic assumptions. We remark that our techniques can be used to beat the Gilbert-Varshamov bound
if one can replace the Monte-Carlo construction of Theorem 2.2 with an explicit construction based on
hardness assumptions. This is because, as we explain in Section 2.1, we can obtain codes for BSC,, that
are evasive against Ham,, (and in particular, against thgc) that are explicit, and have rate that beat the
Gilbert-Varshamov bound. This is an intriguing open problem.

There are recent explicit constructions of non-malleable codes for poly-size circuits by Dachman-Soled,
Komargodski and pass [DKP21], and Ball, Dachman-Soled and Loss [BDL22]. These constructions rely
on strong assumptions. It is an intriguing open problem whether these techniques can yield non-malleable
codes with the many additional properties that we need in our application.

Codes for BSC,, that are evasive for Ham,. We give explicit constructions of codes for BSC,, that are
evasive for Ham,,, and have rate that beats the Gilbert-Varshamov bound. More specifically, we obtain rate:
1—4p

R'(p)= (1~ H(p) 1= o

Is it possible to achieve rate 1 — H(p) in this scenario? This is especially interesting in light of the previous
open problem.
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2.7 Organization of this paper

In Section 3 we give some preliminaries, and ingredients that we use from earlier work. In Section 4 we
outline the methodology for analyzing random codes that will be used in later sections. In Section 5 we
define evasive codes, and present our construction of codes for BSC,, that are also evasive. The analysis
of the construction relies on the methodology of Section 4. In Section 6 we define the notion of small-
set non-malleable codes, and give a Monte-Carlo construction of such codes against poly-size circuits on
logarithmic length strings. The analysis of this construction relies on the methodology of Section 4. In
Section 7 we present our main result, giving a Monte-Carlo construction of stochastic codes with optimal
rate for thgc. This construction relies on the evasive codes of Section 5, and the small set non-malleable
codes of Section 6. Finally, in Section 8§ we present the results stated in Section 1.3.2 concerning random
stochastic codes, showing that they achieve optimal rate against families with few channels. This result does
not rely on Sections 5,6 and 7, and only relies on the methodology explained in Section 4.

3 Preliminaries, and ingredients used in the construction

In this section we give formal definitions of the notions and ingredients used in the construction. We also
cite previous results from coding theory and pseudorandomness that are used in the construction.

General notation. We use [n] to denote {1,...,n}. We sometimes use the notation O, (+) to emphasize
that the constant hidden in the O(+) notation may depend on A.

Tuples and distinct tuples. For a set A and an integer b, we use A’ to denote the set of tuples (at,...,ap)
such thatas, ..., a, € A. We use A°(ds) to denote the set of such distinct tuples, namely, tuples (a, . . ., ap)
such that for every i # j € [b], a; # a;. For a set B, we use AP to denote the set of tuples (a;);cp, such
that for every i, a; € A. We use AP(ds) to denote the set of such distinct tuples, namely, tuples (a;);c
such that for every i # j € B, a; # a;.

Probability distributions. We use U, to define the uniform distribution on n bits. The statistical distance
between two distributions P, Q) over Q is maxacq |P(A)—Q(A)|. Given a distribution P, we use X < P to
denote the experiment in which the random variable X is chosen according to P. Foraset A, weuse X < A

to denote the experiment in which X is chosen uniformly from A. We use X1,..., X,, + A to denote the
experiment in which n variables are chosen uniformly from A with replacement, and X7, ..., X,, “ A to

denote the experiment where the n variables are chosen without replacement.

Shannon’s entropy function. We use H(p) to denote the Shannon binary entropy function: H(p) =
p - log(1/p) + (1 — p) - log(1/(1 — p)). It is standard that the derivative H’(p) in the interval (0, ) is
decreasing, and satisfies H'(p) < log zl?' This implies that for 0 < p < 3, if p(1 + §) < 5 then:

H(p(1+6)) <H(p)+6-p-H'(p) < H(p) + 4. 3)
We will also rely on the standard fact that H(3 — €) = 1 — O(€?).

Hamming distance and weight. The Hamming weight of x € [q]" is WT(xz) = |{i:2; # 0}|. The
relative Hamming weight of x is wt(x) = WI@) The Hamming distance between z,y € [¢]" is A(z,y) =

e
|{i: 2z # yi} |- The relative Hamming distance between x,y € [q]" is d(z,y) = Alwy),

n
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Channels. Let BSC, denote the distribution over n bits, where bits are i.i.d., and each bit has probability p
to be one. We will sometimes abuse the notation and think of BSC,, as a probabilistic procedure that on input
z € {0,1}", produces the distribution BSC,,. Let Ham,, denote the class of functions C' : {0,1}" — {0,1}"
such that for every z € {0,1}", wi(C(z)) < p. Let Ckt;, be the class of all functions in Ham,, that can be
computed by size s circuits.

3.1 Permuting strings

We will use a permutation 7 : [n] — [n] to “reorder” the bits of a string € {0,1}": The ¢’th bit in the
rearranged string will be the 7r(7)’th bit in . This is captured in the definition below.

Definition 3.1 (Permuting strings). Given a string x € {0,1}" and a permutation 7 : [n] — [n]. Let w(x)
denote the string x' € {0,1}" with x; = x ;).

3.2 Pseudorandom generators

We need the following standard definition of pseudorandom distributions and generators.

Definition 3.2 (Pseudorandom generators). A distribution X on n bits is e-pseudorandom for a class C of
functions from n bits to one bit, if for every C € C, |Pr[C(X) = 1] — Pr[C(Uy,)] = 1]| < e. A function
G :{0,1}% = {0,1}" is an e-PRG for C if G(Uy) is e-pseudorandom for C.

We also record the standard fact that (by a union bound) a uniformly chosen function G : {0, 1}°(g™)
{0, 1}, is likely to be a PRG against any class C of at most 2" functions.

Proposition 3.3 (A Monte-Carlo construction of PRGs). Let C be a class of at most 2™ functions from n bits
to one bit. There exists a constant c such that for d = O(logm + log(1/¢€) + loglog(1/7)), if we consider
the experiment By, ..., Bya + {0,1}", and define the function G : {0,1}¢ — {0,1}" by G(s) = B,
(where on the right hand side we view s as a binary number between 1 and 2%) then:

Pr |G is an e-PRG forC] > 1 — .
Blv"'vB2d<_{071}n

3.3 Pseudorandomly chosen permutations

Let UniPerm,, denote the uniform distribution on the set of permutation 7 : [n] — [n]. We will omit n
when it is clear from the context. Fix some poly-time computable function function F' : {0, 1}”2 — Sy
such that F'(U,,2) is a 27 "-close to UniPerm,,. (Note that since |.S,,| = n! is not a power of 2, there has to
be some statistical error, but using a seed sufficiently larger than log n!, the error can be made small).

We will be interested in the distribution F'(G(Uy)) where G is a function (that will later be chosen to be
a PRG).

Definition 3.4 (Pseudorandomly-chosen permutation). Given a function G : {0,1}¢ — {0, 1} we define:
7¢ : {0,1} x [n] — [n] by: 7%(s,i) = (F(s))(i) (namely, applying the permutation 1 = F(s) on i).
We use 75 to denote the permutation 7, defined by (i) = ©%(s,i). We omit G when it is clear from the
context.

We use the term “pseudorandonly-chosen permutation” to differentiate this notion from the crypto-
graphic notion of “pseudorandom permutation” (which is different).
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3.4 Averaging Samplers

The reader is referred to Goldreich’s survey [Gol97] on averaging samplers.

Definition 3.5 (Averaging Samplers). A function Samp : {0,1}" — ({0,1}™)? is an (e, §)-Sampler if for
every f: {0,1}"™ — [0, 1],

Pr \fo = > @ >€d<s

(21,-..,2¢) =Samp(Un) ielt] a:e{o 1}m

A sampler has distinct samples if for every x € {0, 1}", the t elements in Samp(x) are distinct.

Zuckerman [Zuc97] showed that extractors can be viewed as samplers. Moreover, “strong extractors”
translate into samplers with distinct samples. Using this connection, and the competitive extractor con-
structions of Guruswami, Umans and Vadhan [GUVO07], we obtain the following sampler. (In fact, the
construction of [GUV07] translates into a sampler with much better parameters than the one cited here).

Theorem 3.6. For every constant c; > 1 there exists a constant ca, such that for every sufficiently large
m, and 2m0'1 < t(m) < 2™, there is a (i, = )-sampler with distinct samples Samp : {0,1}2™ —
({0, 1}™)™). Furthermore, Samp is computable in time t(m) - poly(cz - logm).

We remark that previous work in this area [GS16, SS21a, KSS19, SS21b] used “expander based sam-
plers”, rather than “extractor based ones”. We need a sampler with shorter seed than what was used in
previous work, and this is why we choose this sampler.

3.5 Error-Correcting Codes

In this section we give formal definitions of some of the various notions of error correcting codes used in
this paper. We will also introduce less standard definitions in the next sections.

A code is a pair (Enc, Dec) of encoding and decoding maps, and different notions are obtained by
considering the requirements on the decoding algorithm.

3.5.1 Standard notions of error correcting codes

We start by giving definitions of error correcting codes that covers the standard cases of Hamming channels
and binary symmetric channels.

Definition 3.7 (Codes for Shannon and Hamming channels). Let k, n be parameters and let Enc : {0,1}% —
{0,1}" and Dec : {0,1}" — {0, 1}* be functions. We say that (Enc, Dec):

e decodes from ¢ errors, if for every m € {0,1}* and every v € {0,1}" with A(Enc(m),v) < t,
Dec(v) = m.

e decodes from a distribution P, with success probability 1 — v, if P is a distribution over {0,1}",
0 < v <1, and for every m € {0,1}*, Pro._p[Dec(Enc(m) ®e) =m] > 1 — v.

The rate of the code is the ratio of the message length and output length of Enc, where both lengths are
measured in bits. That is the rate R = £

The code is explicit if both encoding and decoding run in polynomial time. (Naturally, this makes sense
only for a family of encoding and decoding functions with varying block length n, message length k(n)).
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The notion of “decoding from errors” corresponds to Hamming channels, where the decoding algo-
rithm needs to decode (or list-decode) from a certain distance. We remark that it is standard that a code is
decodable from ¢ errors if and only if the Hamming distance between every two codewords is at least 2¢ 4 1.

The notion of decoding from P covers the case of BSC channels, where P is taken to be the distribution
BSC,, of ni.i.d. bits where each bit has probability p to be one.

3.5.2 Stochastic Codes for a class of channels

In this section we give a precise formal definition of the notion of stochastic codes for a class of channels
(that was already explained in the introduction).

Definition 3.8 (Stochastic codes for channels). Let k,n, d be parameters and let Enc : {0,1}* x {0,1}¢ —
{0,1}", and Dec : {0,1}"™ — {0, 1}* be functions. Let C be a class of functions from n bits to n bits. We
say that (Enc, Dec) is a stochastic code for “channel class” C, with success probability 1 — v, if for every
m € {0, 1}k and every C' € C, setting X = Enc(m, Uy), we have that

PrDec(X & C(X)) =m]>1—r.

The rate of the code is the ratio of the message length and output length of Enc, where both lengths are
measured in bits. That is the rate R = %

The code is explicit if both encoding and decoding run in polynomial time. (Naturally, this makes sense
only for a family of encoding and decoding functions with varying block length n, message length k(n) and
randomness d(n)).

A Monte-Carlo stochastic code with success 1 — v for a class C, that uses q bits of Monte-Carlo
randomness, with Monte-Carlo error 1 > 0, is a pair of functions Enc : {0,1}4 x {0,1}¥ x {0,1}¢ —
{0,1}" and Dec : {0,1}9 x {0, 1} — {0, 1}*, such that with probability 1 — n over choosing y < Uy, the
pair of functions Ency(m, s) = Enc(y, m, s) and Dec,(v) = Dec(y,v) form a stochastic-code for C with
success 1 — v.

A Monte-carlo stochastic code is explicit if Enc, Dec run in time polynomial in n, and q is a polynomial
in n. (Naturally, this makes sense only for a family of encoding and decoding functions with varying block
length n, message length k(n), seed length d(n) and Monte-Carlo randomness length q(n)).%!

3.6 t-wise independent tail inequalities

We will be interested in obtaining tail inequalities on a random variable which is the sum of n independent
indicator random variables that are roughly ¢-wise independent.
The following Lemma was proven in [KSS19].

Lemma 3.9 (tail bounds for variables that are roughly ¢-wise independent). Let X1, ..., X,, be binary random
variables, such that for every set of distinct t indices iy,--- ,iy € [n], Pr[X;, = ... = X;, = 1] < ul. If

0<d<landt< 5"5'" then

Prd X; > (1+6)-p-n] <e
j=1

2! An alternative view of Monte-Carlo constructions (that is sometimes preferable) is that a Monte-Carlo construction is a ran-
domized algorithm that tosses g(n) coins, and produces circuits Enc, Dec, such that with probability 1 —7(n), the obtained circuits
have the required property.
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4 A methodology inspired by proofs of {-wise independent inequalities

In this paper we develop a methodology to show that random codes (or sometimes random stochastic codes)
are “good” in the sense that no channel C from a family C that contains “few” channels, can win in a some
random experiment, that occurs affer the code is constructed. (Here, “few” is typically 22°" < 22" for a
small constant o > 0. Note that this is quite large. For example, thgc is of much smaller size, as the
number of channels in th;}c is bounded by 1%,

Examples are the scenarios that were considered in Section 1 and Section 2, specifically:

Stochastic codes for C: In this scenario, once a stochastic code is chosen, the random experiment is that
some message m is encoded using a random seed S, and C' € C wins, if it can corrupt the codeword,
so that decoding does not produce the message m.

SS-Non-Malleable codes for C: In this scenario, once a stochastic code is chosen, the random experiment
is that a random message M is encoded using a random seed .S, and C' € C wins, if it can corrupt the
codeword, so that decoding produces a message that is not in a small set H- (where H¢ is determined
in advance as a function of C').

Codes for BSC,, that are evasive for C: In this scenario, once a (standard) code for BSC,, is chosen, the
random experiment is that a random Z < U, is chosen, and C € C wins, if it can corrupt Z, so that
the decoding will not fail.

In this paper we develop a technique to analyze random codes in this scenario, which is a key ingredient
in obtaining our results, and may be of independent interest.

4.1 Overview of the setting of random codes with an additional random experiment

When choosing a random code for the scenarios described above, there are two experiments taking place:

o First arandom code is selected. Let us denote this experiment as choosing a code x <— X. The precise
definition of X depends on the application. It will typically be the set of all codes (or stochastic codes)
of a certain rate.

e Once = + A, is chosen and fixed, another random experiment takes place. In this experiment, a new
random variable z <— Z is selected. (The choice of Z will depend on which scenario is considered).
In each scenario, there is a game, and the goal is to show that w.h.p. over x < X every C' € C has
small probability to win for z < Z.

In other words, we would like to show statements of the form:

Pr [EIC’ € Cs.t. PI;z [C wins with “too large” probability]] is small.
Z

X

The natural approach is to obtain this by a union bound over all C' € C, and this will follow if we show that
for every C' € C:

Pr | Pr [C wins with “too large” probability] | is significantly smaller than %
X |22 IC]
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For a fixed C' € C we will define a function W (z, z) which answers one if C' wins on x, z. Let W,(X) be
the random variable (over the choice of X <+ X) that answers W (X, z). This is done so that if we define

Waws(X) = 3 2 W),
zZEZ

What we need to prove looks like a tail inequality for the sum of the random variables W,. More specifically,
we need to prove that:

1
2]

Z W is “too large” | is significantly smaller than ﬁ

zEZ

Pr |[Wive =
Xex |

Recall that we are interested in cases where C is of size doubly expoential in n, and Z is of size exponential
in n. This is exactly the setting in which tail bounds for independent variables (like the Chernoff bound)
perform best, and it is standard to get such a bound if the random variables W, are independent.

Unfortunately, in the settings that we will consider, these variables will not be independent or even
pairwise independent.

4.2 Formal statement of the methodology and a recipe for applications

Continuing the earlier discussion, we now state a “tail inequality” that will be useful in all three scenarios
above, and may be of independent interest.

Lemma 4.1. Consider a probability space defined by some random variable X over a set X, and let Z be
a set of sizen. Let W : X x Z — {0, 1} be some function, and let

Wg () = é, S W 2).
z2€EZ

For every real numbers 0 < 1 < 1, § > 0, and every integer 0 < t < MT" if for every integer 0 < q < t,

P WX, Z)=1|W(X,Z) = ... = W(X,Z,) = 1] <,
2140 Zq 22

then o
Pr(Wavg(X) > (1+6) - p] < e %

Lemma 4.1 reduces the task of showing a tail-bound to that of analyzing a case in which X + X and
Z <+ Z are chosen independently, and we ask whether C' wins in this game, conditioned on the event that
C already won ¢ games on random Z1,...,Z, Ez (namely, on Zy,..., Z, that were chosen from Z
without replacement).

The advantage is that while X is affected by this conditioning, Z is not, and remains independent of
X. This means, that in order to use this lemma, we only need to understand how X is affected, when

conditioned on C' having won on ¢ independently chosen Z1, ..., Z, &z,
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A general recipe for applying Lemma 4.1. In the three scenarios mentioned above, we will be able (with
some considerable effort) to show that this conditioning does not affect the “code” X too much, under this
conditioning. This will allow us to analyze this single game, and by Lemma 4.1, we will obtain the bounds
in the three scenarios discussed above.

More precisely, in each one of the scenarios described above, we will show that the event:

T={W(X,Z)=...=W(X,Z,) =1}

can be expressed as a disjoint union of events, namely:
T=|]JE
i
This means that it is sufficient to bound:

Pr, W(X.Z)=1|E]<p
Z1,.02¢ &2

for every event F;. We will then show that every event E; is “simple” in the sense that the distribution of X,

in the experiment
XX

awwaﬂzy

is not that different than the initial distribution of X, and “many” codewords, are still “somewhat random”
conditioned on E;. This means that in order to complete the proof, all we have to do is show that C'
is unlikely to win in an experiment, where X is chosen from the conditioned distribution (which is very
similar to a random code) and Z <+ Z is chosen independently.

E;.

Applications of the approach in this paper. This approach is used in Section 5 to analyze random codes,
and show that they are evasive. (An overview of this argument, which is the simplest of the three, appears
in Section 2.4.1). The approach is also used in Section 6 to analyze random stochastic codes and show that
they are SS-non-malleable. The approach is used in Section 8 to show that random stochastic codes with
optimal rate, decode against small classes of channels.

In some cases, we will be able to leverage these random codes into explicit Monte-Carlo constructions,
by using them as “inner codes” on short blocks in some form of “‘code concatenation”. See Section 2 for an
overview.

4.3 Proof of Lemma 4.1

The proof of Lemma 4.1 uses ideas that are employed in proving ¢-wise independent tail inequalities
[BR94, SSS95, DHRSO07, KSS19], see e.g., Lemma 3.9. In the proof that we give below, we generalize
a folklore combinatorial approach to ¢-wise independent tail inequalities (in contrast to some earlier proofs
for t-wise independent tail inequalities that generalize Chebichev’s in equality to higher moments). This
approach is also somewhat related to the approach used in the alternative proof of Chernoff’s bound given
by Impagliazzo and Kabanets [IK10].

We will first prove the following lemma (which discusses ¢ games) and will then deduce Lemma 4.1.
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Lemma 4.2. Consider a probability space defined by some random variable X over a set X, and let Z be
a set of sizen. Let W : X x Z — {0, 1} be some function, and let

Wave(2) = ‘21’7’ . Z Wz, z).
2€Z

For every real numbers 0 < j < 1, every § > 0 and every integer t < 5"5'”, if

Pr WX, Z)=...=W(X,Z)=1] < ut,

X521, Zt — 2

then o
Pr{Waug(X) > (146) -] < %

Proof. For every x € X we define:
o ny,=|{z€Z:W(zx,z)=1}|

o ny=|{z1,...,26 € Z: z1,...,z aredistinct, and W (x, z1),..., W(x, z) = 1}|.

oﬁx:("T“‘).
t

This definition is tailored so that:

fe=  Pr WX, Z)=..=W(X,Z)=1|X =2

X 21,22
Let
A={z e X : Wyy(z) > (1+9)-pu},
and let
0=(1406) pu-n.
By definition, for every x € A, we have that n, > /. It follows that for every z € A,

()

C(0=1)-... (0—t+1)
!

(£—2)
t!
FY t
o (O+3) n-n)
- t! ’
where the last inequality is by the requirement on ¢. Therefore, for every x € A:

>

3
(¥)
((15)em)’
t!
= n-(n—1)-....(n—t+1)
t!

(+3) )

A~

Nge =

Y
=
+

2L
=



We have that:

it > Pr  [W(X,Z)=...=W(X,Z) = 1]

X7y, 7, 2
=y Pr (WX, Z)=..=W(X,Z)=1|X =z]-Pr[X = 1]

wor

e XiZh . 2

:Zﬁx'Pr[X:a:]

TeX

> - Pr[X =a]

z€EA

> (149 ) Y Pr{X = a]
€A

>((1+2)w)' Pr(X € 4]
> (14 5) )" Pr[Wag(X) > (146) -]

‘We conclude that:

We now derive Lemma 4.1 from Lemma 4.2.

Proof. (of Lemma 4.1) Lemma 4.1 follows by using Lemma 4.2. More specifically, we show that the
conditions on Lemma 4.1 immediately imply the conditions of Lemma 4.2. Let A; = {W (X, Z;) = 1}.
Pr [Ain...nA]= ] Pr [Ag | Ain...NAy.

wor wor

X:Z1,. 22 0<qet XiZ1, L2
Thus, it is sufficient to show that for every 0 < ¢ < {,

Dg = Pr [Ag [AiN...NAg < p.

X Z1,..,72,Z

We note that the event above does not consider Z, 9, ..., Z; and therefore:

Pg = Pr [Agr1 | A1N...NAY

X;Z17...7Zq+1 — Z
< Pr [Aq-i-l ‘Alﬁ...ﬁAq],

X212 & 2
Zg+1+Z
where the last inequality is because choosing Z,1 independently of Z1, ..., Z, only increases the proba-
bility. This concludes the proof. O
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5 Evasive codes

In this section, we aim to construct explicit codes with the following properties:

e Decoding from BSC,, for every 0 < p < %. (In fact, we will need a related, but stronger property of
decoding from “errors induced by a random permutation” that we will explain in Section 5.2).

e Large as possible rate R(p). We aim to beat the Gilbert Varshamov bound of R (p) = 1 — H(2p),
and the best we can hope for is R(p) = 1 — H(p).

. . C
e “Evasiveness” against Ckt,, .

We give formal definitions of what we mean by “evasiveness” in Section 5.1 and what we mean by codes
for errors induced by random permutations in Section 5.2. Let us start by explaining the big picture.

Motivation and background to evasive codes. The notion of evasiveness that we give below, is essen-
tially similar to that considered by Shaltiel and Silbak [SS21b] (A major difference is that we will be inter-
ested in the case where channels are poly-size circuits, rather than space bounded channels). Shaltiel and
Silbak [SS21b] introduced an approach to convert a list-decodable stochastic code against space bounded
channels [GS16, SS21a, KSS19] into a uniquely-decodable stochastic code against space bounded channels.
As part of this approach one requires a (standard, non-stochastic) code with decoding from BSC,, (actually,
from “errors induced by a random permutation”) that is also “evasive” against space bounded channels. The
rate of the final stochastic code that is constructed using this approach is inherited from the rate achieved for
the (standard code) for BSC,,.

Using this approach (and building upon previous constructions of list-decodable stochastic codes for
space bounded channels [GS16, KSS19]) Shaltiel and Silbak [SS21b] constructed stochastic codes against
space bounded channels that match the rate RBS€(p) = 1 — H(p) of binary symmetric channels. A com-
ponent in this construction is a construction of a (standard) code with rate R = 1 — H(p) that decodes from
BSC, and is also “evasive” against space bounded channels.

Codes that are evasive against poly-size circuits. We would like to imitate the overall approach of
[SS21b] replacing space bounded channels with poly-size circuits. We will construct (standard) codes that
decode from BSC,, and are evasive against poly-size circuits, rather than space bounded channels. We stress
that unlike space bounded channels, for which we have lower bounds, poly-size circuits are quite powerful,
and we will need very different techniques. The main results of this section are:

e We give an explicit construction of such codes with rate

R'() = (1~ Hp) - o

This rate is larger than the Gilbert-Varshamov bound R%Y (p) = 1 — H(2p) for every 0 < p < 1.

e We give an explicit Monte-Carlo construction of such codes with rate R(p) = 1— H (p). This matches
the rate RPSC(p) = 1 — H(p) of binary symmetric channels.

Organization of this section. In Section 5.1 we give a formal definition of evasiveness. In Section 5.2
we give a formal definition of codes for errors induced by random permutations. In Sections 5.3 and 5.4
we present some results on evasive codes, including the two main results above (stated as Theorem 5.5 and
Theorem 5.7). In the remainder of the section we prove the two theorems.
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5.1 Definition of evasiveness

We start by giving an informal definition of the evasiveness property (we will state things more precisely
below). This description is similar to the one given in Section 2.1.

The evasiveness experiment: Given Enc : {0,1}* — {0,1}" and Dec : {0,1}" — {0,1}* U { fail},
and a channel C rather than giving the channel C' a codeword of Enc to corrupts, we will be interested in
the behavior of the channel and decoding algorithm on a uniformly chosen string. Specifically, we consider
the following experiment:

e A uniform Z < U, is chosen.
e The “received word” V = Z & C(Z) is obtained when the channel C' “corrupts” Z.

e We apply Dec(V') and will say that the code (Enc, Dec) is evasive if the probability that Dec(V') #
fail is small.

This is stated formally in the definition below.

Definition 5.1 (Evasive codes). Let Enc : {0,1}* — {0,1}" and Dec : {0,1}" — {0,1}* U {fail}. We
say that (Enc, Dec) are p-evasive for a function C : {0,1}" — {0, 1}" if:

ZErUn[DeC(Z ®C(2)) # fail] < p.

We say that (Enc, Dec) are p-evasive for a class C if (Enc, Dec) are p-evasive for every C'in C.

Naturally, evasiveness is only interesting when coupled with some additional decoding properties of the
code, like in our case decoding from BSC,. When considering codes for BSC,, we will assume that the
decoding algorithm Dec changes its answer from m € {0, 1}* to fail on a “received word” v € {0, 1}, if
d(Enc(m), z) is slightly larger than p. This is w.l.o.g. as a BSC,, channel has exponentially small probability
to corrupt Enc(m) to such a z.

5.2 Decoding from errors induced by a random permutation

As is the case of earlier work on codes for bounded channels [GS16, SS21a, KSS19, SS21b] we will actually
be interested in evasive codes that decode not just from BSC,, but in a related (and more general) setup that
we now explain. The definition below uses the notion of permuting strings from Definition 3.1.

Definition 5.2 (Noise induced by a distribution on permutations). Let 11 be a distribution over permutations
7 : [n] = [n]. Forevery e € {0,1}", we can consider the “noise distribution” I1(e), and let Pelrmzl,T denote
the class of all such distributions over all choices of e € {0,1}" such that wt(e) < p.

We say that a pair (Enc, Dec) decodes from Permg if it decodes from every distribution in Permpn.

Recall that we use UniPerm,, to denote the uniform distribution on permutations on [n| and omit n
when it is clear from the context. Note that for every e € {0,1}" such that wt(e) = p, the distribution
UniPerm(e) is “somewhat similar” to BSC,. More formally, individual bits of UniPerm(e) are distributed
like individual bits of BSC,,, and while bits of UniPerm(e) are not independent, the correlation between
“not too many” of them is “small”. By the same rationale the distributions in Permg“iperm are “somewhat
similar” to the distributions in {BSCp/ p < p}.

This similarity can be used to show that codes designed to decode from BSC,, often also decode from
Permgniperm. We will be relying on such a code construction, which we now state. These constructions
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rely on good “standard codes” with high rate (specifically, previous work relied on the codes of [GI05,
KMRS17]).

Theorem 5.3 ([Smi07, GS16, SS21a, KSS19]). Let R(p) = 1 — H(p). For every constant 0 < p < i, and

every sufficiently small constant € > 0, there exist infinitely many n, and functions Enc : {0, 1}’“(”):(1%(1”)*6)'” —
{0,1}", Dec : {0,1}* — {0, 1}¢(") such that:

e (Enc, Dec) decode from PermYniFerm (1)

P with success probability 1 — 27

(
e (Enc, Dec) are explicit.
(

e (Enc,Dec) has “monotone decoding” meaning that for every m € {0, 1}k(") and every e e’ €
{0, 1}™ such that for every i € [n], e; < e,

Dec(Enc(m) @ €') = m = Dec(Enc(m) @ €) = m.

These constructions are based on concatenating an outer code with rate roughly 1 — €/2 (that decodes
from few errors) with a random inner code of rate 1 — H (p) —e/2 that decodes from BSC,,. The monotonicity
property (that is not stated explicitly in these results) is a byproduct of this concatenation approach. We also
remark that the result is stated for infinitely many n, but this subset of integers is very dense, and depends
on the density of block lengths n achieved by existing constructions of the outer codes.

Remark 5.4 (Uniform, ¢-wise, and pseudorandomly chosen permutations). The previous work on stochastic
codes for bounded channels [Smi07, GS16, SS21a, KSS19, SS21b] considered distributions 11 that are “al-
most t-wise independent” rather than completely uniform. In fact, Theorem 5.3 is proven for almost t-wise
independent permutations (for a sufficiently large t < n) but obviously follows for a uniform permutation.

The advantage of t-wise independent permutations on [n| is that they can be sampled using only d =
O(t-log n) random bits [KNR09], which for t = polylog(n) allows d = polylog(n) < n. This is in contrast
to a random permutation that requires d = Q(nlogn) random bits.

The approach of Guruswami and Smith [GS16] and later work [SS21a, KSS19, SS21b] critically relies
on distributions over permutation that can be sampled using only d = o(n) random bits. (Loosely speaking,
this is because the “seed” used to sample the permutation is “appended” to the encoding, and we don’t
want the rate to substantially decrease).

In our setting, the parameters will be even tighter, and it will be crucial that d = O(logn). This means
that we cannot afford “almost t-wise independent permutations” for t = w(1).

Instead, we will make use of the fact that in our setting, we have access to PRGs with exponential stretch
against poly-size circuits. We will “derandomize” the random permutation by using a PRG G to stretch
d = O(logn) bits into O(nlogn) bits that are used to sample a uniform permutation, as explained in

s
Section 3.3. This means that we will be interested in decoding from PermpUd, where 7€ is the family of
permutations defined in Section 3.3.

By taking a PRG that fools Decpgc, we will be able to argue that decoding from Perm}gJniperm
G

s
decoding from PermpUd, paying an additional error factor in the success probability.

implies

5.3 An explicit evasive code for Ham, that beats the Gilbert-Varshamov bound

Given 0 < p < %, and a constant ¢ > 1, we would like to construct codes with the largest possible rate that

. . . c
decode from Permgmperm, and are evasive against Ckt,; .
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Somewhat surprisingly, we will explicitly construct codes with rate that improves on the Gilbert-Varshamov
bound, that are evasive not only for the computationally bounded class of Ckt”", but in fact, to the un-
bounded class Ham,, of Hamming channels!

Theorem 5.5 (Explicit evasive codes for Ham,, that beat the Gilbert-Varshamov bound). Let

R'(p) = (1= H(p) - 50

For every constant 0 < p < i, and every sufficiently small constant € > 0, there exists a constant 3 > 0 and
infinitely many n, such that there are functions Enc : {0, 1}FW=(E"(®)=e)n _, £ 11" Dec : {0,1}" —
{0, 1Y, U { fail} that satisfy:

e (Enc, Dec) are explicit.

9

e (Enc, Dec) decode from PermY™Fe™ with success probability 1 — 9%,

P
e (Enc, Dec) are 275 "™-evasive for Ham,,

e R*(p) > RV (p) =1— H(2p).
The proof of Theorem 5.5 appears in Section 5.5.

Random codes that beat the GV bound are not evasive for Ham,. We now explain why we think
Theorem 5.5 is surprising. It is easy to see that any code with rate R(p) < RV (p) = 1 — H(2p) (namely
a code that does not beat the Gilbert Varshamov bound) is evasive against the class Ham,, (of unbounded
channels).?? Tt is also easy to see that a random code with rate that beats the Gilbert-Varshamov bound
is unlikely to be evasive against Ham,,, which means that random codes do not satisfy the properties in
Theorem 5.5. This is stated formally below.

Proposition 5.6 (Random codes with rate that beats the GV-bound are not evasive for Ham,). Let R(p) >
RGV(p) = 1— H(2p). Forevery0 < p < %, and for every sufficiently large n, if we choose a uniform
function Enc : {0, 1}2®)™ — [0,1}", then with probability 1 — =22 it holds that for every z € {0,1}",
there exists m € {0, 1} such that §(Enc(m), z) < 2p.

Proof. Consider the experiment in which a random code with rate R(p) is chosen. For every z € {0,1}",
the probability that for every codeword ¢ € {0,1}%7", 2 is not within relative distance 2p to c, is (by
independence of the Rn codewords) at most (1 — v)QR" where v is the volume of a Hamming ball of relative
radius 2p. As v > 20=H@p)—o(1))n we have that this is bounded as follows:

(1- U)2R‘" <(1- 2*(17H(2p)fo(1)-n))R-n < o2 (1 HE) o)) m g Ren < e 2
For some constant o > 0. Therefore, by a union bound on the 2" choices for z, we have that with probability

1 —e2"" for some o > 0, every z € {0,1}" has a codeword c that is within relative Himming distance
2p. [

2This is because with high probability a random word Z has relative distance larger than 2p from any codeword. This means that
if (an unbounded channel) examines Z and induces p relative errors, the corrupted word is still not within distance p to a codeword,
and therefore will be rejected by a decoding algorithm that decodes from p relative errors.
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Interpretation of Proposition 5.6. Proposition 5.6 says that if we choose a random encoding map Enc,
and pair it with the “maximum likelihood decoder” (that on input v € {0, 1}", returns the message m €
{0, 1}*, such that &' = §(Enc(m), v) is minimal if 6’ < p, and rejects otherwise) then it is likely that a
channel C' in Ham,, can win in the evasiveness game with probability 1, because it is likely that for every
z € {0,1}", there exists an m € {0, 1}* such that §(Enc(m),v) < 2p, and the channel C' can corrupt v to
cover “half the distance” towards Enc(m), so that the decoding will cover the other half, and decode to m.

This in particular means that in order to prove Theorem 5.5 we will need to use a code that “looks very
different from” a random code.

A hybrid between BSC codes and constant maps. It turns out that once we are open to this possibility
of dealing with Ham,, rather than thgc, it is not difficult to construct such codes. The intuition is that an
encoding map, that maps all messages to the same codeword is obviously evasive, but does not decode from
BSC,. We will use codes that are a hybrid of codes for BSC,, and constant encoding maps. Specifically, we
will take the code of Theorem 5.3 and append « - n zeros to each codeword, where « is a carefully chosen
constant so that:

e The rate decreases, but still beats the Gilbert-Varshamov bound.

e A random Z is likely to have relative Hamming distance at least 2p from all codewords (simply
because all codewords have a suffix of an zeros).

This proof appears in Section 5.5, in which we show that such an « exists, and that this construction decodes

from Permgmperm.

5.4 An explicit Monte-Carlo construction of evasive codes for thzc with BSC rate

While the rate R*(p) that we achieve in Theorem 5.5 beats the Gilbert-Varshamov bound, it does not match
the optimal rate RB5C(p) = 1 — H(p) (achieved for binary symmetric channels).

A natural question is whether there exist codes that decode from BSC,, are evasive, and have rate
RBSC(p) = 1—H(p), if we do not insist on evasiveness against Hamming channels and settle for evasiveness
for poly-size circuits. The next theorem shows that such codes exist, and furthermore, gives an explicit
Monte-Carlo construction. The next theorem is a formal restatement of Theorem 2.1.

Theorem 5.7. For every constant 0 < p < i, every sufficiently small constant € > 0, and every constant
¢ > 1, there exists a constant D > 1 such that for R = 1 — H(p) — €, there is a randomized algorithm
M running in time NP, such that for every sufficiently large N, when M is given input N, with probability
1 — = it produces circuits Enc : {0, 1} — {0,1}" and Dec : {0,1} — {0, 1}V U {fail} of size
NP, such that:

e (Enc, Dec) decode from BSC,, with success 1 — A}C.

e (Enc, Dec) decode from Permgniperm with success 1 —

Ne:

e (Enc, Dec) are +-evasive for thévc.

The proof of Theorem 5.7 relies on the proof of Theorem 5.9 (that is stated next) and appears in Section
5.8. (An overview of this argument appears in Section 2.4).

A weakness of Theorem 5.7 is that the evasiveness error, decoding error, and Monte-Carlo error are
only polynomially small, whereas we can expect (and obtain in the case of Theorem 5.5) errors that are
exponentially small.
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This does not matter in our intended application of stochastic codes for thgc, as there are currently
other bottlenecks, that prevent us from achieving sub-polynomial error in that setting. Nevertheless, if these
bottlenecks were to be removed, it would be beneficial to improve this aspect of Theorem 5.7.

Jumping ahead, the code in Theorem 5.7 will be a concatenated code, where the inner code will be a
random code on strings of logarithmic length. We will therefore be interested in the evasiveness of random
codes against small circuits.

Random codes are evasive for small circuits. We can show that a random code Enc (paired with maxi-
mum likelihood decoding) achieves evasiveness for small circuits, and the other desired properties. Recall
that in contrast, we have already seen in Proposition 5.6 that random codes are not evasive for Ham,,.

Theorem 5.8 (Existence of evasive codes with optimal rate). For every constants 0 < p < % and every
sufficiently small constant € > 0, there exists a constant o« > 0 such that for R = 1 — H(p) — €, and for
every sufficiently large n, there exist Enc : {0,1}1" — {0,1}", and Dec : {0,1}" — {0, 1}7" U { fail}
such that:

e (Enc,Dec) is 2= *"-evasive for thgwn.

e (Enc,Dec) decode from BSC,, with success 1 — 27",

We stress that the proof of Theorem 5.8 does not follow by a straightforward union bound, and relies on
the methodology presented in Section 4

A random code does not yield a Monte-Carlo construction (as explained in Section 1.2). Nevertheless,
in the theorem below, we present a generalized version of Theorem 5.8 that is stated as an exponential time

Monte-Carlo construction. This point of view will be helpful, as we plan to use this construction as an inner
code (on blocks of logarithmic length) as part of the explicit Monte-Carlo construction of Theorem 5.7.

Theorem 5.9 (Exponential time Monte-Carlo construction). There exists a universal constant d, such that
for every constant 0 < p < % and every sufficiently small constant € > 0, there exists a constant o > 0, and
a randomized algorithm M running in time 2% such that for R = 1 — H(p) — ¢, and for every sufficiently
large n, when M is given input n, with probability 1 — 2™ it produces circuits Enc : {0, 1}%" — {0,1}",
and Dec : {0,1}" — {0, 1} U { fail}, of size 2¢™ such that:

e (Enc, Dec) is 27“"-evasive for th?)a‘n.

e (Enc, Dec) decode from BSC,, with success 1 — 27",
Furthermore, on input v € {0, 1}", Dec is a “maximum likelihod decoder up to distance p”, namely:

e Finds m € {0, 1}*, such that §(Enc(m),v) is minimal (breaking ties arbitrarily).

e If5(Enc(m),v) < p, outputs m, and otherwise outputs fail.

A high level overview of this argument appears in Section 2.4. The proofs of Theorem 5.8 and Theorem
5.9 appear in Section 5.6. The proof of Theorem 5.7 will use Theorem 5.9 and is given in Section 5.8.

5.5 Proof of Theorem 5.5

In this section we prove Theorem 5.5. We will use the intuition and simple construction outlined in Section
5.3. We will make use of Theorem 5.3. More specifically, when given parameters 0 < p < % and e > 0, we
set § > 0 for a sufficiently small constant that we will set later, and set p’ = (1 + 0) - p. We apply Theorem
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5.3 using p’ and a sufficiently small constant ¢ > 0. Let n’ be an integer on which Theorem 5.3 applies, and
let Enc’ : {0,1}* — {0,1}" and Dec’ : {0,1}" — {0, 1}* be the encoding and decoding maps that are
guaranteed by the Theorem. In particular, we have that k = (1 — H(p) — ¢') - n/, and (Enc’, Dec’) decode

UniP . _ 0.1
from Permy, "' with success 1 — 2 ()7,

Let o > 0 be some constant that we will choose later. Let n” = o-n’ andletn = n'+n" = (1+«a)-n'.
Given a string v € {0, 1}, we will use v’ to denote the first n’ bits of v and v” to denote the last n” bits of
v. We define a map Enc : {0, 1}* — {0,1}" as follows:

Enc(m) = Enc/(m) o 0"
We define Dec : {0,1}" — {0, 1}* U { fail} as follows:
e Oninputv € {0,1}", Dec operates as follows:

- Compute m = Dec/(v'), and ¥ = Enc(m) .
- If §(v,v) > p output fail.
— Otherwise, output m.

It is obvious that (Enc, Dec) are explicit. We will now verify the other requirements.

Claim 5.10. The construction satisfies:
e (Enc,Dec) is 2-B 1 _evasive for Ham,, where 3 > 0 is a constant that depends on p and e.
e The rate of Enc is at least R*(p) —e = (1 — H(p)) - % —€

Proof. Let C : {0,1}™ — {0, 1}" be a channel in Ham,. We will show that for every m € {0, 1}*,

Pr [§(Enc(m), Z) > p+p/] <2777,
Z+U,

for some constant 3 > 0 that we choose later. This is sufficient, because 6(Z, Z & C(Z)) < p, and if the
event above occurs, then by the triangle inequality, 6(Enc(m), Z & C(Z)) > p/, and Dec(Z) = fail. By
construction we have that for every m € {0,1}* and z € {0,1}™

n' - §(Enc’'(m), ") +n" - wi(z")
" :

0(Enc(m), z) =
We will analyze the two summands separately: For the first part, we show that:

k: ) / N < o] < / I < o
JPr Bm e {014 s sad(Enc(m), 2) < p') < {ZO} ,Pr [8(Enc'(m), 2) < 7

< ok . 9-(=H@))n'
< QU-H{p)=€)n'~(1=H(p)-n’

< 2—6/'1’L/

For the second part, we observe that as the n” indices of Z” are chosen uniformly, by a Chernoff bound, for

2.1
n<n

—n<e 3

1
P t(zZ" < =
Z<—Il‘1n[w( )_ 2
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,']2%//

Therefore, by a union bound, with probability at least 1 — 2=¢" _ e~ "5 over choosing Z <+ U,, we
have that wt(Z") > 1 — 1 and for every m € {0,1}*, §(Enc’(m), Z’) > p'. If both events occur then for
every m € {0, 1}%:

ro mo(1_ / (Ll
§(Enc(m), z) > " F T Gm _Fra(mn)
n 1+«

The last quantity is equal to p + p’ = (24 0) - p for:

_ 2p-(349)—n
S 1-2-(2+0)-p

« > 0,

where the last inequality is because we are allowed to assume that p < % and 0, > 0 are sufficiently small,
so that 2 - (2 4+ ¢) - p < 1. This gives that the rate of Enc is

k k 1 1—4-(446)-p

n T Orayw - AT HE) = = A= HO) =) o =5 o

By continuity, we can take 6 > 0 and 7 > 0 to be sufficiently small constants so that:

1—4-(4496)-p < 1—4p e

1+n—2-(1+468)-p~1-2p 2

Using Equation (3) from Section 3, we get that:
H(p') = H((1+4)-p) < H(p) + 0.

which gives that:
€

57
For sufficiently small constants § > 0 and ¢ > 0. Putting everything together, we have that for sufficiently
small € > 0 and 6 > 0 we get that the rate of Enc is at least

1-H@p)—¢>1-H(p)—¢—-6>1—H(p) -

€ 1—4p €

(1= H@) = ) (—pr — 5) = (1= HW)

1—4p
1—2p ©

as required. Finally, we note that we have bounded the evasiveness error p by:

772 !

2—e’~n’ +e < 2—,3%’

for a sufficiently small constant 5 > 0, that we can choose as a function of p and e. O
Claim 5.11. (Enc, Dec) decode from Perm;)J niPerm yith success probability 1 — 9%,

Proof. We need to show that for every e € {0, 1}" with wt(e) < p, Dec decodes from UniPerm(e). The
monotonicity property of (Enc’, Dec’) immediately gives monotonicity also for (Enc, Dec), which implies
that it is sufficient to restrict our attention to e € {0, 1}" with wt(e) = p.?3

ZHere we are implicitly assuming that pn is an integer, which doesn’t necessarily applies. However, if pn is not an integer, we
will replace p by the smallest p* < p such that p* - n is an integer, and for large enough n, this difference is negligible.
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We will consider the experiment 7 <— UniPerm,,, and note that in this experiment, 7! is also a uniform
permutation. For every i € [n/], let X; = m(e);, and let X' = 3=, (1 X; be the weight of 7(e)’. We claim

i€n
. S
that by Lemma 3.9, taking ¢t = &7,
. 2 ~n/
Pr [X>(1+5)p~n’]§e_%§e_5 2

74— UniPerm

Let{=(1+0)p-n"=p -n,sothatp’ =¢/n/,and let E = {X < (}.

Consider the distribution 7 conditioned on the event F, and let us denote this distribution by . We note
that by considering different choices for the n” indices j such that n’ < o(j) < n, the distribution o can be
expressed as a convex combination of distributions 7 in which:

e Forevery n’ < i <n, 7 (i) is fixed.

e This means that there are fixed indices j; < ... < j,s such that for every g € [n/], 7(jq) € [/].

e The n' bit long string ¢;,, .. ., e; , has Hamming weight at most ¢, meaning that it has relative Ham-
ming weight at most p’ = £/n’.

e The random variables 7(j1), ..., 7(j,) are distributed like n’ random values in [n’] that are chosen
without replacement.

Each one of the elements 7 in the convex combination can be viewed as a permutation on [n’], by identifying

{j1,- -, jn } with [n/]. Furthermore, this permutation is distributed like UniPerm,, (that is, like a uniform
. e iPerm,,/
permutation on [n']). It follows that 7(e)’ is a distribution in Pemrng,nl """ For every such 7, we have that

Dec’ decodes from 7(e)’ with success 1 — 2-()*") We conclude that:

Pr  [Dec(Enc(m)@®rw(e))=m|E] >1-— 2—((n")%1)

7+ UniPerm,,

Putting things together we conclude that:

§2~p /

2-n >1- 2_n0.09’

Pr  [Dec(Enc(m) & r(e)) = m] > 1 — 272" _ o=

7<—UniPerm,,

for sufficiently large n. ]

Finally, it is not difficult to verify that for every 0 < p < i, R*(p) > 1 — H(2p). This concludes the
proof of Theorem 5.5.

20(n)

5.6 Random codes with rate 1 — [ (p) are evasive for Ckt,

In this section we prove Theorem 5.8 and Theorem 5.9. We first show that a random code with rate ap-
proaching 1 — H(p) is w.h.p. evasive against any class C C Ham,, of 920t channels, and in particular for

th;c or even circuits of almost exponential size. This is stated in the next lemma.

Lemma 5.12 (Random codes are evasive for small classes). For every constants 0 < p < % and € > 0,

there exists a constant o > 0, such that for R = 1 — H(p) — €, and for every sufficiently large n, the
following holds: Let C C Ham,, be a class of functions that contains at most 22" functions, and let Enc :
{0, 1} — {0, 1}" be chosen uniformly from all such functions. Let Dec : {0,1}" — {0,1} U { fail},
be the map that on input v € {0,1}":
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e Finds m € {0, 1}*, such that §(Enc(m),v) is minimal (breaking ties arbitrarily).

e If6(Enc(m),v) < p, outputs m, and otherwise outputs fail.
With probability 1 — 272", (Enc, Dec) is 2~“"-evasive for C.

A high level overview of this argument is given in Section 2.4. The formal proof is given in Section 5.7.
Before proving Lemma 5.12, we observe that Theorem 5.8 follows from Lemma 5.12.

Proof of Theorem 5.8. We will apply Lemma 5.12 using p’ = p+¢’ for a constant ¢’ > 0 that is sufficiently
small as a function of p and ¢, so that H(p') < H(p) + e. This gives that when applying Lemma 5.12, we
obtain a code with rate 1 — H (p) — 2¢, which is just as good for our purposes.

Shannon showed that if one chooses a random code Enc (as is done in Lemma 5.12) then, while the ob-
tained code is not necessarily likely to decode from BSC,,, it does hold that except for probability 2~ 2ep(n)
it is possible to remove half of the codewords, and obtain a code that does decode from BSC,, using maxi-
mum likelihood decoding algorithm Dec. Therefore, following this removal we obtain a code that is decod-
able from BSC,/ (and in particular from BSC,)) with success probability 1 — 2 Cep(n)

The reason that we took some slack, choosing p’ = p + € is to guarantee that with probability 1 —
27%»(n) gver the choice of e BSC,, we have that wt(e) < p'. This guarantees that it is unlikely that
Dec will reject a codeword that was corrupted by BSC,,.

Removing codewords from a code cannot harm the evasiveness property, therefore, by a union bound,
it is possible to obtain a code that is both decodable from BSC,, and 2~ *"-evasive against C. This proves
Theorem 5.8.

Extending the proof to prove Theorem 5.9. For Theorem 5.9 we observe that given a candidate encoding
map Enc : {0,1}* — {0,1}", and a message m € {0, 1}*, in time 2", one can go over all choices of
noise from BSC,, and compute the probability that Dec decodes correctly. By going over all 2F choices of
messages, we can check which messages we want to remove from the code Enc in time 2°("). This means
that in time 2°(") we can trim the encoding map Enc to one that is decodable from BSC,, with success
1 —22»(")_ giving a Monte-Carlo construction that runs in exponential time, uses 2°(") random bits, and
has Monte-Carlo error 2~*2»(") as required.

5.7 Proof of Lemma 5.12

We will use the methodology explained in Section 4, and start with some notation.

5.7.1 Preperations for the methodology of Section 4

The setup: Let0>p < % be a constant, let € > 0 be a sufficiently small constant, and let n be an integer
(that we are allowed to assume that is sufficiently large). Let R = 1 — H(p) — ¢, k = Rn and K = 2¥. We
will use the following notation for the probability space of choosing Enc.

Experiment expr: A random code.

Let X = ({0,1}™)%.

Let X < X be a uniform element X = (X,..., Xg) from X
we identify j € [K] with elements j € {0, 1}*.

Let Enc(j) = X;.
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5.7.2 The game of a channel C

Following the recipe in Section 4 we now define a game for a channel C.

Definition 5.13 (Circuit C wins). Givena C € C, x € X, and z € {0,1}", we say that C wins on z, z if
Jj e [K]:0(z® C(2),z;) <p.
To make the notation easier, we define W (x, z) = 1 iff C wins on x, z.

Note when considering the code Enc defined by =, if Dec(z & C(z)) # fail then C wins on z, z. This
means that whenever C' is able to make Dec decode, C' wins.

Let @ > 0 be a sufficiently small constants that we will choose later. We will shoot for “evasiveness
error” p = 27", Definition 5.13 is made so that the task of proving Lemma 5.12 reduces to the task of
proving that:

Pr |:EC € Cs.t. Pr [I/VC()(7 Z) — 1] > 2—04-71] < 92"
XX Z%{O,l}"

This will follow by a union bound if we can prove that for every for every one of the 22" choices of

CecC:

2_20¢~n

22(171 N

Pr [ Pr [M/C@K,Z)::l}:>2_a”1 <
XX [ Z+{0,1}"

Let Z = {0,1}" and let:

1
Wavg(lv) = @ . Z Wc(x,Z),
z€EZ

as is done in Lemma 4.1. We would like to use Lemma 4.1. For that purpose we choose ¢ = 22%™, so that it
is sufficient to prove that:

P ave(X) > 27" < et 4
X:X[Wg( ) > | <e “)

2—amn

We will use Lemma 4.1 choosing § = 2, and y = *—5— (so that (14 6) - 1 = 27*"), We need to verify
that we meet the condition on ¢ in Lemma 4.1, and indeed:

t:?“"gﬁéfﬁ,

by taking the constant o > 0 to be sufficiently small. Using Lemma 4.1, it follows that in order to prove
that (4) holds, it is sufficient to prove the following claim:

Claim 5.14. For every integer 0 < q < t,

X‘lzDgz [W(X7Z)21|W(szl)::W(X7Zq):1]§,uv
Zl,“j,zq"@’z
We therefore focus our attention on proving Claim 5.14, and the lemma will follow once we prove Claim

5.14. We prove Claim 5.14 in Section 5.7.3.
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5.7.3 Using the recipe of Section 4: proof of Claim 5.14

Fix some 0 < ¢ < t. We will now show that we can express the event {W (X, Z;) =... = W(X, Z,) =1}
as a disjoint union of “simple events”.

More specifically, the event {WW (X, Z;) = ... = W(X, Z;) = 1} can be viewed as a subset " C X" X
Z1 by setting:

T={(z;21,...,2¢) : W(z,21) = ... = W(x,24) = 1}.

We will now show that T" can be expressed as a disjoint union of “simple events”. Loosely speaking, a
simple event £ is a subset £ C T' in which 21, ..., 24, as well as several x;’s are fixed, in a very specific
way.

Definition 5.15 (Simple event). For every choice of:
® zi,...,2g€ Z={0,1}"
e A function h : [q] — {0,1}"
® ji,...,Jq € K]
We define a set E C X x Z9 (called the simple event induced by z1,...,z4 hand ji,...,jq). The event

FE is defined by:
E=Dx{(z1,...,29)},

where D is the set of all x € X such that for every g € [q]:
e 1, = h(g).
o (x5 29 B Clzg)) < p.
o Foreveryu < jg, 6(xy, 29 ® C(24)) > p.

We will say that a simple event E is nontrivial if

Pr [(X,Z1,...,Z) € E] > 0.

XX, Z1,..,Zq+ 2

Experiment expr,: conditioning on a simple event. We will be interested in the distribution obtained by

wor

conditioning the distribution (X < X, Z1,...,Z, < Z)on{(X, Z1,...,Z,) € E} for anontrivial simple
event F induced by z1,...,24, hand ji, ..., j,. Letus denote this experiment by expry (21, . . ., 2¢; h; j1, - - -, Jg)-
We observe that for (X, Z1, ..., Z;) < expry(21, ..., 2¢; h; ji, . . ., jq) we have that for every g € [g]:

o 7, is fixed to zg.

e X, isfixed to zj, = h(g), such that §(z;,, z, ® C(24)) < p (which means that W (z, zy) = 1 and C
wins on , zg).

e j, is the smallest index u for which §( X, 2y ® C(24)) < p, or in other words, that for every u < jg,
Pr[6(Xu 2 © Clz)) > pl = 1.

This means that X < expry(21,...,24; R J1,-..,Jq) is distributed as follows:

e Foru € {j1,...,Jq}, Xy is fixed to a value h(g) in the Hamming ball of radius p around z, @ C/(zg).
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e Foru ¢ {ji,...,Jq}, Xy is uniformly distributed over a subset of {0, 1}", which is of size at least
2" — g - 28" This is because X, is uniform given the restriction that it does not belong to a
Hamming ball of relative radius p around some z, ® C(z4) where the corresponding index j, > u.

There are at most ¢ choices for g, and each one rules out a Hamming ball of relative radius p, which
is a set of size at most 2H®) ",

o (Xj)jer)\ {j1,....j,} are independent. (We will actually not use this property in the proof below, but
we list it anyway to make things more clear.)
We can also conclude that:
e Every simple event E, satisfies E C T' = {W(X,Z;) = ... = W(X, Z;) = 1}. This is because by
definition on every (z,21,...,24) € E, W(x,21) = ... = W(z,2,) = L.

e Every two simple events are either equal or disjoint. This is because in order for two simple events
to have a non-empty intersection, the two events must agree on z1, ..., 2. They also must agree on
J1,---,Jq, because if they don’t agree on some j7, then one of the two simple events will use a larger
Jg» enforcing that for all v < jg, 8(2y, 2y ® C(2;)) > p, and this cannot occur on the other simple
event. Once they agree on j1, . .., j4, they must also (by definition) agree on h.

The discussion above implies that:

e Theevent 7' = {W(X,Z;) =... = W(X, Z;) = 1} is a disjoint union of nontrivial simple events.
e In order to show that:
L W2 =1 WX Z) = = WX, Z) = 1] <,

2, Z2q 2

it is sufficient to show that for every choice of nontrivial simple event F that is induced by some
21,...,2¢, hand 1, ..., jg
Pr W(X,Z)=1|(X,Z,...,2Z4) € E] < pu,

XX, Z+Z

210 2q 2

o Simplifying the expression above, it is sufficient to show the following for every choice of nontrivial

simple event £ that is induced by some 21, ..., 24, hand j1,..., jg:
Pr W(X.2)=1] < p. 5)
X(—cxpr2(zlz,4<;,;q;h;j1,m,jq)

In the remainder of the proof, we will prove that (5) holds. We will fix some nontrivial simple event £
that is induced by some 21, ..., 24, h and j1, ..., j4, and to avoid clutter, we will define:

eXpry = expry(21,...,2¢; i J1, .-+, Jg)-
We are interested in bounding:

Pr W(X,Z)=1]= Pr [3j:6(X;,Z&C(Z))<p|.

X <—exprg X <—exprg
Z+—Z Z+Z
The two next claims bound this probability for a specific j, depending on whether j € {ji,...,jq} or
j g {jla e 7jq}-
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Claim 5.16. For every g € [q],

LT 6(X;,,Z®C(Z)) <p| < 9—(1=H(2p))n
<—exprg
Z+Z

Proof. Recall that for X < expry, X, is fixed to h(g). It follows that:
Pr 00X, 29 C(2)) <pl = Pr [0(h(9), 2 © C(2)) < p]

X <—exprg
Z+—Z

< <2.
< Zlirz[f?(h(g),Z) <2-p]
< 2~ (1-HEp)n

where the second line follows because using the fact that C' € C C Ham,, we have that 6(Z, Z&C(Z)) <p
and therefore, by the triangle inequality we have that if 6(h(g), Z & C(Z)) < pthen §(h(g),Z) <2p. O

Claim 5.17. Forevery j € [K|\ {j1,--..Jq}

X <—exprg
Z+Z

Proof. Recall that for X < expry, and j € [K]\ {j1,...,jq}, we have that X is uniform over a set of size
at least 2 — ¢ - 2H®) 1t follows that:

: < < . <
Py, 06,76 C(2) < 1) < g (P, B0 C) <)

oH(p)n
B —
- 9on _ q- 2H(p)n
< 2.2 (=H@)n

where the first line follows because X, Z are independent, and the last line follows because g < t = 22",
p < i, and we can take v > 0 to be sufficiently small, so that ¢ - 2(P)n < gn—1, O

We are finally ready to prove Claim 5.14.

Pr W(X,Z)=1= _Pr [Fj:0(X;,Z0C(Z))<p]
NpoE NpoE

<Y Pr [§(X;.Z®C(2) <y

X <—exprg
]G[K} Z+—Z
< Y. (P (X Z2eC(2) <4l
J€{d1, ey Z€Z
+ > Pr [6(X;,Z®C(Z)) <l

X «—expro
JG[K]\{]lv"'Jq} Z+Z

< q-2-(=HEP)n 4 . 9. o= (1=H({@)n

<gq- 270(62)-71, 4+92.97¢n
< 22-05-77,70(62-71) + g—entl

< W
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where the fourth line follows using Claim 5.16 and Claim 5.17, the fifth line follows because we can assume
that € is sufficiently small so that p+ e < 1, which gives that 2p < 1 — 2¢, and H(% —2¢) < 1—O(€?), the
fifth line also uses the choice of K = 2(1-H(@)=€)n_the penultimate line follows because ¢ < t = 92am,
and the final line follows because we can take o > 0 to be sufficiently small as a function of €, and we have
chosen 1 = 2=

3

5.8 Proof of Theorem 5.7

Intuition for the proof. In this section we prove we prove Theorem 5.7. As in many constructions of
codes for BSC,,, we will use code concatenation. As an inner code, we will use Theorem 5.9 over blocks
of length O(logn) (where its encoding and decoding run in polynomial time). As an outer code we use the
identity map (as in our setting, we will not need to recover from errors in the outer code).

The main issue is to argue that the code is evasive. This is because the channel C' € Ckt”", does not
have to “evenly allocate the number of errors” on the different inner blocks. Moreover, it can choose the
error pattern on different blocks in a correlated way, that depends on the entire input string. In the proof that
is given below, we will need to address this problem. This is treated formally in the proof of Claim 5.19
below.

Let ¢, = ¢+ 2 and pgsc = p - (1 + 15). We will apply Theorem 5.9 that gives a Monte-Carlo
construction using the constants pggc and 16*0' Theorem 5.9 guarantees the existence of a constant o > 0.
Let e > 1 be a sufficiently large constant. At this point, we will require that e > ¢4/, and we will make
additional requirements that e is sufficiently large, later. Let IV be sufficiently large for Theorem 5.9, and let
n = e-log N, so that

20T > N,

The algorithm M that we construct will run the randomized algorithm from Theorem 5.9 using n. By
Theorem 5.9, this takes time 2¢™, and we take the constant D to be sufficiently large so that 2¢108" < NP,

so that the randomized algorithm runs in time N, and produces circuits Enc;, : {0, 1}fBscm — [0, 1}"
and circuits Decjy, : {0, 1} — {0, 1}8sc™ of size N, for

€
RBsczl—H(szc)—ﬁZRzl—H(p)—Ea

where the inequality follows using (3) from Section 3. We now define the encoding and decoding maps
Enc : {0, 1} — {0,1}" and Dec : {0,1}" — {0, 1}7" U { fail} as follows: Let £ = N/n. We divide
strings m of length £ = RN into ¢ blocks of length Rn, and use m; to be the 7’th block. We also divide
strings v of length IV into ¢ blocks of length n, and use v; to be the i’th block. We define:
e Enc(m) = Enciy(my), ..., Enciy(my).
e Dec(v) applies Deciy (v;) forevery i € [¢]. If all of them do not fail, then Dec(v) = Deciy (v1), . . . , Decin (vg),
and otherwise, Dec(v) = fail.

We can choose D to be sufficiently large so that Enc, Dec are of size N7.

Claim 5.18.

1
Ner

e (Enc, Dec) are decodable from BSC,, with success 1 —

UniPerm

e (Enc, Dec) are decodable from Perm,, L

with success 1 — .
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Proof. By the properties of Decy, guaranteed in Theorem 5.9, we have that for every m € {0,1}*, and
e € {0,1}", if for every i € [n], wt(e;) < ppsc, then Deciy(Enc(m;) @& e;) = m;, which gives that
Dec(Enc(m @ e)) = m. Thus, it is sufficient to prove that for £ <— BSC,, or E <« Permgmperm, for every
i€ [n],

1
Pr{wt(E;) > ppsc| < N
so that: N .
Pr[3i : wi(E;) > pesc] < Z Pr[wi(E;) > prsc] < N T = e

i€[n]

In both cases (namely, both when F <— BSC,, and F < PermgniPerm), we have that:

. . € —Q(e2-pn) 1
Prlwi(E:) > p- (1415 < e 2P <

if we take the constant e to be sufficiently large. For BSC, this follows by a Chernoff bound. For

Perm;Jniperm this follows by Lemma 3.9, taking § = {5, # = p, t = 0 -y - n/2 and considering the
random variables X1, ..., X, where X is the j’th bit of E;. OJ

It remains to show that (Enc, Dec) are 5t--evasive for thév " LetC:{0,1}" — {0,1}" be a circuit

of size N¢. We will consider the experiment where Z «<— Uy is chosen uniformly. For every i € [¢], and let
W, = {Decin(Zi D C(Z)Z> 7& fazl} .

In words, W; is the event that Dec;,, does not fail on the 7’th block. Let W = Niclg W; be the event that Dec
does not fail. Let B; = {wt(C(Z)); > p}, and S; be the complement, namely S; = {wt(C(Z2)); < p}.
Assume for the purpose of contradiction that Pr[W] > N~¢. We will iteratively apply the following
claim, starting with ¢ = 1, and v = ﬁ:
Claim 5.19. Forevery z1,...,z—1 € {0,1}", if
Pr[WﬂBlﬂ...ﬁBi_l ‘ 21 =21,...,4; 1 :Zi—l] >,
then there exists z; € {0,1}", such that:

Pr[WﬁBlﬂ...ﬁBi|Z1:z1,...,Z¢:zi]>7—N_Cs.

Proof.

’Y<PT[WQB1H...HB¢_1’lezl,...,Zi_lzzi_l]
:Pr[WﬁBlﬂ...ﬂBi,lﬁBi|Z1:zl,...,Zi,1:zi,1}
—|—PI‘[WﬁBlﬂ...ﬂBi,1ﬂSi | lezl,...,Zi,lzzi,l]

We have that:

Pr[WﬂBlﬂ...ﬁBi_lﬂSi | 21 =21,...,2;_1 :zi—l] SPI’[WZQSz ‘ 1 =21,..., 01 :Zi—l]
< N,
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where the last inequality follows because Z; is uniform over {0,1}", and we can consider a circuit C’(z;)
which is hardwired with 21, . . ., z;_1, and also with the best choices for 2; 11, . .., zp, and C’(2;) = C(z1, ..., 2¢);.
As such a circuit cannot break the evasiveness of Enci,, Dec;, when modifying only a p fraction of the out-

put bits (which happens in 5;), we have that:

PF[VVZ nsSs; ‘ 1 =21,...,0; 1 = Zifl] < Pr [Dec(Z, D C/(Zl)) 75 fail N Wt(C/(Z,L)) < p] < N7%,

Zi<Un

Combining the inequalities, we get that:
P = PI‘[WﬂBlﬂ...ﬂBz' | 1 =21,...,2;_1 :Zl'fl] >’7—N_CS.
We can conclude that:

P= Y PiWnBN..NBi|Zi=2,...,% =z -Pr[Z; = z),
z;€{0,1}"

and therefore, by averaging, there exists z; € {0, 1}", such that:

Pr[WﬂBlﬂ...ﬁBi’lezl,...,Zi:Zi]ZP>’Y*N_CS.

After applying the claim ¢ times, we conclude that:
Pr(WnBiN...NBy | Z1=21,...,Zp=2z| >N “—4- N > N—¢— N1 5 .

This is a contradiction, because C' € Ham,, outputs a string of hamming weight at most p, and therefore
Pr[B; N...N By] = 0, because in the latter event

wi(C(2)) = % S wi(C(2):) > p.

1€[(]

6 Small set non-malleable codes

In this section we give the definition of SS-non-malleable codes (which we discussed in Section 2.2). In
Section 6.1 we define SS-non-malleable codes and compare them to the standard definition of non-malleable
codes given by Dziembowski, Pietrzak and Wichs [DPW18]. In Section 6.2 we state the main theorem of
this section (Theorem 6.5 which is the formal restatement of Theorem 2.2) that gives an explicit Monte-
Carlo construction of SS-non-malleable codes on logarithmic length strings, for circuits of polynomial size,
with certain additional decoding and pseudorandomness properties. In remainder of the section is devoted
to the proof of Theorem 6.5. The proof is quite involved, and uses amongst other ideas, the methodology
developed in Section 4.
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6.1 Definition of small set non-malleable codes

In this paper we introduce a new notion of stochastic codes. This notion is a variant in the framework of
non-malleable codes that was defined by the seminal work of Dziembowski, Pietrzak and Wichs [DPW18].
Non-malleable codes consider a scenario where the channel C' is not necessarily in Ham,,, and there is no
bound on the number of errors that it can induce. The goal is to guarantee that no channel C' from some
specific channel class C can corrupt the codeword, so that the decoder outputs a message that is related
with the original message. This is defined using notions of “simulators” and “indistinguishability” that are
inspired from cryptographic definitions. The reader is referred to [DPW 18] for a precise definition and a
discussion.

In this paper we introduce a different definition which we call “small set non-malleable codes” that is
tailored for our application, and may be of independent interest.

We will use these SS-non-malleable codes to encode seeds .S of our final stochastic code, and therefore, it
will be more convenient in this section to denote the message of the stochastic code by s, and the randomness
by r. We start with a simple case which we call “weakly SS-non-malleability” (that introduces some of the
modifications and is strictly weaker than the standard definition of non-malleable codes). The full-fledged
definition adds additional components to this weak notion.>*

Definition 6.1 (weakly SS-non-malleable codes). A stochastic code (that is a pair of maps Enc : {0,1}F x
{0,1}¢ — {0,1}", and Dec : {0,1}" — {0,1}* U{fail}) is weakly SS-non-malleable for a class C, with
set size h and error p, if for every C' € C, there exists a set Ho C {0, l}k, with |Hc| < h, such that:
Pr [Dec(C(Enc(S,R))) ¢ Ho U{S}U{fail}] < p.
Aoy

This definition requires that every C' € C, there exists a small set of messages, that can be guessed
in advance, such that it is unlikely that by modifying Enc(S, R), the channel C' can lead Dec to decode a
message S that is neither S nor in Hc.

This intuitively means that for S « {0, 1}¥, while it is possible for S = Dec(C(Enc(S, R))) to be
correlated with S, this correlation is limited, as Pr[S € Ho] > 1 — p.

This discussion shows that this notion is somewhat different than full fledged non-malleability, and
allows some correlation to occur. We remark that a very similar notion termed “bounded-malleability”
was defined by Faust et al. [FMVW16] where it was used as an intermediate notion on route to achieving
standrad non-malleability.

In our application we will use a stronger form of SS-non-malleability, in which we will allow C to
receive many encodings of .S, and more crucially, some information (S (for a specific function ) about
S. We now define this notion.

Definition 6.2 (SS-non-malleable codes). Let v be an integer, and v be a function that on input s € {0,1}F
returns a string. A stochastic code (that is a pair of maps Enc : {0,1}* x {0,1}¢ — {0,1}", and
Dec : {0, 1} — {0, 1}* U {fail}) is (v, 1))-SS-non-malleable for a class C, with set size h and error p, if
for every C € C, there exists a set Ho C {0, 1}’“, with |He| < h, such that:

Pr [Dec (C(¢(s), Enc(S, Ry),...,Enc(S,Ry))) & Ho U {S} U{fail}] < p.

S«{0,1}k
Rq,...Ry+{0,1}d

2% A technical comment is that in contrast to the setting of decoding against channels, in which the channel C, produces an “error
pattern” e = C(z) and the “corrupted codeword” is z @ C(Z), in this setting it is more natural that C' produces the “corrupted
codeword” directly, namely that C'(z) is the “corrupted codeword”, and this is the choice made below, following previous work in
this area.
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For simplicity let’s first consider the case that v = 1, so that Dec gets to see a single instance of
Enc(S, R) as in Definition 6.1. Note that in Definition 6.2, C' also receives some information about .S in the
form of the function ¢(.S). It is instructive to think about the case that ¢)(.S) = .S, which means that C' has
no uncertainty about S (or intuitively, that C' can decode). As we require that C' cannot produce S ¢ He,
even in this case, this intuitively should follow because C' cannot encode.

We believe that this captures a different intuition about non-malleability. Moreover, this will be crucial
for our application in which C' will be given information ¢ (.S) about S, that we do not entirely control, and
may give C the ability to know quite a bit about .S.

In addition, in our application we allow C' to see many encodings of S (using independent random
strings), and Definition 6.2 guarantees that this does not help C' to break the security of the code.

We will be interested in SS-non-malleable codes against poly-size circuits, and will also require codes
that have additional decoding properties (against Ham,,) and pseudorandomness properties, that we list in
Section 6.2.

Ball et al [BDK " 19], Dachman-Soled, Komargodski and Pass [DKP21], and Ball, Dachman-Soled and
Loss [BDL22] gave constructions of non-malleable codes (with the standard definition) against poly-size
circuits. These constructions are explicit and rely on complexity theoretic and/or cryptographic assumptions.
Faust et al. [FMVW16] and Cheraghchi and Guruswami [CG16] gave Monte-Carlo explicit constructions of
non-malleable codes. We cannot use any of these codes, as they don’t seem to have the added security against
a function 1) that we require in SS-non-Malleability, and do not seem to have the additional “decoding from
errors” properties that we also require in Theorem 6.5.

6.2 A Monte-Carlo construction of SS-non-malleable control codes on logarithmic strings

We will be interested in a scenario where there are constants ci,cq,¢;, > 1, and the SS-non-malleable
codes will be used to encode messages of length k£ = ¢ - log IV to strings of length n = ¢; - log N, using
d = ¢q4 - log N random bits. Here, N will be the length of codewords in our final construction of stochastic
codes for thév °, and C will be the class of circuits of size N¢ (note that this size is exponential in the length
of codewords).

We will also want these codes to have several additional properties:

e We want that the decoding algorithm Dec (in addition to satisfying SS-non-malleability with set size
h = NPO) y = N, and some specific function 1) will also have the property it decodes against
Ham,, (for p that is as close as we want to i) with success probability one. This means that for every
s,r, if Enc(s, r) is modified in pn positions, then Dec decodes correctly to s.

This can be obtained if we can choose a constant 5 > 0, and guarantee that any two codewords of the

code have relative distance % - p.

(We are not aware of stochastic codes in the literature which are both non-malleable and can decode
in the Hamming sense. This is partly, because very different techniques are used to construct codes
with the different properties).

e We want that the encoding algorithm Enc (in addition to the aforementioned SS-non-malleability
property) will have the following pseudorandomness property: For every s € {0, 1}+1°8 N Enc(s, Uy)
is ﬁ—pseudorandom for circuits of size N, where N is significantly larger than both h and N°€.

As we want codes on messages of logarithmic length, a random stochastic code Enc : {0, 1}¢+1og N x
{0, 1}caloe N 5 10 1}108 N takes poly(NN) random bits to sample, and we can obtain a Monte-Carlo
construction if we can analyze such random stochastic codes and show that they are small set non-malleable,
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in addition to the other properties. While we do want all these properties, in this construction, rate is
unimportant, and any positive constant rate will do.?

Let us define the notion of minimum distance for a stochastic code that was discusses above, and asso-
ciate it with a suitable maximum likelihood decoder.

Definition 6.3 (minimum distance of a sequence). The minimum distance of a sequence a = (ay, ..., ay) €
{0,1}0 is
min O(a;,a;r).
iirem] S.1. i (a5, i)
The minimum distance of a map Enc : {0, 1}* x {0,1}¢ — {0, 1}", is the minimum distance of the sequence
(Enc(s, 7)) seqo,1}% refo,134-

In the definition above, we measure distance also between pairs (s,7), (s,7’) for the same s. This is
done to keep the definition simple, and this is an overkill for the next maximum likelihood decoder, which
is set up to decode up to p which is half the minimum distance.

Definition 6.4 (Maximum likelihood decoder). Given a function Enc : {0,1}*¥ x {0,1}¢ — {0,1}*, and a
parameter p > 0, the p-ML-Decoder associated with Enc, is the function Dec : {0,1}° — {0, 1}*U{ fail}
defined as follows: On input z € {0, 1}° do the following:

e For every pair (s,7) € {0,1}* x {0,1}%, compute 55 .y = 6(z, Enc(s,7)).
o Let &' = min ,yeq0,1}kx {0,134 O(s,r)- If 6" > p output fail.
o Let A= {s€{0,1}*:3r € {0,1} s5.1. 05,y =0}

e Output the element s € A that is minimal according to some order on {0,1}* (say lexicographic
order).

Note that once we have chosen and fixed a stochastic code Enc : {0,1}x1e N x {0 1}d1os N
{0,1}1°8 N the ML-dcoder can be implemented in time polynomial in N. This means to get a Monte-
Carlop construction we can sample a random stochastic code and pair it with an ML-decoder. We therefore
need to show that such a pair of maps, satisfies the three required properties w.h.p. We are finally ready to
state the Monte-Carlo construction.

Theorem 6.5 (A Monte-Carlo construction of SS-non-malleable codes on logaithmic strings). For every
constants cs, c, > 1 there exists a constant cy > 1 such that for every constants cy, cy,cc > 1 and 3 > 0,
there exist constant cq,cy, > 1 such that every sufficiently large integer N the following holds: For every
choice of 1 < v < N and 1 : {0,1}1°6N — {0, 1}V a function Enc : {0, 1} N x {0, 1}calos N
{0,1}198 N that is chosen uniformly from all function from {0, 13108 N x {0 1}calos N 45 [ 1}evlos N
satisfies the three properties below with probability at least 1 — N,

Distance and decoding: Enc has minimum distance % — B. This means that for p = %;’8, the p-ML-

decoder Dec associated with Enc decodes for Ham,, with success probability one.

SS-non-Malleability. (Enc, Dec) is (v, 1)-SS-non-malleable for circuits of size N with set size N°H and
error N ¢,

B Cheraghchi and Guruswami [CG16] analyzed random stochastic codes, and showed that they are w.h.p. non-malleable ac-
cording to the standard definition. Once again, we cannot use this analysis because we require additional properties of SS-non-
malleability with respect to a function 1), as well as decoding from errors.
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Pseudorandomness. Forevery s € {0,1}1°¢ N the distribution Enc(s, Ue, 105 N ) is N~ -pseudorandom
for circuits of size N .

The Proof of Theorem 6.5 appears in Section 6.3. The proof uses the methodology explained in Section
4, which is different than the approach used by Cheraghchi and Guruswami [CG16] that analyzed random
stochastic codes with the standard notion of non-malleability.

Interpretation of Theorem 6.5 as an explicit Monte-Carlo construction. In Section 7 we will interpret
Theorem 6.5 as a Monte-Carlo construction of a stochastic code with the properties listed above, that runs
in time poly(N), uses poly(/V)-Monte-Carlo randomness, and has Monte-Carlo error N ~“.

Remark 6.6 (Exponentially small Monte-Carlo error in Theorem 6.5). We remark that (using repetition) the
probability of failure in Theorem 6.5 can be reduced from N~ to exponentially small in N. See Remark
6.15 for precise details.

6.3 Proof of Theorem 6.5

We first set up some notation for the probability space of choosing a random stochastic code Enc. We
will analyze the three different properties separately. Showing that a random stochastic code achieves the
distance property and the pseudorandomness property follows by a standard union bound. The main tech-
nical difficulty is in the SS-non-Malleability property. Here, we will use the methodology explained in
Section 4, and it will also be helpful to imagine that the experiment in which Enc is chosen, is done in two
steps: First, a random subset of “potential codewords” is chosen from {0, 1}1°6 ¥ and fixed, and then each
pair (s,7) € {0,1}e108 N x [0, 1}clos N will select a codeword Enc(S, R) from the potential codewords
(without repetition). This yields the same distribution, but is beneficial as we can imagine that an adversarial
channel circuit C is aware of the choice made in the first step, but not of the choice made in the second step.
This will make it easier to analyze the behavior of such a circuit. Details follow:

The setup: Let c5,c, > 1 be some constants. We will later choose a constant cg > 1, such that for every
constants ¢y, ¢y, c. > 1 and 3 > 0, we will show that there exists choices of constants ¢y, ¢, > 1 that satisfy
the conclusion of the Theorem 6.5.

For that purpose, we fix an integer N, and throughout the proof we will be allowed to assume that N is
sufficiently large relative to the constants above. We also fix 1 < v < N and 1) : {0, 1} 10N 5 (0 1}V°,
We will show that if the constants are carefully chosen, then a random choice of Enc satisfies the conclusion
of the theorem.

We will use the following notation for the probability space of choosing Enc.

Experiment expr;: A random code.
o Weset J = {0, 1}#1o8% x {0, 1}calos ¥,
o Wesetl! =|J|=N%.Nc,

e We consider the following experiment (which we will denote by expr;).

- Let B € ({0,1}%"°¢N)7 be a random variable B = (B;)jcs + ({0,1}°e V)T (Namely,
B consists of £ independent, uniformly chosen B; < {0, 1}<108 V),
— Let Enc(s,r) = Bs,.

45



Indeed this gives that if Enc : {0, 1}+108 N x {0, 1}calos N [0 1}caloe N g chosen according to
expr; then it is uniformly from all function from {0, 1}108 N x {0, 1}ca1o8 N o {0, 1}calogs NV,

It is a standard argument to see that Enc chosen in expr; satisfies the distance and pseudorandom-
ness properties (we will handle this later). The main difficulty is to show that Enc satisfies the SS-non-
malleability property. For this purpose it will be helpful to imagine that Enc is chosen by a different exper-
iment.

Experiment expr,: A slightly different experiment.

e Letcy > ¢ + ¢4 be a constant that will be chosen later, and let £y = N4 > N¢% . N% =/,

e We consider the following experiment (which we will denote by expr,).

- Let A = ({0,1}®18Nya et A = (Ay,...,4y,) € Abe arandom variable where A
A. (Namely, A consists of /4 random variables A;,..., Ay, + {0, 1}Cb’1°gN ) chosen with
replacement).

- Let X = [¢4]7(ds). (Thatis X is the set of ¢-tuples (X;)jes where all elements X are
distinct). Let X = (Xj)jcys € X be a random variable X <+ X. (Namely X consists of ¢
random variables (X;)jc7 < [¢4] chosen without replacement).

— Forevery j € J,let B; = Ax;, and let B = (B;) e 7.

- Let Enc(s,r) = Bs,.

A

Note that the distribution of B is identical in the two experiments (this can be seen as for each fixing
x € X of X, the distribution (B | X = x) for B < expr, is identical to B < expr;). Therefore, the
distribution of Enc is identical in expr; and expr,.

Intuition for the SS-non-malleability property. The advantage of expr, is that it allows us to analyze
Enc as follows: We will first use a standard argument to show that we can choose the parameters so that
w.h.p a + A satisfies the distance property (that is that for i # i’ € [€4], §(a;,ar) > 3 — B). We will
now focus on the case that a < A is already chosen, fixed, and satisfies the distance property, and so expr,
amounts to choosing X < X.

For such a fixing of A = a, we have that for every z € {0, 1}?, there is at most one i € [£4] such that

d(z,a;) < p =2 25 . However, whether or not a; will be a codeword of Enc (meaning that there exists
J € J such that X; = 7) has not yet been determined, and has small probability.

Our goal is to show that for every circuit C of size N, the probability that C' breaks the SS-non-
malleability property of Enc is exponentially small (say smaller than 2~V 2'CS) so that we can do a union
bound over all such circuits.

Having fixed A = a, allows us to imagine that when a circuit C' tries to break the SS-non-malleability
property of Enc, it already knows a, but it does not know X. Intuitively, when such a circuit outputs some
z € {0,1}®, then we can without loss of generality assume that z = a; for i € [(4]. This is because if
z ¢ {ai,...,ap,} then when performing ML-decoding, if the decoding will not fail, then the codeword that
will be considered is the unique b € {a1,...,as, } that is within distance p of z. (Note however, that the
output of Dec(z) is not yet determined as at this point we do not know which s € {0, 1}* (and also whether
there will exists such an s that) will have an r € {0, 1}d such that a Xiam) = b).

Given a circuit C' that tries to break the SS-non-malleability property of Enc, we will consider the
distribution:

BY = C((S),ay,,...,ay,) for S « {0,1}% 1N vy ¥, « [04]
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Intuitively, C' can choose between two strategies:

e There are elements b in the support of B¢ which are “heavy”, meaning that Pr[B¢ = b] > 1/N°# for
some constant cg.

e Allb € [(,] are “light”.

If C' implements the first strategy, and assume for simplicity that all the elements in the support of B¢ are
heavy, then the number of heavy b is obviously bounded by the polynomial N°¥. Intuitively, this should
allow us to mark these elements as “belonging to H¢" so that by definition of SS-non-malleability, C' cannot
win when outputting these elements. (A technicality that we ignore here is that H is supposed to be a set
of “messages” s € {0, 1}* rather than a set of “codewords). This intuitively means that in some sense, we
can deal with heavy elements.

If C implements the second strategy, then intuitively, C' is unlikely to win with large probability. This is
because, in order to win with sufficiently large probability, it intuitively must be the case that polynomially
many of the b’s in the support of B¢ end up being codewords of Enc (meaning that there exists (s,7) € J
such that ax,, = b). Intuitively, the probability of polynomially many b’s ending up as codewords is
exponentially small. (Here we are supposed to benefit from the observation that having fixed a, the events
that C succeeds for different a’s are intuitively somewhat independent).

Overall, we can hope to show that the probability that C' breaks the SS-non-malleability property is
exponentially small (no matter what strategy it uses).

There are technical difficulties when trying to convert this high level intuition into a proof.

One difficulty is that we will need to argue that the distribution B® (which was defined in terms of
selecting a codeword from ay, . .., ajp ) is a good approximation to the distribution of selecting a codeword
from (axj )j« for a typical choice of z <— X (which is the distribution on which the circuit C'is evaluated).

Another difficulty is how to argue that the events that come up in the intuition above are “sufficiently
independent” so that we can obtain exponentially small probabilities for events that are conjunctions of
polynomially many events that are “intuitively somewhat independent” but not formally independent.

The actual argument handles both difficulties by using the methodology explained in Section 4.

Back to the formal proof. Our plan is to show that when Enc is chosen at random, then for each of the
three properties in Theorem 6.5, the probability that it does not hold is small. The theorem will then follow
by a union bound.

As explained earlier, the main difficulty is handling the SS-non-malleability property, so we will start by
implementing the strategy outlined in the intuition above. More specifically, we assume that Enc is chosen
as in experiment expry (which consists of independent choices of A <+ A, X + X).

Definition 6.7 (good a). We say that a € A is good if a has minimal distance larger than % - B.

We start by observing that if the parameters are chosen correctly, then the probability that A does not
have minimum distance larger than % — [ is very small.

Lemma 6.8 (Distance property for A). For every choice of constants cy,ca > 1 and B > 0, if ¢ is
sufficiently large as a function of c-, c4 and B, then for every sufficiently large N,

Pr [A does not have minimum distance larger than &+ — 5] < N~10¢v,
A—A 2
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Proof. The proof of Lemma 6.8 is a completely standard union bound. More specifically, for every i # i’ €
[€4], using the fact that H(3 — 3) = 1 — O(3?) we have that:

— B < 9—(1—H(3-p))-cylog N

Pr [0(Ai, Ay) <
A—A

DN |

< 2_(1_(1—0(52)))~Cb~10gN]
< 2—9(62)~cb~logN
g N_Q(Cb'52).

The number of pairs i # i’ € [£4] is bounded by % = N*¢4. By a union bound,

APrA[A does not have minimum distance larger than £ — 8] < N 2ea . N~ h?),
<

which is smaller than N 197 if ¢, is sufficiently large as a function of ¢, c4 and 3. O

Before proceeding with handling the SS-non-Malleability property, we note that as the elements of X
are distinct, Lemma 6.8 immediately implies the distance property in Theorem 6.5.

Corollary 6.9 (Distance property). Under the conditions of Lemma 6.8,

Pr  [Enc does not satisfy the distance property] < N ~19¢7,

Enc<—expr,
The main technical lemma in the proof of Theorem 6.5 is the following:
Lemma 6.10. If the following conditions on the constants cs, C,, CH, Ck, Cd, CA are met:
e cy is sufficiently large as a function of cs and c,,.
e ¢4 is sufficiently large as a function of c¢s and c,,.

e cy is sufficiently large as a function of cy, cq, cs and c,,.
Then for every sufficiently large N, and for every good a € A,

Pr  [Enc does not satisfy the SS-non-malleability property | A = a] < N~19¢r,

Enc<¢—expry

Remark 6.11. In fact, the probability is exponentially small in N, and this is why the lemma does not
mention the constant c.,.

The main innovation in the proof of Theorem 6.5 is the proof of Lemma 6.10. This proof appears in
Section 6.4.

An immediate consequence of lemma 6.8 and Lemma 6.10 is that if the conditions in both lemmas hold
then Enc is likely to satisfy the SS-non-malleability property. This is stated in the next corollary:

Corollary 6.12 (SS non-malleability property). Under the conditions of Lemma 6.8 and Lemma 6.10,

Pr  [Enc does not satisfy the the SS-non-malleability property] < 2- N —10-¢y

Enc<—expr,

It is standard to show that for an appropriate choice of parameters, Enc <— expr; is likely to have the
pseudorandomness property. This is stated below:
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Lemma 6.13 (Pseudorandomness property). For every choice of constants cy,c. > 1, if c¢q is sufficiently
large as a function of cy, ce, then for every sufficiently large N,

Pr  [Enc does not satisfy the the Pseudorandomness property] < N —10-¢y,
Enc<—expr;

Proof. The proof of Lemma 6.13 is a completely standard union bound. Here it is more convenient to use
expr;. More specifically, for every circuit C of size N and s € {0,1}1°¢ ™V the probability over choosing
B « expr; that C distinguishes the output of the function G(r) = Enc(s, r) from uniform with advantage
N, can be expressed as the probability that then fraction of (Bs,r), ¢ (g 13caros v such that C(Bs,) = 1
deviates from Pr[C(Uy, .10 ) = 1] by N ™. Using the independence of (Bs,r)reqo,13cat08 v » by @ Chernoff

cd
bound, this probability is upper bounded by 2_9(152'66 ). Therefore by a union bound over the at most
2V circuits of size N° and N choices of s € {0,1}%1°8 N the probability that the pseudorandomness
property does not hold is at most:

o | pre _2—9(%)’

which is smaller than N ~19¢v for every large enough N, if ¢ is sufficiently large as a function of ¢, c.. [

Remark 6.14. In fact, the probability is exponentially small in N, and this is why the lemma does not
mention the constant c-.

In order to conclude the proof of Theorem 6.5 we need to show how to choose the parameters to meet
all the conditions in the lemmas above. This is done next.

Choosing the constants to meet all requirements. We are given c,,c, > 1. We first choose cy to be
sufficiently large as instructed by the first item of Lemma 6.10. We are then given constants cg, ¢y, cc > 1
and 8 > 0. We now choose ¢4 to be sufficiently large as instructed by the second item of Lemma 6.10, and
by Lemma 6.13. We now choose the constant c4 to be sufficiently large as instructed in the third item of
Lemma 6.10. Finally, we choose c¢;, to be sufficiently large as instructed in Lemma 6.8.

Using this process, we meet all the requirements in Lemma 6.8, Lemma 6.10 and Lemma 6.13. There-
fore, by a union bound, it follows that the probability that a random Enc fails to meet all the three properties
is at most 3 - N~19¢v < N =% This concludes the proof of Theorem 6.5.

Remark 6.15 (Exponentially small probability of failure in Theorem 6.5). The only reason that we did
not get an exponentially small probability of failure is that in Lemma 6.8 the probability of failure is not
exponentially small. (This is in contrast to Lemma 6.10 and Lemma 6.13 where we do get exponentially
small probability).

We remark that given a = (a1, ..., ap,) forai,...,ap, € {0,1}%1°8N one can test in time polynomial
in N, whether a is good. Therefore, if we choose a polynomial number of candidates A*, ... APN) « A
and X', ..., X"") « X, then with probability 1 — 27*N) | there will exist an i € [t(n)] such that A is
good, and if we choose Enc in exprs using A®, X' then the probability that we will not obtain a code that
satisfies all three properties is exponentially small.

6.4 Proof of Lemma 6.10

In this section we prove Lemma 6.10. Fix some good a € A, and recall that Lemma 6.10 considers the
experiment expr, conditioned on the event { A = a}. In this experiment, once A is fixed, the only remaining
random variable is X <— X’. Therefore, in this experiment for every (s,r) € J, Enc(s,r) = ax,,.
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6.4.1 Preparations for the methodology of Section 4
With this notation, in order to prove Lemma 6.10 we need to prove that:

Lemma 6.16. With probability at least 1 — N'0¢v, over X < X, for every circuit C of size N there exists
aset Ho C {0,1}198 N with |Ho| < N°H such that

Proon  DeclC(S) axgn,s - axg,,)) & Ho U{S}U{fail}] <NT%.
S++{0,1}Ck "
Rq,..., R’U(—{OJ}Cd'lOgN

We now explain how to define the set H¢ for a given circuit C.

Defining a set Ho. Note that we are allowed to define H¢ as a function of C (but also as a function of X
that was chosen in the experiment X < X’). We start by defining a circuit C,, for every circuit C. Loosely
speaking, C, receives the same input as C, and after applying C, it outputs the unique ¢ € [¢4] such that the
output of C is within distance p to a;.

Definition 6.17 (The circuit C,). Let C(w,eq,...,e,) be a size N circuit that receives as input w €
{0, 1}N3 and ey, ... e, € {0,1}%1°8 N For every good a € A, we define the function Cy(w, ey, ..., e,)
as follows: if there exist i € [ 4] such that §(C(w,eq,...,e,),a;) < pthen C, outputs i (and note that if
such an v exists, then it is unique because a has minimum distance larger than % — B = 2p). If such an i
does not exist then C, outputs fail.

We now use the circuit C,, to define a small set Tx C [(4].
Definition 6.18 (The set 7). For every circuit C of size N we define:

Tc =<1 € [KA] : Pr [Ca(¢(5),ayl,...,ayv) = Z} >

C
Y1, Yo 200 4] New
S+{0,1}Cklog NV

Note that by definition, we immediately have that:

Claim 6.19. For every circuit C of size N,

To| < N,

A crucial observation to keep in mind is that T is defined in terms of C' and a, but not in terms of X.
Loosely speaking, this means that before selecting X < X', we can define a fixed set T that contains all
the indices of “codewords” which C is likely to output in an experiment that is intuitively related to the one
that is considered when C' tries to break the SS-non-malleability property with a specific choice of x € X.
The point is that we use the same experiment in the definition of T~ regardless of the specific choice of x.
This intuitively means that we can identify “likely” outputs of C' before knowing which = < X will be
chosen.

Once = < X is chosen, we can use T (which is a set of indices to a) to define aset H¢ , of s € {0, l}k,
which are “likely to be decoded” following corruption by C.

Definition 6.20 (The set Hc ;). For every circuit C of size N, and x € X we define:
Hey = {s € {0, 1} 108N . 3y € 0,1} 108N 51 gy, € TC} .

We now observe that H¢ is small.
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Claim 6.21. For every circuit C of size N°, and x € X,

HC,Z“ < ’TC‘ < N°€H,

Proof. We have that elements in = € X are of the form (z;) jc 7 where the ;s are distinct. It follows that
for every i € T, there is at most one j = (s, r) such that 2; = 4. It follows that for every i € T there is at
most one s € {0,1}1°8 N guch that there exists an r € {0, 1}¢1°¢ N such that 2, = 1. O

6.4.2 The game of a channel C

Continuing with the methodology of Section 4, we will define a game for the circuit C'. Here we use the
intuition (explained earlier) that it is helpful to imagine that C' is aware of the choice of a € A, but not of
z e X.

Let C be a circuit of size N°. For fixedz € X, s € {0,1}*1°8N and ry,...,r, € {0,1} 18N we
will be interested in whether C' breaks the SS-non-malleability property when the code Enc is defined as
in expr, (that is Enc(j) = ag;) and s,71,. .., 7y are the elements chosen in the inner SS-non-malleability
experiment.

Definition 6.22 (Circuit C' wins game). For every circuit C of size N, x € X, s € {0, 1}%'10%1\7 and
1y, ry € {0,118 N e say that C wins on x,s, (1, ...,7,) if there exists (s',r') € J such that
s’ # sand,

Lol pt = C(l(’lﬁ(s), CL;ES,T1 g oo 7azsmv) Q TC

The next claim justifies the definition above, by showing that whenever C breaks the SS-non-malleability
property, it wins in the game defined above.

Claim 6.23. For every circuit C of size N®, v € X, s € {0,1}18 N and (r1,...,r,) € ({0,1}caloe Ny,
o If: Dec(C((s),az,, s »0z,,,)) & Hox U{s} U{fail}.
e Then: Cwinsonx,s,(r1,...,1ry).

Proof. Assume for contradiction that C' doesn’t winon z, s, (r1, . .., 1), and leti = Cy (¥(8), @z, ., - - - Qs ., )-
We will show that

Dec(C((8), Ay pys -5z, ) € How U {s} U {fail}.
If i = fail then for every ¢’ € [(4],
5(C(¢(8)7 aacs,rl 9 7a1‘5,ru )7 a”i') > p’

meaning that (by the definition of ML-decoding) Dec(C (v(s), az, .- - -,az,,,) = fail, and we are done.
We can therefore assume that ¢ # fail. If there does not exists (s',7’) € J such that s ,» = 4, then
(again by the definition of ML-decoding) Dec(C(¢(s), az,, ;- -, @z, ) = fail, and we are done.
If there exists a pair (s',7") € J such that i = xy ,, then this pair is unique, and using the fact that a
has minimum distance larger than 2p it follows that:

6(al'sl’rl’ C(T/](S)7 aIs,Tl y 70’375,7‘1; )) S p'

It follows that:
Dec(C((s), A pys e - g, ) = s

o If s = s then Dec(C(¢(s), az, - -, az,,,) = s and we are done.
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e If s’ # s then as we have that C' does not win on z, s, (1, . .., 7, ), then it must be that Ty € Te.
By the definition of H ,, this gives that s’ € H¢ , and we are done.

O]

This means that in order to bound the probability that C' breaks the SS-non-malleability property, it is
sufficient to bound the probability that C' wins. More precisely, in order to prove Lemma 6.16, it is sufficient
to prove:

3C of size N s.t. Pr [C winson X, S, (Ry,...,R,)] > N % | < N~ 10¢

Pr
XX 547{071}ck'10gN
Ry,....Ry{0,1}°a 108 N

As the number of circuit of size N is smaller than 2V¥° ", and because we are allowed to assume that
N is sufficiently large, this will immediately follow by a union bound, if we prove that for every circuit C'
of size N¢,

Pr Pr [C winson X, S, (Ry,...,R)] > N"%| < - N3es

XX S+ {0,1}Ck log N
Ry,...,Ry«{0,1}¢dlog N

Let Z = {0, 1}198 N x ({0, 1}¢a198 V)V 50 that elements z € Z are of the form z = (s, (1,...,7,)).
Let W : X x Z — {0, 1} be the function defined by W (z, z) = 1 iff C wins on x, z. We also define
the function W<, : X — [0, 1] by:

avg

With this notation it is sufficient to prove that:

Lemma 6.24. Under the requirements in Lemma 6.10, for every circuit C of size N,

c - —N¥es
L [(Wie(X) > N~ <2 :

This is exactly the setting that is considered in Section 4 and handled by Lemma 4.1.

6.4.3 Using the recipe of Section 4: proof of Lemma 6.24

We will apply the recipe explained in Section 4. Let us recall the setup. We have fixed a good a € A, and a
circuit C' of size N“. We need to prove that under the requirements in Lemma 6.10,
C - —N3se
P [(Wee(X) > N~%] <2 :

We will use Lemma 4.1 with parameters t = N'0¢, y = N=¢% /3 and § = 2. To meet the condition of
the lemma, we have to verify that

§-pu-|Z] N~

t — NlO'Cs <
- 2 3

cptv-cq
. N ,
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which follows as we are assuming that cg is sufficiently large as a function of ¢s and ¢, as part of the
assumptions of Lemma 6.10. We conclude that to prove Lemma 6.24 it is sufficient to prove that for every
0<gq<t,

P WX Z) =1 WX Z) = = WX, Z) = 1] <
21, 2¢ 2
Fix some 0 < ¢ < t. We will now show that we can express theevent {W (X, Z;) = ... = W(X, Z,) = 1}
as a disjoint union of “simple events”.
More specifically, the event {IWW (X, Z1) = ... = W(X, Z;) = 1} can be viewed as a subset T' C X' X
Z19 by setting:
T={(z;21,...,2¢) : W(z,21) = ... = W(x,24) = 1}.

We will now show that 7" can be expressed as a disjoint union of “simple events”. We now define what we
mean by “simple events”. We start with some notation.

Definition 6.25. For 21, ..., 29 € Z such that for every g € [q], 29 = (s9,7r{,...,70), we define J(z1,...,29) =
{(s;r)eT:3g€lglii€v]: s=s9r=r]}

Loosely speaking, a simple event E is a subset £ C T in which 2!, ..., 29, as well as several x;’s are
fixed, in a very specific way.
Definition 6.26 (Simple event). For every choice of:

o 21 ..., 29 € Z, such that for every g € [q], 29 = (s9,79,...,19).

o Afunction h: J(2', ..., 2%) — [(4]
o jl....,j9 € J such that for each g € [q], j9 = (s',7") for s' # s9.
We define a set E C X x Z9 (called the simple event induced by z*,...,29, hand j*,...,j9). The event

FE is defined by:
E=Dx {(zl,...,zq)},

where D is the set of all x € X such that:
e Foreveryj € J(2%,...,29), z; = h(j).
e Forevery g € [q], j0 = Ca(1p(s9), Ap(s0,09)s - - s Q59 19))-
o x5 & Tc.

We will say that a simple event E is nontrivial if

Pr  [(X,Z1,...,Z) € E]| > 0.

XX, Z1,..,Zq+— 2

Experiment expr;: conditioning on a simple event. We will be interested in the distribution obtained by

wor

conditioning the distribution (X < X, Z1,...,Z, + Z)on{(X, Z1,...,Z,) € E} for anontrivial simple
event Finduced by 2!, ... 29, handj!, ..., j% Letus denote this experiment by expry (2!, ..., 2% h; 1, ..., §9).
We observe that for (X, Z1, ..., Z,) + exprs(z!,..., 2% h;j1,..., j9) we have that:

e Forevery g € [q], Zg = (S9,R{,...,R}) is fixed to 29 = (s9,79,...,1]).
e Forevery j € J(z1,...,29), X; is fixed to h(j).
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e Forevery g € [q], Xjo is fixed to Ca(4(9), ap(se,09)s - - - Gpy(s9 7)) thatis notin T, and furthermore,

qu = Ca(Q/)(Sg), ah(sgﬂ,f), ce ,ah(sg’rzg)))

= Calt(8%), 0 gy s+ 20Xy )

e We also have that every simple event E, satsifies £ C T = {W(X,Z;) =... =W(X, Z,) = 1}.
This is because for every g € [¢], in the event E, we have that for every g € [g]:

Ca(th(s7) 0y g5y ) = CalV(s7); Opgsa it - Ongsa )

= 2jo ¢ To U {7 € {0,115 LU {fail),

where the last inequality uses the requirements that z;o ¢ T, and that j9 = (s',r’) for ' # 9,
which implies that x;¢ & U {fL'sg’,,. 1 € {0, 1}cd~logN}.

This means that for every (z,z',...,2%) € E, C wins on (x,s9,r{,...,r)) for every g € [q].

e By definition, every element in (z, 2!, ..., 29) € T belongs to some simple event. This is because if
C wins on (z,z'),..., (z, 2%), then there exist 5!, ..., j7 such that for every g € [q],

= xja = Co(9(sY), ar(sg,ri’)’ Y agC(Sgw‘g)) 7T

- j9 = (s,7") for s’ # 9.

e By definition, every two simple events are either equal or disjoint. This is because in order for two
simple events to have a non-empty intersection, the two events must agree on z1,. .., 24. Using the
fact that the elements of x € X are disjoint, it follows that the two events must also agree on & and on
4%, ..., 49. Thus, they must coincide.

The discussion above implies that:

e Theevent T'= {W(X,Z1) =... = W(X, Z;) = 1} is a disjoint union of nontrivial simple events.

e In order to show that:

P WX Z)=1| WX Z) = = WX, Z) = 1] <,

Z1yenZq 2

it is sufficient to show that for every choice of nontrivial simple event E that is induced by some

24 ..., 29 hand ... 5%

WP WXZ)=1|(X 2y, Z) € E) <,

21, 2q &2

e Simplifying the expression above, and using our choice of y = & ;c') it is sufficient to show the
following for every choice of nontrivial simple event E that is induced by some z!,..., 2%, h and
gl gt

N=¢
Pr W(X,Z)=1] < . ©6)
X(—expr3(zl ,,,,, zq;h;jl,...,jq)
Z+Z



In the remainder of the proof, we will prove that (6) holds. We will fix some nontrivial simple event £
that is induced by some z!,..., 29 hand j', ..., j9, and to avoid clutter, we will define:

exprs = exprs(2t, ..., 2% hy 4, ..o 49).
In the next definition and claim, we express the left hand side of (6) more specifically.

Definition 6.27. For every (s',1') € 7, let

Ps! v = X(—]-::)I;pr [{Ca(w(‘g%aXslew-waXs,Rv) :Xs’,r’} m{Xs’,r’ gTC} N {S#S/}]
(s Rl,.”l,RU:)?)eZ
Claim 6.28.
P prm— pr— ! /.
X(—c)I(‘prS [W(X7 Z) 1] Z ps T
Z+Z (s’ 1eT

PrOOf. Let P - Pr X <—exprg [W(X, Z) — 1}. We haVC that:

Z+—Z

P=  Pr  [W(X,(SRy,...R)) =1]
(5’R1i~e§§:);<—z

= XPr [C'winson X, S, (Ry,...,Ry)]
(S,Rl,...c,);s;:)iez
= XPI‘ [3(5/,7“/) EjS.t.S#S/ andXS/,T/ :Ca(¢(8),aXSR1,...,CLXSR )andXS/T/ QTc]
<—exprg ) s 4ty ’
(S,Rq,..., Ry)+Z

= Z Pr [S # & and Xy v = Co(¥(9), AXg g s axgp,) and Xy v & T¢|

X <—exprg
(s’",7")ET (SiRq,....,Rp)+Z

= Z Pr [{Ca(w(5)7aXS,R17'"’aXS,Rv) :Xs’,r’}m{Xs’,r’ ch}ﬁ{S#Sl}]

X <—exprg
(s’,7")ET (S,Rq,....,Rp)+Z

= Z Dst it -

(s';reT

We use the following notation.
Definition 6.29. Let Fixed = J(2!,...,29) U {jl, o ,jq}. Let NotFixed = J \ Fixed.

We note that when choosing X < exprs, for j € Fixed, the variable X is fixed, while (X) jeNotFixed
is distributed like | NotFixed | = ¢—| Fixed | variables that are chosen from a large set without replacement.

Claim 6.30.

e |Fixed| <gq-(v+1).
e There exists h' : Fixed — [€4] such that for every j € Fixed,
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o Let L = [la]\ {I(j): j € Fixed}, and note that |L| = ¢, — | Fixed | > ¢, — q - (v + 1).

In the experiment X < exprs, the random variable (X;)jcNotFixed is distributed like { — | Fixed |
variables chosen from L without replacement.

Proof. (of Claim 6.30) The first item follows because by definition: |J(z1,...,24)] < ¢ - v, and so
|Fixed| < ¢-v+v = ¢- (v+1). The second item follows by the definition of a simple event. For
the third item, we recal that X < X is distributed like ¢ = | 7| variables chosen from [ 4] without replace-
ment. After conditioning on the event E, the value of X; for j € Fixed have been fixed to 1'(j). This
means that the remaining values can no longer take the values in {h/(j) : j € Fixed}, but are free to take
the remaining values. O

We will now show an upper bound on p, ,». The bounds will depend on whether or not (s, ) € Fixed.

Claim 6.31. If (s',7') € NotFixed then py s < 7 +11),(U 1y < §eas ST

Proof. Let (s',r") € NotFixed. This intuitively means that X s/~ has not been fixed, and is therefore
unlikely to be predicted by C,.

More formally, we first note that for every (s,71,...,7,) € Z such that s # s/, and every v distinct
values Zg ..., Zsyr, € [(4], the distribution

!
X' = (X «expr3 | Xsp, =Tsryy.os Xspy = Tsr,)

satisfies that X, , is uniformly distributed over L\ {s,, ..., 25, }, which is a set of size at least |L| — v
(which by Claim 6.30 is atleast {4 —q- (v+ 1) —v > €4 — (¢ + 1) - (v + 1)). It follows that:
1

Pr [Co(¥(s),ax,, s -rax,,,) = X

X<—exprj

<
“la—(¢+1)-(v+1)
(This is because the expression of the left hand side is fixed).

We can now conclude that for random variables S # s’ and Ry, ..., R, that are chosen independently
of X, the inequality above also holds. More specifically, that:

1

< .
“la—(g+1)-(v+1)

Pr [Ca(w(S%aXs’Rlv' .. 7aXsva) = Xs’,r’ | S # 8/]

X <—exprg
(S,Rq,..., Ry)«Z

(N

This follows because having conditioned on {S # s’} (and using the fact that X and S are independent) the
probability above is a convex combination of the probabilities considered in the previous inequality.
We are now ready to prove the bound.

Ds' gt = Xe]i}t‘pr:s [{Ca(¢(5'), AXg Rryse - 7aXsyRU) = Xs’,r’} N {Xs/,r’ QI TC’} N {S 7& ‘9,}]
(S,R1,....;Ry)«Z

< P {Ca(8)axgn s axsn,) = Xow p 0 {8 # 5'}]

X<«—exprg
(S,R1,---, Ry)+Z

< Pr [Ca(w(S),axsle,...,aXS’Rv) = Xy | S#S/]

X <—exprg

(S,Rq,...,Ry)«Z
1
<
“la—(qg+1)-(v+1)
1

S Neca — NlO-cS—i-Q
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where the penultimate inequality follows from (7), and the final inequality follows for large enough N
because /4 = N4, g+1<t= N'"%andv < N. O

NlO'Cs+4
NC¢kTed *

Claim 6.32. If (s',r') € Fixed then py ,» < w7 +

Proof. Let (s',r") € Fixed. By Claim 6.30 this means that for X < exprs, Xy, is fixed to some value
Ty pr € [EA].

Ps' yr = X<—expr {Ca aXs,R17 - ’aXS,RU) = XS',?"’} N {XSIJ” ¢ TC} N {S # S/}]
(S,R1,.-+» Rv:))’eZ
S X%expr {Ca aXS,Rl’ o 7aXS,R'u) = Xslvr/} m {Xs/vrl g TC}]
(S,R1,--+» R;)i—z
< X<—expr5 Ca aXslea .. 7aX57RU) = xs’,r’} N {:Es’,r’ ¢ TC}])

< Pr [Ca(¥(S)axgp, s+ X5 R,) = Ts ],

where we can assume that zy ,» & T( (as otherwise the probability is zero). We recall that by the definition
of T (Definition 6.18), we have that:

1
Y],y &Eg‘ﬁr[m] [Ca(¢(S)7 ayy, ..., Qy,) = xs’,r’] < New '
5+{0,1}Cklog N

The difference between the two considered probabilities is that:

e In the first one the indices of @ are Xg R, , ..., Xg g, Where X < exprs, (S, R1,...,R,) < Z. Let
us denote this distribution by Q1, ..., Q..

e In the second one the indices of a are Y1,...,Y, % [{4].

Let n > 0 be the statistical distance between )1, ..., @, and Y7, ..., Y,. It follows that:

pslﬂ,/ S X{fl:;{'pr?) [Ca(w(S), aXS,Rl Sy aXS,Rv) = .fs/”,/]
(S,R1,....,Ry)Z

< Pr o [Ca(W(S)av,- - cay) = 2]
Yi,eees Yy = [£a]

5{0,1}%k o8 N

< Ner +n.
It remains to bound 7). For this purpose, we will introduce a hybrid distribution Y7, ..., Y, pis [L].
e Let 7 be the statistical distance between Q1,...,Q, and Y{,... Y, .
e Let 1 be the statistical distance between Y/, ...,Y, and Y7,...,Y,.
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To bound 7; we notice that for every choice of (s,r,...,7r,) € Z such that for every i € [v], (s,7;) €
NotFixed, by Claim 6.30, the distribution of X ,,,..., Xs,, for X < exprs is identical to Y/, ... Y.
This means that:

< p Ji e . (S.R;) € Fixed
= (SRL ,II'?U)ez[ ! [’U] § ( ) ) 1Xe ]

< P S, R;) € Fixed
Z S s [(S, R;) € Fixed]
; |F1xed]

= ‘
N10-03+3

S “Nerted

where the last inequality follows because v < N, |Fixed| < ¢- (v +1) < t- N? < N10e+2 and
0 = N¢tced,

To bound 72 we observe that both distributions Y7, ..., Y, and Y3,...,Y, are chosen without replace-
ment but from different sets. The former chooses from L C [£4] (which by Lemma 6.30 is of size at least
4 —q-(v+1)) and the latter chooses from [¢ 4]. Therefore the statistical distance 7 is bounded as follows:

m<  Pr [Fiev]:Y;e[ls\ L]
Y1, Yo 4]

< Pr Y; € [lal\ L
Z-;Mm, ,YU‘YE[M[ At

g (v+1)
< I
N10~cs+3
< 77
S TNea
where the last inequality follows because v < N,q <t < N 10-¢s and ¢4 = N°¢A. Overall, we get that:

- - NlO-cs+3 N10~cs+3 - N10~cs+4
n=m + n2 = Nck+ed + Nca — N¢ktca )

where the last inequality is using the requirement that N4 = {4 > ¢ = N¢T¢d, 0

Putting everything together, we get that:

P
WP WX 2 =1= Y pey
Z«Z (s',;red
= Z Ds’ v + Z DPs !
(s’,r")ENotFixed (s',r")€Fixed
1 1 N10-05+4

+q.(v+1) ' (NcH T Nck+ca )

1 N10~cs+4
+ )
NcH Nck +cq

<t Nca — N10cs+2
NCk+Cd
<
— Nca — NlO-cs—i-Q
N~
3

+ NlO-cS+2 . (

<
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where the first inequality follows from Claim 6.31 and Claim 6.32, the penultimate inequality follows be-
cause / = N%1¢ y < N and g < t = N!0 and the final inequality follows from the requirements of
Lemma 6.10.

7 A Monte-Carlo construction of stochastic codes for poly-size circuits

In this section we prove our main result, providing an explicit Monte-Carlo construction of stochastic codes
for poly-size circuits, proving Theorem 1.1. We start by restating the theorem in a more precise way:

Theorem 7.1 (Explicit stochastic codes for poly-size channels). For every constants p < %, ¢ > 1, and for
every sufficiently small constant € > 0, there exists a constant d, such that for every sufficiently large N,
there is a Monte-Carlo stochastic code for thév © with:

® Rate R>1— H(p) —e.

o Success probability 1 — ﬁ

o N9 bits of Monte-Carlo randomness.

1
Nes

e Monte-Carlo error
Furthermore, the Monte-Carlo construction is explicit.

Recall, that a Monte-Carlo explicit construction means that there is a pre-processing stage in which a
uniform string y of polynomial length N¢ is chosen, and hardwired (once and for all) to the encoding and
decoding algorithms (Enc, Dec). It is guaranteed that with probability 1 — A}C over the choice of y, the
%. Furthermore, Enc and Dec

algorithms (Enc, Dec) form a stochastic code for thév “ with success 1 —
run in time N¢,

In the remainder of the section we prove Theorem 7.1 (recall that an overview of this proof is given in
Section 2). In Section 7.1 we present our construction. In Section 7.2 we compare our construction to those
used in previous work. The proof is given in Section 7.3.

7.1 The construction

In this section we present our construction of stochastic codes for bounded channels. The construction is
detailed in Four figures: Figure 1 lists parameters, Figure 2 lists ingredients that we use, Figure 3 describes
the encoding algorithm, and Figure 4 describes the decoding algorithm.

We start with some notation and definitions. We remark that an intuitive explanation of the construction
appears in Section 2.

Partitioning codewords into control blocks and data blocks. The construction will think of codewords
c € {0, l}N as being composed of n = N1 + Ndata blocks of length b = N/n. We specify the precise
choices of n, b, Nctyl, Ndata in Figure 1.

We now set up some notation. Given a subset I C [n] of n., distinct indices, we can decompose ¢ into
its data part cqaia € {0, 1}Naata=ndatab and its control part ¢y € {0, 1} Vewi=netn1 b Similarly, given strings
Cdata and cey] We can prepare the codeword ¢ (which we denote by (cgata, cCtrl)I by the reverse operation.
This is stated formally in the definition below.
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Figure 1: Parameters for stochastic code

In this figure we make some of the parameter choices for the construction of Theorem 7.1.
We are given constants:

e 0<p< i - The fraction of errors we need to recover from.

e ¢ > 0 - We will construct a stochastic code Enc with output length N, and rate R > 1 — H(p) — e. We assume

that e > 0 is sufficiently small in terms of p.

e ¢ - We are aiming to construct a stochastic code for circuits of size N¢ with success 1 — v for v = A}c .

Other parameters that we choose:

e N - The length (in bits) of the codeword. Throughout, we assume that N is sufficiently large, and that other
parameters are chosen as a function of N.

e Letb = ¢ - log N, where ¢y, is a constant that we choose later in Figure 2.

e Letn = N/b. We split the N output bits of the codeword to n blocks of length b.

o Let ney; = n%! be the number of “control blocks”, and Ngats = 7 — Nty be the number of “data blocks”.
o Let Netyt = b ncer1 and Naata = b - Ndata. (Note that: n = ncen + ndata, IV = Netrt + Naata)-

e Let ¢y > 1 be a sufficiently large universal constant that we will choose in the proof of Theorem 7.1.

We use these choices to choose ingredients (a sampler, a PRG, a pseudorandomly chosen permutation, a control code, and
a BSC code) that will be used in the construction. This choice is made in Figure 2.

Definition 7.2 (Data and control portion of a codeword). We view strings ¢ € {0,1}" as composed of n
blocks of length b = N/n, so that ¢ € ({0,1}°)", and c; denotes the b bit long i’th block of c.
Let I = {i1,...,in,,} C [n] be a subset of indices of size Nty

o Given strings cqata € {0,1}Vdata and ceiy € {0,1}Netrl we define an N bit string ¢ denoted by
(Cdatas Cetr1)! as follows: We think of cqata, Cetrl, € as being composed of blocks of length b (that is
Cdata € ({0, 1}0)data ey € ({0, 1}0)et1 and ¢ € ({0,1}°)"). We enumerate the indices in [n] \ I

(Cetr))k  if € = iy, for some k;

(Cdata)k  if € = ji for some k

e Given a string ¢ € {0,1}" (which we think of as ¢ € ({0,1}°)") we define strings ci_,., cL | by

\=crandcl,, = c|n)\1, (namely the strings restricted to the indices in I, [n] \ I, respectively).

by ji,- .., Jnga. and set cg = {

1
Cctr

We omit the superscript I when it is clear from the context.

7.2 Comparison of the construction to earlier work

Our construction builds on ideas from earlier work by Guruswami and Smith [GS16]. It also incorporates
ideas that were introduced later in [SS21a, KSS19, SS21b], as well as several key new ideas.

Loosely speaking, the construction imitates the list-decodable codes of Guruswami and Smith [GS16]
and then applies additional ideas to trim the list to a single candidate. We have already described our high
level approach for trimming the list in Section 2. Our approach of using evasiveness for discarding incorrect
candidates S; that are uncorrelated with S is inspired by the recent work of Shaltiel and Silbak [SS21b]
on codes for small space channels. However, in [SS21b] channels are significantly weaker, which leads
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Figure 2: Ingredients for stochastic code

In Figure 1 we specified parameters that are used by the construction. More specifically, when given constants p, €, ¢, and
a specified codeword length N, we have chosen parameters n, b, ncty1, Ndatas [NVetrl, Vdata that were chosen as a function
of previous choices, and of constants ¢y, cg > 1, that were not yet specified. In this figure, we will specify the ingredients
that will be used in our construction, and choose c;. The constant ¢y will be chosen in the proof.

Parameter choices for applying Theorem 6.5: We choose a constant ¢; = ¢ + ¢ and will apply Theorem 6.5 with
¢s and ¢, = ¢4 to obtain a constant cg. At this point, Theorem 6.5 allows us to choose additional constants

1_ . .
Cyy Ck,Ce > 1and B > 0. We choose: 3 = 4Tp, ¢y = ¢s = c+co. We will choose ¢, and ¢, later on, and continue

with the consequences of Theorem 6.5 after this choice is made.

Ingredients:

BSC code: Let pgsc = p - (1 + {5). We apply Theorem 5.7 using ppsc, €/3, Naata, Cs + ¢ + co as choices
for p, e, N, c, respectively, to obtain a code. Theorem 5.7 gives an explicit Monte-Carlo construction of
codes, and we will use part of the polynomially many random bits of our Monte-Carlo construction to obtain
an encoding map Encpgc : {0, 1}#ssc-Naata — [ 1}Naata and a decoding map Decpgc : {0, 1}Vaata —
{0, 1} fesc-Nasea y{ fail}, for Resc = 1—H (psc) —¢/3. We can guarantee that with probability 1 — 154,
the obtained code satisfies the properties listed in Theorem 5.7. Theorem 5.7 also provides a constant D, such

that the encoding and decoding run in time N D We choose ¢. = ¢ + ¢ + D + ¢q.
11
mes ) mes

{0, 1}dsamp — [n]"et1, We indeed meet the condition that the number of samples n.¢,p = n%! > 2(logn)
By Theorem 3.6 we have an explicit construction with seed length dgamp = O(logn) = O(log N) (where
the hidden constat depends on earlier choices of constants).

Averaging Sampler: We use Theorem 3.6 to obtain a ( )-sampler with distinct samples Samp

0.1

PRG against circuits: We will use Proposition 3.3 to obtain a PRG. Theorem 3.3 gives an explicit Monte-Carlo
construction of PRGs, and we will use part of the polynomially many random bits of our Monte-Carlo
construction to obtain a function G : {0,1}%r¢ — {0,1}"°. We can guarantee that with probability
1 — f5ove the obtained function G is a 1=--PRG against circuits of size N, with dprg = O(log N)

(where the hidden constat depends on earlier choices of constants). We will sometimes view G as a function

that outputs only Ng,t, bits by truncating the output to length Ngata.

Pseudorandomly chosen permutation: Let 7¢ : {0, 1}9PR¢ X [Ngata] — [Naata) be the function defined in
Definition 3.4.

Length of control string: Let ¢ = max(dpra, dsamp)- Let £ = 3 - ¢’ and let ¢, > 1 be a sufficiently large
constant so that £ < ¢ - logn. This means that we can w.l.o.g. have that deump = dprg = ¢'. This
choice is made so that a “control string” (that will consist of three seeds for G, 7 and Samp) have length
{=ck-logN.

SS-non-malleable code: Having chosen ¢, and ¢, we can now continue choosing parameters in the application
of Theorem 6.5. We can continue the application of Theorem 6.5 and conclude that by Theorem 6.5 there
exist constants ¢, ¢, such that we can obtain a code Encegy : {0, 1}6# 108N x {0, 1}calos Ny £ 1}ev-log N
that satisfies the properties guaranteed in Theorem 6.5. In particular, we will choose the parameter v to be
Netrl, and the function ¢(s) = (Samp(Ssamp), 75 ' G(spra)). Note that Theorem 6.5 only gives an ex-
plicit Monte-Carlo construction of the code (Encet,1, Deccty1). However, we are shooting for a Monte-Carlo
construction and we will use part of the polynomially many random bits of our Monte-Carlo construction
to obtain the code (Enceg1, Decegr1). We can guarantee that with probability 1 — N~(¢) > 1 — 1 the
obtained code satisfies the properties listed above. Finally, we set d = ¢4 - log N.
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Figure 3: Encoding algorithm for stochastic code

Preperations: In this figure we use the parameters and ingredients of Figures 1 and Figure 2 to define the stochas-
tic encoding map. The encoding map will encode messages of length Rpsc - Ndata, and will output words
of length N. This gives that it will have rate R = % The stochastic encoding map and will use a
seed of length £ + nyy - d.

Definition: We define Enc : {0, 1}7N x {0, 1}¢+nenrd — 10 1}V as follows:

Input:

e A message m € {0, 1}RBsc-Ndata'
e A “random coin” for the stochastic encoding that consists of: a string s = (Ssamp, S«, SPrg) and

T1y ooy Tngn € {0, 1}4, where Sgamp; Sx, sSPRG € {0, 1} sothat s € {0,1},
Output: A codeword ¢ = Enc(m; (s,r1,...,7n,,,,)) of length N.
Operation:
Determine control blocks: Apply Samp(ssamp) to generate control = {i1,...,i,,,} < [n].
These blocks will be called “control blocks”, and the remaining ngat, blocks will be called
“data blocks”.

Prepare data part: We prepare a string cqat, of length Ny, as follows:
e Encode m by z = Encpsc(m).
e Generate an Nq,¢, bit string y by reordering the Ny,t, bits of the encoding using the (inverse
of) the permutation 7, _(-) = 7% (s, -). More precisely, y = 7, (z) = 7, ' (Encggc(m)).
e Mask y using PRG. That is, Caata = ¥ ® G(spra) = 7, (Encgsc(m)) & G(spra). (Here
we truncate the output of G to length Nya4,).
Prepare control part: We prepare a string c.¢; of length N, (Which we view as n.,1 blocks of
length b) as follows:

L (Cctrl)j = Encctrl(sa Tj)-
Merge data and control parts: We prepare the final output codeword ¢ € {0,1}" by merging
Cdata and Cetr1. That is, ¢ = (Cdatas Cetrt) “"

to different considerations, as channels are sufficiently strong to run decoding algorithms for some of the
components.

The use of SS-non-malleability and evasiveness will dictate that we need to modify the “list-decoding
part” of the construction. Let us point where our construction deviates from that of Guruswami and Smith
[GS16].

Using SS-non-malleable codes: We use the SS-non-malleable codes of Theorem 6.5 as control codes. This
will be crucial for discarding candidate control strings S; that are correlated with S (as we have
already explained in detail in Section 2). This use comes at a cost. We are forced to use control
strings of length ¢ = O(logn). This is much shorter than what was used by previous work [GS16,
SS21a, KSS19, SS21b]. Consequently, we have to modify the construction in order to accomodate
this requirement.

e We can no longer use polylog(n)-wise independent permutations, as sampling such a permu-
tation requires w(logn) bits. We will instead use the pseudorandom generator G to sample a
permutation that is pseudorandomly chosen, but does not have the information theoretic proper-

62



Figure 4: Decoding algorithm for stochastic code

Definition: We define Dec : {0, 1}" — {0, 1}V U { fail} as follows:

Input: A “received word” v € {0,1}V.
Output: A message m € {0,1}N or fail.
Operation of decoding algorithm: On input v € {0, 1}":

Compute control candidates: For i € [n], let 5; = Decc,1(9;). (Here v; is the ’th block of 7).
Let candidates = {3, : i € [n]}.

Compute valid candidates: We say that 5 is successful, if when computing the procedure
DecodeUsingCandidate(5) (that is defined below) we obtain m(3) # fail.

Output message: If there exists a single s* € candidates that is successful, output 7 (s*). Other-
wise, output fail.

Internal procedure DecodeUsingCandidate: On input 5 € {0, 1}* (which we think of as a candidate for
the control string) this procedure works as follows:

Determine control blocks: Apply Samp(Ssamp) to generate control = {iy,...,ip,,, }. Compute

5 __ scontrol
Udata = Uqata -

Unmask PRG: Compute § = Tqata ® G(Spra). (Here we truncate the output of G to length Ngata).

Reverse permutation: Let = be the Ng,¢, bit string obtained by “undoing” the permutation. More
precisely, let 75_(-) = 7% (35, ), and let Z = 75_() = 75, (Vgata © G(5pra))-

Decode data: Compute m = Decpsc(Z).

output: We use m(5) to denote the answer m when DecodeUsingCandidate is applied on 5.

ties of polylog(n)-wise independent permutations. See discussion in Section 5.2. This creates
some complications, as we will need to balance the running times/sizes of pseudorandom com-
ponents carefully, so that each one is pseudorandom against the next one.

e We also need to use a sampler with improved parameters, and a tighter analysis.

e We are not able to use the control code as an inner code in a “bigger code” as was done in
[GS16, SS21a]. This pushes us to change the number of control blocks 7., to be much smaller
than the number of control blocks used in earlier works, and requires more care.

Using codes for BSC,, that are evasive for thgcz We use the evasive codes of Theorem 5.7. This is cru-
cial for discarding control strings S; that are not correlated with S (as we have already explained in
detail in Section 2). This use comes at a cost, as the decoding of this code is less efficient than codes
that were used earlier, and we need to be careful and arrange that the pseudorandomness properties of
G and Enc,) are against circuits which are sufficiently large to compute this decoding algorithm.

More specifically, the running time of the encoding and decoding algorithms Encggc, Decpsc is N7,
where D is not a universal constant, but rather a constant that depends on other parameters (See Figure
2). This will create complications, as we will want certain pseudorandomness properties to hold with
respect to circuits of size N, and will have to make sure that we choose constants and parameters in
an order that allows this.
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7.3 Proof of Theorem 7.1

This section is devoted to proving Theorem 7.1, and show the correctness of the main construction.

The setup: Throughout the remainder of the section, we fix the setup of Theorem 7.1. Specifically, let
0<p< %, ¢ > 1 be constants, and let ¢ > 0 be a sufficiently small constant. We use these choices to set
up the parameters and ingredients as explained in Figure 1 and Figure 2. The choices in Figure 1 allow us
to choose a universal constant ¢y > 1 that we will choose later. Let /V be sufficiently large. We set v = z\}c
to be the required error parameter.

We are using three ingredients that are obtained by a Monte-Carlo construction. More specifically, as ex-
plained in Figure 2, we use a Monte-Carlo construction to choose (Encpsc, Decpsc), G and (Encegyy, Decegy).
All Monte-Carlo constructions are explicit and have Monte-Carlo error that is smaller than ﬁ. Therefore,
by a union bound, we can assume that following their choices, the code (Encpsc, Decpsc), the function G
and the code (Encet,1, Decety) satisfy the properties listed in Figure 2.

Let Enc : {0, 1}2 x {0,1}+7eed — L0, 1} and Dec : {0,1} — {0, 1} U {fail} be the
functions specified in Figures 3 and Figure 4 using the ingredients and parameter choices in Figure 1 and
Figure 2. Overall, by construction, the algorithms (Enc, Dec) run in time polynomial in n.

Bounding The Rate. By Figure 3, the rate R of Enc is given by:

_RBSC'Ndata
= N
~ (1—H(pesc) —5) - (1 — ) - N
N N

€ € €
>(1—H(p) — — — - - —
> (1= H(p) - 15— 5)- (1 - 1)
Zl_H(p)_ea

where the third line follows because n¢,; = n%!, and using Equation (3) from Section 3, we have that:

€ €

H =Hp-(14+—=))<H —.

(pBSc) (p-(1+35) = Hp) + 15

Road map for arguing the correctness of decoding. The main part in proving Theorem 7.1 is showing

that the decoding algorithm is correct. The remainder of this section is devoted to this proof, and in this
section we give a roadmap of this proof.

The setup:

e Letm € {0, 1} be a message.
o Let C': {0,1}" — {0,1}" be a channel in Ckt)"

We will keep these choices of m, C' fixed throughout this section.

We need to show that w.h.p. the message m is decoded correctly when applying encoding, channel
and decoding. We will refer to this experiment as the encoding/decoding experiment, and will denote it by
expr®d(m, C). In this experiment, S € {0,1}* and R € ({0, 1}%)"et are chosen uniformly at random.
Z = Enc(m; (S, R)) is the codeword, E = C(Z) is the error pattern chosen by the channel, V = Z & E
is the received word given to the decoding, and M = Dec(V) is the message returned by the decoding. We
use the convention that capital letters denote the random variables associated with small letters used in the
construction, and a complete specification of experiment expr®® (m, C) is given in Figure 5.
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Figure 5: The encoding/decoding experiment expr®d(m, C).

Parameters: A message m € {0,1}/*N and a channel C' € Ckt"

Encoding phase: Choose uniformly at random S € {0,1}* and R € ({0, 1}¢)"e%1, and let Z = Enc(m, S, R).
More specifically, divide S into three parts of length ¢/ = £/3, so that S = (Ssamp, Spra, Sx) and perform
the following:

CONTROL = {I; < ... < I, } = Samp(Ssamp)-

We denote the elements of [n] \ CONTROL by {W1,...,W,,...}.
z = Encpgc (m)

Y = 71'5: ().

Z € {0,1}" is defined as follows:

ZCONTROL Y o) G(SPRG)

ZS?{VTROL is defined as follows: for every j € [nce), Z1, = Enceen (S, R;).

Channel phase: Let E=C(Z)andV = Z @ E.
Decoding phase: Let M/ = Dec(V'). More specifically:

Compute candidates:

e Foreveryi € [n],let S; = Dece1(V;).
e Let CANDIDATES = {S; : i € [n]}.

Decode using candidates: For every § € CANDIDATES, compute DecodeUsingCandidate(s), more
specifically:

Let CONTROL(S) = Samp(Samp) and compute Viaea(5) = V/(5)GONTROL,
Let Y (5) = Vaata(5) © G(5pra)-

Let X (5) = ms, (Y(3)).

Let M(g) = DeCBsc(X( ))

Compute valid candidates: For every s € CANDIDATES, determine whether § is successful, that is, if
M(5) # fail.

Output message: If there exists a single § € CANDIDATES that is successful, we denote it by S* and
the final output is M = M (S*), otherwise we set S* = fail and M = fail.

In order to complete the proof of Theorem 7.1 we need to show that the probability that the decoded
message M is equal to m is large. More precisely, that:

Pr [M=m]>1-w (8)
expred(m,C)
Recall that in the experiment, every candidate control string § € CANDIDATES is used to produce a
candidate message M (5).

The correct control string is one of the candidates. We first claim that w.h.p. the correct control string .S
is in CANDIDATES and that when decoding using this candidate we obtain the correct message m. (Loosely
speaking, the earlier work of [GS16, SS21a] that obtained list-decoding, stopped here, and outputted the list
of messages {]\_4 (5) : 5§ € CANDIDATES }). The next lemma is stating that this list indeed contains the
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original message m.

Lemma 7.3 (The correct control string is one of the candidates).

Pr  [S € CANDIDATES and M(S) =m] > 1—v/2.

expred(m,C)

Loosely speaking, this is supposed to follow by the correctness of the list-decoding algorithm of [GS16]
(with modifications in [SS21a, KSS19]) which guarantees that the correct candidate control string appears
in the list CANDIDATES, and that when decoding with this candidate, the original message m is obtained.
We explain the technique of previous work [GS16, SS21a, KSS19, SS21b] and prove Lemma 7.3 in Section
7.3.3. The argument is very similar to that used in the aforementioned previous work, but one has to be more
careful, because of the reasons explained in Section 7.2.

All incorrect candidates are unsuccessful. The main contribution of this paper is that we achieve unique
decoding. That is, we will show that w.h.p. only the candidate S is successful. Meaning that our decoding
algorithm has that w.h.p. S* = S (and we identify the correct candidate). This is formally stated in the next
lemma.

Lemma 7.4 (Only the correct candidate survives).

Pr [S"=85]>1-v/2.
expred(m,C)
Together, Lemmata 7.3 and 7.4 imply that with probability at least 1 — v, we have that S* = S and

M = M(S*) = M(S) = m. This means that (8) holds, and the correct message is decoded with probability
1 — v, concluding the proof of Theorem 7.1.

The argument for proving Lemma 7.4. We now explain how to prove Lemma 7.4. We will first use the
SS-non-malleability of Enc,] to prove the following lemma:

Lemma 7.5 (Using SS-non-malleability). There exists a set H C {0, 1}1°8 N of size at most N°#+1 such
that:
Pr [Gie(n]:S ¢ HU{SYU{fail}] < N1,
expred (m,C)

The proof of Lemma 7.5 appears in Section 7.3.1, and implements the intuition regarding SS-non-
malleability explained in Section 2.3.

Next we will use the evasiveness property of Dec to show that for every fixed 5 € {0,1}¢'1°6 N the
probability that the procedure DecodeUsingCandidate(s) will not fail is small, where the probability is in
expr®d(m, C).

Lemma 7.6 (Using evasiveness). For every fixed 5 € {0, 1}¢+108 N,

Pr  [DecodeUsingCandidate(s) # fail] < N~(cateteo),
expred (m,C)

The proof of Lemma 7.6 appears in Section 7.3.2 and implements the intuition regarding evasiveness
explained in Section 2.3.

Putting the two lemmas together, we conclude that it is unlikely that there exists i € [n] such that S; is
successful, and S; # S. This is done fortmally in the next claim.
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Claim 7.7.

ldD(r )[Eli € [n] : DecodeUsingCandidate(S;) # fail, and S; # S| < v /2.
expred(m,C

Proof. Let:

P = Pr  [3i € [n] : DecodeUsingCandidate(S;) # fail and S; # S].

expred(m,C)
‘We have that:

P< Pr [Fien:S¢HU{StU{fail}]+ Pr [3I5€ H : DecodeUsingCandidate(3) # fail]

expred(m,C) expred(m,C)

< N~(es=h) 4 Z Pr  [DecodeUsingCandidate(s) # fail]

expred (m,C)

IN

IN

N—(es—1) + NCH+1 . N—(cateteo)
v
2

where the second inequality is by Lemma 7.5, the third inequality is by Lemma 7.6, and the final inequality
follows because v = N ¢, and we have chosen c; = ¢ + ¢, and we can choose cg to be sufficiently large
so that the inequality holds. O

We are now ready to prove Lemma 7.4.

Proof. (of Lemma 7.4) By Lemma 7.3 we have that:

E’(r C)[Eli : §; = S and DecodeUsingCandidate(S;) = m # fail] > 1 —v/2.
expre¢(m,

Combining this with Claim 7.7 we have that except with probability v, we have that in expr®d(m, C') the
two events below occur:

e {Ji€c[n]:S; =5andS; is successful }.
e {Vi € [n]: either S; = S or S; is not suceessful }.

When these two events occur, we have that there is a unique § € CANDIDATES that is successful, and
S*=5=25. O

This concludes the proof of Theorem 7.1. It remains to prove the lemmas that appeared inside the proof,
and this is done in the next sections.
7.3.1 Using SS-non-malleability: Proof of Lemma 7.5

We need to define a set H C {0, 1}1°8 NV of size N°#+1, We will use the channel circuit C' to define n
adversaries C', ..., C™ for the SS-non-malleability property of Encc,. Recall, that any such adversary C*
to the SS-non-malleability is expecting to receive input of the form:

P(S), Ence1(S, R1), - . ., Encen (S, Ry),
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for a uniformly chosen S < {0, 1}¢'°6 N Intuitively, such an adversary is trying to produce a string that
will be decoded by Decy, to a string S’ # S that is “correlated” with .S. In our setting, we have chosen
V = Netr] and

Y (s) = (Samp(Ssamp), 77;}, G(spra))-

We now define the adversary C*:
Definition 7.8. For every i € [n], we define a function C* as follows:

Input: The adversary C' receives:

o Ny distinet indices {i1, ... ,in,, } C [n]. (This is supposed to be Samp(Ssamp))-
® Nyata distinct indices {j1, ..., jNyat © [Ndata). (This is supposed to be a description of the
permutation 7T§7r1 which is given by j; = 7, (i)).

o Astring g € {0, 1}Ndata_ (This is supposed to be G(Sprg)).
® U = Nty SIrings ei, . . ., ey. (These are supposed to be Ence;1(S, R1), . . ., Encetn (S, Ry)).

Operation: The adversary C* is hardwired with the fixed message m, the fixed string Encgsc(m), and the
circuit C. It will act as follows:

Simulate an encoding: Note that if the inputs to C* are as intended, then C* can prepare z =
Enc(m; (S, Ry, ..., Ry)) by following the same procedure that Enc uses. (A key observation is
that C* does not need to compute Ence, mq, Samp, G or Encggc. Therefore, simulating the
encoding can be computed by a circuit of size N for a universal constant c1).

Simulate the channel: The adversary will compute e = C(z) and v = z & e. (This is what the
channel C does on the encoding, and if the inputs to C* are as intended, then this is a simulation
of V from expr®d(m, C)).

Output the i’th block: Output v;. (If the inputs to C* are as intended, then this is a simulation of
V; from expr®d(m, C)).

We record the following obvious properties of the adversary C*:

Claim 7.9. There exists a universal constant ¢y such that For every i € [n], C' is a circuit of size N+ N,
and furthermore:

o Let S,Ry,..., R, be chosen as in expr®d(m, C). For every i € [n], if C" receives the input:
7,0(5), EDCCtrl(S, R1)7 ceey Encctrl(S7 Rv)a

then it outputs V;.

e [n particular, it follows that the decoded control block in the decoding process in expred(m, C) is:

gi == Decctrl(ci(d}(s)a Encctrl<57 Rl): cee 7Encctrl(57 Rv)))

Recall that we have chosen c; = c+ cg. We will choose the constant cg to be sufficiently large so that the
size of C is bounded by N¢. This means that using the SS-non-malleability property of the code Ency
we have that for every i € [n], there exists a set Hoi C {0, 13198 N with |Hi| < N°H, such that

Pr [Dec(CH(S). Enceun(S. B).. ... Encean(S. Ry))) & Hor U (S} U {fail}] < N~
S+{0,1}°k 08
Ry M,R,U<_{0’1}Cd‘logN
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and recall that we have chosen ¢, = cs. By Claim 7.9, we get that for every i € [n]:

Pr [S; ¢ Hoi U{S}U{fail}] < N~%.
expred(m,C)

We define:
H=|J He:.

i€[n]

It follows that |H| < n - N4 < N°H 1 and by a union bound over the n < N choices for i € [n], we get
that:

Pr [Fic[n]):5¢HU{SYU{fail}] <Y Pr [5 ¢ HeiU{S}U{fail}]

expred(m,C) expred(m,C)

1€[n]
<n-N"%
< N,

and Lemma 7.5 follows.

7.3.2 Using evasiveness: Proof of Lemma 7.6

Fix some 5 € {0, 1}¢1°¢ N We are interested in the operation of DecodeUsingCandidate(5). The output of
DecodeUsingCandidate(s) can be viewed as the following function of the “codeword” z as follows:

Definition 7.10 (The function Cs). We define a function Cs : {0,1}Y — {0,1}. On input z € {0,1}V,
Cs(z) acts as follows:

Simulate channel: Compute e = C(z), and v = z & C(2).

Simulate DecodeUsingCandidate(s): Simulate the operation of DecodeUsingCandidate(s) on v. More
precisely, perform the operations “Determine control blocks”, ”Unmask PRG” “Reverese Permuta-
tion” and “Decode data”, precisely as described in the description of DecodeUsingCandidate that
appears in Figure 4. If the procedure DecodeUsingCandidate outputs fail, then output 1, and other-
wise output zero.

This definition is made so that:

Pr  [DecodeUsingCandidate(s) = faill=  Pr [C5(Z) =1]. )
expred(m,C) expred(m,C)

An important observation is that Cs does not need to compute Decct,;. We also point out that as S is a
fixed string, an implementation of C§ by a circuit, can be hardwired with Samp(Ssamp). G(5prc) and s, .
This means that C5 does not need to compute the functions Samp and (. The only nontrivial computation
performed by Cj is applying C' and applying the algorithm Decpgc. The former is computable by a size
N¢ circuit, and the latter is computable by a circuit of size N (where D was chosen in figure 2). We have
made sure to choose ¢ > D + ¢ + cp, where ¢y is a sufficiently large constant. We can conclude that by
choosing cg to be sufficiently large:

Claim 7.11. Cs is a circuit of size at most N3,

69



We will also need the following claim:

Lemma 7.12 (Pseudorandomness of encoding). For every message m € {0, 1}V, sampler seed Ssamp €
{0,1}" and permutation seed s, € {0,1}*, let V. = Enc(m; (sx, Ssamp> SPrG> R1,- -+ Rn,,,,)) be a
random variable (defined over the probability space where Sprc, R1,- -+ , Rp,,,, are chosen uniformly and
independently). V is N~ (¢<=3)_pseudorandom for circuits of size N3,

Proof. We assume for contradiction that there exists a circuit D of size N3
|Pr[D(V) = 1] — Pr[D(Uy) = 1]| > N~(¢73),
We will prove that one of the following holds:

e There exists a size N circuit C : {0, 1}Naata — {0, 1} such that:

| Pr(C(G(Spra)) = 1] = PriC(Uny,.) = 1] > N7*.

e There exists 2’ € {0, 1}¢ and a size N circuit C : {0,1}* — {0, 1}, such that:

| Pr[C(Encen (2, Uy)) = 1] — Pr[C(Uy) = 1]| > N~

This suffices, as the lemma follows by the pseudorandomness properties of the G and Encet,.

We now prove that one of the two items hold. We partition V into V' = (Vjata, ch)samp(ssamp).
We have that D distinguishes V' = (Vgata, Vetrl) from Uy = (Uqata, Uctrl) With probability greater than
N—(e=3) wedoa hybrid argument and consider the hybrid distribution H = (Vgata, Uctr1)- It follows that:

e Either D distinguishes H from Uy with probability N~ (¢<=3) /2,
e or, D distinguishes H from V with probability N ~(¢=3) /2,

In the first case, we have that Vg.t, and Ugy,) are independent, and an averaging argument gives that
there exists a fixed value v/, ;, such that D distinguishes (Uqata, Vl,) from (Vgata, vl,,,) With probabil-
ity N—(¢=3) /2, This gives that there exists a size N3 circuit C : {0,1}dat= — {0, 1} such that the first
item holds.

In the second case, we have that m and s, are fixed and therefore the string y = W;TI (Encpsc(m)) used
in the encoding algorithm is also fixed. The encoding algorithm computes the data part by xoring y with
G(Sprg) and therefore Viata = G(Spra) @ y. By an averaging argument, there exists a fixing spp such
that(D di)stinguishes ((G(spra) ®Y), Uctn) from (((G(spre) @ Y), Vetrl)|SPRG = Spr) With probability
N —(ce=3 /2'

We get that there exists a size N3 circuit C’ : {0, 1}"e1"d — {0, 1} such that D’ distinguishes Uy

from V() = (Ven| SprG = Spray)-

Recall that the encoding procedure prepares the j’th block of the control part cct,1, by Encegn (s, 75).
Having fixed Sprg = Spp(; the only random variables that remain unfixed in V7, ; are Ry,..., Ry, ..
This means that there exists s' € {0, 1} such that (V%) = Encee(s’, Rj) and in particular, the ncy
blocks are independent. We have that D’ distinguishes V7, ; from Uc,1 with probability N —(¢c=3) /2, and

by a standard hybrid argument, there exists a circuit C' of size N°~3 such that C' distinguishes ( )i =

N_(ced) > N ¢ and the second item follows. O

Encey(s’, Rj) from uniform with probability o
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In particular the encoding Z in expr®d(m, C') in which Ssamp, 9= are chosen uniformly, is also pseudo-
random. This implies that:

Pr  [Cs(Z) =1] = Pr[Cs(Uy) = 1]| < N~(c73), (10)

expred(m,C)

The input string z € {0, 1}" to Cs can be divided into its control and data parts, using I = Samp(Ssamp)-
Recall that we use thrl and zéata for these two parts, and omit I when it is clear from the context. We will
now consider a version of C in which the control part is already fixed, and only the data part is given as

input.

Definition 7.13. Let I = Samp(Ssamp)- For every w € {0, 1}Netr, we define Cs,, = {0,1}Ndata — {0,1}
by:
Cs(z) = C((w,2)").

This definition is made so that for every y € {0,1}", Cs(y) = Csy...;(Vdata). Note that for z €
{0, 1}Naata | we can view the operation of Cs () as follows:

¢ In the “simulate channel” step, z is modified by a size N¢ channel
Cw(2) := C((w, 2) ) qata

to produce Vqata.

Note that C,, is a channel that induces pN errors, and the size of C, is bounded by N¢ + N¢ for a
universal constant c¢;. Therefore, as ¢; = ¢ + ¢g for a a sufficiently large constant, we have that the
size of ', is bounded by c;.

e in the “simulate DecodeUsingCandidate(s)” step, we perform the following:

— Unmask the PRG: § = 0gata @ g, for the fixed string ¢ = G(Spra)-
- Reverse the permutation: & = 7(y) for the fixed permutation ™ = 75_.
— Decode the BSC code: m = Decpsc(Z).

This intuitively means that in the experiment Cs,,(Z), where Z <+ Uy,,,,, We come very close to
reproducing the evasiveness experiment of Section 5. More precisely, we can imagine a version of the
evasiveness experiment as follows:

e A channel C, (defined above) which is a circuit of size N that induces at most pN errors, is applied
on Z + Un,,,, to produce the corrupted word Vuia = Z & Cy(Z).

e The decoding algorithm Decpgc is applied on the corrupted word, and we check whether Decpgc
outputs fail.

The only difference between the latter experiment and our scenario, is that in our scenario there are two
intermediate steps between the two operations in the evasiveness experiment: The corrupted word Vg, is
xored with a fixed string g, and permuted using a fixed permutation . More precisely, Decgsc is applied
on 7(Vgata @ g) rather than on V,ga.

Intuitively, this difference is immaterial, because the two actions considered above (xoring with a fixed
string, and permuting with a fixed distribution) preserve the uniform distribution Uy, .., and therefore can
be ignored. A formal way to see this is that these two operations can be “hardwired” into the circuit C, as
follows:
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e Wedefine Z' = m(Z®g). Note that for Z < Uy, Z' is also distributed uniformly over {0, 1}Vdata.
e Fix some w € {0, 1}N ctrland let us denote C,, by D, in order to avoid clutter, and not carry w in the
notation. We define D’ : {0, 1}Ndata — {0, 1}Naata a5 follows:

D'(2) = n(D(n~ (<) @ g))-

We are assuming that C' € Ckt“, which gives that D outputs strings with Hamming weight at most pN.

Note that by definition, D’ also outputs strings with Hamming weight at most pN. The definition of Z’ and

D’ is made so that:
ZoD(Z)=nZog)orDr (n(Zog)Dyg))

(Zog)on(D(Z®g®y9))

m(Z @ g)®m(D(Z))

=m(Z®D(Z)®g)

m
s

In other words, we can imagine that the uniform random variable chosen in the evasiveness experiment is
Z' (which is also uniformly distributed over {0, 1}?Vdata), and that the channel is D’. We have that D' is a
circuit of size N which induces at most pN errors. Let us express pN as p’ - Ngata (because the fraction
of errors is measured as a precentage of the length).

N Netrl

€
' Nd ) 'Ndata =p- (1 + n ) ' Ndata < b (1 + E)Ndata = PBSC - Ndata-
ata

It follows that D’ € (}kté\]f;ss . is a circuit that cannot break the evasiveness of (Encpgc, Decpsc).

The distribution V' = Z' @ D'(Z’) is precisely the distribution 7(Z @ D(Z) @ g) that is obtained in the
experiment D(Z).

Therefore, by the choices made in Figure 2, using Theorem 5.7, that guarantees the evasiveness of

(Encpsc, Decpsc) against thgf; .» we can conclude that for every choice of w € {0, 1} Vet
Pr [C5w(Z2)=1]= Pr [Decgsc(n(Z @ D(Z)®g)) # fail]
Z<_UNdata Z<_UNdata
< Pr [Decgsc(Z' @ D' (Z")) # fail]

T 24Uy, Z'=m(Z9)

—(cs+cH+co)
S Ndata ’

where the first inequality follows by the definition of Cs ,,. The second inequality follows by the previous
discussion, and the third inequality follows by Theorem 5.7, and by the choices made in Figure 2. We are
finally ready to prove Lemma 7.6.

exprelz(rm,C) [DecodeUsingCandidate(s) = fail] = expr£{m7c)[Cg(Z) =1]
< Pr[Cs(Uy) = 1] + N~ (=3)
= Pr [Csw(Z) =1] + N~(e3)

WFUthrl ’ZFUNdata

<  max ( Pr [Cs5w(2) = 1]) + N(ee=3)
u)(—{(],l}thrl Z<_UNdata

S Ncg(tcas'i‘CH‘f'CO) +N—(c€—3)

< N*(CH+C+CO)’
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for large enough N, where the first line follows by (9), the second line follows by (10), the third line follows
by the definition of Cj ,,, and the last line by the choice of ¢, and because ¢5 > c¢, using that Ngata > N/2.

7.3.3 The correct control string is one of the candidates: Proof of Lemma 7.3

The proof of Lemma 7.3 is very similar to the corresponding proofs in earlier works [GS16, SS21a, KSS19]
that achieved list-decoding, rather than unique deocding. We cannot directly cite these proofs, as our con-
struction has some differences compared to the aforementioned previous work (and these differences are
necessary to make the unique-decoding go through). Nevertheless, the argument that we present here is
essentially identical to previous work, modulu these modifications.

Definition 7.14 (Milestone function). We define a function A : {0,1}* x {0,1}* x {0,1} — {0,1}
as follows: On inputs Ssamp, 5= € {0,1}* and e € {0,1}", A(Ssamp, 5x,€) outputs one iff there exists
i € I = Samp(Ssamp) such that wt(e;) < p + =, and
Decgsc(Encgsc(m) @ 7, (€ha)) = m.
We define Assmpy&T (e) = A(Ssamp, 5x; €).
A'is designed so that in the experiment expr®d(m, C):

e A(Ssamp, Sx, C(Z)) checks whether there exists a control block i € I = Samp(Ssamp) on which the
i’th block E; = C(Z); of the error vector E = C'(Z), has low weight. If this happens then:

Si = Decctrl( z) = Decctrl(Zi @ C(Z)z) - DeCCtrl(EnCCtI‘l(S7 Rz) @ E’L))

1_
will be correctly decoded to S. (This is because Decey,) can decode from 2 A >p+ ﬁ errors).

e Furthermore, that when continuing the decoding in expr®(m, C') using the candidate S; = S, the
original message m will be decoded. (Note that the noise pattern that is applied to Encpgc for fixed
e, during the decoding by Decpgc is indeed 75_(€)).

By this discussion we have that:

Pr  [S € CANDIDATES and M(S) =m] >  Pr  [A(Semp: Sr,C(2)) =1].  (11)

expred(m,C) expred (m,C)
On the other hand, the construction of Enc and Dec was set up so that, decoding is successful against

additive channels. This is stated next.

Lemma 7.15. For every e € {0, 1}V with wt(e) < p,

Pr [A(Ssamp7Sﬂ-, 6) = 1] Z 1— N_CS . N_(Ce—l).
Ssamp,Sﬂ—F{O,l}el

Proof. We will now analyze what happens in this scenario, where e € {0, 1}N is fixed, and Ssamp, Sr are
uniform.

To prove the lemma, we make the following definition. For every i € [n], let f(i) = wt(e;). By the
properties of the Sampler, we have that when choosing Ssamp < {0, 1}”, and taking {i1,...,0n,,} =
Samp(Ssamp ), the probability that

1

Tctrl

3 f(ij)>P+Nlcs

je[nctrl]
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is at most Nlcs . (This follows by the choice of parameters of the Sampler Samp in Figure 1 using Theorem

3.6). When this event occurs, there must exist j such that f(i;) = wt(e;;) < p+ =, and the first condition
in the definition of A is met.

We now show that the second condition is met w.h.p. over the choice of S; «+ {0, l}él. This is
essentially the scenario for which Decggc was designed (see Theorem 5.5 and Figure 1) of decoding from
a pseudorandomly chosen permutation. More precisely, the weight of e is p/V, and even if all the p/V ones
in e end up in eéata then the fraction of ones in the data part of e is at most:

pN
—p-

- =P = PBSC;
N t Tictrl

o 10

1—

where the last inequality holds for large enough NNV, by our choice that ne = n%! > N%9. In Fig-

UniPerm .
ure 2, we have set up the code (Encggc, Decpgc) to decode from Permy, o Ndata and because TS, 1S

pseudorandomly chosen (with error N ~¢), rather than uniformly chosen, we get decoding error
279(110‘09) + N e < N7(0671)7

for sufficiently large IN. Here, we make use of the fact that GG fools circuits of size N, and we have chosen
ce > D + co, This gives that for every fixing ssamp Of Ssamp, Decpsc (which is of size N Dy does not
distinguish between uniform and pseudorandomly chosen permutations.

Overall, by a union bound, we have that:

Pr [A(Ssamp, 571'76) = ]_] 2 1— N—Cs . N_(Ce—l)’
Zsampyzn%{ﬂ,l}ﬂ

as required. O

We would like to argue that Lemma 7.15 implies a bound in the scenario considered in (11). For this
purpose, we observe that for every fixed values ssamp, 5= € {0, 1}4/:

e The function T'(e) = As,,.....s» (C(€)) can be computed by a circuit of size N°~3. This is because for
fixed Ssamp, Sx» such a circuit can be hardwired with Samp(sgamp) and 7, and the only nontrivial
operations that such a circuit needs to compute are C' and Decggc which can be computed by circuits
of size N and NP (respectively). We have made sure to choose ¢, > ¢ + D + cq for a sufficiently
large constant cg, so that the total size of I" can be bounded by c. — 3.

e The distribution Z < expr®?(m, C') conditioned on the event {Ssamp = Ssamp, Sr = Sp}is N —(ce=3).
pseudorandom against circuits of size N 3. (We have already argued that this is the case in Lemma
7.12).

It follows that for every fixed values sgamp, 5= € {0, 1}”:

Pr [Assamp757r (C(Z)) =1 | Ssamp = Ssamp7 Sﬂ' = 877] - Pr[A

C(Un)) =1]| < N~(e=3),
expred (m,C) ( ( N)) ” >

12)

Ssamp,ST

We are now ready to prove Lemma 7.3. Let:

P= E(r C)[S € CANDIDATES and M (S) = m].
expre¢(m,

74



P> Pr [As,m.s.(C(Z)) =1]

" expred(m, Q)

B0 | B0 [A5005.(C(2) = 1| Sy = S 2 = 57

expred(m,C)
—(ce—3
Z Essamp,sﬁ%{O,l}f’ prrelj(rmc) [Assampysﬂ' (C(Un)) =1| Ssamp = Ssamp; S = sx| = N (e )]

—-F [Pr[Ag.n.s: (C(UR)) = 1]] = N~(c79)

Ssamp 757\'(_{071}Z/

= Pr [A(Ssamp, Sr, C(Up)) = 1] = N~(e=3)
Ssampysﬂ—(—{O’l}Z/

2 1— N~S — N—(ce—l) o N—(CE—3)
>1-v/2,

where the first line is by (11), the third line is by (12), the fifth line is by Lemma 7.15, and the final inequality
is because ¥ = N ~¢ and we can choose the constant ¢y so that ¢ and c. — 3 are larger than c.

8 An analysis of random stochastic codes

In this section we prove Theorem 1.2, showing that a random stochastic code with rate approaching 1— H (p)
is good against any class C C Ham, which contains “few” channels (where “few” means 220(n>). One

example is the class thgc (or even thgo(n)).

We stress that this is not obvious, and was not known before. We also stress that this result by itself
does not imply an explicit (or Monte-Carlo explicit) construction. See Section 1.2 for a discussion on
the difference between random constructions and explicit Monte-Carlo construction. We start by restating
Theorem 1.2 in a more precise way.

Theorem 8.1 (Random stochastic codes that decode against small families). For every constants 0 < p < %
and € > 0, there exist constants o« > 0 and cq > 0, such that for R = 1 — H(p) — €, and for every
sufficiently large n, the following holds: Let C C Ham,, be a class of functions that contains at most 227"
functions, and let Enc : {0,1}5" x {0,1}¢™ — {0, 1}" be chosen uniformly from all such functions. Let
Dec : {0,1}"™ — {0, 1}, be the map that on input v € {0,1}", finds m € {0,1}*, and s € {0,1}¢, such
that §(v, Enc(m, s)) is minimal (breaking ties arbitrarily). With probability 1 — 272" over the choice of
Enc, (Enc, Dec) is a code for C with success probability 1 — 27*™,

8.1 Proof of Theorem 8.1

We will use the methodology explained in Section 4. This proof has some a similar flavor to the proof given
in Section 5.6 that random codes are evasive.

8.1.1 Preparations for the methodology of Section 4

The setup: Let0 <p < % be a constant, let € > 0 be a sufficiently small constant, and let n be an integer
(that we are allowed to assume that is sufficiently large).
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Some notation: Let R =1— H(p) — ¢, k = Rn, d = ¢4 - n for a constant ¢4 that we will choose later on.
Let K=2"D=2Pand L=K-D.

Throughout this proof we will identify strings m € {0,1}* with numbers m € [K], and strings
s € {0,1}% with numbers s € [D]. Let 7 = {0,1}* x {0,1}%. For j € J, we will use the no-
tation (j',j2) to denote its two parts, and will identify j with numbers in [L] in the obvious way. Let
jm:{jej:jlzm}.

We will use the following notation for the probability space of choosing Enc.

Experiment expr: A random code.

e Let X = ({0,1}")%(ds). Namely the set of all L distinct tuples (1, ...,27) € {0, 1}
e Let X < X be auniform element X = (Xy,..., X) from X.
o Let Enc(j) = Xj, namely Enc(m, s) = X(p, ).

8.1.2 The game of a channel C
Following the recipe in Section 4 we now define a game for a channel C'

Definition 8.2 (The game of a channel C). Given C € C, x € X, m € {0, 1}’“ and j € J™, we say that C
wins on z, m, j if
Jj#7:6(x; @ Clxy),z5) < p.

To make the notation easier, we define W™ (z, j ) = 1iff C wins on z,m, j.

Note when considering the code Enc defined by z, if Dec(x; @ C(x;)) # m then C wins on z,m, j.
This means that whenever C'is able to make Dec decode incorrectly, when corrupting some x; which is an
encoding of s, then C' wins. (Note that we could have also required that j ¢ J™, but we don’t bother to do
S0).

Let o > 0 be a sufficiently small constants that we will choose later. We will shoot for “decoding error”
v = 277%™, Definition 8.2 is made so that the task of proving Theorem 8.1 reduces to the task of proving
that:

o [303”‘ :CeCme{0,1} st Pr [WO™X,j)=1] >27°"| <2727,
X+X jegm

This will follow by a union bound if we can prove that for every one of the 22°™ choices of C' € C and
every one of the 2 choices of m € {0, 1}*:

_gamn
P Pr (WX, )=1] >272"| « = — 9= (k+22%7")
Xex Lx_}m [ (X,5)=1] > } < 93 ok

Let us fix some choice of C € C and m € {0,1}*. Let Z = J™ and let:

1 § m
Wan(x) = |Z‘ ’ WC7 (1’,2),
zZEZ

as is done in Lemma 4.1. We would like to use Lemma 4.1. For that purpose we choose ¢t = 22*™ 5o that
(using the fact that k& < n) it is sufficient to prove that:

P v Tan) < et
X:X[Wa (X)) >27%" <e (13)
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2—amn

We will use Lemma 4.1 choosing § = 2, and 4 = *—5— (so that (1+0) - u = 27%™). We need to verify
that we meet the condition on ¢ in Lemma 4.1, and indeed we will make sure that:

. p-6-D  2lca=e)n
t — 22 an < —
— 2 3 )
by choosing the constant o > 0 to be smaller than say c¢4/5. Using Lemma 4.1, it follows that in order to

prove that (13) holds, it is sufficient to prove the following claim:

Claim 8.3. For every integer 0 < q < t,

X‘1Z3£Z WX, Z2)=1|W(X,Z))=...=W(X,Z,) =1] < p,
Zl,“j,zq“ﬁrz
We therefore focus our attention on proving Claim 8.3, and the lemma will follow once we prove Claim

8.3.

8.1.3 Using the recipe of Section 4: proof of Claim 8.3

Fix some 0 < ¢ < t. We will now show that we can express the event {W (X, Z;) =... = W(X, Z,) =1}
as a disjoint union of “simple events”.

More specifically, the event {WW (X, Z;) = ... = W(X, Z;) = 1} can be viewed as a subset 7' C X" X
Z19 by setting:

T={(z;21,...,2¢) : W(z,21) = ... = W(x,24) = 1}.

We will now show that 7' can be expressed as a disjoint union of “simple events”. Loosely speaking, a
simple event £ is a subset £ C T' in which 21, ..., 24, as well as several x;’s are fixed, in a very specific
way.

Definition 8.4 (Simple event). For every choice of:
© zi,...,2g € Z=7J™
e A function h : [q] — {0,1}"
® ji,...,Jq € J such that for every g € [q|, zg # j,-

We define a set E C X x Z9 (called the simple event induced by z1, . ..,zq hand ji,...,jq). The event
FE is defined by:
E=Dx{(21,...,29)},

where D is the set of all © € X such that for every g € [q]:
e 7, = h(g).
o i(xj,, 1., ®C(x2,)) < p.
o Foreveryu < jg, 6(wy, ., ® C(x2,)) > p. (Recall that we identify z, € J with a number in [L].

We will say that a simple event E is nontrivial if

Pr  [(X,Z1,...,7Z) € E]| > 0.

XX, Z1,.,Zq+— 2

77



Experiment expr,: conditioning on a simple event. We will be interested in the distribution obtained by

wWor

conditioning the distribution (X < X', Z1,...,Z, < Z)on{(X, Z1,...,Z,) € E} for anontrivial simple
event /induced by 21, ..., 24, hand ji, ..., j,. Letus denote this experiment by expry (21, . . ., 245 h; 41, - - -, Jq)-
We observe that for (X, Z1, ..., Z;) < expry(21, ..., 2¢; h; ji1, . .., jq) we have that for every g € [g]:

o 7, is fixed to z4 and z4 # j,.
o X, is fixed to z;, = h(g), such that §(z;,, z., © C(x.,)) < p (which means that W (x, z;) = 1 and
C wins on z,m, zg).

® jg is the smallest index u for which 6(z;,, 2., ®C(x.,)) < p, or in other words, that for every u < jg,
Pr[é(zy,z., ® C(x2,)) > p] = 1.

This means that X < expry(21,...,24;h;J1,-..,Jq) is distributed as follows:

e For u € {j1,...,Jq}, Xy is fixed to a value h(g) in the Hamming ball of radius p around X, @
C(X.,).

e Foru & {ji1,...,Jq}, Xu is uniformly distributed over a subset of {0, 1}", which is of size at least
2" — ¢ . 2H®)™ _ ¢ This is because X, is uniform given the following two restrictions:

- Xy does not belong to a Hamming ball of relative radius p around some X, & X, where the
corresponding index j, > u.
There are at most ¢ choices for g, and each one rules out a Hamming ball of relative radius p,
which is a set of size at most 27 (P) ™,

- X, cannot take the values of x;,, ..., z;, . This means that at most an additional ¢ values are not
available.

Overall out of the initial 2" values, at most ¢ - 27®)™ 4 4 are no longer available, but X, is free to
take any of the remaining values.

e Furthermore, if u & {j1,...,j,} and j # u, we have that for every possible fixing a € {0,1}" for
X, the distribution (X,,|X; = a) is uniform over a set of size at least 2" — ¢ - 20" —¢ 1.

This is because, the condition that { X; = a} can at worst, affect X, in that one more slot (the value
a) is not available.
We can also conclude that:
e Every simple event E, satisfies E C T = {W(X,Z;) = ... = W(X, Z;) = 1}. This is because by
definition on every (z,21,...,24) € E,W(x,21) = ... = W(z, 2, = L.

e Every two simple events are either equal or disjoint. This is because in order for two simple events
to have a non-empty intersection, the two events must agree on 21, ..., 24. They also must agree on
Ji,--.,Jq, because if they don’t agree on some j9, then one of the two simple events will use a larger
Jg» enforcing that for all u < jg, (2, 2., ® C(x-;)) > p, and this cannot occur on the other simple
event. Once they agree on j1, . .., jg4, they must also (by definition) agree on h.

The discussion above implies that:

e Theevent 7' = {W(X,Z;) =... = W(X, Z;) = 1} is a disjoint union of nontrivial simple events.
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e In order to show that:

LB WX ) =1 WX Z) = = WX, Z) = 1] <,

2, Zq 2

it is sufficient to show that for every choice of nontrivial simple event F that is induced by some

21,52, hand j1,..., jg

P WX 2) =1 (X 2,0, Z) € Bl <,

210 2q 2

o Simplifying the expression above, it is sufficient to show the following for every choice of nontrivial

simple event E that is induced by some 21, ..., 24, hand j1,..., jg:

Pr W(X,Z)=1] < u.

X<—expr2(z1,m,zq;h;jl,m,jq)
Z+—Z

(14)

In the remainder of the proof, we will prove that (14) holds. We will fix some nontrivial simple event E

that is induced by some 21, ..., 24, h and j1, ..., j4, and to avoid clutter, we will define:
exXpry = expro(21,...,2¢; i J1, .-+, Jg)-
We are interested in bounding:

GPr WX Z2)=1]= Pr [3j#2:0(X;, Xz C0(Xz)) <]
Z+—Z Z+—Z

The two next claims bound this probability for a specific j, depending on whether j € {ji,...

&, gk
Claim 8.5. For every g € [q],

Pr [6(X5,, Xz © C(Xz)) <pand Z # jg < 227 17HEP)m  g(ca2ein
<—expro
Z+—Z

Proof. Recall that for X < expry, X, is fixed to h(g). Let

P Pr (X, X, 6 C(X7) < pand Z # .

Z+—Z
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It follows that:

pP= Pr 16(hlg),Xz®C(Xz))<pandZ# jj
Z+Z

= > Pr [5(h(g),Xz®C(Xz)) <pand Z = 2]

X <—exprg
2€2\{jg} 722

= Y Pr [(hg)X.0C(X) <p|Z=2] Pr[Z=1
) X <—exprg Z+Z
2€2\{jg} 72

= > _Pr [5(h(g), X.:®C(X.)) <p|- Pr[Z=1¢]

.. X<—expry Z+—Z

z€2\{jg}
< ¥ Pr [0(h(g), X, ® C(X,) <pl- Pr[Z =2+ L
- — X<expry T = gz D

ZEZ\{]lv""JQ}

q

< < 9. . — £
< Y P kXD <2 prlr=d

ZGZ\{jlv“'vjq}
t

2Cd'1’L

Pr [5(h(g),X.)<2-p]) +
e <X%e§pr2[ (h(g), X.) p1)

oH (2p)n

—on — g 2H(P)n—q-1

4 22~an—cd-n
<2. 2—(1—H(2p))'n + 2—(Cd—2a)n’

where the fourth line follows because X and Z are independent, the fifth line follows because Z is uni-
form over Z which is of size D, the sixth line follows because using the fact that C' € ¢ C Ham,,, we
have that 6(X,, X, @& C(X.)) < p, and then the sixth line follows by the triangle inequality, that is, that
d(h(g), X, ® C(X,)) < p implies 6(h(g), X,) < 2p. Finally, the penultimate line follows because for
z€ J\A{j1,.--,4q}, we have that X is uniform over a set of size at least 2" — ¢ - oH@)n _ g1, ]

Claim 8.6. Foreveryj e J\{j1,---,4q}
Pr [6(X;, Xz ®C(Xy)) <pand Z # j] <227 (U-HE)n

X <—exprg
Z+—Z

Proof. Recall that for X < expry, and j € J \ {ji,...,4q}, we have that X is uniform over a set of
size at least 2" — ¢ - 2 (p)n _ q — 1. Furthermore, this is still the case even after conditioning on the event
{X; = a} forevery j' # j and a € {0,1}". It follows that:

Pr [0(X;,Xz®C(Xz)) <pand Z # j] < max ( Pr [0(X;,Xz@C(Xz)<pl|Z= z]>
X;:xgrQ z€Z\{j} \X<—expr,

< Pr [0(X;, X, C(X,)) <
< mac (P0G X0 000) <)
_ 9H(p)-n

T g 2HDn _ g1

< 2.2 (=H@)n

where the second line follows because X, Z are independent, and the last line follows because ¢ < t =
2zam < i, and we can take o > 0 to be sufficiently small, so that ¢ - oH(p)n 4 ¢ < gn—1

O
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We are finally ready to prove Claim 8.3.

Pr [W(X,Z)=1]

Pr [3j#7:6X;,Xz0C(Xz)) <

X «+—expro X <«—exprg
Z+Z Z+—Z
<), . Pr [0(X; Xz ®C(Xz)) <pand Z # j]
jeTJ Z<—2,E 2
< > < br 160X, Xz ® C(Xz)) < pand Z # j]
VISSWERTRY P A
+ > Pr [5(X;, Xz ®C(Xz)) <pand Z # j|

) - ) X <—exprg
JeI\{j1,ndq} 22

q- (2 L9—(1=H(2p)n | Qf(cd—m)n) L L.2.0-(0-H®)n

IN

IN

q- (2 . 2—0(62)~n + 2—(cd—2a)n) +9. 2—(e—cd)~n

IN

92-amn (2 . 2—0(62)~n + 2—(cd—2a)n> +2. 2—(e—cd)~n

IN

I

where the fourth line follows using Claim 8.5 and Claim 8.6, the fifth line follows because we can choose €
to be sufficiently small so that p+¢ < I, which gives that 2p < 3 —2¢, and H (3 —2¢) < 1—O(€?), the fifth
line alsouses that L = K - D = 2(1_H(p)_6)'”+cd'”, the penultimate line follows because ¢ < t = 92om
and the final line follows because 1 = 27; " and given p and €, we are free to choose o > 0 and ¢y > 0
with the requirements that o > 0 is sufficiently small, and that c; > 10 - «. We can fulfil these requirements
by choosing ¢, to be sufficiently small so that ¢ — ¢4 > «, and then choosing o > 0 to be sufficiently small

sothat 10 - o < ¢g and €2 > 2a.

Remark 8.7 (Random codes with rate 1 — H(p) — o(1) for p = § — o(1)). It can be seen by this proof. that
it was not crucial that p and € are constants if one allows « not to be a constant. The computation above
shows that one can take for exdample, p = & — o(1), and € = o(1), as long as p + ¢ < } and a = o(1)
is chosen to be sufficiently small so that the argument above can be repeated. Loosely speaking, it will be
sufficient that the volume of a Hamming ball of radius % — ¢ is sufficiently small compared to 2(1—0(@)n,

We omit the details.
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