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Abstract

What does it mean to commit to a quantum state? In this work, we propose a simple answer:
a commitment to quantum messages is binding if, after the commit phase, the committed state
is hidden from the sender’s view. We accompany this new definition with several instantiations.
We build the first non-interactive succinct quantum state commitments, which can be seen as an
analogue of collision-resistant hashing for quantum messages. We also show that hiding quantum
state commitments (QSCs) are implied by any commitment scheme for classical messages. All
of our constructions can be based on quantum-cryptographic assumptions that are implied by
but are potentially weaker than one-way functions.

Commitments to quantum states open the door to many new cryptographic possibilities. Our
flagship application of a succinct QSC is a quantum-communication version of Kilian’s succinct
arguments for any language that has quantum PCPs with constant error and polylogarithmic
locality. Plugging in the PCP theorem, this yields succinct arguments for NP under significantly
weaker assumptions than required classically; moreover, if the quantum PCP conjecture holds,
this extends to QMA. At the heart of our security proof is a new rewinding technique for
extracting quantum information.
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1 Introduction

Is it possible to commit to a quantum state? There is a simple “folklore” proposal: apply a quan-
tum one-time pad X" Z° to the state p, and send the resulting state along with a commitment to
the classical string (r,s). While this scheme has appeared implicitly in several quantum crypto-
graphic protocols [BJISW16, CVZ20, BG20], our understanding of commitments to quantum states
is extremely limited. For example, consider the following basic questions:

e How should binding even be defined for commitments to quantum messages? A proper
definition of binding for quantum messages should capture the semantic meaning of binding,
while also being useful for cryptographic applications.

e The commitment in the folklore construction is always larger than the original message. Is
it possible to succinctly commit to a quantum state? (For example, is it possible to commit
to a 2n-qubit state with an n-qubit commitment?)

e What kinds of cryptographic protocols are enabled by commitments to quantum states?

More broadly, commitments are central to cryptography and appear in many different forms
and contexts. Does an analogous picture exist in the quantum setting?

This work. We initiate a formal study of quantum-state commitments (QSCs) and their appli-
cations. We develop general techniques to answer the above questions and position QSCs to play
a vital role in quantum cryptography. Our contributions are the following:

e Definitions. We provide a definition of binding for QSCs: informally, committing to a
quantum state p should erase it from the sender’s view. Our definition captures compu-
tational and statistical security, composes across multiple commitments, and we show that
it naturally generalizes Unruh’s collapse-binding definition for (quantum-secure) classtcal
commitments [Unrl6]|. Perhaps most surprisingly, we show that the notions of binding and
hiding for QSCs satisfy a duality that has no known analogue in classical cryptography.

e Constructions. Our new definition directly enables new constructions. We build the first
non-interactive succinct QSCs, which can be seen as an analogue of collision-resistant hashing
for quantum messages. We also formalize the “folklore” proposal to show that hiding and
binding QSCs exist if and only if hiding and binding quantum bit commitments (QBCs)
exist (i.e., commitments to classical messages). All of our constructions can be based on
assumptions that are implied by but are potentially weaker than one-way functions.

e Applications. Finally, we use QSCs to build protocols. Our flagship application of a succinct
QSC is a quantum version of Kilian’s succinct arguments [Kil92, CM21]| for any language that
has quantum PCPs with constant error and polylogarithmic locality. Plugging in the PCP
theorem, this yields succinct arguments for NP from significantly weaker assumptions than
in the classical setting; moreover, if the quantum PCP conjecture holds, this result extends
to all of QMA. Proving security is the most technical component of this work. Our proof



develops a new rewinding technique for extracting quantum information, combining ideas
from [CMSZ21| (which handles quantum attacks on classical protocols) with new tools and
abstractions designed for quantum protocols.

We now give a more detailed description of our results.

1.1 Our results
1.1.1 Definitions

Syntax for quantum state commitments. Before we present our binding definition, we es-
tablish some basic syntax for non-interactive QSCs:

e The sender commits to a state |¢)) by applying a public unitary Com to |¢) |0), obtaining
a state on registers (C, D). The commitment is the state on register C.

e The sender can later open the commitment by sending the register D. The receiver verifies by
applying Com' and checking that the last A qubits are 0. If verification succeeds, the receiver
recovers the committed state |+/) from the unmeasured registers.!

There is a simple transformation that turns any interactive QSC into a non-interactive one:
define Com to run the honest interactive commit phase coherently (see Appendix A for more
details).? We will therefore focus our attention on non-interactive QSCs.

Swap binding: a definition for quantum messages. Our new binding definition — which we
call swap binding — requires that once the adversary has sent the commitment C, it can no longer
distinguish its original decommitment from one where the committed message has been swapped
with junk. In other words, sending C erases the committed message from the sender’s view. We
make this concrete with the following security game:

1. The adversary sends (C,D) to the challenger.

2. The challenger applies Com' and verifies that the last A qubits are 0, and if not, aborts.
Next, it samples a random bit b <— {0,1} and does one of the following:

e If b =0, it applies Com and sends D back to the adversary.

LA similar syntaz appeared in prior work of Chen and Movassagh [CM21], who proposed applying a Haar random
unitary to [¢) |0)‘>. However, since their goal was to build quantum tree commitments (see Section 2.4 for further
discussion), they did not formalize this syntax for individual commitments.

2In the setting of quantum bit commitments, i.e., quantum commitments to one-bit classical messages, a similar
transformation and syntax for non-interactive commitments previously appeared in [Yan22].

3Since a successful verification measurement completely collapses the last A qubits, it would be equivalent to
consider a security game where, instead of sending (C, D), the adversary sends the challenger the committed message
in the clear; indeed, this fact is crucial for our results on the “hiding-binding duality.” However, allowing the adversary
to specify (C, D) yields a more robust binding definition, since it would also capture schemes where verification does
not completely collapse the last A qubits.



e If b = 1, it initializes an ancilla register to |0), and applies SWAP to replace the com-
mitted message with |0).* Then it applies Com and sends D back to the adversary.

3. Finally, the adversary wins if it can guess b.

Definition 1.1 (Swap binding; see Definition 4.2). A non-interactive QSC s computationally
(resp. statistically) binding if no efficitent (resp. inefficitent) adversary can guess b with
advantage greater than 1/2 + negl()).°

Swap binding satisfies a number of desirable properties:

e It handles both computational and statistical binding.
e It works for message spaces of any dimension.

e It composes in parallel and in sequence across multiple commitments (see Sections 4.5, 5.2
and 7.2).

e It encompasses binding for classical messages. In fact, we show that our definition can be
viewed as a natural generalization of Unruh’s collapse-binding definition [Unr16], which was
originally defined for post-quantum-secure classical commitments (see the discussion in
Section 2.1.2).

A particularly interesting property of swap binding is that it guarantees that QSCs respect
entanglement across multiple commaitments. For instance, if a sender prepares an EPR pair
(J00) +|11))/+/2 and commits to the two qubits with two independent QSCs, our definition ensures
that if the sender opens both commitments, it must be to the same entangled state (|00)+|11))/v/2.
This “entanglement-respecting” property will be crucial for all of our applications, which involve
committing to a large global state using many commitments.

Hiding-binding duality. A surprising property of swap binding is that it is dual to existing
notions of hiding for quantum messages (hiding was previously defined for quantum messages in
prior works on quantum encryption, e.g., [BJ15, Definition 3.3]) in the following sense: hiding
requires that C alone reveals no information about the committed message |¢/), while binding
requires that D alone reveals no information about |¢)).

This has several interesting consequences that have no analogue in classical cryptography. For
instance, given a computationally binding, statistically hiding QSC with commitment C and de-
commitment D, there is a simple “dual” scheme satisfying statistical binding and computational
hiding: just send D as the commitment and use C as the opening! We give further details in Sec-
tion 4.4. We also point out a duality between hiding and binding for quantum commitments to
classical messages (see Section 4.4.1).

“Recall that SWAP maps |¢) |#) to |#) [¢) for all pure states 1)), |b).

5Our swap-binding definition is stated for non-interactive QSCs. Despite the fact that any interactive QSC can
be made non-interactive, we believe it could still be useful to have a definition that directly handles interactive QSCs.
In Appendix B.1, we give an alternative definition of binding for QSCs that we call “Pauli binding” and show that (1)
Pauli binding is equivalent to swap binding for non-interactive QSCs and (2) Pauli binding captures both interactive
and non-interactive QSCs. However, it is unclear how to use interactive QSCs that satisfy Pauli binding to build
secure interactive protocols. We leave this as an open question for future work.



1.1.2 Constructions

Our new definition directly enables new constructions of QSCs. We build the first succinct QSC,
which allows a sender to commit to a poly(\)-qubit quantum state with a A-qubit commitment C.
These succinct QSCs behave like a quantum analogue of collision-resistant hash functions (CRHFs)

for quantum states; for instance, we show that classical techniques for composing CRHFs such as
Merkle-Damgard and Merkle tree commitments naturally generalize to succinct QSCs.

However, unlike CRHFS, our succinct QSCs are un-keyed and thus are completely non-interactive.®

Moreover, the assumptions required for succinct QSCs appear to be much weaker than those re-
quired for CRHFs.

Theorem 1.2 (Succinct QSCs from encryption; see Section 5.1). Assume the existence of one-
time secure private-key encryption for (A + 1)-qubit quantum messages with A-bit classical
keys. Then for any k = poly()), there exists a non-interactive succinct QSC for committing
to k-qubit quantum messages with commaitments of only A qubits.

Such one-time secure encryption schemes are implied by one-way functions, and even
potentially weaker assumptions such as (one-time secure) pseudorandom unitaries.

We also use our definition to formalize security of the “folklore” scheme described above. As a
consequence, hiding and binding QSCs exist as long as hiding and binding quantum b:t commit-
ments (QBCs) —i.e., quantum commitments to classical messages — exist. Since QSCs encompass
commitments to classical messages, this implies that the existence of QBCs and QSCs are equivalent
assumptions.

Theorem 1.3 (Section 5.3). Quantum state commitments ezist (satisfying hiding and binding
for quantum messages) if and only if quantum bit commitments ezist (satisfying hiding and
binding for classical messages).

Quantum bit commaitments are tmplied by one-way functions, and even potentially weaker
assumptions [Yan22, Kre21, AQY22, MY22, BCQ22].

1.1.3 Applications

Our flagship application is a three-message quantum succinct argument based on succinct QSCs.
The protocol is a direct quantum analogue of Kilian’s PCP-based succinct arguments [Kil92]. Recall
that Kilian’s protocol assumes the existence of a succinct classical commitment (i.e., a collision-
resistant/collapsing hash function) and can be instantiated for any language that has classical
PCPs with constant error and polylogarithmic locality, i.e., any NP language [BFLS91, FGL'91,
AS98, ALM™98]. Correspondingly, our quantum Kilian protocol assumes the existence of a succinct
QSC and can be instantiated for any language that has quantum PCPs’ with constant error and
polylogarithmic locality.® The set of such languages includes NP, and is famously conjectured to
include all of QMA [AALV09, AAV13].

5While un-keyed CRHFs are impossible classically due to non-uniform attacks, such attacks can be ruled out in
the quantum setting by monogamy of entanglement!

7A quantum PCP is a quantum proof that can be probabilistically checked by measuring a few qubits.

80ur protocol is inspired by a proposal of Chen and Movassagh [CM21], who showed that Kilian’s protocol has
a syntactic quantum analogue and conjecture (but do not prove) its security in the “Haar Random Oracle Model.”



Theorem 1.4 (Quantum succinct arguments; see Theorem 8.1). Assuming the ezistence of suc-
cinct QSCs, there 1s a three-message gquantum-communication succinct argument for any
language that has quantum PCPs with constant error and polylogarithmic locality.

Corollary 1.5. Assuming the existence of succinct QSCs, there is a three-message quantum
succinct argument for NP.°

Corollary 1.6. If the quantum PCP conjecture holds [AALV09, AAV13], then assuming the
existence of succinct QSCs, there i1s a three-message quantum succinct argument for QMA.

Even in the context of succinct arguments for NP, Corollary 1.5 lowers the round complexity'®
and relies on weaker assumptions than Kilian’s result.

Swap-based rewinding for quantum protocols. Proving Theorem 8.1 is the most technical
component of this work. At a high level, proving soundness requires extracting quantum informa-
tion from the malicious prover. This is qualitatively different from prior works on extracting from
quantum adversaries [Unrl2, Unrl6, CMSZ21] which only needed to extract classical information
and relied heavily on the ability to record (i.e., copy) the adversary’s responses.

Our rewinding procedure works by swapping out the messages underlying the adversary’s re-
sponses. This explains how QSCs make cryptographic applications possible: swap binding enables
undetectable extraction of quantum information in a rewinding-based security analysis.

While the swapping idea is simple, it introduces a fundamental problem that was not present
in the classical setting. In our setting, by swapping out the adversary’s message, we have implicitly
forced the adversary to forget part of its committed PCP. As a result, [CMSZ21]-style state repair
— the only known technique for rewinding succinct protocols — is now information-theoretically
impossible. We explain our new rewinding approach in Section 2.3.

Quantum sigma protocols. Finally, as an additional application of our techniques, we prove
in Section 9 that any [GMW86, BG20]-style quantum sigma protocol is sound when instanti-
ated with our hiding and binding QSCs. We formalize this using a quantum version of the zero-
knowledge PCP framework of [IKOS07]. This also provides a proof of computational soundness for
a quantum sigma protocol due to [BG20], which was missing a security analysis (see Section 2.4
for additional details).

®This follows by combining Theorem 1.4 with the classical PCP theorem [BFLS91, FGL*91, AS98, ALM™ 98],
since quantum PCPs encompass classical PCPs.

10[BKP18] constructs three message succinct arguments for NP under a non-standard assumption called “keyless
multi-collision-resistant hash functions” and the hardness of learning with errors.



2 Technical overview

2.1 Definitions
Syntax. Recall our syntax for non-interactive quantum state commitments from Section 1.1.1:

e The sender commits to a state |+) by applying a public unitary Com to |¢/) |0*), obtaining a
state on registers (C,D). The commitment is the register C.

e The sender can later open the commitment by sending the register D. The receiver verifies by
applying Com' and checking that the last A qubits are 0. If verification succeeds, the receiver
recovers the committed message [¢)) from the unmeasured registers.

We emphasize one important difference from the classical setting: classically, the decommitment
d can always be assumed to contain m in the clear, i.e., d = (m, r) where m is the committed message
and r is the randomness/opening information. For QSCs, however, the D register crucially does
not contain the committed message in the clear.

2.1.1 What does binding mean?
Our first goal in this overview is to answer the following question:
What does binding mean for a commatment to quantum messages?
To understand the subtleties that arise, we first recall the classical definition of binding.

Definition 2.1 (Classical binding, informal). A commitment scheme is binding if an adversary
cannot generate a commitment ¢ along with two valid decommitments dy = (mq,71) and
dy = (ma,r2) for two different messages my # ma.

What happens if we try to use this definition for commitments to quantum states? Two closely
related issues arise:

e First, this definition requires the challenger to verify that the two messages are actually
different. If the messages are arbitrary quantum states, how should the challenger implement
this check? A natural idea is to run a swap test'!, but performing the swap test on message
registers M, Ms requires the challenger to obtain two openings stmultaneously. This brings
us to our second issue.

e A quantum adversary does not have to produce two openings simultaneously. Consider a
quantum adversary that prepares a valid commitment-decommitment pair (C, D) correspond-
ing to a message |¢)), and suppose it has the ability to modify the state on D so that the
commitment opens to a completely different message }¢L>. This adversary clearly violates
any reasonable notion of binding, but since it produces the two openings sequentially rather
than in parallel, it is not captured by the classical-style definition.'?

"'The swap test on two quantum states |¢), |¢) outputs 1 with probability 1 + %|<1/)|¢>|2
12his issue was first observed by [ARU14, Unrl6] in the setting of classical commitments secure against quantum
attacks.



At first glance, it may seem impossible to handle both issues at once. How can a challenger
possibly verify that two arbitrary quantum states are different if it only gets to see one state at a
time?

We propose the following solution. In the security game, the adversary will open the commit-
ment twice in sequence, i.e., it sends registers (C, D) to the challenger (corresponding to the first
opening), the challenger later returns register D to the adversary, and finally the adversary sends
the challenger a new state on D (corresponding to a second opening). Meanwhile, the challenger
picks one of the openings at random and swaps out the committed message M into an internal
register M, replacing the committed message with a junk |0) state. At the end of the experiment,
the challenger sends M’ to the adversary and asks the adversary to distinguish whether it came
from its first opening or its second opening. If the adversary can distinguish the two cases, the
challenger can be convinced the two messages are different!

Remark 2.2. This idea ts reminiscent of the [GMWS87] zero-knowledge protocol for graph
non-isomorphism (in which the prover demonstrates that two graphs are not isomorphic by
showing that it can distinguish them), except that we are using it to define a security property
rather than to build a protocol.

In slightly more detail, the security game is the following:

DoubleOpenExpt:

1. The adversary sends (C, D).

2. The challenger checks that the decommitment is valid by applying Com' and measuring
the last A qubits (and aborts if it’s not 0*). The challenger samples a bit b + {0, 1} and
does one the following:

— (If b=0) It applies Com to recompute the commitment/decommitment.

— (If b = 1) It applies SWAP\ i where M is the opened message, and M’ is initialized
to |0). It then applies Com to recompute the commitment/decommitment.

Finally, it sends D back to the adversary (but not C).
3. The adversary sends another decommitment on D back to the challenger.

4. The challenger checks that the decommitment is valid by applying Com' and measuring
the last A qubits (and aborts if it’s not 0*). Then:

— (If b = 0) It applies SWAP\ i where M is the opened message, and M’ is initialized
to |0). It then applies Com to recompute the commitment/decommitment.

— (If b=1) It applies Com to recompute the commitment/decommitment.
Finally, it sends all of its registers (including M’) back to the adversary.

5. The adversary outputs a guess b’ and wins if ' = b.

Definition 2.3 (Binding for QSCs, Attempt 1). A quantum state commitment is binding if it
1s hard to win DoubleOpenExpt with advantage better than 1/2 + negl()).



Intuitively, this definition captures the semantic meaning of binding for quantum states. If
an adversary can change its committed quantum state across two openings, it should also be able
to distinguish between the two opened messages. But this definition requires several rounds of
back-and-forth interaction — can we make it any simpler?

A simpler definition: swap binding. It turns out that the second opening in DoubleOpenExpt
is unnecessary, and a simpler “single opening” game suffices:

BindExpt:

1. The adversary sends the registers (C, D).

2. The challenger checks that the decommitment is valid by applying Com' and measuring
the last A qubits (and aborts if it’s not 0*). The challenger samples a bit b + {0, 1} and
does one of the following:

— (If b=0) It applies Com to recompute the commitment/decommitment.
— (If b = 1) It applies SWAP\ i where M is the opened message, and M’ is initialized
to |0). It then applies Com to recompute the commitment/decommitment.
Finally, it sends the D register back to the adversary.

3. The adversary outputs a guess b’ and wins if ' = b.

This gives our final definition, which we call swap binding.

Definition 2.4 (Swap binding). A quantum state commitment s swap binding if it s hard to
win BindExpt with advantage better than 1/2 + negl()\).

Why is this definition equivalent to Definition 2.37 At a very high level, any adversary for the
double-opening game can be “folded” into an adversary for the single opening game by running
the first and second opening rounds in superposition. In slightly more detail, let W>C,D,E (where
E is the internal register of the double opening adversary) be the initial state of the adversary for
the double opening game, and let U denote the unitary the adversary applies before sending the
second opening. Consider the following adversary for the single opening game:

e The adversary prepares a control qubit initialized to |+), and applies U controlled on |+) to
obtain the state (|0) [¢)c pg + |1) U [¥)cpe)/V2. It then sends the registers (C,D) to the
challenger.

e Upon receiving the D register back from the challenger, it applies controlled-UT, measures
the control qubit in the Hadamard basis, and uses the resulting outcome to guess b.

It is possible to show that if the original adversary can win the double opening game, this adversary
will win the single opening game.
2.1.2 Consequences

We briefly discuss some consequences of our new definition:



e Relationship to classical binding. Since quantum information encompasses classical in-
formation, we should expect our definition to capture binding for classical messages. Indeed,
we can show this is the case:

— By a hybrid argument, we can replace the SWAP), \» operation in BindExpt with any
other quantum operation P that acts on M and an ancilla held by the challenger.'?

— Define P to be the operation that applies Z° to M for a random s; this is equivalent to
measuring M in the standard basis and discarding the outcome. Our definition implies
that the adversary cannot distinguish its original decommitment from a decommitment
in which the message has been measured in the standard basis. This is essentially
Unruh’s definition [Unr16] of collapse-binding for classical messages!'*

In fact, we can say more. In BindExpt, we could initialize M’ to the maximally mixed state
(instead of |0)), and the definition would remain the same. From the adversary’s point of
view, SWAP\ v is equivalent to the challenger applying X"Z° to M for uniformly random
strings r, s, since this also maximally mixes the message. This gives an alternative view of
our definition: a QSC is binding for quantum states if it is (collapse-)binding for classical
messages in both the standard and Hadamard bases!

e Hiding-binding duality. We have not yet defined hiding for QSCs, but it is not hard to
write down a definition: the adversarial receiver sends a register M containing its message
|t), the challenger either sends a commitment to |¢)) or a commitment to an unrelated
message, and the adversary must guess which one it received.'® Perhaps the most surprising
consequence of our definition is that for non-interactive QSCs, this hiding experiment is the
same as our binding experiment — except that the challenger sends C instead of D to the
adversary. Indeed, sending registers (C,D) containing a valid commitment/decommitment
state is equivalent to sending a register M containing the committed message state in the
clear, since a valid commitment/decommitment is Com [¢)),, |0%).

One consequence of this duality is that if we have, for example, a statistically binding and
computationally hiding QSC, there is a simple “dual” QSC satisfying computationally binding
and statistical hiding: just send D as the commitment and use C as the opening!

13We sketch the argument here. In Hybrid 0, the challenger simply sends D back to the adversary after verifying
the commitment. In Hybrid 1, the challenger performs SWAPy w before sending D back; this is indistinguishable
from Hybrid 0 by our binding definition. In Hybrid 2, the challenger applies P to M and then applies SWAPy w/;
this is perfectly indistinguishable from Hybrid 1 since the register P acts on is independent of the adversary’s view.
Finally, in Hybrid 3, the challenger only applies P; this is indistinguishable from Hybrid 2 by our definition, which
allows us to undetectably remove SWAPy w-.

Technically, Unruh’s definition is for classical commitments to classical messages. However, it is not hard to
adapt his definition to the syntax of quantum-communication commitments.

15This hiding definition is virtually identical to existing definitions of semantic security for quantum encryption
schemes [BJ15, Definition 3.3].



2.2 Constructions
2.2.1 Warm-up: hiding and binding QSCs

Having defined the security guarantees of QSCs, we will now prove that the “folklore” construction
is secure. Recall that the sender commits to |¢)) by sampling random r, s and sending X" Z* |¢)
together with a commitment |c, ;) to the classical string (r,s). Writing this as a non-interactive
QSC (which requires replacing the randomness of r, s with a corresponding superposition), the
commitment/decommitment state is (up to normalization)

> (I, ) drs))o (X" Z° [9) [ers))c

r,8
where |d, ) is the decommitment for |c, ;).

e For hiding, we must show that the C register alone does not reveal |¢)). This can be easily
formalized with a hybrid argument. First, we can replace |c, ) with |cpp) by the hiding
of the commitment to (r,s). Then, because the superposition over r, s is held on the chal-
lenger’s registers, the adversary’s view in this hybrid is just a maximally mixed state and a
commitment to (0,0).

e For binding, we must show that the D register alone does not reveal |¢)). By collapse-binding
security of the |¢, ) commitment, the adversary cannot distinguish a superposition of valid
decommitments from one in which the message (7, s) is measured. In particular, this means
the adversary’s decommitment D is indistinguishable from __  |r, s)r, s| ® |d:s)d;,s|. But
this mixed state is just a uniform mixture of valid decommitments to uniformly random r, s
and is therefore independent of |v).

We therefore conclude the following.

Theorem 2.5. Hiding and binding QSCs exist if and only if hiding and binding QBCs exist
(i.e., quantum-communication commitments to classical bits).

A pair of recent works [MY22, AQY22| showed that hiding and binding QBCs — which were
previously known assuming one-way functions — can be built from quantum assumptions that are
potentially weaker than one-way functions [Kre21]. Consequently, hiding and binding QSCs exist
under the same weak assumptions.

2.2.2 Beyond the folklore construction: succinct QSCs.

While we have successfully formalized the security of the folklore construction using swap binding,
a definition really begins to shine when it enables new constructions. As mentioned in Section 1,
the folklore construction requires the commitment C to be at least as large as the committed
message. We will now see how to construct a succinct QSC, meaning a binding QSC for n-qubit
messages where the commitment C is smaller than n qubits.*®

®Notice that we have dropped the hiding property; as in the classical setting, many applications of succinct
commitments do not explicitly require hiding. We remark that in the classical setting, succinct commitments are
known to imply standard hiding-binding commitments (and thus one-way functions).

10



A succinct QSC from any collapsing hash function. A natural starting point is to assume the
existence of collision-resistant hash functions, or rather, their post-quantum analogue: collapsing
hash functions [Unrl6]. Collapsing hash functions are succinct, collapse-binding commitments to
classical messages. That is, given a hash function description h < H), a sender can succinctly
commit to a message m by sending the classical string h(m) = y, and can open by revealing m.

How can we turn a succinct commitment h for classical messages into one for quantum messages?
Our idea is simple: use h to commit to the quantum state in both the standard and Hadamard
bases. Concretely, given a collapsing hash function & : {0,1}" — {0,1}"/4, the sender commits to
an n-qubit message M as follows:

1. Interpret M in the standard basis and evaluate h coherently, writing the output onto a fresh
register Cy.

2. Apply the n-bit Hadamard transform H®" to M.

3. Apply h again, this time writing the output onto another fresh register C;. Finally, send the
(n/2)-qubit state C = (Cp, Cy) as the commitment.

4. To decommit, the sender provides the D = M register. This allows the receiver to uncompute
the commitment, check validity, and recover the original message.

Our swap-binding definition makes it easy to prove this scheme secure assuming that h is
collapse-binding. Recall that collapse-binding of h guarantees that if an adversary sends a super-
position of inputs for h to a challenger, then it cannot distinguish between the following:

e the challenger evaluates h in superposition, measures the output, and then returns the input
registers, or

e the challenger simply measures the input registers and returns them.

In our scheme, since the challenger keeps the register C = (Cp,C;), from the adversary’s point
of view, both Cy and C; are measured (in the standard basis). By carefully invoking collapse-
binding security twice, once for each coherent evaluation of & in our scheme, we can show that the
decommitment held by the adversary is indistinguishable from one that is generated as follows:
measure M in the standard basis, apply H®", and measure M again. But this gives a totally mixed
state, and so the decommitment completely hides the original quantum message.

Succinct QSCs from even weaker assumptions. The above construction demonstrates that
succinct QSCs can be built from collapsing hash functions (succinct classical commitments). Per-
haps surprisingly, we show something stronger: succinct QSCs can even exist in a world where
succinct classical commitments do not!

For instance, suppose we are only given a (post-quantum) one-way function, or equivalently,
a (post-quantum) pseudorandom generator (PRG) G : {0,1}*/? — {0,1}?" [HILL99, Zhal2]. We
show that it is still possible to commit to an n-qubit state |¢), as follows:

1. Initialize an n/2-qubit register to |0) and apply H®2 to obtain 2"/ > kefo,13n/2 k).
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2. Controlled on k, apply X o) ZG1(k) to |4), where Go(k), G1 (k) are the first and last n/2 bits
of G(k), respectively. The resulting state is

23/4 Z k) x Go(k) 7G1(k) [hrs
ke{o,1}n/2

where the registers containing & are the succinct commitment C, and the one-time padded
message is the decommitment D.

Our swap-binding definition makes it easy to prove this scheme secure:

e When the challenger holds the C register (i.e., it is traced out in the adversary’s view), the
decommitment for |¢)) is the mixed state resulting from applying a X Go(k) zG1(k) 4o |¢) for a
uniformly random k.

e By PRG security, this is indistinguishable from X" Z* |¢) for uniformly random r, s, which is
the maximally mixed state so swap-binding follows.

More generally, all we need is a one-time secure encryption scheme for n-qubit quantum mes-
sages with short keys. In fact, any scheme with keys shorter than n bits will suffice, since it turns
out that using a quantum analogue of Merkle-Damgard domain extension (see Section 5.2), succinct
QSCs with 1 qubit of compression can be composed to achieve any desired compression!

As we just saw, one-way functions give one possible instantiation of such an encryption scheme:
to encrypt a state [¢)) with key k, just apply XC0(*) zG1(¥) However, there are other instantiations
from assumptions that may be even weaker than one-way functions. In particular, we show that one-
time secure quantum encryption with short keys is implied by any pseudorandom unitary [JLS18]
(see Claim 5.5), and the latter is known to be black-box separated from one-way functions [Kre21].
In summary, we have the following theorem.

Theorem 2.6 (Succinct QSCs from encryption). Assuming the existence of one-time secure
encryption for n-bit quantum messages with (n — 1)-bit classical keys, succinct QSCs exist.
Such one-time encryption schemes are implied by one-way functions, but their existence is
a potentially weaker assumption.

2.3 Applications

So far, we have proposed a definition and argued that it captures the semantic meaning of binding
for quantum messages. We have also shown several instantiations of schemes achieving this defini-
tion. However, there is still a crucial missing piece to our theory: can commitments satisfying our
definition actually be used to achieve cryptographic ends?

In this section, we describe our flagship application: a three-message quantum succinct argu-
ment system based on succinct QSCs. Recall that a succinct argument is a protocol that enables
a prover to convince a verifier that a claim is true (e.g., an NP statement), where the total com-
munication and verifier runtime is extremely short. Our protocol is a direct quantum analogue of
Kilian’s classical succinct argument protocol [Kil92] and is based on a recent proposal of Chen and
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Movassagh [CM21] (see Section 2.4 for more details). While the protocol is simple to state, proving
security will be far more difficult. Even for Kilian’s classical protocol, security against quantum
attacks was a long-standing open question that was only recently settled by [CMSZ21]. Moreover,
the [CMSZ21] technique fundamentally relies on the ability to copy information and is therefore
limited to extracting classical information from classical protocols.

In this work, we resolve several challenges unique to the quantum setting and obtain a general
framework for proving security of quantum protocols via rewinding. This is our most technically
involved contribution. For this overview, we will present these techniques in the context of quantum
succinct arguments (see Section 9 for applications to quantum sigma protocols).

2.3.1 The quantum succinct argument protocol

Kilian’s protocol. Kilian’s protocol [Kil92] is a compiler that uses succinct commitments to
turn a probabilistically checkable proof (PCP) into a four-message interactive succinct argument.
At the start of the protocol, the verifier samples a classical key for the succinct commitment, i.e.,
a hash function description h, and sends it to the prover. The prover uses i to generate a tree
commitment c to the PCP and sends c to the verifier.!” Next, the verifier samples random coins
corresponding to the randomness of the PCP verifier. Finally, the prover sends local openings for
the indices S specified by the random coins, which are at most |S| - poly()) bits long in total. The
verifier accepts if the PCP verifier accepts and the openings are valid.

The quantum protocol. Following Kilian’s template, our quantum protocol is a compiler that
uses succinct QSCs to turn any classical or quantum PCP into a quantum succinct argument.
As mentioned earlier, the resulting protocol is very similar to a heuristic proposal of Chen and
Movassagh [CM21] (see Section 2.4 for more details).

e First message. The prover generates a quantum tree commitment to its PCP using a
succinct QSC that maps n-qubit messages to n/2-qubit commitments. The quantum tree
commitment is computed as follows:

1. The prover partitions the PCP into blocks of size n/2.

2. Starting at the leaves, it creates a binary tree of commitments up to the root where each
node register is a succinct commitment to its two children, and

3. It sends the root commitment as the commitment to the whole PCP.

We emphasize one difference from the classical setting: since the prover is committing to
quantum states, the committed PCP is unavailable to the prover once it sends the root.

7 Assuming h : {0,1}" — {0,1}"/2, the tree commitment is generated as follows: (1) partition the PCP into
blocks of size n/2, (2) create a binary tree of hash values where the PCP blocks form the leaves and each internal
node is the hash of its two children, and (3) send the root as the commitment. The local opening for a PCP index
i is a set consisting of (i) the PCP block containing ¢ and (ii) the values of every node adjacent to the path from
block containing ¢ up to the root. The opening for a set of PCP indices S is the union of the sets corresponding to
the decommitments for each i € S.
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e Second message. The verifier sends random coins corresponding to the PCP verifier ran-
domness.

e Third message. The prover sends local openings for the PCP indices S specified by the
verifier’s challenge. For an individual leaf, the corresponding opening consists of every register
on or adjacent to the root-to-leaf path (excluding the root itself). The opening for a set
S consists of all registers involved in the opening for each i € S. We refer the reader
to Section 7.2 and Fig. 1 for further details.

e Verification. Starting from the root, the verifier works its way down the tree, using the
provided openings to reveal each subsequent layer of commitments. Eventually, this reveals
the qubits of the PCP at the locations in S. The verifier accepts if every individual QSC was
opened correctly and the PCP verifier would accept.

This template is compatible with both classical and quantum PCPs. We emphasize that even
when the PCP is classical, our protocol still requires the ability to commit to arbitrary quantum
states. In particular, a tree commitment requires composing quantum commitments in sequence,
i.e., committing to commitments, so even if the leaves are classical, the internal nodes are still
commitments to quantum messages.

The goal for the remainder of this subsection will be to prove that this protocol is sound for
any classical or quantum PCP and thereby establish the following theorem.

Theorem 2.7. Assuming the existence of succinct QSCs, every NP language has a three-
message quantum succinct argument. If we additionally assume the quantum PCP conjec-
ture, this extends to QMA.

2.3.2 Rewinding for quantum protocols

At a very high level, we will prove soundness of our protocol — or rather, a stronger property
called argument of knowledge — by showing how to extract a convincing PCP from any malicious
prover P that makes the verifier accept with noticeable probability. In the classical setting, this
is achieved by a technique called rewinding: the extractor queries P many times on random
challenges, rewinding P back to its earlier state after every query. After sufficiently many queries,
the extractor will have enough accepting responses to stitch together a PCP.

It is well known that traditional rewinding proofs completely fail to capture quantum at-
tacks [vdG97, Wat09, ARU14]: when the extractor runs P and records its response, it may ir-
reversibly disturb P’s state, rendering it useless for further queries. Fortunately, there has been
a line of work showing how to rewind quantum adversaries for some important classical proto-
cols [Wat09, Unrl2, Unrl6, CCY21, CMSZ21, LMS22b, LMS22a].

The work that turns out to be most relevant to our setting is [CMSZ21], which showed a general
technique that enables repeatedly querying P and recording an arbitrary number of its accepting
responses. At a high level, their technique consists of two steps:

e Step 1: Reduce the task to “one-bit” extraction. First, they reduce the problem to a
simplified setting where the extractor only measures the bit indicating whether P succeeds
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on a query (as opposed to measuring the entire response). This step invokes collapse-binding
security [Unrl2, Unrl6| to argue that measuring this bit is computationally indistinguishable
from measuring the entire response.

e Step 2: One-bit extraction via state repair. The primary technical innovation of
[CMSZ21] is a procedure for one-bit extraction. One of their key insights was to realize
that the extractor does not need to restore the malicious prover’s original state, but rather
any state that gives it the same success probability as the original state. Then, they
designed a “state repair” procedure to restore the success probability of P after any one-bit
disturbance. Their resulting extractor simply queries P repeatedly on random challenges and
runs the state repair procedure in between each query.

In summary, the full [CMSZ21] extractor repeats the following “measure-and-repair” step: (1)
run the adversary on a random challenge, (2) check whether the response is valid; if so, measure
and record the response, and finally (3) run the repair procedure to restore the success probability.

Extracting quantum information. The [CMSZ21] extractor was designed for a different setting
than ours: the goal of [CMSZ21] is to extract classical information from a quantum prover Pina
classical protocol, whereas our goal is to extract quantum information from a quantum prover P
in a quantum protocol.'® In our setting it doesn’t make sense to measure P’s response, but our
swap-binding definition strongly suggests a quantum analogue: swap out P’s opened message and
replace it with a junk |0) state!

While this idea may seem promising, it introduces a fundamental problem that was not present
in the classical setting. By swapping P’s message with junk, we have implicitly forced the adversary
to forget part of its committed PCP. As a result, repairing the adversary is now information-
theoretically tmpossible: if we could repair the adversary, the extractor would eventually generate
multiple copies of the quantum PCP.

The swap-augmented prover. Fortunately, there is still a way to use [CMSZ21]-style state
repair. To explain our idea, suppose that the extractor has swapped a single index ¢ of the prover’s
PCP onto some internal register M,. Our idea is to define the following swap-augmented prover:

Let C denote the register holding the (root of the) tree commitment.

e The state of the swap-augmented prover consists of P’s state augmented with the registers
(M, ©).

e To run the swap-augmented prover on a set of positions S:

1. First, run the real prover Pon S to generate a response on some register Z. If i € S, we
are done.

2. Ifie S

8Fyen when we instantiate our quantum succinct argument with a classical PCP, we will still need to extract
quantum information to invoke security of the tree commitment.
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(a) Use (C,Z) to recover the message (corresponding to indices S) in the clear.

(b) Next, apply SWAPMi’M; where M; is the register containing the message opened by
the prover for index i.

(c) Apply the inverse of Step 2a.

Roughly speaking, the swap-augmented prover is defined to output the responses that the
prover would have given if the swap had not occurred. More generally, at every stage in the
extraction procedure, we define a swap-augmented prover that makes use of all registers that have
been swapped out so far.

At the beginning of the extraction, the swap-augmented prover is simply the original malicious
prover ﬁ, which convinces the verifier to accept with non-negligible probability p. Then after each
query, instead of repairing P itself (which is impossible), our extractor will run state repair on
the swap-augmented prover. At first glance, this may seem somewhat strange: unlike [CMSZ21],
which only runs state repair on P's state, we give the state repair procedure the additional freedom
to modify the extracted PCP itself. Nevertheless, we show the extractor works by arguing that
there is eventually a point where:

e with very high probability, the swap-augmented prover answers any PCP query using only
the augmented registers {M/}, and

e the swap-augmented prover still has success probability ~ p.

If this happens, then the registers {M}; must contain a convincing PCP!

The oracle security lemma. It turns out to be quite subtle to argue that swap-binding security
can actually be invoked in our extraction procedure. In [CMSZ21], collapse binding is used to
argue that whenever the prover produces a superposition of valid responses, we can undetectably
measure it and copy it. In our setting, we would like to argue that a swap operation can be applied
undetectably.

However in a quantum commitment scheme, the adversarial committer does not have access to
the commitment register after sending the commitment. But our extractor explicitly needs access
to the commitment (for instance, the extractor must be able to run swap-augmented prover, which
makes use of the commitment to generate its responses). Thus, it is completely unclear how we
can argue security while running this extractor.

Our solution is the following:

e First, we show that swap binding generically implies a stronger security property we call
oracle swap binding. Recall that in the swap-binding security experiment, the adversary’s
message in the Com! basis is either left alone on its original message register M(®) or swapped
onto a challenger register M), What the adversary actually sees is the D register in the
original basis.

We define an oracle swap-binding experiment that gives the adversary additional power. In
particular, it can access an oracle () that performs any efficient operation on M(® in the
Com' basis, where b is the challenge bit. In other words, the operation is performed on the
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register that contains the adversary’s originally committed message. The adversary’s goal in
this experiment is the same as before, which is to guess b.

It is not a priori obvious that swap binding implies oracle swap binding, but we prove this
in Section 6.

e We show that the swap operations performed in our extractor are undetectable to the adver-
sary by reduction to oracle swap binding.

Specifically, we prove that the extractor’s access to the C register can be implemented with
the oracle provided in this security game. At a high level, this oracle enables the extractor
to (a) check whether an opening is valid and (b) check if the opened message passes PCP
checks. These functionalities turn out to be sufficient to implement the [CMSZ21] repair
procedure given the oracle but not the C register, which is what allows us to appeal to oracle
swap-binding.

2.4 Related works

Comparison to [CM21]. The quantum succinct argument protocol we analyze is based on
a proposal from Chen and Movassagh [CM21], who were the first to realize that a quantum-
communication analogue of Kilian’s protocol was even possible. The syntax for our tree commit-
ments is similar to the syntax proposed in their work (modulo some changes to handle generic
succinct QSCs).

However, [CM21] did not prove any security guarantees for their protocol, nor did they define
the intermediate primitive of succinct QSCs. Instead they conjectured (but did not prove) that
their protocol is secure when the commitments are modeled as Haar random oracles. In this work,
we give a full proof of security in the plain model under very mild cryptographic assumptions. We
additionally construct and analyze other protocols that do not rely on the quantum PCP conjecture
(e.g., when our succinct argument template is instantiated with classical PCPs, we obtain a protocol
that requires fewer messages and weaker assumptions than Kilian’s protocol).

Computational soundness of [BG20]. The quantum sigma protocol we analyze is essentially
the same as the one in [BG20]. However, the proof that the protocol is computationally sound (in
fact, an argument of knowledge) is new to this work. While [BG20] originally proposed this claim,
a recent version of their work [BG22| retracts it since it was missing a rewinding-based analysis,
which is essential in the setting of computational soundness. In Section 9, we prove computational
soundness using our new rewinding techniques. As an additional contribution, we also place their
protocol in a general framework using our new abstraction of hiding and binding QSCs.

Comparison to [Mah18]. [Mah18] constructs a “weak quantum state commitment” with clas-
sical communication and a classical receiver. As Mahadev explains, her protocol is only a “weak”
commitment because the commit phase of does not actually bind the prover to a fixed quantum
state. Instead, she shows that the commitment together with any malicious opening attack fixes
a state. While Mahadev’s construction suffices for her applications, it is not a commitment in the
typical sense and her techniques do not directly yield QSCs.
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Prior work on quantum bit commitments. The basic syntax for quantum state commitments
(QSCs) is similar to the “canonical form” described in prior work of Yan [Yan22]. However, Yan
only considers commitments to single-bit classical messages, whereas we consider commitments
to general quantum states. Even if we restrict to commitments to classical messages, there is one
syntactic difference between our form and [Yan22]: Yan’s “canonical form” assumes that the bit
commitment scheme is specified by two circuits ()g and ()1 and the committed message is revealed
wn the clear in the opening phase.

It was also well known from prior work on quantum bit commitments that quantum communi-
cation enables removing interaction [KO09, KO11, YWLQ15, BB21, Yan22]. The non-interactive
compiler we describe in Appendix A) follows from very similar ideas and is included for the sake
of completeness.

Other succinct arguments for QMA. [CCY20, BKL"22] construct certain variants of succinct
arguments for QMA with classical communication. However, both works rely on extremely heavy
cryptographic hammers including post-quantum indistinguishability obfuscation (for which there
are only heuristic candidates). Our succinct argument for QMA is significantly simpler and can
be instantiated from far weaker cryptographic assumptions at the cost of relying on the quantum
PCP conjecture.

Authentication of quantum messages. Our hiding-binding duality is reminiscent of a well-
known result of [BCG'02], which showed that any secure authentication scheme for quantum
messages must also encrypt the message. However, there are several major differences between our
results and [BCG102]:

e While binding and authentication both consider adversaries that attempt to change some
underlying message, the two notions capture different threat models. Binding guarantees
security against the sender (who prepares the initial messages), whereas authentication guar-
antees security against an adversary who intercepts communication between the sender and
receiver.

e There is no “duality” in the setting of authentication. In particular, authentication implies
encryption, but encryption does not tmply authentication.

e [BCG102] only consider statistical security, whereas our definitions apply to both the com-
putational and statistical settings.

In fact, our work highlights a potential limitation of the [BCG102] definition: their definition
does not say what happens to entangled messages.'® For instance, suppose a sender prepares an
entangled state on registers (A, B) and authenticates B. Is the receiver guaranteed to obtain a state
that is still entangled with A? Their definition for mixed states [BCG'02, Appendix B] guarantees

197t is claimed on [BCG 102, Page 1] that their definition “implies security for mixed or entangled states,” but what
they mean is that the mixed state of the authenticated message is preserved (see [BCG 102, Appendix B]). This does
not immediately rule out the possibility we raise here, in which the mixed state is preserved but the entanglement is
broken.
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that if the receiver accepts, the message it obtains is negligibly close to the sender’s original message
(i.e., fidelity 1 — negl(\)). However, it does not say that this message remains entangled with A.
While it is almost certainly true that the constructions in [BCG™02] preserve entanglement in this
manner, it is not clear how to deduce this from the definition.

In our setting, proving such guarantees is made possible by the fact that our definition composes
in parallel. In slightly more detail, if a sender commits to B and leaves A untouched, we can view
this as a parallel composition of a trivially binding (identity) commitment to A and a commitment
to B. The security of this larger commitment ensures that entanglement is preserved.
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3 Preliminaries

Notation. The security parameter is written as A\. A function f : N — [0,1] is negligible
(denoted f(A) = negl(\)) if it decreases faster than the inverse of any polynomial. A probability
is overwhelming if is at least 1 — negl()\) for a negligible function negl()\). For any nonzero n € N,
let [n] = {1,2,...,n} and let [0] be the empty set. For a set R, let r «+ R be a uniformly random
sample from R.

Quantum information preliminaries. Let H be a finite-dimensional Hilbert space. Let S(H)
be the space of all Hermitian operators on H. Let D(#) be set of all p € S(#H) with Tr(p) =1. A
pure quantum state is a unit vector |¢)) € H. A density matriz (and mixed quantum state) is an
operator p € D(H). For any vector |¢) € H, we define its norm |||¢)| = \/(¢|¢). For an operator
M on H, we define its operator norm as

max [[M |4} ]].

M =
1Mo [):lll)|I=1

We use the term quantum register to refer to a collection of qubits that we wish to treat as
a single unit. These will be denoted with uppercase sans serif font, e.g., A, B, C. Each register is
associated with a finite-dimensional Hilbert space, denoted by writing the same letter in uppercase
calligraphic font, e.g., A, B,C are the spaces corresponding to registers A, B, C. For an n-qubit
register A, we sometimes use the shorthand |0) to denote the all-zero state |0") on A.

An observable is represented by a Hermitian operator O on H. When O? = I (equivalently,
O has eigenvalues in {—1,1}), O is also a binary observable. For binary observables O we define
the projector onto its +1 eigenspace O and the projector onto its —1 eigenspace O~ so that
O = Ot — O~. For any projector II, we define a corresponding binary projective measurement
{II,1 — II} and say that the measurement accepts if the outcome is IT; otherwise, we say that the
measurement rejects.

General (non-unitary) evolution of a quantum state can be represented via a completely-positive
trace-preserving (CPTP) map ® : S(H) — S(H'). We define the diamond norm [Kit97, KSV02] of
any CPTP map ¢ : S(H) — S(H’) to be

2= _max (@@ Ts) )],
where X is any Hilbert space with the same dimension as #, and ||-||; is the Schatten 1-norm.
We occasionally denote the action of a unitary U on a mixed state p by U(p) := UpUT.

Computational indistinguishability. The following is taken verbatim from [BKL"22]. Two
quantum state ensembles {pé’\)7pg>‘)}A are said to be computationally indistinguishable if for
every non-uniform QPT algorithm A = {AM, pM} (that outputs a bit b), we have that

‘E [ AN (p™)] péA))} E { AN (p™) pgx))] ‘ — negl()).

Equivalently, {p(())‘), pgA)} » are computationally indistinguishable if for every efficiently com-
putable non-uniform binary observable (R, o), we have that

| Te(R(po © ) = Tr(R(p1 @ 0))| = negl(A).
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We will occasionally use the notation py ~. p; to denote computational indistinguishability of
{pé)‘),pg)‘)},\. When pg and p; are statistically indistinguishable, i.e. |po — p1l|; = negl()), we
write pg =~ p1.
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4 Defining quantum state commitments (QSCs)

4.1 Syntax
We describe the syntax for non-interactive quantum state commitments.

Definition 4.1 (Non-interactive QSC syntax). A non-interactive quantum state commitment
QSC s specified by a unitary Comqsc on n + A qubits.

e (Commitment phase) To commait to a n-qubit state in register M, the sender initializes
register W to the |0*) state and applies Comqsc to (M, W). The resulting state is divided
wnto regqisters (C,D). It sends C to the receiver.

e (Opening phase) The sender decommits by sending D. The recewer applies ComgSC to
the pair (C,D), obtaining (M, W). It verifies the decommitment by measuring W in the
standard basis and checking that the outcome is |0)). If verification accepts, the receiver
interprets the state on M as the commutted message.

For convenience, we will often write Com in place of Comgsc.

What about interactive commitments? Our swap-binding definition (Definition 4.2) will
only apply to non-interactive QSCs. This is justified in part by the fact that any interactive QSC
can be made non-interactive via a simple transformation that was previously known in the setting
of quantum b¢t commitments (see Appendix A for full details). Nevertheless, we believe it could be
useful in some settings to have a definition that directly handles the interactive case. Towards this
end, we state an alternative definition of binding that we call “Pauli binding” in Appendix B.1. Pauli
binding naturally handles interactive QSCs and is equivalent to swap-binding for non-interactive
QSCs. We choose to present swap binding as our main definition since we found it significantly
easier to work with.

4.2 The swap binding definition

We now present our new swap binding security definition. For two quantum registers of the same
size, M and M’, SWAP[M, M’] denotes the unitary that maps |1); |#)\ t0 |&)\m 1¥) -

Definition 4.2 (Swap binding). For a non-interactive quantum commitment scheme Com, an
interactive adversary A, a challenge bit b € {0,1}, and a security parameter \, define the
swap binding security ezperiment SwapBindExptqsc, A,b()\) as follows.

SwapBindExptqsc 45(A):

1. The adversary A (acting as a malicious sender) sends commitment register C and
decommitment register D to the challenger (acting as an honest receiver).

2. The challenger applies Com' and measures {|0)0],1—|0X0|} on W; if the measurement
rejects, then it aborts and outputs a random b’ < {0,1}.

3. The challenger does the following:
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e if b =0, the challenger simply applies Com, and sends the D register to A,

e if b =1, the challenger replaces the contents of the M register with |0) (i.e., it ini-
tializes a fresh register E = |0) of the same dimension as M and applies SWAP[M, E] ).
It then applies Com and sends the D register to A.

4. The output of the experiment is b’ < A.

Com s computationally (resp. statistically) swap binding if there exists a negligible func-
tion p(A\) such that for all polynomial-time (resp. unbounded-time) quantum interactive
adversaries A,

. 1
bgl:{)(il}[SwapBlndEXthsc’A’b(A) = b] S 5 + M(A)

4.3 Additional definitions: hiding and succinctness

We now define hiding and succinctness for QSCs. While the notion of hiding for commaitments to
quantum messages had not been defined in the literature before, it is easy to write down a definition
based on existing definitions for encryption of quantum messages. The following definition is
essentially the same as the definition of indistinguishability under chosen-plaintext-attacks (g-
IND-CPA) given by [BJ15].

Definition 4.3 (Hiding for quantum state commitments). For a non-interactive quantum com-
mitment scheme Com, an tnteractive adversary A, a challenge bit b € {0,1}, and a security
parameter X\, define a security experiment HideExthSC’A’b()\) as follows.

1. A prepares a message M and sends it to the challenger.

2. Nezt, the challenger (acting as an honest sender) performs the commit phase with A
(acting as the receiver) using the quantum state in M ¢f b =0, or |0) ¢f b= 1.

3. The output of the experiment is b’ + A.

Com 1s computationally (resp. statistically) hiding if there exists a negligible function ()
such that for all polynomial-time (resp. unbounded-ttme) quantum interactive adversaries
A,

1
Pr |HideExpt A)=0b] < =+ u(N).
b<_{071}[ p Qsc,A,b( ) ] < B ey
Definition 4.4 (Succinct non-interactive QSCs). We say that a non-interactive QSC s succinct
if the commatment s shorter than the message, i.e., the size of register C is smaller than M.

We remark that our definition of succinct QSCs does not require hiding. This is analogous to the
definitions of succinct classical commitments (i.e., collision-resistant hash functions, or their post-
quantum analogue, collapsing hash functions [Unr16]), which only require binding and succinctness
but not hiding. Moreover, hiding is not necessary for our primary application to quantum succinct
arguments (Section 7).
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4.4 Hiding-binding duality

We observe that the hiding and binding security experiments are nearly identical for non-interactive
QSCs. In particular, we can write both of the experiments as follows.

Property 4.5 (Hiding-binding duality for QSCs). For a non-interactive quantum commaitment
scheme Com, an interactive adversary A, a challenge bit b € {0,1}, and a security parameter
A, the binding and hiding security experiments can be written as follows.

1. The adversary A sends (C,D) to the challenger.

2. The challenger applies Com' and measures {|0X0|\y,I — |0XO|\y}. If the measurement
rejects, abort the experiment (i.e., output a random bit b'). Otherwise:

(a) The challenger initializes a register E to |0) and applies SWAP[M, E]°, then Com.
(b) For binding, the challenger returns D; for hiding, the challenger returns C.

3. The output of the experiment is b < A.

Proof. The binding game is exactly equivalent to Definition 4.2. The hiding game is equivalent to
Definition 4.3, except that here the adversary sends (C, D) whereas the adversary in Definition 4.3
sends M (and there is no W measurement). However, these notions of hiding are equivalent by
essentially the same argument as [Unr16, Lemma 14]. The proof follows by observing that sending
(C, D) registers containing an invalid commitment-decommitment pair cannot help the adversary;
if the adversary sends (C, D) registers containing a valid commitment-decommitment pair, this is
equivalent to sending M (in the Com basis). O

Property 4.5 motivates the definition of a dual scheme, where the roles of the C and D registers
are reversed.

Definition 4.6 (Dual commitments). For a non-interactive commitment scheme Com with
commitment register C and decommitment register D, the dual scheme is the commaitment
scheme with the same commitment unitary Com, but D is used as the commitment and C 1s
used as the decommitment.

As an immediate consequence of Property 4.5, we obtain the following corollary.

Corollary 4.7. Let Com be a computationally (resp. statistical) swap-binding and statisti-
cally (resp. computationally) hiding non-interactive commitment scheme. Then the dual
commitment scheme Com s a computationally (resp. statistical) hiding and statistically
(resp. computationally) swap-binding non-interactive commitment scheme.

4.4.1 Discussion: is there a hiding-binding duality for QBCs?

As it turns out, a similar duality also exists for quantum bit(string) commitments (QBCs), i.e.,
quantum-communication commitments to classical messages. Previously, [Yan22]| showed that it
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was possible to transform any statistically binding, computationally hiding QBC into a computa-
tionally binding, statistically hiding QBC (or vice versa). However, using the insights developed
above for QSCs, we can make this connection between hiding and binding significantly simpler.

For the following discussion, we consider QBCs satisfying our syntax for non-interactive QSCs.
This is essentially Yan’s “canonical form” [Yan22] with a few syntactic differences (most notably,
we allow for arbitrary-length messages, not just bits).

Consider the following version of Unruh’s collapse-binding definition [Unr16] for classical mes-
sages (restated for QBCs):

Computational (resp. statistical) security requires that any efficient (resp. inefficient) A
guesses b with probability at most 1/2 + negl(\) in the following experiment:

1. The adversary A sends (C, D) to the challenger.

2. The challenger applies Com' and measures {|0X0|,y ,T—|0)0ly}. If the measurement rejects,
abort the experiment (i.e., output a random bit 4'). Otherwise:

(a) The challenger samples a random bitstring s (whose length equals the number of qubits
of M) and applies Z* to M.

(b) Next, the challenger applies Com and returns D to the adversary.
3. The adversary wins the game if it guesses b.

Security requires that it is hard to guess b with advantage noticeably greater than 1/2. How
does this security experiment relate to hiding? Suppose we modify the collapse-binding experiment
as follows (differences in red):

Computational (resp. statistical) security requires that any efficient (resp. inefficient) A
guesses b with probability at most 1/2 + negl(\) in the following experiment:

1. The adversary A sends (C, D) to the challenger.

2. The challenger applies Com' and measures {|0X0|,y ,T—|0)0ly}. If the measurement rejects,
abort the experiment (i.e., output a random bit 4'). Otherwise:

(a) The challenger samples a random bitstring s (whose length equals the number of qubits
of M) and applies X*° to M.

(b) Next, the challenger applies Com and returns C to the adversary.
3. The adversary wins the game if it guesses b.

It is not hard to see that this definition, which we call “X-hiding,” implies the commitment hides
any classical message. In particular, if the adversary sends any classical message |m) (i.e., by
initializing (C, D) to Com(|m) |0)\y)) then the game above amounts to distinguishing a commitment
to m from a commitment to a uniformly random string. However, X-hiding is stronger than
ordinary hiding for classical messages, since the adversary may choose a superposition of classical
messages |m,).
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This connection between X-hiding and collapse-binding (which we will call Z-binding here)
leads to a simple dual scheme for any QBC satisfying our non-interactive commitment syntax. In
particular, suppose Com is statistically Z-binding and computationally X-hiding. Now consider
the following “dual” commitment scheme:

e To commit to an n-bit classical string |m), apply H®" followed by Com. Send the decommit-
ment register D as the commitment.

e To decommit, send the commitment C. To verify, apply H®"Com' and recover the |m) from
the M register.

It is immediate from these definitions that this scheme scheme is computationally Z-binding and
statistically X-hiding!

4.5 Parallel composition
In this section, we show that our binding definition for quantum messages composes in parallel.

Theorem 4.8 (Binding composes in parallel). Let {Com;};cp,) be a set of n non-interactive
binding commitment schemes with message and ancillary registers (M;,W;);c(n). Then the
parallel composition of the commitment schemes Com = & Com; with message register M =
(Mi)icn) and ancilla register W == (W;);c|,) 25 also a binding commitment scheme.

Proof. We will show by a sequence of n 4+ 1 hybrids that the parallel composition of the n com-
mitment schemes is binding. That is, we will show that an adversary cannot distinguish between
decommitments for messages of their choice in all n slots or for |0) in all n slots. We define hybrids
Hj for j € {0,1,...,n} as follows.

Hybrid Hj:

1. The adversary sends n commitment and decommitment registers (C;, D;);c,, to the
challenger.

2. The challenger then does the following:

(a) Apply Com'.

(b) Measure {|0X0|y ,I — |0)0|,y}. If the measurement accepts, then continue to the
next step. Otherwise, the experiment aborts and a random bit ¥’ < {0, 1} is output.

(c) Swap the messages in M; for ¢ < j with |0).

(d) Apply Com.

3. The challenger returns the decommitment (D;);c|, to the adversary.

Breaking binding for the commitment scheme Com is equivalent to distinguishing between hy-
brids Hy and H,,. Suppose that an adversary A can distinguish hybrids Hy and H,, with advantage
e. Then for some j € [n]|, the adversary A can distinguish hybrid H;_; from hybrid H; with
advantage ¢/n. We now use A to construct an adversary A’ on the binding experiment for the
commitment scheme Com;. The adversary A’ receives the registers (C;, D;)7; from A, then does
the following:
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5.

6.

. Apply CT)?nT.

. Measure {|0)(0|,y,I — |0X0|y}. If the measurement accepts, then continue to the next step.

Otherwise, output a random bit &’ « {0,1}.

. Swap the messages in M; for i < j — 1 with |0).

. Apply Com.

Forward (C;, D;) to the challenger, receive D; from the challenger, and send (D;)}; to A.

Output ¥/ < A.

By construction of A’, the view of A in which the challenger either does nothing or swaps out
the jth message with |0) is identical to that of H;_; and Hj, respectively, so A’ wins the binding
experiment for Com; with advantage ¢/n. O
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5 Constructions of QSCs

5.1 Succinct QSCs from one-time quantum encryption

Definition 5.1 (Quantum encryption syntax). A quantum encryption scheme QEnc for quan-
tum message space M and classical key space {0, 1}d(’\) 1s specified by a family {Uk}ke{071}d(k) of
unitaries acting on M, for each security parameter \. We require that for any k € {0, l}d()‘),

there is a poly(\)-time classical procedure to generate a description of Uy. The encryption of
|y € M under secret key k is Uy |¢).

To simplify notation, we will often drop the dependence on A and write QEnc = {Uy}i. We
say that a quantum encryption scheme has short keys if d < n. We define one-time security for
a quantum encryption scheme QEnc with the following security game:

Definition 5.2 (One-time secure quantum encryption). For a quantum encryption scheme QEnc,
an interactive adversary A, a challenge bit b € {0,1}, and a security parameter A\, define a
security ezperiment QEncExptqsc 4,(A) as follows.

QEncEXptQenc 4,5(A)

1. A sends a quantum message M to the challenger.
2. The challenger samples a random k « {0, 1}d(’\) and does the following:

(a) If b= 0, apply U to M and send M to A.
(b) If b =1, swap the contents of M with |0), apply Uy to M, and send M to A.

3. The output of the experiment is b’ + A.

QEnc is one-time secure if there exists a negligible function p(\) such that for all polynomeal-
time quantum adversaries A,

+ 1(A).

[N R

Pr }[QEncExthEngA,b()‘) = b] <

b+{0,1

)

Using any one-time secure quantum encryption scheme QEnc = {Uy}x, we can define a non-
interactive QSC by the following commitment unitary:

Com = Z (]k><k\ H®d>w ® (Uk)wm, (1)
ke{0,1}4

using C = W as the commitment and D = M as the decommitment. For example, the honest
commitment to the pure state |1)),, is

272 %" ke ® Uk [9)o.

ke{o,1}4

If the encryption scheme has short keys, then the scheme is succinct. It is easy to show that the
scheme is also binding.
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Theorem 5.3. If {Ug}r is a one-time secure quantum encryption scheme, then the QSC
scheme Com defined by Eq. (1) s binding.

Proof. The proof is immediate from the definitions. Consider the binding security experiment for
Com (Definition 4.2). We denote the register containing the adversary’s internal state by R. Let
pc,p,r be the state of the experiment after the adversary sends D to the challenger, let pBR be the
state held by the adversary after it receives D back from the challenger in the b € {0, 1} world of
the binding experiment, and let o r = Trc(IT - ComTpc,DRCom -II) be the sub-normalized state
on (M,R) after a successful opening. By the one-time security of the quantum encryption scheme,

phr=2"" > (U momr(U)um
ke{0,1}4

. 27d Z (U]JOXO‘M U]];)M@O'R
ke{0,1}4

= P%),R~ m

Claim 5.4 (One-time secure quantum encryption with short keys from OWFs). One-time secure
quantum encryption with short keys exists assuming the ezistence of any post-quantum one-
way function.

Proof. There exists a post-quantum pseudo-random generator G : {0,1}"/2 — {0,1}?" assuming
the existence of any post-quantum one-way function [HILL99, Zhal2]. Let Uy = X Go(k) ZG1(k)
be a quantum encryption scheme, where Go(k),G1(k) are the first and last n/2 bits of G(k),
respectively. This scheme has key size d = n/2 for n-qubit messages, and security is immediate
from the definitions.

Consider the security experiment for {Uj }; (Definition 5.2). We denote the register containing
the adversary’s internal state by R. Let pyr be the state of the experiment after the adversary
sends M to the challenger and let pk,l’R be the state held by the adversary after it receives M back
from the challenger in the b € {0, 1} world of the security experiment. Since G is a post-quantum
pseudo-random generator,

pR/LR —9—d Z (XGO(k)ZGl(k))MpM’R(ZGl(k)XGO(k))M
ke{0,1}4
~e 2™t YT (X ZGE o))y 24M X D)y @ pr
ke{0,1}d
= P|1\/|,R- O
Claim 5.5. There is a quantum oracle O relative to which one-time secure quantum encryp-

tion with short keys exists, but BQP® = QMA? (and in particular, post-quantum one-way
functions do not exist).

Proof. By [Kre21, Theorem 2], there is a quantum oracle O relative to which a pseudo-random
unitary family {U}, : C*" — (CQn}ke{Ovl}n exists, but BQP® = QMA®. We would like to view the
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family as a quantum encryption scheme with keys k£ € {0, 1}", but this scheme does not have short
keys (as d = n).

However, Appendix C shows that we can exchange the PRU family’s many-time security for
one-time security on a larger message space. We therefore use {Expand(U,{)}icfo,1y» for any
constant ¢ > 1, which is a secure one-time quantum encryption scheme acting on at least ¢ - n
qubits by Theorem C.1. O

5.2 Domain extension

In this section, we show that a quantum analogue of Merkle-Damgérd domain extension for classical
compressing hash functions works for succinct QSCs.

Concretely, suppose we are given a succinct QSC scheme sQSC for (m + 1)-qubit messages that
produces m-qubit commitments.?’ That is, Comsqsc acts on message-ancilla registers (M, W) and
produces commitment-decommitment registers (C, D) where:

e Mis an (m + 1)-qubit message register,

e W is a d-qubit ancilla register,

e C is an m-qubit commitment register, and
e Disa (d+ 1)-qubit decommitment register.

Using sQSC, we construct a new succinct QSC scheme sQSC,'X'D (where MD stands for Merkle-
Damgérd) enabling commitments to k-qubit messages with commitments of m qubits for any

k = poly()).
In sQSC,';/'D, the sender commits to a k-qubit message M as follows:

Setup: Initialize an (m + kd)-qubit register W to ’Om+kd>. Separate W into subregisters
W = (Co,Y0,Y1,...,Ygr_1) where Cy is m qubits and each Y, is d qubits. Separate M into
subregisters M = (Mg, My, ..., My_1) where each M; is a single qubit register.

1. Fori=0,...,k—1:

Apply Comgqsc to (M;, C;,Y;), i.e., commit to the (m+1)-qubit message register (M;, C;)
using the d-qubit ancilla Y;, to obtain (C;11,Djt1).

2. The commitment is the m-qubit register C = C;, and the decommitment is the k- (d+1)-qubit
register D = (Dq, ..., Dg).

Theorem 5.6 (Domain extension). For any k = poly()), the scheme sQSC,'l/'D is swap binding
assumang that sQSC is swap binding.

2°0One-qubit compression is without loss of generality, since if a scheme compresses by more than one qubit, we
can pad the input with 0’s (and additionally require that these qubits are 0 during verification).
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Proof. We prove this claim by a sequence of hybrid arguments. To simplify notation, let U; be
the unitary corresponding to the jth application of Comgqsc in sQSC,'X'D, so that the commitment
is implemented with the unitary U = UpUy_1---U;. We first state all of the hybrids below and
then prove indistinguishability of the hybrids in Claims 5.7 to 5.9. We highlight the differences
from the previous hybrid in red.

e Hybrid Hy:

1. The adversary sends the registers (C, D) to the challenger.
2. The challenger does the following:

(a) Apply a binary projective measurement to check that (C,D) is valid.
(b) Return D = (Dy,...,Dy) to the adversary.

Hybrid Hj corresponds to the b = 0 case of the QSC binding security game Definition 4.2.
e Hybrid Hi:

1. The adversary sends (C,D) to the challenger.
2. The challenger does the following:

(a) Apply a binary projective measurement to check that (C, D) is valid.
(b) Apply UT to recover the committed message on registers (Mo, ..., Mz_1).
(c) Foreachi=0,...,k—1:
i. Initialize an m-qubit register C; to |0™).
ii. Use Com to commit to the m + 1-qubit register (M;, C}), producing a decommit-

ment D;; and a commitment C;,1; discard C;;1.

(d) Return D = (Dy,...,Dy) to the adversary.

The difference between H; and Hj is that in Hq, the decommitments D, ..., Dy are each generated
in parallel. That is, in hybrid H;, each D; the adversary receives is the decommitment resulting
from committing to (M;_,C]_) where C;_, is initialized to [0"). In contrast, in hybrid Hy, the
decommitments D; are generated in sequence, i.e., D; is the decommitment resulting from com-
mitting to (M;_1,C;—1), where C;_; is the commitment resulting from committing to (M;_2,C;_2)
in the previous layer, etc.

We prove that Hy and H; are indistinguishable in Claim 5.7 by defining a careful sequence of
k sub-hybrids.

e Hybrid Hs:

1. The adversary sends (C,D) to the challenger.
2. The challenger does the following:

(a) Apply a binary projective measurement to check that (C, D) is valid.
(b) Apply U' to recover the committed message on register M = (Mo, ..., Mj_1).
(c) Initialize k qubits M" = (M, ..., Mj,_,) to |0%), and apply SWAP[M, M'].

) )
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(d) Foreachi=0,...,k—1:
i. Initialize an m-qubit register C; to |0™).
ii. Use Com to commit to the m + 1-qubit register (M;, C}) and obtain (D; 1, Ci11);
discard C; .
(e) Return D = (Dy,...,Dy) to the adversary.

The difference between Hy and H; is that in Ho, the decommitments D1, ..., D are each decom-
mitments resulting from (independent) commitments to the message |0m+1>. Since the k£ decom-
mitments in both H; and H> are all independent, indistinguishability of these hybrids follows from
the fact that swap-binding composes in parallel (Theorem 4.8); see Claim 5.8.

e Hybrid Hs:

1. The adversary sends (C,D) to the challenger.

2. The challenger does the following:
(a) Apply a binary projective measurement to check that (C, D) is valid.
(b) Apply UT to recover the committed message on registers (Mo, ..., Mg_1).
(c) Initialize k£ qubits M' = (Mg, ..., M}_;) to |Ok>, and apply SWAP[M, M’].
(d) Apply U.
(e) Return D = (Dy,...,Dy) to the adversary.

Hybrid Hj corresponds to the b = 1 case of the QSC binding security game (Definition 4.2). The
differences between Hs3 and H, are analogous to the difference between Hjy and Hi, except that
now each M; is replaced with |0). We prove H3 ~. Hs in Claim 5.9 using essentially the same
arguments as in Claim 5.7.

It remains to prove Claims 5.7 to 5.9. O

Claim 5.7. Hybrid Hy is indistinguishable from Hybrid H;.

Proof. We prove this claim by a sequence of k£ + 1 hybrids Héo_l), ..., H 120—1). Hybrid Héo_l) is

identical to Hy, and H,(co_l) is identical to Hy. For i = 0,..., &k we define Hi(o_l) by the following
behavior for the challenger:

Hybrid H™:

1. The adversary sends (C,D).
2. The challenger does the following:

(a) Check that the commitment is valid. If not, the experiment aborts.
(b) If ¢ > 0, open the last i commitments using U ,I_Z. U ,I, initialize a new register
(M}_,,C)_;) to |0), and apply SWAP[(Mj,_;, Cx—;), (M} _,, Ci._,)]-
c) Ifi >1,for j=k—1,...,k — 2 in sequence, apply Com to (M,,C;,Y,) to produce
ERVERY
a decommitment on D;,; and a commitment on C;,i, initialize a new register
(I\/I9+1, C;‘+1) to |0), and apply SWAP[(M;;1,Cj11), (M;Jr17 C;‘+1)]‘
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(d) Ifi > 0, apply Com to (Mg_1,Cx_1,Yk_1) to produce a decommitment on Dy and a
commitment on Cj.

3. The challenger returns the decommitment D = (Dy,...,Dg) to the adversary.

Suppose that an adversary A can distinguish hybrids Héo_l) and H 15‘0—1) with advantage €. Then

for some i € {0,...,k — 1}, the adversary A can distinguish hybrid Hi(o_l) from hybrid H Z-(f:l)
with advantage ¢/k. We now construct a reduction RZ(O_I) that uses such an adversary to achieve

advantage ¢/k in the binding experiment for the commitment scheme Com.

Reduction REO_l):

(0-1)

%

1. The adversary sends (C,D) to R
2. The reduction does the following:

(a) Check that the commitment is valid. If not, the experiment aborts and the reduction
makes a random guess b’ < {0,1}.

(b) If ¢ > 0, open the last i commitments using U,I_i IRREE U,i. Initialize an internal
register (M}._,,C,_,) to |0) and apply SWAP[(Mj_;, Cx—;), (M} _,, Ci._)]-

(c)Ifi>1, for j = k—1i,...,k — 2 in sequence, apply Com to (M;,C;,Y;) to ob-
tain (Djt1,Cj41). Initialize an internal register (M’ ;,Cj, ;) to |0) and then apply
SWAP[(Mj+17 Cj+1)7 (M;'J,-l? C;+1)]

(d) If i > 0, apply Com to (Mg_1,Cx_1,Yg_1) to produce a decommitment on Dy and a
commitment on Cj;. For convenience of notation, let Cj = C;.

(e) Send (Dj—;, Cj,_,;) to the challenger. According to the challenge bit b, the challenger
applies SWAP? to an auxiliary |0) state and the message (Mj,_;_1, Cx—;_1) underlying
(Dg—i,C)_;). Then the challenger returns D;_; to the reduction.

3. The reduction returns the decommitment D = (Dy,...,Dy) to the adversary.
The view of the adversary in the b = 0 world of REO_D is exactly the same as in Hi(o_l), and the
view of the adversary in the b = 1 world is exactly the same as in H, 2-(2;1). ]

Claim 5.8. Hybrid Hy s indistinguishable from Hybrid Hs.

Proof. It is immediate that a QSC is binding to every subset of registers of the message; the same
fact for collapse-binding commitments was proven in [Unrl6, Lemma 15] and the proof for QSCs
is nearly identical. In particular, Com is a binding commitment to M; for each i € {0,...,k — 1}.
Therefore, H; and Hs are indistinguishable by the following reduction to the security of parallel
composition (Theorem 4.8).

e Reduction R;:

1. The adversary sends (C,D) to R.
2. The reduction does the following:

(a) Apply a binary projective measurement to check that (C,D) is valid. If not, the
experiment aborts and the reduction makes a random guess b’ < {0, 1}.
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(b) Apply UT to recover the committed message on registers (Mo, ..., Mg_1)
(c) Foreachi=0,...,k—1:
i. Initialize an m-qubit register C} to |0™).
ii. Apply Com to the m + 1-qubit register (M;, C.,Y;), producing a decommitment
D;+1 and a commitment C;4;.
(d) Send {D;, C;}ic[ to the challenger.
(e) The challenger samples a random b < {0, 1}, applies

&) U;(SWAPM;, Mi]")U,

i€[k]
and returns D = (D, ..., D) to the reduction.
(f) The reduction returns D to the adversary. O

Claim 5.9. Hybrid H, 1s indistinguishable from Hybrid Hs.

Proof. The proof is identical to the proof of Claim 5.7, except that we view the commitments as
swap-binding commitments to just the registers C; instead of (M;,C;). That is, we only swap C;
instead of (M;, C;), and only make use of the binding property of the commitment scheme on the
C; register.
. . (3-2) (3-2) . (3-2) . . .

Formally, we again use a sequence of k+1 hybrids H, ,...,H,” 7. Hybrid H is identical
to Hs, and H,g3_2) is identical to Hs. For ¢ = 0, ...,k we define Hi(3_2) by the following behavior
for the challenger:

Hybrid H*?:

1. The adversary sends (C, D).

2. The challenger does the following:
(a) Check that the commitment is valid. If not, the experiment aborts.
(b) Apply UT to recover the committed message on registers (Mo, ..., Mg_1).
(c) Initialize k£ qubits M’ = (Mg, ..., M}_;) to |0 > and apply SWAP[M, M’].
(d) Apply U
(e) If ¢ > 0, open the last i commitments using U]I
C)._; to |0), and apply SWAP[C;_;,C,_.].

(f) Ifi > 1, for j = k—1i,...,k —2 in sequence, apply Com to (M;, C;,Y;) to produce a
decommitment on D;,; and a commitment on C;,, initialize a new register C; 11
to [0), and apply SWAP[C; 1, C)4].

(g) If i > 0, apply Com to (Mg_1,Cr_1,Yk—1) to produce a decommitment on Dy and a
commitment on Cy.

i1 Uy, initialize a new register

3. The challenger returns the decommitment D = (D, ..., Dg) to the adversary.

Suppose that an adversary A can distinguish hybrids Hég_Q) and H 15.3_2) with advantage . Then

for some i € {0,...,k — 1}, the adversary A can distinguish hybrid Hi( 2 from hybrid H; (3 2)
(3-2)

with advantage €/k. We now construct a reduction R, that uses such an adversary to achleve

advantage ¢/k in the binding experiment for the commitment scheme Com.
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(3-2)

Reduction R;

(3-2)

1. The adversary sends (C,D) to R,

2. The reduction does the following:

(a) Check that the commitment is valid. If not, the experiment aborts and the reduction

makes a random guess b’ < {0,1}.

(b) Apply U to recover the committed message on registers (M, ..., My_1).

(c) Initialize k qubits M’ = (M, ..., M}_,) to |0%) and apply SWAP[M, M'].

(d) Apply U.

) PEER U,I . Initialize an internal
register C;_, to |0) and apply SWAP[C;_;,C}._,].

(f) If¢ > 1, for j = k —4,...,k — 2 in sequence, apply Com to (M;,C;,Y;) to
obtain (D;ji1,Cj41). Initialize an internal register C),; to |0) and then apply
SWAPI[C;1,C) 4]

(g) If i > 0, apply Com to (Mg_1,Cr—1,Yr—1) to produce a decommitment on Dy, and a
commitment on C;. For convenience of notation, let C) = Cj.

(h) Send (Dy—;,C)_;) to the challenger. According to the challenge bit b, the chal-
lenger applies SWAP? to an auxiliary |0) state and the register C_;_; underlying
(Dg—i,C,._,). Then the challenger returns D;_; to the reduction.

3. The reduction returns the decommitment D = (Dy,...,Dy) to the adversary.
The view of the adversary in the b = 0 world of RZ@*Z) is exactly the same as in Hi(372), and the
view of the adversary in the b = 1 world is exactly the same as in HS;IZ). O

5.3 Formalizing the folklore: QSCs from QBCs

In this section, we formalize the security of the “folklore” construction of hiding QSCs: to commit
to an n-qubit quantum state |¢)), sample two random n-bit classical strings r, s, and send X" Z* |¢)
together with commitments to the classical string (r,s). The opening is just the opening to the
commitment to (r, s), which enables the receiver to recover |¢)) by applying Z°X". We instantiate
the commitment to (r,s) with any quantum-communication commitment to classical messages
satisfying hiding and binding.

Defining quantum bit(string) commitments. The syntax for a quantum bit(string) commit-
ment (QBC) is identical to our syntax for non-interactive quantum state commitments (Defini-
tion 4.1).

Hiding and binding are defined as follows:

Definition 5.10 (Hiding for QBCs). For a quantum bit(string) commitment Comqgpc, an in-
teractive adversary A, a challenge bit b € {0,1}, and a security parameter \, define a security
ezperiment HideExptqgc 44(A) as follows.

HideExptqpc 4 4(A):
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1. The adversary A sends a two messages xg,z;, € {0,1}Ml to the challenger.

2. The challenger (acting as the honest sender) initializes register M to the standard basis
state |xp) and register W to |0), applies Comqpc, and sends register C to the adversary.

3. The output of the experiment is V' < A.

Comqgc ts computationally (resp. statistically) hiding if there exists a negligible function
w(A) such that for all polynomial-time (resp. unbounded-time) gquantum interactive adver-
saries A,

P [HideExptaac 1) = 8] < 5+ ().
Definition 5.11 (Binding for QBCs [Unr16|). For a quantum bit(string) commitment Comqgc,
an wnteractive adversary A, a challenge bit b € {0,1}, and a security parameter X\, define a
binding security ezperiment ColBindExptqpc Ab()\) as follows. This definition ts an adapta-
tion of Unruh’s collapse-binding definition [Unri6] to the setting of quantum bit commit-
ments.

ColBindExptqgc 4 4(A):

1. The adversary A (acting as a malicious committer) sends registers (C,D) to the chal-
lenger.

2. The challenger applies ComTQBC and measures {|0)X0|y, ,1—[0)0|\y}, if the decommitment
s tnvalid (the measurement rejects), it aborts the experiment (i.e., outputs a random

v).
3. The challenger does the following:

e if b =0, the challenger simply applies Comqpc, and sends the D register to A,

e if b =1, the challenger measures M in the standard basts. It then applies Comqgpc
and sends the D register to A.

4. The output of the experiment is b/ < A.

Comqgc s computationally (resp. statistically) collapse-binding if there exists a negligible
function u(\) such that for all polynomial-time (resp. unbounded-time) gquantum interactive
adversaries A,

1
Pr [ColBindExpt Wbl < X auo.
b<—{(])r,1}[ 01BindExptqpc,4,(A) = 0] < 2+u( )

Non-interactive form of the folkore construction. Before proving security of the commit-
ment to an n-qubit state, we write the folklore construction in non-interactive form for a commit-
ment to one qubit. Let Comgpc be a quantum bitstring commitment to two classical bits. That
is, it maps two bits in registers M’ := (M), M) and ancilla register W’ to commitment register C’
and decommitment register D’. Recall that in the folklore construction, the sender commits to
two randomly samples bits, » and s. To purify this step, we initialize two additional single-qubit
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registers K := (K, K2), and make (K;,M}) and (K2, M) each hold one EPR pair. Formally, the
construction is as follows:

To commit to a qubit in message register M, a sender will initialize ancillary registers W :=
(K1, Ko, M, M5, W’) to the |0) state. Then the sender applies the following commitment unitary:

Comqsc = Comqgc(ctivy-Zm)(ctivg-Xwm) ((Ct|K1'XM’1)HK1 ® (Ct|K2-XM'2)HK2> : (2)

The commitment register is C := (M, C') and decommitment register is D := (Ky, Ky, D). Thus, for
any quantum message ),

1 S T
Comaqsc ([¥)m @ [0)kmw) = ) Z |7, )k @ (Comqgc |7, s)wr @ [0)yr) @ Z5X" |9y -
r,s€{0,1}

Theorem 5.12. The quantum state commitment scheme in Eq. (2), Comqsc, s computation-
ally (resp. statistical) hiding and statistically (resp. computational) binding if the underlying
quantum bit commitment scheme, Comqgc, s computationally (resp. statistical) hiding and
statistically (resp. computational) binding.

Proof. Hiding of Comqsc follows by a standard hybrid argument. To simplify notation, for (r,s) €
{0,1}2, let 7, s denote the density matrix corresponding to the commitment to (r, s) under Comqac.

e Hjy: In this hybrid, the adversary Adv sends a single qubit state pm to the challenger. The
challenger returns the mixed state

1
12 e @ (X7Z°)pm(Z°X7),
8

corresponding to an honest commitment of py under Comgqsc. This hybrid is the view of the
adversary in the b = 0 case of the QSC hiding experiment (Definition 4.3).

e Hy: This hybrid is the same as Hj, except the commitment to (r,s) is replaced by a com-
mitment to (0,0).

1 X
T00® 4 D (XTZ%)pm(Z°XT).

7,8

This is indistinguishable from H; by the hiding security of Comqgc: an adversary in the hiding
experiment can sample random 7, s < {0, 1}2, send (r, s) and (0, 0) to the challenger, receive
the state 7 (which is either 7, or 79), and prepare the state 1 > 7 ® (X"Z%)pu(Z°X").

e Hy: This hybrid is the same as Hj, except the challenger uses |0)(0| instead of pum:
1
ma ® § D002 00l (2°X°)

This is identical to H; since the state in both hybrids is 790 ® (I/2).
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e Hj: This hybrid is the same as Hs, except the commitment to (0,0) is replaced by a com-
mitment to (r,s):

> @ (X729 000y (20X

8

This follows by the hiding property of Comqpc. This completes the proof of hiding for
Comqsc since Hs is the view of the adversary in the b = 1 case of the Comqsc hiding
experiment (Definition 4.3).

We now show that Comqsc is swap binding (Definition 4.2) assuming Comqpc is binding (Def-
inition 5.11).

e Hybrid Hy:

1. The adversary Adv sends a quantum state on registers C, D to the challenger.
2. The challenger then does the following:

(a) Apply ComzQSC to (C,D).

(b) Measure {|0)0|,y,I— |0)X0|}. If the measurement rejects, abort.

(c) Apply Comqsc.

(d) Send the decommitment register D to Adv.

The view of Adv corresponds to the view of the adversary in the b = 0 world of the swap-
binding experiment for Comqsc (Definition 4.2).

e Hybrid Hy:
1. The adversary Adv sends a quantum state on registers C, D to the challenger.

2. The challenger then does the following:
(a) Apply Comgsc to (C,D).

(b) Measure {|0)(0|,y,I— |0)XO0|y}. If the measurement rejects, abort.

(c) Apply Comqsc.

(d) Apply ComgBC to reveal the two-bit committed classical message on register M.
(e) Measure M’ in the standard basis.

(f) Apply Comqgc.

(g) Send the decommitment register D to Adv.

The measurement in Step 2b ensures that after applying Comqsc in Step 2c, the resulting state
includes a valid commitment-decommitment pair for the message in M’ under Comggc. By
the binding security of Comqgc, the act of measuring the contents of M’ in the standard basis
is undetectable without access to the commitment C’. Thus, hybrid H; is indistinguishable
from Hj; otherwise, an adversary in the Comqgc binding experiment receives (C,D) from
Adv, performs Steps 2a to 2c, sends (C’,D’) to the challenger, receives D’ from the challenger,
sends D to Adv, and uses Adv’s output to win the Comqpc binding experiment.
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o Hybrid Hy:

1. The adversary Adv sends registers (C,D) to the challenger.
2. The challenger then does the following:
(a) Apply Combsc to (C,D) to obtain (M, W).

For (r,s) € {0,1}2, let v, 5 denote the density matrix corresponding to the decommitment to
(r,s) under the quantum commitment to classical messages Comqgc. By a straightforward
computation, regardless of the the contents of M after Step 2b, the state that the challenger
sends Adv is

1
Z Z |7’, S><T7 3’K ® (’YT,S)D"
r,s

Thus Hs is perfectly indistinguishable from H;.
e Hybrid Hj:

1. The adversary Adv sends registers (C,D) to the challenger.
2. The challenger then does the following:

(a) Apply ComJ(rQSC to the (C, D) registers.

(b) Measure {|0)0|y ,I— |0X0|}. If the measurement rejects, abort.
(c) Replace the contents of M with the state [0)(0]y.
)

(d) Apply Comqsc.

(e) Send the decommitment register D to Adv.

The difference between hybrids Hy and Hj is that challenger measures M’ in the former but
not in the latter. Again, by the binding security of Comgqgc, the two hybrids are indistin-
guishable. This completes the proof of binding for Comqsc because Hjz is the view of the
adversary in the b = 1 world of the binding experiment (Definition 4.2).
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The proof of security above shows that the folklore construction applied to one qubit is a hiding
and binding QSC. By appealing to the security of the parallel composition of n such commitment
schemes using Theorem 4.8, we get a full QSC for n-qubit quantum messages.

Corollary 5.13. Let Comqsc be the QSC defined by Eq. (2). Then for any n = poly(}),
the n-fold parallel composition @), Comqsc is a hiding and binding QSC if the underlying
quantum commitment to classical messages Comqpc ts hiding and binding.
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6 The oracle security lemma

In this section we prove that swap binding is equivalent to a seemingly stronger definition that we
call oracle swap binding. As discussed in Section 2.3.2, oracle swap binding plays a crucial role in
our rewinding-based security proofs (Section 8).

Recall that in the swap-binding security experiment, the challenger’s bit b determines whether
the adversary’s originally committed message is left on the M register (when b = 0) or swapped
into the challenger’s M’ register (when b = 1). Of course, the standard swap-binding adversary is
unable to access either of these registers: the state on M can only be revealed by applying Com!
to (C,D) (which the adversary cannot do since the challenger does not return the C register) and
the contents of the M’ register remain entirely out of the adversary’s view. Roughly speaking, the
oracle swap binding experiment gives the adversary an oracle that can perform arbitrary efficient
operations on the originally committed message, i.e., Mif b=0or M if b = 1.

To state the definition formally, we use the following notation:

e For any operator O and commitment unitary Com, we write 0= (Com)O(ComT).

e Let IT := Com(Iy®|0)0],y)Com' denote the projection onto valid commitment-decommitment
states.

e Recall that for a pair of equal-size registers M, M’, the unitary SWAP[M, M’]| maps [¢); |#)
to (@) [ -

In the oracle swap binding experiment, the adversary specifies an arbitrary unitary O, which
acts on M and any number of additional ancilla qubits R. After the adversary sends (C,D) to its
challenger and gets back a state on D, it is allowed to perform the following oracle call as many
times as desired:

1. The adversary sends registers (R, D) to the oracle.

2. If b = 0, the oracle applies the unitary OI1 + (I —II) to the registers (C,D,R). If b = 1, the

1

oracle applies the unitary SWAP[M, M’] - O - SWAP[M, M'|II + (I — II).
3. The oracle returns (R, D) to the adversary.
We can write this oracle more compactly as
Gy = (SWAP[M, M/])? - @ - (SWAP[M, M))*II + (I — II).

When (C,D) contains a valid commitment (i.e., the state is in the image of IT), the oracle behaves
as expected: in the Com' basis, it applies O to (M,R) if b = 0, or to (M, R) if b = 1. To ensure that
the oracle does not enable trivial attacks, we will restrict the oracle’s behavior to be independent
of b whenever (C,D) is an invalid commitment. In particular, we require that the oracle behave as
identity on any state in (I — II).
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Definition 6.1 (Oracle swap-binding for quantum state commitments). Com is computationally
(resp. statistically) oracle swap-binding if there exists a megligible function u(\) such that
for all polynomial-time (resp. unbounded-time) oracle swap-binding adversaries specified by
an efficient (resp. inefficient) interactive adversary A and any efficient (resp. inefficient)
unitary O,
1
Pr [SwapBindExpt A)=b <= A).

be{(l)h,l}[ wapBindExptosc 46y 5(A) = b] < 5 + 1)
Theorem 6.2. If Com is computationally (resp. statistically) swap-binding (Definition 4.2),
then Com is computationally (resp. statistically) oracle swap-binding (Definition 6.1).

The rest of this section is devoted to proving Theorem 6.2.

6.1 The admissible oracle lemma

Instead of proving Theorem 6.2 directly, we will consider a more abstract distinguishing task that
we call the (W, II)-distinguishing game, parameterized by a binary observable W and a projection
IT that commutes with W. We state and prove a lemma we call the admissible oracle lemma
(Lemma 6.5); in Section 6.2, we show how Theorem 6.2 follows from a special case of the admissible
oracle lemma.

Definition 6.3 ((W,II)-distinguishing game). Let (A, B) be two quantum registers. Let W be a
binary observable and 11 be a projector on (A,B) such that II commutes with W. Consider
the following distinguishing game:

1. The adversary sends a quantum state on registers (A,B) to the challenger.

2. The challenger chooses a random bit b < {0,1}. Next, it measures measures {II,1—1II};
if the measurement rejects, abort and output a random bit b’ < {0,1}. Otherwise, the
challenger applies W to (A,B), and returns B to the adversary.

3. The adversary outputs a guess b'.
We define the distinguishing advantage of the adversary to be |Pr[b/ = b] — 1/2].

The main result of the section is that, if the (W, II)-distinguishing game is hard, i.e., the best
possible distinguishing advantage is negligible, then it remains hard when the adversary is given
oracle access to any admzssible unitary G, defined as follows.

Definition 6.4. We say that a unitary G is admissible if:
e G commutes with both W and 11, and
o G acts identically on 1 —1I, 1.e., GI—1II) =1 —1IL

Informally, the admissible oracle lemma (Lemma 6.5) says the following. Suppose that a quan-
tum adversary with an initial state |¢)) wins the (W, II)-distinguishing game with advantage ¢, mak-
ing ¢ oracle calls to G. Then there exists a quantum adversary that wins the (W, II)-distinguishing
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game with advantage ¢2/8t2, but does not make any calls to (. The latter adversary requires
an initial state p which can be prepared using a circuit Prep® that runs G as a subroutine. We
emphasize that Prep® does not require special oracle access and can be implemented directly, since
it is run before the adversary sends any registers to the challenger.

Lemma 6.5 (Admissible oracle lemma). Let G be an admissible unitary. Suppose that for some
quantum state |1) \gr, there is a quantum algorithm DY (acting only on registers (B,R)) with
oracle access to G that achieves a distinguishing advantage ¢ in the (W,II)-distinguishing
game with initial state |¢). Then there exists another quantum state p and an algorithm E
making no queries to G that wins the (W,II)-distinguishing game with advantage & using

8t
initial state p, where t 1s an upper bound on the number of queries D makes to G. Moreover,

e if DG is implemented with a size-T oracle circuit (counting oracle queries as size 1),
then p « Prep®M(|4))), where Prep®M is a poly(T) size oracle circuit with (controlled)
queries to G, Gt, and M = (WTI) ® X + (I - WHI) ®1, and

e F is poly(T) suze.
We will prove Lemma 6.5 in two steps:

1. In Lemma 6.6, we show that the distinguishing task is equivalent to the following mapping
task: given any state in image(W '1II), output any state in image(W —1I).

2. In Lemma 6.8, we show that for the mapping task, admissible oracles only provide limited
help.

For a distinguisher D implemented as a binary projective measurement D = {IIp,I — IIp}, the
distinguishing advantage on (potentially sub-normalized) |¢)) can be written as

%I(YM HIpTT[¢) — (| TW T WIL[4))].

For a unitary U and (potentially sub-normalized) state |¢), we define the mapping advantage of
U on |¢) to be
_ 2
[(WIDU (W) [4)|

The following lemma states that the mapping and distinguishing tasks are equivalent in a setting
where the adversary supplies the initial state (up to a quadratic loss in the advantage).

Lemma 6.6. Let W be a binary observable on a register H, let 11 be a projection on H that
commutes with W, and let B be a fresh single-qubit register. Fiz a state |¢) on H and let
[y ) == WTIIL|[¢). Then:

(i) If U has mapping advantage ¢ on |¢)), then {ﬁD,]I — ﬁD} has distinguishing advantage
/2 on ctlgU |+)g [t04), where Ilp = ctlgU |+)+|g ctlgUT.

(wt) IfIlp has distinguishing advantage € on |), then the unitary U =1-2Ip has mapping
advantage at least €2 on |¢)).
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Proof of Item (7). Let |¢) = ctlgU |+)g [¢)+). The proof follows from directly computing the
distinguishing advantage

S|l T g) — (g W, 1)
For b € {0,1}, we compute
(6| IWPTL, WPIL ) = HﬁDWbHctIBU +)g y¢+>H2
1 2
= 5|1+ (1006 WP ) + 10 UTWHTIT 1)) |
1 2
= 1[1+e (lwsy + viwmo ) ) |
= 1 (Goslob) + {0 | UPTIU ) + 2 Re oo | UHWVPIIU )
Then taking the difference,
(¢| TIpII |¢) — (¢| TWIIp WL |g3)
= 5 (Re (0| UMTIU [9) — Re (0| UTWTIU [y))

_ %Re (| U (T — W)TIU [h)
= (Y| UTWIIU |4

Proof of Item (11). We compute

<[5 (45

2

2
2
Z}( (I W <I+W)H|w>
(@l — Wl W)T () + W )|
(1T ) — (| WOW )+ 2 - Im({w| OW )|

v |
M\»—w&\»—w&\r—w&M—‘

(WIT ) — (o WOW )

(ol i) — (o TV T
O

|
DO
)
'M

Remark 6.7. In [AAS20], a similar statement is proven about the equivalence between dis-
tinguishing and swapping for the task of distinguishing between two fixed states. They also
showed that distinguishing and mapping are not in general equivalent for the fized-state set-
ting. Lemma 6.6 implies that distinguishing, swapping, and mapping are all equivalent when
the task s to provide a state and detect the application of a fizred operation.
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We now prove that an admissible unitary GG cannot help an adversary with the mapping task.
Without loss of generality we assume that the adversary repeatedly applies a single unitary U,
interleaved with G.?! Lemma 6.8 bounds the mapping advantage of (UG)® in terms of the mapping
advantage of just applying U for any ¢ < ¢, with an initial state that can be prepared with access
to a unitary very similar to G.

Lemma 6.8. Fiz a Hilbert space H. Let U be a unitary, i) be a state, and Ily,II; be a pair
of orthogonal projectors, all on H. Let Il =11y + I1;. Let G be a unitary on H of the form
G =1yGy+11;Gy + (I —1I) where Gy, G1 are unitaries that commute with Iy, 1 respectively.
Define Go = Gy + (I —TIy) and

e(t) = max HH1UqH0(éo)T(UC~?0)SH0 |¢>H

q’TVSS

for any integer t > 0. Then for all integers t > 0,
T (UG) g )] < 482 - £(t).
We divide the proof of Lemma 6.8 into Claim 6.9 and Claim 6.10.

Claim 6.9.
HHl(Uég)tHO 1) H < 2t-e(t)

Proof. Let H :=I1yGoy + I1;G; — I and write éo =IIpGo+ 111 + (I = II) =+ IIpH. We can then
expand the state IT; (UGy)'Il |[¢) as

t
Iy (UGo) T [¢p) = Iy (U + UTIgH )Ty [¢p) = > T U"Fy_, I [¢)
r=1

where [y =1, and F; := UllgH (U + UllgH)*~! for i > 1. The second equality above uses the fact
that U" F;_, is the sum of the terms in the binomial expansion of (U + UIlyH)! that, when going
from left to right, consist of exactly r» U’s before the first UllyH.

By the triangle inequality, it suffices to show that for each r € [t],

ML U"Fi T |[4) || < 2e(2).

The r = ¢t case is immediate from assumption. For the » <t — 1 case, rewrite the definition of F}_,
using [IgH = IIgGo — g and Gy =1+ 11 H:

Fy_y = U(IyGo — To)(UG) L.
Plugging in this expression for F;_, and invoking the triangle inequality yields
TLU" Fy o |4)
= [ o Go(U Gy g ) — U™ TG (U G) ™ T )
< HﬂlUrHHOGO(UéO)twAHO W}>H I HH1UTHH0(UCN¥0)P“1H0 |¢>H'

By our initial assumptions, this implies |II;U" F;_, Il |¢) ]| < 2&(t). O

2! Any adversary can be converted into this form by introducing an additional clock register.
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Claim 6.10. N
|weymy p) - UGo) T 4)]| < 262 2(2)

Proof. We prove this claim by induction on ¢. The base case ¢ = 0 is immediate. For ¢ > 1, we
have by the inductive hypothesis that

|We) T, )~ UGG Mo )| < 20— 1)? - =(t — 1), (3)

Using G = [ + HP, we can write UG(UGg)" I, |¢) and (UGp)'1I, |¢) as follows:

UG(UGy)' ™'y [¢p) = U(UGo)' Ty 1) + UHIL(UGy)" ' |¢) (4)
(UGo)'y |[4) = U(UGo)" 'y |¢) + UHII(UGo)' o [) . (5)

By subtracting Eq. (5) from Eq. (4) and taking the norm, we obtain
|UGWE) ™o [4) = UGo)' Ty [v) | = U HIU o)~y [v) — U HTIo(UGo)*~ Mo |4

<[|UH ||,

(U Go)' Mo [1) — To(UCo)t Iy |) H
By Claim 6.9 (and writing IT; = IT — IIj)
[ Go) g ) — o (UGio)!~Thg |9 | < 2(¢ = 1) - =(t — 1).
Since [|[UH |, = [[H||,, < 2, it follows that
HUG(U(;O)t—lno ) — (UGo) Ly \¢>H <4t —1)-e(t —1). (6)
Combining Egs. (3) and (6), we obtain
| ey ) — (UG o )| < 20t = 1) -2t = 1) + 4t = 1) -2t — 1)
<22 - £(t). O
Proof of Lemma 6.8. By Claim 6.10 and Claim 6.9, we have

I 6o [9) | < [0 (UG0)To )| + 26 - (1)

< 2t-e(t) + 2t - e(t)
< 4% e(t). O

Proof of the admissible oracle lemma (Lemma 6.5). Let {IIpe,I —IIpc} be the binary projec-
tive measurement corresponding to running distinguisher D¢ and measuring the output bit that
distinguishes II [¢)) and W1I |¢)) with ¢ advantage. By Lemma 6.6, Item (ii), the unitary operator
U:=1-2II pc achieves a mapping advantage at least €2 on initial state |¢)). The unitary U can be
implemented by running D, applying Z to the output qubit, then running (D%)'. This requires
access to two oracles G and Gf. For convenience, we will introduce the new admissible oracle
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G = |0X0]y ® G + [1)(1]x ® GT, which can simulate the action of G’ and G' using an ancilla qubit
X. For this reason, we write the unitary as Ue.

The circuit U%, which makes ¢ + 1 = O(T) calls to G, can be converted to the form (UG)! for
some fixed unitary U making no calls to G by appending a clock register Y with poly(7") overhead
in overall circuit size and ancilla registers. Then:

|ow-m@ay wmoi oy o) > <
Then by Lemma 6.8, there exist ¢,r, s <t such that
|y Goy (U Go) (W) (o) 0y 1)) | > <242

where Gy = WTIIG + (I — WTII). The unitary Gy can be implemented using O(1) applications of
controlled G, G and the unitary M := (W)@ X + (1—- W) ® L
Let Prep®™ be the quantum algorithm that on input |¢) creates the sub-normalized state®

) = (WHID)(Go)" (UGo)*(WTI)(0)x [0}y [4)),
and then uses |y) to prepare the state

|9) = ctiz-U? ([+)z 1)) -

By Lemma 6.6, Item (i), if we define the projector IIp = ctlz-U? |+)(+|, ctlz-(U?)1, then the binary
projective measurement {IIp, 1—IIp} distinguishes II |¢) and W1I |¢) with advantage £2/8t2. Thus,
the algorithm F that measures the binary projective measurement {ﬁ D, 1— ﬁD} wins the (W, 1I)-
distinguishing game with advantage £2/8t. O

6.2 Swap binding implies oracle swap binding

We now prove the main theorem of this section, Theorem 6.2, which says that any swap binding
commitment scheme is oracle swap binding.

Proof of Theorem 6.2. Suppose that a size-T' adversary A%t for oracle swap-binding (counting
queries to G, as unit cost) achieves distinguishing advantage ¢ with initial state |¢))-pg, Where R
is the adversary’s auxiliary registers. We will use Lemma 6.5 to translate this adversary into one
that achieves distinguishing advantage £/1672 in the standard swap-binding game.

Let ctlg-S = [0)(0]g @ I+ [1)(1|g ® SWA/P[\I\/I, M’], where B is a single qubit register and M’ is a
register of the same dimension as M. Then define the oracle

G = (ctlg-9)O(ctlg-S)II + (I — II)

and operation

—

W = (ctlg-S) Xg(ctlg-S) = X5 ® SWAP[M, M/]. (7)

22By creating a sub-normalized state, we mean that if a measurement {W*II,1 — W'II} rejects (i.e., apply M
on the state and an ancilla qubit and measure the ancilla qubit), abort and do not produce any output. Otherwise,
output the resulting state |v).
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Observe that A is the same quantum algorithm as A*, except the calls to G}, are replaced by
calls to G. Since A®® achieves distinguishing advantage ¢ in oracle swap-binding with initial state
1) cpRro AC achieves distinguishing advantage ¢ in the (W, II)-distinguishing game with registers
A = (B,M’,C), B := D and initial state [0)g ® |0)\y ® %) cpR-

By Lemma 6.5, there exists another quantum state p and efficient algorithm F without query
access to G such that the following hold:

o there is a size-poly(7’) oracle circuit Prep™* such that p < Prep®™ (|0)g\ [¢)cpr |0),nc) 2nd
Prep uses at most 7' (controlled) queries to G, GT, and M := (WHI) @ X + (I1—- WTI) &1,

e E has size poly(7'), and
e E wins the (W, II)-distinguishing game with advantage £2/87? using initial state p.

If O is efficiently implementable, then (controlled) G and G' are also efficiently implementable. In
addition, with our given definition of W, the binary projective measurement {W 11,1 — W*II} is
efficiently implementable. This is because

WHI = (|+>(+|B @ sym + |=X—lg ® HAntisym) 11,

where Ilsy, and IIantisym are the projectors onto the the symmetric and antisymmetric subspaces
of M ® M’, which can be measured using a SWAP test. Thus M is efficiently implementable.
For this reason, we now write Prep := Prep®* because Prep can implement the functionality of
controlled G, GT, and M without any oracle access.

Thus E can win the (W, IT)-distinguishing game using initial state p < Prep(|0)gm: [%) cpr 10)anc)
with advantage £2/872. The conclusion follows by an application of Claim 6.11 (which we state
and prove below), which gives a distinguisher for swap-binding with advantage £2/1672. O

Claim 6.11. Suppose that an efficient distinguisher D wins the (W, II)-distinguishing game
with advantage 6, where W and Il are defined as

W = Xg ® SWAP[M, M'] and IT = Com(Iy & |0)(0}\,)Com!.

Then there is an efficient distinguisher for the swap-binding game (Definition 4.2) with
advantage /2.

Proof. Suppose that D wins the (W,II)-distinguishing game with advantage § using the state
pemrcpr- This means that D can distinguish the states Trgpm/c(IIpIl) and Trgpm:c(WIIpIIW) with
advantage 0. Because the B register is traced out in the (W, II)-distinguishing game, the operation
Xp in W has no effect on the distinguisher’s view, so we may rewrite the latter state as

Tramre (WIpLIW) = Trgwic ((SWW M']) pll - (SWA/P\[M, M/])) . (8)

We use a hybrid argument to show that the distinguisher D yields an adversary for swap-
binding with advantage §/2. We define hybrid games Hy, Hi, and Ho, where the adversary’s view
in hybrid Hy corresponds to Trgmc(IIpll) and the adversary’s view in hybrid Hy corresponds to
TI‘BM/(:(WHPHW).
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e Hy:

1. The adversary sends a quantum state pgmrcpr to the challenger.
2. The challenger then does the following:
(a) Measure {II,I —II} and abort if the measurement rejects.
(b) Send the (D, R) register to the adversary.

° Hli

1. The adversary sends a quantum state pgm/cpr to the challenger.
2. The challenger then does the following:
(a) Measure {II,I — II} and abort if the measurement rejects.
(b) Initialize another register E (of the same dimension as M) to the |0) state.
(c) Apply SWAP[M, E].
(d) Send the (D, R) register to the adversary.

This is immediately indistinguishable from H; by swap-binding.
L] Hgl

1. The adversary sends a quantum state pgm/cpr to the challenger.
2. The challenger then does the following:
(a) Measure {II,I — II} and abort if the measurement rejects.
(b) Apply SWAP[M, M.
(c) Send the (D, R) register to the adversary.

We show that Hs is indistinguishable from H; by invoking swap-binding. Given an adversary
that distinguishes H; from Hs with advantage ¢’, we construct the following reduction that
distinguishes the b = 0 and b = 1 worlds of the swap binding game with advantage ¢':

Receive pgmrcpr from the adversary.

Measure {II,I — IT} and abort if the measurement rejects.
Apply SWAP[M, M/].

Send registers (C, D) to the swap-binding challenger.
Receive D from the swap-binding challenger.

Forward (D, R) to the adversary.

No o s W =

Use the adversary’s output as the guess for the swap-binding game.

Because the reduction performs the measurement {II, [-II}, the challenger’s measurement has
no effect. In the b = 0 world of the swap-binding game, the challenger will do ﬂo&ing, which
corresponds exactly to Hs. In the b = 1 world, the challenger will apply SWAP[M, E] where
E is/i\nitialized toﬂL Thus, the adversary rece/ixE the decommitment after the operation

SWAP[M, E] - SWAP[M, M’] = SWAP[M’ E] - SWAP[M, E] has been applied. Because the final
SWAP[M’, E] has no effect on the adversary’s view, this corresponds exactly to Hj.
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7 A succinct quantum argument protocol

In this section, we construct an interactive succinct quantum argument for any language with
quantum PCPs with constant soundness error and polylogarithmic query complexity.

7.1 Preliminaries
7.1.1 Probabilistically checkable proofs

Definition 7.1 (Quantum Probabilistically Checkable Proofs). A quantum PCP for a language
L 1s parameterized by a completeness parameter ¢, soundness s, proof length m, randomness
complezity ¢, and query complexity q. We require the following properties:

e (Efficient verification) There is a classical poly(n) time procedure that takes as input
r € {0,1}" and r € {0,1}' and outputs the description of circuit for implementing a

q-qubit projective measurement {HEE,PJI — Hngp}, which acts on a state of size m.

e (Completeness) If x € L, there ezists an m-qubit state w such that

E Tr<HIP$,P7r) > c.
r«{0,1}* ’

e (Soundness) If x ¢ L, then for any m-qubit state ,

E TI‘(HE(;PTF) <s.
r<{0,1}¢ ’

Which languages have good quantum PCPs? It is easy to check that any classical PCP
is captured by this definition. Define the measurements {prﬁp,]l — prﬁp} corresponding to the
predicate that the classical PCP verifier checks. Completeness is trivially preserved since any clas-
sical proof string 7 is also a quantum state. Soundness is preserved because the measurements
{Hggp,ﬂ — H;gp} correspond to classical predicates and thus commute with standard basis mea-
surements. If z ¢ L, the probability that a quantum state [1)) = 3 g 1ym o [7) is accepted
is
Z |ar|? Prlm is accepted] < Z laq|®s = s.
we{0,1}™ 7e{0,1}™

The statement for mixed states follows by convexity.

Theorem 7.2 (PCP theorem [BFLS91, FGL 191, AS98, ALM"98]). There ezist constants 0 < s <
¢ <1 and k= O(1) such that every NP language has a PCP with completeness ¢, soundness
s, proof length m = poly(n), randomness complezity ¢ = O(logn), and query complexity
g = O(logn).

Conjecture 1 (Quantum PCP conjecture [AALV09, AAV13]). There exist constants 0 < s <
¢ <1 and k = O(1) such that every QMA language has a quantum PCP with completeness
¢, soundness s, proof length m = poly(n), randomness complezity ¢ = O(logn), and query
complezity ¢ = O(logn).
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Any quantum PCP with constant completeness-soundness gap can be repeated in parallel
10g2(>\) times to achieve 1 — negl()\) completeness soundness error. The proof of soundness ampli-
fication is the same as the standard proof that QMA can be amplified to exponentially small error
by parallel repetition [KSV02].

Claim 7.3 (Soundness amplification). Suppose that a language L has a quantum PCP with
constant completeness-soundness gap ¢ — s, proof length m, randomness complezity ¢, and
query complezxity q. Then L has a quantum PCP with completeness 1 — negl(\), soundness
negl(\), proof length m - polylog()\), randomness complezity (- polylog()), and query complezity
q - polylog()).

7.1.2 Interactive argument preliminaries

Quantum interactive protocol syntax. We first establish a syntax for general quantum inter-
active protocols between a prover and a verifier. We state the definition below for any (2r—1)-round
protocol, though in this work we will focus on 3-round protocols.

Definition 7.4. A (2r — 1)-message quantum interactive protocol (P,V) between a prover P
and verifier V 1s specified by two sequences of unitaries Upy,...,Up, and Uy,y,...,Uy,. The
prover and verifier have internal registers P and V respectively and also share a message
register Z. The wnteraction proceeds as follows:

Fori=1,...,r, the prover and verifier do the following:

e The prover applies Up; to (P,Z) and sends Z to the verifier.

e The verifier applies Uy, to (V,Z). Ifi <r, it sends Z back to the prover. If i =r,
it measures the first qubit of V and accepts if it 1s 1 and rejects if it s 0.

We write (P(pp), V(7v))ouT to denote the 0/1-random variable corresponding to the veri-
fier’s deciston when the protocol s run with the P register initialized to pp and the V register
wnitialized to Tv.

The following definition of argument of knowledge is based on [CMSZ21, Definition 3.6] with
some modifications to handle extraction of quantum proofs.

Definition 7.5. Let Ver be a quantum algorithm that takes as input a state p € D(H) and
outputs an accept/reject decision. Define Wit[Ver,p] C D(H) to be the set of all states p €
D(#) such that Pr[Ver accepts p| > p.

Definition 7.6 (Argument of knowledge). Let L be a QMA language and let Very , be the
corresponding QMA wverification procedure for statement x. An interactive argument (P, V)
1s an argument of knowledge for L with respect to Very if there exists a quantum algorithm
KnowledgeExt such that for any x, any polynomaal-time quantum interactive prover P that con-

vinces the argument verifier with probability p' := Pr[(P(x), V(z))our = 1} , any € > 1/poly(A),
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and any p < p,*

Prip € Wit[Very, z,p —¢| : p KnowledgeExtT}(ac7 11PN > Q(e).

The runtime of KnowledgeExtﬁ(:L‘, 111/21Y 4s poly(X,1/¢), counting calls to P as unit time.

At an intuitive level, this definition states that a protocol is an argument of knowledge with
respect to a proof verifier Ver (which will typically correspond to a PCP verifier) if, given access to
any efficient malicious prover that convinces the argument verifier with probability p, the extractor
can (with noticeable probability) produce a proof string that convinces Ver with probability ~ p.

7.2 Quantum tree commitments

7077 777 1777
A

AT A TR C C
72,00 2228777 =01 222 10 11

77 00555577
0005555571 005555552
05555555 155555505

MOO 1505555508 M01 1500555000 Ml(] Mll
iz 7
10000 4

Figure 1: The Merkle tree structure. For simplicity, we assume that D, = M, in this picture
(as is the case in, for example, the scheme in Theorem 5.3). The shaded boxes correspond to
decommitments {D., Dy, Dg;} for the 01 block.

We now describe the syntax for quantum tree commitments. This syntax is a generalization of
a construction that appeared in prior work of Chen and Movassagh [CM21]; in our notation, their
construction corresponds to a setting where the ancilla register W and the commitment C must be
the same size.

Let sQSC be a succinct QSC with s(\)-sized messages and s()\)/2-sized commitments and let
Com be the unitary implementing the commitment. For any positive integer 3, a quantum tree
commitment for (s - 2°)-size messages M supports the following functionality:

e The tree commitment algorithm QTreeComgqsc does the following:

ZFollowing [CMSZ21], we give the extractor a lower bound p on the success probability ¢ as classical advice. It
is plausible that this requirement could be removed using an extractor based on techniques of [LMS22b], but we did
not attempt to work out the details.
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1. Divide M into 27 registers M = {M¢}se 0,135 where each My is a block of s qubits.
2. Forj=6,0—-1,...,1
(a) For each ¢ € {0,1}7, initialize W, to |0) and apply Com to (M, W) to obtain (C, D).
(b) Foreach ¢ € {0,1}71, define M, := (Cy0,Cy,1) (when j = 1, we define M. = (Cp, C;)
where ¢ is the empty string).

3. Initialize W, to |0) and apply Com to (M., W) to obtain (C., D). The commitment is C.
and {Dy},c {0,1y<# 1s a set of decommitments which will be used later to form the local
decommitments.

e For any subset S C {0,1}=#, we define the local decommitment decomg as follows:
— For any £ € {0,1}=8, let Path(¢) be the set of all |¢| 4+ 1 prefixes of ¢ (including ¢ itself
and the empty string ¢).
— Let Path(S) := [J,cq Path(¢).
— Finally, define decomgs = {D¢}scpath(s)-

e The receiver can verify decomg as follows:

1. Parse decomgs as {D¢}¢epatn(s)-
2. For j=0,...,0:
(a) For each ¢ € Path(S) N {0, 1}/:
i. Apply Com' to (Cy, Dy) to obtain (Mg, W,).
ii. Measure W, with (|0)(0],I — |0)0|) and abort if the outcome is not |0).
iii. If j < 8, partition My into two (s/2)-qubit registers (Cp,Cp1).
3. Output @ g My.

7.3 The protocol description

In this section we construct a succinct quantum argument from any quantum PCP and succinct
QSC. The protocol is parameterized by a choice of the underlying PCP as well as the succinct QSC
sQSC, where:

e PCP is a classical or quantum PCP system for a language L.
e sQSC is a succinct QSC with s(\)-sized messages and s(\)/2-sized commitments.

For any setting of PCP and sQSC satisfying these requirements, we denote the resulting succinct
quantum argument as SQUARG[PCP, sQSC]| (for Succinct QUantum ARGument). The protocol is
specified as follows.

SQUARGIPCP, sQSC]:

Prover input: x and a corresponding PCP |r). We assume the PCP has length
m = s - 27 qubits for some integer 3, which is without loss of generality (by padding
with 0’s).
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Verifier input: z.

1. The prover applies QTreeComsqsc to ) and obtains Cc, {Dr}sco1y<5- It sends the root
commitment C. to the verifier.

2. The verifier sends random coins r < {0, 1}" to the prover.

3. The prover sends decomg, where S, C {0, 1}” is the set of block labels corresponding to
the positions that {II,,I —II,} checks (i.e., those that contain @,).

4. Finally, the verifier checks decomg,. If the decommitment is valid, it also obtains the
qubits @, of the PCP corresponding to r and measures {II,,I — II,}. It accepts if the
measurement accepts.

The following is immediate by construction.

Claim 7.7 (Succinctness). Suppose that for an wnstance of size n, we have a PCP with
proofs of length m = poly(n,\), query complexity poly()\), randomness complezity poly()),
and completeness-soundness gap 1 — negl(\). Moreover, assume that the PCP wverifier runs
in time t(n,\). Then the protocol SQUARG|PCP,sQSC]| satisfies the following properties:

e The quantum prover runs in time poly(m,\).
e The quantum verifier runs in time t(n,\) + poly(\,log(m)).

e The total quantum communication s poly(\,log(m)) qubits.
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8 Security of the quantum succinct argument protocol

In this section we prove security of the quantum succinct argument protocol described in Section 7.3.

Theorem 8.1. Let PCP be a probabilistically checkable proof for a language L and let sQSC be
a succinct QSC with s-qubit messages and s/2-qubit commitments. If sQSC s swap binding,
then SQUARGI[PCP,sQSC] s an argument of knowledge for L with respect to the PCP wverifier
(Definition 7.6).

By Claim 7.7, we obtain the following corollaries of Theorem 8.1.

Corollary 8.2. Assuming the existence of succinct QSCs, there is a three-message quantum
succinct argument of knowledge for NP.%*

Corollary 8.3. If the quantum PCP conjecture holds [AALV09, AAV13], then assuming
the existence of succinct QSCs, there is a three-message quantum succinct argument (of
knowledge) for QMA.

Remark 8.4. Technically, our definition of argument of knowledge (Definition 7.6) states that
if the argument prover convinces the argument verifier with probability p, then the knowledge
extractor outputs a PCP (with noticeable probability) that would convince the PCP wverifier
with probability ~ p. In the setting of arguments/proofs of knowledge for NP, our notion s
slightly different from the traditional notion, which requires that the extractor output an NP
witness. (PCPs are not NP witnesses since they are not guaranteed to be deterministically
verifiable.)

However, this issue can eastly be resolved assuming the PCP 1is ‘“witness-extractable”
(see [Val08] for a discussion). Moreover, this distinction does not arise in the QMA setting,
since the definition of QMA only requires probabilistic verification, so quantum PCPs are
already valid QMA witnesses.

The rest of this section is organized as follows:
e In Section 8.1, we recall the “one-bit” extraction procedure from [CMSZ21].

e In Section 8.2, we describe a knowledge extraction procedure that outputs a quantum PCP
given black-box access to any malicious prover for the quantum succinct argument.

e In Section 8.3, we prove that our knowledge extractor satisfies the conditions of Definition 7.6,
establishing Theorem 8.1.

8.1 CMSZ preliminaries

Recap: estimating success probability. A key component of the [CMSZ21] extraction proce-
dure is a subroutine called Est defined with respect to a set of projectors {II,},. At a high level,
Est is a quantum measurement on a state p that estimates the probability that, for a random

24This follows by combining Theorem 1.4 with the classical PCP theorem [BFLS91, FGL*91, AS98, ALM" 98],
since quantum PCPs encompass classical PCPs.
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r, the measurement {II,,I — II,} accepts. In [CMSZ21], this Est procedure is implemented us-
ing the alternating projectors trick of [MWO05] and incorporates additional modifications proposed
by [Zha20].

To make this concrete, fix a Hilbert space H, a corresponding register H, and a state p € D(H).
Let M := {II, },cr denote a set of projections acting on H. In our setting, each II, will correspond
to the projection that checks whether the prover outputs an accepting response on the challenge
r € R. Thus, the “success probability” of p is defined to be E,. r[Tr(II,p)].

The Est algorithm is also parameterized by an additive error bound 0 < ¢ < 1 and a failure
probability 0 < § < 1.?° We give a formal description below, following [CMSZ21]:

Estg(;:
Input: A state p on register H.
Setup: Define t = [21og(2/§)/e?].

1. Initialize a register Q to the state |[+5z) == 3 [T) + 5 |L) + \/ﬁ Y orer|T)-

2. Define Myt == {|4+r)}+r| @Iy, I — |[+r)X+r| ® 4} and Myin := {Ilyin, I — win} where
Myin = Y Ir)rlq @ TL + [TYTlq @ L
reR
Fori:=1,...,t
(a) Measure M, obtaining outcome bo;—1 € {0, 1}.
(b) Measure My;y,, obtaining outcome by; € {0, 1}.
3. If by = 1, skip to Step 4. Otherwise, apply Myin, Munir in an alternating fashion until
Munit — 1, or a further 2¢ measurements have been applied.

4. Discard Q and output
. (Zie[t](l —(bi — bi—1)2)) 1

Remark 8.5. Following [CMSZ21], the additional symbols | and T are used to ensure that Est
runs in strict (rather than exzpected) polynomsial time. In particular, the outcomes obtained
wn Step 2 correspond to the success probability of the prover in the following game:

e wnth 1/2 probability, we sample a random r < R and test whether the {II,,1—1I,} accepts
and

e with 1/2 probability, we sample a random “challenge” from {T, L}, and output success
if the challenge 1s T and failure if the challenge 1s L.

If the prover has “real” success probability p = E,. r[Tr(Il,p)], its success probability in this
modified game is 1/4 + p/2 € [1/4,3/4]. This rescaling enables running in strict polynomaial
time and s corrected in the last step of Est (Step 4).

2%In [Zha20, CMSZ21], this is captured by the notion of (&, §)-almost-projectivity defined in [Zha20]: for any initial
state p, if Estn s is applied twice in a row, the probability that the resulting outcomes p, p’ are more than ¢ apart
is at most J.
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Recap: repairing the state after measurement. [CMSZ21] use Est as a subroutine for their
“state repair” procedure. To describe state repair, we introduce some additional definitions:

e Without loss of generality, the procedure Est25 can be efficiently implemented by (1) initial-
izing an ancilla register V to |0), (2) applying some unitary to (H,V), (3) performing some
projective measurement {II’,}, on V to obtain the estimate p, and (4) tracing out V. We
define CoherentEst25 to be the unitary applied in step (2).2°

e For any p € [0, 1], we define a projection II, on (H,V) as

I, == Z (CoherentEst25)TH;/ (CoherentEstg(;).
p'>p

In other words, I, is the projection that corresponds to running CoherentEstg s and obtaining
an estimate p’ > p.

With these definitions in hand, we now describe the [CMSZ21] repair procedure. State repair is
applied to a (normalized) state p € D(#) that was just “disturbed” by some projective measurement
{D,I — D}; we will assume the outcome of the measurement was D, i.e., p satisfies Tr(Dp) = 1.
Given a target success probability p, the procedure will output a “repaired” state whose success
probability is p, assuming that certain conditions on p hold.

H I_I>D.
Repalrsy&p.

Input: A state p on register H such that Tr(Dp) = 1.

1. Initialize the ancilla register V to |0).

2. Perform the measurement A := {II,,1—1II,}. If the measurement accepts, skip to Step 4.

3. Define B := {Dny®|0)0|y, , Inv—Dn®[0)0|y }. Perform the measurements B, A, B, 4, ...
in alternating fashion until either an A measurement accepts, or [1/ \/51 total applica-
tions of (B, A) have occurred.

4. Apply CoherentEstgd and discard the V registers.

We refer the reader to [CMSZ21, Section 4.3] for additional details and intuition behind the
procedure.

A one-bit extractor. Using Est and Repair, we define a procedure BitExtract that takes a single
copy of a state p and tries to obtain many accepting outcomes for many {II,,1—1II, } measurements.
At a very high level, BitExtract works by (1) running Est to estimate the initial success probability
of p and (2) repeatedly applying {II,,I — II,} for random r < R followed by an application of
Repair to restore the success probability.

Formally, the BitExtract procedure is parameterized by an error tolerance v > 0, a lower bound
q on the success probability, and a runtime parameter 7'

?5In [CMSZ21, Section 4.3], CoherentEst! ; corresponds to the unitary Uw.
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. n .
BitExtract, , 7

Input: A state p on register H.
Setup: Define ¢ = v/4T and § = (/16T)2.

1. Fori=0,..., T —1:
(a) Measure EstQ(; — p;. If p; < q, abort and output failure.
ample a random r < R and apply the measuremen ry I — 1L}
b) S 1 d R and ly th t {IL., T —1I

(c) If the measurement accepts, set D = II,.. If the measurement rejects, set D = I—1II,.

. N,D
(d) Apply Repair_ .

2. Measure Estg(s — pr.

3. Output success if pr > ¢; otherwise output failure.
We require the following guarantee on BitExtract which we prove using [CMSZ21, Claim 4.14].
Claim 8.6. Let p = E,.g[Tr(Il,p)]. Then

n

Pr|BitExtract,, , p

(p) — success| >p—q— .

Proof. If p; > q+~/2—1v/2T for all i € {0,...,T}, then the extractor will succeed. We therefore
take a union bound over the probability that py < g++/2 and the probability that p; < p;—1—~/2T
for some i € [T7:

e By Markov’s inequality, the probability that py < ¢ + /2 is at most 1 — (p — ¢ — v/2).

e By [CMSZ21, Claim 4.14], the probability that p; < p;—1 — /2T for some i € [T] is at most
8TV6 < /2.

The claim follows by a union bound over these probabilities. ]

8.2 Description of the knowledge extractor

In this subsection, we describe our knowledge extractor KnowledgeExt. We first establish some
useful notation:

e Recall the following notation for the tree commitments to PCP proof strings introduced
in Sections 7.2 and 7.3. The number of blocks (leaves) of the tree commitment is 2°. Each
node of the tree is indexed by a string ¢ € {0, 1}38, where node / is distance |¢| away from
the root. For a challenge r, the set S, C {0,1}? is the set of (block) indices that contain the
positions the PCP verifier checks on randomness r. For any tree node £ € {0,1}<#, Path(¢) is
the set of all |/| + 1 prefixes of ¢ (including ¢ itself and the empty string ). For S C {0,1}=7,
Path(S) := Uy Path(¢). The tree commitment is the root C.. For any ¢ € {0,1}<°, the
commitment-decommitment pair (Cy,D,) can be opened by applying Com' to obtain the
corresponding message-ancilla registers (Mg, Wy). If || < 8, My can be split into two s/2
qubit registers (C,,Cr 1) (see Fig. 1).
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e Let H denote the register containing the malicious prover’s state after it sends the tree com-
mitment C..

o Let M := (M), {0,1y<6 denote a set of s-qubit registers. Looking ahead, these will eventually
contain the extracted messages from the tree commitment and the extracted PCP will be the
state on the registers (My),c(o 115 corresponding to the leaves. Similarly to M, if || < 3, then
M}, can also be split into two s/2 qubit registers (C; , C; ).

e Let U, denote the unitary that the malicious prover applies to H to generate its response.
We will abuse notation slightly and write U as shorthand for {U, },cg.?’

Next, we define subroutines SwapRecover and SwapDiff, which will simplify the description of
our extractor. Both of the subroutines are unitaries that can be implemented given oracle access
to the prover unitary U, for some challenge 7.

° SwapRecoverg:'E is implemented with oracle access to the prover unitary U, for some r and
is parameterized by two sets of tree indices F C {0,1}= and S C Path(S,), where S, is the
set of PCP (block) indices for challenge r. At any stage of the extraction procedure, F will
denote the set of tree indices whose messages have already been extracted (i.e., swapped out)
into M. Roughly speaking, SwapRecovergTE is the unitary that (1) runs the prover unitary U,
to generate its response to challenge r, (2) opens the decommitments to reveal the messages
corresponding to indices in S, and (3) swaps in any messages in £ N S.

In our extraction procedure, calls to SwapRecoverng will use S = Path(S,), where S, is
the set of indices of PCP blocks containing all the indices that the PCP verifier checks on
challenge r. However, in order to prove correctness of our extractor, we will need to define
hybrid extractors that run SwapRecover for subsets S C Path(.S;).

Formally, Swa pRecovergTE acts on the prover’s response register (Dy)cg, the tree commitment

root C., and the extracted registers (M}),co,13<5-

U .
SwapRecoverS’E.

1. Apply U,.
2. For j=0,...,08:
For each ¢ € SN {0,1}:
(a) Apply Com' to (Cy,Dy) to obtain (Mg, W,).?
(b) If ¢ € E, apply SWAP[M,, M}].
(c) If j < B, split My into two s/2-qubit registers (Cy o, Cp1).

We emphasize that the outer loop must be performed in the order j = 0,...,5. However,
the operations in the inner loop commute for all £ € SN {0,1}/.

2"Bven when R is an exponential-size set, the collection of unitaries {U-} can be compactly described by a single
unitary U acting on |r)(r| ® pn.

28Mechnically, there are choices of S for which SwapRecoverg,"’E is not well-defined (in particular, this may occur if
this C; has not been revealed in a previous loop). However, we will avoid such choices of S.
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e We additionally define a unitary SwapDingjE (for the same U,, S, E as in SwapRecover) as
follows:

SwapDifF[S]’“E:
1. Apply SwapRecovergTE.
2. Apply (Swa pRecovergTEU S)T.

In our extraction procedure, if the prover answers correctly on challenge r, we will apply
SwapDingTE with S = Path(.S,) in order to swap out any messages at tree indices in Path(S,)\
E. These indices correspond to tree nodes that (a) the prover opens on challenge r and (b)
were not extracted in an earlier query.

For any set of extracted nodes £ C {0,1}=°, we define a set of projections I'I% = {Hf{%}reg as

U, ._ U, PCP U,
Ly = (SwapRecoverPath(Sr)7E)T =" ® ® 10)XOly, SwapRecoverPath(Sr)’E,
LePath(Sr)

where HTP CP is the projection the verifier applies to jes, M; to check the proof on random coins
r (see Definition 7.1; here we leave the dependence on the instance = implicit). In words, the
projective measurement {HgTE, - HHTE} measures whether the prover gives an accepting response
on challenge r, where the response is computed by swapping in any previously-extracted messages
from the registers (M);cr (whenever necessary).

We now define Extractgy o7 the primary subroutine in our full extractor KnowledgeExt. Extract
essentially behaves identically to BitExtract, except that whenever it sends a challenge r < R and
receives openings for messages in Path(S, ), it swaps out the messages in Path(S,) that it has not
yet extracted. v > 0 is an error tolerance, g is a lower bound on the allowable success probability,

and 7T is a runtime parameter (these parameters will be set when we define KnowledgeExt).

u .
Extract, , o
Input: A prover state on register H and a tree commitment register C..

Setup: Define ¢ = /4T and § = (y/16T). Initialize registers M’ = (M});cpps+1_1).
Initialize E = ().

1. Fort=0,...,T—1:
U
(a) Measure EstgéE — p¢. If py < ¢, abort and output failure.
(b) Sample a random r < R and apply the measurement {HTUTE, I-— Hgb}

(c) If the measurement accepts, set D := Hf{%. If the measurement rejects, set D =

I— H%E. Perform the following steps:

Ur

i. Apply SwapDifFPath(Sr)’E.

2%We identify each tree node £ € {0,1}=? with an integer i € [2°*! — 1] following a level-order traversal, i.e., the
root is ¢ = 1, its children are 2, 3, etc.
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ii. Update E <— E U Path(S,).
. NnY.D
(d) Apply Repair_s "

U
2. Measure Estng — pr. Return “success” if pr > ¢ and “failure” otherwise. Additionally,
output the registers (M});cios+1_1)\j26_1]-

We now define KnowledgeExt.

KnowledgeExtﬁ(a;, 11/p1 11/

1. Run the malicious prover P to obtain a tree commitment C.

2. Let 74,c denote the global state on the prover’s registers H and the commitment register C.
Sample a random 7"+ {1,2,...,[2°%3/4%]} and run Extractg/47q+7/47T(TH,c) — (b, ™) where
b is a bit indicating success/failure. Discard b and output .

8.3 Correctness of our extractor

In this subsection, we will complete the proof of our main theorem (Theorem 8.1) by showing that
KnowledgeExt satisfies the conditions of Definition 7.6.
The main technical steps are captured by the following claim about the Extract subroutine.

Claim 8.7 (Success probability of the Extract subroutine). For any state Ty c and efficient
prover unitary U, let p denote the initial success probability, v.e., p .= B, g[Tr(Il,7)] where
II, = HZTE:@. If sQSC 1is swap-binding, then for any v = 1/poly(\), any g < p —~v — 1/poly(}),

U

~.qT Succeeds with probability at least p—q — v —

and any T = poly()), the subroutine Extract
negl(\) = 1/poly(}\).

Proof outline. At a high level, our proof of Claim 8.7 consists of the following steps:

1. First, we write down a sequence of hybrid extraction procedures HybExtract[j], one for each
tree node [2°! — 1]. HybExtract[j] is defined similarly to Extract, except that the extractor
only swaps out nodes in [j]. Thus, HybExtract[0] will correspond to BitExtract for which
the [CMSZ21] statistical guarantees apply, and HybExtract[2°F! — 1] corresponds to Extract.

2. Next, we show that for all j, if an adversary distinguishes between HybExtract[j — 1] and
HybExtract[j], this implies a reduction that violates the oracle swap binding security (defined
in Definition 6.1) of sQSC. We refer the reader to Section 2.3.2 for discussion on the necessity
of oracle swap binding. Crucially, by Theorem 6.2, oracle swap binding security is tmplied
by standard swap binding.

Proof of Claim 8.7. For j € {0,...,25%1 — 1}, define HybExtract[j] as follows.

HybExtractz qrlj] (differences from Extract highlighted in red):

Input: A prover state on register H and a tree commitment register C..
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Setup: Define ¢ = v/4T and 6 = (v/16T)?. Initialize registers M’ := (M})ic[26+1_1- Initialize
E =.
1. Fort=0,...,T—1:
U
(a) Measure Est?(;E — pg. If py < q, abort and output failure.
U, U,
(b) Sample a random r < R and apply the measurement {II, %, I —II % }.
(c) If the measurement accepts, set D = Hg%. If the measurement rejects, set D =
I— Hf{’b. Perform the following steps:
i. Apply SwapDing;th(ST)mm’E.
ii. Update E < E'U (Path(S,)N[j]).

)
(d) Apply Repair_§’ "

U
2. Measure Estsnf — pr. Return “success” if pr > ¢ and “failure” otherwise. Additionally,
output the registers (M);cpos+1_1p\j25_1)-
Observe that:
e HybExtract!
and additionally outputting registers (Mg)ie[zﬁﬂ-l_l}\pﬁ_l] set to 0.

[0] is equivalent to running BitExtractg’%T for N = {II, } (where II, := Hr[{TE:Q))

o HybExtract! »[2°71 — 1] is identical to Extract! ;.

We will prove that for all j € [2°F! — 1] and any efficient adversary (specified by some state TH,C
and a unitary U),

|Pr[HybExtract, r[j — 1]() — success| — Pr[HybExtract , 1[5](r) — success| | = negl().

Suppose otherwise. We will give a reduction Reduction[j] that wins the oracle swap binding
game (Definition 6.1) using the commitment at index j. Before we state Reduction[j], we define
the oracle GG, that we provide the reduction in the oracle swap binding game:

e Recall from Definition 6.1 that the adversary in the oracle swap binding game has access to
a unitary G, with the form

Gy = (SWAP[My, M’])" - O - (SWAP[M,, M/])°II + (I — 1),

for some unitary O chosen by the adversary and register M;-’ that the challenger initial-
izes to |0). Recall that II := (Com)(ly; ® |0><0|Wj)(ComT) denotes the projection onto valid

commitment-decommitment pairs, and that for any operation U, we write U= (Com)U (ComT).

e Let B be a one-qubit ancilla register. We will instantiate G} for the following choice of
O = Oj for O; defined as

Oj= Y IENEle®Irrlq® Orp:
EC[2041-1]
reER
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where the unitary O, g ; is defined as

U, Ur U, Uy
Orp,j = SwapRecoverPath(Sr)m[j]’E-(XB®HT7EJ- +]IB®(H—HT7EJ))-(SwapRecoverPath(ST)m[j]vE)T
where
U . Ur C Ur
I, = (SwapRecoverPath(ST)JE)Jr PP © ® |0XOlw, SwapRecoverPath(Syw)vE.

LePath(S,)\{j}

This operation O is carefully defined to enable the reduction in a swap-binding security game
to (a) run the (swap-augmented) prover on any classical challenge r and (b) run Est and Repair on
the prover (which requires running the swap-augmented prover on a superposition of challenges r),
even after the challenger 1s given the C; register. Formally, O allows the adversary to pick any
choice of 7 and F and apply a unitary we call O, g ;. O, g ; is defined so that both of the following
are true:

e The unitary

(SwapRecover[P];th(Sr)m[j_1]7E)T (Opp I+ (I -10)) - (SwapRecoverg;th(Sr)m[j_l]7E)

is equivalent to checking (and recording the outcome onto B) whether the swap-augmented
prover in HybExtract[j — 1] would make the verifier accept when run on challenge r when the
extracted set is F.

e The unitary

(SwapRecoverpry o1 p) T - (SWAPIM, M) - (O, 5T + (I — 1))

((SWAP[M;, M’]) - (SwapRecoverpr o i1 1)

is equivalent to checking (and recording the outcome onto B) whether the swap-augmented
prover in HybExtract[j] would make the verifier accept when run on challenge r» when the
extracted set is F.

For O to be a valid oracle for the oracle swap binding game for the commitment at index j,
it must be implemented as a circuit that acts only on M; and other registers independent of the
jth commitment (i.e., O should not be defined with respect to C;,D;, or W;). An implementation
of O that naively implements all the unitaries that appear in the description of O, g ; and Hg"ﬂ j

would not satisfy this guarantee, since, e.g., (SwapRecoverg;th(Sr)mm,E)T in the definition O,  ;

acts on registers C;, D; if j € Path(S,). However, we observe that to implement O, g ;, it suffices to

implement (SwapRecover[F{;th (S0, DE (SwapRecoverg;th( SN, E)Jr and its inverse, and this operation

can be implemented to satisfy the syntactic requirement. In particular, (SwapRecoverggth(S ), DE

r

(SwapRecoverg;th( $)N0] E)T is equivalent to the following procedure:

For each ¢ € Path(S;)\[j] in increasing order:

(a) Apply Com' to (Cy, D) to obtain (Mg, Wy).
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(b) If £ € E, apply SWAP[M,, M.

At a high level, Reduction[j] works as follows:

e It runs HybExtract[j — 1] as usual until the first time the adversary gives an accepting response
containing a decommitment to node j (up to this point, there is no difference between running
HybExtract[j — 1] or HybExtract[j]). In particular, it simply implements operations involving
the projections Hg’b as normal.

e Once the adversary gives an accepting response containing a decommitment to node j, the
reduction sends the valid commitment-decommitment pair to the oracle swap binding chal-
lenger corresponding to the commitment at node j. Since the challenger does not return
the commitment register, the reduction can no longer implement operations involving the
projections HT({% properly. However, using the oracle (G; defined as above, the reduction can

implement operations involving a projection HZEGZ’ that we define as
UT"G o— ~
HT,E b= (g (Elg <"”|Q Gy [0)g | E)g ‘T>Q )

where

N Uy Ur
Gy = (SwapRecoverPath(Sr)m[jfl]7E)T -Gy - (SwapRecoverPath(ST)ﬂ[jfl]’E).

By following the definitions, it can be verified that H%E’Gb has exactly the same behavior as
Hg%, except that operations requiring the committed message in the node j commitment are
implemented with the oracle Gy,.

To simplify the description of Reduction[j], we introduce a “flag” bit flag € {0,1} that is ini-
tialized to 0 and flips to 1 after the reduction interacts with the oracle swap binding challenger.
Define

UGy, . I ifflag=0 ©
PR T\ nlp i flag = 1,
and let M50 = {T1:G Yrer.

We also need to modify the definitions of SwapRecover and SwapDiff, since the original syntax
of these subroutines will not be applicable after the reduction sends commitment C; to the oracle

swap binding challenger.

e We define SwapRecovergTE ;» to behave the same as SwapRecoverg"E except that it does not
swap out C;. Formally, Swa pRecovergTE j does the following:

Ur .
SwapRecover&E’j.

— If =1 (i.e., j is the root), apply U,.
— Else:

1. Apply SwapRecovergn; 1\ gsib(j),par(j)}, 5 Where sib(j) is the sibling and par(j) is the
parent of node j.
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2. Apply Compar( ) If par(j) € E, apply SWAP[Cgp;y, Cp

3. If sib(j) € SN[j — 1], apply Comii

o))
b(j)- 1 sib(j) € E, apply SWAP[Mip(;), Mg, |-

e Next, we define
SwalefFS B
1. Apply SwapRecoverSE]

2. Apply (SwapRecoverg Eusj)T_

e Finally, we define SwapDing"E jflag @5

SwapDiffyr,  if flag = 0

SwapDiffyr, .o = ’ 10
PP s 5 flag {SwapDiffngJ if flag = 1. (10

We now state the reduction Reduction[j] which plays the oracle swap-binding game and outputs
a bit o’. The reduction has the same input and setup as HybExtract[j — 1] and HybExtract[j] and
uses the same values of € and §.

Reductionlj]:

1. Initialize flag = 0.
2. Fort=0,..., T —1:

nYCe
(a) Measure Est_ 5™ — py. If py < g, abort.

(b) Sample a random r < R and apply the measurement {Hg’};(f;l’; g Hg}ﬂgﬂg g}
(c) If the measurement rejects, set D =1 — HTU%(;Z ¢ lf the measurement accepts, set

D = HgEGﬂgg and perform the following steps:
i. If j € Path(S,) and flag = 0:
Apply SwapRecoverg;th(Sr)m[j_l]7E.
Apply SWAP[C;, C;] and send Dj, C} to the oracle swap binding challenger.
The challenger returns D;.
Update E < E U (Path(S,) N [4]).
Apply (SwapRecoverg;“th(
Set flag = 1.
ii. Otherwise:
A. Apply SwaleﬂrPath(Sr)ﬂ[]] E.jflag’
B. Update F <+ E U (Path(S,) N [j]).

U,Gy,
E flag®

n
(d) Apply Repalrs’&bt

RS
Sp)Ni—1],E.j

= HEUQw >

U,G
n.z b
3. Measure Est_5™ — pp. Guess b = 0 if py > ¢ and guess b’ = 1 otherwise.
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If the oracle swap binding challenger’s bit is b = 0, then Pr[Reduction[j] — 0] is equal to
Pr[HybExtract[j — 1] succeeds]. If the challenger’s bit is b = 1, then Pr[Reduction[j] — 0] is equal
to Pr[HybExtract[j] succeeds|. Thus, by oracle swap binding security, we have

Pr[HybExtract[j] succeeds] > Pr[HybExtract[j — 1] succeeds| — negl()).
Since 2”7 = poly()), it follows from Claim 8.6 that

Pr[Extract! 7] > p—q— v — negl(\). O

Why does KnowledgeExt produce a valid PCP? Claim 8.7 shows that after running Extract,
the swap-augmented prover still has high success probability. To complete the proof of Theorem 8.1,
it remains to show that when 7 is sampled uniformly at random from {1,2,...,[2°%3/42]} in the
KnowledgeExt procedure, with noticeable probability the subroutine ExtractvU/4’ g+~ /4,7 outputs a
good PCP string.*°

Claim 8.8. For any state Ty c and efficient prover unitary U, let p denote the wnitial success
probability, i.e., p = E, g[Tr(IL,7)] where II, := Hg;;:@' If sQSC is swap-binding, then for any
v = 1/poly()) and any g < p—y—1/poly()), with probability at least p—g—y—negl(\) > 1/poly(A)
the procedure KnowledgeExt! (z, 1M/p1 111/ ﬂ) outputs an extracted proof m such that

E,. p[Tr (chpw)] > ¢ — negl(\).

Proof. Let pwr cH be the joint state of both the prover and extractor after running KnowledgeExt
(not to be confused with the state w output by KnowledgeExt). By Claim 8.7, with probability at
least p — ¢ — /2 — negl(\) the subroutine Extractg]/& g+~/4,7 Outputs success and

ETFR[TI(H??T]E")M’,C,H)] >q+/4

We divide the M’ register into M’ = (M{ ..., M . ) so that the extracted proof corresponds to
M/

leaves: F'Or any state pwmy c H, the extracted proof m = Trc y wr

internal

(pwmr c.H) satisfies

ETFR[Tr<HfCP7r)] = Pr [IIPP accepts =]

r<—R

\Y]

Pr [TI7°P accepts 7 and S, C E]
r<—R

> Pr [HTUE accepts pw cn and S, C E]

r<—R

pr 1Y rcul— P
Pr. [Hr, 7; accepts pvr.c H] P
=E,g[Tr (HTU,EPM/,C,HN — TE%[{HZZE,]I - Hgb} accepts on pw/ cH and S, € E]

> q+9/4 = Pr [ accepts pw.cp and 5,  E)
T4 ’

[Hg’“E accepts pmrcn and S, € E]

39 A similar claim is proved in [CMSZ21, LMS22b], but their argument is specialized for extracting classical proof
strings and works by taking a union bound over all possible proofs. We therefore require a different proof for this
final step.
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The second inequality follows because the measurement {HTU%,]I — Hff%} checks that both the
measurement {IIF°P T—TIP°P} accepts 7 and all commitment-decommitment pairs along the root
to leaf path are valid.

For any state p on registers (M, C,H), define
(Y. accepts p and S, Z E.

=P
oo = 2,

We will show that Prp. knowledgeExt[Z(p) > /4] < /2, which will complete the proof.
Recall that KnowledgeExtP(:v, 1“/171,1[1/71) runs Extracty; /4,47, stopping at a random time
t < [T]. Consider an execution of Extract,. /4~/4,T+1, and let e; denote the event that both by =1

(i.e., the measurement {Hg%t,]l - Hg%t} accepts for the randomly chosen r at step ¢t) and S; € FEi,
where S; and F; are the sets S, and F, respectively, at step ¢. Observe that

[z(p)] = E E [z(p)] (11)
p+—KnowledgeExt t[T] p<Extract, | /4,4,
= E Pr Y. accepts p and S, ¢ F 12
“_[T]peEXtrath-&-w/ﬁlﬁ/&t[ b PP £ ] ( )
T
= E Prle] (13)
t«{2,...,T+1}

Since there are only 2° blocks in the proof and each time e; happens the extractor will swap
out a new block, we can have at most 27 events e, i.e.,

1 T+1 25
T 1et S ?7
t=2
where 1., is the indicator for the event e;.
Taking expectations and applying Eq. (11),
28
< —.
Elr(p)] < 7
Finally, by Markov’s inequality we have
28+2 ~y
P > y/4] < <= O
r[z(p) > /4] < T 559
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9 Computationally sound quantum sigma protocols

In this section, we use our techniques to prove computational soundness for quantum sigma proto-
cols instantiated with our hiding and binding QSCs. This gives a quantum analogue of a standard
template for building classical sigma protocols from any zero-knowledge PCP (zk-PCP) and any
hiding-binding commitment. While quantum sigma protocols were previously considered by Broad-
bent and Grilo [BG20], the results in this section differ from [BG20] in several respects:

e As discussed in Section 2.4, the [BG20] analysis of computational soundness was incomplete
because it was missing the rewinding analysis.

e As an additional contribution, we also place their protocol in a general framework using
our new abstraction of hiding and binding QSCs. We also consider a slightly more general
definition of quantum zero-knowledge PCPs than [BG20].

We begin by defining quantum zk-PCPs, a quantum analogue of classical zk-PCPs.®! Since

we are not concerned with succinctness in this section, it suffices to consider quantum PCPs with
soundness 1 — 1/poly(n), which are known for all of QMA [BG20].

Remark 9.1. Our definition of quantum zk-PCPs differs slightly from the the definition of
locally simulatable proofs due to [BG20]. In particular, we require the simulator generates
the mized state corresponding to the honest PCP verifier’s view, rather than (a classical
description of) the reduced density matriz for all subsets of qubits up to a certain size as
wn [BG20]. Our definition captures both the locally stmulatable proofs of [BG20] as well as
classical zk-PCPs such as [GMW86] 3-coloring.*?

Definition 9.2 (Quantum zero-knowledge PCPs). A quantum zero-knowledge PCP for a lan-
guage L 1s parameterized by a completeness parameter ¢, soundness s, proof length m, ran-
domness complezity £, and query complexity q. We require the following properties:

e (Efficient verification) There is a classical poly(n) time procedure that takes as input
z € {0,1}" and r € {0,1}' and outputs the description of circuit for implementing a
g-qubit projective measurement {HE&P,H - H;CTP}, which acts on a state of size m.

e (Honest-verifier zero knowledge) Let (), C [m| denote the size-q subset of indices that
{TIPCP T — H;CTP} checks. There exists an efficient quantum algorithm PCPSim(x) that

T,r

outputs a mized state of the form

1
5 > Il e,

re{0,1}¢

such that for any x € L, there exists an m-qubit locally stmulatable proof ™ satisfying
completeness, 1.e.,
E Tr(HxPEPW) > ¢,
r«{0,1}* '

31We refer the reader to Ishai’s blog post [Ish20] for background on classical zk-PCPs.
32The 3-coloring zk-PCP does not satisfy the [BG20] definition of a locally simulatable proof, since it is not
possible to generate the verifier’s view for pairs of vertices that do not share an edge.
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and the following zero-knowledge property:

o X TG -5 X il pa.| = negl(n).

re{0,1}¢ re{0,1}¢ 1
e (Soundness) If x € L, then for any m-qubit state ,

E TI‘(H_,F;(;PTF) <s.
r<{0,1}¢ '

Lemma 9.3 ([BG20|). Every language in QMA has a zero-knowledge gquantum PCP with
completeness c(n) > 1 — negl(n) and soundness s(n) <1 —1/poly(n).

We remark that because our definition allows mixed state PCPs, any classical zk-PCP is also
a quantum zk-PCP. In particular, this means the zk-PCPs underlying the [GMW86] 3-coloring
protocol and the [IKOS07] MPC-in-the-head protocols fall into our framework.

A generic quantum sigma protocol. We now describe a generic template for quantum sigma
protocols. The protocol is parameterized by a choice of zk-PCP, zkPCP, and quantum commitment
scheme, QSC, where:

e zkPCP is quantum zk-PCP for a language L, and
e QSC is a hiding-binding QSC for one-qubit messages.

For any zkPCP and QSC satisfying the above, we denote the resulting quantum sigma protocol by
QSigma[zkPCP, QSC].**

QSigmal[zkPCP, QSC]:

Prover input: z and a corresponding zk-PCP p on m = poly(n) qubits @~ M;.
Verifier input: .

The prover applies Comqsc(M;) — (C;, D;) and sends C; for all i € [m] to the verifier.
The verifier sends random coins r to the prover.

The prover sends D; for all i € ), to the verifier.

The verifier applies Comgsc(Ci, D;) — (M;,W;) and measures W; with {|0}0|,I—]0)X0|}
for all i € Q,; it aborts if the outcome is not |0)0|. Finally, the verifier measures
{TIPP T — TIPCP}. 1t accepts if the measurement accepts.

=W

33Broadbent and Grilo [BG20] presented this protocol in the special case that the QSC was defined by the folklore
construction (see Section 5.3).
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9.1 Argument of knowledge

Theorem 9.4. Let zkPCP be a probabilistically checkable proof for a language L. Then
QSigma[zkPCP, QSC] is a computational (resp. statistical) proof of knowledge for L with re-
spect to the zkPCP wverifier (Definition 7.6) if QSC satisfies computational (resp. statistical)
binding.

Proof. The proof strategy is nearly identical to the proof of Theorem 8.1 and we will avoid repeating
it in full. The only difference arises from the fact that instead of a Merkle tree of commitments to
the PCP, we have independent commitments for every block of the zkPCP proof string. Thus, we
can use the same proof as Theorem 8.1 with the following (syntactic) simplifications:

e There are now m explicit commitments instead of 2°+! — 1 (implicit) commitments. Corre-
spondingly, the HybExtract; procedures only need to be defined for j € {0,1,...,m}.

e For any S C [m], replace Path(S) with S.
e For any S C [m] and E C [m], replace SwapRecoverS » with the algorithm that applies

ComzQSC to (C;,D;) to obtain (M;,W;) for alli € S. If i € E, apply SWAP[M;, M/] as well.

e For any S C [m], E C [m], j € [m], replace SwapRecoverSE with SwapRecoverSmb 1B (for

SwapRecoverlS]TE as defined in the previous bullet). O

9.2 Zero knowledge

We now prove that our quantum sigma protocol is zero knowledge against malicious verifiers when-
ever the size of the challenge space {0,1} for the underlying zkPCP is at most poly()\). This is
a standard application of Watrous’s zero-knowledge rewinding lemma, which we recall below. We
refer the reader to [Wat09, Section 3] for a definition of zero-knowledge against quantum attacks.®*

Lemma 9.5 ([Wat09]). Let QQ be a quantum circuit that acts on n + k qubits, where the first
n qubits may take an arbitrary state |¢) as tnput and the remaining k qubits are wnitially
set to the state |0F). For any n-qubit state 1)), define p(¢) € [0,1] and (normalized) states

60(1)) . [é1(1)) so that
Q1) 10) = v/p(9) [0) I60()) + v/T=p(9) 1) [61(4) (14)

Suppose that there exists py,q € (0,1) and ¢ € (0,1/2) such that for all n-qubit states |¢),

1. p(v¥) —ql <e,
2. po(1 —po) < q(1—gq), and

3. po < p().

34Even though Watrous’s paper focuses on post-quantum security of classical protocols, Watrous’s zero-knowledge
definitions only refer to the admissible super-operators (CPTP maps) induced by the interaction with the prover (or
the simulator) and thus apply equally well to quantum-communication protocols.
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Then there exists a general quantum circuit R of size

- o (511219)

po(1 = po)
such that, for every n-qubit state |¢), the output p(¢)) of R satisfies

log*(1/e)

(G000 p() b00) 2 1 = 16352 55

Theorem 9.6. Suppose zkPCP has randomness complezity ¢ = O(log \). Then if QSC satisfies
computational (resp. statistical) hiding, QSigmal[zkPCP,QSC]| satisfies computational (resp.
statistical) zero knowledge.

Proof. For any instance x and security parameter \, we will define a unitary U, ) acting on the
following registers:

e An m-qubit register M = (My, ..., M,,) where each M; is a one-qubit register.
e A dm-qubit register W = (Wy, ..., W,,) where each W, is a d(\)-qubit register.

A pair of /-qubit registers R, R’. When we run the simulator, R will be a register containing
uniform PCP verifier randomness r» and R’ will contain the string output by the malicious
verifier V.

An ancilla register S corresponding to the workspace of PCPSim,,.

A register V corresponding to the auxiliary quantum input for the malicious verifier V.
e A one-qubit register B.

All registers are initialized to |0) except V, which is initialized to the auxiliary quantum input of
V.

For a size-¢ subset ), C [m] and g-qubit state pg,, let Po,., denote the m-qubit state whose
reduced density matrix on indices (), is pg, and is all-zero everywhere else. We will assume that
PCPSim,, is a unitary acting on R, M, S that, when applied to the all-zero state, produces a state
whose reduced density matrix on (R, M) has the form

5 2 Ik ®pg.q
re{0,1}¢
We now define the unitary U, ) to perform the following steps:
1. Apply the unitary PCPSim, to (R, M,S).
2. For each index i € [m], apply Comqsc to (M;, W;) to obtain (C;, D;).

3. Apply the malicious verifier unitary V on (C1,...,Cn, V,R).
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4. Apply the unitary

IE® Y [Nrlg@frip +Xs® > |rirlg @ s)slp
re{0,1}¢ r,s€{0,1}¢,r#s

which applies the bit-flip operator X to B controlled on the contents of R and R’ being
different (in the standard basis).

Fix any x € L. We will show that there exists a negligible function x(\) and a constant A\
such that for all A > \o, the unitary U, ) satisfies the conditions of Lemma 9.5 for py = 1 /2“1,
q=1/2% and € = u(\) where:

e |¢) in Lemma 9.5 corresponds to the auxiliary input state on V,
° ‘Ok> in Lemma 9.5 corresponds to the initial state on registers (M, W,R,R’,S, B),
e and the left-most qubit on the right-hand side of Eq. (14) corresponds to B.

Suppose otherwise. Then there exists a family of states {|¢))\ }»en and a constant ¢ > 0 such that
for infinitely many A, we have ‘p(d})\) -1/ 25‘ > 1/A°. We will give a reduction breaking hiding
(Definition 4.3) of the m-qubit QSC corresponding to the m different 1-qubit QSCs in the protocol,
this can be turned into a reduction breaking the hiding of one of the 1-qubit QSCs by a standard
hybrid argument. The reduction works as follows:

1. Run PCPSim, to obtain the mixed state

5 2 KR ® (pg, g

re{0,1}¢

2. Send (My,...,M,,) to the QSC hiding challenger.

3. The challenger returns commitments (Cy,...,C,,). Run V on C to obtain a challenge register
R’.

4. Measure R and R’ in the standard basis. If the two outcomes are different, output a random
bit &’. If the outcome is the same, then:

e if p(thy) > 1/2° +1/)°, guess V' = 0, and
o if p(¢y) < 1/2° —1/X°, guess b/ = 1.

If the challenger’s bit is b = 1 in the hiding experiment (Definition 4.3), then the challenger returns
commitments (Cy,...,C,,) where the underlying messages are all-zero states. In this case, the
probability that the reduction obtains the same challenge when it measures R and R’ is 1/ 2! since
R is a uniform mixture over r € {0,1}¢ independent of the malicious verifier’s view.

If the challenger’s bit is b = 0, then the probability that the reduction obtains the same challenge
when it measures R and R’ is p(¢)). An elementary calculation shows that the reduction guesses
b with probability 1/2 + O(1/X¢), which violates the hiding of the QSC.
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Thus, by applying Lemma 9.5, we can efficiently generate a state p(v))) such that p(¢,) is
within 1 — negl()) trace distance from ¢g(7)y), the (normalized) state obtained by applying U, »
on [¢hy)y ‘O>M7W,R,R’7S,B and post-selecting on B = 0. With one additional step, we can generate the
simulated view: controlled on the value r in R/, generate a response register Z containing D; for
each i € ;. The resulting simulated malicious verifier view is (Cy,...,Cy,,R',Z,V). We omit the
formal details of the rest of the proof, which are a direct analogue of Watrous’s proof [Wat09]. In
short, the hiding of the commitments together with the zero-knowledge property of the quantum
zk-PCP implies that the simulated view is indistinguishable from a view in which the m committed
qubits are a valid zk-PCP state w. The latter corresponds to the view of the malicious verifier in
the interaction with the honest prover initialized with 7. O
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A Removing interaction from any QSC

In this section, we define the syntax for an interactive QSC and define two security definitions
for interactive QSCs called “honest swap binding” and “honest hiding.” We show that interactive
QSCs satisfying these security definitions can be compiled to non-interactive QSCs that are swap-
binding (Definition 4.2) and hiding (Definition 4.3) in Theorem A.5. This transformation is similar
to the round-collapse compiler of [Yan22].

We begin by defining syntax for interactive QSCs.

Definition A.1 (Interactive QSC syntax). An interactive quantum state commitment QSC
between a quantum sender S and a quantum receiver R consists of an interactive commat
phase (S, R)com and unitary Recover.

o (Commitment phase) The sender commaits to a state on message register M by engaging
m a quantum interactive protocol (S, R)com with the receiver.

e (Opening phase) To open the commitment, the sender engages in a quantum interactive
protocol (S, R)open with the receiver. At the end of the protocol, the recewer applies
a binary outcome projective measurement to decide whether to accept or reject the
opening. If it accepts, the recetver recovers the originally commaitied message on some
register M.

For completeness, we require that the map induced by performing an honest commitment
followed by an honest opening is the identity map on the message space M.

Definition A.2 (Completeness). For any quantum state commitment QSC, let Pqsc : S(M) —
S(M) be the CPTP map induced by (1) performing an honest commitment to M (2) per-
forming an honest opening, and (8) replacing M with |0) of the receiver rejects. We say that
a QSC scheme QSC s complete if

[®asc — Isoyl|, = 0.

In particular, this definition implies that if the sender honestly commits to a state |¢)) and later
opens honestly, the receiver will accept with probability 1 and recovers |¢). It is easy to check that
the syntax for a non-interactive QSC (Definition 4.1) is a special case of an interactive QSC.

Next, we define honest hiding and honest swap binding.

Honest hiding and honest swap binding. We define a security experiment
HonHideExptqgsc 4,(A) parameterized by a quantum commitment scheme QSC, an interactive ad-
versary A, a challenge bit b € {0, 1}, and a security parameter .

Definition A.3 (Honest hiding). For a quantum commitment scheme QSC, an interactive ad-
versary A, a challenge bitb € {0,1}, and a security parameter A\, define a security experiment
HonHideExptqgc 4,(A) as follows.

HonHideExptqgc 45(A)-

1. The adversary A prepares a message M and sends it to the challenger.
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2. The challenger locally executes an entire commait phase between an honest sender and
an honest recewver, where the honest sender commats to M if b=10, or |0) i«fb=1. The
challenger sends the internal state C of the honest receiver to A.

3. The output of the experiment is b/ + A.

QSC is computationally (resp. statistically) honest-hiding if there exists a negligible func-
tion p(A\) such that for all polynomial-time (resp. unbounded-time) quantum interactive
adversaries A,

+ p(A).

N =

Pr |HonHideExpt A)=0b| <
b<—{0,1}[ onHideExptosc 44(A) = b] <
Definition A.4 (Honest swap binding). For a quantum commitment scheme QSC, an interac-
tive adversary A, a challenge bit b € {0,1}, and a security parameter )\, define the security
ezperiment HonSwapBindExptqsc 4,(A) as follows.
HonSwapBindExptqgc 45(A)-

1. The adversary A sends the challenger a register M.

2. The challenger locally executes an entire commit phase between an honest sender and
an honest recewer, where the honest sender commats to M if b=10, or |0) i«f b=1. The
challenger sends the internal state D of the honest sender to A.

3. The output of the experiment is b’ + A.

QSC s computationally (resp. statistically) honest swap binding if there ezists a negligible
function u(\) such that for all polynomial-time (resp. unbounded-time) gquantum interactive

adversaries A,

1
Pr [HonSwapBindExpt A =pl < = ).
b<—{(€,1}[ onswapblnaexp QSC,A,b( ) ]_ > +N( )

Compiling an interactive QSC into a non-interactive QSC. Consider the following non-
interactive commitment scheme, compiled from a (potentially) interactive quantum commitment
scheme QSC:

e Suppose the commit phase of QSC is k£ rounds, where in round i € [k], the receiver applies
a unitary R;, sends a register X; to the sender, who applies a unitary 5; and sends back a
register Y;.

o Set

Com = S, R Sp_1Ri—1---S1R;1. (15)

Theorem A.5. Let QSC be computationally (resp. statistical) honest swap binding and statis-
tically (resp. computationally) honest hiding. Then the non-interactive commitment scheme
Com defined by Equation (15) is computationally (resp. statistical) swap binding and statis-
tically (resp. computationally) hiding.

82



Proof. The honest-hiding experiment for the interactive scheme is equivalent to the hiding exper-
iment for the non-interactive scheme from the adversary’s point of view because the challenger
locally executes the entire commit phase.

Similarly, by Property 4.5, the swap binding experiment for non-interactive commitments can
be equivalently phrased by the adversary sending a message register M, and receiving an honest
decommitment to it in register D. Thus, the honest-binding experiment for the interactive QSC is
equivalent to the swap binding experiment for the non-interactive QSC. O
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B Equivalences between binding definitions

B.1 Pauli binding

In this subsection, we present an alternative binding definition for QSCs we call Pault binding,
which applies to non-interactive and interactive QSCs (Definition A.1). Pauli binding is a gener-
alization of sum-binding (see [Unr16]) in which the adversary picks an arbitrary Pauli operator P,
receives a random bit b from the challenger specifying either the +1 or —1 eigenspace of P, and
wins if it can open to a message (that is measured to be) in that eigenspace. We will prove that
this notion is equivalent to swap binding for non-interactive QSCs.

Definition B.1 (Pauli binding). For a gquantum commitment scheme QSC, an interactive
adversary A, and a security parameter \, define a security experiment
PauliBindExptqgsc 4(A) as follows.

PauliBindExptqgc 4(A):

1. The adversary A (acting as a malictous sender) engages in the commit phase of QSC
with the challenger (acting as the receiver). Then, A sends the description of an n-qubit
Paulr operator P to the challenger.

2. The challenger samples a random b < {—1,1} and sends b to the adversary.

3. A engages in the opening phase of QSC with the challenger. If the challenger rejects
the opening as invalid, then the experiment aborts and outputs fail.

4. Nexzt, the challenger measures {P*, P~} on the opened message register M. It outputs
win if the outcome is b, and otherwise outputs fail.

QSC s computationally (resp. statistically) Pauli binding if there exists a negligible func-
tion p(A\) such that for all polynomial-time (resp. unbounded-time) quantum interactive
adversaries A,

1
Pr[PauliBindExptqsc 4(A) = win| < 5+ ().

Remark B.2. Strictly speaking, Pauli binding assumes the messages have “qubit structure,”

1.e., the dimension of the Hilbert space must be a power of 2. It is possible to generalize this
definition to qudits where d s poly(\), but it ts not immediately obvious how to extend this
definition to message spaces of arbitrary dimension. Thus, we only show an equivalence with
swap-binding when the message space has qubit structure. We note that the swap binding
definition s agnostic to the dimension of the message space.

Theorem B.3. A non-interactive quantum state commitment scheme Com s swap binding
if and only if it 1s Pauli binding.

Proof. We first show that if Com is Pauli binding, then it is also swap binding. Suppose that an
adversary A distinguishes between the 6 = 0 and b = 1 worlds of the swap binding game with
advantage . Consider the following three hybrids:
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e Hy: In this hybrid, an adversary A sends a commitment-decommitment pair (C,D) to the
challenger. The challenger applies Com', measures {|0)(0|,I — |0)(0|} on register W (and
aborts if the measurement rejects), applies Com, and sends D to the adversary.

e Hi: This hybrid is the same as Hj, except before applying Com, the challenger applies a
uniformly random n-qubit Pauli P to M (thus making it maximally mixed).

e Hs: This hybrid is the same as Hj, except before applying Com, the challenger replaces the
contents of M with |0), i.e., initializes ancillary register M’ to |0) and applies SWAP[M, M’].

Hybrids Hp and H, are exactly the b = 0 and b = 1 worlds of the swap binding experiment for
Com, so A distinguishes either Hy and H; or H; and Hj with advantage /2. Let’s assume that A
distinguishes Hy and H; with £/2 advantage as the proof for H; and Hs follows almost identically.

We purify the actions of the adversary A, so that right after sending (C,D) to the challenger,
A and the challenger jointly hold a pure quantum state 1) -pg, Where R is held by A. Then after
receiving D back from the challenger, A measures a projector II on (D, R) to determine its output for
the swap binding game. Recall that for any operator O, we define the notation 0= (Com)O(Com™).
For any Pauli P acting on register M define the quantities

~ 2 VY 2
DistAdv p = ‘HHP|0><O|W |1/J>H = HH\OXO\W \w>H ‘

and
o~ —— e — )
MapAdvp = HP-\O)(O\W(]I — 9T P[00l WH '
Then
Ep(1.x,v,zyen[MapAdvp] > Ep [(DistAdvp)?]
> (Ep [DistAdvp])?
= (¢/2)%,

where the first inequality is by Lemma 6.6, Item (ii), the second inequality is Jensen’s inequality,
and the last equality is because A distinguishes Hy and H; with advantage /2.
Then consider the Pauli binding adversary A’ that does the following:

1. Receive commitment-decommitment registers (C,D) from A.
2. Sample a random n-qubit Pauli P and measure {13jr \O/X\O\W, I- ﬁrmw} on (C,D). Then:

e If the measurement accepts, send register C and Pauli P to the challenger. Receive
b e {—1,1} from the challenger. If b = —1, then apply (I — Zﬁ), which can be done by
coherently applying A, applying Z to its output, and applying A in reverse. If b = 1,
do nothing to the state. Then, send register D to the challenger.

e If the measurement rejects, prepare another commitment to a +1 eigenstate of P, i.e.,
initialize M’ to a +1 eigenstate of P and W’ to |0), apply Com to (M, W) (resulting in
(C',D’)), and send C’' and P to the challenger. Receive b from the challenger. Then,
send decommitment register D’ to the challenger.
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We analyze the success probability of A’ in the Pauli binding game. Let win indicate the event
in which A’ wins the Pauli binding game and let accept indicate the event that the measurement

—_—~

{161|O>/<\0|W,]1 — P*|0)0| } accepts. Then
Pr{win] = Pr[win A accept A (b = 1)] 4+ Pr[win A accept A (b = —1)] 4+ Pr[win A accept]

1 1 1
> 3 Pr[accept] + §E[MapAdvp] + 5(1 — Pr[accept])

2

+ =

>
o 8

DN | =

Thus A’ wins the Pauli binding game with noticeable advantage.

We now show that swap binding implies Pauli binding. Let A be an adversary that wins the
Pauli binding game for Com with probability 1/2 + ¢ using Pauli operator P. Let us purify its
actions so that it sends the C register of a pure quantum state |¢)-pgr to the challenger, and
applies unitary operations U_ and U, upon receiving b = —1 and b = 1, respectively. Then letting
U=U_ Ul and |¢) = U |[¢), adversary A winning the Pauli binding game with probability 1/2+¢
is equivalent to:

1+ 20 < || PFOROW U [0) + [P 0000w 1] (16)
2

— [P0l )] + | P 0K0lwt 1) an)

Let us define (sub-normalized) quantum states
o |a) = PF[0)}0ly [)-
o [a) = P=|0X0lwUP*[0)0w [)-

o |b) = P=[0)0lwU (I — PFO)Olw) |6) -

o lc) = (I— PH[0)0lw) |6)

Then
1+ 2¢ < [[|a)[|* + [l|a) + B)I?
< ) [* + (lla) ] + [I1)])
= [l1e)l” + Ila)I* + 20 |a) 111611 + [116)]1?
< ) [I* + [Ha)1* + 2[l|a) 1B [] + llle) 1

< 1+ [lladI” +2llla)1]115)]
< 1+ la)* +2a)l]
< 1+ 3[lla],

where the first inequality is a restatement of Equation (17), the second inequality is triangle in-
equality, the third inequality is because |||b)|| < |||¢)||, the fourth inequality is because |a) L |c)
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and |||a) + |c)||* < 1, the fifth inequality is because |||[b)|| < 1, and the last inequality is because
lla) |l < 1.
Thus

9 o~ o~ 2
(2¢/3)% < lla)” = | P~ [OXO U P 0)0ly )| -

By Lemma 6.6, Item (i), if we define 1T = ctlg-U |[+)¥+|gctlg-UT and |y) = ctlg-U(|+)g ®
(PT[0)(0ly) [4)), then

[0l 1| - [n2 0RO | = 222/ (18)

In words, the measurement {II,I — II} distinguishes whether P is applied or not to @(T)]W 7).
Then consider the following three hybrids:

e Hy: In this hybrid, the adversary sends commitment and decommitment registers (C,D) to
the challenger. The challenger measures {|0)0|y,I — [0)(0]\y}. If the measurement rejects,
then abort. Otherwise, send D back to the adversary.

e Hy: This hybrid is the same as Hj, except before sending D back to the adversary, the
challenger initializes a new register E (of the same dimension as M) to |0), then applies
SWAP[M, EJ.

e H,: This is the same as Hy, except before sending D back to the adversary, the challenger
applies P to (C,D).

Equation (18) implies that the adversary A’ that does the following achieves a distinguishing
advantage 2¢2/9 between hybrids Hy and Ho:

1. Prepare the state |0><0|W |v) from [¢)pr by applying U., then measuring {P+\O>(0|W,H —
P+|O><0|W} initializing a qubit register B to |+), applying ctlg-U, and measuring {]0)(0\\,\,,

0)Olw }-

e If both measurements accept, then the resulting state is (normalized) |vy). Send C and
D registers to the challenger, and receive D back from the challenger. Then output the
result of measuring {II,1 — IT}.

e If either of the measurements reject, just output a random bit at the end of the hybrids.
That is, prepare any valid commitment and decommitment registers (C’, D) by initial-
izing new registers (M, W’) to |0) and applying Com to the registers. Send (C’,D’) to
the challenger, receive D’, then output a random bit.

Thus A’ achieves a distinguishing advantage c2/9 between hybrids Hy and H; or H; and Ho.

If A’ distinguishes Hy and H;, then it wins the swap binding game with the same advantage by

definition of the swap binding game. If A’ distinguishes H; and H», then a modified A’ that applies

P to the commitment-decommitment registers right before sending them to the challenger will win
the swap binding game with the same advantage.

O
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Remark B.4. We remark that a nearly identical proof to the above can be used to show
that collapse-binding for non-interactive QBCs 1s equivalent to a restricted version of Pauli
binding where the adversary is only allowed to send Pauli operators from {1, Z}®". A very
similar definitional equivalence (for collapse-binding) was also proved in a concurrent and
independent work of [DS22]. [DS22] show that collapse binding is equivalent to “chosen-bit
binding,” which corresponds to a version of our Pauli binding definition where the operators
are from the set {Z1,...,Z,}.

B.2 A statistical extraction-based definition

In the classical setting, a defining feature of statistically binding commitments is that the com-
mitment string information-theoretically fixes the committed message. Equivalently, there is an
inefficient procedure to extract the committed message from the commitment (up to negligible
error). In the quantum setting, [AQY22] proposed defining statistical binding for quantum com-
mitments to classical messages (QBCs) in a similar fashion: a QBC is statistically binding if, given
the commitment register C, it is possible to extract the committed message bit (in an appropriate
sense).

In this subsection, we present (a) a statistical extraction definition for commitments to quan-
tum messages and (b) a proof that this definition is equivalent to statistical swap binding. We
emphasize that this alternative characterization of swap binding only applies in the statistical
binding setting. To state the statistical extraction definition, recall the following notation, where
Com is the commitment unitary for a non-interactive quantum state commitment:

o SWAP[M, M/] := (Com)SWAP[M, M'|(Com') and
e I1:= (Com)(Iy ® |0)0|y)(ComT).

Definition B.5 (Statistical extractability). A non-interactive quantum commitment scheme
QSC with commatment unitary Com s statistically extractable if there exists a CPTP map
Ext : (C,M') — (C,M’) such that, for all states p € D(C @ D® H) and all unitaries U acting
only on (D, H),

| (Tc.0) 0 Vo © Extic.w)(p @ 0)(0lyy) — (SWAPIM, M| o Tic ) © Up,)) (@ 00l )|
< negl(A).

The fact that statistical extractability is equivalent to statistical binding follows from the
“Information-disturbance tradeoff” [KSW08, Theorem 3], restated in Theorem B.6. To state the the-
orem, we require the notion of a complementary channel. For any CPTP map ¢ : S(X) — S(}),
Stinespring’s dilation thoerem [Sti55] implies that there exists a unitary U that maps registers
(X,W) to (Y,Z) (where W and Z are defined implicitly by U) such that ®(p) = Trz(U(p ®
|0)0]\y))?°. We say that ®€ is a complementary channel to ® if there exists a unitary U such that
°(p) = Try(U(p @ |0)(0lyy)) and ®(p) = Trz(U(p © [0)0ly))-

35Here we use the notation that U (p)=U pUT for a unitary U because the proof of the main theorem in this
subsection is stated in terms of quantum channels.
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Theorem B.6 (Information-disturbance tradeoff [KSWO08, Theorem 3]). Let M ® AR B be a
finite-dimensional Hilbert space. Suppose that T : M — A is a quantum channel with com-
plementary channel T¢ : M — B. Then there exists a decoding channel Dec : A — M such
that

DecoT —1 < in 2||T°—S

H © MHo = 021131?8) H 0‘H<>

where Sy 1s the completely depolarizing channel that always outputs o € D(B).

Theorem B.7. A non-interactive quantum commitment scheme QSC is statistically swap-
binding if and only if it 1s statistically extractabdle.

Proof. Suppose that QSC is statistically extractable. Then invoking Definition B.5 with U =1
and initial state IIpII,

o —

| (Tic.o)  Bxticw) o Tic.0))(p @ [0)(0lyg) — (SWAPIM, M']  Tiic ) ( & [0)(0])

‘1 < negl(A).
Since I ¢ p) is a projection, it follows that
| (Extic 0 Tiic.0)(p @ [0)0lyy) — (SWAPIM, M Tlic ) (p & 0)(0]yg) | < megl().

In particular, in the b = 1 world of the swap-binding security experiment (Definition 4.2) the
adversary receives the state

—

Tr(c,m) [(SWAP[M, M o Tl(c,p)) (p @ [0)X0[ )]

~s Tric mn [(Extic,mr) © Tc,py) (p @ [0X0[ )]

= Trc, v [Hc,p)(p @ [0)X0]y)]-
Since Trc v [H(c,p)(p ® [0)0[y)] is the state the adversary receives in the b = 0 world, swap-
binding follows.

For the other direction, suppose that QSC is statistically swap-binding. Let 7" : M — C be
defined by
T(p) = Trp(Com(p @ |0X0]y))-

The complementary channel is
T<(p) = Trc(Com(p @ [0)0yy)),

and since QSC is statistically swap-binding we have

T<(p) s T(|0)X0[)

for all p € D(M). Applying Theorem B.6 with o = T°(]0X0|,,) yields a decoding channel Dec :
C — M such that
||Deco T —In||, < negl(X).
Let Dec be a Stinespring dilation of Dec, i.e., Dec : (C,E) — (M,F) is a unitary such that
Tre (Dec(T ® |0X0]g)) = Dec(7). We can now define our extractor Ext : (C,M’) — (C,M’) for
7€ D(C) as
Ext(r) = Tre[(Dec' o SWAP[M, M'] o Dec)(r @ [0}0] g )]
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Since ||Ext o IT — IT o Ext||; < negl(A), it follows that

(IL(c,py © U hy © Ext(c mn) (T @ [0)X0]p)

~s (Extic,m) © c,py © Up,uy) (T © |0)X0[yyr)

= Tre[(Dec’ o SWAPIM,M'] 0 Dec o Tlic.p) © Uip 1)) (7 @ [0}0]r © [0)0]e)]
~s (SWAP[M, M) o ¢,y © Up,my) (T @ [0)0]\yr)-
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C Quantum encryption with short keys from PRUs

Pseudo-random unitaries (PRUs) are families of efficient unitaries that are indistinguishable from
Haar random unitaries under black-box access [JLS18|. In Theorem C.1, we show that the Hilbert
space of a PRU can be expanded at the cost of restricting the security to a single use — effectively
converting a pseudo-superpolynomial-design to a pseudo-1-design on a larger space.

The construction is based on the Schur transform Us., [Har05], which maps between the stan-
dard representation of (C?)®¢ and the “Schur-Weyl basis,” in which both ¢-fold products of unitaries
U®* and permutations act naturally. In particular, the Schur transform maps between the sym-

metric subspace on ¢ qupits and an (Zﬂé_l)—dimensional Hilbert space on {logﬁ (“’2_1)—‘ qubits

[Har05].

Given a PRU family {U}, {0,140 acting on p dimensions, we build a one-time quantum

encryption scheme {Expand(Uyg, ¢ aoy with “+p=1)_dimensional messages |¢) as follows:
ke{0,1} ¢

1. Initialize the appropriate registers to select the symmetric subspace in the Schur basis and
the remaining registers to |¢)). In the notation of [Har05], this is |[A = 0,pa = 0,qx = ¥).

2. Apply USch(Uk)®ZU£ch to |[A =0,pr =0,qr = 7).
3. Return the gj register as the output of Expand(Uy, /).

Theorem C.1 (PRU Expansion). If {Uk}ke{oyl}d()\) 1s a PRU family on p dimensions, then
{Expand(Uk,f)}ke{oyl}d(x) 1S a secure one-time quantum encryption scheme with messages of

¢
dimension (“1971) > <1 + p%) for any £ = poly()\).

Proof. Since the symmetric subspace is invariant under (Uk)w, the auxiliary registers A, pp are
unaffected by Usch(Uk)WUgch. Letting p be the state |A = 0,pa = 0,95 = ),

USCh(Uk)QMUgchpUSch(UII)(XMUgch ~c Useh </ ((C )(U)®£U1S-chpUSCh(UT)®K dU) Ugch
U+p(Cr

B <€—|—p—1

—1

The first line follows from the security of the PRU family {Uj};c {0,13400) - The equality follows
from Schur’s lemma, since the symmetric subspace on (CP)®‘ is an irreducible representation of
the unitary group under the action U ~ U®’ [Har13]. Schur’s lemma tells us that the integral is
maximally mixed over the symmetric subspace, and in the Schur-Weyl basis the maximally mixed
state over the symmetric subspace is the state where g5 is random and A = 0,pp = 0. O

Similarly, we note that a many-time secure PRS family {|¢x)},c {0,134 O p dimensions may be

converted to a one-time secure PRS family on (“’2‘1) dimensions via Try p, (Usch(]¢k>(¢k|)®ngch).

Theorem C.2 (PRS Expansion). If {‘¢k>}k€{0’1}d()\) is an {-time secure PRS family on p

dimenstions, then {Expand(|¢x),€)}icro 13400 @ a one-time secure PRS family on (Zﬂzfl) >

¢
(1 + p%) dimensions.
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