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Abstract

Batch proofs are proof systems that convince a verifier that z1,...,z: € £, for some NP language £, with
communication that is much shorter than sending the t witnesses. In the case of statistical soundness
(where the cheating prover is unbounded but the honest prover is efficient given the witnesses), interactive
batch proofs are known for UP, the class of unique-witness NP languages. In the case of computational
soundness (where both honest and dishonest provers are efficient), non-interactive solutions are now
known for all of NP, assuming standard lattice or group assumptions.

We exhibit the first negative results regarding the existence of batch proofs and arguments:

e Statistically sound batch proofs for £ imply that £ has a statistically witness indistinguishable (SWI)
proof, with inverse polynomial SWI error, and a non-uniform honest prover. The implication is
unconditional for obtaining honest-verifier SWI or for obtaining full-fledged SWI from public-coin
protocols, whereas for private-coin protocols full-fledged SWI is obtained assuming one-way functions.
This poses a barrier for achieving batch proofs beyond UP (where witness indistinguishability is trivial).
In particular, assuming that NP does not have SWI proofs, batch proofs for all of NP do not exist.

e Computationally sound batch proofs (a.k.a batch arguments or BARGs) for NP, together with one-way
functions, imply statistical zero-knowledge (SZK) arguments for NP with roughly the same number of
rounds, an inverse polynomial zero-knowledge error, and non-uniform honest prover.

Thus, constant-round interactive BARGs from one-way functions would yield constant-round SZK
arguments from one-way functions. This would be surprising as SZK arguments are currently only
known assuming constant-round statistically-hiding commitments.

We further prove new positive implications of non-interactive batch arguments to non-interactive zero
knowledge arguments (with explicit uniform prover and verifier):

e Non-interactive BARGs for NP, together with one-way functions, imply non-interactive computational
zero-knowledge arguments for NP. Assuming also dual-mode commitments, the zero knowledge can
be made statistical.

Both our negative and positive results stem from a new framework showing how to transform a batch
protocol for a language £ into an SWI protocol for L.
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1 Introduction

Batch proofs are interactive proof-systems that enable a prover to convince a verifier that input statements
T1,...,7 all belong to a language £ € NP, with communication that is much shorter than sending the ¢
witnesses. Batch proofs have been studied recently in two main threads: depending on whether the soundness
property is required to hold against arbitrary cheating prover strategies, or only against computationally
bounded ones.

The Statistical Setting. In the statistical setting, we require that even a computationally unbounded
prover cannot convince the verifier to accept a false statement (other than with some bounded probability).
On the other hand, we require that there is an efficient honest prover strategy (given the witnesses as an
auxiliary input) for convincing the verifier of true statements. Such batch proofs systems are known as
doubly efficient (see [Goll8] for a recent survey on doubly efficient interactive proofs).

A recent sequence of works by Reingold et al. [RRR21, RRR18, RR20] construct doubly-efficient batch
proofs for any language in the class UP (consisting of NP languages in which YES instances have a unique
accepting witness). In particular, Rothblum and Rothblum [RR20] give such a protocol with communication
poly(m,log(t)), where m is the length of a single witness and poly is a polynomial that depends only on
the UP language. Doubly-efficient batch proofs beyond UP remain unknown, leading to a natural question
[RRR21]:

Does every language £ € NP have a statistically sound doubly-efficient batch proof? Do there
exist other subclasses of NP (beyond UP) that have such proofs?

If we waive the restriction that the honest prover is efficient, there is a simple answer to this question.
Specifically, there is a space poly(n,m) + log(t) algorithm for deciding whether x1,...,z; € L, where n is
the instance length and m is the witness length. Thus, via the IP = PSPACE theorem [LFKN92, Sha92],
there is an interactive proof for this problem with communication poly(n,m,log(t)). However, this protocol
is entirely impractical as the honest prover runs in time 29(%).

The Computational Setting. A natural relaxation of the statistical soundness condition is to only
require computational soundness, which means that soundness is guaranteed only against efficient cheating
provers. Such proof systems are commonly called argument systems. The seminal work of Kilian [Kil92]
gives general-purpose succinct arguments for all of NP, assuming the existence of collision-resistant hash
functions (CRH). In more detail, Kilian’s protocol is a four-message argument-system with communication
poly(A,log(n)), where X is the security parameter, for any language £ € NP. In particular, for any £ € NP,
we can apply Killian’s result to the related NP language

L8 = {(21,...,2) € ({0,1}") s 21,..., 2, € L}

and obtain a batch argument (BARG) for £ with communication poly(\,log(n),log(t)).

Kilian’s protocol relies on collision-resistant hash functions (or certain relaxations thereof [BKP18,
KNY18al]). However, it is unclear whether such hash functions are also necessary. This gives rise to the
following question:

What are the minimal assumptions needed for succinct arguments for NP2 Can BARGs be
constructed based solely on the existence of one-way functions?

We remark that it is not clear that the existence of one-way functions is even necessary for general
purpose succinct arguments for NP. The only result that we are aware of is by Wee [Wee05], who showed
that 2-message succinct arguments imply the existence of a hard-on-average search problem in NP.



The Non-Interactive (Computational) Setting. As noted above, Kilian’s protocol requires four messages.
Reducing the number of messages in succinct arguments is a major open question in the field.! Restricting
to the case of BARGs though, we have a much better understanding due to recent breakthrough works. In
particular, a sequence of works [BHK17, CJJ21, CJJ22, WW22, HJKS22, PP22, KLVW22] construct BARGs
consisting of a single message, given a common reference string (equivalently, 2-message publicly verifiable
arguments in the plain model), assuming specific cryptographic assumptions such as LWE or assumptions
related to discrete log.

This raises the question of whether one can make do with a general assumption as in Kilian’s protocol.
In particular:

Can non-interactive BARGs be constructed from collision-resistant hash functions?

1.1 Our Results

In this work, with the above questions in mind, we exhibit the first barriers for the existence of batch proofs
and arguments. In the non-interactive setting, our results also have positive applications, giving rise to new
non-interactive zero knowledge protocols.

Our main contribution is a new transformation that compiles a batch protocol (proof or argument) II,
for verifying that z1,...,z; € L, into a protocol II’, for a single instance, which has a secrecy property.
Specifically, we consider batch protocols II where the communication for proving that zi,...,z; € L is
t'=¢ . poly(m), for some e > 0, witness length m, and a polynomial poly that does not depend on t. We
show that any such II can be transformed into a protocol II for a single instance satisfying statistical witness
indistinguishability (SWI) against an honest verifier. Recall that a protocol for an NP relation R is SWI, if for
every input = and witnesses wq, w; € {w : R(x,w) = 1}, the view of the verifier when the prover uses wg and
when the prover uses w; are statistically close. We say that the protocol is honest-verifier SWI if the SWI
property only holds in an honest execution of the protocol. The transformation preserves the soundness of
the original protocol; namely, if IT is computationally (resp., statistically) sound then the resulting protocol
I’ is computationally (resp., statistically) sound. If IT has r-rounds then II’ has r + 1 rounds.

The transformation does have two caveats: First, the statistical WI error € is inverse polynomial and
not negligible. Specifically, the statistical distance between the view of the verifier when the prover uses wy
and when the prover uses w; can be set to any ¢, at the cost of increasing the communication complexity
polynomially in 1/e. The second caveat is that the efficient honest prover strategy of Il is non-uniform,
where the non-uniform advice depends on the specification of the protocol II. Even given these two caveats,
the transformation is a meaningful tool for deriving barriers (in terms of complexity or cryptographic
assumptions) on the existence of batch proofs. On the positive side, in the setting of non-interactive
protocols, we show an improved transformation that overcomes both caveats, thereby giving rise to new
explicit protocols.

We next elaborate on our results in each of the settings discussed above. See Figure 1.1 for a summary
of the different implications we prove.

A Barrier for Statistically Sound Batch Proofs. Our first application of the above transformation is
in the statistical setting. Given a statistically sound batch proof, we obtain SWI against malicious verifiers,
in which the SWI error is inverse polynomial. In case we start from a public-coin batch proof the result is
unconditional. Otherwise, we need to assume one-way functions (or settle for honest-verifier SWI).2

Theorem 1 (Informally Stated, see Theorem 3.1 and Corollaries 3.18 and 3.19). Suppose that L € NP has
a statistically sound r-round public-coin batch proof. Then, for any polynomial p, the language L has an
O(r)-round SWI proof with SWI error % and a non-uniform honest prover.

IWe note that in the random oracle model succinct non-interactive arguments for NP (and in particular BARGs) exist
unconditionally [Mic94]. We focus on the plain model, where given a common reference string (CRS) proofs can be generated
and verified non-interactively.

?Note that the Goldwasser and Sipser [GS89] transformation from private-coin to public-coin protocols is inapplicable, since
it results in an inefficient honest prover (see also [AR21]).



Furthermore, for general (i.e., private-coin) statistically sound batch proofs we achieve the weaker conclusion
of honest-verifier SWI, or, assuming the existence of a one-way function, malicious verifier SWI.

It is worth pointing out that Theorem 1 is also applicable to languages in UP (for which batch proofs are
known), but there the conclusion is meaningless since UP has a trivial SWI proof - just send the witness! In
contrast, the existence of SWI proofs for all of NP would be surprising. In particular, there are no known
languages with SWI proofs beyond UP u SZK. Here SZK is the class of languages with statistical zero-
knowledge proofs, and it is known not to contain NP (assuming the polynomial hierarchy does not collapse
[For89, AH91]).3

Corollary 2 (Informally Stated). Assume that the class of languages with an SWI proof (as in Theorem 1)
does not contain NP. Then NP does not have statistically-sound batch proofs.

We do not take for granted the fact that NP does not have SWI proofs, and we find this to be an intriguing
open question. Indeed, while we have a very deep understanding of the structure of SZK (see [Vad99]), to
the best of our knowledge, the structure of the class of languages having SWI proofs has not been explored.
Theorem 1 provides concrete motivation for a similar study of the class SWI, which we leave to future work.

A Barrier for Computationally Sound Batch Proofs. Applying our framework in the computational
setting, and assuming one-way functions, we are able to derive the stronger hiding property of statistical
zero-knowledge.

Theorem 3 (Informally Stated, See Theorem 3.1 and Corollary 3.19). Assume the existence of one-way
functions. Suppose that every L € NP has an r-round BARG. Then, for every polynomial p, every L € NP
has an O(r)-round statistical zero-knowledge argument-system (SZKA) with ZK error % and a non-uniform
honest prover.

Recall that constant-round SZKA for NP are only known to exist assuming constant-round statistically-
hiding commitments, which in turn are only known based on primitives that are seemingly stronger than
one-way functions, such as collision-resistant hash functions (or variants thereof [BKP18, BDRV18, KNY18b,
BHKY19]). In fact, there are known black-box separations between constant-round statistically-hiding
commitments and one way functions [HHRS15]. Thus, Theorem 3 can be seen as a barrier toward basing
constant-round BARGs for NP on one-way functions.

In this context, a related positive result was obtained recently by Amit and Rothblum [AR23], who
constructed constant-round succinct arguments for deterministic languages (specifically for the class NC)
from one-way functions. Theorem 3 poses a barrier toward extending their result to BARGs for NP.

Explicit Proof Systems from Non-Interactive BARGs. In the context of non-interactive BARGs we
are able to push the transformation further, constructing explicit (uniform) protocols with a negligible WI
error. In particular, while one may still take a negative perspective and view these results as barriers on
non-interactive BARGs, they can also be viewed positively, as a new route to constructing non-interactive
WI (and in fact ZK) protocols.

One subtlety in applying our transformation in the non-interactive setting concerns adaptive soundness
(in the interactive setting we do away with this concern by adding a round of interaction). Here we assume
that the BARGs we start from satisfy a weak form of adaptive soundness called somewhere soundness, which
is a relaxation of somewhere extractability [CJJ22], achieved by recent BARG constructions.

We obtain the following result:

Theorem 4 (Informally Stated, See Corollaries 4.11 and 5.10). Assume that NP has somewhere-sound non-
interactive BARGs. Then, assuming also one-way functions, NP has non-interactive computational zero-
knowledge arguments (NICZKA), with a negligible non-adaptive soundness error, a negligible zero-knowledge

3Recall that statistical zero-knowledge (SZK) requires that for every efficient verifier strategy there is an efficient simulator
that generates a view that is statistically close to that in the actual interaction (for instances in the language). SWI can be
thought of as a relaxation of SZK in which the simulator can be unbounded.



error, and a uniform honest prover. Assuming also the existence of dual-mode commitments,* the same
implications holds for statistical zero knowledge (NISZKA ).

Like non-interactive BARGs, non-interactive ZK (computational or statistical) is currently only known to
exist based on trapdoor permutations or specific algebraic and number-theoretic assumptions. Accordingly,
one (negative) perspective on Theorem 4 is as evidence that constructing non-interactive BARGs from
“relatively weak” assumptions, such as one-way functions or collision-resistant hash functions, would be
difficult. From a positive perspective, construction of non-interactive BARGs from new assumptions would
yield analogous results for NICZKA.

Toward proving Theorem 4 we prove two general enhancement theorems for NISZKA that we find valuable
on their own. The first is a reduction between average-case and worst-case notions of SZK, and the second
is an amplification theorem that reduces SZK error.

Remark 1.1 (Lossy Encryption from BARGs). We also observe that lossy public-key encryption follows
from a variant of somewhere extractable BARGS, which guarantees that it is possible to extract the specific
witness that was used in some predefined index in an honest proof. This is in contrast to the standard notion
of somewhere extractability guaranteeing that some witness can be extracted (even from maliciously generated
accepting proofs). Furthermore, we show that the standard notion of somewhere extractable BARGs imply
private information retrieval and thus also statistically sender-private oblivious transfer and lossy public-key
encryption. while perfectly-correct lossy public key encryption would imply dual-mode commitments, lossy
public-key encryption obtained has (negligible) decryption errors (which is not sufficient for Theorem /). See
further details in Appendix B.

Remark 1.2 (Hiding for Batch Protocols). All of the results listed above start with a batch protocol for a
language L and derive a protocol with hiding properties (i.e., either SWI or SZK) for a single instance of L.
We note that all of the results can be used to obtain similar hiding properties also for a batch protocol for L
via the following simple transformation: rather than applying the basic result to L, we can apply it to £
for any t' « t.

Remark 1.3 (On the Possibility of Weak Batching). All of our results assume a batch protocol for t instances,
with communication t'=¢.5 Thus, our results are inapplicable to very weakly compressing batch protocols that
have slightly non-trivial communication such as say, t - «/m + poly(m), where m is the witness length. Such
weak batch protocols can nevertheless be quite useful (see [RRR21]) and we leave the study of this setting as
an interesting open problem.

1.2 Additional Related Works

The study of the minimal necessary communication in statistically sound interactive proofs, focusing on the
prover to verifier communication, was initiated in [GH98, GVWO02]. In particular, Goldreich et al. [GVW02]
transform interactive proofs with a single bit of communication to be SZK. We emphasize that the results in
[GHI8, GVWO02] are inapplicable in the setting of batch proofs. For example, the main result in [GH98] says
that proofs with short communication can be emulated in time that is exponential in the communication,
but this merely indicates that the communication in batch proofs for NP needs to be Q(m + logt), where m
is the witness length.

4Loosely speaking, dual-mode commitments are commitment schemes defined with respect to a common reference string,
which can be generated in one of two modes: (1) hiding, in which case the commitment is statistically hiding, or (2) binding,
in which case it is statistically binding. The two types of CRS’s are computationally indistinguishible. We emphasize that we
do not require efficient extraction and so such commitments do not necessarily require the existence of public-key encryption.
In particular, they can be constructed for instance from a variant of the statistical difference problem in which NO instances
are disjoint circuits (see [Vad99])

5We remark that Kalai et al. [KLVW22] show how to amplify weak non-interactive BARGs into BARGs with very good
compression but they assume the existence of rate-1 OT, whereas we are seeking transformations that rely only on the existence
of the weak BARG.



Kaslasi et al. [KRR 20, KRV21] consider batch verification of protocols that are a priori statistical zero-
knowledge, while retaining the zero-knowledge property. The constructions of [KRR*20, KRV21] are not
doubly-efficient and so our results are inapplicable in their context.

Batch verification is also related to the problem of AND instance compression [HN10, FS08]. In AND
instance compression, the goal is, given formulas ¢1, ..., ¢r, to generate in polynomial time a new formula
¢ that is satisfiable if and only if ¢1,..., ¢ are all satisfiable, and so that the length of ¢ is less than k.
Batch verification considers the dual problem of compressing the witnesses. We note that strong infeasibility
results for AND instance compression were shown by Drucker [Drul5]. Despite the differences, a main
technical lemma used by Drucker (and a subsequent simplification by Dell [Dell6]) is a key inspiration
for our analysis. We note that this lemma has previously been used for identifying sufficient conditions
for obtaining cryptographic primitives from average-case hardness [BBD120]. A closely related lemma
was established even earlier in the context of constructing an oblivious transfer protocol from any private
information retrieval scheme [DMOO00].

The minimax theorem has found several applications in cryptography: see [VZ13] for the references. The
work of [CLP15] also establishes (among other results) a result of the form “succinctness implies hiding”
using the minimax theorem. To be specific, they showed that for a proof system with a laconic prover, i.e,
where the communication from the prover is O(log(n)) bits, [GVWO02] implies distributional computational
zero knowledge. It is also worth pointing out that the usage of the minimax theorem there is for a different
purpose compared to us: it is used there to switch the order of quantifiers of the simulator and distinguisher
to obtain (normal) zero knowledge from weak zero knowledge .

Lastly, we mention a recent result of Kitagawa et al. [KMY20], who show how to transform any (adaptively-
secure) SNARG (a much stronger notion than non-interactive BARG, and not known based on standard
assumptions) into a NICZKA, assuming one-way functions. We show a similar result from a weaker proof
system (in particular, one that is known based on various standard assumptions).

Comparison with [CW23]. Ina concurrent and independent work, Champion and Wu [CW23] constructed
computational NIZK arguments assuming non-interactive BARGs, extractable dual-mode commitments
(a.k.a lossy encryption) and sub-exponentially-secure local pseudorandom generators. Our Theorem 4 is
a strict improvement of their result, it achieves the same implication assuming only one-way functions (on
top of the BARG), or a stronger implication (statistical zero knowledge) assuming (non-extractable) dual-
mode commitments. Since [CW23] build on the result of Kitagawa et al. [KMY20], their approach is quite
different from ours.

In the first posting of our paper, which was concurrent to [CW23] we obtained a weaker NIZK result
which was technically incomparable to that [CW23] since our prover was non-uniform. Subsequently to the
first posting and that of [CW23], we obtained the stronger Theorem 4.

1.3 Technical Overview

Let R be an NP relation, and let
RO = {((xl,...,xt),(wl,...,wt)) Cay| = = |z| and Vi€ [1], (a4, w;) en}

be the corresponding batch relation. We start by assuming a batch protocol for R®! (without specifying yet
whether soundness is statistical or computational). For simplicity, let us assume that R®" has an entirely
non-interactive protocol - that is, a single message sent from the prover to the verifier. We view the prover
message in this case as a “compression function” f that takes as input (x1,...,x¢ w1, ..., w;) and outputs
a short proof string 7 that convinces the verifier.

Since f outputs a short string, of length less than ¢, its output cannot contain all of the witnesses. Thus,
intuitively at least, a large portion of the information about the witnesses must be lost. This leads us to the
following natural idea for a protocol, for a single instance of R,% that has hiding properties.

6By this we mean for an instance corresponding to £(R), the language corresponding to the relation R.



P(z,w) : (where z is an input and w is a corresponding witness)

1. Choose a random index ¢* € [t].

2. Select input/witness pairs (z;,w;) € R for all ¢ € [¢t]\{i*}, in some yet-to-be-specified way.
3. Generate m = f(z1,...,2t, w1, ..., w), where we fix z;+ = ¢ and w;x = w.
4. Send (z1,...,x,1%, ) to the verifier.

The verifier V accepts if (1) ;» = = and (2) the batch verifier accepts the input (z1,..., ;) with the proof
w. Completeness and soundness of this protocol follow immediately from the completeness and soundness of
the batch protocol (notice that for soundness, it suffices that z is a NO instance for R to make (z1,..., %)
a NO instance for R®".

The key question is how to choose the instance-witness pairs in Step 2 in such a way that 7 hides w;x.
This choice is crucial. To see this, consider a contrived compression function whose goal is to be maximally
non-hiding for some specific input x*. For example, the compression function, in addition to outputting a
convincing proof, might check if one of the ¢ inputs is equal to x*. If so, it also outputs the corresponding
witness as part of the proof. Notice that this strategy is still highly compressing. While this is clearly a
contrived strategy, since we seek to give a general result, that compiles any batch proof, we have to consider
such strategies as well.

The above contrived strategy is a major concern for SWI as there exists a specific input, namely x*, for
which the prover always reveals the witness. A natural approach to circumvent this attack is to consider
a distributional notion of SWI. That is, consider some efficiently sampleable distribution D supported over
triples (x, wo, w1 ), where (z,wp), (x, w;) € R. Suppose we only want SWI to hold for random instance/witness
pairs sampled from D. In such a case, P can choose each (z;,w;) from D independently. Now, for inputs
(z,wp, w1 ) that are also generated from D, by symmetry, the function f will be unable to discover whether wy
or wy was guessed (other than with inverse polynomial probability). Intuitively, and this can be formalized,
this leads to a distributional-SWI protocol (with an SWI error that decreases polynomially with ¢).

While the distributional approach described above works, it is weaker than what we aim to achieve in
two ways. First, it is restricted to NP languages that have a solved instance generator (recall that if the
language is also hard with respect to this distribution then the sampler is a one-way function). Second, the
SWI property is distributional - it only holds with respect to instance-witness pairs sampled from D (rather
than the usual worst-case guarantee).

At this point we face a problem. If we aim to get a worst-case SWI guarantee, the contrived compression
function f that targets some specific z* seems like a non-starter. Indeed, using f as a blackbox, it is hopeless
to try to discover z*. Still, if we happened to know that the compression function is precisely the contrived
one described above, we could fix the same z* as part of prover P and then use z* (with corresponding
random witnesses that are also hardwired) in all of the coordinates of f. Doing so would hide the specific
witness that P uses in the i-th coordinate. But what about a general compression function f? Can we
somehow fix specific instance/witness pairs that are specifically good for fooling f? Somewhat surprisingly
the answer turns out to be yes.

How to find instance-witness pairs. We prove that for every compression function f there exists a
polynomial-size multiset S € R®® (i.e. a polynomial number of instance-witness t-tuples), so that if the
tuple ((x1,w1),...,(z:, w)) used in the above protocol is sampled uniformly from S, then the resulting
protocol is SWI (with error that depends on how compressing f is).

Central to our approach is a lemma of Dell [Dell6] (building on work by Drucker [Drul5] and related to a
result of [DMO00]) about information lost by compressing functions. Consider a function g : {0,1}* — {0, 1}**
for some p < 1. Intuitively, as the function is compressing, it must be losing information about some of its
input bits. Dell formalized this by showing that the output distribution of g when its input bits are chosen
uniformly at random is not affected much by arbitrarily fixing the bit at a randomly chosen location. Let



B be the uniform distribution over {0,1}", and denote by B|;c; the variable corresponding to sampling B

and setting the j* co-ordinate to b. Dell showed that in terms of statistical distance:

(j,g(B|j<70)) ~p (jag(B|jel)) :

Suppose g is a function parameterized by triples (z;,w?, w}), where (x;, w?), (z;,w}) € R, and uses its
input bits b; to select witness wf, and outputs f computed with these instance-witness pairs (z;, wf) The
above lemma would then say that picking a random j € [t] and fixing the witness used for z; to be either of

w? or wjl would not make much of a difference to the output distribution of f. Denoting (z1,...,z:) by @
and (wq,...,w) by w, with j « [t] and each w; sampled uniformly from {w?7 wll}, this implies that:

(4 F@,wljn0) ~ (o, fl@wljcu)

This is already reminiscent of witness-indistinguishability, though the property here only holds for a
randomly chosen instance among a set of ¢ instances. We can, in fact, use this to get the distributional
version of SWI discussed above. Consider any distribution D over (z,wg,w;) such that (z,wp), (z,w;) € R.

Now, with (2, wg,w;) and all the (z;, w?,w}) sampled from D, we have:

(jam|j<—xaf(w|j<—m;w|j<—wo)) ~ (jaw|j<—zaf(w|j<—$vw|j<—w1))

Note that in the protocol above, when the prover inserts the given (x, w) at location j and uses instances x;
and witnesses w; in the remaining locations, the view of the verifier is precisely (J, &|jaz, f(€]jcaz) W|jw))-
So the above implies that the expected SWI error for the protocol when everything is sampled as specified is
small.

In other words, for every distribution D over (z,wq,w), there is a distribution over ((z;,w,w})) such
that with samples from these, the expected SWI error in our protocol is small. We can view this process as
a 2-player zero-sum game: the row player chooses (x,wp,w;) and the column player chooses a distribution
D over all such tuples. The payoff is the expected SWI error in our protocol. The above argument shows
that for every strategy D for the column player there is a mixed strategy for the row player (specifically, the
strategy D), for which we can bound the expected payoff. The minimax theorem now implies that there is a
single distribution D’ over tuples ((xz, w?, wll)) such that for every (z,wp,w1), if the prover uses a sample
from D’ to populate the other inputs to f, the SWI error is small. Using a sparse minimax theorem [LY94]
now implies the existence of a polynomial-sized multiset of ((mi,w?,w}))’s such that sampling from this
leads to almost the same SWI error. This implies the existence of the set we want, which we hard-code into

the prover’s algorithm as a non-uniform advice.”

Remark 1.4. The O(\/p) error in our analysis is tight for some functions (e.g., if g is the majority
function).

Handling Multi-round Protocols. To handle multi-round protocols we follow the same basic strategy,
running the underlying batch protocol using tailor-made instance/witness pairs. While we are unable to
show that this approach satisfies malicious-verifier SWI, we manage to show that it is honest-verifier SWI.
We do so by first extending the above analysis to 2-message protocols (i.e. a verifier message followed by a
prover message). To handle protocols with more messages, we observe that when analyzing honest-verifier
SWI, we can imagine that the verifier sends to the prover all of its randomness in advance and reduce back
to the 2-message case.

Augmenting the Basic Result in The Interactive Setting. At this point we have a transformation
from any batch protocol into an honest-verifier SWI protocol with inverse polynomial SWI error and a non-
uniform prover. In the interactive setting, we improve this state of affairs as follows:

"It seems tempting to try to use a uniform minimax theorem, as in [VZ13], to obtain a uniform honest prover. A key
bottleneck however is that our payoff function does not seem to be efficiently computable. See also Remark 3.10.



1. In the case of statistical soundness, if the batch proof is public-coin, we can rely on an information-
theoretic coin-flipping protocol due to Goldreich et al. [GSV98] which leads to malicious-verifier SWI.
For the case of private-coin protocols, following an approach of [BMO90, OVY93, Oka96], we show that
assuming the existence of a one-way function, we can transform any honest-verifier SWI protocol to be
malicious-verifier SWI. We emphasize that despite the usage of a one-way function, both soundness
and hiding properties are statistical.

2. In the case of computational soundness, assuming the existence of a one-way function, we can rely on
the celebrated “FLS trick” of Feige et al. [FLS90] to bootstrap the honest-verifier SWI argument to an
honest-verifier SZK argument.” Then, using the [GMW86] compiler from honest-verifier to malicious
verifier we obtain a full-fledged malicious verifier zero-knowledge argument (using the [FS90a] constant-
round private-coin argument-system as the underlying zero-knowledge proof).

Explicit Proof Systems in the Non-Interactive Setting. We now discuss our results in the non-
interactive setting, where we are able to construct new explicit proof systems from BARGs. Recall that
here we provide a computational ZK system based on one-way functions, or a statistical ZK system based
on dual-mode commitments. We start by addressing a challenge common to both, then we address the
techniques required for each of the proof systems.

Somewhere Soundness. In the non-interactive setting, the prover sends a single message that depends
on the common random string (CRS). While in the interactive setting, our transformation required that the
prover sends its choice of (z1,...,z;) before starting the batch protocol, now these have to be chosen after
the CRS is generated, which may foil soundness. One obvious solution is to rely on adaptively-sound BARGs.
However, that is a rather strong requirement that is not met by existing non-interactive BARGs (in fact,
adaptively-sound BARGs of knowledge would already imply full-fledged succinct non-interactive arguments
[BHK17]). Instead, we use the notion of somewhere soundness, which is a relaxation of the somewhere
extractability notion that is satisfied by all existing non-interactive BARGs. Somewhere soundness requires
that the CRS can be programmed with a specific index ¢, so that adaptive soundness is guaranteed only with
respect to the instance x;, furthermore the programmed CRS is indistinguishable from a normal one. This
notion is already sufficient to obtain soundness of the resulting non-interactive SWI (in the CRS model).

Given the above, we can already apply a similar minmax argument to before, and obtain a non-interactive
system with a non-uniform prover and inverse polynomial WI error. We next explain how we avoid both
caveats. We start with the construction of the second (statistical ZK) system based on lossy encryption, as
it is simpler to describe and already contains most of the machinery needed.

From Distributional ZK to Worst-Case ZK, Uniformly. Our starting point is the distributional SWI
protocol we obtain from the basic transformation. Indeed, for efficiently uniformly samplable instance-
witness distributions, this protocol is uniform. Before, to enhance the distributional SWI requirement to
worst-case SWI requirement, we invoked the minmax theorem, which led to non-uniformity. Now, we take a
different route — we show a general transformation from the distributional setting to the worst-case setting
that, assuming lossy encryption, preserves statistical security. It will be easier to describe the transformation
(as well as the next one) for SZK rather than SWI; this is w.l.o.g as the gap between the two can be bridged
using one-way functions, using the well-known FLS trick [FLS90].

The distributional to worst-case transformation is inspired by local to global transformations from the
zero knowledge literature such as reducing general ZK to ZK for fixed-length statements (c.f. [Gol01, Section
4.10]) or the NIZK of [GOS06]. Specifically, in the constructed (worst-case) NIZK, the prover commits to

8Note that we cannot use the honest-to-malicious transformation of Hubécek et al. [HRV 18] (which works also in the private-
coin setting) because that result relies on the connection of SZK to instance dependent commitments. Thus, it is not clear how
to apply their result in the setting of SWI.

9Tn a nutshell, the verifier sends to the prover z = G(s), where G is a PRG and s is a random seed, and the prover then
proves that either x € £ or z is in the image of the PRG. Computational soundness can be argued by switching to a truly
random z, and SZK by having the simulator use s as the witness.
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all the wires of the NP verification circuit, and proves local consistency of each gate using distributional
NISZKA. Specifically, for each gate, we consider the distribution of random commitments of random wire
values satisfying the gate. While the prover actually uses a specific (worst-case) wire assignment for the
gate, this only skews the distribution by a constant factor, as the total number of assignments is constant.
As the commitment we use dual-mode commitments where for computationally indistinguishable common
reference strings, we get either statistical hiding or statistical binding. The actual proof system uses the
statistically-hiding mode, and accordingly preserves statistical ZK. In the soundness analysis, we use the
binding mode.

Reducing the SWI Error. Recall that our distributional SWI system has an inverse polynomial WI error,
accordingly so does the worst-case SZK system resulting from the last transformation. We prove a statistical
amplification theorem that enables us to reduce this error. Previously, an amplification theorem was shown
in the computational setting by [GJS19] (assuming subexponential public-key encryption). The statistical
transformation we show follows a similar blueprint to the computational one — we construct a combiner
based on MPC-in-the-head (in our case, an information-theoretic one, such as [BGWS88]). The analysis in
the statistical setting is different. We show based on a coupling proof, similar to the one in [LM20], that the
combiner is in fact also an amplifier. This transformation too uses dual mode commitments as a building
block.

Computational Zero Knowledge from One-Way Functions. The only assumption used in the above
transformations (on top of BARGs) is dual-mode commitments. The first question that comes to mind is
whether the dual-mode commitments can be replaced with plain statistically-hiding commitments (which can
be constructed, for instance, based on collision-resistant hashing). However, this turns out to be insufficient
for soundness. If we replace the dual-mode commitment with a plain statistically-binding commitment
(which can be constructed from one-way functions) then soundness can be proven. Since such commitments
are only computationally hiding, we can no longer hope for statistical ZK of the final scheme, but one could
hope that this would achieve computational ZK. However, while we are able to prove that the distributional
ZK to worst-case ZK work also in the computational setting, we are unable to do the same for the second
application that reduces the SWI error to negligible. Also, we wish to avoid the computational amplification
of [GJS19], which requires also sub-exponential public-key encryption.

We overcome this difficulty using the notion of computationally instance-dependent commitments (CIDC)
[FS90b]. Such commitments are parameterized by an instance z of a given NP language £. When z ¢ £ they
guarantee statistical binding. When z € £, there is a way to generate fake commitments ¢ that are perfectly
hiding. Specifically, given any witness for z, it is possible to efficiently generate a fake commitment and
opening (¢, d) for message m such that ¢,d are computationally indistinguishable from a real commitment
to m with its decommitment ¢, d. Such commitments are known to exist for all of NP assuming one-way
functions [FS90b].10

We replace the commitments in the previous two transformations with CIDC depending on an NP
language £’. This essentially allows us to construct a £'-dependent NIZK for proving membership in any NP
language £. Here soundness is guaranteed when the system is parameterized by z ¢ £’ and computational
ZK is guaranteed when 2 € £’. Indeed, when 2 ¢ L', the corresponding commitments are statistical
binding as required for soundness. When 2’ € L', we can switch (in the analysis) to a computationally-
indistinguishable world where the commitments are statistically hiding, and where accordingly the previous
described transformations do hold. To obtain our final proof system we choose £’ to be the same NP language
L for which we prove membership.

Remark 1.5 (On Using the Above in the Interactive Setting). A natural question is whether we can use
similar transformations as above to also achieve uniform protocols in the interactive setting. While the
answer is generally “yes”, the resulting interactive protocols are not as interesting, as they are subsumed by

10The above notion of instance-dependent commitments should not be confused with that of Ong and Vadhan [OV08], where
when z € £, real commitments (rather than fake ones) are statistically hiding. Indeed, this notion only exists for languages in
SZK.
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Figure 1.1: Schematic diagram showing our results. Nodes correspond to primitives. When a proof system
is suffixed with an asterisk, it indicates that its prover is non-uniform. When a proof system is prefixed with
g, its ZK or WI error is only inverse polynomial. When an interactive proof systems is prefixed with “pc”,
then it is public-coin. Edges capture relationship between primitives. A solid arrow from primitive A to B
indicates that A implies B, with the theorem (T), lemma (L) or corollary (C) that proves this implication
linked on the arrow. Additional computational assumptions required for this implication are indicated by
dotted lines. Corollaries 3.19 to 3.22 require also the existence of one-way functions.

known results. In particular, constant round computational ZK is already known from one-way functions
[FLS90], and constant round statistical ZK is already known from statistically-hiding commitments (c.f.
[BP19]), which in turn follow from lossy encryption.

2 Definitions

We rely on standard computational concepts and notation:

e A binary relation R € {0,1}* x {0,1}* is said to be polynomially balanced if there is a polynomial p
such that for any strings z,y € {0,1}*, if (z,y) € R then |y| < p(|z]). For a (polynomially-balanced)
relation R and A € N, R, denotes R n ({0,1}* x {0,1}*). For a (polynomially-balanced) relation
R, we use L(R) to denote the language defined by R, i.e., {x € {0,1}* : Jw € {0, 1}* s.t. (z,w) € R}.
L(Ry) € {0,1}* is defined similarly, but with respect to Ry.

e We say that a function f: N — R is negligible if for all constants ¢ > 0, there exists IV € N such that
for all n > N, f(n) <n~¢. We sometimes denote negligible functions by negl. We say that a function
f N > R is overwhelming if 1 — f is negligible.

e A PPT algorithm is a probabilistic polynomial-time algorithm. A family of circuits A = (Ay),cy
is polynomial-sized if there exists a polynomial p such that for all A € N, |Ay| < p(A). We follow
the common practice of modelling any efficient adversary as a family of polynomial-size circuits A =
(Ax) en- We also say that such an A runs in non-uniform polynomial time.
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e For a distribution X over a set Q2 and x € ), we use z «<— X to denote the result of sampling from X.
For a random variable X over 2 and z € €2, we use X (x) to denote the probability that the value of
the random variable is z. We denote statistical distance by SD. For two random variables X, Y and
e € [0,1], we write X =~. Y to denote the fact that SD(X,Y) < ¢ and say that X is e-statistically
indistinguishable from Y. For two ensembles X' = (X)), and Y = (Y)),y and function €, we write
X ~x. Y if for all large enough A, X\ ~.) Yx. For X, V and ¢ as above, we write X ~. Y to
denote that the computational distance is at most €. That is, for every polynomial-sized family of
distinguishers D = (Dy ),y and large enough A e N

Pr [Da(z) = 1]— Pr [Da(y) = 1]| < (V).

X yeYy

In both cases, we drop e from subscript when it is a negligible function. Therefore, X ~ ) denotes
that X is computationally indistinguishable from ).

o We say that an ensemble of distributions D = (D)),oy is efficiently sampleable if there exists a
polynomial-sized family of circuits S = (Sy), gy such that the distribution of the outputs of Sy, on input
a uniformly random string, is D). We also use the stronger uniform notion of efficient sampleability,
where there exists a PPT algorithm S such that the output distribution of S(1%) is D.

e We denote by (P < V) an interactive protocol between two parties P and V. For common input x and
auxiliary input w for P, by (P(w) < V)(x) we denote the view of V in the protocol, including all received
messages and random coins (if V is randomized). We abuse notation and write (P(w) < V)(x) =1 to
denote the fact that V accepts. A similar convention applies also to non-interactive protocols, which
are denoted by (P — V).

2.1 Interactive Protocols: Soundness, Privacy and Batching

In this paper, we are mainly interested in doubly-efficient interactive protocols [Goll8] as defined below.

Definition 2.1 (Doubly-Efficient Interactive Protocols). Let (P < V) be an interactive protocol for an NP
relation R, i.e., the common input is a statement x € R and the auxiliary input for the (honest) prover P is
a witness w for x. The protocol (P < V) is doubly efficient if both P and V are PPT algorithms.

Remark 2.2. We will also consider doubly-efficient interactive protocols where the prover is non-uniform
(i.e., a polynomial-sized family of circuits), in which case we will always explicitly point this out. In the
rest of the paper, we drop “doubly efficient”, and by interactive protocols we always refer to doubly-efficient
interactive protocols.

We next define the relevant notions of completeness, soundness and privacy. In the following definitions
(P 5 V) is a (doubly-efficient) protocol for an NP relation R.

Definition 2.3 (Completeness). (P & V) is complete with (completeness) error € if for all large-enough
A€ N and every (z,w) € Ry
Pr[(P(w) SV)(z)=1]=1-¢(}) .

Definition 2.4 (Statistical Soundness). The protocol (P & V) is statistically sound with (soundness) error
e if for every (unbounded) prover P*, all large enough A\ € N and every x € {0, 1}\L(R),

Pr[(P* S V)(z) = 1] <<()) .

A statistically sound protocol is also called a proof.
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Definition 2.5 (Computational Soundness). (P & V) is computationally sound if for every polynomial-size
circuit family of provers P* = (P%) there exists a negligible function u, such that for every A € N and

every z € {0, 1}MN\L(R),

AeN?

Pr(PE S V)(a) = 1] < (A
A computationally-sound protocol is also called an argument.

Definition 2.6 (SWI: Statistical Witness Indistinguishability). (P 5 V) is statistically witness-indistinguishable
with error ¢ if for every polynomial-size circuit family V¥ = (V¥), x>

((P(wo) S V§>(x))(m,u‘)o‘,w1)€72 ~e ((P(w1) S V§>($))(m,u‘miw1>en ;
z|=X x|=\

where (x,wp,w1) € R is an abuse of notation to be interpreted as (x,wo),(x,w1) € R. If the above
indistinguishability is only guaranteed for the honest verifier V, then (P < V) is honest-verifier statistically
witness-indistinguishable.

Definition 2.7 (SZK and CZK: Statistical and Computational Zero Knowledge). (P & V) is statistically
zero-knowledge with error € if there exists an expected PPT simulator S such that for every polynomial-size

circuit family V¥ = (V) oy

((P(w) S V(@) @z uyer e (S(2, V) @uw)er - (1)
|lz|=X lz|=X

The definition of computational ZK is obtained by replacing statistical distance in Eq. (1) with computational
distance (i.e., ~. with ~.). The protocol is honest-verifier statistical or computational zero-knowledge if the
above is only guaranteed for the honest verifier V.

Interactive Batching. Here we define interactive batch protocols.

Definition 2.8 (Interactive Batch Protocol). A batch protocol for R is an interactive protocol for | J,cy R®,
where:
RO = {(z1,...,2), (wi,...,we) 2 |w1] = -+ = |2, (x1,w1), ..., (x5, w;) € R} . (2)

e The protocol’s completeness and soundness errors (5(A\,t) and £(\t)) are defined to be its largest

completeness and soundness errors, respectively, on any t instances (and any of their witnesses) of size
A

e The protocol has compression rate p = p(At), for instance length A\ and number of instances t, if

mazimum total length of prover messages (over all such sets of instances) is pt

2.2 Non-Interactive Protocols: Soundness, Privacy and Batching

In this paper, we only consider doubly-efficient non-interactive protocols in the common reference string
(CRS) model. Below we define this primitive and the different notions of soundness and privacy that we
need.

Definition 2.9 (Non-Interactive Protocol in CRS model). A non-interactive protocol (P — V) in CRS
model for an NP relation R is a triple of algorithms (Gen, P, V), with the following syntax:

o crs « Gen(11): Given the instance size \, the randomised set-up algorithm Gen outputs a CRS crs.
o 7« P(ers,x,w): Given CRS crs, instance x, and witness w, the randomised prover outputs a proof ™

e b:= V(crs,x,m): Given CRS crs, instance x, and proof 7, the deterministic verifier returns a bit b
representing accept or reject.
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In the following definitions, (P — V) is a non-interactive protocol in CRS model for an NP relation R.

Definition 2.10 (Completeness for Non-Interactive Protocols). (P — V) has completeness error § if for
all large enough A € N and (z,w) € Ry,
Pr [V(ers,z,m) =1] =1 —3§(N).

crs«—Gen(1*)
TP (crs,z,w)

For soundness, we will need the following notions.

Definition 2.11 (Non-Adaptive Computational Soundness). (P — V) is non-adaptively computationally
sound if for every polynomial-size circuit family of provers P* = (P%) there is a negligible function pu,
such that for all A € N and all z € {0, 1}\L(R):

Pr [V(crs,z, Pi(crs,x)) = 1] < p(N).

crs«Gen(1*)

AeN

Definition 2.12 (Adaptive Computational Soundness). (P — V) is adaptively computationally sound if,
for every polynomial-size circuit family of provers P* = (P3),_y, there is a negligible function p, such that
for all A e N:

Pr [z ¢ L(Rx) AV(ers,z,m) =1] < p(N),

crs«Gen(1*)
where (x, ) := PX(crs).
We will need the following notions of (worst-case) hiding.

Definition 2.13 (SWI and CWI). (P — V) is non-adaptively SWI with error ¢ if

(CT‘S, 7T-O)(m,wo,wl)e’R Re (CT’S, ﬂ-l)(m,wo,wl)e’R ’ (3)
|z]=X |z]=X

where crs « Gen(1*), my « P(crs,z,wq), and m < P(crs,x,wy). The definition of non-adaptive CWI is
obtained by replacing statistical distance in Eq. (3) with computational distance.
Definition 2.14 (SZK and CZK). (P — V) is non-adaptively statistically zero-knowledge with error e if

there exists a PPT simulator S such that:

((CTS’W))(;E,w)ER Re (S(x))(w,w)eR . (4)

|z|=X |lz]=X

where crs « Gen(1*) and m < P(crs,z,w). The definition of non-adaptive CZK is obtained by replacing
statistical distance in Eq. (4) with computational distance.
We will also need distributional notions of hiding [Gol93, DNRS99].

Definition 2.15 (DSWI: Distributional SWI for Non-Interactive Protocols). Let D = (Dy)xen be an
efficiently-sampleable distribution, where Dy is supported over triples (x,wo,w1) such that (z,wp), (x,w1) €
Ra- (P — V) is distributionally SWI for D with error ¢ if for all large enough X\ € N

E [SD ((crs, mo), (crs,m))] < e(N),

(z,wo,w1)«Dx
where crs < Gen(11), g « P(crs,x,wg), and 71 < P(crs, z,wy).

Definition 2.16 (DSZK: Distributional SZK for Non-Interactive Protocols). Let D = (Djx)xen be an
efficiently-sampleable distribution, where Dy is supported over Ry. (P — V) is distributionally SZK for
D with error € if there exists a PPT simulator S such that for all large enough A € N

B [SD((ers,m),S(z))] < e(A),

(w,w)Dx

where crs < Gen(1*) and 7 « P(crs, z,w).
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Dual-Mode Non-Interactive Protocols. It will be useful to define non-interactive protocols where the
set-up algorithm has two different, indistinguishable modes [GOS12].

Definition 2.17 (Dual-Mode Non-Interactive Protocol). A dual-mode non-interactive protocol for an NP
relation R is a four-tuple of algorithms (Geny, Gens, P, V), such that both (Geny, P, V) and (Gens, P,V) are
non-interactive protocols for R with syntaz as defined in Definition 2.9. We require the protocol to satisfy
the following basic properties:

1. (Geny,P,V) and (Geng, P,V) are both complete (Definition 2.10).

2. The CRS generated by the two set-up modes Geny and Geng must be computationally indistinguishable.
We refer to this property as mode-indistinguishability.

We need three instantiations of Definition 2.17, presented in Definitions 2.18 and 2.19.

Definition 2.18 (Dual-Mode NISZKA and NISWIA). A dual-mode non-interactive protocol (SHGen, ASGen, P, V)
for an NP relation R is a dual-mode e-NISZKA (resp., e-NISWIA ) for R if the following additional requirements
are satisfied:

1. (SHGen, P,V) is statistically ZK (resp., WI) with error €. Therefore, we refer to this mode as the
statistically-hiding mode.

2. (ASGen, P,V)) is adaptively computationally sound with negligible soundness error. Therefore, we refer
to this mode as the adaptively-sound mode.

In the distributional formulation, i.e., dual-mode e-NIDSZKA (resp., e-NIDSWIA), the hiding requirement
in Item 1 is relaxed to its distributional formulation, i.e., Definition 2.16 (resp., Definition 2.15).

Definition 2.19 (Dual-Mode NIDSZKA and NIDSWIA). Let R be an NP relation, and let D be an efficiently-
sampleable distribution as in Definition 2.16 (resp., Definition 2.15). A dual-mode non-interactive protocol
(SHGen, ASGen, P, V) for R is a dual-mode e-NIDSZKA (resp., e-NIDSWI) for D if the following additional
requirements are satisfied:

1. (SHGen, P,V) is distributionally SZK (resp., SWI) for D with error . We refer to this mode as the
statistically-hiding mode.

2. (ASGen, P,V)) is adaptively computationally sound with negligible soundness error.t' We refer to this
mode as the adaptively-sound mode.

Remark 2.20 (On Definitions 2.18 and 2.19). The following remarks are stated for dual-mode NISZKA, but
it applies to all the other instantiations of Definition 2.17.

1. Whenever we say that a dual-mode NISZKA is statistically ZK (resp., adaptively sound), we are
implicitly referring to its statistically-hiding (resp., adaptively-sound) mode.

2. As a consequence of mode-indistinguishability, if one of the modes has negligible correctness error, then
so does the other.

The following remarks are stated for dual-mode NISZKA, but it applies also to dual-mode NISWIA.
3. As a consequence of mode-indistinguishability, we can infer that:

(a) the statistically-hiding mode has non-adaptive computational soundness (with negligible soundness
error),

(b) the adaptive-soundness mode is computationally ZK with error € + negl(\)

I Note that the soundness requirement here is worst case, with respect to the relation R.
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Remark 2.21 (On Adaptive ZK). Throughout the paper we focus on non-adaptive ZK, both in the statistical
and computational settings. We note here that the guarantee can be strengthened to adaptive ZK:

1. Non-adaptive statistical ZK with error € implies adaptive statistical ZK with error €-2"™. Accordingly, if
e can be made small enough, one gets adaptive statistical ZK (this will be the case in our construction).
For dual-mode NISZKA, mode indistinguishability also implies adaptive computational ZK in the
adaptively-sound mode.

2. In the case of computational zero knowledge, it is known [KMY23] that assuming one-way functions,
any adaptively-sound NICZKA can be turned into one with adaptive CZK.

Remark 2.22 (Multi-Instance ZK). We restrict attention to single-instance non-interactive ZK. We note
that assuming one-way functions, this can be strengthened to multi-instance (in both the statististical and
computational settings) [FLS90].

Non-Interactive Batching. Here we define non-interactive batch protocols and the notion of soundness
we need.

Definition 2.23 (Non-Interactive Batch Protocol in the CRS Model). A non-interactive batch protocol is
a four-tuple of algorithms (Gen, TGen, P, V) with the following syntaz::

o crs < Gen(1*,1%): Given the instance size X\ and the number of instances t, the randomised set-up
algorithm outputs a CRS crs

o (crs*,td) « TGen(1*,1%,i*): Given in addition an index i* € [t], the trapdoored set-up algorithm
outputs a CRS crs* together with a trapdoor td

o T« P(ers, (x1,...,2), (w1, ..., w)): Given CRS crs, instances x;, and witnesses w;, the randomised
prover outputs a proof ™

o b:=V(crs, (x1,...,2¢),7): Given CRS crs, instances x;, and proof 7, the deterministic verifier outputs
a bit b representing accept or reject

Here, the prover’s communication is just the proof m, and the compression rate is defined with respect to this.

The following definitions of soundness properties are adapted from [CJJ22], though they have been
simplified and slightly weakened as this is sufficient for our purposes.

Definition 2.24 (CRS Indistinguishability). A batch protocol (Gen, TGen,P,V) is CRS-indistinguishable
if for every polynomial t and every i()\) € [t(\)], the distributions of Gen(1*,1*™) and crs* sampled from
TGen(1*, 1t (X)) are computationally indistinguishable.

Definition 2.25 (Somewhere Soundness). A batch protocol (Gen, TGen, P, V) for a relation R is somewhere
computationally sound if it satisfies CRS indistinguishability, and for every polynomial t and polynomial-
size circuit family of provers P* = (P¥) there is a negligible function p such that for all A € N, letting
t =t(\), and for every i* € [t]:

AeEN?

Pr{xz« ¢ LRx) AV(ers, (x1,...,2),m) = 1] < p(X),

CcTs

where (crs,td) « TGen(1*,1%,i*), and ((21,...,2),7) 1= P¥(crs,i*).

2.3 List of Proof Systems

The proof systems that are relevant to this paper are listed below.

e Batch proof: Interactive batch protocol (Definition 2.8) satisfying Definitions 2.3 and 2.4.
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e BARG — Batch ARGument: Interactive batch protocol satisfying Definitions 2.3 and 2.5.

¢ NIBARG — Non-Interactive Batch ARGument: Non-interactive batch protocol (Definition 2.23) satisfying
Definitions 2.10 and 2.25.

e SWI (resp., SWIA) — Statistical Witness-Indistinguishable proof (resp., Argument): Interactive protocol
satisfying Definitions 2.3 and 2.6 and Definition 2.5 (resp., Definition 2.4).

e HVSWI (resp., HVSWIA) — Honest-Verifier SWI proof (resp., Argument): Interactive protocol satisfying
Definition 2.3, Definition 2.6 restricted to honest verifiers and Definition 2.4 (resp., Definition 2.5).

e SZKA — Statistical Zero-Knowledge Argument: Interactive protocol (Definition 2.1) satisfying Definitions 2.3,

2.5 and 2.7.
e Dual-Mode NISZKA (resp., NISWIA) — Dual-Mode Non-Interactive SZKA (resp., SWIA): Definition 2.18.

e Dual-mode NIDSZKA (resp., NIDSWIA) — Dual-mode Non-Interactive Distributional SZKA (resp.,
SWIA): Definition 2.19

e NICZKA (resp., NICWIA) — Non-Interactive Computational ZK (resp., WI) Argument: Non-interactive
protocol (Definition 2.9) satisfying Definitions 2.10, 2.12 and 2.14 (resp., Definition 2.13).

e Dual-Mode ID-NICZKA (resp., ID-NICWIA) — Dual-Mode Instance-Dependent NICZKA (resp., NICWIA):
Definition 5.4.

3 Statistical Witness Indistinguishability from Batching

In this section, we prove that a sufficiently shrinking batch protocol for a relation can be used to construct
an honest-verifier statistically witness-indistinguishable protocol for it with the same soundness properties.
This is captured by the following theorem. In Section 3.2, we prove a related theorem that preserves
non-interactivity and stronger notions of computational soundness, which is required for our results for non-
interactive BARGs. Recall that for a relation R and polynomial ¢, the relation R®' denotes the product
relation (as in Definition 2.8).

Theorem 3.1. Consider an NP relation R. Suppose it has a batch protocol II = (P & V) that, when run
on some polynomial t = t(X\) instances of size X, has compression rate p = p(\) < 1. Then, R has a protocol
Iy = {Pwi S Vwi) with the following properties (on instances of size \):

o ILw s HVSWI with error O (\/f))

o Iy has the same completeness error as I run on t instances.

o [f 11 is statistically sound, then so is Iy, with the same soundness error as I Tun on t instances.
o [fII is computationally sound, then so is Ilw,.

o If P is computed by a family of polynomial-sized circuits, then so is Pw; and Vw, runs in uniform
polynomial-time given blackbox access to V.

e The communication and round complexity in Iy, are the same as those of I1, plus an additional message
sent by Pw at the start that is (A -t + logt) bits long.

Fix some relation R for which there is a batch protocol (P < V) with compression rate p as hypothesized.
We will show how to construct from this a protocol (Pw; < Vw) for R that inherits its soundness properties
and is, in addition, HVSWI. This protocol follows the template in Fig. 3.1, which is parameterized by an
ensemble of distributions D and a function ¢, which we will instantiate later.
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Given a batch protocol (P & V), a function ¢ : N — N, and an ensemble of distributions D = (Dy),y;
where the support of Dy is contained in ({0, 1}* x {0,1}*)**) | the protocol (Pwi S V)P works as
follows given an instance x € {0,1}* and a witness w € {0, 1}*:

1. Pw generates a sample {(z;,w;)} [t)] from D,, and samples j « [t(\)]

ic
2. Pwj sends all the z;’s and j to Vyy

3. Pw and Vy; run the protocol (P & V) on the input (z1,...,2j 1,7, %j11,..., %)), With Pw
using (wyq, . .. s Wi 1, Wy Wiy, - ,wtp\)) as the witnesses

4. Vi accepts iff the verifier V in the above execution accepts

Figure 3.1: Template for constructing HVSWI protocols from batch protocols

We next state lemmas capturing the properties of this protocol, and use them to prove Theorem 3.1. The
proof of Lemma 3.2 is included below, and Lemma 3.3 is proven in Section 3.1.

Lemma 3.2 (Completeness and Soundness). Suppose (P S V) is a batch protocol for a relation R. Let t
be any polynomial and D = (Dy),oy be such that the support of Dy is contained within Ri?t()‘). Then, the
protocol (Pwi S Vwi) in Fig. 3.1, when instantiated with (P < V), D and t, is a protocol for R that satisfies
the following:

1. If (P S V) has completeness error §(\) when run with t()\) instances of size \, then (Pw; < V)P
has completeness error 6(\).

2. If (P S V) has statistical soundness error e(\) when run with t(\) instances of size X, then (Pw S
VWP has statistical soundness error e(\).

3. If (P S V) is computationally sound, then (Pw S VW|>(D¢) s also computationally sound.

Proof. Fix any x such that || = A, and denote ¢(\) by ¢. As all the (z;,w;)’s sampled from D) are contained
in R, the input (z1,...,2;-1,2,%j41,...,2¢) is contained in R®! if and only if there is some w such that
(z,w) € R. The completeness and statistical soundness errors of (P & V) thus carry over immediately to
{Pwi S Vw) as stated in the theorem.

For computational soundness, suppose there is a malicious prover P}, that can make Vw; accept with
probability p given an x ¢ R. Then, without loss of generality, there exists a j € [t] and (x1,...,x¢) such
that Py, can make Vw, accept with probability p with the first message being (1, ...,2j_1, 2, Zj41,...,2¢)
and j. As Vi is just emulating the verifier V, this means there is a P* that emulates P}, and makes V
accept on this input with probability p. Further, if P}, is polynomial-time, so is P*, as ¢ is a polynomial. If
() is non-negligible, this breaks computational soundness of (P < V), proving the theorem. O

Lemma 3.3 (Witness Indistinguishability). Consider a batch protocol (P & V) for a relation R that has
polynomial-sized witnesses. For a polynomial t, when the protocol is run with t(\) instances of size A, suppose
the total communication from the prover is at most p(A)t(\) bits for some function p. Then, there is an

efficiently sampleable ensemble of distributions D = (Dy),oy, where Dy is supported in R%to‘), such that
the protocol (Pwi S Vwi) in Fig. 3.1, when instantiated with (P < V), D, and t, is HVSWI with error

0 ( p(/\)).
Using Lemmas 3.2 and 3.3 (the latter is proved in Section 3.1), we are ready to prove Theorem 3.1.

Proof of Theorem 3.1. Consider a relation R with polynomial-sized witnesses and a batch protocol (P < V)
that, for some polynomial ¢, when run on #()\) instances of size A, has completeness error d()), statistical
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soundness error ¢(A), and at most p(A)¢(A) bits of communication from the prover for some function p. Let
D be the ensemble guaranteed by Lemma 3.3, and consider the protocol (Pw; & Vwi) as described in Fig. 3.1
instantiated with this D and ¢. This protocol has the following properties:

e Lemma 3.3 implies that this protocol is HVSWI with WI error O ( p()\)).

e Lemma 3.2 implies that its completeness and statistical soundness errors are §(\) and €(\), respectively.
e Lemma 3.2 implies that if (P & V) is computationally sound, then so is (Pwi S Vwi).

e All Vy, does is run V on an input provided by Py, and accept iff it accepts. Pw, also simply runs P
on an input and witnesses, and in addition computes samples from Dy and [t(A)], which can be done
in non-uniform polynomial time since D is efficiently sampleable.

e In addition to the messages of (P < V), the only additional communication in (Pw; & Vw,) is the
initial prover message consisting of t()\) instances and an element of [t())].

The above arguments prove the respective properties of the protocol promised by the theorem. O

3.1 Witness Indistinguishability

In this section, we prove Lemma 3.3 about the witness indistinguishability of the protocol from Fig. 3.1.
We will first come up with an ensemble of distributions D that, when used to instantiate this protocol, will
make the protocol witness-indistinguishable. Fix any batch protocol (P < V) for a relation R, an instance
length A, witness length m, and the number of batch instances t. Suppose that when (P < V) is run on ¢
instances of length A, each with witness of length m, the total prover communication is at most pt, where
the compression rate p is less than 1.

Compressing Functions. We will use the fact that compressing functions necessarily lose information
to make such a prover lose information about the witness we want to hide. This property of compression is
captured by the following lemma by Dell, building on the work of Drucker [Drul5]. Similar consequences of
compression have been used in the context of cryptography in the past, for instance to construct Oblivious
Transfer from Private Information Retrieval protocols [DMOO00, Lemma 1].

Lemma 3.4 ([Dell6, Lemma 9]). Let t € N, p € [0,1), and B be the uniform distribution over {0,1}¢. For
any randomized mapping f : {0,1}* — {0,1}**, with j < [t], we have:

E [SD(f (Bljo),f(Blj1))] <+v2mIn2-p,

je[t]
where Bl is the result of drawing a sample (by,...,b;) « B and then replacing b; with b.

We now define a function that captures the knowledge gained by the honest verifier by interacting with

the honest prover in the protocol (P & V). Its input consists of ¢ instances z1,...,z; € {0,1}*, potential
witnesses wy,...,w; € {0,1}™, and potential random string r of V. We use x to denote (z1,...,x;) for
brevity.

flz1, ..o me), (W, ..o wy), r):

1. Run (P & V) with input (z1,...,;), using r as randomness for V, and with
(w1, ..., w) as the witnesses provided to P

2. Output the sequence of prover messages in the above execution
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In addition, for any pair of tuples of ¢ potential witnesses y1, ...,y € {0,1}"™ and z1,..., 2 € {0,1}™, we
define the following function on bits b;.

Ga.y,2,r(b1, ... b))

1. For each i € [t], set w; = y; if b; =0, and w; = z; if b; =1

2. Output f(x,w,r)

The proposition below follows immediately from Lemma 3.4 and the compression of the protocol.

Proposition 3.5. For any tuple of z; € {0,1}*, y;, z; € {0,1}™, and any r of the appropriate length, letting
B be the uniform distribution over {0,1}?,

E [SD (9a.y,2.r (Bljc0) s 9zy,2r (Blje1))] < v/2In2- p.

jelt]
Interpreting the function g in terms of the function f then gives the following.

Proposition 3.6. Consider any t-tuple of z; € {0,1}*, y;, z; € {0,1}™, and any r of the appropriate length.
For i € [t], let W; be set to y; or z; uniformly at random. Then,

E _[SD (f (&, Wljcy,. ), f (®,Wlicz,,7))] <V/2In2-p.

jel]

Two-Player Zero-Sum Games. Consider a two-player zero-sum game G = (R, C, p), where R is the set
of pure strategies for the “row” player, C' the same for the “column” player, and p : R x C' — R is the payoff
function. Let p and x denote mixed strategies for the two players, which are distributions over R and C,
respectively. The value of this game is defined as:

[p(r, )]

val(G) = min max T(@p [p(r,0)] = max min T(]Ep
C—R Ce—R

where the equality follows from von Neumann’s minimax theorem [vN28]. Lipton and Young prove the
following sparse minimax theorem that will be useful for us to infer sampleable mixed strategies.

Lemma 3.7 ([LY94]). Consider any two-player zero-sum game G = (R, C,p) such that p(r,c) € [0,1] for
any (r,c). For any € > 0, there is multiset S € R of size O(log |C|/€%) such that for every c € C:

E [p(r,c)] < val(G) +e.
r«S
That is, there is a sparse mixed strategy that is almost as good as the optimal strategy over R. We will
now define a game that captures the witness indistinguishability of the protocol described in Fig. 3.1, and
use the above lemma to find a distribution D, with which to instantiate the protocol. Note that this is the
first point in the proof where we involve the relation R that the protocols are for.
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The game Gy = (R, C, p) is defined with the following sets of pure strategies:

e R = {(x,y,2)}, where each vector is of length ¢, x; € {0,1}*, y;,z; € {0,1}™, and
(zi,Yi), (w5,2) €ER
Given r = (x,y, z) € R, for each i € [t], define a random variable W; that is set to y; or z;

uniformly at random. The payoff function p : R x C' — [0, 1] is then defined as follows, with
r distributed uniformly over the appropriate domain:

p((m,y,z),(x,y,z)) = K [SD (f (m|j<—$7W|j‘_y7r) 7f(m|j‘—$’W|j<—Z’T))]

Jeltlr

Proposition 3.8. The value of the game Gy defined above is at most A/2In2 - p.

Proof. Tt is sufficient to show that for any distribution (X,Y,Z) over C, there is a distribution (X,Y, Z)
over R such that the expected payoff under these strategies is at most the required bound. Given such a
distribution (X,Y, Z), consider (X,Y, Z) defined by (z;,y;, z:;) — (X,Y, Z) for i € [t]. The expected payoff
is then as follows, with each W; set to y; or z; at random:

E E E [SD Tlica, Wlicy, ), f(|js, Wiz, 1))].
o v2) (%yyz)H(X’Y’Z)jh[t]ﬂ‘[ (f (l; iy 7)o f (] iz m))]

(e,ye,2)—(X,Y,Z)

Noting that r and j are sampled independently of all the other quantities'?, by linearity of expectation, the
above is the same as:

E E E SD Tlic e, Wlicy,T), f(@|jcw, Wlijcs, T
R R (m)W)H(X)Y)Z)[ (f (z; ljy,7), [ (]; ljezs7))]

(@e,yt,2) (XY, Z)

As (z,y,2) and (x;,y;, 2;) are identically distributed and are independent of all other variables, this is the
same as:

R 0 P [SD (f (@ Wljes; 7)o f (2 Wljesy )]

)
(ze,y1,20)—(X,Y,Z)

By Proposition 3.6 and linearity of expectation, the above is at most /21n 2 - p, which proves the proposition.
O

By Lemma 3.7 and Proposition 3.8, we have the following proposition.
Proposition 3.9. For every e > 0, there is a multiset S = {(x,y, z)} of size O((\ + m)/e?) such that:

e for every i€ [t], both (x;,y;) and (z;,2;) are in R

12This requirement of independence, specifically between r and x, is why this proof only provides honest-verifier SWI and
does not work for a malicious verifier. The WI of our protocol could potentially be broken by a malicious verifier that chooses
r based on z.
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e for every x € {0,1}* and y,z € {0,1}™ such that (z,y), (z,2) € R,

E [SD (f (@ljea, Wljey, 1), f (@]jea wjezy 7)) < /202 p + e
(z,y,2)<S

wi«{Yi,zi}
Je<I[tlr

Proof of Lemma 3.3. We can now describe the distribution D), that we will instantiate the protocol in
Fig. 3.1 with. Recall that p()) is the compression rate of the batch protocol we started with when run on
t(A) instances of size .

Let S be the multiset guaranteed by Proposition 3.9 for € = 4/p(A). The
distribution D) is sampled as follows:

1. Sample (x,y,z) « S.
2. For each i € [t()\)], set w; to y; or z; uniformly at random.

3. Output {(xz‘,wz‘)}ie[t(/\)]'

As S is of size O((A + m(N))/e2) = O((A + m()))/p(N)), which is polynomial in A, the distribution Dy
can be sampled non-uniformly in poly(A) time. In any element (x,y, 2) of S, we are guaranteed that each
(z4,y;) and (z;, 2;) is in R. So the support of D, is contained in Rg\@tp‘), as required.

To argue HVSWI of the protocol {Pw < V) when instantiated with this distribution, we need to show
that for every possible pair (z,y), (z,2) € Ry, the views of the verifier Vy; on input z when P, uses y or z
as the witness are statistically close. Fix any such pair.

Note that for any (x,w) sampled from D), the view of Vy; on input z, when P uses witness w, is
completely determined by the following quantities: @, j, r, and f(@|jz, W|jw,r) — all this is missing is
the sequence of verifier messages in the protocol, which can be reconstructed efficiently given the verifier
randomness r and the prover messages f(---). Thus, by the data processing inequality, the statistical
distance between the views of Vyy in the cases where Py, uses witness y or z is at most the following, where
(xz,w) « Dy, j < [t(N)], and r is over the appropriate domain:

SD ((:ija T, f(m|j<—z7w|j<—ya T)) ) (maja T, f(m|j<—z7w|j<—z; T’))) .

Taking into account the definition of D), this is equal to:

(@,5,2) S [SD (f(w|jH17 w|ij’ T)v f(w|ijL’7 w|jHZv T))] )
wie{yi,zi}
Jje[tlr

which, by Proposition 3.9, is at most 4/2In2 - p(A) + € = O(1/p(X)), proving the lemma. O

Remark 3.10. The prover Py, in protocol (Pwi < Vwi) we construct is non-uniform even if the prover
P from the original batch protocol is uniform. This is because the minimazx theorem we use (Lemma 3.7),
while constructive, is not uniform. An interesting question here is whether a uniform version of the minimaz
theorem can be used instead to preserve uniformity of the prover. As far as we can tell, existing uniform
minimaz theorems ([VZ13], for instance) do not seem useful for this purpose. They require the payoff of the
game to be efficiently computable given the strategies, which does not seem to be the case here as it involves
computing the statistical distance between two rather arbitrary distributions.

Remark 3.11. The bound of O(\/p) in the statements above (and particularly in Lemma 3.4) is optimal
upto constant factors. In the case of Lemma 3.4, a function g that splits its input into blocks of size ©(1/p)
and outputs the majority of the bits in each block witnesses this optimality. This can then be extended to
proof systems, where the bits may represent predicates that distinguish between two witnesses.
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3.2 Non-Interactive Protocols

In this section, we focus on non-interactive protocols. In Theorem 3.12 below, we prove the counterpart of
Theorem 3.1 for non-interactive protocols. We also observe that if we only require a distributional notion
of SWI, then we can avoid the non-uniformity of the prover in Theorem 3.12. We refer the readers to
Definitions 2.17 and 2.18 for definitions pertaining to dual-mode non-interactive protocols.

Theorem 3.12. Suppose an NP relation R has a non-interactive batch protocol II = (Gen, TGen, P, V) that,
when Tun on some polynomial t = t(\) instances of size X, has compression rate p = p(\) < 1. Then, R has
a dual-mode non-interactive protocol Ty = (SHGenw, ASGenwi, Pwi, Vwi), which is described in Fig. 3.2,
with the following properties (on instances of size \):

e In statistically-hiding mode, Iy, is SWI with error O (\ﬁ)

o Assume I1 is CRS-indistinguishable. Then Iy, in both modes, has completeness error negligibly close
to that of Il run on t instances. In addition, Iy, is mode-indistinguishable.

o [f1I is somewhere computationally sound, then Iy in adaptively-sound mode is adaptively computationally
sound.

o If P is computed by a family of polynomial-sized circuits, then so is Pw; and Vw, SHGenw,, and
ASGeny Tun in uniform polynomial-time given blackbozx access to V and TGen, respectively.

o The length of the proof in Ilw, is that in 11 plus an additional X -t bits. The length of the CRS is that
in 11 plus an additional logt bits.

Fix some relation R for which there is a non-interactive batch protocol (Gen, TGen, P, V) with compression
rate p as hypothesized. We will show how to construct from this a dual-mode non-interactive SWI protocol
(SHGenw, ASGenw, Pwi, Vwi) for R in a manner similar to that earlier in this section for general interactive
protocols. This protocol follows the template in Fig. 3.2, which is parametrised by an ensemble of distributions
D and a function ¢, which we will instantiate later.
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Given a non-interactive batch protocol (Gen, TGen,P,V), a function ¢ : N — N, and an ensemble of
distributions D = (Dy),.y, where the support of Dy is contained in ({0,1}* x {0,1}*)** the dual-
mode non-interactive protocol (SHGenw, ASGenw, Pwi, Vwi) is as follows.

SHGenw (1*):
e Sample j, j’ < [t(\)], and ers « TGen(1*, 1tV 7).
e Output (4, crs).
ASGeny(171):
e Sample j « [t(\)], and crs < TGen(1*,1t™) 5).
e Output (4, crs).

Pwi((j, crs), z, w):

o Sample {(zi,w;)};cy(ny from Di.
o Compute 7 « P(crs, (x1,...,2j1,%,Tj41,. .. ,xt()\)), (Wi W1, W, Wi, - - ,wt(A))).
e Output (x, ).

Vwi((7, ers), x, (x, )):

e Accepts iff V(crs, (w1, .., 251, 2, 2541, ..., Ty(n)), ™) accepts.

Figure 3.2: Template for constructing dual-mode NISWI protocols from non-interactive batch protocols

We next state lemmas capturing the properties of this protocol, and use them to prove Theorem 3.12.

Lemma 3.13 (Completeness and Mode Indistinguishability). Suppose II = (Gen, TGen,P,V) is a non-
interactive batch protocol for a relation R. Let t be any polynomial and D = (D)), oy be such that the support

of Dy is contained within R%f’()‘). Then, the protocol Ily, = (SHGenwi, ASGenwi, Pwi, Vi) in Fig. 3.2, when
instantiated with II, D and t, is a dual-mode non-interactive protocol for R that satisfies the following:

o [fII has completeness error 6(A) when run with t(X) instances of size A and is CRS-indistinguishable,
then Tw, has completeness error §(\) + negl(X\) in both modes.

o [fII is CRS-indistinguishable, then Iy, is mode-indistinguishable.

Proof. We focus on the statistically-hiding mode, since completeness for the adaptively-sound mode will
follow by mode indistinguishability (see Remark 2.20.2). Let ¢ = t()\). If crs in SHGenw(1*) had been
sampled from Gen(1*,1?) instead of TGen(1*, 1%, ), then the completeness of Iy, in this mode follows that
of I, with the same error 6(A) (by the same arguments as in Lemma 3.2). By the CRS-indistinguishability
of TI, and as both Py, and V, are polynomial-time algorithms, making this change in SHGenyy can only
change the completeness error by a negligible amount.
Mode indistinguishability follows directly from CRS indistinguishability.
O

Lemma 3.14 (Soundness). IfII is somewhere computationally sound, then adaptively-sound mode of Ty,
is adaptively computationally sound.
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Proof. Suppose there is a malicious prover P{, and a non-negligible function p such that, with crsw «
ASGenw(1*) and (z,7) « P, (crswi) we have:

Prz ¢ L(Rx) A Vwi(crswi, z, ) accepts] = p(A).

By the definition of the protocol, the above is the same as the following: with j < [t], crs « TGen(1*, 1%, 5),
(‘/E7 CC, 7T) «— I:)\>/’<V| (.]? CT5)7

Priz ¢ L(Rx) A V(crs, @|jq, m) accepts] = u(A),

which immediately contradicts the somewhere computational soundness of (Gen, TGen,P,V) if p is non-
negligible. This proves the lemma. O

Lemma 3.15 (Witness Indistinguishability). Consider a non-interactive batch protocol Il = (Gen, TGen, P, V)
for a relation R that has polynomial-sized witnesses. For a polynomial t, when the protocol is run with t(\)
instances of size \, suppose the length of the proof is at most p(A)t(\) bits for some function p. Then, there
is an efficiently sampleable ensemble of distributions D = (Dy),.y, where Dy is supported in R%t()‘), such
that the statistically-hiding mode of the protocol Ilyy in Fig. 3.2, when instantiated with I1, D, and t, is SWI

with error O ( p()\)).

Proof Sketch. The proof of this lemma is identical to that of Lemma 3.3, with the only difference being that
instead of the verifier’s random string r, here we use the CRS sampled by SHGeny, (specifically, the crs part
of (j, crs) that it samples). O

Remark 3.16. Note that the adaptively-sound mode is not necessarily statistically hiding since the CRS
generated depends on the index j. The proof of statistical hiding in Lemma 3.15 works out only when the
CRS is generated as in SHGen, where the index j is independent of the crs sampled from TGen.

Proof of Theorem 3.12. Consider a relation R with polynomial-sized witnesses and a non-interactive batch
protocol II = (Gen, TGen,P,V) that, for some polynomial ¢, when run on ¢(\) instances of size A, has
completeness error §(\), statistical soundness error ¢()), and proofs of length at most p(M)t(A\) bits for
some function p. Let D be the ensemble guaranteed by Lemma 3.15, and consider the protocol Iy, =
(SHGenw, ASGenw, Pwi, Vwi) as described in Fig. 3.2 instantiated with this D and ¢. This protocol has the
following properties:

e Lemma 3.15 implies that this protocol in statistically-hiding mode is SWI with WI error O ( p()\)).

e Lemma 3.13 implies that its completeness error in both modes is d(\) + negl(\).

e By Lemma 3.14, if IT is somewhere computationally sound, then the adaptively-sound mode of Il is
adaptively computationally sound.

e All Vyy, does is run V on an input provided by Pw, and accept iff it accepts. SHGeny, and ASGenyy,
similarly only sample from [¢(\)] and run TGen once. Pw, also simply runs P on an input and witnesses,
and in addition computes samples from Dy and [¢())], which can be done in non-uniform polynomial
time since D is efficiently sampleable.

¢ In addition to the proof from II, the proof in Ilw, consists only of the ¢(\) instances of length A sampled
by Pwi. And the CRS only has an additional element from [t())].

The above arguments prove the respective properties of the protocol promised by the theorem.
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Dual-Mode NIDSWIA with uniform prover. Finally, we show that when the hiding requirement can
be weakened to distributional SWI (Definition 2.15), it is possible to avoid the non-uniformity of prover in
Theorem 3.12.

Theorem 3.17 (Dual-Mode NIDSWIA with uniform prover from NIBARG). Consider an NP relation R and
let D' = (D)) oy be a distribution where DY is supported over triples (z,w°, w') such that (z,w"), (z,w') €
Rx. Consider the distribution D = (Dy),y, where Dy is supported over Ry and defined via the following
sampling procedure. On input 1*,

1. Sample (z,w° w') « D and b < {0,1}
2. Output (z,w").

Let TI = (Gen, TGen, P,V) be a non-interactive batch protocol for R that, when run on some polynomial
t = t(\) instances of size A\, has compression rate p = p(\) < 1. Then, the dual-mode non-interactive
protocol Ty = (SHGenw, ASGenwi, Pwi, Vwi) from Fig. 3.2 instantiated with I1 and DB has the following
properties (on instances of size \):

e If D' is uniformly efficiently-sampleable, then the prover Py, is uniform.
e In statistically-hiding mode, Iy, is distributional SWI for D" with error O (\/,5)

o Assume II is CRS-indistinguishable. Then Iy, in both modes, has completeness error negligibly close
to that of I run on t instances. In addition, Iy, is mode-indistinguishable.

o [fII is somewhere computationally sound, then Iy, in adaptively-sound mode is adaptively computationally

sound.

o The length of the proof in Ily, is that in II plus an additional X -t bits. The length of the CRS is that
in 11 plus an additional logt bits.

Proof Sketch. We focus on the first two claims since the rest of the claims can be proved as in Theorem 3.12.
From the description of the sampling procedure, it is clear that if D’ is uniformly efficiently sampleable then
D also is, and as a result the prover Py, is uniform. To prove the second claim, observe that

(r,wo,g:i)(—D; [SD ((CTSWI’T(O)) (CTSWIJTl))] N (z,wO,E)HDf\ _je[]'lf%,crs [SD (71-077T1)]:|

= E E E [SD (x°,xt ]
(x,wo,wl)eD’)\ (z1,w1)«Dy I:je[t],crs[ (7T T )]
| (zt,w;').eDA
- E E E SD (7%, 7t
(z,w0,wl) DY | (z1,w),w])e D} je[t],crs [ (’/T T )]

(o ityepg, L0 b0

where
e crswi = (4, crs) « SHGenw(1*) and 7® < Pwi(crswi, 2, w?) in the first equality;
e 7 is generated using P as described within Py, in Fig. 3.2 in the second and third equalities;
e the third equality follows by the definition of D; and

e the inequality follows from the proof of Proposition 3.8 with f(x,w,r) := P(r,x,w) and column
player’s mixed strategy set to D’.

O
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3.3 Corollaries

In this section we state some of the known results on transforming HVSWI protocols into SWI and SZK
protocols against malicious verifiers. Starting from a public-coin HVSWI proof, Corollary 3.18 gives an SWI
proof against malicious verifiers without any additional assumptions. Even if the original HVSWI proof is
not public coin, we can use it to obtain an SWI proof under computational assumptions. This transformation
is given by Corollary 3.19. Moving on to the setting of computational soundness, assuming OWFs exist,
Corollary 3.19 shows that any HVSWI argument can be transformed into an SWI argument. Under the same
assumption, Corollary 3.20 gives a transformation from an SWI argument to an SZK argument. Finally,
Corollary 3.21 gives a similar transformation from an SWI argument to an SZK argument for non-interactive
protocols; Corollary 3.22 is its distributional counterpart.

Corollary 3.18. If there exists a public-coin HVSWI proof I1 for an NP relation R then there exists a
public-coin SWI proof Ily; for R with the following properties:

o ITy; has negligible completeness and soundness error.

1Ty has WI error poly(A) - € + 279N where A is the instance length and € is W1 error of II.

If II has d rounds then Il has 2d rounds.

If the honest prover in Il is non-uniform then so is the honest prover in Il,;.

Proof Sketch. The proof is based on [Vad99, Theorem 6.3.5] which gives a transformation from any public-
coin HVSZK proof to a public-coin SZK proof with the following properties:

e 1)/ has negligible completeness error 2~* and soundness error 1/).

e II;; has ZK error poly()) - € + 279 where X is the instance length and € is ZK error of II.
e If IT has d rounds then IT,; has 2d rounds.

e If the honest prover in II is non-uniform then so is the honest prover in Il,;.

We observe that the same transformation also transforms any HVSWI proof to an SWI proof with the same
properties. To see that, recall that a protocol (P & V) is SWI with error ¢ if and only if there exists an
(unbounded) simulator S such that for every polynomial-size circuit family V* = (V¥)

{{P(w) S V(@) wwer ~e {S@, V) @ wer -
|z|=A Jz|=X

AEN?

Similarly, the protocol is HVSWI if and only if the above is guaranteed for the honest verifier V. The proof
of [Vad99, Theorem 6.3.5] uses the polynomial time simulator of the original SZK proof to construct a
polynomial-time simulator for the new proof system. By inspecting the transformation and its analysis, we
conclude that if the original protocol has an unbounded simulator instead of a polynomial-time one, the
simulator constructed for the new proof system is also unbounded with the same error as in the efficient
case.

The SWI proof resulting from the [Vad99] transformation has a non-negligible soundness error. To get
an SWI proof with the claimed properties we can repeat the resulting SWI proof in parallel poly(\) times.
This reduces the soundness error to negligible and only increases the WI error by a factor of poly()). O

Corollary 3.19. Let IT be an HVSWI protocol for an NP relation R with d rounds.

o Assume there exists a statistically hiding commitment with d* rounds. If 11 is statistically sound then
there exists an SWI proof for R with O(d - d*) rounds and soundness error that is negligibly close to
that of 1I.
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Let Com be a two-message statistically binding commitment (with canonical decommitment). Let
{(Pczk S Vczk) be a constant-round computational ZK argument. Let {(Pwi < Vw) be a d-round
HVSWI argument where verifier’s randomness is of length £. Assume WLOG that d is even.

The SWI argument (P, < V) is as follows. The prover and verifier are given an instance = € {0, 1}
The prover is also given a witness w € {0, 1}*.

1. Pps samples a first message k for Com and sends it to Vj,

[\

. Vs samples 7y « {0,1}¢ and a commitment ¢ « Comy(ry ), and sends c to Py

w

. Py samples rp < {0, 1} sends it to Vy,

4. Fori=1,...,d:

(a) Vs computes the next message of Vi using randomness r = ry @ rp:
a; = Vwi(z,a1, 81,051, Bi137)

and sends «o; to Py

(b) Var and Py execute the protocol (Pczx S Vezk) where Vs proves to Py that there exist
strings 7y and ¢ such that:

c = Comp(fv;0) A o =Vwi(z, 1, B1,..., 01,0 1;Tv @7p)
(¢) If Vczk rejects then Py aborts. Otherwise, Py computes the next message of Pyy:
Bi < PW|(!E7’LU, ahﬁh FE) ai) )

and sends (; to Vs

Figure 3.3: Malicious-verifier SWI argument from an HVSWI argument and OWFs

o Assuming OWFs exist, if I is computationally sound then there exists an SWI arqument for R with
O(d) rounds.

The WI error of the new protocol is negligibly close to that of I1. If the honest prover in I is non-uniform
then so is the honest prover in the new protocol.

Statistically-hiding commitment be constructed in two rounds from CRHFs [DPP97, FS90a, HM96], in a
constant number of rounds from multi-collision resistant hash functions [BDRV18, KNY18a] or distributional
CRHFs [BHKY19], and in O()) rounds from OWFs [HNO™09].

Proof Sketch. The proof is based on the compiler of [GMWS86]. We start with the case of computational
soundness and then explain how to modify the protocol to obtain statistical soundness. The verifier starts
by committing to a random string 7y using a statistically-binding commitment and the prover responds with
a random string rp. Then the prover and verifier execute the HVSWI protocol where the verifier uses the
randomness ry @ rp. After each message, the verifier proves using a computational ZK argument that the
message was generated correctly. The SWI argument (Py; < V) is described in Fig. 3.3. The construction
uses a two-message statistically binding commitment and a constant-round computational ZK argument,
both of which can be constructed from OWFs [Nao91, FS90a]. Next, we sketch the proof of soundness and
SZK.
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Computational soundness. Assume towards contradiction that there exists a polynomial-size cheating
prover P* that can prove a false statement with non-negligible probability . We use P* to break the
computational soundness of the HVSWI argument (Pw; < Vw,). First we consider a hybrid experiment where
we emulate an execution P* with the verifier Vs, but each execution of the ZK argument (Pczx S Vezk) is
simulated. By the zero-knowledge property of the ZK argument, P* will continue to produce accepting proofs
with probability that is negligibly close to €. In the next hybrid, we modify the value in the initial commitment
sent by Vj; from ry to 0°. By the computational hiding property of the commitment, P* will continue to
produce accepting proofs with probability that is negligibly close to €. Now we can break the soundness of
the HVSWI argument (Pw; < Vwi) by emulating this final hybrid experiment and forwarding the messages
of the external verifier Vy to P* instead of computing them using the randomness r = ry @ rp. Since the
string r is uniformly distributed, we convince the external verifier of a false statement with probability that
is negligibly close to €.

SWI. Fix any polynomial-size cheating verifier V* and statement-witness pairs (z,wp), (z,w1) € R. Let €
denote the distance between the views Viewy = (Pps(wo) S V*)(z) and View; = (Pps(w1) S V*)(z). Since
the commitment Com is statistically binding, we can fix the first commitment message k£ sampled by P,
such that Comy is perfectly binding and the distance between Viewg and View; remains negligibly close to
€. Let 7y be the string that V* commits to in its first message.

For b € {0,1} we consider the view of the honest verifier Vyy, in the interaction of (Pwi(ws) S Vwi)(z)
which consist of the verifier’s randomness r and the prover’s messages (81, .. ., 34). We argue that given this
view we can efficiently sample from a distribution that is negligibly close to View,, (with the first commitment
message fixed to k). Therefore, it follows that £ must be negligibly close to the SWI error of the HVSWI
argument.

Given the view 7, (81, ..., 34) we sample from a distribution close to View; as follows. We emulate the
execution of V*  setting the first prover message to k and the second prover message to rp = 7y @r. Since r
is uniform, rp is distributed exactly as in View,. In every one of the remaining d rounds, starting from ¢ = 1
to d we interact with V* emulating the verifier of the ZK argument (Pczk < Vezk). If the ZK argument is
accepted then we set the next prover message to (3;, otherwise the prover aborts.

Let F be the event that the verifier V* proves a true statement in each of the accepting executions of the
ZK argument {(Pczx S Vczk). Conditioned on E, the view sampled above is distributed exactly the same
as View,. By the computational soundness property of the ZK argument, E occurs with all but negligible
probability. Therefore, the sampled view is negligibly close to Viewsy.

An SWI proof. If the original SWI protocol (Pw; < Vwi) has statistical soundness we can modify the
protocol (P < Vi) described in Fig. 3.3 and obtain an SWI proof. We make the following modifications:

e We replace the two-message statistically-binding commitment with a statistically-hiding commitment.

e After the verifier sends the commitment ¢ and before the prover sends rp, have the verifier prove that it
knows an opening of ¢ using a SZK argument of knowledge where SZK holds even against an unbounded
malicious verifier.!® (We describe how this SZK argument of knowledge is constructed below.)

e Replace each invocation of the computational ZK argument with a SZK argument of knowledge against
an unbounded malicious verifier.

Since the verifier’s commitment and ZK arguments are all statistical, we can show statistical soundness
following the same argument as in the computational case. To prove SWI, modify the above proof as follows.
Since the commitment c¢ is statistically-hiding, the string 7y, that V* commits to is not well defined. Instead,
we invoke the knowledge extractor of the SZK argument of knowledge and extract an opening to a string
7. To prove SWI we need to show that, with all but negligible probability, all the messages 31, ..., 84 are
computed according to the strategy of the honest verifier in the HVSWI argument Vi using the randomness

13This is in contrast to the weaker notion of SZK in Definition 2.7 that only considers polynomial-size malicious verifiers.
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7v @ rp. If this is not the case for some (;, we can use the knowledge extractor of the SZK argument
of knowledge and obtain an opening of the commitment ¢ to a value other than ry with non-negligible
probability, contradicting the computational binding property of the commitment.

Using a statistically-hiding commitment with d* rounds, a SZK argument of knowledge against an
unbounded malicious verifier with O(d*) rounds can be constructed following the outline of [FLS90, GK96]:
Start from an SWI argument of knowledge against an unbounded verifier in O(d*) rounds. Such a protocol
can be obtained by taking the parallel repetition of the ZK protocol of [Blu81, GMW86] and instantiating
the commitment scheme with the statistically hiding commitment. Next, the SWI argument of knowledge is
transformed into an SZK argument of knowledge using the compiler of [FLS90]. In more details, the verifier
starts by committing to trapdoor statement using a statistically hiding commitment and proving that the
committed statement is true using a computational ZK proof of knowledge. Then the prover uses the SWI
argument of knowledge to prove that either the original statement or the committed trapdoor statement is
true. The required computational ZK proof of knowledge can be constructed by combining the computational
ZK proof of [GK96] (instantiated with the statistically-hiding commitment) with a computational WI proof
of knowledge (given by parallel repetition of the ZK protocol of [Blu81l, GMWS8G6], instantiated with a
statistically binding commitment) via the [FLS90] compiler. O

Corollary 3.20. Assuming one-way functions exist, if there exists an SWI argument I1 for an NP-complete
relation R with d rounds, then there exists an SZK argument Ilzx for R with O(d) rounds and ZK error
that is megligibly close to the WI error of I1. If the honest prover in II is non-uniform then so is the honest
prover in Ilzk.

Proof Sketch. The proof is based on the compiler of [FLS90]. The verifier starts by sending a random image
y of a length-doubling PRG and proving that it knows a corresponding preimage using a computational
ZK argument of knowledge. Then, the prover and verifier execute the SWI protocol proving that either the
original statement is true or that y is in the image of the PRG. In other words, the prover and verifier
execute SWI protocol to prove that (x,y) € Ror, which is the relation obtained by “ORing” R and the
relation defined by the PRG: i.e,

Ror := {((z,y),2) : (z,2) € R v PRG(z) = y} (5)

The SZK argument (Pzx < Vzk) is described in Fig. 3.4. The construction uses a PRG and a constant-round
computational ZK argument of knowledge, both of which can be constructed from OWFs [HILL99, FS90a].
Next, we sketch the proof of soundness and SZK.

Soundness. Assume towards contradiction that there exists a polynomial-size cheating prover P* that can
prove a false statement with non-negligible probability e. We use P* to break the computational soundness
of the SWI argument (Pw < Vw). First we consider a hybrid experiment where we emulate an execution
P* with the verifier Vzk, but the execution of the computational ZK argument {(Pczx S Vezk) is simulated.
By the zero-knowledge property of the ZK argument, P* will continue to produce accepting proofs with
probability that is negligibly close to . In the next hybrid, we sample a uniform y « {0,1}?* instead of
sampling y as a random image of the PRG. By the pseudorandomness of the generator, P* will continue
to produce accepting proofs with probability that is negligibly close to €. Now, the statement for the
SWI argument (Pw; < V) is false with probability 1 — 27*. Therefore, we can break the soundness of
{Pwi S Vwi) with probability that is negligibly close to €.

SZK. We describe a simulator S. The simulator is given an instance x € £(R) and the description of a
cheating verifier V*. S emulates an interaction with V*. If the verifier Vczk rejects in the execution of the
computational ZK argument of knowledge {(Pczk S Vczk) then S outputs the transcript of the interaction
with V* up to that point. Otherwise, S invokes the knowledge extractor of (Pczk < Vczk) on the description
of the residual verifier V* after sending its first message, right before the execution of (Pczx < Vezk). If the
extractor fails to output a string r such that y = PRG(r) then S aborts. Otherwise, S continues to emulate
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Let PRG : {0,1}* — {0,1}?>* be a length-doubling PRG. Let (Pczx < Vczk) be a constant-round
computational ZK argument of knowledge. Let (Pw < Vwi) be an SWI argument.

The SZK argument (Pzx < Vzk) is as follows. The prover and verifier are given an instance = € {0, 1}*.
The prover is also given a witness w € {0, 1}*.

1. Vzk samples a string 7 « {0,1}* and sends y = PRG(r) to Pzk
2. Vzk proves to P using (Pczk S Vezk) that there exists a string 7 such that y = PRG(7)

3. If Vczk rejects then Pzk aborts. Otherwise, Pzk proves to Vzk using (Pwi S Vwi) that there exist
strings w and 7 such that:
(x,w) e R v y=PRG(7) ,

using the witness w = w and 7 = L

Figure 3.4: SZK argument from an SWI argument and a PRG

an interaction with V* by executing the honest prover of the SWI argument (Pw; < Vwi) using the witness
w = 1 and 7 = r. Finally, S outputs the transcript of the entire interaction with V*. Fix any (z,w) € R
and a polynomial-size cheating verifier V*. Since the extractor runs in time that is inverse polynomial to
the probability that the proof given by V* is accepted, it follows that S runs in expected polynomial time.
By the knowledge soundness property of the computational ZK argument of knowledge the extractor fails
to find a witness and the simulation aborts only with negligible probability. Conditioned on the fact that
S does not abort, the only difference between the simulated view generated by S(z,V*) and the real view
(Pzx(w) S V*)(x) is the witness used by the honest prover in the execution of (Pw; < Vwi). Therefore,
the ZK error of the SWI argument {Pzx < Vzk) is negligibly close to the WI error of the SWI argument
Pwi S Vwi). O

Non-Interactive SZK. Finally, we describe the transformation for non-interactive protocols. To be
specific, building on [FLS90], we transform a dual-mode (distributional) NISWIA to a dual-mode (distributional)
NISZKA.

Corollary 3.21. Assuming one-way functions exist, if there exists a dual-mode NISWIA TI for an NP-
complete relation R, then there exists a dual-mode NISZKA Tlzk for R such that:

o In the statistically-hiding mode, the ZK error of llzk is the same as the WI error of 11.
e [fthe honest prover in 11 is non-uniform then so is the honest prover in Ilzk (otherwise Ilzk is uniform).
We skip the proof of this corollary and prove below the more general corollary.

Corollary 3.22 (Dual-Mode NIDSZKA with uniform prover from NIDSWIA and OWF). Let PRG be a length-
doubling PRG. Consider an NP relation R and let D = (D)),oy be any uniformly efficiently-sampleable
distribution such that Dy is supported over Ry. Moreover, consider the relation Ror defined in Eq. (5), and
the (uniformly) efficiently-sampleable distribution Dor = (Dor.a),ey 07 Ror, where Dor,x is defined via
the following sampling procedure. On input 17,

1. Sample (x,w) < Dy,
2. Sample s «— {0,1}* and set y := PRG(s),
3. Output ((x,y),w,s).
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Let PRG be a length-doubling PRG. Let Iy, := (SHGenw;, ASGenw, Pwi, Vwi) be a dual-mode NISWIA
for any NP-complete relation. The dual-mode NISZKA IIzk := (SHGenzk, ASGenzk, Pzk, Vzk) for any
NP relation R is defined as follows.

crszk < SHGenzk (11)

1. Sample a random element y € {0,1}?* from the image of PRG.
2. Set up Ily in statistically-hiding mode: crsw; « SHGenw,(1%).
3. Output crszk := (crswi,y) as the CRS.

CrSzK <— ASGenZK(lk)

1. Sample a random element y € {0,1}?* from the codomain of PRG.
2. Set up Ily, in adaptively-sound mode:: crsy < ASGenw(17).
3. Output crszk := (crswi,y) as the CRS.

m — Pzk(crszk, x, w)

1. Use witness w to generate a proof that (z,y) € Ror (see Eq. (5)): m « Pwi(crswi, (z,y), w).
2. Output .

b:= Vzk(crszk, x,m)

1. Accept (b:= 1) if and only if Vwi(crszk, (z,y), 7) accepts.

Figure 3.5: IIzk, a dual-mode NISZKA constructed from a dual-mode NISWIA and PRG.

If 11 is a dual-mode NIDSWIA for Dogr then lzk, defined in Fig. 3.5, is dual-mode NIDSZKA for D such that
o In the statistically-hiding mode, the ZK error of llzk is the same as the WI error of 11.
o [f the honest prover in 11 is uniform then so is the honest prover in Ilzk.
Proof Sketch. Completeness follows readily; below we argue adaptive soundness and statistical ZK.
Adaptive soundness. Note that the y sampled as part of (crswi,y) in ASGen lies outside the image of
PRG with overwhelming probability. As a result (x,y) ¢ Ror implies that ¢ R, and we end up reducing

to adaptive soundness of II (in adaptively-sound mode).

Distributional SZK. Recall the definitions of the distributions D and Dor. With the simulator described
in Fig. 3.6, we have

E [SD((erszk,mzx),S(x))] =~ E  [SD((crswi,y, mw), (crswi, y, 7s))] <
(z,w)e—Dx (z,w)«—Dy
E [SD((CTSW|ay7Sa7Tw)7 (CT’SleyaSaWs))] =
(z,w)«Dy
E [SD((erswi, mw), (erswi, 7s))]

((z,y),w,s)<=Dor,a
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Let PRG and Il be as in Fig. 3.5. The simulator for statistically-hiding mode of IIzk is described below.

(crszi,m) < Szk(x)

1. Sample a random image as follows: y := PRG(s), where s « {0, 1}* is the trapdoor information.
2. Set up Il in statistically-hiding mode: crsw, « SHGenwl(l’\).
3. Use the trapdoor information to generate proof that (x,y) € Ror: ™ < Pwi(crswi, z, s).

4. Output (crszk,m), where crszk := (crswi, y).

Figure 3.6: Szk, a simulator for NISZKA from Fig. 3.5.

where in the first equation crsw < SHGenw(11), s « {0,1}*, y = PRG(s), T < Pwi(crswi, (z,y),w) and

s < Pwi(crswi, (2, 9), s).
O

4 NISZKA from NIBARG and Dual-Mode Commitments

The WI and ZK errors for the protocols obtained in the previous section were only inverse-polynomially small.
Moreover, the prover in those protocols was non-uniform. In this section, we remedy both these issues in
the non-interactive setting. First, in Section 4.2, assuming dual-mode commitments (DMC), we show that
any (dual-mode) NIDSZKA for some appropriate distribution, can be transformed to (dual-mode) worst-case
NISZKA for any NP relation R with inverse-polynomial SZK error. Then, in Section 4.3, assuming DMC, we
boost privacy to obtain (dual-mode) NISZKA for all of NP (formally we first obtain NISWIA and then apply
Corollary 3.21). Both of the above transformations are uniform, and thus plugging-in our NIDSZKA from
BARGs (see Corollary 3.22), we obtain uniform proof systems.

Remark 4.1 (On the Restriction to Non-interactive Setting). We note that both steps described above
cructally rely on dual-mode commitments and are hence only interesting in the non-interactive setting.
Indeed, since dual-mode commitments imply two-message statistically-hiding commitments, in the interactive
setting they alone would allow the construction of constant-round statistical zero knowledge arguments with
a uniform prover, negligible ZK error (and no reliance on BARGs).

4.1 Dual-Mode Commitments
First, we define the notion of DMC [DN02].

Definition 4.2 (DMC). A dual-mode commitment scheme A is a four-tuple of polynomial-time algorithms
(BGen, HGen, Com, VOpen) with following syntax:

e crs < BGen(1*). The randomised binding CRS generation algorithm, on input a security parameter
XN e N, outputs a CRS crs € {0,1}P°YN) . When using a CRS generated by BGen, we say that A is set
up in binding mode.

e crs < HGen(1"). The randomised hiding CRS generation algorithm, on input a security parameter
A €N, outputs a CRS crs € {0, 1}P°'Y()‘). When using a CRS generated by HGen, we say that A is set
up in hiding mode.

e (¢,d) « Com(crs,m). The randomised commitment algorithm, on input a CRS crs and a message
m e {0,1}PYN outputs a commitment ¢ € {0,1}P°YN and decommitment d € {0,1}PYX),
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e b:= VOpen(crs,c,d,m). The deterministic verify opening algorithm takes as input a commitment c,
decommitment d and a message m. It outputs a bit b indicating accept or reject.

We require the following properties from A:

1. Perfect correctness. For every A € N,m € {0,1}POYPN) | crs in the support of BGen(1*) U HGen(1*), and
(¢,d) in the support of Com(crs,m),

VOpen(ers,c,d,m) =1 .

2. Mode indistinguishability. The binding and hiding modes are computationally indistinguishable. Formally,
for every polynomial-size circuit family A = (Ax) ey, there is a negligible function p, such that for all
AeN:

: LA -k LA < ().
(orssityebaeny LT AN = ey e Aslers)]) < ud)

3. Statistical indistinguishability in hiding mode. In the hiding mode, for a random CRS, the distribution
of commitments of any two messages must be statistically close. To be specific, for a function §(\),
we say that A is §-statistically-indistinguishable if

(ers, co)m07mle{071}po|yu) ~g (crs, cl)mo’mle{ml}pmy(x)
AeN AeN

where crs < HGen (1) and (cy, dy) < Com(crs, my) for be {0,1}.

4. Almost-everywhere perfect binding in binding mode. With overwhelming probability over the choice of
binding CRS, we require that every possible commitment ¢ opens to at most one message. Formally,
there exists a negligible function u such that for all A € N

éDGr o) [Elc7 d,d';m # m’ € {0,1}PYN st. VOpen®(crs, ¢, d,m) = VOpen®(crs, c,d',m’) = 1] < p(N).
crs«—BGen(1

Remark 4.3 (On Definition 4.2).

e Using standard amplification (XOR Lemma), 0 can be made as small as 27PN for any poly at the
cost of polynomially increasing the size of commitments (cf. [LM20]).

o Our definition allows for a general VOpen algorithm. Following common practice, we could restrict
attention to canonical opening where the decommitment information is the randomness used in commitment
(in which case correctness follows automatically). Nevertheless, using the more general VOpen syntaz,
will allow us to present the next Section 5.3 more smoothly. (Specifically, there we will consider an
alternative to DMC, where canonical opening is not necessarily possible.)

o A related notion to DMC is extractable dual-mode commitments a.k.a lossy encryption. In this related
notion, in the binding mode, one can also efficiently extract (or decrypt) the commitment using a
trapdoor associated with the CRS. In contrast, the notion of DMC we use requires no such efficient
extraction, and in particular does not necessitate public-key encryption. It can be constructed for
instance from average-case hardness of the statistical difference problem with one-sided error

4.2 Dual-Mode NISZKA from Dual-Mode NIDSZKA and DMC

In this section, we construct dual-mode NISZKA for the circuit satisfiability relation C given dual-mode
NIDSZKA and DMC.
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Local consistency relation G,

e Hardwired. Description of the DMC A = (BGen, HGen, Com, VOpen), and a Boolean gate g.

e Instance. (crsa,c1,ca,c3), where crsa is a CRS of A and ¢;, i € [1, 3], are commitments.

Witness. ((w1,ws,ws), (d1,ds2,ds)), where w; and d;, @ € [1, 3], are wire values and decommitments.

The relation holds if following conditions hold.

1. Commitments are valid: VOpen(crsa, ¢;,d;, w;) =1 for all 4 € [1, 3]

2. Wire values are consistent: g(wy,ws) = ws

Distribution Dy = (D, ) over Gy, where D, ,, is defined via following sampling procedure for input 1™

1. Sample a random hiding CRS: ¢rsa « HGen(1")
2. Sample a random assignment (w1, wsq,ws) consistent with g, i.e., such that g(w,ws) = ws.

3. Generate a commitment and decommitment to each wire: for ¢ € [3], (¢;,d;) < Com(crsa, w;).

>

. Output (¢rsa, e, c2,c3) as the instance and ((wq, we, ws), (d1,dz, ds)) as the witness.

Figure 4.1: G, the relation capturing local consistency of wire values and D, the distribution supported
over Gg.

Local consistency. Before presenting our construction, we define an NP relation G, that captures local
consistency of commitments to wires associated with a gate (Fig. 4.1 ), and a uniformly-sampleable distribution
Dy = (Dg,2) ey Supported over G,. Looking ahead, for every Boolean gate g, we will require the underlying
protocol to be NIDSZKA for D,. The following notation will also be useful.

Notation 4.4 (Notation for circuits.). Let C be a Boolean circuit with wires labeled by [n]. We use the same
label for wires fanning out from the same gate or input bit. We say that an assignment w = (w1, ,wy) €
{0,1}™ satisfies a gate g with input wires i, j and output wire k if g(w;, w;) = wy. An assignment w satisfies
C if it satisfies all of its gates and the value of the output wire is 1. Thus, C,, the circuit satisfiability relation
for circuits with n wires is defined as (C,w) such that w satisfies C.

Our protocol Izk is described formally in Fig. 4.2. The construction is similar in spirit to [GOS12] in
that the prover commits to the wire values and then, for each gate in the circuit, proves local consistency of
the commitments to that gate’s wires. The main difference is that we rely on dual-mode NIDSZKA instead
of homomorphic proof commitments to prove local consistency.

Theorem 4.5 (Dual-Mode NISZKA from Dual-Mode NIDSZKA and DMC). Consider the non-interactive
protocol Mzk for circuit satisfiability relation C described in Fig. 4.2, and instantiate:

o II using a dual-mode NIDSZKA for Dy with ZK error ¢; and
o A using any DMC that is -statistically-indistinguishable.

Then Ilzk is a dual-mode 4n(d + £)-NISZKA for C, where n denotes the number of wires in the circuit. If I1
has negligible (resp., 0) completeness error then so does Hzk.

Proof. Completeness follows readily. Mode indistinguishability of IIzk follows directly by mode indistinguishability
of A and II. We prove soundness and zero knowledge next.
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For n e N, let (C,w) € Cy, be an instance-witness pair of circuit satisfiability (see Notation 4.4). Let
o IT = (SHGen, ASGen, P, V) be the base dual-mode NIDSZKA for D, over G, (Fig. 4.1); and
¢ A = (BGen,HGen, Com,VOpen) be an DMC.

The dual-mode (worst-case) NISZKA IIzx = (SHGenzk, ASGenzk, Pzk, Vzk) for C, is described below.

CTSzK < SHGenZK(ln)

1. Set up A in hiding mode: crsa « HGen(1™).
2. For each gate, set up II in statistically-hiding mode: for i € [n], crs; « SHGen(1").
3. Output crszk := (crsa, (crs1, ..., crsy)) as the CRS.

CrSzK <— ASGenZK(ln)

1. Set up A in binding mode: crsa <« BGen(1™).
2. For each gate, set up II in adaptively-sound mode: for i € [n], crs; < ASGen(1™).
3. Output crszk := (crsa, (crs1, ..., crsy,)) as the CRS.

mzk < Pzk(crszk, C, w)

1. Use A to commit to the value of each wire: for i € [n], generate (¢;, d;) <— Com(crsa,w;). (Recall
that wires fanning out from the same gate or input bit have the same label and hence a single
commitment.)

2. For each gate g in C with input wires ¢, j € [n] and output wire k € [n], use ((w;, wj, wy), (d;, d;, d))
as witness to generate a proof m, that (crsa,c;, ¢, cx) € L(Gg):

g — P (crsg, (crsa, ci, cj,cx), ((wi, wj, wy), (ds, dj, dy))) -

3. Output 7zk := ((c1,++ s ), (71,7, M c)), dn)-

b= VZK(CTSZK7 C) T‘-ZK)

1. Output b := 1 (accept mzk) if and only if the checks below pass.

a) For each gate ¢ in C, with input wires 7, j € [n] and output wire k € [n], use 7, to verify tha
F h gat in C, with i t wi ] d output wire k& g t ify that
(ersa,ciscj,cr) € L(Gg): 1e., V(ersy, (crsa, ¢, ¢, cr), mg) = 1.

(b) Verify that C evaluates to 1, by ensuring that ¢,, opens to 1: VOpen(crsa, ¢y, dy, 1) = 1.

Figure 4.2: TIzk, a dual-mode NISZKA for circuit satisfiability.
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Let C, n, II = (SHGen, ASGen, P,V) and A = (BGen, HGen, Com,VOpen) be as defined in Fig. 4.2. Let
S denote the simulator for II. The simulator Szk for Tz from Fig. 4.2 is described below.

(erszk,mzk) < Szk(C)

1. Set up A in hiding mode: crsa <« HGen(1™).
2. Generate dummy commitments for each wire: for i € [n], (¢;, d;) < Com(crsa,1).

3. Simulate underlying views for all gates using S. That is, for each gate g in C' with input wires
i,j € [n] and output wire k € [n] generated simulated view that (crsa,c;,¢j, ci) € L(Gg):

(Crsgvﬂ—g) “— S((CT‘SAv Ci, Cj, Ck))'

4. Set crszk := (crsa, (crsy, ..., crsy)) and mzk := ((e1, -+, ¢n), (71, , W), dn)-

5. Output (erszk, mzk)-

Figure 4.3: Szk, a simulator for IIzx (Fig. 4.2).

Adaptive Soundness. Note that in the adaptively-sound mode of IIzk, A is set up in the binding mode
using BGen and all instances of II are set up in adaptively-sound mode using ASGen. Since commitments
generated in binding mode of A act as perfectly-binding commitments with overwhelming probability, we
are able to show that adaptive soundness of II implies adaptive soundness of IIzk, as explained next.
Assume for contradiction that P* = (P%), _, a polynomial-sized family of malicious provers, breaks Ilzx’s
adaptive soundness with non-negligible probability. Given a challenge CRS crs*, the reduction generates

crsyg = (ersa, (ers1, ..., crsy)),

by sampling crsa using BGen, setting crsg« := crs* for g* « [n], and independently and randomly sampling
the remaining CRSs using ASGen. The reduction then runs P* on crs3,, which outputs (C*,75,) such that
C* is unsatisfiable but 73, =: ((¢f,--- ,¢%), (7], - ’Wrc\)’d:) is accepted by Vzk. Since the commitments
(ct,---,c*) are perfectly binding, they open to certain wire values w* € {0,1}". Since C'* is unsatisfiable,
there must exist a gate g in C* with input wires 4, j € [n] and output wire k € [n] such that (crsa, cf, cf, cf) ¢
L(Gy), i.e., the commitments are locally inconsistent with respect to g (recall that C(w®*) = 1 for a proof
to be accepted). Since Vzk accepts 73, if and only if V accepts all the underlying proofs and g = g*
holds with probability 1/n (since g* is sampled randomly and independently), the reduction can output
((crsA,cz’-“,c;‘,c;),W;‘*) to break II's adaptive soundness with a 1/n loss. Since this is non-negligible, we

contradict the assumption that II is adaptively sound with negligible error.

Statistical Zero Knowledge. Recall from Remark 2.20.1 that when referring to statistical ZK of a dual-
mode NISZKA, we are implicitly referring to its statistically-hiding mode. The simulator for IIzk is formally
described in Fig. 4.3, and to prove that

SD({Pzx(w) — Vzk)(C), Sz« (C)) < 4n(é +¢) (6)

for any (C,w) € C,, where (Pzk(w) — Vzk)(C') denotes Vzk’s view (in statistically-hiding mode), we proceed
in two steps.

In the first step, we switch to an intermediate distribution Hzk, described in Fig. 4.4, where all views
(crsg,mq) of the underlying NIDSZKA II are simulated but using actual commitments to w. We claim that
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For n e N, let (C,w) € C,,. Let IT = (SHGen, ASGen, P,V), A = (BGen, HGen, Com,VOpen) and S be as
defined in Fig. 4.3. The hybrid distribution Hzk for proof of Theorem 4.5 is described below.

(erszk, mzk) < Hzk (C, w)

1. Set up A in hiding mode: crsa <« HGen(1™).
2. Use A to commit to value of each wire: for i € [n], (¢;,d;) < Com(crsa,w;).

3. Simulate underlying views for all gates using S. That is, for each gate g in C' with input wires
i,j € [n] and output wire k € [n] generate a simulated view that (crsa,c;,c;,cr) € L(Gy):

(crsg,mg) < S(crsa, ¢, ¢, cx).

4. Set crszi := (crsa, (crsy, ..., crsy)) and 7wz == ((c1, -+, ¢n), (71, -+, mc)), dn)

5. Output (erszk, 7zk)

Figure 4.4: Hzy, the intermediate hybrid distribution in proof of Theorem 4.5.

IT being distributionally SZK for D, with error € implies for all (C, w) as above,
SD((Pzk(w) — Vzk)(C), Hzk(C,w)) < 4|Cle. (7)

To argue this, we proceed via a hybrid argument consisting of |C| steps, where in the ¢-th hybrid Hzk , =
Hzk(C,w), £ € [0,]|C|], the views corresponding to the first ¢ gates (say, according to topological order)
are simulated using S. Hence Hzk o corresponds to (Pzx(w) — Vzk)(C) and Hzk |c| corresponds to the
intermediate distribution Hzk. We aim to prove that for every ¢ € [1,|C]]

SD(Hzk -1, Hzk ¢) < 4e. (8)

To this end, for the gate g that is switched from real to simulated in the ¢-th hybrid, let us consider the
“local distributions” R, and S, for g formally defined in Fig. 4.5.

In the following claim, we prove statistical indistinguishability of R, and S, assuming II is e-DSZK for D,,.
Note that the R, and S, are worst-case with respect to consistent assignments, and the crucial observation
is that a worst-case to average-case reduction is possible since the number of consistent assignments for a
Boolean gate is bounded.

Claim 4.6. Fir a gate g. For any assignment w = (wy,ws, w3) € {0,1}3 consistent with g,
SD(R,(1",w), Sy(1",w)) < 4e .

Proof. Since there are at most four consistent assignments, and D, samples a uniformly random one, we
have that for any consistent assignment w,

i -SD(R4(1™, w), S4(1", w)) L E  [SD((crsg,mg),S(crsa,c))]

4 crsa,(c,d)

<E [ IEI ) [SD((crsg,w;),S(crsA,c'))] (9)
w' | crsa,(c!,d’

= E SD((ersy, 7)), S(crsa, ¢
((crsA,c’),('w’,d’))HDg(1”)[ ((ersg,my). S(ersa, )]

<e¢, (10)

where
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Let g denote the gate that is switched from real to simulated in hybrid ¢, and let (w;,w;,w) denote
its wire values. The distributions local to g in the ¢ — 1-th and ¢-th hybrids are described below.

Real local distribution Ry (1™, w;, w;, wy)

1. Sample a random hiding CRS: crsa < HGen(1™)

[\

. For l € {1, j, k}, generate (¢, d;) < Com(crsa,w;)
3. Sample c¢rsy < SHGen(1™) and 7y « P (crsg, (crsa, ¢i, ¢, cx), (wi, wj, wi), (di, dj, di)))
4. Output (crsa, crsg, g, (i, ¢j, cx), (di, dj, di))

Simulated local distribution S, (1™, w;, w;, wi)

1. Sample a random hiding CRS: ¢rsa < HGen(1")

[\

. For l € {i, j, k}, generate (¢, d;) < Com(crsa,w;)

w

. Sample (crsy, mg) < S(crsa, ci, ¢, k)

=~

. Output (¢rsa, crsg, mg, (¢, ¢, ck), (di, dj, di))

Figure 4.5: R, and S, the local distributions in the ¢ — 1-th and /-th hybrids, respectively, in Claim 4.6.

e crs, < SHGen(1"), (¢;,d;) « Com(cersa,w;) for i € [3], m, < P(crsy, (crsa, ), (w,d));
g ) ) sy g g ) ) ) )

e the expectation in Eq. (9) is over random consistent wire values w’ € {0,1}?, and (¢, d.) < Com(crsa,w?)

for i € [3], my < P(crsy, (crsa, ), (w',d')); and

e Eq. (10) follows from our assumption that II is e-DSZK for D,. O

Since the views for the rest of the gates in Hzk¢ 1 and Hzke can be generated from the output
(crsa, crsg,mg, (i, ¢j, cx), (di, dj, di)) using the same random process, Claim 4.6 implies Eq. (8). By applying
the triangle inequality to Eq. (8) with every £ € [0,|C|], we get SD(Hzk 0, Hzx c|) < 4|C|e, completing the
first step.

In the second step, all commitments (except that of the output wire) in Hzk are switched to dummy
commitments. The resulting distribution is the same as the output distribution of Szk (Fig. 4.3). Since A is
used in hiding mode, this switch is ((n — 1)J)-statistically-indistinguishable by A’s ¢ statistical hiding, i.e.:

SD(Hzk (C,w),Szk(C)) < (n—1)0. (11)

Using the fact that |C| < n, Eq. (6) follows by applying the triangle inequality to Egs. (7) and (11).
[

4.3 Privacy Amplification Using DMC and MPC

Finally, given a dual-mode NISZKA for any NP relation R with a sufficiently-small inverse-polynomial ZK
error, we use DMC and semi-honest MPC to obtain a dual-mode NISWIA for R with negligible WI error. By
Corollary 3.21, this (together with the fact that DMC implies OWF) implies dual-mode NISZKA for R with
negligible ZK error.

We start with the definition of semi-honest MPC, following the convention from [IKOSO07].
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Definition 4.7 (Multi-Party Computation (MPC) [IKOS07]). For n € N, an MPC protocol is a protocol
involving n parties Py, ..., P, that takes place in p = p(n) rounds of communication. The public input
is denoted by x, while the private input and random coins of P; are denoted by w; € {O,I}PO'Y(M) and
r; € {0, 1}p°'>’(‘x‘), respectively. The protocol is specified by its next-message function

(mi,j,k)je[n] = M (i, z,w;, 75, ((mj,i,l)je[n] e (mj,z‘,kq)je[n])),

where, for i # j € [n] and k € [p], m, ; r denotes the returns the message sent by P; to P; in round k. The
view of party P;, denoted by v; = v;(x,w1,...,Wn;7T1,...7Ty), consists of the private input and randomness,
and the messages it receives over all rounds: i.e.,

v = (wi, Tis (mj»ivk)je[nlyke[ﬁl) ' "

Two views v; and v; are said to be consistent if the outgoing messages implicit in v; are identical to the
ncoming messages in v; and vice versa.

Definition 4.8 (t-Perfectly-Secure MPC in the Semi-Honest Model [IKOS07]). For t < n € N, an MPC
protocol M realises an n-party functionality f = f(x,wy, ..., wy,) with t-perfect-security in the semi-honest
model if the following properties hold:

1. M realises f with perfect correctness. That is, for any input (x,ws,...,wy), the probability (over the
choice of r1,...,7y) that the output of some player is different from the value of f is 0.

2. M realises f with perfect t-privacy. That is, there is a PPT simulator Sy such that for any inputs
T, W01, ..., Wy and any set of corrupted players C S [n] with |C| < t, the distribution of joint views of
players in C, denoted Ve = Ve(x, w1, ..., wy), is identical to Sy (C, z, (w;),cc 5 fe(x,wr, ..., wy)). Here
fe(z,wy, ... wy) = (fi(x,wy,...,wy));ec and f; denotes the i-th output of f.

In our constructions, we will need an MPC protocol to compute the following (Boolean) functionality
based on an NP relation R:
fr(z,wy, .. wy) = R(z, @l w;). (13)

Lemma 4.9 ([BGWS88, AL17]). Let R be any NP relation, and consider fr(x,wi,...,w,) defined in
Eq. (13). There exists an n/2-perfectly-secure semi-honest MPC protocol for computing fr.

Amplification Theorem. Our amplification protocol Ily, is described formally in Fig. 4.6, followed by
the amplification theorem in Theorem 4.10. The approach is similar in spirit to that in [GJS19] in the sense
that the prover executes an MPC protocol “in its head” [ITKOS07], commits to the view of each party in the
execution and then proves consistency of each pair of views using the underlying proof system.

There are some key differences though:

1. We use DMC instead of a (plain) commitment scheme. DMC has two (indistinguishable) modes
of operation: in the binding mode it act as a perfectly-binding commitment with overwhelming
probability, whereas in the hiding mode it acts as a statistically-hiding commitment. Since we set
it up in our protocol in hiding mode (see Fig. 4.6, Line 1), we are able to show amplification of privacy
using statistical tools. In particular, we build on the approach from [LM20] based on statistical coupling
[Ald83]. On the other hand, when arguing soundness we first switch the commitment to binding mode
and exploit the fact that it acts as a perfectly-binding commitment. Thus, we are able to avoid the
argument based on (computational) hardcore lemmas [Imp95, Hol05], which [GJS19] rely on.

2. We commit to the views as a whole (as in [IKOS07]) instead of the fine-grained way of committing in
[GJS19]. In more detail, [GJS19] commit to the private inputs of parties, their private coins and each
message in the transcript using separate commitments; we only commit to the view of each party as a
whole.
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3. Since we start from a dual-mode NISWIA with a negligible soundness error, MPC correctness in our
protocol is guaranteed and therefore semi-honest privacy suffices. This is in contrast to [GJS19] who
rely on malicious security to deal also with a soundness error of the underlying proof system.

Before stating and proving the theorem that Il amplifies hiding, we define in Fig. 4.7 an NP relation
V), that captures local consistency of commitments to views.

Theorem 4.10 (Amplification Theorem). Let R be any NP relation. Consider the dual-mode non-interactive
protocol Iy, for R,, described in Fig. 4.6, and instantiate:

1. M using an n/2-perfectly-secure semi-honest MPC protocol for fr (Eq. (13)).
2. zk using a dual-mode NISZKA for V with ZK error e = 1/100n.
3. A using an DMC that is §-statistically-indistinguishable.
Then Ty, is a dual-mode NISWIA for R with following properties:
o Ifzk has negligible (resp., 0) completeness error then so does Tly.
e The soundness error is negligible in A’s (computational) security parameter.
o The WI error is 2" +2""25n. In particular, taking § < 272" /n, the WI error is at most O(27™).

As a corollary of Theorems 3.17, 4.5 and 4.10 and Corollaries 3.21 and 3.22, we get the main result of
this section.

Corollary 4.11. Let R be any NP-complete relation. Assuming DMC, a sufficiently-compressing somewhere-
sound NIBARG for R implies a dual-mode NISZKA for R.

Proof Sketch. Completeness, mode indistinguishability and soundness follow readily. We focus on zero
knowledge. Suppose that the NIBARG we start off with has a sufficiently small compression rate p(\) =
O(1/A\%), where X is the security parameter. Recall the local consistency relation G, and the corresponding
distribution D, (Fig. 4.1). By Theorem 3.17 and Corollary 3.22, NIBARG and OWF (which is implied by
DMC) implies a dual-mode NIDSZKA for D, with error O(1/A?), as explained below.

1. By Theorem 3.17, the NIBARG implies a dual-mode NIDSWIA for any efficiently-sampleable distribution
D' = (D}) oy With error O(1/A?), where D} is supported over triples (x, wo, w1) such that (2, wo), (z, w1) €
R.

2. Consider the “OR” relation Gor and distribution Dy or defined analogous to Eq. (5) and Corollary 3.22.
Thanks to the Karp reduction from G, to R, Line 1 also implies a dual-mode NIDSWIA for Dy or with
error O(1/)\?).

3. Finally, by Corollary 3.22, we get the claimed dual-mode NIDSZKA for D, with error O(1/A?).

Assuming that DMC is §-statistically-indistinguishable for a negligible § (see Remark 4.3), Theorem 4.5 now
yields a dual-mode NISZKA for R with ZK error O(1/A) (where we invoke the Karp reduction from R to
C). Moreover, if § is exponentially-small, say 272*/), applying the amplification theorem in Theorem 4.10
to this dual-mode NISZKA, we get a dual-mode NISWIA for R with exponentially-small WI error. Finally,
an application of Corollary 3.21 yields a dual-mode NISZKA for R with exponentially-small ZK error. By
Remark 2.20.1, the ZK of this NISZKA in statistically-hiding mode can be made adaptive. O

Proof of Theorem 4.10. The fact that Iy is uniform if ITzk is follows by construction. Mode indistinguishability
follows from mode indistinguishability of A and I1zx. We prove the rest of the properties in Propositions 4.12,
4.13 and 4.16.

Proposition 4.12 (Completeness). IfIzx has completeness error e, in statistically-hiding (resp., adaptively-
sound) mode, then Ty, has completeness error n? - €. in statistically-hiding (resp., adaptively-sound) mode.
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Let R be any NP relation and, for n € N, let (z,w) € R,,. Let
e IIzx = (SHGenzk, ASGenzk, Pzk, Vzk) be a base dual-mode e-NISZKA for V (Fig. 4.7),
e A = (BGen,HGen, Com,VOpen) be an DMC; and
e M be an MPC protocol for fr.
The amplified dual-mode NISWIA Ty, = (SHGenw;, ASGenw, Pwi, Vwi) for R, is described below.

CTSWw| < SHGenW| (1”)

1. Set up A in hiding mode: crsa «— HGen(1").

2. For each pair of parties, set up Izx in statistically-hiding mode: for (i,j) € ([g]), Crsij <
SHGenZK(I").

3. Output crsw := (crsa, €rsi2,..., crsp_1,,) as the CRS.

CTrsw| < ASGenW|(1”)

1. Set up A in binding mode: crsa <« BGen(1™).

2. For each pair of parties, set up Ilzk in adaptively-sound mode: for (i,j) € ([g]), Crsij
ASGenZK(ln)

3. Output crsw := (¢rsa, crs1,2,. .., crsn_1.,) as the CRS.

mwi < Pwi(crswi, z, w)

1. Execute M “in the head” for fr (Eq. (13)) and use crsa to commit to the views:

(a) Generate shares wi, ..., w, of the witness w: sample wy,...,w,—1 < {0, 1}|w| and then set
Wy =wWAWLD... Dwy,_1.
(b) Sample random coins r1,...,r, for the n parties P,..., P,.

(c) Set x as the public input, w; and r;, respectively, as P;’s private input and random coins, and
run M for fr(z,wi,...,w,). Let v; denote P;’s view in the above execution.

(d) Commit to the view of each party: for i € [n], set (¢;,d;) < Com(crsa,v;).

2. Prove pairwise local consistency: for all (4,7) € ([g]), use (v;,d;,v;,d;) as witness to generate a
proof m; ; that (c;,c;) € L(Vi ;)

i < Pzi(crsqj, (cisci), (vi, diy v, dy)).

3. Output mwi := ((c1,...,¢n), (T1,2, .., Tn—1,n))-

b= Vwi(crswi, 7, mwi)

1. Output b := 1 (accept mw) if and only if for each pair of parties (4, j) € ([g]), m;,; is a valid proof
for (Ci,Cj) € ﬁ(V@j), i.e., VZK(CT’Si,j, (Ci,Cj),Tl'iJ) =1.

Figure 4.6: Ily,, a dual mode NISWIA for any NP relation R.
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Local consistency relation V; ; (for index n € N)

o Hardwired.

1. Descriptions of a DMC scheme A = (BGen, HGen, Com, VOpen) and MPC protocol M
2. A CRS crsa of A

3. Indices ¢, j € [n] of parties.
e Instance. A pair of commitments (c;, ¢;)
o Witness. (vi,d;,v;,d;), where v; and v; are views, and d; and d; are decommitments.
e The relation holds if following conditions hold.

1. Commitments are valid: VOpen(crsa,c;,d;,v;) = 1 and VOpen(crsa,c;,d;,v;) =1

2. Views v; and v; are consistent with respect to public input x and protocol M, and locally
accepting (i.e., the local outputs are 1).

Figure 4.7: V := (Vixj)(i,j)e(’;)’ the relation capturing local consistency of views.

Proof Sketch. Let us focus on statistically-hiding mode — the proof for adaptively-sound mode is similar.
Completeness of Il in statistically-hiding mode reduces to completeness of Ilzk in statistically-hiding
mode thanks to the perfect correctness of M as we argue next. If (x,w) € R, then by correctness of M all
pairs of views (v;,v;) are consistent and locally accepting. This implies that ((¢;, ¢;), (vi, d;,v;,d;)) € V; ; for
every execution (i,75).'* Since V accepts if Vzk accepts all the underlying proofs, and since the CRSs of

ITzk are sampled independently, the correctness error is at most (1 — (1 — ec)(;)) Sec- (5) <n?- e O

Proposition 4.13 (Adaptive Soundness Preserved). In adaptively-sound mode, Ty is adaptively sound
with a negligible soundness error.

Proof Sketch. We reduce from adaptive soundness of Ilzk, the underlying NISZKA. Let P* = (P}), _y be
any polynomial-sized family of malicious provers that breaks Ily,’s adaptive soundness with a non-negligible
probability. Given a challenge CRS crs*, the reduction generates

crsgy = (ersa, (ersio, ..., crsn_1,)),

where crsa is a binding CRS of A sampled using BGen, crsg j» := crs* for (i*,j*) « (1), and the
remaining CRSs of IIzk are sampled independently using ASGenzk. The reduction runs P* on crsy,,, which
outputs (z*, my, ) such that 2* ¢ L(R) but my, =: ((¢f, -+, cp), (719, -+, 71 ,)) is accepted by V. Recall
that in binding mode, A act as perfectly-binding commitments with overwhelming probability. Therefore,
the commitments (cf, -+, c*) open to some views (vf, -+ ,v¥). Since z* ¢ L(R), there must exist at least
one pair of views (v, ’UJ*) such that (c, c;‘) ¢ V., i.e., the views are inconsistent with respect to the public
input, which is the instance *, or do not lead to output 1. Otherwise, if all pairs of views are consistent with
respect to z*, then by perfect correctness of M it can be argued that 2* € L(R) (see [IKOS07, Lemma 2.3]

about local vs. global consistency). Since Vi accepts my, if and only if all the underlying proofs accept, and

14Note that we don’t rely on correctness of decryption of A here and only use the fact that the encryption algorithm is a
map once the random coins are fixed.
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(i,4) = (i*,7*) with probability at least 1/n?, the reduction can output (> Cfa), T jx) to break Izk’s
soundness with a 1/n? loss, which is still non-negligible.'
O

Before proving WI in Proposition 4.16, we establish some useful notation.

Notation 4.14 (Non-Standard String Notation).
o For a string or vector s of length n and a set S < [n], we use ss to denote (s;);.s-

o Welet N denote (3), and interpret a string s € {0,1}" as (sm-)(i He(t)-
) 2
o By {0,1}Y,, we denote subset of strings in {0, 1} with Hamming weight at least T': i.e. {0,1}Y :=
{s€ {0, 1}V :|s|o = T}.

Notation 4.15 (Hybrid Distributions).

o We use (Pwi(w) — Vwi)(z) to denote the random wvariable corresponding to Vw,’s view when the
protocol in Fig. 4.6 is executed in statistically-hiding mode on (x,w) € R, i.e., (¢rsa, crs,c, ™), where
(ersa, ers) « SHGenw (1) and (¢, ) < Pwi((crsa, ers), z, w).

o Similarly, (Pzk ((vi, ds, v;,d;)) = Vzk)(ci, ¢;) denotes the random variable corresponding to Vzk ’s views
when the protocol TIzk is executed in statistically-hiding mode on ((¢i,c;), (vi,d;,v;,d;)) € Vi j, t.e.,
(crsij,mi ), where crs; j < SHGenzk(1™) and m; j < Pzk(crs; j, (¢, ¢5), (vi, di, v, d;)).

o For s € {0,1}Y, we use (Pwi(w) — Vwi)s(x) to denote the hybrid distribution described in Fig. 4.8,
where the views of Vzk in executions (i, j) such that s; j = 1 are simulated using Szk (thus (Pwi(w) —
Vwion () corresponds to the real view). For a distribution S over {0, 1}V, (Pwi(w) — Vwi)s(z) is
defined as in Fig. 4.8, with s first sampled according to S.

Proposition 4.16 (Privacy Amplified). Iy is HVSWI with an error 2= 4 2" 2§n,

Proof. The proof proceeds in two steps. We first prove in Claim 4.17 that, when set up in statistically-hiding
mode, Iy is a combiner: if a large enough fraction of the NISZKA proofs are perfect ZK, then the resulting
protocol is WI (with a negligible WI error). Then, taking a common approach in the literature, we prove in
Claim 4.18 that any such combiner is also a good amplifier: provided that every NISZK has a small enough
ZK error g, the resulting protocol is WI (with a negligible WI error related to that of the corresponding
combiner). Specifically, the proof of the latter claim follows the ideas developed in [LM20].

Claim 4.17 (Ily is a Threshold Combiner). For any n € N, T := N —n/4 + 1 and any s € {0,1}3,
(z,w), (z,w') eR,
SD((Pwi(w) = Vs (@), Pwi(w’) = Vs (@) < 20n.

Claim 4.18 (Amplification from Threshold Combiners). For T := N —n/4+ 1 and any (z,w), (z,w’) € R,

SD((Pwi(w) = Vwip (@), Pwi(w’) — Vi (z)) <
g—ntl + 2"+l max SD(<PW|(’LU) — VW|>S(m),<PW|(w') — VW|>S(I)) .

s€{0,135,

Proof of Claim 4.17. We proceed via a hybrid argument, and let H; = H; s denote the distribution {Pw;(w) —
Vwips(x) from Fig. 4.8. Since ||s|o = T = N —n/4 + 1 and as each proof depends on at most two parties,

there exists a set H C [n] determined by s of size at least n/2 such that s; ; = 1 holds for every i € % and

j € [n]\{i}. We think of these as the honest parties of the MPC protocol.

15This explains why we require ITzk to be adaptively sound (in the adaptively-sound mode) to start off with: the instance

(¢, c¥) and the associated proof 7*; that breaks Ilzk’s soundness are determined by the output of the cheating prover P*.
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Let n := |z| and N := ([g]). For s € {0,1}", the distribution H; = H; s is defined below. For a
distribution S over {0,1}", the hybrid distribution (Pwi(w) — Vwi)s(z) is defined as H; ; with s first
sampled according to S.

(ersa, ers, e, ) «— Hy s(z,w)

1. Set up A in hiding mode: crsa < HGen(1™).
2. Generate the commitments ¢ as specified in Fig. 4.6, Line 1. That is:

(a) Run MPC as in Fig. 4.6, Lines la to 1c to generate views (vy, ..., vp).

(b) Compute the n-tuple of commitments ¢, where (¢;,d;) < Com(ersa,v;), as in Fig. 4.6,
Line 1d.

3. Generate Vzk’s views in Fig. 4.6, Line 2 depending on s. That is, sample (crs, ), where for
(i.9) € (%)
(erss s miy) {<PZK((vi»di,Uj,dj)) — Vzk)(ci, ) ifsi; =0

Szk(ci, c;) otherwise.

4. Output (crsa, crs,c, ).

Figure 4.8: Hy = H; g, a hybrid distribution used in proof of Proposition 4.16.

e In hybrid Hs = Hs s, we switch the messages underlying the commitments cz; from honestly-generated
views vy to a dummy message independent of the witness w: see Fig. 4.9. To see why SD(H7, Hs) < dn
(for any s), fix any ¢ € H. Since the view (Pzk((v;, d;, vj,d;)) = Vzk)(ci, ¢;) in every execution (i, j),
j € [n]\{i}, is simulated, it follows that the decommitments d; corresponding to the commitment ¢;
(which serve as part of witness for IIzk) are no longer required for generating proofs. Therefore, it is
possible to use d-statistical-indistinguishability of A to switch all commitments in H (of which there
are at most n of).

e In the next hybrid Hs = H3,, we simulate the joint views vz of the remaining parties using the
MPC simulator Sypc: see Fig. 4.10. The commitments and proofs that depend on vy are generated
accordingly. Note that Hj is distributed identically to Hs thanks to n/2-privacy of M.

We get that SD(H1, H3) < én. By a symmetric argument to above it is possible to show that SD(Hz, {Pw(w’) —
Vwi)s(x)) < dn. The claim now follows by an application of the triangle inequality. O

Proof of Claim 4.18. For s € {0, 1} and distribution S over {0, 1}, recall the distributions H; s = (Pwi(w) —
Vwis(z) and His = (Pwi(w) — Vw)s(z) defined in Fig. 4.8. Similarly, let Hj , and Hj g denote
Pwi(w') = Vwis(x) and (Pwi(w’) = Vwiys(z), respectively. Recall that our goal is to show that

SD(Hyov, Hy gv) <2771 +2"*1. max  SD(Hy,, Hi ) .

sE{O,l}gT
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Let n:= |z| and N := ([g]). For s € {0,1}", the distribution Hy = H, ; is defined below.

(crsa,crs,c,m) < Hy s(x,w)

1. Set up A in hiding mode: crsa « HGen(1™).
2. Generate the commitment ¢ with dummy messages for the parties in ‘H. That is:

(a) Run MPC as in Fig. 4.6, Lines la to 1c to generate views (vy,...,up).

(b) Compute the n-tuple of commitments ¢ depending on h, where h € {0, 1}" denotes the indicator
string for H determined by s:

(ci,di) Com(ersa,v;) ifh; =0
Ci, Q) < .
Com(crsa,01Ul)  otherwise

3. Generate Vzk’s views in Fig. 4.6, Line 2 depending on s. That is, sample (ers, ), where for
(i) € ()

(Pzx((vis diyvj, dj)) = Vz)(ci,¢j) i ;=0

Szk(cis ¢j) otherwise

(Crsi,jaﬂ—i,j) — {

4. Output (crsa, crs,c, )

Figure 4.9: Hy = Hs 5, a hybrid distribution used in proof of Claim 4.17.

Let n:=|z| and N := ([Z]). For s € {0, 1}, the distribution Hy = Hs s is defined below.

(crsa, ers, e, m) «— Hs s(z,w)

1. Set up A in hiding mode: crsa « HGen(1™).

2. Generate the commitment ¢ with dummy messages for the parties in H and simulated views for
parties in H. That is:

(a) Generate shares wy,...,w, of the witness w and use it to simulate the MPC (joint) views
Uy = Smpc(H, z, (wi)ieﬁ (1,...,1))

(b) Compute the n-tuple of commitments ¢ depending on h, where h € {0, 1}" denotes the indicator
string for H determined by s:

Com(crsa,v;) ith; =0
Com(ersa, 0/%)  otherwise

(ciydi) < {

3. Generate Vzk’s views in Fig. 4.6, Line 2 depending on s. That is, sample (ers, ), where for
(i.5) e (1)

Pz ((vi, di, vj,dj)) = Vzrp(cir ¢j)  if 555 =0

Szk(cs, ¢5) otherwise

(ersi g, mij) < {

4. Output (crsa, crs,c, )

Figure 4.10: H3z = Hj3 4, a hybrid distribution used in proof of Claim 4.17.
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First, for any distributions Z over {0, 1}]>VT v {ON}, we have

1
SD(H1,z,H) z) = 52 |H1,z(h) — H z(h)|
h

Y 2 - HL0)

h|ze{0,1} 0, 0{0N}

1
> 500 20 [Huon () = Hygu (W) = ) 2(2) |Hua(h) = Hi L (B)]
h ZE{O,I}QT
= Z(0N)-SD(Hyon, H gv) = >, Z(2)-SD(Hi ., H] )
ze{O,l}gT
Z(0N) - SD(H, o~, Hy gv) — max_ SD(Hy ., Hj ).
’ ’ 2e{0,1} ’
Thus, for any distribution Z over {0,1}%, u {0V} with Z(0") > 0, and distribution S over {0, 1}Y,
SD(H, on, H ov) < Z(0N)"1 - (SD(H1, 2, HY 4) + max, SD(H, ., H; )
’ ’ 2€{0,1} 1 ’

< Z(0N)™' - (SD(Hy 7, Hy ) + SD(H.,s,H; 5) +SD(H] g, H ;) + max SD(Hi ., H] ,))

ze{OJ}QT

< Z(0N)™' - (SD(Hy,z, Hy,s) + SD(H] 5, HY 5)) +2Z(0N)™" - max_ SD(H ., H].) .

ze{O,l}gT

To complete the proof, we use the following Lemma.

Lemma 4.19. There exist two distributions Z and S, where Z is over {0,1}3, 0 {0V}, with Z(0N) > 27,
and S is over {0,1}Y,, such that

n/4
Me) . (14)

Z(ON)*l .maX{SD(HLz,Hl,s),SD(HLZ,HLS)} < ( "
Indeed, for our setting of parameters, i.e., N = (Z) and € = 1/100n, the value of Eq. (14) is at most 1/2".

The proof of Lemma 4.19 is based on a coupling argument and roughly follows [LM20]. The proof can be

found in Appendix A. This concludes the proof of Claim 4.18. O
This concludes the proof of Proposition 4.16 O
This concludes the proof of Theorem 4.10. O

5 NICWIA from NIBARG and OWF

Recall that the main result in Section 4 was a construction of dual-mode NISZKA from NIBARG and
dual-mode commitment (DMC) (Corollary 4.11). In this section, we show that we can replace the DMC
in this construction with one-way functions (OWF) at the cost of relaxing statistical zero knowledge to
computational. Toward this we follow a similar template to that in Section 4, with the main difference being
that we use computational instance-dependent commitments, which are implied by OWFs, instead of DMC.

5.1 Instance-Dependent Primitives

We now define the notion of computational instance-dependent commitments, as well as corresponding
notions of instance-dependent proofs.
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Computational Instance-Dependent Commitment (CIDC). A CIDC scheme [FS90b] is associated
with an NP relation Z. Its corresponding algorithms are parametrized by an instance z, which determines
the security properties according to whether or not z is a member of Z. When z ¢ £(Z), a commitment
¢ is statistically binding. In contrast, when z € L£(Z), then given a witness y for z, there is a way to
generate fake commitments ¢ that are perfectly hiding. For any given message m, a real commitment ¢ along
with its decommitment information d are computationally indistinguishable from a fake commitment and
decommitment (&, d) for m.' Our formal definition is in the common random string model and is given
below.

Notation 5.1 (Instance-dependent schemes). For an instance dependent scheme, we will use II* to denote
both cases where the instance has been set to z and where the instance is unspecified (as a placeholder). The
same applies to I’s constituent algorithms.

Definition 5.2 (CIDC: Computational Instance-Dependent Commitment). Let Z be an NP relation. An
computational instance-dependent commitment (CIDC) scheme for T is a five-tuple of polynomial-time
algorithms (Gen, Com®, VOpen®, SHCom*"), with the following syntaz:

e crs « Gen(1™). The randomised set-up algorithm takes as input a security parameter n € N and
outputs a common random string crs € {0, 1}PoV()

The rest of the algorithms below take as input crs, and are parameterized by an instance z € {0,1}"™ of
Z, which is indicated in the superscript. The last algorithm is also parameterized by y € {0,1}*.

e (¢,d) « Com®(crs,m). The randomised (honest) commitment generation algorithm takes as input a
message m € {0,1}PY(") It outputs a commitment ¢ € {0,1}PY(™™) to m, along with decommitment
information d € {0, 1}PY(™)

e b := VOpen®(crs,c,d,m). The deterministic verify opening algorithm takes as input a commitment
¢ € {0,1}PYM) | decommitment d € {0,1}PY™) and a message m € {0,1}PYM) It outputs a bit b
indicating accept or reject.

e (¢,d) < SHCom*Y(crs,m). The randomised (fake) commitment generation algorithm takes as input
a message m € {0, 1}PY™) It outputs a commitment c € {0,1}PY"Y) to m, along with decommitment
information d € {0, 1}PoY(")

We require the following properties:

1. Correctness of honestly-generated commitments. For every n € N, z € {0,1}" and m € {0,1}PY("),

Pr [VOpen®(crs,c,d,m) = 1] = 1.
crs«—Gen(1™)
(¢,d)«—Com*(crs,m)

2. Almost-everywhere perfect binding depending on z ¢ L(Z). With overwhelming probability over the
choice of CRS, we require that for all z ¢ L(T), every possible commitment ¢ opens to at most one
message. More formally, there exists a negligible function pu such that for allmn e N

Je e {0, 1}V 3z ¢ £(Z,) 3d,d,m # m’ € {0,1}POV ()
Pr ., < p(n).
crs«Gen(1™) s.t. VOpen®(crs,c,d,m) = VOpen®(crs,c,d’,;m’) =1
3. Perfect hiding of fake commitments with respect to (z,y) € Z. Formally,

(CT‘S7 Comz(crsv mO)) neN,(z,y)eZ, = (CT’S7 SHcomZhy(crsv ml)) neN,(z,y)eZ, )

mo’mle{oyl}l’oly(n) m07m16{0’1}p0|y(n)

where crs «— Gen(1™).

16We note that this notion of computational instance-dependent commitments should not be confused with the notion of
(statistical) instance-dependent commitments of Ong and Vadhan [OV08], where when z € L£(Z), real commitments (rather
than fake ones) are statistically hiding. Indeed, this notion only exists for languages in SZK.
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4. Indistinguishability of real and fake commitments with respect to (z,y) € Z. Formally,

z < z,Y
(crs, Com (crs,m))n€N7(Z7y)eLl ~ (crs,SHCom (crs7m))n€N7(z7y)eLl ,
me(0,13PoH(m) me(0,13Po(m)

where crs < Gen(1™).

A construction of CIDC based on non-interactive commitments is described in [FS90b]. In the CRS model,
where non-interactive commitments follow from one-way functions [Nao91], it too can be based on one-way
functions.

Theorem 5.3 ([FS90b, Nao91]). Assuming OWFs exist, there exists CIDC for any NP relation T.

Instance-Dependent ZK and WI. We next define the notions of instance-dependent (ID) NISZKA and
NISWIA. An instance-dependent proof system for proving membership in £ is associated with an additional
NP relation Z. The system is parametrized by an instance z, which determines the security properties
according to whether or not z is a member of Z, analogously to instance-dependent commitments. When
z ¢ L(Z), the system is adaptively-sound. In contrast, when z € £(Z), then given a witness for z, there is a
way to efficiently generate fake CRS and proof ¢rs, T that are computationally indistinguishable from a real
CRS and proof (crs, 7). Moreover, the fake CRS and proof are statistically private (SZK or SWI), as a proof
system for the language £. This guarantee will allow us, in the analysis, to (computationally) switch to a
world where we’ll be able to invoke the statistical guarantees required for the amplification theorems from
the previous section.

Definition 5.4 (ID-NISZKA and ID-NISWIA). Let R and T be NP relations. A mnon-interactive protocol
IT := (ASGen, P# VZ SHGen,SHP*Y) for R is a e-ID-NISZKA (or NISWIA) for R depending on Z if the
following requirements are satisfied:

1. For any z € {0,1}*, (ASGen, P* V#) has perfect completeness.

2. With respect to (adaptively-chosen) instances z ¢ L(Z), (ASGen, P*,V*#) is adaptively computationally
sound. Formally, for every polynomial-size circuit family of provers P* = (P¥) there is a negligible
function p, such that for all A € N:

o Br [ L) A LR AV (ers,am) = 1] < (),

AeN

where (z,x,m) := P{(crs).
3. With respect to (non-adaptively-chosen) instances z € L(T), (SHGen, SHP*Y V#) is SZK with error ¢.
Formally, there exists a PPT simulator S*Y such that

(crs, SHP™Y (crs, &, W) )nen, (2 p)ec(,) e (S7Y(T))nen, (2,y)eL(z,) » (15)
(z,w)eERA (z,w)eR,

where crs < SHGen(1?).

4. With respect to (non-adaptively-chosen) (z,y) € Z, (ASGen, P*) and (SHGen, SHP*Y) are computationally
indistinguishable. Formally,

(crs,P*(crs,z,w) : crs « ASGen(l)‘)) neN,  ~e (crs, SHP™Y(crs, @, w) : crs « SHGen(l)‘)) neN,

(5:)eL(Tn), (2)eL(Tn),
(z,w)eER, (z,w)eER,
(16)

The definition of e-ID-NISWIA is obtained by replacing Condition 3 with following.

3. With respect to (non-adaptively-chosen) instances z € L(Z), (SHGen, SHP*Y V=) is SWI with error e.
Formally,

(ers, SHP*Y(crs, z,wyp)) neN, (zy)el(z,) ~e (crs, SHP*Y(crs, x,w)) nel,(z,y)eL(Zn) (17)
(z,wo),(z,w1)ERR (w0 ), (%, w1)ER Y,

where crs < SHGen(1*).
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5.2 ID-NISZKA from Dual-Mode NIDSZKA and CIDC

We construct an ID-NISZKA based on CIDC and dual-mode NIDSZKA that satisfies a natural distribution-
obliviousness property, satisfied by the system constructed in Section 3. The property essentially says that
the NIDSZKA for a given relation G, only depends on the underlying distribution D on G as a black-box;
namely, it only requires i.i.d. samples from D.

Definition 5.5. A non-interactive proof system with an oracle-aided prover (ASGen,SHGen, P") V) for
relation G is a dual-mode distribution-oblivious e-NIDSZKA if for any sampler D supported on G, (ASGen, SHGen,
PP V) is a dual-mode e-NIDSZKA for D.

Claim 5.6. The e-NIDSZKA constructed in Section 3 is distribution oblivious.

Proof Sketch. Recall that in the constructed NIDSWIA proof system, the prover simply plants its input and
witness at random among polynomially many i.i.d. samples from the underlying distribution (and applies
the BARG prover). The NIDSZKA for distribution D is constructed from a corresponding NIDSWIA for the
corresponding FLS distribution Do g, where samples in Do g are efficiently generated from samples in D. O

The Construction. Consider the relation G, (Fig. 4.1) naturally augmented to G, described in Fig. 5.1.
Let II be a distribution-oblivious dual-mode e-NIDSZKA for G;. We show that II, along with CIDC, implies
an O(en)-ID-NISZKA for the circuit satisfiability relation C, where n is the circuit size. The protocol, Tz,
is described formally in Fig. 5.2.

Theorem 5.7 (ID-NISZKA from Distribution-Oblivious Dual-Mode NIDSZKA and CIDC). Let Z be any NP
relation. Consider the protocol Iz described in Fig. 5.2, and instantiate:

e II using a distribution-oblivious dual-mode NIDSZKA for G (Fig. 5.1), with SZK error ¢; and
e C using a CIDC forI.

Then Tzk is a 4ne-ID-NISZKA for C, where n denotes the number of wires in the circuit. If I has negligible
(resp., 0) completeness error then so does Ilzk.

Proof Sketch. Completeness follows that of the underlying NIDSZKA and the correctness of CIDC. We next
prove soundness (for no instances), and zero knowledge and mode indistinguishability (for yes instances).

Adaptive Soundness when z ¢ £(Z). The proof is identical to that of adaptive soundness in Theorem 4.5,
except that instead of relying on binding of DMC, it relies on CIDC’s binding. Indeed, recall that with
overwhelming probability over crs, the CRS sampled for CIDC, for any (adaptively chosen) z ¢ £(Z), Com”®
is a perfectly binding commitment.

SZK with Respect to z € £(Z). Fix any (z,y) € Z. Here we need to prove that (SHGenzk, SHPZ, V3, )
is 4ne-SZK. The proof is identical to that of 4n(e + 6)-SZK in Theorem 4.5, except that:

e Instead of relying on the J-statistical hiding of DMC, we rely on the perfect statistical hiding of
SHCom*?¥ (corresponding to ¢ = 0).

e Accordingly, we rely on the e-SZK of the NIDSZKA (SHGen, PﬁZiZ,V) for the distribution ﬁ;:z over
the relation G.

Indistinguishability of Real and Fake Proofs. Here we need to prove that for (z,y) € Z, (z,w) €
R, a real CRS and proof (crszx,mzk) generated by ASGenzk(1™) and P*(crszg,x,w) are computationally
indistinguishable from ones generated by SHGenzk(1™) and SHPZ (¢rszk, z,w). There are two differences
between the two distributions:
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Local consistency relation G (for index n € N)

o Hardwired.

1. Description of a relation R and an instance z € {0, 1}
2. Description of CIDC algorithms C = (Gen, Com®, VOpen®, SHCom*'¥).
3. A Boolean gate g

e Instance. (crs,cy,ca,c3), where crs is a CRS of C and ¢;, i € [1, 3], are commitments.
o Witness. ((w1,wsa,ws), (d1,da,ds)), where w; and d;, i € [1, 3], are wire values and decommitments.
e The relation holds if following conditions hold.

1. Commitments are consistent: VOpen®(crs, ¢;, d;, w;) = 1 for all i € [1, 3]

2. Wire values are consistent: g(wy,ws) = ws

Distribution Dy = (D;") over G7, where D7 , is defined via following sampling procedure for input 1":

1. Sample a CRS: crs « Gen(1*)
2. Sample a random assignment (w1, wsq,ws) consistent with g, i.e., such that g(w,ws) = ws.

3. For i € [3]: generate commitment (c¢;,d;) « Com*(crs, w;) to w;.

>

. Output (crs, c1,ca,c3) as the instance and ((wy, we, ws), (d1, dz, d3)) as the witness.

Distribution {j;y = (ﬁ;%) over G;, where 1’5;:% is defined similarly to Dj except for item 3:

3. For i € [3]: generate fake commitment (c;,d;) < SHCom®¥(crs, w;) to w;.

Figure 5.1: G, the relation capturing local consistency of wire values. Dy, the distribution supported over
G, used in the real proof. DY, the distribution supported over G7 used in the analysis.
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For n e N, let (C,w) € C,, be an instance-witness pair of circuit satisfiability (see Notation 4.4). Let
e 7 be any NP relation, and z € {0, 1}";
o II = (SHGen, ASGen, P, V) be the distribution-oblivious dual-mode NIDSZKA for G (Fig. 5.1);
e C = (Gen,Com?, VOpen®  SHCom*¥) be a CIDC for Z.

The ID-NISZKA TIzx = (ASGenzk, P3, Vi, SHGenzk, SHPZY) for the circuit satisfiability relation C,, is
described below.

crszk < ASGenzk (1™)

1. Run C’s set-up algorithm to generate a CRS: c¢rs <« Gen(1").
2. For each gate, set up II in adaptively-sound mode: for i € [n], crs; < ASGen(1™).
3. Output crszk := (crs, ersy, ..., crsy).

TZK < P%K(CTSZK, C, w)

1. Use C with instance z to commit to the value of each wire: for i € [n], (¢;,d;) <« Com*(crs, w;).

2. For each gate g in C with input wires i,5 € [n] and output wire k& € [n], use
((wi, wj, wy), (di, dj, dx))) as witness to generate a proof 7, that (crs, c;, cj, cx) € L(G]):

Ty — PDo.n (crsg, (crs,ci, cj,cx), (i, wy, wy), (di, dj, di))) -

3. Output 7zk := ((c1,++ s ¢n), (71,7, M c)), dn)-

b:= V3, (crszk, C, mzk)

1. Output b := 1 (accept mzk) if and only if all the checks below pass.

(a) For each gate g in C with input wires ¢, j € [n] and output wire k € [n], use my to verify that
(crs,ciscjycr) € L(GF): 1., V(cersy, (pk, ci, ¢y, cr),mg) = 1.

(b) Verify that C evaluates to 1, by ensuring that ¢, opens to 1: VOpen®(crs, ¢y, dy, 1) = 1.

crszk < SHGenzk (1™)

1. Run C’s set-up algorithm to generate a CRS: crs < Gen(1™).
2. For each gate, set up II in statistically-hiding mode: for i € [n], crs; < SHGen(1™).
3. Output erszk := (crs, crsy, ..., crsy) as the CRS.

TZK < SHP;%(CTSZK, C, w)

1. For i € [n], generate a fake commitment (¢;,d;) « SHCom*¥Y(crs, w;).

2. For each gate g in C with input wires , j € [n] and output wire k € [n]:
Mg PDgin (ersg, (crs, ci, e, cr), (Wi, wi, wy), (d;, dj, di))),

using the fake distribution oracle ﬁ;:%.

3. Output mzx := ((c1,-** ,¢cn), (71, -+, 7)), dn)-
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Local consistency relation V7; (for index n € N)

o Hardwired.

1. Description of an instance z € {0,1}" of relation Z
2. Descriptions of the CIDC algorithms C = (Gen, Com®, VOpen®) and MPC protocol M.
3. A CRS ¢rs of C

4. Indices i, j € [n] of parties.
o Instance. A pair of commitments (¢;, c;)
o Witness. (v;,d;,vj,d;), where v; and v; are views, and d; and d; are random coins.
e The relation holds if following conditions hold.

1. Commitments are consistent: VOpen®(crs, ¢;,d;, v;) = 1 and VOpen®(crs, ¢j,d;,v;) = 1

2. Views v; and v; are consistent with respect to public input x and protocol M and locally
accepting (i.e., the local outputs are 1).

Figure 5.3: V7 := (V;

J) (i e(z)’ the relation capturing local consistency of views.

e In the first, the CRS’s crs; for the distribution-oblivious dual-mode NIDSZKA is sampled using ASGen
whereas in the second, it is sampled using SHGen.

e All commitments and decommitments in the first are generated using Com”®, whereas in the second,
they are sampled using SHCom®¥. This in particular includes the generation of commitments and

decommitments by the samplers D} , and ﬁ;:%, respectively.

To prove indistinguishability, we first switch all crs; to be sampled using SHGen. This is computationally
indistinguishable by the mode-indistinguishability guarantee of the underlying NIDSZKA. We then switch
the generation of all commitments and decommitments to be done using SHCom*¥. This is indistinguishable
by the fact that in CIDC, real and fake commitments (plus decommitments) are indistinguishable, whenever
(z,y) € L.

O

5.3 Privacy Amplification using CIDC and MPC

We show how to amplify privacy of any ID-NISZKA with small enough statistical error to one with negligible
error, assuming CIDC. Specifically, we follow the same construction from Section 4.3, replacing NISZKA with
ID-NISZKA and DMC with CIDC. This construction results in ID-NISWIA with negligible error (which can
then be made ID-NISZKA using the FLS transformation). The amplified ID-NISWIA IIyw, = (ASGenwi, P&, Viu,
SHGenw, SHP*Y) for R,,, depending on Z, is described in Fig. 5.4. The relation V (Fig. 4.7) is naturally
augmented to V*, described in Fig. 5.3.

Theorem 5.8 (Amplification Theorem). Let R and I be any NP relations. Consider the non-interactive
protocol Iy, for R described in Fig. 5.4, and instantiate:

1. M using an n/2-perfectly-secure semi-honest MPC protocol for fr (Eq. (13)).
2. Tzk using an ID-NISZKA for V*, depending on I, with SWI error e = 1/100n.
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Let R be any NP relation and (z,w) € R,. Let Z be any NP relation and z € {0,1}". Let
o IT7x = (ASGenzk, P3x, V3, SHGenzk, SHP*Y) an ID-NISZKA depending on 7.
e C = (Gen,Com? VOpen®, SHCom*?¥) be a CIDC depending on Z; and
e M be an MPC protocol for fr.

crswi < ASGenyy (1™)

1. Run C’s set-up algorithm to generate a CRS: crs « Gen(1™).
2. For each two parties (i, ) € ([Z]), set up Hzk in adaptively-sound mode: crs; j «— ASGenzk(1™).
3. Output crsw := (ers, crs12, ..., rsy_1,,) as the CRS.

T™WI < P\'le(C’f'SWh x, U})

1. Execute M “in the head” as in Fig. 4.2, and use CIDC with instance z to commit to the views: i.e.,
for i € [n], generate (c;,d;) < Com*(crs,v;).

2. Prove local consistency: for all (i, j) € ([g]), prove that ((c;,¢;), ((vi, di,v5,d;))) € Vi, (Fig. 5.3)
Tij < P%K(Crsi»ja (Ci> Cj)v (Ui, d;, Uj» d]))

3. Output mwi := ((c1,...,¢n), (71,2, .-+, Tne1,n))

b:= V\ZM(CTSW|,(L',7TW|)

1. Output b := 1 (accept mw) if and only if for each pair of parties (,7) € ([g]), m;,; is a valid proof
for (c;,c5) € L(Vs ), ie., Vig(cers; j,(ci,cj),mi ;) = 1.

CTrs8w| < SHGenW| (1”)

1. Run C’s set-up algorithm to generate a CRS: crs « Gen(1").
2. For each two parties (i,j) € ([g]), set up IIzk in statistically-hiding mode: crs; ; « SHGenzk(1™).
3. Output crsw := (crs, crs1,2,. .., crsn_1.,) as the CRS.

mwi < SHPLY (erswi, z, w)

1. Execute M “in the head” as in Fig. 4.2, and use CIDC with instance z to generate fake commitments
to the views: i.e., for i € [n], generate (¢;, d;) < SHCom®¥(crs, v;).

2. Generate fake proofs of local consistency: for all (i, 5) € ([72‘])7 prove that ((c;, ¢;), (vi, ds,v5,d;))) €
V?Z . using
i.J

Tri,j < SHP;)li/(Crsi,j7 (Ci7 Cj), (vi7di7vj7dj))'

3. Output mwi := ((c1,...,¢n), (71,2, .-+, Tn—1,n))

Figure 5.4: Tly, a ID-NISWIA protocol for any NP relation R.
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3. C using a CIDC depending on T.
Then Iy, is an ID-NISWIA for R depending on I with following properties:
o [f Iz has negligible (resp., 0) completeness error then so does Ily.
e The soundness error is negligible in C’s (computational) security parameter.
o The SWI error is 27" F1,

Proof Sketch. Completeness follows that of the underlying NISZKA and the correctness of CIDC. We next
prove soundness (for no instances), and zero knowledge and mode indistinguishability (for yes instances).

Adaptive Soundness when 2z ¢ £(Z). The proof is identical to that of adaptive soundness in Theorem 4.10,
except that instead of relying on binding of DMC, it relies on CIDC’s binding. Again, recall that with
overwhelming probability over crs, the CRS sampled for CIDC, for any (adaptively chosen) z ¢ £(Z), Com®
is a perfectly binding commitment.

SWI with Respect to z € £(Z). Fix any (z,y) € Z. Here we need to prove that (SHGenw, SHPy, V&)
is 27" +1L.SWI. The proof is identical to that of (27"*! + 2"+2§n)-SWI in Theorem 4.10, except that:

e Instead of relying on the J-statistical hiding of DMC, we rely on the perfect statistical hiding of
SHCom*?¥ (corresponding to ¢ = 0).

e Instead of relying on e-SZK of a dual-mode NISZKA, we rely on the e-SZK of fake proofs in the
ID-NISZKA.

Indistinguishability of Real and Fake Proofs. Here we need to prove that for (z,y) € Z, (z,w) €
R, a real CRS and proof (crszx,mzk) generated by ASGenzk(1™) and P*(crszg,x,w) are computationally
indistinguishable from ones generated by SHGenzk(1™) and SHPZY (¢rszk, z,w). There are two differences
between the two distributions:

e In the first, the CRS’s crs; ; and proofs m; ; of the ID-NISZKA are sampled using ASGenzk and Pzk
2,y

whereas in the second, it is sampled using SHGenzk and SHPZ.
e All commitments and decommitments in the first are generated using Com*, whereas in the second,
they are sampled using SHCom*?.

To prove indistinguishability, we first switch all crs; j, 7 ; to be sampled using SHGenzg, SHPZY. This
is computationally indistinguishable by the real vs. fake indistinguishability of the underlying NISZKA,
whenever (z,y) € Z. We then switch the generation of all commitments and decommitments to be done
using SHCom*¥. This is indistinguishable by the fact that in CIDC, real and fake commitments (plus
decommitments) are indistinguishable, whenever (z,y) € Z. O

5.4 Corollaries

To conclude the section, we derive several corollaries.
First, we observe that any ID-NISWIA implies a NICZKA; namely, a plain (rather, than instance dependent)
computational WI argument. We focus on the case of negligible error (although this holds more generally).

Lemma 5.9 (NICWIA from Dual-Mode ID-NISWIA). Let R be any NP relation. If there exists a negl-ID-
NISWIA for R, depending on Z = R, the there exists a NICWIA (with a negligible computational error).
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Proof Sketch. Given the ID-NISWIA (ASGen, P#,V# SHGen, SHP*Y), we construct the NICWIA (Gen,P,V)
as follows. Gen invokes ASGen, P(crs,z,w) invokes P®(crs,z,w), and V(crs,z, ) invokes V®(crs,x, ).
Completeness and adaptive soundness follow directly from completeness and adaptive soundness of the 1D
scheme (recall that adaptive soundness also holds with respect to the depending instance). CWI follows by
a direct hybrid argument. For any « € £L(R) and two witnesses wg, w1, we have that

(crs,P(crs, x,wp)) =~ (crs, SHP™™° (78, x,wp)) = (&rs, SHP™™° (c7s, x,wy)) = (crs, P(ers, x,wy))

where crs « ASGen(1*) and ¢7s « SHGen(1%). Here the outer two computational indistinguishabilities
follow by real vs. fake indistinguishability of the ID scheme since (z,wp) € R, and the inner statistical
indistinguishability follows from the SWI of fake proofs. O

As a corollary of Theorems 3.17, 5.7 and 5.8, Lemma 5.9, and Corollaries 3.21 and 3.22, we get the main
result of this section.

Corollary 5.10. Let R be any NP-complete relation. Assuming OWFs, a sufficiently-compressing somewhere-
sound NIBARG for R implies an adaptively-sound NICZKA for R.
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A  Proof of Lemma 4.19

Before stating and (re)proving Lemma 4.19, which completes the proof of Claim 4.18 and therefore Theorem 4.10,
we define statistical coupling (Definition A.1) and recall a lemma about statistical coupling (Lemma A.2)
that will be key to the proof. We also introduce some notation (Notation A.3) that will help reduce clutter.

Definition A.1 (Statistical Coupling). Let X and Y be two probability distributions defined on a finite set
Q. A joint probability distribution XY on Q2 is a statistical coupling of X and Y if its marginal distributions
are X and Y, respectively, i.e., for every x € §:

X(x) = Y] XY (x,y),

ye

and for every y € Q:
Y(y) =), XY(a.y).

e

Lemma A.2 (Coupling Lemma [Ald83]). Let X and Y be probability distributions over the same set €.
Then

1. For every coupling XY of X and Y,

SD(X,Y) < Pr T #
(V)< Prfe4y
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2. There exists an “optimal” coupling XY * such that

D(X,Y) = P
SD(X.¥)= Pr [r#y]

Notation A.3 ([LM20]). For two vectors of objects (e.g., distributions) a = (ay,...,a,) andb = (by,...,by),

and a string s € {0,1}", we use {a/bys = {a1/bi,as/ba,...,a,/bnys to denote the vector ¢ = (c1,...,c,) where
a; Zf S; = 0
C; =
bi Zf S1 = 1.

The following lemma is a restatement of Lemma 4.19 and is based on Lemma 7, Theorem 3 and Corollary 1
from [LM20]. The notation and presentation has been altered for the sake of compatibility with this paper.

Lemma A.4. There exists two distributions Z and S, where Z is over {0,1}Y, U {0V}, with Z(0N) > 27,
and S is over {0,1}Y ., such that

n/4
4e N
) , (18)

Z(oN)~! -maX{SD(HLZ,Hl,S),SD(H{ 7, H} S)} < <
; ; n
where N, n, T, ¢, Hy,z, His, H{ 5 and H} 5 are as defined in Section 4.35.

Proof. We proceed in two steps. First, we define what it means for a pair of distributions Z and S, as in
the statement of the lemma, to be “good”. Then, we show that if Z and S are good then the lemma follows
(this roughly corresponds to [LM20, Lemma 7]).

Step I. For two strings s,e € {0,1}", let blind(s,e) be the function that returns the substring of s at
indices ¢ such that e; = 1.

Definition A.5 (Good pair of distributions). Let E = (E; ;) (1) denote a tuple of N independent
2

(i.4)e
Bernoulli distributions with bias at most ¢, i.e., for every (i,j) € ([g]), it holds that

Pr [ei,j = 1] <e.

eijeEij
A pair of distributions Z and S is good if
e Z is supported over {0,1}Y, U {0V},
o Z(0N) >27n,
e S is supported over {0, l}gT,

e E.[SD(blind(Z, ¢), blind(S, e))] < Z(0V) (4<e)"/*,

In [LM20], a pair of such good distributions is constructed explicitly. For the sake of completeness, we
include a description of the [LM20] distributions in Appendix A.1.

Step II. We now prove the lemma given that the pair of distributions Z and S described in Stage I is
good. To be specific, we show

SD(H;,z,H15) < EE [SD(blind(Z, e), blind(S, €))] . (19)

The proof of the corresponding claim for H' is similar and is hence omitted.
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(€,0) < Grr+
1. Sample ((ersg,mR), (crs;, 7)) « RI*
2. Compute e = {eivj}(ij)e(["])’ where e; ; is indicator for the event RY; = I*,: ie, e;; =1 < R}, =
9. 2 ’ ’ ’

I*

;> where recall that R}, = (crsp,ij, Tr,,;) and I} = (erspj, 715)-

3. Consider the random variables blind(Z,e¢) and blind(S,e) induced by Z and S, and let
blind(Z, e)blind(Z, e)* denote the optimal coupling between the two.

4. Sample (2/,s") < blind(Z, e)blind(.S, e)*.
5. Sample z < Z conditioned on blind(z, e) = 2’ and s < S conditioned on blind(s,e) = s

6. Set ¢ := ({ersg/crsry.,{mr/71).) and o := ({crsg/crsrys,{TR/T)s)
7. Output (¢, o)

Figure A.1: Coupling experiment G.

Recall the distributions H; z and H; g from Fig. 4.8. Next, consider H; z and H; g with the execution
of M and A fixed, i.e., the hiding CRS crsa, views v and ciphertext-random coin pair (¢, d) in distribution
H, 7 and H; s are fixed. To prove the lemma, it suffices to show Eq. (19) holds for every (crsa,v,c,d).
Hence, from here on, let’s consider Hy,z and Hy s with (crsa,v, ¢, d) fixed.

For (i,j) € ([g]), let’s denote by R; ; and I; ; the random variables corresponding to the real and simulated
execution of ITzk, respectively (see Fig. 4.8, Line 3). Following [LM20], we denote H; z by H1((R,I)z) (see
Notation A.3). Since ITzk is ZK with error ¢ = 1/100n, we have SD(R; ;, I; ;) < €. As aresult, by Lemma A.2,
there exists an optimal coupling RI;';- of R; ; and I; ; such that

Pr [(ersmyijs TRyig) # (erspig, mrig)] < e (20)
((crsR,i,j,TrR,i,]-),(crsl,i,j,ﬂ'[»i,j))eRI:j

Let’s use R;’" ; and Ii”jj to denote the first and second argument of RIi":j, respectively. Then, we have

SD(Hi,z,H1,s) = SD(H1({R, I)z), Hi({R, I)s))
= SD(H\((R*,I*)z), Hi((R*, I*)s))
< SDUR*, I*),,(R*, I*)s). (21)

Here, the second equality follows by the definition of coupling (which requires the marginals to match) and
the inequality is a consequence of data processing inequality. To upper bound Eq. (21), we set up a coupling
experiment G, described in Fig. A.1, involving RI*. To see why G is a valid coupling, we claim that the
marginal distributions of z and s sampled as part of G are Z and S respectively, z is independent of R, and
s is independent of I. As a result, the marginal distributions of ¢ and o are the same as H; z and H; g
respectively. To see why the (marginal) distribution of z sampled as part of G is Z (the argument for s
and S is analogous) and independent of R, note that for any e sampled in the first step, 2’ is distributed as
blind(Z, e), and z is sampled from Z conditioned on z’.

65



Therefore, by Lemma A.2 (“for every” claim), we have from Eq. (21) that
SD(<R*7 I*>27 <R*7 I*>S) < %r [C 7* U]

_ )
= Z %r[c;éa',e—e]
ele([g])
Z I(’;r [blind(z, ) # blind(s,e), e = €]
E'E([g])
= Z GPr [blind(z, e’) # blind(s, e’)] -%r [e =¢€]
ee(12) lemer
Z SD(blind(Z, ¢'), blind(S, €')) - %r [e =¢] (22)
E'E([g])
where ¢, o, e and (z, s) above are sampled as part of G, and Eq. (22) follows by optimality of blind(Z, e)blind(S, e)*.

Since each e; ; in G is distributed as required (because Ilzk is zero-knowledge with error € and the executions
are independent), we get from Eqs. (21) and (22) that

4eN )"/4
deN )
n

Z(0")~! - SD(Hi,z, Hi,s) < Z(0M)™'+ E_[SD(blind(Z, '), blind(S, €))] < <

where the final inequality follows from the fact that Z and S is a pair of good distributions.

A.1 Good Distributions

We recall the good pair of distributions Z and S defined in [LM20], described using multisets, Z and S,
respectively:!”

= j—1 . N _ s
Si= U {(b (T_1)>'be{071} 7b0—.7}7and
Jje{T,T+2,-- ,N}
_ .
Z:={(0", )} v U {(b (%_1» :be{o,1}N,b|0:J}_
Je{T+1,T+3,-- ,N}

The proof that Z and S constitute a pair of good distributions can be found in [LM20, Theorem 3 and
Corollary 1].

B LPKE via Somewhere Extractable NIBARGs

In this section, we recall the definition of somewhere extractable BARGs from the literature, and also define a
variant thereof, which we call honestly somewhere extractable. We prove that somewhere-extractable BARGs
imply (single databased, computationally-) private information retrieval (PIR), which in turn is known
to imply statistically sender-private oblivious transfer and lossy public-key encryption (LPKE) [DMOO00,
PVWO08].

The resulting LPKE suffers from a negligible decryption error, which makes it insufficient for the NISZKA
amplification theorem in Section 4.3. We observe that if the BARGs satisfy honest-somewhere extraction
then the resulting LPKE has a stronger correctness guarantee, which is also sufficient for our amplification
theorem. First, we recall the definition of LPKE.

17A multiset M over a domain 2 is represented as {(x,mz) : © € Q} where m, € N is the multiplicity of the element . The
cardinality of M is then defined as |M| := ] . ms. The probability distribution M induced by M is defined naturally: the
probability of an element z € Q is mg/|M|.
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Definition B.1 (LPKE). A lossy public-key encryption scheme A with message-space M and ciphertext-
space C is a tuple of polynomial-time algorithms (KGen, LGen, E, D) with following syntax:

o (pk,sk) < KGen(1*). The randomised binding-key-generation algorithm, on input a security parameter
A € N, outputs a public-private key-pair (pk,sk). We refer to a public key generated by KGen as a
binding key.

e pk « LGen(1*). The randomised lossy-key-generation algorithm, on input a security parameter X € N,
outputs a public key pk, which we refer to as a lossy key.

e ¢ — E(pk,m). The randomised encryption algorithm takes as input a public key pk and a message
m € M, and outputs a ciphertext c € C.

e m := D(sk,c). The deterministic decryption algorithm takes a secret key sk and a ciphertext c € C as
input and oulputs a message m € M.

We require the following properties from A:

1. Binding public keys are almost-all-keys perfectly correct [DNRO4]. With overwhelming probability
over the choice of binding keys, perfect correctness of decryption must hold. More formally, with
overwhelming probability over (pk, sk) < KGen(1}), for every m e M

Pr  [D(sk,c) #m]=0.

c—E(pk,m)

2. Lossy keys are statistically hiding. For a random lossy key, the distribution of ciphertezts of any two
messages must be statistically close. To be specific, we say that the lossy keys are d-statistically-hiding
if for all mg,mp € M and large enough X\ € N:

SD((pk, E(pk,mo)), (pk, E(pk,m1))) < 6(X),
where pk « LGen(1%).

3. Mode indistinguishability. We require that the binding and lossy keys are computationally indistinguishable.
More formally, for every polynomial-size circuit family A = (Ax),\oy. there is a negligible function p,
such that for all \ € N:

P 1 < Ax(pk)] — P 1« Ax(pk)]| < p(N).
(pk,sk)ePEGen(lf\)[ A(p )] pk<—LG£n(1*)[ A(p )] M( )

Remark B.2 (Weak LPKE as Dual-Mode Commitments). We note that with overwhelming probability
over the choice of a random binding key pk, the encryption algorithm E(pk,-) acts as a perfectly-binding
(non-interactive) commitment, with the random coins used for encryption serving as opening (see [LS19]).
Analogously, over the choice of a random hiding key pk, the encryption algorithm E(pk,-) acts as a perfectly-
hiding (non-interactive) commitment. By mode indistinguishability of LPKE, it follows that LPKE implies
dual-mode commitments. In fact, LPKE implies the stronger notion of DMC where the binding CRS is
extractable via a trapdoor, here, the secret key (see Remark 4.3). Our results in the reverse direction achieving
LPKE from somewhere extractable BARGs (Appendiz B) achieve efficient decryption, and therefore implies
the stronger notion of DMC.

B.1 PIR from Somewhere Extractability

Definition B.3 (Somewhere Extractability). A batch protocol (Gen, TGen, P,V) for a relation R is somewhere
extractable if it satisfies CRS indistinguishability, and if there is a PPT extractor E such that, for every
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polynomial t and polynomial-size circuit family of provers P* = (PX), ., there is a negligible function y such
that for every A e N, t = t()\), and i* € [t]:

Pr  [V(ers®, (z1,...,3:),7) accepts A (zx,w) ¢ R] < p(N),

crs® td,E
where (crs*, td) « TGen(1*,1%,i*), ((x1,...,2¢),m) < P¥(crs*,i*), and w — E(td,i*, crs®, (x1,...,2¢), 7).

Definition B.4 (Single-Database, Computational PIR [KO97]). A one-round, single-database computational
PIR is a tuple of polynomial-time algorithms (Q, D, R) with the following syntax:

o (k,Q) «— Q(1*,£,i). The randomized user query algorithm takes as input a security parameter A € N,
a parameter ¢ € N that represents the length of the database, and a target index i € [¢]. It outputs a
key k and a query Q.

e a:=D(D,Q). The deterministic database answer algorithm takes as input a database D := (D1,...,Dy) €
{0,1}¢ and a query Q and outputs an answer a.

e d:=R(k,a). The deterministic user reconstruct algorithm takes as input the key k and answer a and
outputs a data bit d.

We require the following properties:

1. Correctness of reconstruction. There exists a negligible function p such that for every A € N, £ € poly(A),
database D € {0,1}* and query i € [{]:

P R(k.D(D.Q)) = D;] > 1 — u()).
(k,Q)<—Qr(1k,z,i)[ (k,D(D,Q)) ] ()

2. Succinctness. We say that the PIR is succinct if |a| < £¢ for some ¢ < 1. We say that the PIR is fully
succinct if there exists poly such that |a| < poly(X).

3. Computational user privacy. No efficient adversary can distinguish between user queries on two target
indices. That is, for every polynomial-size circuit family of distinguishers A = {Ax} oy, there is a
negligible function p, such that for all X\ € N, £ € poly(\) and i, j € [¢]

Pr [1<—A\Q)] -

Pr 1 A < u().
(@) Q17 £,3) g T M@ <p)

The PIR scheme constructed from somewhere-extractable NIBARG is described in Fig. B.1. It relies on
the fact that somewhere-extractable NIBARG implies one-way functions (OWFs) , and given a OWF f, we
can define an NP relation

Ry =A{((yo,y1), %) : f(z) =yo v f(z) =y} (23)
that allows sampling an instance along with two witnesses. To be precise, the hard sampler for R invokes
the OWF on two random preimages o and z1, and then outputs the instance (yo := f(x0),y1 := f(z1)).

Theorem B.5 (Somewhere-Extractable NIBARG Implies PIR). If there exists a somewhere-extractable
NIBARG (Gen, TGen,P,V), then the scheme in Fig. B.1 is a one-round, single database PIR. If the size
of BARGs is independent of the number of instances, then the PIR is fully succinct.

Proof Sketch. The construction inherits succinctness of the NIBARG. Whereas, user privacy follows from
its CRS indistinguishability (Definitions 2.24 and B.3). Correctness follows from somewhere extractability
of the NIBARG and one-wayness as argued next. By somewhere extractability, it is guaranteed that with
overwhelming probability the extractor returns some witness of (y; 0, ¥:,1), i.e., some pre-image of y; o or y; 1
under f. One-wayness of f ensures that it returns a witness corresponding to y; p, and not Y B, Indeed,
since Q generates the NIBARG proof based only on the witness/pre-image ; p,, it is oblivious of the other
witnesses z; 5. . As a result, the extractor outputting z, p, is tantamount to breaking f’s one-wayness. [
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PIR scheme (Q, D, R), built using a somewhere-extractable NIBARG (Gen, TGen, P, V) with extractor E,
and hard sampler for the relation Ry from Eq. (23).

(k, Q) < Q(1*, 4,4)

1. Use the hard sampler for Ry to generate ¢ instance-witness pairs

q:=(((y1,0,y1.1), 21,0, 1,1), - - -, (Ye,0, Ye,1): Te,0, Te,1)).

2. Use TGen to sample a CRS with trapdoor set up at index i: (crs*, td) < TGen(1*,1%,4).

w

. Output ((7, td, (crs*, q)), (crs*, q)).
a:=D(D,Q)

1. Run the batch prover on witnesses determined by D:

7« P(ers™, (y1,0,91,1)5 - -+ (Ye,0,96,1)), (T1,D,5 - -+ T, D, ))-

[\

. Output 7.

d:=R(k,a)
1. Halt without output if the BARG verifier rejects, i.e., V(ers®, (y1,0,¥1,1)s - - - (Ye,0,Ye1), 7)) = 0.
2. Use BARG extractor to extract witness at i: w « E(td, 1, ers®, ((y1,0,¥1,1),-- -, (Ye,0,Ye,1)), ™), and

set
de {0 if f(w) =wio

1 otherwise.

w

. Output d.

Figure B.1: PIR scheme (Q,D,R).
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B.2 Honest Somewhere Extractability

Definition B.6 (Honest Somewhere Extractability). A batch protocol (Gen, TGen, P, V) for a relation R is
honestly somewhere extractable if it satisfies CRS indistinguishability, and if there is a PPT extractor E
such that, for every Ae N, t =t(X\), (x1,w1),..., (2, we) € R and i* € [t]:

Pr  [w;x # w] =0,

crs® td,E
where (crs*, td) < TGen(1*,1*,i*), m « P(crs*, (w1, w1), . .., (z¢,wy)), andw « E(td,i*, crs*, (z1, ..., 2¢), 7).

Remark B.7. We can in fact further weaken the above requirement, asking for perfect correctness for almost
any CRS. Namely, that with overwhelming probability over the choice of CRS, extraction is perfect.

Going back to the construction if Fig. B.1, in case the BARG satisfies honest somewhere extractability
(Definition B.6), then the construction satisfies perfect correctness of reconstruction. Indeed, the NIBARG
proof generated by Q is honest, the extractor is guaranteed to return the actual witness used at position i,
which is z; p,.
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