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The more the merrier! On the complexity of finding multicollisions,
with connections to codes and lattices

Huck Bennett* Surendra Ghentiyala Noah Stephens-Davidowitz*

Abstract

We study the problem of finding multicollisions, that is, the total search problem in which the
input is a function C : [A] — [B] (represented as a circuit) and the goal is to find L < [A/B] distinct
elements z1,...,2r € A such that C(x1) = --- = C(z1). The associated complexity classes Polynomial
Multi-Pigeonhole Principle ((A, B)-PMPPY) consist of all problems that reduce to this problem.

We show close connections between (A, B)-PMPPY and many celebrated upper bounds on the minimum
distance of a code or lattice (and on the list-decoding radius). In particular, we show that the associated
computational problems (i.e., the problem of finding distinct codewords or lattice points that lie in a
certain small ball) are in (A, B)-PMPP%, with a more-or-less smooth tradeoff between the distance and
the parameters A, B, and L. These connections are particularly rich in the case of codes, in which case
we show that multiple incomparable bounds on the minimum distance lie in seemingly incomparable
complexity classes. Surprisingly, we also show that some bounds on the minimum distance are actually
complete for these classes (for codes represented by arbitrary circuits).

We go on to study (A4, B)-PM PPL as an interesting family of complexity classes in their own right,
and we uncover a rich structure. We first show that techniques that were recently developed in the
cryptographic literature on multicollision-resistant hash functions can be applied in our setting. Specifically,
we show inclusions of the form (A, B)-PMPPY C (A, B')-PMPPL' for certain non-trivial parameters,
black-box separations between such classes in different parameter regimes, and a non-black-box proof
that (A, B)-PMPP® ¢ FP if (A’,B’)—PMPPLI € FP for yet another parameter regime. We also show
that (A, B)-PM PPZ lies in the recently introduced complexity class Polynomial Long Choice for some
parameters.
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1 Introduction

We are interested in the following computational search problem: given as input a circuit C : [A] — [B], the
goal is to find L > 2 distinct input values z1, 3, ...,z such that C(z1) = C(z2) = --- = C(x ). Notice that,
by the (generalized) pigeonhole principle, this problem is total if (and only if) the size A of the domain of C
and the size B of its range satisfy L < [A/B]. We will focus on the regime in which the problem is total.

In the special case when L = 2 and A = B +1," this is the canonical complete problem for the Polynomial
Pigeonhole Principle complexity class (PPP).? This class was introduced by Papadimitriou in his celebrated
work studying problems in TFNP (i.e., total search problems in FNP) [Pap94]. Since then, the class PPP
has been of great interest because it is known to contain many important computational problems, such
as the problem of breaking a cryptographic collision-resistant hash function, the problem of breaking a
one-way permutation, factoring (under randomized reductions) [Jer16], the problem of finding a vector in a
lattice within Minkowski’s bound (in the £, norm, though see below) [BJP*19], and many more problems of
interest [SZZ18, BFH'23].

Because of its relationship with the pigeonhole principle, we call this problem Pigeon. (Papadimitriou
originally used this name for the special case when L = 2 [Pap94].) In fact, we get a family of problems
(4, B)—PigeonL , parameterized by the input size A, the output size B, and the number of colliding inputs
L < [A/B] that we must find. Accordingly, we define the complexity class (A4, B)-PMPP* as the set of all
search problems that have a polynomial-time (Karp) reduction to (A, B)-Pigeon”.?

In the complexity-theoretic literature, there is very little work on Pigeon for L > 2 (although we note
Sotikari’s thesis [Sot20, Section 4.5] as foundational work in this direction; and see also Section 1.2). On the
other hand, there is an exciting line of work in the cryptographic literature studying multicollision-resistant
hash functions [Jou04, NSO7, YW07, BDRV18, BKP18, KNY18, Sot20, RV22]. From our perspective, one
can think of such works as studying the average-case complexity of the Pigeon problem (under efficiently
sampleable distributions of circuits C). However, even these works have been rather limited, primarily focusing
on the case when L is constant and when log A 2 2log B.

1.1 Our results

In this work, we study the family of complexity classes (A, B)—PMPPL for a wide range of parameters A, B,
and L. We show a number of fundamental results about these classes, which are as follows.

1.1.1 Connections between coding and lattice problems and PMPP

Our first set of results is a number of connections between PMPP and computational search problems related

to error-correcting codes and lattices.*

Coding problems and PMPP. Recall that a ¢g-ary code with messages of length £, block length n, and
distance d is a function C : ]FZ — Fy such that

d= min A(C(x1),C(x2)),

T1£T2

where A is the Hamming distance, i.e., the number of entries in which two elements in Fy differ. For our
purposes, we think of C as an arbitrary circuit with size poly(n, k,log ¢). (Much of the literature is concerned

1See Section 2 for discussion of what we mean by a circuit with input size A and output size B when A and B are not
necessarily powers of 2.

2When L = 2 and A/B > 1 + 1/ poly(n), one obtains the canonical complete problem for Polynomial Weak Pigeonhole
Principle complexity class (PWPP). We will say much more about this distinction later. Here, we are deliberately conflating the
two classes.

3To define PMPP formally, A and B should be functions of some asymptotic parameter n, and L might also be a function of
n. But, we mostly ignore this issue in the introduction for simplicity.

4In fact, the authors were not originally interested in Pigeon or PMPP. Rather, the authors were interested in the complexity
of these coding and lattice problems, and were quite surprised to discover so many links to multicollisions.



with the special case when C is a linear function, in which case the code is called a linear code. We discuss
our choice of definition more in Section 1.4.)

The most fundamental question in coding theory is to find the largest possible value of d for fixed n, k,
and g. Many beautiful upper bounds on d are known in terms of n, k, and q.

We define the (n, k, d)4-Short Distance Problem ((n, k, d),-SDP) as the computational search problem
in which the input is a circuit C : ]F’; — F7 and the goal is to find @; # @2 such that A(C(x,),C(x2)) < d.°
Notice that (n,k,d),-SDP is total if and only if all g-ary codes with message length k& and block length n
have distance at most d. So, upper bounds on the minimum distance of a code correspond to proofs of
totality of SDP. It is therefore natural to ask about the complexity of (n, k, d),-SDP for a given upper bound
d = d(n,k,q) on the minimum distance of a g-ary code with block length n and message length k.

We show that many of the celebrated bounds of this form yield versions of SDP that are in different versions
of PMPP, including the Singleton bound [Sin64], the Hamming bound [Ham50], the Plotkin bound [Plo60],
and the Elias-Bassalygo bound [Bas65]. In fact, we show a smooth tradeoff. Specifically, we show that one
can obtain larger values of d by increasing L or decreasing A (while holding B fixed and maintaining totality).
In particular, we show that SDP is in PWPP for distances d above the Hamming bound.

Furthermore, we show that finding any pair of codewords within distance (1/2 — ¢)n is PWPP-hard for
arbitrary codes. Note that the problem with relative distance larger than 1/2 is trivial, so this hardness
is essentially tight. For codes in systematic form, we show PWPP-hardness for all distances below the
Plotkin bound. (See Section 1.4 for a discussion about the distinction.) Indeed, there is a large overlap in
these parameter regimes, so that in a large range of parameters we show that SDP is PWPP-complete! We
summarize these results for binary codes in Figure 1.

We also show analogous results for the problem of finding many codewords that all lie in a small ball,
which corresponds to bounds on list decoding. Indeed, we show that list-decoding generalizations of the
Hamming bound and the Singleton bound lie in PMPP and are actually hard for this problem as well in
certain parameter regimes. (These results are significantly more subtle than the L = 2 case, since for L > 2,
the complexity of (A, B)—PigeonL seems to vary quite a bit with the parameters, whereas for L = 2, the
parameters A and B matter much less.)

In fact, even for L = 2, our results (shown in Figure 1) are novel. Our completeness results in particular
add SDP with various parameters to the rather short list of problems that are known be hard for PWPP.
(This might even be viewed as resolving a coding-theoretic analogue of the conjecture that Minkowski’s bound
is PPP-complete [BJP*19)].)

Lattice problems and PMPP. We next show similar results for computational lattice problems.
Recall that a lattice is the set of all integer linear combinations of n linearly independent basis vectors
B=(by,...,b,) €Z", ie.,

L=LB)={z1b1+ - +2,b, : z,€Z}.

A fundamental question about lattices asks when there must exist a non-zero lattice point y € L such that
llyllx < r, where || - ||k is some norm of interest and r is some bound.
Minkowski’s celebrated theorem [Min10] tells us that such a y is guaranteed to exist when

r < 2det(£)Y™/ vol(K)Y/™

where det(L£) := |det(B)| is the lattice determinant and K is the unit ball of the norm | - ||x. The
corresponding computational problem Minkowskiy is the search problem in which the input is a basis B for
a lattice, and the goal is to output a non-zero vector y € L such that

lyllxc < 2det(£)"/"/ vol(K)!/™ .

5The problem of finding 1 # @2 that minimizes A(C(z1),C(x2)) for the given input C is called the Minimum Distance
Problem (MDP), and it is known to be NP-hard. One is often interested only in the important special case in which C computes
a linear function over Fy, but we stick to this more general setting because many of our results still apply even for arbitrary
codes.
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Figure 1: Two plots showing the complexity of the problem of finding two codewords within relative distance
§ :=d/n in a code with rate R := k/n for binary codes (represented by circuits). The shaded red region
represents PWPP-hardness. (The entire top figure is shaded red.) The shaded blue region represents
containment in PWPP. The region of overlap therefore represents regimes where the problem is PWPP-
complete. The area covered with green dashed diagonal lines represents problems in PMPPL for some L > 2.
The top figure is for arbitrary (binary) codes represented by arbitrary circuits, while the bottom figure is
for (binary) codes in systematic form, for which our hardness results are a bit weaker. (See Section 1.4 for
discussion of systematic form and how we define codes in this context.)



This problem is quite important in cryptography, particularly in the 5 norm. In the special case of the £,
norm, it is known that Minkowski,, € PPP, and Ban, Jain, Papadimitriou, Psomas, and Rubinstein [BJP*19)
conjectured that Minkowski., is actually PPP-complete. (This conjecture remains open.)

We study the more general problem of finding y € £¢ with

lyllp < vdet(L)™,

where
lyllp = ([g2]P + - + [yal?) /P

is the ¢, norm. This problem is known as the y-Hermite Shortest Vector Problem (v-HSVP,), and it is
very important for cryptography and very well studied in a wide range of parameters v [LLL82, Sch&7,
GN08, MW16, ALS21], particularly for p = 2. The case v = 2/ vol(B;})l/” corresponds to Minkowski,,, where
By is the unit £, ball. However, Minkowski’s bound is not tight (except in the /o, norm). For example,
Blichfeldt improved on Minkowski’s celebrated theorem in the /5 norm, proving that v-HSVPj is total when
v < V2/vol(By)Y/™ [Bi29].0

Perhaps surprisingly, we show that 4-HSVP, € (A, B)-PMPP® for v ~ v/2/ vol(B%)'/™ and appropriate
choices of A, B, and L. In fact, we show a smooth tradeoff between the Hermite factor « and the parameters
A, B, and L, showing that one can obtain shorter vectors by either increasing L or decreasing the ratio
between A and B (while maintaining totality). A similar story holds for £, norms more generally. (The result
below makes sense when « and L are constants. Our more general result works for superconstant « and L,
but the statement is rather technical because of the subtle relationship between the dimension n and the
parameters «, B, and L.)

Theorem 1.1 (Informal; see Corollary 4.2). For any constant integer p > 1, v-HSVP,, € (aB,B)—PMPPL

for
v S dy(Lyn)a /™ - vol(BE) ™t

where 1 < d,(L,n) < 2 is a particular function that is decreasing in the parameter L.

1.1.2 Containments between different classes

We next study containments between these PMPP classes with different parameters A, B, and L, and other
classes of interest in TFNP.

Recall that the celebrated Merkle-Damgard construction [Mer89, Dam89] shows that the ratio of the input
size A to the output size B of a circuit essentially does not matter in the special case when L = 2, since one
can efficiently reduce from the problem of finding a single collision (i.e., L = 2) in a barely compressing circuit
C:A— Bwith A= (1+1/poly(log B))B to the (seemingly much easier) problem of finding a single collision
in a much more compressing circuit C’ : A’ — B with log A’ = log(B)¢ for any constant C' > 1. In our
terminology, ((1+ 1/ poly(log B)), B)-PMPP? = (2°¢” B B).PMPP?. This surprising collapse of complexity
classes is known as domain extension, and it has innumerable applications in cryptography and complexity
theory.”

Already in 2004, it was noticed by Joux that Merkle and Damgard’s elegant domain extension technique
does not seem to work for L > 2 [Jou04]. So, it appears that for L > 2, the relationship between A and B

6We note that Blichfeldt proved two distinct relevant theorems in this context, which might easily confuse the reader. So, we
endeavor to clarify here. The theorem commonly referred to as “Blichfeldt’s theorem” says that any measurable set S C R"
with vol(S) > det(L) is guaranteed to contain two points @1, x2 € S with 1 # @2 such that &1 — 2 € L. This theorem is
often discussed in the context of total lattice problems because it can be used to prove Minkowski’s theorem. In fact, Sotikari,
Zampetakis, and Zirdelis introduced a related computational problem that they called BLICHFELDT (in which the set S
is represented implicitly by a circuit), and they showed that BLICHFELDT is actually PPP-complete. It is not clear how
BLICHFELDT is related to v-HSVP for v & v/2/ vol(BZ)/™.

7 Admittedly, we are deliberately conflating the distinction between the problem of breaking a cryptographic hash function
(which is what Merkle and Damgard actually studied) and the problem of finding a collision in an arbitrary worst-case circuit.
All of the above statements hold in both cases.



(i.e., how “compressing” the circuit C is) might matter quite a bit. This suggests a surprising fundamental
difference between the case L = 2 and the case when L > 2.

However, we show two (rather weak) notions of domain extension that still work in the setting of
multicollisions. The first such result follows by analyzing the Merkle-Damgard construction in this setting
and showing that it does achieve something, albeit with a large loss in parameters. The second result shows a
more sophisticated reduction (using Merkle trees together with list-recoverable codes) that is better than the
Merkle-Damgard-based reduction in the regime where A is very large compared to B. The latter result can be
thought of as a translation into our setting of a beautiful result due to Bitanski, Kalai, and Paneth [BKP18]
in the setting of multicollision-resistant hash functions. (In fact, the proof is substantially simpler in our
setting than in that of [BKP18], since we do not have to worry about the many additional issues that arise in
the average-case setting.)

Together, these results show that it is possible to reduce the problem of finding multicollisions in a less
compressing function to the problem of finding multicollisions in a more compressing function, but at the
expense of a large loss in the number of collisions found.

Theorem 1.2 (Informal; see Section 5). Form > a > b,
(2¢,2%)-PMPPL" C (2, 2)-PMPPL

for L' ~ L(a=b)/(m=b)
Foranyr>2, any k> 1, and any L,

(2°7,2%)-PMPPM’ C (2v7% 2v)-pMPPY

under randomized reductions, for
M ~ Mlog r/(2log r+log k+log(M)/2)

We also show that the class PMPP is contained in the complexity class Polynomial Long Choice (PLC),
recently introduced in [PPY23], for choices of the parameters A, B, and L. In fact, we show a reduction
to the Unary Long Choice problem. (This result was recently independently discovered in [JLRX24]. See
Section 1.2.) This strengthens a result of Pasarkar, Yannakakis, and Papadimitriou [PPY23], who showed
that PWPP C PLC.

Theorem 1.3 (Informal; see Section 5.3). For any L < n,

(2", 2" E)-PMPP* C PLC

1.1.3 Black-box separations (and a non-black-box non-separation)

Our final set of results concerns black-box separations between (A, B)-PM PPL for different values of A,
B, and L, which suggest that it might be hard to prove stronger containments than what we show above.
We note that recent independent work of Jain, Li, Robere, and Xun [JLRX24] showed exciting black-box
separations of this form. While our results are formally incomparable to theirs, we believe that the results of
[JLRX24] are more interesting than our own. (See Section 1.2.)

The starting point for our results is a beautiful idea due to Komargodski, Naor, and Yogev for separating
(27, 2"/2)-PMPP" from (2", 2"/2)-PMPPL/ for any constants L # L’ (particularly in the average-case setting
relevant to cryptography). Unfortunately, however, their proof had a subtle bug that does not seem easy to
fix [KY23].

We show two different black-box separations, which can be seen as partial evidence that domain extension
and range compression are not possible when L > 2. However, we note that our black-box separations are
rather weak, since they only rule out rather fine-grained black-box reductions between the classes.

Finally, we show that a very clever non-black-box proof due to Rothblum and Vasudevan [RV22] extends
to our setting. In particular, Rothblum and Vasudevan show, using non-black-box techniques, that the
existence of a certain sufficiently strong multicollision-resistant hash function implies the existence of a
collision-resistant hash function. We prove an analogue of their result in our different (worst-case) setting.

As these results are rather technical, we refer the reader to Sections 6 and 7 for the details.



1.2 Comparison with Jain, Li, Robere, and Xun

Recent work by Jain, Li, Robere, and Xun [JLRX24] also defines and studies the computational problem
(A, B)-Pigeon” and the associated complexity class (4, B)-PMPP’ (with slightly different notation). (They
also define additional classes that correspond to the union of (A, B)-PM PPL over different parameters A, B,
and L.) [JLRX24] is concurrent with and independent of this work. Here, we provide a brief comparison of
their work with ours.

Both the present work and [JLRX24] define multi-collision classes and study relationships between them.
At a high level, [JLRX24| has morally stronger (although formally incomparable) results on the structural
complexity of these classes, whereas a large part of the present work focuses on showing containment and
hardness of coding and lattice problems with respect to these classes (which [JLRX24] does not study at all).
Not surprisingly, the two works also have many results with no analogue in the other.

In terms of structural complexity, [JLRX24] contains exciting black-box separation results, which, although
formally incomparable to ours, we think of as stronger. In particular, [JLRX24] are essentially able to black-

box separate (A, B)-PMPP from (A’, B’)—PMPPL, for any constants L # L’ and any (reasonable) A, B, A’
and B’. They also show black-box separations between PMPP and other interesting complexity classes in
TFNP, and in particular show a black-box separation between the Ramsey problem and PMPP. We refer the
reader to [JLRX24] for the technical details.

[JLRX24] also studies the relationship between PLC and PMPP. Indeed, they prove a result that is
essentially identical to our Theorem 1.3, which shows that PMPP C PLC for certain parameters. (Formally,
our technical result in Theorem 5.8 is more general than the analogous result in [JLRX24], but it is clear
that the proof in [JLRX24] yields the more general result as well.) In addition, they show a containment
in the other direction, that PLC C PMPP, albeit for different parameters. Finally, [JLRX24] shows that an
interesting problem in TFBQP is in PMPP.

In this work, we study the relationship of PMPP with coding and lattice problems (Sections 3 and 4),
Merkle-Damgard-style reductions between PMPP with different parameters (Section 5), and a non-block-box
non-separation in the style of [RV22] (Section 7). These topics are not studied in [JLRX24].

1.3 Other related work

Our work lies at the intersection of a number of different areas, and there is therefore much related work to
discuss in addition to [JLRX24]. Here, we focus on how this prior work relates to our work.

Literature on multicollisions.  There is quite a bit of prior work in the cryptography literature on
multicollision-resistant hash functions. In our terminology, a multicollision-resistant hash function is some
efficiently sampleable distribution of instances of (A, B)-Pigeon” (i.e., circuits C : [A] — [B]) that are actually
hard (i.e., that cannot be solved by polynomial-time algorithms with non-negligible probability). A survey
of this literature is beyond the scope of this work. Broadly speaking, these works have been concerned
with (1) understanding the relationship between collision resistance and multicollision resistance; (2) finding
applications of multicollision-resistant hash functions; and (3) building multicollision-resistant hash functions
from various cryptographic hardness assumptions.

Many of the techniques that we use to understand the relationship between (A, B)-Pigeon” in different
parameter regimes are directly inspired by this cryptographic literature. In particular, our inclusion based on
Merkle trees and list-recoverable codes is a direct adaption of Bitanski, Kalai, and Paneth’s construction
from the cryptographic setting to our setting [BKP18]; our black-box separations are inspired by [KNY18];
and our non-black-box non-separation is a direct adaptation of Rothblum and Vasudevan’s proof from the
cryptographic setting to our setting [RV22].

In contrast, there is very little prior work in the worst-case setting. To our knowledge, the only works that
consider the worst-case complexity of finding multicollisions are Komargodski, Naor, and Yogev [KNY18] and
Sotikari [Sot20] (though see Section 1.2). In both of these works, the worst-case complexity of (A, B)-Pigeon”™
is not the primary focus, but both do define the special cases of the complexity class (4, B)-PM PPL, when



A = B? (specifically, A = 22" and B = 2") and L is a constant. This is a natural setting of parameters, but
we show interesting results in other parameter regimes as well.

Sotikari in particular shows a complete problem for PMPP that is similar to the PPP-complete and PWPP-
complete problems from [SZZ18]. In particular, Sotikari’s PMPP-complete problem bears some resemblance to
certain lattice and coding problems, though the relationship is unclear. We refer the reader to [SZZ18, Sot20]
for more.

Komargodski, Naor, and Yogev claimed a black-box separation between (227, 2”)—PMPPL and (22",2")-

PMPP’ for any constants L' < L, but their elegant proof contained a subtle bug in their proof that has not
been fixed [KY23]. Our black-box separations use similar ideas but are weaker than what they originally
claimed.

Literature on PPP and PWPP. In contrast, there is much literature studying the complexity classes
PPP and PWPP, which correspond to the special case of PMPP when L = 2 (in different parameter regimes).
These classes were introduced by Papadimitriou in his seminal work [Pap94]. Since then, many problems of
interest have been shown to be contained in either PWPP or PPP [Jeif16, BJPT19, SZZ18, BFH23]. Until
recently, only a small handful of problems are known to be complete for PPP or PWPP. However, Bourneuf,
Folwarczny, Hubécek, Rosen, and Schwartzbach recently showed a number of problems arising from extremal
combinatorics that are complete for either PPP or PWPP [BFHT23].

There has also been some literature concerned with generalizing PPP and PWPP to classes other than
PMPP. In particular, Pasarkar, Papadimitriou, and Yannakakis [PPY23] recently introduced the class
Polynomial Long Choice (PLC), which can be thought of as corresponding to the generalization of the
pigeonhole principle obtained by iterating the pigeonhole principle many times.

The complexity of total lattice problems. The complexity of Minkowski’s bound and HSVP more
generally is quite well studied, particularly in the ¢, norm and the ¢ norm. In particular, algorithms for
HSVP; play a very important role in lattice-based cryptography, and algorithms for HSVP with different
approximation factors are a very active area of research [LLL82, Sch87, GN08, MW16, ALS21]. Some of
these algorithms can be viewed as constructive proofs of classical results about the minimum distance of
a lattice relative to the determinant. (For example, the celebrated LLL algorithm gives a constructive
proof of Hermite’s bound [LLL82], and the slide reduction algorithm gives a constructive proof of Mordell’s
inequality [GNOS].)

Finding a vector within Minkowski’s bound in the ¢, norm is considered one of the most important
problems in the complexity class PPP. In particular, Ban, Jain, Papadimitriou, Psomas, and Rubinstein
showed that some of the most important problems in PPP can be reduced to this problem, and they conjectured
that it is PPP-complete [BJPT19]. Sotikari, Zampetakis, and Zirdelis further investigated the relationship
between lattice problems, PPP, and PWPP, showing two problems related to lattices that are PPP-complete
and PWPP-complete respectively [SZZ18].

The complexity of total coding problems. To our knowledge, much less is known about the complexity
of total problems that arise in coding theory. Instead, much work has focused on the ~y-approzimate Minimum
Distance Problem (y-MDP), in which the input is a linear code and the goal is to output a pair of distinct
codewords c¢1, ¢y such that the distance between them is within a factor v of the minimum distance of the
input code (or, since the code is linear, one can equivalently output a non-zero codeword with nearly minimal
Hamming weight). This problem is known to be NP-hard [Var97], even to approximate [DMS03]. In contrast,
we are interested in the problem of finding distinct codewords ¢y, co that are within distance d, where d
depends only on the message length k& and block size n of the code (and not on the minimum distance). We
are particularly interested in the total regime, where such problems are unlikely to be NP-hard.

To our knowledge, the only direct work in this area is a beautiful paper by Debris-Alazard, Ducas, and
van Woerden [DDv22], which showed an LLL-like algorithm for linear codes that efficiently finds codewords
within the Griesmer bound [Gri60] (which only applies to linear codes).



1.4 A note on “codes” represented by circuits, injectivity, and systematic form

The coding theory results in this paper are concerned with the problem of finding close codewords (or many
codewords that lie in a relative small ball) in a “code” represented by an arbitrary circuit C : IF’; — Fy
with size poly(n, k,logq). It is far more common in the literature to consider linear codes represented by a
generator matrix (or, equivalently, an invertible circuit with linear gates). (Sometimes when arbitrary codes
are considered in the literature, the code is simply represented by listing all ¢* points, while we represent our
codes succinctly.)

Whether one should really think of a generic circuit C : IF’; — Fy as representing a “code” is not so clear.
In particular, such a circuit might not be injective, i.e., there might be distinct “messages” 1, s € IF’; that
map to the same “codeword” C(x;) = C(x2). (And, there is likely no way to efficiently determine whether
such a circuit is injective. Indeed, determining this is coNP-complete.) But, we find the coding-theoretic
perspective to be quite useful. In particular, the notion of the distance of a code still makes sense with this
slightly more general definition, and the bounds on the distance that we discuss in this paper still apply.
Indeed, much of coding theory still makes sense if we treat such degenerate, non-injective codes simply as
“codes with distance 0,” and standard bounds in coding theory, such as the Singleton and Hamming bounds,
still apply. (These coding theory bounds guarantee near collisions in such general circuits C.)

Of course, it is not an issue, and actually a strength that our upper bounds apply to such general “codes.”
Indeed, any upper bound that applies in the more general case when “codes” are represented by arbitrary
circuits certainly applies to the special case of injective circuits or the even more special (and quite important)
case of linear codes.

For our lower bounds, however, this can be viewed as a major flaw in our model. Therefore, we prove our
hardness results in two different settings.

In the first “generic” setting, we show hardness for “codes” represented by arbitrary circuits C : [¢]* — [q]",
which are not necessarily injective. One may argue that these reductions are rather artificial, in that the
reductions produce “codes” C such that A(C(x;),C(x;)) is either zero or strictly larger than d, where d is the
bound on the distance needed to solve the associated coding problem. So, these reductions rely quite heavily
on this rather strange definition of a code.

In the “systematic” setting, our codes C : [¢]* — [¢]™ are in systematic form, in the sense that the first &
characters of C(x) are simply x itself. Such circuits are clearly injective, and therefore this setting is much
less artificial. However, in this setting, we achieve weaker parameters. In particular, we show completeness
for a very wide range of parameters in the “generic” setting, but for a more narrow range in the “systematic”
setting. (See Figure 1.)

1.5 Open problems

We leave a number of interesting open problems. Here, we mention some of them.

Complexity of coding and lattice problems. We place the computational problems associated with
a number of fundamental bounds on the minimum distance of a code in PMPP. However, we were unable
to say anything non-trivial about the complexity of Delsarte’s linear programming bound [Del73] and the
closely related MRRW bound(s) [MRRW77], which are the best known bounds in a number of interested
parameter regimes. The associated computational problems are, by definition, in TFNP, but we do not know
any natural subclass of TFNP that contains these problems.

Similarly, the best known bound on the minimum distance in the ¢ norm of a lattice relative to the
determinant is the celebrated bound due to Kabatjanskil and Levenstein [KL78] (which is better than
Blichfeldt’s [Bli29] by a factor of roughly 2'/1°). The problem of finding a vector within the Kabatjanskii and
Levenstein is again, by definition, in TFNP, but we do not know any natural subclass of TENP that contains
this problem.

In a different direction, we show hardness of various total coding problems (and even completeness in
some regimes), but only for codes represented by circuits. It would be very exciting to show hardness results



of total problems on linear codes (represented, e.g., by generator matrices), since these are the more standard
problems. (The analogous question for lattices was already asked in [BJPT19].)

Better understanding of PMPP across different regimes.  The first question that comes to mind
about the complexity classes (A, B)—PMPPL is, of course, “how do these classes relate to each other across
different parameter regimes?” In the case when L = 2, it has long been known that the relationship between
A and B does not matter much, with, e.g.,

((1 4 1/ poly(n)) - 2", 2™)-PMPP? = ((2"*Pelv(n) om) pMPP? = PWPP .

For L > 2, it seems unlikely that a similar result holds. We instead describe a rich and rather complicated
set of inclusions (and non-black-box relationships) among these classes, as well as black-box separations.

However, we have no evidence that these results are tight. One would ideally like to show black-
box separations and inclusions that are tight with one another. (Or, alternatively, one might hope to
prove non-trivial equalities (A4, B)-PMPP* = (A’, B')-PMPP”" like what we know in the case of L =
L’ = 2.) The analogous average-case question has been the topic of much research in the cryptography
literature [Jou04, NS07, YW07, BDRV18, BKP18, KNY18, Sot20, RV22], but to the authors’ knowledge the
worst-case setting was barely explored before this work and the (concurrent and independent) work of Jain,
Li, Robere, and Xun [JLRX24].
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2 Preliminaries

We will denote vectors by boldface letters like @, y, z. For an n-coordinate vector = (x1,...,2,) and
1 <i<j<n,wedefine x| j) := (z4,...,2;) to denote the restriction of  to its ith coordinate through jth
coordinate. For a positive integer ¢, we define [¢] := {1,...,q}.

For convenience, we define a circuit C : [A] — [B] for A, B € Z* (i.e., a circuit with domain and range
sizes that are not necessarily powers of two) as a Boolean circuit C’ : {0,1}* — {0, 1} with a := [log,(4)]
input bits and b := [log,(B)] outputs bits, where inputs = corresponding to integers greater than A and
outputs y corresponding to integers greater than B are ignored. We similarly define circuits with [¢]", Fy,
[A1] x [Ag], Fy x [A], etc., as their domain or range, noting that in each case there is a simple efficiently
computable bijection between such domains and ranges and sets [A] and [B].

We will need to use the following quantity in many different places.

Definition 2.1. Let e > 0 and N > 2 be an integer and let X = (A, A) be a metric space on the set A with
metric A. We define

dx(e,N):= sup  minA(v;,v;)
Y01, , UN EA 1FE]
A(y,vi)<e

to be the smallest distance d so that any N points in a ball of radius e must contain a pair within distance d.

2.1 Coding basics

We use ||z||p to denote the Hamming weight (i.e., number of non-zeroes) in a vector x, and
Hoy.r) = {@ € F < oo < 1)

to denote the Hamming ball in Fy of radius 7 centered at y. We define

VA = 0,0 = Yla— 1) (”)

y (3
=0



to be the volume (i.e., cardinality) of such a Hamming ball. (The volume of Hamming balls is shift-invariant,
and so does not depend on the center y of the ball.)
We next define list decodability.

Definition 2.2. For k,n,r, N € Z™", a code specified as a circuit C : IF’; — [y, is (r, N)-list decodable if for
ally €F2, [{z:C(x) € H2 (y,7)}| < N.

That is, a code (r, N)-list decodable if there are at most N code words in C in any radius-r Hamming ball
in F7.
a

2.2 Computational problems and complexity classes

A search problem is specified by a binary relation P : {0,1}* x {0,1}* — {0,1}, where P(x,y) =1 if and
only if “y is a valid output on input x.” A search problem P is total if for every @ € {0,1}* there exists
y € {0,1}* such that P(x,y) = 1. An algorithm solves a total search problem P if on input « it (always)
outputs y such that P(x,y) = 1.

We will use the notion of Karp reductions between search problems.

Definition 2.3. A deterministic Karp reduction from a search problem P to a search problem Q is a pair of
deterministic polynomial-time algorithms R, S with the following properties.

1. Given an instance Ip of P, R(Ip) outputs an instance of I of Q.
2. Given any valid solution sq to Ig :== R(Ip), S(Ip,sq) outputs a valid solution sp for Ip.

For convenience, we often describe our Karp reductions simply as algorithms A for problem P that work
with an oracle for problem ) and make a single oracle call. Notice that this is equivalent, as one can always
define R(Ip) to be the oracle call made by A9 and S(Ip,sq) to be the output of A® when the response of
the oracle is replaced by sq.

We now define the central computational problem that we study in this paper.

Definition 2.4 (Pigeon). For integers A > B > 1 and L > 2, the problem (A, B)-Pigeon” is defined as
follows. The input is a circuit C : [A] — [B]. The goal is to output distinct x1,...,xr € [A] such that
Cla1) = - = Clar).

Notice that (A, B)-Pigeon” is a total search problem if (and only if) L < [A/B]. And, in this work, we
are only interested in this case. The problem PigeonABL is naturally associated with a family of complexity
classes, which we now define.

Definition 2.5 (PMPP). For functions A := A(v), B := B(v), and L := L(v), the complezity class (A, B, L)-
Polynomial Multi-Pigeonhole Principle ((A, B)—PMPPL) is defined as the set of all search problems P such
that there is a Karp reduction from P to (A(v), B(v))-Pigeon™™ for some v.

We often abuse notation by leaving out the parameter v, by writing two of the parameters as functions of
the other (e.g., (A, \/Z)—PMPPlog A), or by using asymptotic notation to implicitly quantify over functions
A(v), B(v), and L(v) (e.g., (poly(B), B)-PMpPpreylee5))

The special case of L = 2 is particularly important, and it is well studied. In particular, in [Pap94],
Papadimitriou defined the following two classes.

Definition 2.6 (PWPP and PPP). Polynomial Pigeonhole Principle (PPP) is the set of all search problems
P such that there is a Karp reduction from P to (2¥,2" — 1)—Pige0n2 for some v. Equivalently, PPP =
(2v,2Y —1)-PMPP? 8

Polynomial Weak Pigeonhole Principle (PWPP) is the set of all search problems P such that there is a
Karp reduction from P to (2011, 27)-Pigeon® for some v. Equivalently, PWPP = (2v+1 2v)-PMPP2,

8PPP is typically defined slightly differently. In particular, PPP is typically defined as the class of problems that are reducible
to the problem in which the input is a circuit C : [2] — [2Y] and the goal is either to find € [2¥] such that C(xz) = 0, or to find
two distinct elements 1, z2 € [2V] such that C(z1) = C(z2). However, there are simple Karp reductions between this problem
and (27,2Y — 1)-Pigeon?. So, this definition is equivalent.
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We note that because of Merkle-Damgard domain extension [Mer89, Dam®&9], the class PWPP is actually
quite flexible. In particular, we obtain an equivalent definition if we replace A = 2v*! and B = 2V in the
above definition by any of a wide range of parameters.

Theorem 2.7. For any A := A(B) with (1+ 1/poly(log B))- B < A < Brovy(og B),
(A, B)-PMPP? = PWPP .
A roughly similar result holds for PPP.
Theorem 2.8. For any A := A(B) with B < A < B+ poly(log B),

(A, B)-PMPP? = PPP .

We will also be interested in the following relatively new total search problems and the associated
complexity class defined in [PPY23]. In particular, [PPY23] shows that this class contains PPP as well as
many important problems related to extremal combinatorics.

Definition 2.9 (LongChoice and UnaryLongChoice). The LongChoice problem is the following: There is
a universe U of 2™ objects, represented by 2™ n-bit strings. We are given a sequence of n — 1 circuits
Py,...,P,_a, each of poly(n) size, such that P; has (i + 2)n inputs bits and one output bit; circuit P;
represents a predicate on i + 2 objects. We are asked to find a sequence of n+ 1 distinct objects ag, a1, ..., ay
with the following property: for each i in [0,...,n —2], P;(ao,...,ai, a;) is the same for all j > i.

UnaryLongChoice is the the version of LongChoice where every predicate P; depends only on its last
argument, i.e., Pi(ag,...,a;,x) = P;(x).

Definition 2.10 (PLC). Polynomial Long Choice (PLC) is the set of all search problems P such that there is
a Karp reduction from P to LongChoice.

2.3 Some computational coding problems

We next define the main coding problems that we study, which is to find distinct inputs @1, x5 to a circuit C
such that C(x1,x2) is small (or possibly 0).

Definition 2.11. For n,k,d,q € Z", the Short Distance Problem (n,k,d)-SDP, is the search problem
defined as follows. The input is a circuit C : [q]* — [q]™. The goal is to output @,z € [q]* such that x; # =,
and A(C(x1),C(x2)) < d.

A central goal in coding theory is to characterize when a code with a given input length (dimension) k,
block length n, and alphabet size ¢ must have distance (at most) d (i.e., a pair of distinct code words at
distance at most d). (In Section 3, we describe many such bounds.) One may alternatively view this goal as
trying to characterize when SDP is total, i.e., for what values of k, n, ¢, d the problem is guaranteed to have a
solution.

Since the circuit C describing a “code” as defined above might not be injective, we also define the following
special case of SDP in which the code is required to be in systematic form. See Section 1.4.

Definition 2.12. Forn,k,d,q € Z*, the systematic Short Distance Problem (n, k, d)-sysSDP,, is the search

problem defined as follows. The input is a circuit C : [q]* — [g]"* &
that &y # @2 and A(x1 o C(x1), @2 0 C(xp)) < d.

. The goal is to output o1, 3 € [q]" such

We will need the following simple reduction from SDP on arbitrary codes to sysSDP.

Lemma 2.13. For all n,k,d,q € Z*, there is a Karp reduction from (n,k,d)-SDP, to
(n+k,k,d+1)-sysSDP .
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Proof. On input an instance C : [¢]* — [¢]™ of (n,k,d)-SDP, on input C, The reduction simply calls its
(n+ k,k,d+ 1)-SDP,, receiving as output distinct @1, s € [¢]* such that A((z1,C(x1)), (x2,C(x2))) < d+ 1.
It then simply outputs 1, 5.

To see that this reduction is correct, it suffices to notice that

d+ 1= A((@1,C(x1)), (®2,C(x2))) = A(®1, ®2) + A(C(21),C(72)) = 1+ A(C(21),C(2))
because x1 # x2. Therefore, A(C(z1),C(x2)) < d, as needed. O

We will also be interested in the following problem on codes, which we view as an interesting problem in
its own right, and which also interests us because of its relationship with SDP.

Definition 2.14 (DenseBall). For n,k,r,L,q € Z*, (n, k,r)-DenseBquL is the search problem defined as

n n

follows. The input is a circuit C : [q]* — [q]". The goal is to find distinct @y, ..., zz, € [q]* and y € [q]" such

that for all alli € [L], A(y,C(x;)) < r.

Similarly, (n,k:,r)-sysDenseBallg is the search problem defined as follows. The input is a circuit C :
[q]F — [q]""*. The goal is to find distinct x,...,zr € [q]*F and y € [q]™ such that for all all i € [L],
Ay, z; 0 C(x;)) <.

As we did above for SDP, we show a simple reduction from DenseBall (on arbitrary codes) to sysDenseBall.

Lemma 2.15. For alln,k,t,q,L € Z*, there is a Karp reduction from (n, k,t)—DenseBalqu to
(n+k,k, t)—sysDenseBallg.

Proof. On input an instance C : [¢]* — [g]" of (n,k, t)—DenseBallé the reduction then calls its (n +
k., k, t)—sysDenseBallg oracle on C, receiving as output distinct x, ...,z € [¢]* and a center y = (v/,y") €
[q)F+™ satisfying A(y, (z:,C(x;))) <t for all 4 € [L]. Tt then outputs x1,. ..,z € [¢]* and y” € [¢]". The re-
duction clearly runs in polynomial time, and correctness follows because A(y”, C(x;)) < A(y, (z;,C'(x;))) <t
for all i € [L]. O

We note that (n, k, 2r)-SDP, efficiently reduces to (n, k, 7‘)—DenseBall§7 and vice-versa. (For the reduction

from (n, kw)—DenseBalli to (n,k,2r)-SDP,, take y to be the midpoint between C(x1) and C(z2), where
x1, o are the vectors output by the SDP oracle.)

Lemma 2.16. Forn,k,r,L,q € Z*, the problems (n, k,2r)-SDP, and (n, k, r)-DenseBall?] are Karp-reducible
to each other.

However, we note that SDP is not quite equivalent to the L = 2 case of DenseBall because of the case of
(n,k,d)-SDP, when d is odd.
2.4 Lattices, Minkowski’s theorem, and ¢, norms

A lattice £ C Z"™ is the set of all integer linear combinations of n linearly independent basis vectors
B := (by,...,b,), ie,
L=LB)={z1b1+ - +2,b, : z,€ZL}.

The determinant of a lattice is
det(L) := | det(B)],

and the minimum distance in some norm || - ||k is

A(L) = min |yl -

y€L o

Perhaps the most important theorem in the study of lattices is Minkowski’s theorem.
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Theorem 2.17 (Minkowski’s theorem [Minl0]). For any lattice L C Z™ and any norm || - ||k with unit ball
K

’

A (£) < 2vol(K)~1/™ det(£)/™ .
We are particularly interested in £, norms, which we write as
2]l == (Jz1[” + - - + |2a P)'/P
for x € R™ and 1 < p < oo (where we interpret this as max |z;| in the case when p = 00). We write
Bir) = {z e R : |l <1}

for the £, ball with radius 7. In the special case when r = 1, we sometimes elide it and simply write 5.
For finite p, the volume of the £, ball is given by

. PA+1/p)™ (Qel/ppl/p -T(1+1/p) -r)"
L(1+n/p) nt/p '
Minkowski’s theorem is easily seen to be tight in the ¢, norm (by, e.g., taking £ = Z™). However, in other

norms, one can hope to do better. Particularly relevant to us is the following improvement of Minkowski’s
bound for the ¢ norm, due to Blichfeldt.

Vol(B;’(r)) = (2r)

Theorem 2.18 ([Bli29]). For any lattice L C Z",
A2 () < V2(n/2 + DY vol(BE) =Y/ ™ det(£)V/ .
We are primarily interested in the following closely related computational problem.

Definition 2.19. For any p > 1 and v := v(n), y-HSVP,, (the Hermite Shortest Vector Problem) is the
search problem in which the input is a basis B € Z™*™ for a lattice L C 7™, and the goal is to output a vector
y € L with ||y|, < ydet(L£)/™.

For technical reasons, we will also need the following variant of HSVP,. Here, we add an additional
parameter that one can think of as effectively bounding the bit length of the input.

Definition 2.20. For any p > 1, { := £(n) and v := v(n), (v,£)-HSVP, (the Hermite Shortest Vector
Problem) is the search problem in which the input is a basis B € Z"*™ for a lattice £ C Z" with det(L£) < 240,
and the goal is to output a vector y € L with ||y|, < ydet(£)'/™.

Lemma 2.21. For any p > 1, {:={(n) < poly(n) and vy := ~y(n), there is a Karp reduction from ~'-HSVP,
to (v,¢)-HSVP,,, where v' := (1 + 2”3—5/71)7.

2.5 A list-decoding bound on Reed-Solomon codes

Lemma 2.22 ([Sud97, GRS00]). Let F be a finite field, and let ay,...,ar € F be distinct field elements.
Then, for any B1,...,Br € F and any degree bound d > 1, there are at most \/2L/d polynomials p; € F[z]
such that for all i,

i« pilay) = B} = V2dL .

Corollary 2.23. Let F be a finite field, and let o1,...,ar, € F be distinct field elements. Let p;; be
polynomials with degree at most d < Lo/2 for all1 <i < Ly and 1 < j < Ly such that p; j # p; j for any i
and any j # j’, and such that

pij(ai) = pir jr ()

for alli,j,1,5'. Then, there are at least

L/ = Ll 1/ LQ/(Zd) — L2 =+ v/ 2dL2

distinct polynomials p; ; (i.e., |[{pi;}| > L’).
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Proof. For any i, let P; := {py j» : pir j(0;) = pi1(ci)}. (The choice of the index 1 here is arbitrary because
pi,j(0;) = pi1(ey) for all j.) Notice that P; contains p; ; for all j, and in particular, since p; ; # p; ;s for
j # 7', we have |P;| > L. (We stress that P; is a set of polynomials, not a set of indices. So, it does not
count duplicate polynomials.) We wish to show that P :=(J, P; is large.

For any polynomial p, let C(p) be the number of distinct values of ¢ such that p € P;. Let P* be the set
of all polynomials p such that C(p) > v/2dLy. By Lemma 2.22, |P*| < /2Ly /d. Therefore, we have

Lo
LiLy <Y Pl =Y C(p) < Lo|P*| 4+ /2dLy - [P\ P*| = Lo| P*| + \/2dLa(|P| — |P*|)

i=1 peP

Rearranging, we see that

|P| > L1 -/ La2/(2d) — | P (\/L2/(2d) - 1) > L1 \/Ly/(2d) — Ly + \/2dLy =

as needed. O

3 Coding Problems

3.1 The (list) Singleton and Plotkin bounds

We start by giving a fairly general reduction from SDP (the problem of finding a pair of close codewords)
to Pigeon”. On input an instance C of SDP, the reduction works by defining a compressing circuit C’ that
truncates the output of C. It then finds @, ..., such that C'(x,) = --- = C' () using its Pigeon” oracle,
and finally outputs a pair «; # x; that minimizes A(C(x;),C(x;)).

Theorem 3.1. Let k,m,n,q,L € Z* be such that m < k <n and 2 < L < ¢*~™. Then there is a Karp
reduction from (n,k,d)-SDP, to (¢*,q™)-Pigeon” where d := dign—m a(n—m,L).?

Proof. On input a circuit C : [¢]* — [¢]", the reduction first constructs C’ : [¢]* — [q ] C'(z) = C()[1,m)-

then calls its (¢*, ¢™)-Pigeon” oracle on C’, receiving as output distinct vectors x1,...,xy, € [¢]*. Finally, the
reduction iterates through all pairs @;, &, with i # j, and outputs a pair that minimizes A(C(x;),C(x;)) =

A(C(wl)[m+1,n]ac( )[m-l—l,n])

The reduction clearly runs in polynomial time, and by construction C’ : [¢]* — [¢]™ is a valid instance of
(¢*,¢"™)-Pigeon”. We now show that A(C(z;),C(x;)) < d. Indeed,

A(C(xi)11,m), C(®5)11,m)) + AC(2:) mt1,n] C(T5) fmt1,n))
A(C (1), C () + AC(Ti) pmy 1.0 C(®5) ot 1.m))

A(C( )m+1 n]:C(a"j)[m—‘rl,n])

d[ Jn— m)A(n—m,L),

A(C(zi), C(z;))

IN

where the second equality follows from the definition of C’, the third equality follows from the fact that
C'(x;) = C'(x;), and the inequality follows by the behavior of the reduction and applying the definition of
digin—m.a(n —m, L) to the L vectors C(&1)m+1,n],- - > C(TL)[m+1,n] € [¢]"™™ (see Definition 2.1). O

We get useful corollaries from Theorem 3.1 that show how to compute vectors achieving Singleton bound
(the L = 2 case) and the Plotkin bound (for larger L) using a Pigeon” oracle.
We start by stating the Singleton bound (see [GRS23, Theorem 4.3.1]).

9Here d[q]n—mA (n —m, L) uses Definition 2.1 and corresponds to the maximal value of the minimum distance of a code with
size L in [q]"~"™. (More generally, dj ;e A (e, L) is the maximal value of the minimum distance of a code in [q)¢ with L points
that all lie in a Hamming ball of radius e.)
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Theorem 3.2 (Singleton bound; [Sin64]). Let k,n,d € Z" and let q be a prime power. Then every (n,k,d),
code satisfiesd <n —k+ 1.

We now show that the problem of finding a pair of codewords whose distance is at most the Singleton
bound is in PWPP.

Corollary 3.3 (Singleton bound in PWPP). Let k,n,q € Z* with k < n. Then there is a Karp reduction
from (n,k,n —k + 1)-SDP,, to (¢*, ¢"=1)-Pigeon®. In particular, (n,k,n —k + 1)-SDP,, is in PWPP.

Proof. The claim follows from Theorem 3.1 by setting m := k — 1 and noting that, trivially, dign—m a(n —
m, L) = dgn—rt1 a(n—k+1,L) <n—k+1forany L > 2. O

We now move to the Plotkin bound. We start by stating (the contrapositive of) the Plotkin bound. See
[GRS23, Theorem 4.4.1].

Theorem 3.4 (Plotkin bound; [Plo60]). Let n,k,d,q € Z* and let C be an (n,k,d), code. If ¢* >
qd/(qd — (¢ — 1)n) then d < (1 — 1/¢)n.

We now show that the problem of computing a pair of codewords whose distance satisfies the Plotkin
bound is in PMPP.

Corollary 3.5 (Plotkin bound in PMPP). Let k,n,d,m,q,L € Z* be such that k < n and

qd k—m
= (a—Dln—m) “TET )

Thend < (1—1/q)(n—m) and there is a Karp reduction from (n, k, (1—1/q)(n—m))-SDP, to (¢*, ¢™)-Pigeon”.
In particular, any m <n — |gd/(q —1)] + 1 satisfies Equation (1).

Proof. By combining the lower bound in Equation (1) and Theorem 3.4, djgjn—m a(n—m, L) < (1-1/q)-(n—m).
The claim then follows from Theorem 3.1. One can check the sufficient condition for m to satisfy Equation (1),
which appears in [GRS23, Corollary 4.4.2].19 O

Next, we give a reduction from DenseBall to Pigeon similar to the reduction from SDP to Pigeon in
Theorem 3.1.

Theorem 3.6. Let k,n,m,q,L € Z*+ be such that m < n and 2 < L < ¢*=™. Then there is a Karp reduction
from (n,k,n—m —[(n—m)/L| )-DenseBalqu to (¢*,¢™)-Pigeon” .

Proof. On input a circuit C : [q]* — [g]", the reduction first computes C : [¢]¥ — [¢]™ such that C'(z) :=

C(x)[1,m]- It then calls its (¢*,q™)-Pigeon” oracle on C’, receiving as output @, ...,z such that C'(x;) =
-+ = (C'(xp). After that, it computes C(x1),...,C(xy), and constructs a center y as follows. It sets
Y[1,m) = C'(z1) and sets the remaining n — m coordinates of y so that at least [(n —m)/L] of them agree
with each codeword C(z;) for ¢ € [L]. Finally, it outputs x1,...,zr,y.

It is clear that the reduction runs in polynomial time, and by construction C’ : [g]¥ — [¢]™ is a valid
instance of (¢, ¢"™)-Pigeon”. Moreover,

Ay, C(xi) = AYmir,n) C(@i) mg1n)) < —m — [(n—m)/L]
for all ¢ € [L], as needed. O
Now, we state the list Singleton bound, which was first stated relatively recently in [ST20, Theorem 1.2].*
Theorem 3.7 (List Singleton bound; [ST20]). Let n,k,t,q, L € Z". Then for every (t, L)-list-decodable code

C:lq)* — g™
¢F < Lgn—lEADL]

10The parameterization in [GRS23] is different: m here corresponds to n — n’ there.
" The bound is called the “generalized Singleton bound” in [ST20].

15



Finally, we show that the problem of computing a set of codewords lying in a ball whose radius almost
satisfies the list Singleton bound is in PMPP.

Corollary 3.8 (List Singleton bound in PMPP). Let n, k,q, L € Z*t with k > [log,(L)], let m := k—[log, L],
and let

t:=n—m+|[(n—m)/L] =n—k+[log, L] — [(n—k+ [log, L|)/L] . (2)
Then (n,k,t)-DenseBalll is in (¢*,q™)-PMPP".
Proof. Apply Theorem 3.6 with m :=k — |log, L]. O

We remark that the radius ¢ in Equation (2) is almost as small the smallest ¢ satisfying Theorem 3.7.
Indeed, one can check that any ¢ satisfying Theorem 3.7 must be such that

t>1-1/L) - (n—k+log,(L—-1)),
and that the radius ¢ in Equation (2) satisfies

t<(1—1/L)-(n—k+ [log,(L)])+1.

3.2 The (list) Hamming and Elias-Bassalygo bounds
3.2.1 The (list) Hamming bound

We will use the following “list Hamming bound,” which is a direct consequence of the pigeonhole principle.
See [Ham50] and see [GRS23, Theorem 8.1.1] for a very similar result.

Theorem 3.9 (List Hamming bound). Let n,k,t,q € ZT with t < n, and let C : [q|¥ — [q]". Then there
exists a center y € [q|™ such that

o el C@) e My} > [

In particular, (n, k,t)—DenseBallé is a total search problem for any L < [¢F—™ - V)]

We now give a reduction from DenseBall to Pigeon”, the key to which is the circuit C?I’V’q giving an
injection from [V] into a Hamming ball for sufficiently large V' defined in Lemma A.9. (In fact, we will use
such circuits Cjy""? that are bijective.)

Theorem 3.10. Let n,k,t,L € Z*, and let q be a prime power satisfying

¢ Vq"(t)w ‘

Lg[ o

Then there is a Karp reduction from (n, k,t)—DenseBaHé to (¢* - V' (t), q")-Pigeon”.

Proof. Let V := V,*(t). On input an instance C : [¢]* — [¢]" of (n,k, t)—DenseBaHé? the reduction constructs
a circuit €’ : [¢]* x [V] = [g]" such that C'(x,y) := C(x) + C»""(y), where Cjy""? : [V] — Hy(0,1) is the
circuit defined in Lemma A.9. It then calls its (g - V:I"(t), q")—PigeonL oracle on C’, receiving as output
L pairs (z1,21),...,(xN,21) € [¢]* x [V]. Finally, it returns the codewords C(x1),...,C(xr) and center
y :=C'(x1, 21).

Constructing C""%(y) requires at most poly(logV,n) = poly(n) time by Lemma A.9, and so the
reduction runs in polynomial time. Moreover, C’ is a valid instance of (¢* - Vi (t), q")-Pigeon”. Furthermore,
C'(x1,21) =--+=C'(xL,21) = y by assumption, and so A(y,C(x;)) <t for all i € [L] by definition of C’ and
CvV%(y). The reduction is therefore correct. O
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We now use Theorem 3.10 to show that SDP and DenseBall with parameters corresponding to the (list)
Hamming bound are in (one or more of) PPP, PWPP, and PMPP.

Corollary 3.11 ((List) Hamming bound in PPP, PWPP, and PMPP). Let n, k,t,q,L € Z* with 2 < q <
poly(n) and L < poly(n). Let
7 .= qk ) an(t)
q’n

Then:

1. If L > 1, then (n,k,2t)-SDP, is in PPP.

2. Ifz > 1+ 1/poly(n), then (n,k,2t)-SDP, is in PWPP.

3. If L > L, then (n,k,t)-DenseBall% is in (¢" - V,*(t),q")-PMPP~.

Proof. Ttems 1 and 2 follow from Theorem 3.10, the respective characterizations of PWPP and PPP in
Theorems 2.7 and 2.8, and the equivalence between (n, k, 2t)-SDP, and (n, k, t)—DenseBallZ in Lemma 2.16.
Item 3 follows from Theorem 3.10 and the definition of PMPP. O

3.2.2 E pluribus duo

We now give a simple reduction from SDP to DenseBall” for L > 2. The idea is that a ball of small radius ¢
containing L > 2 codewords C(x1),...,C(x) must contain a pair of codewords at small distance d. Clearly
such a pair must exist at distance at most 2¢, but in fact when L is larger it is possible to get a better upper
bound. So, the reduction simply computes the distance A(C(x;),C(x;)) between each pair of codewords
C(x;),C(x;) for i # j, and outputs a pair ;,; that minimizes A(C(x;),C(x;)).

Theorem 3.12. Let n,k,t,q, L € ZT be such that

kvt

< Viﬂﬂ ,
qn

Then there is a poly(n, L,logq)-time Karp reduction from (n,k,d)-SDP, to (n,k,t)—DenseBallé, where

d:= d[q]n,A(t, L)

Proof. Let C : [q]* — [g]™ be the input instance of (n, k,d)-SDP,. The reduction calls its (n, k,t)-DenseBalqu
oracle on C, receiving as output vectors x,...,xy € [¢]¥ and y € [¢]”. It then outputs a pair of vectors
x;, x; that minimizes A(C(x;),C(x;)) among all pairs x;, x; with ¢ # j.

It is clear that the reduction runs in poly(n, L, log ¢) time, and it remains to show correctness. We note
that (n, k;,t)—DenseBquL is total and that C is a valid instance of (n, k;,t)—DenseBallg by assumption and

Theorem 3.9. Therefore, the output vectors x1, ...,z € [q]* and center y must satisfy A(y,C(z;)) <t for
all i € [L]. So, it follows by the definition of dign A (t, L) (see Definition 2.1) that A(C(x;),C(x;)) < d holds
for some ¢ # j, as needed. O

3.2.3 The Elias-Bassalygo bound
We start by giving the Johnson bound (see [GRS23, Theorem 7.3.1]).

Theorem 3.13 (Johnson bound; [Joh62]). Let n,k,d,q € Z" and q > 2, and let

J,(8) == (1 - é) : (1 - (1 - qq_51)1/2) . (3)

IfCis a (n,k,d)g code and t < Jy(d/n) -n, then C is a (t,qdn)-list decodable code.
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We now state the Elias-Bassalygo bound. See [GRS23, Theorem 8.1.1] and its proof.'?

Theorem 3.14 (Elias-Bassalygo bound; [Bas65]). Let n,k,d € Z*, let q be a prime power. Then every
(n,k,d), code satisfies

qn+1dn

Vi)

¢ <
where t := | Jy(d/n) -n] — 1.

We are now ready to show that the problem of computing a pair of codewords satisfying the Elias-Bassalygo
bound is in PMPP.

Corollary 3.15 (Elias-Bassalygo bound in PMPP). Let n,k,d,t,q € ZT with t < J,(d/n)-n, let L := qnd+1,
and suppose that
k. Vo (t
L< [q g ( )1 .
qn
Then there is a poly(n,q)-time Karp reduction from (n,k,d — 1)-SDP, to (¢* - Vq"(t)7q")—Pige0nL. In
particular, (n,k,d — 1)-SDP, is in (¢" - Vq"(t),q")—PMPPL.

Proof. The reduction first reduces (n,k,d — 1)-SDP, to (n,k,t)—DenseBaHé using Theorem 3.12, which
applies because djg» a(t, L) < d by the contrapositive of the Johnson bound (Theorem 3.13). It then reduces

L k n n : L : .
(n, k,t)-DenseBall; to (¢" - V'(t), ¢")-Pigeon™ using Theorem 3.10. O

3.3 Hardness of SDP and DenseBall
3.3.1 PWPP-hardness of SDP

We now turn to proving hardness results for SDP and DenseBall. In each of our hardness reductions we
first assume that a gadget code, specified by a circuit C4, is given to the reduction as auxiliary input. We
then instantiate the gadget code C4 with an explicit efficiently computable code C4 to obtain a true Karp
reduction.

Theorem 3.16. Let k,m,n,d,d € Z" be such that m < k and d < d'. Let q be a prime power. Then there
is a Karp reduction from (¢*,q™)-Pigeon? to (n, k,d)-SDP that takes a circuit Ca : F* — Fy defining an
(n,m,d"), code as auziliary input.

Proof. On input an instance C : IF’; — Fy* of ((1’“7(1’”)—Pige0r127 the reduction first computes a circuit
C'(x) := Ca(C(x)). It then calls its (n, k,d)-SDP, oracle on C’, receiving as output 1,2 € Fy, ®1 # x2
such that C'(x1) = C'(x3). Finally, it outputs xy, .

It is clear that the reduction runs in polynomial time (recall that C4 is given as auxiliary input), and it
remains to show correctness. Because C is compressing, there exist &} # xf such that C'(z}) = C'(x}), i.e.,
C’ has distance 0. It is therefore a valid instance of (n, k, d)-SDP,. Moreover, by the construction of C’ and
the guarantee of the (n, k, d)-SDP, oracle, we have that A(C4(C(z1)),Ca(C(x2))) < d. But, because C4 has
distance d’ > d, this implies that C(x1) = C(x2), as needed. O

We will instantiate the reduction in Theorem 3.16 with codes C4 meeting the Zyablov bound, which can
be computed in polynomial time (see [GRS23, Theorem 10.2.1]). In fact, what we state is the special case of
the (effective) Zyablov bound with sub-constant rate.'?

12The non-asymptotic version of Elias-Bassalygo bound that we state appears in the proof of [GRS23, Theorem 8.1.1].

13We note that the premise of [GRS23, Theorem 10.2.1] is stated with the requirement § < 1/2. While § < 1/2 is necessary
for the g = 2 case, for general constant g, the result holds for § < 1 — 1/q, as in Theorem 3.17. It is also evident from the proof
of the Zyablov bound that the result extends to superconstant g as well—i.e., that for any prime power g that is an unbounded
function of n and any k = o(n), there is an efficiently computable family of codes C : IF’; — Fy with relative distance 1 — .
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Theorem 3.17 (Zyablov bound [Zya71]). For any (efficiently computable) k = k(n) = o(n), constant prime
power q, and constant € > 0, there is a poly(n)-time algorithm that takes as input n and computes (a circuit
representing) a code ngb : IF’; — Iy with relative distance 6 > 1 —1/q — ¢ for sufficiently large n.

We now show that SDP is PWPP-hard on g-ary codes of relative distance § := d/n less than 1 —1/¢ and
any constant rate. This hardness corresponds to the red shaded region in the top plot in Figure 1. We remark
that (n, k, én)-SDP, is easy for 6 > 1 —1/q. In particular, for such any such 4, this problem can be solved by
choosing any collection of polynomially many codewords and outputting the closest pair among them. So,
Corollary 3.18 shows essentially tight hardness of SDP in terms of 6.

Corollary 3.18 (PWPP-hardness of SDP). Let q be a fized prime power and let e, > 0 be constants. Then
for all sufficiently large n,k,d € Z* with k <n < poly(k) and d < (1 — 1/q — €')n, there is a Karp reduction
from (¢%,¢* *)-Pigeon? to (n, k, d)-SDP,.

In particular, (n, Rn,don)-SDP, is PWPP-hard for any constant rate for any constant rate R € (0,1] and
constant relative distance § € (0,1 —1/q).

Proof. Apply Theorem 3.16 with the circuits C4 = ngb constructed in Theorem 3.17. O

Remark 3.19. We remark that the assumption k& < n (equivalently, R < 1) in Corollary 3.18 is not necessary,
except to ensure that the instance C’ of SDP output by the reduction meets the definition of a code used
there. In fact, modifying Corollary 3.18 slightly shows PWPP-hardness of “(n, k, d)-SDP,” for any n > Q(k°)
for constant e > 0 (and any constant relative distance less than). This is because the hard instances C’ of
SDP constructed in Corollary 3.18 are such that either C'(x) = C'(y) or A(C'(x),C’'(y)) is large for & # y.

We also extend Corollary 3.18 to codes in systematic form (and in particular to codes with distance d > 1,
which are represented by injective circuits; see Section 1.4). This hardness corresponds to the red shaded
region in the bottom plot in Figure 1.

Corollary 3.20 (PWPP-hardness of sysSDP). Let q be a fized prime power and let e,&' > 0 be constants.
Then for all sufficiently large n,k,d € Z+ with k <n —k < poly(k) and d < (1 —1/q —€')(n — k), there is a
Karp reduction from (qk,q(”*k)lﬁ)—Pigeon2 to (n, k,d)-sysSDP,,.

In particular, (n, Rn,én)-sysSDP is PWPP-hard for any constant rate R € (0,1) and constant relative
distance § € (0,(1—1/q) - (1 — R)).

Proof. Combine Corollary 3.18 and Lemma 2.13 with block length n — k. O

3.3.2 PMPP-hardness of DenseBall

We next show a reduction from Pigeon” for L > 2 to DenseBall analogous to Theorem 3.16.

Theorem 3.21. Letk,m,n,t,L,La, L' € Z* and let q be a prime power. Suppose that L' < min{poly(n), ¢" ¥}
and L <min{[L'/L4],q*~™}. Then there is a Karp reduction from (q*, qm)-PigeonL to (n, k, t)-DenseBalqu/
that takes a circuit Ca : ' — Ty defining a (t, L a)-list decodable-code with minimum distance at least 1 (i.e.,
Ca is injective) as auxiliary input.
Proof. Let C : IF’; — [y be the input instance of (¢*, q™)-Pigeon”. The reduction first computes C’ : IF’; — Fy,
C'(xz) :==Ca(C(z)). It then calls its (n, k, t)—DenseBalqu, oracle on C', receiving as output xy,...,zr € Fy
and y € Ffl Next, it computes z1 :=C'(x1),...,z1 :=C'(xr/), and computes an index i* that maximizes
| X;|, where X; := {zx; : j € [L'], C'(x;) = z;}. Finally, it outputs the vectors in X;-.

The reduction runs in polynomial time (recall that C4 is given as auxiliary input), and it remains to show
correctness. Because C : F& — F' and L' < ¢"~*, there exist @, ..., @7, € F{ such that C'(z}) = --- = C'(2],)

by the construction of C’'. It follows that C’ is a valid instance of (n, k,t)—DenseBalqu/. Moreover, by the
guarantee of the (n,k, t)—DenseBallé, oracle, it holds that A(y, z;) <r for all ¢ € [L']. On the other hand,
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because C4 is (t, L 4)-list decodable [{z; : ¢ € [L']}| < La. Therefore, C' must map at least [L'/L 4] vectors
xi,...,xr to z;+, ie.,
| X

>[L'/Lal> L.

Furthermore, because C4 is injective, the fact that C'(x) = C4(C(x)) = z;~ for all x € X;~ implies that
C(x) =C(y) for all x,y € X;», as needed. O

We now state a result on explicit codes that nearly achieve list decoding capacity [GRO8] (see also [GRS23,
Theorem 17.3.8]). We note in passing that these codes are folded Reed-Solomon codes, but we will only use
them in a black-box way as our gadget codes C4 in Theorem 3.21.

Theorem 3.22 ([GRO8], [GRS23, Theorem 17.3.8]). For any constant rate R* € (0,1), any sufficiently small
constant € > 0, and all sufficiently large n € 7", there exist linear q-ary (1 — R* — €)n, L 4)-list-decodable
codes C(ERS of dimension R* - n and sufficiently large block length n, for some

n)o(l/f)

n\ 01/e%)
Li< (f ) .
A= €

) QS(*
S

Furthermore, there is a poly(n)-time algorithm for computing (a circuit representing) such codes CERS.
Finally, we use Theorem 3.22 to prove PMPP-hardness of DenseBall.

Corollary 3.23 (PMPP-hardness of DenseBall). For any constants R,p € (0,1) and positive integers
m :=m(n) < o(n) and L := L(n) < poly(n), there exists a prime power q := q(n) < poly(n) and a list size
L' := L'(n) < poly(n) such that there is a Karp reduction from (q*, qm)-PigeonL to (n, k,pn)-DenseBallgl,
where k := k(n) = |Rn].

In particular, for these parameters, (n, k‘,pn)-DenseBallgl is (q*, q"™)-PMPPL _hard.

Proof. Let R* :=(1—p)/2>0and e :=(1—p)/2 > 0, so that p =1 — R* —e. By Theorem 3.22, there exists
an efficiently computable (pn, L 4)-list-decodable code CFRS : FE™™ — F” with

La < (n/e)°™/) < poly(n)
and )
q< (n/s)o(l/E ) < poly(n) .

Furthermore, since m = o(n) and R* is a constant, it follows that for sufficiently large n, R* - n < m.
Therefore, by trivially truncating the input of CFRS, we obtain a (pn, L 4)-list-decodable code Cy4 : Fyt — Fy.
The result then follows from Theorem 3.21. L]

As with SDP, we also show hardness of DenseBall for codes in systematic form. (See Section 1.4.)

Corollary 3.24 (PMPP-hardness of sysDenseBall). For any constants R € (0,1) and 0 < p <1 — R and
positive integers m := m(n) < o(n) and L := L(n) < poly(n), there exists a prime power q¢ = g(n) <
poly(n) and a list size L' = L'(n) < poly(n) such that there is a Karp reduction from (¢*,q™)-Pigeon” to
(n, k,pn)—sysDenseBallé/, where k :=k(n) = | Rn]. /

In particular, for these parameters, (n, k,pn)—sySDenseBallg is (¢*,¢™)-PM PPL-hard

Proof. Combine Corollary 3.23 and Lemma 2.15 with block length n — k. O
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4 Finding short lattice vectors is in PMPP

In this section, we show that the problem of finding suitably short non-zero lattice vectors (in ¢, norms)
can be placed in (A, B)-PM PPL, with a smooth tradeoff between the length of the vector obtained and L
and B. In particular, when L = 2 and A = B, we find vectors whose length is at most the bound given
by Minkowski’s celebrated theorem [Minl10] (up to a factor of 1+ 1/n® for an arbitrarily large constant
C > 0), and when L = poly(n) and A ~ LB, we find shorter vectors, corresponding to a stronger bound due
to Blichfeldt [Bli29]. (Blichfeldt proved his bound in the 2 norm, but we generalize it. Again, we match
Blichfeldt’s bound up to a factor of 14 1/n® for an arbitrarily large constant C' > 0.)

To that end, we first prove the following technical proposition. We the derive the above results as
corollaries.

Proposition 4.1. There is an algorithm that takes as input an integer p > 1, radius r > 1, an integer ¢ > 1,
integers A > B > 1, and a basis B € Z™*" for a lattice L(B), makes a single query to a (A, B)-PigeonL, and
outputs a lattice vector y € L(B) with the following behavior. If, L < [A/B], ¢ > 100pn/r and

2
¢ det(f) <B< A< (1- %) g™ vol(B2(r)) |

then 0 < ||y, < den(r, L). Furthermore, the algorithm runs in time poly(n, L,log A,logr, log || BI|).

Proof. On input p > 1, r > 1, ¢ > 1, and a basis B € Z"*™ for a lattice £L C Z", the algorithm
behaves as follows. The algorithm first uses the procedure from Corollary A.7 to construct the circuit
Cp i [A] = (Z"/qN By), which gives an injective mapping from [A] to (Z"/qNB}). (Notice in particular that
the upper bound on A is sufficient to apply Corollary A.7.) The algorithm also constructs the injective circuit
Ce: (P(L)NZ™/q) — [¢" det(L)] where P(B) := {Bz : z € [0,1)"}, as described in [BJPT19]. Finally,
let C : [A] — [B] be the circuit defined by C(z) := C,(Cp(x) mod L). (Since B > ¢" det(L), this circuit is
well defined.) The algorithm then calls its (A, B)—PigeonL oracle on input C, receiving as output distinct
x1,...,xr € [A] such that C(x;) = C(x;) for all 4, j. It then outputs Cp(z;) — Cp(x;) where 7 # j is chosen to
minimize ||Cp(x;) — Cp(x;)]lp-

Clearly the reduction runs in the claimed time. We first observe that the reduction does in fact output
a non-zero lattice vector. Indeed, since C(x;) = C(x;), we see that C.(Cp(x;) mod L) = C(Cp(z;) mod L).
Since C is injective, Cp(2;) mod £ = Cp(x;) mod L, i.e., Cp(z;) — Cp(x;) is a lattice vector. Furthermore,
since z; # x; and C, is injective, Cp(z;) # Cp(x;). Therefore Cp(x;) — Cp(z;) is a non-zero lattice vector, as
claimed.

It remains to show that there exists an i # j such that |[Cp(z;) — Cp(25)|lp < den (1, L). To see this, notice
that by definition Cp(z1),...,Cp(zr) € By(r). Then, by the definition of den (r, L), there must exist i # j
such that

IC(z:) = C(2j)llp < den(r, L) ,

as needed. O
Recall that we are interested in v-HSVP,, for v = Vol(Bg(l))_l/”.

Corollary 4.2. For any sufficiently large polynomial s(n), efficiently computable non-decreasing functions
a:=a(B)>1 and L := L(B) < [a] with L < polylog(B), yv-HSVP,, € (aB, B)-PMPP* where
v < (1+o0(1)) - vol(By (1) ™™ - ()™ - dgp (1, L7)

where o* := a(2°™) and L* := L(25().

In particular, yar == 2vol(B(1))~Y/" corresponds to Minkowski’s bound, and we have (1 + o(1))yar-
HSVP, € PWPP. Blichfeldt’s bound for the l5 norm corresponds to v := (14 o(1)) - V2 vol(By(1))~/",
and we see that, e.g., (1+ o(1))yp-HSVP € (2L B, B)-PMPP" for any L = poly(log B).
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Proof. By Lemma 2.21, it suffices to solve (v, s(n)/(10n))-HSVP,,, where recall that (v, £)-HSVP, is the
special case of HSVP,, in which the input lattice has determinant at most 2¢. On input a basis B € Z"*" for
a lattice £ C Z", the reduction does the following. Let ¢ := 2" and B := ¢" det(£) < 2°("). The reduction
computes an r > 100pn/q such that

20n
(1- E) g™ -vol(Bl(r) = A(B) .
(Notice that such an r exists because the function on the left is continuous, unbounded, and can be less than
A(B) > B > ¢™ for r > 100pn/q.) The reduction then runs the procedure from Proposition 4.1 on input p, r,
q, A(B), B, and B, and outputs the resulting non-zero lattice vector y € L.

The reduction is clearly efficient. Notice that the conditions necessary to apply Proposition 4.1 are
satisfied, so y is a non-zero lattice vector with

lyllp < dep (r, L(B)) = rdey (1, L(B)) < rdgm (1, L7) .
And, notice that r satisfies
" < (1+0(1)) - ¢"A(B)/vol(B, (1)) = a(B) - det(L)/ vol(B, (1)) .
Since «(B) is non-decreasing and B < 25(")
" < (1+0(1)) a”-det(L)/vol(By (1)) ,

and the result follows. O

5 Inclusions

We have defined a hierarchy of complexity classes (A(n), B(n))*(™)-PMPP and we now consider inclusions
between these classes. Recall that due to the Merkle-Damgard construction, (27,27 1)-PMPP? is equal
to (2°(™,27)-PMPP? for any polynomial p(n). We now consider what inclusions the Merkle-Damgard
construction and the Merkle tree construction imply when L # 2.

5.1 Merkle-Damgard construction for multicollisions

We now examine the trade-off between the size of a multicollision and the compression of a function for the
Merkle-Damgard construction. (We note that if one is slightly more careful with floors and ceilings, then one
can get a slightly better dependence of L’ on L, and in particular, one can achieve a strict generalization of
the case L' = L = 2 mentioned above. However, this makes the notation quite unwieldy, so we resist the urge
to do this.)

Theorem 5.1. For L' := LI(m=)/(a=01 there is a Karp reduction from (¢°, ¢")-Pigeon” to (¢™, qb)-PigeonL/
that runs in poly(|C|, L") time where |C| is the size of the input.

Proof. We assume without loss of generality that ¢ := (m —a)/(a —b) = (m —b)/(a —b) — 1 is an integer.
On input a circuit C : [¢]* — [¢]®, the reduction behaves as follows. Define C; : [¢]*+(¢=% — [¢]° as follows.
C1:=C, and for i > 1, Ci(z,y1,...,vi) := C(Ci1(,y1, -, Yi-1), i) for = € [¢]* and y; € [¢](*~Y.

b

The reduction calls its (qm,qb)—PigeonL/ oracle on Cpy1 : [¢]™ — [q]°, receiving as output distinct

Z1,...,21 € [q]™ such that Coy1(21) = -+ = Coq1(21r). Let z; := (215,915, - --,Ye,;) Where ;1 ; € [¢]* and
yi; € [q]*"°. Finally, the reduction computes for all 1 < j < L' and 1 <i <, ;41 := C(z;4,¥:4), and it
outputs any collection of distinct strings (2 j,, i, ), - - (Tijr, Yijo) € [q]® such that C(x; 41, 9i5,) = =

C(xiij » Yi it )
This reduction clearly runs in time poly(|C|, L’). To show correctness, we must show that a collection of
distinct colliding stings (@i j,, ¥ij,),-- -, (@i ., ¥i ;. ) actually exists.
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We prove by induction on 7 that if there exist distinct

(T1 40y Y1gis s Yijs)rr s (T1g,0s Yigus - Yigi) € [(J]aﬂ(a*b)

such that
Cil®1 1> Ytgys s Yign) = = Cil@14, Yt v Yig,i) >
then there exist distinct
(@i Yign)s -5 @i, Yige ) € [0l
such that
Cxigy 0 Yig) = = ClTij, ©Yij.) -

Le., if there exists an L’-wise collision in C;, then there exists an L-wise collision in C.

The base case when ¢ = 0 is trivial. So, we assume that the result is true for i — 1, and suppose that there
exist distinct strings

(xl,jmyl,jm e ayi,jl);a---7(xl,ju-ayl,ju---ayi,jLi) € [Q]aﬂ(a*b)

such that
Ci(zl,juyl,ju s 7yi7j1) == Ci('rl,juyl,jLi Yo yi,jLi) .

Let g be the number of distinct values taken by the

(@i s Yign) = (Cim1 (T Yl gis - - > Yie1,4w )s Yirjn)

for different choices of k. If g > L, then we are done, since C(w;j/,yi 1) = - = C(:ci7jé,y,-7jé) forms
a g-wise collision for L > ¢ of distinct elements under C. If ¢ < L, then by the pigeonhole principle
there must exist some subset of the (1, i, Y1 je»- - > Yi—1,jxs Yi,j, ) that form an L~ '-wise collision under
Ci—1. Since by assumption all of these have the same value of y; j, , these must all have distinct values for
(T15 Jby Y1 s - -+ s Yie1,5x )+ S0, we get a collision of Li~! distinct elements under C;_1, and the result follows
from the induction hypothesis. Either way, the result follows.

In particular, we see that the reduction succeeds because L' = L(m—b)/(a=b) — [t+1 O

5.2 A reduction using Merkle trees and list-recoverable codes

We now show how to show a non-trivial relationship between PMPP with different parameters, using Merkle
trees and list-recoverable codes.

Definition 5.2. For a circuit C : [N]" — [N], we define the r-ary, depth-d Merkle tree built from C as the
circuit Cq : [N]Td — [N] defined recursively as follows. C; = C, and for all i > 2 we define C; : [N]" — [N] as

Ci(xl, coyXpi) = Cim1 (Clmr, T2y o ooy 20), C(@pgty - Tor)s oo, C( @i _pgq, - - ,I'Ti)) .

Lemma 5.3. There is an efficient algorithm that takes as input a circuit C : [N]" — [N] and z; =
(1,055 @y pa) ey = (Lo, ..., 2 ) € [N]"d such that Cq(x;) = Cq(x;) for all i,j and outputs distinct
w1, ..., wr € [N]" such that C(w;) = C(w;) for all i, j. Purthermore, if there exists some 1 < j < r?=1 such
that {(x;9j_1,%i2;)} contains at least ¢ distinct elements, then L' > [¢1/4]

Proof. The algorithm behaves as follows. Let x?,j = x;;. For 1 <k < dand1 < j < rd_k, the

algorithm computes :cfj = C(xf:(lj_l)ﬂ, .. .,zf;jl). The algorithm simply outputs the set Sj- j» p» =
k : k koY — k" ; ;
{(xﬁ(r_l)j+1, s @ii) 0 (@ gy Thpy) = T 4} with largest size.
Clearly the algorithm is efficient. Furthermore, by definition the output wy,...,wr, of the algorithm

satisfies C(w;) = C(w,) for all 7, j,.

Notice that zf| = C(x;). For each 0 < k < d — 1, let £} := max; |{(x§,(r71)j+17x7]l€,7“j)}|' We also define
¢4 = 1. Notice that ¢y > ¢ by assumption. Therefore, there exists some 1 < k < d such that €51 /¢ > o/,
After parsing definitions, we see that for this choice of k, there must exist a set \S; ;  with size at least /e,
And, since this set has integer size, the size must actually be at least [¢'/¢], as needed.) O
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We now define list-recoverable codes. Our definition is actually a special case of a more general definition.
In the more general definition, each codeword only needs to be close (in Hamming distance) to a codeword
whose characters o; come from the sets T;.

Definition 5.4. A circuit C : [A] — [N]™ defines a (¢, L)-list-recoverable code if C is injective and for every
collection of sets Ty, ..., T, C [N] with |T;| < ¥,

[Image(C) N (Ty X --- x Tp,)| < L

We use the following theorem from [GLS122]. (We write the special case that applies to our special case
definition of list-recoverable codes. In [GLST22], this corresponds to the case when € = 1.)

Theorem 5.5 (Special case of [GLST22, Theorem 5.1]). There exists a (£, L)-list-recoverable code C : [¢*] —
[q]" provided that ¢ > 2¢E+118 L) s 4 prime power and

n/k>CVI- Li—ﬂ (log(L/(L —0)) + 1),

where C' > 0 is some absolute constant. Furthermore, a circuit representing this code can be constructed in
randomized time poly(loggq,n)

We now show the main result of this section, which closely follows [BKP18].

Theorem 5.6. Suppose that there exists an efficiently computable (¢ — 1, L — 1)-list-recoverable code C\g :
[4] — [NT]’"d_l. Then, there is an efficient Karp reduction from (N”,N)—PigeonL/ to (A, N)-Pigeon” for
L' = [¢Y4],

Proof. On input a circuit C : [N"] — [N], the reduction constructs C* : [A] — [N] defined by C*(w) :=
Ca(CLr(w)), where C4 is the depth-d Merkle tree defined above. The reduction then uses its Pigeon oracle
to compute distinct z1,..., 21 € [A] such that C*(z;) = C*(z;) for all 4,j. Let z; := Cir(2;). Finally, the
reduction uses the procedure from Lemma 5.3 on input C and x4, ...,z to output distinct wq,...,wgs such
that C(w;) = C(w,) for all ¢, j.

Clearly the reduction is efficient. By Lemma 5.3, in order to prove correctness, it suffices to prove that

there exists some j such that {(mi’(r,l)jJrh ..., T; )} contains at least ¢ distinct elements. Indeed, since Cir
is injective and the z; are distinct, the x1,...,x; must all be distinct as well. The result then follows from
the list recoverability of C\g. O

Corollary 5.7. For any integers r :=r(v) > 2, k:= k(v) > 1, and L := L(v) > 2, (2'", 2”)—PMPPL/ reduces
to (2U%,2°)-PMPPY under randomized reductions, where

i > Q(Llogr/(Qlogr—i-log k+log(L)/2)) )
Proof. Take q :=2"", A :=¢"* ¢:=L/2, and
n:=[CVI-2-(log(2) + 1) k| = O(VLk) .

Let d := [log, n] + 1 < log, n + 2 so that 79~! > n. By Theorem 5.5, there is a (¢ — 1, L — 1)-list-recoverable
code C : [¢F] — [q]rdf1 that can be constructed in randomized polynomial time. Combining this with
Theorem 5.6 gives a reduction from (2°",2%)-Pigeon” to (2U7%, 2)-Pigeon” for L’ > ¢*/¢. The result follows
by noting that

log ¢ logrlog ¢ logrlog L — logr log Llogr

log(L') > > > -0(1) > -0
og(L) = d T logn+2logr ~ log(L)/2+ logk + 2logr (>_10gk+logL/2+210gr OF

as needed. O
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5.3 Polynomial Long Choice

Finally, we show that PMPP is contained in the recently defined complexity class PLC [PPY23] for certain
parameters. Essentially the same result was recently proven independently by [JLRX24]. ([JLRX24] also
proved that PMPP contains PLC, though for different parameters.)

Theorem 5.8. For any L < n, there exists a Karp reduction from (2", 2"_L)—Pige0nL+1 to UnaryLongChoice
that runs in polynomial time.

Proof. This proof can be seen as a generalization of the proof that PWPP reduces to UnaryLongChoice. Let
C:{0,1}" — {0,1}"~T be the circuit in which we wish to find a L+ 1-wise collision. We let P;(ao, ..., a;, ) be
the (¢4 1)th bit of C(x) if i+1 < n— L. Otherwise, we let P;(aq,...,a;,x) = 0. We then feed Py, Py, ..., P,_o

to the PLC oracle to get back distinct ag,aq,...,a,. The reduction then outputs a,_r,a,_r+1,-..,a,. The
reduction clearly runs in polynomial time. Correctness follows from the fact that a,,—p,an—r+1,...,a, are
distinct, and by construction, C(a;) = C(a;) if ¢,5 > n — L. Therefore, C(an—r) = Clan—p+1) = -+ =
Clan). O

Corollary 5.9. For any constant k, (22”,2")-P|\/IPPk C PLC.

By Corollary 5.9, for all parameters A, B, L for which (A, B)-PM PP has been studied to date, (A, B)—PMPPL -
PLC. However, it remains unclear how exactly PMPP is related to PLC for the full range of choices for
A, B, L.

6 Black-box separations

We now present two black-box separation results between Pigeon with different parameters. (We note that
the recent independent work of Jain, Li, Robere, and Xun [JLRX24] contains exciting black-box separations.
Their results are formally incomparable to ours, but we feel that the results in [JLRX24] are more interesting
than our own black-box separations.)

The first result shows that there is no fine-grained black-box reduction in certain parameter regimes.
The second proof result rules out deterministic Karp black-box reductions (e.g., reductions in the style of
Merkle-Damgard that make a single oracle call to a collision-finding oracle) in certain parameter regimes.

Definition 6.1. A black box reduction from (2°,2%)-Pigeon” to (25,2T)—Pige0nL/ is an oracle algorithm
ASColfinder” oo that for any oracles f: {0,1}* — {0,1}* and Colfinder’ that finds L' -wise collisions in oracle
circuits C 2 {0,1}* — {0,1}", A succeeds in finding an L-wise collision in f.

We call such a reduction a black-box Karp reduction if it makes at most one query to the Colfinder! oracle.

We assume without loss of generality that 4 never queries the same value to f twice, that x1,za,..., 2
that form the L-wise collision in f were all queried to f by A at some point, when Colfinder returns
w1, Wa, . . .,wrs on input CY, the reduction computes Cf (wy), Cf (ws),...,CY(wr:) (and makes the necessary
queries to f to do so).

6.1 Simulation approach

Lemma 6.2 ([STKTO06]). Let2 < L <gq, a < 1, and ¢ = aNE=V/L [If the random variables X1, Xo, ..., X,
are uniformly distributed on [N], then,

Pr[EIil <o <1y, X;, = "':XiL] < I/L' .
Lemma 6.3 ([STKTO06]). Let ey = (1— %)™V, 2< L <gq, and ¢ = (LYYENED/L 4 [ < N. If the
random variables X1, Xo, ..., X, are uniformly distributed on [N], then
‘ ‘ I AN
Pr[3i < -+ <ig, XZ-1:~~:X1-L]2§—(N) In(en) .
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Lemma 6.4 ([Ber80]). Let X1, Xa,..., X, be i.i.d random variables with support on at most N values and
Y1,Ys, ..., Y, be uniformly distributed on [N, then for any L

Pr[3i1<...<iL, X; :"':XiL]ZPr[Eli1<"'<7:L7 Y; :"':Yz’L}

Theorem 6.5. For any integers L, L' > 2 and positive integers b > a and s > r, there is no black-box reduction
A Coffinder? from (20,2%)-Pigeon” to (2°,2")-Pigeon” that makes qf queries to f and qcF to Colfinder! if

101og(qcr)
) <

T 1 , 1
qcF ( + = +2eL/277/E 3

92s+1 2

T < 2", and
L—1
10gqcr log(qep)T + qf < 27T 1,

L'—
Ll

where T = L[/27 "5 + L.

Corollary 6.6. Let L' > 2 be a constant and L > L'. For every function p(n) = poly(n), there exists ng

such that for all n > ng, there is no black-box reduction from (22", 2")-Pige0nL to (2°, 2")-PigeonL/ which
runs in time p(n) for any b > n.

Proof of Theorem 6.5. Say for the sake of contradiction that there exists a reduction A7/ °!finder that makes
at most g¢ queries to f and at most gcr queries to Colfinder and succeeds in finding a L-wise collision in f for
every f, Colfinder pair. Let f :{0,1}* — {0,1}% be a random function. We will use A to create an algorithm
M which finds a L-wise collision in a random function with probability close to 1 but makes relatively few
queries to the random function f, which contradicts Lemma 6.2.

We first create an algorithm M/ that will do exactly what A does, except it will simulate Colfinder

L'—1

using the birthday paradox. Let T = 10log(qcg) (L)Y 27" + L'). M will then simulate the ith call to
Colfinder as follows: M/ will sample 7" values z%,z%, ..., z%, uniformly at random from {0,1}* and look for
J1 < ja < --- < jr such that the x;, are distinct and C’if(:cjl) = Cif(xb) == C’if(ij,). The simulation
then outputs z;,,zj,,...,;,,-

Let us now analyze the probability that M succeeds in finding a L-wise collision for any fixed f with high

L'—1

probability. For the analysis let us group all xf into 10log(gcg) groups of size T = (L/N)/L'2" 2 + L/. We
say the event RepeatInG, occurs if not all elements in G, are distinct. We say the event NoColy, occurs if Gy,
does not contain a; < az < --- < ars such that C’if(al) = C¥(ag) = --- = Cf(ar/). We say that the event
SimFail; occurs if simulation 4 fails to find a L’-wise collision in Cl-f. We say the event MFail occurs if any of
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the gcr simulation steps fails.

Pr[MFail] =Pr | | ] SimFail
“ “ i€ [qcr]

< Z Pr [SimFail;]

1€ [qcr) “j

< Z Pr ﬂ (RepeatInG,, U NoColy,)
iclger] 7 | k€1010g(q)

10 log(gcr)
< qcF ( 1r (RepeatInG, U NoCoIl)]>
J
< qcr (

10 log(qcr)
Pr [RepeatInG,] + Plr [NoColﬂ)

J

. o 10 log(qcr)
< qcF (Plr [RepeatInG;] + = 5 + (== o )1/]“/ 1n(62r)>

J

The final inequality follows from treating each C/ (fjl) as a random variable on {0,1}" and combining
T(r-1) . 12
2.23 —_ 226

Lemma 6.4 with Lemma 6.3. We also know that the probability we sample the same le twice is <
by a well known bound on the birthday paradox.

T2 1 L/| , 10 lOg((ICF) T2 1 10 IOg(QCF)
gm(++<.WLm@w) <( 1 +%LQM) <

1
9s+1 ) or 9s+1 9

So with probability greater %, M succeeds in finding a collision in a random f. Since each evaluation of
C7 requires at most gf queries, M makes at most grqceT + gf queries to f. This is a contradiction since by

L—1 . . . C . .
Lemma 6.2 24T~ queries are required to have a % chance of finding a collision in a random function with

an a bit output.
O

6.2 KNY approach
Theorem 6.7. Let L = L(n),L’ = L'(n),a = a(n),s = s(n),r = r(n) and ensure s —r = Q(n), L(n) =
poly(n), L'(n) = poly(n) and
AL 1) (L) -w(log(n)
- L'—1 '

For every p(n) = poly(n), there exists ny such that for every n > ng, there is no deterministic black-box Karp
reduction, from (227,24")-Pigeon™™ to (25(") 27" Pigeon™ "™ that runs in time p(n).

The oracle T we will use to show that no black box construction exists is as follows (it is the natural
generalization of the oracle given in [KNY18]).

Construction 6.8. The oracle T consists of a tuple (f, Colfinder!)

1. The function f = {f}nen: For every n, the function f is a uniformly chosen function from 2n bits to

a(n) bits.

2. The function Colfinder! : This function consists of an infinite set of permutations, where for every
n € N, and every circuit C1 : {0,1}*™ — {0,1}7™) there are L' uniformly and independently
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chosen permutations Wévf,ﬂ'%f, . 77Tév; over {0, 1}3("). When given an input C7, Colfinder” sets z1 =
7, (05, and z; = 7t (t;) where t; is the lezicographically smallest t; such that Cf (1) = C7(x;)
(for 1 <i < q). It then outputs (x1,T2,...,%1/(n))-

Lemma 6.9. There exists a polynomial time, oracle-aided algorithm A such that for any function f :
{0,1}%" — {0,1}™)  and any oracle aided circuit CF : {0,1}*(™) — {0,137 it holds that

Z1,T9,...,xr are distinct -
Collf)ir{der Cf(l'is :27Cf(’$2[)/ — ... = Cf(l'L’) (‘Th Z2,. .. 7IL/) A A(f,CoIfmderf)(ln’ Cf) 2 1- 1/pOIY(n)
Proof. Fix nand f. The algorithm on input C/, sends C/ to Colfinder’ and outputs the result (x1,22,...,21).
It holds by definition that C/(z;) = Cf(z2) = --- = Cf(z1,). All that is left to show is that z1,xa,..., 2/
are all distinct.

Notice there for any u(n), there are at most u(n) - 2"(") values for 2 such that \(C’f)_l(Cf ()] < u(n).
The proof for this is fairly simple. Group each input according to its output, there are 2°(™ inputs, and at
most 2™ groups. If we count the number of elements in the groups with less than u(n) elements, we will
clearly end up with < 27(™ . y(n) elements. Thus, there at at least 25(") — 27(")y(n) z for which there are
|d| > u(n). Let u(n) = n2L/(n)?. We thus have that

_ QS(n) . 2 22'r(n)
Pr [ (0N (O @) > Dy | 2 )

1 2,2 / 2,2
>1?L(n)n _L'(n)*n

25(n) - 25(71)—r(n) - 2—Q(n) = lfnegl(n) .

Let us now consider the probability that our proposed algorithm does not output distinct ;. Assume
we pick z; such that |(Cf)_1(Cf(x))\ > n?L/(n)?, then if we pick L’ — 1 elements independently from
(Cf)fl(Cf(x)) (which is what Colfinder does), then by the birthday paradox, we will have probability

>1- né—;z = 1— 1/n? that x1,29,...,2 are distinct. Therefore, the probability that we succeed is
(1 —negl(n))(1 —1/n?) =1 — 1/ poly(n), as claimed. O

Theorem 6.7 then follows from the following lemma.

Lemma 6.10. For any collision-finding oracle Colfinder! and any polynomial-time deterministic black-box
f,Colfinderf)

Karp reduction Al
T1,T3,...,Tr are distinct
Pr

FL ) = flwe) =--- = flar)

(x1,22,...,2L) + A(f’c"'ﬁ”de'f)(l”) <o(1).

Proof. We may assume without loss of generality that (1) A{>Colfinder) never queries f on the same input
twice; (2) A(SColfinder) a1ways queries all of the elements 1, . ..,z that it outputs; AG-Colfinden) always makes
a query to Colfinder; and (3) when Colfinder outputs some collision wy, . .., wy in some circuit C/, A(f-Colfinder)
proceeds to compute Cf(w,),...,Cf (wyr/), making all necessary new queries to f along the way to do so.
Notice also that because Colfinder’ is fixed, the first element w; output by Colfinder’ on input some circuit
Cf is fixed and independent of f for fixed Cf.

Let F C {f :{0,1}?" — {0,1}2("™} be the set of all functions f for which AU Colfinder) gycceeds, i.e.,
for which (z1,...,21) + A(fvc"'ﬁ“de'f(l”) is in fact a valid L-wise collision in f. We will show that for
every f € F, there is an encoding bit string Ey such that f can be completely recovered from E; and
|E¢| < a(n)2?™ —w(1). This implies that |F| < 0(2“(”)22"), which is equivalent to the result.

To that end, fix some f for which A-Ceolfinde) finds distinct elements z1,. ..,z € {0,1}?" such that

f(z1) = = f(xr). Let z1,...,2, be all queries made by A:Colfinder) t5 ¢ By assumption, there exist
indices 41, ...,ir € [q] such that z;; = x; for all j. Furthermore, the algorithm AU Colfinder) 1 akes precisely
one query to Colfinder, receiving as output ws, ..., wz € {0,1}5™).

Our encoding E will be the following. Let Y be the list of all f(z;) (in order) except for when i = i; for
some j. Let Y* be the list of all f(z) where 2z # z; for any ¢ (in some canonical order—say the lexicographic
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order on such z). Notice that Y and Y* together contain all values of f except for its value on the points
Ziys- -+, 2i,- Therefore |Y|+ |Y*| = a(n)(2?" — L) Then,

Ef=id10---0ipo f(zy)ows---owp oY oY,
where the 7; are written in binary. Notice that
|Ef| = [log q] - L+a(n)+ (L' —1)-s(n)+a(n)(2*" — L) = a(n)2*" + O(logn) - L+ (L' =1)-s(n) —a(n)(L—1) .
By our assumption on the parameters a,s, L, L', we have a(n)(L — 1) > w(logn)L + (L' — 1)s(n). So,
|E¢| < a(n)2?™ — w(1) as needed.
It remains to show that E can be used to recover f. To see this, first notice that £y contains enough

information to list all responses to all f queries made by A(/Colfinder) Tn particular, for all queries to f
except the i;th query for any j, we can simply use Y to respond to the queries. For the i;th query, we can

respond with f(z1), which is included in Ey. Using these responses, the fixed value of wy, and the w, ..., wy/
included in F;, we can all queries and responses made by AUS,Colfinder) “therefore recovering the values of
f(#1),..., f(#¢). The remaining values of f(z) can be read off of Y*. The result follows. O

7 A non-black-box non-separation

In this section, we use non-black-box techniques to prove non-trivial relationships between versions of Pigeon
with different parameters L. To do so, we use beautiful ideas due to Rothblum and Vasudevan [RV22], who
showed an analogous result for collision-resistant hash functions.

Theorem 7.1. Let k := k(n) > 2, m :=m(n) > 2, L1 := Li(n) > 2, and Ly := La(n) > 2 be efficiently
computable polynomially bounded integers that satisfy L1 < 2k=Dn=m [, <on=m L 1< Ly/2, and

Ly > (Lo+1)-/2(k —1)/Ls — 2(k — 1) .

Suppose that there exist efficient deterministic algorithm that solves (287, 2’”"‘”)-PigeOJflL1 and an efficiently
deterministic algorithm that solves (2", 2m)-PigeonL2. Then, there is also an efficient deterministic algorithm

algorithm that solves (28", 2m)—PigeonL/, where
L= [Ll L2/ 20k — 1)) — Lo + /2(k — 1)L2] .

Proof. Suppose that Ar, is an efficient deterministic algorithm that solves (2’“",2”‘*‘")—PigeonL1 and
Arp, is an efficient algorithm that solves (2”,m)—PigeonL2. We construct an algorithm Az, that solves
(2kn 2m)-Pigeon’ .

Before doing so, we will need a number of definitions. For a circuit C : {0, 1}** — {0,1}™ and o € {0,1}",
we define the circuit C, : {0,1}¥" — {0,1}™*" as Co(2) := (C(2), ga(x)), where g, : {0,1}F" — {0,1}"
is defined as follows. To compute g,, we first interpret o € {0,1}" as an element in the finite field
Fon. We similarly interpret x € {0,1}*" as a list of k field elements, o, ...,zx_1 € Fan. Then, g,(z) =
2o+ 10+ -+ +x_10% "L In other words, go(z) interprets x as the coefficients of a polynomial with degree
at most k — 1 and evaluates that polynomial at a.

Then, we define the function fe : {0,1}™ — {0,1}™ as follows. To compute f¢(«), we first run Ar, on
input C,, receiving as output (distinct) zy,...,7z, € {0,1}*" such that Co(z1) = -+ = Ca(wr,). Then,
fe(a) :=C(x1) (or, equivalently fe(a) = C(z;) for any 4, since Cqo(x;) = Co(21) and C(z;) is a substring of
Co(x;)). In other words, fe(«) is “the image under C corresponding to the Li-wise collision found by Ay, in
Co.” (Notice that fe is defined in terms of Ayr,. This is what makes our proof non-black-box.)

We are now ready to describe Az,. The algorithm takes as input a description of a circuit C : {0, 1} —
{0,1}™ and behaves as follows. It first constructs a circuit C* : {0,1}™ — {0, 1} such that C*(a) = fe(a)
with fc as described above. The algorithm then runs Az, on input C*, receiving as output distinct
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a1,...,ar, € {0,1}" such that fe(oq) = -+ = fe(ar,). Then for i = 1,..., Lg, the algorithm computes
(Ti1s---%iL,) < AL, (Co;), where C,, is defined as above. Finally, the algorithm outputs any subset of L’
distinct elements among the z; ;. (We will argue below that such a subset must exist.)

First, notice that this is actually an efficient algorithm. In particular, the fact that Ay, is an efficient
deterministic algorithm means that we can efficiently compute the circuit C* (which uses Ay, as a subroutine)
and in particular that C* has description length that is polynomially bounded in the description length of C.

Next, we claim that the algorithm is correct. In particular, we claim that C(z; ;) = C(z ;) for all ¢, 7,7, 5/
and that there exist at least L’ distinct elements among the z; ;.

Showing that C(x;;) = C(xy ;) amounts to carefully parsing the (admittedly rather complicated)
definitions of C,, and fe. We actually show something slightly stronger, namely that Cy, (2;;) = Ca,, (zs ).
(This is in fact a stronger statement, since C(x; ;) is a substring of Cq,(x; ;). By the fact that Ap, is
deterministic and the definition of f¢, we must have that C(z;1) = fe(a;) for all . By the correctness
of Ar,, we must have that fc(a;) = fe(aq) for all i. And, by the correctness of Ay, we must have that
Ca; (i j) = Cq,(x;,1) for all 4, j, as needed.

It remains to show that there must be at least L’ distinct values of x; ;. This is where we use our
careful choice of g,. Indeed, since ga,(x; ;) is a substring of Cq,(z;;), it follows from the above that
Ya; (xi,j> = Gos (xi’,j’) for any i, j, ', j’.

Recall that gq,(z;;) is a polynomial p; ; with degree at most & — 1 in «;, where the polynomial p; ;
itself depends only on z; ;. These polynomials have the property that p; ;(o;) = pir (o) for all i, 4,7, 5.
Therefore, applying Corollary 2.23, we see that there are at least L’ distinct polynomials p; ;. In other words,
there are at least L' distinct values ; j, as needed. O
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A On efficient injections from [N] to sets of size roughly N

Definition A.1. For a family of sets S := { S,k }n>14>0 With Sy C [—k,k]", j : N2 x Z — N is an index
of § if for all n and k,

k
U {8} % Suctjtnri) = Sn
i=—k
with j(n,k,i) < k. We say that j is efficiently computable if there is a deterministic algorithm that computes
j(n,k,i) in time poly(n,logk,logi).

Lemma A.2. If a family of sets S := {Sy k tn>1,k>0 has an efficiently computable index and if membership in
S1k can be computed in deterministic poly(k) time, then there is a deterministic algorithm that takes as input
n, k, and a < |Sp k| and outputs the ath element in S, i in the lexicographic order in time poly(n, k,loga).

The above lemma is useful when k is small. But, we will be interested in cases when k is quite large. In
that case, we might not be able to quite find an algorithm that yields an efficient injection from [|.S, || to
Sh,k, but the ideas below let us come quite close in some important special cases.

Definition A.3. For a family of sets S := {Sy k}n>1k>0 and a function L(n,k), we say that there is an
efficient L-sized injection to S if there is a deterministic poly(n,log k,log a)-time algorithm A that takes as
input integers n > 1, k > 0, and a > 1 and outputs s € Sy, 1, such that if a1, a2 < L(n, k) and a1 # az, then
A(n,k,a1) # A(n, k,2).

Definition A.4. For a family of sets S := {Sn k }n>1k>0 with indez j, we say that a function L : N> xZ — N
1s a lower bound for S consistent with j if for alln > 1, k>0, and —k <t <k,

1. L(1,k,t) = |S1, N [k, t]|;
L(n,k,—k—1)=0;
L(n,k,t) — L(n,k,t —1) >0 (i.e., L is a non-decreasing function of t); and
L(n+1,kt)—Ln+1,k,t—1) < L(n,j(n+1,k,t),5(n + 1,k,1)).

We say that such L and j are efficiently computable if L(n, k,t) and j(n, k,t) can be computed determin-
istically in time poly(n,logk,logt). And, we write L(n,k) := L(n, k, k)

This definition might seem rather strange. But, notice, for example, that these conditions imply that if L
is a lower bound that is consistent with some index j, then L(n, k) < |S, k|, and more generally that

’I’Lk‘t Z|S ,j(nkz)|

1=—k

so we at least have some justification for the terminology “lower bound.”

A very nice example is to take S, := {z € Z" : |z|l1 = k}. Then, a nice index function is simply
J(n,k,i) =k —i|. And, the sets {i} X Sy,_1 j(n,k,) simply correspond to the slices of the £ — 1 sphere. In this
example, one can then take L(n, k,t) to be precisely equal |[{z € Z™ : ||z|| = k, z1 < t}] since this happens to
be efficiently computable. But, one can also use a volume-based estimate of this, estimating ZE:_ & On—1,i by
L(n,k,t) :=vol{x € R" : |lx|y =k — 0 and z; < t}. For an appropriately chosen slack factor § = §(n, k),
this will satisfy the conditions outlined above.

The following shows that the existence of such an L and j is actually enough to imply an efficient L-sized
injective mapping to S for L that is related to L.

Lemma A.5. Suppose that S := {S, } with Spr C [—k, k] is a doubly indexed family of sets with an
efficiently computable index j and efficiently computable lower bound L for S consistent with j. Then, there
1s an efficient L-sized injective mapping to S.
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Proof. We describe our algorithm A(n, k, a) recursively as follows. The algorithm first uses binary search to
find the minimal value of ¢ € [—k, k] such that L(n,k,t) > a. If n = 1, it simply outputs ¢. Otherwise, it
outputs (¢, A(n — 1,5(n, k,t),a — L(n,k,t — 1)).

First, notice that when a < L(n, k), there does always exist a minimal value of ¢t € [k, k] such that
L(n, k,t) > a, and this will in fact be found by binary search because of the fact that L(n, k, t) is non-decreasing,.
Notice as well that the running time of the algorithm is in fact poly(n,logk,loga). In particular, the running
time of the algorithm satisfies the recurrence Ty(n, k,a) < Ta(n — 1,k —t,a — L(n, k,t)) + polylog(n, k, a)
with base case T4 (0, k&, a) < poly(log k), and a simple argument shows that this is polynomially bounded.

Furthermore, notice that the fact that j is an index implies that the output of the algorithm is in fact
an element in S, ;. So, the algorithm does at least output an element of S, and does have the claimed
running time.

It remains to prove that the algorithm is an L-sized injection, which we do by induction on n. In the
base case when n = 1, a simple argument using Item 1 above shows that A(1, k, a) outputs precisely the ath
element in the set S1 5 C [—k, k]. So, in particular, it is injective as a function of a for n = 1.

Now, let n > 2. We assume for induction that the algorithm is injective on input (n — 1,%’,a’) for any k'
and any a’ < L(n —1,k"). Now, for a; # as with a1, as < L(n, k), let t; be minimal such that a; < L(n, k, t;).
Notice that if ¢1 # to, then clearly A(n, k,a1) # A(n, k, az) (since the first coordinates in the two outputs are
t1 and to respectively). So, we may assume that t; = t5 = ¢.

Let k' := j(n,k,t) and a := a; — L(n, k,t — 1). It suffices to show that A(n — 1,k',a}) # A(n — 1,k d}).
By the induction hypothesis, it suffices to show that 0 < a} < L(n — 1,k’). Indeed, by the definition of ¢, we
have that L(n,k,t — 1) < a; < L(n, k,t), so that 0 < a} < L(n,k,t) — L(n,k,t — 1). And, by Item 4, this
implies that a} < L(n — 1, k') as needed. O

A.1 Injections into ¢, balls
Lemma A.6. For any integer p > 1, let S := {S,r} where S, = {z € Z" : |z|b < k}. Then,
j(n,k,1) :=k — |i|P is an efficiently computable index of S and

L(n, k,t) :==vol, ({x e R" : |z|) <k —pk'TVP(n —1), 1z, < t}) +1

s an efficiently computable lower bound for S that is consistent with j, where we interpret this expression as
0 if the set is empty. Furthermore, for k > (10pn)?,

1By (k'/P
volBy (M) 1 4 1omkise
L(n, k)

Proof. Tt is immediate that j is an efficiently computable index of S. And, it is immediate that L is efficiently
computable (ignoring issues of precision) and that L satisfies all properties needed to be a lower bound for S
except for Item 4. So, we only need to prove that L satisfies [tem 4.

In other words, we must prove that

volns1 ({2 €R™ ¢ |@|? < k—pk'™/Pn, t—1 <y < t}) < vol, ({@ € R™ : ||z|2 < k—[t[P—pk'~/P(n—1)}) .

Notice that the left-hand side is zero if, e.g., |t| > kP, so we may assume that |t| < k'/?. Furthermore, if
t =0, a quick check shows that the inequality holds. So, we may assume that 1 < [¢]| < k'/?. Then,

vol ({& € R™™ ¢ ||z|[2 <k —pk'V/Pn, t —1 <z < t})

t
_ / vol, ({z € R+ [[zl|s <k — [r’ — pk! =/ (n + 1)}) dr
t—1

<vol, ({e e R™ : |z|p <k —(]t| — 1) — pk P (n 4 D}
<vol, ({x eR" : |lz|h <k — [t + pltfP~t = pkt VP (n + D}
<vol, ({e e R™ : |z|f <k —|t|" — kl_l/pn}) ,
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as needed.
The “furthermore” follows by recalling that vol, (B} (r)) = r™ - vol, (B} (1)). O

Corollary A.7. For any constant integer p > 1 and q := q(n), let S := {S,, 1} where S, 1 :={z € Z"/q(n) :
2|5 < k}. Then, there is a poly(n,log q)-time computable L-sized injection into S with

L(n, k) > (1 — 20n/(gk"")) - ¢ - vol(B (/7))
for all k > (100pn/q)?.

Proof. Notice that it suffices to consider the case ¢ = 1 after rescaling appropriately. Then, combine
Lemma A.6 with Lemma A.5. O

A.2 An injection into the Hamming ball
We will use the following result from Knuth [Knu05].

Lemma A.8 ([Knu05)). The combinatorial number system defines a bijective function fr, 1 : [(7)] — ([72]),
which can be computed in time poly(m).

Algorithm 1 An injective map from [A] into the Hamming ball

Require: z € [A]

t = max{t': V'(t') < x} // x encodes a point in hamming sphere of radius ¢
u—x—Vyr(t—1)—1 // For convenience, we let V,*(—1) be 0
v+ |u/(g—1) // Note that u € [0,1,..., V" (t —1) — 1]

(il,ig,...,it) (*fn_’t(l}%*l)
Let a1, az,...,a; € {0,...,q — 2} be the digits of (u mod (¢ — 1)*) when written in base q — 1.
(y17y27"'ayn) <_(0a0730)
fOI‘j S {il,ig,...,it} do
yj=a; +1
end for
return (y1,y2,...,Yn)

Lemma A.9. There is an algorithm that runs in time poly(log(A),n), which on inputs A,n outputs a circuit
b [A] - Fy that is an injective map from [A] into V'(r), where r is the smallest integer such that
V(B3 (0,7)) > A. In particular if A= V,*(r) for some r, then CM s bijective.

Proof. Tt suffices to show an algorithm with running time poly(log(A4),n) that maps an integer x € [A] to
B,?(O7 r). Key to our translation will be the combinatorial number system from Lemma A.8. See Algorithm 1
for details. O
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