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Abstract

We revisit the question of whether worst-case hardness of the time-bounded Kolmogorov com-
plexity problem, MINKP®Y—that is, determining whether a string is “structured” (i.e., K'(z) <
n — 1) or “random” (i.e., KPY®) > n — 1)—suffices to imply the existence of one-way functions
(OWF). Liu-Pass (CRYPTO’25) recently showed that worst-case hardness of a boundary version
of MINKP®Y—where, roughly speaking, the goal is to decide whether given an instance z, (a)
is KPY-random (i.e., KPY®)(z) > n — 1), or just close to KP*Y-random (i.e., K*(x) <n — 1 but
KPY(®) > — logn)——characterizes OWF, but with either of the following caveats (1) consider-
ing a non-standard notion of probabilistic K*, as opposed to the standard notion of Kt or (2)
assuming somewhat strong, and non-standard, derandomization assumptions.

In this paper, we present an alternative method for establishing their result which enables
significantly weakening the caveats. First, we show that boundary hardness of the more standard
randomized K* problem suffices (where randomized K*(z) is defined just like K*(z) except that
the program generating the string z may be randomized).

As a consequence of this result, we can provide a characterization also in terms of just “plain”
K* under the most standard derandomization assumption (used to derandomize just BPP into
P)—namely E ¢ ioSIZE[2°(")].

Our proof relies on language compression schemes of Goldberg-Sipser (STOC’85); using the
same technique, we also present the the first worst-case to average-case reduction for the exact
MINKPY problem (under the same standard derandomization assumption), improving upon Hira-
hara’s celebrated results (STOC’18, STOC’21) that only applied to a gap version of the MINKPY
problem, referred to as GapMINKP®Y where the goal is to decide whether K*(z) < n — O(logn))
or KPY(®)(z) > n — 1 and under the same derandomization assumption.
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1 Introduction

A one-way function [DH76] (OWF) is a function f that can be efficiently computed (in polynomial
time), yet no probabilistic polynomial-time (PPT) algorithm can invert f with inverse polynomial
probability for infinitely many input lengths n. Whether one-way functions exist is unequivocally
the most important open problem in Cryptography (and arguably the most important open prob-
lem in the theory of computation, see e.g., [Lev03]): OWFs are both necessary [IL89] and sufficient
for many of the most central cryptographic primitives and protocols (e.g., pseudorandom gener-
ators [BM84, HILL99], pseudorandom functions [GGMS84], private-key encryption [GM84], digital
signatures [Rom90], commitment schemes [Nao91], identification protocols [FS90], coin-flipping pro-
tocols [Blu82], and more). These primitives and protocols are often referred to as private-key prim-
itives, or “Minicrypt” primitives [Imp95] as they exclude the notable task of public-key encryption
[DHT76, RSA83]. Additionally, as observed by Impagliazzo [Gur89, Imp95], the existence of a OWF
is equivalent to the existence of polynomial-time method for sampling hard solved instances for an
NP language (i.e., hard instances together with their witnesses).

Worst-case Characterizations of OWFs We here focus on the question of whether there ex-
ists a natural complexity-theoretic problem whose worst-case hardness characterizes OWFs. Re-
cently, [LP20] presented an average-case characterization of OWFs through a natural computational
problem—the time-bounded Kolmogorov complezity problem [Kol68, Sip83, Ko86, Har83]: Let the
Kolmogorov complexity of a string z, denoted K (z), be defined as the length of the shortest pro-
gram that outputs z, and the ¢(-)-bounded version, K*(x), be defined as the length of the shortest
program that outputs the string = within time ¢(|z|). While determining (or deciding for some
particular threshold s(-)) the Kolmogorov complexity of a string x is uncomputable, as surveyed
by Trakhtenbrot [Tra84], the problem of efficiently computing/deciding K'-complexity (when ¢ is a
polynomial) predates the theory of NP-completeness and was studied in the Soviet Union since the
60s as a candidate for a problem that requires “brute-force search”. Indeed, so far no non-trivial
attacks are known in the uniform setting (and only very recently a non-trivial attack of circuit size
roughly 24"/% was presented in the non-uniform setting [MP23, HIW24]).

The work of [LP20] showed that mild average-case hardness of computing K* (or simply deciding
whether it is large or small) w.r.t. the uniform distribution over instances, characterizes the existence
of OWF. (Subsequently, several other average-case characterizations of OWF were obtained, e.g.,
[LP21a, RS21, ACM*21, LP21b, LP22].)

Recently, also worst-case characterizations of OWF's were obtained [LP23a, HN23|, considering
some variants of the time-bounded Kolmogorov complexity problem. In particular:

e [LP23a] characterize OWFs through the problem of determining whether K*(z) is large or small,
but restricting attention to instances x with very large unbounded Kolmogorov complexity (i.e.,
K(x) > n—0O(logn)), or alternatively, to strings = whose so-called “computational depth”,
cd'(z) = K'(z) — K(z) < O(logn), is small (whereby “restricting attention” means that we
consider worst-case hardness of a promise problem that only considers those instances; that is,
any efficient algorithm must fail on one of those instances in the promise).

e [HN23] provide a worst-case characterization of a variant of OWFs, referred to as infinitely-
often OWF's, through the problem of “estimating the probability that a random time-bounded
program outputs a certain string” (which can be shown to be related to the notion of proba-
bilistic K*), while restricting attention to instances satisfying an analog of small computational
depth (with respect to this complexity notion).!

!An alternative type of worst-case characterization of OWFs was also obtained in [HIN23], where it is shown that



The unappealing aspect of the above characterizations is that once we add the “conditioning”, it
becomes less clear what the intuitive interpretation of the problems is. On a technical level, the
property that we condition on (i.e., computational depth being small, or Kolmogorov complexity
being large) is not decidable.

Boundary-Hardness of Time-bounded Kolmogorov Complexity Very recently, [LP25] pre-
sented an approach towards a more natural problems whose worst-case hardness may characterize
OWFs. Ideally, we would like to show that the classic MINKP®Y problem—that is, the problem
of simply determining whether a string is “structured” (i.e., K'(x) < n — 1) or “random” (i.e.,
KPY(®) > p—1)—suffices to imply the existence of one-way functions (OWF). [LP25] recently showed
that worst-case hardness of a boundary version of MINKP®Y—where, roughly speaking, the goal is to
decide whether given an instance z, deciding whether (a) z is KP°Y-random (i.e., KP°%®)(z) > n—1),
or just close to KPY-random (i.e., K*(x) < n—1 but KPY®) > n —logn)—characterizes OWF, but
with either of the following caveats:

e Considering a non-standard notion of probabilistic K* [GKLO22], as opposed to the standard
notion of K*.2

e Assuming somewhat strong, and non-standard, derandomization assumptions. In more detail,
assuming that there exists a constant ¢ > 0 such that E ¢ ioNTIME[2¥"]/2°" for every k € N.
This is a strengthening of the classic derandomization assumption that E ¢ ioSIZE[2°(")] (used
to e.g. show that BPP = P [NW94, TW97]).

Our Results in a Nutshell Our main results will improve upon the above result in two ways:

e Instead of showing an unconditional characterization in terms of probabilistic K, we will show
that the same result holds with respect to the notion of randomized K* [LLOS21, Ol1i19, LO21].
Roughly speaking, randomized K*(z)—denoted 7 K!(z)—is defined as the length of the shortest
randomized program that generates x with some probability ¢ (think of § as 2/3.) Note that
despite the similarity in the names between probabilistic-K? and randomized-K*, there is a
major conceptual difference. In rK*(x), the same program II is supposed to generate x with
high probability over the randomness string r (i.e., II, generates x with high probability over
r)—this is arguably the most natural way of generalizing K to consider randomized programs;
in contrast, for pK*, we simply require that with high probability over the string r, there exists
some “short” program II such that II, generates z.

e When considering simply the boundary version of K*, we are able to singificantly simplify (and
weaken) the derandomization assumption and obtain a characterization under the most classic
derandomization assumption that E ¢ ioSIZE[2°(™)] (originally used to show that BPP = P
[NW94, TW97)).

OWFs exists iff NP ¢ BPP and a certain “distributional”-K* problem is NP-complete w.r.t. a certain type of (restricted)
reductions. Note that simply worst-case hardness of the distributional K* problem alone is not sufficient to get OWFs.
Rather, the characterization is in terms of both a hardness assumption (NP ¢ BPP) combined with an feasibility
assumption (the existence of a certain type of NP-completeness reduction).

*Roughly speaking, for some constant § (think of § = 2/3), pKi(x) is defined as the smallest w such at with
probability § over the choice of a random string r, there exists a program of length at most w that generates x if being
provided r. One can think of this notion as time-bounded Kolmogorov complexity in the presence of a ”Common
Random String” (CRS), but note that program is allowed to depend on the CRS.



1.1 Owur Results

To state our results more formally, let us first recall the standard MINKP®Y problem; the randomized
version of the problem, MINrKP®Y _is defined analogously (see Section 4). For any polynomials ¢ < tg,
let MINK!+¥2 denote the promise problem consisting of:

e YES: z €{0,1}", K''(z) <n—2.
e NO: z € {0,1}", K®(z) >n —1,

In essence, the goal is to distinguish between so-called time-bounded Kolmogorov-random strings (i.e.,
z s.t. KY(x) >n — 1) and those that are not. We say that MINKP®Y ¢ ioBPP if for all polynomials
t1,t2, ta(n) > t1(n) > 2n, MINK™2 ¢ ioBPP.3

The boundary version (denoted by boundary-MINK!#2) is defined as the promise problem con-
sisting of:

o YES: z € {0,1}", K" () <n—2and K*(z) >n —logn.
o NO: w € {0,1}", K"(x) > n—1.
and boundary-MINKP®Y is analogously defined. In other words, the problem requires:

Deciding whether a string x is (a) time-bounded Kolmogorov random, or (b) just “near”
time-bounded Kolmogorov random (i.e., having “intermediate” time-bounded Kolmogorov
complezity.)

We are now ready to state our main theorems:

Theorem 1.1. Assume there exists some constant € such that E € ioSIZE[2"]. Then, OWF's exist
if and only if boundary-MINKP®Y ¢ ioBPP.

Theorem 1.2. OWFs exist if and only if boundary-MINrKP®Y ¢ joBPP.

Comparing our Derandomization Assumption to the one used in [LP25] As mentioned,
we are relying on the most classic derandomization assumption in the literature; that is, the existence
of a function f:{0,1}" — {0,1} computable in 2" time for some constant ¢, that cannot be
computed in by circuits of size 2¢"* for some constant e. This is the assumption used by [IW97] to
demonstrate that BPP = P.

This assumption was first strengthened by [KvMO02] to require hardness against non-deterministic
circuits. Following [CT21], [LP25], considered an even stronger version, requiring the existence of
¢, € such that for every k (i.e., we require a hierarchy of hard functions), there exists a function
running in time 2¢*” that is secure against non-deterministic attackers with running time 2" but
still only 2" advice. Note that compared to this assumption, ours is weaker in two respects: (a)
we no longer require non-deterministic hardness, and most importantly (b) we no longer require an
infinite hierarchy of hard functions over a fixed input length.

3Recall that ioBPP denotes the class of promise problems that admit a probabilistic polynomial time algorithm on
infinitely many input lengths.



Does Worst-case Hardness of just K' Suffice? The above results still require worst-case of
the boundary version of MINKP®Y. As mentioned, ideally, we would like to base OWFs on worst-case
hardness of just the MINKP®Y problem. Beyond being interesting in its own right, this question is
motivated by the fact that in recent years, there has been great progress (see e.g. [[1a20, IL.0O20, Ila21]
[[la22, LP22, Hir22, [1a23]) towards showing that problem is NP-complete. Notably, if OWFs can be
based on the worst-case hardness of this problem, and the problem can be shown to be NP-complete,
then we would base OWFs on just the assumption that NP ¢ BPP (a problem left open since the
work by Diffie and Hellman [DH76], and referred to as the “holy-grail”).

Intriguingly, a result by Hirahara [Hir18] shows that if we were to consider a “gap” version of the
K problem, referred to as GapMINKP?Y[s, s + n¢], where the goal is to distinguish between z such
that K" (z) < s and K®(z) > s+ n¢, for all t5 = poly(t1), then worst-case hardness of this problem
implies what is referred to as errorless average-case hardness (w.r.t. deterministic algorithms).
Roughly speaking, erroriless average-case hardness refers to average-case hardness w.r.t. algorithms
that either provide the right answer or L (and L should only be output with small probability).
In other words, hardness holds w.r.t. algorithms that “know” when they fail. This is in contrast
to the notion of two-sided error hardness where we allow the attacker to fail (without knowing it)
on some small set of inputs. (Unfortunately, to apply the result of [LP20], we require the more
standard notion of two-sided error average-case hardness, so this result is not helpful in terms of
getting OWFs, at least given current machinery.) Hirahara [Hir21], subsequently showed that under
the assumption that E ¢ ioSIZE[Q"(”)]7 the same result can be established when the “gap” is just
Q(logn), as opposed to n¢ (i.e., for GapMINKP?Y[s, s + O(log n)]).

As our final result, and using the same technique as the proof of our main theorem, we show how
to strengthen Hirahara’s result to directly apply to MINKP®Y (as opposed to the gap version of this
problem).

Theorem 1.3. Assuming E € ioSIZE[2"] for some ¢ > 0, MINKP®Y & BPP if and only if MINKP®Y &
AvgBPP (which in turn implies that NP Z AvgBPP ).

As mentioned, Hirahara [Hirl8, Hir20] shows (under the same derandomization assumption) a
worst-case to average-case reduction for a gap version of the MINKP®Y problem, where there is a
gap of Q(logn) between the KP°Y complexity of YES and NO instances (on top of the gap between
the running times). Theorem 1.4 improves the results of [Hirl8, Hir20, GKLO22] by removing
the gap in the large threshold regime (i.e, when deciding whether KP°Y is larger or smaller than
s(n) =n —0(1)): As far as we know, Theorem 1.4 is the first worst-case to average-case reduction
for simply the MINKP®Y problem (and not the GapMINKP®Y problem).

We mention, however, that while our proof technique is very different from the one in [Hirl8,
Hir20], and is also significantly simpler, it has the disadvantage that it only works in the large
threshold regime (i.e., s(n) = n—O(1)) , whereas Hirhara’s technique also works for smaller thresholds
s(n) (but again, only for the gap version).

Additionally, if focusing on rK* (as opposed to K') and only considering average-case hardness
against deterministic polynomial-time algorithms (as in [Hir18]), then we can show unconditionally
obtain a worst-case to average-case reduction.

Theorem 1.4. MINKP®Y & P if and only if MINrKP?Y & AvgP (which in turn implies that NP ¢
AvgP ).

Taken together, our results provide the appealing characterization of the worst-case hardness of
the time-bounded Kolmogorov complexity problem (under standard derandomization assumption)
provided in Figure 1.
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Figure 1:  An illustrative example of the boundary-MINK!2 problem where the two polynomials
are t1,t2, t1 < to. Worst-case hardness of deciding between Large and Med characterizes OWFs (see
Theorem 1.1), whereas worst-case hardness of deciding between Large and (Med U Small) implies
NP ¢ AvgBPP (see Theorem 1.4).

1.2 Proof Overview

We proceed to a proof outline of our results. As mentioned, [LP25] obtained a characterization of
OWFs through the boundary hardness of time-bounded Kolmogorov complexity, but considering a
non-standard notion of probabilistic K¢, pK!. We focus on explaining how to prove that the same
result holds w.r.t. the notion of randomized K, rK?. Note that the notion of pK? was crucial in
obtaining a OWF from the boundary hardness. So we will primarily discuss how to prove the “if”
direction of Theorem 1.2. The converse direction will follow mostly from [LP25], using the techniques
from [LP23a], which passed through the notion of an “entropy-preserving PRG” constructed in [LP20]
(and later improved in [LP23a]). Our weakening of the derandomization assumption in Theorem 1.1
follows from the fact that we are able to deal with 7K (as opposed to pK*).

Towards this, it is instructive to briefly review how [LP25] established the existence of OWFs
from the boundary hardness of pK*.

Why pK'! is Needed in [LP25] Roughly speaking, the results of [LP25] first rely on the result
of [LP20, LP23b] showing that average-case hardness of pK' implies the existence of OWFs. In more
detail, [LP20, LP23b] present a reduction for solving MINpKP®Y on average given a OWF inverter (for
their specific OWF) (referred to as the LP20 reduction). [LP25] showed that the LP20 reduction, in
fact, also correctly decides MINpKP®Y on all instances that “are along boundary”.

This was proved in the following two steps: (1) [LP25] showed that elements on which the
reduction fails can be sampled with probability > n¢/2™ for any ¢, by an algorithm running in time
T = poly(n€); and (2) relying on a so-called “Coding Theorem” [LOZ22], [LP25] proved the pK”
complexity of an element is, roughly, at most the logarithm of the inverse of the probability by
which it can be sampled. Taken together, the reduction only fails on the elements of small pKP°Y
complexity (roughly at most log(2"/n¢) = n — clogn), and thus will succeed on elements of either
“intermediate” or “large” complexity—instances that are along the boundary.

We plan to rely on the same outline: take the LP20 reduction for »K* and prove that it is correct
on all boundary instances. However, to make the above proof also work w.r.t. rK* we would need
a “Coding Theorem” for rK! without assuming any derandomization assumptions, which is still
open. A step towards such a Coding Theorem was recently taken by Hirahara et al [HLN24], which



shows that an “average-case coding theorem for rK®” can be achieved assuming access to a OWF
inverter. While in our setting, it is allowed to assume a OWF inverter (since we aim to establish the
existence of OWFs), their notion unfortunately will not suffice for us—we require a coding theorem
(that achieves non-trivial compression) for all strings in the support of the sampler.

Language Compression and 7K? While it does not apply directly, it is instructive here to recall
the techniques used in [HLN24] to achieve rK'-type compression. [HLN24] relied on the result of
Goldberg and Sipser [GS85], in which they showed that all sparse languages in BPP admit a so-
called language compression scheme, where a language compression scheme allows to compress all
instances in a sparse language by logarithmically many bits. [HLN24] observed that admitting a
language compression also implies that every instance in the language has small 7K complexity (at
most n — O(logn)).

Thus, it would be sufficient for us to prove that the language of all the elements on which the
LP20 reduction fails, denoted by the language Bad, admits a language compression scheme. Bad
is indeed a sparse language (since, as mentioned, [LP25] showed that any instance in Bad can be
sampled with probability > n¢/2"—there can be at most 2" /n¢ of them). However, it is unclear that
Bad is in BPP: to check whether the reduction fails, we would need a “rK*-witness”, which cannot
be efficiently found.

Our key observation is that instead of considering Bad, the set of bad instances, we can consider
the set of r K'-witnesses of bad instances, denoted as BadWtns. We first remark that as a corollary of
the [LP20] reduction, we have that not only Bad is sparse, but also BadWtns. In addition, BadWtns
is in BPP since one can produce the bad instance from a bad witness (by running the witness as a
program), run the reduction on the instance, and check whether it fails using the witness. Finally,
notice that if all 7 K*-witness of bad instances have small » KP°Y complexity, the instances themselves
will also have small rKP°Y-complexity, since, again, the instances can be obtained from running the
witnesses. The above simple approach suffices to show that worst-case hardness of deciding whether
K'(z) is large or small conditioned on rKP°Y®) > n —logn. To obtain the full result from just
boundary hardness of 7K' we need to adjust the OWF construction from [LP20] to consider also
randomized programs, which requires additional care—we refer the reader to the formal proof for
the details.

Dealing with just K! using Derandomization We highlight that the only reason the above
approach requires using 7K' as opposed to K' is that the decoding (“decompression”) algorithm
of [GS85] is randomized. However under standard derandomization assumption, we can simply
derandomize this algorithm (by enumerating all seeds to a complexity-theoretic PRG and picking
the most likely output) and obtain a deterministic decoding. This suffices to show the same result
but starting with just boundary hardness of K*.

Let us briefly mention how this contrasts with the approach in [LP25] (and in particular, how we
are able to weaken the derandomization assumption). There, the authors established an uncondi-
tional characterization of OWFs in terms of boundary of pK* and next relied on a strong derandom-
ization assumption to obtain a similar bound w.r.t. K*; the fact that we can get the characterization
in terms of rK* is what enables us to use a much weaker derandomization assumptions.?

A New Worst-case to Errorless Average-case Reduction We finally outline the idea be-
hind our new worst-case to average-case reduction for K* under derandomization assumptions. For

4We highlight that it is an open problem that obtain a tight bound on the distance of pK* and K based on standard
derandomization assumptions.



simplicity, we here argue that worst-case hardness implies errorless hardness against deterministic
algorithms (but the argument also readily extends to the case of randomized heuristic with some
care). The key point is that instances on which an errorless reduction fails are sparse and explicitly
identifiable (since the heuristic needs to output ). Thus, we can again use the language compression
algorithm of [GS85] to compress them, and thus by the above argument, their K‘-complexity must
be bounded by n — logn (under derandomization assumptions, and unconditionally if considering
rK'). So any errorless heuristic can be turned in to a worst-case decider for K! (resp. rK!) by
simply outputting Y E.S whenever the heuristic outputs 1!

2 Preliminaries

2.1 One-Way Functions

We recall the definition of one-way functions [DH76]. Roughly speaking, a function f is one-way if
it is polynomial-time computable, but hard to invert for PPT attackers.

Definition 2.1. Let f:{0,1}* — {0,1}* be a polynomial-time computable function. f is said to be
a one-way function (OWF) if for every PPT algorithm A, there exists a negligible function p such
that for all n € N,

Prlz « {0,1}"y = f(z) : A", y) € f7'(f(2))] < u(n)

We may also consider a weaker notion of a weak one-way function [Yao82], where we only require
all PPT attackers to fail with probability noticeably bounded away from 1:

Definition 2.2. Let f: {0,1}* — {0,1}* be a polynomial-time computable function. f is said to be
an a-weak one-way function (a-weak OWF) if for every PPT algorithm A, for all sufficiently large
n €N,

Prle — {0,1}%y = f(z) : A(1",y) € FL(f(2))] < 1 —a(n)
We say that f is simply a weak one-way function (weak OWF) if there exists some polynomial ¢ > 0

such that f is a ﬁ—weak OWEF.

Yao’s hardness amplification theorem [Yao82] shows that any weak OWF can be turned into a
(strong) OWF.

Theorem 2.3 ([Yao82]). Assume there exists a weak one-way function. Then there exists a one-way
function.

2.2 Language Compression Schemes for BPP

We introduce the notion of language compression we rely on. We highlight here that we do not
consider the complexity of the compressing algorithm (and the compression can be just existential).

We generalize the notion of language compression to promise problems; additionally, we want
the definition to apply for all input lengths where the language is sparse (i.e, the compression works
input-length by input-length). We say that a promise problem II is s-sparse over input of length n
if [{0,1}™\IInol/2™ < s.

Definition 2.4. For any promise problem 11 = (Ilygs,IIno), we say that I1 admits a (a(-),4(+))-
language-compression scheme if there exists a PPT decompressing Dec such that the following holds.
For all sufficiently large n € N, if II is a(n)-sparse over input of length n, then for any x € {0,1}™ N
Iygs, there exists a string y € {0, I}Z(Ix\)7 such that

Pr[Dec(y) = z] >

W o



We recall the language compression scheme of Goldberg and Sipser [GS85]. (We note that while
the language compression scheme considers languages in P, as pointed out in [GS85], their scheme
also works when the language is a BPP promise problem; and we observe that the compression works
in an input-length by input-length manner.)

Theorem 2.5 ([GS85)). For any promise problem I1 € BPP, any integer k > 3, II admits a (1/n*,n—
(k — 3)logn)-language-compression scheme.

2.3 Errorless Average-case Complexity

We finally recall the definition of errorless average-case complexity with respect to the wuniform
distribution on instances.

Definition 2.6 (AvgBPP). For a promise problem 11 = (Ilygs,IIno), we say that I € AvgBPP
if for all polynomial p(-), there exists a probabilistic polynomial-time heuristic H, such that for all
sufficiently large n, for every x € Iygs N {0,1}" (or x € lno N {0,1}"),°

Pr[H(z) € {b, L}] > 0.9,
(where b =1 if x € llygs and b =0 if x € TIxo) and

b

Priz < U, : H(z) = 1] < o)’

We will refer to problems in AvgBPP as problems that admit errorless heuristics. To better
understand the class AvgBPP, it may be useful to compare it to the class AvgP (problems solvable
by deterministic errorless heuristics): II € AvgP if for every polynomial p(-), there exists some
deterministic polynomial-time heuristic  such that (a) for every input z, H(z) outputs either the
correct answer or L, and (b) the probability over uniform n-bit inputs x that H outputs L is bounded
by ﬁ. In other words, the only way an errorless heuristic may make a “mistake” is by saying 1 (“I
don’t know”). AvgBPP is simply the natural “BPP-analog” of AvgP where the heuristic is allowed
to be randomized.

3 Time-Bounded Kolmogorov Complexity Problems

Before presenting the main results in this work, let us formally define the computational problems
needed in our results.

We first recall the notion of time-bounded Kolmogorov complexity [Kol68, Sip83, Ko86, Har83],
and its randomized extension [LOS21, Oli19, LO21].

Time-bounded Kolmogorov Complexity [Kol68, Sip83, Ko86, Har83]. Roughly speaking,
let the t-bounded Kolmogorov complexity of a string x, denoted K*(z), be defined as the length of
the shortest program IT = (M, y) such that M (y) outputs the string = within time ¢(|x|). Formally,
fix U to be a universal Turing machine. For any string « € {0,1}*, define

K'(z) = min {|TI]: U, 14Dy =
(x) né?éﬁ}*{‘ |- UL, ) =}

5We remark that the constant 0.9 can be made arbitrarily small—any constants bounded away from % works as we
can amplify it using a standard Chernoff-type argument.



Randomized Time-bounded Kolmogorov complexity [LOS21, OIli1l9, LO21]. Roughly
speaking, the randomized t-time-bounded Kolmogorov complezity, rK*(x), of a string z € {0,1}*
is the length of the shortest randomized program Il = (M, y) such that II, (where II, denotes the
program IT with its random tape fixed to be r) outputs z in t(|x|) steps for at least a 2/3 fraction of
its random tapes 7.

Formally, fix U to be a universal Turing machine. For any string x € {0, 1}*, define

K'(z) = mi | : P I, 112Dy = 2] > 2
rK*(z) ng{%g}*{\ | Te{oﬁw)[U( ; ) =z] >2/3}

where for any (randomized) program II, let II, denote the deterministic program where the random
tape is fixed to be r. We will also consider a generalized version where the probability 2/3 can be
replaced by d: For any 0 < § < 1, we define rK%(z) as the same quantity rK*(z) but with 2/3
replaced by ¢.

The KP°Y Problem and Its Boundary Version For any polynomials t1, 2, t1(n) < t3(n), define
the time-bounded Kolmogorov complexity problem (denoted by MINK™*2) as the promise problem
consisting of

e YES: strings z € {0,1}", K" (z) <n — 2.
e NO: strings z € {0,1}", K®2(z) > n— 1.
In addition, we can define its boundary version (denoted by boundary-MINK™#2) as
e YES: strings z € {0,1}", K'(x) <n —2 and K®2(z) > n — logn.
e NO: strings = € {0,1}", K®2(z) >n — 1.
rKP°Y Problem and Its Boundary Version For any polynomials ¢1,t, t1(n) < t2(n), and a

parameter d(n) > 0, define the time-bounded randomized Kolmogorov complexity problem (denoted
by MINrKgl’b) as the promise problem consisting of

e YES: strings x € {0,1}", 7K} (v) <n — [log(1/(1 - §))] — 2.
e NO: strings z € {0,1}", 7K}? s(z) > n — [log(1/(1 —9))] — 1.

We remark that the threshold (compared with the threshold in MINK™-2) is shifted from n — 2
ton — [log(1/(1 —9))] — 2 to ensure that the NO instance set is not empty.
Analogously, we can also define the boundary version (denoted by boundary—MINrK?’tQ) as

e YES: strings € {0,1}", 7K} (v) <n — [log(1/(1 = §))] — 2 and K> 5(x) > n — logn.
e NO: strings z € {0,1}", rK?* ;(¥) > n — [log(1/(1 - §))] — 1.

We will consider § = Z and simply denote MINrK?’t2 (resp boundary—MINrK?’tQ) by MINrK® 2 (resp
boundary-MINrK"2) where § = 2.

Finally, for KP°Y (resp 7KP°Y), we say that MINKP?Y ¢ ioBPP (resp MINrKP?Y ¢ ioBPP) if for
all polynomials t1, 2, ta(n) > t1(n) > 2n, MINK'*2 Z io0BPP (resp MINrK'*2  ioBPP).
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4 New Characterizations of OWF Through Boundary Hardness

4.1 Main Theorems

We are ready to describe the main results in this work. Our first result shows that the existence of
OWFs is equivalent to the worst-case hardness of the boundary version of MINrKPY,

Theorem 4.1. OWFs exist if and only if boundary-MINrKP®Y ¢ joBPP.

Proof: The theorem follows from Theorem 4.3 (which together with Yao’s hardness amplification
Theorem, Theorem 2.3), proves the “if” direction; the “only-if” direction is proved in Theorem 4.5.

Our next result extends this theorem to obtain a characterization of OWFs based on the worst-
case hardness of the boundary version of MINKP®Y; this time, however, we will rely on a standard
derandomization assumption.

Theorem 4.2. Assume that there exists a constant € > 0 such that E € i0SIZE[2°"]. Then, OWF's
exist if and only if boundary-MINKP?Y & ioBPP.

Proof: The “if” direction follows from Theorem 4.4 together with Yao’s hardness amplification
Theorem (Theorem 2.3); the “only-if” direction was already proved in [LP25] (without relying on
any derandomization assumption). [l

4.2 OWFs from Boundary Hardness of (r)KPoY

We first show a construction of OWF from the worst-case hardness of boundary-MINrKP?Y. Since
rKP can be derandomized to KP°Y under standard derandomization assumption, this result will
directly also extend to boundary-MINKP®Y under the same derandomization assumption.

Theorem 4.3. Assume that boundary-MINrKP®Y & ioBPP. Then, weak one-way functions exist.

Proof: Consider any polynomial ¢;(n), and assume that for all 5 > ¢;, boundary-MINrK'*2 & joBPP.
We consider the function f : {0, 1}[les(mT+n+t1(m)n® _y £0 1} which takes an input £ |IU||r1|| . . . ||
where || = [log(n)], |I'| = n and |r;| = t1(n) for each i € [n3], computes for each i € [n3]

z; = U(IL,,, 11 ()

where IT is the ¢-bit prefix of II' (and the bit-string ¢ is interpreted as an integer € [n]), and II,,
denotes the program II with random tape r;. If there exists a string x such that the majority among
x; equals z, it outputs

FET ] Alrps) = l2llral- - [Irys

Otherwise (i.e., there is no majority among x;) it outputs L.

This function is only defined over some input lengths, but by an easy padding trick, it can be
transformed into a function f’ defined over all input lengths, such that if f is weakly one-way (over
the restricted input lengths), then f’ will be weakly one-way (over all input lengths): f’(x’) simply
truncates its input 2’ (as little as possible) so that the (truncated) input x now becomes of length
n' = [log(n)] +n + t1(n) - n? for some n and outputs f(x). This will decrease the input length by a
polynomial factor (since ¢; is a polynomial) so the padding trick can be applied here.

We show that f is a weak OWF (over the restricted input length). Let g(n) = 24(2n)5. We assume
for contradiction that f is not %—Weak one-way. (In the proof below, although the input length of f

we consider is m = [log(n)] +n + t1(n) - n? for some n, we will view n as the “security parameter”,
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computing the running time and the inverting success probability in terms of the security parameter
n, but analyzing the one-wayness of f on input length m = m(n). Since n and m are polynomially
related, we can still conclude that f is weak one-way.) Then, there exists a PPT attacker A that
inverts f with probability at least 1 — Tln) for infinitely many n.

We turn to constructing a PPT algorithm M deciding whether an input z is of r K*-complexity
< |z|—3. Our algorithm M, on input z € {0, 1}, samples n® random strings 71, . ..,7,s € {0, 1}1("),
Then, it runs A(é||z||r1]|...||rns) for every i € [n] where i is represented as a [log(n)]-bit string.
In addition, M (x) checks whether A successfully finds a valid pre-image of f on i||x||r]|...]||r,3-
Finally, M (z) outputs YES if and only if the shortest index ¢ on which A succeeds in inverting f
is < n — 3. (Otherwise, output NO.) Since A runs in polynomial time, the algorithm M will also
terminate in polynomial time.

We will show that the algorithm M decides the promise problem boundary-MINrK-*2 for some
polynomial to (which will be fixed later). Toward this, we consider a promise problem Fail defined
as follows: For any y € {0,1}"t198(] we view y as ¢||I' where £ = [log(n)] and |II'| = n. Let p,
denote the probability that A fails to invert f on f(£[|TU||r1||...||rps) where r1,...,rys € {0,1}1()
are sampled at random. We define y € Failygs if p, > 1/6 (and y € Failyo if p, < 1/12). Since both
f and A are efficient, we have that Fail € BPP.

Pick k = 6. By Theorem 2.5, there exists a (1/n',n’ — 3log n’)-language-compression scheme for
Fail (where n’ denotes the input length for Fail). Let Dec denote the decoding (or decompressing)
algorithm for the scheme.

Select t2(n) to be the runtime bound for the following algorithm Recon: Run the decoding
algorithm Dec (on some valid compression of y) to get an instance y € Failygs, y € {0, 1} o)1,
Since y can be viewed in the form of ¢|[I'; let y = ¢||II" and let II be the ¢-bit prefix of the string
IT'. Run II over a random random-tape r for t1(n) of steps and output the output of II,.

Now we are ready to show that M decides boundary-MINrK'-*2 for infinitely many input lengths
n. Fix some sufficiently large input length n where A inverts the function f with probability 1 — ﬁ
on n. We first show that if z is a NO instance of boundary-MINrK™2_ M (z) outputs NO with
probability > 2/3.

Claim 1. If TK{Q/?)(m) >n — 3, then M(z) outputs NO with probability > 2/3.

Proof: We show that M (x) outputs YES with probability < 1/3. Recall that M (z) will output
YES if there exists an index ¢ < n — 4 and a program II of length i such that II,.; outputs x for a
half fraction of random-tapes r;, j € [n3]. We refer to such rq,...,7r,s as being “bad”.

We turn to showing that among all possible choices of random tapes, there are at most a 1/3

fraction of them being bad. Consider any program II” of length w < n — 4. Since TK?/g (r) >n—3,
by a standard Chernoff bound, there is no more than 2-"V?tOWM) fraction of r1,...,r,s such that

H’T/j outputs z for a majority of ;. Taking a Union bound over all possible II”, we conclude that the
probability that r1,...,r,s is bad is at most

2'(7,—3 . 2—n\/ﬁ+0(1) <

Lo =

when n is sufficiently large. W

Finally, we show that if 2 is a YES instance of boundary-MINrK"-*2 M (2) will output YES with
probability > 2/3. Since rK,(z) < n— 3, it follows that there exists a program II of length < n—3

2/3
such that II, will output = within ¢1(n) steps over at least 2/3 fraction of random-tape r. Let w
denote rKél/g(x) If A finds a valid pre-image of f on w||z||r1]|...||r,s, M(x) will outputs YES. We

show that this will happen with high probability.
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Claim 2. A(wl|z||r1]]...||rps) will return a valid pre-image of f with probability > 2/3 over random
T1ye o3 Typ3.

Proof: SincelIlis a rKél/?)—witness of x of length w, by the Chernoff bound, there exists a valid pre-

image of f on w||x||r1]|...||r,s for at least a 1 —1/6 fraction of r1,...,7,3. Assume for contradiction
that A fails to find a valid pre-image on w||z||r1|| ... ||r,3 with probability > 1/3. We will show that
rK?/g(a:) <n—logn

which is a contradiction since x is a YES instance of boundary-MINrK!:t2,

Consider any string I’ of length n such that its w-bit prefix is II. By taking a Union bound, it
follows that A fails to invert f on f(w||1l'||r1]|...||r,s) with probability > 1/3 —1/6 > 1/6. Thus,
the concatenation w|[II" will be an YES-instance of Fail (where Fail is the promise problem we defined
before). We next show that Fail is ﬁ—sparse on input of length n’ = n + [log(n)]. Suppose not.
Then, it follows that the inverter A fails to invert f with probability

1 1
ﬁ-ﬁ>q(n)

which contradicts to the fact that A is a good inverter on n. Recall that Dec is the decoding algorithm
for the (1/n'®,n’ — 3logn’)-language-compress scheme for Fail. Thus, there exists a string z (i.e.,
the compression of w|[Il'), |z| < n' — 3logn’ < n — 2logn, such that Dec(z) outputs w||II" with
probability 2/3. It follows (from our definition of algorithm Recon) that Recon(z) outputs = with
probability (2/3)-(2/3) > 1/3. Note that Recon(z) can be written as a program of length < n—logn
and it outputs & with probability > 1/3 within ¢2(n) steps (due to our choice of t3), and therefore

TKF/:,)(QU) <n—logn

which completes the proof. W
|

We proceed to extend this result to work also for boundary-MINKP®Y under standard derandom-
ization assumptions.

Theorem 4.4. Assume that there ezists a constant € > 0 such that E ¢ ioSIZE[2°"]. Then,
boundary-MINKP®Y & ioBPP implies that weak one-way functions exist.

Proof: (sketch) The proof will proceed largely as the proof of Theorem 4.3, but with minor adjust-
ments. In particular, we will go back to the original OWF construction of [LP20] (which is exactly
the same as the one in Theorem 4.3 except that we no longer consider randomized programs II, so
no longer including the random strings ry,...). Specifically, we define

£y = v, 1)

where notations are as in Theorem 4.3.

With the new OWF construction, we will be needing to adapt the 7KP°Y decider M to deal
with KP°Y. The new algorithm M’ follows roughly M, except that (1) M’ no longer needs to sample
random strings 71, . . .; and (2) it replaces the threshold n—3 with n—1 (as required by the Theorem).

Finally, we need to show that Claim 1 and Claim 2 hold w.r.t. KP°Y, the new construction f’,
threshold n — 1, and algorithm M’. Claim 1 trivially holds since M’ outputs YES only when it finds
a K''-witness of length < n — 1. Note that K > K so there will never be such a witness when
K% >n —1. Claim 2 is where we require some additional work. Note that to conclude Claim 2, we
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need to show that if A fails, then K% (z) < n —logn (as opposed to rK®). Recall that in Claim 2,
it is shown that the string x can be generated w.p 2/3 by a randomized decoding algorithm Dec(z)
on input a string z of length n — 2logn. So to demonstrate the above claim, we just need to show
how to derandomize Dec, which can be done using standard techniques. In more detail, let C, .
denote the circuit that receives a random-tape for Dec as input, and outputs 1 if the random-tape
leads Dec(z) to output z. By [IW97], under the assumption of the theorem, we have that there
exists a (complexity-theoretic) PRG G with seed length O(logn) that fools C, .. Thus, Dec can be
derandomized by emulating Dec on all (pseudo) random-tapes generated by running G on all possible
seeds, and outputting the string that appears the most often.

4.3 Boundary Hardness of rKP°Y from OWFs
We here prove the worst-case hardness of boundary-MINrKP?Y from the existence of OWFs.
Theorem 4.5. Assume that OWFs exist. Then, boundary-MINrKP?Y ¢ ioBPP.

Proof: The proof for this theorem closely follows from the proofs in [LP25], in which they show
that OWFs imply the boundary hardness of the same problem but with respect to another com-
plexity measure (pKP°Y). Their proof proceeds in two steps: First, they show that OWFs implies
the existence of a so-called conditionally-secure entropy-preserving pseudorandom generator [LP20)]
(Cond-EP PRG); second, they show that a Cond-EP PRG (with certain parameters) implies the
hardness of the boundary pKP°Y problem (in [LP25, Lemma 6.3]).

In order to prove the above theorem, the first step follows from the same proof. The following
two claims are needed in the proof for the second step: (1) the output of Cond-EP PRG has “small”
rKPY_complexity (which follows from the fact that the output of Cond-EP PRG can be generated
using a small program (without using the random tape)) and (2) for any string « and runtime bound
t, pK'(z) < rK'(z) (c.f., [GKLO22, Proposition 19]). Thus, the second step follows from the proof
of [LP25, Lemma 6.3] with pKP°Y replaced by rKP°Y. i

5 New Worst-case to (Errorless) Average-case Reductions

We move on to proving that the worst-case hardness of MINKP?Y is equivalent to its errorless average-
case hardness under standard derandomization assumptions; additionally, we show the same result
unconditionally holds for rK* (i.e., without derandomization assumptions).

We start by showing the result for rK? as its proof is simpler; the proof for K is very similar
but requires some additional work to deal with the derandomization.

Theorem 5.1. If for all polynomials ty,ta, ta(n) > t1(n) > 2n, it holds that
MINrK!-t2 ¢ P
then for all polynomials t1,t2, ta(n) > t1(n) > 2n, it holds that
MINrK! 2 & AvgP
Moreover, the converse is also true.

Proof: To see that the backward direction is true, simply consider any t1,t2 and notice that if
MINK®#2 € P, the worst-case algorithm for MINrK'"'2 is trivially an (average-case) errorless heuristic
for the same problem, and thus MINrK-*2 ¢ AvgP.
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We turn to proving the forward direction. Consider any polynomial t1,ts, and let g(n) = n*

be a polynomial. Suppose for contradiction that MINrK!2 € AvgP. Therefore, there exists a
deterministic errorless heuristic # for MINrK'»*2 such that Pr[z « {0,1}" : H(z) = 1] < ﬁ for all
sufficiently large n € N. Let L be the set of all ’s such that H(z) = L; note that this language is
in P (by the definition of /) and is also sparse (by the above). Thus, by Theorem 2.5, L admits a
¢-language-compression scheme for ¢(n) < n — (logq(n) — 3logn) = n —logn. Let Dec be the PPT
decompressing algorithm in the language compression scheme, and let ¢3 be its running time. Note
that for any x € L, n = |z|, there exists some string y of length < ¢(n) (i.e., the compression of x)
such that Dec(y) = = with probability 2/3; thus

rK®(x) <n —logn

We are now ready to present an efficient algorithm for MINrK!  which will be a contradiction. On
input « € {0,1}", our algorithm A simply runs H(z); if H(z) outputs L, A outputs 1, and otherwise
it simply outputs whatever A outputs. Note that when H(z) does not output L, its answer needs
to be correct. And when H(z) outputs L, as argued above, we have that r K'3(z) < n — logn, and
thus A will also provide the right answer.

We move on to show the result for 7K (under standard derandomization assumptions).

Theorem 5.2. Assume that there exists a constant € > 0 such that E € ioSIZE[2°"]. If for all
polynomials t1,te, ta(n) > t1(n) > 2n, it holds that

MINK"f2 ¢ BPP
then for all polynomials t1,te, ta(n) > ti(n) > 2n, it holds that
MINK' 2 & AvgBPP

Moreover, the converse is also true.

Proof: Let s(n) =n — 2 (and recall that for any = € MINK:}étSQ, we have that K% (z) < s(|z|) and

for any x € MINKEgQ, we have that K (z) > s(|z])).

To see that the backward direction is true, simply consider any t1, to and notice that if MINK!2 ¢
BPP, the worst-case algorithm for MINK'*'2 is trivially an (average-case) errorless heuristic for the
same problem, and thus MINK!2 ¢ AvgBPP.

We turn to proving the forward direction. Consider any polynomial t1,%s, and let ¢(n) = 20n°
be a polynomial. Suppose for contradiction that MINK!*2 € AvgBPP. Therefore, there exists an
errorless heuristic # for MINK™*2 such that Pr[z < {0,1}" : H(z) = 1] < ﬁ for all sufficiently
large n € N. Note that for any = € {0,1}*, K% (z) < s(|x|), we have that Pr[H(z) = {1,1}] > 0.9
(and also for any z such that K'2(z) > s(|z|), Pr[H(z) = {L,0}] > 0.9).

We will be needing the following BPP promise problem II, where YES instances of II consist of all
instances x on which Pr[H(z) = L] > 0.1 (and NO instances are those x on which Pr[H(z) = 1] <
0.05). Since we assume that there exists a constant € > 0 such that E Z ioSIZE[2°"], BPP = P [IW97].
Let L be the language € P that II derandomizes to. Since H is a good errorless heuristic, on all
sufficiently large n, it holds that

11 _ 20
q(n) 0.05 7~ g(n)

[LN{0,1}"] <

Thus, by Theorem 2.5, L admits a ¢-language-compression scheme for ¢(n) < n — (log(q(n)/20) —
3logn) = n — 2logn. Let Dec be the PPT decompressing algorithm in the language compression
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scheme. We are going to show that there exists a polynomial ¢35 such that for any sufficiently long
x €L, n=|z|
K'%(z) <n—logn

Consider any such z, and let y be the string of length < ¢(n) (i.e., the compression of z) guaranteed
to exist by Theorem 2.5. Notice that Dec(y) will output = with probability > 2/3. It remains to
derandomize Dec using the derandomization assumption. Let C, denote the circuit that receives
a random-tape for Dec as input, and outputs 1 if the random-tape leads Dec to output x on input
y. By [IW97], there exists a (complexity-theoretic) PRG G with seed length O(logn) that fools
Cyy for any such z,y. Thus, Dec can be derandomized by emulating Dec on all (pseudo) random-
tapes generated by running G on all possible seeds, and outputting the string that appears the most
often. Denote this algorithm by Dec’, and notice that Dec’ runs in polynomial time. Let t3 > 5 be a
polynomial that upper bounds the running time of Dec’. Since the machine with Dec’ and y hardcoded
will generate x in time ¢3(n) and it has description length < O(1) + |y| < logn + ¢(n) < n — logn,
we conclude that
K% (z) <n—logn

We are now ready to present an efficient algorithm for MINK!  which will be a contradiction.
On input z € {0,1}", our algorithm A first checks whether x € L. If so, A(x) simply outputs
1. Otherwise, A(z) outputs H(x) if H(z) # L (otherwise it output 0). Observe that A runs in
polynomial time (since L € P and #H is a PPT algorithm).

We turn to analysis the correctness of A. For any z such that K% (z) < n — 2 (namely that z
is a YES instance), if x € L, it follows that A(z) outputs 1. If « & L, it follows that H(x) outputs
| with probability at most 0.1. Since H(x) outputs either L or 1 with probability at least 0.9, by
a Union bound, A(z) output 1 with probability at least 0.8. For any x such that K% (z) > n — 2
(namely that x is a NO instance), it follows that z ¢ L. In addition, K% (z) > K%(x) > n — 2, and
thus H(z) outputs either L or 0 with probability 0.9, and therefore A(x) output 0 with probability
09. N
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