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Abstract

We introduce the SHEDAG (Somewhere Honest Entropic sources over Directed Acyclic
Graphs) source model, a general framework for multi-block randomness sources with causal
correlations. A SHEDAG source is defined over a directed acyclic graph (DAG) G, whose nodes
output n-bit blocks. Homnest nodes output mutually independent blocks, which are uniformly
random by default and, more generally, may have high min-entropy. Corrupted nodes output
arbitrary functions of their causal views (all predecessors in G). We tightly characterize the
conditions under which zero-error and negligible-error randomness extraction from SHEDAG
sources is possible.

Zero-error extraction: We show that perfect extraction from SHEDAG sources with ¢ corrup-
tions is possible if and only if G contains an unrelated set (an antichain under reachability)
of size at least ¢t + 1. In particular, if every unrelated set has size at most ¢, no function
can extract a perfectly uniform bit. We also give a polynomial-time algorithm for finding
a maximum unrelated set, thereby efficiently determining the largest corruption threshold
t for which perfect extraction is possible.

Negligible-error extraction: We introduce a graph parameter, called the resilience of a DAG
G, that characterizes the feasibility of randomness extraction with negligible error in the
block length. We define two variants of this parameter, res,,;(G) and resen:(G), corre-
sponding to uniform and entropic honest nodes, respectively. We show that when honest
nodes are uniform, negligible-error extraction is impossible when the number of corrupted
nodes ¢ > resuni(G). When honest nodes are entropic, we show that negligible-error ex-
traction is impossible when ¢ > resqn(G). Complementing these impossibility results, we
establish the following:

(i) There exists an explicit extractor for SHEDAG sources with ¢ < resy,i(G) corrupted
nodes and honest blocks that are uniform over {0, 1}", achieving output length Qn(n)
and error 2~9~ (™ Here N is number of vertices of the DAG G.

(ii) There exists a non-explicit extractor for SHEDAG sources with ¢ < resent(G) cor-
rupted nodes and honest blocks of min-entropy k£ > poly log n, achieving output length
£ and error 275"

The SHEDAG source model generalizes the SHELA online source model studied by Aggar-
wal, Obremski, Ribeiro, Siniscalchi, and Visconti (EUROCRYPT 2020) and by Chattopadhyay,
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Gurumukhani, and Ringach (FOCS 2024), Chattopadhyay, Gurumukhani, Ringach, and Serve-
dio (CCC 2026). These prior works consider the special case in which the DAG G is a path,
whereas we study correlation models parameterized by arbitrary fixed DAGs and determine the
precise graph-dependent corruption thresholds for perfect and negligible-error extraction.

1 Introduction

Randomness is a fundamental resource across computer science. It can help speed up algorithms
significantly and simplify and speed up interactive and distributed protocols. Randomness is inher-
ent to cryptography, and many cryptographic tasks are impossible without uniform randomness.
Conceptually, two of the most fundamental questions in this area are:

e How to model weak randomness to mimic the behavior of real systems?
e When is it possible to convert such weak randomness into uniform randomness?

Decades of work has established both the power and limitations of deterministic extraction: for many
natural models of sources (such as min-entropy sources) exact extraction is impossible, motivating
both the study of structured models and relaxed goals that capture useful properties that can still
be achieved.

A large body of work has studied sequential and block-structured weak sources. Classical Santha-
Vazirani and Chor—Goldreich sources [SV86, CG88| capture some unpredictability per bit/symbol.
More recently, sources tailored to online settings (e.g., modeling communication in protocols) where
honest blocks are mixed with adversarial ones that may depend arbitrarily on the past, were for-
malized as SHELA sources [AOR20]. These sources have been studied both from the perspective
of building randomness extractors and randomness condensers. For Chor-Goldreich sources, error-
less condensing is impossible [GP20], while non-trivial condensing with error was shown for most
regimes of parameters [DMOZ23, GLZ24|. For online and non-oblivious symbol-fixing models
(oNOSF /NOSF), sharp condensing thresholds and separations from extraction have recently been
established [CGR24, CGRS26|.

1.1 The SHEDAG source model

We introduce the SHEDA G source model, where “SHEDAG” stands for “Somewhere Honest Entropic
sources over Directed Acyclic Graphs”. A SHEDAG source is parameterized by a DAG G = (V, E)
whose nodes each output an n-bit block, and a corruption threshold ¢. The nodes of G are partitioned
into a set of honest nodes and a set of at most t corrupted nodes. The blocks output by honest
nodes are independent of each other, while the blocks output by a corrupted node are arbitrary
functions of their causal view (all predecessors along directed paths). Unless otherwise stated, in
this work we assume that the blocks output by honest nodes are uniformly distributed.! This DAG
abstraction generalizes SHELA sources (the corresponding DAG being a path), and captures causal
signal propagation and general dependency structures (a special case of Bayesian networks).
SHELA sources model the communication pattern where messages arrive in chronological order
and malicious parties’ output fully depends on whatever was said in the past. Many real systems
can have more non-trivial dependence that is not limited to chronological total order: measurements
arrive through pipelines, devices sample at scheduled times, and information propagates subject to
communication delays and causality. A convenient abstraction is to discretize time into events and

In the perfect extraction case this is necessary, while in statistical extraction all our claims easily extend to the
high-entropy case.



draw a directed edge u — v whenever the output produced at event u can reach and influence event
v before v occurs. This yields a DAG of causal influence (a standard view in distributed computing
and Bayesian-network style modelling [KF09]). In such settings, even a powerful adversary that
compromises some components is limited by propagation: a corrupted node can only correlate its
output with what lies in its causal past, while outputs generated at causally unrelated events remain
independent. SHEDAG sources capture exactly this “adversarial but delay-bounded” regime: honest
nodes contribute fresh entropy independently, and corrupted nodes may be arbitrary functions of
their causal views. Our results show that the topology of causal propagation sharply determines
whether one can extract uniform randomness from the entire system.

Below we formally define the SHEDAG source model along with some basic notions related to
DAGs.

Definition 1 (View of a vertex). Given a DAG G = (V, E) and a vertez v € V, the view of v (in
G ), denoted view(v), is the set of all vertices u for which there is a path from u to v in G. A vertex
v 1S not in its own view.

Definition 2 (SHEDAG source). Fiz a DAG G = (V, E) with vertex set V.= [N]. Then, X =
(X1,...,Xn) is said to be an (n,k,G,t)-SHEDAG source if there is a subset S C V' of size at most
t such that

1. {Xi}iev\s are independent (n, k)-sources;?
2. For every j € S there is a possibly randomized function f; (using independent randomness,
possibly shared among all the vertices j € S) such that, for {j1,...,j5¢} = view(j),

X] — f](le, o ?X'jé)'

We call G the base graph of X. When X; fori & S are uniformly random over {0,1}", we say that
X is an (n,G,t)-SHEDAG source.

Remark 1. 1. Throughout the paper, whenever we discuss the construction of an extractor or
the impossibility of constructing one for a class of SHEDAG sources, we consider that class
to be parameterized by a fized directed acyclic graph G with N wertices. Accordingly, in our
asymptotic analysis, we treat the DAG G which parameterizes the class of sources (and hence
the number of vertices N ) as fixred and the length n of the block output by each vertex as the
only growing parameter.

2. When the base graph G = (V, E) has edge set E = {(i,i+ 1) :i € [N — 1]} (see Figure 1) we
recover the SHELA source model from [AOR™ 20)].

)-0)- (]

Figure 1: Base graph of a SHELA source from [AOR™'20].

SHELA source is the hardest instance to be able to extract, since every corrupted block can de-
pend on all of its predecessor and we have impossibility results on both extracting and condens-
ing in [AORT 20, CGR24, CGRS26]. That’s why we study this generalized model of correlation
which is parameterized by arbitrary DAG and give tight corruption threshold-as a function of
the DAG-below which extraction is possible.

*We say that X is an (n, k)-source if X € {0,1}" and X has min-entropy Heo (X) > k.



Definition 3 (Extractor for SHEDAG sources). We say that a function Ext : ({0,1}™)Y — {0,1}™
is an (n,k,G,t,¢e)-extractor for SHEDAG-sources if A(Ext(X) ; Uy) < e for every (n,k,G,t)-
SHEDAG source X, where A denotes statistical distance and U, denotes the uniform distribution
over {0,1}™.

Remark 2. Note that the base graph G is known to the extractor while the positions of the good
blocks are unknown.

We study randomness extraction from SHEDAG sources, with a focus on zero-error and negligible-
error extraction (here, “negligible” means negligible in the source block length n, as usual in the
randomness extraction literature). Zero-error extraction is of mostly theoretical interest. It is a nice
starting point for understanding SHEDAG sources because it leads to a particularly clean landscape.
Negligible-error extraction is highly relevant for applications in cryptography as cryptographic pro-
tocols often require uniform randomness to provide security guarantees, and instantiating such a
protocol with a source that is negligibly close to uniform would imply essentially the same security
guarantees. We are interested in understanding the following:

Question 1. For which tuples (n,G,t) of block length, base graph, and corruption threshold is there
a zero-error/negligible-error randomness extractor for the class of all (n,G,t)-SHEDAG sources?

In the next section we answer to this question.

1.2 Owur contributions

In both the zero-error and negligible-error settings, we completely characterize the parameters
(n,G,t) for which randomness extraction is possible, and give matching impossibility results.

Zero-error randomness extraction. When the entropy of honest blocks k is less than n (i.e.
k < n), it is not hard to see that zero-error extraction is impossible even when G is the empty graph
(and so all blocks are independent (n, k)-sources).®> Therefore, we focus on the case k = n, and
obtain a necessary and sufficient condition for the existence of a zero-error extractor for (n,G,t)-
SHEDAG sources. Namely, we show that zero-error extraction is possible if and only if the base
graph G contains at least ¢ + 1 “unrelated vertices”, a concept we define next.

Definition 4 (Unrelated set). Given a DAG G = (V, E), a subset of vertices U C V is said to be
an unrelated set if for any two distinct vertices u,v € U, there are no paths from u to v or from v
to u in G. In this case, we also say that u and v are unrelated.

Our complete characterization is formalized in the following theorem.

Theorem 1. For any n € N, fited N € N, t < N, and N-vertexr DAG G, a zero-error randomness
extraction from the family of (n,G,t)-SHEDAG sources is possible if and only if G has an unrelated
set of size at least t + 1.

For a formal statement and proof please look at Sections 4.1 and 4.2.

3We refer to Lemma 4 for the formal statement and proof.



Randomness extraction with negligible error. If we allow for a small extraction error ¢,
then the landscape of feasibility changes drastically. To state our results, we need some additional
definitions.

Given a directed acyclic graph (DAG) G = (V, E) we denote the out-degree of a vertex v € V
by out-deg(v).

Definition 5 (Head vertex). Given a DAG G = (V, E), we say that v € V is a head vertex (in G)
if out-deg(v) = 0. We denote the set of all head vertices in G by Head(G).

For our positive result, we shall consider different subgraphs of G and the head vertices of these
subgraphs. We will show that to bias the output of the extractor the corruption pattern can leave
some subset of vertices to be uncorrupted only if they are in the view of the same head vertex. If there
exists a subgraph in which the adversary’s corruption budget is insufficient to corrupt all vertices
outside the view of a single head vertex, then a low-error extractor exists for (n,G,t)-SHEDAG
sources.

This idea can be extended to give a tight corruption threshold to entropic SHEDAG source to be
able to perform negligible-error extraction from it. Formal discussion can be found in Section 5.3.

We begin by defining the resilience of a DAG G, which captures the scenario mentioned in the
previous paragraph. We need two variants of this parameter, which we denote by resu,i(G) and
resent(G). The first one will be relevant in the context of extraction when honest nodes are uniform
and the second one is relevant in when honest nodes are entropic.

Definition 6 (Resilience). Given a« DAG G = (V,E), and a non-empty subset S C V define
d(S) := maxsegs | view(s) N S|+ 1. Now we define resilience of the set S as,

resuni(S) :=|S| —d(S)  and  resent(S) :=|S| — max{2,d(S)} .
We define the resilience of G as,
(1) resuni(G) := maxggcy resuni(sS),
(ii) resent(G) 1= maxpLscy reSent(S).
Remark 3. Observe that for every non-empty subset S CV we have

resyni(S) — 1, if d(S) =1,

resuni(S), otherwise.

resent (S) = {

In particular, resyni(S) — 1 < resent(S) < resyni(S). Taking mazima over all non-empty subsets of
V' and using the integrality of these parameters, we obtain

resent (G) € {resuni(G) — 1, resuni(G)} .

Moreover, d(S) = 1 if and only if no vertex in S is reachable from another distinct vertex in S, or,
equivalently, S is an unrelated set (see Definition /). Consequently,

resuni(G) — 1, if every maximizer of resuni is an unrelated set,

resuni(G), otherwise.

resent(G) = {

Indeed, if some maximizer Sy of resuyni is not an unrelated set, then resent(So) = resuni(So) =
resuni(G) and hence mazimizing over all subsets we get resyni(G) = resent(G). Otherwise, every
maximizer Sy of resuni satisfies resent(So) = resuni(G) — 1, while every other non-empty subset
T CV satisfies resent (T) < resuni(T) < resyni(G) — 1.



In Remark 8 we give an outline of the proof of resy,i(G),resent(G) > 0 for any DAG G. We
show that the feasibility of extracting randomness with negligible error is completely characterized
by the resilience of the base graph. This is formalized in the following theorems, which roughly
speaking show that if the number of corrupted nodes is at most res,;(G) and the honest nodes are
independent and uniformly random then there exists an explicit extractor for SHEDAG sources.

Theorem 2. Let G = ([N],E) be any fired DAG. Then there exists an explicit extractor Ext :
({0, 1})N — {0,1}™ so that for every (n,G,t) SHEDAG source X with t < resun;i(G) we have

A(Ext(X) ; Upy) <e,
where m = Qn(n) and ¢ < 270 Here Qn(-) hides constants depending on N.

The proof can be found in Section 5.2. Next, we show that if number of corrupted nodes are
at most resent(G) and honest nodes are independent and have poly-logarithmic entropy then there
exists a (non-explicit) extractor for SHEDAG sources.

Theorem 3. Fiz an integer N > 1 and an N-vertex DAG G. Then, for any t < resent(G)

there exists a (possibly non-explicit) (n,k = log®n, G, t,e = Q*kﬂ(l))—SHEDAG extractor, for some
absolute constant C.

A proof is provided in Section 5.3. Our proof of Theorem 3 can be seen as a reduction of
randomness extraction from SHEDAG sources to randomness extraction in the adversarial source
model of Chattopadhyay, Goodman, Goyal, and Li [CGGL20|, and then black-box applying a (non-
explicit) extractor for adversarial sources. At a high level, an adversarial source is parameterized
by a number of blocks N, a number of good blocks K, and a locality parameter d. The good blocks
are independent weak sources, while every bad block can depend on the values of at most d good
blocks. Our proof of Theorem 3 shows that randomness extraction from SHEDAG sources reduces
to randomness extraction from adversarial sources with K = max{2,d(S)} (where S is the set that
maximizes resey; and d(S) = maxgeg | view(s) N S|+ 1) good blocks and locality d = K — 1, for
which non-explicit extractors are known [CGGL20, Theorem 7.2].

We complement the explicit construction in Theorems 2 and 3 with an impossibility criterion.
Formally we have the following theorem (combining Corollary 1 and Theorem 10).

Theorem 4 (Impossibility of negligible-error extraction). Fiz an integer N > 1 and an N -vertex
DAG G. Then, the following holds:

1. There is a constant ¢ > 0 such that for every function f : ({0,1}")N — {0,1} there exists an
(n,G,t = resuni(G) + 1)-SHEDAG source X so that

A(F(X) 5 Uh) > n~.

2. For all k < n—1, there is a constant ¢ > 0 such that for every function g : ({0,1})N — {0,1}
there exists an (n,k, G,t = resent(G) + 1)-SHEDAG source X so that

A(g(X) 5 Uy) >ne.

1.3 Related work

At a high level, our work focuses on randomness extraction from multiple sources of randomness
with structured correlations, as opposed to the widely studied setting of randomness extraction
from multiple independent sources. This direction has seen a lot of interest. We provide a survey
of previous models and results, and compare our SHEDAG model to other existing models.



Online source models. The SHEDAG model is an online source model. The DAG G induces a
(partial) ordering of the nodes/blocks, such that if the i-th node is corrupted, then its block may
only depend on (some of) the blocks of nodes before i. More generally, an online source is a source
that outputs a sequence of blocks B1, Ba, ..., By, where the value of B; may depend in some way
on By,...,B;_1 only (or some subset of those blocks). The study of online sources goes back to
the work of Santha and Vazirani [SV86] and Chor and Goldreich [CG88|, and extensions of these
models, such as almost Chor—Goldreich sources [DMOZ23| and unpredictable sources [DMOZ25],
are still being studied. In an orthogonal direction, Aggarwal, Obremski, Ribeiro, Siniscalchi, and
Visconti [AOR'20] introduced the model of SHELA sources, which was later also studied by Chat-
topadhyay, Gurumukhani, Ringach, and Servedio [CGR24, CGRS26|, under the alternative name of
online non-oblivious symbol fizing (0NOSF) sources. There are two important differences between
SHELA sources and Chor—Goldreich-type sources: First, in SHELA sources only a subset of ¢ blocks
may be corrupted, while the remaining blocks are independent and high-entropic. In contrast, in
Chor-Goldreich-type sources all blocks may be (somewhat) dishonest. Second, dishonest blocks in
SHELA sources may depend arbitrarily on previous blocks, including being fixed to a “worst-case”
value depending on the view of each corrupted block. In contrast, in Chor—Goldreich-type sources
the new block always carries some “uncertainty” (the uncertainty measure of interest may vary).
Randomness extraction is impossible in all of these prior models. Because of this, prior work has
focused on relaxations of this task , such as extracting somewhere-random sources or condensing.

SHELA /oNOSF sources are a special case of SHEDAG sources corresponding to the DAG G
being a path. As we show in this work, low-error (and sometimes even zero-error) randomness
extraction is possible for various interesting types of DAGs (and we completely characterize all such
DAGs).

Non-online source models with somewhat-dependent sources. Some source models stud-
ied in the literature consider multiple “somewhat-dependent” blocks but do not fit into the general
notion of online sources discussed above. As already discussed above, the adversarial source model of
[CGGL20]| considers multiple blocks, some of which are good (and so are independent and entropic),
while the remaining bad blocks can depend on any bounded number of good blocks. Measures of
dependence beyond locality have also been studied [BGM22|.

1.4 Future Work

We highlight the problem of constructing explicit negligible-error randomness extractors for low-
entropy SHEDAG sources as an interesting direction for future work.

2 Technical Overview

2.1 Zero-error extraction

We begin by giving an overview of the proof of Theorem 1. Fix a DAG G. Recall that a set of
nodes is unrelated if there is no path in the graph that leads from one node of the set to another
node in this set. This can also be expressed in terms of view: for each node in the set its view does
not contain any other node in the set.

First, it is easy to see that if G contains an unrelated set of at least ¢ + 1, then we can extract
perfectly from the family of (n, G, t)-SHEDAG sources. Indeed, it suffices to take the XOR of the
nodes in this unrelated set, since we are guaranteed that at least one of these nodes is honest.
Formal proof is deferred to Section 4.1.



It turns out that this is sharp, in the sense that if G has no unrelated set of size larger than ¢
then zero-error extraction from (n, G, t)-SHEDAG sources is impossible. To see why this holds, we
start with the observation that randomness extraction from (n,G,t = |G|)-SHEDAG sources (i.e.,
when all of the nodes are corrupted) is clearly not possible. Then, we inductively reduce the number
of corruptions while maintaining positive bias: we show that as long as the number of corruptions
is greater than the size of the largest unrelated set, we can drop one corruption at a time and
the output of extractor will remain biased. The intuition for the inductive step is following: since
we have more corruptions than the size of the largest unrelated set, we know that there are two
corrupted nodes u and v with a path from u to v. We show that we can “uncorrupt” one of those two
nodes, say u (i.e., set it to be uniformly random instead), and the extractor will remain biased by
an appropriate adversarial choice of the still-corrupted v (although the bias might get smaller, it is
still positive). There is a caveat, though. Simply “uncorrupting” v might not work, as the extractor
might not depend on the node v at all. In that scenario we have to “uncorrupt” v. Nevertheless,
corrupting both nodes is not necessary to bias the extractor. We can apply this inductive step as
long as we have more corruptions than the size of the largest unrelated set. Formal proof is deferred
to Section 4.2.

What if honest nodes are entropic instead of uniform? In this exposition we focus on
honest nodes being uniform, but one can also consider honest nodes being sampled from some weak
k-source. We show that even if the DAG G has no edges, i.e., all nodes are independent, and
there are no corruptions, zero-error randomness extraction is impossible. Our argument proceeds
by induction on the number of sources. For a single weak source it is a well known fact that
zero-error randomness extraction is not possible (simply bias the output distribution of X slightly
towards Ext™ (i) for i = 0 or i = 1). Then we proceed with the inductive step: given sources
X1, ..., Xt4+1, assume there exists an extractor Ext that produces perfect randomness. Fix any n-bit
string x. By the inductive hypothesis we know that Ext(Xy, ..., X¢, ) has to be biased, as otherwise
we would have a perfect extractor for ¢ weak sources. Consider the distributions Ext(X7, ..., X;, U)
and Ext(X7, ..., Xy, U’) where U is uniform over all n-bit strings and U’ is uniform over all n-bit
strings except x (both distributions have very high entropy). Since Ext(Xjy, ..., Xy, x) is biased, it
is not possible that both Ext(X7, ..., Xy, U) and Ext(X7, ..., X3, U’) are perfectly uniform. Note that
this may require our source to have entropy at most n — 1, but this can be pushed to arbitrarily
close to n by a slight modification of the above idea. In Lemma 4 we give a more formal statement
and proof.

2.2 Negligible-error extraction

We now give an overview of the approach behind our results on negligible-error randomness extrac-
tion from SHEDAG sources. Recall that we call vertex v a head if there is no other vertex that has
v in its view, i.e., if out-deg(v) = 0. Given any subset of nodes S we also consider the subgraph G*°
induced by the vertices in S. The head vertices of G with respect to S are the head vertices of G.

Let’s first consider a DAG G that has a single head vertex v. This means that every other
node of GG is in the view of v. There is a temptation to just corrupt v since it can see all the
nodes. However, the extractor may not depend on v at all, or it may depend on v very weakly only.
We capture this through the notion of influence. The usual definition of the influence of the i-th
coordinate on a function defined over m-bit strings corresponds to the fraction of inputs on which
the value of the function changes if the i-th bit is flipped. Here we need to define the influence of a
vertex, which corresponds to a block instead of a bit. We define the influence of a node v as follows.
First, sample every node but v uniformly at random. Then, we sample the value of v uniformly at



random twice, yielding samples oy and x7. The influence is then given by (for a formal definition
see Definition 16)

Ity (f) = Pr(f(zo, ) # f(21,7-0)), (1)

where x_, denotes the uniformly random values of all nodes other than v. The reason why we
resample xg, z1 from uniform distribution instead of simply checking if there exist xq, 1 for which
the value of the extractor changes will be apparent later on.

We begin by discussing the impossibility result.

2.2.1 Impossibility.

Given DAG G we will show that there exists a resilience threshold which once exceeded allows
the adversary to bias any function f. The intuition behind the earlier, naive attack was that if a
node v views all other nodes and it has non-negligible influence over the extractor (in the sense of
Equation (1)), then we are done by setting X, = xg or X, = x; depending on which way we want
to bias the output of the extractor f.

Notice that if the DAG has more than one head vertices with influence, simply corrupting one
of them does not guarantee bias. The issue is that even if v has a full power to flip the output of
the extractor, it has to know which way he is biasing the output. Consider, for example, a DAG
without any edges and an extractor that just XORs all the nodes. Then, each node has a power
to flip the output of the function, but it has to know all other nodes’ inputs to actually bias the
output of f.

Given a candidate extractor f, consider its influence set VI, consisting of nodes with non-
negligible influence (in n). For now, let’s assume that all other nodes have influence 0. Consider the
induced subgraph Gvf, as defined before. If there is a head node v in graph G’ that has all nodes
from V/ in its view then we are done: simply corrupt v. Since by definition v has non-negligible
influence and it sees all inputs, it has the power to bias the output of f whichever way he wants.

What if there are multiple head vertices in GV’ and none of them has full view? Simply
corrupting all heads will not be sufficient. Imagine a simple scenario of 4 nodes A, B,C, D € {0,1}"
arranged A — B,C — D (i.e. B can depend on A, and D can depend on C). Let By and Dy be the
first bits of B and D, respectively, and consider the function f(A, B,C, D) = (A,C)®B1® D1, where
(+,+) stands for inner product. In this example all nodes have influence and the graph has heads
B and D. However, it is not sufficient to corrupt them, as B does not carry enough information
about A, and the whole scenario boils down to the leakage resilience of inner product. As long
as A and C carry enough entropy, the output f(A4, B,C, D) will be uniform even if B and D are
arbitrary functions of A and C, respectively. The above example illustrates the issue that heads
might not have a way to pass all information about their views to other heads: B cannot pass
enough information about A to D and vice versa.

Instead, we can pick v to be one of the heads with the largest view, then corrupt v and all
nodes outside its view that still have influence (i.e., the set R := V/\ (view(v) U {v})). The idea is
simple: v has influence and knows the values of all other nodes with influence?, so it can bias the
output of f. We have to be slightly careful here as the influence of v is defined over the uniform
distribution of all other nodes. This means that the values of the corrupted nodes in R have to be
set to uniformly random values, but this is fine because the only purpose of corrupting those nodes
is to know their value.

“Node v “sees” all honest nodes in his view, and all remaining nodes (set R) are corrupted, and thus known to v.
This eliminates the problem of passing all information to v by other heads as there is no information to be passed:
all other nodes are corrupted.



There are two issues to resolve. First, the corruption strategy seems to be function-specific.
Second, we assumed that nodes outside V7 had zero influence.
We address the first issue by working with the resilience of GG, which we recall is defined as

res(G) = max ||S| — max |[S Nview(v)| — 1|,
SCV veS

(resyni in the definition Definition 6) where V' is a set of all nodes in graph G. The attack we
discussed above required exactly

V7| — max |[V/ N view(v)| < res(G) + 1
veVf

corruptions. Therefore, if number of corruptions is greater than res(G), then we can bias any

candidate extractor f.

We now address the second issue where nodes outside V7 may have negligible but non-zero
influence. At first sight the solution seems quite obvious: execute the attack as before, and since
the influence of each node outside of V7 is negligible, they can only impact the bias of the output
distribution by a negligible amount. Therefore, when corrupting v we can predict the output of the
function with 1 — negl(n) probability.

A bit more precisely (but still informally), consider grouping the inputs of f into four input
classes: the value at node v, the values of nodes in view(v), the values of corrupted nodes in
R = V/\ (view(v) U {v}), and the values of the remaining nodes with negligible influence. Then,
we would be tempted to write that by independently sampling the values of this last group of nodes
twice, yielding samples U and U’ we would get

Pr[f (v, view(v), R,U) = f(v,view(v), R,U")] > 1 — negl(n).

and so we would like to conclude that the output of f is basically known to v, even though v does
not know the exact values outside of V/.

However, there is a caveat here, as the influence of the nodes outside of V7 is defined with
respect to the uniform distribution of all nodes. This is precisely the reason why we pick values in
VI (view(v) U {v}) uniformly at random, and why even the value of node v is picked as choice
between two independent uniformly random samples (one can think of picking a value at random,
and we have a choice to reset it once). The distribution of the value of v is not quite uniform, but we
show that such a “single-reset” sampling does not impact the influence of nodes outside V/ too much.
To be more precise, we show that if the influence of the node measured with respect to the uniform
distribution is €, then the influence of that node with respect to such a “single-reset” distribution is
at most 2¢. Consequently, we can still conclude that the output of the function is basically already
determined from the perspective of v, i.e., Pr[f(v,view, R,U) = f(v,view, R,U")] > 1 — negl(n),
even if v,view, R are sampled from this not-quite-uniform distribution. This concludes that the
strategy of corrupting |V/| — max,cy s |V/ N view(v)| nodes works. A formal proof can be found in
Section 5.1.

Remark 4. As shown above, for any function f, corrupting
V7| — max | view(u) N VY|
ueV
vertices suffices to introduce a mon-negligible bias in the output of f when all honest nodes are

uniform. When the honest nodes are independent and have entropy k < n — 1, the same argument
applies, except that fewer corruptions suffice in the following special case.
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Let f be any function, and let VI denote its set of influence vertices. If GV’ s an edgeless
graph, it suffices to corrupt all but one vertex in VI, rather than all of them. Indeed, write VI =
{u1,...,up} for some ¢ < N. Recall the definition of influence Equation (1). From this definition
we know that there is some yo so that firing (Xu,,...,Xy,) will still keep the joint influence of
vertices outside VI negligible. So, we can fir (Xu,,. .., Xu,) = yo, set Xy, some honest k entropic
source (might depend on yo but yo is deterministic) and set give of the vertex uniform distribution.
Using almost similar idea as before it can be shown that this distribution will give non-negligible bias
to the output of f. .

Thus, it suffices to corrupt \Vf\ — 1 wvertices. If GV’ s not edgeless, then we will corrupt
|VI| — max gy | view(s) N V| — 1 wertices and follow evact similar argument as before. So in this
case corrupting |VF| — max{2, d¢} many vertices suffices, where,

dy = max |view(u) N VS| +1.
uevs

More details can be found in Section 5.1.1.

Formally, we can show that, for every function f, there exists an (n,k,G,t)-SHEDAG source
X with k <n —1 and t = resent(G) + 1 such that f(X) has non-negligible statistical distance from
uniform, where

resent (G) = max[|S| — max{2,d(S)}]  where d(S) = max|view(s)N S|+ 1.
SCV seSs

In sum, the above shows that corrupting resuni(G) + 1 (resent(G) + 1) nodes allows us to bias

any candidate extractor by a non-negligible amount when nodes nodes are uniform (when honest

nodes are entropic resp.). We now discuss our approach towards constructing a low-error extractor
tolerating resilience many corruptions.

2.2.2 Extraction up to resq,;(G) corruptions when honest nodes have polylogarithmic
entropic.

The construction of our extractor will be based on a set S that maximizes resilience, i.e., which
satisfies
|S] — max{2,d(S)} = resent(G) ,

where d(S) = maxseg | view(s) 0S| + 1.

We will discuss the separate algorithmic task of efficiently finding this set later on (see Sec-
tion 5.4.1). Roughly speaking, S should be the set of high-influence nodes, while nodes outside S
should have no influence on the output of the extractor. We will define our extractor to depend
only on nodes in S.

Recall that G° denotes the subgraph induced by vertices in S. From now on we will restrict our
view only to G instead of G. We start by noticing that if there are ¢ < resqy;(G) corruptions, then
number of honest vertices is at least

N —|S|+ max{2,maX|S N view(v)| + 1} > max{2,max\5 N view(v)| + 1}.
vES vES

Case I: max,cg |SNview(v)|+1 > 2. In this case since number of honest vertex is max,egs [SN
view(v)| + 1, we conclude that there does not exist any vertex v whose view in G° contains all
honest vertices In turn, from the definition of a SHEDAG source we know that the value of a vertex
v € G can depend on the value of u € G° only if u € view(v). Hence, we obtain the following
observation.
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Observation 1 (Informal). Let X, denote the output distribution of the vertex v. Then, there is
no node v € G5 such that X, depends on the value of all honest vertices.

Corrupted nodes introduce many correlations, and a natural tool to break them are two-source
non-malleable extractors. Roughly speaking, as long as two sources X, Y are independent and have
high entropy, the output of a two-source non-malleable extractor 2nmExt(X,Y’) remains indistin-
guishable from uniform even given the outputs of the extractor on correlated/tampered inputs.
More precisely, let X, X2 X® be arbitrarily correlated with X but not equal to X, symmet-
rically define YV, ... Y® importantly X, ..., X® do not depend on Y, and YV, ... Y® do not
depend on X, then

2nmExt(X,Y), (2nmExt(X D, Y D)),c iy ~ U, (2nmExt(X D, Y D))y,

where U is uniformly random and independent of (2nmExt(X ®), Y(i)))ie[t]. A naive idea would then
be to run the non-malleable extractor over all pairs of nodes in the set S and just XOR the outputs.
However, this idea will not work. First, if u € view(v) then 2nmExt(X,,, X,) does not help much, as
a single corruption of v gives full control over this pair. Similarly, if u, w € view(v) then X, depends
on both X, X, and so 2nmExt(X,, Xy,) @ 2nmExt(X,, X,) & 2nmExt(X,, X,,) is fully controlled
by corrupting v.

Hence, to make progress it seems that instead of XOR-ing over all pairs we could just XOR over
pairs (u,w) such that u # w, u ¢ view(w), and w ¢ view(u), and hope that for at least one honest
pair (u,w) there does not exist any corrupted v so that u,w € view(v) (the hope being that the
many different pairs would exhaust the corruption budget of the adversary). The main flaw of this
approach is that the existence of such pairs (u,w) cannot be guaranteed. For example, consider
the DAG in Figure 2. It is easy to check that resilience of the graph in Figure 2 is 3 and that the
maximum resilience is attained by the full vertex set, that is, by taking S = {1,2,3,4,5,6}. Since
the number of corrupted vertices is at most resen(G), the adversary is allowed to corrupt at most
3 vertices and it chooses to corrupt vertices 1, 2, and 3. Then, for every vertex pair (7,j) with
i,7 € {4,5,6} there exists v € {1,2,3} so that i,j € view(v). Using Observation 1, it can only
be guaranteed that all the honest vertices cannot be controlled by a single corrupted vertex (which
indeed is true, as none of the corrupted vertices 1, 2, and 3 sees all three remaining honest nodes).

Figure 2: DAG with each pair of vertices with a common head

Let S be a set that maximizes the resilience of a graph G, and

a = max |view(u) N S|+ 1,
ueGS
in other words o = |S| — resent(G°). We know that when the number of corruption is at most
resent(G), then G® has at least o honest vertices and each corrupted vertex can depend only on
at most o — 1 honest vertices. Based on the discussion above, to break this correlation we need a
more general non-malleable extractor that takes  independent and entropic sources (X1, ..., Xq) as
input and whose output is close to uniformly distributed even when its output on ¢ many corrupted
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a-tuple of sources {(X{i), el Xéi)) :1=1,...,0}is given, where forall 1 <7 </and 1 < j < « the
) depends arbitrarily on at most a — 1 sources of (X7,...,X,). More formally,

we want a function a-nmExt so that for every tuple of « independent entropic sources Xy, ..., X,
we have

random variable X (@

a-nmExt(Xy,..., X,) = U,
Given [a—nmExt(Xp, e ,X((Xl)), e ,oz—nmExt(X{g), . ,Xg))

Chattopadhyay, Goodman, Goyal, and Li [CGGL20] gave a non-explicit construction of such a
generalized multi-source non-malleable extractor for all «, ¢ (for formal statements, see Definition 12
and Proposition 1). Then, we define our SHEDAG extractor as follows: Take an a-size subset of
S, call it B = {i1 < -+ < iq}. Then, take a-nmExt(X;,,...,X;,), and finally compute the XOR
over all such a-size subsets. In our case it is enough to choose ¢ = (‘i ‘). Our technique is similar to
[CGGL20, Theorem 7.2|.

To see why this works, note that (1) there exists an a-sized subset By C S so that (X;)ien,
is a tuple of independent and entropic sources, and (2) for all a-sized subsets B # By and j € B
we know that X; depends on at most o — 1 honest sources by Observation 1. As a result, the
properties required for the a-nmExt to work are satisfied. To handle a small technicality (avoiding
fixed points), we must actually append “IDs” to each source in the application of the a-nmExt,
leading to the construction in this case,

Ext(X) = &b a-nmExt(Xy, |1, .., Xi, |lia) -

BCS
|Bl=a and B={i1<<ia}

Case II: max,cg |S Nview(v)| +1 = 1. This can only happen when G (graph induces by vertex
set ) is empty (edge-less) graph. But in this case also there is at least 2 honest vertices in G since
we corrupt at most |S| — 2 vertices. The similar idea as above works again and our final extractor
will be
Ext(X) = $ 2-nmExt(X;]|i, X;17) -
BCS
|B|=2 and B={i<j}

Combining Case I, II our final extractor will be,

Ext(X) = ay B-nmExt(X;, |li1, . .., Xi,lig) ,
BCS
|B|=p and B={i1<--<ig}

where f = max{2, a} where a = maxscg | view(s) N S| + 1. For more details, see Section 5.3.

Explicit extractor when honest blocks are uniform. We now explain our explicit extractor
for SHEDAG sources with ¢ = resyi(G) corruptions and whose honest blocks are uniformly random.
As above, let S C G be the set with maximum resilience. We denote the set of honest vertices in
S by H. Notice that |H| > a where a@ = maxseg | view(s) N S|+ 1. From Observation 1 we know
that there cannot exist any vertex v such that X, depends on all the honest vertices.

Our initial approach will follow the recipe below:

(i) Look at the the view-preserving subgraph G on S.
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(ii) Find an explicit function f : ({0,1}™)* — {0,1}"™, where « is number of honest vertices in
GS, with certain useful properties.

(iii) Consider the set B of all a-sized subset of vertices from S.
(iv) Apply the function f on each subset of vertices from B and XOR the corresponding outputs.

To make this approach work we need the function f to be resilient against the following leakage:
{f({Xi}ieB)}B£H. More precisely, we need that

F{Xitien) , {f({Xi}ieB) B2 = U, {f({Xi}tieB)}B2H »

where U is uniform and independent of {f({X;}iep)}p+r. However, we do not know any explicit
function that satisfies such property. Hence, rather than revealing the f’s output on {X;};ep for
every B # H, we may instead consider revealing the values of the X;’s themselves, for all the
vertex i so that i € B for some B # H. This effectively amounts to fixing the outputs of f
on all the not entirely honest subset B. At first glance, however, this approach does not work,
since Upxy B may contain all the honest nodes, and we clearly cannot reveal them. But the key
advantage of this perspective is that the information leaked by any X; corresponding to a dishonest
node i € Upxy B cannot depend on all the honest vertices simultaneously, and we can exploit
this structural limitation. This is precisely where the Number-on-Forehead protocol comes into the
picture.

Number-on-Forehead (NOF) protocols are a multiparty communication model in which each
party is assigned an input. Each party has access to all inputs except its own, as though its own
input was written on its forehead. The parties communicate by writing messages on a shared
blackboard, with the goal of jointly evaluating a function of their inputs. Each new bit added to
the blackboard depends only on the inputs visible to the party writing it and on the preceding
bits written on the blackboard. Formally, IT : ({0,1}™)® — {0,1}* is said to be computed by
an NOF protocol if the input is distributed among « parties and, for each i € [u], there exists
S; € {1,...,a} such that the i-th output bit is a function of the preceding i — 1 output bits and
all inputs except that of the S;-th party (see Definition 13). A result of Ford and Gal [FG13]
(formalized by Chattopadhyay, Goodman, Kumar, Li, Meka, and Zuckerman [CGGT20]) gives an
explicit leakage-resilient extractor NOFExt against NOF protocols producing p < ¢ - n/2% output
bits, for some constant ¢ > 0, provided that the parties’ inputs are independent and uniformly
distributed over {0,1}". See Proposition 2 for the precise statement.

Motivated by the definition of NOF protocols and the existence of explicit leakage-resilient
extractors against them, a natural approach is to apply this leakage-resilient extractor NOFExt
against NOF protocols to every a-tuple of vertices and XOR the resulting outputs. To analyze this
construction, we would like to reveal the blocks output by all corrupted nodes. Since each corrupted
node does not depend on all the honest ones, we interpret them as NOF leakage. This strategy,
however, faces an immediate obstacle: revealing even one single corrupted block incurs leakage of
length n, whereas NOFExt tolerates leakage of length at most cn/2%, for some 0 < ¢ < 1.

To address this issue, we consider revealing only a short prefix of each corrupted source, keeping
the total leakage at most cn/2% Our goal is to fix NOFExt({X;}iep) for all not-entirely-honest
sets B. However, fixing the corrupted prefixes alone may not suffice, since a set B may contain
both honest and corrupted vertices. We therefore seek additional fixings that will also be an NOF
leakage and, together with the corrupted prefixes, determine these extractor outputs without fully
revealing all the honest blocks. To achieve this, we design our extractor so that, for every B # H,
the output of NOFExt on {X;};cp depends only on a short prefix of each X;. Accordingly, our final
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extractor is

EB NOFExt({m5(X:)}ieB) ,

BCS:|B|=a

where mp is a projection determined by the tuple B.
In this construction, rather than revealing the full values of the corrupted blocks, we reveal only
the prefixes used in computing NOFExt. Our goal is therefore to keep

> Y (X))l +L

i: 1 is corrupted B:i€B

Leakage from revealing the corrupted prefixes
used in the extractor computation

small, where L denotes the length of the additional fixing needed to determine {NOFExt({Xi}icB)} gy
To formalize this argument and specify the additional fixing, we first fix an ordering of all a-subsets

of S. For the j-th subset Bj in this ordering, we take the 7;-bit prefix of each source in {X;}iep;,
for some carefully chosen r;, and apply NOFExt to these prefixes.

Suppose we fix an ordering < of the a-subsets of .S in which the set of honest vertices H appears
first. For the j-th subset in this ordering, we apply NOFExt to the first 7; = p/~!n bits of each
participating source, where 0 < p < 1 is an appropriately chosen constant. Formally, after fixing
this ordering of subsets, our extractor is

¢
@ NOFExt ({m;(X:)}ieB; )

Jj=1

with 7; projects to the first p’~1n bits. Note that ¢ = ('2‘) and, by assumption, By = H. Further-
more, the ordering of the subsets that we fixed plays a role only in the analysis of the extractor.

Since every subset containing a corrupted vertex occurs after H in the ordering, the fixing
procedure described above incurs leakage of at most pn/(1 — p) bits for each corrupted vertex i. We
additionally reveal the corresponding prefixes of each honest block that appears in a not entirely
honest subset B. This additionally incurs leakage of at most pn/(1 — p) bits per honest vertex.
Together, these fixings completely determine

P NOFExt({m;(Xi)}ien;) -

Jj:Bj#H

Each of these revelations can be viewed as NOF leakage. Finally, we choose p so that the total
leakage length is at most ¢-n/2%, allowing us to invoke the security guarantee of the NOF extractor.

However, if the honest set appears in the j-th position for some j > 1, then every vertex in that
set contributes only p/~!n bits for the evaluation of NOFExt. Consequently, NOFExt({mg (X;)}icH)
is guaranteed to remain close to uniform only against NOF leakage of size at most cp’~'n/2%. On
the other hand, the prefix revealed from any corrupted node that appears in a predecessor set has
size p/~2n, which is strictly larger than the tolerated leakage bound.

To overcome this issue, we define a carefully chosen ordering of the a-subsets so that for every
set, appearing before the honest set we simply reveal the value of NOFExt on that set and argue
that this revelation itself constitutes only a short NOF leakage. Let < denote the ordering of the
vertices in S induced by topological sorting. We extend this order to the collection of a-subsets as
follows. Consider two distinct a-subsets {uq,...,uq} and {v1,...,vs}, where u; < -+ < u, and
vp < -+ < vo. We declare that {ui,...,uq} < {vi,...,vs} if there exists an index ¢ such that
up = vp for every £/ > £, and uy < vy.
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This particular ordering allows us to establish the following key property. Suppose the honest
set is H = {hy < -+ < ho} and it appears in the j-th position of the ordering. Then, for every
j < j,if By = {bi < -+ < by}, there exists an index ¢ such that by = hy for all ¢ > ¢, while
be < hy. Consequently, the vertices by, ..., by all appear before hy in the topological ordering. By
the definition of a SHEDAG source, none of the random variables X3, for 1 < s </, can depend on
Xp,. It follows that NOFExt({Xi}iEBj,) constitutes NOF leakage. By choosing the output length
of NOFExt to be sufficiently small, we ensure that the total leakage contributed by all such terms
remains short.

Finally, we define our extractor as

éNOFExt<7Tj(Xi]1-),...,7rj (%))

j=1

where ¢ = (‘g‘), {z{ <. =< z]a} is the j-th set in the ordering of a-sized subsets of S, m; denotes
the projection onto the first p’~'n bits for an appropriately chosen constant p < 1, and NOFExt is a
leakage-resilient extractor against NOF protocols when the inputs are uniform. For every a-subset
appearing after the honest set in the ordering, we reveal the relevant prefixes of every node in that
subset, while for every subset appearing before the honest set, we reveal only the output of NOFExt
evaluated on prefix of the nodes of that subset. Altogether, these revelations constitute a short
NOF leakage. The formal proof can be found in Section 5.2.

Algorithm to find the most resilient subset of nodes. The extractor described above relies
on finding a subset that maximizes the resilience of the graph. We show that this step can be
performed in time polynomial in the number of vertices V', while a naive approach requires enu-
merating over an exponential number of subsets. This algorithm can be used to find the corruption
threshold of a given DAG, and it also may be useful for designing more efficient extractors. The
key observation behind this algorithm is that there must be a maximally-resilient set S that does
not truncate the view of nodes. More precisely, S can be written as the union of the complete views
of its heads This significantly narrows down the space we have to search, and we can do it in time
linear in the size of the graph. Formal algorithm and analysis can be found in Section 5.4.

2.3 Al disclosure.

GPT 6.0 was used to assist with checking the correctness of the arguments and polishing the
manuscript. It identified a corner case we had missed regarding an edgeless graph and proposed
an easy fix to that corner case by introducing an additional notion of resilience. It also found an
omitted term in Theorem 8 and suggested the proof of Claim 2, relying on the proof of Claim 1,
which was developed by the authors, to bound that term appropriately. All other research ideas
and technical analysis in this paper came from and were developed by the authors. The authors
take full responsibility for the content and correctness of the paper.

3 Preliminaries

3.1 Notation

We use uppercase roman letters such as X and Y to denote random variables. U,, denotes the
uniform distribution over {0, 1}". For any T' C {0, 1}", we use Uz to refer to the uniform distribution
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over the set T'. For a set S and random variable X, we write X ~ S to denote that X is supported
on S and r ~ X to denote that r is sampled according to X. Finally, 7 < S denotes that r is
uniformly sampled from the set S. For any m € N, we write [m] for the set {1,2,...,m}. For any
set S C [N] and r € ({0, 1}”)|S| we use the notation f(Xg =7, X|y)\5) to define another function
on variables {X; : i € [N]\ S}, obtained by fixing X¢ = r in f. For any two strings =,y € {0,1}",
we use the notation z||y to denote their concatenation.

3.2 Basic probability theory

Now we will proceed to introduce a few useful definitions and related lemmas. Let us start by
stating a Markov like inequality which will be useful.

Lemma 1. Let Z be a random variable that takes values from the range [0,1] and its expectation
E[Z] > p. Then for any 0 < p < 1 we have Pr[Z <p] < (1 —pn)/(1 —p).

Proof. Consider the random variable Y = 1— Z. Note, Y is also a random variable that takes value
from [0, 1] and E[Y] < 1—pu. Applying Markov’s inequality on Y we get Pr[Y > 1—p|] < (1—u)/(1—p)

and from here replacing Y =1 — Z our proof follows.
O

Definition 7 (Support). For a random variable X ~ {0,1}", we say support of X,

supp(X) := {z € {0,1}" : Pr[X = z] # 0} .
Definition 8 (Min-entropy). For a random source X ~ {0,1}", min-entropy of X (denote it as
H. (X)) is defined as,

1
H, (X):= i log ——— .
(X) :EESrl?pl;l(X) 08 Pr[X = z]

We say X is an (n, k) source if X ~ {0,1}" and Hyo(X) > k.
Next we will state a lemma on conditional min-entropy of a distribution. Informally, the lemma

asserts that for any two distributions X and Y, if X has some entropy, then conditioning on a
random y ~ Y does not significantly reduce the entropy with high probability.

Lemma 2 (Min-entropy chain rule [MW97, Lemma 5]). X ~ Q and Y ~ Q' be two distributions
so that Y takes at most £ values from Q. Then, for any c > 0,

Pr [Hoo(X [ Y =y) 2 Hoo(X) —logl —log(1/e)] 2 1 —¢.
yN

The statistical distance is a standard measure for the proximity of two random variables sampled
from the same set.

Definition 9 (Statistical Distance). Given two random variables X,Y ~ Q, we define the statistical
distance as

AKX Y) =2 37 [PrX = w] - Pr[Y =]
2
weN
We shorthand A(X,Z); (Y,Z)) by AX; Y |Z) and A(X; Y)<ebyX=Y.

The following lemma asserts that if X,Y are statistically close, then f(X), f(Y) are also sta-
tistically close, for any function f.

Lemma 3 (Data processing inequality [Vad12, Lemma 6.3]). For any possibly randomized function
f:{0,1}" — {0,1}* and random sources X,Y ~ {0,1}", we have A(f(X); f(Y)) <AX;Y).
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3.3 Extractors and non-malleable extractors

In this section we define extractors and non-malleable extractors.
Extractors are deterministic functions that take a weak source as input and outputs a distribution
that is close to uniform. Formally the definition is as follows.

Definition 10 (Extractor for a class of sources). Let X' be a class of sources supported on a set S.
The function Ext : & — {0,1}™ is a e-extractor for X if for all X € X we have Ext(X) ~c Uy,.

Two source non-malleable extractors were defined by Cheraghchi and Guruswami in [CG14].
Informally, a two-source non-malleable extractor is a function that, on two weak input sources,
outputs a distribution that stays close to uniform even when the output on any tampered version of
the inputs is known. We will need a multi-tampering version of the above which was first introduced
in [CGL20].

Definition 11 (Two source non-malleable extractor [CGL20|). A function 2nmExt : {0,1}" X
{0,1}™ — {0,1}™ is called an (¢, k1, ke,c)-two source non-malleable extractor if for every pair of
independent sources X, Y ~ {0,1}" so that Heo(X) > k1 and Hoo(Y) > ko and for every family of
tampering functions g1, giz : {0,1}"™ — {0,1}"™ where for all i = 1,...,L at least one of gi1 and gio
has no fixed points,

ARnmExt(X,Y); U |2nmExt(g11(X), g12(Y)), - . ., 2nmExt(ge1 (X), g2(Y))) < €

If ki = ko =k, we call it a (¢, k,e)-two source non-malleable extractor.
In the end we will define a more generalized version of two source non-malleable extractor.

Definition 12 (Generalized (s,¢) non-malleable extractor). A function s-nmExt : ({0,1}")% —
{0,1}™ is called generalized (s,¢) non-malleable extractor for entropy k, output length m and error e
if the following holds: Let Xy, ..., X be any s independent (n, k) sources and g1, ..., g¢ : {0,1}"" —
{0,1}™* be any ¢ tampering functions so that for all i € [¢], g; does not have any fized point and
each g; is of the form (g1, ..., gis) so that each of gi; arbitrarily depends on at most s —1 many of
the sources. Then,

A(s—nmExt(Xl, o X) 5 U | s-nmEBxt(g1(Xy, . .., Xy)), .. ,s—nmExt(gg(Xl,...,Xs))) <e

[CGGL20| shows existence of generalized (s,¢) non-malleable extractor for poly-logarithmic
entropy. Formally the statement is as follows.

Proposition 1 ([CGGL20, Theorem A.2|). For all n,k,s,{,m € N and € > 0 so that k >
f(n,s,l,m,e) and s > 1 there exists a generalized (s,f) non-malleable extractor for entropy k,
output length m and error € where,

m(l+1)

f(n,s,l,m,e) = +logn + 2log(1/e) + 2log(¢* + ¢) +logs + 3 .

3.4 Leakage resilient extractor against Number-on-Forehead protocols

Now we will provide a formal definition of Number-on-Forehead multiparty communication protocol
and explicit leakage resilient extractor against such protocols, from [CG25]. This definition and
construction will be helpful to construct explicit extractor for SHEDAG sources, when the honest
nodes are uniform.
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Definition 13 (Number-on-Forehead Protocol). A function II : ({0,1})" — {0,1}* is called
a number-on-forehead protocol (NOF' protocol) if for every i € {1,...,u}, there exist functions
S; : {0,131 = [N] and g; : {0,1}1 x ({0,13)N "1 = {0,1} so that,

Ii(z) = gi (T (), ..., i1 (2), T_ g, (11, (2),... 11,1 (2))) 5

where forxz = (x1,...,zx) € ({0,1Y")Y, we use the notation x_j to denote (x1,...,Tj—1,%j41,...,TN).
We call the output of a NOF protocol on some input as “NOF transcript” and length of the transcrupt
1s length of the output.

[FG13, CGGT20] gives explicit leakage resilient extractor against NOF protocols when input
distribution is uniform over ({0,1}")". Later [CG25] provides explicit construction when input
distribution X = (Xj,...,Xy) where each X; is independent entropic source. Below we state the
two results formally.

Proposition 2 ([FG13, CGG20]). There exists a universal constant ¢ > 0 so that the following
holds: Let f : ({O,l}”)N — {0,1}™ be the function f(x1,...,xN) = (1 X2+ - TN)<m, where
Ty To-e- x N 18 the multiplication of the inputs over Fon and (zq----- TN)<m is the first m bits of
the product. If m < en/2N then for any NOF protocol 11 : ({0, 1})N — {0, 1}* with p = [en/2V]
we have,

f(unN)7 H(unN) e uma H(unN) )

_ N
where ¢ = 27Cn/27

Proposition 3 ([CG25]). There exist universal constants C,~y > 0 so that the following holds. There
exists an explicit extractor Ext : ({0,1}")N — {0,1}™ so that for any N independent (n, k) sources
X1,...,Xn where k > log®n and any NOF protocol T1 : ({0,1})N — {0, 1}* with p = [k7/2V]
we have,

EXt(Xl, ce. ,XN), H(Xl, coy XN) R Up, H(Xl, R ,XN) ,

where € = 2752 and m < kY/2N.

3.5 Head vertices, and parents

In this section we present a few more definitions related to DAGs that will be useful in our impos-
sibility arguments and extractor constructions.

Definition 14 (Head vertex). Given a DAG G = (V, E), we say that v € V is a head vertex (in
G) if out-deg(v) = 0. We denote the set of all head vertices in G by Head(G).

Definition 15 (Parents of a vertex). Given a DAG G = (V, E) and a vertexr v € V, the set of
parents of v, denoted parents(v), is the set of vertices u such that there is a path from v to u.

Note that for any u,v € V we have u € view(v) if and only if v € parents(u).

4 Zero-error randomness extraction from SHEDAG sources

Firstly, we proceed to give a complete characterization of the scenario under which extraction with
zero error is achievable. The key idea is that, if we have a large number of nodes that cannot see
each other, meaning that none of the nodes are in view of the rest, then the adversary has no way
to corrupt the nodes and bias the output.
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To begin with, we introduce a lemma to show that it is impossible to build a zero-error extractor
if input sources do not have full entropy, even when no adversary is present. The main idea is that,
if the function f is biased even given uniformly random inputs, then there is nothing to prove;
otherwise, we slightly modify the output distributions of the sources one by one, while ensuring
that their entropy never drops below k. Although k& may be arbitrarily close to n, these small
changes suffice to introduce a nonzero bias in the output of f.

Lemma 4. For all n,N € N the following is true: for every function f : ({0,1})Y — {0,1},
and any 0 < k < n, there exists a source X = (Xy,...,Xy) such that each X; is an independent
(n, k)-source and A(f(X) ; Up) > 0.

Proof. We will prove the lemma by induction on number of blocks, that is N. When N = 1, we
can assume that both f~1(0) and f~!(1) have equal size, otherwise we can take X = U,, and f(X)
is biased. Now take s € f~1(1) and define a source X ~ {0,1}" in the following way:

1—27%
Pr[X =s]=27% and forall &' #s, Pr[X = 5] = TR
Then,
Pr(f(X)=1]=Pr[f(X) = 1| X = 8| Pr[X = 5] + Pr[f(X)=1|X # ] Pr[X # 5]
2 -1
—2h g o (1-27) (since, |f~1(1)] = 2n1)
2" -1 2n 1 —1
2—k
( ) T
-1\, ., 2" -1 .
( >2 + ﬁ (smce, k< n)
2n1 gn +2n—1_1_1
T 2n—1 2

Therefore, f(X) # U; and for all 2 we have Pr[X = x] < 27*. Hence, we are done.

Suppose for N = ¢ our lemma is true. Now for any function f : ({0,1}")"*! — {0,1} we need
to find a source X ~ ({0,1}")*"! so that f(X) is biased. Consider the function f(Xi,...,X,,0")
and by inductive hypothesis, there exist Y = (Y1,...,Y,) ~ ({0,1}")" such that Y,..., Y, are
independent (n, k)-sources and f(Y,0") is not uniform. Without loss of generality we can assume
Pr(f(Y,0") =1] > 1/2.

Note that if f(Y,U,) is not uniform, our conclusion follows immediately. Otherwise, let s €
{0,1}"™ be such that

Pl“[f(Y, 5) = 1] > Pr[f(szl) = 1] )

for all s € {0,1}" and s’ # s. Denote Pr[f(Y,s) = 1] = p and notice p > 1/2 since by our choice of
s, Pr[f(Y,s) = 1] is at least Pr[f(Y,0") = 1]. Define the source Z ~ {0,1}" in the following way,

1—27F

Pr[Z =s] =27% and for ' # s,Pr[Z = §'] = on _1 °

Then we have,

Pr[f(Yi,..., Y, Z) = 1]
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=Pr[f(Y,Z)=1|Z =s|Pr[Z =s|+ Pr[f(Y,Z) =1|Z # s| Pr[Z # 5]
=2 Fp 4 Pr[f(Y,Z)=1|Z #5s]-(1—27F)

=27Fp 4+ (1 —27F) Pr[f (Y, Ur) = 1] (where T = {0,1}™\ {s})
_ o—k
=27 p 4+ 12n E - > Pr(f(Y,s) =1]
s'#s
_o—k
— o4 2 SO PIA(Y, ) = 1] - <21n - 12n 2 : ) SO Pf(Y, ) = 1]
s'#s s'#s

Note that we assumed f(Y1,...,Yys,U,) is uniform which implies

2 [ Prif(Y,s) =11+ > Prlf(Y1,...,Ye, )] | =1/2. (2)
s'#s

Thus we have 27" >, Pr[f(Y,s’) = 1] = 1/2 — 27"p. Moreover, by our choice of s, for all s' # s
we have Pr[f(Y,s") = 1] < Pr[f(Y,s) = 1] = p. If for all s’ # s the equality holds true, from
Equation (2) that will imply p = 1/2 which contradicts the fact that p > 1/2. Therefore, there
exists y # s so that Pr[f(Y,y) = 1] < Pr[f(Y,s) = 1] and hence,

> Prlf(Y,s)=1< (2" - 1)p.
s'#s

Finally, combining everything we get,

1 1 1-27*
Prif(Y,Z)=1]>2 p+-—27"p— [ = — M —1)p=1/2
Y. 2) = 1] > 24+ =2 = (- o ) - e =1
And each of Yi,..., Yy and Z are independent (n, k) sources. Hence, by induction our lemma
follows.
O

This implies that we should only consider perfect extraction in SHEDAG sources with honest
blocks being uniformly random. In the next two sections we will show that we can extract from
(n, G,t)-SHEDAG sources with zero-error if and only if ¢ (i.e. number of corrupted blocks) is strictly
less than size of maximum unrelated set in G.

4.1 Feasibility

We will first show that when the base graph G has an unrelated set of size at least ¢t + 1, it is always
possible to extract from any SHEDAG source over G with at most ¢ corruptions. Formally, we state
our first main theorem as follows.

Theorem 5. For alln € N, fizted N € N andt < N — 1 the following holds: Let G = (V, E) be any
directed acyclic graph with V- = [N] and G has an unrelated set of size at least t + 1. Then there
exists an explicit extractor Ext : ({0,1}™)N — {0,1}" so that for every (n,G,t)-SHEDAG source
X = (Xy,...,Xn), we have Ext(X) = U,
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Proof. Let T C V be an unrelated set of G of size ¢ + 1. By our assumption such 7" exists, and we
denote T' = {v1,...,v441}. Define

Ext(X1,...,Xy) = P X
ueT

Since there are at most ¢ many corrupted blocks, at least one of X, ..., Xy, , is honest. Without
loss of generality, say X,, = U, and independent from X,,,..., Xy, .

This implies, under every fixing of (X,,,..., Xy, ) = (y2,.--,ye+1) for yo, ..., y41 € {0,1}7,
we have @, cr Xu|(Xoy = ¥2, .-, Xoyyy = Yi41) is still uniform. Hence, @, X, is uniform over
{0,1}™ and it completes our proof.

ueT

O

Remark 5. From Theorem & one can notice that, to efficiently construct the extractor, we need to
find the maximum unrelated set of G efficiently. In Section 4.3 we give an algorithm that takes an
N-vertex DAG as input and outputs the mazimum unrelated set of G in poly(N) time.

4.2 Impossibility

We will next prove that this bound on the size of unrelated set is actually tight for zero-error
extraction from (n,G,t)-SHEDAG source. That is, if any unrelated set of the base graph G has
size at most t, it is impossible to extract from the SHEDAG source over G with ¢ corruptions.

The main idea is that, when the adversary controls some related vertices and successfully corrupts
the output, then it should be able to achieve the same thing by controlling only an unrelated subset
of those vertices.

Lemma 5. For alln € N, fized N € N and t < £ < N the following holds: Let G = (V, E)
be any directed acyclic graph with V. = [N] and any unrelated set of G has size at most t. Let
f:({0,1}3N = {0,1} be any function. Then the following two are equivalent:

(i) There ezists a (n,G,¢)-SHEDAG source X such that A(f(X) ; Uy) > 0.
(ii) There exists a (n,G,t)-SHEDAG source X such that A(f(X) ; Up) > 0.

Proof. We focus on proving that (i) = (ii), as the other direction is immediate. Let X be an
(n, G, ¢)-SHEDAG source for which A(f(X); U;) > 0, i.e., Pr[f(X) = 1] # 1/2. Define V4 C V to
be the set of vertices in the source X which are corrupted by the adversary A. Then |Vy4| < /.

Notice that from definition of SHEDAG source, {X;};cy, shares fresh independent randomness
and f(X) is biased. Hence, by averaging argument, there exist fixed shared coins for the adversary
that biases the output of f on X. So, we can assume adversary is deterministic.

Assume |V 4] > t. Since every unrelated set of G has size at most ¢, the set V4 is not unrelated,
so there exist two distinct vertices in V4 so that one of them contains the other in its view. We fix
1 € V4 in the following way:

e There does not exist u € V4 so that i € view(u),
o VNview(i) # 0.

Since G is a DAG and |Vy4| > ¢, such i will always exist. Let H := view(i) and R := V' \ (H U {i}).

Notice that from the choice of ¢, all nodes that can see i are honest. Hence the generation of
X g does not depend on X;, and generation of X; does not use Xy as well since RN view(i) = 0.
Generation of Xy also does not depend on X; since H = view(i). And finally since for all j €
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view(i), we have view(j) C view(i) and generation of X; can only depend on Xjey(j), We also have
the following conclusion: Generation of X g does not depend on Xg. Equivalently, we can generate
the randomness of X in the following order:

XH—>XR—>X1'.

Notice that this we can do because of our choice of vertex ¢ and assuming adversary is deterministic.
For h € ({0,1}™)H]| we use the notation X% to denote Xp | Xz = h°. For y € {0,1}" and
h € ({0,1}™)1H] define the following quantity,

P(y,h) :=Pr [f(X; =y, Xy = h, X}) = 1],

and further define P(h) = Ey, P(y, h). Let us consider two cases:
Case 1: There exist yo, 41 € {0,1}" with yo # y1 and h € supp(Xy) such thatb

P(yo, h) # P(y1, h).

Since P(h) is the average of P(-, h), at least one of P(yo, h), P(y1, ) is different from P(h). Without
loss of generality P(yo,h) # P(h). Now consider the (n, G, ¢')-SHEDAG source X’ in the following
way: X' = (Z/{n)‘H | X! := U,, and keep the exactly same honest nodes and adversarial rules at
corrupted nodes as Xg. Notice that X’ is a valid SHEDAG source with number of corruptions
<t
Pr[f(X’) = 1] = Eh’N(L{n)‘H‘EyNUnP(y7 h/)

If Pr[f(X’) = 1] # 1/2, then we are done. Otherwise, assume Eh,N(un)\H‘P(h’) = 1/2, and define a
new source X as follows: Xy 1= (L{n)|H|, Xp = X', and

%, _Jw HEXg=h
L U, Otherwise.

Notice X is a valid (n,G, 67) SHEDAG source with ¢ < ¢. Moreover,

Pr[f(X) =1 =E, x,Ey x,x,=nPW 1)
= 27"MIP(yo, h) + 271y T By, Py I)

h'#h

= 27" P(yo, h) +27"HI N P(1)
h'+£h

=27"H1P(yo, h) + (1/2 — 27"HIP(h))

£1/2.

Above the second equality holds from the way we defined Xy and X; respectively. The fourth
equality holds because of our assumption Ehfw(un)l mP(h') = 1/2 and last inequality holds since

P(yo,h) # P(h). Therefore A(f(X); U;) >0 and X has at least one less corruption.

5Tt is possible that supp(Xwz) # ({0,1}")#], but we can always extend the adversarial strategy arbitrarily when
it sees some new value in its view which is not in supp(X#), and this does not change the proof.

5Note that such a tuple might not exist; the crucial observation is that P is defined with respect to the conditional
distribution X%, and not with respect to the marginal distribution of Xx.
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Case 2: For all h € supp(Xp) and all yo,y1 € {0,1}" we have
P(yo, h) = Py, h).

This implies that fj(y, h) = P(h) for all y, Le., its value depends only on h. Now define the (n,G, f)—
SHEDAG source X with ¢ < ¢ as follows: (Xg,Xg) = (Xg,Xg) and X; = U,,. Let X? be the
distribution X; | Xz = h. Then we have

Pr(f(X) = 1] = B, Eyeas, Py, 1)
— Epx, P(R)
= Eh'NXHEyNX?’P(y, ')

= Prf(X) = 1] # .

We can apply the above process repeatedly, each time reducing the number of corruptions by at
least one, until |V4| < ¢. This concludes our proof.

O

Using the above lemma, we are ready to prove the main impossibility result of extraction with
ZEro error.

Theorem 6. For alln € N, fited N € N and t < N the following holds: let G = (V, E) be any
directed acyclic graph with V = [N] and f : ({0,1}")Y — {0,1} be any function. Further assume
that the mazximum unrelated set of G has size t. Then there exists a (n,G,t)-SHEDAG source
X = (Xy,...,Xy), such that A(f(X); Uy) > 0.

Proof. Fix a (n,G, N)-SHEDAG source X such that A(f(X) ; U;) = 1. We can always find such a
source by picking = € ({0, 1}”)N with f(z) = 0 and fixing X = z (if such x does not exist, pick z
so that f(x) = 1). Then by applying Lemma 5 the result follows.

O

4.3 Algorithm for locating unrelated sets with maximum size

As discussed previously, to extract randomness with zero-error against as many corruptions as
possible, the primary goal is to find the largest number of k£ such that there exist unrelated set of
size k.

Observation 2. If G = (V, E) be a directed acyclic graph, then reachability in G induces a partial
order in V. Formally (V,<) is a partially ordered set, where for u,v € V we have u < v if and only
if there is a path from u to v in G. Here A CV is an anti-chain if and only if for all x,y € S there
s no path from x to y and from y to x. Hence, finding maximum unrelated set in G is same as
finding maximum anti-chain in (V,<).

In [FRS99], a polynomial time algorithm was given to find the maximum antichain in a partially
ordered set (poset).

Theorem 7 (Locating maximum antichain [FRS99]). Let (P, <) be a partially ordered set. There
is an O(k|P|?) time algorithm deciding whether the size of mazimum antichain of P is at most k.
Additionally, if the size of maximum antichain is exactly k, this algorithm can be adapted to find
the mazimum antichain in O(k|P|?) time.
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The construction is based on Dilworth’s Theorem [Dil50], which states that the maximum size
of an antichain of a poset P equals the minimum number of chains required to cover P.

At first, corresponding to each vertex u € V, we make a list L, so that v € L, if and only if
there is a path from u to v. This can be done in O(|V|?) time (by BFS from each vertex). Then
by Theorem 7 we find the maximum antichain C, thus the vertices in C form an unrelated set with
maximum size. If the number of corruptions is less than |C|, by Theorem 5, it is possible to extract
from the sources at vertices in C to obtain perfect randomness.

5 Negligible-error randomness extraction from SHEDAG sources

5.1 Impossibility

In this section, we will see the condition when we cannot extract from SHEDAG source with small
error. Before diving into the main theorem, we will first define the notion of influence of a node of
G on a function.

Definition 16 (Influence). G = (V, E) be a directed acyclic graph with V = [N] and f : ({0,1}")" —
{0,1}™ be any function. Then influence of i-th coordinate (or i-th vertex) on f in presence of G,
denoted as InfS (f) is:

Pr [f(Xi:JJQ,XSz‘ :7‘) ?éf(XiZSULXSi :r)]
re({0,13M)N 1
xOF{Ovl}n
-731<_{071}n

where S* =V \ {i}.

Now, we need another definition of the graph induced by influence vertices with respect to
reachability in the original graph. We will state a more general definition.

Definition 17 (View preserving graph with a subset of vertices). Given a directed G = (V, E)
acyclic graph with V.= [N] and S C V be any non-empty subset of the vertices. We construct a
graph H with the vertex set S (denote it by H(S) = (S, E(S5))) by the following Algorithm 1.

Simply speaking, we remove vertices that are not in S, and we add edges in such a way that if
one vertex was in the view of another, this relation will be preserved in the new graph.

Algorithm 1 Construction of the view preserving graph with vertex set S.

1: Start with (V' E') where V' =V and F' = FE.

2: while There is v € V' so that v ¢ S do

3:  Define in(v) = {u € V': (u,v) € E'} and out(v) = {w e V' : (v,w) € E'}.
4. V'« V'\ {v} and from E’ remove all the edges connected to v.

5. Define E” = {(u,w) : u € in(v) and w € out(v)}.

6: FE <« E'UE".

7: end while

8: E(S)«+ E.

9:

Return H(S) = (S, E(5)).

Remark 6. Note that, for any S CV and u,v € S, we have u € view(v) in H(S) if and only if
u € view(v) in G. Hence, number of unrelated sets of H(S) is at most the number of unrelated sets
in G.
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We need a definition of negligible function to quantify the influence of vertices on a function.

Definition 18 (Negligible function). A function § : N — [0, 1] is called a negligible function if for
all constant ¢ > 0 we have §(n) € o(n™¢). We define negl(n) as the set of all negligible functions.
Any function that is not in negl(n) we call it a non-negligible function.

Remark 7. Note that, the DAG is fized and number of vertex N is constant and only the growing
parameter is n, where n is the length of the string outputted by each vertex. That’s why, when we
say negligible, we mean negligible as a function of n and we study negl(n) error extraction from
SHEDAG source.

Now recall the definition of resilience of a directed acyclic graph G.

Definition 19 (Resilience). Given a DAG G = (V,E), with |V| > 2, and a non-empty subset
S CV define d(S) := maxseg | view(s) NS| 4+ 1. Now we define resilience of the set S as,

resuni(S) =[S~ d(S)  and  rese(S) == || — max{2,d(S)} .
We define the resilience of G as,

(i) resuni(G) := maxpLgcy resuni(S),

(i) TeSent(G) 1= maxp,gcy resent(S)-

Remark 8. Note that for every S C V', number of head vertices in G° is at least 1 and

max |view(s) N S| = max |view(u)NS|.
s€S u€Head(GS)
Hence, from definition of view it follows that resyni(S) > 0 for all S C V. Therefore, resu,i(G) > 0
for every directed acyclic graph G.
Take any arbitrary set T = {u,v} C V. Then clearly d(T') < 2 which implies max{2,d(T")} = 2.
Hence resent(T) > 0 and taking mazimum over all non-empty subsets of V' we have resent(G) > 0.

We are now ready to state our results on the impossibility of extraction from SHEDAG sources.
At first we consider the case where honest nodes are uniform. In this case, the next theorem
shows that, for a given directed acyclic graph G and a function f, if some vertex has non-negligible
influence, then f cannot extract from SHEDAG sources with resu,;(G) + 1 corruptions. Prior to
stating the theorem we will introduce a few notation.

let G = (V, E) be a directed acyclic graph and f : ({0,1}")" — {0,1} be a function. V/ C V
be the set of vertices v so that InfS(f) ¢ negl(n). If V/ is non-empty define the graph G/ = H(V7)
to be the induced graph we have from the algorithm mentioned in Definition 17. For every vertex
u € VI we define view/ (u) = view(u) N V/,

Theorem 8 (Impossibility of extraction with negligible error). For all large enoughn € N and fized
N the following holds: Let G = (V, E) be a directed acyclic graph with V = [N] and f : ({0,1}")N —
{0,1} be any function. Assume V' is non-empty. Then there exists a non-negligible function £o(n)

and a (n,G,t)-SHEDAG source X with t = resyni(G) + 1 so that A(f(X) ; Uy) > go(n).

Proof. By our assumption V/ is non-empty. Without loss of generality let us assume that number
of a € ({0,1}")" so that f(a) =0 is at least 2"N=!. Say S =V \ V/ and |S| = m.

Let up € Head(G7) so that for all u € Head(GY) we have | view” (ug)| > |view/ (u)|. Let R
be the set of vertices v in V/ such that v ¢ view/(ug) U {ug}. Now, we define the source X as:
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Xp = (Un)H, X iew! () = (Z/{n)“’iewf(“o)‘, then sample z, 2’ uniformly and independently from
{0,1}", when Xp = y; and X = yo define X,,, as:

view? (ug)

X —1J® if E(z,y1,y2) occurs .
0 z'  otherwise .

Here, E(x,y1,y2) is the event that: number of 2/ € ({0,1}")™ so that f(Xu, = 2, Xyiew(uo) =
Y2, Xp = y1, Xy\yr = 2/) = 0 is at least 2"~ Finally set Xy\yr = U,)"

Notice that X is a (n, G,t)-SHEDAG source with ¢ = res,i(G) + 1. As, | view/ (ug)] is at least
| view” (u)| for every u € G¥ and every vertex of Gf is in view of some head vertex, we have

| view (ug)] = max | view” (u)| .
ueVs

Hence, res(Gf) = |[V/| — |view/ (up)| — 1 and number of corrupted blocks is |V/| — | view/ (ug)|
which is at most resuni(G) + 1.
Sample zp uniformly from ({0,1}")™ and set f,, = f(Xyr, Xs = 20). Note that,

Pr[f(X) = 0] > Pr[f.,(Xys) = 0] 20 € Good] Pr[zp € Good] (3)
where, Good is the set of all z € ({0,1}")™ so that,
o Inf (f.) & negl(n).
e Pr,[f.(y) = 0] > 1/2 — & (n) for some &' (n) € negl(n).

Claim 1. Pr[z € Good] > 1 —§(n) for some 6(n) € negl(n).

At first we continue proving Theorem 8 assuming the preceding claim and prove the claim after
that. Let E;(z,y1,y2) be the event that f.)(Xu, = =, Xview(uo) = Y2, Xr = y1) = i and E;(2,y1,y2)
be the event that f.,(Xuy = ', Xview(uo) = Y2, Xr = y1) = i for i = 0,1. Notice that, when
z0 € Good , up has non-negligible influence on f,,. Hence, from Definition 16 we have,

Pry 2t i e [Eo(z,y1,y2) A E1(2,y1,2) | 20 € Good]
+Pry o g1 0 [Eo(@, y1,y2) A EL(2,y1,y2) | 20 € Good] = £(n)

where e(n) & negl(n). As both z, 2’ are uniformly and independently chosen, by symmetry, we have
Pry o y1we [Eo(2,y1,52) A E1(2', y1,y2) | 20 € Good] = (n)/2. Now, notice that

Pl“[fZO (va) =0 | 20 € GOOd]
= Pr [E(z,y1,y2) A Eo(z,y1,92) | 20 € Good] +  Pr  [=E(x,y1,y2) A Eo(x’, y1,92) | 20 € Good]

z,Y1,Y2 z,2’ y1,Y2

Assume y1, 95 are uniformly sampled and fixed. Then if for all £ we had the guarantee that both
E(x,y1,y2) and Ey(z,y1,y2) occurs or none of these two occurs (if Ey(x,y1,y2) does not occur we
set value of ug by ) then the above expression is same as,

Pr [Eo(x,y1,y2) | 20 € Good] + Pr  [Eo(2’,y1,y2) A E1(z,y1,y2) | 20 € Good] .

Z,Y1,Y2 z,7',y1,Y2

" As the adversary is fixing Xz by uniformly sampled y1, it may seem like we are only corrupting X,,. But notice
that the adversary needs to see y1 to sample X, which it cannot do unless it corrupts Xg.
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But the only way this can be different when one of E(z,y1,y2) and Ey(z,y1,y2) occurs and the
other does not. Hence,

Pr(f.,(Xyr) =0 z0 € Good]
> Pr [Eo(z,y1,y2) | 20 € Good] + Pr [Ei(z,y1,%2) A Eo(2',y1,y2) | 20 € Good]

Z,Y1,Y2 $7$'7y1 yY2

— Pr [(E(z,y1,y2) A ~Eo(w,y1,92)) V (= E(z,y1,92) A Eo(z,91,%2))) | 20 € Good |

Z,Y1,Y2

Define the following event

F($,y1,y2) = [(E(xaylv y2) A _'Eo(x7y17y2)) v (_'E(x7y17 y2) A E()(.%', y17y2))] :

Claim 2. Pryy, 4, [F(z,y1,92) | 20 € Good | < 8" (n) for some §" € negl(n).

Proof of Claim 2 can be found after the proof of Claim 1. As, Pry,, 4 [Eo(z,y1,y2) | 20 €
Good] > 1/2 — §'(n) combining with Claim 2 we have,

Pr[f(Xys) =020 € Good] > (1/2+¢(n)/2 -4 (n)) .

Finally from Claim 1 and Equation (3) we can conclude that,

Pr[f(X) = 0] > (1/2 + £(n)/2 — &' (n)) (1 = 3(n)) -

Since ¢ is non-negligible function and ¢'(n) € negl(n) we have £(n)/2 —¢'(n) is non-negligible. Also,
d(n) is a negligible function. Hence Pr[f(X) = 0] > 1/2 4 g¢(n) for some eo(n) & negl(n) and from
the definition of statistical distance our proof follows.

O

Proof of Claim 1. For a vertex u € V/ define S* = V/ \ {u}. As all the vertices in V' \ V/ has
negligible influence, by hybrid argument we have: there is a function 6(n) € negl(n) so that for large
enough n,

P [fao(Ku = 2, Xgu = y) # f(Xu = 2, Xgu =y, Xg = 2)] <m-0(n) (4)
ﬁzoggz[fZO(Xu =z, Xgu=9y) = f(Xy =2, Xgu =y, Xg=2)] >1—md(n) (5)

Consider the uniform random variable Z over ({0,1}")™, defined as follows,

2(2) = Pr [folXu = 2 Xgu =) = J(Xy = 2, Xge =, X5 = )]
Clearly from Equation (4), E[Z] > 1 — md(n). By Lemma 1 we have, Pr, [Z < 1 — /md(n)] <
v/md(n). We can rewrite this as,

Pr( P [Fa(0) = flo ] > 1= /b)) = 1= (o) (6)
z0 \ T,y,2
Define the set Great C ({0,1}")™ as, for every 2z’ € ({0,1}")™ we have 2’ € Great if Pr, , .[f. (z,y) =
f(z,y,2)] > 1—+/mé(n). Also, recall that ug € V/ hence InfgO (f) = €uy(n) where ,,(n) & negl(n).
Now by union bound we have,

|: fzo(Xuo = Zo, XS'“() = y) = f(Xuo - x07XS“0 =Y, XS' - Z)

Pr
N fo(Xyy = 21, Xguo = y) = f(Xuyy = 21, Xgu =y, X5 = 2)

Z0,T1,Y,%

Zo € Great]
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is at least 1 — 24/md(n). From the definition of influence (see Definition 16) and again by union
bound we have,

x0 :cli y[fzo(Xuo = 20, Xguwo = Y) # fz(Xuo = 21, Xsu0 = y) | 20 € Great] (7)
is at least £,,(n) — 24/md(n). Since Pr[zy € Great] >1—24/md(n), combining with Equation (7)

we get: with probablhty at least 1—2y/m over the choice of zp it holds that Inf (f) >
uo(n) — 2/m3(n).

Next note that from our assumption, Pry, .[f(X, = 2, Xgu« = y,Xg = 2)] is at least 1/2.
Therefore from Equation (6) we have: With probability at least 1 — y/md(n) over the choice of zo,
the following holds:

1 1
> - — = .
As, m < N and N is fixed, we have md( ) € negl(n) Which further implies cy/md(n) € negl(n) for
any constant c. Since €,,(n) is non- neghglble S0 18 €4 (0 2\/m(5 ). Finally by union bound we

have Pr[zg € Good] > 1 — 44/md(n). Setting 5 = 4\/ n) yields the proof.
O

Proof of Claim 2. Recall the definition of the set Great C ({0,1}")™ from Claim 1, where 2’ €
({0,1}™)™ we have 2’ € Great if

mlzf‘z[fz’(xvy) = f(z,y,2)] > 1—y/md(n).

Here §(n) is such a function so that influence of each vertex outside V/ is bounded by §(n) for large
enough n. Since we are calculating the probability under the condition zy € Good, from here we
immidiately have that zy € Great.

Further recall that E(z,y1,y2) is the event that f(z,y1,y2, Xs) is biased towards 0, where
S =V \V/ and Ey(z,y1,y2) is the event that f(x,y1,y2,20) = 0. Now for some z,y1, y2 if we have
E(x,y1,y2) AN —~Eo(z,y1,y2) that implies f(z,y1,y2,20) = 1 but for at least half of the elements z €
({0,1}™)™ we have f(x,y1,y2,2) = 0. And ~E(x,y1,y2) A Eo(,y1,y2) implies f(x,y1,y2,20) = 0
but for at least half of the elements z € ({0,1}")™ we have f(x,y1,y2,2) = 1. Therefore,

1
5 Pr [F(l"ybyQ) | 20 € Great] < Pr [fz’(xvyl’yQ) #f(xvylay%z)]
Y1, T,Y1,Y2,2
< y/mé(n)
Take 0" (n) = 24/md(n) and it completes our proof. O

Next we will proceed to show that if in the directed acyclic graph G = (V, E) and function f
we have, Infg( f) € negl(n), for all w € V, then with high probability over the uniformly random
inputs the function f is constant.

Theorem 9. For all large enough n € N and fixed N € N the following holds: Given direct acyclic
graph G = (V, E) with V = [N] and f : ({0,1}")Y — {0,1} be any function. Further assume that for
allu € V, nf%(f) € negl(n). Then there exists a € {0,1} so that Prﬂ_({o’l}n)zv[f(x) =al] > 1-dp(n)
for some dp(n) € negl(n).
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Proof. Note that, by our assumption and Definition 16, for all u € V the following holds: There
exists a function 0(n) € negl(n) so that,

Pr [f(Xu = zg, Xgu = y) # [(Xu =71, Xgu = y)} < 6(n)

Z0,21,Y

where S* = V' \ {u}. Now, note that, by hybrid argument we have,
Pr[f(z) # f(z")] < Né(n) (8)

xz<({0,1}™)N
2’ +({0,1}™)N

which implies that Pr, [f(z) = f(2)] > 1 — Né(n). Say, Pr[f(U,n) = 1] = p and Pr[f(Unn) =
0] = 1 — p. Without loss of generality we can assume p > 1/2. As, collision probability of f(U,n)
is more than 1 — Nd(n), we have p? + (1 — p)? > 1 — N§(n). That implies,

2p —2p*> < Né(n) = 2p(1 —p) < Né(n) = p>1— Né(n).

The last implication holds because of our assumption that p > 1/2. As, N is fixed and §(n) € negl(n)
we have Nd(n) € negl(n). Setting do(n) = NJ(n) the proof follows.
O

Combining Theorem 8 and Theorem 9 we get the following corollary.

Corollary 1. For all large enough n € N and fired N € N the following holds: Let G = (V, E) be a
directed acyclic graph with V = [N]. Then for every function f : ({0,1}")Y — {0,1} there exists a
(n,G,t)-SHEDAG source with t = resyni(G) + 1 so that A(f(X) ; Uy) > n~¢ for some constant c.

5.1.1 Impossibility proof sketch when honest nodes are entropic.

Using an argument similar to the one above, we show that, when honest nodes are entropic, corrupt-
ing resent (G) + 1 vertices (see Definition 19) suffices to introduce a non-negligible bias in the extrac-
tor’s output. For any function g, if [V9] # () and GV’ is an edgeless graph, then resen(V9) = |V 9|2
by the definition of resent(G). Let V9 = {uy,...,us} and denote R = V \ V9. Denote the set
{ug,...,upg} by S. We can show that only corrupting the vertices in S we can produce a SHEDAG
source that can produce non-negligible bias on the output of g.
Now from the definition of influence and by a hybrid argument,

m?}32rzl[g(Xu1 =0, Xs=y,Xp=2)#9(Xy, =2, Xs =y, Xgr=2)] < Né(n), 9)
for some negligible function §, when z,v, 2,2’ are independently and uniformly sampled. That
means there exists yp so that,

IE’)I‘Z’[Q(XUI = :L‘aXS = y07XR = Z) 7é g(Xul = anS = yO»XR = Z/)] < Né(n) . (10)
Without loss of generality, assume that the function gy, (X, , Xr) := 9(Xu,, Xs = v0, Xr) is biased
towards 0. Define the following function :

p(x) W({o,f}n)\m[gyo( 1 =2, Xp=7)=0]

Let A is the set of 27! inputs with largest values of p(z). Define the following source Y = Uy.
Now we are ready to define our SHEDAG source X: Xg = yp, X,, = Y and finally Xp = (Z/In)|R‘.

Clearly X, has min-entropy n — 1 and it is not corrupted since yq is fixed and known to it.
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Claim 3. A(g(X) ;Uy) > 1/2 — &' (n) for some negligible function §'.

Proof. By the choice of yg and the definition of function p, E, ., [p(z)] > 1/2. Now, from Equa-
tion (10) we have,

N(S(n) > Pr [gyo(Xm =z,Xp= Z) 7& gyo(Xu1 =z, Xp= Z/)]

x,z,2'

= Pr [gy(Xu, =2, Xgp =2) = 0N gyy(Xu, =2, Xg =2)=1]]

+gy0(Xu1 =z,Xp=2)=1 /\gyo(Xul =z, Xp = Z/) =0]
= E.[2p(z)(1 — p(2))]
> E;[min{p(z),1 — p(x)}]

Now if p(xz) > 1/2 for all z € A then clearly for all x € A, we have min{p(z),1 — p(x)} =1 — p(z).
In this case,

Epeuy[1 —p(2)] = 2Epe gy, [1a(2) min{p(z), 1 — p(x)}]
< 2E, gy, [min{p(z),1 — p(z)}]
< 2Né(n)

Above, 14 is the characteristic function of the set A, that is 14(x) = 1 if x € A, otherwise 0.

Hence from above we have E,. 1/, [p(x)] > 1—2Nd(n). If there is some x € A so that p(x) < 1/2
then from the choice of A we have for all z € {0,1}" \ A, p(xz) < 1/2. Using the fact that
E;[p(z)] > 1/2, in this case also we can show that E,. ¢/, [p(z)] > 1—2Nd(n). Take §'(n) = 2Nd(n).
Since N is fixed and ¢ is negligible, ¢’ is also negligible. Therefore finally we have,

A(g(X) ;Uh) >1/2 =48 (n) .
U

On the other hand, when GV contains an edge, we have resey; (V9) = |V9| —max,cys | view(u)N
V9] — 1. In this case, exactly similar argument as in Theorem 8 applies. We therefore obtain the
following analogue of the theorem.

Theorem 10. For all large enough n,k € N with k < n — 1 and fixed N € N the following
holds: Let G = (V,E) be a directed acyclic graph with V. = [N] and N > 2. Then for every
function g = ({0,13") — {0,1} there exists a (n,k,G,t)-SHEDAG source with k < n — 1 and
t = resent(G) + 1 so that A(g(X) ; Uy) > n~ for some constant .

5.2 Explicit extractor when honest nodes are uniform

Now we will give an explicit construction of SHEDAG sources when honest nodes are uniform. We
will start by recalling the definition of resilience of a directed acyclic graph.

Definition 20 (Resilience of a graph in context of uniform honest vertices). Given a directed acyclic
graph G = (V, E) with |V| > 2 and a non-empty subset S CV we defined resilience of a set S as

resuni(S) = |[S| — magc]view(s) ns|—1
se

Further we define resilience of G as resyni(G) := maxgrgcy resuni(S)-
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Before staring the proof, we need the following definition.

In this section, for any DAG G with vertex set [N] and any two vertex u,v € [N] we will use
the notation u < v to denote that u comes before v in topological sorting of vertices of G, that is u
has a path to v in G.

Before stating the main theorem of this section we need to define a ordering between g-tuples
of vertices of a DAG G, for some ¢, which will be useful.

Definition 21 (Colex ordering). Let G = ([N], E) be a DAG and 1 <2 < --- < N. For any q > 1
and two distinct g tuples (u1, ..., uq), (v1,...,04) € [N]9 such that u; < ... < uq and vy < ... < v,
we say (ui,...,uq) < (v1,...,v4) if the following holds: If j € [q] be the highest index such that
uj # vj, then u; < vj.

Now we are ready to state our main theorem.

Theorem 11. Let G = ([N], E) be any fired DAG with N > 2. Then there exists an explicit ex-
tractor Ext : ({0,1}")N — {0,1}™ so that for every (n,G,t) SHEDAG source X with t < resuyi(G),

Ext(X) ~c Uy, ,
where m = Qn(n) and e < 27" Here Qn(.) hides constants depending on N.

Proof. Recall the definition of resilience of subset S C [N],

resuni(S) = |S| — ma§<|view(s) nsl—1,
s€

and resilience of the DAG G is, resuni(G) = maxgsgciyresuni(S). Let S C [N] be the subset
of vertices with maximum resilience. We can find such S efficiently (see Section 5.4). Let, S =
{s1,...,sp}. Notice that we can have a ordering < restricted to the set S and assume s; < sp <
= Spe

Let o := maxseg | view(s) N.S|+ 1. Since number of corruptions is at most res(G), we have number
of honest blocks at least N — |S| + «, which is at least a.

Observation 3. From the definition of o we have, for every vertex v in S, |view(v) N S| < a.

Now let, X ~ {0,1}"" be any (n,G,t)-SHEDAG source with ¢ < res(G). Notice that res(G) =
res(S). Next define the set

B:={(v1,...,vq) :v; € Sand v; < ... < va} .

Note that we can further order elements of B by the colex ordering for tuples as defined in Defini-
tion 21. Let B = {b; < by < ... <bp} where L = (‘g‘). Now we define our extractor as:

Ext(Xy,....Xn) = D T (K)om0 (X)) -
biEB
bi=(v1,...,va)

Here for 1 <i < L, r; = p"~'n and m = c- Bry, where p = ¢/(c + N2N*2) and g8 = 1/(2V+2NN)
where ¢ being the constant from Proposition 2 and

(i) mp, : {0,1}™ — {0,1}" is the projection map on first r; bits,
(i) Ty,m = ({0,1}7)* — {0,1}™ is the explicit leakage resilient extractor against NOF protocols
with NOF transcript length pu = ¢r; /2%, from Proposition 2.
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Notice that, without loss of generality we can assume, number of good vertices is exactly « since if
it is more than o we can fix all the other honest vertices while retaining only o many.
Let for some 1 < ig < L, b, = (u1,...,uq) € B so that for all 4, u; is honest, that is each of

Xul ’

., X4, are independent and each of them is uniform over {0,1}". Then each of m, (Xu,), -,

T, (Xu,,) is also uniform over {0,1}" and they are independent.
We start by fixing all the vertices that does not hold any of w; in its view. Next we do some

further fixing which we analyze in following two cases:

(i)

(i)

For any arbitrary ¢ < i consider i¢th tuple b; which comes before b;, in colex ordering (see
Definition 21), that is b; < b;,. Assume b; = (w1,...,ws). Then by the definition of colex
ordering of tuples (see Definition 21) we have some index j € [a] so that w; < u; and for all
J' > j we have wjs = uj. Therefore we can rewrite b; as (w1, ..., wj, Uj+1, ..., Us) Where

wy w2 <X ... KXW < U

Since in topological sorting, u; appears after all of w1, ..., w;, from there it follows that there
is no path from wy to w; in G?® (for definition of G° see Definition 17) for £ = 1,...,7.
Hence, Xy, . .., Xy, cannot depend on X.. So, T, (T, (Xasy ), - -+, T (X, )) is @ function
of (Xuyy ooy Xuy_y, X Xy )

Ujp1o

Since the above argument holds for every i less than ig, we have the following conclusion: For
all ¢ < ig, output of T}, ,, on (7, (X.a'i)7 ey (X)) where b; = (ai,...,a’), cannot depend
on all the honest nodes. Hence, we reveal

io—1 . A

(Tri,m(w(xai), . ,W(Xag))) " where b = (al,..ab)

1=
and from the above discussion we know that, what we reveal is a NOF transcript (see Defini-
tion 13) of length (ip — 1)m.

Next, we consider any arbitrarily chosen e > iy and we have b;;, < b.. Assume b, = (y1,...,Ya)-
Therefore, the input tuple of distributions to T, ., will be (7, (Xy,),..., ™. (Xy,)). Notice
that from Observation 3 we have,

There does not exist any y; for 1 < j < a so that X,,; depends on all of
Xy ooy Xy

since all size of view of all the vertices is strictly less than «. So in this case we reveal
(7o (Xyyy), -+ o T (Xy, ). Since none of the 7, (X,,) can depend on all the honest vertices,
it is also a NOF transcript of length « - r.. We do this fixing for all e > ig which implies that
in total we reveal NOF transcript of length ZeL:z‘(H—l Qa-Te .

Combining case (i) and (ii) we see that we reveal NOF transcript of length (io—1)m+ ZGL:Z ob1 Qe
which fixes

@ Tri,m(ﬂ'ri(Xq;l),...,Wri(Xva)) .

bi:i#ig

bi=(v1,..-,va)

Recall that, for 1 < i < L, r; = p"~'n and m = ¢ - fry where p = c¢/(c + N2N¥*2) and 8 =
1/(2VT2NN) for ¢ being the constant from Proposition 2.

Claim 4. For any ig € [L] where L = (E') we have (ig —1)m + )

L

N
emig41 O Te < crig /2.
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From Claim 4 we have total transcript length is at most cry,/ 2N Since, T, Tigsm is a leakage

resilient extractor against NOF protocols of transcript size at most cr;, /2" and error ¢ < 2~ Crio/ 2N,
XORing the outputs of all T, ,,, by data processing inequality (Lemma 3) we get the desired result.
O

Proof of Claim 4. Notice that L < NV since |S|, o < N. Then clearly ig < NV. Hence,
(ip—1)m < eNNBrp < cri0/2N+2 )

Above the second inequality holds because of the fact that r; < r;, and 8 = 1/(2¥+2NN). To
bound the remaining term in the summand, notice that,

L L—-1
D0 are SN Yot < N(p i) i < Nerig(1/N2V2) = ey /272

e=ip+1 1=19 o
Here the first inequality holds since a < N and the second inequality holds from infinite GP sum,
since since 0 < p < 1. Finally plugging the value of p we obtain the above bound.
O

5.3 Non-explicit extractors when honest nodes have poly-logarithmic entropy

In the previous section we gave an explicit construction SHEDAG extractor when honest nodes are
uniform and number of corruption is at most resy,i(G) and honest nodes are uniform. Now we will
give a non-explicit construction when honest nodes have polylogarithmic entropy. Before starting
let us recall the definition of resilience in context of entropic honest nodes.

Definition 22 (Resilience of a graph in context of entropic honest vertices). Given a directed acyclic
graph G = (V, E) with |V| > 2 and a non-empty subset S CV we defined resilience of a set S as

resent (S) 1= |S| — max{2,d(S)} ,
where d(S) = maxseg | view(s)NS|+1. Further we define resilience of G as resent(G) = maxg.gcy reSent (S).

Theorem 12. There exists a universal constant C' > 1 so that the following holds: Let N be
any fized natural number and G = (V = [N],E) be any DAG, with N > 2. Then there ezists a
(n, k =1log® n,G,t, 2_k9(1))-SHEDAG extractor with output length k1) when t < resen(G).

Proof of Theorem 12. Without loss of generality we can assume that resen(G) > 1 because oth-
erwise number of corrupted blocks is 0 and we can apply standard independent source extractor
in this case. By definition of resilience, this implies there exists non-empty S C V such that
reSent (S) > reSent(G) > 1. In Section 5.4.1 we will show that we can find this subset S of maximum
resilience in poly(N) time. Let G° = H(S) be the graph that we can find by the algorithm mentioned
in Definition 17. Now let, X ~ {0,1}"" be any (n, k, G,t)-SHEDAG source with ¢ < resen(G).
Notice that resent(G) = resent(S). We define the set

Ax = {i € §: X, is a honest vertex} .
Say, a := maxseg | view(s) N S| + 1. Now there are two cases:

(i) Case I: o > 2. Observe that from definition of resilience (Definition 22), in this case we have
resent (S) = |S| — . Since at most resen(S) many vertices are corrupted, from here it follows
that at least N —|S| — a many vertices in G° are honest, which further can be lower bounded
by a.
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(ii) Case II: a < 2. In this case we have resent(S) = |S| — 2. Therefore we know in this case at
least two vertices in G° are honest.

Define  := max{2, a}. From the above discussion we have the following observation.
Observation 4. |Ax| > 3.
Before stating the extractor construction we need the following claim.

Claim 5. There does not exist any v € S so that Ax C view(v).

Proof. We have |Ax| > f where f = max{2,a}. When a = 1, we have |view(s) N S| = 0 for all
s € S. That means G° is empty (edgeless) graph. In this case 8 = 2 and since G° is empty, there
is no path between any two vertices in S. Hence in this case our claim is true.

When a > 2 that implies f = maxgsegs | view(s) N S|+ 1 and we know |Ax| > . Since number
of honest nodes in S is strictly more than |view(s) N S| for all s € S, in this case also our claim is
true. O

We define our extractor in the following way,

shedagExt(Xy,...,Xy) := EB B-nmExt(X;, ||bit(i1), . .., X, ||bit(ig)) , (11)
BCS:
|B|=p
B={i1<--<ig}
where bit(7) denotes binary representation of i for i € [N], and S-nmExt is generalized (3, ) two
source non-malleable extractor from Proposition 1 for £ = (‘gl) .

Recall that Ax = {i € S : X, is honest} is the set of honest vertices. From Observation 4
we have |[Ax| > . We can assume |[Ax| = [ since if it is more than § we can fix all the other
honest vertices while retaining only 8 many. From Claim 5 it follows that, X; depends on at most
8 — 1 many honest blocks if j € S\ Ax. Now Equation (11) looks like, shedagExt(Xy,...,Xy) =
a-nmExt(Xo |bit(9), . . ., Xi% Hbit(z’%)) @ X" where

X'= @ B-nmExt(X||bit(ir), ..., Xi,llbit(ig))

Bcs

|Bl=5

B#Ax

B={i1<-<ig}

where Ax = {i(l],...,i%}. Notice that, for each B # Ax with B = {i1 < --- < ig} we can
view (X, ||bit(i1), ..., X, ||bit(ig)) in the following way: Consider the randomized function gz :
{0,1}™ = {0,1}"8 so that,

95 (X [Ibit(i9), .. X0 Ibit(i8)) = (X, Ibit(in), .. X, [bitis)

We have that each X, ||bit(i;) depends on at most 3 — 1 many of the input sources. Also, since
B # Ax, we have (bit(iy), ..., bit(ig)) # (bit(i}),. .., bit(z’%)), or in other words, gz does not have
any fixed point. Hence, by definition of generalized (3, £) non-malleable extractor (see Definition 12)
we have,

A (ﬁ—nmExt(Xi? |bit(i?), . .. ,a—nmExt(Xig)Hbit(ig)) s Un |

{B—nmExt(Xil Hbit(il), ... 7Xi5 Hbit(iﬁ))}B¢4X#3C57|B|=5,> <e
B={i1<--<ig}
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when k > f(n,B,0,m,e), where f is the function from Proposition 1. Taking XOR over all the

distributions in left and right separately, from Lemma 3 we have, shedagExt(Xy, ..., Xy) ~c Up,.
Since S, ¢ are fixed, for some suitable choice of constant C, if k > log® n then ¢ < 2=+ and

m = k2 and this completes our proof. O

5.4 Algorithm for locating subset with optimal resilience

Let G = (V, E) be a DAG where |V| = N and N > 2. At first we focus on finding a non-empty set
S C V such that resyni(S) = resyni(G).

Definition 23 (Resilience). Given a graph G = (V, E) with |V | > 2, we say that a subset of vertices
S CV has resilience (resyni) r if

|S| — maSX(]wew( s)NS|)—1=r

As we discussed previously, if S has the resilience value r, our extractor can take S as its
influence set and such extractor would produce uniform output under r corruptions. Therefore, the
natural goal is to find the subset that maximizes resilience.

First, note that it suffices to consider the maximum view of only the head vertices in S.

|S| — max(\ view(s) N S|) —1=1S|— SEHrgzz)((Gs)ﬂ view(s) N S|) —

where G = H(S) is the graph induced by the set S defined in Definition 17. Since for all v € S, if
there exists u € parents(v) N S, then view(v) NS C view(u) N S.

The next lemma states that when locating subset with maximum resilience, it suffices to look
for sets that do not truncate the view of the nodes, this means that if v € S then view(v) C S.

Lemma 6. For any S C V, denote the set of heads in S as Head(S). Consider S’ defined as
follows:
S'=SU{ueV:3veHead(S), s.t. u € view(v)}

Then the resilience of S’ is at least the resilience of S.

Proof. By the construction, the sets of heads of S and S’ are the same. Let us consider any vertex
h in set S’, then:
| view(h) N S| < |view(h) N S|+ ]S\ S.

Therefore, we can get the following bound:
|S'| — | view(h) N S'| > |5 — (|view(h) NS|+ 18"\ S\) = |S| —|view(h) N S|.
It follows that

|S'| — max |view(h) N S| —1 > |S]— max|v1ew( )NS|—1,
hes'’ hesS

Thus, the resilience of S’ is at least as large as the resilience of S. O

Following the above lemma, we can always assume that our resilient set S is determined by the
set of head vertices Sy, simply by taking S = Sy U{u € V : 3h € Sy, u € view(h)}. This means
we can optimize resilience by iteratively removing nodes that are currently heads, without changing
non-head vertices.
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Definition 24. (Intact Set) When searching for the most resilient set, we will look at sets with the
following property: v € S = view(v) C S. We shall call such sets intact.

The next lemma indicates that we can remove head vertices in a greedy way. Recall that by
Lemma 6, it suffices to consider sets that are intact.

Lemma 7. Suppose there exists a set H that mazximizes resilience, with H C S CV, and that H, S
are both intact. Consider the set of head vertices in S that have mazximum view: Sy := {h € S :
| view(h) N S| = maxpegs(| view(p) NS|)}. Then either S mazimizes resilience, or H N Sy = 0.

Proof. If S maximizes resilience, lemma is proven. Otherwise, assume Jv € H N Sy. Then by the
Definition 24, we have view(v) = view(v) N H = view(v) N S. Therefore, by the definition of set Sy
we have

| view(v) N H| = | view(v) N S| = I}l’Lleaéi(’ view(h) N S|),

but |H| < |S|, and | view(v) N H| = maxpep(| view(h) N H|) thus:

\H]—I}?z%(ﬂview(h)ﬂHD—l:|H|—(|View(v)ﬂH|)—1<
€

<|S| —|view(v)NH| —1=|S|— r}rlla?(lview(h) nsS)) —1.
€
This is in contradiction with H optimizing resilience. Therefore, for any intact H that maximizes
resilience and is contained in S, we must have H NSy = (). Again, we stress here that by Lemma 6
it suffices to consider intact sets that maximize resilience. 0

Following this lemma, we can design an algorithm as shown in Algorithm 2. Here, we present
only the pseudocode to find the maximum resilience among the subsets. The rest of algorithm
follows in a similar way.

For the first step (line 3), we perform a toposort and then compute and store | view(h)| for h € V
in sorted order. This takes time O(|V| + |E|). Afterwards, we use an array A to store the current
head vertices in the same order as the size of their view, along with a graph G. In each step, we
remove the head h from G with the largest view and compute the new resilience. Then we insert
new head vertices, created by removing h, into A. Note that the new head vertices will always have
a smaller view than h, thus inserted to a smaller index in the array.

In the second iteration, we use the same routine until we find the state of the array that results
in the largest possible resilience. Then we record all head vertices and use Lemma 6 to retrieve the
entire optimal subset by a graph traversal (e.g., BFS or DFS).

It is clear from above that the running time will be O(|V| + |E|), which is asymptotically the
same as simply reading the graph G.

Proof of correctness for Algorithm 2 We track the following loop invariant: before best is
updated to the optimal resilience, at the start of each iteration of the outer while-loop, either the
remaining vertices or an intact subset of them form a subset with optimal resilience.

Initialization: observe that the optimal H C V must exist, and that we can assume H is intact
by Lemma 6.

Maintenance: let G = (V' E’) at the start of an iteration. If V’ has the optimal resilience,
then we are done. Otherwise, by loop invariant, there exists an intact subset H C V' with optimal
resilience. Since we remove only head vertices, the remaining vertices in G will always be intact. By
Lemma 7, we know that H N {h € V' : |view(h) N V'| = max,ecy- (| view(p) N V’|)} = 0. Since the
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Algorithm 2 Greedy head removal

1: Input: DAG G = (V, E)

2: Output: The maximum resilience among subsets of V
3: Compute and store |view(h)| for all h € V

4: Create array A with length |V| (0-index), elements initialized to empty linked list
5: For all heads h of G, append h to A[| view(h)|]

6: s |V|,best <~ 0,0« |V|-1

7: while i > 0 do

8: if A[i] is empty then

9: 14— 1—1

10: continue to next iteration

11:  end if

12:  Remove first element of A[i], denote by v

13:  best < max{best, s — | view(v)|}

14:  for w children of v in G do

15: if u has no parent except v then

16: Append u to Af|view(u)]]

17: end if

18:  end for

19:  Remove v and adjacent edges from G

20: s+ s—1
21: end while
22: return best

removed head vertex has the largest possible view in V. it is not in H. Therefore, after removal,
H is still a subset of the remaining vertices in G.

Termination: since the algorithm ends after removing all vertices, upon termination, best must
have been correctly updated. This concludes the proof of correctness for Algorithm 2.
5.4.1 Algorithm to find a non-empty subset S C V that maximizes resqy;.

Let us at first recall the definition of resept.

Definition 25 (Resilience of a graph in context of entropic honest vertices). Given a directed acyclic
graph G = (V, E) with |V| > 2 and a non-empty subset S CV we defined resilience of a set S as

1“esent(S) = |S‘ - max{Q,d(S)} )
where d(S) = max,eg | view(s)NS|+1. Further we define resilience of G' as resent(G) := maxggcy resent (S).

Next we will show that by the similar algorithm as finding a set that maximizes resyy;, with a
slight modification we can find a set that gives a set with optimal resent.
For each vertex v € V, define the weight of the vertex as,

w(v) := max{2, | view(v)| + 1}.

Then for every non-empty subset S we have resent (S) = |S|—maxses w(s). Let W :={w(v) :v € V}
be the set of weights of the vertices. For each ¢ € W, define the threshold set

Sg={veV :ww) <qg}
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Since ¢ € W, there is some vertex in S; has weight exactly g. Consequently,
resent (Sq) = [Sql — ¢ -
Now we prove the following claim.

Lemma 8. For every nonempty set S C V' that achieves resent(S) = resent(G), we have S = Sy for
some q € W.

Proof sketch. Let S C V be nonempty, and let go := maxsegw(s). Then g € W and S C S,.
Hence
resent(S) = |S| —qo < |SQO‘ (U resent(SQO)'

Moreover, this inequality is strict whenever S C Sy,. Therefore, if S maximizes res’, then S =

Sqo- O]
From the above lemma, follows that

@glgév resent (S) = gé%(OSq’ - Q)
Now we follow the following algorithm First, compute view(v) for each vertex v and assign the weight
w(v) = max{2, | view(v)| + 1}. Group vertices by their weights and process the distinct weights in
increasing order. For each threshold ¢, maintain the number of vertices in S, = {v € V : w(v) < ¢}.
Evaluate resent(Sg) = |94 — ¢ and record a threshold ¢* maximizing this value. Return Sy«, which
is optimal by Lemma 8. The algorithm runs in O(n(n + m)) time, where n = |V| and m = |E]|.
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