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Abstract

We study the implications of the existence of weak Zero-Knowledge (ZK) protocols
for worst-case hard languages. These are protocols that have completeness, soundness,
and zero-knowledge errors (denoted e, €5, and €,, respectively) that might not be
negligible. Under the assumption that there are worst-case hard languages in NP, we
show the following;:

1. If all languages in NP have NIZK proofs or arguments satisfying €. + €5 +¢€, < 1,
then One-Way Functions (OWFSs) exist.

This covers all possible non-trivial values for these error rates. It additionally
implies that if all languages in NP have such NIZK proofs and €. is negligible,
then they also have NIZK proofs where all errors are negligible. Previously,
these results were known under the more restrictive condition €. + /e; + ¢, <1
[Chakraborty et al., CRYPTO 2025].

2. If all languages in NP have k-round public-coin ZK proofs or arguments satisfying
€ct+es+(2k—1) e, <1, then OWFs exist.

3. If, for some constant k, all languages in NP have k-round public-coin ZK proofs
or arguments satisfying €. 4+ ¢; + k - €, < 1, then infinitely-often OWFs exist.
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1 Introduction

The notion of Zero-Knowledge (ZK) protocols is a vital part of modern cryptography.
These are interactive proof systems in which a prover proves to a verifier the validity of
a given statement, with the additional guarantee that even a possibly cheating verifier
cannot obtain any secrets that might have been used in the proof. More precisely, such
protocols guarantee soundness, i.e. cheating provers cannot prove false statements, and
zero knowledge, i.e. a cheating verifier cannot glean anything beyond the validity of the
statement over the course of the protocol.

Hardness from Zero-Knowledge One natural question arising in the context of re-
lating zero-knowledge to other cryptographic notions is that of which other cryptographic
primitives are implied by it. This was first studied in the work of Ostrovsky [Ost91],
who showed that a statistical ZK proof system for any average-case hard language implies
the existence of One-Way Functions (OWFs). This was later generalized by Ostrovsky
and Wigderson [OW93] to computational ZK proofs, and they showed in addition that
such proofs for even a worst-case hard language implies a weaker form of OWFs called
auxiliary-input OWFs.

Building on these, the recent work of Hirahara and Nanashima [HN24] showed that if
all languages in NP have computational ZK proofs (or even arguments, which only have
computational soundness) and NP is hard in the worst-case, then OWFs exist.

Weak Zero-Knowledge The above results all work with proof systems where the com-
pleteness, soundness, and zero-knowledge errors are guaranteed to be negligible. There
are, however, a number of natural and useful ZK protocols, such as the commonly taught
protocols for 3-Coloring and Graph Non-isomorphism, that do not natively have negligible
error rates. Such Weak ZK protocols may have completeness error €., soundness error of
€s, and zero-knowledge error €., that may be as large as a constant number. Along the
same lines as above, it is natural and important to study the power of such protocols as
well.

Amplifying Weak NIZKs The work of Goyal et al. [GJS19] was a first step in this
direction, investigating the power of weak Non-Interactive ZK (NIZK) arguments. NIZKs
consider a non-interactive setting where the prover and verifier have access to a common
random string, and the protocol only involves a single prover message, following which the
verifier decides whether to accept or reject. They showed that weak NIZKs with negligible
. satisfying €; + €, < 1 — § for any non-zero constant § can be amplified to a standard
NIZK argument with negligible errors if we additionally have access to a sub-exponentially
secure Public Key Encryption (PKE) scheme.

Bitansky and Geier [BG24] improved this result to show that standard PKE suffices
for this amplification. They also showed that if the NIZK system is a proof (i.e., has



statistical soundness), then amplification is possible assuming only OWFs. Applebaum
and Kachlon [AK25] improved on this to allow for ¢ to be as small as an inverse-polynomial
function.

Hardness from Weak ZK Seeking to reduce the assumptions needed for such ampli-
fication, Chakraborty et al. [CHK25] showed that in certain settings, weak NIZKs can
be used to derive OWFs. Specifically, they show that if all languages in NP have NIZK
arguments satisfying e, + (/€5 + €, < 1, then OWF's exist under just the worst-case as-
sumption that NP ¢ ioP/poly!. They then combined this with the amplification results of
[BG24, AK25] to show that under the additional hypotheses that these are NIZK proofs
with negligible €., they could get NIZK proofs with negligible errors for all of NP.

While this result helps characterize the hardness of a broad class of weak NIZKs, it
is still somewhat unsatisfactory as it does not cover all possible non-trivial weak NIZK
parameters. As noted in [CHK25], the setting €. + €5 + €, > 1 is not meaningful for NIZK
protocols. Thus, to complete the picture, what is required is to understand the implications
of any weak NIZK protocol satisfying e, + €5 + ¢, < 1.

Another important question that has not been studied in this recent line of work is that
of the complexity of weak interactive ZK protocols. The earlier implications of ZK shown
in [OW93, HN24] work for interactive ZK protocols with negligible errors. But the extent
of their validity for weak ZK protocols was not understood.

Our Results Our first result addresses the first question above, extending the constru-
cion of OWFs from NIZKs to the most general parameters, under the same assumptions
as in prior work.

Theorem 1.1 (Informally, Theorem 4.1). If NP Z ioP/poly, and every language in NP
has an (e, €s,€,)-NIZK proof (or argument) with €. + €5 + €, < 1, then one-way functions
exist.

Similar to [CHK25], we can in turn use the amplification results of [BG24, AK25] to
obtain amplification of NIZK proofs with near-perfect completeness, from the most general
setting of the remaining errors.

Corollary 1.2 (NIZK Amplification). If NP Z ioP/poly, and every language in NP has an
(€c, €5, €2)-NIZK proof with €.+ €5+ €, < 1 and negligible €., then every language in NP has
a NIZK proof with negligible errors. Here, the soundness of the NIZK proofs is required to
be adaptive.?

!That is, there are no polynomial-size circuit families for NP, even if they are only required to be correct
infinitely often

2In the rest of the paper, we exclusively use the weaker non-adaptive definition of soundness for NIZK
protocols. This only strengthens our results, as we use NIZKs to construct other things. Here, the stronger
adaptive notion of soundness is needed. See, e.g., [BG24] for the definition of this notion.



We also address the second question raised above for public-coin protocols, where the
verifier’'s messages consist solely of uniform random bits.

Theorem 1.3 (Informally, Theorem 4.2). If NP Z ioP/poly, and every language in NP
has a t-message (€, €s, €,)-public-coin ZK proof (or argument) with e.+es+ (t—1)-€, < 1,
then one-way functions exist.

In the above case, the techniques of [OW93] alone would have resulted in the condition
being €. + €5 +t - €, < 1 instead. For constant-round protocols, we improve this condition
much more significantly, though in this case we only obtain infinitely-often one-way func-
tions. Below, a round refers to one pair of messages in the protocol — one from the verifier
and its response from the prover.

Theorem 1.4 (Informally, Theorem 4.3). If NP & P/poly, and for some constant k,
every language in NP has a k-round (e, €s, €,)-public-coin ZK proof (or argument) with
€c+ €5+ k- e, <1, then infinitely-often one-way functions exist.

Our results apply to protocols with computational (weak) zero-knowledge and compu-
tational (weak) soundness (i.e., arguments), and thus capture the most general class of
such protocols.

Open problems Our work leaves open interesting questions around the power of weak
zero knowledge systems. We mention some of these below.

e An obvious question is if our analysis can be carried over to the setting of private-coin
weak ZK protocols — the standard ZK to OWF implications hold for such protocols
as well, and it is of interest to achieve parity here in the weak ZK setting.

e Our final result works for better parameters but only implies infinitely often OWFs.
This is a limitation of our approach, and it is interesting to improve this to yield
standard OWFs.

e A related improvement is to also get improved error parameters for super-constant-
round protocols. This will also require new tools or approaches.

e Additionally, it is an exciting problem to consider what other, possibly stronger
cryptographic primitives weak ZK or more generally even standard ZK protocols
may imply.

Paper outline We continue with a technical overview of our results and proofs in Sec-
tion 1.1. Section 2 contains our definitions and notation. The first stage of our results are
covered in Section 3, which shows how the various kinds of weak ZK protocols we consider
yield (variants of) auxiliary input one-way functions. The final implications to one-way
functions are shown in Section 4.



1.1 Technical Overview

In this section, we provide a high-level overview of the main ideas and techniques behind
our results. We start by reviewing the construction of [OW93] with their analysis for non-
interactive ZKs. We then introduce our improved construction and outline the ideas that
enable improvement. Further, we find that our approach naturally generalizes to a broader
setting — specifically that of public-coin ZK protocols, which we will discuss later.

Throughout, we use the notation U to denote the uniform distribution over strings
whose length will be clear from the context.

Non-interactive zero-knowledge We first consider non-interactive ZK (NIZK) argu-
ments. A NIZK argument for a language £ allows a prover to produce a single proof 7
to certify that an input « € £ while preserving zero-knowledge. Specifically, given a uni-
formly random string r, also known as the common reference string, a polynomial-time
prover holding with a valid NP witness w for x computes a proof © < P(z,w;r); upon
receiving the prover’s message, the verifier computes a < V(z;r,m) to decide whether
x e L.

The protocol is required to satisfy completeness and computational soundness, where
the errors are correspondingly denoted by €. and €;. Besides these, it also satisfies com-
putational zero-knowledge. In particular, there is a polynomial-time simulator Sim that
on input z generates a distribution (r,7) such that no polynomial-time distinguisher can
distinguish between this and the (r,7) from the actual protocol with advantage greater
than the zero-knowledge error €,. For simplicity, we assume that the NIZK protocol has
perfect completeness (e, = 0) and we have a deterministic verification algorithm V.

The Ostrovsky-Wigderson approach The key observation underlying [OW93] is that
an inverter for the NIZK simulator can be used to construct a distinguisher to decide the
language, contradicting its hardness.

Suppose the language £ that has the NIZK argument (P, V, Sim) is worst-case hard. Let
Sim be the simulator that runs on the input x and randomness p, and outputs the common
reference string r and a proof 7. The candidate hard-to-invert function f, is defined to be

fo(p) : (r,m) < Sim(z; p)
output r

Since the randomness is treated explicitly as part of the input, the above construction is
deterministic and therefore the function is well defined.

Towards a contradiction, assume that there are no auxiliary-input one-way functions.
In fact, suppose that there is an adversary A that perfectly inverts f, distributionally — that
is, given y, A samples a uniformly random pre-image f, '(y). It is known that distributional
OWFs imply OWFs [IL89], so the only loss of generality here is the assumption that the



inverter is perfect, but this is not difficult to remove at the cost of an inverse polynomial
loss in parameters.
We have that the joint distributions

(A(f=U)), f(U)) = U, f(U))

are close, where the left-hand side represents the distribution of first computing f, on ran-
dom inputs and applying A, while the right-hand side denotes the distribution of sampling
a random input r and then outputting (r, fz(r)).

The algorithm D that decides L is as follows. Given input x, it invokes A to decide
whether x € £ or not: it samples r < U, runs p < A(r), then computes (7, 7) < Sim(z; p),
and accepts if and only if V(z;r,7) = 1. Note that under our assumptions, we will always
have r = 7. We now analyze the performance of D in the two possible cases.

1. When x € L, completeness implies that when (r,7) is generated following the pro-
tocol, V(z;7,m) = 1 holds with probability 1. Zero-knowledge guarantees that the
probability that V(z;r,m) = 1 when (r,7) <= Sim(x;U) is at least 1 — ¢,.

In the algorithm D(x), we run V on (r,7) generated from Sim(z; A(U)). When the
inverter A is run on r sampled from Sim(z;U), the resulting inverse is uniformly ran-
dom (due to the definition of f,). Again by zero-knowledge, the uniform distribution
of r is €,-indistinguishable from the distribution of r sampled by Sim(x;U). So the
distribution of A(U) is also €,-indistinguishable from uniform. This implies that the
distribution of Sim(z; A(U)) is e,-indistinguishable from Sim(z;U). Altogether, we
have
Pr[D(z) =1] > 1 — 2e,.

2. When x ¢ L, soundness ensures that for any efficient method of generating 7 for
random r, the probability that V accepts is bounded by €,, and so

Pr[D(z) = 1] < €.

Consequently, if €, < 1 — 2¢,, the inverter A can be used to determine whether z is in
L. If such an inverter works for every x, then we can decide the language, contradicting its
hardness. Thus, the family of functions {f,} must be a family of auxiliary-input one-way
functions.

Improving the condition on errors More recently, such analysis has seen further
progress. In particular, this bound was improved by [CHK25|, where it was shown that
Vé€s + €. < 1 suffices. This was shown with sophisticated arguments using a one-sided
version of universal approximation, where the inverter is used to estimate the probabilities
of certain outputs.



Our starting point is the observation that with rather simple but careful arguments, it
is feasible to relax this bound to €5 + €, < 1, which is the most general it can be. We avoid
paying for the zero-knowledge error twice by involving the verification procedure inside the
candidate one-way function. Our one-way function is as follows

fa(p) : (r, ) < Sim(z; p)
a < V(z;r,m)

output (r,a)

Suppose again that there is a near-perfect polynomial-time inverter A for f, (it need not
be a distributional inverter). That is,

P A b = ) ~ 17
P [l ) = ()
The algorithm D for £ can be constructed as follows. Given input x, sample r uniformly
at random, compute p + A(r, 1), and accept if and only if this is a valid pre-image of (r, 1)
under f; — that is, iff f,(p) = (r,1).

1. For z € L, consider the following procedure g(r,7): it computes a < V(x;r,m) and
outputs (r,a). When (r, ) is sampled from the simulator Sim(x;U), the distribution
of g(r,m) is equivalent to f(U). When (r,7) follows the protocol view, the distribu-
tion of g(r, ) is the same as (r, 1) in D. So by ZK and the data processing inequality,
these distributions are e.-indistinguishable.

Further, when (r,7) is sampled from the simulator, the inverter A4 will almost always
find a valid pre-image of (r,a). Therefore, given (r,1) as in D, it finds a valid pre-
image with overall probability at least ~ 1 —¢,.

Pr[D(z) = 1] [fz(A(r, 1)) = (r,1)] > 1 — €.

= Pr
r<U

2. For x ¢ L, whenever a valid pre-image p for (r, 1) is found, the corresponding (r, w) <
Sim(x; p) is accepted by V. As both A and Sim are efficient algorithms, soundness
guarantees that a valid inverse cannot be found with probability more than €. So

Pr[D(z) = 1] < es.

Therefore, following the same remaining arguments as earlier, €5 + ¢, < 1 suffices to imply
the existence of auxiliary-input one-way functions.

The key idea behind our improvement is that we implicitly utilize the verification V
while restricting the inverter to output a good pre-image corresponding to a valid proof.
Thus as long as the inverter succeeds, there is no need to perform an additional explicit
verification. This saves us the extra zero-knowledge error penalty.



The distinguisher: an alternate view Our analysis reveals that in both the [OW93]
construction and our new one, these distinguishers can be regarded as providing efficient
simulations of the protocol, where the original honest prover algorithm is replaced with an
efficient algorithm without the witness and V serves to certify correctness. For example, the
Ostrovsky-Wigderson distinguisher admits an equivalent formulation as a protocol between
a prover P and the verifier V. The prover P performs: on randomness r, find the message 7
corresponding to the simulator randomness p, where p is found efficiently by the inverter.
Our construction yields a similar prover as well. The only difference is the modification
to the inverter since the correctness of a pre-image ensures the validity of corresponding
proof.

Multiple-round public-coin zero-knowledge Our approach naturally extends to the
setting of multiple-round public-coin zero-knowledge protocols. Such a protocol allows
interaction between the prover and the verifier, where all of the verifier’s communication
consists of uniform random bits. In particular, all its randomness is public and available
to the prover.

For the sake of exposition, we assume below perfect completeness with soundness error
€s and zero-knowledge error €,. By adapting our approach for the NIZK case, we obtain
that the existence a k-round public-coin ZK protocol for a hard language £ with parameters
€s + (2k — 1)e, < 1 implies the existence of one-way functions. We use the term round to
denote one interaction where the verifier sends a random challenge and the prover responds
with a proof message.

Better bounds for constant rounds Moreover, the bound can be further improved to
€s + k - €, < 1 using a more sophisticated argument when k is only a constant.

For illustration, we focus here on the simplest setting in which the language £ admits
a two-round public-coin ZK protocol. Here both parties share a common input x while
the honest prover additionally holds a witness w. In the first round, the verifier first
samples a random string r; and the prover replies with a message m <« Pi(z,w;r1). In
the second round, the verifier sends another random string ro and the prover responds
with my < P(z,w;ri,m,7r2). Finally, the verifier checks the transcript by computing
0/1 < V(x;71,m, 72, m2), where 1 denotes acceptance.

The zero-knowledge condition implies the existence of a simulator Sim that on input z
and randomness p, outputs a transcript (r1, 7,72, 72); for any x € £ and a valid witness
w, Sim(x) is €,-indistinguishable from the protocol view.

A recursive approach In the following, we will follow a recursive approach to construct

our candidate one-way functions. More precisely, we begin by defining a function, and
any algorithm that breaks the one-wayness of this function will be incorporated into the



construction of a second function. If the second one is not one-way either, then the resulting
inverters can be combined to decide the language. Accordingly, we first define a function
f2,2 as follows:

f27$(p) : (7'1,71'177“2,71'2) <—5|m(:c,p)
a < V(x;ry,m,re, m2)

output (r1,m1,72,a)
Assume that there is a poly-time algorithm Ay that inverts fa ,

Pr )[fz,:c(AQ(fU;TL?Tl,Tz,a)) = (r,m,r2,a)] = 1. (1)

(r1,m1,r2,a0) f2,0 (U
As in the NIZK case, the deciding procedure is essentially equivalent to efficiently simu-
lating the protocol by constructing an efficient prover P: this queries the inverter A on

input (r,1) and generates the prover’s message 7 accordingly. For the second round of the
protocol, we define the strategy Po similarly.

Po(z;ry, mi,re) 0 p < Ag(z;ry,m,72,1)
(P, 71,72, T2) <= Sim(x; p)

output 7o
We measure the performance of Py formally by the following quantity:

Succz(w;ry, w1, r2) = 1 fou(A(x; 71, M1, 72, 1)) = (r1, 71,72, 1)]

where Aj is assumed to be deterministic for simplicity. The value of Succg represents the
probability that A finds a valid pre-image with respect to fs .. This provides a lower
bound for the acceptance probability of the protocol conditioned on the first 3 messages
being (r1,71,72), since 7y is valid as long as Aj finds a valid pre-image of fa .

fQ,SC(ﬁ) = (7”]_,77']_,7'2, 1) = V(I;rluﬂ-l7r2’fr2) =1

Since the verifier samples 72 uniformly, we can equivalently lower bound the success
probability of this prover by the following expression (where the first two messages are
(r1,m1) and Py is the second round strategy of the prover):

Succy(z;r1,m) = E [Succs(x;ry,mi,72)]
ro<U
Now consider the protocol (P, V) that replaces the prover algorithm in the second round
with Py. We can establish an upper bound for the completeness error of this modified
protocol.



Denote by Ds , the distribution that samples (71, 71, 72, 72) from the protocol (P, V) (z, w),
sets a < V(x;r1,m,r2,m2) and outputs (ri,71,72,a). By the perfect completeness of
(Pw,V), a =1 always holds. It follows by the data processing inequality that, for x € £

A(fox(U); Dag) < A(Sim(z); (P,V)(z)) <e..

Combining above with our assumption (1), the acceptance probability is at least

E [Succa(z;7r1,71)]
ri<uU
m14—P1(x,w;r1)
= Pr [fo,e(A2(z;71, 71,72, 0)) = (r1, 71,72, @)
(r1,m1,r2,0)<Da2 4
> Pr [fz,x(Az(f’?;?“l,?Thw,a)) = (7"1,7T1,7“2,a)] — €z
(r1,m1,72,0) 4 f2,4(U)
>1—e,. (2)

The above implies that when the prover applies Py(z,w) and Py(z) in each round,
respectively, the acceptance probability is at least 1 — €, when € L. However, because
the witness for P; is unavailable to our deciding strategy, we need a different polynomial-
time algorithm as a replacement to obtain an efficient simulation for the protocol.

We now turn to building our first-round strategy. A natural attempt is to define a new
function fi »(p) analogously to fa , and apply the inverter to produce the message 71, where
f1,2(p) can be defined as follows: sample (r, 71, 72, m2) <= Sim(z; p), a < V(x; 71, 1,72, T2),
and output (r1,a) (or only output r1). However, our analysis of the resulting prover
algorithms shows that the best achievable result is €5 + 3¢, < 1, which matches e, + (2k —
1)e, < 1 for k = 2. We refer the reader to Section 3.2 for the details.

Instead, we introduce a new construction of fi , that leads to an improved bound. After
fixing P,, our ob jective is to find an efficient way P, to generate 7, that maximizes the value
Succy(z;ry,m) optimally for z € L£. The value of Succa can be efficiently approximated
up to any arbitrary inverse-polynomial error due to our assumption on Ay and standard
concentration arguments. For convenience, we ignore the accuracy issue here and assume
that we are able to compute Succy precisely in polynomial-time. The key is to instead
have the new function compute Succy for the relevant partial transcript. More precisely,
we define:

fiz(p) : (r1,m1,72,m2) < Sim(x; p)
output (71, Succa(x;71,7m1))

Suppose now that there is an efficient algorithm A4

Pr (A1(x;7m1,0)) = (r1,a)] = 1.
ik g VralAr(zirs, a)) = (i, a)]



We are now ready to formally specify P, which works as follows:

Pi(z;r): @+« argmax {a - 1[f1.(Ai(z;71,a)) = (r1,a)}]
p < Ai(x;r,a)
71 ¢ Sim(p)

output m

where we take the support size of a to be polynomial, enabling us to efficiently iterate over
all possible values and find the maximum a. In fact, in general one can efficiently find an
approximate maximum value instead, which suffices.

On input (z;71), the prover Py goes through all possible values of a, and selects the
highest one on which A; inverts fi , successfully. Note that when A; finds a correct pre-
image of (r1,a), it implies that there exists a consistent 71 with value Succy(z;71,71) = a;
so Py takes the maximal a and outputs its associated prover message.

With the construction of P, and |527 it remains to analyze the performance of the
resulting protocol <|5, V). More specifically, we are interested in

E V(x;71, 71,70, m2)] (3)
ri<U,m1+P1(x;r1)
o U, T2+ Pa(z;r1,m1,72)

Recall that

(3)> E  [Succy(a;ry,m)]
T1~<—Z/{
m1+P1(z;r1)

= £ [max{o- 1fia(Aiwira) = (r,0)]}] (4)

71 ~Uu a

where the last equality is ensured since by definition of Isl(a:;rl), the Succe estimate a
associated with m; is the largest such value with respect to which A; can succeed, i.e.,

Succy(z;ry, M) = max {a - 1[f1z(Ai(z;71,a)) = (r1,a)]}.

Now observe that, for any r1 and any particular a*
max {a - 1[fiz(Ai(z;r1,0)) = (r, )]} 2 - 1 fie(Ai(z;m,0%) = (rsa”)] (5)

Let a* above be sampled as a* <« Succe(x;71,m) where m <+ Pq(xz,w;r1). We now
investigate the new completeness error to obtain a lower bound for (4) when = € £. Note

10



that the value of Succy falls in the range [0, 1], thus we have

(4) = E la-1[f12(Ai(z;71,0)) = (r1,0)]]
7"1(—1/{,7T1<—P1(.1},w;7'1)
a+Succa(z;r1,m1)

> E [a] — E [1[f1,0(Ar(z;71, @) # (r1,0)]]
ri<U,m1+P1(z,w;r1) ri<U,m1+P1(z,w;r1)
a+Succa (z;r1,71) a+Succa (z;r1,71)
>1—¢€,— Pr [f1,2(A1(z571,0)) # (r1,a)], (6)

ri<U,m1+P1(z,w;ry)
a+Succa (z;r1,71)
where the first inequality is obtained by the observation (5) and the last inequality holds
by (2). Now define the distribution D; ,: sample r; < U and 71 < Py (z, w; 1), and finally
output (r1, Succa(z;71,71)).
For x € L, by the data processing inequality and zero-knowledge condition

A(f1a(U); D1g) < A(Sim(2); (Pw, V)(2)) < €.
Since we assume that A; inverts the function almost perfectly, we get

Pr [f12(A1(z;71,0)) # (r1,a)]

71 <—Z/{,7T1<—P1 ((E,”LU;T’l)
a<+Succa(z;r1,m1)

< Pr «(Ai(z;r1,a 1, a)] + €.
< malt g rali(@r,a) # (1, 0)

< €. (7)
Therefore, by combining (3), (6) and (7), we derive that for x € £

E_ V(x;r1, 71,72, m2)] > 1 — 2€,.
r1<U,m1 Py (z5r1)
ro<U,maPa(xir1,m,r2)

On the other hand, soundness of the original protocol (P, V) ensures that, for z ¢ £

E_ V(x5 r1, 71,2, m2)] < €.
ri<U,m1+P1(z;r1)
ro<U,m2+Pa(z;r1,m1,r2)

When €, + 2¢, is noticeably less than 1, we thus obtain an efficient algorithm that
decides if x € £, which yields the desired result.

One catch here is that while this approach is conceptually complete, it only gives us a
construction of an infinitely often one-way function. This is because in our approach, we
will require that the adversaries A; and Ay must both succeed in their inversion so that we
successfully decide on an instance. This means that the sequence of input lengths on which
our assumed inverters work must overlap when we aim for a contradiction - and the formal
negation for this only implies infinitely-often hardness. See Section 4.2.2 and Remark 3.3
for details.
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Handling randomized verification in NIZKs We note that it requires non-trivial
techniques to derive a similar bound for the errors of NIZK protocols when the verification
step V is randomized. Note that it is feasible to deal with the randomized case by adapting
the approach in the multi-round public-coin case. We briefly describe the construction for
the NIZK case below. The construction of candidate function is analogous to fi , defined
before. In particular,

fz(p): (r,m) < Sim(z; p)
output (r, E[V(z;r,7)])

We also assume for now that one can compute this expected value deterministically in
polynomial time. Given an efficient inverter A, we can define an efficient prover strategy
that runs (without any witness) as follows:

P(z;r): a+ arg max {a - 1[fz(A(z;7,a)) = (r,a)}]
p < A(z;r,a)
7 < Sim(z; p)

output 7

From a similar argument, for x € L, the acceptance probability of <|5, V) is at least

E [a- 1[fo(A(z;7,a)) = (r,a)]]
r1<U,mP(z,w;r)
a+E[V(z;r,m)]

>1— Pr [fa(A(z;7,a)) # (1, a)]
r<U,m+P(z,w;r)
a<E[V(z;r,m)]
>1—c¢,.

For z ¢ L, soundness holds with error probability e5. Therefore, we conclude that the
condition €5 + ¢, < 1 suffices when the verification is randomized as well.

2 Preliminaries

Notations Denote by U, the uniform distribution over the length-¢ binary strings {0, 1}*.
For a language £, let £,, = £N{0,1}" be the set of all the length-n strings in the language.
For k € N, denote [k] = {1,...,k}. We define a distribution ensemble X = {X,,}, . to be
a collection of distributions where each X, is defined over {0, 1}m(”) where m : N — N is
some arithmetic function. We say a function v is negligible if for every polynomial p there
exists an ng € N such that for all n > ng, p(n) < ﬁ. Similarly, we call a function pu

1
— p(n

noticeable if there exists a polynomial p and ng € N such that for all n > ng, u(n) > o)

12



For € = €1(n), ea = e2(n), we say €1 <, €2 (or €3 >, €1) to represent the noticeable gap
between €; and es, if there exists a polynomial p such that for all sufficiently large n € N,
we have

e1(n) + p(ln) < €2(n),

which implies asymptotically, there is an inverse-polynomial gap between ¢; and es.

We use the Hoeffding bound, stated as follows.
Lemma 2.1 (Hoeffding’s inequality). Suppose we have independent random wvariables
Xi,..., X, with support [0,1]. Let X = Zie[q] X, then the following holds

Pr{|X —EX|>t-q <220,

2.1 Indistinguishability

Assume that we have two distributions X and Y defined over a common universe U. We
first consider statistical indistinguishability.

Definition 2.1 (Statistical Distance). The statistical distance between distributions X
and Y (defined over the support of X, denoted by Supp(X)) is defined as

AX;Y) = % > |PrX =u] - Pr[Y =u]|.
uw€eSupp(X)

The following properties hold.
Lemma 2.2 (Triangle Inequality). For any three distributions X, Y and Z, we have
A X57) < A(X5Y) 4+ As(Y; 2).

Lemma 2.3 (Data Processing Inequality). For any two probability distributions X, Y (on
a common universe U ), and any (possibly randomized) process f, we have

As(f(X); f(Y)) < As(X3Y).

Suppose that we have a given distinguishing algorithm D to distinguish between X and
Y, taking inputs in U and outputting a bit to indicate whether it identifies a given input
as being sampled from X or Y. Define the distinguishing advantage Advp(X,Y") of D as:

Advp(X;Y) = Pr [D(z) = 1] - L [D(y) = 1]

In fact, the statistical distance implicitly provides an upper bound on the advantage that
any distinguisher can obtain, that is

Ay(X3Y) = mSXAdvD(X; Y)

13



where D can be any possible algorithm. Usually, for a constant €, when Ag(X;Y) < ¢,
X and Y are said to be e-statistically indistinguishable. Next, we formally define the
statistical indistinguishability asymptotically.

Definition 2.2 (Statistical Indistinguishability). Consider a function € : N — [0, 1],
and distribution ensembles X = {X,} .y and ¥V = {Y,},cy. We say that X and Y
are e-statistically indistinguishable (or have statistical distance at most €), denoted by
Ag(X;Y) <, if for all n € N, we have Ay(X,;Y,) < e(n).

Notice that we do not impose any computational constraint on the distinguisher above,
thus the statistical notion implies that even computationally unbounded algorithms cannot
achieve an advantage better than e. It is also natural to restrict attention to polynomial-
time algorithms. Next, we define computational indistinguishability.

Definition 2.3 (Computational Indistinguishability). Consider a function € : N — [0, 1],
and distribution ensembles & = {X,}, .y and ¥V = {Y,.}, . If for every non-uniform
probabilistic polynomial-time algorithm D, there is an np € N such that for all n > np
we have

AdVD<Xn; Yn) < 6(”)7

then we say that X and ) are e-computationally indistinguishable (with respect to polynomial-
time algorithms). We denote this by

A(X;)Y) <e

In the course of our technical arguments, for the sake of simplicity, we often make
statements of the form A.(X,;Y,) < e(n). These statements and their implications are to
be interpreted in the asymptotic sense, as holding for all large enough n rather than for all
n.

The definition ensures that A (X;)) < A4(X;)). Versions of the triangle inequality
and data processing inequality hold computational indistinguishability as well. The former
is easily implied by essentially a hybrid argument. We state it formally as follows.

Lemma 2.4 (Triangle Inequality). For any three distribution ensembles X, Y, Z, we have
Ac(Xay) < elaAc(y;Z) <e = AC(X,Z) < €1 + €.

Lemma 2.5 (Data Processing Inequality). For any distribution ensembles X, and any
probabilistic polynomial-time procedure f, we have

Ac(X3Y) <e= A(f(X); f(V) <e.

This is a simple consequence of the observation that any such efficient function f can
simply be run on top of samples from X or ) and then fed into a distinguisher for f(X)
and /().

We slightly abuse the notation by writing A.(X;2) < A.(X;)) + A(Y; Z) and
Ac(f(X); F(Y)) < Ax(X;Y), by which we mean the properties defined above.

14



2.2 Circuits and Oracles

We define notions of circuits and functions computed with respect to certain oracles.

Definition 2.4 (Oracle-Aided Circuits and Algorithms). Let O : {0,1}* — {0,1}" be
an oracle (an arbitrary function). An oracle circuit (or algorithm) C' with respect to O,
denoted by C© is a circuit (or algorithm) where in addition to standard operations, C' also
has oracle gates (or oracle operations) where it can make a query to O, and expect its
output as response.

Definition 2.5 (Oracle-Aided Functions). Let O : {0,1}* — {0,1}" be an oracle (an
arbitrary function). An oracle aided function f with respect to O, denoted 1O, is a
function computable by a deterministic oracle-aided algorithm A©.

Remark 2.1. When O is a randomized algorithm, we view the oracle gates for O as
deterministic ones that take an additional randomness as input.

2.3 One-Way Functions

In the following, we present the definition of one-way functions, along with several weaker
variants, which will serve as intermediate steps in our later proofs.

Definition 2.6 (One-Way Function, OWF). For mj, mg being polynomials, a function
family F = {f, : {0,1}™ ) — {0,1}™2(M}, y is said to be a One-Way Function (OWF)
if F is efficiently computable and for every non-uniform PPT algorithm A there is a
negligible function v(-) such that for all large enough n € N,

Pr o [fu(Alfu(@) = ful@)] < v(n).

Z‘<—Uml (n)

Definition 2.7 (Weak One-Way Function). For mj,my being polynomials, a function
family 7 = {f, : {0, 1}m1(") — {0, 1}m2(")}neN is said to be a Weak One-Way Function
if F is efficiently computable and for every non-uniform PPT algorithm A, there is a
polynomial p such that for all large enough n € N,

Pr [fu(Afa(@)) = ful)] <1— ——.

x%uml (n) p(n)

Definition 2.8 (Distributional One-Way Function, dOWF). For my, mo being polynomi-
als, a function family F = {f, : {0,1}™ ™ — {0,1}™2M} _\ is a Distributional One-Way
Function (dOWF) if F is efficiently computable and for every non-uniform PPT algorithm
A, there is a polynomial p such that for all large enough n, the following two distributions:

o X {(a, (@) @ ¢ Unpy(m)}
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satisfy the following

1
Ay( X3 Yy) > e

Remark 2.2. In our arguments, we will consider adversaries against distributional one-
way functions. We will refer to such an adversary A as inverting the function in a distribu-
tional sense (or distributionally inverting it as shorthand), with deviation say ﬁ (where
q(+) is a polynomial), to mean that As((z, f(z)); (A(f(z), f(2)))) < ﬁ for uniformly
sampled & < Uy, (7)-

Definition 2.9 (Auxiliary-Input One-Way Functions, ai-OWF). For mj, ma being poly-
nomials, a function family F = {f, : {0,1}™ D — (0, 1}m2(|a‘)}ae{071}* is said to be an
Auziliary-Input One-Way Function (ai-OWF) if F is efficiently computable and for ev-
ery non-uniform PPT machine A there is a negligible function v(-) such that for all large
enough n € N, there exists some a € {0,1}" such that we have
Pr o [fa(A(a, fa(2))) = fa(z)] < v(n).
x<—um1(n)

Remark 2.3. If in the above definition the string a (for a given n) is always fixed to be
0™, then the definition collapses to that of a standard one-way function.

Remark 2.4. Similar to the above variant of (standard) OWFs, we can also extend the
definitions of weak and distributional one-way functions to the auziliary input setting in
the natural manner.

Definition 2.10 (Infinitely-Often One-Way Functions, ioOWF'). For m;1, mgy being poly-
nomials, a function family F = {f, : {0,1}™™ — {0,132} is an Infinitely Often
One-Way Function (ioOWF) if F is efficiently computable and if for every non-uniform
PPT algorithm A there is a negligible function v(-) and an infinite set S4 C N such that
we have

Pr o [falA(fa(r) = fu(r)] < v(n)

r{0,1}m1(™

for all n € S4.

Remark 2.5. When the properties of any of the primitives above hold only for infinitely
many n € N, we refer to them as infinitely-often versions. Similarly, infinitely-often ver-
sions of complexity classes also be defined — e.g., ioP is the set of languages that have
deterministic polynomial-time algorithms that are correct on some infinite set of input
lengths.

Remark 2.6. Similar to above, we can also define weak and distributional infinitely often
one-way functions with straightforward modifications.
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Lemma 2.6 ([I.89]). There is an explicit, efficient transformation from any distributional
one-way function to a standard one-way function.

Lemma 2.7 ([Yao82]). There is an explicit, efficient transformation from any weak one-
way function to a standard one-way function.

Remark 2.7. Both results cited above work as stated for converting (infinitely-often or
auziliary-input) weak or distributional one-way functions to (infinitely-often or auziliary-
input) one-way functions.

2.4 Zero-Knowledge Protocols

In this section, we formally define zero-knowledge protocols, specifically non-interactive
zero-knowledge (NIZK) and public-coin zero-knowledge proofs and arguments.

2.4.1 Non-Interactive Zero-Knowledge

We describe the non-interactive zero-knowledge proofs or arguments in the common refer-
ence string model. In particular, there is no interaction between the prover and the verifier.
Both parties refer to a common reference string r, which is randomly sampled, to run the
protocol. For an NP language £, on input x, the honest prover holds the NP witness w and
generates a message m < P(x,w;r); then the verifier computes 0/1 < V(x;r, 7), where by
convention, 1 denotes the acceptance of the proof.

Definition 2.11 (Non-Interactive Zero-Knowledge, NIZK). For e, €s,€, : N — [0, 1] and
a language £ € NP, an (e, €5, €,)-Non-Interactive Zero-Knowledge (NIZK) proof for L
consists of algorithms (Gen, P, V), where Gen samples the common reference string in poly-
nomial time, V is a deterministic polynomial-time verifier and P is a computationally
unbounded prover. Let n be the length of the input « and R, denote the corresponding
NP relation. The protocol should satisfy the following properties.

1. Completeness. For any x € L, and any witness w such that (z,w) € Rz

P V(x; =1]>1—¢.(n).
L Manm =112 1 )
P (z,w;r)

2. Soundness. For any x € {0,1}"\ £,, and any prover algorithm P*, the following holds
Pr  [V(z;r,7*) = 1] <es(n),

r<—Gen(1™)
T —P*(x;r)

3. Computational Zero-Knowledge. There exists a probabilistic polynomial-time simu-
lator Sim such that for any = € £,, and (z,w) € Rp

A (Sim(z); View(P, V) (z,w)) < €,(n),

17



where the transcript View(P, V) (z, w) represents the view of the verifier in the pro-
tocol with input z and witness w given to the prover, consisting of the common
reference string r and the prover’s message .

If the honest prover P is constrained to be computationally efficient, and the sound-
ness condition is required to hold only against computationally efficient provers P*,
the protocol is called an NIZK argument.

Remark 2.8. The simulator Sim(x) is randomized on input x. When we need a deter-
ministic description, we explicitly expose the random coins and include them as part of
the input, which is written as Sim(x; p). Equivalently, Sim(x) represents the distribution of
Sim(z; p) when p is drawn uniformly randomly. For convenience, we denote by Sim;(x) the
simulator Sim(x) restricted to outputting only the i-th message. For example, in the NIZK
protocols, Simi(x) only samples the marginal distribution on the common reference string
r while Simy(z) simulates the distribution of 7.

Remark 2.9. We have defined the verifier as being a deterministic algorithm in its decision
of whether to accept a given execution. While this is not the most general possible notion,
by and large known protocols all have a final deterministic verifier step and typically this
is the notion considered in most definitions. Nevertheless, we are able to show our results
even for the more general notion of randomized verification. The proof of this version of
our results is more involved, and the crucial lemma is presented in Section A.

2.4.2 Public-Coin Zero-Knowledge

Beyond non-interactive protocols, we study the broader class of public-coin zero-knowledge
arguments or proofs.

Definition 2.12 (Public-Coin Zero-Knowledge). For €., €5, €, : N — [0,1] and a language
L, an (e, €5, €2 )-public-coin Zero-Knowledge (ZK) proof for L consists of algorithms (P, V),
where V is a deterministic polynomial-time verifier and P is a computationally unbounded
prover. In an execution of the protocol V is given as input the instance z and P the instance
2 and a witness w. The protocol should satisfy the following.

1. Syntaz and notation. In each round, first a uniformly random string r; of pre-specified
length is sampled and sent to the prover, and the prover responds with a message m;
computed as m; < P;(z,w;ry,m1,...,7r;). At the end, the verifier decides whether to
accept the transcript (r1,71,...,7, m) by computing 0/1 < V(x;ry, 71, .., "k, Tk).
Denote by (P, V)(z,w) the output of the protocol on a common input = and a witness
w (held only by the prover), and View(P,V)(z,w) represents the transcript of the
execution, consisting of (r1,m1,...,rg, 7). Here, k is the number of rounds of the
protocol.
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2. Completeness. For any = € L, for any witness w that (z,w) € R,

Pr[(P,V)(z,w) =1] > 1 — e.(n).

3. Soundness. For any = € {0,1}"\ L, for any prover P*

Pr[(P*,V)(z) = 1] < e5(n).

4. Computational Zero-knowledge: There exists a probabilistic polynomial-time simula-
tor Sim, such that for any = € £,, and (z,w) € R¢

Ac(Sim(z); View(P, V) (z,w)) < e,(n).

If the honest prover P is constrained to be computationally efficient, and the sound-
ness condition is required to hold only against computationally efficient provers P*,
the protocol is called a ZK argument.

Remark 2.10. We often think of the public coins r;’s as being sent by the verifier to the
prover. We consider the process of the verifier sending a randomness and the prover reply-
ing with a message as one round in the protocol, where each round contains two messages.
For convenience in notation, when the first message in the protocol is from the prover, we
sometimes pretend that there is an empty message from the verifier before that.

3 Auxiliary-Input One-Way Functions

In this section, we show that if a language has a Zero-Knowledge proof or argument with
errors satisfying certain conditions, then for any instance, we can define a function such
that any inverter for that function can be used to decide the membership of that instance
in the language. Worst-case hardness of the language then gives us an auxiliary-input
one-way function, which will be used in later sections to construct one-way functions from
hard languages that have such proof systems.

We do this for Non-Interactive ZK protocols in Section 3.1 and for general public-coin
ZK protocols in Section 3.2. In Section 3.3, we use additional ideas to improve the range
of errors that can be used, at the cost of the proof being non-black-box, and yielding only
infinitely often secure OWF's.

Remark 3.1. In this section, we state the main lemmas for both ZK proofs and ZK argu-
ments. To avoid excessive repetition, in the proofs of these lemmas, we only deal with the
case of arguments. It may be verified that these proofs do not rely on the efficiency of the
honest prover, and work nearly as is for proof systems as well.
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3.1 Reductions from NIZK

Lemma 3.1. For some €., €5, €, : N — [0, 1], suppose a language L € NP has an (e, €s, €,)-
NIZK proof or argument (with deterministic verification). Then there exists a reduction
R, which is a polynomial-time oracle-aided algorithm, and a polynomial-time computable
function family F = {fx}xe{071}* such that, for any probabilistic polynomial-time algorithm
A, any polynomial p, and all large enough n € N,

1. For any x € Ly, if A inverts f, with probability at least (1 — 1/p(n)), then

Pr [RY(z) =1] > 1 —e.(n) — e.(n) — p(ln)

2. For any x € {0,1}"\ Ly,
Pr [R'A(l') =1] < e5(n).

Proof of Lemma 3.1. Let Sim be the simulator that satisfies the zero-knowledge require-
ment, and suppose it uses ¢ bits of randomness, where ¢ = ¢(n). Let F = {fx}me{o’l}* be
a function family where f, is computed as:

fz(p): (r,m) < Sim(z; p)
a <« V(x;r, )
output (r,a)

where p serves as the randomness of Sim. Assume that A is a PPT algorithm for potentially
inverting f,’s. Construct a reduction R with oracle access to A, which works as follows:

RA(z): 7+ Gen(1™)
p < Alw; (r,1))

if fz(p) = (r,1) output 1
else output 0

We first prove that R and F satisfy the condition 1. For an asymptotic n € N and
x € Ly, suppose that A inverts f, with probability at least (1 — 1/p(n)), that is

1
vy g A () = (ra)) 21— 2 ()

Denote by Dg, Dp and Dj the following distributions, with w being any valid witness for
x that satisfies (z,w) € Rp.

e Dg: sample p < Uy, (r,7) - Sim(z;p), a + V(x;r, ), output (r,a)

20



e Dp: sample r < Gen(1"), m < P(z,w;7r), a < V(z;r, ), output (r,a)
e Dy: sample r < Gen(1™), output (r,1)
By the data processing inequality and zero-knowledge, we have:
Ac(Dg; Dp) < Ac(Sim(x); View(P, V) (z,w)) < €,(n). 9)
The completeness ensures that:

Pr Ja=1]>1—¢€.(n).

(T7a)<_DP

Since the marginal distributions of 7 induced by Dp and Dy are the same, we have:

Ay(Dp;Dr)= E  [As(Drlr; Dplr)]
r<Gen(1")
— E Pr [a=1—- Pr [a=1]
r<Gen(1n) |a+Dg|r a<Dp|r
=1— Pr J[a=1]
(r,a)<Dp
< ec(n) (10)

By the triangle inequality, the distance between Dg and D; can be upper bounded by:
A.(Dg; Dr) < A(Dp; Dr) + Ac(Dg; Dp) < €c.(n) + €,(n). (11)
Combining (8) and (11), since both f, and A are efficient algorithms, we obtain that:

Pr[RY(z) =1] = Pr  [fu(A(z;(r, 1)) = (r,1)]

rGen(1™)
= (r,}fiD, [fe(A(z; (r,a))) = (r,a)]

> P 1fa(Alwi (r,0) = ()] = Ac(Ds, Di)

= (m)fjljz(ué) [fo(A(z; (r,a))) = (r,a)] — Ae(Ds, Dy)
=1- p<1n> — (ec(n) + ex(n)),

which shows condition 1.

Next, we show that condition 2 holds. When z € {0,1}" \ £, for any polynomial-time
algorithm A, we will show that the soundness guarantees that:

Pr [RA(z) = 1] < e4(n). (12)
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We prove (12) by contradiction. Suppose Pr [RA(x) = 1] > €5(n), which is equivalent to

Pr  [fo(p*) = (r,1)] > es(n).
r<—Gen(1"™)
p*A(r,1)
Then, there is a construction of an efficient malicious prover P* as follows: when receiving
r < Gen(1™), it computes p* < A(r, 1), 7 < Sim(z; p*) and outputs 7*. Note that, when
the inverter successfully finds a correct pre-image of (r, 1), P* produces a valid proof 7* on
which the verifier accepts. Thus,

Pro Marm =12 Pr [f(")=(n1)] > ()

r<Gen(1"™) r<Gen(1™
T —P* (25r) p*A(r,1)
which contradicts the soundness. O

Corollary 3.2. For €, €e5,¢, : N — [0,1], suppose there is an NP language L ¢ ioP /poly
that has an (ec, €5, €,)-NIZK proof or argument with €.+ €5+ €, <, 1. Then auziliary-input
one-way functions exist.

Proof of Corollary 3.2. Let R be the oracle-aided algorithm and F be the function family
guaranteed by Lemma 3.1. There exists a polynomial ¢ such that:

1
ec(n) + €s(n) + e,(n) + m <1

holds for all sufficiently large n € N. Then, let p = 2¢. Suppose that there is a (non-
uniform) PPT algorithm A that, for infinitely many n € N, for every z € L,, inverts f,
with probability at least (1 — 1/p(n)). By Lemma 3.1, for every = € L,,

Pr[RA(z) =1] > 1 —e(n) —e(n) = —

and for every z € {0,1}"\ L,,
Pr [RA(z) = 1] < e5(n).

Since both A4 and R are polynomial-time algorithms and

1
1—ec(n) —ex(n) — 200 >n €s(n),
it contradicts £ ¢ ioP/poly. Hence, F is a weak auxiliary-input one-way function: for
any efficient non-uniform adversary, for all sufficiently large n, there exists a function f,,
x € {0,1}"™ on which the adversary cannot successfully invert f, with probability at least
(1—1/p(n)). By [Yao82], the existence of weak ai-OWF's implies the existence of (standard)
ai-OWF's, which concludes the proof. O
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3.2 Reductions from Public-Coin ZK

Lemma 3.3. For some €, es,¢, : N — [0,1], t : N = N, suppose a language L € NP has an
(€c, €5, €2 )-public-coin ZK proof or argument with t messages. Then there exists a reduction
R, which is a polynomial-time oracle-aided algorithm, and a polynomial-time computable
function family F = {fx}xe{071}* such that, for any probabilistic polynomial-time algorithm
A, any polynomial p, and all large enough n € N,

1. For any x € Ly, if A distributionally inverts f, with deviation at most 1/p(n), then

Pr [RA(x) =1] >1—¢(n) — (t(n) — 1) - e(n) — ——.

2. For any x € {0,1}"\ Ly,
Pr [RA(x) =1] < e5(n).

Proof of Lemma 3.3. Denote by n the input length. Let Sim be the simulator that satisfies
the zero-knowledge requirement, and suppose it uses ¢ randomness bits, where ¢ = ¢(n).
Let k = k(n) and t = t(n) be the number of rounds and messages, respectively. Let
m; = m;(n) be the number of bits of public randomness used by the verifier in the i-th
round, for ¢ € [k]. When t = 2k, the verifier sends a random string first in the protocol;
when t = 2k — 1, the prover starts first. For convenience, let m; = 0 when ¢t = 2k — 1,
simply taking the verifier’s first message to be an empty string.
Construct a function family F = {f2},¢10,13- as follows:

fa(is p):
1. (ri,m, ..., rg, m) < Sim(x; p)
2. a+ V(z;r, T, Ty TE)
3. If i = k output (ry,m1,...,7—1,Ti—1,7i, Q)
4. Else output (71, 71,...,7i—1, Ti—1,7i, 1)

Note that the output length may vary with different inputs. Omne can equalize the
output lengths by padding with a fixed constant string after those short outputs. We keep
the current definition for simplicity. Assume that A is a PPT algorithm for inverting f,’s,
where the output of A consists of two parts (i, p). Let Ay denote the algorithm obtained
from A by projecting its output onto the second component p.

Define an efficient prover P with oracle access to A, where we denote by P, the prover’s
algorithm in the ¢-th round. The prover proceeds as follows:
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P'iA(Tl,Tl’l, e ,TZ')Z

L p < Ag(xsry,mp, .. 1, 1)
2. m; + Simg;(z; p)

3. Output m;

The reduction R4 runs the following: on input z, it simulates the protocol (ISA,V)
(with the same syntax as (P,V)), and outputs 1 if and only if the protocol (P4,V)(x)
accepts. Since both prover P and verifier V are efficient, R runs in polynomial time. We
state the following claims.

Claim 3.1. When x € L,, if A distributionally inverts f, with deviation at most 1/p(n)
Pr [(PA,V)(z) = 1} >1—eo(n) — (t(n) —1) - ex(n) — .
Claim 3.2. When x € {0,1}"\ L,
Pr [ (P4 V) (@) = 1] < ex(n).

Claim 3.2 follows immediately from the soundness of the ZK protocol. We present the
proof of Claim 3.1 in Section 3.2.1. Putting the above claims together completes the proof
of the lemma. O

Corollary 3.4. For €, €5,€, : N — [0,1] and t : N — N, suppose there is an NP language
L ¢ ioP/poly that has a t-message public-coin (€., €s, €;)-ZK proof or argument with €. +
es + (t — Ve, <, 1. Then auziliary-input one-way functions exist.

Proof of Corollary 3.4. Let R be the oracle-aided algorithm and F be the function family
defined in the proof of Lemma 3.3. Since €.+ €5+ (t — 1)e, <, 1, there exists a polynomial

q such that
1

t(in)—1)- — <1
ec(n) + es(n) + (t(n) ) - ex(n) + a(n)
holds for all sufficiently large n € N. Then, let p = 2kq. Suppose that there is a (non-
uniform) PPT algorithm A such that, for infinitely many n € N, for every x € L£,,, distri-

butional inverts f, with deviation at most 1/p(n). By Lemma 3.3, for every x € L,,

Pr [RA(I‘) =1] >1—¢(n) — (t(n) — 1) - ex(n) — ——;
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and for every z € {0,1}"\ L,,,
Pr [RA(z) = 1] < e5(n).

Both A and R are polynomial-time algorithms and

1
2q(n)
which contradicts £ ¢ ioP/poly. Hence, F is an auxiliary-input distributional one-way

function. By [IL89], the existence of ai-dOWF's implies the existence of ai-OWF's, which
concludes the proof. O

1—e(n)—(t(n) —1) - e;(n) — >n €s(n),

3.2.1 Proof of Claim 3.1

Proof. Let x € L,, suppose that A distributionally inverts f, with deviation at most
1/p(n), which means that

A (U Fo @) AL U)). o) <
p(n)
We abuse the notation by omitting x from the algorithm’s input and the subscript of U,
assume that the length of the uniform distribution U’s output always matches the input
length of f..
First, consider the following distribution Dj.

Dr: 1 Up,,m < P“fl(x;rl)

= 4 ‘
Th—1 ¢ Uy o1 < Piq(z5r1, 71,000 161)
Tp < Umk

OUtPUt (Tla TlyeeesyTh—1,Tk—1,Tk, 1)

D; runs the protocol (ISA,V) to generate the transcript except for the last proof g,
and pads the transcript with 1. Denote the string by s = (r1,...,mk_1,7k,a). Observe
that

S(—D[

Pr|(PAV)(@) = 1] = Pr [£(k Als) = o], (13)
since Dy is the distribution of the inputs on which P invokes A before sending their last

message m, and whenever the inverter A finds a good randomness, |57§4 outputs a valid
proof such that the protocol accepts.
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Similarly, define the distributions Dg, which samples a transcript from the simulator
and outputs the transcript together with the corresponding verification bit.

Dg: p+U
(r1,m1, ..., 7k, k) < Sim(z; p)
a < V(T;7r1, T, .o Ty )
output (ry,m1,...,7k, a)

Note that the distribution outputting (k, p, s) by sampling s < Dg and (k, p) < A(s)
is exactly the same as the distribution (A(fz(k,Ue)), fz(k,U;)). By the property of indis-
tinguishability, we have

Pr X k’ =S| — Pl" T kj, = S
(k7p75)<_(“4(fab(k“7u[))7f¢(k7u€)) [f ( p) ] (k7p78)5((k“7u4)7f1'(kaue)) [f ( '0) ]

< AS((kvu@)v fﬂ:(k7u@)7 A(f$(k7u€))7 f:C(k‘,Z/[g)),

where the first probability equals Prg. pg [fz(A(s)) = s] and the second is exactly 1. Thus,
we derive

SEBS [fI(A(S)) = S] >1- AS((I{:7Z/{€)7 fw(k7u1)’ A(fm(k',Z/{g)), fx(kvuf)) (14)
Towards proving an upper-bound on A(Dg, Dy) to connect (13) and (14), we define the
following distributions as intermediate hybrids, for i € [k]. Below, w is any valid witness
for x that satisfies (z,w) € Re.

D(Si) op—Up
(71, 715+, Tim1, Tim1) <= Simy_ -1y (75 p)
T, < Z/{mi,m <— |5;4(.%';7"1, . ,71'2‘_1,?”2')
The1 < Umy o, Th—1 |57€4_1(x;r1, e Ty Ty e e ey 1)
TL <_Z/{mk
output (71, ..., M1, iy -, Tk, 1)
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Dg) DT Upy, T — Pz, w;r)

Ti—1 < L{mifl,m_l < Pi_l(x,w;rl, ... ,T‘i_l)

i — Up,, Ti PA(z; 71, .. i1, T4)

Th—1 < Umk_l,ﬂ'k,1 < [5“,;471(33; TlyeeeyTi—1,T5y ... ,7“]{71)
Tk <_Z/{mk

output (ry, ..., mMi—1,Tiy... Tk, 1)

The messages in the first (¢ — 1) rounds are sampled by the simulator Sim in Dg) while

those in Dg) are sampled by the protocol (P,V) run by the honest prover with an NP
witness w.

In both distributions, starting from the i-th iteration, the remaining transcripts are
sampled following the protocol with P. Clearly, Dg) = Dg) = Dj. By data processing
inequality, we have

A, (D?;DQ) < A (Sim(z); View(P, V) (z, w)) < e5(n). (15)

Then, we connect Dg) and Dgﬂ) by modifying the sampling strategy in Dg) slightly.
For i € [k], define pY)

M
Dg&) op—Up
(71,71, o, Tim1, 73) = Simy_ 251y (73 p)
DA ... ,
T = P (i, o i, m)
DA .
Tigl < Z/{mi+1,7ri+1 — Pz‘+1($,rla .. ~77Ti71,7“i77ri,7“i+1)
— U, — P ( ; ; )
Tk—1 mg_1s Tk—1 =1\ L3571, e oy =1, T4 -« -, Th—1
TL (*Z/[mk
output (71,..., 1,73, Ti..., Tk, 1)
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Observe that (r1,...,m—1,7;) is sampled from the simulator in DE\? while it is sampled

by the protocol (P, V) in Dg); and the later part of the outputs (7;,..., %) are generated

in the same way in both DE\Z) and Dg). By the data processing inequality

A. (Dg;}, Dﬁ?) < Ao(Sim(z); View (P, V) (z, w)) < e, (n). (16)

Note that when the first message is sent by the prover, that is ¢ = 2k — 1, then the
distributions DE\}[) and Dg) are identical.

The only difference between DgH) and Dx[) is how the i-th proof is sampled. For
DSH), equivalently, (r1,71,...,r;,m;) is generated by:
p U

(Tluﬂ-lu -ee T, 1) — fCC(Z)p)
T < Simgi(l’; p)

Recall the prover’s strategy P, (r1,71,...,7:,m) in Dg\? is sampled by

p < Uy
(Tlaﬂ-lv sy Ty 1) < fm(Z,p)
ﬁ — AQ(rhﬂ_l; sy Ty 1)

T < Simgi(x; ﬁ)

The distance between their marginal distributions on (ri,71,...,r;,m;) is upper bounded
by As((4,Ue), fo(i,Ue); A(f(i,Uyp)), fo(i,Uy)). The remaining outputs of DSH) and Dg\?
follow the same sampling procedures, based on the previous transcript (r1,7m1,...,7:, m).
Then by the data processing inequality, we obtain

Ay (DG, DY) < Ay ((0,Ue), Foli, Ue)s AU Us), S2(0,Ue)) (17)

Consider the distance between Dgf) and the following distribution Dp:

Dp: 1y Up,,m < Pi(x,w;r)

TL <—Umk,ﬂ'k — Pk(x,w;rl,...,rk)
a<V(z;ry, ..., Tg)
output (r1,...,...,rg,a)
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(k)

The only difference between Dp and Dy’ is that, the last verification bit in Dp is

sampled by the verifier V while the counterpart in Dgf)

and using the same argument as (10)

is assigned to be 1. By completeness

A, (Dp,D( )) < eo(n). (18)
By zero-knowledge, we have
Ac(Dg; Dp) < Ac(Sim(x); View(P, V) (z,w)) < €,(n). (19)

Combining (15), (16), (17), (18) and (19), it follows from the triangle inequality that,
when t = 2k

Au(Ds; Dp) < AdlDs; Dp) + A, (Dpi DY)

o3 (o (o8 ) ool k)

<ee(n)+ 2k —1)-ex(n)+ Y A((6,Ue), foli,Ue); A(f (i, Ur)), fo(iUs))
i€lk—1]

k
<e(n)+ (2k—1)-€ex(n) + o)

When t = 2k — 1, A(D\, W) = 0, thus

k
A:(Dg; Dy) < ec(n)+ (2k —2) - e.(n) + o)

Note that the last inequality holds because, assuming without loss of generality that the
first part of the output of A is always correct,

% Z As((iaudv fx(ivuf); A(f(Z,Ug)), fx(l’uf)) = As (Z/{, fx(u)vA(fI(u))a fﬂﬁ(u)) .

1€[k]

We conclude that

This proves the claim. O
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3.3 Reductions from Constant-Round Public-Coin ZK

For the lemma below, as opposed to the other (similar) ones, we consider the number of
rounds in the protocol rather than the number of messages. Recall that a round consists of
a message from the verifier, followed by a message from the prover. If the protocol starts
with the prover sending a message, we think of it as starting with an empty message from
the verifier instead.

Lemma 3.5. For some €., es, ¢, : N — [0,1] and any constant k € N, suppose a language
L € NP has a k-round public-coin (€., €, €,)-ZK proof or argument. Then there exists a
polynomial-time oracle-aided algorithm R and families of oracle-aided functions Fu, ..., Fi
satisfying the following.

For i € [k], the family F; = {fi@}xe{o,l}* consists of functions that require access to
(k — 1) oracles, and are polynomial-time computable given these oracles. For any sequence
of probabilistic polynomial-time algorithms Ay, ..., Ag, any polynomial p, and all large
enough n, we have the following.
Ait1, Ak

1. For anyx € Ly, if for alli € [k], A; distributionally inverts i with deviation

at most 1/p(n), then

Pr [RAL"A’“ () =1] > 1 —e(n) —k-e.(n) -

2. For any x € {0,1}"\ Ly,

Pr [RAl'“A’“ (z) =1] < es(n).

Proof of Lemma 3.5. Denote by n the input length, and fix any polynomial p. Let Sim
be the simulator that satisfies the zero-knowledge requirement, and suppose it uses £ ran-
domness bits, where ¢ = ¢(n). Let k be the number of rounds which is a constant, and
m; = mj(n) be the number of bits of public randomness used by the verifier in the i-th
round, for i € [k].

Construct a function family Fj, = {fy. : © € {0,1}"}, _ as follows

fk,a:(p):
L. (T1,7T17 s ,Tk,ﬂ'k) A Slm(m,p)
2. a+ V(ry,m, ..., T, TE)

3. Output (r1,71,...,7k, a)
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Let Ay be a polynomial-time algorithm for inverting Fj. Note that these A;’s (defined
later for i € [k — 1]) are potentially randomized algorithms. To leverage it in the construc-
tion of deterministic functions and oracles, we make their internal randomness explicit
by treating the randomness as part of the input. Specifically, we write the algorithms as

Ai(x;ri,m1,. .., 1, a;rd), where x is the auxiliary input indicating that 4; is supposed to
invert the function ff;“""’Ak on output (r1,...,7;,a), and rd is the randomness that A;

uses. The same applies to B;’s (also defined later).
We next define an oracle-aided algorithm B that, given access to Ay, essentially mea-
sures the acceptance likelihood of a given transcript and outputs a proof m as follows.

B,f’“(m;rl,m, ce TR

1. p+ Ag(x;ri,m,. . 1k, 1)
2. If fra(p) = (r1,m1, ..., 7, 1)

o 7 < Simgx(x; p)
e Output (1, mx)

3. Else output (0, L)

When algorithm Ay, successfully finds a pre-image p, such that the corresponding tran-
script is accepted by the verifier, then B outputs 1 and a valid proof m; such that the
verification accepts the entire transcript (ri, 71, ..., 7%, 7). Otherwise, By outputs (0, L)
which represents failure of inversion.

For i € [k], we write B; 1 and B; 2 to denote the algorithm that outputs only the first
component and the second of B;’s output respectively, and let B; = Bf‘i“'A’“ for simplicity.
Later, B;’s are defined with respect to A;’s for i € [k — 1].

For i € [k—1], define the family F; = {fiﬂf}xe{o,n* with oracle access to A;11,..., A as
follows. Here, we set ¢ = n-p(n)?. The input of function f; , consists of a string p of length
suitable for the randomness of Sim, strings o1, ..., 0, each of length m;; corresponding to
the (i 4+ 1)-th verifier’s message (public coins), and strings rdi, ..., rd, each of the length
suitable for the randomness of B;1.

Airq... A
fi,1’+1 k(Paala--o,Uq,l’d1,...,rdq):
1. (ri,m, ..., rg, ) < Sim(zx; p)
1 Aiiq... A
2. est ¢ Ezje[q} Bi+1r,11 k(33§7"1,771,--.,Ti,m,aj;rdj)
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3. Output (r1,m1,...,7,est)

With an overwhelming probability, the value est reflects the value of its expectation

E[est] = E [Bi+1,1<7"1;7r17~--;7"2'77"1';7"2'4-1)]7
Tip1¢Um,
which in turn measures the ability of the inversion by A;41 to find a completion of the
simulated partial transcript for the first ¢ rounds specified by p to an accepting one.
Similarly, let A; be a polynomial-time algorithm to potentially invert F;. Let 7 =
1/p(n). An efficient oracle-aided algorithm B; is defined as follows.

l3'§4i'““4’C (T571, T, ...y T5):
1. For a=¢* % ¢ " —1,...,2,1 in decreasing order
o (p,o1,...,0¢,rd1, ... rdg)  Ai(x;r, 71, .. ,ri,a/qk’i)
o If f{j‘;“""’Ak(p, 01,y ey 0q,0dy, ..o rdy) = (11,71, .. 1, a /g8

— T Simgi(x; ,0)

75‘1,...,6'q<—umi+1
~ 1 -Ar'+1---~Ak . 5
— est%azje[q} B’L—‘,—Ll,l (x;r177T17-..7r1;)7Ti70-j)

— If ‘eét - a/qk_i} <T
x Output (a/q"%, m)

2. Output (0, 1)

The output consists of two parts: a value a/¢*~! in [0,1] and a proof m;. With an

overwhelming probability, the value a/¢*~! estimates well the acceptance probability when
the prover’s response to (r1,m1,...,7;) is ;. This is formally defined and proved later. The
algorithm iterates over a from ¢~ to 1 to find an almost optimal proof that maximizes
the acceptance rate, which is utilized to construct the distinguisher later.

Equipped with the algorithms B;’s, we are ready to construct a polynomial-time prover
P with oracle access to A;’s. Denote by ISZ- the prover’s algorithm in the i-th round.

|5;41A’“ (T;71, Ty ey 1) = BflﬁA’“ (371, Ty ey T)

The reduction R runs the protocol (P,V)(x) itself and outputs 1 if and only if the protocol
accepts. The efficiency of P ensures the polynomial runtime of R. We state the following
claims.
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Claim 3.3. When x € L,, if for all i € [k], A; distributionally inverts ff;“""’Ak with
deviation at most 1/p(n), then

Pr [ (PAT-A V) (z) = 1} >1—eun) —k-es(n)— 2=
Claim 3.4. When x € {0,1}"\ Ly,
Pr [(ﬁA1~-~Ak,v>(x) — 1] < es(n).

Claim 3.4 follows immediately from the soundness of the ZK protocol. We present the
proof of Claim 3.3 in Section 3.3.1. Putting the above claims together completes the proof
of the lemma.

O

Remark 3.2. In this approach, the functions are defined recursively and the number of
function families is closely related to the round number k, so we can only achieve the
implication result for any constant k. We do mot know how to make it work beyond a finite
number of rounds. This issue has also been observed in other work that employ similar
recursive constructions [BT24, MV2/].

Corollary 3.6. For €., €5,¢, : N — [0,1] and a constant k € N, suppose there is an NP
language L ¢ P/poly that has a k-round public-coin (e, €s, €,)-ZK proof or argument with
€c+€s+ ke, <y 1. Then infinitely-often auziliary-input one-way functions exist.

Proof of Corollary 3.6. Let R be the oracle-aided algorithm and Fi, ..., F be the oracle-
aided function family defined in the proof of Lemma 3.5. Since €. + €5 + k - €, <;, 1, there
exists a polynomial g such that

1
k- — <1
ec(n) +es(n) +k-e;(n) + )
holds for all sufficiently large n € N. Then, let p = 3kq. Suppose that there is no infinitely-
often ai-dOWF, which means that there are (non-uniform) PPT algorithms A;,..., Ay
such that, for sufficiently large n € N, for every x € £,, and all i € [k], A; distributionally
inverts f; , with deviation at most 1/p(n). By Lemma 3.3

Pr [RAl'“A’“ () =1] > 1—ec(n) — k-e(n) —

and for every z € {0,1}"\ L,

Pr [RAA (2) = 1] < e5(n).
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But the A;’s and R are polynomial-time algorithms and

3k—2 1

l—ec(n)—k‘-ez(n)—?T )

>n €s (n),

which contradicts £ ¢ P/poly. Hence, F is an auxiliary-input distributional one-way
function. By [IL89], the existence of ai-dOWFs implies the existence of ai-OWFs, which
concludes the proof. O

Remark 3.3. Our approach to obtaining a contradiction relies on the overlap of input
lengths on which all of the algorithms Ay, ..., Ar succeed in their respective inversions.
The negation of this assumption only implies the existence of infinitely-often one-way func-
tions. Given that we only get infinitely-often security anyway, we are able to weaken our
assumption to L ¢ P/poly instead of needing L ¢ ioP/poly as in our other results.

3.3.1 Proof of Claim 3.3

Before proceeding with Claim 3.3, first consider the value

B($) = E [8171(.7};7"1)] . (20)

T1 %Mml

For simplicity, we omit the superscript that denotes the oracle access throughout this
section. We note that B approximates the acceptance probability of (P,V) well, that is

B(z) ~ Pr [(ﬁ,v> (z) = 1} ,

which is formally stated as follows.

Claim 3.5. For k,p as defined in Lemma 3.5, where k is a constant representing the
number of rounds in the protocol and p is a polynomial, we have

2(k — 1)
p(n)

Claim 3.5 states that B provides a good approximation of the probability that <|5,V)
accepts on x. To derive the desired lower bound on this probability as stated in Claim 3.3,
for z € L,,, we therefore establish a lower bound on B assuming that all A;’s distributionally
inverts f; » well.

(Pr [(BV)(@) =1] - B(x)‘ < + negl(n).

Claim 3.6. For x € L, and €.,€,, k,p as defined in Lemma 3.5, where k is a constant
representing the number of rounds in protocol and p is a polynomial, we assume that for
all i € [k], the efficient algorithm A; satisfies that

b

AS (U, fi,fﬂ (U), AZ(qu?(“)): fl,r(u)) < p(n)

(21)
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then we have

B(x) >1—¢€.(n)—k-e,(n) — p(kn) — negl(n).

With Claim 3.5 and Claim 3.6, both of whose proofs are provided immediately after-
wards, we are ready to prove Claim 3.3.

Proof of Claim 3.3. From Claim 3.5, we have

2(k—-1)
p(n)

For x € L,,, by Claim 3.6, B(x) can be lower bounded by

+ negl(n).

Pr [<|5,v>(g;) - 1} - B(az)‘ <

B(z) > 1 eu(n) — k- ex(n) — p]; _ negl(n).

Therefore,

O]

Proof of Claim 3.5. For i € [k], denote by T;(x;r1,71,...,7;) the following value, which
represents the true probability that (P, V)(z) accepts for the first (2i — 1) messages being
(r1,m1,...,7;) in the protocol. In particular,

Ti(z;r1, T, .., 1i) = _ Pr V(z;r1,...,m) = 1].
Wi(—Pi(x;’r‘l,ﬂl,...,T‘i)
PhsUny, TP (@571, 71,000,
Observe that T;(z;71,m1,...,7;) can be defined recursively from 7;41(x;r1, 71, ..., 7ig1)
Ti(x;ry, 7, ... ) = ~ Pr V(z;r,...,m) = 1]
mi<Pi(xyr1,m1,...74)
Tk<—lxlmk,7rk<—|5k(z;7“1,7r1,...,rk)

= _ Pr V(x;ry,...,m) = 1]
TP (2501, ,0ms)
Pig146Um; g1 Pi(@sry,m,.origr)

TiotUnmy ;TP (371,717
= E (Tiv1(x;r1, mi, oy, T T - (22)

miBi 2(x;71,71,...,75)
Ti+1(—umi+l

For the last equality, we remind the reader that

Pi(z;ri,m1,...,1mi) = Bia(x;ry, mi, ..., 7).
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We also note that the probability that (P,V)(z) accepts can be written as

Pr[(PV)@) =1 = E [Ti(@n)]. (23)
Tl(—uml
In the following, we show a more general statement: for any i € [k], for any input
(x;r1,m1,...,r;), the expected value of the output B;; is close to 7;
7;(%’; T1, 71,y ,7“7;) —E [8@1(1’; T1y Ty ny Tl)]’ < Q(k — ’L)(T —+ 6_272(1) (24)

where 7 and ¢ are the parameters defined in B;’s to be 1/p(n) and n - p(n)?, respectively.

This inequality implies that for any i € [k], the expected value of Bii(x;ri, m,...,15)
always reflects the probability that the protocol (P, V)(x) accepts conditioned on the first
(2¢ — 1) messages being (r1,71,...,75).

We prove (24) by induction. When ¢ = k, on input (x;r1,71,...,7%), recall that the
algorithm By proceeds as follows.

Bi(z;7r1, 71,0y TE):

1. P<—~Ak:(7“1a7717'--77"k71)
2. If fk71-(p) = (rlaﬂ-la e 7Tk, ]‘)

o 7 < Simog(z; p)
e Output (1, mg)

3. Else output (0, L)

The probability that V accepts (x;r1,71,...,7%) when the last proof my is gener-
ated by P, = By is exactly the probability that By ; outputs 1, since once fi,(p) =

(ri,m,...,rg, 1) holds, the 7 corresponding to p satisfies V(z;ry, 71, ..., rg, 7)) = 1.
Ti(x;ri, 7,y rg) = Pr V(z;ry,m, ..o rg, ) = 1]
T Br 2 (T5m1,715047k)
=Pr [Bk,l(it;rlaﬂla e ,’I”k) = 1]
=K [B;al(x; T1, Ty ,Tk)] .

Thus, (24) is satisfied when i = k.
Suppose that i = [ + 1 meets the condition (24) for | € [k — 1]. Recall the adaptive
construction of B;’s,
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Bi(z;r1, 71, ..., 1):

1. For a = ¢, ¢**—1,...,2,1 in decreasing order

o (p,o1,...,04,rd1,...,rdg) < Ai(r1, 71, .. ,r1,a/q" Y
o If fi.(p,01,...,0¢,rd1,... rdg) = (11,71, .. ,rl,a/qk*l)
— my <= Simy(x; p)
= 01y 0q < Unmy
— est « é Zje[q} Bisi1(x;ry, m,. .., 1,7, 05)
— If ‘e%t - a/qk_l‘ <T
x Output (a/q*!, m)

2. Output (0, 1)

Denote the output of B; by (est,, 7). Denote by est the last estimate computed by B;
prior to returning, setting it to 0 if B; outputs (0, L). It is ensured by the definition of B;
that

|est, — est| < 7.

If m # L, since the estimation est is computed by averaging g samples of By 1, then by
a Hoeffding bound

|

Further, the above inequality remains true in the case m; = L, as in this case both quantities
est and the expectation of Bi+1,1 above are 0.
> 27’]

Thus, the output of B; is guaranteed to satisfy
As the outputs of B;; and Bj1; 1 always lie in the range [0, 1], the above implies

est — E (Biii(z;r, m, .o r, T, )]
Tl+1<—uml+l

> 7’] < 26_27—2(1.

est, — E [Bl-i-l,l(m; T1y..., T, ’I"H_l)]
rl+1<*uml+1

Pr
(esto,m) B (@;71,m1,...,71)

< 26274,

E[Bhl(%’ﬂ“l,ﬂ'l,...,m)]— E [BH_Ll(.T;Tl,...,7'('[,7"[4_1)]
B2 (571,711,057
7‘[+1(7uml+1

< 2(1 4 e 2. (25)
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Therefore, we derive that

Ti(zsr,m, ... ,1) — E[Bz,l(ﬂﬂsTl,Wl, ey 7y)]

< E [77+1(3?;7“1, o T rig1) = E[Bryaa (s, - 7771,7“l+1)]]
By 2 (x371,71,50,71)
Tl+1<—uml+1

+2(1 + 6_2t2q)

N
T By 2 (x5r1,m1,00577)
T’l+1<—uml+1

Tia(xsry, . m,rig1) — E B (e, ..., m, Tl+1)]H

+2(1 + e*2t2q)
<2k — 1)( + e 20),

The first inequality follows from the triangle inequality and (22) and (25). The last in-
equality holds since we assume that (24) is true for i = [ + 1. Therefore, we find that (24)
holds for i = [, which completes the induction and further concludes that (24) is satisfied
for any i € [k].

When ¢ = n-p(n)? and 7 = 1/p(n), by (24), we obtain that, for any = and rq

Ti(z;m) —E [31,1(1’;7“1)]‘ <2k —1)(7+e ) <2(k - 1) <p(1n) i 62n> '

By combing the above with (20) and (23), we conclude

Pr [(P,V)(x) = 1] - B(x)’ -

me%ml [T1(z;571)] w%ml [ 1,1(1?77"1)]‘
_2(k-1)

) + negl(n).

O]

Proof of Claim 3.6. Let w be a valid NP witness for = satisfying (z,w) € Rz. Consider
the following distributions.

1. Dg: sample p < Up, (r1,m1,...,Tk, Tk) < Sim(x;p), a < V(x;r1,..., 7)), output
(7‘1,7T1,...,7"k,a)
2. Dy: sample (r1,m1,...,7%) < Viewor_1(P,V)(z, w), output (r1,m1,...,7%, 1)
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For simplicity, denote the transcript (ri, 71, ... ) sampled by View;(P,V)(z,w), which only
contains the first i messages in the protocol (P,,V) on x. Analogous to Eq. (11), by
completeness, zero-knowledge, and data processing inequality,

A.(Dg; Dr) < ec(n) +e.(n).

Recall the algorithm By.

Bk(ac;rl,m, e ,T'k):

1. P <— .Ak(Tl,’iTl,...,Tk,l)

2. If fralp) = (r1,m1, ... 7, 1)

o 7 < Simgx(x; p)
e Output (1, m)

3. Else output (0, L)

Since the inverter Ay satisfies (21), and the transcript on which By queries Ay is the

same as Dy when (ry,mq,...,rg) is generated by the protocol, by the data processing
inequality
1
E [Bra(x;ry, w1, mk)] > 1= —— — Ac(Ds; Dr)
(11,71 oo )4 Viewag 1 (PV) () p(n)
1
>1— — 26
21— el —e(n). (20

For each i € [k], we consider the following values.

- [31,1(x;r1,7r1,...,n)]
(r1,m1,...,m: )< Views; 1 (P,V)(x)

With the observation from (24), the above value is somewhat related to the acceptance
probability when a prover runs the ZK protocol with the honest prover’s strategy P for the
first (i — 1) rounds and our inverter-based prover P for the rest of the rounds.

Next, we show the connection between cases ¢ and ¢ + 1. In particular, we provide
a lower bound E[B; ;] using E[B;111]. Let Est; denote the estimation procedure of the
expectation of B;y1 1. More specifically,

Esti(z;r1,m1,..., 7, Ti;01,...,0q):
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1 .
1. est + 7 Zie[q] Bi+171($7 T, Ty ey Tiy T, O‘j)

2. Output est

The input (o1, ...,04) can be viewed as randomness. For simplicity, we sometimes omit
(01,...,04) in the input to describe a randomized algorithm Est;(z; 7,71, ..., i, m;) where
o1,...,04 are drawn uniformly randomly. Recall that B; works as follows.

Bi(x;ry,mi, ... 1)
1. For a=¢* % ¢ " —1,...,2,1 in decreasing order
o (p,o1,...,0q,rdy, ... rdg) < Ai(r1,m1, ... iy a)q" )

o If fin(p,01,...,04,rd1,...,rdy) = (rl,m,...,ri,a/qk*i)
— 7 + Simg;(z; p)
— est « Estj(z;7r1,...,71, 71, ..., 75, 7)
— If ‘egt - a/qk_i} <T
x Output (a/q"%, #;)

2. Output (0, 1)

Additionally, define an algorithm B; as follows that almost simulates the procedure of

B; in a single iteration except for the final check.

Bi(x;ry,m, ..., est):

1. (p,al,...,aq,rdl,...,rdq)<—Ai(r1,771,...,ri,est)
2. If fiz(p,01,...,0¢,rd1,... rdg) = (11,71, ..., 7;,est)
o T; < Simg;(z; p)
o est Esti(fc;rl,m,...,m,ﬁi)

e Output est

3. Output L
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Denote by E(est,est) the event that the distance between two inputs are close. Let
E(est, est) = 0 if the input contains 1. Otherwise,

E(est,est) =1 [|est —est| < 7] .

Bii(x;ry,m, ..., 1) basically iterates lf;’z(x7 71,71, ...,T;, est) to obtain est, from est = 1,1—
1/qk_2, ... to 1/qk_2 in decreasing order, and outputs the largest est when it finds that
E(est,est) = 1. Then, for any (x;71,71,...,7;) and any est, the following is true since,

with probability at least Pr, [|est — est| < 7], B; 1 outputs a value at least est.

E [Bii(z;r,m,...,15)] > E [est - E(est, est)] . (27)

est<B; (x;71,m1,...,7; ,est)

In the following, we show a lower bound for the right-hand side considering (r1,71,...,7;)
is generated by the protocol.

The probability that est’ fails the event F(est,est’) is only influenced by two parts:
the performance of the inverter A; and the estimation of B;y1. Next, we lower-bound
the probability that F(est,est’) = 1 on some input distribution that is of interest to us.
Consider the following procedure P:

Pi,ac((ﬂa O1y---,0¢, I’dl7 .. .,I’dq), (7“1,71'1, .. .,n,est)):

1L If fiz(p,o1,...,0q,rd1,...,rdg) = (r1,71,...,7;,est)
o 7; < Simo;(x; p)
® est Esti(m;rl,m, R ,Ti,’fl’i)

e Output (est, est)

2. Else output (est, L)

Let est and est be sampled from Est; independently, by Chernoff bounds, both esti-
mation values are concentrated around the expectation, then with only small probability,
these two values differ significantly

. 2
r [|est — est| > 7] < 4e™™ V2, (28)
(1,150,735 ) $=Simy 24 ()
est,est<Est; (x;71,m1,...,7,7;)

where the distribution (est,est) sampled from is the same as P; (U, f;»(U)). When q =
n-p(n)? and 7 = 1/p(n), the above value is at most 4e~"/2, negligible in n.
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Notice that the following two distributions are equivalent.

(7‘1, Tlyeney T,y 7'(‘1') — Siml,,.gi(x)
est < EStZ‘((L';Ti,ﬂ'l, ey T, 7Ti)
est < Bz(x, T1,7T1y ey Ty est)

output (est, est)

Pia(Ai(fiaU)), fiaU)) =

By our assumption (21), the performance of A; ensures that

1
p(n)
which implies that
[E(est, est)]

(P1yee,mi)$=Simy_ 24(x)
est<Est; (z;71,71,...,7,7;)

estB;(x;r1,m1,...,7;,est)

> E E(est, est)] —

(11,701 5057, ) $=Simy 24 () [ ( >] p(n)

est,est<Est; (x;r1,m1,...,7,7;)

1
>1— —— —negl(n),
p(n) ")
where the first inequality is obtained by the data processing inequality and (21) and the
second follows (28). Since A.(Sim(x); View(P,V)(z)) < €,(n), when (rq,...,m) is sampled
by the protocol

N 1

E FE(est,est)| > 1 —€,(n) — —— — negl(n).

(rl,ﬂl,...,ri,m)EVieW%(P,V)(:v)[ ( ’ )] Z( ) p(n) g( )
est<—Est; (z;r1,71,...,74,7;)
e§t<—[§¢(a:;r1,ﬂl,.‘.,ri,est)

Then, by (27), we obtain

[Bi,l(l';"“l,ﬂ'la--- ,’l“i)} (29)

(7‘1 ,TT1 ,...,Ti)%VieWQifl <P,V> (:p)

> E est - E(est, est)]
(7‘1 ,TT1 ,...,T’i,ﬁi)%VieWQi <P,V> (33)
est<—Est; (z;r1,71,...,74,7;)
est«B; (z;71,71,...,7; ,est)

> E fest] — ex(n) — — I(n)
est] — e,(n) — —— — negl(n),
T (i) Niews: (P V) () ? p(n) &
est<Est; (z;74,...,75,7;)

where the last inequality is obtained because est is valued in [0,1], E[est - F(est, est)] >
E[est] — Pr[E(est,est) = 0]. By the definition of Est;, for any input (z;rq,71,...,7, ™),

E [est] = E [81'4_171(27;7"1,71'1,...,Ti,’JTZ',Ti+1)] .
est<—Est; (z;71,71,...,74,7;) Tit1$Um;
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Therefore, we relate the expected values of B; and B; 1 by the following

1
(29) = E [Bis11(@sr, ..o i, rig1)] — €2(n) — —— — negl(n).
(7‘1,...,7Ti,1"l'+1)<—VIeW2i+1<P,V>($) p(n)

Combing (26) and above, we have

[8171($; T1ye:oy 7‘1)]

(7"1,...,ri)<—View2i+1<P,V>(z)
>1—e(n)—(k—i+1) (ez(n) + p) — negl(n).
Therefore, let i =1

B(x) = m_ﬂ%{m (Bii(x;m)] > 1—€c(n) —k-e(n) — p(kn) — negl(n),

which concludes the proof. O

4 One-Way Functions

We complete our transformation by extending the result of [HN24] that shows that assum-
ing there are zero-knowledge arguments for NP, auxiliary-input one-way functions imply
standard one-way functions. We follow the approach taken by [CHK25] in the context of
weak zero-knowledge arguments, showing that the auxiliary-input OWFs obtained in the
previous sections also imply standard one-way functions. The resulting theorems are as
follows.

Theorem 4.1. If NP & ioP/poly and, for some €., €s, €, : N — [0, 1] such that e.+es+e€, <y
1, every language in NP has an (e, €5, €,)-NIZK proof, then one-way functions exist. The
same holds for NIZK arguments.

Theorem 4.2. If NP & ioP/poly and, for some €., €es, €, : N — [0,1] and t : N — N such
that ec+es+(t—1)-€, <, 1, every language in NP has a t-message public-coin (€c, €5, €,)-ZK
proof, then one-way functions exist. The same holds for ZK arguments.

Theorem 4.3. If NP € P/poly and, for some €., es,€, : N — [0,1] and constant k € N
such that e.+€es+k-e, <y 1, every language in NP has a k-round public-coin (€., €s, €,)-ZK
proof, then infinitely often one-way functions exist. The same holds for ZK arguments.

The proofs of these theorems follow from combining the respective lemmas in Section 3
with lemmas stated later in this section. Theorems 4.1 and 4.2 are proven in Section 4.2.1,
and Theorem 4.3 in Section 4.2.2.

As observed in [CHK25, Section 5] (which in turn draws on the approach in [LMP24]),
the overall implication from weak ZK to OWFs can be broken up into three parts. The first
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part consists of showing that having such a weak ZK protocol for worst-case hard language
implies an auxiliary-input OWF, and this we have shown in Section 3 (for various flavors
of ZK protocols). The two remaining steps are the following:

1. Show that auxiliary-input OWFs imply that there exist what are called in [CHK25]
as one-sided average-case hard languages.

2. Show that (the corresponding flavor of ) weak ZK protocols for such one-sided average-
case hard languages imply standard OWF's.

We outline these transformations below for each flavor of weak ZK that we have con-
sidered so far. Some of the proofs below are along the lines of those of similar lemmas from
prior work, especially from [CHK25].

4.1 One-Sided Average-Case Hardness from ai-OWF

This lemma appears in [CHK25, Lemma 4]. This result is somewhat independent, and
does not have anything to do with weak zero-knowledge. We can thus use it as is.

Definition 4.1 (One-Sided Average-Case BPP). The class 1AvgBPP/poly consists of
average-case problems (£,D) for which there is a non-uniform probabilistic polynomial-
time algorithm A and functions a,b : N — [0, 1] with a >, b, such that for all sufficiently
large n

1. For every x € L,,, Pr[A(z) = 1] > a(n).
2. Pryep, [A(z) = 1|z ¢ L] < b(n).

Lemma 4.4 ([CHK25, Lemma 4]). Suppose that there exists an auxiliary-input one-
way function. Then there exists an L € NP such that (L,U) ¢ i0olAvgBPP/poly and
Procu, [ ¢ L£,) > 1/2 for alln € N.

The following variant also follows from the proof of the above lemma.

Lemma 4.5. Suppose that there exists an infinitely-often ai-OWF, then there exists a
language £ € NP such that (L,U) ¢ 1AvgBPP/poly and Pryy, [ ¢ L] > 1/2 for all
n € N.

4.2 OWF from One-Sided Average-Case Hardness

4.2.1 NIZK and Public-Coin ZK

Combining Lemma 3.1 and Lemma 3.3 with the amplification for converting weak and
distributional one-way functions into standard form [Yao82, IL89], we obtain the following
lemma.
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Lemma 4.6. For some €., €5,¢, : N — [0,1] and t : N — N, consider a language £ € NP
with an (€, €, €,)-NIZK protocol (in which caset = 2) or a t-message (€., €s, €, )-public-coin
ZK protocol. For any polynomials p1, p2, there is a reduction R, which is a polynomial-time
oracle-aided algorithm, and a polynomial-time computable function family F = {fz}we{o,l}*
such that for any probabilistic polynomial-time algorithm A and all large enough n,

1. When x € Ly, if A inverts f, with probability at least 1/pi(n), then

Pr [RA($) =1] >1—¢€(n) — (t(n) — 1) - ex(n) — 1/pa(n).

2. When x € {0,1}"\ Ly,
Pr [RA(x) =1] < e5(n).

Note that our constructions of R and F in the proofs of Lemma 3.1 and Lemma 3.3
do not satisfy the above conditions. However, reductions and functions satisfying the
above lemma can be obtained from the previous construction by applying the techniques
in [Yao82, IL89]. Next, we use the following analogue of [CHK25, Lemma 5].

Lemma 4.7. For e, e5,¢, : N — [0,1] and t : N — N, consider any language L such
that (L,U) ¢ i01AvgBPP /poly, and Pryy, [v ¢ L,] > 1/2 for all n € N. If there is an
(€c, €5, €2)-NIZK protocol (in which case t = 2) or a t-message (€, €s, €,)-public-coin ZK
protocol for L with €.+ €5+ (t — 1) - €, <, 1, then one-way functions exist.

Proof of Lemma 4.7. Since €.+ €s+ (t — 1) - €, <, 1, there exists a polynomial ¢ such that

e(n) + es(n) + (H(n) — 1) - ex(n) + —— < 1 (30)
q(n)
holds for all sufficiently large n € N. Then, let p = 4q. Let F = {fu},c(01}- be the
construction in Lemma 4.6, and let f(x,r) = (z, fz(r)).
Suppose that there is a (non-uniform) PPT algorithm A that inverts f for infinitely
many n € N with probability (1 — 1/p(n)). In particular, we assume that

Pr flA(z,y) = (z,y)] > 1 — —, 31

(w,y)<—f(1/1)[ Al@y)) = (@) p(n) (1)

where we denote by f(U) the distribution of the output of f when the input is sampled

uniformly. Denote by A,(y) the algorithm: on input y, it runs (z,7) « A(z,y); if
matches z, it outputs 7; else outputs L. Then, we construct an algorithm C as follows.

Algorithm C(z):

1. Sample y + fo(U)
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2. Let 7 + Ay (y)
3. If f.(7) = y, output RA4(x)

4. Else output 1

Consider x € L,, if A, correctly inverts f, on random input r with probability at least
1/p(n), then by Lemma 4.6, we have that
1
PriC(x)=1]>1—-Pr [R'A(:E) #1] >1—¢€(n) — (t(n) — 1) - ex(n) — —

p(n)’

(
If the probability that A, finds the correct pre-image of f,(r) is upper-bounded by 1/p(n),

1
PriC(z)=1]>1— P 2 ( Az =yl >1-—.
r[C(z) =1] 2 T [fe(Az(y)) = ¥ o)
Then, the probability that C(z) outputs 1 is at least
1
Pr|C =1>1—-¢ — (2 —1)-€, - —.
£[0(@) = 1] > 1= ecln) = (t() = 1) exl) =~

Consider the case z < {0,1}"\ L,,

Pr(f(A(@9) # @ yle ¢ La]- Pr [0 ¢ £

Uy,
yfa (U)

< Pr [f(Alz,y)) # (z,9)]

xUn
yfa (U)

1
<

p(n)’

where the last inequality holds because (31), and we make an assumption on the language

Pr [z ¢ L] >

Uy

N | —

then we obtain that

2
Py [fo(Au(y)) # ylz & L] = P [f(A(z,y)) # (2, y)|z & L] < o)
yefulll) vl
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Therefore, by a union bound
Pr [C(z) = 1|z ¢ L]

r<Un
< Pr (Al Aule ¢ L)+ P [RA@) =1a ¢ L)

- r(—ZI/‘[n
yfa (U)
< 2 e
< —— 4+ €5(n).
p(n)
C is an algorithm that decides the language £ in the one-sided average case, since by
(30)

2 1
—— 4 e(n) <pl—cn)—(t(n) —1)-e,(n) — ——
) () = (b(m) = 1) - ex(m) = =
which contradicts £ ¢ iolAvgBPP /poly. Therefore, f is a weak OWF and from [Yao82], it
implies the existence of one-way functions. O

Proving Theorems 4.1 and 4.2 Combining Corollary 3.2, Lemma 4.4 and Lemma 4.7
yields Theorem 4.1. Analogously, for any round public-coin ZK protocol, by putting Corol-
lary 3.4, Lemma 4.4 and Lemma 4.7 together, we obtain Theorem 4.2.

4.2.2 Constant-Round Public-Coin ZK

Lemma 3.5 combined with [IL89] yields the following lemma.

Lemma 4.8. For some €., €5, ¢, : N — [0,1] and any constant k € N, suppose a language
L € NP has a k-round public-coin (e, €s, €,)-ZK proof or argument. For any polynomials
p1, P2, there exists a polynomial-time oracle-aided algorithm R and families of oracle-aided
functions Fi, ..., Fx satisfying the following.

For i € [k], the family F; = {fi@}me{o,l}* consists of functions that require access to
(k — 1) oracles, and are polynomial-time computable given these oracles. For any sequence
of probabilistic polynomial-time algorithms Ay, ..., Ax and all large enough n, we have the
following.

1. For every x € L, if for all i € [k], A; inverts f;, with probability at least 1/p1(n),
then
Pr [RA-A () = 1] > 1 — ec(n) — k- e.(n) — 1/pa(n)

2. For every x € {0,1}"\ Ly,

Pr [RAl'“Ak (z) =1] < es(n).
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Lemma 4.9. For e, es,¢, : N — [0,1] and a constant k € N, consider any language L such
that (L,U) ¢ 1AvgBPP/poly, and Pry.y, [x ¢ L] > 1/2 for all n € N. If there is a k-
round (€c, €5, €, )-public-coin ZK protocol for L with e.+€s+k-€, <, 1, then infinitely-often
one-way functions exist.

Proof of Lemma 4.9. Since €.+ €5 + k - €, <, 1, there exists a polynomial ¢ such that

1

ec(n) +es(n) +k-e;(n)+ () <1 (32)
holds for all sufficiently large n € N. Then, let p = 2(k+1)q. Let F1, ..., Fi be the construc-
tions from Lemma 4.6. Suppose that there are (non-uniform) PPT algorithms A, ..., Ax
that invert the corresponding function for all sufficiently large n € N. For simplicity, we
omit the superscript that describes the oracle access in the function constructions, denote
Fi ={fia} for i € [k] and let fi(xz,r) = (z, fi»(r)). The efficiency conditions for the algo-
rithms A;’s implies that all functions f;’s are polynomial-time computable. In particular,
we assume that for each i € [k],

(:c,y)zl}i(u) [fi(Ai(z,y)) = (z,y)] > 1 - o(n)’

Denote by A; »(y) the algorithm: on input y, it runs (Z,7) < A;(z,y); if £ matches z, it
outputs 7; else outputs L. In the following, we construct an algorithm C towards solving
the language £ in the one-sided average case.

Algorithm C(z):

1. For i € [k]

e Sample y < fi.(U)
e Set 7 <+ A;.(y)
o If fi0(72) # y, output 1

2. Output RA1A% (1)

Consider = € L,, if for all i € [k], A;, correctly inverts f;, on random input r with
probability at least 1/p(n), then by Lemma 4.8, we have that

b

p(n)’

If there is an ¢ € [k] such that the probability that A; , finds the correct pre-image of f; ,(r)
is upper-bounded by 1/p(n),

Pr[C(z) = 1] > Pr [RY A% (2) = 1] > 1 —ex(n) — k- e,(n) —

1
PriC@) =121~ Pr [fia(Aiaw) =9] 21~ 5.
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Therefore, the probability that C(x) outputs 1 is at least

anm:4421Qunkf4miéﬁ

When z € {0,1}"\ £,,, by our assumption on the algorithm, for each i € [k]

i A@,y) # @)l ¢ L)+ Pr [0 ¢ L)

(w,y)%fz(u
< [fz( (z,9)) # (z,9)]
( 7y)<_f1
< L
~ p(n)
and the language satisfying
1
R L Lal 2 5
we obtain 5
; . < .
L1 fia(Aia(y) # ylo & La] < o)

y<fix )
Therefore, by a union bound

Pr [C(z) = 1|z ¢ L]

Uy,

<Y Pro (fialAia@) #yle ¢ Lo] + Pr [RAA(2) = 1o ¢ L]
i€kl <, ) '
2k

= o)

C is an algorithm that decides the language £ in the one-sided average case as by (32),

+ es(n).

2k 1
m +es(n) <pl—e€(n)—Fk-e(n)— m

which contradicts £ ¢ iolAvgBPP/poly. Thus, at least one of the recursively defined f;’s
is a weak OWF and by [Yao82], one-way functions exist. O

Proving Theorem 4.3 Theorem 4.3 follows directly from Corollary 3.6, Lemma 4.5,
and Lemma 4.9.
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A  On Randomized Verification

Lemma A.1. Fore. e, ¢, : N — [0, 1], suppose a language L € NP has an (ec, €5, €, )-NIZK
proof or argument (with randomized verification). Then there exists a reduction R, which
s a polynomial-time oracle-aided algorithm, and a function family F = {fx}a:e{o,l}*7 such
that for any probabilistic polynomial-time algorithm A, any polynomial p, and all large
enough n € N
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1. For every x € Ly, if A distributionally inverts f, with deviation at most 1/p(n), then

Pr [RA(z) = 1] > 1 —e(n) — ex(n) — o negl(n).
2. For every x € {0,1}"\ L,

Pr [RA(z) = 1] < e5(n).
Proof Sketch of Lemma A.1. Let Sim be the simulator that satisfies the zero-knowledge

requirement. Let ¢ = n - p(n)%. Let F = {fx}we{071}* be a function family where f, is
defined as

fw(p7 01y .- 70q):

1. (r,m) « Sim(z; p)
2. est %Zie[q] V(x;r,m, o0;)

3. Output (r,est)

Note that p is the randomness of Sim and o1, ...,04 serve as the randomness of V.
Assume that A is a PPT algorithm for inverting f,’s. Let 7 = 1/p(n). Construct an
efficient algorithm B with oracle access to A as follows:

BA(z;7):
1. Fora=¢q,q—1,...,1 in decreasing order

o (p;o1,...,04) < Alr,a/q)
o If f;t(pv O1y--- 7aq) - (Ta a/Q)
— 7 4 Sima(z; p)
— &1,...,6}1(—“
— est « %Zie[q] V(z;r,m,065)

— If ‘eét — a/q| < t, output (a/q, )

2. Output (0, L) otherwise
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Let By and Bs be the algorithm that outputs the first and the second part of B’s output
respectively and let PA = 854 be an efficient prover’s strategy on input (z;7). Then, the
reduction R runs the protocol <f’A,V> itself and accepts if the protocol accepts. For
convenience, denote P = PA.

We prove that R and F satisfy condition 1. For x € £,,, suppose that A distributionally
inverts f, with deviation at most 1/p(n), that is

As(A(fo(U)), foU); U, fo(U)) < 1/p(n).

Suppose that (est*, 7*) is the value on which P(2;r) returns, by a Chernoff bound, with
an overwhelming probability (1 — negl(n)) we have

lest” — E[V(a;r,7)]| < 2r,

which implies

2
E V(@r,mo)l =  E  [Bi(w;r)]| £ — + negl(n).
rGen(1™),mP(z;r) r<Gen(1™) p(n)
o+—U

Analogous to the argument shown before, by setting B; and By 1 in the proof of Claim 3.6
to be B and V, we have that

1
E  [Bi(zr)] > E V(z;r,m 0)] — €:(n) — — — negl(n)
r<—Gen(17) r<—Gen(1™),m+P(z,w;r) p(n)
o+U
1
>1—¢.(n)—e€s(n) — —— — negl(n).
21— ) —ex(n) — o5 —eglln)
Therefore,
Pr [RA(m) =1]= E [V(z;r,m0)]>1-e(n)—e.(n)— A negl(n).
reGen(1") p(n)
wP(z;r)
o+—U

Condition 2 holds, since when x ¢ L, for any polynomial-time algorithm A4, the sound-
ness guarantees
Pr[RAz)=1]= E [V(z;r,7,0)] < es(n).
r<Gen(1™)
mP(z;r)
o«—U
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