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Abstract

A K-multi-collision-resistant hash function (K-MCRH) is a shrinking keyed function for
which it is computationally infeasible to find K distinct inputs that map to the same output
under a randomly chosen hash key; the case K = 2 coincides with the standard definition of
collision-resistant hash function (CRH). A natural question is whether K-MCRH implies CRH
for K > 3, as noted by Komargodski, Naor, and Yogev (EUROCRYPT 2018) and also by Jain, Li,
Robere, and Xun (FOCS 2024).

We resolve this question for all constant K, showing that there is no black-box construction of
K-MCRH from (K+1)-MCRH for all constant K > 2. We also show that there is no black-box con-
struction of distributional CRH (which is another relaxation of CRH) from 3-MCRH, answering
an open question posed by Komargodski and Yogev (CRYPTO 2018) and also by Berman, Deg-
wekar, Rothblum, and Vasudevan (EUROCRYPT 2018). Besides applications in cryptography,
our separation also implies black-box separations between TENP search problems, which are
related to problems in proof complexity and other areas.

1 Introduction

Hash functions are among the most fundamental primitives in cryptography, providing a wide
range of security properties from weak to strong. Among these properties, collision resistance is one
of the most widely used. Specifically, a collision-resistant hash function (CRH) is a keyed function
such that, for a randomly chosen hash key, it is computationally infeasible to find two distinct
inputs that map to the same output.

While the definition of CRH is straightforward and intuitive, with numerous applications in-
cluding vector commitment, digital signatures, and blockchain, its complexity remains elusive.
CRH is often deemed as a symmetric primitive; however, we do not know how to construct it from
one-way functions (OWFs). A seminal work by Simon [Sim98] showed that CRH cannot be built
from OWFs in a black-box manner. More surprisingly, even when indistinguishable obfuscation
(i0O) is added to the picture, OWF plus iO still cannot give a black-box construction of CRH [AS16].
This is in stark contrast to the fact that CRH can be instantiated under a wide range of concrete
assumptions, such as the Diffie-Hellman assumption, the Learning with Errors assumption, and
the Quadratic Residuosity assumption.
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Multi-collision resistance. In light of the difficulty of constructing CRHs from generic assump-
tions, a series of works considered a natural relaxation of collision resistance called multi-collision
resistance [BKP18, BDRV18, KNY18]. Informally, a K-multi-collision-resistant hash function (K-
MCRH) is a hash function such that no efficient adversary can find a K-collision (i.e., K distinct in-
puts that are mapped to the same hash value) given a random hash key. We note that a CRH is sim-
ply the special case where K = 2. Applications of MCRH include three-message zero-knowledge
arguments [BKP18] and constant-round statistically hiding commitment schemes [BDRV18].

Complexity of MCRH. Komargodski, Naor, and Yogev [KNY18] proved that MCRH is also black-
box separated from OWF. Intuitively, K-MCRH becomes weaker as K increases, and hence a natural
yet more challenging question is posed:

Is there a black-box separation between K-MCRH and CRH (for K > 3)?

[KNY18] claimed that there is no black-box construction of CRHs from 3-MCRHs; however, a flaw
was later found in their proof, and it is unlikely to be fixed in a simple way [JLRX24, Yog25]. Sub-
sequently, weaker black-box separations were established using techniques from proof complexity
[JLRX24, BGSD25]. Roughly speaking, these results only rule out black-box deterministic many-
one reductions, whereas cryptographic reductions are typically randomized Turing reductions.
On the other hand, there are white-box constructions of infinitely-often secure CRH from K-MCRH
for any constant K [RV24, BT24].

Distributional collision resistance. Another relaxation of CRH, introduced by Dubrov and Ishai
[DI06], is distributional CRH. Distributional CRH only guarantees that no efficient adversary can
generate a random collision when given a randomly chosen hash key. More precisely, for a random
hash key hk, it is computationally hard for any adversary to sample a pair (x,x") such that x is
uniformly distributed and x” is uniformly distributed over the set of preimages hgkl(hhk(x)) ={z:
hnk(x) = hpk(z)}. Distributional CRH is also sufficient for constructing constant-round statistically
hiding commitment scheme [BHKY19]. Then, a natural question is the relation between MCRH
and distributional CRH:

Does MCRH and distributional CRH imply each other?

Komargodski and Yogev [KY18] showed that distributional CRH can be constructed under the
assumption of average-case hardness of the class Statistical Zero-Knowledge (SZK). In contrast, no
analogous result is currently known for MCRH.

TFNP search problems. TFNP is the class of NP search problems that are guaranteed to have so-
lutions. The guarantee usually stems from non-constructive combinatorial proofs. For example, by
the pigeonhole principle, a function f : [M] — [N] must have a K-collision whenever M > (K—-1)-N,
which defines a search problem: given a circuit computing f, find a K-collision of f. This prob-
lem, denoted K-PiGEONY,, is closely related to various problems in cryptography, proof complex-
ity, and other areas. The class of TFNP problems reducible to 2-PIGEON12VN , known as PPP, is one
of the “original five” subclasses of TFNP [Pap94]. The generalized K-PIGEON} problem is system-
atically studied by Jain, Li, Robere, and Xun [JLRX24]. K -PIGEON% is closely related to K-MCRH:
A K-MCRH can be view as a distribution of K-PIGEONY instances for which the search problem



is intractable. It is proven in [JLRX24] that there is no black-box many-one reduction from (K + 1)-
PiGeoNY, to K-PicEON} where N, M, N’, N’ are polynomially related. Proving the non-existence of
black-box Turing reduction is left as an open question, which is also posed in [FGPR24].

1.1 Owur Results

In this paper, we show that (1) CRH cannot be constructed from 3-MCRH in a black-box way, and
(2) distributional CRH cannot be constructed from 3-MCRH in a black-box way. We in fact prove a
stronger separation result:

Theorem 1 (Informal version of theorem 15). For all constant K > 2, there is no black-box construction
of K-MCRH from (K +1)-MCRH.

The proof proceeds by presenting a pair of oracles (f,¥) and showing that ¥ breaks all K-
MCRH construction and f remains (K + 1)-collision-resistant in the presence of ¥. In the case of
K =2, our oracle ¥ returns a random collision (x, x") with the same distribution as in the definition
of distributional CRH; that is, ¥ also breaks any distributional CRH construction. Therefore, we
conclude that

Theorem 2. There is no black-box construction of distributional CRH from 3-MCRH.

Connections to TFNP search problems. Two TENP search problems are studied in [JLRX24]:
one is based on pigeonhole principle (K-PIGEONY), which is closely related to MCRH; the other
(RamsEy,) is related to Ramsey number.

. K-PIGEONAN/[: Let K(1), M(1),N(1) be integer parameters satisfying M > (K — 1)N. The K-
PiGEONX! problem is defined as follows:

- Input: ( 14, h), where h a map h: [M(1)] — [N(A)] of M pigeons to N holes represented
by a poly(4)-size circuit.

— Solutions: a K-collision of h.
» Ramsey,: For this problem, the input specifies a graph on 2* vertices.

- Input: a circuit C : {0, 1} x {0, 1}* — {0, 1} of poly(1)-size.

— Solutions: There are two kinds of solutions. One is a certificate that C is not a valid
encoding of a simple undirected graph, i.e., u for which C(u,u) = 1 (self-loops) or u,v
for which C(u,v) # C(v,u). Otherwise, we want to find 1/2 indices V = {v1,0,...,05/2}
which form a clique or independent set. The existence of solution is guaranteed by an
upper bound on Ramsey number: R(1/2,1/2) < 2* 1.

A typical parameter setting is that N = 2", M = 2™ for integer parameters m, n where m is polyno-
mial in n. The correspondence between K-MCRH and K-Pigeon problem is obvious, and hence
theorem 1 implies that

IThat is, a graph with 2* vertices must contain either a clique of size 1/2, or an independent set of size A/2.



Theorem 3. For all constant K > 2 and parameters n,m,n’,m’ € poly(A) such that m > n + [logK] + 1
om’ ()

on’ (1) to

and m’ > n’ + [log(K + 1)] + 1, there exists no black-box Turing reduction from (K + 1)- PIGEON

om(A)
K-PIGEON,,,; -

Goldberg and Papadimitriou [GP17] conjectured that there is no Turing reduction from RAMSEY,

to 2-PIGEON§:((;)) . The result in [JLRX24] showed that there is no black-box many-one reduction. Our
result strengthens the black-box separation by ruling out black-box Turing reductions.

Specifically, it is proven in [JLRX24] that for all constant K > 1, there is a Turing reduction from
(K + 1)—PIGEON§Z,((;)) to RaMsEy, where n’(1) = ﬁ
theorem 3, we conclude that

+ % and m’(1) = A. Therefore, combining

Corollary 4. For all constant K > 2 and parameters n,m € poly(A) such that m > n + [logK| + 1, there

. . . m(2)
exists no black-box Turing reduction from RAMSEY; to K -PIGEON;I( 2 -

1.2 Technical Overview
We use the separation of CRH from 3-MCRH (i.e., the case K = 2) to illustrate our proof techniques.
Two-oracle methodology. A fully black-box construction of primitive P from another primitive
Q is a construction P that uses Q as black-box in following sense:

* syntactically, P9 is an instantiation of P as long as Q is an instantiation of Q; and

¢ there exists a reduction R such that for any instantiation Q (of Q) and adversary ¥, if ¥ breaks
P then R2Y breaks Q.

Our proof follows the two-oracle methodology, which is commonly used in previous separation
results [SIm98, AS16, BD19, DM24]. That is, we present a pair of oracles (f, CF) such that f instan-
tiates Q, which is 3-MCRH in our case, and the following holds:

e CF/ breaks any black-box construction of CRH from f.

* f remains 3-collision-resistant in the presence of the oracle CFf, i.e., itis still hard to find a
3-collision for f given the oracle CF/.

This is sufficient to rule out the existence of fully-black-box constructions. Moreover, it suffices to
show a random function f : {0,1}' — {0, 1} remains 3-collision-resistant given the oracle CF/.
The oracle CF, where CF stands for collision finder, is precisely the same oracle used in [Sim98] to
separate CRH from OWEF:

CF/(C): on input an oracle-aided circuit C*) : {0,1}™ — {0,1}", it picks ws — {0,1}™ and
w2 — {w:Cf(w) = ¢/ (w})} uniformly at random, and outputs (w}, w2).

Any black-box CRH construction from f can be viewed as an oracle-aided circuit, and hence CF/
indeed breaks all black-box CRH constructions from f.
Then, our goal is to show that

for any efficient adversary A, A CF! outputs a 3-collision for f with probability negligible
in A, where f: {0,1}" — {0, 1}* is a random function.
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Let CollFound denote the event that AS*CF outputs a 3-collision for f. Our first key insight is to split
the event CollFound into two cases, depending on where the collision finally happens. Without loss
of generality, we make the following assumptions on A:

¢ A never makes a repeated query.

* After each f-query, A outputs a 3-collision immediately if there is a 3-collision in f-queries
it has made.

¢ After each CF-query C, say the oracle answer is (wé, wé), A evaluates Cf (wp) and cf (wé). We
refer to the new f-query involved in the evaluation of Cf (wp) and cf (wZ) as confirmation
queries.

Let CFHit denote the event that A outputs a 3-collision while evaluating confirmation queries.

Case I (CollFound A =CFHit): Final collision does not happen in confirmation queries. We show
that the event CollFound A =CFHit can be utilized to construct a randomized compression scheme
of f. Since f is a random function, it cannot be compressed on average, and hence the probability
of this case is negligible.

Case II (CFHit): Final collision happens in confirmation queries. This case is more involved, and
it is where the previous proof techniques fail. Let CFHit; denote the event that a (K + 1)-collision

is found when S/CF""(1%) is evaluating the confirmation queries right after the i-th CF-query C.
Clearly,
Pr [CFHit] = Z Pr [CFHit;],
ic[q]
where g is an upper bound of the running time of A.

Fix i € [q]. Let (w}, w2) denote the oracle answer of CF/(C) and Q; is the set of f -queries issued
by A before the i-th CF-query; and let Query/ (C, wé) denote the set of f-queries made for evaluating
Cf(w’). Previous technique fail to exclude the possibility that the final 3-collision consists of one
f-query from Q;, one from Query’ (C, w}), and one from Query/ (C, w?).

We decompose the event CFHit; as

CFHit; € | J FindSib;; U | ] FreshColl;, 1)
Jjel2] Jjel2]
where the events FindSib; j, FreshColl; ; are defined as follows.

¢ FindSib; ;: Query/ (C, wé) NSib(f,Q;) # 0, where Sib(f, Q;) = U.¢q, f1(f(2)) \ Q; denotes the
f-siblings of Q;. That is, confirmation queries of C collide with previous queries.

¢ FreshColl;; : Ix,x" € Query/ (C, wé) \ Q; s.t.(x,x”) is a 2-collision for f. That is, there is a 2-
collision for f in the new f-queries induced by evaluating C/ (w.).

The inclusion in eq. (1) holds because, if CFHit; happens but | ;¢[,] FindSib; ; does not happen, then
the 3-collision found by A must come from

U Queryf(C, wé) \ Q;.

Jjel2]



By the pigeonhole principle, there exists some j € [2] such that Query,(C, wé) \ QO; contains a 2-
collision for f, meaning that (J;c[,; FreshColl; ; happens.
It suffices to bound Pr [FindSib,-,j], Pr [FreshCoIIi)j] forallie€ [q],j € [2].

Random oracle games with adaptive leakage. For now, let us fix all other randomness (including
that of CF) and only consider the random choice of f. When A issues the i-th CF-query C, it
has gathered information on the random function f from two sources: (i) direct queries to f, i.e.,
(Q1,Y = f(Qy)), and (ii) oracle answers return by CF/, which can be viewed as global leakage on f.
That is, we are in a setting where the adversary has both leakage and query access to the random
function, which we call random oracle games with adaptive leakage. We then analyze random oracle
games with adaptive leakage using two techniques: density-restoring partition and smoothening.

Density-restoring partition. Using density-restoring partition, the distribution of f conditioned
on the view of A (until the i-th CF-query C is issued) can be decomposed as a convex combination
of flat distributions Dy, ..., D,:

flview of & = Zpgi)g where ch, =10<p, <1 (2)
o=1 o

Here, each D, is a more structured flat distribution with the following properties.

e There exists a set I, € {0,1}*\ Q; and Y’ € ({0,1}})% such that Vf € supp(Dy), f(I;) =Y’
(and f(Q;) = Y). Moreover, D, is n-dense on the remaining coordinates, where n € (0,1) is
parameter; that is, for all J C {0, 13\ (Q; U L), the projection of D, on coordinates in J has
min-entropy at least n|J|A. See fig. 1 for an illustration.

* The expected size of I,, namely, }; ps|I5|, is O(%), where B is the amount of leakage. In our

case, B is the total output length of CF/.

This technique is used in proving communication complexity lower bounds [GPW17, CFK*19,
Y724, HMW*25, MYZ24], as well as in studies of the random oracle model with auxiliary input
[CDGS18, DEMT20].

Let us analyze Pr [FreshColl; ;| as an example. Instead of choosing f at random in the beginning,
it is equivalent to proceed as follows: We first sample the view of A (until the i-th CF query C is
issued); then, using eq. (2), conditioned on the view of A, we first pick o < [r] with probability
po and then sample f « D,. Intuitively, if Query/ (C, w,.) is contained in the ‘dense part’ of D, it
is unlikely to contain a 2-collision. In other words, if

(| query/(cwh)\ Q) NI, =0, 3)
Jjel2]

then FreshColl; ; happens with tiny probability over the choice of f < D,.

Smoothening. It remains to show that the event in eq. (3) happens with overwhelming probabil-

ity. To this end, we modify A as follows: When issuing a CF-query C, before querying CF, it first
samples w, ..., wg and evaluates cf(wy),...,cf (wp). This procedure is called smoothening, which
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Figure 1: Shaded coordinates have fixed values. The distribution of f conditioned on the view of A
assigns fixed values to coordinates in Q;, since A queried Q; and its view contains Y = f(Q;). It can
be decomposed as flview of # = Xipe1 PoDs, Where each distribution D, additionally fixes values on
coordinates in I, and is dense on other coordinates {0,1}* \ (Q; U I,).

is used in the proofs of several separation results [AS16, BD19, DM24]. Call x € {0, 1} a y-heavy
query if Pr,, [x € Query/ (C,w)| > y where y is parameter. For all y-heavy query x, it holds that

Pr [x¢Qi]<(1-yf <277

That is, after smoothening, all y-heavy queries will end up in Q; with overwhelming probability
(over the choice of wy, ..., wg). Note that I, C {0, 1}\ Q;, thus all x € I, are not heavy. Finally, since

the marginal distribution of wé is uniform, we conclude that for j € [2],

(Query(C, wé) \Q) NI, #0

happens with a tiny probability (with proper setting of parameters). This implies that the event in
eq. (3) happens with overwhelming probability.

1.3 Discussion and Related Work

The case where K = w(1). If K is a superconstant, the event inclusion in eq. (1) no longer holds:
When A F s trying to find a K(A)-collision for f, it could issue a CF-query C with input length
m > A, and CFf(C) will return a K(m)-collision for ¢/ where K(m) > K(A). In this case, it is
possible that CFHit; happens but none of {FindSib,-,j, FreshCoII,-,j}jE (K(m)] happens. Moreover, when
K = (1), it seems hard to generalize Simon’s oracle to return a K-collision with non-negligible
probability while retaining the property that the marginal distribution of each component of the K-
collision returned is uniform—this is a crucial property that allows us to use smoothening. We note



that the weaker black-box separation in [JLRX24], which rules out black-box many-one reductions,
applies to K = w(1). It remains an open question whether there is still a black-box separation when
K =w(1).

Constructions of MCRH under generic assumptions. Another aspect is to explore under which
assumptions MCRHs can be constructed. Along this line, Berman, Degwekar, and Rothblum
[BDRV18] showed that for large K’'s (K = Q(n*) where n is the input length), K-MCRH can be
based on the average-case hardness of a problem in NISZK; the problem is similar to entropy ap-
proximation, the complete problem for the class NISZK, but their exact relation is unclear.

2 Preliminary

Notations. [N] def {1,2,...,N}. We use « to denote sampling from a distribution, choosing

an element from a set uniformly at random, or collecting the output of a randomized algorithm.
Particularly, for a set X, we may use X to denote the random variable uniformly distributed over
the set X.

For a function v : N — [0, 1], we write v = negl(A) if for every c € N, v(1) < 1/(cA°) for sufficiently
large 1. Perm(U) denotes the set of all permutations over set U. We often equate the set {0, 1}* with
[2%].

Partial functions. We view a partial function as a map of the form

f:{0,1}" — {0,1}" U {1},

where the symbol L indicates that the value of f is undefined on a given input. Equivalently, a
partial function can be represented as a set of pairs (x, y) with distinct first components, meaning
that the function value at input x is y. Define

supp(f) € {x: Ty (xy) € F1.

The update of f with an assignment (x, y) is expressed as

f=fulkeyl,

which extends f by setting f(x) := y (provided that f(x) = L before the update). For two partial
functions f, f’, we write f C f” to denote that f is consistent with f”, i.e., supp(f) € supp(f’) and

f(x) = f'(x) for all x € supp(f).

2.1 Multi-Collision-Resistant Hash Function (MCRH)

Definition 5 (Collisions and siblings). Let f : X — Y be a function. For integer K > 2, define the
set of K-collisions for f as

Collk(f) def {(xl, ..xk) € XX xy, ..., xg are distinct and flx)=---= f(xK)}.

For a set Q C X, define the set of siblings as

def

sib(£,0) = () £\ Q.

xe€Q

8



Definition 6 (K-MCRH). Let 4, : N — N be a length function and K = K(n) > 2 be an inte-
ger parameter. A keyed function with input length ¢, is a collection H = {H,},.y Where H, =

{hhk - {0, 1} (™ — {o, 1}”}th7( is a family of functions with key space %,,. We use the shorthand

h <« H, to denote sampling hk « K, and set h := hpx. H is said to be a K-multi-collision resistant
hash function if it enjoys the following properties.

¢ Shrinkage. fn(n) > n+ [log(K(n) - 1)] + 1.

¢ K-collision resistance. For every PPT adversary A, there exists a negligible function v such
that

, P;{ [(x1,...,xK) € Collg(h)] < v(n).
(31K ) A ()
Definition 7 (Fully black-box construction of K-MCRH from (K + 1)-MCRH). Let m = m(n) and
¢ = £(A) be length functions. A (g, ¢)-fully black-box construction of K-MCRH with input length m
from (K + 1)-MCRH is an oracle-aided keyed function H = (H,),en and a oracle-aided reduction
R with the following properties.

* Syntax. For every n € N, H,, is a family of oracle-aided circuits ? 1) with input length m(n)

and output length n.

¢ Black-box reduction. For any oracle f = { fi Ao, 1A S o, 1}/1}1 N and any oracle-aided
€

(probabilistic) algorithm ¥, if ¥ breaks the K-collision-resistance of H, i.e.,

1
Pr [(wl, ..., WK) € CollK(hf)] > — for infinitely many n € N,
he~FHp, (..., wi) S () n

then the reduction R>¥ breaks the (K + 1)-collision-resistance of f, namely,

CollAdVJ;f;'; ) def Pr [(x1,. .., xK41) € Collgi(f)] = ()

(eaicen) —RIY (1)
for infinitely many A € N.

* Reduction efficiency. For all oracle f and A € N, R"¥ makes at most g(1) queries to f and

¥. For every ¥-query h made by RF¥(1%), the size of the oracle circuit (") is most q(1); in
particular, the input length of h is at most (1) and h/ makes at most g(1) queries to f on any
input.

2.2 Density-Restoring Partition

Min-entropy and dense distribution. For a random variable X, we use supp(X) to denote the
support of X.

2We equate the hash key and the circuit computing the function.



Definition 8 (Min-entropy and deficiency). The min-entropy of a random variable X is defined by

Ho(X):= min | !
R xESILl;lpal;tX) o8 Pr(X=x])

Suppose that X is supported on [n]/. We define the deficiency of X as
D(X) :=|J|logn — Heo(X).

ForIC J,x € [n),let x(I) € (x(i))ies € [n]! be the projection of x on coordinates in 1.

Definition 9 (Dense distribution). Let y € (0,1). A random variable X supported on [n]” is said to
be n-dense if for all nonempty I C J, Hoo (X (I)) > n|I|logn.

Definition 10. For a subset X C [N]M, we say X is fixed on I c [M] if there exists an € [N]' such
that Vx € X, x(I) = B.

The following lemma is the crux of the structure-vs-pseudorandomness method in [GPW17]
used for proving communication lower bounds. It essentially says that a flat random variable could
be decomposed into a convex combination of flat random variables with disjoint support and dense
properties.

Lemma 11 (Density-restoring partition). Let n € (0,1). Let X bea subset of [N and ] € [M]. Suppose
that X is fixed on J. Then, there exists a partition X = X' UX? U --- U X" and every X' is associated with a
set I; C J and a value a; € [N]% that satisfy the following properties.

1. Vx € X4, x(I) = a;;
2. X'(J\ I;) is n-dense;
3. D (X'(J\ 1)) <D(X(J)) - (1= )Ll - log N +&;, where 8; “ log(X]/| Ui X7|).
Remark 12. Jumping ahead, in our use cases, X is a set of functions from {0, 1}* to {0, 1}; that is,

we equate the set [24] with {0, 1}* and apply the above lemma with N = 24, M = 2, and J C [2].

2.3 Randomized Compression Scheme

Let X be a finite set. A randomized compression scheme for X consists of two functions, namely,
an encoding algorithm Enc : R x X — Y U {1}, and decoding algorithm Dec : Y — X, where R
is the randomness space. It is required that for all » € R,x € X such that Enc(r,x) # L, we have
Dec(r, Enc(r,x)) = x.

Lemma 13. For all randomized compression schemes for X, it holds that
Y| 2 81X,

where § := Prrgxx [Enc(r,x) # L].

10



Proof. For r € R, define

Or def PrX [Enc(r,x) # 1].

Since § = E,_g [8,], there exists some r* such that 6, > 6. Let
X (x e X :Enc(rx) # 1).

Note that Dec(r*, Enc(r*,x)) = x for all x € X*, meaning that x — Enc(r*, x) is an injection from X*
to V. Consequently,
Y| > |X*| = 6,+|X]| = 5| X]|.

2.4 Technical Tools

Lemma 14 (Borel-Cantelli Lemma). Let E;, Es, ... be a sequence of events on the same probability space.
Then, if the sum of probabilities of events E, converges, then the probability that infinitely many of the events

occur is 0:
ﬂ EA] =0.
k=1 A=k

ZPr[EA] <00 = Pr
=1

3 Separating (K + 1)-MCRH from K-MCRH
This section presents the main result: For every constant K > 2, there is no black-box construction
of K-MCRH from (K + 1)-MCRH. We start by stating the main result formally:

Theorem 15. Let K > 2 be an integer constant, and let m = m(n), £ = £(A) be length functions such that
m(n) > n+[logK]+1and ¢(A) > A+ [log(K +1)] + 1. Let (H,R) be a (q, ¢)-fully black-box construction
of K-MCRH with input length m from (K + 1)-MCRH with input length ¢. Then, either

o (large reduction time) q(1) = 2°°'* for infinitely many A, or
o (large security loss) there exists a constant c such that (1) < c - 27 for infinitely many A.

We prove the theorem by presenting two oracles f and ¥ such that (1) ¥/ breaks any K-MCRH
construction H that uses f as oracle, and (2) f is a (K + 1)-MCRH relative to ¥.

Notations. We start with fixing notations used throughout our proof.

¢ Fix length functions ¢ = ¢(1), m = m(n) and a constant K.

* 7 = {Fi},en, Where 7, is the set of functions mapping #(4)-bit inputs to A-bit outputs. We
use f « F to indicate that f = (f)),en is obtained by sampling f; « ¥, for each A.

* € ={C,},cn, Where €, is the set of all oracle-aided circuits mapping m(n)-bit inputs to n-bit
outputs.

e ForCe G, fe¥F,let Query/ (C, w) be the set of f-queries when evaluating ¢/ on input w,
and write

Query/’:(C, w) def {x € Query/ (C,w) : xisa query to f,1}
for A € N.

11



3.1 Simon’s Oracle

Next, we describe a generalization of Simon’s oracle, which takes as input an oracle-aided circuit
C and returns a K-collision for the function ¢/ with constant probability.

Generalized Simon’s collision-finding oracle CF/

¢ Internal randomness: For every n € N and circuit C € €,, choose wé — {0,1}’"("),

K
Jl'é, 77.'3 TT (n)

oo s T < Perm({0,1}™) uniformly at random.

¢ Input: oracle-aided circuit C € €, for some n € N.
¢ Operations:
1. For j=2,3,...,K,
(a) find the smallest index i; € [27(M)] such that Cf(ﬂé(ij)) = Cf(wé);
(b) set wl. := z(ij).

1 K
2. Return (wc,...,wc .

Lemma 16 (CF breaks K-CRH). Let f be any fixed oracle and c) :{0,1}™ — {0,1}" be any candidate
construction of K-CRH. If m > n + [log K| + 1. Then,

1
Pr (wh, ..., wh) e Collg(cH] > ——.
(e W) —CF/ (C) [(ve ¢ | 2KK-1
Proof. Omit f from notations as it is fixed. The choice of wl, - - -, wX guarantees that they evaluate

to the same value under C/, and thus they form a K-collision as long as they are distinct. Write
ay = |C~!(y)| for y € Im(C) and A def {y € Im(C) :ay > K}. Then,

Pr wk, -+, wk are distinct
(Wé,...,wg)&CF(C)[ < < ]
> Pr  [C(w) =] Pr wl, -, wk are distinct
SR —
a ay(ay,—1)---(a, —K+1
Sy o tley D ey T KHD 4)
om aK
yeA y

Observe that for y € A,

K - K-1

ay(ay—1)---(ay —K+1) s (ay — K+ 1)1 :(1_K_1)K‘1> 1
a K

a

y Y

where the second inequality holds since a, > K. Meanwhile,

Z;—Zﬂ— > ;—3121—2”-5,"2

yeA yeIn(C)\A

DN
N | =
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where the last inequality follows from m > n + [log KT + 1. Plugging the above two equations into
eq. (4), we conclude that
K

Pr [wg, -+, wS are distinct] >

(WhnswE) —CF(C) 2KK-1°

O

We also define a variant of Simon’s oracle as shown in fig. 2, which is used in later proofs. It
uses a partial function f” as oracle, and whenever it encounters an undefined input of f” during
execution, it outputs L.

Simon’s oracle CF' with a partial function f’

¢ Internal randomness: For every n € N and circuit C € €,, choose wé — {0,1}’”("),

né, m ..., s Perm({0, 1}™) uniformly at random.

¢ Input: oracle-aided circuit C € €,,.
¢ Operations:

1. If EvalC/'(C,w)) = L, return L.
2. Forj=2,3...,K,
(a) find the smallest index i; € [2m(W] such that EvalC/'(C, ﬂé(ij)) = EvalCf’(c, wé);
if no such index exists, return L.
(b) set w). := m/.(i)).

3. Return (wg,..., wX).

Subroutine EvalC/' (C, w):

- Evaluate C**) on input w by answering the oracle gates with f”. If some oracle gate queries
an undefined point, return L; otherwise, return the evaluation result.

Figure 2: Simon’s oracle with a partial function f”

A few observations about CF and CF are in order.

Observation 17. CF and CF have the same randomness space, denoted Coin*. Given oracle f and

r € Coin*, we write CF/* and 6?“ to denote the CF-oracles with fixed randomness r.

Lemma 18. Fix f € ¥,r € Coin*,C € € and let (w}, ..., wS) = CF/X(C). Let f’ be a partial function. If
f’ C f and Queryf (C, WJC) C supp(f’) for all j € [K], then o= (o) = (W Wh).

Proof. Since f’ C f and Query/ (C, wé) C supp(f’), we have EvalC'' (C, wé) = Cf(wé) forall j € [K].

13



Fix j € [K]. By the choice of wé in CF/*(C), we know that wé = ﬂé(i i), where i; be the smallest
index such that ¢/ (w}.) = Cf(né(ij)). For i’ < ij, it must be that EvalC/' (C, né(i’)) # EvalCf'(C, wh),
because otherwise we will have

¢ (z(")) = EvalCl' (C, x(1")) = EvalC' (C,wg) = CF (wy),

contradicting the minimality of i;. Therefore, ﬁf’r(c) will also choose wé as the j-th component
of its output. o

3.2 Proof of Main Result

Our goal is to show that CF/ does not help to find a (K + 1)-collision for some f. We shall prove
this for a random f < # and then use a standard argument to show the existence of a fixed f with
the desired property.

Definition 19 ((q,q’, ¢"")-bounded adversary). We say an oracle-aided adversary A is (q,q’,q")-
bounded if for any fixed oracle f, Af ’CFf(ll) issues at most q(1) queries to f, g’(A) queries to CF,
and each CF-query C has size at most ¢"(1).

Theorem 20. For all (g, q, q)-bounded adversary A with q(1) = 0(2°"%),
K+l _ —0.011
ngc[CollAdv; o (/1)] = 0(27001%),

Now we prove the main result (theorem 15) using theorem 20. The proof of theorem 20 is given
in the rest of the paper.

Proof of theorem 15. Fix a (g, ¢)-fully black-box construction (H,R). If g(1) > 2% for infinitely

many A, we are done. Suppose that q(1) < 2% for sufficiently large A. Since R is a (g, ¢, ¢)-bounded
adversary, by theorem 20, we have there exists a function §(1) = 0(27%%"*) such that

E [cOnAdvf;f::f (/1)] <5

for sufficiently large A. Let ¢'(1) e 2.5 (1), and let E; denote the event that
cOnAdvf;fC*:f A) > £ (A).

By Markov inequality, Pry [E;] < /1—12 for sufficiently large 1. Since 337 /1—12 < oo,wehave 3.7 Pry [E;]
co. Then by Borel-Cantelli lemma (lemma 14), we have

,.C

I]’rr [CollAdv';]If+:f (1) > €'(A) for infinitely many /1] =0.

1

Therefore, there exists a some f € ¥ such that CollAdv;;’f:Ff (1) < €(A) for sufficiently large A. Fix

such an f in the following argument.
By lemma 16, CF/ breaks the K-collision resistance of H with probability szicr, which is a
constant as K is a constant. By the property of black-box reduction,

cOnAdvf;f::f (A) > e(A)

for infinitely many A, and thus ¢(1) < &'(1) for infinitely many A. Note that ¢'(1) = 0(2°°%),
meaning that there exists a constant ¢ such that ¢/ (1) < c - 2%9'* for sufficiently large A, and hence
(1) < c- 209 for infinitely many A. O
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3.3 Normalizations

We proceed to prove theorem 20. For a start, we introduce the notion of normalized versions of an
adversary. Intuitively, the normalized adversary issues some fixed f-queries in the very beginning
and then simulates A. In the simulation of CF-queries of A, we incorporate a technique called
smoothening, which is used in several separation results [AS16, BD19, DM24].

Definition 21 ((f, f’)-normalized adversary). Let A be an oracle-aided adversary that, on input 14,
aims to find a (K+1)-collision for f; with oracle access to (f, CF/). For §, f’ € N, we construct another
oracle-aided adversary S, called the (B, f’)-normalized version of A: S(1) simulates A(1*) with
the following modifications.

¢ In the beginning, S first make ' f-queries {3, ..., {p, which are the lexicographically first g’
strings in {0, 1}[(’1).

* Rush winning rule. After each f-query, S immediately checks whether a (K + 1)-collision for

fi is found; if found, it immediately returns the (K + 1)-collision and halts.

* No repeating queries. If A makes a repeating query, S answer with the previously-known
answer and does not make that query.

* When A issues a CF-query C : {0, 1™ (0,13, S proceeds as follows:

1. Choose wy, ..., wg « {0, 1pmm uniformly at random and evaluates Ccf (wy), .. .,Cf(w/;);
we refer to wy, ..., wg as smoothening points.

2. Invoke CF/(C) and receive oracle answer (wé, ceo wg ).

3. Evaluate C/ (w}), ..., C/ (wX). We call f-queries involved in these evaluations confirma-

tion queries.

4. Forwards the answer (w},, ..., wX) to A.
e If A outputs (x1,...,xk4+1) and halts, then S evaluate f(x1),..., f(xg+1)-

It is straightforward to see that S outputs a (K + 1)-collision for f whenever A does; thus we
have

Observation 22. For all fixed oracle f, randomness r € Coin*, and , ' € N,
Colladv**! (2) > colladv**! (1),
Sf.CFJ» AS.CFS:
where S is the (f, f')-normalized version of A.

In terms of efficiency, S only makes more f-queries than A:

Observation 23. If Ais (q,q’, q"’)-bounded, thenits (S, f’)-normalized versionis (g, ¢’, ¢’ )-bounded
whereqg=pf"+q+q - (fq” +Kq")+K + 1.
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3.4 Proof of Theorem 20
Theorem (Theorem 20 restated). For all (g, q, q)-bounded adversary A with q(A) = 0(2%°14),

K41 _ Z0.011
E [CollAdv; o (/1)] = 0(27001%),

feF

Proof. Fix A € N and the oracle f_) = {fy'}; ., we only consider the random choice of f;. Let
B =220 g =202 and let S be the (B, /)-normalized version of A. By observation 23, S is
(¢ ¢, q)-bounded where g = ' +q+¢* - (B+K) + K+ 1 = 0(2°%). We use Coing to denote the
randomness space for S.

The probability space is Q C01n X Coing X F,. Given (r,coin, fi) € Q, the execution of
S (12 coin) is completely determined. Let CollFound denote the event that a (K + 1)-collision
is output by S/ CFI* (14, coin). By observation 22 we have

E [CollAdvf b ()L)]

freFyr—Coin*

[CollAdvf K“fr(A)] -  Pr [CollFound].
f—Fa, r<—C01n f.CF. (r,coin,f})«—Q

Let CFHit be the event that a (K+1)-collision is found when S is evaluating the confirmation queries.
Then we have

Pr [CollFound] < Pr [CollFound A =CFHit] + Pr [CFHit] .
(r,coin,f})«Q (r,coin,fy ) «Q (r,coin,f} ) «Q

Therefore, the theorem follows from the following two lemmas.
Lemma 24. Pr(;coinf;)—q [CFHit] = 0270014,
Lemma 25. Pr(;coin,f;)—0 [CollFound A ~CFHit] = 02704,
m|

It remains to prove the above two lemmas. The proof of lemma 24 is deferred to the next section,
as new techniques are required. Next, we prove lemma 25 by a compression argument.

Proof of lemma 25. Fix r € Coin*, coin € Coing, and define
S

GoodF(r, coin) € {f; € F3 : (1, coin, f2) € CollFound \ CFHit} .

Let S be the deterministic adversary obtained by fixing the random coin of S to be coin. We shall
prove that |GoodF(r, coin)| is small for every fixed (r,coin). To this end, we devise a randomized
encoding scheme for the set GoodF(r, coin). The randomness used by the encoding scheme is a
random permutation ¢ : [2¢] — {0,1}’. The encoding will be successful if the permutation is good
in the following sense:

Definition 26 (Good permutation). Let V = {{ Loy ( ﬁ,} be the set of the lexicographically first 5’
strings in {0, 1}[(’1). We say ¢ : [2/] — {0, 1}isa good permutation w.r.t. (r, coin, f) if the following
two conditions hold:

1. Let U = {uy, - -y} is the set of all confirmation queries of S/ CF(1%). The last element

among V U U, in the order given by ¢, is from V. Formally, argmax, .y ; $~'(z) € V.
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Enc(4. f2)
e Input: A permutation ¢ : [2] — {0,1}’ and f; € GoodF(r, coin).
e Output: (i*,d,L) € [q] % [q] x {0,1}* D% or L.
¢ Operations:

1. Return L if ¢ is not a good permutation w.r.t. (r, coin, f).
2. Letz,...,zq (d < q) be the fi-queries issued by S/CF/" (14).

3. Let i* € [d] be the smallest index such that fi(z;s) = fi(zq). // Since a
(K+1)-collision is found and S abides by the rush winning rule, zy is
a component of the (K +1)-collision.

4. Initialize L to be an empty list.
5. For j from 1 to 2, if ¢(j) # z4, append f3(¢(j)) to L.
6. Return (i*,d,L).

Figure 3: The encoding procedure.

2. zgranks lastamong zy, .. ., zg in the order given by ¢, where zy, . . ., z; (d < q) are the fy-queries
issued by SFCFIT (14, Formally, zg = argmax_., ., ¢~ (2).

The encoding procedure and decoding procedure are described in fig. 3 and fig. 4, respectively.
We have two claims regarding the compression scheme, showing that (Enc, Dec) is a random-
ized compression scheme for the set GoodF(r, coin) with correctness § = Q(27%24):

Claim 27. For all f; € GoodF(r, coin),

I;r [¢ is a good permutation w.r.t. (r,coin, f)] > Q(27"%).

Claim 28. Let f3 € GoodF(r, coin). If ¢ is a good permutation w.r.t. (r, coin, f;), then
IL| = 2D — 1 and Dec(¢, (i*,d, L)) = fi,

where (i*,d, L) := Enc(¢, f3).

We continue the proof of lemma 25 and prove the two claims later. Note that the size of the
encoding space is §% - 2 -V, By lemma 13, it holds that

7 - 2@ DA > 5. 1GoodF(r, coin)],

meaning that
|GoodF(r, coin)| < - 22 ~DA. 0(2024) = 224 . (2704, (5)
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Dec(4, f2)

e Input: A permutation ¢ : [2] — {01} and (i*,d,L) € [q] x [q] x {0,1}* D4,
¢ Output: f; € 7.
¢ Operations:

1. Initialize a partial function Z : {0, 1M 5 (0,1} U {1} undefined everywhere, and

set j:=1,x":= L.

2. Forifrom1tod-1:
(a) (flag,x) := GetQuery(Z,i);
(b) if flag = FAIL, return L;
(c) ifi=1i"setx’ :=x;
(d) if flag = UNFILLED, then

- while j < ¢7'(x) :set Z == ZU{(¢(j), L)}, j=j+1;

(flag, x) := GetQuery(Z, d).
If flag = FAIL, return L.
While j < ¢ 1(x) :set Z .= ZU {(¢(j),L(j))}, j=j+1.
Z(x):=Z(x'). // Filling the d-th query.
While j <2/ -1:setZ:=ZU {(¢(j+1),L(j))},j:=j+1.
Return Z. // Z is all filled and thus is total.

® NS Aol Ww

Subprodecure GetQuery(Z, i)
1. Simulate S until it issues the i-th f-query while answering its oracle queries as follows:

(a) Directly answer f_,-queries with f_;.
(b) For the v-th fj-query x where v < i:
e if Z(x) = L; return (FaIL, 1); otherwise, set the oracle answer to be Z(x).
(c) For the i-th fy-query x:
e if Z(x) = L, return (UNFILLED, x); otherwise, return (FILLED, x).
(d) For a CF-query C: {0,1}" — {0,1}":
o letf :=f,UZ.

o if a:f "(C) # L, set the oracle answer to be a:f *(C); otherwise, return (FAIL, ).

2. Return (FAIL, 1). //The simulation is completed with fewer than i queries.

Figure 4: The decoding procedure.
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Since eq. (5) holds for all r and coin, we get

Pr [CollFound A =CFHit] = E Pr_[fi € GoodF(r, coin)]

(r,coin,fy ) —Q r,coin | fL—F,

= E_ [|GoodF(r, coin)|/|Fal]

r,coin

< 0(27%,
where we recall that |F,| = 22"4_ This finishes the proof. O
We conclude this section with the proofs of claim 27 and claim 28.

Proof of claim 27. 1f d < B, i.e., a (K + 1)-collision is found in V = {{,...,{p}, then first item is
vacuous and the thus ¢ is good with probability 1/d > 1/’ > 2724,

Now assume d > ', which means z; ¢ V. Let U = {ul, .. .,u|U|} be the set of all confirmation
queries where |U| < K¢?. Since (r, coin, f;) ¢ CFHit, we have z; ¢ U. Consider the order of VUUU{z,;}
in ¢. Again, the second item holds with probability 1/d > 1/g. Conditioned on the event that z4
ranks last, the ordering of V U U is still uniformly random. Consequently, the first item happens
with probability

\4 U] K¢’

=1- >1-— >1-0(27"%).
V] +|U]| V] +|U] p

Therefore, the probability that both items hold is at least

S(1-0(27%) = (270,

Q| =

O

Proof of claim 28. 1f ¢ is a good permutation w.r.t. (r,coin, f), then Enc(¢, f3) will not output L in
step 1, and hence will add f3(¢(j)) to L for all j except for j = ¢~'(z4), meaning that L contains
(2f - 1) strings, each of length A.

Letzy,...,zqbe f-queries and U be the set of confirmation queries in the execution of S/ CEPE (14,
We prove by induction the following loop invariants for the FOR loop in step 2 of Dec(¢, f;): At the
end of the i-th iteration,

(L1) j = maxee[i) ¢~ (20) + 1;
(L2) forall j* < j, Z(¢(j") = fu(¢(j)); for all j* = j, Z(j) = L.

For the basis step, the above invariants hold trivially for i = 0 with j = 1 as in initialization. Now,
suppose that loop invariants hold for i = k. Let j; be the value of j at the end of the i-th iteration.
The induction hypothesis says that, at the beginning of the (k + 1)-th iteration, we have

(IH1) jk = maxee(x) ¢~ (20) + 1;
(IH2) forall j < ji, Z(¢(j")) = fa(¢(J")); for all j > ji, Z(¢(j)) = L.
We shall show that L1 and L2 hold for i = k + 1. We start by showing that
(¢) GetQuery(Z, k+1) successfully reaches step 1(c) with x = zj4, soitreturns either (UNFILLED, zj1)

or (FILLED, zj41).
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It can be split into two cases.

* 1 <k <min(f’,d - 1). The first k fy-queries are 3, ..., {x, and there is no CF-queries until the
(k +1)-th fi-query zi41 = (k41 is issued. IH1 and IH2 imply that Z(z;) = fi(z;) forall t € [k];
hence, GetQuery(Z, k + 1) will not fail at step 1(b) and will successfully reach step 1(c) with
X = Zft1-

e p/ <k <d-1 IH1 implies that j > ¢~'(z;) = ¢~ ({;) for all t € [p’]. Since ¢ is good, this
implies that j > ¢~'(u) for all u € U. Then by IH2, we have Z(u) = fi(u) forallu € U,
which, according to lemma 18, implies a:f ’r(C) = CF/*(C) for all CF-query C issued by S.
Consequently, GetQuery(Z, k + 1) will not fail at step 1(b) or 1(d), and will successfully reach
step 1(c) with x = z44

Next, given (¢), we show the invariants continue to hold for i = k + 1.

¢ Case 1: GetQuery(Z, k + 1) = (FILLED, 2¢41). The while loop in step 2(d) will not be executed,
and thus ji4; = jx. Meanwhile, IH2 implies that ¢! (zx41) < jk since Z(zx41) # L.

* Case 2: GetQuery(Z,k + 1) = (UNFILLED, zx4+1). The while loop in step 2(d) will be executed
and thus jx+1 = ¢ (zx41) + 1. [H2 implies that ji < ¢! (zx41) since Z(zx4+1) = L, meaning that
maxyek+1] § ' (20) = ¢~ (zk+1). Moreover, for the values filled in step 2(d), since ¢! (zx41) <
7' (z4) (because ¢ is good), we have L(¢(j)) = fa(¢(j)) for jx < j' < ji+1. After step 2(d), we
have ji,1 = ¢_1(Zk+1) + 1

After the FOR loop, we have L1 and L2 hold for i = d — 1. Since z4 ranks last among z;, . .., z4, L1

implies that (i) j < z4. Moreover, (¢) implies x” = z;+, and thus (ii) fi1(z4) = fi(zi+) = Z(x’). And by
the same argument above, we have (iii) GetQuery(Z,d) = (UNFILLED, z4) at step 3. With (i)(ii)(iii),
comparing steps 5-7 with the encoding algorithm, we conclude that Z = f; when returned. o

4 No (K + 1)-Collision in Confirmation Queries

In this section, we prove lemma 24, restated below:

Lemma (Lemma 24 restated with context). Let ¢ = O(2%"4),f = 1 - 20 p" = 2024 Let A be a
(g, q. 9)-bound adversary and let S be the (f, p’)-normalized version of A, which is (q, q, q)-bounded for
q = 0(2"%"). Then, for all A and fixed f_,, we have

Pr [CFHit] = 0(27%%),

reCoin*,coin—Coing,f) <%,

where CFHit denotes the event that a (K + 1)-collision is found when S F"* (1%, coin) is evaluating the
confirmation queries.

Fix i € [q] and consider S’s i-th CF-query C. Let CFHit; denote the event that a (K + 1)-collision
is found when S/*CF"(12) is evaluating the confirmation queries right after the i-th CF-query C.
Clearly,

Pr [CFHit] = Z Pr [CFHit;] .
ie[q]

For j € [K], define the following two classes of events, where (w(., ... wg ) := CF/*(C) and Q; is the
set of fi-queries issued by S before the i-th CF-query.
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e FindSib;;: Query) (C,w)) N Sib(f, Qi) # 0;

® FreshColl;; : 3x,x" € Queryﬁ(C, wé) \ Qi s.t.(x,x") € Colly(f;). Thatis, there is a 2-collision for
fi in the new queries induced by evaluating Cf (wé).

We claim that
CFHit; € | J FindSib;; U ] FreshColl; ;. 6)
jelK] jelK]

This is because, if CFHit; happens but ;¢ FindSib; ; does not happen, then the (K + 1)-collision
found by § must come from

| queryj(c.wi)\ Q.

JelK]

By the pigeonhole principle, there exists some j € [K] such that Query,(C, wé) \ Q; contains a
2-collision for f;, meaning that (J;¢[x} FreshColl; ; happens.

Therefore, it suffices to derive an upper bound for the probability of the events FindSib; ;,
FreshColl; ; for all i, j. Our proof proceeds in three steps:

1. Section 4.1 introduces two random oracle games with adaptive leakage such that the probability
of these events is bounded from above by the advantage of an adversary in the two games.
By adaptive leakage, we mean the adversary can get global information about the random
oracle besides query access.

2. Next, section 4.2 shows that random oracle games with adaptive leakage can be simulated in
an alternative way that reveals more structural information.

3. Finally, section 4.3 proves that in both games, adversary’s advantage can be bounded in terms
of the number of queries and the amount of leakage.

4.1 Random Oracle Games with Adaptive Leakage

When A and f_; are fixed, in the (K + 1)-collision-finding experiment for f, the adversary learns
information about f; either by direct queries to f; or by calling CF/. The answers returned by CF
can be viewed as a global leakage on the function f;. Therefore, access to the random function in
the experiment can be simulated using the following two interfaces.

e Eval2(x): On input x € {0, 1} return the value f(x).
e Leak*(L): On input a leakage function L : ¥, — {0, 1}*, output L(f}).

We also define an additional interface Finalize”, which simply outputs the entire function f;. We as-
sume that Finalize is invoked at the end of the interaction, that s, after all queries to (Eva 12, Leak/?).
Let Qfinal be the set of all queries made to Eval’” at the moment when Finalize/* is invoked.

Using these interfaces, we next define two random oracle games; in lemma 32 and lemma 33

we shall show that the two games capture the events FindSib; ; and FreshColl; ;.
Definition 29 (Sibling-finding game). For an adversary 8, we define an experiment, denoted Expt’;;“d's‘ib (1),
as follows:
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1. fi « 7 is chosen uniformly at random and 8 is given access to Eval* and Leak/*.

2. At some point, 8 submits a challenge circuit c) :{0,1}™ — {0,1}", which is an oracle-aided
circuit.

3. Sample wy, ..., wp < {0,1}" and evaluate C) on inputs wy,..., wg using Eval/* to answer the
oracle gates.

4. Decide winning condition: f; « Finalize/* and sample w* « {0,1}™. The experiment out-
puts 1 if and only if

Query (C,w") N Sib(f, Qfinal) # 0. (7)

Definition 30 (Fresh-collision-finding game). For an adversary 8, we define an experiment Exptfzges"'COII 1)
to be identical to Expt‘;“d'Sib(/l) except that the winning condition in eq. (7) is replaced with

3x, x’ € Query] (C,w) \ Qfinal S:t. (x,x') € Colly(fi). (8)

Definition 31. We say an adversary 8 is (B, q,q’)-admissible if (1) it makes at most q queries to
Eval/?; (2) the sum of output length of its queries to Leak* never exceeds B; (3) its challenge circuit
has at most q” oracle gates.

Lemma 32 (Reduction to oracle game ). Foralli € [q], j € [K], thereexists a (¢*(K—-1), g, q)-admissible
adversary B such that Pr [FindSib,-’j] <Pr [Expt%”d's’b(/l) = 1].

Proof. Fix i € [q],j € [K]. Consider the adversary BEvalt Leak/2

Coin* x Coing and operates by simulating AS ’CFf’r(l’l) the same way as Sf ’CFf’r(ll; coin) does, un-
til A issues the i-th new CF-query (excluding repeating queries); B(r, coin) simulates the oracle
(f, CF/*) as follows.

that uses randomness (r, coin) €

¢ Directly answer f_,-queries with f_,.

¢ For an fj-query x, set the oracle answer to be Evalf(x).

¢ For the v-th CF-query C: {0,1}" — {0,1}" (m < q) where v < i
1. Read we € {0,1}™, 72, ..., 75 € Perm({0,1}") from r.

2 Ak Fa = ({0, 1}™)K=1 be defined as

TT,

2. Let the leakage function Ly,

def

Ly sz, k() = (wl(iz)s . 7wl (ik)),
where ij is the smallest index in [2™] such that cf (ﬂé(i i) = cf (wé). Invoke Leak/* (Lwé,”z ,,,,, ﬂg)
and receive (w2, ..., wX) € ({0,1}™)X~! from the Leak/.
3. Set the oracle answer to be (wé, ce wg ).

¢ When A issues the i-th (new) CF-query C, 8 submits C as the challenge.
¢ If A halts before submitting the i-th CF-query, 8 aborts.

Two observations regarding 8 are immediate:
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e Bis (¢*(K — 1),q,q)-admissible. This is becauase there are at most ¢ CF-queries, and each
CF-query induces a leakage of length m(K — 1) < g(K - 1).

e When fi « 73, BEaLeak (1 coin) perfectly simulates (f, CF/") in the view of A and runs

exactly the same as Sf,CFfvr(ﬂ; coin) until A issues the i-th CF-query C : {0, 13 5 {0, 1}

Let Q" be the set of Eval-queries made by 8, which is also the fi-queries made by S until A

issues the i-th CF-query. After 8 submits the challenge, the experiment Expti'®="* continues as

follows:
1. Sample wy, ..., wg,w* < {0,1}".

2. The experiment output 1 if and only if

Query‘/{(C, w*) N 8ib(f3, Ofinal) # 0,

where

Ofinal = Q/ U U Queryji(C, WU)'
ve[f]
Consider the experiment Expty; which is identical to Exptfzi;“d'Sib except that (wy,..., wg w) is
sampled as follows:
e Sample wy,...,wp < {0,1}" and (w},. ..,wg) = CF/*(C); set w* := wé.

Since the marginal distribution of wé is uniform as r «— Coin*, the distribution of Expt’y is the same

as Expt‘;“d‘Sib. We claim that
Pr [FindSibi,j] <Pr [Expt'B = 1] .

To see this, we consider a natural coupling:

e Run &f ’CFf’r(lﬂ;coin) and Expt’y with the same randomness (r, coin, f3). In particular, Expt’,
reads (wy, ..., wg) from coin, where (wy, ..., wp) is used as the smoothening points for the i-th

CF-query in the execution of SS.CF™ (1%; coin).

In the above coupling process, we have

Qi = Q, U U QUGIYQ(C, Wv) = Ofinal,
ve[f]

where we recall that Q; is the set of fj-queries issued by S before the i-th CF-query; hence, if
FindSib; ; happens, then the experiment Expt; outputs 1. Therefore,

Pr [FindSibi’j] <Pr [Expt’B = 1] =Pr [Exptgg”d‘Sib = 1] ’
concluding the proof. o

Lemma 33 (Reduction to oracle game ). Foralli € [q], j € [K], there exists a (¢*(K-1), q, q)-admissible
adversary B such that Pr [FreshColl; ;| < Pr [Exptfsh<(1) = 1].
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Proof. It follows from the same argument as lemma 32, since the winning condition and the event
FreshColl; ; have an analogous correspondence. o

The advantage of any (B, q, q")-admissible adversary in the random oracle experiments is cap-
tured by the next two lemmas, proven in the rest of this section.

Lemma 34. For all (B, q,q")-admissible adversary B and y € (0, 1), it holds that

. . ’2
Pr [Exptirdsb(2) = 1] < 27%%%. " - (B+log(q+fa’ +1) +1) +y- 2004 + a 27 4292 (q+Bq’) - 270
Y

Lemma 35. For all (B, q,q")-admissible adversary B and y € (0, 1), it holds that

72
Pr [Exptfeseol(l) = 1] <27 . ¢' - (B+log(q+fa’ +1) + 1) +y - 2" + L B
Y

Proving lemma 24. We first complete the proof of lemma 24 using the above lemmas and then
proceed to prove the lemmas. Recall that = 1 - 214, Let

B:=g*(K—1) = 02", y.=27014
By lemmas 34 and 35, for all (B, g, ¢)-admissible adversaries 8, 8’, it holds that
Pr [Expt%"d'Sib(A) =1| < 0(270024,
and Pr [Expte=h<ol(}) = 1] < 0(27%%%),
Combining with lemmas 32 and 33, we have
Pr [FindSib; ;| < 0(27%%*") and Pr [FreshColl; ;| < 0(27%%)
forall i € [¢] and j € [K]. It follows from eq. (6) that for all i € [q],
Pr [CFHit;] < 2K - O(27"%) = 0(27"%).

Therefore,
Pr[CFHit] = »° Pr[CFHit;] < g 0(27""%) = 0(27""),
i€lq]
completing the proof.

4.2 Simulating a Random Oracle with Adaptive Leakage

From now on, we omit the subscript A and write f € F;. For f < ¥, chosen uniformly at random,
the three interfaces (Eval/, Leak/, Finalize/) can be perfectly simulated as follows: The simulator
is parameterized by a real number n € (0,1). It samples the information required on the fly and
maintains a set G C 7, which keeps track of the set of all possible functions conditioned on the
revealed partial information. Specifically, it sets G := ¥, in the beginning, and then provides three
interfaces (SEval, SLeak, SFinalize) and maintains G by operating as follows.

¢ SEval(x): sample y < G(x) and update G := {f € G : f(x) = y}; return y.
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® Sleak(L): sample { « L(G) and update G := {f € G : L(f) = {}; return ¢.
e SFinalize :

1. Let Qfinal be the set of all queries made to SEval, then G is fixed on Qfinal.

2. Apply density restoring partition with density parameter 5 to obtain a partition G =
G'U---UG"and I,...,I, C {0,1}" such that each G is fixed on Qfina U I; and -dense on
Ofinal U I;.

3. Sample o with probabilities Pr [¢ = o] = |G?|/|G| for all ¢ € [r].

4. Set Gfinal := G? and Final :=Is. // Gtinal is n-dense on m

5. Sample f < Gfinal and output f.

Lemma 36. (SEval, SLeak, SFinalize) perfectly simulates (Eval/, Leak/, Finalize) where f is uniformly
chosen from F,.

Proof. Ttis clear that (SEval, SLeak) perfectly simulates (Eval’, Leak!). Observe that SFinalize essen-
tially chooses f € G uniformly at random and outputs f. Indeed, it first partitions G into subsets,
then chooses a subset with probabilities proportional to the size of each subset, and finally chooses
f uniformly at random from that subset. o

The next lemma shows that the expected size of Ifna is bounded by O(ﬁ) (modulo less
significant terms), where B is the amount of leakage.

Lemma 37 (Average fixed size). Let T be an algorithm that has access to (SEval, SLeak, SFinalize). Sup-
pose that given any random coins and oracle answers, T makes at most g queries to SEval and the total output
length of its queries to SLeak is at most B. Then we have

B+log(q+1)+1
(1-n)a

Proof. It suffices to prove the lemma for all deterministic algorithms, so we assume T is determinis-
tic in what follows. WLOG, assume under any circumstance, the total output length of T’s queries
to SLeak is exactly B; this can be ensured by adding a dummy query (i.e., a constant function L) to
SLeak in the end, which has no effect on G. Then the transcript between T and (SEval, SLeak) has
the form

E [|Ifina||] <

q
G = (o) @) € o, 1) x {0, 13",
Jj=0
where 0 < j < q, y; is the answer to the i-th SEval query, and a is the (concatenation of) answers to
the SLeak-queries.

Let G denote the value of G at the time when SFinalize is invoked (at the end of the interaction).
Note that QOsina and G are both determined by the transcript. Let G;, be the value of G when
the transcript is (7,a). Then {Gﬂ,a}g,a are disjoint sets and form a partition of 7,. Let 7 be the
distribution of the transcript; clearly, the probability that the transcript is (7, a) equals to |Gy 4| /|F2l-

By the property of density-restoring partition, we have the following upper bound of E [|Iinai]
for every fixed transcript.
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Claim 38. For every fixed transcript (i, a) € supp(7), it holds that

(2 = [gD)A = log |Gyl + 1
(1-mA

E [|Iinall | the transcript is (4, a)| <
o

Proof. Write N ©f 2 and equate {0,1}" with [N]. Let G,...,G" denote the density restoring parti-

tion of G;, with associated fixed index I, ..., I,. For o € [r], With probability p, def IG1/|Gy.al, we
set Gﬁna| := G% and Ifina| = IO-. Therefore,

E [|Iﬁna|| | the transcript is (), a)] = E [|L]].
e} o<—0O

Let Q be value of Qfinal determined by (3, a). By lemma 11, for all o € [r] we have
0 < D(G7(QUI?)) < D(Gy4(Q)) = (1 = MAlly| + 6o,

where §, =log(|X|/| Uy>s X°|). Therefore, taking expectation over the random choice of o, it holds
that —
(1=m2 E_[ll,] < D(G3(0) + E_I[&]

- )
= (N = [§)A-log |Gzl + E_[5],
where the second inequality uses the definition of deficiency and |Q| = |j|. Note that &, def
log 5— 5. and thus
! 1
cr<—o‘ Zpal()g v>0' = S‘/O‘ logl—deSL
Plugging into eq. (9) we get
N —|ghA —1log|G; | +1
E (L[] < (N = 1g]) g1Gy.l
oo 1-ni
]
By the above claim, we have
[/1+1—E( YT [|y|ﬂ+10g|G |]
E(|Finalll = E |E[ITinall | thet iptis (4, 24 o
[ final|] (ﬁ,a)e’]’[ﬂ [IZinail | the transcript is (§ a)]] TR . (10)

Let 7; be the distribution of the transcript conditioned on the event that the number of SEval-queries
is j (i-e., |g| = j). Then we have

q
ﬁ]):“,T[ly|/1+log|Gyu| Z] E  [jA+log|Gyall, (11)
Jj=0

(g.a)— (g.a)—T;

def
= I/V]



where 6; is the probability that the number of SEval-queries is j. For each j € [q], letting G; :=
U(ﬁ,a)€supp(‘7;) Gﬁ,a/ it holds that

, 1Gal
Wi = jA+ Z |C?T 10g|Gg,a|
j

(g.a) supp(7;)
1Gg.al |Gl
= jA+ 22 log —2% +10g |G|
. |G/ |G/l
(g.a) €supp(7;)
= jA—=H(7;) +log |G|
> —-B +10g|Gj|,

where the last inequality follows from H(7;) < logsupp(7;) < jA+ B. Continuing eq. (11), we get

E

il q
(GayeT (1512 +1log|Gyal] = -B + Z 0;log|G;| = -B+ Z 0;(log 0; +2°2)

=0 =0
> —B —log(q +1) +2°A,
where the last inequality uses the fact that Z?:o —0;log0; < log(q+ 1). Plugging this into eq. (10),

B+log(q+1)+1

opi > as desired. O

we conclude that E [|Final|] <

4.3 Advantage in Random Oracle Games with Adaptive Leakage

This subsection is dedicated for proving lemma 34 and lemma 35.

Lemma (Lemma 34 restated). For all (B, q,q")-admissible adversary B and y € (0, 1), it holds that

. . 72
Pr [Exptfrdst(1) = 1] < 27%%4. " (B+log(q+ Ba +1)+1) 472004+ 0 vB L og2 (g1 Bg’) 2R
Y

Proof of lemma 34. Let B be a (B, q,q’)-admissible adversary. By lemma 36, Exptfzig”d'Sib(/l) can be

perfectly simulated with parameter n =1 - q%l as follows:
1. B is given access to SEval and SLeak.

2. At some point, 8 submits a challenge circuit C () : {0,1}™ — {0, 1}", which is an oracle-aided
circuit with at most q” oracle gates.

3. Sample w;,...,wg < {0,1}". Evaluate C*") on inputs wi, ..., ws using SEval to answer the
oracle gates.

4. Decide winning condition: f « SFinalize and sample w* « {0, 1}"". The experiment outputs
1if and only if eq. (7) holds.

Claim 39. Pr [|fina| > 209%] < 270054 /. (B +log(q + fa’ +1) +1).

Proof. The number of SEval queries is bound by q + fq’. By lemma 37, it holds that E [|Linal|]] <

%@;m wheren =1- q% ; and the claim follows from Markov inequality. o
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Define o
Heavy = {x € {0,1}": Pr [x € Query/ (C, w)] > y} .

Note that

Heavy C U Heavy;
iefa’]
where Heavy; def {x € {0,1}" : Pr,, [ the i-th query of Ccf(w) is x] > y/q’}. Foreachi € [q'], we have
|Heavy,;| < q’/y since the events ‘the i-th query of C/ (w) is x” are disjoint for all x’s. Consequently,
|[Heavy| < q’?/y. For all x € Heavy,

Pr [x ¢ Qfinal] < (1—y)f <277F,

Wl,...,Wﬁ

Let Smooth denote the event that Heavy C Qfinal. By union bound, we have

’2
Pr [~Smooth] < |Heavy]| - 277F < q7 L 977P, (12)

Let Hit denote the event that Query/ (w*) N Ina # 0, and E 4 Smooth A (|Einal] < 2°9%1). Note
that Itinal N Qfinal = 0 by construction and the event E does not depend on w*. Hence, when fixing
all randomness except w* such that E happens and considering the random choice of w*, it holds
that

Pr [Hit | E] < [fnall -y < 2°% . (13)

Let Win denote the winning condition (i.e., eq. (7)). Then we have
Pr [Win] < Pr [Win A =Hit] + Pr [Hit]
< Pr [Win A =Hit] + Pr [Hit | E] + Pr [-E]
< Pr [Win A =Hit] + Pr [Hit | E] + Pr [=Smooth] + Pr [|Finall > 2°%4],
and thus the lemma follows from claim 39, eq. (12), eq. (13), and the following claim.
Claim 40. Pr [Win A =Hit] < 29’2 (q + fq’) - 272
Proof. For j € [q'], define two events:

* Let Win; denote the event that the j-th query in Query/(C, w*) is the first query that lies in
Sib(f: innal)'

* Let Hit; denote the event that the j-th query in Query/ (C, w*) lies in I”.
Clearly, Win = Uj¢[q)Win; and Hit; C Hit. Consequently,
Pr [Win A -Hit] < > Pr[Win; A=Hit] < 3" Pr[Win; A =Hit;] .
Jjela’l jela’]

It suffices to bound Pr [Win; A —Hit;| for all js.

Fix j € [q'] and w*. WLOG, assume C has exactly q” oracle gates. Let the y; be the oracle answer
of the t-th oracle gate when evaluating ¢/ (w*), where the probability space is defined by f < Gtinal.
Then the events Win; and Hit; are determined by the random variables (y7, . ..,y)).
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Let Good be the set of all sequences (v7, ..., y}) € supp(y;, ..., y;) such that Win; A —Hit; happens
if (y?,...,y}“.) = (y;‘,...,y;f). For yij = (y;‘,...,y;f_l) € ({O,I}A)j_l, let xi“(y’;j),...,x;f(yij) be the

first j queries made by C")(w*) when the first (j — 1) oracle answers are YL and let Good(y~ ) def
{y e {0,1}*: (yij,y) € Good} and

« | def . *

DenseQ(y ;) = {t € [j— 1] : %/ (y<j) € Linal U Ofinat } -
Then we have
Pr(Win; A=Hit;] = > Pr [vee[j] f(x) =]
. * f‘_GfinaI
(y<j,yj)eGood
=y D, LB [viel] D) =y]
. L, . f<Gfinal
Y~ ;€supp(yy....y;_;) y€Good(yZ )
(14)

j-1

=33 Y e [weeljl f() =),

—Gy;
s=0 yZ ;€¥s y€Good(yZ ;) f=Gina

def
where x;k d§f x:(yi]) forallt e []] and

def [ . . . .
Y, = {y<j € supp(yy, ..., Y;_1) : [DenseQ(yZ ;)| = s}.

We claim that |Y;| < 2% for all s. This is because, given Gyinal and w*, each y= ; € Ys can be uniquely
encoded by s oracle answers

Y =(y,....yp) € ({0,1}")* where {t,,...,t;} = DenseQ(y<;) and t; < --- < t;.

Indeed, given y’, one can evaluate C) on w* (until the j-th query is issued) using the fact that
yij € supp(yj, - - .,y;f_l), since Gsina has fixed values on Iina U QOfinal; thus yij is recovered.
Fix s and yij € Y. For Win; to happen, it must be that x]”f ¢ Ofinal and f(x;f) € f(Qsinal); hence,

GOOd(yij) - f(innal);

which implies |Good(yij)| < |Qfinall < q + pq’. For Hit; not to happen, it must be that x}'f gI”. In
sum, for Good(y~ j) to be non-empty, it must be that x;f ¢ Itinal U Qfinal. Moreover, for Win; to happen,

x]“? must be the first query such that x* € Sib(f, Qfinal), and thus x;’.‘ ¢ {x;‘ CoLX

j_l}. Since Gyinal 1S

n-dense on Ina U Qfinal, in particular, on {x}“} U DenseQ(yij), we have
Ry [Vi € [j] F(x}) = yi] < (247764 < 2. 746D
—Ufinal

holds for all y-; € ¥; and y; € {0, 1}!, where the last step follows from r = 1 — Ai,' and s < ¢’.

Consequently,

ps <2278 X" JGood(yl )| < 2- (a+pa) 27

Yo €Ys
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Hence, we conclude that
j-1
Pr [Winj A —|Hitj] < Zps <q -2(q+pq’) - 274,
s=0
This finishes the proof. o

O

Proof of lemma 35. The proof is analogous to that of lemma 34. Let Hit and Hit; be as defined in
the proof of lemma 34, and let Win" denote the winning condition in eq. (8). Then by the same
argument, it suffices to show that

Pr [Win’ A =Hit] < 29" - 274 (15)

For j € [q’], let Win ; denote the event that j is the smallest index such that

3 € [j-1lst. (xx)  Onnal) A (3] x7) € Colla(f),

where (x7,...,x;,) = Query(C/, w*). Since Win’ = Uj¢[q)Win’; and Hit; € Hit, we have
q/
Pr [Win’ A =Hit] < Z Pr |Win/, A —Hit;] .
j=1
Hence, it suffices to show that
Claim 41. Forall j € [¢'], Pr [Win) A -=Hit;] < 2¢"2- 27

Proof. Fix j € [q'] and w*. Letyy, ..., yj.DenseQ, Y, ..., ;4 be the same as in the proof of lemma 34.
Let Good’ be the set of all sequences (y;,....y}) € supp(y;,...,y;) such that Winj; A —Hit; happens

if (y}, .. .,yjf) =(y;,..., y;‘) Fory’,; = T y;f_l) e ({0, 111771, let xi‘(yij), .. .,x;f(yij) be the first
Jj queries made by C)(w*) when the first (j — 1) oracle answers are YL % and let Good’(y% j) def

{y e {0,1}: (y2;y) € Good’}. By the same calculation as in eq. (14), we have
Jj-1
Pr [Win} A —Hit;] < 3 p}
s=0
where

pE Y P [ee ] f(x) =y

YL eYs yeGood’(yij)ﬂ_Gﬁ"al
Fix s € [j — 1] and y*<j € Y;. For Win} to happen, it must be that (i) x}’.‘ ¢ Ofinal, (ii) f(x;f) €
v v7, | and (iif) x; ¢ {x,....x}_,}. Observe that (ii) implies

Good'(y%;) € {yf- - »yj1}
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meaning that |Good’(yij)| < j—1 < q’. For Hit; not to happen, it must be that x;f ¢ I”’. In sum, for

Good’(yij) to be non-empty, it must be that x}f € Iiinal U QOfinal- Since Gginal is p-dense on Iiinal U Ofinal,

in particular, on {xj} U DenseQ(yij), we have

; PGr [Vt € [j] f(x}) = y;‘] < (2176 < gL pmAGHD)
—Ufinal

holds forall yZ ; € Y; and y; € {0, 1}*. Consequently,

pL< 22726 Z |Good’ (y2 )| < 2-q - 274,

yo;€Ys

where we recall that |Y;| < 2%°. Hence, we conclude that

Pr [Win A =Hit;] < ) p, < 29”274

This finishes the proof. |
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