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Abstract

A 𝐾-multi-collision-resistant hash function (𝐾-MCRH) is a shrinking keyed function for
which it is computationally infeasible to find 𝐾 distinct inputs that map to the same output
under a randomly chosen hash key; the case 𝐾 = 2 coincides with the standard definition of
collision-resistant hash function (CRH). A natural question is whether 𝐾-MCRH implies CRH
for 𝐾 ≥ 3, as noted by Komargodski, Naor, and Yogev (EUROCRYPT 2018) and also by Jain, Li,
Robere, and Xun (FOCS 2024).

We resolve this question for all constant𝐾 , showing that there is no black-box construction of
𝐾-MCRH from (𝐾+1)-MCRH for all constant𝐾 ≥ 2. We also show that there is no black-box con-
struction of distributional CRH (which is another relaxation of CRH) from 3-MCRH, answering
an open question posed by Komargodski and Yogev (CRYPTO 2018) and also by Berman, Deg-
wekar, Rothblum, and Vasudevan (EUROCRYPT 2018). Besides applications in cryptography,
our separation also implies black-box separations between TFNP search problems, which are
related to problems in proof complexity and other areas.

1 Introduction

Hash functions are among the most fundamental primitives in cryptography, providing a wide
range of security properties fromweak to strong. Among these properties, collision resistance is one
of the most widely used. Specifically, a collision-resistant hash function (CRH) is a keyed function
such that, for a randomly chosen hash key, it is computationally infeasible to find two distinct
inputs that map to the same output.

While the definition of CRH is straightforward and intuitive, with numerous applications in-
cluding vector commitment, digital signatures, and blockchain, its complexity remains elusive.
CRH is often deemed as a symmetric primitive; however, we do not know how to construct it from
one-way functions (OWFs). A seminal work by Simon [Sim98] showed that CRH cannot be built
from OWFs in a black-box manner. More surprisingly, even when indistinguishable obfuscation
(iO) is added to the picture, OWF plus iO still cannot give a black-box construction of CRH [AS16].
This is in stark contrast to the fact that CRH can be instantiated under a wide range of concrete
assumptions, such as the Diffie–Hellman assumption, the Learning with Errors assumption, and
the Quadratic Residuosity assumption.
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Multi-collision resistance. In light of the difficulty of constructing CRHs from generic assump-
tions, a series of works considered a natural relaxation of collision resistance called multi-collision
resistance [BKP18, BDRV18, KNY18]. Informally, a 𝐾-multi-collision-resistant hash function (𝐾-
MCRH) is a hash function such that no efficient adversary can find a 𝐾-collision (i.e., 𝐾 distinct in-
puts that aremapped to the same hash value) given a random hash key. We note that a CRH is sim-
ply the special case where 𝐾 = 2. Applications of MCRH include three-message zero-knowledge
arguments [BKP18] and constant-round statistically hiding commitment schemes [BDRV18].

Complexity of MCRH. Komargodski, Naor, andYogev [KNY18] proved thatMCRH is also black-
box separated fromOWF. Intuitively,𝐾-MCRHbecomesweaker as𝐾 increases, and hence a natural
yet more challenging question is posed:

Is there a black-box separation between 𝐾-MCRH and CRH (for 𝐾 ≥ 3)?

[KNY18] claimed that there is no black-box construction of CRHs from 3-MCRHs; however, a flaw
was later found in their proof, and it is unlikely to be fixed in a simple way [JLRX24, Yog25]. Sub-
sequently, weaker black-box separations were established using techniques from proof complexity
[JLRX24, BGSD25]. Roughly speaking, these results only rule out black-box deterministic many-
one reductions, whereas cryptographic reductions are typically randomized Turing reductions.
On the other hand, there are white-box constructions of infinitely-often secure CRH from 𝐾-MCRH
for any constant 𝐾 [RV24, BT24].

Distributional collision resistance. Another relaxation of CRH, introduced byDubrov and Ishai
[DI06], is distributional CRH. Distributional CRH only guarantees that no efficient adversary can
generate a random collision when given a randomly chosen hash key. More precisely, for a random
hash key hk, it is computationally hard for any adversary to sample a pair (𝑥, 𝑥 ′) such that 𝑥 is
uniformly distributed and 𝑥 ′ is uniformly distributed over the set of preimages ℎ−1hk (ℎhk (𝑥)) = {𝑧 :
ℎhk (𝑥) = ℎhk (𝑧)}. Distributional CRH is also sufficient for constructing constant-round statistically
hiding commitment scheme [BHKY19]. Then, a natural question is the relation between MCRH
and distributional CRH:

Does MCRH and distributional CRH imply each other?

Komargodski and Yogev [KY18] showed that distributional CRH can be constructed under the
assumption of average-case hardness of the class Statistical Zero-Knowledge (SZK). In contrast, no
analogous result is currently known for MCRH.

TFNP search problems. TFNP is the class of NP search problems that are guaranteed to have so-
lutions. The guarantee usually stems from non-constructive combinatorial proofs. For example, by
the pigeonhole principle, a function 𝑓 : [𝑀] → [𝑁 ]must have a𝐾-collisionwhenever𝑀 > (𝐾−1)·𝑁 ,
which defines a search problem: given a circuit computing 𝑓 , find a 𝐾-collision of 𝑓 . This prob-
lem, denoted 𝐾-PIGEON𝑀𝑁 , is closely related to various problems in cryptography, proof complex-
ity, and other areas. The class of TFNP problems reducible to 2-PIGEON2𝑁

𝑁 , known as PPP, is one
of the “original five” subclasses of TFNP [Pap94]. The generalized 𝐾-PIGEON𝑀𝑁 problem is system-
atically studied by Jain, Li, Robere, and Xun [JLRX24]. 𝐾-PIGEON𝑀𝑁 is closely related to 𝐾-MCRH:
A 𝐾-MCRH can be view as a distribution of 𝐾-PIGEON𝑀𝑁 instances for which the search problem
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is intractable. It is proven in [JLRX24] that there is no black-box many-one reduction from (𝐾 + 1)-
PIGEON𝑀 ′𝑁 ′ to 𝐾-PIGEON𝑀𝑁 where 𝑁,𝑀, 𝑁 ′, 𝑁 ′ are polynomially related. Proving the non-existence of
black-box Turing reduction is left as an open question, which is also posed in [FGPR24].

1.1 Our Results

In this paper, we show that (1) CRH cannot be constructed from 3-MCRH in a black-box way, and
(2) distributional CRH cannot be constructed from 3-MCRH in a black-box way. We in fact prove a
stronger separation result:

Theorem 1 (Informal version of theorem 15). For all constant 𝐾 ≥ 2, there is no black-box construction
of 𝐾-MCRH from (𝐾 + 1)-MCRH.

The proof proceeds by presenting a pair of oracles (𝑓 ,Ψ) and showing that Ψ breaks all 𝐾-
MCRH construction and 𝑓 remains (𝐾 + 1)-collision-resistant in the presence of Ψ. In the case of
𝐾 = 2, our oracle Ψ returns a random collision (𝑥, 𝑥 ′) with the same distribution as in the definition
of distributional CRH; that is, Ψ also breaks any distributional CRH construction. Therefore, we
conclude that

Theorem 2. There is no black-box construction of distributional CRH from 3-MCRH.

Connections to TFNP search problems. Two TFNP search problems are studied in [JLRX24]:
one is based on pigeonhole principle (𝐾-PIGEON𝑀𝑁 ), which is closely related to MCRH; the other
(RAMSEY𝜆) is related to Ramsey number.

• 𝐾-PIGEON𝑀𝑁 : Let 𝐾 (𝜆), 𝑀 (𝜆), 𝑁 (𝜆) be integer parameters satisfying 𝑀 > (𝐾 − 1)𝑁 . The 𝐾-
PIGEON𝑀𝑁 problem is defined as follows:

– Input: (1𝜆, ℎ), where ℎ a map ℎ : [𝑀 (𝜆)] → [𝑁 (𝜆)] of 𝑀 pigeons to 𝑁 holes represented
by a poly(𝜆)-size circuit.

– Solutions: a 𝐾-collision of ℎ.

• RAMSEY𝜆: For this problem, the input specifies a graph on 2𝜆 vertices.

– Input: a circuit 𝐶 : {0, 1}𝜆 × {0, 1}𝜆 → {0, 1} of poly(𝜆)-size.
– Solutions: There are two kinds of solutions. One is a certificate that 𝐶 is not a valid

encoding of a simple undirected graph, i.e., 𝑢 for which 𝐶 (𝑢,𝑢) = 1 (self-loops) or 𝑢, 𝑣
for which 𝐶 (𝑢, 𝑣) ≠ 𝐶 (𝑣,𝑢). Otherwise, we want to find 𝜆/2 indices 𝑉 = {𝑣1, 𝑣2, . . . , 𝑣𝜆/2}
which form a clique or independent set. The existence of solution is guaranteed by an
upper bound on Ramsey number: 𝑅(𝜆/2, 𝜆/2) ≤ 2𝜆 1.

A typical parameter setting is that 𝑁 = 2𝑛, 𝑀 = 2𝑚 for integer parameters𝑚,𝑛 where𝑚 is polyno-
mial in 𝑛. The correspondence between 𝐾-MCRH and 𝐾-Pigeon problem is obvious, and hence
theorem 1 implies that

1That is, a graph with 2𝜆 vertices must contain either a clique of size 𝜆/2, or an independent set of size 𝜆/2.
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Theorem 3. For all constant 𝐾 ≥ 2 and parameters 𝑛,𝑚,𝑛′,𝑚′ ∈ poly(𝜆) such that𝑚 ≥ 𝑛 + dlog𝐾e + 1
and 𝑚′ ≥ 𝑛′ + dlog(𝐾 + 1)e + 1, there exists no black-box Turing reduction from (𝐾 + 1)- PIGEON2𝑚

′ (𝜆)

2𝑛′ (𝜆)
to

𝐾-PIGEON2𝑚 (𝜆)

2𝑛 (𝜆)
.

Goldberg andPapadimitriou [GP17] conjectured that there is noTuring reduction fromRAMSEY𝜆
to 2-PIGEON2𝑚 (𝜆)

2𝑛 (𝜆)
. The result in [JLRX24] showed that there is no black-boxmany-one reduction. Our

result strengthens the black-box separation by ruling out black-box Turing reductions.
Specifically, it is proven in [JLRX24] that for all constant 𝐾 ≥ 1, there is a Turing reduction from

(𝐾 + 1)-PIGEON2𝑚
′ (𝜆)

2𝑛′ (𝜆)
to RAMSEY𝜆 where 𝑛′(𝜆) = 𝜆

4(𝐾+1) +
1
2 and 𝑚′(𝜆) = 𝜆. Therefore, combining

theorem 3, we conclude that

Corollary 4. For all constant 𝐾 ≥ 2 and parameters 𝑛,𝑚 ∈ poly(𝜆) such that𝑚 ≥ 𝑛 + dlog𝐾e + 1, there
exists no black-box Turing reduction from RAMSEY𝜆 to 𝐾-PIGEON2𝑚 (𝜆)

2𝑛 (𝜆)
.

1.2 Technical Overview

We use the separation of CRH from 3-MCRH (i.e., the case𝐾 = 2) to illustrate our proof techniques.

Two-oracle methodology. A fully black-box construction of primitive P from another primitive
Q is a construction P that uses Q as black-box in following sense:

• syntactically, PQ is an instantiation of P as long as Q is an instantiation of Q; and

• there exists a reduction R such that for any instantiation Q (ofQ) and adversary Ψ, if Ψ breaks
PQ then RQ,Ψ breaks Q.

Our proof follows the two-oracle methodology, which is commonly used in previous separation
results [Sim98, AS16, BD19, DM24]. That is, we present a pair of oracles (𝑓 ,CF) such that 𝑓 instan-
tiates Q, which is 3-MCRH in our case, and the following holds:

• CF𝑓 breaks any black-box construction of CRH from 𝑓 .

• 𝑓 remains 3-collision-resistant in the presence of the oracle CF𝑓 , i.e., it is still hard to find a
3-collision for 𝑓 given the oracle CF𝑓 .

This is sufficient to rule out the existence of fully-black-box constructions. Moreover, it suffices to
show a random function 𝑓 : {0, 1}ℓ → {0, 1}𝜆 remains 3-collision-resistant given the oracle CF𝑓 .
The oracle CF, where CF stands for collision finder, is precisely the same oracle used in [Sim98] to
separate CRH from OWF:

CF𝑓 (𝐶): on input an oracle-aided circuit 𝐶 ( ·) : {0, 1}𝑚 → {0, 1}𝑛, it picks 𝑤1
𝐶 ← {0, 1}

𝑚 and
𝑤2
𝐶 ←

{
𝑤 : 𝐶 𝑓 (𝑤) = 𝐶 𝑓 (𝑤1

𝐶 )
}
uniformly at random, and outputs (𝑤1

𝐶 ,𝑤
2
𝐶 ).

Any black-box CRH construction from 𝑓 can be viewed as an oracle-aided circuit, and hence CF𝑓
indeed breaks all black-box CRH constructions from 𝑓 .

Then, our goal is to show that

for any efficient adversary A, A 𝑓 ,CF𝑓 outputs a 3-collision for 𝑓 with probability negligible
in 𝜆, where 𝑓 : {0, 1}ℓ → {0, 1}𝜆 is a random function.
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Let CollFound denote the event thatA 𝑓 ,CF𝑓 outputs a 3-collision for 𝑓 . Our first key insight is to split
the event CollFound into two cases, depending onwhere the collision finally happens. Without loss
of generality, we make the following assumptions on A:

• A never makes a repeated query.

• After each 𝑓 -query, A outputs a 3-collision immediately if there is a 3-collision in 𝑓 -queries
it has made.

• After each CF-query𝐶, say the oracle answer is (𝑤1
𝐶 ,𝑤

2
𝐶 ),A evaluates𝐶 𝑓 (𝑤1

𝐶 ) and𝐶 𝑓 (𝑤2
𝐶 ). We

refer to the new 𝑓 -query involved in the evaluation of 𝐶 𝑓 (𝑤1
𝐶 ) and 𝐶 𝑓 (𝑤2

𝐶 ) as confirmation
queries.

Let CFHit denote the event thatA outputs a 3-collision while evaluating confirmation queries.

Case I (CollFound∧¬CFHit): Final collision does not happen in confirmation queries. We show
that the event CollFound ∧ ¬CFHit can be utilized to construct a randomized compression scheme
of 𝑓 . Since 𝑓 is a random function, it cannot be compressed on average, and hence the probability
of this case is negligible.

Case II (CFHit): Final collision happens in confirmation queries. This case ismore involved, and
it is where the previous proof techniques fail. Let CFHit𝑖 denote the event that a (𝐾 + 1)-collision
is found when S 𝑓 ,CF𝑓 ,r (1𝜆) is evaluating the confirmation queries right after the 𝑖-th CF-query 𝐶.
Clearly,

Pr [CFHit] =
∑
𝑖∈[𝑞 ]

Pr [CFHit𝑖] ,

where 𝑞 is an upper bound of the running time of A.
Fix 𝑖 ∈ [𝑞]. Let (𝑤1

𝐶 ,𝑤
2
𝐶 ) denote the oracle answer of CF𝑓 (𝐶) and𝑄𝑖 is the set of 𝑓 -queries issued

byA before the 𝑖-thCF-query; and let Query𝑓 (𝐶,𝑤 𝑗
𝐶 ) denote the set of 𝑓 -queriesmade for evaluating

𝐶 𝑓 (𝑤 𝑗 ). Previous technique fail to exclude the possibility that the final 3-collision consists of one
𝑓 -query from 𝑄𝑖 , one from Query𝑓 (𝐶,𝑤1

𝐶 ), and one from Query𝑓 (𝐶,𝑤2
𝐶 ).

We decompose the event CFHit𝑖 as

CFHit𝑖 ⊆
⋃
𝑗∈[2]

FindSib𝑖, 𝑗 ∪
⋃
𝑗∈[2]

FreshColl𝑖, 𝑗 , (1)

where the events FindSib𝑖, 𝑗 , FreshColl𝑖, 𝑗 are defined as follows.

• FindSib𝑖, 𝑗 : Query𝑓 (𝐶,𝑤 𝑗
𝐶 ) ∩Sib(𝑓 ,𝑄𝑖) ≠ ∅, where Sib(𝑓 ,𝑄𝑖) =

⋃
𝑧∈𝑄𝑖 𝑓

−1(𝑓 (𝑧)) \𝑄𝑖 denotes the
𝑓 -siblings of 𝑄𝑖 . That is, confirmation queries of 𝐶 collide with previous queries.

• FreshColl𝑖, 𝑗 : ∃𝑥, 𝑥 ′ ∈ Query𝑓 (𝐶,𝑤 𝑗
𝐶 ) \ 𝑄𝑖 s.t.(𝑥, 𝑥 ′) is a 2-collision for 𝑓 . That is, there is a 2-

collision for 𝑓 in the new 𝑓 -queries induced by evaluating 𝐶 𝑓 (𝑤 𝑗
𝐶 ).

The inclusion in eq. (1) holds because, if CFHit𝑖 happens but
⋃
𝑗∈[2] FindSib𝑖, 𝑗 does not happen, then

the 3-collision found by A must come from⋃
𝑗∈[2]

Query𝑓 (𝐶,𝑤 𝑗
𝐶 ) \𝑄𝑖 .

5



By the pigeonhole principle, there exists some 𝑗 ∈ [2] such that Query𝜆 (𝐶,𝑤
𝑗
𝐶 ) \ 𝑄𝑖 contains a 2-

collision for 𝑓 , meaning that
⋃
𝑗∈[2] FreshColl𝑖, 𝑗 happens.

It suffices to bound Pr
[
FindSib𝑖, 𝑗

]
, Pr

[
FreshColl𝑖, 𝑗

]
for all 𝑖 ∈ [𝑞], 𝑗 ∈ [2].

Random oracle games with adaptive leakage. For now, let us fix all other randomness (including
that of CF) and only consider the random choice of 𝑓 . When A issues the 𝑖-th CF-query 𝐶, it
has gathered information on the random function 𝑓 from two sources: (i) direct queries to 𝑓 , i.e.,
(𝑄𝑖 , 𝑌 = 𝑓 (𝑄𝑖)), and (ii) oracle answers return by CF𝑓 , which can be viewed as global leakage on 𝑓 .
That is, we are in a setting where the adversary has both leakage and query access to the random
function, which we call random oracle games with adaptive leakage. We then analyze random oracle
games with adaptive leakage using two techniques: density-restoring partition and smoothening.

Density-restoring partition. Using density-restoring partition, the distribution of 𝑓 conditioned
on the view ofA (until the 𝑖-th CF-query𝐶 is issued) can be decomposed as a convex combination
of flat distributions D1, . . . ,D𝑟 :

𝑓 |view of A =
𝑟∑
𝜎=1

𝑝𝜎D𝜎 where
∑
𝜎

𝑝𝜎 = 1, 0 < 𝑝𝜎 < 1. (2)

Here, each D𝜎 is a more structured flat distribution with the following properties.

• There exists a set 𝐼𝜎 ⊆ {0, 1}ℓ \ 𝑄𝑖 and 𝑌 ′ ∈ ({0, 1}𝜆)𝐼𝜎 such that ∀𝑓 ∈ supp(D𝜎 ), 𝑓 (𝐼𝜎 ) = 𝑌 ′

(and 𝑓 (𝑄𝑖) = 𝑌 ). Moreover, D𝜎 is 𝜂-dense on the remaining coordinates, where 𝜂 ∈ (0, 1) is
parameter; that is, for all 𝐽 ⊆ {0, 1}ℓ \ (𝑄𝑖 ∪ 𝐼𝜎 ), the projection of D𝜎 on coordinates in 𝐽 has
min-entropy at least 𝜂 |𝐽 |𝜆. See fig. 1 for an illustration.

• The expected size of 𝐼𝜎 , namely,
∑
𝜎 𝑝𝜎 |𝐼𝜎 |, is𝑂 ( 𝐵

1−𝜂 ), where 𝐵 is the amount of leakage. In our
case, 𝐵 is the total output length of CF𝑓 .

This technique is used in proving communication complexity lower bounds [GPW17, CFK+19,
YZ24, HMW+25, MYZ24], as well as in studies of the random oracle model with auxiliary input
[CDGS18, DFMT20].

Let us analyze Pr
[
FreshColl𝑖, 𝑗

]
as an example. Instead of choosing 𝑓 at random in the beginning,

it is equivalent to proceed as follows: We first sample the view of A (until the 𝑖-th CF query 𝐶 is
issued); then, using eq. (2), conditioned on the view of A, we first pick 𝜎 ← [𝑟 ] with probability
𝑝𝜎 and then sample 𝑓 ← D𝜎 . Intuitively, if Query𝑓 (𝐶,𝑤 𝑗

𝐶 ) is contained in the ‘dense part’ of D𝜎 , it
is unlikely to contain a 2-collision. In other words, if

(
⋃
𝑗∈[2]

Query𝑓 (𝐶,𝑤 𝑗
𝐶 ) \𝑄𝑖) ∩ 𝐼𝜎 = ∅, (3)

then FreshColl𝑖, 𝑗 happens with tiny probability over the choice of 𝑓 ← D𝜎 .

Smoothening. It remains to show that the event in eq. (3) happens with overwhelming probabil-
ity. To this end, we modify A as follows: When issuing a CF-query 𝐶, before querying CF, it first
samples𝑤1, . . . ,𝑤𝛽 and evaluates𝐶 𝑓 (𝑤1), . . . ,𝐶 𝑓 (𝑤𝛽 ). This procedure is called smoothening, which
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𝑓 | view of A

𝑄𝑖 random

𝑄𝑖 dense𝐼1

with prob. 𝑝1

𝑄𝑖 dense𝐼2

with prob. 𝑝2

dense

𝑄𝑖

with prob. 𝑝𝑟

dense 𝐼𝑟

...

D1

D𝑟

D2

Figure 1: Shaded coordinates have fixed values. The distribution of 𝑓 conditioned on the view ofA
assigns fixed values to coordinates in𝑄𝑖 , sinceA queried𝑄𝑖 and its view contains 𝑌 = 𝑓 (𝑄𝑖). It can
be decomposed as 𝑓 |view of A =

∑𝑟
𝜎=1 𝑝𝜎D𝜎 , where each distributionD𝜎 additionally fixes values on

coordinates in 𝐼𝜎 , and is dense on other coordinates {0, 1}ℓ \ (𝑄𝑖 ∪ 𝐼𝜎 ).

is used in the proofs of several separation results [AS16, BD19, DM24]. Call 𝑥 ∈ {0, 1}ℓ a 𝛾-heavy
query if Pr𝑤

[
𝑥 ∈ Query𝑓 (𝐶,𝑤)

]
> 𝛾 where 𝛾 is parameter. For all 𝛾-heavy query 𝑥 , it holds that

Pr
𝑤1,...,𝑤𝛽

[𝑥 ∉ 𝑄𝑖] < (1 − 𝛾)𝛽 < 2−𝛾𝛽 .

That is, after smoothening, all 𝛾-heavy queries will end up in 𝑄𝑖 with overwhelming probability
(over the choice of𝑤1, . . . ,𝑤𝛽 ). Note that 𝐼𝜎 ⊆ {0, 1}ℓ \𝑄𝑖 , thus all 𝑥 ∈ 𝐼𝜎 are not heavy. Finally, since
the marginal distribution of𝑤 𝑗

𝐶 is uniform, we conclude that for 𝑗 ∈ [2],

(Query(𝐶,𝑤 𝑗
𝐶 ) \𝑄𝑖) ∩ 𝐼𝜎 ≠ ∅

happens with a tiny probability (with proper setting of parameters). This implies that the event in
eq. (3) happens with overwhelming probability.

1.3 Discussion and Related Work

The case where 𝐾 = 𝜔 (1). If 𝐾 is a superconstant, the event inclusion in eq. (1) no longer holds:
When A 𝑓 ,CF𝑓 is trying to find a 𝐾 (𝜆)-collision for 𝑓 , it could issue a CF-query 𝐶 with input length
𝑚 � 𝜆, and CF𝑓 (𝐶) will return a 𝐾 (𝑚)-collision for 𝐶 𝑓 where 𝐾 (𝑚) > 𝐾 (𝜆). In this case, it is
possible that CFHit𝑖 happens but none of

{
FindSib𝑖, 𝑗 , FreshColl𝑖, 𝑗

}
𝑗∈[𝐾 (𝑚) ] happens. Moreover, when

𝐾 = 𝜔 (1), it seems hard to generalize Simon’s oracle to return a 𝐾-collision with non-negligible
probabilitywhile retaining the property that themarginal distribution of each component of the𝐾-
collision returned is uniform—this is a crucial property that allows us to use smoothening. We note

7



that the weaker black-box separation in [JLRX24], which rules out black-box many-one reductions,
applies to 𝐾 = 𝜔 (1). It remains an open question whether there is still a black-box separation when
𝐾 = 𝜔 (1).

Constructions of MCRH under generic assumptions. Another aspect is to explore under which
assumptions MCRHs can be constructed. Along this line, Berman, Degwekar, and Rothblum
[BDRV18] showed that for large 𝐾 ’s (𝐾 = Ω(𝑛2) where 𝑛 is the input length), 𝐾-MCRH can be
based on the average-case hardness of a problem in NISZK; the problem is similar to entropy ap-
proximation, the complete problem for the class NISZK, but their exact relation is unclear.

2 Preliminary

Notations. [𝑁 ] def
= {1, 2, . . . , 𝑁 }. We use ← to denote sampling from a distribution, choosing

an element from a set uniformly at random, or collecting the output of a randomized algorithm.
Particularly, for a set 𝑋 , we may use 𝑿 to denote the random variable uniformly distributed over
the set 𝑋 .

For a function 𝜈 : ℕ→ [0, 1], wewrite 𝜈 = negl(𝜆) if for every 𝑐 ∈ ℕ, 𝜈 (𝜆) ≤ 1/(𝑐𝜆𝑐) for sufficiently
large 𝜆. Perm(𝑈 ) denotes the set of all permutations over set𝑈 . We often equate the set {0, 1}𝜆 with
[2𝜆].

Partial functions. We view a partial function as a map of the form

𝑓 : {0, 1}∗ → {0, 1}∗ ∪ {⊥},

where the symbol ⊥ indicates that the value of 𝑓 is undefined on a given input. Equivalently, a
partial function can be represented as a set of pairs (𝑥,𝑦) with distinct first components, meaning
that the function value at input 𝑥 is 𝑦. Define

supp(𝑓 ) def
= { 𝑥 : ∃𝑦 (𝑥,𝑦) ∈ 𝑓 }.

The update of 𝑓 with an assignment (𝑥,𝑦) is expressed as

𝑓 := 𝑓 ∪ {(𝑥,𝑦)},

which extends 𝑓 by setting 𝑓 (𝑥) := 𝑦 (provided that 𝑓 (𝑥) = ⊥ before the update). For two partial
functions 𝑓 , 𝑓 ′, we write 𝑓 ⊆ 𝑓 ′ to denote that 𝑓 is consistent with 𝑓 ′, i.e., supp(𝑓 ) ⊆ supp(𝑓 ′) and
𝑓 (𝑥) = 𝑓 ′(𝑥) for all 𝑥 ∈ supp(𝑓 ).

2.1 Multi-Collision-Resistant Hash Function (MCRH)

Definition 5 (Collisions and siblings). Let 𝑓 : X → Y be a function. For integer 𝐾 ≥ 2, define the
set of 𝐾-collisions for 𝑓 as

Coll𝐾 (𝑓 )
def
=

{
(𝑥1, . . . , 𝑥𝐾 ) ∈ X𝐾 : 𝑥1, . . . , 𝑥𝐾 are distinct and 𝑓 (𝑥1) = · · · = 𝑓 (𝑥𝐾 )

}
.

For a set 𝑄 ⊆ X, define the set of siblings as

Sib(𝑓 ,𝑄) def
=

⋃
𝑥∈𝑄

𝑓 −1(𝑓 (𝑥)) \𝑄.
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Definition 6 (𝐾-MCRH). Let ℓin : ℕ → ℕ be a length function and 𝐾 = 𝐾 (𝑛) ≥ 2 be an inte-
ger parameter. A keyed function with input length ℓin is a collection H = {H𝑛}𝑛∈ℕ where H𝑛 ={
ℎhk : {0, 1}ℓin (𝑛) → {0, 1}𝑛

}
hk∈K𝑛

is a family of functions with key space K𝑛. We use the shorthand
ℎ ←H𝑛 to denote sampling hk← K𝑛 and set ℎ := ℎhk. H is said to be a 𝐾-multi-collision resistant
hash function if it enjoys the following properties.

• Shrinkage. ℓin(𝑛) ≥ 𝑛 + dlog(𝐾 (𝑛) − 1)e + 1.

• 𝐾-collision resistance. For every PPT adversary A, there exists a negligible function 𝜈 such
that

Pr
ℎ←H𝑛

(𝑥1,...,𝑥𝐾 )←A(ℎ)

[(𝑥1, . . . , 𝑥𝐾 ) ∈ Coll𝐾 (ℎ)] ≤ 𝜈 (𝑛) .

Definition 7 (Fully black-box construction of 𝐾-MCRH from (𝐾 + 1)-MCRH). Let 𝑚 = 𝑚(𝑛) and
ℓ = ℓ (𝜆) be length functions. A (𝑞, 𝜀)-fully black-box construction of 𝐾-MCRH with input length𝑚
from (𝐾 + 1)-MCRH is an oracle-aided keyed function H = (H𝑛)𝑛∈ℕ and a oracle-aided reduction
R with the following properties.

• Syntax. For every 𝑛 ∈ ℕ, H𝑛 is a family of oracle-aided circuits 2 ℎ ( ·) with input length𝑚(𝑛)
and output length 𝑛.

• Black-box reduction. For any oracle 𝑓 =
{
𝑓𝜆 : {0, 1}ℓ (𝜆) → {0, 1}𝜆

}
𝜆∈ℕ

and any oracle-aided
(probabilistic) algorithm Ψ, if Ψ breaks the 𝐾-collision-resistance ofH , i.e.,

Pr
ℎ←H𝑛,(𝑤1,...,𝑤𝐾 )←Ψ𝑓 (ℎ)

[
(𝑤1, . . . ,𝑤𝐾 ) ∈ Coll𝐾 (ℎ𝑓 )

]
≥ 1
𝑛

for infinitely many 𝑛 ∈ ℕ,

then the reduction R 𝑓 ,Ψ breaks the (𝐾 + 1)-collision-resistance of 𝑓 , namely,

CollAdv𝑓 ,𝐾+1
R 𝑓 ,Ψ𝑓
(𝜆) def

= Pr
(𝑥1,...,𝑥𝐾+1 )←R 𝑓 ,Ψ𝑓 (1𝜆 )

[(𝑥1, . . . , 𝑥𝐾+1) ∈ Coll𝐾+1(𝑓 )] ≥ 𝜀 (𝜆)

for infinitely many 𝜆 ∈ ℕ.

• Reduction efficiency. For all oracle 𝑓 and 𝜆 ∈ ℕ, R 𝑓 ,Ψ makes at most 𝑞(𝜆) queries to 𝑓 and
Ψ. For every Ψ-query ℎ made by R 𝑓 ,Ψ (1𝜆), the size of the oracle circuit ℎ ( ·) is most 𝑞(𝜆); in
particular, the input length of ℎ is at most 𝑞(𝜆) and ℎ𝑓 makes at most 𝑞(𝜆) queries to 𝑓 on any
input.

2.2 Density-Restoring Partition

Min-entropy and dense distribution. For a random variable 𝑿 , we use supp(𝑿 ) to denote the
support of 𝑿 .

2We equate the hash key and the circuit computing the function.
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Definition 8 (Min-entropy and deficiency). The min-entropy of a random variable 𝑿 is defined by

H∞(𝑿 ) := min
𝑥∈supp(𝑿 )

log

(
1

Pr[𝑿 = 𝑥]

)
.

Suppose that 𝑿 is supported on [𝑛] 𝐽 . We define the deficiency of 𝑿 as

D(𝑿 ) := |𝐽 | log𝑛 − H∞(𝑿 ) .

For 𝐼 ⊆ 𝐽 , 𝑥 ∈ [𝑛] 𝐽 , let 𝑥 (𝐼 ) def
= (𝑥 (𝑖))𝑖∈𝐼 ∈ [𝑛]𝐼 be the projection of 𝑥 on coordinates in 𝐼 .

Definition 9 (Dense distribution). Let 𝛾 ∈ (0, 1). A random variable 𝑿 supported on [𝑛] 𝐽 is said to
be 𝜂-dense if for all nonempty 𝐼 ⊆ 𝐽 , H∞(𝑿 (𝐼 )) ≥ 𝜂 |𝐼 | log𝑛.

Definition 10. For a subset 𝑋 ⊆ [𝑁 ]𝑀 , we say 𝑋 is fixed on 𝐼 ⊂ [𝑀] if there exists an 𝛽 ∈ [𝑁 ]𝐼 such
that ∀𝑥 ∈ 𝑋, 𝑥 (𝐼 ) = 𝛽.

The following lemma is the crux of the structure-vs-pseudorandomness method in [GPW17]
used for proving communication lower bounds. It essentially says that a flat randomvariable could
be decomposed into a convex combination of flat randomvariableswith disjoint support and dense
properties.

Lemma 11 (Density-restoring partition). Let 𝜂 ∈ (0, 1). Let𝑋 be a subset of [𝑁 ]𝑀 and 𝐽 ⊆ [𝑀]. Suppose
that 𝑋 is fixed on 𝐽 . Then, there exists a partition 𝑋 = 𝑋 1 ∪𝑋 2 ∪ · · · ∪ 𝑋 𝑟 and every 𝑋 𝑖 is associated with a
set 𝐼𝑖 ⊆ 𝐽 and a value 𝛼𝑖 ∈ [𝑁 ]𝐼𝑖 that satisfy the following properties.

1. ∀𝑥 ∈ 𝑋 𝑖 , 𝑥 (𝐼𝑖) = 𝛼𝑖 ;

2. 𝑿 𝑖 (𝐽 \ 𝐼𝑖) is 𝜂-dense;

3. D
(
𝑿 𝑖 (𝐽 \ 𝐼𝑖)

)
≤ D (𝑿 (𝐽 )) − (1 − 𝜂) |𝐼𝑖 | · log𝑁 + 𝛿𝑖 , where 𝛿𝑖

def
= log(|𝑋 |/| ∪𝑗≥𝑖 𝑋 𝑗 |).

Remark 12. Jumping ahead, in our use cases, 𝑋 is a set of functions from {0, 1}ℓ to {0, 1}𝜆; that is,
we equate the set [2𝜆] with {0, 1}𝜆 and apply the above lemma with 𝑁 = 2𝜆, 𝑀 = 2ℓ , and 𝐽 ⊆ [2ℓ ].

2.3 Randomized Compression Scheme

Let X be a finite set. A randomized compression scheme for X consists of two functions, namely,
an encoding algorithm Enc : R × X → Y ∪ {⊥}, and decoding algorithm Dec : Y → X, where R
is the randomness space. It is required that for all 𝑟 ∈ R, 𝑥 ∈ X such that Enc(𝑟, 𝑥) ≠ ⊥, we have
Dec(𝑟,Enc(𝑟, 𝑥)) = 𝑥 .

Lemma 13. For all randomized compression schemes for X, it holds that

|Y| ≥ 𝛿 |X|,

where 𝛿 := Pr𝑟←R,𝑥←X [Enc(𝑟, 𝑥) ≠ ⊥].
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Proof. For 𝑟 ∈ R, define
𝛿𝑟

def
= Pr

𝑥←X
[Enc(𝑟, 𝑥) ≠ ⊥] .

Since 𝛿 = E𝑟←R [𝛿𝑟 ], there exists some 𝑟 ∗ such that 𝛿𝑟 ∗ ≥ 𝛿 . Let

X∗ def
= {𝑥 ∈ X : Enc(𝑟 ∗, 𝑥) ≠ ⊥} .

Note that Dec(𝑟 ∗,Enc(𝑟 ∗, 𝑥)) = 𝑥 for all 𝑥 ∈ X∗, meaning that 𝑥 ↦→ Enc(𝑟 ∗, 𝑥) is an injection from X∗
to Y. Consequently,

|Y| ≥ |X∗ | = 𝛿𝑟 ∗ |X| ≥ 𝛿 |X|.
□

2.4 Technical Tools

Lemma 14 (Borel-Cantelli Lemma). Let E1,E2, . . . be a sequence of events on the same probability space.
Then, if the sum of probabilities of events E𝜆 converges, then the probability that infinitely many of the events
occur is 0:

∞∑
𝜆=1

Pr[E𝜆] < ∞ =⇒ Pr

[ ∞⋂
𝑘=1

∞⋃
𝜆=𝑘

E𝜆

]
= 0.

3 Separating (𝐾 + 1)-MCRH from 𝐾-MCRH

This section presents the main result: For every constant 𝐾 ≥ 2, there is no black-box construction
of 𝐾-MCRH from (𝐾 + 1)-MCRH. We start by stating the main result formally:

Theorem 15. Let 𝐾 ≥ 2 be an integer constant, and let𝑚 = 𝑚(𝑛), ℓ = ℓ (𝜆) be length functions such that
𝑚(𝑛) ≥ 𝑛 + dlog𝐾e + 1 and ℓ (𝜆) ≥ 𝜆 + dlog(𝐾 + 1)e + 1. Let (H ,R) be a (𝑞, 𝜀)-fully black-box construction
of 𝐾-MCRH with input length𝑚 from (𝐾 + 1)-MCRH with input length ℓ . Then, either

• (large reduction time) 𝑞(𝜆) ≥ 20.01𝜆 for infinitely many 𝜆, or

• (large security loss) there exists a constant c such that 𝜀 (𝜆) ≤ c · 2−0.01𝜆 for infinitely many 𝜆.

We prove the theorem by presenting two oracles 𝑓 and Ψ such that (1) Ψ𝑓 breaks any 𝐾-MCRH
constructionH that uses 𝑓 as oracle, and (2) 𝑓 is a (𝐾 + 1)-MCRH relative to Ψ.

Notations. We start with fixing notations used throughout our proof.

• Fix length functions ℓ = ℓ (𝜆),𝑚 =𝑚(𝑛) and a constant 𝐾 .

• F = {F𝜆}𝜆∈ℕ, where F𝜆 is the set of functions mapping ℓ (𝜆)-bit inputs to 𝜆-bit outputs. We
use 𝑓 ← F to indicate that 𝑓 = (𝑓𝜆)𝜆∈ℕ is obtained by sampling 𝑓𝜆 ← F𝜆 for each 𝜆.

• ℭ = {ℭ𝑛}𝑛∈ℕ, where ℭ𝑛 is the set of all oracle-aided circuits mapping𝑚(𝑛)-bit inputs to 𝑛-bit
outputs.

• For 𝐶 ∈ ℭ𝑛, 𝑓 ∈ F , let Query𝑓 (𝐶,𝑤) be the set of 𝑓 -queries when evaluating 𝐶 𝑓 on input 𝑤 ,
and write

Query𝑓
𝜆
(𝐶,𝑤) def

=
{
𝑥 ∈ Query𝑓 (𝐶,𝑤) : 𝑥 is a query to 𝑓𝜆

}
for 𝜆 ∈ ℕ.

11



3.1 Simon’s Oracle

Next, we describe a generalization of Simon’s oracle, which takes as input an oracle-aided circuit
𝐶 and returns a 𝐾-collision for the function 𝐶 𝑓 with constant probability.

Generalized Simon’s collision-finding oracle CF𝑓

• Internal randomness: For every 𝑛 ∈ ℕ and circuit 𝐶 ∈ ℭ𝑛, choose 𝑤1
𝐶 ← {0, 1}𝑚 (𝑛) ,

𝜋2
𝐶 , 𝜋

3
𝐶 , . . . , 𝜋

𝐾 (𝑛)
𝐶 ← Perm({0, 1}𝑚) uniformly at random.

• Input: oracle-aided circuit 𝐶 ∈ ℭ𝑛 for some 𝑛 ∈ ℕ.

• Operations:

1. For 𝑗 = 2, 3, . . . , 𝐾 ,
(a) find the smallest index 𝑖 𝑗 ∈ [2𝑚 (𝑛) ] such that 𝐶 𝑓 (𝜋 𝑗𝐶 (𝑖 𝑗 )) = 𝐶 𝑓 (𝑤1

𝐶 );
(b) set𝑤 𝑗

𝐶 := 𝜋 𝑗𝐶 (𝑖 𝑗 ).
2. Return (𝑤1

𝐶 , . . . ,𝑤
𝐾
𝐶 ).

Lemma 16 (CF breaks 𝐾-CRH). Let 𝑓 be any fixed oracle and 𝐶 ( ·) : {0, 1}𝑚 → {0, 1}𝑛 be any candidate
construction of 𝐾-CRH. If𝑚 ≥ 𝑛 + dlog𝐾e + 1. Then,

Pr
(𝑤1
𝐶 ,...,𝑤

𝐾
𝐶 )←CF𝑓 (𝐶 )

[
(𝑤1

𝐶 , . . . ,𝑤
𝐾
𝐶 ) ∈ Coll𝐾 (𝐶 𝑓 )

]
≥ 1

2𝐾𝐾−1
.

Proof. Omit 𝑓 from notations as it is fixed. The choice of𝑤1
𝐶 , · · · ,𝑤𝐾𝐶 guarantees that they evaluate

to the same value under 𝐶 𝑓 , and thus they form a 𝐾-collision as long as they are distinct. Write
𝑎𝑦 := |𝐶−1(𝑦) | for 𝑦 ∈ Im(𝐶) and 𝐴 def

=
{
𝑦 ∈ Im(𝐶) : 𝑎𝑦 ≥ 𝐾

}
. Then,

Pr
(𝑤1
𝐶 ,...,𝑤

𝐾
𝐶 )←CF(𝐶 )

[
𝑤1
𝐶 , · · · ,𝑤𝐾𝐶 are distinct

]
≥
∑
𝑦∈𝐴

Pr
𝑤←{0,1}𝑚

[𝐶 (𝑤) = 𝑦] Pr
𝑤1
𝐶 ,...,𝑤

𝐾
𝐶←𝐶−1 (𝑦)

[
𝑤1
𝐶 , · · · ,𝑤𝐾𝐶 are distinct

]
=
∑
𝑦∈𝐴

𝑎𝑦

2𝑚
·
𝑎𝑦 (𝑎𝑦 − 1) · · · (𝑎𝑦 − 𝐾 + 1)

𝑎𝐾𝑦
. (4)

Observe that for 𝑦 ∈ 𝐴,

𝑎𝑦 (𝑎𝑦 − 1) · · · (𝑎𝑦 − 𝐾 + 1)
𝑎𝐾𝑦

≥
(𝑎𝑦 − 𝐾 + 1)𝐾−1

𝑎𝐾−1𝑦

=

(
1 − 𝐾 − 1

𝑎𝑦

)𝐾−1
≥ 1

𝐾𝐾−1
.

where the second inequality holds since 𝑎𝑦 ≥ 𝐾 . Meanwhile,∑
𝑦∈𝐴

𝑎𝑦

2𝑚
= 1 −

∑
𝑦∈Im(𝐶 )\𝐴

𝑎𝑦

2𝑚
≥ 1 − 2𝑛 · 𝐾

2𝑚
≥ 1

2
,
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where the last inequality follows from𝑚 ≥ 𝑛 + dlog𝐾e + 1. Plugging the above two equations into
eq. (4), we conclude that

Pr
(𝑤1
𝐶 ,...,𝑤

𝐾
𝐶 )←CF(𝐶 )

[
𝑤1
𝐶 , · · · ,𝑤𝐾𝐶 are distinct

]
≥ 1

2𝐾𝐾−1
.

□

We also define a variant of Simon’s oracle as shown in fig. 2, which is used in later proofs. It
uses a partial function 𝑓 ′ as oracle, and whenever it encounters an undefined input of 𝑓 ′ during
execution, it outputs ⊥.

Simon’s oracle C̃F
𝑓 ′

with a partial function 𝑓 ′

• Internal randomness: For every 𝑛 ∈ ℕ and circuit 𝐶 ∈ ℭ𝑛, choose 𝑤1
𝐶 ← {0, 1}𝑚 (𝑛) ,

𝜋2
𝐶 , 𝜋

3
𝐶 . . . , 𝜋

𝐾
𝐶 ← Perm({0, 1}𝑚) uniformly at random.

• Input: oracle-aided circuit 𝐶 ∈ ℭ𝑛.

• Operations:

1. If EvalC𝑓 ′ (𝐶,𝑤1
𝐶 ) = ⊥, return ⊥.

2. For 𝑗 = 2, 3, . . . , 𝐾 ,
(a) find the smallest index 𝑖 𝑗 ∈ [2𝑚 (𝑛) ] such that EvalC𝑓 ′ (𝐶, 𝜋 𝑗𝐶 (𝑖 𝑗 )) = EvalC𝑓 ′ (𝐶,𝑤1

𝐶 );
if no such index exists, return ⊥.

(b) set𝑤 𝑗
𝐶 := 𝜋 𝑗𝐶 (𝑖 𝑗 ).

3. Return (𝑤1
𝐶 , . . . ,𝑤

𝐾
𝐶 ).

Subroutine EvalC𝑓 ′ (𝐶,𝑤):

- Evaluate𝐶 ( ·) on input𝑤 by answering the oracle gateswith 𝑓 ′. If some oracle gate queries
an undefined point, return ⊥; otherwise, return the evaluation result.

Figure 2: Simon’s oracle with a partial function 𝑓 ′

A few observations about CF and C̃F are in order.

Observation 17. CF and C̃F have the same randomness space, denoted Coin★. Given oracle 𝑓 and
r ∈ Coin★, we write CF𝑓 ,r and C̃F

𝑓 ,r
to denote the CF-oracles with fixed randomness r.

Lemma 18. Fix 𝑓 ∈ F , r ∈ Coin★,𝐶 ∈ ℭ and let (𝑤1
𝐶 , . . . ,𝑤

𝐾
𝐶 ) := CF𝑓 ,r(𝐶). Let 𝑓 ′ be a partial function. If

𝑓 ′ ⊆ 𝑓 and Query𝑓 (𝐶,𝑤 𝑗
𝐶 ) ⊆ supp(𝑓 ′) for all 𝑗 ∈ [𝐾], then C̃F

𝑓 ′,r(𝐶) = (𝑤1
𝐶 , . . . ,𝑤

𝐾
𝐶 ) .

Proof. Since 𝑓 ′ ⊆ 𝑓 and Query𝑓 (𝐶,𝑤 𝑗
𝐶 ) ⊆ supp(𝑓 ′), we have EvalC𝑓 ′ (𝐶,𝑤 𝑗

𝐶 ) = 𝐶 𝑓 (𝑤
𝑗
𝐶 ) for all 𝑗 ∈ [𝐾].
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Fix 𝑗 ∈ [𝐾]. By the choice of𝑤 𝑗
𝐶 in CF𝑓 ,r(𝐶), we know that𝑤 𝑗

𝐶 = 𝜋 𝑗𝐶 (𝑖 𝑗 ), where 𝑖 𝑗 be the smallest
index such that 𝐶 𝑓 (𝑤1

𝐶 ) = 𝐶 𝑓 (𝜋
𝑗
𝐶 (𝑖 𝑗 )). For 𝑖′ < 𝑖 𝑗 , it must be that EvalC𝑓 ′ (𝐶, 𝜋 𝑗𝐶 (𝑖′)) ≠ EvalC𝑓 ′ (𝐶,𝑤1

𝐶 ),
because otherwise we will have

𝐶 𝑓 (𝜋 (𝑖′)) = EvalC𝑓 ′ (𝐶, 𝜋 𝑗𝐶 (𝑖
′)) = EvalC𝑓 ′ (𝐶,𝑤1

𝐶 ) = 𝐶 𝑓 (𝑤1),

contradicting the minimality of 𝑖 𝑗 . Therefore, C̃F
𝑓 ,r(𝐶) will also choose 𝑤 𝑗

𝐶 as the 𝑗-th component
of its output. □

3.2 Proof of Main Result

Our goal is to show that CF𝑓 does not help to find a (𝐾 + 1)-collision for some 𝑓 . We shall prove
this for a random 𝑓 ← F and then use a standard argument to show the existence of a fixed 𝑓 with
the desired property.
Definition 19 ((𝑞, 𝑞′, 𝑞′′)-bounded adversary). We say an oracle-aided adversary A is (𝑞, 𝑞′, 𝑞′′)-
bounded if for any fixed oracle 𝑓 , A 𝑓 ,CF𝑓 (1𝜆) issues at most 𝑞(𝜆) queries to 𝑓 , 𝑞′(𝜆) queries to CF,
and each CF-query 𝐶 has size at most 𝑞′′(𝜆).
Theorem 20. For all (𝑞, 𝑞, 𝑞)-bounded adversary A with 𝑞(𝜆) = 𝑂 (20.01𝜆),

E
𝑓←F

[
CollAdv𝑓 ,𝐾+1

A 𝑓 ,CF𝑓
(𝜆)

]
= 𝑂 (2−0.01𝜆).

Nowwe prove the main result (theorem 15) using theorem 20. The proof of theorem 20 is given
in the rest of the paper.

Proof of theorem 15. Fix a (𝑞, 𝜀)-fully black-box construction (H ,R). If 𝑞(𝜆) ≥ 20.01𝜆 for infinitely
many 𝜆, we are done. Suppose that𝑞(𝜆) ≤ 20.01𝜆 for sufficiently large 𝜆. SinceR is a (𝑞, 𝑞, 𝑞)-bounded
adversary, by theorem 20, we have there exists a function 𝛿 (𝜆) = 𝑂 (2−0.01𝜆) such that

E
𝑓

[
CollAdv𝑓 ,𝐾+1

R 𝑓 ,CF𝑓
(𝜆)

]
≤ 𝛿 (𝜆)

for sufficiently large 𝜆. Let 𝜀′(𝜆) def
= 𝜆2 · 𝛿 (𝜆), and let E𝜆 denote the event that

CollAdv𝑓 ,𝐾+1
R 𝑓 ,CF𝑓

(𝜆) ≥ 𝜀′(𝜆) .

ByMarkov inequality, Pr𝑓 [E𝜆] < 1
𝜆2

for sufficiently large 𝜆. Since
∑∞
𝜆=1

1
𝜆2

< ∞, we have
∑∞
𝜆=1 Pr𝑓 [E𝜆] <

∞. Then by Borel-Cantelli lemma (lemma 14), we have

Pr
𝑓

[
CollAdv𝑓 ,𝐾+1

R 𝑓 ,CF𝑓
(𝜆) ≥ 𝜀′(𝜆) for infinitely many 𝜆

]
= 0.

Therefore, there exists a some 𝑓 ∈ F such that CollAdv𝑓 ,𝐾+1
R 𝑓 ,CF𝑓

(𝜆) < 𝜀′(𝜆) for sufficiently large 𝜆. Fix
such an 𝑓 in the following argument.

By lemma 16, CF𝑓 breaks the 𝐾-collision resistance of H with probability 1
2𝐾𝐾−1

, which is a
constant as 𝐾 is a constant. By the property of black-box reduction,

CollAdv𝑓 ,𝐾+1
R 𝑓 ,CF𝑓

(𝜆) > 𝜀 (𝜆)

for infinitely many 𝜆, and thus 𝜀 (𝜆) < 𝜀′(𝜆) for infinitely many 𝜆. Note that 𝜀′(𝜆) = 𝑂 (20.01𝜆),
meaning that there exists a constant c such that 𝜀′(𝜆) < c · 20.01𝜆 for sufficiently large 𝜆, and hence
𝜀 (𝜆) < c · 20.01𝜆 for infinitely many 𝜆. □

14



3.3 Normalizations

We proceed to prove theorem 20. For a start, we introduce the notion of normalized versions of an
adversary. Intuitively, the normalized adversary issues some fixed 𝑓 -queries in the very beginning
and then simulates A. In the simulation of CF-queries of A, we incorporate a technique called
smoothening, which is used in several separation results [AS16, BD19, DM24].

Definition 21 ((𝛽, 𝛽 ′)-normalized adversary). LetA be an oracle-aided adversary that, on input 1𝜆,
aims to find a (𝐾+1)-collision for 𝑓𝜆 with oracle access to (𝑓 ,CF𝑓 ). For 𝛽, 𝛽 ′ ∈ ℕ, we construct another
oracle-aided adversary S, called the (𝛽, 𝛽 ′)-normalized version of A: S(1𝜆) simulates A(1𝜆) with
the following modifications.

• In the beginning, S first make 𝛽 ′ 𝑓 -queries 𝜁1, . . . , 𝜁𝛽 ′ , which are the lexicographically first 𝛽 ′

strings in {0, 1}ℓ (𝜆) .

• Rush winning rule. After each 𝑓 -query, S immediately checks whether a (𝐾 + 1)-collision for
𝑓𝜆 is found; if found, it immediately returns the (𝐾 + 1)-collision and halts.

• No repeating queries. If A makes a repeating query, S answer with the previously-known
answer and does not make that query.

• When A issues a CF-query 𝐶 : {0, 1}𝑚 (𝑛) → {0, 1}𝑛, S proceeds as follows:

1. Choose 𝑤1, . . . ,𝑤𝛽 ← {0, 1}𝑚 (𝑛) uniformly at random and evaluates 𝐶 𝑓 (𝑤1), . . . ,𝐶 𝑓 (𝑤𝛽 );
we refer to𝑤1, . . . ,𝑤𝛽 as smoothening points.

2. Invoke CF𝑓 (𝐶) and receive oracle answer (𝑤1
𝐶 , . . . ,𝑤

𝐾
𝐶 ).

3. Evaluate𝐶 𝑓 (𝑤1
𝐶 ), . . . ,𝐶 𝑓 (𝑤𝐾𝐶 ). We call 𝑓 -queries involved in these evaluations confirma-

tion queries.
4. Forwards the answer (𝑤1

𝐶 , . . . ,𝑤
𝐾
𝐶 ) to A.

• If A outputs (𝑥1, . . . , 𝑥𝐾+1) and halts, then S evaluate 𝑓 (𝑥1), . . . , 𝑓 (𝑥𝐾+1).

It is straightforward to see that S outputs a (𝐾 + 1)-collision for 𝑓 whenever A does; thus we
have

Observation 22. For all fixed oracle 𝑓 , randomness r ∈ Coin★, and 𝛽, 𝛽 ′ ∈ ℕ,

CollAdv𝑓 ,𝐾+1
S𝑓 ,CF𝑓 ,r

(𝜆) ≥ CollAdv𝑓 ,𝐾+1
A 𝑓 ,CF𝑓 ,r

(𝜆),

where S is the (𝛽, 𝛽 ′)-normalized version of A.

In terms of efficiency, S only makes more 𝑓 -queries than A:

Observation 23. IfA is (𝑞, 𝑞′, 𝑞′′)-bounded, then its (𝛽, 𝛽 ′)-normalized version is (𝑞, 𝑞′, 𝑞′′)-bounded
where 𝑞 = 𝛽 ′ + 𝑞 + 𝑞′ · (𝛽𝑞′′ + 𝐾𝑞′′) + 𝐾 + 1.

15



3.4 Proof of Theorem 20

Theorem (Theorem 20 restated). For all (𝑞, 𝑞, 𝑞)-bounded adversary A with 𝑞(𝜆) = 𝑂 (20.01𝜆),

E
𝑓←F

[
CollAdv𝑓 ,𝐾+1

A 𝑓 ,CF𝑓
(𝜆)

]
= 𝑂 (2−0.01𝜆).

Proof. Fix 𝜆 ∈ ℕ and the oracle 𝑓−𝜆 = {𝑓𝜆′}𝜆′≠𝜆; we only consider the random choice of 𝑓𝜆. Let
𝛽 = 𝜆 · 20.1𝜆, 𝛽 ′ = 20.2𝜆. and let S be the (𝛽, 𝛽 ′)-normalized version of A. By observation 23, S is
(𝑞, 𝑞, 𝑞)-bounded where 𝑞 = 𝛽 ′ + 𝑞 + 𝑞2 · (𝛽 + 𝐾) + 𝐾 + 1 = 𝑂 (20.2𝜆). We use CoinS to denote the
randomness space for S.

The probability space is Ω
def
= Coin★ × CoinS × F𝜆. Given (r, coin, 𝑓𝜆) ∈ Ω, the execution of

S 𝑓 ,CF𝑓 ,r (1𝜆 ; coin) is completely determined. Let CollFound denote the event that a (𝐾 + 1)-collision
is output by S 𝑓 ,CF𝑓 ,r (1𝜆 ; coin). By observation 22 we have

E
𝑓𝜆←F𝜆,r←Coin★

[
CollAdv𝑓 ,𝐾+1

A 𝑓 ,CF𝑓 ,r
(𝜆)

]
≤ E
𝑓𝜆←F𝜆,r←Coin★

[
CollAdv𝑓 ,𝐾+1

S𝑓 ,CF𝑓 ,r
(𝜆)

]
= Pr
(r,coin,𝑓𝜆 )←Ω

[CollFound] .

LetCFHit be the event that a (𝐾+1)-collision is foundwhenS is evaluating the confirmation queries.
Then we have

Pr
(r,coin,𝑓𝜆 )←Ω

[CollFound] ≤ Pr
(r,coin,𝑓𝜆 )←Ω

[CollFound ∧ ¬CFHit] + Pr
(r,coin,𝑓𝜆 )←Ω

[CFHit] .

Therefore, the theorem follows from the following two lemmas.

Lemma 24. Pr(r,coin,𝑓𝜆 )←Ω [CFHit] = 𝑂 (2−0.01𝜆).
Lemma 25. Pr(r,coin,𝑓𝜆 )←Ω [CollFound ∧ ¬CFHit] = 𝑂 (2−0.4𝜆).

□

It remains to prove the above two lemmas. The proof of lemma 24 is deferred to the next section,
as new techniques are required. Next, we prove lemma 25 by a compression argument.

Proof of lemma 25. Fix r ∈ Coin★, coin ∈ CoinS , and define

GoodF(r, coin) def
= {𝑓𝜆 ∈ F𝜆 : (r, coin, 𝑓𝜆) ∈ CollFound \ CFHit} .

Let S be the deterministic adversary obtained by fixing the random coin of S to be coin. We shall
prove that |GoodF(r, coin) | is small for every fixed (r, coin). To this end, we devise a randomized
encoding scheme for the set GoodF(r, coin). The randomness used by the encoding scheme is a
random permutation 𝜙 : [2ℓ ] → {0, 1}ℓ . The encoding will be successful if the permutation is good
in the following sense:

Definition 26 (Good permutation). Let 𝑉 =
{
𝜁1, . . . , 𝜁𝛽 ′

}
be the set of the lexicographically first 𝛽 ′

strings in {0, 1}ℓ (𝜆) . We say 𝜙 : [2ℓ ] → {0, 1}ℓ is a good permutation w.r.t. (r, coin, 𝑓 ) if the following
two conditions hold:

1. Let 𝑈 =
{
𝑢1, · · ·𝑢 |𝑈 |

}
is the set of all confirmation queries of S𝑓 ,CF𝑓 ,r (1𝜆). The last element

among 𝑉 ∪𝑈 , in the order given by 𝜙 , is from 𝑉 . Formally, argmax𝑧∈𝑉∪𝑈 𝜙
−1(𝑧) ∈ 𝑉 .
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Enc(𝜙, 𝑓𝜆)

• Input: A permutation 𝜙 : [2ℓ ] → {0, 1}ℓ and 𝑓𝜆 ∈ GoodF(r, coin).

• Output: (𝑖∗, 𝑑, 𝐿) ∈ [𝑞] × [𝑞] × {0, 1} (2ℓ−1)𝜆 or ⊥.

• Operations:

1. Return ⊥ if 𝜙 is not a good permutation w.r.t. (r, coin, 𝑓 ).
2. Let 𝑧1, . . . , 𝑧𝑑 (𝑑 ≤ 𝑞) be the 𝑓𝜆-queries issued by S𝑓 ,CF𝑓 ,r (1𝜆).
3. Let 𝑖∗ ∈ [𝑑] be the smallest index such that 𝑓𝜆 (𝑧𝑖∗) = 𝑓𝜆 (𝑧𝑑 ). // Since a
(𝐾 + 1)-collision is found and S abides by the rush winning rule, 𝑧𝑑 is
a component of the (𝐾 + 1)-collision.

4. Initialize 𝐿 to be an empty list.
5. For 𝑗 from 1 to 2ℓ , if 𝜙 ( 𝑗) ≠ 𝑧𝑑 , append 𝑓𝜆 (𝜙 ( 𝑗)) to 𝐿.
6. Return (𝑖∗, 𝑑, 𝐿).

Figure 3: The encoding procedure.

2. 𝑧𝑑 ranks last among 𝑧1, . . . , 𝑧𝑑 in the order given by 𝜙 , where 𝑧1, . . . , 𝑧𝑑 (𝑑 ≤ 𝑞) are the 𝑓𝜆-queries
issued by S𝑓 ,CF𝑓 ,r (1𝜆). Formally, 𝑧𝑑 = argmax𝑧∈{𝑧1,...,𝑧𝑑 } 𝜙

−1(𝑧).

The encoding procedure and decoding procedure are described in fig. 3 and fig. 4, respectively.
We have two claims regarding the compression scheme, showing that (Enc,Dec) is a random-

ized compression scheme for the set GoodF(r, coin) with correctness 𝛿 = Ω(2−0.2𝜆):
Claim 27. For all 𝑓𝜆 ∈ GoodF(r, coin),

Pr
𝜙

[
𝜙 is a good permutation w.r.t. (r, coin, 𝑓 )

]
≥ Ω(2−0.2𝜆) .

Claim 28. Let 𝑓𝜆 ∈ GoodF(r, coin). If 𝜙 is a good permutation w.r.t. (r, coin, 𝑓𝜆), then

|𝐿 | = 2ℓ (𝜆) − 1 and Dec(𝜙, (𝑖∗, 𝑑, 𝐿)) = 𝑓𝜆,

where (𝑖∗, 𝑑, 𝐿) := Enc(𝜙, 𝑓𝜆).
We continue the proof of lemma 25 and prove the two claims later. Note that the size of the

encoding space is 𝑞2 · 2(2ℓ−1)𝜆. By lemma 13, it holds that

𝑞2 · 2(2ℓ−1)𝜆 ≥ 𝛿 · |GoodF(r, coin) |,

meaning that
|GoodF(r, coin) | ≤ 𝑞2 · 2(2ℓ−1)𝜆 ·𝑂 (20.2𝜆) = 22

ℓ ·𝜆 ·𝑂 (2−0.4𝜆) . (5)
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Dec(𝜙, 𝑓𝜆)

• Input: A permutation 𝜙 : [2ℓ ] → {0, 1}ℓ and (𝑖∗, 𝑑, 𝐿) ∈ [𝑞] × [𝑞] × {0, 1} (2ℓ−1)𝜆.

• Output: 𝑓𝜆 ∈ F𝜆.

• Operations:

1. Initialize a partial function 𝑍 : {0, 1}ℓ (𝜆) → {0, 1}𝜆 ∪ {⊥} undefined everywhere, and
set 𝑗 := 1, 𝑥 ′ := ⊥.

2. For 𝑖 from 1 to 𝑑 − 1:
(a) (flag, 𝑥) := GetQuery(𝑍, 𝑖);
(b) if flag = FAIL, return ⊥;
(c) if 𝑖 = 𝑖∗, set 𝑥 ′ := 𝑥 ;
(d) if flag = UNFILLED, then

– while 𝑗 ≤ 𝜙−1(𝑥) : set 𝑍 := 𝑍 ∪ {(𝜙 ( 𝑗), 𝐿( 𝑗))}, 𝑗 := 𝑗 + 1;
3. (flag, 𝑥) := GetQuery(𝑍,𝑑).
4. If flag = FAIL, return ⊥.
5. While 𝑗 < 𝜙−1(𝑥) : set 𝑍 := 𝑍 ∪ {(𝜙 ( 𝑗), 𝐿( 𝑗))}, 𝑗 := 𝑗 + 1.
6. 𝑍 (𝑥) := 𝑍 (𝑥 ′). // Filling the 𝑑-th query.
7. While 𝑗 ≤ 2ℓ − 1 : set 𝑍 := 𝑍 ∪ {(𝜙 ( 𝑗 + 1), 𝐿( 𝑗))}, 𝑗 := 𝑗 + 1.
8. Return 𝑍 . // 𝑍 is all filled and thus is total.

Subprodecure GetQuery(𝑍, 𝑖)

1. Simulate S until it issues the 𝑖-th 𝑓 -query while answering its oracle queries as follows:

(a) Directly answer 𝑓−𝜆-queries with 𝑓−𝜆.
(b) For the 𝑣-th 𝑓𝜆-query 𝑥 where 𝑣 < 𝑖:

• if 𝑍 (𝑥) = ⊥; return (FAIL,⊥); otherwise, set the oracle answer to be 𝑍 (𝑥).
(c) For the 𝑖-th 𝑓𝜆-query 𝑥 :

• if 𝑍 (𝑥) = ⊥, return (UNFILLED, 𝑥); otherwise, return (FILLED, 𝑥).
(d) For a CF-query 𝐶 : {0, 1}𝑚 → {0, 1}𝑛:

• let 𝑓 ′ := 𝑓−𝜆 ∪ 𝑍 .
• if C̃F

𝑓 ′,r(𝐶) ≠ ⊥, set the oracle answer to be C̃F
𝑓 ′,r(𝐶); otherwise, return (FAIL,⊥).

2. Return (FAIL,⊥). //The simulation is completed with fewer than 𝑖 queries.

Figure 4: The decoding procedure.
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Since eq. (5) holds for all r and coin, we get

Pr
(r,coin,𝑓𝜆 )←Ω

[CollFound ∧ ¬CFHit] = E
r,coin

[
Pr

𝑓𝜆←F𝜆
[𝑓𝜆 ∈ GoodF(r, coin)]

]
= E

r,coin
[|GoodF(r, coin) |/|F𝜆 |]

≤ 𝑂 (2−0.4𝜆),

where we recall that |F𝜆 | = 22
ℓ ·𝜆. This finishes the proof. □

We conclude this section with the proofs of claim 27 and claim 28.

Proof of claim 27. If 𝑑 ≤ 𝛽 ′, i.e., a (𝐾 + 1)-collision is found in 𝑉 =
{
𝜁1, . . . , 𝜁𝛽 ′

}
, then first item is

vacuous and the thus 𝜙 is good with probability 1/𝑑 ≥ 1/𝛽 ′ ≥ 2−0.2𝜆.
Now assume 𝑑 > 𝛽 ′, which means 𝑧𝑑 ∉ 𝑉 . Let 𝑈 =

{
𝑢1, . . . , 𝑢 |𝑈 |

}
be the set of all confirmation

querieswhere |𝑈 | ≤ 𝐾𝑞2. Since (r, coin, 𝑓𝜆) ∉ CFHit, we have 𝑧𝑑 ∉ 𝑈 . Consider the order of𝑉∪𝑈∪{𝑧𝑑 }
in 𝜙 . Again, the second item holds with probability 1/𝑑 ≥ 1/𝑞. Conditioned on the event that 𝑧𝑑
ranks last, the ordering of 𝑉 ∪ 𝑈 is still uniformly random. Consequently, the first item happens
with probability

|𝑉 |
|𝑉 | + |𝑈 | = 1 − |𝑈 |

|𝑉 | + |𝑈 | ≥ 1 − 𝐾𝑞
2

𝛽 ′
≥ 1 −𝑂 (2−0.1𝜆) .

Therefore, the probability that both items hold is at least

1
𝑞
· (1 −𝑂 (2−0.1𝜆)) = Ω(2−0.2𝜆).

□

Proof of claim 28. If 𝜙 is a good permutation w.r.t. (r, coin, 𝑓 ), then Enc(𝜙, 𝑓𝜆) will not output ⊥ in
step 1, and hence will add 𝑓𝜆 (𝜙 ( 𝑗)) to 𝐿 for all 𝑗 except for 𝑗 = 𝜙−1(𝑧𝑑 ), meaning that 𝐿 contains
(2ℓ − 1) strings, each of length 𝜆.

Let 𝑧1, . . . , 𝑧𝑑 be 𝑓 -queries and𝑈 be the set of confirmation queries in the execution of S𝑓 ,CF𝑓 ,r (1𝜆).
We prove by induction the following loop invariants for the FOR loop in step 2 of Dec(𝜙, 𝑓𝜆): At the
end of the 𝑖-th iteration,

(L1) 𝑗 = max𝑣∈[𝑖 ] 𝜙−1(𝑧𝑣) + 1;

(L2) for all 𝑗 ′ < 𝑗 , 𝑍 (𝜙 ( 𝑗 ′)) = 𝑓𝜆 (𝜙 ( 𝑗 ′)); for all 𝑗 ′ ≥ 𝑗 , 𝑍 ( 𝑗) = ⊥.

For the basis step, the above invariants hold trivially for 𝑖 = 0 with 𝑗 = 1 as in initialization. Now,
suppose that loop invariants hold for 𝑖 = 𝑘 . Let 𝑗𝑖 be the value of 𝑗 at the end of the 𝑖-th iteration.
The induction hypothesis says that, at the beginning of the (𝑘 + 1)-th iteration, we have

(IH1) 𝑗𝑘 = max𝑣∈[𝑘 ] 𝜙−1(𝑧𝑣) + 1;

(IH2) for all 𝑗 ′ < 𝑗𝑘 , 𝑍 (𝜙 ( 𝑗 ′)) = 𝑓𝜆 (𝜙 ( 𝑗 ′)); for all 𝑗 ′ ≥ 𝑗𝑘 , 𝑍 (𝜙 ( 𝑗)) = ⊥.

We shall show that L1 and L2 hold for 𝑖 = 𝑘 + 1. We start by showing that

(♦) GetQuery(𝑍, 𝑘+1) successfully reaches step 1(c)with𝑥 = 𝑧𝑘+1, so it returns either (UNFILLED, 𝑧𝑘+1)
or (FILLED, 𝑧𝑘+1).
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It can be split into two cases.

• 1 ≤ 𝑘 < min(𝛽 ′, 𝑑 − 1). The first 𝑘 𝑓𝜆-queries are 𝜁1, . . . , 𝜁𝑘 , and there is no CF-queries until the
(𝑘 + 1)-th 𝑓𝜆-query 𝑧𝑘+1 = 𝜁𝑘+1 is issued. IH1 and IH2 imply that 𝑍 (𝑧𝑡 ) = 𝑓𝜆 (𝑧𝑡 ) for all 𝑡 ∈ [𝑘];
hence, GetQuery(𝑍, 𝑘 + 1) will not fail at step 1(b) and will successfully reach step 1(c) with
𝑥 = 𝑧𝑘+1.

• 𝛽 ′ ≤ 𝑘 < 𝑑 − 1. IH1 implies that 𝑗 > 𝜙−1(𝑧𝑡 ) = 𝜙−1(𝜁𝑡 ) for all 𝑡 ∈ [𝛽 ′]. Since 𝜙 is good, this
implies that 𝑗 > 𝜙−1(𝑢) for all 𝑢 ∈ 𝑈 . Then by IH2, we have 𝑍 (𝑢) = 𝑓𝜆 (𝑢) for all 𝑢 ∈ 𝑈 ,
which, according to lemma 18, implies C̃F

𝑓 ′,r(𝐶) = CF𝑓 ,r(𝐶) for all CF-query 𝐶 issued by S.
Consequently, GetQuery(𝑍, 𝑘 + 1) will not fail at step 1(b) or 1(d), and will successfully reach
step 1(c) with 𝑥 = 𝑧𝑘+1

Next, given (♦), we show the invariants continue to hold for 𝑖 = 𝑘 + 1.
• Case 1: GetQuery(𝑍, 𝑘 + 1) = (FILLED, 𝑧𝑘+1). The while loop in step 2(d) will not be executed,

and thus 𝑗𝑘+1 = 𝑗𝑘 . Meanwhile, IH2 implies that 𝜙−1(𝑧𝑘+1) < 𝑗𝑘 since 𝑍 (𝑧𝑘+1) ≠ ⊥.

• Case 2: GetQuery(𝑍, 𝑘 + 1) = (UNFILLED, 𝑧𝑘+1). The while loop in step 2(d) will be executed
and thus 𝑗𝑘+1 = 𝜙−1(𝑧𝑘+1) + 1. IH2 implies that 𝑗𝑘 ≤ 𝜙−1(𝑧𝑘+1) since 𝑍 (𝑧𝑘+1) = ⊥, meaning that
max𝑣∈[𝑘+1] 𝜙−1(𝑧𝑣) = 𝜙−1(𝑧𝑘+1). Moreover, for the values filled in step 2(d), since 𝜙−1(𝑧𝑘+1) <
𝜙−1(𝑧𝑑 ) (because 𝜙 is good), we have 𝐿(𝜙 ( 𝑗 ′)) = 𝑓𝜆 (𝜙 ( 𝑗 ′)) for 𝑗𝑘 ≤ 𝑗 ′ < 𝑗𝑘+1. After step 2(d), we
have 𝑗𝑘+1 = 𝜙−1(𝑧𝑘+1) + 1.

After the FOR loop, we have L1 and L2 hold for 𝑖 = 𝑑 −1. Since 𝑧𝑑 ranks last among 𝑧1, . . . , 𝑧𝑑 , L1
implies that (i) 𝑗 ≤ 𝑧𝑑 . Moreover, (♦) implies 𝑥 ′ = 𝑧𝑖∗ , and thus (ii) 𝑓𝜆 (𝑧𝑑 ) = 𝑓𝜆 (𝑧𝑖∗) = 𝑍 (𝑥 ′). And by
the same argument above, we have (iii) GetQuery(𝑍,𝑑) = (UNFILLED, 𝑧𝑑 ) at step 3. With (i)(ii)(iii),
comparing steps 5-7 with the encoding algorithm, we conclude that 𝑍 = 𝑓𝜆 when returned. □

4 No (𝐾 + 1)-Collision in Confirmation Queries

In this section, we prove lemma 24, restated below:

Lemma (Lemma 24 restated with context). Let 𝑞 = 𝑂 (20.01𝜆), 𝛽 = 𝜆 · 20.1𝜆, 𝛽 ′ = 20.2𝜆. Let A be a
(𝑞, 𝑞, 𝑞)-bound adversary and let S be the (𝛽, 𝛽 ′)-normalized version of A, which is (𝑞, 𝑞, 𝑞)-bounded for
𝑞 = 𝑂 (20.2𝜆). Then, for all 𝜆 and fixed 𝑓−𝜆, we have

Pr
r←Coin★,coin←CoinS,𝑓𝜆←F𝜆

[CFHit] = 𝑂 (2−0.01𝜆),

where CFHit denotes the event that a (𝐾 + 1)-collision is found when S 𝑓 ,CF𝑓 ,r (1𝜆 ; coin) is evaluating the
confirmation queries.

Fix 𝑖 ∈ [𝑞] and consider S’s 𝑖-th CF-query𝐶. Let CFHit𝑖 denote the event that a (𝐾 + 1)-collision
is found when S 𝑓 ,CF𝑓 ,r (1𝜆) is evaluating the confirmation queries right after the 𝑖-th CF-query 𝐶.
Clearly,

Pr [CFHit] =
∑
𝑖∈[𝑞 ]

Pr [CFHit𝑖] .

For 𝑗 ∈ [𝐾], define the following two classes of events, where (𝑤1
𝐶 , . . .𝑤

𝐾
𝐶 ) := CF𝑓 ,r(𝐶) and 𝑄𝑖 is the

set of 𝑓𝜆-queries issued by S before the 𝑖-th CF-query.
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• FindSib𝑖, 𝑗 : Query𝑓
𝜆
(𝐶,𝑤 𝑗

𝐶 ) ∩ Sib(𝑓𝜆, 𝑄𝑖) ≠ ∅;

• FreshColl𝑖, 𝑗 : ∃𝑥, 𝑥 ′ ∈ Query𝑓
𝜆
(𝐶,𝑤 𝑗

𝐶 ) \𝑄𝑖 s.t.(𝑥, 𝑥 ′) ∈ Coll2(𝑓𝜆). That is, there is a 2-collision for
𝑓𝜆 in the new queries induced by evaluating 𝐶 𝑓 (𝑤 𝑗

𝐶 ).

We claim that
CFHit𝑖 ⊆

⋃
𝑗∈[𝐾 ]

FindSib𝑖, 𝑗 ∪
⋃
𝑗∈[𝐾 ]

FreshColl𝑖, 𝑗 . (6)

This is because, if CFHit𝑖 happens but
⋃
𝑗∈[𝐾 ] FindSib𝑖, 𝑗 does not happen, then the (𝐾 + 1)-collision

found by S must come from ⋃
𝑗∈[𝐾 ]

Query𝑓
𝜆
(𝐶,𝑤 𝑗

𝐶 ) \𝑄𝑖 .

By the pigeonhole principle, there exists some 𝑗 ∈ [𝐾] such that Query𝜆 (𝐶,𝑤
𝑗
𝐶 ) \ 𝑄𝑖 contains a

2-collision for 𝑓𝜆, meaning that
⋃
𝑗∈[𝐾 ] FreshColl𝑖, 𝑗 happens.

Therefore, it suffices to derive an upper bound for the probability of the events FindSib𝑖, 𝑗 ,
FreshColl𝑖, 𝑗 for all 𝑖, 𝑗 . Our proof proceeds in three steps:

1. Section 4.1 introduces two random oracle games with adaptive leakage such that the probability
of these events is bounded from above by the advantage of an adversary in the two games.
By adaptive leakage, we mean the adversary can get global information about the random
oracle besides query access.

2. Next, section 4.2 shows that random oracle games with adaptive leakage can be simulated in
an alternative way that reveals more structural information.

3. Finally, section 4.3 proves that in both games, adversary’s advantage can be bounded in terms
of the number of queries and the amount of leakage.

4.1 Random Oracle Games with Adaptive Leakage

When 𝜆 and 𝑓−𝜆 are fixed, in the (𝐾 + 1)-collision-finding experiment for 𝑓 , the adversary learns
information about 𝑓𝜆 either by direct queries to 𝑓𝜆 or by calling CF𝑓 . The answers returned by CF
can be viewed as a global leakage on the function 𝑓𝜆. Therefore, access to the random function in
the experiment can be simulated using the following two interfaces.

• Eval𝑓𝜆 (𝑥): On input 𝑥 ∈ {0, 1}ℓ (𝜆) , return the value 𝑓 (𝑥).

• Leak𝑓𝜆 (𝐿): On input a leakage function 𝐿 : F𝜆 → {0, 1}𝑎, output 𝐿(𝑓𝜆).

We also define an additional interface Finalize𝑓𝜆 , which simply outputs the entire function 𝑓𝜆. We as-
sume thatFinalize𝑓𝜆 is invoked at the end of the interaction, that is, after all queries to (Eval𝑓𝜆 , Leak𝑓𝜆 ).
Let 𝑄final be the set of all queries made to Eval𝑓 at the moment when Finalize𝑓𝜆 is invoked.

Using these interfaces, we next define two random oracle games; in lemma 32 and lemma 33
we shall show that the two games capture the events FindSib𝑖, 𝑗 and FreshColl𝑖, 𝑗 .

Definition 29 (Sibling-finding game). For an adversaryB, wedefine an experiment, denotedExptfind-sib
B (𝜆),

as follows:
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1. 𝑓𝜆 ← F𝜆 is chosen uniformly at random and B is given access to Eval𝑓𝜆 and Leak𝑓𝜆 .

2. At some point, B submits a challenge circuit𝐶 ( ·) : {0, 1}𝑚 → {0, 1}𝑛, which is an oracle-aided
circuit.

3. Sample𝑤1, . . . ,𝑤𝛽 ← {0, 1}𝑚 and evaluate𝐶 ( ·) on inputs𝑤1, . . . ,𝑤𝛽 using Eval𝑓𝜆 to answer the
oracle gates.

4. Decide winning condition: 𝑓𝜆 ← Finalize𝑓𝜆 and sample 𝑤∗ ← {0, 1}𝑚. The experiment out-
puts 1 if and only if

Query𝑓
𝜆
(𝐶,𝑤∗) ∩ Sib(𝑓𝜆, 𝑄final) ≠ ∅. (7)

Definition 30 (Fresh-collision-finding game). For an adversaryB, wedefine an experimentExptfresh-coll
B (𝜆)

to be identical to Exptfind-sib
B (𝜆) except that the winning condition in eq. (7) is replaced with

∃𝑥, 𝑥 ′ ∈ Query𝑓
𝜆
(𝐶,𝑤∗) \𝑄final s.t. (𝑥, 𝑥 ′) ∈ Coll2(𝑓𝜆) . (8)

Definition 31. We say an adversary B is (𝐵,𝔮,𝔮′)-admissible if (1) it makes at most 𝔮 queries to
Eval𝑓𝜆 ; (2) the sum of output length of its queries to Leak𝑓𝜆 never exceeds 𝐵; (3) its challenge circuit
has at most 𝔮′ oracle gates.

Lemma 32 (Reduction to oracle game I). For all 𝑖 ∈ [𝑞], 𝑗 ∈ [𝐾], there exists a (𝑞2(𝐾−1), 𝑞, 𝑞)-admissible
adversary B such that Pr

[
FindSib𝑖, 𝑗

]
≤ Pr

[
Exptfind-sib

B (𝜆) ⇒ 1
]
.

Proof. Fix 𝑖 ∈ [𝑞], 𝑗 ∈ [𝐾]. Consider the adversary BEval𝑓𝜆 ,Leak𝑓𝜆 that uses randomness (r, coin) ∈
Coin★ × CoinS and operates by simulating A 𝑓 ,CF𝑓 ,r (1𝜆) the same way as S 𝑓 ,CF𝑓 ,r (1𝜆 ; coin) does, un-
til A issues the 𝑖-th new CF-query (excluding repeating queries); B(r, coin) simulates the oracle
(𝑓 ,CF𝑓 ,r) as follows.

• Directly answer 𝑓−𝜆-queries with 𝑓−𝜆.

• For an 𝑓𝜆-query 𝑥 , set the oracle answer to be Eval𝑓𝜆 (𝑥).

• For the 𝑣-th CF-query 𝐶 : {0, 1}𝑚 → {0, 1}𝑛 (𝑚 ≤ 𝑞) where 𝑣 < 𝑖:

1. Read𝑤𝐶 ∈ {0, 1}𝑚 , 𝜋2
𝐶 , . . . , 𝜋

𝐾
𝐶 ∈ Perm({0, 1}𝑚) from r.

2. Let the leakage function 𝐿𝑤1
𝐶 ,𝜋

2
𝐶 ,...,𝜋

𝐾
𝐶
: F𝜆 → ({0, 1}𝑚)𝐾−1 be defined as

𝐿𝑤1
𝐶 ,𝜋

2
𝐶 ,...,𝜋

𝐾
𝐶
(𝑓𝜆)

def
= (𝜋 𝑗𝐶 (𝑖2), . . . , 𝜋

𝑗
𝐶 (𝑖𝐾 )),

where 𝑖 𝑗 is the smallest index in [2𝑚] such that𝐶 𝑓 (𝜋 𝑗𝐶 (𝑖 𝑗 )) = 𝐶 𝑓 (𝑤1
𝐶 ). Invoke Leak𝑓𝜆 (𝐿𝑤1

𝐶 ,𝜋
2
𝐶 ,...,𝜋

𝐾
𝐶
)

and receive (𝑤2
𝐶 , . . . ,𝑤

𝐾
𝐶 ) ∈ ({0, 1}

𝑚)𝐾−1 from the Leak𝑓𝜆 .
3. Set the oracle answer to be (𝑤1

𝐶 , . . . ,𝑤
𝐾
𝐶 ).

• When A issues the 𝑖-th (new) CF-query 𝐶, B submits 𝐶 as the challenge.

• If A halts before submitting the 𝑖-th CF-query, B aborts.

Two observations regarding B are immediate:
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• B is (𝑞2(𝐾 − 1), 𝑞, 𝑞)-admissible. This is becauase there are at most 𝑞 CF-queries, and each
CF-query induces a leakage of length𝑚(𝐾 − 1) ≤ 𝑞(𝐾 − 1).

• When 𝑓𝜆 ← F𝜆, BEval𝑓𝜆 ,Leak𝑓𝜆 (r, coin) perfectly simulates (𝑓 ,CF𝑓 ,r) in the view of A and runs
exactly the same as S 𝑓 ,CF𝑓 ,r (1𝜆 ; coin) until A issues the 𝑖-th CF-query 𝐶 : {0, 1}𝑚 (𝑛) → {0, 1}𝑛.

Let 𝑄 ′ be the set of Eval-queries made by B, which is also the 𝑓𝜆-queries made by S until A
issues the 𝑖-th CF-query. After B submits the challenge, the experiment Exptfind-sib

B continues as
follows:

1. Sample𝑤1, . . . ,𝑤𝛽 ,𝑤
∗ ← {0, 1}𝑚.

2. The experiment output 1 if and only if

Query𝑓
𝜆
(𝐶,𝑤∗) ∩ Sib(𝑓𝜆, 𝑄final) ≠ ∅,

where
𝑄final = 𝑄

′ ∪
⋃
𝑣∈[𝛽 ]

Query𝑓
𝜆
(𝐶,𝑤𝑣) .

Consider the experiment Expt′B which is identical to Exptfind-sib
B except that (𝑤1, . . . ,𝑤𝛽 ,𝑤

∗) is
sampled as follows:

• Sample𝑤1, . . . ,𝑤𝛽 ← {0, 1}𝑚 and (𝑤1
𝐶 , . . . ,𝑤

𝐾
𝐶 ) := CF𝑓 ,r(𝐶); set𝑤∗ := 𝑤 𝑗

𝐶 .

Since themarginal distribution of𝑤 𝑗
𝐶 is uniform as r← Coin★, the distribution of Expt′B is the same

as Exptfind-sib
B . We claim that

Pr
[
FindSib𝑖, 𝑗

]
≤ Pr

[
Expt′B ⇒ 1

]
.

To see this, we consider a natural coupling:

• Run S 𝑓 ,CF𝑓 ,r (1𝜆 ; coin) and Expt′B with the same randomness (r, coin, 𝑓𝜆). In particular, Expt′B
reads (𝑤1, . . . ,𝑤𝛽 ) from coin, where (𝑤1, . . . ,𝑤𝛽 ) is used as the smoothening points for the 𝑖-th
CF-query in the execution of S 𝑓 ,CF𝑓 ,r (1𝜆 ; coin).

In the above coupling process, we have

𝑄𝑖 = 𝑄
′ ∪

⋃
𝑣∈[𝛽 ]

Query𝑓
𝜆
(𝐶,𝑤𝑣) = 𝑄final,

where we recall that 𝑄𝑖 is the set of 𝑓𝜆-queries issued by S before the 𝑖-th CF-query; hence, if
FindSib𝑖, 𝑗 happens, then the experiment Expt′B outputs 1. Therefore,

Pr
[
FindSib𝑖, 𝑗

]
≤ Pr

[
Expt′B ⇒ 1

]
= Pr

[
Exptfind-sib

B ⇒ 1
]
,

concluding the proof. □

Lemma 33 (Reduction to oracle game II). For all 𝑖 ∈ [𝑞], 𝑗 ∈ [𝐾], there exists a (𝑞2(𝐾−1), 𝑞, 𝑞)-admissible
adversary B such that Pr

[
FreshColl𝑖, 𝑗

]
≤ Pr

[
Exptfresh-coll

B (𝜆) ⇒ 1
]
.
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Proof. It follows from the same argument as lemma 32, since the winning condition and the event
FreshColl𝑖, 𝑗 have an analogous correspondence. □

The advantage of any (𝐵,𝔮,𝔮′)-admissible adversary in the random oracle experiments is cap-
tured by the next two lemmas, proven in the rest of this section.

Lemma 34. For all (𝐵,𝔮,𝔮′)-admissible adversary B and 𝛾 ∈ (0, 1), it holds that

Pr
[
Exptfind-sib

B (𝜆) ⇒ 1
]
≤ 2−0.05𝜆 ·𝔮′ · (𝐵 + log(𝔮 + 𝛽𝔮′ + 1) + 1) +𝛾 · 20.05𝜆 + 𝔮

′2

𝛾
· 2−𝛾𝛽 + 2𝔮′2 · (𝔮 + 𝛽𝔮′) · 2−𝜆 .

Lemma 35. For all (𝐵,𝔮,𝔮′)-admissible adversary B and 𝛾 ∈ (0, 1), it holds that

Pr
[
Exptfresh-coll

B (𝜆) ⇒ 1
]
≤ 2−0.05𝜆 · 𝔮′ · (𝐵 + log(𝔮 + 𝛽𝔮′ + 1) + 1) + 𝛾 · 20.05𝜆 + 𝔮

′2

𝛾
· 2−𝛾𝛽 + 2𝔮′3 · 2−𝜆 .

Proving lemma 24. We first complete the proof of lemma 24 using the above lemmas and then
proceed to prove the lemmas. Recall that 𝛽 = 𝜆 · 20.1𝜆. Let

𝐵 := 𝑞2(𝐾 − 1) = 𝑂 (20.02𝜆), 𝛾 := 2−0.1𝜆 .

By lemmas 34 and 35, for all (𝐵,𝑞, 𝑞)-admissible adversaries B,B′, it holds that

Pr
[
Exptfind-sib

B (𝜆) ⇒ 1
]
≤ 𝑂 (2−0.02𝜆),

and Pr
[
Exptfresh-coll

B′ (𝜆) ⇒ 1
]
≤ 𝑂 (2−0.02𝜆) .

Combining with lemmas 32 and 33, we have

Pr
[
FindSib𝑖, 𝑗

]
≤ 𝑂 (2−0.02𝜆) and Pr

[
FreshColl𝑖, 𝑗

]
≤ 𝑂 (2−0.02𝜆)

for all 𝑖 ∈ [𝑞] and 𝑗 ∈ [𝐾]. It follows from eq. (6) that for all 𝑖 ∈ [𝑞],

Pr [CFHit𝑖] ≤ 2𝐾 ·𝑂 (2−0.02𝜆) = 𝑂 (2−0.02𝜆) .

Therefore,
Pr [CFHit] =

∑
𝑖∈[𝑞 ]

Pr [CFHit𝑖] ≤ 𝑞 ·𝑂 (2−0.02𝜆) = 𝑂 (2−0.01𝜆),

completing the proof.

4.2 Simulating a Random Oracle with Adaptive Leakage

From now on, we omit the subscript 𝜆 and write 𝑓 ∈ F𝜆. For 𝑓 ← F𝜆 chosen uniformly at random,
the three interfaces (Eval𝑓 , Leak𝑓 , Finalize𝑓 ) can be perfectly simulated as follows: The simulator
is parameterized by a real number 𝜂 ∈ (0, 1). It samples the information required on the fly and
maintains a set 𝐺 ⊆ F𝜆, which keeps track of the set of all possible functions conditioned on the
revealed partial information. Specifically, it sets 𝐺 := F𝜆 in the beginning, and then provides three
interfaces (SEval, SLeak, SFinalize) and maintains 𝐺 by operating as follows.

• SEval(𝑥): sample 𝑦 ← 𝑮 (𝑥) and update 𝐺 := {𝑓 ∈ 𝐺 : 𝑓 (𝑥) = 𝑦}; return 𝑦.
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• SLeak(𝐿): sample 𝜁 ← 𝐿(𝑮) and update 𝐺 := {𝑓 ∈ 𝐺 : 𝐿(𝑓 ) = 𝜁 }; return 𝜁 .

• SFinalize :

1. Let 𝑄final be the set of all queries made to SEval, then 𝐺 is fixed on 𝑄final.
2. Apply density restoring partition with density parameter 𝜂 to obtain a partition 𝐺 =
𝐺1 ∪ · · · ∪𝐺𝑟 and 𝐼1, . . . , 𝐼𝑟 ⊆ {0, 1}ℓ such that each𝐺𝑖 is fixed on 𝑄final ∪ 𝐼𝑖 and 𝜂-dense on
𝑄final ∪ 𝐼𝑖 .

3. Sample 𝝈 with probabilities Pr [𝝈 = 𝜎] = |𝐺𝜎 |/|𝐺 | for all 𝜎 ∈ [𝑟 ].
4. Set 𝐺final := 𝐺𝝈 and 𝐼final := 𝐼𝝈 . // 𝐺final is 𝜂-dense on 𝑄final ∪ 𝐼final.
5. Sample 𝑓 ← 𝐺final and output 𝑓 .

Lemma 36. (SEval, SLeak, SFinalize) perfectly simulates (Eval𝑓 , Leak𝑓 , Finalize𝑓 ) where 𝑓 is uniformly
chosen from F𝜆.

Proof. It is clear that (SEval, SLeak) perfectly simulates (Eval𝑓 , Leak𝑓 ). Observe that SFinalize essen-
tially chooses 𝑓 ∈ 𝐺 uniformly at random and outputs 𝑓 . Indeed, it first partitions 𝐺 into subsets,
then chooses a subset with probabilities proportional to the size of each subset, and finally chooses
𝑓 uniformly at random from that subset. □

The next lemma shows that the expected size of 𝐼final is bounded by 𝑂 ( 𝐵
(1−𝜂 )𝜆 ) (modulo less

significant terms), where 𝐵 is the amount of leakage.

Lemma 37 (Average fixed size). Let 𝑇 be an algorithm that has access to (SEval, SLeak, SFinalize). Sup-
pose that given any random coins and oracle answers,𝑇 makes at most 𝔮 queries to SEval and the total output
length of its queries to SLeak is at most 𝐵. Then we have

E [|𝐼final |] ≤
𝐵 + log(𝔮 + 1) + 1
(1 − 𝜂)𝜆 .

Proof. It suffices to prove the lemma for all deterministic algorithms, so we assume𝑇 is determinis-
tic in what follows. WLOG, assume under any circumstance, the total output length of𝑇 ’s queries
to SLeak is exactly 𝐵; this can be ensured by adding a dummy query (i.e., a constant function 𝐿) to
SLeak in the end, which has no effect on 𝐺 . Then the transcript between 𝑇 and (SEval, SLeak) has
the form

( ®𝑦 = (𝑦1, . . . , 𝑦 𝑗 ), 𝑎) ∈
𝑞⋃
𝑗=0

({0, 1}𝜆) 𝑗 × {0, 1}𝐵 ,

where 0 ≤ 𝑗 ≤ 𝔮, 𝑦𝑖 is the answer to the 𝑖-th SEval query, and 𝑎 is the (concatenation of) answers to
the SLeak-queries.

Let𝐺 denote the value of𝐺 at the time when SFinalize is invoked (at the end of the interaction).
Note that 𝑄final and 𝐺 are both determined by the transcript. Let 𝐺 ®𝑦,𝑎 be the value of 𝐺 when
the transcript is ( ®𝑦, 𝑎). Then

{
𝐺 ®𝑦,𝑎

}
®𝑦,𝑎 are disjoint sets and form a partition of F𝜆. Let T be the

distribution of the transcript; clearly, the probability that the transcript is ( ®𝑦, 𝑎) equals to |𝐺 ®𝑦,𝑎 |/|F𝜆 |.
By the property of density-restoring partition, we have the following upper bound of E [|𝐼final |]

for every fixed transcript.
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Claim 38. For every fixed transcript ( ®𝑦, 𝑎) ∈ supp(T ), it holds that

E
𝝈

[
|𝐼final | | the transcript is ( ®𝑦, 𝑎)

]
≤
(2ℓ − |®𝑦 |)𝜆 − log |𝐺 ®𝑦,𝑎 | + 1

(1 − 𝜂)𝜆 .

Proof. Write 𝑁 def
= 2ℓ and equate {0, 1}ℓ with [𝑁 ]. Let 𝐺1, . . . ,𝐺𝑟 denote the density restoring parti-

tion of𝐺 ®𝑦,𝑎 with associated fixed index 𝐼1, . . . , 𝐼𝑟 . For 𝜎 ∈ [𝑟 ], With probability 𝑝𝜎
def
= |𝐺𝜎 |/|𝐺 ®𝑦,𝑎 |, we

set 𝐺final := 𝐺𝜎 and 𝐼final := 𝐼𝜎 . Therefore,

E
𝝈

[
|𝐼final | | the transcript is ( ®𝑦, 𝑎)

]
= E
𝜎←𝝈
[|𝐼𝜎 |] .

Let 𝑄 be value of 𝑄final determined by ( ®𝑦, 𝑎). By lemma 11, for all 𝜎 ∈ [𝑟 ] we have

0 ≤ D(𝑮𝜎 (𝑄 ∪ 𝐼𝜎 )) ≤ D(𝑮 ®𝑦,𝑎 (𝑄)) − (1 − 𝜂)𝜆 |𝐼𝜎 | + 𝛿𝜎 ,

where 𝛿𝜎 = log( |𝑋 |/| ∪𝑣≥𝜎 𝑋 𝑣 |). Therefore, taking expectation over the random choice of 𝝈 , it holds
that

(1 − 𝜂)𝜆 E
𝜎←𝝈
[|𝐼𝜎 |] ≤ D(𝑮 ®𝑦,𝑎 (𝑄)) + E

𝜎←𝝈
[𝛿𝜎 ]

= (𝑁 − |®𝑦 |)𝜆 − log |𝐺 ®𝑦,𝑎 | + E
𝜎←𝝈
[𝛿𝜎 ] ,

(9)

where the second inequality uses the definition of deficiency and |𝑄 | = | ®𝑦 |. Note that 𝛿𝜎
def
=

log 1∑
𝑣≥𝜎 𝑝𝑣

and thus

E
𝜎←𝝈
[𝛿𝜎 ] =

𝑚∑
𝜎=1

𝑝𝜎 log
1∑

𝑣≥𝜎 𝑝𝜎
≤
∫ 1

0
log

1
1 − 𝑥 d𝑥 ≤ 1.

Plugging into eq. (9) we get

E
𝜎←𝝈
[|𝐼𝜎 |] ≤

(𝑁 − |®𝑦 |)𝜆 − log |𝐺 ®𝑦,𝑎 | + 1
(1 − 𝜂)𝜆 .

□

By the above claim, we have

E [|𝐼final |] = E
( ®𝑦,𝑎)←T

[
E
𝝈

[
|𝐼final | | the transcript is ( ®𝑦, 𝑎)

] ]
≤

2ℓ𝜆 + 1 − E( ®𝑦,𝑎)←T
[
| ®𝑦 |𝜆 + log |𝐺 ®𝑦,𝑎 |

]
(1 − 𝜂)𝜆 . (10)

LetT𝑗 be the distribution of the transcript conditioned on the event that the number of SEval-queries
is 𝑗 (i.e., | ®𝑦 | = 𝑗). Then we have

E
( ®𝑦,𝑎)←T

[
| ®𝑦 |𝜆 + log |𝐺 ®𝑦,𝑎 |

]
=

𝔮∑
𝑗=0

𝜃 𝑗 E
( ®𝑦,𝑎)←T𝑗

[
𝑗𝜆 + log |𝐺 ®𝑦,𝑎 |

]
︸                          ︷︷                          ︸

def
=𝑊𝑗

, (11)
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where 𝜃 𝑗 is the probability that the number of SEval-queries is 𝑗 . For each 𝑗 ∈ [𝔮], letting 𝐺 𝑗 :=⋃
( ®𝑦,𝑎) ∈supp(T𝑗 ) 𝐺 ®𝑦,𝑎, it holds that

𝑊𝑗 = 𝑗𝜆 +
∑

( ®𝑦,𝑎) ∈supp(T𝑗 )

|𝐺 ®𝑦,𝑎 |
|𝐺 𝑗 |

log |𝐺 ®𝑦,𝑎 |

= 𝑗𝜆 +
∑

( ®𝑦,𝑎) ∈supp(T𝑗 )

|𝐺 ®𝑦,𝑎 |
|𝐺 𝑗 |

(
log
|𝐺 ®𝑦,𝑎 |
|𝐺 𝑗 |

+ log |𝐺 𝑗 |
)

= 𝑗𝜆 − H(T𝑗 ) + log |𝐺 𝑗 |
≥ −𝐵 + log |𝐺 𝑗 |,

where the last inequality follows from H(T𝑗 ) ≤ log supp(T𝑗 ) ≤ 𝑗𝜆 + 𝐵. Continuing eq. (11), we get

E
( ®𝑦,𝑎)←T

[
| ®𝑦 |𝜆 + log |𝐺 ®𝑦,𝑎 |

]
≥ −𝐵 +

𝔮∑
𝑗=0

𝜃 𝑗 log |𝐺 𝑗 | = −𝐵 +
𝔮∑
𝑗=0

𝜃 𝑗 (log𝜃 𝑗 + 2ℓ𝜆)

≥ −𝐵 − log(𝔮 + 1) + 2ℓ𝜆,

where the last inequality uses the fact that
∑𝔮
𝑗=0 −𝜃 𝑗 log𝜃 𝑗 ≤ log(𝔮 + 1). Plugging this into eq. (10),

we conclude that E [|𝐼final |] ≤ 𝐵+log(𝔮+1)+1
(1−𝜂 )𝜆 , as desired. □

4.3 Advantage in Random Oracle Games with Adaptive Leakage

This subsection is dedicated for proving lemma 34 and lemma 35.

Lemma (Lemma 34 restated). For all (𝐵,𝔮,𝔮′)-admissible adversary B and 𝛾 ∈ (0, 1), it holds that

Pr
[
Exptfind-sib

B (𝜆) ⇒ 1
]
≤ 2−0.05𝜆 ·𝔮′ · (𝐵 + log(𝔮 + 𝛽𝔮′ + 1) + 1) +𝛾 · 20.05𝜆 + 𝔮

′2

𝛾
· 2−𝛾𝛽 + 2𝔮′2 · (𝔮 + 𝛽𝔮′) · 2−𝜆 .

Proof of lemma 34. Let B be a (𝐵,𝔮,𝔮′)-admissible adversary. By lemma 36, Exptfind-sib
B (𝜆) can be

perfectly simulated with parameter 𝜂 = 1 − 1
𝔮′𝜆 as follows:

1. B is given access to SEval and SLeak.

2. At some point, B submits a challenge circuit𝐶 ( ·) : {0, 1}𝑚 → {0, 1}𝑛, which is an oracle-aided
circuit with at most 𝔮′ oracle gates.

3. Sample 𝑤1, . . . ,𝑤𝛽 ← {0, 1}𝑚. Evaluate 𝐶 ( ·) on inputs 𝑤1, . . . ,𝑤𝛽 using SEval to answer the
oracle gates.

4. Decide winning condition: 𝑓 ← SFinalize and sample𝑤∗ ← {0, 1}𝑚. The experiment outputs
1 if and only if eq. (7) holds.

Claim 39. Pr
[
|𝐼final | > 20.05𝜆

]
< 2−0.05𝜆 · 𝔮′ · (𝐵 + log(𝔮 + 𝛽𝔮′ + 1) + 1).

Proof. The number of SEval queries is bound by 𝔮 + 𝛽𝔮′. By lemma 37, it holds that E [|𝐼final |] ≤
𝐵+log(𝔮+𝛽𝔮′+1)+1

(1−𝜂 )𝜆 where 𝜂 = 1 − 1
𝔮′𝜆 ; and the claim follows from Markov inequality. □
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Define
Heavy def

=
{
𝑥 ∈ {0, 1}𝑚 : Pr

𝑤

[
𝑥 ∈ Query𝑓 (𝐶,𝑤)

]
> 𝛾

}
.

Note that
Heavy ⊆

⋃
𝑖∈[𝔮′ ]

Heavy𝑖

where Heavy𝑖
def
=

{
𝑥 ∈ {0, 1}𝑚 : Pr𝑤

[
the 𝑖-th query of 𝐶 𝑓 (𝑤) is 𝑥

]
> 𝛾/𝔮′

}
. For each 𝑖 ∈ [𝔮′], we have

|Heavy𝑖 | ≤ 𝔮′/𝛾 since the events ‘the 𝑖-th query of 𝐶 𝑓 (𝑤) is 𝑥 ’ are disjoint for all 𝑥 ’s. Consequently,
|Heavy| ≤ 𝔮′2/𝛾 . For all 𝑥 ∈ Heavy,

Pr
𝑤1,...,𝑤𝛽

[𝑥 ∉ 𝑄final] ≤ (1 − 𝛾)𝛽 ≤ 2−𝛾𝛽 .

Let Smooth denote the event that Heavy ⊆ 𝑄final. By union bound, we have

Pr [¬Smooth] ≤ |Heavy| · 2−𝛾𝛽 ≤ 𝔮′2

𝛾
· 2−𝛾𝛽 . (12)

Let Hit denote the event that Query𝑓 (𝑤∗) ∩ 𝐼final ≠ ∅, and E def
= Smooth ∧ (|𝐼final | ≤ 20.05𝜆). Note

that 𝐼final ∩ 𝑄final = ∅ by construction and the event E does not depend on 𝑤∗. Hence, when fixing
all randomness except 𝑤∗ such that E happens and considering the random choice of 𝑤∗, it holds
that

Pr
𝑤∗
[Hit | E] ≤ |𝐼final | · 𝛾 ≤ 20.05𝜆 · 𝛾 . (13)

Let Win denote the winning condition (i.e., eq. (7)). Then we have

Pr [Win] ≤ Pr [Win ∧ ¬Hit] + Pr [Hit]
≤ Pr [Win ∧ ¬Hit] + Pr [Hit | E] + Pr [¬E]
≤ Pr [Win ∧ ¬Hit] + Pr [Hit | E] + Pr [¬Smooth] + Pr

[
|𝐼final | > 20.05𝜆

]
,

and thus the lemma follows from claim 39, eq. (12), eq. (13), and the following claim.

Claim 40. Pr [Win ∧ ¬Hit] ≤ 2𝔮′2 · (𝔮 + 𝛽𝔮′) · 2−𝜆.

Proof. For 𝑗 ∈ [𝔮′], define two events:

• Let Win𝑗 denote the event that the 𝑗-th query in Query𝑓 (𝐶,𝑤∗) is the first query that lies in
Sib(𝑓 ,𝑄final).

• Let Hit𝑗 denote the event that the 𝑗-th query in Query𝑓 (𝐶,𝑤∗) lies in 𝐼 ′′.

Clearly, Win = ∪𝑗∈[𝔮′ ]Win𝑗 and Hit𝑗 ⊆ Hit. Consequently,

Pr [Win ∧ ¬Hit] ≤
∑
𝑗∈[𝔮′ ]

Pr
[
Win𝑗 ∧ ¬Hit

]
≤

∑
𝑗∈[𝔮′ ]

Pr
[
Win𝑗 ∧ ¬Hit𝑗

]
.

It suffices to bound Pr
[
Win𝑗 ∧ ¬Hit𝑗

]
for all 𝑗 ’s.

Fix 𝑗 ∈ [𝔮′] and𝑤∗. WLOG, assume𝐶 has exactly 𝔮′ oracle gates. Let the𝒚∗𝑡 be the oracle answer
of the 𝑡-th oracle gate when evaluating𝐶 𝑓 (𝑤∗), where the probability space is defined by 𝑓 ← 𝐺final.
Then the events Win𝑗 and Hit𝑗 are determined by the random variables (𝒚∗1, . . . ,𝒚∗𝑗 ).
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Let Good be the set of all sequences (𝑦∗1, . . . , 𝑦∗𝑗 ) ∈ supp(𝒚∗1, . . . ,𝒚∗𝑗 ) such that Win𝑗 ∧¬Hit𝑗 happens
if (𝒚∗1, . . . ,𝒚∗𝑗 ) = (𝑦∗1, . . . , 𝑦∗𝑗 ). For 𝑦∗< 𝑗 = (𝑦∗1, . . . , 𝑦∗𝑗−1) ∈ ({0, 1}

𝜆) 𝑗−1, let 𝑥∗1 (𝑦∗< 𝑗 ), . . . , 𝑥∗𝑗 (𝑦∗< 𝑗 ) be the

first 𝑗 queries made by 𝐶 ( ·) (𝑤∗) when the first ( 𝑗 − 1) oracle answers are 𝑦∗< 𝑗 , and let Good(𝑦∗< 𝑗 )
def
={

𝑦 ∈ {0, 1}𝜆 : (𝑦∗< 𝑗 , 𝑦) ∈ Good
}
and

DenseQ(𝑦∗< 𝑗 )
def
=

{
𝑡 ∈ [ 𝑗 − 1] : 𝑥∗𝑡 (𝑦< 𝑗 ) ∉ 𝐼final ∪𝑄final

}
.

Then we have

Pr
[
Win𝑗 ∧ ¬Hit𝑗

]
=

∑
(𝑦∗< 𝑗 ,𝑦∗𝑗 ) ∈Good

Pr
𝑓←𝐺final

[
∀𝑡 ∈ [ 𝑗] 𝑓 (𝑥∗𝑡 ) = 𝑦∗𝑡

]
=

∑
𝑦∗< 𝑗 ∈supp(𝒚∗1 ,...,𝒚∗𝑗−1 )

∑
𝑦∈Good(𝑦∗< 𝑗 )

Pr
𝑓←𝐺final

[
∀𝑡 ∈ [ 𝑗] 𝑓 (𝑥∗𝑡 ) = 𝑦∗𝑡

]
=
𝑗−1∑
𝑠=0

∑
𝑦∗< 𝑗 ∈𝑌𝑠

∑
𝑦∈Good(𝑦∗< 𝑗 )

Pr
𝑓←𝐺final

[
∀𝑡 ∈ [ 𝑗] 𝑓 (𝑥∗𝑡 ) = 𝑦∗𝑡

]
︸                                                         ︷︷                                                         ︸

def
= 𝑝𝑠

,

(14)

where 𝑥∗𝑡
def
= 𝑥∗𝑡 (𝑦∗< 𝑗 ) for all 𝑡 ∈ [ 𝑗] and

𝑌𝑠
def
=

{
𝑦∗< 𝑗 ∈ supp(𝒚∗1, . . . ,𝒚∗𝑗−1) : |DenseQ(𝑦∗< 𝑗 ) | = 𝑠

}
.

We claim that |𝑌𝑠 | ≤ 2𝑠𝜆 for all 𝑠. This is because, given 𝐺final and𝑤∗, each 𝑦∗< 𝑗 ∈ 𝑌𝑠 can be uniquely
encoded by 𝑠 oracle answers

𝑦′ = (𝑦∗𝑡1, . . . , 𝑦
∗
𝑡𝑠 ) ∈ ({0, 1}

𝜆)𝑠 where {𝑡1, . . . , 𝑡𝑠 } = DenseQ(𝑦< 𝑗 ) and 𝑡1 < · · · < 𝑡𝑠 .

Indeed, given 𝑦′, one can evaluate 𝐶 ( ·) on 𝑤∗ (until the 𝑗-th query is issued) using the fact that
𝑦∗< 𝑗 ∈ supp(𝒚∗1, . . . ,𝒚∗𝑗−1), since 𝐺final has fixed values on 𝐼final ∪𝑄final; thus 𝑦∗< 𝑗 is recovered.

Fix 𝑠 and 𝑦∗< 𝑗 ∈ 𝑌𝑠 . For Win𝑗 to happen, it must be that 𝑥∗𝑗 ∉ 𝑄final and 𝑓 (𝑥∗𝑗 ) ∈ 𝑓 (𝑄final); hence,

Good(𝑦∗< 𝑗 ) ⊆ 𝑓 (𝑄final),

which implies |Good(𝑦∗< 𝑗 ) | ≤ |𝑄final | ≤ 𝔮 + 𝛽𝔮′. For Hit𝑗 not to happen, it must be that 𝑥∗𝑗 ∉ 𝐼 ′′. In
sum, for Good(𝑦∗< 𝑗 ) to be non-empty, it must be that 𝑥∗𝑗 ∉ 𝐼final∪𝑄final. Moreover, for Win𝑗 to happen,
𝑥∗𝑗 must be the first query such that 𝑥∗ ∈ Sib(𝑓 ,𝑄final), and thus 𝑥∗𝑗 ∉

{
𝑥∗1, . . . , 𝑥

∗
𝑗−1

}
. Since 𝐺final is

𝜂-dense on 𝐼final ∪𝑄final, in particular, on
{
𝑥∗𝑗

}
∪ DenseQ(𝑦∗< 𝑗 ), we have

Pr
𝑓←𝐺final

[
∀𝑡 ∈ [ 𝑗] 𝑓 (𝑥∗𝑡 ) = 𝑦∗𝑡

]
≤ (2𝜆)−𝜂 (𝑠+1) ≤ 2 · 2−𝜆 (𝑠+1)

holds for all 𝑦∗< 𝑗 ∈ 𝑌𝑠 and 𝑦∗𝑗 ∈ {0, 1}
𝜆, where the last step follows from 𝜂 = 1 − 1

𝜆𝔮′ and 𝑠 ≤ 𝔮′.
Consequently,

𝑝𝑠 ≤ 2 · 2−𝜆 (𝑠+1) ·
∑

𝑦∗< 𝑗 ∈𝑌𝑠
|Good(𝑦∗< 𝑗 ) | ≤ 2 · (𝔮 + 𝛽𝔮′) · 2−𝜆 .
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Hence, we conclude that

Pr
[
Win𝑗 ∧ ¬Hit𝑗

]
≤

𝑗−1∑
𝑠=0

𝑝𝑠 ≤ 𝔮′ · 2(𝔮 + 𝛽𝔮′) · 2−𝜆 .

This finishes the proof. □

□

Proof of lemma 35. The proof is analogous to that of lemma 34. Let Hit and Hit𝑗 be as defined in
the proof of lemma 34, and let Win′ denote the winning condition in eq. (8). Then by the same
argument, it suffices to show that

Pr [Win′ ∧ ¬Hit] ≤ 2𝔮′3 · 2−𝜆 . (15)

For 𝑗 ∈ [𝔮′], let Win′𝑗 denote the event that 𝑗 is the smallest index such that

∃ 𝑗 ′ ∈ [ 𝑗 − 1] s.t.
(
𝑥∗𝑗 , 𝑥

∗
𝑗 ′ ∉ 𝑄final

)
∧
(
(𝑥∗𝑗 , 𝑥∗𝑗 ′) ∈ Coll2(𝑓 )

)
,

where (𝑥∗1, . . . , 𝑥∗𝔮′) = Query(𝐶 𝑓 ,𝑤∗). Since Win′ = ∪𝑗∈[𝔮′ ]Win′𝑗 and Hit𝑗 ⊆ Hit, we have

Pr [Win′ ∧ ¬Hit] ≤
𝔮′∑
𝑗=1

Pr
[
Win′𝑗 ∧ ¬Hit𝑗

]
.

Hence, it suffices to show that

Claim 41. For all 𝑗 ∈ [𝔮′], Pr
[
Win′𝑗 ∧ ¬Hit𝑗

]
≤ 2𝔮′2 · 2−𝜆.

Proof. Fix 𝑗 ∈ [𝔮′] and𝑤∗. Let𝒚∗1, . . . ,𝒚∗𝑗 , DenseQ, 𝑌0, . . . , 𝑌𝑗−1 be the same as in the proof of lemma 34.
Let Good′ be the set of all sequences (𝑦∗1, . . . , 𝑦∗𝑗 ) ∈ supp(𝒚∗1, . . . ,𝒚∗𝑗 ) such that Win′𝑗 ∧ ¬Hit𝑗 happens
if (𝒚∗1, . . . ,𝒚∗𝑗 ) = (𝑦∗1, . . . , 𝑦∗𝑗 ). For 𝑦∗< 𝑗 = (𝑦∗1, . . . , 𝑦∗𝑗−1) ∈ ({0, 1}

𝜆) 𝑗−1, let 𝑥∗1 (𝑦∗< 𝑗 ), . . . , 𝑥∗𝑗 (𝑦∗< 𝑗 ) be the first

𝑗 queries made by 𝐶 ( ·) (𝑤∗) when the first ( 𝑗 − 1) oracle answers are 𝑦∗< 𝑗 , and let Good′(𝑦∗< 𝑗 )
def
={

𝑦 ∈ {0, 1}𝜆 : (𝑦∗< 𝑗 , 𝑦) ∈ Good′
}
. By the same calculation as in eq. (14), we have

Pr
[
Win′𝑗 ∧ ¬Hit𝑗

]
≤

𝑗−1∑
𝑠=0

𝑝′𝑠

where
𝑝′𝑠

def
=

∑
𝑦∗< 𝑗 ∈𝑌𝑠

∑
𝑦∈Good′ (𝑦∗< 𝑗 )

Pr
𝑓←𝐺final

[
∀𝑡 ∈ [ 𝑗] 𝑓 (𝑥∗𝑡 ) = 𝑦∗𝑡

]
.

Fix 𝑠 ∈ [ 𝑗 − 1] and 𝑦∗< 𝑗 ∈ 𝑌𝑠 . For Win′𝑗 to happen, it must be that (i) 𝑥∗𝑗 ∉ 𝑄final, (ii) 𝑓 (𝑥∗𝑗 ) ∈{
𝑦∗1, . . . , 𝑦

∗
𝑗−1

}
, and (iii) 𝑥∗𝑗 ∉

{
𝑥∗1, . . . , 𝑥

∗
𝑗−1

}
. Observe that (ii) implies

Good′(𝑦∗< 𝑗 ) ⊆
{
𝑦∗1, . . . , 𝑦

∗
𝑗−1

}
,
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meaning that |Good′(𝑦∗< 𝑗 ) | ≤ 𝑗 − 1 ≤ 𝔮′. For Hit𝑗 not to happen, it must be that 𝑥∗𝑗 ∉ 𝐼 ′′. In sum, for
Good′(𝑦∗< 𝑗 ) to be non-empty, it must be that 𝑥∗𝑗 ∉ 𝐼final ∪𝑄final. Since 𝐺final is 𝜂-dense on 𝐼final ∪𝑄final,
in particular, on

{
𝑥∗𝑗

}
∪ DenseQ(𝑦∗< 𝑗 ), we have

Pr
𝑓←𝐺final

[
∀𝑡 ∈ [ 𝑗] 𝑓 (𝑥∗𝑡 ) = 𝑦∗𝑡

]
≤ (2𝜆)−𝜂 (𝑠+1) ≤ 2 · 2−𝜆 (𝑠+1)

holds for all 𝑦∗< 𝑗 ∈ 𝑌𝑠 and 𝑦∗𝑗 ∈ {0, 1}
𝜆. Consequently,

𝑝′𝑠 ≤ 2 · 2−𝜆 (𝑠+1) ·
∑

𝑦∗< 𝑗 ∈𝑌𝑠
|Good′(𝑦∗< 𝑗 ) | ≤ 2 · 𝔮′ · 2−𝜆,

where we recall that |𝑌𝑠 | ≤ 2𝜆𝑠 . Hence, we conclude that

Pr
[
Win′𝑗 ∧ ¬Hit𝑗

]
≤

𝑗−1∑
𝑠=0

𝑝𝑠 ≤ 2𝔮′2 · 2−𝜆 .

This finishes the proof. □

□
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