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Abstract

We show that several meta-complexity problems are NP-hard under randomized polynomial-
time (half-Levin) reductions, and provably cannot be NP-hard under randomized Levin reduc-
tions, under the assumptions that

e (CRYPTOGRAPHY) there exists a subexponentially-secure indistinguishability obfuscator
in the sense of Barak et al. (JACM 2012), and

e (PROOF COMPLEXITY) there are no infinitely-often subexponentially-optimal propositional
proof systems in the sense of Cook and Reckhow (J. Symb. Log. 1979) and Krajicek and
Pudlék (J. Symb. Log. 1989).

In particular, this is shown for
1. the problem of improper full-support PAC learning of boolean functions in P/poly, and
2. a gap-version of the Implicit Minimum Circuit Size Problem (ImpMCSP).

More precisely, for item (1), we consider the following learning problem Total-Learn: Given
a circuit sampling a distribution £ of labeled examples (x,b) € {0,1}" x {0,1} so that every
x € {0,1}" is in the support of £, distinguish between the two cases: (a) there exists a circuit
C' of size at most s that, for all (z,b) in the support of £, C(z) = b, and (b) no circuit C of
size subexp(s) satisfies C'(x) = b with probability noticeably higher than 1/2 over samples (x,b)
from &.

Gap-ImpMCSP in item (2) is defined as follows. Given a circuit C' sampling a distribution
& of labeled examples (z, f(x)) € {0,1}" x {0,1} for some boolean function f so that every
x € {0,1}" is in the support of &, distinguish between the two cases: (a) the circuit complexity
of f is at most s, or (b) no circuit of size subexp(s) can approximate f over £ with probability
noticeably higher than 1/2.

We also give more examples of synergy between these two assumptions from cryptography
and proof complexity. In particular, we prove that together they imply NP ¢ io—SIZE[Q”O(l)]7
and hence that subexponentially-secure one-way functions and public-key encryption exist.

Our conditional NP-hardness results complement the recent results of Hirahara and Ilango
(FOCS 2025) which prove conditional NP-hardness of constant-gap MCSP under quasipolynomial-
time non-Levin reductions, from seemingly much stronger assumptions.
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1 Introduction

A major open problem in complexity theory is to determine whether the Minimum Circuit Size
Problem (MCSP) is NP-hard. Recall that an instance of MCSP consists of a truth table of a boolean
function f: {0,1}" — {0,1} and a size parameter 0 < s < 2", and one is asked to decide if f can
be computed by a boolean circuit of size at most s. MCSP is easily seen to be in NP. It must
be outside of P, if one believes in the existence of cryptographic one-way functions [KC00]. But
showing that MCSP is NP-hard has defied all attempts since at least the 1970s.

A recent paper by Hirahara and Ilango [HI25] makes some exciting progress towards the proof
that MCSP is NP-hard. Their main result is that (a certain gap version of) MCSP is NP-hard
under quasipolynomial-time non-adaptive Turing reductions, if one makes a number of very strong
(albeit plausible) assumptions from complexity theory and cryptography. There are a few natural
open questions left by [HI25]: Can one reduce the number of assumptions (or eliminate them
completely)? Can one improve the running time of the NP-hardness reduction to be polynomial?
Can one make the reduction many-one, which is what essentially all known NP-hardness reductions
for other natural NP-complete problems are?

A very interesting feature of the conditional NP-hardness reduction given in [HI25] is that it
avoids a barrier for such reductions due to Mazor and Pass [MP24]. It is an empirical fact that
essentially all known NP-hardness reductions for natural NP-complete problems L are in fact so-
called “Levin reductions”: efficient many-one reductions that map every yes- or no-instance ¢ of
SAT to a yes- or no-instance R(y) of L respectively, which have the additional property that one
can (a) efficiently map a satisfying assignment of a yes-instance ¢ € SAT to a witness for R(p) € L,
and (b) efficiently map a witness for R(p) € L back to some satisfying assignment for .

In [MP24], it is shown that no NP-hardness reduction for a gap version of MCSP can be a Levin
reduction, if one assumes that NP ¢ BPP and that Indistinguishability Obfuscation (iO) [Bar+01;
Bar+12] is possible; both of these assumptions are generally accepted as plausible, with [JLS26]
providing strong evidence for the existence of iQ. The reduction given in [HI25] is indeed non-Levin,
thanks to the use of certain cryptographic constructions within the reduction!

Implicit MCSP and Learning. In this paper, we introduce and study an implicit variant of
MCSP, denoted ImpMCSP. An instance of ImpMCSP is a pair (£,s), where 0 < s < 2™ and
£: {0,1}P°YM 5 £0,13"*! s a circuit that, for some boolean function f : {0,1}" — {0,1},
outputs pairs (z, f(z)) and furthermore is such that, for every z € {0,1}", there is some input
r € {0,1}P°Y™ guch that £(r) = (z, f(z)); that is, information-theoretically, £ uniquely determines
f. One needs to decide if the function f defined by £ is computable by a circuit of size s. In other
words, in ImpMCSP, one is given a concise description of the truth table of some boolean function f:
as one enumerates all inputs 7, the circuit £(r) will output a list of (x, f(z)) pairs in a “scrambled”
order of inputs x (rather than the canonical lexicographic order over x), possibly with repetitions.
This makes ImpMCSP different from the variant of succinct MCSP considered in the literature (see,
e.g., [AHK17]), where a concise description of the truth table of f: {0,1}" — {0,1} is given by a
circuit that outputs the pairs (z, f(z)) in the natural lexicographic order of x.

The problem ImpMCSP is closely related to certain learning problems which we discuss next. In
the Computational Gap Learning (CGL) problem [ABX08], one is given a circuit £: {0, 1}PY™ —
0,1} (viewed as a sampler for a distribution of labeled examples (z,b), for z € {0,1}" and
b € {0,1}) and a parameter s, and one needs to distinguish between the following two cases: (YES-



CASE) there is a boolean circuit C' of size at most s that agrees with all labeled examples coming
from & (i.e., C(x) = b for all pairs (z,b) in the image of £), and (NO-CASE) no boolean circuit of
size at most s’ (which could even be larger than s) agrees with the labels b for significantly more
than the 1/2 fraction of all pairs (x,b) sampled by £.

There are two important differences between ImpMCSP and CGL. First, in an instance £ of CGL,
there is no requirement that for every = € {0,1}" there is a random string r such that £(r) = (x,b)
for some b € {0, 1}; that is, the distribution over pairs (x, b) defined by £ need not have full support
over its first component z. Secondly, a no-instance £ of CGL need not define a boolean function:
there may be some random strings r # 7’ such that £(r) = (z,0) and £(r') = (z,1) for some
x € {0,1}" (i.e., the labels b need not be consistent for the same input z).

As an intermediate between CGL and ImpMCSP, we introduce the problem Total-Learn, which
is exactly the same as CGL, but with the additional requirement that an instance £ defines a
distribution over (x,b) with full support over x’s.

We generalize ImpMCSP, CGL, and Total-Learn to the corresponding gap versions, where the
no-instances require circuit complexity at least s’, where s’ is noticeably larger than the circuit
complexity s of yes-instances. For a given function g, a gap-g version of any of these three problems
has s’ = g(s).

Our main result is that the subexponential-gap version of ImpMCSP is NP-hard under ran-
domized polynomial-time many-one reductions, if one makes just two plausible and well-studied
assumptions:

1. (CRYPTO) there exists 1O, and

2. (PROOF COMPLEXITY) there is no optimal propositional proof system (as defined by [CR79;
KPS89]);

both assumptions are taken in the subexponential regime of parameters, to be explained below.

We also argue that our many-one reduction is provably non-Levin, under the same two assump-
tions. Specifically, we show that the approach of [MP24] can be used to argue that no randomized
(even subexponential-time) Levin reductions exist for proving that the polynomial-gap ImpMCSP
is NP-hard.

Under the same assumptions, we also prove an analogous result for the learning problem
Total-Learn: its subexponential-gap version is NP-hard under randomized polynomial-time many-
one reductions, and that even its polynomial-gap version cannot be NP-hard under randomized
subexponential-time Levin reductions. The conditional NP-hardness of the subexponential-gap
version of Total-Learn means that improper (i.e., with arbitrary polynomial gap) full-support PAC
learning of the class P/poly is NP-hard, under the same two assumptions as above. By the full-
support PAC learning, we mean the special case of PAC learning where a given input distribution
& of labeled examples (x, f(x)), for some boolean function function f: {0,1}" — {0, 1}, must have
full support over its first component, i.e., for every x € {0,1}", the support of £ contains the pair
(z, f(z)). Our result strengthens the conditional NP-hardness of improper PAC learning of [GK25].

1.1 Our Results

We first discuss our assumptions.



Indistinguishability Obfuscation. An Indistinguishability Obfuscator (iQ) [Bar+01; Bar+12]
is an efficient randomized algorithm for “obfuscating” a given boolean circuit C' into a functionally
equivalent circuit C so that for any two same-size, syntactically different but functionally equivalent
boolean circuits Cq and Cy, the distributions iO(C7) and iO(Cs) are computationally indistinguish-
able. The computation power of adversaries that are fooled by O defines the security of iO. For
example, if ¢O fools adversaries that are non-uniform boolean circuits of subexponential size, the :O
is called subexponentially secure. There appears to be a strong consensus in the crypto community
that such O likely do exist, especially after the celebrated construction of ¢{O from well-studied
assumptions in [JLS26].

Optimal proof systems. The seminal work of Cook and Reckhow [CR79] introduced the general
notion of a propositional proof system (PPS), as an efficient algorithm £ that maps arbitrary
inputs 7 to propositional tautologies. For a given tautology « € TAUT, the size of a smallest string
7w € {0,1}" such that £(7) = x is called the minimum L-proof size of x. The main observation
of [CR79] is that NP = coNP if and only if there is a PPS £ and a polynomial p such that every
x € TAUT has the minimum £-proof of size p(|x|). Under the standard assumption that NP # coNP
(the “holy grail” of proof complexity), one immediately concludes that no such polynomially bounded
PPS exists for TAUT.

Cook and Reckhow [CR79] (see also [KP89]) defined a natural way to compare the power of
different proof systems, via the notion of efficient simulation. Intuitively, a PPS £ polynomially
simulates a PPS L' if every tautology x € TAUT provable in £’ with a proof 7" also has a proof =
in £ with |7| < poly(|7’]).

Then a polynomially optimal PPS is a PPS £ that polynomially simulates every other PPS £’
(with an actual polynomial proof-size overhead in the simulation dependent on the particular PPS
L'). Tt is easy to see that if NP = coNP then by [CR79], TAUT has a polynomially-bounded PPS,
and so a polynomially optimal PPS exists trivially.

Krajicek and Pudldk [KP89] conjectured that a polynomially optimal PPS for TAUT does
not exist. As observed above, this conjecture implies that NP # coNP. In fact, it implies that
NE # coNE [KP89], and that NEE # coNEE [KMTO03]. We will assume the non-existence of
even subexponentially (rather than polynomially) optimal PPS, and even for infinitely many input
lengths (rather than almost everywhere). This is a natural strengthening of the classical conjecture
by [KP89], also recently used in the work of Ilango [[1a25].

We can now state an informal version of our main result.
Theorem 1 (Conditional NP-hardness of gap ImpMCSP, informal). Assume the following:

1. (CRYPTO) there exists subexponentially secure 1O, and

2. (PROOF COMPLEXITY) there is no infinitely-often subexponentially-optimal proof system.
Then

e a subexponential-gap version of ImpMCSP is NP-hard under randomized polynomial-time
many-one reductions, but

e a polynomial-gap version of ImpMCSP cannot be NP-hard under (subexponential-time) ran-
domized Levin reductions.



An analogous result holds also for the problem Total-Learn.
Theorem 2 (Conditional NP-hardness of gap Total-Learn, informal). Assume the following:
1. (CRYPTO) there exists subexponentially secure 1O, and
2. (PROOF COMPLEXITY) there is no infinitely-often subexponentially-optimal proof system.
Then

o a subexponential-gap version of Total-Learn is NP-hard under randomized polynomial-time
many-one reductions, but

e a polynomial-gap version of Total-Learn cannot be NP-hard under (subexponential-time) ran-
domized Levin reductions.

The many-one NP-hardness reductions in the theorems above are actually half-Levin (as defined
in [GK25]): these are many-one reductions R from SAT to a given language L such that one can also
efficiently construct, for a given yes-instance ¢ of SAT with a satisfying assignment w, an L-witness
for R(¢) € L, but there may be no efficient algorithm that extracts a witness for ¢ € SAT from an
L-witness w’ of R(yp).

It is worth pointing out that the half-Levin reductions in Theorem 1 and Theorem 2 can be
made deterministic quasipolynomial time. They can even be made deterministic polynomial time,
albeit under an extra derandomization assumption that promise-BPP = promise-P.

We also remark that the existence of half-Levin reductions in Theorem 1 and Theorem 2 is
non-constructive in the sense that we do not know how to exhibit an actual code for the Turing
machine computing the corresponding reduction. Intuitively, this is due to the non-constructive
nature of the “no optimal PPS” assumption, which says that for every given PPS L there must
exist a “hard” PPS L', but we do not necessarily know how to build £’ from L.

Implications for PAC learning. The PAC learning model of Valiant [Val84] defines a learning
task for P/poly as follows. A learning algorithm is given access to an oracle providing labeled
examples (z, f(x)), for some boolean function family f € P/poly (of some polynomial circuit com-
plexity s(n)), where the examples are sampled from some unknown distribution D over inputs x.
The learning algorithm must output, with high probability, a boolean circuit C' that computes f
correctly with high probability over inputs z € {0,1}" sampled from D. In the proper setting of
PAC learning, the learning algorithm must output a circuit C' of size at most s(n). In the more
relaxed improper setting, the learning algorithm may output a circuit C' with size much larger than
s(n) (bounded by the runtime of the learning algorithm).

It is suspected that the task of improper PAC learning of boolean functions in P/poly is NP-hard.
However, as in the case of MCSP, proving NP-hardness for improper PAC learning unconditionally
is currently out of reach. Goldberg and Kabanets [GK25] obtained a conditional NP-hardness
result for the task of improper PAC learning of P/poly, by showing that a polynomial-gap version
of CGL is NP-hard, under cryptographic assumptions (the existence of i@). Our Theorem 2 gives
an NP-hardness result for Total-Learn, which is a special case of CGL, under cryptographic and
proof complexity assumptions.



The power of cryptography and proof complexity. We also show the following examples of
synergy between our two assumptions.

Theorem 3 (Synergy between O and “no optimal PPS”). Assume

1. (CRYPTO) there exists subexponentially secure 1O, and

2. (PROOF COMPLEXITY) there is no infinitely-often subexponentially-optimal proof system.
Then all of the following hold:

1. NP ¢ io-SIZE[2"""],

2. promise-BPP C promise-TIME[nPoY(logn)]

3. subexponentially-secure one-way functions exist,

4. public-key encryption exists, and

5. if promise-BPP = promise-P then NP N coNP € io-SIZE[27""].

Previously, Impagliazzo et al. [IKV23] showed that the existence of (polynomially secure) iO
implies that NEXP Z P/poly. In contrast, our Theorem 3 gets a much stronger, almost-everywhere,
circuit lower bound for the much smaller complexity class NP, using an additional assumption from
proof complexity.

Limits of strong witness encryption. Given the results above and prior related work, one
may have the impression that Indistinguishability Obfuscation is somehow working against itself.
For example, while iO yields NP-hardness of problems in meta-complexity (via the closely related
notion of Witness Encryption; see [HIR25; GK25]), it also yields non-NP-hardness of such problems
(see [MP24]). In light of this phenomenon, we prove that certain variants of Witness Encryption
are actually incompatible with iO, assuming only NP ¢ BPP. In particular, this holds for a
strong form of Witness Encryption in which security is “extractable” [Gol+13], and ciphertexts are
“verifiable”. If one believes in iO and in NP ¢ BPP, then Witness Encryption cannot have these
additional features. We refer the reader to Section 6 for the details.!

1.2 Comparison to Related Work

MCSP vs. ImpMCSP. Our Theorem 1 is similar to the aforementioned conditional result of [HI25]
that the constant-factor-gap version of MCSP is NP-hard under deterministic quasipolynomial-time
Turing reductions. The assumptions used by [HI25] are the following: (1) there exist subexponen-
tially secure non-interactive witness indistinguishable proof systems (NIWIs) for SAT, (2) coNP re-
quires subexponential-size nondeterministic circuits for almost all input lengths, and (3) PNP /poly
requires (deterministic) circuits of close to maximum size 2" /n, for some constant § > 0, for almost
all input lengths.

We compare these assumptions of [HI25] with the two assumptions of our Theorem 1. As-
sumption (1) of [HI25] is in the spirit of our cryptographic assumption about the existence of

'We also mention a line of work in cryptography studying incompatibilities among various forms of obfuscation
[GKO05; Bit+14; Gar+17].



subexponentially secure iO; in fact, as we will show, our two assumptions together (iO plus non-
existence of optimal PPS) imply the existence of NIWI needed by [HI25]. Assumption (2) of [HI25]
is related to our proof complexity assumption, and could be viewed as a statement about the power
of “propositional proof systems with advice” (as defined by [CK07]), but without the use of the
notion of an optimal PPS (which does not seem to have been defined for such non-uniform PPSs).
Assumption (3) of [HI25] is a very strong circuit lower bound assumption for a relatively small com-
plexity class PNP /poly. While we do not make any similar assumption in our Theorem 1, we note
that our two assumptions together do imply an almost-everywhere subexponential circuit lower
bounds for NP (and even for NP N coNP under an extra derandomization assumption), as stated in
Theorem 3, items (1) and (5). However, assumption (3) of [HI25] seems to be much stronger than
what can be derived from our two assumptions of Theorem 1.

The result of [HI25] is about GapMCSP € NP, while our Theorem 1 is about a potentially harder
problem GaplmpMCSP € promise-MA. We exploit the structure of ImpMCSP to get conditional NP-
hardness for a large (subexponential) gap version of ImpMCSP, as opposed to the small factor
gap for MCSP in [HI25]. We also manage to get NP-hardness under polynomial-time many-one
(half-Levin) reductions, rather than for quasipolynomial-time Turing reductions.

Learning. The problem CGL was introduced by [ABXO08] in the context of trying to show that
Valiant’s PAC learning [Val84] is NP-hard. It was shown by [GK25] that the NP-hardness of CGL
is equivalent to the cryptographic assumption that Witness Encryption (WE) for NP is possible
(note that WE is known to be implied by the existence of iO [Gar+16]).

A yes-instance of CGL is a distribution £ over labeled examples (z, f(x)) for some partial boolean
function f, defined on the inputs x in the support of £. In contrast, a yes-instance of Total-Learn is
a distribution £ over labeled examples (z, f(z)) for some total boolean function f. So Theorem 2
shows conditional NP-hardness, under half-Levin reductions, for a special case of CGL. The fact that
instances of Total-Learn have full support also allows us to rule out Levin NP-hardness reductions
for Total-Learn, under the same assumptions, using the techniques of [MP24]; it is not known how
to rule out Levin NP-hardness reductions for CGL.

The result from [GK25] about the conditional NP-hardness of CGL from the WE assumption is
a starting point for our proof of Theorem 2. As in [GK25], we also get equivalence between NP-
hardness of Total-Learn and the existence of certain versions of Witness Encryption. Together with
the conditional impossibility result for NP-hardness Levin reductions for Total-Learn mentioned
above, these results can be used to rule out certain strong forms of Witness Encryption. See
Section 6 for details.

Combining cryptography and proof complexity. A recent paper by Ilango [Ila25] (building
upon [KZ20]) showed how to combine powerful cryptographic primitives (like NIWI) with a hardness
assumption from proof complexity (the non-existence of optimal PPS) to get a powerful relaxation
of the classical notion of zero-knowledge proofs, where the existence of a standard zero-knowledge
simulator is relaxed to the hardness of proving (in a certain formal sense) that such a simulator
does not exist. This relaxed notion of zero-knowledge allows one to get prover—verifier systems
for languages in NP where the verifier has perfect soundness (i.e., rejects all incorrect statements),
and certain logical consequences of the existence of a zero-knowledge simulator hold, even though
a zero-knowledge simulator does not actually exist!

We use the insights from [[la25] to prove our main results. For our cryptographic assumption,



instead of the existence of NIWIs, we use the existence of i(). As mentioned above, we can show that
1O plus the non-existence of optimal PPS imply the existence of NIWI (as well as derandomization
of promise-BPP; see Theorem 3), which then allows us to use the constructions of [Ila25]. Rather
than using the main theorem from [I1a25] as a “black box”, we build upon the ideas from [Ila25] to
obtain a simpler proof framework that is sufficient for our purposes.

1.3 Owur Techniques

Proof sketch of Theorem 3. To illustrate how we use iO plus “no optimal PPS”, we first sketch
the proof of item (1) of Theorem 3, i.e., that these two assumptions imply NP ¢ io—SIZE[2"O(1)}.

First, we use the result of [GK25] that iO implies a deterministic polynomial-time many-one
reduction from SAT to a subexponential-gap CGL. The reduction has the following property: For
¢ € SAT, the output of the reduction is a yes-instance &,: {0, 1P 40,1} x {0,1} of CGL
such that the outputs (x,b) of &, are consistent with a partial boolean function: there are no
r# 1 e {0,1}P°Y™ guch that Ey(r) = (2,0) and E,(r") = (z,1) for some z € {0,1}". This
implies that if there exist 7 # 7’ and z such that £,(r) = (2,0) and E,(r’) = (x,1), then we
know that ¢ must be unsatisfiable! Also note the size of such a proof of unsatisfiability of ¢ is
|| + || < poly(n), and it can be verified in some fixed deterministic time poly(n) by running the
polynomial-time reduction to compute &, and then checking that £,(r) = (x,0) and E,(r') = (z,1),
for some zx.

Define the following PPS L:

e an input 7 is interpreted as (¢, r,r"), with |r| = |r/| < poly(|¢]),

o £,(r) = (x,0) and E,(r') = (x, 1), for some z, then output ¢; otherwise, output some trivial
unsatisfiable formula.

The soundness of this proof system L follows from the correctness of the reduction from SAT to
CGL, i.e., from the assumption that iO exists.

By our proof complexity assumption, we get that there must exist a PPS £’ such that our PPS
L cannot subexponentially simulate £, even for infinitely many input lengths. It was argued by
[KP89] that for any such pair of £ and £, there exists a uniform polynomial-time algorithm Gen
that, on input 1™, generates an unsatisfiable formula 1), (of length n) so that £ cannot prove the
unsatisfiability of v,,, with subexponential-size proofs, for all but finitely many n > 1.

It follows that for almost all such 1,,, the distribution &y,, defines a valid partial boolean function
f over the inputs z in the support of &,,. Since each 1, ¢ SAT, we get by the correctness of the
reduction that this partial boolean function f must have subexponential circuit complexity 2”5,
for some § > 0, for almost all input lengths. We can make each such f into a total function h by
assigning the value 0 to all inputs = outside the support of &y, .

Observe that this hard boolean function & is computable in NP as follows:

On input = € {0,1}", compute the input length m such that &, ,: {0,1}p0|y<n) —
{0,1}" x {0,1}. Run Gen(1™) to compute v,,. Finally, nondeterministically guess a
string r € {0,1}*°Y"™) and accept if Epn (1) = (2, 1).

This concludes the proof sketch; for more details, see Lemma 29 below.?

2We note that our argument to construct a hard boolean function from an NP-hardness reduction is similar to



Items (2)—(4) of Theorem 3 follow by known results from the literature: hardness-randomness
tradeoffs [NW94; Bab+93; IW97; Uma03] for (2), [Kom+22] for (3), and [SW14] for (4). Finally,
item (5) is proved along the lines of item (1), but using Theorem 2 instead of [GK25] as a starting
point; see Corollary 42 for the proof.

Proof sketch of Theorem 2. Next, we sketch the main ideas in the proof of Theorem 2.
We begin by exhibiting a reduction from SAT to Total-Learn under assumptions of {Q and no
optimal PPS. To simplify the proof sketch, we make an additional assumption that promise-BPP C
promise-P, which will yield a deterministic reduction. Again, the starting point here is the reduction
of [GK25] discussed above, mapping instances ¢ of SAT to instances &, of CGL. Because we would
like a reduction to Total-Learn, we want to modify the outputs &, to have a full domain: namely,
for every 2’ of a given length, there exists b € {0,1} such that &, outputs (2/,b) with non-zero
probability. To that end, we will employ some tools from cryptography. By Theorem 3, under our
assumptions of subexponentially secure ¢{©O and non-existence of subexponentially optimal PPS,
we have a subexponentially secure one-way function. Combined with constructions of [SZ25b] and
[BP15], this yields a subexponentially secure non-interactive witness-indistinguishable proof system
(NIWI) for any language in NP. Moreover, promise-BPP C promise-P implies that the NIWI verifier
can be made deterministic.
Notice that the domain of the CGL instance &, corresponds to an NP language

Laom = {(¢,z) | 3b,r such that &P(T) = (z,b)}.

We will use a NIWI for Lg,, to augment £, to be total. Specifically, a subexponentially secure
NIWI for Lg,,, consists of a randomized prover P and a deterministic verifier V' satisfying

e (Perfect Completeness) for any (¢, x) € Lyom with witness (b, ),

f;r[v(807$,P(g0,x,b, T’)) = ]_] = ]_7

e (Perfect Soundness) for any (p,z) ¢ Ly, and any string 7, V (¢, z; 7) = 0; and

e (Witness Indistinguishability) for any (p,x) € Lo, with witnesses (b,r) and (b',r'),
P(p,x;b,7) is indistinguishable from P(ip,z;b',7") by circuits of subexponential size.?

We then define a modified distribution é\%( pv) as follows, letting a(n) be some “tiny” probability

Q(1)

1/27%",
1. With probability 1 — «(n), sample (z,b) ~ &, with randomness r.

(a) With probability 1 — a(n), sample m ~ P(p,x;b,r) and output (x,m;b).

(b) With probability a(n), sample 7 uniformly at random. If V' (¢, z;7) = 1, output (z, 7; b).
Otherwise, output (z,7;0).

the way Kabanets and Cai [KCO00] constructed a hard boolean function from an assumed deterministic many-one
(natural) reduction from SAT to MCSP. They used arbitrary (canonical) unsatisfiable formulas as inputs to the
reduction, whereas we use P-uniform “hard” unsatisfiable formulas coming from the “no optimal PPS” assumption.

3 Actually, from the assumptions of Theorem 2, we only get a NIWI with a randomized verifier. For simplicity, we
assume here that it can be derandomized. This is true under the additional assumption that promise-BPP = promise-P.
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2. With probability a(n), sample (z, 7) uniformly at random. If V (¢, z;7) = 0, output (x,m;0).
Otherwise, take a sample from &, and augment using P as in 1(a).

First observe that é\%( p,v) satisfies the promise of Total-Learn: for any pair (z, ), there exists

b € {0,1} such that (z,;b) is in the support of é\%( pv)- This is easily verified by considering three
cases: (1) x € Lo and 7 is a possible output of P, (2) z € Lgon, and 7 is not a possible output
of P, and (3) © ¢ Lgom- In all cases, there is a choice of randomness yielding the output (x, )

Next, observe that the completeness of the reduction still holds. Indeed, recall that if ¢ € SAT,
then &, is a yes-instance of CGL. That is, there is a circuit C' of size at most poly(n) such that for
all (z,b) in the support of £,, C(x) = b. To see that é:p’(p’v) is a yes-instance of Total-Learn, define
a poly(n)-size circuit C’ as follows.

(o) = {C(ac) if V((p,.x;ﬂ) =1
0 otherwise
It is easily verified that C” agrees with all the labels output by é’;,’( PV)-

Before discussing soundness, we need to be more specific about the NIWI we use above. In
particular, for some sequence of formulas ¥ = {¢) }aen, we will use a NIWI (P[¥], V[¥]) as defined
in [I1a25], based on the “OR proof” construction of [FLS90]. Roughly, (P[¥], V[¥]) is a NIWI for
the language

L' ={z| 2 € Lgom or 1) € SAT},

where A = poly(|z]). Interpreted as a NIWI for Lgym, it is easy to see that (P[V],V[¥]) has
perfect completeness. Moreover, if all the ) are unsatisfiable, then it also has perfect soundness.
Lastly, (P[¥], V[¥]) has the property that if some 1)) is satisfiable, then P[¥] has a non-uniform
zero-knowledge simulator” at input length corresponding to A. In particular, this follows from
the witness-indistinguishability property of (P[¥], V[¥]): the simulator can simply be P[¥] with
a witness for ¢, hard-wired (see Lemma 20 for more details). Taken in the contrapositive, the
latter implies that any “short proof” that a simulator does not exist would also be a short proof of
¥ € UNSAT.

Suppose toward a contradiction that there exist ¢ € {0,1}" \SAT and a subexponential-size

circuit D such that ) )
Pr [D(z,m)=0b] > =+ —~.
BV F 2 2n0(1>
(z,mb)~Ey (P,V)
The key idea is that, if a zero-knowledge simulator S exists, then D’(z) := D(x,S(p,x)) is a
subexponential-size circuit such that

1 1
P D(z)=b> =+ ——.
(I,b)£€¢[ (x) } =9 + 2no(1)

(1)
Indeed, the distribution SA%( pv) is O(a(n))-close to the distribution of case 1(a) in its construction.
And, by the definition of a simulator, the distribution of case 1(a) is computationally indistinguish-
able from the distribution (x, S(p,x);b), where (z,0) ~ &,.

“Roughly, a simulator on a yes-instance produces a distribution of strings that looks like the distribution of proofs
coming from the actual prover, even though the simulator does not have a witness that the prover has.
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However, if Equation (1) held, then it would contradict the correctness of our reduction to
CGL on a no-instance of SAT: we know that for ¢ ¢ SAT, there is no subexponential-size circuit
with inverse subexponential advantage on £,. Overall, an unsatisfiable ¢ together with a circuit
D as above (ie. with non-trivial success probability on EA'%( p,v)) would constitute a “short proof”
that a simulator for (P[V], V[¥]) does not exist. Together with the latter property of (P[], V[¥])
mentioned above, such a pair (¢, D) would then constitute a short proof that the corresponding
¥y is unsatisfiable in some appropriate PPS £. This proof has size at most 2P°M(™) including a
transcript of a brute-force search showing that ¢ ¢ SAT.

We may now invoke our assumption that no subexponentially optimal PPS exists. As mentioned
earlier, by the work of Krajicek and Pudlak [KP89], this is known to imply that for every PPS L,
for some constant ¢ € N, there exists a P-uniform sequence ¥* = {1/} \en of unsatisfiable formulas
such that for almost all A € N, the statement “¢} is unsatisfiable” does not have an L-proof of

length less than 22"/°. Our final reduction will be as described above, using the NIWI (P[¥*], V]T*])
for Lgom. Setting A\(n) > n° a sufficiently large polynomial, the proof of length 2P°Y(™) given by
(¢, D) violating soundness would contradict the fact that )} does not have short L£-proofs. We
conclude that the reduction is sound.

For the second part of Theorem 2, which states that Total-Learn cannot be NP-hard under
a subexponential-time Levin reduction, the proof essentially follows from techniques of Mazor
and Pass [MP24]. In particular, they show that a “gap” version of the Minimum Circuit Size
Problem is not NP-hard, assuming subexponentially-secure ¢O and one-way functions. A crucial
idea in that proof is that any two witnesses C, C’ for a given yes-instance of GapMCSP are circuits
computing exactly the same function. For this reason, these circuits satisfy the condition of {0, so
the obfuscations of C and C’ are guaranteed to be computationally indistinguishable. Notice that
the same is true of a yes-instance of Total-Learn: if Pr(, 1) ¢[C(2) = b] = 1 and Pr, 4).¢[C'(z) =
b] = 1, and if £ has full support over its first component as promised by Total-Learn, then C
and ¢’ compute the same function. We also make use of the fact that, by Theorem 3, we have
subexponentially-secure one-way functions. We refer the reader to Section 4 for more details.

Proof sketch of Theorem 1. Proving the first item of Theorem 1, for the case of ImpMCSP,
proceeds in two stages. The first stage is to obtain a reduction from SAT to a version of the problem
for partial functions, denoted ImpMCSP*. Here, it is required that £ defines a (partial) boolean
function fg: namely, there is no string = such that both (x,0) and (z,1) are in the support of &,
regardless of whether £ is a yes-instance or no-instance of the problem. Unlike the case of (total)
ImpMCSP, f¢ is not required to have a full domain.

The proof builds on a number of ideas from the sketches given above. In particular, let R be
a reduction mapping SAT-instances ¢ to CGL-instances &,, as given by [GK25]. Our task at this
stage is to ensure that &£, is consistent with a function, even in the “no” case. As in the sketch of
Theorem 3, we observe that if there existed z and r # 7 such that £,(r) = (z,0) and E,(r) = (x,1),
then (x,r,r") would constitute a short proof that ¢ is unsatisfiable.

The next idea is to apply the reduction R to a disjunction ¢ V 1|,y for some fixed sequence ¥
of unsatisfiable formulas . If ¢ is satisfiable, then the disjunction is satisfiable, and correctness of
the reductions holds. On the other hand, since 1) is unsatisfiable, the soundness of the reduction
still holds with respect to . Crucially, (z,r, ') as above would now also constitute a short proof
that ¢ is unsatisfiable. We then invoke [KP89] to obtain a P-uniform sequence ¥* of 15 € UNSAT
without short proofs of unsatisfiability in an appropriate proof system. It follows that £,y , is a

12



valid instance of ImpMCSP*.

The second stage is to transform an instance of ImpMCSP* into an instance of ImpMCSP. To do
so, we rely on the techniques discussed above for transforming an instance of CGL into an instance
of Total-Learn. An important observation here is that the augmentation of £ to be total never
introduces inconsistencies in the resulting function.

Lastly, since NP-hardness of ImpMCSP implies NP-hardness of Total-Learn, we obtain the second
item of Theorem 1 by techniques from [MP24]. This completes the sketch of the proof.

1.4 Further Related Work

The NP-hardness of variants of MCSP is the subject of an active line of work. In addition to
the aforementioned recent results of [HI25] showing conditional hardness of MCSP, unconditional
NP-hardness has been demonstrated for several variants. This includes the partial-function version
“MCSP*” [Hir22], a multi-output version [ILO20], an oracle version [Ila20], and a variant where
circuits are allowed access to a random oracle [I1a23]. The NP-hardness of variants of MCSP under
cryptographic assumptions has been studied in [HIR25]. Barriers to proving NP-hardness have also
been studied extensively [HP15; MW17; AHK17; AH19; SS20; RS22; MP24]. Work on (non) NP-
hardness of variants of MCSP has also led to unconditional lower bounds in cryptography [Lu-24].

Similarly, the existence of indistinguishability obfuscation is an active subject of study in cryp-
tography. Since its introduction in [Bar+12], a number of constructions of {O have proven secure
under a variety of assumptions ([Gar+16; Gen+15; Linl6; WW21], to name just a few). As
mentioned before, the breakthrough work of [JLS26] shows that O exists under relatively well-
understood assumptions. Variants of 1O have also been studied for models of computation other
than standard circuits, including Turing machines [KLW15; Lin+16] and certain circuit models
of interest in quantum computing [Can+24]. It has been shown that if NP € io-P/poly, then
the existence of (even a weaker form of) QO is sufficient to imply the existence of one-way func-
tions [Kom+22]. Furthermore, i© and one-way functions are sufficient to construct a large fraction
of “standard cryptography” (see [SW14] and subsequent work).

A number of results showing the NP-hardness of PAC learning for various concept classes are
known (e.g., [PV88; Ale+01; Hir22; KST23; GK25]). In particular, [GK25] (building on [Hir22])
show that a constant-gap version of CGL is unconditionally NP-hard.

The question of the (non-)existence of optimal propositional proof systems (as defined by [CR79;
KP89]) has been studied quite extensively; see, e.g., [KM98; Buh+00; Sad02; KMT03; BKMO09;
BKM11; Kral3; CEM14; Gla+14; PS19; Kha22; Kha24]. Propositional proof complexity has had a
number of interesting applications in cryptography recently [JJ22; Jin+424; Jin+25; MDS25; 11a25].

Remainder of the paper. After stating the basics in Section 2, we prove our main theorems
(Theorem 1, Theorem 2, and part of Theorem 3) in Section 3. In Section 4, we prove the con-
ditional impossibility of NP-hardness Levin reductions for Total-Learn and ImpMCSP. We prove
Theorem 3 in Section 5. In Section 6, we give equivalences between NP-hardness of Total-Learn and
certain variants of Witness Encryption, and derive some limitations on strong variants of Witness
Encryption. We state some open questions in Section 7. In Appendix A, we show an unconditional
coNP-hardness result for a certain strong version of Total-Learn.
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2 Preliminaries

2.1 Basics

A polynomial function is a function p(n) = n® where ¢ > 1 is a constant. A subexponential function
is any p(n) such that, for all constants ¢ > 1, it holds that p(n) < 27" When we say that a
runtime (or some other growth rate) is polynomial, we mean that there is some constant ¢ > 1
such that the runtime on inputs of length n is at most n®. When we say a runtime (growth rate)

is subexponential, we mean that the runtime is at most 27 for every ¢ > 1.

Definition 4 (Promise Problems). Let Ry, Ry € {0,1}"x{0,1}" be relations such that Ry C Ry
The promise problem associated with (Ry, Ryz) is a decision problem (), V') where one must, given
an input x, decide whether

1. (Yes-case) z € Y :={z € {0,1}" | 3w (2,w) € Ry}, or
2. (No-case) z € N :={z € {0,1}" |Vw (2,w) ¢ Ry}

The three original ways of defining NP-completeness [Coo71; Kar72; Lev73] differed in the type
of reduction used. Some of our results consider the power of Levin’s (more restrictive) reductions
versus the (more permissive) “many-one” reductions considered by Karp. We formally define Levin
reductions as well as the intermediate notion of “half-Levin” reductions (defined by [GK25]) for
promise problems next.

Definition 5 (Levin and Half-Levin Reductions for Promise Problems). Consider promise problems
(YL, N and (Y2, N?) associated with pairs of relations (Ri,, Rlﬁ) and (R%,7 RQW) respectively.

For a time-bound ¢ : N — N, a deterministic t-time Levin reduction from (Y, N'') to (V?,N?)
is a triplet of deterministic algorithms (f, g, h) such that:

1. (Many-one) f maps instances of the first promise problem to instances of the second: for
every x € V!, f(z) € V?, and for every x € N'L, f(x) € N2

2. (Witness mapping) ¢g maps yes-witnesses for the first problem to yes-witnesses for the
second: for every (z,w) € R}, (f(x),g(z,w)) € R3,.

3. (Witness recovery) h maps “not no”-witnesses for instances of the second problem pro-
duced by f back to “not no”-witnesses for the corresponding instances of the first: if (f(x),w) €
R% then (x, h(z,w)) € Rlﬁ.

Moreover, f,g, and h all run in time at most ¢(|x|) on the inputs described above.
A deterministic t-time half-Levin reduction from (Y1, N'') to (V?,N?) is a pair (f, g) running
in time ¢(]z|) and satisfying only the first two conditions above.

Definition 6 (Randomized Levin and Half-Levin Reductions for Promise Problems). With nota-
tion as in Definition 5, a randomized t-time Levin reduction with e-error from (Y, N'1) to (Y2, N?)
is a triplet of randomized algorithms (f, g, h) running in time at most ¢(|z|) such that:

1. (Yes-instances) For every z € Y!, with probability at least 1 — ¢ over the choice of random-
ness rq, the following hold:

(a) (Witness mapping) (f(z;71), g(x, w;r1)) € R}, and
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(b) (Witness recovery) for every w’ such that (f(z;r1),w’) € RQN, it holds that

Pr((z, h(z,w';r1,12)) € Rlﬁ] >1—c.
r2

2. (No-instances) For every x € Al it holds that Pr, [f(z;71) € N?] > 1 —e.

A randomized t-time half-Levin reduction with e-error is defined analogously, requiring only condi-
tions 1(a) and 2 above.?
If € is not specified, we assume it is some small constant, say € = 1/100.

We say that a (randomized) reduction f is honest if, for some constant 6 > 0, for all inputs
x € {0,1}* (and all choices of internal randomness for f), |f(z)| > |z|°.

2.2 Proof complexity

We denote by TAUT the standard coNP-complete language of propositional tautologies. We will
usually not distinguish between tautologies and unsatisfiable propositional formulas.

The following definition of a propositional proof system (PPS) is from the work of Cook and
Reckhow [CR79]. The original definition is more general as it applies to any given language L,
rather than just TAUT.

Definition 7 (Cook-Reckhow Proof System [CR79]). A propositional proof system (PPS) is a
polynomial-time algorithm £: {0,1}* — TAUT. For z € TAUT, the minimum L-proof size of z,
denoted L-size(x), is

min{|r| € {0,1}" | L() = z};

it is oo if there is no 7 € {0,1}" such that £(7) = x.

Definition 8 (PPS Simulation [CR79; KP89]%). A PPS L polynomially (resp. subezponentially)
simulates a PPS L' if there is a polynomial p(n) = n® for some constant ¢ > 1 (resp. for all constants
¢>1 and p(n) = 27"°), such that we have, for all z € TAUT,

L-size(x) < p(L'-size(x)).

We say that a PPS L polynomially (resp. subexponentially) infinitely-often simulates a PPS
L' if there is a polynomial p(n) = n¢ for some constant ¢ > 1 (resp. for all constants ¢ > 1 and
p(n) = 2”1/6), so that there are infinitely many n > 1, such that for all z € TAUT with |z| = n,

L-size(x) < p(L'-size(z)).

"Note that condition 1(a) implies that for every 2 € J', with probability at least 1 — & over the randomness 71, it
holds that f(z;71) € V2.

5The original paper by Cook and Reckhow [CR79] defined the uniform version of simulation of a PPS £’ by a PPS
L, sometimes called p-simulation, where there is a polynomial-time function f: {0,1}" — {0,1}" such that for every
L'-proof 7 of some tautology z, f(r) is an £'-proof of . Here we follow Krajicek and Pudlék [KP89] who consider
the nonuniform version of PPS simulation where the existence of a short £'-proof of z implies the existence of a
somewhat short L-proof of x, but there is no assumption that an £-proof of x can be efficiently uniformly constructed
from an £’-proof of z.
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Definition 9 (Optimal PPS [KP89]). A PPS L is polynomially (resp. subexponentially) optimal if
it polynomially (resp. subexponentially) simulates every PPS L.

We say a PPS L is polynomially (resp. subexponentially) infinitely-often optimal if it polynomi-
ally (resp. subexponentially) infinitely-often simulates every PPS L'.

Krajicek and Pudldk [KP89] conjectured that there is no polynomially optimal PPS. This
conjecture is a strengthening of the conjecture that NP # coNP. In fact, assuming no polynomially
optimal PPS exists, one can show that NE # coNE [KP89], and that NEE # coNEE [KMT03].

The following result of [KP89] shows that the assumption that no optimal PPS exists is equiva-
lent to a natural “constructive” version, where for every candidate optimal PPS £, one can efficiently
generate a sequence of tautologies that are hard for £.” While the original proof in [KP89] was
about the case of a polynomially optimal PPS, it naturally extends to the case of a subexponentially
optimal PPS as well. Below, by a P-uniform family of formulas {¢,} (of size n each), we mean that
there is a deterministic polynomial-time algorithm G such that, for every n > 1, G(1™) outputs vy,.

Theorem 10 ([KP89]). The following are equivalent:
e there is no polynomially (resp. subexponentially) optimal PPS, and

o for every PPS L, there is a P-uniform sequence of unsatisfiable formulas 1y, of size n, such
that, for every polynomial p(n) = n® with ¢ > 1 (resp. there exists p(n) = o' with ¢ > 1),
there are infinitely many n > 1 where L-size(¢y,) > p(n).

Moreover, as observed by Ilango [I1a25] the result above also naturally extends to the “infinitely
often” case.

Theorem 11 ([KP89; Ila25]). The following are equivalent:
1. there is no polynomially (resp. subexponentially) infinitely-often optimal PPS, and

2. for every PPS L, there is a P-uniform sequence of unsatisfiable formulas vy, of size n, such
that, for every polynomial p(n) = n® with ¢ > 1 (resp. there exists p(n) = 2" with ¢ > 1),
for all but finitely many n > 1, it holds that L-size(,) > p(n).

Inspired by [Ila25], we consider PPS based on certain “falsifiable properties”. For a family
of propositional formulas ¥ = {t,}n>0 (with |¢h,] = n), consider any II3**®® statement P[],
checkable in coNTIME[subexp(n)] when given 1,. Suppose that one can prove that, for all n > 0,

Uy, € SAT = P[]

It follows that if P[t),] is false, then v, must be unsatisfiable. Thus, a proof that P[i,] is false
yields a proof that v, is unsatisfiable. More precisely, any such property P yields a PPS Lp, where
an Lp-proof m of the unsatisfiability of 1, consists of a witness of subexp(n)-size that P[] is
false along with the transcript of an accepting computation of the subexp(n)-time nondeterministic
Turing machine deciding the complement of P[ty,].

As a consequence, if {¢y, }5,>0 is a family of tautologies that are almost everywhere “hard” for the
PPS Lp, then it must be the case that P[t),,] holds for almost all n > 1. If, moreover, such a family

"This is related to the notion of a refuter from [Kab01] for constructive separations of complexity classes (see,
e.g., [Che+24]), but adapted to the case of PPS.
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of hard tautologies {1y, }n>0 can be generated efficiently uniformly (say, by assuming that there is
no optimal PPS and using Theorem 11), then we get an efficient uniform construction of a family
of objects that satisfy the property P. As we shall see below, under additional cryptographic
assumptions, such objects may be, for example, the truth tables of hard boolean functions (see
Lemma 29). Another application is the correctness analysis of a half-Levin NP-hardness reduction
for Total-Learn (see Theorem 33) and ImpMCSP (Theorem 40). For more applications, see also the
original paper by Ilango [Ila25].

2.3 Cryptography

Throughout this work, we consider cryptographic primitives secure against non-uniform adver-
saries.

Definition 12 (Nonuniform Computational Indistinguishability). Two distributions D and D’
over {0,1}" are e-indistinguishable, denoted D = D', if, for every boolean circuit A of size at most
s =&, it holds that
;CE%[A(:U) =1]— IE%/[A(:E) =1]|<e.
Definition 13 (Indistinguishability Obfuscation [Bar+12]). A polynomially (resp. subexponen-
tially) secure indistinguishability obfuscator is a polynomial-time randomized algorithm O that,
given a circuit C : {0,1}" — {0,1} and a security parameter 1*, outputs a functionally equivalent
circuit iO(C,1") such that the following holds. For all sufficiently large A, functionally equiva-
lent circuits Cy and Cy with |Cy| = |Ca| < poly()), and inverse polynomial (resp. subexponential)
function e(\),
i0(C1,1%) () i0(Ca, 17).

Definition 14 (Witness Encryption [Gar+13]). Consider a language L € NP with witness relation
Ry, and a length function ¢ : N — N. An {-length polynomially-secure (resp. subexponentially-
secure) witness encryption scheme for L consists of a pair (Enc, Dec) of uniform polynomial-time
algorithms such that the following hold:

e Given an L-instance x € {0,1}", a message bit b € {0,1}, and randomness r ~ U,

poly(n)>
Enc(x, b;r) outputs a ciphertext ¢ € {0, 1}“").

e Given an instance/witness pair (z,w) € Ry and ¢ € {O,l}e(”), Dec(x,w, ¢) outputs some
be{0,1,1).

Moreover, Enc and Dec have the properties below.

e Correctness: For all sufficiently large n € N, any b € {0,1}, x € {0,1}" N L, and w such
that (z,w) € Ry,
Pr [Dec(x, w, Enc(x,b;r)) = b] = 1.
T

e Security: For any sufficiently large n € N, z € {0,1}""\L, and inverse polynomial (resp.
subexponential) function e,
(x,Enc(x, 1;7)) =~ (x,Enc(z,0;7)),
where 7 ~ U

poly(n)
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Non-interactive witness indistinguishable proofs [DNO7; BOV07] (“NIWI”s) are non-interactive
proof systems that satisfy a weak form of zero knowledge. Traditionally, NIWIs are allowed to have
randomized provers and verifiers, though there are constructions of NIWIs from various assump-
tions [BOVO07; GOS06] that have deterministic verifiers. We use the definition of non-interactive wit-
ness indistinguishable proof system (NIWI) considered in [Ila25], which insists on a deterministic ver-
ifier. We note that a deterministic verifier is without loss of generality if promise-BPP = promise-P.

Definition 15 (Non-interactive Witness Indistinguishable Proof System (NIWI)). A NIWI proof
system is a pair (P, V') of uniform polynomial-time algorithms, where the prover P is randomized,
and the verifier V' is deterministic, and such that the following hold:

e Completeness: for all satisfiable formulas ¢ and w such that ¢(w) = 1, and all security

parameters A,
PrV(p, P(g,w,1%), 1Y) =1] = 1

e Perfect Soundness: for all A\, unsatisfiable ¢ with |p| < A, and 7,

V(p,m, 1) = 0.

e Subexponential Witness Indistinguishability /Security: For some £(\) = 2_/\Q<1), for
all satisfiable formulas ¢ and w,w’ such that p(w) = ¢(w') = 1, and for all A,

P(wv w, 1)\) ~e(N) P(()Ou wla IA)

Though the following was originally only stated to yield standard (i.e., polynomially-secure)
trapdoor one-way permutations, the proof actually immediately yields subexponentially-secure
trapdoor one-way permutations. See [SZ25a, Theorem 53] in particular.

Lemma 16 ([SZ25b]). If subexponentially-secure one-way functions exist and subexponentially-
secure 1O exists, then subexponentially-secure full-domain trapdoor one-way permutations ezist.

The following was originally stated for the “polynomial regime” and assuming standard (non-
trapdoor) one-way permutations, but the argument is easily modified to yield the following. In
particular, see the remark in [BP15] on keyed families of permutations.

Lemma 17 ([BP15]). If subexponentially-secure iO ezists and subexponentially-secure full-domain
trapdoor one-way permutations exist, then there exist subexponentially-secure NIWIs with random-
1zed verifiers and negligible soundness error, i.e., there exists a pair of randomized polynomial-time
algorithms (P, V') such that the following hold.

e Completeness: for all satisfiable formulas ¢ and w such that (w) = 1, and all security

parameters A,
PrVie, Plp,w,1%),1%) =1] = 1.

e Negligible Soundness Error: there exists a negligible function u such that for all X, un-
satisfiable ¢ with || < X, and T,

PrV (g, m,1%) =1] < p().

18



e Subexponential Witness Indistinguishability/Security: For some e(\) = 2_’\Q<1>, for
all satisfiable formulas ¢ and w,w’ such that p(w) = e(w') =1, and for all X,

Pp,w,1%) ~(n) P, w’,17).

Definition 18 (Simulator). Consider any randomized prover P(p,w,1?), where p(w) = 1 and
A is the security parameter. For given \,s,e~! € N, we say that the prover P has an s-size e-
indistinguishable simulator on A if there exists a size-s randomized circuit Sy such that, for all
satisfiable formulas ¢ of size at most A and any satisfying assignment w for ¢, we have

Sx(p) ~e P(p,w,1%).

Definition 19 (Proof System for SAT based on Hard Tautologies [Ila25]). Assume that there exists
a NIWI proof system (Pyiwi, Vniwi) satisfying the definition above. Let W = {15} be any sequence
of formulas of size at most A. Consider the following proof system (P[], V[¥]):

e Prover: P[V](p,w, 1) rejects if || > A or p(w) = 0, and otherwise outputs
Paiwi( V oy, w, 1),

e Verifier: V[\Il](907 T, 1)\) = VNIWl(QO V iy, T, 1)\)

Lemma 20 (Properties of (P[V],V[V]) [Ila25]). Assume that there exists a NIWI proof system
(Pnuiwi, Vowt) - The proof system (P[¥],V[¥]) defined above has the following properties:

1. for any ¥ = {4y}, (P[¥],V[¥]) has perfect completeness;

2. for all A\, if vy is unsatisfiable, then (P[V], V[V]) has perfect soundness on security parameter
A

3. there exists £*(\) = 2= 4nd a polynomial p* such that for all X\, if 1y is satisfiable, then
P[V] has p*(\)-size e*(\)-indistinguishable simulator Sy on \.°®

Proof. For completeness, if p(w) = 1, then (¢ V ¢))(w) = 1, and we conclude by the completeness
of the NIWI proof system.

For perfect soundness on security parameter A when ) ¢ SAT, note that if ¢\ ¢ SAT then for
all unsatisfiable ¢, (¢ V 1)) ¢ SAT. Perfect soundness on A follows from perfect soundness of the
NIWI.

Finally, suppose 1, is satisfiable with a satisfying assignment w’. For any satisfiable ¢ with
p(w) = 1, and any A, we have by the security of NIWI that

P[U](¢,w,1%) = Pawi(p V x, w, 1Y) 20y Pawi (o V ha, w', 1) =1 Sy(o),

where €* is the indistinguishability of the NIWI and S) (i) is a randomized circuit, with w’ and
hardwired, which simulates the NIWI prover Pywi(¢ V ¥y, w’,11). The size of Sy(p) is poly(A) =:
p* (M), since the NIWI prover runs in time poly(\) and the conversion from a uniform Turing machine
to a circuit is efficient. O

8Note that in this case, we can’t assume that the proof system (P[¥], V[¥]) has perfect soundness. This is in
line with the impossibility results for variant zero-knowledge proof systems of [GO94] who show, in particular, that
a proof system for a language L with perfect soundness cannot have a simulator, unless L € BPP.
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Lemma 21. Let p* and €* be as in Lemma 20. Assume that
e there exists a NIWI proof system (Pawi, Viwi), and
e there is no infinitely-often subexponentially-optimal PPS.

For any W, let (P|V], V[W]) be a proof system as defined above. Let P[] be any [IsubeP property
1
such that one can prove

“P[W] has a p*()\)-size £*(\)-indistinguishable simulator Sy on \” == P[,]."
Then there is a P-uniform sequence of unsatisfiable formulas ¥* = {43} such that
o for every \, P[Yy] is true, and
e the proof system (P[U*],V[¥*]) has completeness and perfect soundness.

Proof. By item (3) of Lemma 20, we know that a proof that P[] is false implies that v is
unsatisfiable. This yields a PPS L£p where the unsatisfiability of 1) has proof size subexp(}\),
whose soundness is implied by the security of the NIWI proof system.

By Theorem 11, there is a P-uniform sequence of unsatisfiable formulas U* = {¢}} such that,
for every A, the PPS Lp cannot prove the unsatisfiability of ¥} with a subexp-size proof. It follows
that P[¢}] must be true for all \. The last bullet point follows by Lemma 20. O

2.4 Learning

We recall the definition of the following decision-problem formulation of learning due to [ABX08].

Definition 22 (CGL). For s,g,e™' : N — N, an instance of the promise problem CGLg.[s] at
input length n € N consists of a poly(n)-size circuit £ sampling a joint distribution supported over

{0,1}" x {0,1}.

e £ is a yes-instance of CGLgy[s] if there exists a circuit C' of size at most s(n) such that, for
all (z,b) € supp(€), C(x) =b.

e & is a no-instance of CGL,[s] if, for every circuit C' of size at most g(s(n)),

(xE)rNg[C(:E) =b] < 1/2+¢e(n).

We will need the following result from [GK25].

Lemma 23 (NP-hardness of CGL from WE [GK25]). Assume that subexponentially-secure WE

exists for SAT. Then there exist a polynomial s and functions g,e ! = ™™ such that CGLyc[s] is
NP-hard under a deterministic polynomial-time half-Levin reduction.

We define the following variant of CGL that restricts itself to distributions that have full support
over examples.

9When proving such an implication, one may assume the completeness property of the proof system (P[¥], V[¥]),
but not its soundness; cf. the previous footnote.
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Definition 24 (Total-Learn). For functions s,g,e7! : N — N, an instance of the promise prob-
lem Total-Learny.[s] at input length n € N consists of a poly(n)-size circuit £ sampling a joint
distribution (X, B), where X has full support over {0,1}", and B is supported over {0, 1}.

e £ is a yes-instance of Total-Learny[s] if there exists a circuit C of size at most s(n) such that

Pr [C(z)=1b]=1.
o €@ =1

e £ is a no-instance of Total-Learn, .[s] if, for every circuit C' of size at most g(s(n)),

JPr 06) =8 < 1/242(n),

Note that in the definition of learning problems CGL and Total-Learn, there is no requirement
that a no-instance £ of CGL (or Total-Learn) define a boolean function. That is, it is allowed that
for some z € {0,1}", both (z,0) and (z,1) are in the support of the distribution £ of labeled
pairs. (For a yes-instance & of Total-Learn (or CGL), the existence of a boolean circuit C' such that
C(z) = b for every pair (z,b) € supp(€) ensures that this £ defines a (possibly partial) boolean
function.)

Adding a requirement that a distribution £ defines a boolean function also in the no-case
transforms the learning problem CGL into what we term implicit partial MCSP, and the learning
problem Total-Learn into implicit MCSP, which we define next.

2.5 Implicit MCSP

Definition 25 (Distribution Defining a Boolean Function). We say that a distribution £ over
{0,1}" x {0,1} defines a (partial) boolean function if, for every x € {0,1}", there is a most one
b € {0,1} such that (z,b) € supp(€). We denote by fg the corresponding (partial) boolean function
defined by &. If such a distribution & has full support over {0,1}", then it defines a total boolean
function fe¢.

We define implicit MCSP, where an instance is given by a circuit sampling (z, f(z)) for a
total boolean function f. This is a generalization of “succinct MCSP” (see, e.g., [AHK17]) where
a given input circuit describes the truth table of a boolean function in the lexicographic order.
In contrast, in an instance of ImpMCSP, the truth table is described by a sampling circuit in
some random order: by enumerating all random inputs to a sampling circuit, one gets the graph
(1, f(x1)),. .., (wan, f(xan)) of a boolean function f in some order over strings z; € {0,1}".

We define the following gap version of implicit MCSP, denoted Gap-ImpMCSP.

Definition 26 (Gap-ImpMCSP). For s,g,e~! : N — N, an instance of the promise problem
Gap,, .-ImpMCSP([s] at input length n € N consists of a poly(n)-size circuit £ sampling a distri-
bution over {0,1}" x {0,1} defining a total boolean function fs.

e & is a yes-instance of Gap, .-ImpMCSP(s] if there exists a circuit C' of size at most s(n) such
that, for all z € {0,1}", C(z) = fe(x).

e & is a no-instance of Gap, .-ImpMCSP[s] if, for every circuit C' of size at most g(s(n)),

(xE)TNg[C(:E) =b] < 1/2+¢e(n).
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Note that in the yes-case of ImpMCSP, £ defines an “easy” total boolean function fg; whereas,
in the no-case, £ defines a very hard total boolean function fg¢, and moreover, the restriction of £
to its first coordinate is a hard-core distribution for fg.

Remark 27. The natural non-gap version of implicit MCSP would have as no-instances circuits
sampling a distribution £ such that no circuit of size at most s(n) can compute the function defined
by &, correctly on all inputs. This version of implicit MCSP can be defined as Gap;q ; /o-lmpMCSP,
where id is the identity function; it is easy to see that Gap;g;/o-ImpMCSP is in the class P,
Strengthening the no-case condition to circuit size at most g(s(n)) is the first “gap” in our definition
of Gap-ImpMCSP, yielding Ga pg71/2—|mpMCSP; requiring that no large circuit can agree with £ with
probability more than 1/2 + ¢ is another “gap”, yielding Gapy .-ImpMCSP in promise-MA.

We also define implicit MCSP* where the function defined by a sampling circuit £ need not be
total.

Definition 28 (Gap-ImpMCSP*). For s,g,e! : N — N, an instance of the promise problem
Gap,, .-ImpMCSP*[s] at input length n € N consists of a poly(n)-size circuit £ sampling a distribution
over {0,1}" x {0,1} defining a (possibly partial) boolean function fg.

e & is a yes-instance of Gap, .-ImpMCSP*[s] if there exists a circuit C' of size at most s(n) such
that,
Pr [C(z)=0b]=1.
P [C() =t
e & is a no-instance of Gap, .-ImpMCSP*[s] if, for every circuit C' of size at most g(s(n)),

JPr 1C@) =1 <1/2:+ <),

3 NP-Hardness and Circuit Lower Bounds

3.1 Circuit Lower Bounds for NP

No-instances of CGL are distributions over labeled examples that have high circuit complexity. We
can use Lemma 23 to generate no-instances of CGL, by simply feeding the NP-hardness reduction
with unsatisfiable formulas. It is tempting to argue that these no-instances of CGL induce hard
functions with high circuit complexity. However, this approach runs into a problem: while running
the reduction on an unsatisfiable formulas does generate a no-instance £ of CGL, that instance
might not be consistent with any boolean function! The reason is that we may have, for some
x € {0,1}", that both (x,0) and (z, 1) are in the support of £. (In fact, it is trivial to create a hard
instance of CGL by taking £ to be the uniform distribution over {0,1}" x {0, 1}; by definition, any
circuit C' (of any size) will be correct on £ with probability 1/2.)

In order to get a hard boolean function, we need to ensure that the hard instance £ of CGL
defines a (partial) boolean function, i.e., that for every z € {0,1}", there is at most one value of
b € {0,1} such that (z,b) € supp(€). We will achieve this by additionally assuming that there is
no optimal PPS. More precisely, we have the following.

Lemma 29 (Circuit lower bounds from WE and non-existence of optimal PPS). Assume that

1. (CRYPTO) subexponentially secure WE exists for SAT, and
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2. (PROOF COMPLEXITY) there is no infinitely-often polynomially-optimal PPS.
Then NP ¢ io—SIZE[2"O(1)], and hence, promise-BPP C promise-QP.

Proof. By Lemma 23, we have a deterministic polynomial-time many-one reduction from SAT to
CGL, [s], for some polynomial s and any subexponential g, e~1. The reduction is: given ¢, output
the circuit

Dy (b, ) := (Enc(p,b,r),b),

PoY(") is the internal randomness of

where b € {0,1} is a secret message to encode and r € {0,1}
WE Encoder.

The reduction has the following property: For ¢ € SAT, there are no distinct r, 7’ such that
Enc(e,0,7) = Enc(p,1,7"). Indeed, otherwise, a deterministic decoder for WE would not be able
to recover a message b € {0, 1} unambiguously from its WE encoding.

Hence, if there exist r # ' such that Enc(p,0,7) = Enc(p,1,7"), then we know that ¢ must
be unsatisfiable. Moreover, the witness size is |r| 4+ |r’| < poly(n), and it can be verified in some

fixed deterministic time poly(n). This can be viewed as the following PPS L:
e an input 7 is interpreted as (¢, r,r’), with |r| = |r/| < poly(|¢]),

o if Enc(p,0,7) = Enc(p,1,r"), then the output is ¢; otherwise, the output is some trivial
unsatisfiable formula.

The soundness of this proof system L follows from the assumed existence of WE for SAT.

By our proof complexity assumption, we get from Theorem 11 a deterministic polynomial-time
algorithm for generating a sequence of unsatisfiable formulas 1, (of length n each) such that £
cannot prove the unsatisfiability of ¢, with polynomial-size proofs, for all but finitely many n > 1.

It follows that for almost all such ¢, the distributions Enc(,,0,r) and Enc(i,,1,r") (over
uniformly random r,7’) have disjoint supports. Hence, the sampler Dy, (b,7) defines a partial
boolean function h: {0, 1}4(71) — {0,1}, for some ¢(n) < poly(n), that cannot be computed by
any boolean circuit of size 2", for some v > 0, with probability 1. That is, the worst-case circuit
complexity of A is at least 2", Since £(n) < poly(n), the worst-case circuit complexity of h (relative
to its input length ¢(n)) is at least subexponential.

Since every boolean function on inputs of length ¢ can be computed by a circuit of size at most
2!, we get that the input length ¢(n) of h is such that £(n) > n”. By evaluating Dy, (b,r) over all b
and r, we can compute the truth table of this partial boolean function A in time exponential in n,
and hence exponential in its input length ¢(n). We can then make h into a total boolean function
by assigning the value 0 to all other inputs.

Moreover, this total boolean function f is computable in NP: Once we have a circuit Dy, (which
can be efficiently and uniformly computed since v, is a P-uniform family), to check if f(z) =1 on
a given x, we try to nondeterministically guess r and check if Dy, (1,7) = (z,1).

So we get that NP C EXP requires subexponential circuit size almost everywhere. The deran-
domization consequence is by applying standard hardness-randomness tradeoffs [NW94; Bab+93;
IW97; Uma03]. O

Remark 30. Since WE follows from O [Gar+16] (with essentially the same security), Item 1 in
Lemma 29 can be replaced by the assumption that subexponentially secure iO exists.
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Lemma 29 should be contrasted with a result of [IKV23] who show that the assumed existence
of iO (secure against all polynomial-size circuits) would imply that NEXP ¢ P/poly. Note that
the concluded circuit lower bound is for a large complexity class NEXP, and the circuit complexity
is superpolynomial only infinitely often. On the other hand, thanks to an extra proof-complexity
assumption, our Lemma 29 achieves almost-everywhere (subexponential) circuit lower bounds for
a smaller class NP C EXP which, in particular, implies strong derandomization of BPP.

Komargodski et al. [Kom+22] showed that if there exists iO and NP ¢ io-P/poly, then there
exist one-way functions. At least in the case of perfect iO, their argument (outlined in Appendix A
of their paper) extends to the subexponential regime, i.e., if there exists subexponentially-secure
10 and NP ¢ io—SIZE[Q”O(l)], then there exist subexponentially-secure one-way functions. We thus
have the following lemma.

Lemma 31. Assume that
1. (CRYPTO) subexponentially secure iO, and
2. (PROOF COMPLEXITY) there is no infinitely-often polynomially-optimal PPS.

Then subexponentially-secure one-way functions exist.

3.2 NP-Hardness of Implicit MCSP*
Theorem 32 (NP-hardness of ImpMCSP*). Assume the following:

1. (CRYPTO) there exist a subexponentially secure iO, and

2. (PROOF COMPLEXITY) there is no infinitely-often subexponentially-optimal proof system.

Then there exists a polynomial s’ such that for all subezponential functions g’ and (¢')~1, we have

that Gapy . -ImpMCSP*[s'] is NP-hard under a deterministic polynomial-time half-Levin reduction.

Proof. We follow the proof of Lemma 29. Let R be a deterministic NP-hardness reduction from
SAT to CGLy.[s], as in Lemma 23. For a P-uniform sequence of unsatisfiable formulas ,, (of size
n each) to be defined, consider the following reduction R’ from SAT to CGL:

On input formula ¢ of size n, output R(p V ¥y,).

By the properties of R (as discussed in the proof of Lemma 29), if ¢ € SAT, we get that
@ V1, € SAT, and hence the sampling circuit € produced by R(p V 1,) defines a (partial) boolean
function of circuit complexity at most s(poly(n)).

Next, suppose that for some ¢ ¢ SAT, we get that the sampling circuit € produced by R(pVy,)
does not define a function, i.e., there are inconsistent-label pairs (z,0) and (z,1) in the support of
E. This implies that ¢ V 9, ¢ SAT and hence that ,, & SAT.

We get a PPS for proving 4, is unsatisfiable, where a proof is (r,7’,¢) such that r # 1/,
R(p V) =&, and E(r) = (2,0) and E(r') = (z,1) for some z.

As in the proof of Lemma 29, we get a P-uniform family of unsatisfiable formulas 1), that cannot
be efficiently proved by our PPS defined above. The resulting reduction R’ is then a deterministic
polynomial-time half-Levin reduction from SAT to Gap, .,-ImpMCSP*[s']. O
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3.3 NP-Hardness of Total-Learn

We prove our conditional NP-hardness result for Total-Learn assuming the existence of NIWIs. The
NP-hardness item of Theorem 2 from the introduction is proved as a corollary (Corollary 38).

Theorem 33 (NP-hardness of Total-Learn). Assume the following:
1. (CRYPTO) there exist subexponentially secure iO and a subexponentially secure NIWI, and

2. (PROOF COMPLEXITY) there is no infinitely-often subexponentially-optimal proof system.

Then there exists a polynomial s’ such that for all subexponential functions g’ and (€)™, we have

that Total-Learny ./[s] is NP-hard under a deterministic polynomial-time half-Levin reduction.

Proof. Let s’ be a polynomial to be set later, and fix ¢’ and (¢')~! to be arbitrary subexponential
functions. Let s, g, an € be the parameters given by Lemma 23. Note that the existence of subex-
ponentially secure {O implies the existence of subexponentially secure WE. Thus, by Lemma 23
there is a polynomial-time many-one reduction that, given a SAT instance ¢, outputs a CGL[s]
instance &, samplable by a polynomial-size circuit Cy, on p(n) = poly(n) inputs.

By definition of CGL, samples from &, are tuples (z, b) with || =: a(n) = poly(n) and b € {0,1}.
Consider the language

L={(¢,) | le| = allpl) A 3b € {0, 1}, (x,b) € supp(£,)}.

We have (p,z) € L if and only if there exist b € {0,1} and r € {0,1}*!#) such that Cy(r) = (z,b).

Observe that L € NP. Let IT = II[¥] = (P[V], V[¥]) be a proof system for membership in L
given by Definition 19, for some family ¥ of unsatisfiable formulas to be specified later. Let A be
a polynomial in n to be set later, and let £(\) be the length of proofs produced by II with security
parameter \. For a suitably small parameter a(n) = 2*”Q<1>, define the following distribution &£, i1

on {0, 112+ 10 1}

1. sample a uniformly random r € {0,1}*"™ and let (z,b) = Co(r);
2. with probability 1 — a(n), sample a proof = < P[¥]((¢,z),r,1*™), and output
((z,),b);
3. with probability a(n), sample 7 uniformly at random from {0, 1}“’\), and
o if V[U]((p,z),m, 1) = 1, then output ((x,),b);
e otherwise, sample a proof 7’ < P[¥]((¢,z),r, 1*™) and output ((z,n’),b).
Observe that £, 11 is supported (in its first component) over all pairs (z, ) such that (p,z) € L

and V[W]((p,2),7,1") = 1.
For the remainder of the proof, let p* and £* be as in Lemma 20.

Claim 34. If there is a circuit D of size t such that

Pr [D(z)=0b]=1,
JPr, D@ =1

then there is a circuit D' of size at most t such that

Pr D'(x,7) =b] = 1.
((33777-)717)’\’5@,1_[[ ( ) ]
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Proof of Claim 3j. Define D'(xz, ) = D(z). O
Note that, as a consequence of Claim 34, if £, defines a (possibly partial) boolean function,

then so does &, 1.

Claim 35. Suppose there is a circuit D' of size t such that

1
Pr D'(z,m)=b] > = + .
((x77r)7b)N5Lp,H|: ( ) ] 2

If the proof system II[¥] admits a p*(X)-size, *(\)-indistinguishable simulator S on A and t <
1/e*(\), then there is a circuit D of size at most t + p*(\) such that

Pr [D(z) = b >

wite + (v —e"(\) — a(n)).

N |

Proof of Claim 35. Define a randomized circuit D(z) = D'(z,S(p,z)), where S is a p*(\)-size,
£*(\)-indistinguishable randomized simulator on A\. We have

< PrD(Colr)1, 8(o, Colr))) = Colrl] +°(N) + afn)
= Pr [D()="b+\)+a(n),
(z,b)~Ep; D

where the third inequality uses the fact that S is e*(\)-indistinguishable for circuits of size 1/e*(\) >
t=|D|.

By averaging, there is a choice of randomness 7 used by D such that the deterministic circuit
D obtained by fixing D’s randomness to 7 has the required success probability over £,. Note that
size of this circuit D is at most |D'| 4 [S| =t + p*(N). O

Next, we define an extension é\%n of the distribution &, 11 of labeled pairs ((x,7),b) so that, for
every (x, ), there is some b € {0, 1}, such that ((x,7),b) has nonzero probability. For a suitably

small parameter a(n) = 2-""" | define SA%H on {0, 112+ 10,1} as follows:

1. with probability 1 — «(n), sample and output ((x,7),b) ~ E, 1

2. with probability a(n), sample (z,7) uniformly at random from {0,1}+4),
Then,

o if V[¥]((p,2),m, 1) = 0 then output ((z,7),0);
e otherwise, output a fresh sample ((2/,7"),V) ~ E,11.

Observe that é%n has full support over its first component because, for every (z, ), we have

o if V[¥]((p,x),7,1*) = 0, then ((x,7),0) will be output (with some nonzero probability) in
the first bullet point of step 2;
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o if V[U]((p,z),m,1*) =1, then (p,x) € L; hence, (z,7) is in the support of &, 1, and will be
output in step 1.

Claim 36. If there is a circuit D of size t such that

Pr [D(z)=0b=1,
Pr, D@ =1

then there is a circuit D' of size at most t 4+ poly(\) such that

Pr [D'(z,m) =b] = 1.

((x’ﬂ—)’b)'\‘gtp,l'[
Proof of Claim 36. Define

D(z) if V[U]((p,z),7,1) =1

0 otherwise

D'(x,7) —{

It is easy to see that D’ is correct with probability 1 over EA%H. The size of D' is |D| + |V| =
t + poly(A). O

Note that, as a consequence of Claim 36 and Claim 34, if £, defines a (possibly partial) boolean
function, then so does &, 1.

Claim 37. Suppose there is a circuit D' of size t such that

Pr  [D'(z,m)=0b] >
((x77r)7b)NgLP»H

+ v.

N | =

If the proof system I1[W] has a p*(\)-size, €*(\)-indistinguishable simulator S on A andt < 1/£*()),
then there is a circuit D of size at most t + p*(\) such that

Pr [D(z) = b >

(w.b)~E, + (v —e*(A) — 2a(n)).

N | =

Proof of Claim 37. We have

1
—+rv< Pr  [D'(z,7) =]
2 ((w»ﬂ')b)'\“f/‘v,l’[

< Pr [D'(z,7) = b] + a(n).

((z,m),b)~Ep. 1

Hence,
1
Pr D'(x,m)=b]> = 4+v—an).
((M%b)N%H[ (z,m) =b] = 3 (n)
We conclude the proof by appealing to Claim 35. O

Our reduction, given as input a size-n boolean formula ¢, outputs the description of a poly(n)-
size circuit that samples &£, 11. It is easy to see that the reduction runs in uniform polynomial time
as long as V¥ is a P-uniform family. We now prove completeness and soundness of our reduction.
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Completeness. Suppose ¢ € SAT, |p| = n. Then, by completeness of the reduction in Lemma 23,
there is a circuit D of size s(a(n)) such that Pr)~e, [D(x) = b] = 1. By Claim 36, there is a
circuit D’ of size s(a(n)) + poly(A(n)) such that Pr((yx) e, [D' (2, 7) = b] = 1. Setting s’ so that
s(a(n)) + poly(A(n)) < s'(a(n) 4+ €(\)) ensures completeness of our reduction to Total-Learny ./[s'].
Note that s’ can be set independently of our choice of A because ¢ and the poly involved are
independent of A.

Soundness. Define M to be the following Turing machine.
On input w:

1. Interpret w as a tuple (n, p, D') with |p| = n.
2. Accept if ¢ € SAT or |D'| > ¢'(s'(a(n) 4+ £(N))).

3. Estimate, using the derandomization given by Lemma 29,

Pr [D'(x,7) = b]

((x77r)7b)~8¢7n

to a suitably small additive error § = 1/subexp(\) < &’(a(n) + £(N)).
4. Reject if the estimate is at least 1/2 + &'(a(n) + £(N\)). Accept otherwise.

Note that for every w = (n,@, D), M(w) runs in time tp; < 2P°Y(") . subexp(\) where the
poly factor does not depend on A. This is because one can check whether ¢ € SAT in 2roly(?)
time (independent of \) and whether |D’| > ¢/(s'(a(n) + £(n))) = subexp()) in subexp(A) time,
and one can estimate the success probability of D’ (when D’ has size subexponential in \) in time
subexponential in .

Suppose IT admits a p*(\(n))-size, £*(A(n))-indistinguishable simulator on A(n). Then we claim
that for every w = (n,p, D), M'(w) = 1. Indeed, suppose there is some w = (n,p, D’) where
M*'(w) = 0. Then D’ is a small circuit (with size subexp()\)) such that

Pr [D/(w,m) = b] > - +&(a(n) + £(N) 6.
((va)vb)’“g«p,l'[ 2

Since 1/e*(\) = 22°" > |D’|, Claim 37 gives us D', a circuit with size subexp()\) + p*(\) <
g(s(a(n))) = gn® (since A is polynomial in n) that has success probability at least 1/2+ (¢'(a(n)+
l(N)—d—e"(A)—2a(n)) > 1/24¢c(a(n)) over £, (the inequality holds since £(z) = 22" whereas
the advantage term is inverse subexponential). This contradicts the correctness of the reduction in
Lemma 23.

For all n, if ¥,y € SAT, then we get by Lemma 20 that I admits a p*(A(n))-size, £*(A\(n))-
indistinguishable simulator on A(n), and hence M*(w) = 1 for all w = (n, ¢, D’). Thus, any w
such that M!(w) = 0 yields a proof (checkable in time ;) that 1) is unsatisfiable. For any given
0 < v < 1, we can set A = n° for a large constant ¢ > 0 so that the runtime t; < 22",

By Lemma 21, we conclude that one can set W to a P-uniform sequence of unsatisfiable formulas
such that the proof system IT* = II[¥*] = (P*,V*) for L has perfect completeness and soundness,
and for all w = (n, ¢, D') with sufficiently large n, M*(w) = 1 for all w. Hence, when instantiated
with this II, for sufficiently large n and every ¢ ¢ SAT, |¢| = n, no circuit with size at most
g'(s'(a(n) 4+ £(\))) succeeds with probability greater than 1/2 + &'(a(n) + £(\)) on the distribution
EA%H. Soundness of our reduction follows. ]

28



Corollary 38. Assume the following:

1. (CRYPTO) there exists subexponentially secure 1O, and

2. (PROOF COMPLEXITY) there is no infinitely-often subexponentially-optimal proof system.
Then there exists a polynomial s such that

1. for all subezponential functions ¢', (¢')~t, Total-Learny ./[s'] is NP-hard under a deterministic
quasipolynomial-time half-Levin reduction; and

2. for all subexponential functions ¢’ and for every sufficiently large subexponential function
(¢')71, Total-Learny ./[s'] is NP-hard under a randomized polynomial-time half-Levin reduc-
tion.'?

Proof. By Lemma 31, our two assumptions imply that there exist subexponentially-secure one-
way functions. Lemmas 16 and 17 then imply that there exists a NIWI (P, V) with a randomized
verifier and negligible soundness error p. By Lemma 29, the two assumptions of this lemma
imply promise-BPP C promise-QP, which in turn implies that the randomized verifier V' can be
transformed into a deterministic quasipolynomial-time verifier V'. Using II' = (P, V") as the NIWI
in the reduction from Theorem 33, we get that there is some polynomial s’ such that for all
subexponential ¢’, (¢/)~! there is a deterministic quasipolynomial-time half-Levin reduction R{l’sl
from SAT to Total-Learny ./[s], proving item (1). The argument in Theorem 33 works even with a
quasipolynomial-time verifier because the only places where the running time of the verifier matter
are the following.

1. The circuit the reduction produces embeds the verifier as a circuit. This circuit is now
quasipolynomial-size, and is the reason the deterministic reduction in this lemma becomes
quasipolynomial-time.

2. The running time of the verifier adds to the running time of the machine M defined in the
soundness argument. Recall that this running time (as well as the exact description of the
verifier) is used to determine which P-uniform sequence ¥ is used in the reduction. Even with
a quasipolynomial-time verifier, the machine M runs in time 2P°Y(™ . subexp()), and so this
part of the argument still holds.

We now prove item (2). We begin by showing that a randomized verifier can be turned into
a deterministic one that has perfect soundness for some fixed setting of the security parameter by
repetition. Let £(X) be the length of proofs produced by P and let p(A) be the number of random
bits used by V. Let k(A) = A+ 1 4 £(A). For r € ({0,1}’™)EN) | define V, to be the following

deterministic polynomial-size circuit.
Given (g, m,1%):

1. Run V(p,m, 1% 1), V(p,m, 1% 7r9), ..., Vg, m, 174 Th()))-

2. Accept if all executions accept. Reject otherwise.

10«Sufficiently large subexponential” here means larger than some fixed subexponential function.
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We have

Pr B ¢ SAT, o] < A7 e {0, 1}V Vo (p, 1, 1Y) = 1]
rea({0,1}PN))E(N)
< Pr Vi (o, 7, 1Y) = 1]
PESAT:|p|<A rea({0,1}PN) )RV
{01}
< QAT 1y (\)EY)
1
A14L(N) |
< pLICY

— 9—hk(V)-(log A1)

where the last inequality follows from the fact that p is negligible. Thus, on security parameter
A, sampling r uniformly at random yields a verifier circuit V. that has perfect soundness with
overwhelming probability.

Fix arbitrary subexponential ¢’ and (¢')~!. Let a be the “a” parameter from the proof of
Theorem 33 as a function of n, and let v(n) = ¢’ — 3a(n) = 1/subexp(n) (as long as ¢’ > 3a(n)).
Inspecting the construction in that theorem, we note that the reduction Rgl’”(go) uses the verifier
V'’ on only one security parameter A that can be efficiently computed given |p|. Furthermore,
the reduction itself does not simulate V’; it merely embeds its description into that of the circuit
sampling EA@,H'- Consider the following randomized reduction Ro, which we claim reduces SAT to
Total-Learny ./[s'].

On input ¢:

. Compute A(||) where X is the security parameter used in Rﬁ’/’l’.

1

2. Sample r € ({0, 1} YRAeD) yniformly at random.
3. Compute the deterministic circuit V.
4

. Compute and output the description of the circuit output by R“{,’”(gp), but replace
all instances of V' with V.

It is easy to see that Ry runs in polynomial time, as the only super-polynomial-time operation in
computing R; is embedding the description of V' into that of the sampler produced.

Fix some ¢ and let & « Rs(p) with randomness r. Suppose ¢ € SAT. As mentioned above,
with overwhelming probability over r, V,. has perfect soundness. Since Claim 36 only uses the
structure of the sampler & and perfect soundness of the verifier on security parameter A, there is
a circuit D’ of size at most s’ such that Pro, )NE[D/ (z,7) = bl = 1. Hence our reduction is
complete with high probability.

Now suppose ¢ ¢ SAT. Let g = Ri’/’”(go). Suppose D' is a circuit such that

b

Pr  [D'(x,m)=0b]>1/2+¢.
((z,m),b)~E

From the definition of £ in the proof of Theorem 33,

Pr  [D'(z,7)=b] < (1 —a(n)) Pr [D'(z,m) = b] + 2a(n).
((z,7),b)~E wld;(2,0) ¢ Cyp (w)
mP[P]((p,z),w,1*)
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On the other hand,

Pr D'(z,7)=b] > (1—an Pr
((M)’b)wgl[ (z,m) =b] = (1 —a(n)) e G
T P[¥]((p,x),w,1%)
Pr  [D'(z,7) =b] — 3a(n)
((z,m),b)~E

[D'(z,m) = b] — a(n)

v

> %+6'—3a(n) :%+1/.
Soundness follows by soundness of R;. O
Corollary 39. Assume the following:
1. (CRYPTO) there exists subexponentially secure 1O,
2. (PROOF COMPLEXITY) there is no infinitely-often subexponentially-optimal proof system, and

3. (DERANDOMIZATION) promise-BPP = promise-P.

Then there exists a polynomial s’ such that for all subexponential functions g’ and (€)™, we have

that Total-Learny ./[s] is NP-hard under a deterministic polynomial-time half-Levin reduction.

Proof. As outlined in the proof of Corollary 38, the first two assumptions imply that there exist
NIWIs with randomized verifiers and negligible soundness error. The third assumption implies that
one can derandomize these NIWIs into NIWIs with deterministic verifiers and perfect soundness.
We conclude by appealing to Theorem 33. 0

3.4 NP-Hardness of Implicit MCSP
We get the following strengthening of Theorem 33 from Total-Learn to Gap-ImpMCSP.
Theorem 40 (NP-hardness of Gap-ImpMCSP). Assume the following:
1. (CRYPTO) there exist subexponentially secure 1O and a subexponentially secure NIWI, and
2. (PROOF COMPLEXITY) there is no infinitely-often subexponentially-optimal proof system.

Then there exists a polynomial s' such that for all subexponential ¢', (¢')~!, Gap,/ ./-ImpMCSP[s']
18 NP-hard under deterministic polynomial-time half-Levin reductions.

Proof. Run the proof of Theorem 33, but instead of starting with the deterministic reduction
from SAT to CGL of Lemma 23, start with the deterministic reduction from SAT to ImpMCSP* of
Theorem 32, getting a distribution &, for a SAT instance . Note that, by the correctness of the
reduction, we have that £, defines a (partial) boolean function.

The rest of the argument is the same as in the proof of Theorem 33. By the properties of
the distributions &, 1 and EA%H constructed in that proof, we get that since &£, defines a boolean
function, so does the final distribution EA%H. Since é\%n has full support over its first component,
we get that it defines a total boolean function, as required. O

The following corollary settles the conditional NP-hardness item of Theorem 1 from the intro-
duction.
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Corollary 41 (NP-hardness of Gap-ImpMCSP under randomized reductions). Assume the follow-
mg:

1. (CRYPTO) there exists subexponentially secure 1O, and
2. (PROOF COMPLEXITY) there is no infinitely-often subexponentially-optimal proof system.
Then there exists a polynomial s' such that

1. for all subexponential functions g', ()71, Gapy . -ImpMCSP[s'] is NP-hard under a determin-
istic quasipolynomial-time half-Levin reduction; and

2. for all subexponential functions g’ and for every sufficiently large subexponential function
(eH1, Gapy ./ -ImpMCSPIs'] is NP-hard under a randomized polynomial-time half-Levin re-
duction.

Proof. The corollary holds by the same proof as that of Corollary 38, with the reduction from SAT to
CGL of Lemma 23 replaced by the reduction from SAT to ImpMCSP* of Theorem 32. Completeness
and soundness of the reduction hold by the same argument as in that corollary. As in Theorem 40,
the fact that the reduction produces distributions that define total boolean functions follows from
(1) the correctness of the reduction in Theorem 32, (2) the properties of the distributions &, 11 and

~

E,m1, and (3) the fact that Total-Learn instances have full support over their first component. [

3.5 Circuit Lower Bounds for NP N coNP

The following is a strengthening of conditional circuit lower bounds of Lemma 29 (under additional
assumptions).

Corollary 42 (Improved circuit lower bounds from crypto and proof complexity assumptions).
Assume the following:

1. (CRYPTO) there exist subezponentially secure WE and a subexponentially secure NIWI, and
2. (PROOF COMPLEXITY) there is no infinitely-often subexponentially-optimal proof system.
Then NP N coNP ¢ io-SIZE[2"""].

Proof. Let R be a deterministic polynomial-time half-Levin NP-hardness reduction from Theo-
rem 40. For each n € N, let 1, be some canonical unsatisfiable formula of size n. Imagine running
R(L,), getting a no-instance £ of ImpMCSP. By the properties of R, £ defines a total boolean
function fg: {0,1}"™ — {0,1}, for some m = poly(n), that requires circuit size subexp(n); in fact,
€ is a “hard-core” distribution for fg with respect to all boolean circuits of size subexp(n).

We observe that fe is computable in NP N coNP:

On input = € {0,1}"™, run R(L,) to get a no-instance & of ImpMCSP, defining the
boolean function fe. Note that fe(z) = 1 iff there exists a string r € {0, 1}p°|y(m) such
that £(r) = (x,1). Similarly, fe(z) = 0 iff there exists a string r € {0, 1}P°¥™) such
that £(r) = (x,0).

The required conclusion follows. O
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4 Conditional Impossibility of Levin Reductions

Theorem 43 (Non-NP-hardness of Total-Learn under Levin reductions). Assume that subexponentially-
secure 10 and subexponentially-secure one-way functions exist. Then there exists a polynomial g
such that for every polynomial s and ¢ < 1/2, Total-Learng.[s| is not NP-hard under randomized
subexponential-time Levin reductions.

Proof Sketch. Mazor and Pass [MP24] proved an analogous result for GapMCSP. We sketch their
argument here, modified to work for Total-Learn. We refer the reader to [MP24] for a more detailed
proof; the purpose of this sketch is to show that the non-hardness result holds even if we consider
samplers as in Total-Learn instead of truth tables as in GapMCSP. Furthermore, we restrict our
sketch to honest deterministic reductions, and mention how the result can be extended to potentially
non-honest deterministic reductions. By “honest” we mean that the reduction does not output
Total-Learn instances of sub-polynomial size. The extension to randomized Levin reductions holds
by the argument outlined in [MP24, Section 3.2].

By a result of Rompel [Rom90], the existence of subexponentially-secure one-way functions im-
plies that there is a subexponentially secure “target collision resistant hash” h : {0,1}* — {0,1}"
mapping n-bit inputs to (n—w(logn))-bit outputs. That is, there is an efficiently computable func-
tion h and a constant § > 0 such that for every sufficiently large n and every 2"°_time randomized
algorithm A,

Pr  [w < A(w): h(w) = h(w') Aw # w'] < negl(n).
w~{0,1}", A
Consider the language L = {z | 3w h(w) = z} € NP. Let g be a polynomial such that for all
circuits C, iO(C, 11€!) outputs a circuit of size at most g(|C|), let s be any polynomial, and let
e < 1/2 be arbitrary. Assume that there is an honest, deterministic, subexponential-time Levin
reduction (Rg, R1, R2) from L to Total-Learny .[s]. Define the following randomized algorithm A:

On input w:

1. Compute z = h(w).

2. Compute € = Ry(x) and C = Ri(x,w).
3. Compute C = iO(C, 1)

4. Output @ = Ry(z, C).

By definition of L, w is a witness for x € L. Thus by correctness of the Levin reduction, £ is a yes-
instance of Total-Learn, ;5[s] and C'is a circuit of size at most s such that Pr(, ;).¢[C(y) = b] = 1.
By correctness of iO, Pr(y,b)Ng[é(y) = b] = 1. Furthermore, |C| < g(|C|) < g(s). It follows that
C is a witness for £ not being a no-instance, which means (by correctness of Rg) that w must be
a witness for x € L. That is, h(w) = z. Notice that A runs in subexponential time (and hence
time less than 2”5), so if one can argue that w # w with non-negligible probability over uniformly
random w and A’s internal randomness, then A contradicts security of h.

We argue that w # w with non-negligible probability by appealing to the security of Q.
First, we note that with overwhelming probability over w, there indeed exists a w’ # w such that
h(w) = h(w"). Consider any such pair (w,w’), and consider running A(w) and A(w’). In both
instances, the string © = h(w) = h(w’) computed is the same, meaning & = Ry(z) is the same. Let
C and C’ be the circuit “C” computed in step 2 of A. Since they are both witnesses for the same
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Total-Learn instance &, they are functionally equivalent. Thus the “C” circuits computed (call them
C and C' ) are 2_”5—indistinguishable to 2" -time algorithms. Since Ry is a subexponential-time
algorithm, it follows that p := Pr[Ra(z, C) = w] =~ Pr[Rs(x, ) = w]. If p > 1/2, then we conclude
that given w’, A recovers w # w’ with probability at least 1/2. If p < 1/2, then, given w, A recovers
some w” # w, with probability at least 1/2. In either case, we conclude that A “breaks” h.

The assumption that the reduction is honest is used implicitly to ensure that the security
parameter fed to the O is sufficiently large. If the reduction is non-honest, the argument can be
modified with a case analysis: in step 2, if |C| < n?, we can brute force equivalent circuits in time
0(2"26) to find a canonical (the lexicographically first equivalent) circuit C; in that case Ry(z,C)
is (statistically) identically distributed regardless of which witness w we started with. The rest of
the argument is the same as above. O

The ensuing corollaries settle the non-NP-hardness items of Theorem 2 and Theorem 1 respec-
tively.

Corollary 44. Assume that
1. (CRYPTO) there exists subexponentially-secure 1O, and
2. (PROOF COMPLEXITY) there is no infinitely-often subexponentially-optimal PPS.

Then there exists a polynomial g such that for every polynomial s and € < 1/2, Total-Learny .[s] is
not NP-hard under randomized subexponential-time Levin reductions.

Proof. By Lemma 31, the two assumptions imply that subexponentially-secure one-way functions
exist. The conclusion follows from Theorem 43. O

Corollary 45. Assume that
1. (CRYPTO) there exists subexponentially-secure 1O, and
2. (PROOF COMPLEXITY) there is no infinitely-often subexponentially-optimal PPS.

Then there exists a polynomial g such that for every polynomial s and ¢ < 1/2, GapgflmpMCSP[s]
18 not NP-hard under randomized subexponential-time Levin reductions.

Proof. The proof of Theorem 43 only uses properties of yes-instances of Total-Learn, .[s] and the
fact that taking a witness to a yes-instance and applying O to it yields a witness that the instance
is not a no-instance. The yes-instances of Total-Learn,.[s] and Gap, ImpMCSP[s] are identical,
and the fact also holds for Gap, .ImpMCSP[s]. The corollary thus holds by the same proof as
Theorem 43. O

5 Proof of Theorem 3

We re-state Theorem 3 below.
Theorem 46 (Synergy between O and “no optimal PPS”). Assume

1. (CRYPTO) there exists subexponentially secure 1O, and
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2. (PROOF COMPLEXITY) there is no infinitely-often subexponentially-optimal proof system.
Then all of the following hold:

1. NP € io-SIZE[2"""],

2. promise-BPP C promise-TIME[nPoly(logn)]

3. subexponentially-secure one-way functions exist,

4. public-key encryption exists, and

5. if promise-BPP = promise-P then NP N coNP ¢ io-SIZE[2"""].

Proof. Ttems (1) and (2) follow from Lemma 29 and the fact that {O implies WE. Item (3) was
proved in Lemma 31. Item (4) follows from the O assumption and item (3) by [SW14]. Finally, ob-
serve that by Lemma 16 and Lemma 17, our assumptions imply that there exists a subexponentially-
secure NIWI with a randomized polynomial-time verifier. If promise-BPP = promise-P then we can
derandomize it to a NIWI with a deterministic verifier. Item (5) thus follows from Corollary 42. [

6 Strong Cryptography and NP-hardness of Learning

6.1 Strengthenings of Witness Encryption

Definition 47 (Extractable Witness Encryption [Gol413]). A witness encryption scheme as in
Definition 14 is extractable if there exists a PPT extractor algorithm E such that for any polynomial
q, q(n)-size adversary circuit A, and x € {0,1}", if

1 1
Pr [A(z,E =b> -4+ —
, P A Enclab) =8> 5 + o,
then )
P;Jr[ E(z,A) =w st. (z,w) € Ry ]| > 3

The notion of public verifiability, defined below, means that whether a given string is a “valid”
ciphertext or not can be checked efficiently, without any knowledge of secret information (in this
case, a witness). On the other hand, private verifiability only requires that validity can be checked
by a party in possession of a witness. We are not aware of any work studying these strengthenings
of witness encryption previously. However, a number of papers have studied similar notions in the
context of public-key encryption and generalizations thereof (see, for instance, [LCL10; Nie+13;
BBH06; BMWO05]). We mention that a number of well-known candidate public-key encryption
schemes have the analogous properties.

Definition 48 (Publicly Verifiable Witness Encryption). A witness encryption scheme as in Defi-
nition 14 is publicly verifiable if {(x,ct) | ct € range(Enc(z,—;—))} € P.
Definition 49 (Privately Verifiable Witness Encryption). A witness encryption scheme as in Defi-
nition 14 is privately verifiable if, for all n € N, z € {0,1}", w € {0, 1}poly<n) with (z,w) € Ry, and
z ¢ range(Enc(z, —; —)),

Dec(z,w, z) = L.

Definition 50 (Full-support Witness Encryption). An /(-length witness encryption scheme as in
Definition 14 is full-support if for all n € N and = € {0,1}", range(Enc(z, —; —)) = {0, 1}
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6.2 Characterizing Strong WE by NP-hardness of Learning

In this subsection, we prove the following characterizations of strong forms of witness encryption
by NP-hardness of learning problems.

Theorem 51. The following are equivalent.

e (HALF-LEVIN NP-HARDNESS OF Total-Learn) There exist a polynomial s and a pair of ma-
chines (f,g) such that, for all polynomial G,e~, (f,g) is an honest deterministic half-Levin
reduction from SAT to Total-Learng [s];

o full-support witness encryption exists;

e publicly verifiable witness encryption exists.
Proof. The theorem follows from Lemma 55 (Item 2), Lemma 56 (Item 2), and Lemma 57. O
Theorem 52. The following are equivalent.

e (LEVIN NP-HARDNESS OF CGL) There ezist a polynomial s and a tuple of machines (f, g, h)
such that, for all polynomial G,e=', (f,g,h) is an honest Levin reduction from SAT to
CGLgc[s] in which f and g are deterministic and h may be randomized.

o Faxtractable witness encryption exists.
Proof. The theorem follows from Lemma 55 (Item 1) and Lemma 56 (Item 1). O

We also consider a variant of Total-Learn, which we denote Extension-Learn. We will show below

that privately verifiable witness encryption implies the NP-hardness of this problem.
Definition 53 (Extension-Learn). For s,g,e"! : N — N, an instance of the promise problem
Extension-Learn, .[s] at input length n € N consists of a poly(n)-size circuit £ sampling a joint

distribution (X, B) supported over {0,1}" x {0, 1}.

e £ is a yes-instance of Extension-Learn, .[s] if there exists a circuit C of size at most s(n) such
that
Pr [C(z)=0b]=1
P [C@) =1

and for all x ¢ supp(X), C(z) = 0.

e £ is a no-instance of Extension-Learn, .[s] if, for every circuit C of size at most g(n),

JPr 0@) =8 < 1/242(n),

Theorem 54. The first item implies the second in the following.
o Privately verifiable witness encryption exists;

e (HALF-LEVIN NP-HARDNESS OF Extension-Learn) there exist a polynomial s and a pair of
machines (f,g) such that, for all polynomial G,e~', (f,g) is an honest deterministic half-
Levin reduction from SAT to Extension-Learng c[s].
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The theorems are proved in the lemmas below.

Lemma 55. Assume there exist a polynomial s and a tuple of machines (f,q) such that, for all
polynomial G,e~1, (f,g) is an honest deterministic half-Levin reduction from SAT to CGLg c[s].
Then, witness encryption exists. Morevover,

1. if there is a third (possibly randomized) machine h making (f,g,h) Levin, then the witness
encryption scheme is extractable;

2. if the reduction is to Total-Learng c[s], then the witness encryption scheme is full-support.

Proof. Let (f,g) be a half-Levin reduction from SAT to CGL[s| as described in the statement of the
lemma. We define a witness encryption scheme (Enc, Dec) as in [GK25], as follows.

e Enc(p,a;r) simulates f(yp) = &, samples (z,b) = £(r), and then outputs (x,a ® b).
e Dec(p,w,ct = (x,c)) simulates g(¢,w) = C, and then outputs C(x) @ c.

Correctness and standard (non-extractable) security of (Enc, Dec) follow from [GK25, Lemma
54]. We now demonstrate the additional properties stated.

Item (1). Suppose the reduction is full-Levin. That is, it includes a third machine h as in
Definition 5. We define an extractor algorithm F as follows.

On input (¢, A) where A is a g(n)-size circuit and ¢ € {0,1}", for a € {0,1}, consider
the circuits C, defined as Cy(x) = A(p,z,a) ® a. Simulate f(¢) = £. By empirical
estimation, taking (q(n) - n)? random samples from &, determine the bit o’ € {0,1}
maximizing Pr(, 3y ~e[Cor (7) = b]. Simulate w < h(p, Cy), and output w.

We now argue for the correctness of the extractor E. Let A be a ¢(n)-size circuit such that for
all ¢ € {0,1}",

L
= > — .
et e [Alp Enclp,a)) = a] 2 5 + ¢ (n)

Re-writing according to the definition of Enc, letting £ = f(¢p),

Pr  [A(p,z,a®b)=a] > =+ ¢ (n).

1
a~U, (x,b)~E 2

Since a @ b is a uniformly random bit when a ~ U,

1
P A = >+ g Yn).
i, (;J)M[ (p,7,0) =a®b] > 5 Ta (n)

Then, for some fixed choice of a,

Pr [Cu(z)=bl= Pr [A(p,uz, —b
JPrCu@) =t = Pr [Alp.r.a)a=1]



Observe that E sets a’ with Pr(, ) e[Co(z) = b] > (14 ¢ '(n))/2 unless the empirical estimation
step is far from correct, which occurs with probability at most 272(")| by a standard concentration
bound. When this happens, Cy is a witness for £ = f(¢) not being a no-instance of CGL,, ,~1[s]
for some p = poly(gq), in which case h(p,Cy) outputs a witness w for ¢ € SAT with probability

greater than 3/4. Therefore, F has the extractor property of Definition 47.

Item (2). Suppose the reduction (f,g) maps instances of SAT to instances of Total-Learn. By
definition of Total-Learn, for all n € N and ¢ € {0,1}", f(¢) = £ samples a joint distribution
(X, B), where X has full support over {0, 1}m(n), for some polynomial m. Then, for any string
(z,b) € {0, 1}m(”)+1, there exists a pair (a,r) such that Enc(p, a;r) = (z,b): namely, let r be such
that E(r) = (z,V’) for some b’ € {0,1}, and let a = b’ @ b. It follows that range(Enc(p, —;—)) =
{0, 1}™™+1 ag desired. O

Lemma 56. Assume witness encryption exists. Then, there exist a polynomial s and a tuple of
machines (f,g) such that, for all polynomial G,e~, (f,g) is an honest half-Levin reduction from
SAT to CGLg[s]. Morevover,

1. if the witness encryption scheme is extractable, then there is a randomized third machine h
making the reduction full-Levin;

2. if the witness encryption scheme is full-support, then the reduction is to Total-Learng c[s];

3. if the witness encryption scheme is privately verifiable, then the reduction is to
Extension-Learng .[s].

Proof. Let (Enc,Dec) be a witness encryption scheme for SAT. We define a half-Levin reduction
(f,g9) as in [GK25], as follows.

e f(¢) outputs &€, which samples b ~ U, 7 ~ Upely(n), lets © = Enc(p, b;7), and outputs (z,b).

e g(p,w) outputs the circuit C' such that C(z) = Dec(p,w,z) = b if b # L and C(z) = 0 if
b= 1.

The correctness and soundness of (Enc, Dec) follow from [GK25, Lemma 52]. Also note that
the reduction is honest, since £ has a description of ¢ hard-wired. We now argue for the additional
properties.

Item (1). Suppose that (Enc,Dec) is extractable. That is, there exists an extractor machine
as in Definition 47. We simply define h as F.

To see that h makes (f, g, h) into a Levin reduction, consider any SAT-instance ¢ € {0,1}" and
circuit C of size at most ¢(n) such that

Pr [C(z)=b] >

s
(z,b)~E 2

1
q(n)’
where £ = f(p), and ¢ is some polynomial. By definition of f,

Pr [C(Enc(p,b)) = b] >

-
b~U,Enc 2 '

1
q(n)

38



Then, by the guarantee of £ = h,

as desired.

Item (2). Suppose (Enc,Dec) is full-support and ¢-length, for some polynomial ¢. That is, for
any ¢ € {0,1}", range(Enc(, —; —)) = {0, 1} Tt is easy to see that & = f(¢) is supported over
a distribution (X, B) with supp(X) = range(Enc(y, —; —)) = {0, 1}2(71). This completes the proof.

Item (3). Suppose (Enc,Dec) is privately verifiable. Consider ¢ € SAT N {0,1}" with witness
w. For any = ¢ supp(X), where & = f(¢) samples (X, B), we have = ¢ range(Enc(p, —;—)). By
private verifiability, Dec(y, w,z) = L, and hence C'(z) = 0, where C' = g(p, w). Thus, the reduction
produces witnesses for Extension-Learng .[s], as desired. O

Lemma 57. Publicly verifiable witness encryption exists if and only if full-support witness encryp-
tion exists.

Proof. 1t is easy to see that a full-support witness encryption scheme is trivially already publicly
verifiable.
To see the other direction, let (Enc, Dec) be a publicly verifiable ¢-length witness encryption

scheme. We define a modified scheme as follows. For ¢ € {0,1}" with witness w € {0, 1}P°Y™ (if
any), for some negligible function o : N — [0, 1],

Enc’(¢, 1) is the same as Enc(ip, 1).

Enc(p,0) outputs Enc(p,0) with probability 1 — «(n). With the remaining probability
a(n), it samples z ~ Uy(,y and checks if 2 € range(Enc(p, —; —)). If not, it outputs z; if
so, it outputs Enc(y,0).

Dec’(p, w, ) outputs Dec(yp, w, 2) if z € range(Enc(p, —; —)), and outputs 0 otherwise.
It is easy to see that (Enc’, Dec’) is full-support. Also note that
Pr[Dec’ (¢, w, Enc(p, 1)) = 1] = Pr[Dec(p, w, Enc(p, 1)) = 1] =1
and

Pr[Dec’ (i, w, Enc’(p,0)) = 0]
> 1 — Pr[Dec(p, w, Enc(g,0)) # 0] — Pr[Dec’ (¢, w, z) # 0 | z ¢ range(Enc(p, —; —))]
=1,

so (Enc’, Dec’) satisfies correctness.
For any adversary A and polynomial g, if

1
P A(Enc'(¢,b)) =b] > = + ¢ Y (n),
M’Eﬁc,’A[ (Enc’(,b)) ]_2+q (n)
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then

L
—p > _
bt A[AENC(p0) =0 = 5 47 (n) —a(n)
1 g '(n)
>
-2 * 2
The security of (Enc’, Dec’) follows. This completes the proof. O

6.3 Impossibility of Indistinguishability Obfuscation and Strong Witness En-
cryption

In this section, we show a dichotomy in cryptography: assuming only worst-case hardness of NP,
either indistinguishability obfuscation does not exist, or strong (i.e., privately verifiable and ex-
tractable) witness encryption does not exist. If one believes in the hardness of NP and the existence
of 10, then one should believe that witness encryption cannot simultaneously have the features of
extractability and private (or public) verifiability.

Theorem 58. Assume that NP & BPP. At most one of the following holds.
e 1O exists;
o privately verifiable extractable witness encryption exists.
We will prove the theorem via the following lemma.

Lemma 59. Assume that iO exists and that NP & BPP. Then for any polynomial s, there exist
polynomial G,e~" such that Extension-Learng . [s] is not NP-hard under randomized polynomial-time
honest Levin reductions.

Proof Sketch. We apply the proof idea of [MP24]. We refer the reader to Theorem 43 for an
overview. The only differences in this case are that we would like to apply the proof for the
“polynomial regime” (ie. assuming only polynomially-secure i@ and worst-case hardness of NP
against BPP, as in [MP24, Theorem 1.2])!! and that the reduction is to Extension-Learn rather than
Total-Learn. For the latter modification, we observe that, for any yes-instance x of L (as in the
proof of Theorem 43), for any witnesses w, w’ for x € L, the corresponding witnesses C' = Ry (z, w)
and C' = Ry (x,w’) are still functionally equivalent circuits, by definition of Extension-Learn. Thus,
the obfuscations of these circuits are computationally indistinguishable, as desired. O

Proof of Theorem 58. Assume NP ¢ BPP and iO exists. Suppose privately verifiable extractable
witness encryption also exists. By Lemma 56, Items (1) and (3), there exist a polynomial s and a
tuple of machines (f, g, h) such that, for all polynomial G,e~%, (f, g, h) is an honest Levin reduction
from SAT to Extension-Learng [s]. Applying Lemma 59 yields a contradiction. O

""We remark that although [MP24, Theorem 1.2]) states the assumption as NP ¢ io-BPP, NP ¢ BPP is actually
sufficient: by [Kom+22], one obtains infinitely often one-way functions, which the assumed NP-hardness reduction
together with existence of {©O would rule out.
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7 Open Questions

Are the two assumptions used in our main theorems necessary? Can one conditionally (for instance,
under cryptographic assumptions) rule out NP-hardness Levin reductions for a polynomial-gap ver-
sion of CGL? Can one unconditionally show that (the non-gap version of ) ImpMCSP, or Total-Learn,

is NP-hard?
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A Unconditional coNP-Hardness of a Variant of Total-Learn

Here we consider the promise-problem Total-Learn, ; /2[5]. It is easily seen to be in promise-X5. It is
natural to conjecture that this problem is also hard for ¥5-hard. Below we show, unconditionally,
a weaker coNP-hardness result.

Lemma 60. For all sufficiently large s and every polynomial g, TotaI—Learng,l/Q[s] 1s coNP-hard
under (coRP-type) randomized many-one reductions.

Proof. By the Valiant—Vazirani theorem it suffices to give a randomized reduction from the com-
plement of Unique-SAT, the promise problem where “yes” instances are unsatisfiable formulas and
“no” instances are formulas with a unique satisfying assignment. Let s be sufficiently large, and let
g by a polynomial. We claim that the following is a randomized reduction from the complement of
Unique-SAT to Total-Learn ; o[s].

On input ¢:

1. Let m be the number of variables in .
2. Pick r1,...,719¢(s) € {0,1} independently and uniformly at random.
3. Let a1, ..., a104(5) € {0,1}"™ denote the 10g(s) lexicographically first strings.
4. Output a sampler £ that works as follows.

(a) Pick z € {0,1}"™ uniformly at random.

(b) Let

x1  ifVi,p(x®a;) =0
V= {ri if 7 is the first number such that p(z @ a;) =1

(¢) Output (z,vy).

Completeness Suppose ¢ is a “no” instance of Unique-SAT. Then for all x € {0,1}" and
i € [10g(s)], ¢(z & a;) = 0. Thus the sampler £ produced by the reduction always samples (x,z1)
for some = € {0,1}". This means that the size-1 circuit C that simply outputs the first bit of its
input satisfies Pr(, 3)~e[C(x) = b] = 1. Hence £ is a “yes” instance of Total-Learn,[s].

Soundness Now suppose ¢ is a “yes” instance of Unique-SAT. Then there is a unique 2o € {0,1}"
such that ¢(xg) = 1. This means that for each i € [10g(s)], £ samples (zo @ a;, ;) with positive
probability. Suppose there is a circuit C' of size g(s) such that Pr, ;).¢[C(z) = b] = 1. Consider
the following Turing machine M.
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Memorize C' and xy. On input i € [10g(s)], compute a;, run C(zo @ a;), and output the
resulting bit.

The description length of M is roughly the description length of C' plus m, which is at most
g(s) +m. It is easy to see that for all i € [10g(s)], M (i) outputs ;. Thus K(ri,...,7104(s)) <
g(s) + m < 10g(s) — O(logs). However, since the r; are uniformly random bits, we know that

K(r1, ... m10g(s)) > 10g(s) — O(logs) with overwhelming probability. Thus with overwhelming
probability such a circuit C' cannot exist. 0

Corollary 61. There is a constant C' such that for every s > C and every polynomial g, the
promise-problem Total-Learn, 1 j5[s] is NP-hard under randomized one-query Turing reductions.
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