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Abstract

Modern cryptography relies on the intractability of computational problems. We present an approach
to build cryptography from a new source of hardness: proving mathematical theorems.

Our main result is a construction of succinct non-interactive arguments (SNARGs) for NP under
standard derandomization (prBPP = prP) and cryptographic assumptions (LWE and SXDH), as well as
a new, but natural assumption on the hardness of proving lower bounds in proof complexity. Specifically,
our assumption states that it is impossible to prove, within a weak bounded arithmetic theory, the
correctness of certifying hard tautologies against Extended Frege. This assumption is inspired by an
informal mathematical challenge proposed by Razborov [Ann. Math. ’15], and can be viewed as a
generalization of an unconditional unprovability result due to Krajı́ček and Pudlák [J. Symb. Log. ’89].

Our construction is, in fact, a simple variant of the SNARG constructed by Jin, Kalai, Lombardi,
and Vaikuntanathan [STOC ’24]. While the soundness of their construction was only proven for a
subclass of NP, we prove its soundness for all NP under our assumption. At the heart of our result
is the key observation that cryptographic reasoning is simple in a formal sense: the security proof
of most cryptographic primitives can be formalized in a weak theory. In particular, we show how to
formalize the scheme of Jin et al. in Jeřábek’s theory APC1 [J. Symb. Log. ’07] – a weak theory in
bounded arithmetic.
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Part I

Overview of Results
1 Introduction

Succinct non-interactive arguments (SNARGs) [Mic94] allow a prover to convince a verifier about the
validity of an NP statement by sending a single message. The key property of SNARGs is succinctness:
The size of the proof and the running time of the verifier is much smaller than the size of the NP witness.
SNARGs are defined in the common reference string (CRS) model, where the prover and the verifier receive
a common string honestly sampled from some distribution. SNARGs guarantee computational soundness;
that is, no efficient cheating prover can convince a verifier of a false statement.

SNARGs are a highly sought-after cryptographic primitive due to their many real-world applications,
most significantly in the area of blockchains. An extensive line of research spanning more than two decades
has studied the feasibility and efficiency of SNARGs. Currently, SNARGs for all NP are known from two
different classes of assumptions: Non-standard assumptions such as Random Oracles or knowledge assump-
tions [Mic94, Gro10], and Obfustopia assumptions [SW14, WW24, JKLM25], namely, indistinguishability
obfuscation [BGI+01] and witness encryption [GGSW13]. This is in sharp contrast to interactive succinct
arguments that are known from a fairly mild assumption of collision-resistant hash functions [Kil92].

The most pressing question in the study of SNARGs is whether their existence can be established
from standard cryptographic assumptions such as learning with errors (LWE) or group-based assumptions
that are not known to imply obfuscation. A recent line of work has made progress on this front for
prominent subclasses of NP, including batch-NP (i.e., conjunctions of NP statements) and all deterministic
computations [KPY19, JKKZ21, CJJ21, CJJ22, KVZ21, HJKS22, WW22, CGJ+23, BBK+23, NWW24, JJ25].
The state-of-the-art result in this line of work is due to Jin et al. [JKLV24] who constructed SNARGs from
LWE that achieve (non-adaptive1) soundness for all NP languages that admit a proof of non-membership
in the Extended-Frege (EF) propositional proof system2 [CR79, Coo75]. A language L with a relation R
admits a proof of non-membership if for every x /∈ L, there exists a polynomial-sized EF proof of the fact
that ∀w,R(x,w) = 0.

We refer to such a scheme as an EF-SNARG. Since proofs of non-membership are unlikely to exist for
languages outside NP ∩ coNP, it would seem unlikely that EF-SNARGs can achieve soundness for all NP.

1.1 Our Results

Somewhat surprisingly, we show that under a new, but natural complexity assumption, EF-SNARG achieves
soundness for all NP. In the following, we state our assumption and our results in detail.

First, let us mention the kind of assumptions that we do not make in this work. It is not difficult to see
that EF-SNARG is a SNARG for all NP under the very strong assumption that Extended Frege is p-bounded,
i.e., every tautology ϕ admits a poly(|ϕ|) size Extended Frege proof. To see this, note that for any language
L with relation R, the claim ∀w,R(x,w) = 0 is a tautology if x /∈ L. Thus, the above assumption implies
that every language L has a polynomial-sized EF proof of non-membership. However, this would contradict

1A SNARG is said to satisfy non-adaptive soundness if the adversary chooses the challenge statement independent of the CRS.
In this work, unless mentioned otherwise, we always consider non-adaptive soundness.

2Extended Frege (see [CR79]) is a propositional proof system where one can introduce extension variables to abbreviate formulae,
which allows manipulations of circuits.
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the widely held belief that NP ̸= coNP. In fact, Cook and Reckhow [CR79] proved that NP ̸= coNP if
and only if all propositional proof systems are not p-bounded. In other words, we expect that there are
tautologies that are hard against any propositional proof system fixed in advance.

Nevertheless, despite decades of efforts, such hard tautologies appear to be hard to construct even for
Extended Frege. We refer the reader to Section 6.2 for a comprehensive survey. Indeed, Razborov [Raz15]
explicitly proposed the following problem:

“Proving lower bounds for strong proof systems P like Frege or Extended Frege modulo any hardness
assumption in the purely computational world, however strong but still natural and believable.”

Here, hardness assumptions “in the purely computational world” exclude NP ̸= coNP but include any
falsifiable cryptographic assumption. So far, Razborov’s challenge remains open.3

Unprovability as a source of hardness. We propose a plausible assumption that formalizes the in-
tractability of resolving Razborov’s challenge. We then show that under our assumption, a variant of
EF-SNARG in [JKLV24] is a SNARG for all NP. To realize this goal, we seek hardness from unprovability in
formal mathematical theories.

Unprovability results are abundant. Gödel’s incompleteness theorem [Göd31] constructs explicit
unprovability statements for any reasonably strong mathematical theory. Another famous example is the
unprovability of Continuum Hypothesis in ZFC [Coh63, Coh64]. In theoretical computer science, there is a
rich literature on the unprovability of complexity upper and lower bounds in weak mathematical theories
(see Section 1.4 and [Oli25] for a comprehensive survey).

How could unprovability results be useful for cryptography? In general, it could be the case that a
complexity assumption (say NP ̸= coNP) is true, but it is unprovable in some formal mathematical theory.4
For cryptographic applications that would benefit from a strong (and potentially, unbelievable) assumption
(such as NP = coNP), the unprovability of its negation might be sufficient. While this intuition is simple
and promising, so far, it has not yielded any results in cryptography.

Our results. We show that the EF-SNARG construction of [JKLV24] is indeed a SNARG for NP under a
new assumption that, intuitively, asserts the non-existence of simple solutions to Razborov’s challenge. We
start by stating our assumption.

Assumption 1 (Hardness Certification Assumption, Informal; see Assumption 3). There is a constant
k ∈ N such that for any language Φ ∈ NP, one of the following conditions does not hold:

• (Completeness). There are infinitely many tautologies ϕ such that ϕ ∈ Φ.
• (Provable Soundness). The following sentence is provable in a mathematical theory T .5

Every ϕ ∈ Φ requires at least |ϕ|k size Extended Frege proof under assumptions in Γ.

The language Φ is said to be a certification of nk-size Extended Frege lower bounds.
3The general question of whether proof complexity lower bounds follow from “purely computational” lower bounds have a

longer history; see, e.g., [Kra05, Section 4] and references therein.
4A very strong form of NP-vs-coNP style separation is indeed unprovable in Cook’s theory PV1; see Section 6.4.
5This is equivalent to say that the negation of the sentence, namely there exists ϕ ∈ Φ with polynomial sized EF proof, is

consistent with the theory T .
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If both properties hold, the NP witness of ϕ ∈ Φ serves as a certification that ϕ does not have short EF
proofs. It is succinct as the proof is much shorter than exhaustive search over all short EF proofs, useful
in that it accepts infinitely many tautologies, and convincing provided that the mathematical theory T is
sound. The Hardness Certification Assumption asserts that this is impossible.

If this assumption is false, we can obtain super-polynomial Extended Frege lower bound under the
assumption set Γ in theory T . In this work, the assumption set Γ consists of a derandomization assumption,
i.e., prBPP = prP, and two standard assumptions in cryptography, namely, LWE and the Symmetric
External Diffie-Hellman (SXDH) assumption over bilinear maps; thus falsifying our assumption resolves
Razborov’s challenge. Furthermore, we instantiate theory T with Jeřábek’s theory APC1 [Jeř07a] – a
weak theory in Bounded Arithmetic. Thus, the proof is simple in a formal sense: a certification Φ must
be explicitly provided, and its soundness must be provable in the weak mathematical theory APC1. In
general, a mathematical proof that positively answers Razborov’s challenge might not necessarily satisfy
these restrictions.

Using the Hardness Certification Assumption, we prove the following theorem:

Theorem 1.1 (Main Result, Informal; see Corollary 11.22). Assuming prBPP = prP, the hardness of LWE
and SXDH, and Assumption 1, SNARGs for NP exist. Indeed, (a variant) of the EF-SNARG in [JKLV24] is a
SNARG for NP with non-adaptive soundness. For instances of length n, the SNARG has proofs of size poly(λ)
and a CRS of size poly(λ, nk) for some k ∈ N.

Theorem 1.1 suggests that either SNARGs for NP exist, or there is a surprisingly simple resolution of
Razborov’s challenge. This presents a “win-win scenario” for cryptography and proof complexity, but in
our view, the latter win might be too good to be true.

On the simplicity of cryptographic reasoning. To obtain Theorem 1.1, we formalize the soundness
proof of EF-SNARG in Jeřábek’s theory APC1. Specifically, we consider a particular instantiation of
the EF-SNARG construction of [JKLV24] wherein we use non-interactive batch arguments based on
SXDH [WW22].6 Along the way, we show how to formalize and prove security of many cryptographic
primitives based on lattices and groups in theory APC1. Put differently, we show and leverage the fact that
cryptographic reasoning is simple, in a formal sense. We elaborate on this in Section 2.

Cryptography from unprovability. Modern cryptography typically relies on the hardness of solving
computational problems. In this work, we demonstrate how to build cryptography from a new source of
hardness: proving theorems from weak mathematical theories.

Our work is inspired by a recent work of Ilango [Ila25] that constructs “effective zero-knowledge proofs”
with no interaction and no setup from a proof complexity assumption. The assumption underlying our
work is quite different from [Ila25]: we use the unprovability of a concrete and meaningful mathematical
theorem from weak proof systems, while Ilango considers separations between strong proof systems; see
Section 1.4 for more discussions.

Although we focus on the application to SNARGs in this work, we believe that the perspective of using
unprovability assumptions for cryptography merits further investigation. The toolkit we develop in this
work might be useful in this endeavor. See Section 1.3 for a discussion on future directions.

6Our specific choice of batch arguments is guided by the simplicity of the security proof of the batch argument, and we do not
view it as essential to our results. See Section 1.3 for discussion.
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1.2 Discussions on Assumption 1

In this subsection, we provide a deeper dive into our assumption and its connections to existing lines of
research in proof complexity and cryptography.

Why is Razborov’s challenge relevant? To start with, we give a high-level explanation of why the
intractability of Razborov’s challenge could be useful. Note that if an EF-SNARG scheme does not satisfy
the security of SNARG, then

• either it does not even satisfy EF-SNARG security;
• or Extended Frege is not p-bounded.

This immediately implies that if any EF-SNARG scheme (e.g. [JKLV24]) is provably secure as EF-SNARG
from falsifiable cryptographic assumptions, and is provably insecure as a SNARG for NP, we can resolve
Razborov’s challenge: under the falsifiable cryptographic assumptions, Extended Frege is not p-bounded.
That is, EF-SNARG is effectively7 a SNARG (i.e. cannot be provably refuted as SNARG), or one can give a
positive answer to Razborov’s challenge.

In this work, we significantly sharpen this idea. Instead of aiming for effective security, we show that
under Assumption 1, we can achieve standard security of SNARGs.

Two ideas behind the assumption. Assumption 1 is a combination of two key observations that we
elaborate on in the following. First, certifying hard tautologies against Extended Frege is nontrivial. To our
knowledge, the only known method to certify that a formula is indeed hard against Extended Frege is to
exhaustively search over all possible proofs, which takes exponential time. In a sense, a language Φ violating
Assumption 1 will provide a substantial speedup to certifying hardness of certain tautologies, using its
NP witnesses.8 Note that this relies on the widely believed conjecture that NP ̸= coNP, as otherwise any
language in coNP (including the language of hard tautologies) will be in NP.

We emphasize, however, that the first perspective alone does not lead to a meaningful result. To see this,
note that we could obtain a seemingly similar result with a much simpler proof if we replace the provable
soundness property in Assumption 1 by vanilla soundness:

• (Soundness). Every ϕ ∈ Φ requires at least |ϕ|k size Extended Frege proof.

However, this assumption contradicts a standard proof complexity conjecture that Extended Frege is not
optimal; see Section 6.1 for more details.

To address this issue, we introduce our second perspective of unprovability: even if it is possible to
certify hard tautologies, the correctness of the certification may not be provable in a mathematical theory
T . Note that, to our knowledge, our assumption and the conjecture that Extended Frege is not optimal are
consistent with each other after introducing the unprovability perspective.

In cryptography, it is desirable to base security on as weak assumptions as possible. We would therefore
like to choose the weakest possible mathematical theory T and the weakest possible assumption set Γ in
Assumption 1 to support Theorem 1.1. This will sharpen Theorem 1.1 as a win-win result: if the assumption
is false, it would lead to stronger and more surprising provability result in proof complexity. In the following,
we discuss in detail both of these aspects, the theory T and the assumption set Γ.

7The notion of effective security is proposed by Ilango [Ila25] in the context of zero-knowledge proofs; see Section 1.4 for
discussion.

8A minor issue of this speedup view is that a hardness certification Φ may also accept formulas that are not tautologies; this
will be discussed later in Remark 6.5.
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Theory Infinite Sets
as Symbols Defines Functions9 Example of Unprovable Results

(provable in the theory above it, if any)

ZFC Yes Highly Uncomputable Continuum Hypothesis [Coh63, Coh64]
Peano No Primitive Recursive Infinitary Ramsey Theorem [PH77]
T2 No FPPH ∀x ∃y x = log2 y [Par71]

APC1 No FPAVOID(⊆ FPΣp
2 ) Weak Pigeonhole Principle

(conditional) [Jeř07b]

PV1 No FP
dual Weak Pigeonhole Principle

(conditional) [ILW23]

Table 1: Comparison between mathematical theories from a Constructivism point of view: ZFC set theory
[Sup72], Peano Arithmetic [Kra95, Chapter 2], Primitive Recursive Arithmetic (PRA) [Cel22, Chapter 4],
Buss’s T2 hierarchy [Bus85], Jeřábek’s APC1 [Jeř07a, BKT14], and Cook’s PV1 [Coo75].
The last three theories are considered bounded theories. The definition of the range avoidance problem
AVOID and related results can be found in [Kor25].

Bounded Arithmetic and APC1. As mentioned above, our choice for theory T is APC1 introduced by
Jeřábek [Jeř07a]. The name APC stands for APproximate Counting. It is called APC1 to emphasize that its
correspondence to the first-level of the polynomial hierarchy (∆1P = P), and there is a theory APC2 with
stronger counting functionality (for ∆2P = PNP); see, e.g., [BKT14].10

Theory APC1 is among theories collectively known as Bounded Arithmetic, weak fragments of Peano
Arithmetic corresponding to complexity classes. In a nutshell, bounded theories have limited reasoning
capability as they can define functions only from their corresponding complexity classes. For instance,
Cook’s theory PV1 [Coo75] only defines polynomial-time functions, and Buss’s hierarchy T 0

2 , T
1
2 , T

2
2 , . . .

[Bus85] only defines functions from polynomial-time hierarchy. Theories are defined for classes ranging
from AC0 to PSPACE and beyond; see [Kra95, CN10]. In addition, bounded theories can be viewed as
uniform variants of propositional proof systems via propositional translations (see, e.g., [Coo75, Kra19]).

For our purpose, the theory T should be as weak as possible because we assume the unprovability
of sentences in T . Cook’s theory PV1 [Coo75] corresponding to FP does not suffice as the sentences in
Assumption 1 (i.e. prBPP = prP and cryptographic assumptions) cannot be naturally formalized in PV1 —
they involve probability and randomized algorithms, whereas PV1 only defines polynomial-time algorithms.
Therefore, we choose the theory APC1 [Jeř07a], which is the weakest possible theory known to even
state the sentences. This theory is stronger than PV1 but weaker than T 2

2 , the second level of Buss’s T2
hierarchy [BKT14]. Table 1 provides a brief comparison between different theories; see also Section 3.2 for
more discussions of APC1.

The assumption set Γ. Similar to the choice of the base theory APC1, the assumption set Γ — the
non-logical axioms for proving the soundness of the hardness certification Φ, or the assumption to address
Razborov’s challenge — should also be as weak as possible. In this work, the assumption set Γ consists of a

9The meaning of “defining a function f(x)” in a theory T , intuitively, is that T ⊢ ∀x ∃!y f(x) = y. More formally, we mean
functions definable using Σb

1-formulas in the language of T , see, e.g., [Bus85] and [Kra95, Chapter 6].
10This theory is built upon first-order logic (FOL), the most well-studied logical foundation for mathematics. Nevertheless, FOL

is not the only option; the theory PV [Coo75] is built on a much simpler equational logic (also known as “logic-free” system), and
the theory iS1

2 (see, e.g., [CU93]) is built on intuitionistic first-order logic.
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widely-believed derandomization assumption prBPP = prP, and two standard falsifiable cryptographic
assumptions: LWE and SXDH.

Our use of these assumptions is guided by a particular variant of EF-SNARG [JKLV24] that we analyze
in APC1. LWE is used for (leveled) fully homomorphic encryption (FHE) [GSW13] and SXDH is used for
batch arguments (BARG) for NP [WW22] — both key ingredients in EF-SNARG. We emphasize that we
avoid using generic assumptions such as FHE and BARGs as axioms; indeed, we show in Section 6.4.2
that there exist FHE and BARG schemes that are secure under plausible assumptions, yet adding their
correctness to Γ would unconditionally invalidate Assumption 1.

Remark 1.2 (Robustness of our results). Both the soundness property and assumptions in Γ need to be
formalized in the language of the mathematical theory T = APC1, and there could be many possible
formalizations. We stress that our results work using standard formalization methodology in bounded
arithmetic literature (see, e.g., [Jeř07a, MP20, CN10]) and do not exploit special properties of formalization
details; see Section 4. Subsequently, our result should hold under any standard formalizations.

Advantages of our unprovability assumption. A positive consequence of our assumption is that our
SNARG construction relies only on the polynomial hardness of the underlying cryptographic assumptions.
This reveals an intriguing possibility that SNARGs for NP exist even if, say, NP ⊆ DTIME(2n

o(1)
). Note that

existing SNARG constructions based on iO are not compatible with this possibility, as existing construction
of iO requires sub-exponential assumptions to accommodate the standard complexity leveraging argument.
These assumptions break down when NP ⊆ DTIME(2n

o(1)
).

Our result is compatible with known black-box lower bounds for SNARGs. Recall that Gentry and
Wichs [GW11] ruled out adaptively sound SNARGs with a black-box reduction to falsifiable assumptions.
More recently, [CJ25] extended this result to non-adaptive SNARGs with a “succinct” CRS (i.e., with size
smaller than the witness length) for so-called “one-query” reductions. Going beyond these results, one
could perhaps conjecture an even stronger lower bound for SNARGs (that remains to be proven): any non-
adaptive SNARG construction with a black-box security reduction must rely on subexponentially-falsifiable
assumptions. Our result bypasses such a potential barrier because our reduction to the hardness assumption
is non black-box – it requires the code of the adversary (see Section 2.1). Moreover, our assumption is a
proof complexity assumption which does not seem to fit into the formulation of polynomial-time falsifiable
assumption in [GW11].

Cryptanalysis and connections to existing research. In standard complexity-based cryptography,
the confidence of standard assumptions is gradually built from decades of research in algorithms (for
cryptanalysis) and complexity theory. While our assumption on the unprovability of Extended Frege lower
bounds is new, we argue that it is, and likely will be in the future, supported by active lines of research in
proof complexity and bounded arithmetic.

(Cryptanalysis). To attack Assumption 1, one needs to (1) propose a language Φ ∈ NP, (2) prove or
practically demonstrate its completeness, and (3) formalize its soundness property in the bounded arithmetic
theory. The first two steps are standard cryptanalysis of complexity-theoretic assumptions, while the third
step aligns with an active line of research known as bounded reverse mathematics [CN10, CLO24, AT25].

In more detail, a major goal of bounded reverse mathematics is to formalize TCS (including computational
complexity and proof complexity) and mathematics in general in weak fragments of bounded arithmetic. In
particular, the theory APC1 is known to formalize the exponential PCP theorem [Pic15b], circuit lower
bounds [MP20], and many other probabilistic proofs [Le19]. Research in this direction may provide technical

6



tools and intuition for potential attacks to Assumption 1, as well as other unprovability assumptions that
may be found useful in the future.

(Unprovability results). Although unconditionally proving Assumption 1 seems unlikely, techniques
have been established to prove strong unprovability results in bounded theories PV1, APC1, and beyond
(see, e.g., [PS21, CKKO21, LO23, ABM23]). Most interestingly, super-polynomial lower bounds for Extended
Frege are known to be unprovable unconditionally in Cook’s theory PV1 by a classic result of Krajı́ček and
Pudlák [KP89]. Our Assumption 1 generalizes this unprovability results in several dimensions, making it
out of reach of current techniques. Nevertheless, it would be surprising if Assumption 1 is false given this
unprovability result [KP89]; see Section 6.4 for more discussion. We also refer interested readers to [Oli25]
and Section 1.4 for a survey.

As more techniques are being developed for both upper and lower bounds on provability, more crypto-
graphic applications may be found, with the opportunity towards a new, fruitful theory in the intersection
of proof complexity and cryptography.

1.3 Future Directions

Improving our results. We foresee a few avenues for strengthening Theorem 1.1.
(Weakening the assumptions). First, while the original EF-SNARG [JKLV24] was shown secure only

assuming LWE, we show the security of our scheme under an additional assumption, namely, SXDH. This
is because to show that the EF-SNARG is secure in our theory, we additionally have to consider all of the
ingredients used to construct the EF-SNARG in a white-box manner and show their security directly from
the underlying assumptions. A key ingredient of the EF-SNARG construction is batch-arguments for NP
(BARGs). Current BARG constructions from LWE [CJJ22] are involved and rely on several ingredients
(both information theoretic and cryptographic), all of which we would have to formalize in our theory. In
this work, we focus on demonstrating how to use Assumption 1, and therefore adopt the simpler BARG
construction of [WW22] whose security analysis is more direct.

We expect that with additional work, one could construct an EF-SNARG whose security can be proven
in APC1 assuming only LWE (and prBPP = prP). We leave this optimization for future work.

(Weakening the base theory). Secondly, the main reason to choose APC1 as the base theory is that it is
the weakest known theory to even state our cryptographic assumptions. The theory APC1 extends PV1

with dual Weak Pigeonhole Principle (dWPHP); as we will explain shortly, dWPHP is both the foundation
of formalizing approximate counting, and a powerful combinatorial principle itself. For instance, APC1

proves a very strong form of Chernoff bound (see [Jeř07a, Proposition 2.18]).
In this work, we do not use the full power of dWPHP as a combinatorial principle (albeit, having it

as an axiom makes formalization easier). It could be interesting to introduce a weaker theory that is still
able to state our cryptographic assumptions, and use it as the base theory of Assumption 1 for proving
Theorem 1.1; see, e.g., [CLOW26] for a concrete proposal.

(Extending to iO). Finally, we point out that our assumption can also be applied in the context of
indistinguishability obfuscation (iO). The work of Jain and Jin (JJ) [JJ22] shows how to construct iO for
circuits where security holds for circuits C0 and C1 only if there exists an EF proof of the fact that
∀x,C0(x) = C1(x). We call an iO scheme with this security guarantee an EF-iO scheme. A key advantage
of the JJ construction is that it relies only on 2p(λ)-security of the underlying assumptions, for a fixed
polynomial p, independent of the input length of the circuit. In contrast, existing constructions of iO with
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standard security [JLS21, JLS22, RVV24] rely upon 2p(λ,n)-security of its underlying assumptions to achieve
security for circuits with input length n.

We believe that techniques similar to our work can be used to show the security of the JJ construction of
EF-iO in an extension of APC1 (although possibly from different assumptions than LWE and SXDH). One
could then use Assumption 1 to show that JJ EF-iO is in fact an iO for all circuits. Such a result would yield
standard iO security from only 2p(λ)-security of the underlying assumptions. We leave full exploration of
this direction to future work.

Cryptography from unprovability. An exciting future direction is leveraging unprovability as a
resource in cryptographic applications beyond the ones considered in this work.

Consider the following motivating example: Cryptographic constructions are often analyzed in idealized
models such as the random oracle model. However, in practice, the random oracle is instantiated with
a widely used hash function (say) H , which results in only heuristic security. While the random oracle
methodology is known to be unsound in general [CGH04], attacks against “natural” constructions following
this paradigm are quite hard to come by. An interesting direction is to establish standard model security of
such a scheme using an unprovability assumption such as the impossibility of mathematically proving that
H does not satisfy a particular property of Random Oracles. Falsifying such an assumption would likely
improve our understanding of widely used hash functions.

The above is an example of a broader phenomenon in cryptography where we have a candidate scheme
for a task for which we neither have a security proof nor an attack. If our intuition favors the former and
the main barrier towards a positive result appears to be a limitation of techniques, could unprovability
assumptions be helpful in breaking this impasse?

1.4 Related Work and Comparison

SNARGs for NP. Starting with [Mic94], there is a large body of works (see, e.g., [Gro10, Lip12, BCI+13,
BCCT13, BCC+17]) that construct SNARGs for NP in the random oracle model or other idealized models,
or based on non-standard knowledge assumptions.

A parallel line of work [KR09, KRR14, KP16, BHK17, BKK+18, CCH+19, KPY19, JKKZ21, CJJ21, CJJ22,
WW22, DGKV22, PP22, JJ22, KLVW23, KLV23, CGJ+23, BBK+23, JKLV24, JKLM25, JJ25] has constructed
SNARGs for various subclasses of NP (including batch-NP and all deterministic computations) from
standard assumptions such as LWE, SXDH or sub-exponential DDH. In the standard model, SNARGs for
all NP are only known from Obfustopia assumptions, which in turn can be based on a combination of
sub-exponentially falsifiable assumptions [JLS21, JLS22, RVV24]. This includes constructions based on
iO [SW14, WW24, WZ24, WW25], and witness encryption (WE) with a proof of correctness in Extended
Frege [JKLM25]. The latter work shows a more general result, namely, (a variant of) the EF-SNARG of
[JKLV24] is secure for all NP assuming LWE and the existence of any two-message laconic argument
system with a proof of correctness in Extended Frege. WE (or iO) with proof of correctness implies such
an argument system. The assumption used in their work is incomparable to ours; in particular, we do not
rely on Obfustopia assumptions. Concurrent to our work, the work of Devadas et al. [DHK+26] construct
SNARGs for NP assuming LWE and the existence of a non-signaling PCP with a proof of correctness. This
assumption, as far as we are aware, is incomparable to ours. The authors of [DHK+26] also present a
sufficient (but not necessary) proof complexity assumption on the norm of nullstellensatz refutations. We
refer the reader to their work for details.
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Cryptography from Proof Complexity. Starting from [JJ22], a recent line of work has leveraged results
from proof complexity to build cryptography. We provide a brief summary and comparison.

(Application of proof complexity upper bounds). Jain and Jin [JJ22] construct an input-succinct iO scheme
for Turing machines where the obfuscation size does not grow with input length, and security holds for all
machinesM0 andM1 whose equivalence can be proven in Cook’s Theory PV. Recently, [JJMP25] proved the
security of this construction is for all TMs assuming the existence of witness-succinct witness-encryption
(i.e., where ciphertext size does not grow with the witness size) with a proof of correctness in PV. The works
of [MDS25, JJMP25] achieve further efficiency improvements to the scheme of [JJ22], either in runtime or
obfuscation size.

The work of [JJ22] also constructed SNARGs with a small common reference string (CRS) based on iO
for NP langauges with EF proofs of non-membership. Subsequently, [JKLV24] constructed EF-SNARGs
with large CRS based on LWE. More recently, [JJ25] replaced LWE with sub-exponential DDH for NP
languages with proofs of non-membership in TC0-Frege. Most recently, [JKLM25] bootstrapped [JKLV24]
to all NP under Obfustopia assumptions, as discussed above.

(Application of proof complexity lower bounds). While the above works leverage upper bounds in proof
complexity, a recent work of Ilango [Ila25] uses lower bounds in proof complexity to build cryptography. By
relying on Krajı́ček and Pudlák’s conjecture [KP89] that there is no optimal proof system, [Ila25] constructs
a one-message proof system, without any setup, that is statistically sound and effectively zero-knowledge.
Informally, the latter property says that it is hard to disprove the existence of a simulator for their one-
message proof system in a fixed theory such as ZFC. This new “effectively sound” primitive can be used to
construct cryptographic primitives with standard security definition, e.g., Non-Interactive Witness Hiding
Proofs with uniform provers and verifiers.

(Comparison with our work). Compared to the above works, one can view our work as demonstrating
how to use both upper and lower bounds in proof complexity in tandem. Our work relies on the existence
of constructions (i.e. EF-SNARGs) based on upper bounds (i.e. existence of an polynomial-sized EF proof).
Although the upper bound is unlikely to be true for all tautologies, we show that the unprovability of
lower bounds suffices. As bounded theories can be viewed as uniform counterparts of propositional proof
system via propositional translation [Coo75, Kra95, Kra19], the unprovability assumption can be viewed as
a (uniform) proof complexity lower bound.11

We note that the connection between a “statement” and “unprovability of its negation” is also a key
idea in Ilango’s result [Ila25]. The distinction is that Ilango considers cryptographic primitives with effective
security12, which is most meaningful when the mathematical theory is strong. Indeed, effective zero-
knowledge against generic systems such as ZFC is achieved using the no optimal proof system assumption.
In this work, the result is most meaningful when the theory is weak, and thus we work with Jeřábek’s
theory APC1, the weakest possible theory available for our purpose.

11In this sense, our unprovability assumption is a meta-complexity assumption. It considers the proof complexity of proof
complexity, where the former stands for unprovability in bounded arithmetic, and the latter is to say that the sentence conjectured
to be unprovable is about Extended Frege lower bound. It is similar to the hardness of MCSP or MKtP (see, e.g., [LP21]) that asserts
the computational complexity of a problem that itself is about computational complexity.

12Our result is closer to the aforementioned construction of Non-Interactive Witness Hiding Proofs in [Ila25] – it also achieves
standard security using proof complexity assumptions. Intuitively, Ilango only needs to work with a strong system such as ZFC
thanks to the generality of the no optimal proof system conjecture. For our purposes, it might be unsafe to assume Assumption 1
for theories such as ZFC.
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(Un)provability of complexity theory. There is a rich literature on the (un)provability of complexity
theory in bounded arithmetic.

(Formalization). PV1 is known to formalize Cook-Levin theorem and PCP theorem [Pic15a], proof
complexity lower bounds for Resolution [CP90], weak formulation of circuit lower bounds [Raz95a]
and many results regarding error-correcting codes and hardness amplification [Jeř05]. APC1 (and its
conservative extension HARDA) is known to formalize results in derandomization [Jeř07a, Jeř05], Goldreich-
Levin theorem [Le19], Schwartz-Zippel lemma [AT25], and strong formulation of circuit lower bounds
[MP20]. There has also been interests in formalizing broader mathematics, see, e.g., [Woo81, PWW88, Oja04].
Similar to completeness results in computational complexity, certain results in complexity theory are known
to be equivalent to combinatorial principles with respect to weak theories [CLO24, LLR24, AT25].

(Unprovablity). Cook [Coo75] proved (by adapting Gödel’s incompleteness theorem) that the consistency
of PV is unprovable in PV. Unconditional unprovability results has been established for complexity upper
bounds [CK07, KO17, BM20, BKO20, CKKO21, ABM23] and complexity lower bounds [Raz95a, Raz95b, Kra97,
Kra11b, Pic15a, PS21, LO23, CLO25]. There are also interesting unprovability results based on computational
or proof-theoretic assumptions, see, e.g., [KP98, ILW23, CLO24, Kra24, CRT25, CKK+25, GC25].

Standard textbooks [Kra95, CN10, Kra19, Kra11a, Kra25] are also good references for classical results,
and the survey [Oli25] covers more recent results.

1.5 Organization

The paper consists of three parts. In the first part of the paper (i.e. this section and Section 2), we provide
an overview of our results, including the intuition of the theory APC1, our assumption, and a proof sketch
of Theorem 1.1.

In the second part of the paper, we present our results in more details. Necessary background on
logic, bounded arithmetic, and cryptography is provided in Section 3. In Section 4, we formally define our
bounded theory and the assumption. In Section 5, we formally state and prove a security lifting lemma that
turns an EF-SNARG with simple (i.e. APC1) security proof into a SNARG under our hardness assumption.
We then discuss possible variants, attacks, and the connection of our assumption to Razborov’s challenge
in Section 6.

With the security lifting lemma in place, it remains to construct EF-SNARG (from standard assumptions)
and prove its security in the theory APC1. This is done in the third part of the paper.

• We first setup in Section 7 a comprehensive toolkit for formalizing cryptography in APC1. This in-
cludes basic probability principles, useful tools for statistically close distributions, indistinguishability
distributions, search security games.

• In Section 8, we formalize the correctness and security of FHE, and show that the standard construction
from LWE [GSW13] can be carried out in APC1.

• In Section 9, we formalize somewhere extractable hash (SEH), and shows that the construction due
to Hubáček and Wichs [HW15] can be formalized in APC1.

• In Section 10, we formalize BARGs and show that the Waters-Wu construction [WW22] from SXDH
can be formalized in the theory APC1.
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• Finally, we combine the components above to implement a variant of EF-SNARG in [JKLV24] that is
provably secure in APC1 from LWE and SXDH, in Section 11. This completes the proof of Theorem 1.1
(see Corollary 11.22) by combining the EF-SNARG construction and the security lifting lemma.

A condensed list of lemmas and theorems formalized in bounded arithmetic is provided in Appendix A, for
the convenience of future research. We also provide a definition of Extended Frege propositional proof
systems and a structural lemma that is useful in formalizing [JKLV24] in Appendix B.

2 Technical Overview

We begin this overview by first discussing how to prove Theorem 1.1 from Assumption 1.

2.1 Main Idea: Lifting EF-SNARG to SNARG

In this work, we show how to ‘lift” a SNARG construction with soundness only against EF-provable false
statements (EF-SNARG for short) to a full-fledged SNARG for any language in NP, assuming the hardness
certification assumption in Assumption 1. The key observation underlying our results is that cryptographic
reasoning is simple. Specifically, we show in this overview that the security analysis of (a variant of)
EF-SNARG construction in [JKLV24] can be formalized in a weak theory, specifically, APC1. At a high-level,
to accomplish this, we show that:

(i) Basic concepts in cryptographic proofs, such as indistinguishability, search security games, and
hybrid arguments, can be naturally formalized in the theory APC1.

(ii) A careful inspection of the security analysis in [JKLV24] shows that most of the proof can be carried
out using the basic concepts developed in (i). The remaining, relatively minor, combinatorial or
number-theoretic components can be formalized in APC1 on a case-by-case basis.

We will discuss this in more detail in the subsequent sections.
Assuming an EF-SNARG construction with a simple security analysis, we prove our main theorem

(Theorem 1.1) under the hardness certification assumption (Assumption 1) for some appropriate theory T
and assumption set Γ. Indeed, this is a consequence of a generic security lifting lemma showing that under
Assumption 1 instantiated with appropriate T and Γ, an EF-SNARG construction that is provably secure in
T from assumptions in Γ is indeed secure as a SNARG.

The lemma is proved by contradiction: Suppose there exists some language L ∈ NP for which the
EF-SNARG is not a SNARG, we can construct a certification Φ ∈ NP of Extended Frege lower bounds that
violates the assumption as follows.

• (Construction of Φ). We define ϕ ∈ Φ if and only if ϕ is of the form “x /∈ L”, and there exists a
polynomial-sized cheating prover Ax of the EF-SNARG that fools the verifier. 13

• (Completeness). If this EF-SNARG is not a SNARG for NP, there are infinitely many strings x such
that x /∈ L, but a polynomial-sized adversary Ax that fools the verifier. In particular, ϕx := “x /∈ L”
is a tautology such that ϕx ∈ Φ for any such x.

13The certification Φ admits a probabilistic polynomial-time verifier (i.e. it is in prMA). By putting prBPP = prP as an
assumption in Γ, the verifier can be provably derandomized, i.e., Φ ∈ NP; see also Remark 2.2.
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• (Provable Soundness). For every string x and ϕx := “x /∈ L”, the security of EF-SNARG asserts that if
ϕx admits a short Extended Frege proof, then no efficient adversaryAx can convince the verifier that
x ∈ L. Therefore, such ϕx /∈ Φ. Crucially, if the security analysis of EF-SNARG can be formalized in
T from assumptions in Γ, then the soundness argument of Φ can also be formalized in the theory T
from Γ.

Note that the code of Ax is explicitly used to certify the hardness of ϕx in EF, i.e. the above argument
makes non black-box use of the adversary.

Therefore, it suffices to formalize the soundness of the EF-SNARG in the theory T from assumptions
in Γ. In Section 2.4 (and later in Section 11), we show that there exists an EF-SNARG construction whose
security analysis can be formalized in T := APC1 from assumptions Γ := {“prBPP = prP”, LWE,SXDH},
which, combined with the security lifting lemma, yields our main SNARG construction. In the rest of the
paper, we use APC1[BPP, LWE, SXDH] to denote the theory T augmented with assumptions Γ.

Overview of this section. In the remainder of this section, we provide a more detailed overview on how
the EF-SNARG construction in [JKLV24] can be formalized and proven in APC1[BPP, LWE,SXDH]. We
first give an overview of our base theory APC1 in Section 2.2. In Section 2.3, we discuss how to formalize
cryptographic reasoning in APC1. Finally, we give a brief sketch on how we show the security of the JKLV
EF-SNARG in APC1[BPP, LWE, SXDH] in Section 2.4.

2.2 Our Choice: Theory APC1

A natural starting point for formalization is Cook’s theory PV (see Section 3.2 for details on this theory).
Multiple prior works have demonstrated how to formalize the functionality of cryptographic primitives in
the theory PV1 [JJ22, JKLM25, JJMP25], e.g., proving that encryption of a message decrypts to the same
message.

However, formalizing security of cryptographic primitives is more challenging. In particular, security
often involves probabilistic claims such as Prx←{0,1}λ [A(x) = 1] ≤ ε. We cannot formalize the inequality
in PV1, as the probability on the left hand side is not known to be computable in deterministic polynomial
time, thus cannot be written as a PV1 function symbol. In other words, we cannot even state the security
properties in PV1.

The theory APC1. To formalize probabilistic reasoning, we take the theory APC1 as our starting point.
APC1 is an extension of PV1 with the dual Weak Pigeonhole Principle (dWPHP), and was introduced to
overcome the limitations of PV1 in reasoning about probability. Building on earlier results of Wilkie [Kra95,
Theorem 7.3.7] and Thapen [Tha05], Jeřábek [Jeř07a] further observed that dWPHP informally stated as
follows, is closely related to probabilistic reasoning:14

For every circuit C : {0, 1}n → {0, 1}m, wherem > n, there exists a string y ∈ {0, 1}m such
that for every x ∈ {0, 1}n, C(x) ̸= y.15

By formalizing a form of Nisan-Wigderson pseudorandom generator [NW94], Jeřábek proved the
following theorem that enables approximate counting on circuit-definable sets:

14The actual definition of dWPHP is slightly stronger than the version we stated here; see Section 3.2 and [Jeř07a] for more
details.

15In the language of complexity theory, it states that the range avoidance problem is total (see [Kor25]).
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Theorem 2.1 ([Jeř07a, Theorem 2.7], informal). The following theorem is provable in PV1 + dWPHP: For
every circuit C : {0, 1}n → {0, 1}, there exists a number s ≤ 2n such that there is an explicit pair of “almost”
bijection computable by circuits between X = {x ∈ {0, 1}n | C(x) = 1} and s = {0, 1, . . . , s− 1}.

Here, “almost” bijection means that a small portion of strings are not mapped back to themselves,
which means that there is always an additive error term in approximate counting. This theorem shows
that by representing approximate cardinalities via explicit “almost” bijections, the notion of set size for
circuit-definable sets can be formalized in this theory. This provides a natural formalization of approximate
counting and probability with additive error.

Beyond formalizing probabilities, Jeřábek [Jeř07a] also showed that we can perform meaningful mathe-
matics with respect to this formalization by proving counting and probability principles in PV1 + dWPHP:
inclusion-exclusion principle, union bound, Chernoff bound, etc.

For technical reasons, we introduce an additional axiom formalizing prBPP = prP. For a PV function
capp(·, ·), which is intended to be the algorithm that solves Circuit Acceptance Probability Problem, we
introduce an axiom showing its correctness:

“prBPP = prP” : For any circuit C and X := {x ∈ {0, 1}n | C(x) = 1}, capp(C, 1κ) outputs
the size of |X| (as defined by Theorem 2.1) up to an additive error of 2n/κ.

Therefore, we can formalize approximate probability in APC1 + “prBPP = prP” as

Prδ[C(x) = y] := capp(Cy, 1
δ−1

)/2n, where Cy(x) := (C(x)
?
= y) (2.1)

with an approximation error δ whose inverse is encoded in unary (denoted as δ−1 ∈ Log).

Remark 2.2 (an additional axiom: prBPP = prP). The introduction of the axiom “prBPP = prP” is for
two reasons. First, it simplifies the formalization of approximate counting (see Section 4.1 for related
discussions). Second, it is also used to derandomize the hardness certification Φ in Assumption 1 from
prMA to NP (see Section 5.3).

Note that for the former purpose (i.e. formalizing approximate counting), we can also use the theory
HARDA in [Jeř07a]. It is a conservative extension of APC1 and thus does not increase the proof complexity
strength of the theory. Nevertheless, as we will need prBPP = prP for derandomization anyway, we can
simplify our work using APC1 + “prBPP = prP” as the base theory.

2.3 Formalizing Cryptography in APC1

We next explain how we formalize cryptographic reasoning in APC1.

Asymptotic security. A key challenge in formalizing security notions and assumptions in APC1 is
handling asymptotic security, i.e., statements of the form

For every adversary A with polynomial runtime t(λ) and every inverse-polynomial advantage
ε(λ), there exists a large enough security parameter λ0 such that for all λ > λ0, A(1λ) “wins”
with probability at most ε(λ).

To formalize such statements, we need to capture the “large enough” λ0 in APC1. In much of cryptography
literature, when we state the security of an assumption, the value of λ0 is merely assumed to exist. To capture
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the asymptotic security without imposing additional restrictions on λ0, we treat λ0 as an arbitrary function
of t and ε, whose existence is assumed externally to the theory, i.e., it does not need to be computable or
even definable in APC1. We then define the security as a set of sentences in APC1.16

Example 2.1 (Asymptotic security D). Fix an arbitrary function λ0 (not necessarily definable within the
theory). An asymptotic security notion Dλ0 can be formalized as the following infinite set of sentences in
APC1:

ϕt,param : ∀λ ≥ λ0(t, param), ∀x ∈ Sparam(λ), D(λ,param,x) is (t(λ), 1/t(λ))-secure.

The set contains ϕt,param for all polynomials t and all (appropriate) param represented as PV1 function
symbols, and Sparam(λ) denotes a definable set given param(λ). For example, param may be the input length
of an encryption scheme, and Sparam(λ) could be the message space. Each value of λ0(t, param) is treated
as a constant number and is hard-coded to the sentence in the language of the theory.

Note that the above assumption is equivalent to assuming (t(λ), ε(λ))-security for all polynomials t
and all inverse-polynomial ε.

The final step towards fully formalizing asymptotic security is formalizing the notion of parameterized
security, i.e., the sentence “D(λ,param,x) is (t, 1/t)-secure” for fixed parameters (λ, t, param, x). In this work,
we focus on the two most common forms of security notions: indistinguishability-type security (as in the
case of secret-key encryption) and search-type security (as in the case of the setting of SNARGs). In both
indistinguishability- and search-type security notions, the parameterized security asserts the acceptance
probabilities of circuits, i.e., every adversary A running in time t wins with probability at most ε. We can
then formalize these notions in APC1 using the approximate probability formalization in Equation (2.1). In
the following, we provide concrete examples of formalizing these two types of security notions in APC1.

Example 2.2 (Semantic security of secret-key encryption). Consider a secret-key (fully-homomorphic) bit
encryption scheme with algorithms (sk, ek)← Gen(1λ), ct← Enc(sk, b ∈ {0, 1}). Let param = k(·) be a
polynomial describing the message length, and Sparam(λ) = {0, 1}k(λ) × {0, 1}k(λ) be the space of message
pairs. Fix any λ, param, and message pair (m0,m1) ∈ Sparam(λ). We define the following two circuits:

• Cλ,param,(m0,m1)
0 : On input random seed (sdGen, sdEnc) compute (sk, ek) ← Gen(1λ; sdGen), ct ←

Enc(sk,m0; sdEnc), and output (ek, ct), where Enc for a k-bit message is defined as encrypting each
bit of the message separately.

• Cλ,param,(m0,m1)
1 : Same as Cλ,param,m0,m1

0 but encrypting m1 instead of m0.

The parameterized semantic security states that every adversaryAwith runtime t cannot distinguish the out-
put distribution of C0 and C1 with advantage greater than ε. In APC1, we formalize the indistinguishability
by the sentence:

∀δ−1 ∈ Log,∀A s.t. |A| ≤ t, |Prδ[A(C0(sd)) = 1]− Prδ[A(C1(sd)) = 1] | ≤ ε+O(δ), (2.2)

where O(δ) hides unspecified constant factors. This sentence states that the advantage of any adversary A
can be bounded by an upper bound arbitrarily close to ε. Let D0, D1 be the distributions of C0(sd) and
C1(sd) respectively. We denote the formulation of Equation (2.2) as D0 ≈t(λ),ε D1.

16Formalization by sets of sentences is a common approach in bounded arithmetic to deal with nonconstructive parts of
mathematical statements, see also [CLO24, Section 1.2], [CKKO21, Section 5.1], [LO23, Theorem 2.1], [MP20, Section 1.5].
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Finally, the asymptotic semantic security for the encryption scheme is formalized as the following set
of sentences in APC1:

ϕt,k : ∀λ ≥ λ0(t, k), ∀(m0,m1) ∈ {0, 1}2k(λ), Dλ,k,(m0,m1)
0 ≈t(λ),1/t(λ) D

λ,k,(m0,m1)
1 .

Example 2.3 (Soundness of EF-SNARG). Consider an EF-SNARG for language L with algorithms crs←
Gen(1λ, 1n, 1ℓ), π ← P(crs, x, w), and b← V(crs, x, π), where x ∈ L is a statement of length n(λ) with
witness w of lengthm(λ), and ℓ is the upper bound of the Extended Frege proof length of statements x /∈ L.
Let param = (n(·), ℓ(·)) and Sparam(λ) = {0, 1}n(λ) × {0, 1}ℓ(λ). Fix any λ, param, and (x, τ) ∈ Sparam(λ),
we define the following game G = (C1, C2) consist of two circuits:

• Cλ,param,(x,τ)1 : On input random seed sdGen, compute crs ← Gen(1λ, 1param(λ); sdGen), and output
the challenge chall = crs and a state state = crs.

• Cλ,param,(x,τ)2 : On input an answer ans along with the state state, compute V(state, x, π), and verify
that checks whether τ is a valid Extended Frege proof of “x /∈ L”. Output 1 if both verification passes,
and output 0 otherwise.

For any adversary A which takes as input the challenge chall and outputs an answer ans, we define the
circuit TG,A that on input sd, sdA, runs (chall, state) ← Cλ1 (sd), ans ← A(chall; sdA), and forwards the
output of Cλ2 (state, ans).

The parameterized soundness of EF-SNARG states that for every (x, τ) ∈ Sparam(λ) where τ is a valid
Extended Frege proof of “x /∈ L”, every adversary A with runtime t should not be able to find a proof π
such that the verifier accepts with probability larger than ε. In APC1, we formalize this using the notation
of advantages. We say that the advantage of A satisfies AdvC1,C2 [A] ≤ ε if

∀δ ∈ Log,Prδ[TG,A(sd, sdA) = 1] ≤ ε+O(δ).

Similarly, we write AdvC1,C2 [A] ≥ ε if Prδ[TG,A(sd, sdA) = 1] ≥ ε− Ω(δ).

Finally, the asymptotic soundness of EF-SNARG is formalized as the following set of sentences in APC1:

ϕt,n,ℓ :
∀λ ≥ λ0(t, n, ℓ), ∀(x, τ) ∈ {0, 1}n(λ)+ℓ(λ),

∀A s.t. |A| ≤ t(λ), AdvCλ,n,ℓ,(x,τ)
1 ,Cλ,n,ℓ,(x,τ)

2

[A] ≤ 1/t(λ).

Toolkit for security proofs in APC1. Having formalized asymptotic security in APC1, we can now
formalize security proofs in APC1, i.e., prove one asymptotic security claim D assuming another claim
D′. At a high level, such a proof would require showing that every parameterized sentence ϕt,param in D
can be derived from some sentence ϕ′t′,param′ in D′ in APC1, where the mapping (t, param) 7→ (t′, param′)
corresponds to an efficiently computable security loss. One could, in principle, write such proofs from first
principles. However, this would involve explicitly handling approximate probabilities of Equation (2.1),
which can quickly become infeasible to write and verify.17

To modularize the task, we develop a toolkit of lemmas in APC1 that can be used as building blocks
in security proofs. The toolkit includes standard tools in cryptographic proofs, such as hybrid arguments,

17It is instructive to draw an analogy to mature mathematical areas such as calculus. While one could compute derivatives of a
function via first principles, we instead use a “toolkit” of known derivatives along with other modular tools such as chain rule to
simplify the computation of a derivative.
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reductions, and advantage amplification. All lemmas in this toolkit hide the details of handling approximate
probabilities, and allow us to write security proofs that are more readable and closer in style to standard
cryptographic proofs.

Below we list several standard lemmas relevant to the later section that we can prove in APC1, each
providing a clean interface. We refer the reader to Section 7 for the full list of lemmas in the toolkit.

• Identical distributions. For two circuits C0 and C1 sampling identical distributions D0, D1, if they
differ up to a permutation over the randomness space, i.e., C0 ◦ f ≡ C1 for some bijection f over the
randomness space, then D0 ≈t,1/t D1 for any unary variable t.18

• Reduction Lemma. Let C ′0, C ′1 be the circuits computing D′0, D
′
1, and let R ◦ C ′b(sd, sd

′) =
R(C ′b(sd

′), sd) circuits computing distribution Db by first sampling from D′b via computing C ′b(sd
′),

then compute its output based on the sample and some independent randomness sd. If D′0 ≈t,ε D′1
(for unary t), then D0 ≈t−|R|,ε D1.

• Hybrid Argument. For a sequence of efficiently sampleable distributions H0, H1, . . . ,HL, if
Hi−1 ≈t,ε Hi for every i ∈ [L], then H0 ≈t,L·ε HL. Combining with the Reduction Lemma,
we can also show that, for efficiently sampleable distributions H0,1, . . . ,H0,L and H1,1, . . . ,H1,L, if
H0,i ≈t,ε H1,i for every i ∈ [L], then

H0,1 ×H0,2 × · · · ×H0,L ≈t−Ls,Lε H1,1 ×H1,2 × · · · ×H1,L,

where the product distributions are sampled by sampling each component independently, and s is
the maximum size of the circuits sampling each Hb,i; see Product Hybrid Lemma.

• Properties of game advantages. The following lemmas are proved within APC1 + “prBPP = prP”;
see Section 7.5.

– (Game Complement Lemma). Let (C1, C2) be a game, and C2 be the circuit outputing the
complement of C2. Then, for any adversary A,19

Adv(C1,C2)
[A] ≥ 1− Adv(C1,C2)[A]

– (Game Composition Lemma). Let (C1, C2) be a game, and suppose that C1 and C1’ are (t, ε)-
indistinguishable. Then, for any adversary A of size at most t− |C2|, we have

Adv(C′
1,C2)[A] ≤ Adv(C1,C2)[A] + ε.

– (Adversary Indistinguishability Lemma). Let (C1, C2) be a game, and A0, A1 be two adversaries.
If for every fixed challenge chall, the two distributionsDchall

b generated by the circuitAb(chall, ·)
are (t, ε)-indistinguishable, and that t ≥ |C1|+ |C2|, then

Adv(C1,C2)[A0]− ε ≤ Adv(C1,C2)[A1] ≤ Adv(C1,C2)[A0] + ε

18We use slightly different notation in technical sections. Two distributions are said to be isomorphic if they differ up to a
permutation over the randomness space. In particular, they are said to be identical if the circuits are functionally equivalent; see
Section 4.2 for more details.

19This is a shorthand notation for Adv(C1,C2)[A] ≤ ε =⇒ Adv(C1,C2)
[A] ≥ 1− ε; similar shorthand is also used below.
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– (Game Union Bound Lemma). For any games (C1, C
(1)
2 ), (C1, C

(2)
2 ) and any adversary A,

Adv
(C1,C1

2∨C
(2)
2 )

[A] ≤ Adv
(C1,C

(1)
2 )

[A] + Adv
(C1,C

(2)
2 )

[A],

where C(1)
2 ∨ C

(2)
2 is the circuit that outputs 1 if either C(1)

2 or C(2)
2 output 1.

– (Game Reduction Lemma). Let (C1, C2) be a game, andR1, R2 be efficient circuits of appropriate
input/output length. Then, for any adversary A and any advantage ε, we have

Adv(R1◦C1,C2◦R2)[A] ≥ ε =⇒ Adv(C1,C2)[R2 ◦ A ◦R1] ≥ ε.

• Error Reduction Lemma. For any game G = (C1, C2) and an adversaryA with inverse polynomial
advantage p, Let k be a unary variable. Then, the k-fold adversary A×k has advantage at least
1− (1− cp)k for some constant c < 1 against the k-fold game G∨k , where the k-fold adversary runs
A in k parallel, and wins the k-fold game if any of the k instances wins.

2.4 Formalizing [JKLV24] SNARG in APC1

We now show how to formalize the security proof of the EF-SNARG construction from [JKLV24] in
APC1[BPP, LWE,SXDH]: the theory APC1 + prBPP = prP+ LWEλLWE

0
+ SXDHλSXDH

0
, where the axioms

LWEλLWE
0

and SXDHλSXDH
0

are the Learning With Errors and Symmetric External Diffie-Hellman assumptions,
formulated as asymptotic security notions as in Example 2.1 for some arbitrary functions λLWE

0 , λSXDH
0 . In

this exposition, we assume some basic familiarity with the cryptographic components, including FHE, SEH,
and BARG, used in the JKLV SNARG construction.

We break the proof into two parts: first, we show at a high level that the building blocks of the EF-
SNARG construction, i.e., fully-homomorphic encryption (FHE), somewhere extractable hash functions
(SEH), and batch arguments (BARG) can each be proven secure in APC1[BPP, LWE,SXDH]. Then, we
show how to combine the security guarantees of these building blocks to prove the security of the overall
EF-SNARG construction in APC1[BPP, LWE,SXDH].

2.4.1 Ingredients

The construction of our EF-SNARG is near identical to the encrypt-hash-and-BARG construction of
JKLV [JKLV24]. As the name suggests, the construction relies on three main tools:

• A leveled fully homomorphic encryption scheme (FHE) (Definition 8.1). We will instantiate this via
the (secret-key) Gentry-Sahai-Waters [GSW13] construction of FHE from LWE.

• A somewhere extractable hash family with local openings (SEH) (Definition 9.1). We will instantiate
this via the Hubáček-Wichs [HW15] construction of somewhere extractable hashing from FHE.

• A somewhere extractable batch-argument scheme (BARG) (Definition 10.1), which we instantiate via
the Waters-Wu [WW22] construction from SXDH.20

We now argue that the security of each of the above instantiations can be proved inAPC1[BPP, LWE,SXDH].
We give a more detailed argument for FHE, and brief sketches for the analyses of SEH and BARG.

20As discussed in Section 1.3, we conjecture that one can show the security of an LWE-based BARG scheme in bounded
arithmetic, but we choose to instead analyze the Waters-Wu construction since it has a more elementary proof of security.
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FHE and SEH in APC1[BPP, LWE]. The secret-key variant of GSW fully-homomorphic encryption
scheme [GSW13] has secret key being a random vector sk = s← Znq , an empty evaluation key ek, and the
encryption of a bit b ∈ {0, 1} is given by

ct :=

(
A

sTA+ eT

)
+ bG., where A← Zn×mq , e← χm,

To argue the semantic security (See Example 2.2) of this scheme in APC1[BPP, LWE], we need to show
that for every two messages m0,m1 ∈ {0, 1}k, the distributions of encryptions of m0 and m1 are indistin-
guishable. The proof is essentially combining statements straight from our toolkit. Consider the following
hybrids:

• Hmb
0 : For i ∈ [k], sample ciphertext cti =

(
Ai

sTAi + eT
i

)
+mb[i] ·G.

• Hmb
1 : For i ∈ [k], sample ciphertext cti =

(
Ai

rT
i

)
+mb[i] ·G for random r← Znq .

The indistinguishability betweenHmb
0 andHmb

1 follows from the Reduction Lemma (stated in Section 2.3)
and the LWE assumption. If, from the LWE assumption, {sTAi + eT

i } ≈t′,1/t′ {rT
i }, then by our toolkit,

we have Hmb
0 ≈t′−s,1/t′ Hmb

1 , where s is the size of the reduction circuit, upper bounded by the size of
the circuit computing Hmb

0 . Furthermore, the indistinguishability between Hm0
1 and Hm1

1 follows from
the fact that they are identical distributions21, as they differ up to a randomness shift by (m0 −m1) ·G.
Finally, by the Hybrid Argument in our toolkit, we conclude thatHm0

0 ≈t′−s,3/t′ Hm1
0 . Therefore, by setting

t′ = max(3t, t+ s), we conclude that (omitting LWE parameters for simplicity)

LWE is (t′, 1/t′)-secure =⇒ FHE is (t, 1/t)-semantically secure.

In other words, every sentence in the set FHESecureλFHE
0

defining the semantic security of the above FHE
scheme can be derived fromAPC1+“prBPP = prP”+LWEλLWE

0
forλFHE0 (t, k) = λLWE

0 (t′ = max(3t, t+ s)).
Note that we omit the choice of LWE parameters here for simplicity, see Section 8 for the full argument.

For the somewhere extractable hash function SEH from [HW15], the corresponding security property,
i.e., the key indistinguishability property, is a direct application of the FHE semantic security22. In particular,
the key indistinguishability expands to

{FHE.Enc(ski−1, ski)}i∈[L] ≈t,1/t {FHE.Enc(ski−1, 0k)}i∈[L],

which again follows from reduction plus hybrid argument as in the FHE semantic security proof.

Batch arguments in APC1[BPP, SXDH]. The group-based BARG construction in [WW22] relies on
elementary tools. This makes it easy to formalize its security analysis in APC1. We slightly modify the
construction so that it enjoys perfect correctness and somewhere extractability; this allows us to formalize
properties and prove these properties in theory PV1. Moreover, the CRS indistinguishability property

21Indeed, the two circuits sampling the distributions differ by a permutation; these two distributions are formally defined to be
isomorphic; see Section 4.2.

22For technical reasons, we need to rely on an FHE scheme which additionally satisfies “malicious gate correctness”. We gloss
over this detail here.
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can be almost directly reduced (via the Reduction Lemma) to the following indistinguishability of group
elements:

(g, ga, gb1 , gb2 , gab1 , gab2) ≈t,1/t (g, ga, gb1 , gb2 , gc1 , gc2),

where g is a generator in either source groups of a prime order bilinear group, and a, b1, b2, c1, c2 are
random exponents in Zp. The above indistinguishability can be easily proven from the SXDH assumption
via a Hybrid Argument. We refer the reader to Section 10 for details.

2.4.2 EF-SNARG in APC1[BPP,FHE, SEH,BARG]

We now give an informal description of the encrypt-hash and BARG construction of JKLV [JKLV24]. We
make several subtle changes to the scheme, and refer the reader to Remark 11.20 for details. Informally, the
CRS of the scheme comprises of the following components:

• a FHE ciphertext ct encrypting some dummy circuit E, and an FHE evaluation key ek,

• a BARG CRS crs,

• SEH hash keys hk1, . . . , hkloc for some loc = poly(λ). For simplicity, we write hk = (hk1, . . . , hkloc),
and we define the hashing as well as giving local openings with respect to hk as simply hashing and
giving local openings to each hki in parallel.

At a high level, an EF-SNARG prover generates a proof as follows: for an NP circuit C , an instance x, and a
witness w, it does the following:

• Compute C(x,w). Let τ denote the wire values of this computation.

• Evaluate the dummy circuit E homomorphically on τ to obtain wire values τ ′ of this computation.

• Hash the wire values τ and τ ′ to obtain hash value h.

• Compute a batch-proof π that for every gate g in the computation of C and E, the prover has local
openings from h to wire values w1, w2, w3 such that the gate computation is satisfied.

• Output (h, π, ρout), where ρout is an opening from h to the output wire of C .

The verifier accepts if the BARG proof π is accepted, and ρout is an opening to out = 1.

Local assignment generators. We first recap the proof strategy from JKLV. The security proof proceeds
by constructing local assignment generators [PR17]. A local assignment generator LocalGen for a circuit C
with locality ℓ is an algorithm which takes as input ℓ wires of C , outputs an assignment to the wires, while
satisfying the following guarantees:

• Local consistency: Any assignment output by LocalGen is locally consistent, i.e. respects any gates
contained in the queried set.

• Computationally non-signaling: Let T0 and T1 be subsets of wires of C of size at most ℓ. Then,
the marginal distributions of LocalGen(T0) and LocalGen(T1) on T0 ∩ T1 are computationally indis-
tinguishable.
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We additionally say LocalGen is “accepting” if LocalGen assigns the value 1 to the output gate of C with
probability 1 − negl(λ). Our first step is to formalize these guarantees of a local assignment generator
in APC1[BPP, LWE, SXDH] (for more details, see Section 11.1). We say that LocalGen is a (ℓ, ε, t)-local
assignment generator if the following hold.

• ε-Local Consistency. Consider a set T = {w1, w2, w3} where w1 and w2 are inputs and w3 is the
output of some gate g in the circuit. Construct the game Gg = (C1, C2) where C1 is the circuit which
outputs T = {w1, w2, w3}, and C2 is the circuit which takes as input {σ1, σ2, σ3} and outputs 1 if
σ3 ̸= g(σ1, σ2) (i.e. the wire values are inconsistent), and 0 if it is consistent. We say LocalGen is
ε-consistent if

AdvGg [LocalGen] ≤ ε

for every gate g in the circuit.

• (t, ε)-Non-Signaling: Consider the following distribution DT0,T1,b does the following:

– Sample (σw)w∈Tb ← LocalGen(Tb).

– Output (σw)w∈T0∩T1 .

We say that LocalGen satisfies (t, ε)-non-signaling if the distributions DT0,T1,0 and DT0,T1,1 are
(t, ε)-indistinguishable.

The security proof of [JKLV24] has two steps.

(1) Local assignment generator for any extension circuit. Consider any prover P which creates
accepting proofs for a statement x∗ with probability ε. First, note that by FHE security, this probability
does not diminish if the circuit E is replaced by any circuit Ex∗ when the CRS is generated. We can
use such a P to construct an accepting local assignment generator for the circuit C(x∗, ·) extended
with Ex∗ .

(2) Construct an extension circuit which does not have an accepting local assignment generator.
As a second step, we show that if x∗ /∈ L and there is a size ℓ proof that ∀w,Cx∗(w) = 0, then there
exists some circuit Ex∗ of size poly(ℓ) for which there is no accepting local assignment generator.

By combining the above two steps, we reach a contradiction.
While the security proof of JKLV is involved, we show how to break it down into steps which can all be

formalized using the toolkit from Section 2.3. Unlike the proofs of security for GSW FHE or WW BARG,
this analysis heavily relies on the formulation of search games.

In the following, we highlight some examples of the types of arguments that appear and illustrate
how we use the various tools developed in Section 2.3; full details are given in Section 11. We focus on
step (1) of the proof. We will assume some familiarity with the analysis of the encrypt-hash-and-BARG
SNARG. Consider a cheating prover P of size t∗ such that Adv(C1,C2)[P] ≥

1
t∗(λ) , where the search game

(C1, C2) is as defined in Example 2.3 for instance x∗ /∈ L. Suppose that the underlying FHE, SEH, and
BARG constructions are (tFHE, 1/tFHE), (tSEH, 1/tSEH), and (tBARG, 1/tBARG) secure respectively.

Amplifying the success probability. As a first step, we need to amplify the success probability of P
via parallel repetition from some inverse polynomial 1

t∗(λ) to at least 1− 1
p(λ) for some polynomial p. Using
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the Error Reduction Lemma discussed in Section 2.3 with R := O(t∗ log p), we can show that P∗ = P×R
satisfies

Adv(C×R
1 ,C∨R

2 )[P
∗] ≥ 1−

(
1− 1

2t∗(λ)

)R
≥ 1− 1

p(λ)
.

This parallel repetition will allow us to obtain at least one CRS-proof pair (crs, π) such that the SNARG
verifier accepts with probability 1− 1

p(λ) . For simplicity of exposition, suppose thatR = 1 for the remainder
of this exposition (i.e. there is no parallel repetition).

Using FHE security. Next, we need to show that if one changes the CRS algorithm to generate FHE
ciphertext ct′ encrypting a different circuit Ex∗ , the prover success probability does not diminish by too
much. We formalize this as follows. One can view the EF-SNARG search game for x∗ as (C1, C2) as in
Example 2.3, and (C ′1, C2) as the modified game where the CRS is generated with ct′ instead. By alluding
to the (tFHE, 1/FHE)-FHE indistinguishability, one can argue via reduction that the outputs of C1, C

′
1 are

(tFHE − s, 1/tFHE) indistinguishable, where s is an upper bound on the size of C1 and C ′1. Now, if P has
size at most tFHE − s− |C2|, we can use Game Composition Lemma to argue that:

Adv(C′
1,C2)[P] ≥ Adv(C1,C2)[P]− 1/tFHE.

Using SEH key indistinguishability. We now use this P to construct a local assignment generator for
the circuit Ĉ , which is the circuit C augmented with the homomorphic evaluation of E on C . At a high
level, LocalGenP(T ) is constructed as follows: on input a set T of size at most loc,

• Generate a trapdoored CRS, where all of the hash keys are sampled such that the wire values in T
are extractable. (If |T | < loc, simply generate the key to be extractable on a dummy index 0.)

• Receive an accepting proof π∗ from the prover P .

• Extract the wire assignment to T using the trapdoor of the SEH hash.

We now sketch why LocalGen satisfies (t′, ε′)-non-signaling for some parameters t′, ε′ to be determined.
For simplicity, we will only sketch the argument for sets T0 = {t1, . . . , tu} and T1 = {t1, . . . , tu+1}
(which differ only by one element). Then, LocalGen(T0) samples the CRS with hk1, . . . , hku extractable on
t1, . . . , tu, and LocalGen(T1) samples the CRS to be extractable on hk1, . . . hku, hku+1 are extractable on
t1, . . . , tu. LetHSEH,i denote the distribution that outputs an SEH key which is extractable on index i.

Consider the distributions Db defined as follows:

• Sample all keys hk1, . . . , hku, hku+2, . . . hkloc with trapdoors as in LocalGen(T0).

• If b = 0, output hku+1 ← HSEH,0. Else, sample hku+1 ← HSEH,tu+1 .

• Sample the rest of the CRS and query P on this CRS to obtain a proof π. If π is not an accepting
proof, output ⊥.

• Extract the wire assignment to T0 using the trapdoors and output them.

It can be verified that D0 is identical to the distribution of DT0,T1,0, and D1 is identical to distribution of
DT0,T1,1.23 Moreover, one can writeD0 = R ◦HSEH,0 andD1 = R ◦HSEH,tu+1 . By SEH key indistinguisha-
bility, we have thatHSEH,0 andHSEH,tu+1 are (tSEH, 1/tSEH)-indistinguishable. Therefore, by applying the

23Again, these distributions are formally proved to be isomorphic (i.e. identical up to a permutation of the seed).
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Reduction Lemma, one can argue that D0 and D1 are (tSEH − s, 1/tSEH)-indistinguishable, where s is a
bound on the size of Db. Therefore, DT0,T1,0 ≈t′,ε′ DT0,T1,1 for t′ ≤ tSEH − s and ε′ ≥ 1/tSEH.

We can then extend the argument to demonstrate non-signaling of arbitrary pairs of sets T0 and T1 via
a Hybrid Argument.

Using BARG indistinguishability and extractability. We now rely on BARG security to argue that
LocalGen satisfies ε′-consistency for some parameter ε′. Fix a gate g in the circuit Ĉ , and consider the
consistency game Gg , and let T = {w1, w2, w3}. We first consider LocalGen′ which is identical to LocalGen,
except that it instead samples the trapdoored CRS to ensure that the BARG is extractable on index ‘g’ (recall
that the batch-statement is proving a claim over the gates g of the circuit). By a simple invocation of the
Reduction Lemma and the BARG CRS indistinguishability, it is easy to see that the outputs of LocalGen(T )
and LocalGen′(T ) are (tBARG − s, 1/tBARG) indistinguishable, where s is the size of LocalGen. As shown
in Section 2.3, one can invoke Adversary Indistinguishability Lemma of LocalGen to argue that

AdvGg [LocalGen] ≤ AdvGg [LocalGen
′] + 1/tBARG. (2.3)

Let (C1, C2) be the EF-SNARG security game, and let C∗1 be the modified circuit which samples the CRS
where the hash keys are extractable on {w1, w2, w3}, and the BARG CRS to be extractable on index g.

We now claim that

AdvGg [LocalGen
′] ≥ Adv(C∗

1 ,C2)[P]. (2.4)

Note that in the left-hand side, we are taking the complement of the game Gg , where the output of C2 is
flipped. Similar to the case of FHE indistinguishability, one can show via a hybrid argument and game
indistinguishability that the RHS is lower bounded by 1− 1

p(λ) − poly(1/tBARG, 1/tSEH).
To show the above, we rely on reduction between search games, and the fact that if P outputs accepting

proofs in LocalGen′, we can prove in PV that the corresponding wire assignment from LocalGen′(T ) must
be consistent. We sketch the proof below.

• Suppose P in LocalGen′ outputs an accepting SNARG proof (h, π, ρout). In particular, π is an
accepting BARG proof.

• By somewhere extractability of the BARG on gate g, one can extract (σ1, σ2, σ3, ρ1, ρ2, ρ3) from π
which is a valid witness for the instance g in the batch-statement. This means that g(σ1, σ2) = σ3,
and ρi are valid openings to the hash h for i ∈ [3].

• Recall that LocalGen′(T ) sampled hk1, hk2, hk3 to be extractable on wires w1, w2, w3. By the some-
where extractability of the SEH, for i ∈ [3], if there exists openings ρi certifying that the hash hi
opens to σi, then the extracted value from hi must be equal to σi.

• Therefore, the extracted values satisfy σ3 = g(σ1, σ2).

• Hence, LocalGen′ outputs {σ1, σ2, σ3} which satisfies gate g.

By proving the correctness of BARG and SEH extraction in PV, we complete the proof. Specifically, by
combining Equation (2.3), Equation (2.4), and invoking the Game Complement Lemma, we have

AdvGg [LocalGen] ≤ (1− Adv(C∗
1 ,C2)[P]) + 1/tBARG ≤

1

p(λ)
+ poly(1/tBARG, 1/tSEH).

In other words, LocalGen satisfies ε′ consistency if we choose ε′ ≥ 1
p(λ) + poly(1/tBARG, 1/tSEH).
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Part II

Assumption and Security Lifting Lemma
3 Preliminaries

3.1 Recap of Mathematical Logic

We assume basic familiarity with mathematical logic and bounded arithmetic; readers are referred to
standard textbooks [Bus85, Kra95, Kra19] as well as the survey [Oli25] that covers more recent results. We
provide a quick recap of basic concepts in logic.

• (Logic). Throughout the paper, we focus on standard classical first-order logic. A language (or
vocabulary) is a set of names of constants, functions, and predicates. A formula in a language are
formed from constants, functions symbols, and predicates from the language, variables, logical
connectives (e.g., ∧,∨,¬), and quantifiers (e.g., ∀,∃). A variable in a formula is said to be free if it is
not captured by any quantifier. A sentence is a formula with no free variable.

• (Models). Models of first-order logic is a tupleM = (U , Ic, If , IP ), where U is a set called universe,
I is a mapping from constant symbols to elements in U , If is a mapping from function symbols to
functions over U , and IP is a mapping from predicates to relations over U . With these mappings, we
can decide whether a sentence is true or false over a modelM;M ⊨ φ means that the sentence φ
is true overM. For a set of sentences Γ, we say Γ ⊨ φ if for every modelM such thatM ⊨ ψ for
every ψ ∈ Γ, it must satisfyM ⊨ φ.

• (Proofs). We say Γ ⊢ φ if there is a proof of φ from Γ; we may fix any sound and complete proof
system such that Γ ⊢ φ if and only if Γ ⊨ φ.

• (Theory). A theory T in a language L is a set of first-order sentences in the language. Each sentence
φ ∈ T is said to be an axiom. We say that ψ is a theorem of T if T ⊢ ψ. The standard model of a
theory is the model that it is intended to capture; in particular, a theory should be sound, namely it
satisfies its standard model.

• (Extensions). Let T1, T2 be theories over languages L1,L2, respectively. The theory T2 is said to be an
extension of T1 if L1 ⊆ L2, and every T1-provable sentence in the language of L1 is also provable in
T2. It is said to be a conservative extension if every T2-provable sentence in the language of L1 is also
provable in T1. In other words, a conservative extension T2 of T1 does not prove any new theorem
that can be stated in the original language L1.

3.2 Jeřábek’s Theory APC1

We will work with the first-order theory APC1 defined by Jeřábek [Jeř07a] that supports approximate
counting as the base theory for formalization.

Notation. Following standard set-theoretic notation, a number a is considered identical to the set
{0, 1, . . . , a − 1}. We define [a] := {1, 2, . . . , a}. We use x ∈ Log to denote that x is an abbreviation of
|X|, i.e., the length of another variable. In other words, algorithms running in time poly(x) (or equivalently,
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poly(|X|)) are considered as feasible algorithms. Similarly, we use x ∈ LogLog to denote that x is an
abbreviation of ||X|| for another variable X . We use f : Log→ Log to denote that f is a function where
for every x ∈ Log, f(x) ∈ Log.

The Theory PV and PV1. PV is a bounded theory defined by Cook [Coo75] that aims to characterize
polynomial-time reasoning. Loosely speaking, it (only) contains polynomial-time algorithms as function
symbols (defined via a variant of Cobham’s recursion-theoretic characterization [Cob65]), and allows (only)
induction over polynomial-time decidable predicates. The definition of PV is tedious and we refer interested
readers to, e.g., [Kra19, Chapter 12] and [Li25].

The theory PV is an equational theory (also known as a “logic-free” theory) that uses equality as the
only predicate symbol. The theory PV1 is the extension of PV to the classical first-order logic that allows
propositional connectives (e.g. ∧,∨,¬) and quantifiers (∀ and ∃). This extension allows formalization of
more complicated mathematical statements. On the other hand, it is a conservative extension (see, e.g.,
[Bus85]), which means that any equation that is provable in PV1 is also provable in PV – the extension
does not make the theory any stronger in terms of proving equations.

The Theory APC1. APC1 is the first-order theory that extends the theory PV1 with the following axiom
dWPHP(PV) (stands for dual Weak Pigeonhole Principle):

For every c ∈ Log, a, and circuit C that computes a function C : ac→ a(c+ 1), then there
exists y ∈ a(c+ 1) such that for every x ∈ ac, C(x) ̸= y.

In other words, every polynomial-size function whose co-domain is slightly larger than its domain must
not be surjective. Note that this is said to be weak as a uniformly random y ∈ [a(c+ 1)] will be outside of
the range of C with non-negligible (more precisely, 1/c) probability.

The main motivation to introduce dWPHP(PV) as an axiom is to formalize approximate counting,
which is not supported byPV1. To explain Jeřábek’s approximate counting mechanism, we need to introduce
a few abbreviations.

A set X is said to be a bounded definable set if X = {x < a | C(x) = 1}, where C is a Boolean circuit
that defines X . We use x ∈ X to denote x < a ∧ C(x) = 1, and X ⊆ b to denote ∀x ∈ X x < b. Note
that bounded definable sets are not objects in the theory APC1, but an abbreviation in the meta-theory for
the simplicity of presentation. For two bounded definable sets X ⊆ a and Y ⊆ b, we define

X × Y := {ay + x | x ∈ X, y ∈ Y } ⊆ ab,
X ∪· Y := X ∪ {y + a | y ∈ Y } ⊆ a+ b.

We say that C : X → Y if C is a circuit from X to Y , i.e., for every x ∈ X , C(x) ∈ Y . We use
C : X ↪→ Y to denote a circuit C : X → Y that is injective, i.e., for distinct x1, x2 ∈ X , C(x1) ̸= C(x2).
We use C : X ↠ Y to denote that C is onto, i.e., for every y ∈ Y , there is an x ∈ X such that C(x) = y.
Note that it does not necessarily imply C : X → Y ; there can be some x ∈ X such that C(x) /∈ Y .

Definition 3.1 (in APC1). Let X,Y ⊆ 2n be definable sets, ε ≤ 1, we say that X is ε-approximately
smaller than Y , denoted by X ≲ε Y , if there exists a circuit G and v ̸= 0 such that

G : v × (Y ∪· ε2n) ↠ v ×X.
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In plain words, we say that a set X is ε-approximately smaller than Y if there is an onto mapping from
Y to X up to an small padding (i.e. ε2n). The variable v ̸= 0 is introduced for technical reasons, and we
refer readers to [Jeř07a] for more details.

Definition 3.2 (in APC1). We say that X and Y are ε-approximately of equal size, denoted by X ≈ε Y , if
X ≲ε Y and Y ≲ε X . In particular, we say that X is ε-approximately of size s if X ≈ε s.

Proposition 3.3 ([Jeř07a, Lemma 2.10]). Let X,Y,X ′, Y ′, Z ⊆ 2n andW,W ′ ⊆ 2n be bounded definable
sets, and ε, δ ≤ 1. The following statements are provable in PV1.

(1) If X ≲ε Y, ε ≤ δ, then X ≲δ Y .
(2) If X ≲0 Y , then X ≲ε Y .
(3) If X ≲ε Y , Y ≲δ Z , then X ≲δ+ε Z .
(4) If X ≲ε X

′, Y ≲δ Y
′, and X ′, Y ′ are separable by the setW (i.e., X ′ ⊆ W and Y ′ ⊆ 2n \W ), then

X ∪ Y ≲ε+δ X
′ ∪ Y ′.

(5) If X ≲ε X
′,W ≲δ W

′, then X ×W ≲ε+δ+εδ X
′ ×W ′.

Lemma 3.4 ([Jeř07a, Lemma 2.11]). Let X,Y ⊆ 2n be bounded definable sets, s, t, u ≤ 2n, ε, δ, η, ξ ≤ 1,
ξ−1 ∈ Log. The following statements are provable in APC1.

(1) There exists s ≤ 2n such that X ≈ξ s.
(2) s ≲ε X ≲δ t implies s ≤ t+ (ε+ δ + ξ) · 2n.
(3) X ≲ξ Y or Y ≲ξ X .
(4) X ≲ε Y implies 2n \ Y ≲ε+ξ 2

n \X .
(5) X ≈ε s, Y ≈δ t, X ∩ Y ≈η u imply X ∪ Y ≈ε+δ+η+ξ s+ t− u.

Item (1) of Lemma 3.4, in plain words, means that we can approximately count every bounded definable
set in the theory APC1. Item (2) asserts the consistency of size comparison. Item (3) asserts that the size
of any two bounded definable sets can be compared approximately. Item (4) shows that size comparison
is consistent under complementation. Finally, item (5) is a form of inclusion-exclusion principle for two
bounded definable sets, which, in particular, implies the union bound (as X ∩ Y ≈η u > 0).

We defer the discussion of other approximate counting principles to subsequent sections.

3.3 Succinct Non-Interactive Arguments (SNARGs)

In this section, we will recap the definition of a succinct non-interactive argument, or SNARG.
A SNARG system for an NP relationM consists of polynomial-time algorithms (Gen,P,V) with the

following syntax:

• The randomized setup algorithm Gen takes as input a security parameter λ ∈ N and an input length
n, both in unary, and outputs a pair of common reference string crs.

• The prover algorithm P takes as input the common reference string crs an input x ∈ {0, 1}n and its
associated witness w ∈ {0, 1}m, and outputs a proof π.

• The verifier algorithm V takes as input the common reference string crs, an input x ∈ {0, 1}n and a
proof π. It outputs a bit indicating if it accepts or rejects.

Definition 3.5 (SNARG). A triple of algorithms (Gen,P,V) is a SNARG system for a Turing machineM
if the following hold:
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Completeness. For every λ, n ∈ N and every x ∈ {0, 1}n and w ∈ {0, 1}m such thatM(x,w) = 1,

Pr

[
V(crs, x, π) = 1 :

crs← Gen(1λ, 1n),
π ← P(crs, x, w)

]
= 1.

Efficiency. The length of crs is poly(λ, n,m). The length of a proof π is poly(λ, log n, logm). The runtime
of V is poly(|crs|, |π|, n,m).

Non-adaptive Soundness. For every x ∈ {0, 1}n where x /∈ LM and every poly-size adversary Adv,
there is a negligible function µ such that

Pr

[
V(crs, x, π∗) = 1 :

crs← Gen(1λ, 1n),
π∗ ← Adv(crs)

]
≤ µ(λ).

Remark 3.6. Recall that given a SNARG, one can generically improve the runtime of the verifier to
poly(|π|, λ, log n, logm) · n by applying a RAM delegation protocol or SNARG for P . In more detail, one
can compute a hash of the crs, crsV , and the new verifier V ′(crsV , x, π) can then use a RAM delegation
protocol to verify that V(crs, x, π) would have indeed accepted in quasilinear time (see for example [WW24,
Remark 2.7] for more details). Note that we do not have to prove that this transformation is secure in our
theory since under our assumption, the resulting SNARG for NP will be sound in standard (CRS) model.
Therefore, for simplicity, we will focus on constructing a SNARG with this weaker verifier efficiency.

3.4 Learning With Error

We now recall the learning with errors assumption (LWE) [Reg05]. Let λ ∈ N be the security parameter.
Given a finite set W , U(W ) denotes the uniform distribution over W . Let DZ,σ be the discrete Gaussian
distribution with standard deviation σ. The LWE assumption is defined as follows.

Definition 3.7 (Learning With Errors (LWE)). Given n,m, q ∈ N and σ > 0 with n,m ∈ poly(λ), q ≤ 2
√
n,

and σ ≥ 2
√
n, the LWE assumption LWEn,m,q,σ asserts that

(A, sTA+ e) ≈c (A,b),

where s← U(Znq ),A← U(Zn×mq ), e← DmZ,σ , and b← U(Zmq ).

Remark 3.8. It was shown in [Reg05, Pei09] that when σ > 2
√
n, the LWEn,m,q,σ assumption is at least

as hard GapSVPγ and SIVPγ for γ = Õ(nq/σ). On the other hand, the current best known polynomial-
time attacks ([LLL82] and its descendants) against GapSVPγ and SIVPγ works for γ = 2Θ(n log logn/ logn).
Picking modulus q ≤ 2n

1−δ for some constant δ > 0 ensures that the LWE assumption does not fall in the
above efficiently breakable regime.

3.5 SXDH

The Symmetric eXternal Diffie-Hellman (SXDH) assumption states that the Decisional Diffie-Hellman
(DDH) problem is hard in both source groups G1 and G2 of a bilinear group.
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Definition 3.9 (SXDH). Let λ ∈ N be the security parameter. Let G = (p,G1,G2,GT , g1, g2, gT , e) ←
GroupGen(1λ) be a bilinear group generator that on input 1λ outputs the description of groups G1,G2,GT

of prime order p along with generators g1, g2, gT and an efficient bilinear map e : G1 × G2 → GT . The
SXDH assumption SXDHGroupGen with respect to GroupGen states that

(gu11 , gv11 , g
u1v1
1 , gu22 , gv22 , g

u2v2
2 ) ≈c (gu11 , gv11 , g

w1
1 , gu22 , gv22 , g

w2
2 )

where u1, v1, w1, u2, v2, w2 ← U(Zp).

4 The Bounded Theory and Our Unprovability Assumption

In this section, we define our bounded theory APC1[BPP, LWE, SXDH]. It is built from the first-order
theory APC1 defined by Jeřábek [Jeř07a] and additional non-logical axioms: prBPP = prP, hardness of
the standard Learning With Error, and several other cryptographic assumptions. We note that, as the
non-logical axioms are not known to be true, our theory is sound only if all these assumptions are true.

4.1 Nonlogical Axiom 1: prBPP = prP

The first non-logical axiom is a standard derandomization assumption: every probabilistic polynomial-time
algorithm can be derandomized with at most a polynomial time overhead. For convenience, we formalize
the assumption in the equivalent form that the search version of Circuit Acceptance Probability Problem
(CAPP) is approximately computable in polynomial-time.

Definition 4.1. Search CAPP is defined as the following search problem: Given a circuit C : {0, 1}n →
{0, 1} and 1t, output any number within |{x ∈ {0, 1}n | C(x) = 1}| ± (1/t) · 2n.

Proposition 4.2 (folklore; see, e.g., [Gol11]). Search CAPP admits a deterministic polynomial-time algorithm
if and only if prBPP = prP.

Assume that prBPP = prP and capp(·, ·) be a PV-function symbol corresponding to the polynomial-
time algorithm for Search CAPP. The axiom prBPP = prP is defined as follows:

Definition 4.3 (in APC1). We use “prBPP = prP” as the abbreviation of the following statement in the
language of APC1: For every circuit C : {0, 1}n → {0, 1}, t ∈ Log, let X := {x ∈ {0, 1}n | C(x) = 1} ⊆
{0, 1}n, if X ≈ε s for some ε < 1 and s ≤ 2n, then

|capp(C, 1t)− s| ≤ (ε+ t−1) · 2n.

In plain words, “prBPP = prP” states that the algorithm capp(·, ·) is approximately consistent with
the size of a set, which is formally defined in Definition 3.2. Effectively, the function symbol capp(·, ·)
can be used to perform approximate counting. We may abuse the notation to write cappξ(C) as an
abbreviation of capp(C, 1ξ−1

), and write sizeξ(X) as an abbreviation of cappξ(C) for a bounded definable
set X := {x ∈ {0, 1}n | C(x) = 1}.

In addition, we use Prξ[X] (resp. Prξ[C]) as an abbreviation of sizeξ(X)/2n (resp. cappξ(C)/2n). As
capp(·, ·) is a PV function symbol, the induction principle over PV terms that involve Prξ[·] or sizeξ(·) is
admissible in PV1.
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Applications of the algorithm capp(·, ·). The following lemma is an example to use capp(·, ·) for
approximate counting. It formalizes the hybrid argument, a basic technique in cryptographic security
analysis.

Lemma 4.4 (hybrid argument). The following statements are provable in APC1 + “prBPP = prP”: Let
n,m ∈ Log and X0, X1, . . . , Xm ⊆ {0, 1}n be a list of bounded definable sets, and δ−1 ∈ Log. Let
ε0, . . . , εm−1 < 1, ε :=

∑m−1
i=0 εi.

Suppose that for every i < m, |Prδ[Xi]− Prδ[Xi+1]| ≤ εi. Then |Prδ[Xm]− Prδ[X0]| ≤ ε.

Proof. We argue in APC1 + “prBPP = prP”. We prove by induction on i ≤ m that

|Prδ[Xi]− Prδ[X0]| ≤ ε0 + · · ·+ εi−1.

This induction principle is admissible in PV1, as Prδ is implemented by the PV-term capp(·, ·).
The base case is trivial. Suppose that the inequality holds for i < m, then

|Prδ[Xi+1]− Prδ[X0]|
≤ |Prδ[Xi+1]− Prδ[Xi]|+ |Prδ[Xi]− Prδ[X0]|
≤εi + (ε0 + · · ·+ εi−1) = ε0 + · · ·+ εi,

where the third line follows from the assumption and the induction hypothesis. This completes the proof,
as for i = m, we have |Prδ[Xm]− Prδ[X0]| ≤ ε.

Remark 4.5. The universal quantification over δ−1, β−1 ∈ Log in above propositions is necessary as
APC1 + “prBPP = prP”: It formalizes the fact that whatever high inverse-polynomial precision we use for
approximate counting, the advantage of the adversary is always at most roughly ε.

Note that in the standard model, ∀δ−1, β−1 ∈ Log Prδ[C] ≤ p + δ + β is equivalent to say that
Pr[C] ≤ p, as δ, β > 0 can be arbitrarily small. Here, the error term δ accounts for the error of the
function Prδ[·] itself (as formalized by the axiom “prBPP = prP”), while an addition error term β is
added for the technicality that APC1 only supports approximate counting. In more details, quantifying
over δ−1, β−1 ∈ Log allows us to use algorithms with runtime poly(|δ−1|, |β−1|) in the proof, which
is sometimes necessary. This is a standard approach in formalizing approximate counting in bounded
arithmetic, see, e.g., [Jeř07a] for more details.

Probabilistic Circuits. We follow the convention to model adversaries of cryptographic primitives as
probabilistic circuits. Let n,m, r ∈ Log, a probabilistic circuit of input length n, output length m, and seed
length r is a deterministic circuit C : {0, 1}n × {0, 1}r → {0, 1}m, where the first second part of its input
is to take the random seed. In particular, a deterministic circuit can be viewed as a probabilistic circuit with
seed length 0. We use C(x; sd) to denote the evaluation of the circuit C on input x and seed sd.

We introduce the following notation for simplicity of presentation:

• (Composition). Let C1, C2 be probabilistic circuits such that the output length of C2 is equal to the
input length of C1. We use C1 ◦ C2 to denote the probabilistic circuit that, given input x, samples
seed sd1, sd2 for C1 and C2 independently, and outputs C1(C2(x; sd2); sd1).
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4.2 Distributions, Indistinguishability, and Hybrid Arguments

Before diving into our other non-logical axioms that correspond to cryptographic assumptions, we first
clarify the formalization of a few basic concepts — distributions, indistinguishability, and hybrid arguments
— in the theory APC1 + “prBPP = prP”. These notions could “wrap up” the technicality in dealing with
probability defined via approximate counting, which will greatly simplify our formalizations.

Distributions. A distributionD is generally formalized by the circuit C : {0, 1}ℓ → {0, 1}n that samples
the distribution, namely, D = C(Uℓ). Distributions that are not sampled by explicit circuits are not allowed.
We provide a couple of definitions of identical and (statistically) close distributions.

Definition 4.6 (identical distributions, in PV1). Two distributions D1,D2 defined by circuits C1, C2 are
said to be identical, denoted by D1 ≡ D2, if the circuits are functionally equivalent.

Definition 4.7 (isomorphic distributions, in PV1). Two distributions D1,D2 defined by circuits C1, C2 :
{0, 1}ℓ → {0, 1}n are said to be isomorphic, denoted by D1

∼= D2, if there are circuits f, g : {0, 1}ℓ →
{0, 1}ℓ such that:

• f(g(x)) = g(f(x)) = x for every x ∈ {0, 1}ℓ.
• C1 ◦ f and C2 are functionally equivalently, i.e., C1(f(x)) = C2(x) for every x ∈ {0, 1}ℓ.

Note that the second bullet in the definition of isomorphic distributions is equivalent to that C1 and
C2 ◦ g are functionally equivalent. Moreover, by defining f(x) = g(x) = x, it immediately follows that:

Proposition 4.8. PV1 proves that two identical distributions are also isomorphic.

Definition 4.9 (almost identical distributions, in APC1 + “prBPP = prP”). Let D1,D2 be distributions
defined by circuits C1, C2 : {0, 1}ℓ → {0, 1}n, and ε ∈ (0, 1). Let TC1,C2 : {0, 1}ℓ → {0, 1} be the circuit
that given x ∈ {0, 1}ℓ, outputs 1 if and only if C1(x) ̸= C2(x). Then D1 is said to be ε-almost identical to
D2, denoted by D1 ≈ε D2, if for any δ−1, β−1 ∈ Log, Prδ[TC1,C2 ] ≤ δ + β + ε.

Definition 4.10 (almost isomorphic distributions, in APC1 + “prBPP = prP”). Let D1,D2 be distributions
defined by circuits C1, C2, and ε ∈ [0, 1). We say that D1 is ε-almost isomorphic to D2, denoted by
D1 ≃ε D2, if there are distributions D′1,D′2 defined by circuits C ′1, C ′2 such that

• D1
∼= D′1 and D2

∼= D′2;
• D′1 ≈ε D′2.

Proposition 4.11. APC1 + “prBPP = prP” proves that two identical (resp. isomorphic) distributions are
0-almost identical (resp. isomorphic).

Proposition 4.12. APC1+“prBPP = prP” proves that for any ε ∈ [0, 1], two ε-almost identical distributions
are ε-almost isomorphic.

Indistinguishability. We will then define the computational indistinguishability of the distributions. We
focus on non-uniform adversary model, i.e., the adversary is a deterministic circuit.

Definition 4.13 (indistinguishablity, in APC+ “prBPP = prP”). Let ℓ, t, n ∈ Log, ε ∈ [0, 1), and D1,D2

be distributions defined by circuits C1, C2 : {0, 1}ℓ → {0, 1}n. We say that D1 is (t, ε)-indistinguishable
to D2, denoted by D1 ≈t,ε D2, if the following holds: For every r ≤ t and probabilistic circuit A :
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{0, 1}n × {0, 1}r → {0, 1} of size at most t, let TA,i : {0, 1}ℓ+r → {0, 1} be the circuit A ◦ Ci, i.e., given
x ∈ {0, 1}ℓ and sd ∈ {0, 1}r , outputs A(Ci(x); sd). Then for every δ−1, β−1 ∈ Log,∣∣∣Prδ[TA,1]− Prδ[TA,2]

∣∣∣ ≤ 2δ + β + ε.

The following lemma shows that if two distributions are almost isomorphic, they are also indistinguish-
able. The proof of the lemma is standard but tedious and is deferred to Section 7.4.

Lemma 4.14 (Isomorphism Lemma). The following is provable in APC1+ “prBPP = prP”. Let ℓ, n, t ∈ Log,
ε ∈ [0, 1), and D1,D2 be distributions defined by circuits C1, C2 : {0, 1}ℓ → {0, 1}n. If D1 ≃ε D2, then
D1 ≈t,ε D2.

Hybrid Argument. We will need the standard hybrid argument: For a sequence of distributions
H0,H1, . . . ,Hn such thatHi ≈t,ε Hi+1, H0 ≈t,εn Hn. Formally:

Lemma 4.15 (Hybrid Argument). The following is provable in APC1 + “prBPP = prP”. Let n, ℓ, t ∈ Log,
ε0, . . . , εn−1 > 0, ε :=

∑n−1
i=0 εi, C0, C1, . . . , Cn : {0, 1}ℓ → {0, 1}n be a sequence of circuits, and

D0,D1, . . . ,Dn be the distributions defined by the circuits. Suppose that for every i < n, Di ≈t,εi Di+1, then
D0 ≈t,ε Dn.

Proof. We argue in APC1+ “prBPP = prP”. Fix n, ℓ, t ∈ Log, ε > 0, and circuits C0, . . . , Cn. LetDi be the
distribution defined by Ci. Suppose that for every i ∈ [n], Di−1 ≈t,ε Di. We will prove that D0 ≈t,ε Dn.

Suppose, towards a contradiction, that there is a probabilistic circuit A of size at most t and δ−1, β−1 ∈
Log such that ∣∣∣Prδ[TA,0]− Prδ[TA,n]

∣∣∣ > 2δ + β + ε,

where TA,i(x, sd) := A(Ci(x); sd). Let η−1 ∈ Log be determined later. By Precision Consistency of CAPP,
we have ∣∣∣Prη[TA,0]− Prη[TA,n]

∣∣∣ > (β − 2η) + ε.

By Lemma 4.4, there exists an i < n such that∣∣∣Prη[TA,i]− Prη[TA,i+1]
∣∣∣ > β − 2η

n
+ εi ≥ 3η + εi,

where the last inequality holds if we set η := β/(20n). This leads to a contradiction to Di ≈t,εi Di+1 and
concludes the lemma.

4.3 Nonlogical Axiom 2: Hardness of Learning with Error

The second axiom we will use is the standard hardness assumption for LWE, as defined in Definition 3.7.
To start with, we first define (in English) a parameterized version of LWE, where the size and advantage of
the adversary is fixed.

Definition 4.16 ((t, ε)-Learning With Errors (LWE)). Given n,m, q, t ∈ N and σ, ε > 0, the LWE
assumption LWEt,εn,m,q,σ asserts that for every t-size adversary A,

|Pr[A(A, sTA+ eT) = 1]− Pr[A(A,bT) = 1]| ≤ ε,

where s← U(Znq ),A← U(Zn×mq ), e← DmZ,σ , and b← U(Zmq ).

In other words, the distributions (A, sTA+ eT) and (A,bT) are (t, ε)-indistinguishable.
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Parameterized version of LWE. As described in Section 4.1, we will use the approximate counting
function provided by the axiom “prBPP = prP” to formalize approximate counting. We first formalize the
assumption for fixed parameters n,m, q, σ, t, ε.

Definition 4.17 (Parameterized LWE, in APC1 + “prBPP = prP”). Let n,m, t, σ ∈ Log, q ≥ 1, and ε > 0.
Let Gen0,Gen1 be the circuits that take an ℓ-bit input and sample (A, sTA+ eT) and (A,bT), respectively,
where s← U(Znq ),A← U(Zn×mq ), e← DmZ,σ , and b← U(Zmq ).

Let D0,D1 be the distribution defined by Gen0,Gen1, respectively. Then LWEt,εn,m,q,σ is defined as the
formula D0 ≈t,ε D1.

Remark 4.18 (Binary vs unary encoding of parameters). Note that here, as we have n,m, t, σ ∈ Log
encoded in unary, numbers such as 2n and 2σ exist. In contrast, q ≥ 1 is encoded in binary, so we cannot
assume that 2q exists. This distinction is deliberate, as we will eventually set q to be exponential in n in the
FHE construction.

Remark 4.19 (How to sample the distributions). For simplicity, we always assume that q is a power of two,
so that it is easy to sample uniformly random vectors and matrices in Zq from random seeds in binary.24

The discrete Gaussian distribution DZ,σ over Z cannot be directly formalized in the theory. Nevertheless,
we formalize it as the distribution defined by a circuit (see, e.g., [GPV08]) that samples a distribution that is
statistically close to DmZ,σ .

In addition, we assume that the circuit sampling e ← DmZ,σ will never output e such that ∥e∥∞ ≥
σ
√
(n+ 1)w. This is without loss of generality (in the standard model), as the probability that ∥e∥∞ ≥

σ
√

(n+ 1)w is negligible.

Asymptomatic version of LWE. We move on to describe the asymptomatic version of the LWE
assumption. Following the standard approach in bounded arithmetic, we formalize the asymptomatic
assumption as an infinite set of sentences, instead of a single sentence.

The asymptotic version of LWE that we will use it the following: For every PV functions taking unary-
encoded λ ∈ Log such that n(λ),m(λ), t(λ) ∈ poly(λ), q(λ) ≤ 2

√
n(λ),25 and σ(λ) ≥ 2

√
n(λ), there is a

negligible function ε(λ) such that the LWE assumption holds with these parameters. We formalize it as the
following set of sentences.

Definition 4.20 (LWE, in APC1 + “prBPP = prP”). Let λ0[p1, p2, p3, p4, p5] be a mapping from five
functions p1, . . . , p5 to N, not necessarily PV definable.

We define LWEλ0 as the following set of sentences: For every PV functions n(λ),m(λ), σ(λ), t(λ) :

Log→ Log a PV function q(λ) taking λ ∈ Log, such that n(λ),m(λ), t(λ) ∈ poly(λ), q(λ) ≤ 2
√
n(λ), and

σ(λ) ≥ 2
√
n(λ), the set includes

∀λ > λ0[n,m, q, σ, t], LWE
t(λ),1/t(λ)
n(λ),m(λ),q(λ),σ(λ).

Proposition 4.21. Suppose that the LWE assumption is true, then there is a mapping λ0 such that every
sentence in LWEλ0 is true (in the standard model).

24Alternatively, one can use the approximate sampler given by the Zp Sampling Lemma that we will explain shortly. We stick to
q be a power of two here for simplicity.

25Here, q(λ) is definable as λ ∈ Log. In more detail, q(λ) is the abbreviation of q(Λ) ≤ 2
√
n, where λ := |Λ| ∈ Log. We write

q(λ) for simplicity, but readers should keep in mind that q(λ) is meaningful only when λ ∈ Log.
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We stress that the mapping λ0 is used to specify the smallest input length that the security property
holds. It captures the non-constructive part of the LWE assumption, and is not intended to be a function
symbol in PV. In particular, Proposition 4.21 may not necessarily yield a mapping λ0 that is definable in
the theory.

4.4 Nonlogical Axiom 3: Hardness of SXDH

The third non-logical axiom we will use is the standard hardness assumption for the Symmetric External
Diffie-Hellman (SXDH) problem over prime-order bilinear groups, as defined in Definition 3.9.

In this work, instead of describing bilinear groups as the source and target groups (G1,G2,GT ), we
directly require that all elements within the three groups are represented as bit strings of length κ, and all
group operations are defined as PV functions. The correctness of the group operations will be included as
axioms.

Definition 4.22 (Prime-Order Bilinear Group). A prime-order asymmetric bilinear group

G = (1κ, p,Map,Val,Add,Mul,Pair)

is described by a size parameter κ, the order p ≤ 2κ, and functions Map,Val,Add,Mul,Pair computing the
following group operations.

• Map : {0, 1}κ × {1, 2, T} → {0, 1}κ, where Map(a, b)→ gab maps Zp elements a to (encodings of)
group elements gab ∈ Gb for b ∈ {1, 2, T}.

• Val : {0, 1}κ×{1, 2, T} → {0, 1}, where Val(X, b) outputs 1 ifX is in the image of Map(Zp, b) (i.e.,
X ∈ Gb), and outputs 0 otherwise.

• Add : {0, 1}κ×{0, 1}κ → {0, 1}κ, where Add(gab , ga
′
b )→ ga+a

′

b maps two group elements gab , ga
′
b ∈

Gb to their group addition ga+a′b ∈ Gb for b ∈ {1, 2, T}.

• Mul : {0, 1}κ × {0, 1}κ → {0, 1}κ, where Mul(c, gab ) → gacb maps a scalar c ∈ Zp and a group
element gab ∈ Gb to their scalar multiplication gacb ∈ Gb for b ∈ {1, 2, T}.

• Pair : {0, 1}κ × {0, 1}κ → {0, 1}κ, where Pair(ga1 , gb2)→ e(ga1 , g
b
2) = gabT maps two group elements

ga1 ∈ G1 and gb2 ∈ G2 on the source group to their bilinear pairing gabT ∈ GT .

We define CorG to be the following set of sentences describing the primality of the order and the correctness
of the group operations:

• For all integer a ∈ (1, p), a ∤ p.

• For all a, a′ ∈ Zp, b ∈ {1, 2, T}, a ̸= a′ =⇒ Map(a, b) ̸= Map(a′, b).

• For all x ∈ {0, 1}κ, b ∈ {1, 2, T}, Val(x, b) = 1 ⇐⇒ ∃a ∈ Zp, x = Map(a, b).

• For all a, a′ ∈ Zp, b ∈ {1, 2, T}, Add(Map(a, b),Map(a′, b)) = Map(a+ a′, b).

• For all a, c ∈ Zp, b ∈ {1, 2, T}, Mul(c,Map(a, b)) = Map(ca, b).

• For all a, a′ ∈ Zp, Pair(Map(a, 1),Map(a′, 2)) = Map(aa′, T ).
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The formalization of the sentences in PV1 are straightforward; in particular, elements in Zp are (again)
represented as bit strings of length κ.

For a group generator GroupGen(1λ; sd) → G, we define CorGroupGen as sentence in the language of
PV1: For every λ ∈ Log and sd, all sentences in CorG hold for every G output by GroupGen(1λ; sd).

To sample a random element in Zp, we simply sample a sufficiently large integer r and output r mod p.
This can be implemented straightforwardly by a PV function Sampp. The following lemma formalizes the
correctness of the sampling algorithm.

Lemma 4.23 (Zp Sampling Lemma). For all p > 0, let γ := 10p and d =
⌈
log γ−1

⌉
+ ⌈log p⌉, we define

Sampp : {0, 1}d → {0, 1}⌈log p⌉

be the circuit parsing its input as an integer r ∈ [0, 2d) and outputting r mod p. We can prove in APC1 +
“prBPP = prP” that for all δ−1, β−1 ∈ Log,

∀y ∈ Zp,Prδ[Sampp(r) = y] ≤ δ + β + p−1.

Proof. We argue in APC1 + “prBPP = prP”. For each y ∈ Zp, let circuit Gy(r) : {0, 1}d → {0, 1} be the
circuit outputting 1 if Sampp(r) = y and 0 otherwise. Let Xy ⊆ {0, 1}d be the bounded set defined by
circuit Gy , and η−1 ∈ Log be a parameter to be determined later. By Lemma 3.4 (1), there exists an s ≤ 2d

such that Xy ≈η s.
Note that there is a provably surjective mapping F from {0, 1}⌈log γ−1⌉+1 to Xy: F (u) := pu + y,

where u is parsed as an integer in [0, 2⌈log γ−1⌉+1). By definition, Xy ≲0 2⌈log γ−1⌉+1, and thus s ≲η

Xy ≲0 2
⌈log γ−1⌉+1. By Lemma 3.4 (2), we have that

s ≤ 2⌈log γ−1⌉+1 + 2η · 2d ≤ (p−1 + 2η) · 2d.

Moreover, by “prBPP = prP”, we know that

Prδ[Gy] ≤ s · 2−d + η + δ ≤ p−1 + δ + 3η.

It completes the proof by setting η := β/3.

Note that the above bound that we prove is much weaker than the actual bound, which can be made
arbitrarily close to p−1 by setting γ large enough, matching the uniform distribution required by the
standard SXDH assumption. Nevertheless, the above bound is sufficient for our purpose, and removes the
need to work with the extra parameter γ in the rest of the proof in APC1.

Furthermore, we can prove that the distribution sampled by the algorithm Sampp is (almost) shift-
invariant. Recall that two distributionsH1,H2 are said to be ε-almost isomorphic, denoted byH1 ≃ε H2,
if we can shift both permutations such that they are almost identical (see Definition 4.10).

Lemma 4.24 (Zp Shift-Invariance Lemma). The following sentence is provable in APC1 + “prBPP = prP”.
Let Sampxp(r) = (Sampp(r)− x) mod p be the circuit that shifts the sampled Zp element by x. For all p > 0
and x, y ∈ [0, p), Dxp ≃p−1 Dyp , where Dxp and Dyp are the distributions defined by circuits Sampxp ,Sampyp
respectively.
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Proof. We argue in APC1 + “prBPP = prP”. Recall that for γ := 10p and d =
⌈
log γ−1

⌉
+ ⌈log p⌉, the

algorithm Sampp(r) takes r ∈ [0, 2d) and outputs r mod p, and Sampxp(r) outputs r − x mod p instead.
Let f : {0, 1}d → {0, 1}d be the function as

fx(r) :=

{
r + x when 0 ≤ r < 2d − x;
r − (2d − x) otherwise.

It is clear that f is a bijection from {0, 1}d to {0, 1}d. Let D̃xp be the distribution defined by Sampxp ◦ fx
and D̃yp be defined by Sampyp ◦ fy . To prove that Dxp ≃p−1 Dyp , it suffices to prove that D̃xp ≈p−1 D̃yp . Let
TC1,C2 be the circuit in Definition 4.9, and we take C1 := Sampxp ◦ fx and C2 := Sampyp ◦ fy , our goal is to
prove that for every δ−1, β−1 ∈ Log,

Prδ[TC1,C2 ] ≤ p−1 + δ + β.

LetX be the set defined by TC1,C2 . Note that TC1,C2(u) = 1 only if u > 2d−p, and thus there is a provably
surjective mapping from p to X . The rest of the proof is similar to that of the Zp Sampling Lemma and is
left as an exercise.

With the above definition, we can now define the parameterized SXDH assumption.

Definition 4.25 (Parameterized SXDH assumption). Let G = (1κ, p,Map,Val,Add,Mul,Pair) be a prime-
order asymmetric bilinear group. Let t, λ ∈ Log, γ = 2−κ, and ε > 0. Let Gen0, Gen1 be two circuits
defined as follows:

Gen0 : u1, u2, v1, v2 ← Zp; Output(G, {Map(ub, b),Map(vb, b),Map(ubvb, b)}b∈{1,2})
Gen1 : u1, u2, v1, v2, w1, w2 ← Zp; Output(G, {Map(ub, b),Map(vb, b),Map(wb, b)}b∈{1,2})

The parameterized SXDH assumption SXDHt,ελ,G is defined as the conjunction of the sentences:

• Group well-formedness: CorG (Definition 4.22).

• Group largeness: p ≥ 2λ.

• SXDH hardness: Gen0 ≈t,ε Gen1.

For k ∈ Log, we define the parameterized k-parallel SXDH assumption k-SXDHt,ελ,G by defining circuits
Genk0 and Genk1 as

Genk0 : u1, u2, {v1,i, v2,i}i∈[k] ← Zp; Output(G, {Map(ub, b),Map(vb,i, b),Map(ubvb,i, b)}b∈{1,2},i∈[k])
Genk1 : u1, u2, {v1,i, v2,i, w1,i, w2,i}i∈[k] ← Zp; Output(G, {Map(ub, b),Map(vb,i, b),Map(wb,i, b)}b∈{1,2},i∈[k])

We note that SXDH and k-SXDH is equivalent up to a O(k) blow-up in parameters t and ε, and it is
provable in APC1 + “prBPP = prP”; see the Parallel SXDH Lemma.

Definition 4.26 (SXDH assumption). We define SXDHλ0,GroupGen as the following set of sentences. For
every PV function t(λ) which is polynomial, the set includes

∀λ ≥ λ0[t],SXDHt(λ),1/t(λ)λ,GroupGen(1λ)

We say the SXDH assumption holds with respect toGroupGen if there exists someλ0 such that SXDHλ0,GroupGen
is true. For k ∈ Log, we define the k-parallel SXDH assumption k-SXDHλ0,GroupGen similarly to the param-
eterized case.
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4.5 The Unprovability Assumption

We now describe our main assumption: The unprovability of Extended Frege lower bound in the theory
APC1[BPP, LWE,SXDH] that we defined in Section 4.

Let ϕ be a propositional formula and k ∈ N. We use EF-LBk(ϕ) to denote the following formula: For
every π of length at most |ϕ|k, π is not a valid Extended Frege proof concluding ϕ. Note that for every
k ∈ N, EF-LBk(ϕ) can be formalized as a formula in the language of PV1, as there is a straightforward
polynomial-time algorithm that verifies an Extended Frege proof.

Our assumption suggests that there is no APC1[BPP, LWE,SXDH]-provably sound certification of fixed
polynomial Extended Frege lower bound. Formally:

Definition 4.27. Let q(n) be a polynomial, k ∈ N, and T be a theory that contains PV1. An NP verifier
V (ϕ, τ) with proof length |τ | = q(|ϕ|) is said to be a T -provably sound certification of nk-size Extended
Frege lower bounds if it satisfies the following two conditions.

• (Completeness). There are infinitely many tautologies {ϕi}i∈N such that for every i ∈ N, EF-LBk(ϕi)
is true and V (ϕi, τ) = 1 for some τ ∈ {0, 1}q(|ϕi|).

• (Provable Soundness). The theory T proves the following sentence:

∀ϕ ∀τ ∈ {0, 1}q(|ϕ|) (V (ϕ, τ) = 1→ EF-LBk(ϕ)) . (4.1)

In plain words, Equation (4.1) states that if ϕ has a V -proof, the Extended Frege lower bound is true for
ϕ, or equivalently, there is no |ϕ|k-size Extended Frege proof concluding ϕ.

We are now ready to describe our main unprovability assumption. Let T be an extension of APC1 +
“prBPP = prP”, we introduce the following assumption:

Assumption 2 (No provable certification of EF lower bound). There exists a k ∈ N such that for every
polynomial q and NP verifier V with proof length q, V is not a T -provably sound certification of nk-size
Extended Frege lower bounds.

In this paper, we will instantiate with the theory APC1[BPP, LWE,SXDH] that extends APC1 +
“prBPP = prP” with non-logical axioms that are falsifiable cryptographic assumptions:

Assumption 3 (Instantiation). Assumption 2 holds for T := APC1[BPP, LWE, SXDH].

5 Formalization of SNARGs and Security Lifting Lemma

5.1 Search Security Game

Definition 5.1 (Search game, based on [GK15]). Let r := r(λ), n := n(λ),m := m(λ), ℓ := ℓ(λ) be
polynomials. A search game is defined by a triple (C1, C2, c), where C1 : {0, 1}r → {0, 1}n+m, and
C2 : {0, 1}ℓ+m → {0, 1} are polynomial sized circuits, and c ∈ [0, 1] is a constant. We say the game is
secure if for all polynomial-sized adversaries A,

Pr

 b = 1 :
(chall, state)← C1(sd)

ans← A(chall)
b← C2(ans, state)

 ≤ c+ negl(λ).

We say that the game is publicly verifiable if state = ∅, and privately verifiable otherwise.
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Definition 5.2 (Advantage in a security game, in APC1 + “prBPP = prP”). Let r, n,m, ℓ ∈ Log, G =
(C1, C2, c) be a search security game, whereC1 : {0, 1}r → {0, 1}n×{0, 1}m, andC2 : {0, 1}ℓ×{0, 1}m →
{0, 1} be circuits, and c, ε ∈ [0, 1]. Let A be a probabilistic circuit of input length n, seed length r′, and
output length ℓ, and TG,A : {0, 1}r × {0, 1}r′ → {0, 1} be the circuit that, given (sd, sd′), computes
(chall, state)← C1(sd), and outputs C2(A(chall; sd′), state).

We say that A has advantage at most ε in a game G = (C1, C2, c), if for any δ−1, β−1 ∈ Log,

Prδ[TG,A] ≤ c+ ε+ δ + β.

We denote this by AdvG(A) ≤ ε. Similarly, one say that AdvG(A) ≥ ε if for any δ−1, β−1 ∈ Log,

Prδ[TG,A] ≥ c+ ε− δ − β.

Definition 5.3 (Secure Search Game, in APC1 + “prBPP = prP”). Let r, n,m, ℓ, t ∈ Log, C1 : {0, 1}r →
{0, 1}n+m, and C2 : {0, 1}ℓ+m → {0, 1} be circuits, and c, ε ∈ [0, 1]. We say that a game G = (C1, C2, c)
is (t, ε)-secure if for any adversaries of size t, AdvG(A) ≤ ε.

5.2 SNARG for Languages with Short Proof of Non-membership

Our key cryptographic construction is a SNARG for any language L ∈ NP that is sound assuming short
proof of non-membership in Extended Frege system (called EF-SNARG for simplicity). We start with its
definition in English, and then explain how to formalize it in APC1 + “prBPP = prP”.

Syntax. Let L ∈ NP be a language and M(x,w) be its NP verifier with witness length |w| = m(|x|) for
some m = m(n) ∈ poly(n). The syntax of EF-SNARG for L (with respect to the verifier M ) consists of
polynomial time algorithms Gen,P,V as follows:

• Gen(1λ, 1n, 1ℓ) is a randomized algorithm that takes in unary the security parameter λ, the input
length n, and the length of the EF proof ℓ, which we will explain later. It outputs a pair of common
reference strings crs.

• P(crs, x, w) is a randomized algorithm that takes as input the CRS, an input x ∈ {0, 1}n, and an NP
witness w ∈ {0, 1}m. It outputs a SNARG proof π.

• V(crs, x, π) is a randomized algorithm that takes as input the CRS, an input x ∈ {0, 1}n, and a
SNARG proof π. It decides whether to accept the proof.

Semantics. As a proof system, EF-SNARG should satisfy completeness and soundness properties for
deciding the language L.

• (Completeness). For every x ∈ L with witness w (i.e. M(x,w) = 1), with probability 1, V(crs, x, π)
accepts, where crs← Gen(1λ, 1n, 1ℓ) and π ← P(crs, x, w).

• (Soundness). Let ϕx be the propositional formula that is a tautology iff ∀w ∈ {0, 1}m M(x,w) = 0.
Then for every x /∈ L such that ϕx admits an EF proof τ of size at most ℓ and any adversaryA of size
poly(λ), there is a negligible function negl(λ) such that

Pr

[
V(crs, x, π) = 1 :

crs← Gen(1λ, 1n, 1ℓ)
π ← A(crs, x)

]
≤ negl(λ).
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• (Efficiency). Both SNARG and EF-SNARG should also satisfy the efficiency guarantee: the length of
crs should be poly(λ, n, ℓ), the length of a proof π should be poly(λ, log n, log ℓ), and the runtime of
V should be poly(|crs|, |π|, n,m). The efficiency analysis does not need to be formalized in bounded
arithmetic; we postpone related discussion to Section 11.

Note that in contrast to a standard SNARG, where the soundness holds for every x /∈ L, EF-SNARG is only
guaranteed to be sound when x /∈ L has a short propositional proof.

Formalization of soundness. A crucial observation for our results is the soundness of EF-SNARG can
be naturally formalized in the language of APC1+ “prBPP = prP”, and the security proof of a construction
(due to [JKLV24]) can be carried out within APC1 + “prBPP = prP”. We first explain the formalization of
soundness property.

Recall that PV defines deterministic polynomial-time functions. The probabilistic polynomial-time
algorithmGen,P , V are formalized asPV functions additionally takes a random seed, i.e., Gen(1λ, 1n, 1ℓ; sd).
For simplicity, we assume that the seed lengths of Gen,P,V are all r(λ, n, ℓ) = poly(λ, n, ℓ).

Similar to Section 4.3, we will first formalize parametrized soundness of EF-SNARG, when λ, n, ℓ, the
adversary size t, and the advantage ε are given. We will use the framework of search games defined in
Section 5.1.

Definition 5.4 (Parameterized EF-SNARG soundness, in APC1 + “prBPP = prP”). Let λ, n, ℓ, t ∈ Log,
ε ∈ [0, 1], and (Gen,P,V) be an EF-SNARG scheme. For every string x ∈ {0, 1}n, we define circuits
Cx1 , C

x
2 :

• Cx1 takes as input (sd1, sd2) ∈ {0, 1}2r, runs Gen(1λ, 1n, 1ℓ; sd1) to obtain crs, and outputs a pair
(chall, state) where chall := crs and state := (crs, sd2).

• Cx2 takes as input a pair (ans, state), it parses state := (crs, sd2) and outputs 1 if and only if
V(crs, x, ans; sd2) = 1.

Let Gx := (Cx1 , C
x
2 , 0) be a search game. Then EF-SNARGt,ελ,n,ℓ is defined as the following formula: For

every x ∈ {0, 1}n and τ ∈ {0, 1}ℓ such that τ is an EF proof of ϕx, the game Gx is (t, ε)-secure.

Let λ0[p1, p2, p3] be a function from PV functions p1, p2, p3 to N. Note that λ0 is not necessarily a PV
function. We can then define the soundness of EF-SNARG using a set of sentences as follows.

Definition 5.5 (EF-SNARG soundness, in APC1 + “prBPP = prP”). EF-SNARGλ0 is defined as the follow-
ing set of sentences in the language of APC1 + “prBPP = prP”. For every PV functions n(λ), ℓ(λ), t(λ) :
Log→ Log that are polynomials in λ, the sentence

∀λ > λ0[n, ℓ, t] EF-SNARGt(λ),1/t(λ)λ,n(λ),ℓ(λ)

is included in the set EF-SNARGλ0 .

5.3 Security Lifting Lemma: From Provably Secure EF-SNARG to SNARG

Now we are ready to state and prove our main lemma: For every sound extension T of APC1 + “prBPP =
prP”, any T -provably sound EF-SNARG scheme is also a SNARG scheme if Assumption 2 holds for the
theory T . Formally:
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Lemma 5.6 (Security Lifting Lemma). The following holds for every sound extension T of APC1+ “prBPP =
prP”. Let L ∈ NP andM(x,w) is its verifier, (Gen,P,V) be PV functions and λ0[p1, p2, p3] be a function
from PV functions toN. Suppose that (Gen,P,V) is a sound and complete EF-SNARG for L, and every sentence
in EF-SNARGλ0 is provable in T . Then under Assumption 2 for the theory T , there exists a constant k ∈ N
such that (Gen,P,V) is a sound and complete SNARG for the language L when we fix ℓ := nk.

Proof. Assume that Assumption 2 holds for the theory T . Let kT ∈ N be the constant in Assumption 2. For
x ∈ {0, 1}n, let ϕx be propositional formula that is a tautology if and only if ∀w ∈ {0, 1}m M(x,w) = 0,
where m = m(n) is the witness length. As L ∈ NP, there is a constant c ∈ N such that |ϕx| = O(nc). We
will set k := kT · c+ 1.

As (Gen,P,V) is a sound and complete EF-SNARG for L, we know that it must also be a complete
SNARG for L. Suppose, towards a contradiction, that (Gen,P,V) is not a sound SNARG for L. Then for
some polynomial n = n(λ), t = t(λ) ∈ poly(λ), there are infinitely many security parameters λ1, λ2, . . . ,
instances x1, x2, . . . and adversaries A1,A2, . . . such that

Pr

[
V(crs, xi, π) = 1 :

crs← Gen(1λi , 1n(λi), 1ℓ(λi))
π ← Ai(crs, xi)

]
≥ 1

t(λi)
. (5.1)

where ℓ(λ) := n(λ)k, |Ai| ≤ t(λi), xi ∈ {0, 1}n(λi) \ L.
Consider the following promise problem Π = (ΠYES,ΠNO). Given any input that is parsed as a pair

(ϕ,A), where ϕ is a propositional formula and A is a probabilistic circuit.

• (YES-instance): (ϕ,A) ∈ ΠYES if ϕ = ϕx for some x ∈ {0, 1}n(λ), and

Pr

[
V(crs, x, π) = 1 :

crs← Gen(1λ, 1n(λ), 1ℓ(λ))
π ← A(crs, x)

]
≥ 1

t(λ)
. (5.2)

• (NO-instance): (ϕ,A) ∈ ΠNO if ϕ = ϕx for some x ∈ {0, 1}n(λ), and

Pr

[
V(crs, x, π) = 1 :

crs← Gen(1λ, 1n(λ), 1ℓ(λ))
π ← A(crs, x)

]
≤ 1

2 · t(λ)
. (5.3)

It is clear that Π ∈ prBPP. As T is a sound extension of APC1 + “prBPP = prP”, we know that
prBPP = prP, and subsequently Π ∈ prP. Let V (ϕ, τ) be a polynomial-time algorithm that solves Π, i.e.,
it accepts every string in ΠYES and rejects every string in ΠNO, on sufficiently large input lengths. Note
that such algorithm exists by prBPP = prP, and we will choose a specific algorithm later for provable
soundness in T .

We will then prove that V is a T -provably sound certification of nkT -size Extended Frege lower bounds,
which violating Assumption 2 and thus completes the proof.

Completeness. Recall that V is said to be complete if there are infinitely many tautologies ϕ such that
EF-LBkT (ϕ) is true (i.e. ϕ does not have |ϕ|kT -size Extended Frege proofs and V (ϕ, τ) = 1 for some
witness τ .

Consider the sequence of formulasϕx1 , ϕx2 , . . . and witnessesA1,A2, . . . It is clear that V (ϕxi ,Ai) = 1
as (ϕxi ,Ai) ∈ ΠYES by Equation (5.1). Moreover, as xi /∈ L, the formulas ϕx1 , ϕx2 , . . . are tautologies.
Thus it suffices to prove that there are infinitely many formulas ϕ ∈ {ϕxi}i∈N that require at least |ϕ|kT -size
Extended Frege proofs.
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Assume for contradiction that all but finitely many formulas ϕ ∈ {ϕxi}i∈N have at most |ϕ|kT -size
Extended Frege proofs. Then for all but finitely many i, ϕxi admits Extended Frege proofs of size at most

|ϕxi |kT = O(n(λi)
ckT ) ≤ n(λi)k = ℓ(λi).

Recall that every sentence in EF-SNARGλ0 is provable in T . Since T is a sound theory, all sentences
in EF-SNARGλ0 are true (in the standard model), which further implies that (Gen,P,V) is a sound and
complete EF-SNARG scheme. Subsequently, by the soundness of (Gen,P,V) as an EF-SNARG scheme,
there is a negligible function negl(λ) such that

Pr

[
V(crs, xi, π) = 1 :

crs← Gen(1λi , 1n(λi), 1ℓ(λi))
π ← Ai(crs, xi)

]
≤ negl(λ),

By Equation (5.3), we have (ϕxi ,Ai) ∈ ΠNO for large i, which leads to a contradiction.

Provable Soundness. It remains to show that the theory T proves the sentence:

∀ϕ ∀A ∈ {0, 1}t(λ) (V (ϕ,A) = 1→ EF-LBkT (ϕ)), (5.4)

where ϕ is parsed as ϕ = ϕx for some x ∈ {0, 1}n(λ). Now we start to argue in the theory T . Note that we
have not chosen the specific algorithm V ; it will be chosen as a specific function symbol in the language of
APC1 + “prBPP = prP” below.

Fix any n, λ ∈ Log, any sentence ϕ = ϕx, x ∈ {0, 1}n(λ), and adversary A ∈ {0, 1}t(λ). Let λ0 =
λ0[n, ℓ, t]. We can define V such that it rejects every string of length at most n(λ) for λ ≤ λ0, so in the
rest of the proof, we assume that λ > λ0. Note that to prove Equation (5.4), it suffices to prove that if ϕ
admits an Extended Frege proof of size |ϕ|kT ≤ ℓ(λ), V (ϕ,A) = 0.

Assume that ϕ admits an Extended Frege proof of size ℓ(λ). Since T proves every sentence in
EF-SNARGλ0 and λ > λ0, it proves

EF-SNARG10·t(λ),1/(10·t(λ))
λ,n(λ),ℓ(λ) .

Let Gx be the search game defined in Definition 5.4. As ϕ admits an Extended Frege proof of size ℓ(λ), we
can conclude (within theory T ) that the game Gx is (10 · t(λ), 1/(10 · t(λ)))-secure.

Now we choose the function symbol in the language of APC1+ “prBPP = prP” to implement V . By the
definition of security of search games, see Definitions 5.2 and 5.3, we know that for every δ−1, β−1 ∈ Log,

Prδ[TGx,A] ≤
1

10 · t(λ)
+ δ + β, (5.5)

where TG,A is defined in Definition 5.2. We implement V as the following function symbol: Let η−1 :=
10 · t(λ) ∈ Log, then

V (ϕ,A) :=

{
1 Prη[TGx,A] ≥ 8η;

0 otherwise.

Note that the condition Prη[TGx,A] ≥ 8η is verified by the algorithm capp(·, ·) available in the language of
APC1 + “prBPP = prP”.

We need to verify two properties:

39



• Following previous proofs in T , V (ϕ,A) = 0. To see this, notice that by Equation (5.5), we have

Prη[TGx,A] ≤
1

10 · t(λ)
+ 2η ≤ 3η ≤ 8η.

By definition, we have V (ϕ,A) = 0.
• V (·, ·) decides the promise problem Π in the standard model (on large input lengths). This part is

not necessarily provable in T . As capp(·, ·) is polynomial-time algorithm solving SearchCAPP in the
standard model, see Section 4.1, we have that:

– If (ϕ,A) ∈ ΠYES, Equation (5.2) is true, which implies that in the standard model,

Prη[TGx,A] ≥
1

t(λ)
− η ≥ 8η.

This further implies that V (ϕ,A) = 1.
– If (ϕ,A) ∈ ΠNO, Equation (5.3) is true, which implies that in the standard model,

Prη[TGx,A] ≤
1

2 · t(λ)
+ η ≤ 7η.

This further implies that V (ϕ,A) = 0.

This completes the proof of the main lemma.

6 Discussions on the Unprovability Assumption

In this section, we discuss the possible variants of Assumption 2 and its connection to the informal challenge
of Razborov [Raz15].

6.1 Possible Variants and Attacks

We first discuss two natural ways to further strengthen Assumption 2, and explain why they will make the
assumption insecure.

The completeness condition and nonfasifiablity. In Definition 4.27, we require the certification V
to accept infinitely many tautologies. We stress that this requirement is necessary for Assumption 2 to be
plausible.

Non-tautologies, formulas ϕ that are not true under all assignments, cannot be proven true in Extended
Frege (by soundness), making them trivial elements satisfying EF-LBk . Moreover, the set of non-tautologies
is easy to certify, simply by providing a falsifying assignment as the witness τ . If we remove the requirement
that ϕ must be a tautology in the completeness condition, there is a trivial certification PV1-provably sound
certification V which accepts formulas ϕ with a falsifying assignment τ . The soundness of V , which is
essentially the soundness of Extended Frege, is provable in PV1 by a classical result of Cook:
Theorem 6.1 ([Coo75]). For every k ∈ N, PV1 ⊢ ∀ϕ ∀x (ϕ(x) = 0→ EF-LBk(ϕ)).

The tautology requirement in the completeness condition also forces the nonfasifiablity nature of our
assumption (Assumption 2). Given a candidate certification V , a falsifying challenger can always verify
its provable soundness simply by checking the proof. However, the challenger cannot efficiently verify V
accepts infinitely many tautologies, simply because the challenger cannot efficiently certify tautologies; we
postpone related discussions to Section 6.3.
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On “provable soundness” vs. “soundness”. In Assumption 2, we assume that there is no provably
sound certification of EF lower bounds in theory APC1[BPP, LWE, SXDH]. One may wonder whether it is
possible to replace the provable soundness requirement by standard soundness (i.e., Equation (4.1) is true in
the standard model). We argue that the stronger assumption ruling out all sound certifications is unlikely
to be true under a standard proof complexity conjecture that Extended Frege is not a optimal proof system.

A propositional proof system P is said to be optimal if any other proof system Q can be polynomially
simulated by P . A standard conjecture in proof complexity is that there is no optimal proof system [KP89],
and in particular, Extended Frege is not an optimal proof system. It immediately follows from a classical
idea of Cook [Coo75] that:

Proposition 6.2. If Extended Frege is not an optimal proof system, then for every k ∈ N, there is an efficient
algorithm A such that for infinitely many n, A(1n) outputs a tautology ϕn of length n such that EF-LBk(ϕn)
is true. We call such an algorithm an nk-hard tautology generator against Extended Frege.

Proof Sketch. Let P be a proof system that cannot be simulated by EF, it follows from [Coo75] that the
explicit sequence of tautologies {σn}n∈N that formalize the soundness of P does not have polynomial-size
Extended Frege proofs. The generator A simply outputs the explicit sequence of tautologies {σn}n∈N.

With the efficient algorithm A(1n), one can construct a sound certification V of nk-size Extended Frege
lower bounds: V (ϕ, τ) accepts if and only if ϕ = A(1|ϕ|).

Remark 6.3 (Concrete candidates for the non-optimality of EF). There has been concrete candidates for
the non-optimality of Extended Frege. For instance, the soundness (or reflection principle) of Extended
Frege is conjectured to require super-polynomial size in Extended Frege; see, e.g., [Kra19, Section 19.2].
In particular, since PV proves the soundness of Extended Frege, PV as a propositional proof system is
conjectured to be stronger than Extended Frege (see [Coo75, Section 7]).

Pushing it to an extreme, it might be believable that strong mathematical theories such as ZFC or Peano
Arithmetic, when used as a propositional proof system, are stronger than Extended Frege.

6.2 Razborov’s Challenge: Proof Complexity from Computational Complexity

In a seminal work, Cook and Reckhow [CR79] introduced a formal definition of propositional proof systems,
and proved that NP = coNP if and only if there is a polynomially-bounded propositional proof system.
Therefore, proving super-polynomial lower bounds for natural proof systems, such as Resolution, Frege,
and Extended Frege, is necessary for proving that NP ̸= coNP.

Since then, it has been a central focus of proof complexity to proving lower bounds for explicit
propositional proof systems, and we briefly review some known results. Haken [Hak85] first proved that the
Pigeonhole Principle (PHP) requires exponential size to prove in Resolution; soon after, many other formulas
[Urq87, CS88] are proved hard for Resolution. Ajtai [Ajt94] (and subsequently [PBI93, KPW95]) proved that
PHP is hard for AC0-Frege using the random restriction method used to prove ⊕ /∈ AC0 [Hås86].26 Krajı́ček
[Kra94] (also see [Kra19, Chapter 17]) introduced a framework called feasible interpolation, which was later
used to prove, e.g., strong lower bound against Resolution and Cutting Planes [Pud97].

Despite fruitful results for weak proof systems, lower bounds for strong proof systems such as Frege or
Extended Frege have been open for about half a century. To our knowledge, only quadratic lower bounds
are known for Frege [Kra95, Chapter 13], and the technique is unlikely to prove super polynomial lower

26We refer readers to [Raz01] and the references therein for more results related to PHP.
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bounds. Also, it is worth noting that we have to search for new hard tautologies, as many standard hard
tautologies such as PHP are known to admit polynomial-size Extended Frege [Coo75] or Frege proofs
[Bus87]. Very few examples have been studied so far, including finite consistency sentences [Kra19, Section
19.2] and proof complexity generators (see [Kra25]).

Razborov’s challenge. Indeed, even if we are allowed to use any plausible computational assumptions,
proving strong lower bounds for Frege or Extended Frege remains an open problem. This has been explicitly
asked by Razborov; we quote from [Raz15]:

“A more accessible task that (in the author’s opinion) is almost as interesting would be to show
at least that proof complexity lower bounds are at most as hard as comparable problems in
the computational world. Let us (informally) identify this task as: Proving lower bounds for
strong proof systems P like Frege or Extended Frege modulo any hardness assumption in the purely
computational world, however strong but still natural and believable.”

Here, “hardness assumption in the purely computational world” includes all plausible falsifiable crypto-
graphic assumptions, but rules out separations such as NP ̸= coNP, which immediately implies super-
polynomial lower bounds for all propositional proof systems.

Given our limited progress in proving strong proof complexity lower bounds for decades, it may
be reasonable to suspect that there are intrinsic limitations of known techniques that prevents us from
establishing proof complexity lower bounds, or even resolving Razborov’s challenge.

Hardness of computational complexity conjectures. Before diving into this hypothesis, we take
a short detour to its counterpart in the “computational world”. In computational complexity, there has
been many informal barriers that capture limitations of certain lower bound techniques: relativization
barrier [BGS75], algebraization barrier [AW09], natural proofs barrier [RR97], and many others. The main
advantage of informal barriers is conceptual simplicity, which makes them easy to understand and insightful
for further research.

On the other hand, informal barriers are limited to certain techniques (rather than mathematical
proofs in a broader sense), which cannot capture indirect techniques (see, e.g., [CHO+22]). To address
this limitation, an alternative and more systematic approach has been proposed and investigated recently:
Instead of considering certain types of techniques, we may prove the unprovability of complexity upper and
lower bounds in formal mathematical theories. Most results consider theories of Bounded Arithmetic, weak
fragments of the Peano Arithmetic that formalize a large fraction of TCS, including the celebrated PCP
theorem [Pic15b]. For several bounded theories, unconditional unprovability results have been established
for circuit lower bounds [Kra11b, Pic15a, PS21, LO23, ABM23, CLO25] and upper bounds [CK07, KO17,
BM20, BKO20, CKKO21]; we refer readers to the survey [Oli25] for a comprehensive introduction to this
line of work.

6.3 Verifiable Proofs

In light of the progress in computational world, we view Assumption 2 and its instantiation Assumption 3 as
formal hypotheses that it may be impossible to resolve Razborov’s challenge within weak bounded arithmetic.
To explain this point, we first compare it with the celebrated natural proof barrier [RR97, Rud97].
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Natural proofs. We will briefly compare Assumption 2 with a classical conjecture — the non-existence
of “natural proofs” — in the context of circuit complexity. To capture the limitation of existing circuit lower
bound techniques, Razborov and Rudich [RR97] introduced the concept of natural proofs for circuit lower
bounds. Let C be a complexity class, N = 2n, and s(n) be a function. A family of subsets Sn ⊆ {0, 1}N is
said to be a C -natural property against s(n)-size circuits if it satisfies the following conditions.

• (Constructivity). The problem of deciding whether x ∈ Sn is in C .
• (Usefulness). For every circuit C : {0, 1}n → {0, 1} of size s(n), the truth-table of C is not in Sn.
• (Largeness). |Sn| ≥ 2n/poly(n) for infinitely many n ∈ N.

It turns out that many existing lower bound techniques rely on the existence of P-natural property. Razborov
and Rudich [RR97] proved that assuming sub-exponentially secure OWFs, there is no P-natural property
against poly(n)-size circuits. In a subsequent work, Rudich [Rud97] further conjectured that there is no
NP-natural property against poly(n)-size circuits.

Verifiable proofs. Our assumption can be interpreted as a counterpart of natural proof barrier in proof
complexity. Let T be a theory that extends PV1. We say that a property of formulas Φ = {Φn}n∈N is a
T -verifiable proof (of Extended Frege lower bounds) if it satisfies the following properties.

• (Constructivity). The problem of deciding whether ϕ ∈ Φn given ϕ ∈ {0, 1}n is in NP.
• (Provable Usefulness). For every formula ϕ ∈ {0, 1}n that admits an nk-size Extended Frege proof,
ϕ /∈ Φn. Moreover, this sentence (formalized as a universal sentence in the language of PV1) is
provable in the theory T .

• (Non-emptiness). There are infinitely many tautologies ϕn such that ϕn ∈ Φn.

That is, we do not require the largeness property as in the natural proof barrier [RR97, Rud97], while
additionally require the usefulness property to be provable in T . It is straightforward to see that the non-
existence of T -verifiable proofs is equivalent to Assumption 2; in particular, Assumption 3 is equivalent to
say that there is no APC1[BPP, LWE,SXDH]-verifiable proof.

Remark 6.4. The concept of verifiable proof is a fusion of two established paradigms in meta-mathematics
of computational complexity mentioned in Section 6.2, namely informal barriers and unprovability in
bounded arithmetic. It remains an intriguing open problem to build our results on a pure informal barrier or
a pure unprovability conjecture that is plausible. Note that directly removing the provability condition is
not ideal as it implies Extended Frege is optimal (see Proposition 6.2).

Verifiable Proofs of Extended Frege lower bounds are verifiable in the sense that for every formula
ϕ ∈ {0, 1}n, an NP witness w for ϕ ∈ Φn serves as a certification of EF-LBk(ϕ) in the theory T , which, in
our setting, is a weak fragment of bounded arithmetic. Any one who believes the soundness of T could be
convinced that EF-LBk(ϕ) is true, i.e., ϕ requires |ϕ|k-size Extended Frege proof, by looking at the proof of
usefulness and verifying that w is a correct NP witness for ϕ ∈ Φn. One may view the role of verifiable
proofs as an exponential time speedup for verifying Extended Frege lower bounds: If no such NP witness is
given, one may have to look through all possible Extended Frege proofs of size |ϕ|k to be convinced that
EF-LBk(ϕ) holds, which takes 2|ϕ|k time.

Remark 6.5 (Trivial lower bounds). A main disadvantage of Verifiable Proofs as a tool to understand
Extended Frege lower bounds is that, given formula ϕ and a NP witness w for w ∈ Φn, one cannot easily
distinguish between the following two cases:

1. (Real Lower Bounds). ϕ is a tautology that requires |ϕ|k size Extended Frege proof;
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2. (Trivial Lower Bounds). ϕ is not a tautology, so it is unprovable in Extended Frege.

We argue that verifiable proofs also allow an exponential speedup for verifying “real” lower bounds.
Let n := |ϕ| and m be the number of variables in ϕ. When m≪ n, say m = n0.1, one can verify that ϕ
is a tautology in time 2m ≪ 2n. Even when m = poly(log n), there is no known algorithm for verifying
EF-LBk(ϕ) in 2o(n

k) time, while with a verifiable proof, it takes only quasi-polynomial time.

Our assumption and Razborov’s challenge. We argue that refuting our instantiation (i.e. Assumption 3)
provides a surprising resolution of Razborov’s challenge, which, from our view, may be too good to be true.

Suppose that Assumption 3 is false, or equivalently, there is a APC1[BPP, LWE,SXDH]-verifiable proof.
Let Φ = {Φn}n∈N be the property of the APC1[BPP, LWE,SXDH]-variable proof. By the non-emptiness
property, there are infinitely many tautologies ϕn ∈ Φn. Suppose in addition that

(⋄): the non-logical axioms of APC1[BPP, LWE, SXDH], including prBPP = prP and several
standard and falsifiable cryptographic assumptions, are true.

Then the theory APC1[BPP, LWE, SXDH] is sound, and by the provable usefulness property, every such
formula ϕn /∈ Φn of size n does not have nk-size Extended Frege proofs — a strong lower bound that is far
beyond the reach of current techniques. This resolves Razborov’s challenge as (⋄) is a plausible assumption
in the “purely computational world”.

In addition, although the existence of tautologies ϕn is a semantic guarantee, by the provable usefulness
property, the hardness of these tautologies is provable in APC1[BPP, LWE, SXDH] — a weak bounded
theory with help of plausible computational assumptions. As mentioned above, this in a sense allows super
polynomial speedup in verifying the hardness of the tautologies. At a high level, it means that refuting
Assumption 3 gives a highly constructive resolution of Razborov’s challenge.

6.4 Choice of the Theory T

We stress that the concept of Verifiable Proofs is more interesting when T is weaker, especially when we
want to make assumptions about their non-existence.

6.4.1 Insights from Known Unprovability Results

Regarding the choice of the base theory, we find it less comfortable to assume, for instance, the non-existence
of ZFC-verifiable proofs of Extended Frege lower bounds. This is because we barely know anything in
theoretical computer science that are unprovable in ZFC, and there are very few tools to analyze ZFC proofs
of, say, Extended Frege lower bounds.

Unprovability of Extended Frege lower bounds. In contrast, an early result of Krajı́ček and Pudlák
[KP89] (see also [Oli25, Section 5.2.2]) shows the potential of existing techniques on the unprovability of
Extended Frege lower bounds — slightly super polynomial Extended Frege lower bounds are unconditionally
unprovable in PV1.

Theorem 6.6 ([KP89]). PV1 cannot prove the following sentence: For every 1n, there is a propositional formula
of sizem ≥ n that is a tautology and requires at leastmlogm size to prove in Extended Frege.

Nevertheless, we note that this result does not formally justify our instantiation (see Assumption 3) for
several reasons.
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• We need the unprovability of fixed-polynomial lower bounds rather than super-polynomial lower
bounds. To our knowledge, the technique of [KP89], which relies on propositional translation of PV
[Coo75], is unlikely to extend to the fixed-polynomial regime.

• Our assumption is a fusion of an “informal barrier” and an unprovability conjecture.
• We consider a theory APC1[BPP, LWE,SXDH] that is stronger than PV1.

It remains an interesting open problem to bridge or reduce the gap between Assumption 3 and provable
hardness results.

Unprovability for APC1. It is worth mentioning that unprovability results are known against very
strong bounded theories, including APC1[BPP, LWE, SXDH]. Pich and Santhanam [PS21] proved that a
strong average-case separation between NP and coNP is unprovable in a theory slightly weaker than APC1.
Following their techniques, Li and Oliveira [LO23] further proved that APC1 does not prove an average-case
separation between Σp3 and Πp3, i.e., the third levels of the polynomial-time hierarchy. In particular, by
looking into [LO23, Theorem 2.1], the unprovability result holds against APC1[BPP, LWE,SXDH] provided
that APC1[BPP, LWE, SXDH] is consistent.27 Also, there are several conditional unprovability results for
APC1 and slightly weaker theories, see, e.g., [ILW23, CLO24, CRT25].

We stress that the sentences used in these unprovability results are presumably much stronger than
Extended Frege lower bounds. Nevertheless, these results demonstrate the potential of existing techniques
in analyzing APC1.

Remark 6.7 (a glance on techniques). We also note that most of these unprovability results are built on a
generic technique called witnessing theorems (see, e.g., [Bus85] and [Kra95, Chapter 7]). The unprovability
in [KP89], however, relies on more fine-grained tools in logic, including the propositional translation (see
[Coo75] and [Kra19, Chapter 12]).

Witnessing theorems are used to analyze provable statements that involve existential quantifiers. There-
fore, it is unlikely to resolve Assumption 1 using only witnessing theorems, as the sentence in Assumption 1
does not involve existential quantifiers.

6.4.2 Choice of axioms: Assumptions v.s. Primitives.

As argued above, we would like to work with a theory T that is as weak as possible. One way to achieve
this is to weaken the non-logical axioms. Given that our current strategy towards constructing SNARGs
goes through assuming crypto axioms and then proving the existence of many intermediate primitives (e.g.
FHE, BARG) with care, it might be tempting to directly assume these intermediate primitives as axioms,
which “weakens” the theory, and saves effort on writing security proofs in APC1. We argue that this is not
the correct approach for the following reasons.

Assuming existence of primitives as axioms. If we try to replace the axioms to just the existence of
BARG/FHE, one immediate consequence is that the resulting SNARGs construction is non-constructive —
we only know that there are some secure SNARG implemented by some unknown BARG/FHE scheme,
and no concrete cryptanalysis can be done with respect to the scheme. Similarly, on the proof complexity
side, refuting the unprovability assumption with respect to such a theory requires providing provably
hard tautologies with respect to some unknown BARG/FHE scheme. It is not ideal to “strengthen” the
assumption simply by making it harder to analyze. Since we are proposing new assumptions, providing a

27Note that it is necessary to assume the consistency of APC1[BPP, LWE, SXDH], as otherwise all sentences are provable.
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concrete attack interface is an important step toward deepening our understanding and gaining confidence
in the assumptions.

For the same reason, it is also not ideal to assume the security of a specific cryptographic construction
of BARG/FHE, as studying the proof complexity strength of basic complexity assumptions is much easier
than studying that of specific cryptographic primitives.

Assuming proof lower bounds with respect to arbitrary primitive instantiation. On the other
hand, it is also not a good idea to assume no provable certification for APC1[BPP, LWE, SXDH] for arbitrary
instantiations of the primitives, as it may lead to a theory where the unprovability assumption is false. Indeed,
again under the conjecture that Extended Frege is not an optimal proof system (see Proposition 6.2), we can
construct an FHE scheme with an absurd homomorphic evaluation procedure, such that the correctness of
the evaluation procedure directly implies the existence of an nk-hard tautology generator against Extended
Frege. Therefore, when this FHE scheme is added as an axiom, the nk-hard tautology generator is provable
in the theory APC1[FHE], and the unprovability assumption is false.

The construction of such an evaluation procedure is straightforward: Let A be an nk-hard tautology
generator against Extended Frege, and let FHE be any fully homomorphic encryption scheme. We construct
FHE′ which differs with FHE only at the evaluation procedure, when evaluating a circuit C with input size
nk. In this case, the evaluation procedure instead evaluates circuit C ′ defined as follows:

• Run A(1n) to get a tautology ϕn of size n.
• If the input x is a valid Extended Frege proof of ϕn, output ¬C(x); otherwise, output C(x).

It is easy to see that the correctness of the evaluation procedure of FHE′ implies that for every n, ϕn does
not have nk-size Extended Frege proofs. Therefore, the hardness certification V (ϕ, τ) that accepts if and
only if ϕ = A(1|ϕ|) is provably sound in APC1[FHE

′], thereby refuting the unprovability assumption.

6.4.3 Non-uniform Versions of Assumption 2

We also note that, due to the connection between bounded arithmetic and propositional proof system
(see, e.g., [Kra19, Part II]), one can also state a non-uniform variant of Assumption 3 by replacing all
provability requirements in bounded theories with that in corresponding propositional proof systems. In
natural formalizations, non-uniform versions of the assumptions should imply the uniform versions by
propositional translations.

As this requires a reformulation of non-logical axioms in propositional proof systems, which is not the
main focus of this paper, we will not dive into this direction.
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Part III

Formalization of SNARG in Bounded Arithmetic
7 Toolkit for Cryptography in Bounded Arithmetic

In this section, we develop basic tools for cryptography in APC1 + “prBPP = prP”, including basic
probability principles, as well as tools for indistinguishable distributions and search games.

7.1 Basic Probability Principles

The following propositions show that Prδ[C] is consistent for (1) different approximation parameters δ (2)
different circuits that are functionally equivalent (3) complementation.

Proposition 7.1 (Precision Consistency of CAPP). The following statement is provable in APC1+ “prBPP =
prP”. For every n, δ−11 , δ−12 , β−1 ∈ Log and circuitC : {0, 1}n → {0, 1}, |Prδ1 [C]−Prδ2 [C]| ≤ δ1+δ2+β.

Proof. We argue inAPC1+“prBPP = prP”. Fix anyn, δ−11 , δ−12 , β−1 ∈ Log and circuitC . Let η−1 ∈ Log be
determined later, X ⊆ {0, 1}n be the bounded set defined by C , and s be a number such that X ≈η s given
by Lemma 3.4 (1). By “prBPP = prP”, we have that |Prδ1 [C]−s/2n| ≤ δ1+η and |Prδ2 [C]−s/2n| ≤ δ2+η.
Subsequently, |Prδ1 [C]− Prδ2 [C]| ≤ δ1 + δ2 + η/2, and the proposition holds by setting η := β/2.

Proposition 7.2 (Global Consistency of CAPP). The following statement is provable in APC1 + “prBPP =
prP”. For every n, δ−1, β−1 ∈ Log and circuits C1, C2 : {0, 1}n → {0, 1} that are functionally equivalent,
|Prδ[C1]− Prδ[C2]| ≤ 2δ + β.

Proof. We argue in APC1 + “prBPP = prP”. Fix n, δ−1, β−1 and C1, C2. Let X1, X2 ⊆ {0, 1}n be the
bounded sets defined by C1 and C2, respectively. As C1 and C2 are functionally equivalent, the identity
mapping witnesses that X1 ≈0 X2. Let η−1 ∈ Log be determined later, and s be a number such that
X1 ≈η s following Lemma 3.4 (1), and thus by Proposition 3.3 (3), we also haveX2 ≈η s. By “prBPP = prP”,

|Prδ[C1]− s/2n| ≤ δ + η, |Prδ[C2]− s/2n| ≤ δ + η,

and thus |Prδ[C1]− Prδ[C2]| ≤ 2δ + 2η. The proposition follows by setting η := β/2.

Proposition 7.3 (Complementation Consistency of CAPP). The following statement is provable in APC1 +
“prBPP = prP”. For every n, δ−1, β−1 ∈ Log and circuits C1, C2 : {0, 1}n → {0, 1} such that C1(x) =
1− C2(x), then |Prδ[C1] + Prδ[C2]− 1| ≤ 2δ + β.

Proof. We argue in APC1 + “prBPP = prP”. Fix n, δ−1, β−1 ∈ Log and circuits C1, C2. Let X1, X2 ⊆
{0, 1}n be the bounded sets defined by C1, C2, respectively. Then X1 = 2n \X2 and X2 = 2n \X1.

Let η−1 ∈ Log be determined later. By Lemma 3.4 (1), there exists s ≤ 2n such that X1 ≈η s. By
Lemma 3.4 (4) and Proposition 3.3 (3), we have that

X2 = 2n \X1 ≲2η 2
n \ s ≈0 2

n − s =⇒ X2 ≲2η 2
n − s;

2n − s ≈0 2
n \ s ≲2η 2

n \X1 = X2 =⇒ 2n − s ≲2η X2.
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Subsequently X2 ≈2η 2
n − s. It then follows from “prBPP = prP” that

|Prδ[C1] + Prδ[C2]− 1| ≤ 2δ + 4η ≤ 2δ + β,

where the last inequality follows by setting η := β/4.

The following proposition states that for bounded definable sets X1 ⊆ X2 defined by circuits C1, C2 :
{0, 1}n → {0, 1}, Pr[C1] ≤ Pr[C2].

Proposition 7.4 (Monotonicity of CAPP). The following statement is provable in APC1 + “prBPP = prP”.
For every n, δ−1, β−1 ∈ Log and circuits C1, C2 : {0, 1}n → {0, 1} such that C1(x) = 1→ C2(x) = 1 for
every x ∈ {0, 1}n. Then Prδ[C1] ≤ Prδ[C2] + 2δ + β.

Proof. We argue in APC1 + “prBPP = prP”. Fix n, δ−1, β−1 and C1, C2. Let X1, X2 ⊆ {0, 1}n be the
bounded sets defined by C1 and C2, respectively. As C1(x) = 1 implies C2(x) = 1 are functionally
equivalent, the identity mapping witnesses that X1 ≲0 X2. The rest of the proof is similar to that of the
Global Consistency of CAPP and is left as an exercise.

We will also need a form of union bound.

Proposition 7.5 (Union Bound). The following statement is provable in APC1 + “prBPP = prP”. For
every n, δ−1, β−1 ∈ Log and circuits C,C1, C2 : {0, 1}n → {0, 1} such that C(x) = C1(x) ∨ C2(x), then
|Prδ[C]− Prδ[C1]− Prδ[C2]| ≤ 3δ + β.

Proof. We argue in APC1+“prBPP = prP”. Fix n, δ−1, β−1 ∈ Log and circuitsC,C1, C2. LetX,X1, X2 ⊆
{0, 1}n be the bounded sets defined by C,C1, C2, respectively. Then X = X1 ∪X2.

Let η−1 ∈ Log be determined later. By Lemma 3.4 (1), there exists s, t, u ≤ 2n such that X1 ≈η s,
X2 ≈η t, X1 ∩X2 ≈η u. By Lemma 3.4 (5), we have X ≈4η s+ t− u. By “prBPP = prP”, we have

|Prδ[C]− (s+ t− u)/2n| ≤ δ + 4η, |Prδ[C1]− s/2n| ≤ δ + η, |Prδ[C2]− t/2n| ≤ δ + η.

Therefore

|Prδ[C]− Prδ[C1]− Prδ[C2] + u/2n| ≤ 3δ + 6η

which, by u ≥ 0, immediately implies

|Prδ[C]− Prδ[C1]− Prδ[C2]| ≤ 3δ + β

by setting η := β/6.

Proposition 7.6 (Union Bound (general form)). The following statement is provable in APC1 + “prBPP =
prP”. For every n,m, δ−1, β−1 ∈ Log and circuits C,C1, . . . , Cm : {0, 1}n → {0, 1} such that C(x) :=
C1(x) ∨ C2(x) ∨ · · · ∨ Cm(x), then∣∣∣∣∣Prδ[C]−

m∑
i=1

Prδ[Ci]

∣∣∣∣∣ ≤ δ · (m+ 1) + β.
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Proof Sketch. We argue in APC1 + “prBPP = prP”. Fix n,m, δ−1, β−1 ∈ Log and circuits C,C1, . . . , Cm.
We induction on k ≤ m ∈ Log to prove that∣∣∣∣∣∣Prη

∨
i≤k

Ci

− k∑
i=1

Prη[Ci]

∣∣∣∣∣∣ ≤ 4η · (k + 1). (7.1)

This uses induction principle on a polynomial-time property, and is thus available in APC1+“prBPP = prP”.
The base case is trivial, and the induction case can be proved using the Union Bound. Subsequently, by
Precision Consistency of CAPP, we have∣∣∣∣∣Prδ[C]−

m∑
i=1

Prδ[Ci]

∣∣∣∣∣ ≤ (δ + 2η) · (m+ 1) +

∣∣∣∣∣Prη[C]−
m∑
i=1

Prη[Ci]

∣∣∣∣∣ ≤ δ · (m+ 1) + β,

where the last inequality follows from Equation (7.1) by setting η := β/(2m+ 2).

7.2 A Useful Lemma for Sampling

Lemma 7.7 (Constrained Sampling Lemma). The statement is provable in APC1 + “prBPP = prP”.
Let n1, n2,m1,m2, ℓ, δ

−1, β−1 ∈ Log and Ci : {0, 1}ni → {0, 1}mi , i ∈ {1, 2}, and D : {0, 1}m2 ×
{0, 1}ℓ → {0, 1}n2 . Suppose that for every x2 ∈ {0, 1}n2 , there exists a string z2 ∈ {0, 1}ℓ satisfying that
D(C2(x2), z2) = x2.

Let F : {0, 1}m1 → {0, 1}m2 and T : {0, 1}n1 × {0, 1}n2 → {0, 1} be the circuit as follows: Given
(x1, x2) ∈ {0, 1}n1 ×{0, 1}n2 , it accepts if and only if F (C1(x1)) = C2(x2). Then Prδ[T ] ≤ 2ℓ−n2 + δ+ β.

Proof. We argue in APC1 + “prBPP = prP”. Fix n1, n2,m1,m2, ℓ, δ
−1, β−1 ∈ Log and the circuits

C1, C2, D, F, T . Let η−1 ∈ Log be a parameter to be determined and X ⊆ {0, 1}n1 × {0, 1}n2 be the
bounded set defined by T . We can observe that X ≲0 2

ℓ+n1 , as the function

G : (z, x)∈{0,1}ℓ×{0,1}n1 7→ (x,D(F (C1(x)), z))∈{0,1}n1×{0,1}n2

is provably ontoX . To see this, notice that for every x1, x2 ∈ X , we haveF (C1(x1)) = C(x2) by definition.
Then there is a string z ∈ {0, 1}ℓ such that D(C2(x2), z) = x2, and subsequently:

D(F (C1(x1)), z) = D(C2(x2), z) = x2,

which means G(z, x1) = (x1, x2). It then follows from “prBPP = prP” and Proposition 3.3 (3).

7.3 Averaging Arguments

Lemma 7.8. APC1 proves the following sentence. Let n,m, δ−1, β−1 ∈ Log, X1, X2 ⊆ {0, 1}n × {0, 1}m
be bounded definable sets. LetXy

i := {x ∈ {0, 1}n | xy ∈ Xi}. IfXy
1 ≈δ X

y
2 for every y ∈ {0, 1}m, we have

X1 ≈δ+β X2.

Proof Sketch. The proof follows closely the proof of [Jeř07a, Proposition 2.16], therefore we will only sketch
the proof. We argue in APC1 that X1 ≲δ+β X2, and the other direction can be derived by symmetricity.
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Let η−1 ∈ Log be a parameter to be determined later. By [Jeř07a, Lemma 2.14], there are circuits
Si(·), V, F iη(·, ·), Giη(·, ·), i ∈ {1, 2} such that for every y ∈ {0, 1}m,

F iη(y, ·) : V (Si(y) + η · 2n−m) ↠ V ×Xy
i ,

Giη(y, ·) : V × (Xy
i ∪· η · 2

n−m) ↠ V · Si(y).

Note that as Xy
1 ≈δ X

y
2 , we know that |S1(y) − S2(y)| ≤ δ + 2η. By composing G2

η and F 1
η , we can

construct Hη(·, ·) such that for every y ∈ {0, 1}m,

H(y, ·) : V 2 × (Xy
2 ∪· (δ + 2η) · 2n−m) ↠ V 2 ×Xy

1 .

This further means that we can define H : V 2 × (X2 ∪· (δ + 2η) · 2n) ↠ V 2 ×X1, and thus X1 ≲δ+β X2

if we set η := β/2.

Lemma 7.9 (Averaging Argument on Two Circuits). The following statement is provable inAPC1+“prBPP =
prP”. Let n, δ−1 ∈ Log and C1, C2 : {0, 1}n → {0, 1} be circuit. Let α ⊆ [n] be a subset of indices. Then for
every β−1 ∈ Log, there is an assignment ρ to the input variables in α such that

|Prδ[C1|ρ]− Prδ[C2|ρ]| ≥ |Prδ[C1]− Prδ[C2]| − (4δ + β).

Proof. We argue in APC1 + “prBPP = prP”. For simplicity, we assume that α = {1, 2, . . . ,m} and will
prove that

|Prδ[C1|ρ]− Prδ[C2|ρ]| ≥ |Prδ[C1]− Prδ[C2]| − (4δ + β)

for some assignment ρ to variables in α.
Let η−1 ∈ Log be a parameter to be determined. For i ∈ {1, 2}, let pi := Prδ[Ci] and Si be the

η-approximate size of Xi := {x | Ci(x) = 1} by Lemma 3.4 (1). By “prBPP = prP”, we know that

|pi · 2n − Si| ≤ 2n · (δ + η). (7.2)

Let ∆p = |p1 − p2| and ∆S = |S1 − S2|.
Suppose, towards a contradiction, that for every assignment ρ to the input variables in α, |Prδ[C1|ρ]−

Prδ[C2|ρ]| ≤ ∆p− (4δ + β). We define

• Xy
i := {z ∈ {0, 1}n−m | Ci(yz) = 1}.

It is clear that for every y ∈ Y (as an assignment to the first m variables), C1|y, C2|y are the circuits that
define Xy

1 , X
y
2 , respectively.

Let pyi := Prδ[Ci|y], and sy1, s
y
2 be the η-approximate sizes of Xy

1 , Xy
2 , respectively, given by (1) of

Lemma 3.4. By “prBPP = prP”, we know that |syi − p
y
i · 2n−m| ≤ δ + η), and subsequently

∆syi := |s
y
1 − s

y
2| ≤ (|py1 − p

y
2|+ 2δ + 2η) · 2n−m

≤ (∆p− (4δ + β) + 2δ + 2η) · 2n−m

≤ (∆p · 2n−m − (2δ + β − 2η)) · 2n−m.

This implies that Xy
1 ≈∆p−(2δ+β−2η) X

y
2 . Then by Lemma 7.8, we have that X1 ≈∆p−(2δ+β−3η) X2. By

transitivity of size comparison (see Proposition 3.3 (3)), as

S1 ≈η X1 ≈∆p−(2δ+β−3η) X2 ≈η S2,

we have that S1 ≈∆p−(2δ+β−5η) S2. This subsequently implies that |S1−S2| ≤ (∆p− (2δ+ β − 6η)) · 2n
by Lemma 3.4 (2). This leads to a contradiction to Equation (7.2) if we set η := β/10.
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The following is a simple corollary of the Averaging Argument on Two Circuits.

Corollary 7.10 (Averaging Argument). The following statement is provable in APC1 + “prBPP = prP”.
Let n, δ−1 ∈ Log and C : {0, 1}n → {0, 1} be a circuit. Let α ⊆ [n] be a subset of indices. Then for every
β−1 ∈ Log, there are assignments ρ0, ρ1 to the input variables in α such that

Prδ[C|ρ0 ] ≤ Prδ[C] + (2δ + β);

Prδ[C|ρ1 ] ≥ Prδ[C]− (2δ + β).

7.4 Tools for Indistinguishability

We first complete the missing proof of the Isomorphism Lemma, which states that two almost isomorphic
distributions are also indistinguishable.

Lemma 4.14 (Isomorphism Lemma). The following is provable in APC1+ “prBPP = prP”. Let ℓ, n, t ∈ Log,
ε ∈ [0, 1), and D1,D2 be distributions defined by circuits C1, C2 : {0, 1}ℓ → {0, 1}n. If D1 ≃ε D2, then
D1 ≈t,ε D2.

Proof. We argue in APC1 + “prBPP = prP”. Fix ℓ, n, t ∈ Log, ε ∈ [0, 1), D1,D2, C1, C2. Suppose that
D1 ≃ε D2, i.e., there are distributions D′1,D′2 defined by circuits C ′1, C ′2 : {0, 1}ℓ → {0, 1}n such that

• D1
∼= D′1 and D2

∼= D′2: namely, there are circuits f1, g1, f2, g2 : {0, 1}n → {0, 1}n such that for
i ∈ {1, 2}, fi ◦ gi = gi ◦ fi = idn and Ci ◦ fi ≡ C ′i.

• D′1 ≈ε D′2: namely, let TC′
1,C

′
2
: {0, 1}ℓ → {0, 1} be the circuit that given x ∈ {0, 1}ℓ, outputs 1 if

and only if C ′1(x) ̸= C ′2(x), then Pδ[TC′
1,C

′
2
] ≤ δ + β + ε for every δ−1, β−1 ∈ Log.

Our goal is to prove that D1 ≈t,ε D2. Fix any circuit A : {0, 1}n → {0, 1} of size at most t. Let
TA,i : {0, 1}ℓ → {0, 1} be the circuit that, given x ∈ {0, 1}ℓ, outputsA(Ci(x)). For every δ−1, β−1 ∈ Log,
we will prove that ∣∣∣Prδ[TA,1]− Prδ[TA,2]

∣∣∣ ≤ 2δ + β + ε. (7.3)

Translating Probability to Size Comparison. In the first step, we translate the probability statements
to size comparison (see Definition 3.1 and Definition 3.2) in order to apply the tools from Jeřábek’s theory
APC1.

Fix δ−1, β−1 ∈ Log and let η−1 ∈ Log be a parameter to be determined later. Towards a contradiction,
we assume that Equation (7.3) does not hold. Let X1, X2 ⊆ {0, 1}ℓ be the bounded definable sets defined
by TA,1, TA,2, respectively. By Lemma 3.4 (1), there are s1, s2 ≤ 2ℓ such that X1 ≈η s1 and X2 ≈η s2.
Moreover, by “prBPP = prP”, we have that

|s1 − s2|

≥
∣∣∣capp(TA,1, 1δ−1

)− capp(TA,2, 1
δ−1

)
∣∣∣− 2(δ + η) · 2ℓ (“prBPP = prP”)

≥ (2δ + β + ε) · 2ℓ − 2(δ + η) · 2ℓ (Equation (7.3) does not hold)
≥ (β + ε− 2η) · 2ℓ.

Let K ⊆ {0, 1}ℓ be the bounded definable set defined by TC′
1,C

′
2
, namely, x ∈ K if and only if

C ′1(x) ̸= C ′2(x). By Lemma 3.4 (1), there is sK ≤ 2ℓ such that K ≈η sK . Recall that Pη[TC′
1,C

′
2
] ≤ 2η + ε.

By “prBPP = prP”, we have that |sK − ε · 2ℓ| ≤ 3η · 2ℓ.
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Proof via APC1 Counting Mechanism. Now, let X ′1, X ′2 ⊆ {0, 1}n be the following bounded definable
sets: X ′i := {x ∈ {0, 1}n | fi(x) ∈ Xi} for i ∈ {1, 2}. Note that for i ∈ {1, 2}, gi : Xi ↠ X ′i and
fi : X

′
i ↠ Xi, we know that Xi ≈0 X

′
i (see Definitions 3.1 and 3.2). Therefore, by Proposition 3.3 (3), we

have X ′i ≈η si for i ∈ {1, 2}.
Let Yi := X ′i ∩ K , and Zi := X ′i \ K for i ∈ {1, 2}. It turns out that Z1 = Z2, as C ′1(x) = C ′2(x)

for every x ∈ {0, 1}ℓ \ K . Also, we know that Yi ≲0 K ≲η (ε + 3η) · 2ℓ. By Lemma 3.4 (1), there is
t0, t1, t2 ≤ 2ℓ such that

• Z1 = Z2 ≈η t0;
• Yi ≈η ti for i ∈ {1, 2}.

By Lemma 3.4 (2), we know that t1, t2 ≤ (ε+ 6η) · 2ℓ.
By Lemma 3.4 (5), we have

X ′1 = Y1 ∪ Z1 ≲η Y1 ∪· t1 + t0 ≲ε+7η t0 ≲η Z2 ≲0 Y2 ∪ Z2 = X ′2;

X ′2 = Y2 ∪ Z2 ≲η Y2 ∪· t2 + t0 ≲ε+7η t0 ≲η Z1 ≲0 Y1 ∪ Z1 = X ′1.

This implies that X ′1 ≈ε+9η X
′
2 and subsequently s1 ≈ε+11η s2. By Lemma 3.4 (2), we know that

(β + ε− 2η) · 2ℓ ≤ |s1 − s2| ≤ (ε+ 12η) · 2ℓ

This leads to a contradiction if we set η := β/100.

Next, we prove a few convenient lemmas to reason about indistinguishable distributions.

Lemma 7.11 (Averaging Argument for Indistinguishable Distribution). APC1 + “prBPP = prP” proves the
following sentence. Let ℓ, n ∈ Log, G1, G2 : {0, 1}ℓ → {0, 1}n be circuits, and α ⊆ [ℓ] be a set of indices. Let
H1,H2 be the distributions defined byG1 andG2, and for every assignment ρ to input bits in α, letH1|ρ,H2|ρ
be the distributions defined by G1|ρ and G2|ρ.

Let t ∈ Log and ε ∈ [0, 1]. Suppose that H1|ρ ≈t,ε H2|ρ for every assignment ρ to input bits in α, then
H1 ≈t,ε H2.

Proof. We argue in APC1 + “prBPP = prP”. Fix ℓ, n ∈ Log, α ⊆ [ℓ], t ∈ Log and ε ∈ [0, 1]. We prove
by contrapositive. Assume that H1 ≈t,ε H2 does not hold, there is a circuit A of size at most t and
δ−1, β−1 ∈ Log such that ∣∣Prδ[A ◦G1]− Prδ[A ◦G2]

∣∣ > 2δ + β + ε.

Let η−1 ∈ Log be a parameter to be determined later. Fix the circuitA, and by Precision Consistency of
CAPP, we have ∣∣Prη[A ◦G1]− Prη[A ◦G2]

∣∣ > β − 4η + ε.

By the Averaging Argument on Two Circuits, there is an assignment ρ to the input bits in α such that∣∣Prη[A ◦G1|ρ]− Prη[A ◦G2|ρ]
∣∣ > β − 9η + ε ≥ 2η + η + ε,

where the last inequality follows by setting η := β/20. This shows thatH1|ρ ≈t,ε H2|ρ does not hold and
completes the proof.

Let G : {0, 1}ℓ → {0, 1}n, H : {0, 1}ℓ′ → {0, 1}n′ are circuits, we define (G,H) as the circuit that
given the concatenation of x ∈ {0, 1}ℓ, x′ ∈ {0, 1}ℓ′ , outputs the concatenation of G(x) and H(x′).
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Lemma 7.12 (Reduction Lemma). APC1+“prBPP = prP” proves the following sentence. Let ℓ, n,m, p ∈ log,
G1, G2 : {0, 1}ℓ → {0, 1}n be circuits. Let A : {0, 1}n × {0, 1}m → {0, 1}p be a circuit of size at most t′,
and define Ab : {0, 1}ℓ × {0, 1}m → {0, 1}p as the following circuit:

• Parse input z = (x, sd), where x ∈ {0, 1}ℓ, sd ∈ {0, 1}m.
• Output A(Gb(x), sd).

LetHb be the distributions defined by Gb andH′b be the distribution defined by Ab.
Let t, t′ ∈ Log and ε ∈ [0, 1). SupposeH1 ≈t+t′,ε H2. Then,H′1 ≈t,ε H′2.

Proof. Let α = {n + 1, . . . ,m} be the indices of the inputs to Ab. By the Averaging Argument for
Indistinguishable Distribution, it suffices to show that for any assignment ρ to inputs in α:

H′1|ρ ≈t,ε H′2|ρ.

Suppose that for some ρ, the above equation does not hold. Then, there is a circuit B of size at most t, and
δ−1, β−1 ∈ Log such that ∣∣Prδ[B ◦ (A1|ρ)]− Prδ[B ◦ (A2|ρ)]

∣∣ > 2δ + β + ε.

By definition of α, note that Ab|ρ and (A|ρ) ◦Gb are functionally equivalent, and this is provable in PV.
Rewrite B′ = B ◦ (A|ρ) (by associativity of ◦), we have that∣∣Prδ[B′ ◦G1]− Prδ[B′ ◦G2]

∣∣ > 2δ + β + ε.

Since B′ has size at most t+ t′ andH1 ≈t,ε H2, we arrive at a contradiction.

Corollary 7.13 (Independent Side-Information Corollary). APC1 + “prBPP = prP” proves the following
sentence. Let ℓ, ℓ′, n, n′ ∈ Log, G1, G2 : {0, 1}ℓ → {0, 1}n, G′ : {0, 1}ℓ′ × {0, 1}n′

be circuits. Suppose
G′ has size s. Let H1,H2 are distributions defined by G1, G2, and H′1,H′2 be the distributions defined by
(G1, G

′), (G2, G
′). Then for every t ∈ Log, ε ∈ [0, 1], ifH1 ≈t+s+n,ε H2, thenH′1 ≈t,ε H′2.

Proof Sketch. We argue this by invoking the Reduction Lemma. Let A : {0, 1}n × {0, 1}ℓ′ → {0, 1}n ×
{0, 1}n′ be the circuit which takes as input (x, sd) where x ∈ {0, 1}n, sd ∈ {0, 1}ℓ′ , and outputs x,G′(sd).
It is easy to see that A ◦Gb ≡ (Gb, G

′). Moreover, A has size at most s+ n. Therefore, by the Reduction
Lemma, we have thatH′1 ≈t,ε H′2.

Corollary 7.14 (Product Hybrid Lemma). APC1 + “prBPP = prP” proves the following sentence. Let
ℓ, ℓ′, n, n′, s ∈ Log, and let G1, G2 : {0, 1}ℓ → {0, 1}n and G′1, G

′
2 : {0, 1}ℓ′ → {0, 1}n′

be circuits of size
at most s. LetHb be the distribution defined by Gb, andH′b be the distribution defined by G′b. LetHΠ be the
distribution defined by (G1, G2), andH′Π be the distribution defined by (G′1, G

′
2).

Let t ∈ Log and ε1, ε2 ∈ [0, 1). SupposeH1 ≈t+2s,ε1 H′1 andH2 ≈t+2s,ε2 H′2. Then,HΠ ≈t,ε1+ε2 H′Π.

Proof Sketch. We obtain this by applying the Independent Side-Information Corollary twice, and then using
a hybrid argument.

In the rest of the paper, we will useH1 ×H2 to denote the product distribution ofH1 andH2, where
H1,H2 are distributions defined by explicit circuits.
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7.5 Tools for Search Security Games

Complementation of game. Let G = (C1, C2, 0) be a search security game. We define its complement
security game as G := (C1, C2, 0). Intuitively, an adversary wins in G if and only if it loses in G. The
following lemma helps to calculate the advantage of the complement game.

Lemma 7.15 (Game Complement Lemma). APC1 + “prBPP = prP” proves the following statement. Let
G = (C1, C2, 0) be a security game, and A be any adversary in G. Let G = (C1, C2, 0). If AdvG(A) ≤ ε,
then AdvG(A) ≥ 1− ε.

Search game complement. We argue in APC1 + “prBPP = prP”. Fix G = (C1, C2, 0), G = (C1, C2, 0), and
the adversary A. Let TG,A be the circuit defined in Definition 5.2, then assuming AdvG(A) ≤ ε, we know
that for any δ−1, β−1 ∈ Log,

Prδ[TG,A] ≤ ε+ δ + β. (7.4)

Our goal is to prove that AdvG(A) ≥ 1− ε. That is, for any δ−1, β−1 ∈ Log,

Prδ

[
TG,A

]
≥ 1− ε− δ − β. (7.5)

Fix δ−1, β−1 ∈ Log and let η−1 ∈ Log be a parameter to be determined. One can observe that TG,A(x) if
and only if TG,A(x) = 0 for any input x. Therefore, by the Complementation Consistency of CAPP,

Prη

[
TG,A

]
≥ 1− Prη[TG,A]− 3η ≥ 1− (ε+ 2η)− 3η ≥ 1− ε− 5η,

where the second inequality follows from Equation (7.4). Then by Precision Consistency of CAPP, we have

Prδ

[
TG,A

]
≥ Prη

[
TG,A

]
− δ − 2η ≥ 1− ε− δ − 6η. (7.6)

This implies Equation (7.5) by setting η := β/6.

Composition of games. The following lemma shows that if two search games use the same challenger
circuits C2 and different but indistinguishable samplers C1, C

′
1, the advantages of any adversary would be

similar in these two games.

Lemma 7.16 (Game Composition Lemma). APC1 + “prBPP = prP” proves the following sentence. Let
r, n,m, t, s ∈ Log, and ε1, ε2 ∈ [0, 1]. SupposeC1, C

′
1 : {0, 1}r → {0, 1}n×{0, 1}m correspond to (t+s, ε1)-

indistinguishable distributions. Let G = (C1, C2, c) and G′ = (C ′1, C2, c), where C2 : {0, 1}ℓ × {0, 1}m →
{0, 1} is a circuit of size s and c ∈ [0, 1]. Then, we have that for all adversaries A of size t,

AdvG(A) ≤ ε2 ⇒ AdvG′(A) ≤ ε1 + ε2, (7.7)
AdvG(A) ≥ ε2 ⇒ AdvG′(A) ≥ ε2 − ε1. (7.8)

Subsequently, if G is (t, ε2)-secure, G′ is (t, ε1 + ε2)-secure.

Proof. We argue inAPC1+“prBPP = prP”. Fix r, n,m, t, s ∈ Log, ε1, ε2 ∈ [0, 1], G,G′ and the probabilistic
circuit A. We will only prove Equation (7.7), while (7.8) can be proved using the same argument. Suppose
that AdvG(A) ≤ ε2, our goal is to prove that AdvG′(A) ≤ ε1 + ε2; in more detail, let δ−1, β−1 ∈ Log,

Prδ[TG′,A] ≤ δ + β + ε1 + ε2, (7.9)
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where TG′,A is the circuit defined in Definition 5.2.
Let η−1 ∈ Log be a parameter to be determined later. Let B be the probabilistic circuit that, given any

(chall, state) ∈ {0, 1}n × {0, 1}m as input and sd as its seed, outputs C2(A(chall; sd), state). Notice that
TG,A can be viewed B ◦C and TG′,A can be viewed as B ◦C ′. In addition, the size of B is at most t+ s. As
C,C ′ define (t+ s, ε1)-indistinguishable distributions, we can conclude that∣∣∣Prη[B ◦ C]− Prη[B ◦ C ′]

∣∣∣ ≤ 3η + ε1.

Moreover, as AdvG(A) ≤ ε2, we know by definition that Prη[B ◦ C] ≤ 2η + ε2. By combining these two
inequalities we conclude that

Prη[TG,A] = Prη[B ◦ C ′] ≤ 5η + ε1 + ε2.

By Precision Consistency of CAPP, we can further conclude that

Prδ[TG,A] ≤ δ + 5η + ε1 + ε2.

This implies immediately Equation (7.9) by setting η := β/5.

Lemma 7.17 (Adversary Indistinguishability Lemma). The following is provable in APC1 + “prBPP = prP”.
Let G = (C1, C2, c) be a search game, and A1,A2 : {0, 1}n × {0, 1}r′ → {0, 1}m be adversaries in G.
Suppose that the following conditions hold for some t ∈ Log and ε ∈ [0, 1].

• For every x ∈ {0, 1}n, letHx,b be the distribution corresponding to Ab(x, ·) for b ∈ {1, 2}, thenHx,1
andHx,2 are (t, ε)-indistinguishable.

• |C1|+ |C2| ≤ t.

Then for every τ ∈ [0, 1],

AdvG [A1] ≥ τ =⇒ AdvG [A2] ≥ τ − ε
AdvG [A1] ≤ τ =⇒ AdvG [A2] ≤ τ + ε

Proof Sketch. This follows directly from the definition of indistinguishability (see Definition 4.13) and the
advantage of search games (see Definition 5.2), which is left as an exercise.

Disjunction of games. The following lemma helps to calculate the advantage in games defined as the
OR of several other games. Formally:

Lemma 7.18 (Game Union Bound Lemma). APC1 + “prBPP = prP” proves the following sentence. Let
m ∈ Log, G1 = (C1, C

(1)
2 , 0), G2 = (C1, C

(2)
2 , 0), . . . , Gm = (C1, C

(m)
2 , 0)) be search games with the same

sampler C1.
Let C2(x) :=

∨m
i=1C

(i)
2 (x) be the OR of the circuits C(1)

2 , . . . , C
(m)
2 and G := (C1, C2, 0). Suppose that

Gi is (t, εi)-secure for every i ∈ [m], where t ∈ Log and ε1, . . . , εm ∈ [0, 1], ε := ε1 + ε2 + · · ·+ εm, then G
is (t, ε)-secure.

Proof. We argue in APC1 + “prBPP = prP”. Fix m ∈ Log and circuits C1, C
(1)
2 , . . . , C

(m)
2 , and C2. Let

t ∈ Log, ε1, . . . , εm ∈ [0, 1], and ε := ε1 + · · ·+ εm. Fix any adversary A of size at most t, our goal is to
prove that AdvG(A) ≤ ε. In more detail, we will prove for every δ−1, β−1 ∈ Log that

Prδ[TG,A] ≤ δ + β + ε, (7.10)
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where TG,A is the circuit in Definition 5.2.
Fix δ−1, β−1 ∈ Log and let η−1 ∈ Log be a parameter to be determined later. As Gi is (t, εi)-secure, we

know that AdvGi(A) ≤ εi, which subsequently implies that

Prη[TGi,A] ≤ 2η + εi. (7.11)

By the definition of the circuit TG,A and the game G, we can observe that TG,A is functionally equivalent to
the disjunction of TG1,A, . . . , TGm,A. Therefore by the Union Bound (general form), we have

Prη[TG,A] ≤
m∑
i=1

Prη[TGi,A] + η · (m+ 2) ≤ ε+ 3η · (m+ 2). (7.12)

The theorem then follows by Precision Consistency of CAPP when we set η := β/(3m+ 6).

Reduction between games. The following lemma captures a type of reductions between search games,
analogues to the Reduction Lemma.

Lemma 7.19 (Game Reduction Lemma). The following sentence is provable in APC1 + “prBPP = prP”. Let
G = (C1, C2, c) and G′ = (C ′1, C

′
2, c) be two search games with the same threshold c,A andA′ be adversaries

in G and G′, respectively, where

• C1 : {0, 1}r → {0, 1}n × {0, 1}m, C ′1 : {0, 1}r+r
′ → {0, 1}n × {0, 1}m;

• A : {0, 1}n × {0, 1}rA → {0, 1}ℓ, A′ : {0, 1}n × {0, 1}rA+rA′ → {0, 1}ℓ.

Suppose that for every sd1, sd
′
1, sdA, sd

′
A,

TG,A(sd1, sdA) = 1→ TG′,A′(sd1∥sd′1, sdA∥sdA′) = 1, (7.13)

where TG,A, TG′,A′ are the circuits in Definition 5.2. Then for every ε ∈ [0, 1], AdvG [A] ≥ ε implies that
AdvG′ [A′] ≥ ε.

Proof. We argue in APC1 + “prBPP = prP”. Fix G,G′,A,A′ and ε ∈ [0, 1] satisfying the conditions above.
Since AdvG [A] ≥ ε, we know that for every δ−1, β−1 ∈ Log,

Prδ[TG,A] ≥ c+ ε− (δ + β). (7.14)

Our goal is to prove that AdvG′ [A′] ≥ ε.
Fix any δ−1, β−1 ∈ Log and let η−1 ∈ Log be a parameter to be determined later. Suppose, towards a

contradiction, that
Prδ[TG′,A′ ] < c+ ε− (δ + β),

by Precision Consistency of CAPP, we have Prη[TG′,A′ ] < c+ ε− (β − 2η). By the Averaging Argument,
there is an assignment ρ to sd′1, sdA′ in the seed of TG′,A′ such that

Prη[TG′,A′ |ρ] ≤ Prη[TG′,A′ ] + 3η ≤ c+ ε− (β − 5η).

Note that both TG,A and TG′,A′ |ρ take (sd1, sdA) as input. Moreover, by Equation (7.13), we have that
TG,A(x) = 1 implies TG′,A′ |ρ(x) = 1 for any input x. Thus by the Monotonicity of CAPP, we have

Prη[TG,A] ≤ Prη[TG′,A′ |ρ] + 3η ≤ c+ ε− (β − 8η).

This contradicts to Equation (7.14) (instantiated with δ = β = η) by setting η := β/20.
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Error reduction via repetition. We consider the standard trick of error reduction via repetition. We
first prove a general statement that works for any circuit.

Lemma 7.20. The following statement is provable in APC1 + “prBPP = prP”. Let n, k, δ−1, β−1 ∈ Log and
C : {0, 1}n → {0, 1}, and C∧k : {0, 1}nk → {0, 1} be a circuit that satisfies

C∧k(x1, . . . , xk) =
k∧
i=1

C(xi).

Suppose that Prδ[C] ≤ p. Then we have that

Prδ[C
∧k] ≤ (p+ δ + β)k + δ + β.

Proof. We argue in APC1+“prBPP = prP”. Fix n, k, δ−1, β−1 ∈ Log and circuitC andC∨k . Let η−1 ∈ Log
be a parameter to be determined later. Let X and Y be the sets defined by C and C∧k, respectively. By
Lemma 3.4 (1), there are s ≤ 2n and t ≤ 2nk such that X ≈η s and Y ≈η t. By definition, for some v, there
is a surjective function

f : v × (s+ η · 2n) ↠ v ×X

We first prove that Y ≲0 (s+η ·2n)k (note that |sk| ≤ k log s ∈ Log is feasible). We identify sk with the
set of tuples (z1, . . . , zk) where z1, . . . , zk ∈ s. Consider the following function g : vk × ((s+ η · 2n)k) ↠
vk × Y . Given any (v1, . . . , vk)× (z1, . . . , zk), where z1, . . . , zk ∈ s+ η · 2n, it outputs

(v1, . . . , vk)× (f(v1, z1), f(v2, z2), . . . , f(vk, zk)).

It is clear that the function is onto Y , and thus Y ≲0 (s+ η · 2n)k . Subsequently, t ≲η Y ≲0 (s+ η · 2n)k ,
by Lemma 3.4 (2),

t ≤ (s+ η · 2n)k + 2η · 2nk.

Finally, as X ≈η s, by “prBPP = prP” we know that |s− p · 2n| ≤ (δ + η) · 2n, and this implies that

t · 2−nk ≤ (p+ δ + 2η)k + 2η.

Finally, by Y ≈η t and “prBPP = prP”, we have

Prδ[C
∧k] ≤ (p+ δ + 2η)k + (δ + 3η).

The lemma follows by setting η := β/5.

The following is a simple corollary by the Complementation Consistency of CAPP.

Corollary 7.21. The following statement is provable in APC1 + “prBPP = prP”. Let n, k, δ−1, β−1 ∈ Log
and C : {0, 1}n → {0, 1}, and C∨k : {0, 1}nk → {0, 1} be a circuit that satisfies

C∨k(x1, . . . , xk) =

k∨
i=1

C(xi).

Suppose that Prδ[C] ≥ p. Then we have that

Prδ[C
∨k] ≥ 1− (1− p+ δ + β)k − (δ + β).
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Now we are ready to state our repetition lemma for search games. Let G = (C1, C2, 0) be a game and
k ∈ Log, we define the k-fold repetition of G as the following game G∨k = (C×k1 , C∨k2 , 0), where:

• C×k1 is the circuit that, on input sd1, . . . , sdk, compute (challi, statei) ← C1(sdi). Set chall =
(chall1, . . . , challCt) and state = (state1, . . . , statek).

• C∨k is the circuit that, on input (ans1, . . . , ansk, state1, . . . , statek), outputs 1 if for any i ∈ [k],
C2(ansi, statei) = 1, and outputs 0 otherwise.

Similarly, for every adversary A in G, we define A×k as the adversary that simulates A in each of the k
sub-games. Then the following lemma calculates the advantage of an adversary in k-fold repetition of a
game.

Lemma 7.22 (Error Reduction Lemma). The following sentence is provable in APC1 + “prBPP = prP”. Let
G = (C1, C2, 0) be a search game and A be an adversary such that AdvG [A] ≥ p. Then for k ∈ Log and any
β−1 ∈ Log,

AdvG∨k [A×k] ≥ 1− (1− p+ β)k.

Proof. We argue in APC1 + “prBPP = prP”. Fix any game G, adversary A, and k ∈ Log. Suppose that
AdvG [A] ≥ p, then by definition, for every δ−1, β−1 ∈ Log,

Prδ[TG,A] ≥ p− δ − β,

where TG,A is the circuit in Definition 5.2.
Now we prove that for every δ−1, β−1 ∈ Log,

Prδ[TG∨k,A×k ] ≥ 1− (1− p+ β)k − (δ + β). (7.15)

Fix δ−1, β−1 ∈ Log and let η−1 ∈ Log be a parameter to be determined. Notice that TG∨k,A×k = T∨kG,A, by
Corollary 7.21, we know that

Prη[TG∨k,A×k ] ≥ 1− (1− (p− 2η) + 2η)k − 2η ≥ 1− (1− p+ 4η)k − 2η.

Then Equation (7.15) follows by Precision Consistency of CAPP when we set η := β/5.

7.6 Tools for Almost Identical Distributions

LetH1,H2 be distributions defined by circuitsH1, H2 : {0, 1}r → {0, 1}n, respectively, andE : {0, 1}r →
{0, 1} be a circuit. We useH1|E +H2|¬E to denote the distribution defined by the following circuit: Given
x ∈ {0, 1}r , it outputs H1(x) if E(x) = 1, and H2(x) if E(x) = 0. The following lemma shows that if E
accepts most of its input strings,H1 is almost identical toH1|E +H2|¬E .

Lemma 7.23 (Mixture Lemma). APC1+“prBPP = prP” proves the following statement. Letn, r, δ−1, β−1, ε ∈
Log and H1, H2 : {0, 1}r → {0, 1}n, E : {0, 1}n → {0, 1}. Let H1,H2 be the distributions defined by H1

andH2, respectively. Suppose that Prδ[¬E] ≤ ε, thenH1 andH1|E+H2|¬E are (ε+δ+β)-almost identical.

Proof. We argue in APC1 + “prBPP = prP”. Fix n, r, δ−1, β−1 ∈ Log and H1, H2, E. Let HE be the
circuit that defines the distributionH1|E +H2|¬E , our goal is to prove that if Prδ[¬E] ≤ ε, then for every
δ′−1, β′−1 ∈ Log,

Prδ′ [TH1,HE
] ≤ (ε+ δ + β) + δ′ + β′, (7.16)

58



where TH1,HE
: {0, 1}r → {0, 1} is the circuit that, given x, outputs 1 if and only if H1(x) ̸= HE(x).

Let X¬E ⊆ {0, 1}n be the bounded set defined by ¬E, and XT be the bounded set defined by TH1,HE
.

Note that by the definition ofH1|E +H2|¬E , we have XT ⊆ X¬E , and thus XT ≲0 X¬E . Let η−1 ∈ Log
be determined later, and s be a number such that X¬E ≈η s by Lemma 3.4 (1). By “prBPP = prP”, we have
|Prδ[¬E]− s| ≤ δ + η, and subsequently, s ≤ (η + δ + ε) · 2n.

By Proposition 3.3 (3) thatXT ≲η s. Subsequently, by “prBPP = prP”, |Prδ′ [TH1,HE
]−s/2n| ≤ δ′+η.

Then we have
Prδ′ [TH1,HE

] ≤ s

2n
+ δ′ + η ≤ (δ + η + ε) + δ′ + η.

Equation (7.16) then follows by setting η := min{β, β′}.

The following is an immediate corollary of the lemma.

Corollary 7.24. APC1 + “prBPP = prP” proves the following sentence. Let r, r′, n,m, t, s ∈ Log and
ε ∈ [0, 1]. Suppose that G = (C1, C2, 0) is a (t, ε)-secure search game, where C1 : {0, 1}r → {0, 1}n+m,
C2 : {0, 1}ℓ × {0, 1}m → {0, 1}. Let A : {0, 1}n × {0, 1}r′ → {0, 1}ℓ be a probabilistic circuit.

Let H1, H2 : {0, 1}r+r
′ → {0, 1} be circuits, andH1,H2 be the distributions defined by H1, H2, respec-

tively. Suppose AdvG(A) ≤ ε, then

H1 ≈ε H1|¬TG,A +H2|TG,A , (7.17)

where TG,A is the circuit defined in Definition 5.2.

Proof. We argue in APC1 + “prBPP = prP”. Fix r, r′, n,m, t, s ∈ Log, ε ∈ [0, 1], G,A, H1, H2. For
simplicity, we use HR to denote the circuit that definesH1|TG,A +H2|¬TG,A , and TH1,HR

: {0, 1}r+r′ →
{0, 1} to denote the circuit that, given x, outputs 1 if and only if H1(x) ̸= HR(x).

Suppose that Equation (7.17) does not hold, we know that there are δ−1, β−1 ∈ Log such that
Prδ[TH1,HR

] > δ + β + ε. By definition, we also know that

H1 ≈ε+β/2 H1|¬TG,A +H2|TG,A does not hold.

Let η := β/20, it follows thatH1 andH1|¬TG,A +H2|TG,A are not ((ε+ 5η) + η + η)-almost identical. By
the Mixture Lemma, we know that

Prη[¬¬TG,A] > ε+ 5η.

It follows from the Global Consistency of CAPP that

Prη[TG,A] > ε+ η + η,

which violates the assumption that AdvG(A) ≤ ε as η−1 ∈ Log (see Definition 5.2).

8 Fully Homomorphic Encryption

In this section, we formalize fully homomorphic encryption (FHE) security and prove the security of the
secret-key version of the Gentry, Sahai and Waters [GSW13] FHE scheme in APC1+ “prBPP = prP”+LWE.
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8.1 Definition of Secret Key Gate-by-gate FHE

Syntax. A leveled, gate-by-gate fully homomorphic encryption scheme with key/ciphertext size ℓ =
ℓ(λ, d) = poly(λ, log d) consists of the following polynomial time algorithms:

FHE.Gen(1λ, 1d)→ (sk, ek). This is a probabilistic algorithm that takes as input a security parameter 1λ
and a circuit depth 1d. It outputs a secret key sk = (sk0, . . . , skd) ∈ {0, 1}ℓ(d+1) consists of the i-th
layer secret key ski for 0 ≤ i ≤ d, and an evaluation key ek = (ek0, . . . , ekd−1) ∈ {0, 1}ℓd consists
of the i-th layer evaluation key eki for 0 ≤ i < d.

FHE.Encsk(b)→ c. This is a probabilistic algorithm that takes as input a secret key sk and a bit b ∈ {0, 1}.
It outputs a level-0 ciphertext c ∈ {0, 1}ℓ.
We use the notation FHE.Encsk(x) for x ∈ {0, 1}k to denote the concatenation of encryption of each
bit in x.

FHE.Decski(i, c)→ b. This is a deterministic algorithm that takes as input a level index 0 ≤ i ≤ d, a secret
key ski and a ciphertext c ∈ {0, 1}ℓ. It outputs a bit b ∈ {0, 1}. When the level i is clear and fixed
from the context, we simply write FHE.Decsk(c).

FHE.GateEvaleki(f, i, c1, c2)→ c∗. This is a deterministic algorithm that takes as input a level index i < d,
an evaluation key eki, the truth table of a two input bit function f : {0, 1} × {0, 1} → {0, 1}, and
two ciphertexts c1, c2 ∈ {0, 1}ℓ of level i. It outputs a ciphertext c∗ ∈ {0, 1}ℓ of level i+ 1. When
the level i is clear and fixed from the context, we simply write FHE.GateEvalek(f, c1, c2).

FHE.Evalek(f, c1, . . . , cn)→ c∗. This is a deterministic algorithm defined by FHE.GateEval. The algorithm
takes as input the evaluation key ek, a leveled circuit representing a function f : {0, 1}n → {0, 1}m
of depth df ≤ d, along with n ciphertexts c1, . . . , cn ∈ {0, 1}ℓ of level 0. It runs FHE.GateEval to
evaluate the circuit gate-by-gate and outputs the ciphertexts c∗ ∈ {0, 1}ℓm of the level df output
wires.

Definition 8.1 (Fully homomorphic encryption (FHE)). A leveled, gate-by-gate fully homomorphic en-
cryption scheme

FHE = FHE.(Gen,Enc,Dec,Eval,GateEval)

is required to satisfy the following properties:

Efficiency. Each ciphertexts c and each level key ski, eki has a fixed polynomial size ℓ(λ), and the depth
of the decryption circuit FHE.Decski for all (sk, ek) ← FHE.Gen(1λ, 1d) is bounded by a fixed
polynomial p(λ, log d). The gate evaluation circuit FHE.GateEvaleki has a size bounded by a fixed
polynomial s(λ, log d).

Encryption Correctness. For any choice of (sk, ek) in the support of FHE.Gen(1λ, 1d), any b ∈ {0, 1}
and any c← FHE.Encsk(b) we have FHE.Decsk(c) = b.

Honest Evaluation Correctness. For any (sk, ek)← FHE.Gen(1λ, 1d), any honestly generated cipher-
texts c1, . . . , cn ∈ {0, 1}ℓ where ci = FHE.Encsk(bi), and any layered circuit f : {0, 1}n → {0, 1}m
of depth df ≤ d, if we set c = FHE.Evalek(f, c1, . . . , cn) then FHE.Decsk(df , c) = f(b1, . . . , bn).
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Malicious Gate Correctness. For any choice of (sk, ek) in the support of FHE.Gen(1λ, 1d), any index
0 ≤ i ≤ d− 1, any f : {0, 1}2 → {0, 1}, and any ciphertexts c1, c2 ∈ {0, 1}ℓ, if Decski(i, c1) = b1
and Decsk(i, c2) = b2, then FHE.Decsk(i+ 1,FHE.GateEvaleki(f, i, c1, c2)) = f(b1, b2).

Malicious Evaluation Correctness. For any (sk, ek) in the support of FHE.Gen(1λ, 1d) any ciphertexts
c1, . . . , cn ∈ {0, 1}ℓ such that ci = FHE.Encsk0(0, bi), and any layered circuit f : {0, 1}n → {0, 1}m
of depth df ≤ d, if we set c = FHE.Evalek(f, c1, . . . , cn) then FHE.Decsk(df , c) = f(b1, . . . , bn).

Semantic Security. The encryption scheme is semantically secure, i.e., for all polynomial sized adver-
saries A, all polynomial input lengths k ≤ |A|, and all polynomial depth parameter d, we have that
for any m0,m1 ∈ {0, 1}k,

(ek,FHE.Encsk(m0)) ≈c (ek,FHE.Encsk(m1)),

where (sk, ek)← FHE.Gen(1λ, 1d).

8.2 Formalization of FHE in APC1 + “prBPP = prP”

Formalization of functions. As FHE.Dec, FHE.GateEval, and FHE.Eval are deterministic polynomial-
time computable functions, these functions are formalized as corresponding PV functions. The probabilistic
polynomial-time algorithm FHE.Gen and FHE.Enc are formalized as PV functions that additionally takes
a random seed, i.e., FHE.Gen(λ, 1d, sd) and FHE.Enc(sk, b, sd). For simplicity, we assume that the seed
lengths of both FHE.Gen and FHE.Enc are r(λ, d) = poly(λ, d).

Formalization of encryption correctness. The formalization of correctness is straightforward. In this
work, we focus on schemes with perfect correctness, and thus the correctness can be formalized by the PV1

sentences FHECor.

∀λ, d ∈ Log, ∀sd1, sd2 ∈ {0, 1}r(λ,d), ∀b ∈ {0, 1},
(sk, ek)← FHE.Gen(λ, 1d, sd1),FHE.Decsk(0,FHE.Encsk(b, sd2)) = b.

Formalization of evaluation correctness. Similar to the formalization of encryption correctness, the
honest evaluation correctness can be formalized by the following sentences:

• Honest Evaluation Correctness: The sentence FHEHonCor is defined as follows: For any λ, s, d ∈
Log, any layered circuit f : {0, 1}n → {0, 1}m of depth df ≤ d and size sf ≤ s, any random seeds
sd0, sd1, sd2, . . . , sdn ∈ {0, 1}r(λ,d), and any b1, . . . , bn ∈ {0, 1}

(sk, ek)← FHE.Gen(λ, 1d; sd0), ci ← FHE.Encsk(bi; sdi) for 1 ≤ i ≤ n,
FHE.Decsk(df ,FHE.Evalek(f, c1, . . . , cn)) = f(b1, . . . , bn).

• Malicious Gate Correctness: The sentence FHEMalGCor is defined as follows: For any λ, d ∈ Log,
any index 0 ≤ i ≤ d − 1, any f : {0, 1}2 → {0, 1}, any random seeds sd ∈ {0, 1}r(λ,d), and any
ciphertexts c1, c2 ∈ {0, 1}ℓ,

(sk, ek)← FHE.Gen(λ, 1d; sd), bi = FHE.Decsk(i, ci) for i = 1, 2,

FHE.Decsk(i+ 1,FHE.GateEvaleki(f, i, c1, c2)) = f(b1, b2).
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• Malicious Evaluation Correctness: The sentence FHEMalCor is defined as follows:For any λ, s, d ∈
Log, any layered circuit f : {0, 1}n → {0, 1}m of depth df ≤ d and size sf ≤ s, any random seeds
sd ∈ {0, 1}r(λ,d), and any b1, . . . , bn ∈ {0, 1}

(sk, ek)← FHE.Gen(λ, 1d, sd), bi = FHE.Decsk(ci) for 1 ≤ i ≤ n,
FHE.Decsk(df ,FHE.Evalek(f, c1, . . . , cn)) = f(b1, . . . , bn).

Both honest and malicious evaluation correctness is implied by the malicious gate correctness plus the
encryption correctness. The proof can be done in PV1 by induction over gates in the topological ordering,
and is left as an easy exercise.
Claim 8.2. In PV1, the malicious gate correctness plus the encryption correctness implies the honest evaluation
correctness and the malicious evaluation correctness.

Formalization of security. It remains to formalize the security of secret-key FHE, which states that

(ek,FHE.Encsk(m0)) and (ek,FHE.Encsk(m1))

are indistinguishable to any polynomial sized adversary for any distinct messages m0,m1 ∈ {0, 1}k of
polynomial length, where (sk, ek) is sampled by FHE.Gen(1λ, 1d).

We first formalize the parameterized version of FHE security. Let d, t, k, λ ∈ N and r = r(λ, d), and
m0,m1 ∈ {0, 1}k be distinct strings. Let ℓ = ℓ(λ, log d) = poly(λ, log d) be the length of the key and
ciphertext for one-bit encryption. For m ∈ {0, 1}k, we define Genm : {0, 1}2r → {0, 1}dℓ+ℓk to be the
following circuits:

• Genm(sd1, sd2) runs FHE.Gen(1λ, 1d)with the seed sd1 to generate (sk, ek), then runs FHE.Encsk(m)
with the seed sd2 to obtain a ciphertext c ∈ {0, 1}ℓk, and then output (ek, c) ∈ {0, 1}dℓ+ℓk.

Definition 8.3 (Parametrized FHE Security, in APC1 + “prBPP = prP”). Fix PV functions FHE.Gen,
FHE.Enc, and d, t, k, λ ∈ Log, ε > 0. Let r = r(λ, d) be the number of random bits required by FHE.Gen
and FHE.Enc, and ℓ = ℓ(λ, log d) is the length of the key and ciphertext, where ℓ, r : Log → Log, and
Gen0,Gen1 : {0, 1}2r → {0, 1}dℓ+ℓk be the circuits defined as above.

Let Dm be the distributions defined by Genm for m ∈ {0, 1}k. The formula FHESecuret,εd,k,λ in the
language of APC1 + “prBPP = prP” is defined as

∀m0,m1 ∈ {0, 1}k Dm0 ≈t,ε Dm1 .

Similar to the formalization of LWE (see Definition 4.20), the indistinguishability of two distributions
are formalized by a set of sentences FHESecuren,d,t, where n = n(λ), d = d(λ), and t = t(λ) are arbitrary
polynomials that specify the input length (for circuits in FHE.Eval), the number of evaluation keys, and
the running time of the adversary. Also, a function λ0[n, d, t] (not necessarily constructive) specifies the
largest λ for which the security condition does not hold.
Definition 8.4 (FHE Security, in APC1+“prBPP = prP”). Fix PV functions FHE.Gen, FHE.Enc, FHE.Dec,
FHE.GateEval, and FHE.Eval and polynomials d, t, k : Log → Log. Let λ0[p1, p2, p3] be a mapping from
three PV functions to N, which specifies the largest security parameter for which the FHE scheme is
insecure, and is not necessarily a PV function.

We define FHESecureλ0 as the following set of sentences: For all PV functions that are polynomials
d(λ), t(λ), k(λ), it includes the sentence

∀λ > λ0[d, t, k], FHESecure
t(λ),1/t(λ)
d(λ),k(λ),λ.
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8.3 GSW FHE Construction

We first start by giving the “base” GSW scheme GSWbase in Algorithm 1, which is a secret-key variant of the
somewhat homomorphic encryption construction of [GSW13] from LWE. Note that the base scheme does
not yet satisfy the leveled FHE definition in Definition 8.1, as the key/ciphertext size grows polynomially
with the circuit depth d, and it does not support malicious gate correctness. We will later use this base
scheme to construct the leveled GSW scheme in Algorithm 2 that satisfies Definition 8.1.

8.4 Security Analysis for the Base Case

As a stepping stone to proving the security of leveled GSW scheme in Algorithm 2, we first prove the
(parameterized) semantic security of the base GSW scheme GSWbase in Algorithm 1. We formalize the
standard proof via a hybrid argument. Let D, t, k, λ ∈ Log and m0,m1 ∈ {0, 1}k. Let r ∈ Log be the seed
length of GSWbase.Gen and GSWbase.Enc. We will define a sequence of distributions corresponding to the
immediate hybrids in the security proof.

HybridHbase
b,1 . For b ∈ {0, 1}, we define Hb,1 : {0, 1}(k+1)r → Z(n+1)×kw(n+1)

q as the following circuit.
It takes (sd1, sd2) ∈ {0, 1}r × {0, 1}kr, generates the secret key sk := sT ← Znq using sd1, generates
the encryption randomness Ai ← Zn×(n+1)w

q and ei ← D(n+1)w
Z,σ for i = 1, 2, . . . , k using sd2. Let

mb = mb,1mb,2 . . .mb,k and A := (A1 | A2 | · · · | Ak) and eT := (eT
1 | eT

2 | · · · | eT
k), we define

(Cb,1 | Cb,2 | · · · | Cb,k) :=

(
A

sTA+ eT

)
+ (mb,1G | mb,2G | · · · | mb,kG) (8.1)

It then outputs (Cb,1 | Cb,2 | · · · | Cb,k). LetHbase
b,1 be the distribution defined by the sampler Hb,1.

Hbase
b,1 is essentially the distribution of encryptions of mb under the base GSW scheme.

Hybrid Hbase
b,2 . We now define the circuit Hb,2 : {0, 1}(k+1)r → Z(n+1)×kw(n+1)

q as follows. It samples
sk := sT from sd1, and samples A1, . . . ,Ak ∈ Zn×(n+1)w

q and uT
1, . . . ,u

T
k ∈ {0, 1}(n+1)w uniformly at

random using sd2. Instead of Equation (8.1), the circuit outputs

(Cb,1 | Cb,2 | · · · | Cb,k) :=

(
A
uT

)
+ (mb,1G | mb,2G | · · · | mb,kG) , (8.2)

where A := (A1 | A2 | · · · | Ak), uT := (uT
1 | uT

2 | · · · | uT
k), and eT := (eT

1 | eT
2 | · · · | eT

k). Let Hbase
b,2 be

the distribution defined by the sampler Hb,2.

Lemma 8.5. There is a constant c ≥ 1 such that APC1 + “prBPP = prP” proves the following sentence for
b ∈ {0, 1}. Let n, q, σ, t, r, k, w ∈ Log, ε > 0, andmb ∈ {0, 1}k. Assume that LWEct

c,ε
n,kw(n+1),q,σ holds, then

Hbase
b,1 ≈t,ε Hbase

b,2 .

Proof. We argue in APC1 + “prBPP = prP”. Let c > 0 be a constant to be determined later. Fix
n, q, σ, t, r, k, w ∈ Log and ε > 0.

Let Gen1,Gen2 : {0, 1}r → Z(n+1)×kw(n+1)
q be the samplers of LWE and uniformly random distribu-

tions, i.e.,
Gen1(U(k+1)r) =

(
A

sTA+ eT

)
, Gen2(U(k+1)r) =

(
A
uT

)
,
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Algorithm 1 The base Gentry-Sahai-Waters [GSW13] encryption scheme for circuits of depth at most d.
We will use this base scheme to construct a leveled FHE scheme in Algorithm 2.

Let w := ⌈log q⌉ and g := (1, 2, 4, . . . , 2w−1)T.
Let G := (In+1 ⊗ g) ∈ Z(n+1)×(n+1)w

q .
Let G− denotes the bit-decomposition inverse mapping; i.e., G−(A) = B if w has {0, 1} entries, and
GB = A.

• Key generation: GSWbase.Gen(1
λ, 1D) takes as input a security parameter 1λ and a circuit depth

bound 1D . It set up parameters as follows.
– Perfect correctness constraint. Set D = max(2, D) to be at least 2 and λ =

max(λ, 64 logD) such that the condition λ > 8 + 7 log λ+ 6 logD holds.
– LWE parameters. Set the LWE parameters n := (λD)2, q := 2λD , σ := 3λD. Note that by

the choice of λ and D, it holds that q ≥ 22D(n+ 1)2Dw2Dσ.
The algorithm samples secret vector s← Znq and outputs sk := s.

• Encryption: GSWbase.Encsk(m; sd) takes as input a one bit message m ∈ {0, 1} and sample
randomness A ← Zn×(n+1)w

q and e ← D(n+1)w
Z,σ . Note that our sampler ensures that ∥e∥∞ ≤

σ
√
(n+ 1)w (see Remark 4.19). It then outputs:

C =

(
A

sTA+ eT

)
+mG.

For m ∈ {0, 1}k, we define GSWbase.Encsk(m; sd) to be the concatenation of encryptions of each
bit in m.

• Decryption: On input C ∈ Z(n+1)×(n+1)w
q , GSWbase.Decs proceeds as follows:

– Let w← Zn+1
q such that w = (0, 0, . . . , 0, ⌊q/2⌋)T.

– Compute µ = (−sT|1) ·C ·G−(w).
– If µ ∈ (−q/4, q/4), output 0. Else, output 1.

Note that the decryption circuit has depth poly(log n, log log q) = poly(log λ, logD).
• Homomorphic computation:

– GSWbase.NANDEval(C1,C2) : On input two ciphertext C1, C2 ∈ Z(n+1)×(n+1)w
q , the algo-

rithm outputs G−C1 ·G−(C2).
– GSWbase.Eval(f,C1, . . . ,Cn): For a NAND circuit f of depth at most d, first label each input

of f with Ci appropriately. Then, implement GSWbase.NANDEval in topological ordering of
f . Output the ciphertext associated the output wires of f .
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Algorithm 2 Leveled GSW encryption scheme for circuits of depth d, satisfying malicious gate correctness.
This scheme uses the base scheme in Algorithm 1 as a subroutine.

Let D(λ) be a polynomial such that the base scheme GSWbase on parameter (λ,D = D(λ)) has a
decryption circuit of depth less than D −D0, where D0 is a fixed constant representing the maximal
depth of NAND-circuit representation of 2-bit to 1-bit functions. Note that such D(λ) exists since the
decryption circuit of GSWbase has depth poly(log λ, logD).
Key generation: GSW.Gen(1λ, 1d) :

• Run GSWbase.Gen(1
λ, 1D) for d+ 1 times to obtain secret keys sk0, . . . , skd.

• Compute eki ← GSWbase.Encski+1
(ski) for i = 0, . . . , d− 1.

• Output (sk = (sk0, . . . , skd), ek = (ek0, . . . , ekd−1)).
Encryption: GSW.Encsk(m) = GSWbase.Encsk0(m) (i.e. encrypt under key sk0 using the base scheme).
Decryption: GSW.Decsk(i, ct) = GSWbase.Dec(ski,C). (i.e. decrypt under the i-th level secret key ski
using the base scheme).
Homomorphic Gate Evaluation: GSW.GateEvalek(f, i, ct1, ct2),

• Rewrite f as a NAND circuit (of depth at most D0).
• Compute fC0,C1(s) be the NAND circuit that does the following:

– Compute mb ← GSWbase.Decs(Cb).

– Output f(m0,m1).
• Output P← GSWbase.Eval(fC0,C1 , eki) (i.e. treat eki as a FHE ciphertext, and homomorphically

evaluate the circuit fC0,C1 on eki).
Homomorphic Circuit Evaluation: GSW.Eval(f, C1, . . . , Cn): Given a circuit f of depth at most d
and ciphertexts C1, . . . , Cn for the input bits, evaluate gate by gate using GSW.GateEvalek(·, ·).

where A ← Zn×kw(n+1)
q , s ← Znq , e ← Dkw(n+1)

Z,σ , and u ← Zkw(n+1)
q . Let D1,D2 be the distributions

defined by Gen1,Gen2, respectively. By LWEct
c,ε

n,kw(n+1),q,σ , recall that D1 ≈ctc,ε D2.
Let A be the following circuit:

A
(
A
vT

)
:=

(
A
vT

)
+ (mb,1G | mb,2G | · · · | mb,kG) .

It can then be proved thatA◦Gen1,A◦Gen2 are functionally equivalent toHb,1, Hb,2, respectively. Choose
a constant c > 1 such that the size of A is at most (c− 1)tc. Therefore, by the Reduction Lemma, we have
thatHb,1 ≈t,ε Hb,2.

Lemma 8.6. PV1 ⊢ Hbase
0,2
∼= Hbase

1,2 .

Proof. We argue in the theory PV1. Note that both H0,2 and H1,2 sample sk := sT from sd1, and sample
A1, . . . ,Ak ∈ Zn×(n+1)w

q and uT
1, . . . ,u

T
k ∈ {0, 1}(n+1)w from sd2. In the rest of the proof, we will identify

sd1 and sT ∈ {0, 1}(n+1)w , and identify A1, . . . ,Ak,u
T
1, . . . ,u

T
k and sd2 for simplicity. It can be verify that

this is without loss of generality.
Let f, g : {0, 1}(k+1)r → {0, 1}(k+1)r be the following circuits:

f(s,A,u) := (s, Â, û); g(s, Â, û) := (s,A,u), (8.3)
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where (
Â
ûT

)
:=

(
A
uT

)
+ ((m1,1 −m0,1)G | (m1,2 −m0,2)G | · · · | (m1,k −m0,k)G) ,(

A
uT

)
:=

(
Â
ûT

)
− ((m1,1 −m0,1)G | (m1,2 −m0,2)G | · · · | (m1,k −m0,k)G) .

By the definition, it is easy to verify that f ◦ g = g ◦ f = id(k+1)r . Moreover, one can see that H0,2 ◦ f and
H1,2 are functionally equivalent and it is provable in PV1. This concludes thatHbase

0,2
∼= Hbase

1,2 .

Applying hybrid argument. We are now ready to prove the security ofGSWbase. LetD(λ), t(λ), k(λ) ∈
poly(λ) be PV functions. Recall that we set n(λ) = (λD)2, q(λ) = 2λD, and σ = 3λD. Let ℓ = ℓ(λ) =
(n+ 1)2 log q be the length of the secret key and ciphertext for one-bit encryption, and r = r(λ,D) be the
seed length of GSWbase.Gen and GSWbase.Enc.

Let Genm : {0, 1}(k+1)r → {0, 1}ℓk be the circuit that, given (sd1, sd2), runs GSWbase.Gen(1
λ, 1d; sd1)

to obtain sk, and outputs GSWbase.Encsk(m; sd2). LetHbase
m be the distribution defined by Genm.

Theorem 8.7 (Security of GSW Base Encryption). For all PV functions D(λ), t(λ), k(λ) : Log → Log
that are polynomials in λ, there exists a number λ0 ∈ N such that the following sentence is provable in
APC1[BPP, LWE,SXDH]: For every λ > λ0 and stringsm0,m1 ∈ {0, 1}k(λ),Hbase

m0
≈t(λ),1/t(λ) Hbase

m1
.

Proof. We argue in APC1[BPP, LWE, SXDH]. Let D = D(λ), t = t(λ), k = k(λ) : Log → Log be
polynomials in λ and let λ0 ∈ N to be determined later. Fix λ > λ0 and m1,m2 ∈ {0, 1}k . We can observe
thatHbase

mb
andHbase

b,1 are defined by exactly the same circuits, so it suffices to prove thatHbase
0,1 ≈t,1/t Hbase

1,1 .
Let c ∈ N be the constant in Lemma 8.5. Recall that in the theory APC1[BPP, LWE, SXDH], we

have sentences in LWEλ′0 as axioms for some function λ′0[p1, p2, p3, p4, p5]. Let t′ := c · (5t)c. We set
λ0 := λ′0[n, kw(n+ 1), q, σ, t′] ∈ N. It follows that the sentence

∀λ > λ′0 LWE
t′,1/t′

n,kw(n+1),q,σ

is in LWEλ0 ⊆ APC1[BPP, LWE,SXDH]. Therefore, we have that LWE
t′,1/t′

n,kw(n+1),q,σ holds and by Lemma 8.5,
we can conclude thatHbase

b,1 ≈5t,1/(5t) Hbase
b,2 for b ∈ {0, 1}.

Moreover, asHbase
0,2
∼= Hbase

1,2 , we know by the Isomorphism Lemma thatHbase
0,2 ≈5t,1/(5t) Hbase

1,2 . Then
by Hybrid Argument, we have that Hbase

0,1 ≈5t,4/(5t) Hbase
1,1 , which immediately implies that Hbase

0,1 ≈t,1/t
Hbase

1,1 .

8.5 Security Analysis for Leveled GSW

We are now ready to prove the security of leveled GSW. Let d, t, k, λ ∈ Log. Let R = R(λ, d) ∈ Log be the
seed length of GSW.Gen and GSW.Enc, and D(λ) be a polynomial such that the base scheme GSWbase

on parameter (λ,D = D(λ)) has a decryption circuit of depth less than D − D0, where D0 is a fixed
constant representing the maximal depth of NAND-circuit representation of 2-bit to 1-bit functions. We
use r = r(λ,D) ∈ Log to denote the seed length of GSWbase.Gen and GSWbase.Enc. Recall that we choose
n = (λD)2, q = 2λD, and σ = 3λD. Our goal is to prove that there exists a function λ0[p1, p2, p3] such
that every sentence in FHESecureλ0 is true, where FHE.∗ is implemented by GSW.∗ (see Algorithm 2).

We will first define a sequence of hybrids used in the security proof. Recall that d is the depth of the
circuit to evaluate. For i ∈ {0, 1, . . . , d} and m ∈ {0, 1}k, we define a hybridHm,i as follows.
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HybridHm,i. We define Hm,i : {0, 1}(k+1)r → (Z(n+1)×w(n+1)
q )dn+k as the following circuit. The input

is parsed as (sd1, sd2) ∈ {0, 1}r × {0, 1}kr, where sd1 is the seed for GSW.Gen and sd2 is the seed for
GSW.Enc (to encrypt a k-bit message). Recall that the secret key of GSWbase is of form Znq . The circuit
Hm,i generates:

• Secret keys sk0, sk1, . . . , skd ∈ Znq for GSWbase independently from GSWbase.Gen(1
λ, 1D).

• Real evaluation keys: ek0, . . . , eki−1, where ekj := GSWbase.Encskj+1
(skj) for 0 ≤ j < i.

• Fake evaluation keys: eki, . . . , ekd−1, where ekj := GSWbase.Encskj+1
(0n) for i ≤ j < d.

It then runsGSWbase.Encsk0(m) to obtain the ciphertext ctm, and outputs (ek = (ek0, ek1, . . . , ekd−1), ctm).
LetHm,i be the distribution defined by the circuit Hm,i.

Lemma 8.8. For every PV functions d(λ), t(λ), k(λ) : Log → Log that are polynomials in λ, there is a
constant λ0 ∈ N such that APC1[BPP, LWE, SXDH] proves the following sentence. For every λ > λ0 and
i ∈ [d(λ)] and messagem ∈ {0, 1}k(λ),Hm,i−1 ≈t(λ),1/t(λ) Hm,i.

Proof. Fix d = d(λ), t = t(λ), and k = k(λ). Let λ0 ∈ N be a constant to be determined later. We argue in
APC1[BPP, LWE,SXDH]. Fix λ > λ0, i ∈ [d(λ)], and message m ∈ {0, 1}k.

Let α ⊆ [(k+ 1)r] be all but the parts of the seed used to sample ski and the encryption randomness of
eki−1. By the Averaging Argument for Indistinguishable Distribution, it suffices to prove that for every
assignment ρ to bits in α, Hm,i−1|ρ ≈t,1/t Hm,i|ρ. Notice that both Hm,i−1|ρ and Hm,i|ρ can be viewed
as the direct product of two distributions: eki−1 and (ek0, . . . , eki−2, eki, . . . , ekd−1, ct). The second part
takes no seed, andHm,i−1 andHm,i are identical on the second part. By the Independent Side-Information
Corollary, it suffices to prove that the following two distributions are (t, 1/t)-indistinguishable:

• H∗m,i−1 is the distribution defined by the circuit H∗m,i−1 : {0, 1}(n+1)r → (Z(n+1)×w(n+1)
q )n. Given

n+ 1 independent seeds of length r, it runs GSWbase.Gen(1
λ, 1D) to generate ski, and then outputs

GSWbase.Encski(0
n) using n independent seeds (as |ski−1| = n).

• H∗m,i is the distribution defined by the circuit H∗m,i : {0, 1}(n+1)r → (Z(n+1)×w(n+1)
q )n. Given

n+ 1 independent seeds of length r, it runs GSWbase.Gen(1
λ, 1D) to generate ski, and then outputs

GSWbase.Encski(ski−1) using n independent seeds. Note that ski−1 has been fixed given ρ.

Notice thatH∗m,i−1,H∗m,i are exactly the distributionsHbase
0n ,Hbase

ski−1
in the Security of GSW Base Encryption.

Therefore, there exists a constant λ0 such that when λ > λ0,

H∗m,i−1|ρ ≈t,1/t H∗m,i|ρ.

This completes the proof.

Lemma 8.9. For every PV functions d(λ), t(λ), k(λ) : Log → Log that are polynomials in λ, there is a
constant λ0 ∈ N such that APC1[BPP, LWE, SXDH] proves the following sentence. For every m0,m1 ∈
{0, 1}k(λ),Hm0,0 ≈t,1/t Hm1,0.

Proof Sketch. The proof is similar to that of Lemma 8.8, so we will only sketch the proof. We argue in
APC1[BPP, LWE,SXDH]. Fix d = d(λ), t = t(λ), k = k(λ) and λ > λ0, where λ0 is to be determined
later. Let m0,m1 ∈ {0, 1}k(λ). As all evaluation keys are fake inHm0,0 andHm1,0, both distributions can
be viewed as the direct product of (ek0, . . . , ekd−1) and ct. By the Product Hybrid Lemma, it suffices to
prove that these two distributions are indistinguishable on the second part.
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Notice that the second parts are exactly the encryptions of m0 and m1. We can then conclude by the
Security of GSW Base Encryption that for sufficiently large λ > λ0, the second parts of the two distributions
are (t, 1/t)-indistinguishable.

Wrapping up with hybrid argument. We can then conclude the security of the FHE scheme GSW.∗
by hybrid argument. Recall that FHESecureλ0 states that for every PV functions d, t, k : Log→ Log that
are polynomials and any λ > λ0[d, t, k], any m0,m1 ∈ {0, 1}k(λ), the encryption distributions of m0 and
m1 (see Definition 8.3) are (t, 1/t)-indistinguishable.

Theorem 8.10 (Leveled GSW Security Theorem). There exists a function λ[p1, p2, p3] from PV functions
p1, p2, p3 : Log → Log such that APC1[BPP, LWE, SXDH] proves every sentence in FHESecureλ0 , when
FHE.∗ are implemented by GSW.∗.

Proof. Fix any PV functions d = d(λ), t = t(λ), k = k(λ) that are polynomials and let λ0 = λ0[d, t, k] ∈ N
be a constant to be determined later. Fix any m0,m1 ∈ {0, 1}k, and let t′ = 2dt ∈ poly(λ).

Note that the encryption distributions of m0 and m1 are exactly the hybridsHm0,d andHm1,d defined
above. Notice that by Lemma 8.8 and Lemma 8.9, there exists a constant λ0 such that when λ > λ0,

Hm0,d ≈t′,1/t′ Hm0,d−1 ≈t′,1/t′ · · · ≈t′,1/t′ Hm0,0 ≈t′,1/t′ Hm1,0 ≈t′,1/t′ · · · ≈t′,1/t′ Hm1,d.

By Hybrid Argument, we have that Hm0,d ≈t′,2d/t′ Hm1,d. This immediately implies that Hm0,d ≈t,1/t
Hm1,d as 2d/t′ = 1/t and t′ ≥ t.

8.6 Efficiency and Correctness

Finally, we briefly discuss why the efficiency and correctness of the leveled GSW scheme (Algorithm 2)
can be proved. The efficiency directly follows from the fact that in the leveled GSW scheme, the key for
each level, the ciphertext, and the GateEval operations all corresponds to elements in GSWbase on a fixed
parameter D(λ). Similarly, the encryption correctness of the leveled GSW scheme corresponds to the
correctness of GSWbase.Enc and GSWbase.Dec, while the malicious gate correctness of the leveled GSW
scheme corresponds to the correctness of GSWbase.Eval and GSWbase.Dec. All these correctness properties
of GSWbase was shown to be provable in PV in [JKLM25].

9 Somewhere Extractable Hashing

Syntax. A somewhere statistically binding (SEH) hash scheme is a type of algorithms (SEH.Gen,
SEH.TGen, SEH.Hash,SEH.Open, SEH.Ver, SEH.Ext) with the following syntax:

Gen(1λ, 1N )→ hk. On input a security parameter 1λ, message length 1N , a locality parameter 1loc, and
outputs a hash key hk.

TGen(1λ, 1N , i ∈ [N ])→ (hk∗, td). On input a security parameter 1λ, message length 1N , a locality pa-
rameter 1loc and in index i ∈ [N ], outputs a hash key hk∗ along with a trapdoor td.

Hash(hk,x ∈ {0, 1}N )→ τ . On input a hash key hk and a string x, output a hash value τ .

Open(hk,x, i)→ ρ. On input a hash key hk, a string x ∈ {0, 1}N and an index i ∈ [N ], output a “local
opening” ρ.

68



Ver(hk, τ, i, y, ρ)→ 0/1. On input a hash key hk, hash value τ , index i ∈ [N ], symbol y ∈ {0, 1} and
opening ρ, the verification algorithm decides to accept or reject the local opening.

Ext(hk∗, td, τ)→ y. On input the hash key hk∗, trapdoor td and hash value τ , the extraction algorithm
outputs the bit xi (the index which was chosen during the TGen algorithm).

Definition 9.1. A somewhere statistically binding (SEH) family (SEH.Gen, SEH.TGen,SEH.Hash,SEH.Open,
SEH.Ver, SEH.Ext) is required to satisfy the following properties:

Succinct Key. The size of the key is bounded by poly(λ, |S|, logN).

Succinct Hash. The size of the hash value c is bounded by poly(λ, |S|, logN).

Succinct Local Opening. The size of the local openingπi ← Open(K,m, i, r) is at most poly(λ, |S|, logN).

Succinct Verification. The running time of the verification algorithm is bounded by poly(λ, |S|, logN).

Key Indistinguishability. For any non-uniform PPT adversaryA and any polynomialN = N(λ), there
exists a negligible function ν(λ) such that for all i∗ ∈ [N ]∣∣∣∣Pr [S ← A(1λ, 1N ), hk← Gen(1λ, 1N ) : A(hk) = 1

]
−

Pr
[
S ← A(1λ, 1N ), (hk∗, td)← TGen(1λ, 1N , i∗) : A(hk∗) = 1

] ∣∣∣∣ ≤ ν(λ).
Opening Completeness. For any hash key hk, any message x = (x1, . . . , xN ) ∈ {0, 1}N , any random-

ness r, and any index i ∈ [N ], we have

Pr [τ ← Hash(hk,x), πi ← Open(hk,x, i) : Ver(hk, τ, xi, i, ρi) = 1] = 1.

Extraction Correctness. For any subset i∗ ∈ [N ], any trapdoor key (hk∗, td)← TGen(1λ, 1N , S), any
hash τ , any bit xi∗ , and any proof πi∗ , we have

Pr [Ver(hk, τ, xi∗ , i
∗, ρi∗) = 1⇒ Ext(τ, td)|i∗ = xi∗ ] = 1.

Since the extracted value Ext(τ, td)|i∗ is unique, the extraction correctness implies statistical binding
property.

9.1 Formalization of SEH in APC1 + “prBPP = prP”

Formalization of functions. We formalize the deterministic functions SEH.Hash, SEH.Open,SEH.Ver,
SEH.Ext asPV functions. We formalize the probabilistic functions SEH.Gen and SEH.TGen asPV functions
that additionally take a random seed sd. For simplicity, suppose that the seed length for both of these
algorithms are r(λ,N).

Formalization of completeness and correctness. In this work, we will focus on schemes which have
perfect opening completeness and extraction correctness. Essentially, we will require that these equations can
be formalized and proven in PV1.
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Formalization of security. It remains to formalize the security of SEH. Informally, it states that for all
i ∈ [N ], an honestly generated hash key hk← Gen(1λ) and a trapdoor mode hash key hk∗ generated via
(hk∗, td)← TGen(1λ, i) are indistinguishable.

We parameterize SEH security via λ. Let ℓ = ℓ(λ,N) be length of the hash key and r = r(λ,N) be the
number of random bits required by TGen, where ℓ, r ∈ Log. We define Geni : {0, 1}r → {0, 1}ℓ be the
following circuit:

• For i = 0, Gen0(sd) calls SEH.Gen(1λ; sd) and outputs hk.

• For i ∈ [N ], Geni(sd) calls SEH.TGen(1λ, i; sd) to generate (hk, td), and outputs hk.

The security of the scheme states that for all i ∈ [N ], the distributions ofGen0 andGeni are indistinguishable.

Definition 9.2 (Parametrized SEH security, in APC1 + “prBPP = prP”.). Fix PV functions SEHash.Gen
and SEHash.TGen, and λ ∈ N, ε > 0. Let r = r(λ,N) be the number of random bits used by Gen and
TGen, and let ℓ(λ,N) denote the key length, where ℓ, r ∈ Log. Let Gen0,Geni : {0, 1}r → {0, 1}ℓ for
i ∈ [N ] be defined as above.

Let Dj for j ∈ {0} ∪ [N ] be the distribution corresponding to Genj . The formula SEHSecuret,ελ,N in the
language of APC1 + “prBPP = prP” is defined as

∀i ∈ [N ],D0 ≈t,ε Di.

Definition 9.3 (SEH security, in APC1 + “prBPP = prP”). Fix PV functions (SEH.Gen,SEH.TGen,
SEH.Hash, SEH.Open,SEH.Ver,SEH.Ext) and polynomials t,N : Log→ Log. Let λ0[p1, p2] be a mapping
from polynomials to N which specifies the largest security parameter for which the SEH scheme is not
secure.

We define SEHSecureλ0 as the following set of sentences: For all PV functions that are polynomials
N(λ), it includes the sentence

∀λ > λ0[t,N ],SEHSecure
t(λ),1/t(λ)
λ,N(λ) .

9.2 HW SEH Construction

In this section, we recall the SEH construction of Hubáček and Wichs [HW15]. We slightly modified the
construction so that we can build it from secret key FHE formulated in Definition 8.1.

Construction 9.4 (Somewhere extractable Hash, [HW15]). In the following, we interchangeably parse an
integer i ∈ [N ] as a bit string (i1, i2, . . . , iL) of length L = ⌈logN⌉. For a binary tree of depth L, we view
the root node as level 0 and the leaf nodes as level L. For a node at level ℓ, we index the nodes from left
to right by bit strings {0, 1}ℓ, and the children of a node v are indexed by v∥0 and v∥1. The root node is
indexed by the empty string ε.

Let FHE = (FHE.Gen,FHE.Enc,FHE.Eval,FHE.Dec) be a (secret-key) fully homomorphic encryption
scheme (Definition 8.1). For all λ ∈ N, let dλ be an efficiently computable bound such that the circuit depth
of FHE.Dec on parameter (dλ, λ) is smaller than dλ. Let s = s(λ) be the secret key length of the FHE
scheme on parameter (λ, dλ), and r = r(λ) be the encryption randomness length of the same parameters.

We now construct a SEH scheme (SEH.Gen,SEH.TGen,SEH.Hash,SEH.Open,SEH.Ver,SEH.Ext) as
follows:
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• Gen(1λ, 1N ): Set tree depth parameter L = ⌈logN⌉. For each ℓ = 0, . . . , L, generate FHE
key pairs (skℓ, ekℓ) ← FHE.Gen(1λ, 1dλ) for ℓ = 0, . . . , L. For all ℓ ∈ [L], compute cipher-
texts cℓ = FHE.Encskℓ−1

(0s+1). Finally, compute two ciphertexts ĉ0 = FHE.EncskL(0) and ĉ1 =
FHE.EncskL(1). Output the hash key hk = (ek0, . . . , ekL, c1, . . . , cL, ĉ0, ĉ1).

• TGen(1λ, 1N , i ∈ [N ]): Set tree depth parameter L = ⌈logN⌉. Generate L + 1 pairs of keys
(skℓ, ekℓ) ← FHE.Gen(1λ) for ℓ = 0, . . . , L. Parse i ∈ [N ] as a bit string (i1, i2, . . . , iL). For all
ℓ ∈ [L], compute ciphertexts cℓ = FHE.Encskℓ−1

(skℓ∥iℓ). Finally, compute two ciphertexts ĉ0 =
FHE.EncskL(0) and ĉ1 = FHE.EncskL(1). Output the hash key hk∗ = (ek0, . . . , ekL, c1, . . . , cL, ĉ0, ĉ1)
and the trapdoor td = skL.

• Hash(hk,x ∈ {0, 1}N ): Parse hk = (ek0, . . . , ekL, c1, . . . , cL, ĉ0, ĉ1). The algorithm computes hash
values along a binary tree of depth L bottom-up through the following procedure.

– For each leaf node i ∈ {0, 1}L, set hi = ĉxi as the ciphertext for bit xi precomputed in the hash
key. We set xi = 0 if i > N .

– For the ℓ-th level of the tree, for each node j ∈ {0, 1}ℓ, let ct0 = hj∥0 and ct1 = hj∥1 be the ci-
phertexts associated with the left and right children. Compute hj = FHE.Evalekℓ−1

(Fct0,ct1 , cℓ),
where the circuit F is defined as:

Fct0,ct1(sk, b) = FHE.Decsk(ctb)

Note that the FHE evaluation of Fct0,ct1 is a deterministic operation.

The algorithm outputs the root hash value τ = hε.

• Open(hk,x, i): Parse hk = (ek0, . . . , ekL, c1, . . . , cL, ĉ0, ĉ1). Parse i ∈ [N ] as a bit string (i1, i2, . . . , iL).
The algorithm first computes the hash tree as in Hash(hk,x) to obtain all the intermediate hash
values hv for each node v ∈ {0, 1}≤L. For ℓ ∈ [1, L], let īℓ = (i1, . . . , 1 − iℓ) be the nodes on the
copath of the path from the root to the leaf i. Output the local opening ρ = (hī1 , . . . , hīL).

• Ver(hk, τ, i, y, ρ): Parse hk = (ek0, . . . , ekL, c1, . . . , cL, ĉ0, ĉ1), index i ∈ [N ] as a bit string (i1, i2, . . . , iL),
and local opening ρ = (hī1 , . . . , hīL). The algorithm first compute the hash value on index i by
hi = ĉy . Then, for ℓ = L,L− 1, . . . , 1, it computes the hash value on the path from the leaf i to the
root as follows:

hi1,...,iℓ−1
=

{
FHE.Evalekℓ−1

(Fhi1,...,iℓ ,hīℓ
, cℓ), if iℓ = 0

FHE.Evalekℓ−1
(Fhīℓ ,hi1,...,iℓ

, cℓ), if iℓ = 1

Finally, the algorithm accepts if and only if hε = τ .

• Ext(hk∗, td, τ): Parse hk∗ = (ek0, . . . , ekL, c1, . . . , cL, ĉ0, ĉ1), td = skL. The algorithm outputs
y = FHE.DecskL(τ).

9.3 Security Analysis of SEH

In the following, let ℓ(λ,N) be the length of the hash key on parameter (λ,N), and let r(λ,N) be the
length of the randomness used by Gen and TGen.
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Theorem 9.5 (SEH Opening Completeness Theorem). PV1 proves the following sentence:

∀λ,N ∈ Log, ∀hk ∈ {0, 1}ℓ(λ,N),x ∈ {0, 1}N , i ∈ [N ], Ver(hk,Hash(hk,x), i,xi,Open(hk,x, i)) = 1

The completeness proof follows by inductively expanding the deterministic algorithms Hash, Open and
Ver. It is nearly identical to the proof in [JKLM25, Section9.3].

Theorem 9.6 (SEH Extraction Correctness Theorem). Let FHECor be the correctness properties of FHE defined
in Definition 8.1, including malicious gate correctness. Then, PV1 + FHECor proves the following sentence:

∀λ,N ∈ Log,∀i∗ ∈ [N ], sd ∈ {0, 1}rGen ,∀τ ∈ {0, 1}ℓ(λ,N), y ∈ {0, 1}, ρ ∈ {0, 1}L,
(hk∗, td) = TGen(1λ, 1N , i∗; sd) ∧ Ver(hk∗, τ, i∗, y, ρ) = 1⇒ Ext(hk∗, td, τ) = y

where rGen is the randomness length of TGen on parameter (λ,N).

Proof. We first prove that, in the execution of Ver(hk∗, τ, i∗, y, ρ), the intermediate hash values hi1,...,iℓ for
all ℓ = 0, . . . , L satisfies FHE.Decskℓ(hi1,...,iℓ) = y.

For the base case ℓ = L, hi1,...,iL = ĉy , and by the definition of ĉy in TGen, ĉy is an encryption of y
under skL. Therefore by FHECor we have FHE.DecskL(hi1,...,iL) = y.

For the inductive case, suppose that for some ℓ ∈ [L], we have FHE.Decskℓ(hi1,...,iℓ) = y. By the
definition of Ver, we have

hi1,...,iℓ−1
=

{
FHE.Evalekℓ−1

(Fhi1,...,iℓ ,hīℓ
, cℓ), if iℓ = 0

FHE.Evalekℓ−1
(Fhīℓ ,hi1,...,iℓ

, cℓ), if iℓ = 1

where cℓ = FHE.Encskℓ−1
(skℓ∥iℓ) as defined in TGen. By FHECor, we know FHE.Decskℓ−1

(cℓ) = skℓ∥iℓ.
Furthermore, the circuit Fhi1,...,iℓ ,hīℓ has depth 1 plus the depth of FHE.Dec, and thus by definition is no
more than dλ. Therefore, by applying the malicious evaluation correctness in FHECor, we have

FHE.Decskℓ−1
(hi1,...,iℓ−1

) =

{
Fhi1,...,iℓ ,hīℓ

(skℓ∥0), if iℓ = 0

Fhīℓ ,hi1,...,iℓ
(skℓ∥1), if iℓ = 1,

which, by the definition of F , can be rewritten as

FHE.Decskℓ−1
(hi1,...,iℓ−1

) = FHE.Decskℓ(hi1,...,iℓ) = y.

By induction, we have proved that for all ℓ = 0, . . . , L, FHE.Decskℓ(hi1,...,iℓ) = y. In particular, for
the root node, we have FHE.Decsk0(hε) = y. Since Ver(hk∗, τ, i∗, y, ρ) = 1 implies hε = τ , we have
FHE.Decsk0(τ) = y, and thus by the definition of Ext, Ext(hk∗, td, τ) = y.

Theorem 9.7 (SEH Security Theorem). Let FHESecure be the semantic security property of FHE defined
in Definition 8.4. Then, APC1 + “prBPP = prP” + FHESecureλ0 proves the SEHash security property
SEHSecureλ′0 (Definition 9.3) of Construction 9.4 for some suitable λ′0.

Proof. Fix any λ,N ∈ Log and any index i∗ ∈ [N ], let d = dλ be an efficiently computable bound such that
the circuit depth of FHE.Dec on parameter (dλ, λ) is smaller than dλ. Let s = s(λ) be the secret key length
of the FHE scheme on parameter (λ, dλ), as defined in Construction 9.4. We define the hybrid circuitsHj
for j = 0, . . . , L, which operates as follows:
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• Set tree depth parameter L = ⌈logN⌉. Generate L+ 1 pairs of keys (skℓ, ekℓ)← FHE.Gen(1λ) for
ℓ = 0, . . . , L. Parse i ∈ [N ] as a bit string (i1, i2, . . . , iL).

• For all ℓ ∈ [j], compute ciphertexts cℓ = FHE.Encskℓ−1
(0s+1).

• For all ℓ ∈ [j + 1, L], compute ciphertexts cℓ = FHE.Encskℓ−1
(skℓ∥iℓ).

• Finally, compute two ciphertexts ĉ0 = FHE.EncskL(0) and ĉ1 = FHE.EncskL(1).

It is easy to see that HL is identically distributed to the output of Gen(1λ, 1N ), and H0 is identically
distributed to the crs outputted by TGen(1λ, 1N , i∗).

We now prove that each neighboring hybrids are indistinguishable assuming the semantic security of
FHE (Definition 8.3).

Lemma 9.8. For all j = 0, . . . , L− 1, APC1 + “prBPP = prP”+ FHESecuret−tGen,εd,s+1,λ proves the following
sentence:

Hj ≈t,ε Hj+1.

where tGen is the upper bound of the circuit size of Gen and TGen on parameter (λ,N).

Proof. Observe that the only difference betweenHj andHj+1 is in the computation of cj+1. InHj , cj+1

is an encryption of skj+1∥ij+1 under skj , while in Hj+1, cj+1 is an encryption of 0s+1 under skj . Also
note that not that in both hybrids, cj is an encryption of 0s+1, independent of the j-th level secret key skj .
Therefore, we can consider the two following circuits generating cj+1:

• G0(sd = (sdj , sdj+1, sdEnc,j)): Sample (from seed sd′)

(skj , ekj)← FHE.Gen(1λ; sdj),

(skj+1, ekj+1)← FHE.Gen(1λ; sdj+1),

and compute cj+1 = FHE.Encskj (skj+1∥ij+1; sdEnc,j). Output (ekj , cj+1, ekj+1, skj+1).

• G1(sd
′): Same as G0(sd

′), but compute cj+1 = FHE.Encskj (0
s+1).

It is obvious that Hj = C ◦ G0 and Hj+1 = C ◦ G1 for some appropriate circuit C of size at most tGen.
Therefore by the Reduction Lemma, we have

G0 ≈t−tGen,ε G1 ⊢ Hj ≈t,ε Hj+1.

Finally, for every partial assignment of sdj+1 in G0 and G1, the two circuits exactly corresponds to the
distributions for the parameterized FHE security Definition 8.3 where (m0,m1) = (skj+1∥ij+1, 0

s+1).
Therefore

FHESecuret−tGen,εd,s+1,λ ⊢ G0|sdj+1
≈t−tGen,ε G1|sdj+1

,

The lemma now follows by applying the Averaging Argument for Indistinguishable Distribution.

By combining the above lemma for all j = 0, . . . , L− 1 with the Hybrid Argument, we have

FHESecuret−tGen,Lεd,s+1,λ ⊢ H0 ≈t−tGen,ε HL.

Therefore, by setting λ′0[t,N ] = λ0[d,max(t − tGen, Lt), s + 1], every sentence in SEHSecureλ′0 can be
proven in APC1 + “prBPP = prP” + FHESecureλ0 .
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10 Batch Arguments for NP

Syntax. A Batch Argument scheme (BARG) for NP consists of algorithms BARG.(Gen,Prove,Ver,TGen,
Ext) with the following syntax:

• Gen(1λ, 1m, 1s, 1L)→ crs: On input the security parameter λ, batch size m, the circuit size upper-
bound s, and the extraction size upperbound L, outputs a common reference string crs.

• TGen(1λ, 1m, 1s, 1L,S ⊆ [m]) → (crs∗, td): On input the security parameter λ, batch size m, the
circuit size upperbound s, the extraction size upperbound L, and a set of indices S ⊆ [m] with size
at most L, outputs a common reference string crs∗ and a trapdoor td.

• Prove(crs, C, (x1, . . . ,xm), (y1, . . . ,ym))→ π: On input the common reference string crs, a relation
circuit C : {0, 1}n × {0, 1}h → {0, 1} of size at most s, m statements x1, . . . ,xm ∈ {0, 1}n, and m
witnesses y1, . . . ,ym ∈ {0, 1}h such that C(xj ,yj) = 1 for all j ∈ [m], outputs a proof π.

• Ver(crs, C, (x1, . . . ,xm), π)→ {0, 1}: On input the common reference string crs, a relation circuit
C : {0, 1}n × {0, 1}h → {0, 1} of size at most s, m statements x1, . . . ,xm ∈ {0, 1}n, and a proof π,
outputs a bit indicating whether to accept or reject the proof.

• Extract(crs∗, td, C, (x1, . . . ,xm), π) → {y∗i }i∈S : On input the common reference string crs∗, the
trapdoor td, a relation circuit C : {0, 1}n × {0, 1}h → {0, 1} of size at most s, m statements
x1, . . . ,xm ∈ {0, 1}n, and a proof π, outputs the extracted witness y∗i = yi for each i ∈ S (the
indices set which was chosen during the TGen algorithm).

We say that a BARG scheme supports single point extraction if the TGen and Extract algorithms only take
a single index i∗ ∈ [m] as input/output instead of a set S ⊆ [m]. In this case, we omit the 1L input in Gen
and TGen. In Section 10.5, we show that BARG with single point extraction implies general BARG via
parallel repetition.

Definition 10.1 (Batch Argument). A Batch Argument scheme BARG.(Gen,Prove,Ver,TGen,Ext) is
required to satisfy the following properties:

Succinct Proof. The size of the proof π is bounded by poly(λ, s, logm,L).

Correctness. For all λ,m, s, L ∈ N, all relation circuit C : {0, 1}n × {0, 1}h → {0, 1} of size at most s,
and any instances (x1, . . . ,xm) and witnesses (y1, . . . ,ym) such that C(xi,yi) = 1 for all i ∈ [m],
and all crs← Gen(1λ, 1m, 1s, 1L), it holds that

Ver(crs, C, (x1, . . . ,xm),Prove(crs, C, (x1, . . . ,xm), (y1, . . . ,ym))) = 1.

CRS indistinguishability. For all polynomial sized adversaries A, there exists a negligible function
negl(λ) such that for all λ ∈ N, m, s, L ∈ poly(λ), and all S ⊆ [m] where |S| ≤ L(λ), it holds that∣∣∣∣∣ Pr[A(crs) = 1 | crs← Gen(1λ, 1m, 1s, 1L)]

−Pr[A(crs) = 1 | (crs, td)← TGen(1λ, 1m, 1s, 1L,S)]

∣∣∣∣∣ ≤ negl(λ).
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Somewhere Extractability. For all λ,m, s, L ∈ N, all indices set S ⊆ [m], all relation circuit C :
{0, 1}n×{0, 1}h → {0, 1} of size at most s, all instances (x1, . . . ,xm), all proof π, and all (crs, td)←
TGen(1λ, 1m, 1s, 1L,S), it holds that

∀i∗ ∈ S,
Ver(crs, C, (x1, . . . ,xm), π) = 1 =⇒ C(xi∗ ,Extracti∗(td, C, (x1, . . . ,xm), π)) = 1,

where Extracti∗(·) denotes the extracted value on index i∗.

10.1 Formalization of BARG in APC1 + “prBPP = prP”

In this section, we formalize the syntax and security properties of BARG in APC1 + “prBPP = prP”. We
note that all the formalization extends to BARG with single point extraction by fixing L = 1.

Formalization of functions. Similar to Section 8.2, we formalize deterministic algorithms BARG.Prove,
BARG.Ver, BARG.Extract as PV functions, and BARG.Gen,BARG.TGen as PV functions that additionally
takes random seed sd of length r(λ,m, s, L) = poly(λ,m, s, L) as input.

Formalization of correctness. For simplicity, we focus on perfectly secure BARG schemes in this work.
Correctness can thus be formalized as the following sentence in the language of PV1, denoted by BARGcor:
For all λ,m, s ∈ Log, all relation circuit C : {0, 1}n × {0, 1}h → {0, 1} of size at most s, all instances
(x1, . . . ,xm) and witnesses (y1, . . . ,ym), all random seed sd ∈ {0, 1}r(λ,m,s), if C(xi,yi) = 1 for every
i ∈ [m], then

Ver(crs, C, (x1, . . . ,xm),Prove(crs, C, (x1, . . . ,xm), (y1, . . . ,ym))) = 1

where crs := Gen(1λ, 1m, 1s, 1L; sd). Note that this is a universal sentence in the language of PV1, thus it
can also be formulated as an equivalent PV equation (see [Li25, Chapter 3]).

Formalization of somewhere extractability. In this work, we adopt perfect extractability by adding
appropriate rejection in the construction of BARG.TGen. The somewhere extractability property can thus
be formalized as the following universal sentence in PV1 (or equivalently, a PV equation), denoted by
BARGext: For all λ,m, s, L ∈ Log, all relation circuit C : {0, 1}n × {0, 1}h → {0, 1} of size at most s, all
instances (x1, . . . ,xm), all proof π, all indices set S ⊆ [m], and all random seed sd ∈ {0, 1}r(λ,m,s,L),

Ver(crs, C, (x1, . . . , xm), π) = 1

=⇒ ∀i∗ ∈ S, C
(
xi∗ ,Extracti∗(crs, td, C, (x1, . . . ,xm), π)

)
= 1

where (crs, td) := TGen(1λ, 1m, 1s, 1L,S; sd), and Extracti∗ is the subroutine of Extract that only outputs
the extracted witness on index i∗.

Formalization of CRS indistinguishability. Similar to Section 4.3 and 8.2, we start by formalizing the
parameterized CRS indistinguishability for BARG.

Definition 10.2 (Parameterized CRS Indistinguishability for BARG, in APC1 + “prBPP = prP”). Let
r(λ,m, s, L) be the length of the random seed taken by BARG.Gen and BARG.TGen, and ℓ(λ,m, s, L)
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be the length of the common reference string generated by BARG.Gen and BARG.TGen. For all indices
set S ⊆ [m] where |S| ≤ L, we define Genλ,m,s,LS : {0, 1}r(λ,m,s,L) → {0, 1}ℓ(λ,m,s,L) be the following
circuits:

• Genλ,m,s,L∅ (sd) = Gen(1λ, 1m, 1s, 1L; sd),

• For S ⊆ [m], Genλ,m,s,LS (sd) computes (crs, td) = TGen(1λ, 1m, 1s, 1L,S; sd) and outputs crs.

Let DS for be the distribution corresponding to Genλ,m,s,LS (sd). The sentence BARGindt,ελ,m,s,L in the
language of APC1 + “prBPP = prP” is defined as

∀S ⊆ [m] where |S| ≤ L,D∅ ≈t,ε DS .

Definition 10.3 (CRS Indistinguishability for BARG, in APC1 + “prBPP = prP”). Let λ0[t,m, s] be a
mapping from polynomials to N which specifies the largest security parameter for which CRS indistin-
guishability does not hold. We define BARGindλ0 as the following set of sentences: For all PV functions
t(λ),m(λ), s(λ), L(λ) : Log→ Log that are polynomials, it includes the sentence

∀λ > λ0[t,m, s, L],BARGind
t(λ),1/t(λ)
λ,m(λ),s(λ),L(λ).

10.2 WW BARG Construction

In this section, we recall the BARG construction for single point extraction of Waters and Wu [WW22].
The construction is mainly identical to the presentation in [WW22], but simplified to be based on SXDH
assumption for easier formalization inAPC1+“prBPP = prP”. See Remark 10.5 for the full list of differences
with the original construction.

Notation. Fix a bilinear group description G = (1λ, 1κ, p,Map,Val,Add,Mul,Pair) as described in Sec-
tion 4.4. We denote the group elements Map(a, b) by [a]b ∈ {0, 1}κ for b ∈ {1, 2, T}. We use [a]b + [a′]b
to denote Add([a]b, [a

′]b), c[a]b to denote Mul(c, [a]b), and [a]1[b]2 or [a]1 · [b]2 to denote Pair([a]1, [b]2).
For matrix A ∈ Zn×mp , we use [A]b to denote elementwise mapping and extend the remaining operations
naturally.

Construction 10.4 (WW BARG [WW22]). In the following, the relation circuit C is always parsed as a
circuit consisting only NAND gates.

Let GroupGen be a prime-order bilinear group generator. The BARG is constructed as follows.

• Gen(1λ, 1m, 1s): On input security parameter λ, the number of instances m, and the circuit size
upper bound s, the algorithm does the following:

– Run GroupGen(1λ) to obtain G = (1κ, p,Map,Val,Add,Mul,Pair).
– Sample m, m̂← Z2

p.
– For each i ∈ [m], sample αi, α̂i ← Zp and set ai = αim, âi = α̂im̂. Set a =

∑
i∈[m] ai, â =∑

i∈[m] âi.
– For each i, j ∈ [m] where i ̸= j, sample ri,j ← Zp and set

bi,j = (αiα̂j + ri,j)m, b̂i,j = −ri,jm̂. (10.1)

76



– Output crs = (G, [m]1, [m̂]2, [a]1, [â]2, {[ai]1, [âi]2}i∈[m], {[bi,j ]1, [b̂i,j ]2}i,j∈[m],i ̸=j)

• TGen(1λ, 1m, 1s, i∗): The trapdoor CRS generation algorithm samples a different CRS as follows. The
difference with the normal setup is highlighted.

– Run GroupGen(1λ) to obtain G = (G1,G2,GT , p, g1, g2, e).
– Sample m, m̂← Z2

p.
– For each i ∈ [m]\{i∗}, sampleαi, α̂i ← Zp and set ai = αim, âi = α̂im̂. Sample ai∗ , âi∗ ← Z2

p.
Set a =

∑
i∈[m] ai, â =

∑
i∈[m] âi.

– For each i, j ∈ [m] where i ̸= j, sample ri,j ← Zp. For i, j ̸= i∗, set

bi,j = (αiα̂j + ri,j)m, b̂i,j = −ri,jm̂. (10.2)

Finally, for i, j ∈ [m] \ {i∗}, set

bi,i∗ = ri,i∗m, b̂i,i∗ = −ri,i∗m̂+ αiâi∗ , (10.3)

and set

bi∗,j = α̂jai∗ + ri∗,jm, b̂i∗,j = −ri∗,jm̂. (10.4)

– If (m,ai∗) is not a basis ofZ2
p, i.e., if ai∗ = (ai∗,1, ai∗,2)

T andm = (m1,m2)
T satisfies ai∗,1m2−

ai∗,2m1 = 0, output (crs, td) = (⊥,⊥). Otherwise, Compute normal vector τ = (ai∗,1m2 −
ai∗,2m1)

−1(−m2,m1)
T such that τTai∗ = 1 and τTm = 0.

Similarly, if (m̂, âi∗) is not a basis of Z2
p, output (crs, td) = (⊥,⊥). Otherwise, compute τ̂ such

that τ̂Tâi∗ = 1 and τ̂Tm̂ = 0.
– Output crs = (G, [m]1, [m̂]2, [a]1, [â]2, {[ai]1, [âi]2}i∈[m], {[bi,j ]1, [b̂i,j ]2}i,j∈[m],i ̸=j) along with

trapdoor td = (τ, τ̂).

• Prove(crs, C, (x1, . . . ,xm), (y1, . . . ,ym)): On input the common reference string crs, the relation
circuit C : {0, 1}n×{0, 1}h → {0, 1}, instances x1, . . . ,xm ∈ {0, 1}n, and witnesses y1, . . . ,ym ∈
{0, 1}h, the algorithm does the following:

– If crs = ⊥, output π = ⊥.
– Let t ≤ s be the number of wires in C , where the first n wires are inputs wires corresponding

to the instance and the following h wires are input wires corresponding to the witness. Let
wi,d ∈ {0, 1} be the value of wire d ∈ [t] in circuit evaluation C(xi,yi).

– Wire commitment. For each wire d ∈ [t], compute

[ud]1 =
∑
i∈[m]

wi,d[ai]1, [ûd]2 =
∑
i∈[m]

wi,d[âi]2 (10.5)

– Input validation. For each wire d ∈ {n + 1 . . . n + h} corresponding to the witness input,
compute

[vd,1]1 =
∑
i ̸=j

(1− wi,d)wj,d[bi,j ]1, [v̂d,1]2 =
∑
i ̸=j

(1− wi,d)wj,d[b̂i,j ]2 (10.6)
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along with

[vd,2]1 =
∑
i ̸=j

wi,d(1− wj,d)[bi,j ]1, [v̂d,2]2 =
∑
i ̸=j

wi,d(1− wj,d)[b̂i,j ]2. (10.7)

– Gate validation. For each NAND gate gℓ (where ℓ ∈ [s]) with input wire (d1, d2) and output
wire d3, compute

[wℓ,1]1 =
∑
i ̸=j

(1− wi,d1wj,d2 − wj,d3)[bi,j ]1, [ŵℓ,1]2 =
∑
i ̸=j

(1− wi,d1wj,d2 − wj,d3)[b̂i,j ]2

(10.8)

along with

[wℓ,2]1 =
∑
i ̸=j

(1− wi,d1wj,d2 − wi,d3)[bi,j ]1, [ŵℓ,2]2 =
∑
i ̸=j

(1− wi,d1wj,d2 − wi,d3)[b̂i,j ]2.

(10.9)

– Output the proof

π = ({[ud]1, [ûd]2}d∈[t], {[vd,i]1, [v̂d,i]2}d∈[n+1...n+h],i∈1,2, {[wℓ,i]1, [ŵℓ,i]2}ℓ∈[s],i∈1,2)

• Ver(crs, C, (x1, . . . ,xm), π): On input the common reference string crs , the relation circuit C :
{0, 1}n×{0, 1}h → {0, 1}, instances (x1, . . . ,xm), and proof π, the algorithm executes the following
checks:

– Aborting CRS. If crs = ⊥ or π = ⊥, reject.
– Group element well-formedness. For each group element X in the proof π, check that

Val(X, b) = 1 for appropriate b ∈ {1, 2}. If all check passed, parse the proof π as

π = ({[ud]1, [ûd]2}d∈[t], {[vd,i]1, [v̂d,i]2}d∈[n+1...n+h],i∈1,2, {[wℓ,i]1, [ŵℓ,i]2}ℓ∈[s],i∈1,2),

– Statement consistency. For each d ∈ [n], check that

[ud]1 =
∑
i∈[m]

xi,d[ai]1, [ûd]2 =
∑
i∈[m]

xi,d[âi]2 (10.10)

– Witness validity. For each wire d ∈ {n + 1 . . . n + h} corresponding to the witness input,
check that

[a]1 · [ûT
d]2 = [ud]1 · [ûT

d]2 + [m]1 · [v̂T
d,1]2 + [vd,1]1 · [m̂T]2 (10.11)

and that

[ud]1 · [âT]2 = [ud]1 · [ûT
d]2 + [m]1 · [v̂T

d,2]2 + [vd,2]1 · [m̂T]2 (10.12)

– Gate validity. For each NAND gate gℓ (where ℓ ∈ [s]) with input wire (d1, d2) and output wire
d3, check that

[a]1 · [âT]2 = [ud1 ]1 · [ûT
d2 ]2 + [a]1 · [ûT

d3 ]2 + [m]1 · [ŵT
ℓ,1]2 + [wℓ,1]1 · [m̂T]2 (10.13)

and that

[a]1 · [âT]2 = [ud1 ]1 · [ûT
d2 ]2 + [ud3 ]1 · [âT]2 + [m]1 · [ŵT

ℓ,2]2 + [wℓ,2]1 · [m̂T]2 (10.14)
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– Output validity. Check that [ut]1 = [a]1 and [ût]2 = [â]2.

The algorithm outputs 0 if any of the checks fail, and 1 otherwise.

• Extract(crs, td, C, (x1, . . . ,xm), π): On input the crs, the trapdoor td = (τ, τ̂), the relation circuit
C : {0, 1}n × {0, 1}h → {0, 1}, instances (x1, . . . ,xm), and proof

π = ({[ud]1, [ûd]2}d∈[t], {[vd,i]1, [v̂d,i]2}d∈[n+1...n+h],i∈1,2, {[wℓ,i]1, [ŵℓ,i]2}ℓ∈[s],i∈1,2),

the extraction algorithm computes τT[ud]1 for each d ∈ [n + 1 . . . n + h]. For each of the wire
corresponding to the witness input, it set wd = 0 if τT[ud]1 = [0]1, wd = 1 if τT[ud]1 = [1]1, and
wd = ⊥ otherwise. If any of the wd is ⊥, output ⊥. Otherwise, output y = (wn+1, . . . , wn+h).

Remark 10.5 (Differences with WW BARG [WW22]). To simplify the later proofs in the language of
APC1, we made the following simplifications to the original construction:

• The work [WW22] builds BARG from the k-Linear assumption for arbitrary k. We restrict the
construction by setting k = 1, i.e., the SXDH assumption.

• For perfect extractability, we modify the BARG.TGen algorithm to reject invalid crs.

• To simplify the argument of BARG.TGen as a PV function, we ensure that the trapdoor vector τ is
chosen deterministically such that τTm = 0, τTa ̸= 0.

The remaining of this construction aligns with [WW22].

10.3 Preparations: Number-Theoretic Lemmas

In this section, we prove several number-theoretic lemmas in PV1 and APC1 + “prBPP = prP”, which will
be useful in the security analysis of WW BARG scheme. We first start with the lemma that every vector in
Z2
p can be uniquely decomposed into a linear combination of the two basis vectors.

Lemma 10.6. The following sentence holds in PV1. Let p ≥ 2 be a primer number (i.e. ∀a ∈ (1, p), a ∤ p).
Then for every a = (a1, a2),m = (m1,m2),u = (u1, u2) ∈ Z2

p such that a1m2 − a2m1 ̸= 0, (ξ, ζ) =
Decomp((a,m),u) is the unique pair in Z2

p such that

ξa+ ζm = u,

where Decomp((a,m),u) is the circuit computing

Decomp((a,m),u) :=
(
(u1m2 − u2m1)(a1m2 − a2m1)

−1, (a1u2 − a2u1)(a1m2 − a2m1)
−1) .

Proof Sketch. We argue in PV1. It can be verified that (ξ, ζ) = Decomp((a,m),u) satisfies ξa+ ζm = u.
For uniqueness, if (ξ′, ζ ′) also satisfies ξ′a+ ζ ′m = u, then we have (ξ − ξ′)a+ (ζ − ζ ′)m = 0. If ξ ̸= ξ′,
then we have a = cm for c = −(ζ − ζ ′)(ξ − ξ′)−1, therefore a1m2 − a2m1 = cm1m2 − cm2m1 = 0,
contradicting the assumption. Similarly, if ζ ̸= ζ ′, we also reach a contradiction. Therefore, ξ = ξ′ and
ζ = ζ ′, completing the proof.

We need the fact that the multiplicative inverse in Zp is efficiently computable by an algorithm Inv(·, ·),
and its correct is provable in PV1. Formally:
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Lemma 10.7 (Zp Multiplicative-Inverse Lemma). There exist a PV function Inv(·, ·) such that we can prove
the following sentence in APC1 + “prBPP = prP”: Suppose that p is a prime number (i.e. ∀a ∈ (1, p), a ∤ p),
then for every a ∈ (1, p), b = Inv(a, p) is the unique number in Zp such that ab = 1.

Proof Sketch. The lemma follows immediately from the fact that the correctness of the Extended Euclidean
Algorithm can be proven in PV1 [Jeř05, Section 4.3.1]. In particular, for all a, b, we can prove that

ExtGCD(a, b) = (g, x, y) =⇒ g|a ∧ g|b ∧ ax+ by = g.

Therefore, we can prove that

∀a ∈ (1, p), a ∤ p =⇒ ∀b < p,ExtGCD(b, p) = (1, x, y)

By defining Inv(a, p) to be x mod p, where ExtGCD(a, p) = (1, x, y), we can prove that

∀a ∈ (1, p), a ∤ p =⇒ ∀b < p, b · Inv(b, p) = 1 (mod p).

Finally, if c ̸= Inv(b, p) satisfies c · b ≡ 1 (mod p), then we have (c− Inv(b, p)) · b = 0 (mod p), which
implies either c− Inv(b, p) = 0 or b ∈ (1, p) ∧ b|p. Either case contradicts the assumption.

The following lemma shows in APC1 + “prBPP = prP” that random vectors form a basis of Z2
p with

high probability. Note that random vectors are sampled using the imperfect sampler Sampp(·).

Lemma 10.8 (Full-Rank Lemma). The following sentence is provable in APC1 + “prBPP = prP”. Let
R(sd = (sd1, sd2, sd3, sd4)) be the circuit sampling random Zp elements (s1, s2, s3, s4) from Sampp(sdi),
outputting 1 if s1s4 − s2s3 = 0 and 0 otherwise.

Then for all p > 1 and δ−1, β−1 ∈ Log, if p is a prime number (i.e. ∀a ∈ (1, p), a ∤ p), then

Prδ[R] ≤ δ + β + 2p−1.

Proof. We argue in APC1. Fix p > 1 and δ−1, β−1 ∈ Log. The acceptance set of R can be separated by
two cases, either s1 = 0 and s2 = s−13 , or s1 ̸= 0 and s4 = s−11 (1− s2s3). Let C1 be the circuit that that
outputs 1 if s1 = 0, C2 be the circuit that outputs 1 if s1 ̸= 0 ∧ s4 = s−11 (1− s2s3), and η−1 ∈ Log be a
parameter to be determined. By the Monotonicity of CAPP and the Union Bound, we have

Prη[R] ≤ Prη[C1 ∨ C2] + 3η ≤ Prη[C1] + Prη[C2] + 7η. (10.15)

We will then argue that both Prη[C1] and Prη[C2] are small.

The circuit C1. Note that C1 samples s1, . . . , s4 but only reads the part of s1. Let α be the set of indices
corresponding to the seeds of s2, s3, s4. Note that for any assignment ρ to variables in α, by the correctness
of Samp (the Zp Sampling Lemma) with y := 0, we have Prη[C1|ρ] ≤ 2η + p−1. By the Averaging
Argument, it follows that

Prη[C1] ≤ p−1 + 5η. (10.16)

The circuit C2. Similar to the first case, let α be the set of indices corresponding to the seeds of s1, s2, s3.
For any assignment ρ to variables in α, by the correctness of Samp (the Zp Sampling Lemma) with
y := s−11 (1− s2s3), we have Prη[C2|ρ] ≤ 2η + p−1. By the Averaging Argument, it follows that

Prη[C2] ≤ p−1 + 5η. (10.17)
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Wrapping up. Finally, we combine Equations (10.15) to (10.17) and Precision Consistency of CAPP to
obtain

Prδ[R] ≤ Prη[R] + (δ + 2η) ≤ 2p−1 + δ + 19η. (10.18)

This completes the proof by setting η := β/20.

10.4 Security Analysis of BARG

In this section, we formalize the security of the WW BARG construction. The correctness and extractability
properties are proved in PV1, while the CRS indistinguishability is proved in APC1 + “prBPP = prP”.

10.4.1 Correctness

Theorem 10.9 (WW BARG Correctness Theorem). The correctness property (Definition 10.1) of the WW
BARG construction (Construction 10.4) can be proved in PV1 + CorGroupGen.

Proof (Sketch). The correctness follows immediately from the correctness of the group operations. Honest
proofs can be shown to satisfy all the verification equations via PV through expanding the constructions of
the Prove algorithm. In particular,

• The statement consistency (Equation (10.10)) follows from the construction of the wire commitment
elements (Equation (10.5)).

• The witness validity (Equations (10.11) and (10.12)) follows from the construction of the input
validation elements (Equations (10.6) and (10.7)).

• The gate validity (Equations (10.13) and (10.14)) follows from the construction of the gate validation
elements (Equations (10.8) and (10.9)).

• The output validity follows from the construction of the wire commitment elements (Equation (10.5)),
along with the guarantee that C(xi, yi) = 1 for all i ∈ [m].

10.4.2 Somewhere Extractability

Theorem 10.10 (WW BARG Somewhere Extractability Theorem). The somewhere extractability property
(Definition 10.1) of the WW BARG construction (Construction 10.4) can be proved in PV1 + CorGroupGen.

Proof. Let (crs, td) := TGen(1λ, 1m, 1s, 1i
∗
; sd). By construction, whenever crs = ⊥, the verification

algorithm always rejects. In this case, the sentence

Ver(crs, C, (x1, . . . ,xm), π) = 1 =⇒ C(xi∗ ,Extract(crs, td, C, (x1, . . . ,xm), π)) = 1

holds trivially as the premise is false. Therefore, we only need to consider the case when crs ̸= ⊥.
Suppose that crs ̸= ⊥. By the construction of the TGen algorithm, we have that (m,ai∗) is a basis

of Z2
p, and so is (m̂, âi∗). Note that by the construction of the TGen algorithm, the trapdoor td = (τ, τ̂)

satisfies τTu = Decomp((ai∗ ,m),u)1, the first coordinate of the decomposition of u under basis (ai∗ ,m).
Similarly, τ̂Tu = Decomp((âi∗ , m̂),u)1.

Now, consider any crs ̸= ⊥ and proof π such that Ver(crs, C, (x1, . . . ,xm), π) = 1. Our goal is to show
that C(xi∗ ,Extract(crs, td, C, (x1, . . . ,xm), π)) = 1.
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First, since the proof π passes the group element well-formedness check, by the correctness axioms
of GroupGen, we know that there exists some suitable ud, ûd,vd,i, v̂d,i,wℓ,i, ŵℓ,i ∈ Z2

p, such that we can
parse π as

π = ({[ud]1, [ûd]2}d∈[t], {[vd,i]1, [v̂d,i]2}d∈[n+1...n+h],i∈1,2, {[wℓ,i]1, [ŵℓ,i]2}ℓ∈[s],i∈1,2).

Let (ξd, ζd) = Decomp((ai∗ ,m),ud) and (ξ̂d, ζ̂d) = Decomp((âi∗ , m̂), ûd) for each d ∈ [t] be the decom-
position of ud, ûd under basis (ai∗ ,m) and (âi∗ , m̂) respectively.

Next, since the proof π passes the statement consistency check (Equation (10.10)), by the correctness
axioms of GroupGen, we have that for each d ∈ [n],

ud =
∑
i∈[m]

xi,dai = xi∗,dai∗ +

∑
i ̸=i∗

xi,dαi

m, ûd =
∑
i∈[m]

xi,dâi = xi∗,dâi∗ +

∑
i ̸=i∗

xi,dα̂i

 m̂.

By the uniqueness of decomposition (Lemma 10.6), we thus have ξd = ξ̂d = xi∗,d for each d ∈ [n].
Furthermore, for each wire d ∈ [n+ 1 . . . n+ h] corresponding to the witness input, since the proof π

passes the witness validity checks (Equations (10.11) and (10.12)), by the correctness axioms of GroupGen,
we have the following equations in Zp:

aûT
d = udû

T
d +mv̂T

d,1 + vd,1m̂
T, udâ

T = udû
T
d +mv̂T

d,2 + vd,2m̂
T.

Multiplying τT on the left and τ̂ on the right canceling out τTm = m̂Tτ̂ = 0, we have

(τTa)(ûT
dτ̂) = (τTud)(û

T
dτ̂), (τTud)(â

Tτ̂) = (τTud)(û
T
dτ̂).

Observe that

τTa = τT

(
ai∗ +

∑
i ̸=i∗

αim

)
= 1, âTτ̂ =

(
âi∗ +

∑
i ̸=i∗

α̂im̂

)T

τ̂ = 1.

Also, by Lemma 10.6, we have τTud = ξd and ûT
dτ̂ = ξ̂d. Therefore the verification check implies that

ξ̂d = ξdξ̂d, ξd = ξdξ̂d, Hence ξd = ξ̂d ∈ {0, 1}, corresponding to a valid witness bit.
Note that the extraction algorithm Extract computes its output y = (wn+1, . . . , wn+h) by checking

whether τT[ud]1 is [0]1 or [1]1 for each d ∈ [n + 1, . . . , n + h]. By the correctness axioms of GroupGen,
wd = ξd if ξd ∈ {0, 1}, and wd = ⊥ otherwise. Since we proved that ξd ∈ {0, 1}, we have wd = ξd ̸= ⊥
for each d ∈ [n+ 1 . . . n+ h].

Let Cd(xi∗ ,y) be the value of wire d in circuit evaluation C(xi∗ ,y), where y is the extracted witness
as described above. In the rest of the proof, we prove by induction on d ≤ [t] that Cd(xi∗ ,y) = ξd for
every d ≤ ℓ. This induction principle is available in PV1, as the property is decidable by a straightforward
polynomial-time algorithm. The base case d ≤ [n+ h] follows directly from the arguments above.

Now we consider the induction case. Specifically, for each NAND gate gℓ (where ℓ ∈ [s]) with input
wire (d1, d2) and output wire d3, we show that if ξd1 = ξ̂d1 = Cd1(xi∗ ,y) and ξd2 = ξ̂d2 = Cd2(xi∗ ,y),
and that the gate validity check (Equations (10.13) and (10.14)) passes on the gate, then we can prove
ξd3 = ξ̂d3 = Cd3(xi∗ ,y). By the correctness axioms ofGroupGen, the gate validity checks (Equations (10.13)
and (10.14)) imply that

aâT = ud1û
T
d2 + aûT

d3 +mŵT
ℓ,1 +wℓ,1m̂

T, aâT = ud1û
T
d2 + ud3 â

T +mŵT
ℓ,2 +wℓ,2m̂

T.
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Similar to the witness validity checks, by multiplying τT from the left and τ̂ from the right, we have

(τTa)(âTτ̂) = (τTud1)(û
T
d2 τ̂) + (τTa)(ûT

d3 τ̂), (τTa)(âTτ̂) = (τTud1)(û
T
d2 τ̂) + (τTud3)(â

Tτ̂).

Which implies that

1 = ξd1 ξ̂d2 + ξ̂d3 , 1 = ξd1 ξ̂d2 + ξd3 .

Therefore, ξd3 = ξ̂d3 = 1− ξd1ξd2 = NAND(ξd1 , ξd2) = NAND(Cd1 , Cd2)(xi∗ ,y) = Cd3(xi∗ ,y).
This completes the induction proof. In particular, it shows that Ct(xi∗ ,y) = ξt = ξ̂t. Finally, since

the proof π passes the output validity check, we have ut = a and ût = â. Therefore ξt = τTa = 1, and
ξ̂t = âTτ̂ = 1. Then we have C(xi∗ ,y) = Ct(xi∗ ,y) = ξt = 1, completing the proof.

10.4.3 CRS Indistinguishability

We start with the following lemma proving a parallel-version of the SXDH assumption. The following
lemma shows that it is provable in APC1+ “prBPP = prP” that the SXDH assumption implies the k parallel
version.

Lemma 10.11 (Parallel SXDH Lemma). The following sentence is provable in APC1 + “prBPP = prP”. Let
t, k ∈ Log, ε ∈ [0, 1], and G is a bilinear group satisfying CorG . Let s ∈ Log be the maximum size of the
challenge generation circuits Gen0,Gen1 in Definition 4.25. Then SXDHt,εG implies k-SXDHt−ks,kεG .

Proof Sketch. This is achieved by a standard Hybrid Argument, where the indistinguishability of hybrids
are proved using the Reduction Lemma. We omit the proof, as a very similar formalization has been done
for the security proof of the leveled FHE construction (see Section 8.5).

Theorem 10.12 (WW BARG CRS Indistinguishability Theorem). InAPC1+“prBPP = prP”+SXDHλ0,GroupGen,
the CRS indistinguishability property (Definition 10.1)28 of the WW BARG construction (Construction 10.4)
can be proved. In particular, there exists some λ′0 such that for all PV functions m, s, t : Log → Log that
are polynomials and λ > λ′0[m, s, t], the sentence BARGind

t(λ),1/t(λ)
λ,m(λ),s(λ) is provable in APC1 + “prBPP =

prP”+ SXDHλ0,GroupGen.

Proof. Fix the function λ0 (in SXDH) and any PV functions m, s, t : Log → Log that are polynomials,
we will prove that there exists a constant λ′0 ∈ N to be determined later such that for every λ > λ′0,
APC1 + “prBPP = prP” + SXDHλ0,GroupGen proves BARGindt(λ),1/t(λ)λ,m(λ),s(λ) (see Definition 10.2

Fix any λ > λ′0 and let m = m(λ), s = s(λ), t = t(λ), our goal is to prove that for every i∗ ∈ [m], the
distributions D0 and Di∗ defined in Definition 10.2 are (t, 1/t)-indistinguishable. The distribution D0 is the
real CRS distribution and Di is the trapdoor CRS distribution.

Let G = (1κ, p,Map,Val,Add,Mul,Pair) be the group generated by GroupGen(1λ). Recall that as
p is a prime by CorG , the correctness of computing multiplicative inverse is provable in PV1 (the Zp
Multiplicative-Inverse Lemma). In the rest of the proof, we use a−1 to denote Inv(a, p).

28Note that we always set L(λ) = 1 and omit the parameter for BARG with single point extraction.
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Hybrids. Now, we are ready to prove the CRS indistinguishability property. LetGenλ,m,si : {0, 1}r(λ,m,s) →
{0, 1}ℓ(λ,m,s) be the circuits in Definition 10.1, instantiated with Construction 10.4.

• Genλ,m,s0 (sd) = Gen(1λ, 1m, 1s; sd),

• For i ∈ [m], Genλ,m,si (sd) computes (crs, td) = TGen(1λ, 1m, 1s, i; sd) and outputs crs.

We now argue the indistinguishability between Genλ,m,s0 and Genλ,m,si∗ for any i∗ ∈ [m] via the following
hybrid circuits.

H0 This is the original Genλ,m,s0 algorithm. In particular, the relevant variables are generated as follows:

• For all i ∈ [m], ai = αim, âi = α̂im̂.
• For (i, j) ∈ [m]2 where i ̸= j, bi,j = (αiα̂j + ri,j)m, b̂i,j = −ri,jm̂.

H1 This hybrid changes how bi,i∗ , b̂i,i∗ are generated. In particular, they are generated by:

• For i ̸= i∗, bi,i∗ = ri,i∗m, b̂i,i∗ = (−ri,i∗ + αiα̂i∗)m̂.

H2 In the computation of b and b̂, this hybrid changes all appearance of α∗im to ai∗ , and all appearance
of α̂i∗m̂ to âi∗ . In particular,

• For j ̸= i∗, bi∗,j = α̂jai∗ + ri∗,jm, b̂i∗,j = −ri∗,jm̂.
• For i ̸= i∗, bi,i∗ = ri,i∗m, b̂i,i∗ = −ri,i∗m̂+ αiâi∗ .

H3 This hybrid computes variables dependent on (m, m̂,ai∗ , âi∗) directly in group elements. In particular,
after sampling m, m̂ and computing [ai∗ ]1 = αi∗ [m]1, [âi∗ ]2 = α̂i∗ [m̂]2, the remaining variables are
generated as follows:

• [ai]1 = αi[m]1, [âi]2 = α̂i[m̂]2 for i ̸= i∗.
• [a]1 =

∑
i∈[m][ai]1, [â]2 =

∑
i∈[m][âi]2.

• For i, j ̸= i∗, [bi,j ]1 = (αiα̂j + ri,j)[m]1, [b̂i,j ]2 = −ri,j [m̂]2.
• For j ̸= i∗, [bi∗,j ]1 = α̂j [ai∗ ]1 + ri∗,j [m]1, [b̂i∗,j ]2 = −ri∗,j [m̂]2.
• For i ̸= i∗, [bi,i∗ ]1 = ri,i∗ [m]1, [b̂i,i∗ ]2 = −ri,i∗ [m̂]2 + αi[âi∗ ]2.

H4 This hybrid replaces [ai∗ ]1 and [âi∗ ]2 with random group elements (sampled using Sampp(·)). The
remaining variables are generated as inH3.

H5 This hybrid is identical withH4, except that every variables are computed as Zp elements until the
output.

H6 This is hybrid adds the check that (m,ai∗) and (m̂, âi∗) form bases of Z2
p. If not, it outputs crs = ⊥.

This is identical to the algorithm Genλ,m,si∗ algorithm.

We note that some of these hybrids may have different seed length. Nevertheless, we can pad dummy
input to the circuits generating the distributions so that indistinguishability between them is well-defined.

84



Indistinguishability between hybrids. We now argue the indistinguishability between each two
consecutive hybrids.

Lemma 10.13. APC1 + “prBPP = prP” proves that for every t ∈ Log,H0 ≈t,mp−1 H1.

Proof. We argue in APC1 + “prBPP = prP”. Fix any t ∈ Log. Recall that Gen0 and Gen1 output (the group
encoding of) m, m̂ ← Z2

p, ai = αim, âi = α̂im̂ (for αi, α̂i ← Zp), a =
∑

i∈[m] a, â =
∑

i∈[m] â, and
bi,j , b̂i,j . Let G0, G1 be subcircuits of the circuits Gen0,Gen1 for H0 and H1 that generate the variables
{(bi,i∗ , b̂i,i∗)}i ̸=i∗ . Specifically,

G0(m, m̂, α̂i∗ , {αi}i ̸=i∗ ; {ri,i∗}i ̸=i∗)→
(
bi,i∗ = (ri,i∗ + αiα̂i∗)m, b̂i,i∗ = −ri,i∗m̂

)
,

G1(m, m̂, α̂i∗ , {αi}i ̸=i∗ ; {ri,i∗}i ̸=i∗)→
(
bi,i∗ = ri,i∗m, b̂i,i∗ = (−ri,i∗ + αiα̂i∗)m̂

)
.

Let G0,G1 be the distributions corresponding toG0 andG1, respectively. Note that other parts of Gen0,Gen1
are identical. By the Averaging Argument for Indistinguishable Distribution, it suffices to prove that for
every assignment ρ to all random bits except those for ri,i∗ , i ̸= i∗, we have

H0|ρ ≈t,mp−1 H1|ρ.

In the rest of the proof, we fix an assignment ρ. After fixing ρ, the output bits of Gen0,Gen1 besides
those of G0, G1 are fixed strings that is independent of the input. Let t′ ∈ Log be the length of the fixed
parts. Thus, by the Reduction Lemma, it suffices to prove that cG0 ≈t+t′,mp−1 G1, where both G0,G1 take
random bits for ri,i∗ , i ̸= i∗.

Note that by the Hybrid Argument, and by applying the Reduction Lemma, it suffices to prove that for
any t′′ ∈ Log, the following two distributions are (t+ t′ + t′′, p−1)-indistinguishable:

• G′0: (r + α,−r);
• G′1: (r,−r + α).

Both distributions take random bits for r ← Zp (implemented by Sampp(·)), where α ∈ Zp is a fixed
element. Here, the Hybrid Argument is to focus on a fixed i ̸= i∗, and the Reduction Lemma is applied to
remove the identical parts (i.e. the parts for j ̸= i) and unwrap the group encoding.

Again, by applying the Reduction Lemma, it suffices to prove that for any t′′ ∈ Log, the following two
distributions are (t+ t′ + t′′, p−1):

• G′′0 : r + α;
• G′′1 : r.

This is because the second coordinate of G′0 and G′1 can be computed from the first coordinate by the
mapping u 7→ α− u.

Finally, G′′0 ≃p−1 G′′1 follows from the Zp Shift-Invariance Lemma, which implies that G′′0 and G′′1 are
(t, p−1)-indistinguishable for any t ∈ Log, by the Isomorphism Lemma. This completes the proof.

Lemma 10.14. APC1 + “prBPP = prP” proves thatH1 ≡ H2.

This lemma is immediate since the two hybrids only differs on a change of variables.

Lemma 10.15. APC1 + “prBPP = prP”+ CorGroupGen(λ) proves thatH2 ≡ H3.
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This lemma is immediate since the two hybrids can be shown to be identical from the correctness of the
group operations.

Lemma 10.16. APC1 + “prBPP = prP”+ SXDH
t+3tGen,ε/2
λ,GroupGen(λ) proves thatH3 ≈t,ε H4, where tGen ∈ Log is

the upper bound of the size of the circuit generatingH3,H4.

Proof. We argue in APC1 + “prBPP = prP” + SXDH
t+3tGen,ε/2
λ,GroupGen(λ). First, by the Parallel SXDH Lemma,

we have SXDHt0,ε0G ⊢ 2-SXDHt0−2tGen,2ε0G , where tGen ∈ Log is the upper bound of the size of the SXDH
challenge generation circuits Gen0,Gen1 with respect to group G.

Next, observe thatH3 andH4 can be constructed by the circuit composition C ◦ Gen2b for b ∈ {0, 1},
where vectors of group elements [ai∗ ]1, [âi∗ ]2, [m]1, [m̂]2 are generated by Gen2b through

{[ub]b, [vi,b]b, [wi,b]b}i∈{1,2},b∈{1,2} ← Gen2b ,

[m]1 = ([v1,1]1, [v2,1]1), [m̂]2 = ([v1,2]2, [v2,2]2).

[ai∗ ]1 = ([w1,1]1, [w2,1]1), [âi∗ ]2 = ([w1,2]2, [w2,2]2),

and the rest of the variables are generated by some circuit C , identical in both hybrids. Note that by
implicitly setting αi∗ = u1, α̂i∗ = u2, it is clear that Gen20 provides group elements with distribution
identical toH3. By the Reduction Lemma, we have

2-SXDHt0−2tGen,2ε0G ⊢ H3 ≈t−2tGen−tC ,2ε0 H4,

where tC is the size of C . The lemma immediately follows by observing tGen, tC ≤ tGen.

Lemma 10.17. APC1 + “prBPP = prP”+ CorGroupGen(λ) proves thatH4 ≡ H5.

This lemma is immediate since the two hybrids can be shown to be identical from the correctness of the
group operations.

Lemma 10.18. APC1 + “prBPP = prP”+ SXDHt,ελ,GroupGen(λ) proves thatH5 ≈8·2−λ H6.

From the Full-Rank Lemma, we know that for all β−1, δ−1 ∈ Log, we can prove in APC1 + “prBPP =
prP” that Prδ[(ai∗ ,m) is not a basis] ≤ δ+ β+2p−1. Therefore, by the Union Bound and Mixture Lemma,
H4 ≈8p−1 H5. The lemma now follows from the group largeness axiom in SXDH, stating that p > 2λ.

Wrapping up. Combining the above lemmas, we know that APC1+ “prBPP = prP”+SXDH
t+3tGen,1/4t
λ,GroupGenλ

proves the sentenceH0 ≈t,1/2t+(m+8)·2−λ H6. Since tGen ∈ Log is bounded by a fixed polynomial of the
setup parameters λ,m, s, by setting λ̂0[m, t] to be the suitable parameters where

∀λ > λ̂0[m, t], 1/2t(λ) + (m(λ) + 8) · 2−λ < 1/t(λ)

and set λ′0[m, s, t] to be

λ′0[m, s, t] = max(λ0[t
′], λ̂0[m, t]), t′(λ) = max

(
t(λ) + 3tGen(λ,m, s), 4t)λ

)
,

we conclude that APC1 + “prBPP = prP” + SXDHλ0,GroupGen proves every sentence BARGindλ′0 .
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10.5 BARG with Set Extraction

The BARG construction given in Construction 10.4 can be easily extended to allow polynomially many
extraction indices via combining polynomially many parallel instances. The correctness, somewhere
extractability, and CRS indistinguishability property can be proved in APC1 + “prBPP = prP” and SXDH
by combining Section 10.4 with the Hybrid Argument.

Construction 10.19 (BARG with Set Extraction). Let BARG1 be the batch argument scheme supporting
single point extraction. We construct BARG with set extraction as follows.

• BARG.TGen(1λ, 1m, 1s, 1L,S): On input the security parameter λ, the number of instance m, the
circuit size upper bound s, the extraction set size upper bound L, and a set S = {i1, . . . , iℓ} ⊆ [m]
of size ℓ ≤ L, the algorithm does the following.

– For j ∈ [ℓ], sample (crsj , tdj)← BARG1.TGen(1
λ, 1m, 1s, ij).

– For j ∈ [L] \ [ℓ], sample (crsj , tdj)← BARG1.Gen(1
λ, 1m, 1s).

– Output crs = (crs1, . . . , crsL), td = (td1, . . . , tdℓ)

• BARG.Gen(1λ, 1m, 1s, 1L) is defined by BARG.TGen(1λ, 1m, 1s, 1L,∅), dropping the (empty) trap-
door td.

• BARG.Prove(crs, C, (x1, . . . ,xm), (y1, . . . ,ym)) computesπi = BARG1.Prove(crsj , C, (x1, . . . ,xm),
(y1, . . . ,ym)) for j ∈ [L], and outputs π = (π1, . . . , πL).

• BARG.Ver(crs, C, (x1, . . . ,xm), π) checks BARG1.Ver(crsj , C, (x1, . . . ,xm), π) for j ∈ [L], and
accepts if all checks accept.

• BARG.Extract(crs, td, C, (x1, . . . ,xm), π) computes yi = Extract(crsj , tdJ , C, (x1, . . . ,xm), π) for
all j ∈ [ℓ], and outputs y = (y1, . . . ,yj).

Lemma 10.20. APC1 + “prBPP = prP” proves that if BARG1 is a batch argument scheme supporting single
point extraction with correctness, somewhere extractability, and CRS indistinguishability properties, then the
BARG construction in Construction 10.19 is a batch argument scheme supporting set extraction with correctness,
somewhere extractability, and CRS indistinguishability properties.

Proof Sketch. Since the construction in Construction 10.19 is simply L parallel instances of the single-point-
extraction BARG1 construction, the correctness and somewhere extractability properties follow directly
from those of BARG1. The CRS indistinguishability property follows from the Hybrid Argument over
the L instances. In particular, for any (ordered) set |S| ≤ L, let Sℓ be the first ℓ elements in S . It is easy
to see that the distribution DSℓ generated by BARG.TGen(1λ, 1m, 1s, 1L,Sℓ) and the distribution DSℓ−1

generated by BARG.TGen(1λ, 1m, 1s, 1L,Sℓ−1) differs only on the ℓ-th BARG1 crs instance, where crsℓ is
either generated using the normal generation algorithm BARG1.Gen or the trapdoor generation algorithm
BARG1.TGen(S[ℓ]). Therefore, by the Reduction Lemma, the parameterized CRS indistinguishability
property of BARG1 (i.e., BARG1ind

t,ε
λ,m,s) implies that DSℓ ≈t−tGen,ε DSℓ−1

, where tGen is the upper bound
of the size of the BARG crs generation circuits. By applying the Hybrid Argument over ℓ ∈ [|S|], we
conclude that for any set S of size at most L, D∅ ≈t−L·tGen,Lε DS . This completes the proof.

Remark 10.21 (Efficiency of Construction 10.19). The construction in Construction 10.19 has
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• CRS size O(Lm2) · poly(λ),

• Proof size |C| ·O(L) · poly(λ),

• Verification time (|C|+O(nm2)) ·O(L) · poly(λ),

11 SNARG Construction and Analysis

In this section, we present a variant of the EF-SNARG construction from Jin, Kalai, Lombardi and Vaikun-
tanathan [JKLV24], and analyze its security in APC1 + “prBPP = prP”. We first introduce some tools and
formalization in Section 11.1. Then, we present the modified encrypt-hash and BARG construction of JKLV
in Section 11.3.

11.1 Definitions and Tools

11.1.1 Circuits

In this section, we will be precise about how our Boolean circuits are expressed. This section is almost
verbatim from [JKLV24, Section 3.1].

Circuits. We formally describe such a circuit with s gates via a string ⟨C⟩ given by (g1, . . . , gs), where
each gate gi = (i, j, k, f) is a tuple consisting of:

• The output wire name i.

• The two children wires are j and k.

• A boolean function f : {0, 1} × {0, 1} → {0, 1}.

Moreover, the last m gates gs−m+1, . . . , gs correspond to the output of the circuit. To evaluate C(x), we
define:

• for g1, . . . , gn, set gi(x) = xi.

• for gi = (i, j, k, f) where i > n, iteratively evaluate gi(x) = f(gj(x), gk(x)).

• Output gs−m+1(x), . . . , gs(x).

Universal circuits. Consider a family Cs,n,m of size s circuits with n-bit inputs and m-bit outputs. We
then define the following explicit universal circuit U for Cs,n,m such that U(x, ⟨C⟩) = C(x). We construct
U via the following sequence of subcircuits {Ui}i∈[s], where we define Ui : {0, 1}i−1 ×G → {0, 1} (where
G denotes the gate description alphabet) as follows: For every 1 ≤ j < i, let wout

j denote the output wire of
Uj . This will be the jth input to Ui. Ui will additionally take as input the ith gate of ⟨C⟩.

• Suppose the input to Ui is (w1, . . . , wi−1, g = (i, j0, j1, f)).

• For b ∈ {0, 1}, α ∈ [i−1], construct a subcircuitΛb,α which takes the same input (wα, g = (i, j, k, f))
and outputswα ifα = jb (and⊥ otherwise). Denote the output wire of Λb,α by ωb,α (and⊥ otherwise).
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• Let Λb take as input (ωb,1, . . . , ωb,i−1) and output the single input which is not equal to ⊥.

• Construct a subcircuit Λout which takes as input ω0, ω1 and g = (i, j0, j1, f), and outputs f(ω0, ω1).

• The output of Ui corresponds to the output of Λout.

The output wires correspond to the output wires ofUs−m+1, . . . , Us. It is easy to see that the above universal
circuit has size and depth poly(s). Moreover, each Ui has depth at most O(log s).

Remark 11.1. As noted in JKLV, there are more efficient constructions of universal circuits. Here, we
choose a simple explicit construction that is sufficient for the construction and analysis.

11.2 Local assignment generators

Definitions 11.2 and 11.4 are taken nearly verbatim from [JKLV24].

Definition 11.2 (Local assignment generator). Let C : {0, 1}n → {0, 1}m denote a Boolean circuit of size
s. For parameters ℓ and ε, we say that C has an (ℓ, ε)-local assignment generator if there is an algorithm
LocalGen with the following properties.

• Syntax: The input to LocalGen is a subset of wires T ⊆ [s] of size at most ℓ and its output is an
assignment (σi)i∈T ∈ {0, 1}T to the corresponding wires of C .

• Local consistency: for any gate gi = (i, j, k, f) of C , and any set T ⊇ {i, j, k} of size at most ℓ, we
have

Pr
[
σi ̸= f(σj , σk) : (σα)α∈T ← LocalGen(T )

]
≤ ε.

• Computational non-signaling: for any sets T0, T1 ⊆ [s] of size at most ℓ, the following distributions
are ε-computationally indistinguishable:

({σi}i∈U : {σi}i∈T0 ← LocalGen(T0)) ≈ε ({σi}i∈U : {σi}i∈T1 ← LocalGen(T1))

where U = T0 ∩ T1.

Definition 11.3 (Accepting Local Assignment Generator). We say that an (ℓ, ε)-local assignment generator
LocalGen for circuit C is accepting if

Pr[σ ̸= 1 : σ ← LocalGen({out})] ≤ ε.

where out corresponds to the output wire of C .

The following is an equivalent formulation of the local assignment generator that will simplify some of
the later proofs. Essentially, the first definition allowed for queries on sets, whereas the following definition
allows for queries on ordered tuples.

Definition 11.4 (Local tuple generator). In the same setting as in Definition 11.2, a (ℓ, ε)-local tuple
generator LocalTupGen for a circuit C has the following properties.

• Syntax: The input to LocalTupGen is the description of an ℓ-tuple of wires (i1, . . . , iℓ) ∈ ([s]∪{⊥})ℓ.
Its output is an assignment (σi1 , σi2 , . . . , σiℓ) ∈ ({0, 1} ∪ {⊥})ℓ to the corresponding wires of C
(and σik = ⊥ if ik = ⊥).
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• Wire consistency: For any ℓ-tuple (i1, . . . , iℓ) and any pair j1, j2 such that ij1 = ij2 , we have

Pr
[
σij1 ̸= σij2 : (σij )

ℓ
j=1 ← LocalTupGen(i1, . . . , iℓ)

]
≤ ε.

• Gate consistency: For any tuple (i1, . . . , iℓ) and triple (j1, j2, j3), if (ij1 , ij2 , ij3) form a gate C with
corresponding function f , we have

Pr
[
σij1 ̸= f(σij2 , σij3 ) : (σij )j∈[ℓ] ← LocalTupGen(i1, . . . , iℓ)

]
≤ ε.

• Computational non-signaling: For any pair of ℓ-tuples (i1, . . . , iℓ) and (i′1, . . . , i
′
ℓ), let T = {j ∈

[ℓ] : (ij = i′j)∧ (ij ̸= ⊥)}. Then, the following distributions are ε-computationally indistinguishable:

({σij}j∈T : {σij}j∈[ℓ] ← LocalTupGen(i1, . . . , iℓ))

≈ε ({σi′j}i∈T : {σi′j}j∈[ℓ] ← LocalTupGen(i′1, . . . , i
′
ℓ)).

Definition 11.5 (Accepting Local Tuple Generator). We say that an (ℓ, ε)-local tuple generator LocalTupGen
for circuit C is accepting if

Pr[σ1 = 1 : {σj}j∈[ℓ] ← LocalTupGen((out,⊥,⊥, . . . ,⊥))] ≥ 1− ε.

where out corresponds to the output wire of C .

Formalization in APC1 + “prBPP = prP”. We will now formalize the properties of local assignment
and tuple generators in APC1 + “prBPP = prP”.

We treat (ℓ, ε)-local assignment (tuple resp.) generator LocalGen for a circuitC of size s, as a randomized
algorithm which takes r bits as input. Hence we formalize it as a PV symbol which takes as input a set
(tuple resp.) of size ℓ. We will introduce an additional parameter t to denote the adversary size in the
computational non-signaling game.

Definition 11.6 (Local assignment generator in APC1 + “prBPP = prP”). Let ℓ, t, s ∈ Log, and ε ∈ [0, 1].
An (ℓ, ε, t)-local assignment generator for a circuit C is a randomized algorithm LocalGen of size s with
the same syntax as in Definition 11.2 with the following properties:

• Local consistency: Let gi = (i, j, k, f) be a gate of C , and let T ⊇ {i, j, k} be a subset of wires of
C of size at most ℓ. Define the following game Ggi,T :

– C1 is the circuit which simply outputs T .
– C2 takes as input a set of wire assignments {σα}α∈T . If σi ̸= f(σj , σk), output 1. Else, output 0.

We say LocalGen satisfies ε-local consistency if for all gi = (i, j, k, f) and T ⊇ {i, j, k} of size at
most ℓ, we have that AdvGgi,T [LocalGen] ≤ ε.

• Computational non-signaling: Define sets T0, T1 ⊆ [s] with size at most ℓ, and let U = T0 ∩ T1.
LetGT0,T1,b correspond to the circuit which takes as input a seed sd ∈ {0, 1}r and does the following:

– Sample {σi}i∈Tb ← LocalGen(Tb; sd).
– Output {σi}i∈U .
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LetHb be the distribution corresponding to Gb. We say that LocalGen satisfies (t, ε)-non-signaling
ifH0 ≈t,ε H1 for all (T0, T1).

Additionally, we say that the local assignment generator is accepting if the following holds. Let Gaccept =
(C1, C2, 0) be the game defined by:

• C1 outputs the set {out}, where out corresponds to the output gate of C .

• C2 takes as input σ, and outputs 1 if σ = 1, and 0 otherwise.

We say that LocalGen is ε-almost accepting if AdvGaccept [LocalGen] ≥ 1− ε.

Definition 11.7 (Local tuple generator in APC1 + “prBPP = prP”). Let ℓ, t, s, u ∈ Log, and ε ∈ [0, 1]. A
(ℓ, ε, t)-local tuple generator for a circuit C of size s is a randomized algorithm LocalTupGen of size u with
the same syntax as in Definition 11.4 with the following properties:

• Wire consistency: For any ℓ-tuple T = (i1, . . . , iℓ), and any pair j1, j2 such that ij1 = ij2 , define
the following search game GwireconT,j1,j2

= (C1, C2, 0):

– C1 is the circuit which simply outputs the tuple T .
– C2 takes as input a wire assignment {σj}j∈[ℓ]. If σj1 ̸= σj2 output 1, and output 0 otherwise.

We say that LocalTupGen satisfies (ε-)wire consistency if for all T, j1, j2,

AdvGwireconT,j1,j2

[LocalTupGen] ≤ ε.

By definition, C1 and C2 have size O(ℓ).

• Gate consistency: For any ℓ-tuple T = (i1, . . . , iℓ) and triple (j1, j2, j3), if gk = (ij1 , ij2 , ij3 , f) is
a gate in the C , define the following search game GgateconT,(j1,j2,j3)

= (C1, C2, 0):

– C1 is the circuit which simply outputs the tuple T .
– C2 is the circuit which takes as input a wire assignment {σj}j∈[ℓ]. If gij1 = (ij1 , ij2 , ij3 , f),

output 1 if σj1 ̸= f(σj2 , σj3), and 0 otherwise.

We say that LocalTupGen satisfies ε-gate consistency if for all ℓ-tuples T and triples (j1, j2, j3) such
that ij1 , ij2 , ij3 form a gate,

AdvGgatecon
T,(j1,j2,j3)

[LocalTupGen] ≤ ε.

By definition, C1 and C2 have size O(ℓ).

• Computational non-signaling: Consider two ℓ-tuplesT0 = {i(0)1 , . . . , i
(0)
ℓ } andT1 = {i(1)1 , . . . , i

(1)
ℓ }.

Let U = {j ∈ [ℓ] : (i
(0)
j = i

(1)
j ) ∧ (i

(0)
j ̸= ⊥)}. Let CT0,T1,b correspond to the circuit which takes as

input a seed sd ∈ {0, 1}r and does the following:

– Call {σij}j∈[ℓ] ← LocalTupGen(Tb; sd).
– Output {σij}j∈U .

LetHb be the distribution corresponding to CT0,T1,b. We say that LocalTupGen satisfies (t, ε)-non-
signaling ifH0 ≈t,ε H1 for all (T0, T1).
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Additionally, we say that the local tuple generator is accepting if the following holds. Let Gaccept = (C1, C2, 0)
be the game defined by:

• C1 outputs the tuple (out,⊥,⊥, . . . ,⊥), where out corresponds to the output gate of C .

• C2 takes as input {σi}i∈[ℓ], and outputs 1 if σ1 = 1, and 0 otherwise.

We say that LocalTupGen is ε-almost accepting if AdvGaccept [LocalTupGen] ≥ 1− ε.

Here, we give a simpler proof than in [JKLV24] (although with slightly worse parameters) that a local
tuple generator can be used to derive a local assignment generator.

Claim 11.8. APC1 + “prBPP = prP” proves the following sentence. Let t, ℓ, s ∈ Log. Let c ∈ N be a large
constant. If a circuit C of size s has a (ℓ, ε, ctc)-local tuple generator, then it also has a (ℓ/2, O(ℓ · ε), t)-local
assignment generator. Furthermore, if it has an accepting (ℓ, ε, ctc)-local tuple generator, then it also has an
accepting (ℓ/2, O(ℓ · ε), t)-local assignment generator.

Proof. Suppose LocalTupGen is an (ℓ, ε, ctc)-local tuple generator. We define LocalGen as follows.

LocalGen(T ) : On input a set T of size at most ℓ/2, do the following.

• Let {i1, . . . , i|T |} be the indices of the wires in T in lexicographic order, and let
T̂ = (i1, . . . , i|T |,⊥, . . . ,⊥) be an ℓ-tuple.

• Call {σij}j∈[ℓ] ← LocalTupGen(T̂ ).

• Output {σij}j∈[|T |].

It is clear that by wire consistency and gate consistency of LocalTupGen, we obtain that LocalGen also
satisfies ε-local consistency. Moreover, it is easy to see that if LocalTupGen is ε-almost accepting, so is
LocalGen. Moreover, one can prove this in PV1. It therefore suffices to argue non-signaling.

Fix two sets T0 and T1 of sizes ℓ/2 with indices {i(0)1 , . . . , i
(0)
ℓ/2} and {i(1)1 , . . . , i

(1)
ℓ/2} (ordered in lexico-

graphic order). Let U = T0 ∩ T1. Let T̂b denote the ℓ-tuple {i(b)1 , . . . , i
(b)
ℓ/2,⊥, . . . ,⊥}.

We now argue in a few hybrids. We describe each hybrid by the corresponding circuits.

H1 Compute {σi}i∈T0 ← LocalGen(T0). Output {σi}i∈U .

H2 Compute {σ
i
(0)
j

}j∈[ℓ] ← LocalTupGen(T̂0). Let ρ ⊆ [ℓ/2] correspond to the indices j such that

i
(0)
j ∈ U . Output {σ

i
(0)
j

}j∈ρ.

H3 Consider the tuple Z = {z1, . . . , zℓ}, where {z1, . . . , zℓ} = {i(0)1 , . . . , i
(0)
ℓ/2, i

(1)
1 , . . . , i

(1)
ℓ/2}. Let

{σzj}j∈[ℓ] ← LocalTupGen(Z). Let ρ ⊆ [ℓ/2] correspond to the indices i(0)j such that i(0)j ∈ U .
Output {σ

i
(0)
j

}j∈ρ.

H4 Consider the tuple Z = {z1, . . . , zℓ}, generated as in the previous hybrid. Let {σzj}j∈[ℓ] ←
LocalTupGen(Z). For every p ∈ U ,
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• Find i(0)j , i
(1)
k = p.

• If σ
i
(0)
j

̸= σ
i
(1)
k

, output ⊥.

Output {σzj}j∈ρ.

H5 Consider the tuple Z = {z1, . . . , zℓ}, generated as in the previous hybrid. For every p ∈ U ,

• Find i(0)j , i
(1)
k = p.

• If σ
i
(0)
j

̸= σ
i
(1)
k

, output ⊥.

Let {σzj}j∈[ℓ] ← LocalTupGen(Z). Let ρ′ ⊆ [ℓ] \ [ℓ/2] correspond to the indices j such that zj ∈ U .
Output {σzj}j∈ρ′ .

H6 Consider the tuple Z = {z1, . . . , zℓ}, generated as in the previous hybrid. Let {σzj}j∈[ℓ] ←
LocalTupGen(Z). Let ρ′ ⊆ [ℓ] \ [ℓ/2] correspond to the indices j such that zj ∈ U . Output {σzj}j∈ρ′ .

H7 Consider the tuple Z = {z1, . . . , zℓ}, where {z1, . . . , zℓ} = {i(1)1 , . . . , i
(1)
ℓ/2, i

(1)
1 , . . . , i

(1)
ℓ/2}. Let

{σzj}j∈[ℓ] ← LocalTupGen(Z). Let ρ′ ⊆ [ℓ] \ [ℓ/2] correspond to the indices zj such that zj ∈ U .
Output {σzj}j∈ρ′ .

H8 Consider the tuple Z generated as in the previous hybrid. Let {σzj}j∈[ℓ] ← LocalTupGen(Z). Let
ρ ⊆ [ℓ/2] correspond to the indices j such that zj ∈ U . Output {σzj}j∈ρ.

H9 Consider the tuple Z = T̂1. Let {σzj}j∈[ℓ] ← LocalTupGen(Z). Let ρ ⊆ [ℓ/2] correspond to the
indices j such that zj ∈ U . Output {σzj}j∈ρ.

H10 Compute {σi}i∈T1 ← LocalGen(T1). Output {σi}i∈U .

Lemma 11.9. APC1 + “prBPP = prP” proves thatH1 ≡ H2.

Proof. By definition, it is easy to show that the distributions inH1 andH2 are identical in PV1. Therefore,
we can show in APC1 + “prBPP = prP” thatH1 ≡ H2.

Lemma 11.10. APC1 + “prBPP = prP” proves thatH2 andH3 are (t, ε)-indistinguishable.

Proof. Let S = {j ∈ [ℓ] : (ij = zj)}. Clearly, by definition, S = {1, . . . , ℓ/2}. Let D0 denote the
distribution corresponding to:

• Let {σj}j∈[ℓ] ← LocalTupGen(T̂b)

• Output {σj}j∈S .

Let D1 denote the distribution corresponding to:

• Let {σj}j∈[ℓ] ← LocalTupGen(Z).

• Output {σj}j∈S .
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By the computational-NS property of LocalTupGen, D0 andD1 are (ctc, ε)-indistinguishable. Moreover, let
A denote the circuit that takes as input {σi}i∈S and outputs {σi}i∈ρ. By the Reduction Lemma, we have
that A ◦ D0 and A ◦ D1 are also (t, ε)-indistinguishable (assuming t + |A| ≤ ctc). Finally, it is easy to
see that A ◦ D0 is identical toH2, and A ◦ D1 is identical toH3. This completes the proof via the Hybrid
Argument.

Lemma 11.11. APC1 + “prBPP = prP” proves thatH3 andH4 are (t, ℓ · ε)-indistinguishable.

Proof. Let Z = {z1, . . . , zℓ}, where {z1, . . . , zℓ} = {i(0)1 , . . . , i
(0)
ℓ/2, i

(1)
1 , . . . , i

(1)
ℓ/2} as defined as in H3 and

U = T0 ∩ T1. For each w ∈ U , consider i(0)j , i
(1)
k = w. Let Gw = Gwirecon

Z,i
(0)
j ,i

(1)
k

denote the wire consistency

game corresponding to the tuple Z . Recall that AdvGw [LocalTupGen] ≤ ε by definition of LocalTupGen.
We write Gw = (C

(w)
1 , C

(w)
2 , 0). By definition, for all w1, w2 ∈ U , C(w)

1 is identical to the circuit C1 that
simply outputs Z . Let C2 =

∨
w∈U C

(w)
2 , and define G = (C1, C2, 0). Then, by applying the Game Union

Bound Lemma, it is easy to see that AdvG(LocalTupGen) ≤ ℓ · ε.
Moreover, note that C2 is PV equivalent to the circuit C ′2 with the following functionality:

• Take as input a wire assignment {σj}j∈ℓ. For every p ∈ U ,

– Find i(0)j , i
(1)
k = p.

– If σ
i
(0)
j

̸= σ
i
(1)
k

, output ⊥.

Let TG,A be the circuit as defined in Definition 5.2. Let B be the circuit that always outputs ⊥, let D be
the corresponding distribution.

Then, we can rewriteH4 asH3|¬TG,A + B|TG,A . By invoking the Mixture Lemma, we have that the two
distributions are (t, ℓ · ε)-indistinguishable.

Lemma 11.12. APC1 + “prBPP = prP” proves thatH4 ≡ H5.

Proof. It suffices to show that the two distributions are identical. Indeed, if the output is not⊥, we have that
for every p ∈ U , if i(0)j , i

(1)
k = p, then σ

i
(0)
j

= σ
i
(1)
k

. Therefore, the two outputs are {σzj}j∈ρ and {σzj}j∈ρ′
are indeed identical (where ρ and ρ′ are as defined inH4 andH5 respectively). Hence, the two distributions
are indeed equivalent.

Lemma 11.13. APC1 + “prBPP = prP” proves thatH5 andH6 are (t, ℓ · ε)-indistinguishable.

This proof is near identical to the proof of Lemma 11.11, so we will omit it.

Lemma 11.14. APC1 + “prBPP = prP” proves thatH6 andH7 are (t, ε)-indistinguishable.

The proof is near identical to the proof of Lemma 11.10, so we will omit it.

Lemma 11.15. APC1 + “prBPP = prP” proves thatH7 andH8 are (t, O(ℓ · ε))-indistinguishable.

This proof follows from a similar argument as was done in Lemmas 11.11 to 11.13.

Lemma 11.16. APC1 + “prBPP = prP” proves thatH8 andH9 are (t, ε)-indistinguishable.

The proof is near identical to the proof of Lemma 11.10, so we will omit it.
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Lemma 11.17. APC1 + “prBPP = prP” proves thatH9 ≡ H10.

Same as Lemma 11.9, the two hybrids can be shown identical in PV1

Therefore, via the Hybrid Argument, we have that H1 and H10 are (t, O(ℓ · ε))-indistinguishable,
therefore completing the proof.

11.3 Encrypt-Hash-and-BARG and Construction

In this work, we will give a slightly simplified construction29 of the JKLV SNARG. We note that much of
the writing and algorithm is identical to JKLV.

Definition 11.18 (Augmented circuit). Let C be a circuit with k wires, and let D be a circuit that takes as
input k bits, and outputs nothing (one can think of this as a circuit which always outputs 0). Let Aug(C,D)
denote the following circuit: on input x,

• Compute C(x), and let τ be the corresponding wire assignment.

• Evaluate D(τ).

• Output C(x).

We will use this notation throughout this section.

Construction 11.19 (Simplified JKLV SNARG). The following construction is a simplification from JKLV.
Fix an NP language L with witness for x of length m(|x|). In the following, n will be the input

length parameter, and L = poly(ℓ), where ℓ will be a bound on the length of the propositional proof of
non-membership (we choose this exact polynomial in Section 11.5). We will use the following ingredients:

• A secret-key leveled FHE scheme FHE.(Gen,Enc,Dec,Eval,GateEval) whose correctness, malicious
gate correctness and malicious evaluation correctness can be proven in PV1. Moreover, suppose
there exists λFHE0 such FHESecureλFHE0

holds for FHE.∗.

• A BARG scheme BARG.(Gen,Prove,Ver,TGen,Ext) with set extraction whose correctness and
somewhere extractability can be proven in PV1. Moreover, suppose there exists λBARG0 such that
BARGindλBARG0

holds for BARG.∗.

• A SEH scheme (SEH.Gen, SEH.TGen,SEH.Hash,SEH.Open, SEH.Ver,SEH.Ext) whose opening
completeness and extraction correctness can be proven in PV1. Moreover, suppose there exists λSEH0

such that every sentence in SEHSecureλSEH0
holds when implemented by SEH.∗.

We now define the algorithm TGen,Gen,Prove and Ver. Note that while the SNARG itself does not need a
trapdoor mode, we define TGen for the security analysis.

• Trapdoor CRS algorithm. TGen(1λ, (C, 1n, 1m), 1L, TSEH, SBARG, aux; sd) operates as follows: On
input a security parameter 1λ, an input length 1n, a parameter 1L, a tuple TSEH ⊆ [2λ] of size loc, a set
SBARG ⊆ [2λ] of size at most loc (where loc = poly(λ, log n, logm, log s), and the explicit value will
be chosen in the proof), a string aux ∈ {0, 1}L, and randomness sd = (sdFHE, sdct, sdSEH, sdBARG)

29In essence, the CRS in JKLV grows with the size and computation depth of any machine that outputs the propositional proof
of non-membership. In this work, we simplify their construction to allow for a simpler analysis, albeit having a CRS that grows
with the total length of the propositional proof of non-membership. We believe their version can also be formalized in our theory.
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1. Set the FHE depth parameter dFHE = poly(L, |C|) for some large polynomial.
2. Generate FHE key: Sample FHE keys (sk, ek)← FHE.Gen(1λ, 1dFHE ; sdFHE).

3. Generate FHE ciphertext: Sample a ciphertext ct← FHE.Enc(sk, aux; sdct).
4. Generate SEH keys: Let TSEH = {i1, . . . , iloc}. Let N∗ be as defined in Step (5) of the prover

algorithm.
– Parse sdSEH = {sdj}j∈loc.
– For j ∈ [loc], sample a hash key (hkj , tdj)← SEH.TGen(1λ, ij ; sdj).
– Set hk = {hk1, . . . , hkloc} and tdSEH = {td1, . . . , tdloc}.
– In the remaining algorithms, we use the shorthand SEH.Hash(hk, ·), SEH.Open(hk, ·),

SEH.Ver(hk, ·) to denote the algorithms which carry out the respective algorithms loc times
with respect to each of hk1, . . . , hkloc. We use the shorthand SEH.Ext(hk, td, ·) to denote
running the Ext algorithm loc times with respect to each of (hk1, td1), . . . , (hkloc, tdloc).

5. Generate BARG crs: Sample (crsBARG, tdBARG)← BARG.TGen(1λ, 1k
∗
, 1s

∗
, 1loc, SBARG; sdBARG),

where we define k∗ and s∗ in Step (6) of the prover algorithm.
6. Output (crs = (hk, ek, ct, crsBARG), td = (sk, tdSEH, tdBARG)).

• CRS algorithm. Gen(1λ, 1n, 1ℓ) operates as follows:

1. Let C denote the relation circuit for the language L on inputs of length n, and witnesses of
length m.

2. Let L = poly(ℓ), where the exact poly will be chosen via Theorem 11.23.
3. Set TSEH = (0, . . . , 0), SBARG = ∅ and aux = 1L.
4. Sample (crs, td)← TGen(1λ, (C, 1n, 1m), 1L, TSEH, SBARG, aux), and output crs.

• Prove algorithm. P(crs, C, x, w) operates as follows:

1. Parse (hk, ek, ct, crsBARG)← crs.
2. Compute the transcript of Cx(w), and let τ = τx(w) denote the wire assignment for this

computation.
3. Run the circuit FHE.Evalek(Uτ , ·) on ct gate-by-gate, where U(τ, ⟨D⟩) denotes the universal

circuit that interprets ⟨D⟩ as a circuit and runs it on τ (see Section 11.1.1 for details on the
description of U ). Denote this circuit by Γek,ct.

4. Let Ĉx,ek,ct = Aug(Cx,Γek,ct) denote the computation done in steps (2) and (3) (i.e. the gate-
by-gate FHE evaluation), and let τ̃ denote the wire assignment.

5. Let N∗ be the length τ̃ . Let vP = SEH.Hash(hk, τ̃).

6. Compute aBARG proof that essentially proves that every gate of Ĉx,ek,ct was computed correctly.
Formally, let Rhk,vP be the following relation circuit:

– Instance: Description of some gate gi = (i, j0, j1, f), along with auxi = (β0, β1) where
βb is the hardcoded value for wire jb if any (e.g. if gate gi takes as input any bit of x, ek, ct),
and ⊥ otherwise.

– Witness: Wire values wi, wj0 , wj1 and openings ρi, ρj0 , ρj1 .
Then, Rhk((gi, auxi), (wi, wj0 , wj1 , ρi, ρj0 , ρj1)) does the following:
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– Parse gi = (i, j0, j1, f).

– Verify that SEH.Ver(hk, vP , i, wi, ρi) = 1.
– Parse auxi = (β0, β1).
– For b ∈ {0, 1}, if βb ̸= ⊥, check that jb = βb.
– Else, verify that SEH.Ver(hk, vP , jb, wjb , ρjb).
– Verify that f(wj0 , wj1) = wi.
– Output 1 if all of the above checks pass, and output 0 otherwise.

Let k∗ denote the number of gates in Ĉx,ek,ct. Let s∗ be the size of the circuit Rhk,v . It is easy
to see that s∗ = poly(λ, log |C|) since it simply verifies SEH openings. Note that one can
derive the batch of instances {(gi, auxi)}i∈[k∗] from the description of Ĉx,ek,ct efficiently, and
the prover can compute the corresponding {(wi, wj0 , wj1 , ρi, ρj0 , ρj1)}i∈[k∗] efficiently.
Let

πBARG ← BARG.Prove(crs, Rhk,vP , {(gi, auxi)}i∈[k∗], {(wi, wj0 , wj1 , ρi, ρj0 , ρj1)}i∈[k∗])

be the corresponding proof.
7. Let ρout be the opening to the output wire of Ĉx,ek,ct.
8. Output (vP , πBARG, ρout).

• The Verifier Algorithm. SNARG.V(crs, C, x, π) does the following:

1. Parse (hk, ek, ct, crsBARG)← crs and (vP , πBARG, ρout)← π.
2. Check that ρout corresponds to an opening to the bit 1.
3. Parse Ĉx,ek,ct as the batch of instances {(gi, auxi)}i∈[k∗], and let R = Rhk,vP .
4. BARG.Ver(crsBARG, R, {(gi, auxi)}i∈[k∗], πBARG) = 1.
5. Reject if any of the above checks fail, accept otherwise.

We will denote by SNARG = SNARG.(Gen,P,V), and we will use SNARG.TGen only in the security
proof.

Remark 11.20 (Changes from JKLV). We point out the main changes made in this algorithm relative to
the original EF-SNARG construction of [JKLV24] in order to simplify our analysis. The most prominent
change is that we will instantiate our BARG via SXDH rather than LWE. Moreover, the JKLV SNARG
construction has a shorter CRS in the case where the propositional proof of non-membership has a small
time-bounded Kolmogorov complexity. However, one would need to rely on unleveled FHE in order to
achieve this efficiency, which we do not know from plain LWE. Therefore, we omit this optimization.
Finally, our scheme results in a verifier whose runtime is poly(λ, n, ℓ), after which we rely on Remark 3.6
to improve this dependence to be n · poly(λ, log ℓ). The construction of JKLV does this optimization inline.

Completeness and Efficiency. Completeness of the scheme follows directly from the BARG com-
pleteness and SEH opening correctness. Recall that the proof π consists of a hash vP and opening ρout
which both have size at most poly(λ, loc, log n) = poly(λ, log n, log ℓ), and a BARG proof |πBARG| ≤
poly(λ, s∗, log k∗) = poly(λ, loc, log n, log ℓ) = poly(λ, log n). Therefore, |π| = poly(λ, log n, log ℓ),
which is indeed succinct. The CRS on the other hand has size poly(λ, n, ℓ).

While the verifier itself is inefficient (takes time poly(λ, n, ℓ) rather than logarithmic in ℓ), one can
generically boost this efficiency, as described in Remark 3.6.
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Security. We now prove that the above construction is secure, and show our main result in Corollary 11.22.

Theorem 11.21 (JKLV Security Theorem). There exists a function λ0[p1, p2, p3] from PV functions p1, p2, p3 :
Log→ Log such that APC1[BPP, LWE, SXDH] proves every sentence in EF-SNARGλ0 , when EF-SNARG.∗
is implemented by SNARG.(Gen,P,V).

By combining the JKLV Security Theorem and the security lifting lemma (see Lemma 5.6), it immediately
follows that there are SNARGs for all NP, under our assumptions.

Corollary 11.22. Suppose that APC1[BPP, LWE, SXDH] is sound (i.e. the non-logical axioms hold in the
standard model) and Assumption 3 is true, for every L ∈ NP, there exists a sound and complete SNARG
scheme for L.

We prove the JKLV Security Theorem in two parts. First, we show that if an adversary A is able to
create accepting proofs for some x ∈ {0, 1}n with probability at least ε, then one can construct an accepting
local assignment generator for any augmented circuit Aug(Cx, Ex) with description size at most L. Then,
we will construct an Ex for which there is no local assignment generator which is also accepting via the
following theorem.

Theorem 11.23. APC1 + “prBPP = prP” proves the following sentence. There exists a constant c ∈ N, and
PV-definable polynomial h, p, p1, p2 such that the following holds. Let s, s′, n, ℓ ∈ Log. Let t = h(n, ℓ, s).
Consider some x ∈ {0, 1}n and circuit C of size s′ such that there exists an EF proof Φ of size ℓ proving
that ∀w,Cx(w) = 0. Then, there exists a circuit Ex of size p(ℓ) with the following property: For any
(p1(log n, log ℓ), ε, ct

c)-local assignment generator of size s′ for Aug(Cx, Ex), it holds that

AdvGaccept [LocalGen] ≤ ε · p2(n, ℓ)

where Gaccept is as defined in Definition 11.6.

We will prove this in Section 11.5.

11.4 Proof of JKLV Security Theorem (Theorem 11.21)

In this section, we prove the JKLV Security Theorem in APC1[BPP, LWE,SXDH] assuming Theorem 11.23
is true. We delay the proof of Theorem 11.23 to Section 11.5.

Following Sections 8 to 10, there exist an FHE scheme, a BARG scheme and a somewhere extractable
hash scheme satisfying correctness provable in PV1, along with security FHESecureλFHE0

, BARGindλBARG0
,

SEHSecureλSEH0
provable in APC1[BPP, LWE, SXDH].

Fix an NP language L, and suppose that the relation circuit C(x,w) has size s = q1(|x|) and witnesses
of length m = q2(|x|) for PV-definable polynomials q1 and q2. Fix a PV-definable polynomial t∗. Let n,L
be PV-definable polynomials, and let s = q1(n) and m = q2(n).

Choosing parameters. Let t be the PV definable polynomial defined by t = t∗ + n+ ℓ+ s+m. Fix a
large c ∈ N be a large constant. Looking forward, we will pick c to be large enough so that ctc is much
larger than any of the reductions constructed in the proof. It is easy to verify that all the reductions in the
proof have size at most poly(t∗, n, ℓ).

Set tFHE, tBARG, tSEH = ctc. Now, we pick λ0 ∈ N such that for any λ > λ0, it is bigger than the
following quantities:
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• λFHE
0 [dFHE, tFHE, L] (see Definition 8.4), where dFHE is as defined in the SNARG algorithm.

• λBARG0 [tBARG, k
∗, s∗] (see Definition 10.3) where k∗ and s∗ are as defined in Step (6) of the prover

algorithm.

• λSEH0 [tSEH, N
∗], where N∗ is as defined in Step (5) of the prover algorithm.

For convenience, we will write εFHE = 1/tFHE, εBARG = 1/tBARG and εSEH = 1/tSEH.
Suppose there exists some λ > λ0[n, ℓ, t

∗] such that EF-SNARGt
∗(λ),1/t∗(λ)
λ,n(λ),ℓ(λ) is false. Let A be the

adversary of size t∗(λ) such that
AdvGx [A] ≥

1

t∗(λ)
,

where x ∈ {0, 1}n is some string with a proof τ ∈ {0, 1}ℓ that ∀w,Cx(w) = 0. For convenience, we write
ε∗ = 1

t∗(λ) .

For readability, from here on, we will suppress λ, n, ℓ, L, C from inputs of the algorithms when it is
clear from context.

Lemma 11.24 (Indistinguishability of CRS, based on Lemma 4.10 of [JKLV24]). APC1 + “prBPP =
prP”+FHESecure+SEHSecure+BARGind proves the following sentence. LetDT,S,aux denote the distribution
corresponding to TGen(T, S, aux). For all tuples T, T ′ of size loc, sets S, S′ of size at most loc and aux, aux′ ∈
{0, 1}L, we have thatDT,S,aux andDT ′,S′,aux′ are (t1, ε1)-indistinguishable, where ε1 = loc · εSEH+ εBARG+
εFHE and t1 = c1t

c1 for some constant c1 ∈ N greater than 1.

Proof. By construction, one can show in PV that the CRS output by TGen(TSEH, SBARG, aux; sd) can be
written as a direct product of the distributions corresponding to the following circuit:

• For j ∈ [loc], let GenSEH,ij output SEH.Gen(ij ; sdj). LetHSEH,ij denote the corresponding distribu-
tion.

• Let GenFHE,ct be the circuit which takes as input sdFHE, sdct:

– Sample (sk, ek)← FHE.Gen(sdFHE).
– Sample ct← FHE.Enc(sk, aux; sdct).
– Output (ek, ct).

LetHFHE,aux denote the corresponding distribution.

• LetGenBARG be the circuit which takes as input a setS and sdBARG and outputsBARG.TGen(S; sdBARG).
LetHBARG,S denote the corresponding distributions.

In other words, one can prove in PV that DT,S,aux ≡ Hi1 ×Hi2 × . . .Hiloc ×HFHE,aux ×HBARG,S .
Recall that by FHE security, we have that for all aux, aux′, HFHE,aux and HFHE,aux′ are (tFHE, εFHE)-

indistinguishable. Suppose T = (i1, . . . , iloc) and T ′ = (i′1, . . . , i
′
loc). By SEH security, we have that each

HSEH,ij andHSEH,i′j
are (tSEH, εSEH)-indistinguishable. By BARG crs-indistinguishability, we have that

HBARG,S andHBARG,S′ are (tBARG, εBARG)-indistinguishable. Therefore, by applying the Product Hybrid
Lemma, we have that DT,S,aux and DT ′,S′,aux′ are (c1t

c1 , ε1)-indistinguishable, where ε1 = loc · εSEH +
εBARG + εFHE, and we choose c1 ∈ N such that c1tc1 + s1 ≤ ctc, where s1 = poly(λ, n, L) is the total
size of the circuit generating DT,S,aux. By choosing t to be large enough, we can choose c1 such that this
equation holds.
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Let GSNARG
T,S,aux = (C1, C2, 0) denote the security game defined as follows:

• C1(sd) runs (crs, td)← TGen(T, S, aux; sd) and outputs chall = crs and state = crs.

• C2(π, crs) outputs Ver(crs, x, π).

Note that the soundness game Gx of SNARG is equivalent to GSNARG∅,∅,0L We can thus rewrite the condition
AdvGx [A] ≥ ε∗ as AdvGSNARG

∅,∅,0L
[A] ≥ ε∗.

We now analyze the advantage of A against games with modified inputs.

Lemma 11.25. APC1 + “prBPP = prP” + FHESecure + SEHSecure + BARGind proves that for all sets
S, T of size at most loc and aux ∈ {0, 1}L,

AdvGSNARGT,S,aux
≥ ε∗ − ε1

where ε1 := loc · εSEH + εBARG + εFHE, as defined in Lemma 11.24.

Proof. From Lemma 11.24, we have that the outputs ofC1 inGSNARGT,S,aux andGSNARG∅,∅,0L are (c1tc1 , ε1)-indistinguishable.
By choosing t to be large enough, one can ensure that |C2|+ |A| ≤ c1tc1 . Therefore, we get the result by
invoking the Game Composition Lemma.

Let ⟨Ex⟩ ∈ {0, 1}L be the description of a circuit Ex (following the syntax of Section 11.1.1) that takes
as input a wire assignment τ for Cx, and outputs a bit b. Let Dx denote the circuit that computes Cx,
along with the gates of Ex (i.e. the output of Dx is the output of Cx, but it contains additional gates that
correspond to the gates of Ex). We now choose aux∗ = ⟨Ex⟩. By Lemma 11.25, for any subsets T, S,
AdvGSNARG

T,S,aux∗
[A] ≥ ε− ε1.

Hardcoding the FHE randomness. Define GSNARGT,S,aux∗,sd∗FHE,sd
∗
ct

= (C1, C2, 0) as the game GSNARG
T,S,aux∗

hardcoding the FHE randomness (sd∗FHE, sd∗ct). The game is formally defined as follows:

• C1(sd
′) first calls (crs = (hk, ek, ct, crsBARG), td = (sk, tdSEH, tdBARG))← TGen(T, S, aux∗; (sd∗FHE,

sd∗ct, sd
′)). Output chall, state = crs.

• C2(π, crs
∗) outputs Ver(crs∗, x, π).

Lemma 11.26. APC1 + “prBPP = prP” + FHESecure + SEHSecure + BARGind proves that for all sets
S, T of size at most loc, there exist (sd∗FHE, sd

∗
ct) such that

AdvGSNARG
T,S,sd∗

FHE
,sd∗ct

[A] ≥ ε2,

where ε2 := ε− ε1.

The lemma follows by applying the Averaging Argument over Lemma 11.25.
FixTGen∗ to be the algorithm that runsTGen but always uses aux∗, sd∗FHE, sd∗ct (and random sdSEH, sdBARG).

Let (sk∗, ek∗)← FHE.Gen(sd∗FHE) and ct∗ ← FHE.Enc(sk∗, aux∗; sd∗ct).
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Constructing local tuple and local assignment generators. We now use A to construct local assign-
ment generators. We will do this in a few steps.

• In Lemma 11.27, we show that there exists a local tuple generator for ̂Cx,ek∗,ct∗ = Aug(Cx,Γek∗,ct∗)
(as described in Step (4).)

• In Lemma 11.28, we show that there exists a local assignment generator for Aug(Cx, U(Ex, ·)).

• In Lemma 11.29, we show that there exists a local assignment generator for Aug(Cx, Ex). We will
then use Theorem 11.23 to reach a contradiction.

Lemma 11.27 (Based on [JKLV24, Lemma 4.11]). APC1[BPP, LWE,SXDH] proves that there exists a
(ℓ1, ε3, c3t

c3)-accepting local tuple generator for ̂Cx,ek∗,ct∗ (as described in Step (4).), where ℓ1 = loc, ε3 =
max(ε′, loc · εSEH), where ε′ = 1

p(λ,n,ℓ) for some PV definable (and tunable) polynomial p.

Proof. Let Q = poly(λ, n, ℓ, t∗), where the exact value will be determined in the following proof. We first
construct the local-tuple generator.

LocalTupGen(T ; {sd1,i}i∈[Q], {sd2,i}i∈[Q]):

1. For i ∈ [Q]:

• Obtain (crsi, tdi)← TGen∗(TSEH = T, SBARG = ∅; sd1,i), where TGen∗ is the algorithm
SNARG.TGen hardcoding the input aux∗, and seeds sd∗FHE, sd∗ct.

• Call πi ← A(crs; sd2,i).

2. If for all πi, SNARG.V(crsi, C, x, πi) = 0, output ⊥.

3. Else, let i ∈ [Q] be such that SNARG.V(crsi, C, x, πi) = 1, and let π = πi, crs = crsi and
td = tdi.

4. Parse π = (vP , πBARG, ρout) and td = (sk∗, tdSEH, tdBARG).

5. Let {σj}j∈[loc] = SEH.Ext(hk, tdSEH, vP).

6. Output (σ1, . . . , σℓ1).

We now prove the properties of the local tuple generator.

Computational Non-Signaling. We will show this via the key indistinguishability property of SEH.
Consider two tuples T0 and T1, and let U = {j ∈ [ℓ1] : (i

(0)
j = i

(1)
j )∧(ij ̸= ⊥)}. As argued in Lemma 11.24,

we can rewrite crs distribution output by TGen∗(Tb,∅; sd1) as the product:

H
i
(b)
1

×H
i
(b)
2

× . . .H
i
(b)
loc

× (sk∗, ct∗)×HBARG,S ,

where we use (sk∗, ct∗) as shorthand for the circuit that always outputs (sk∗, ct∗). Now, consider the circuit
CT0,T1,b (defined relative to LocalTupGen as defined in Definition 11.7), and let Db be the corresponding
distributions. Let U = {j ∈ [loc] : (i

(0)
j = i

(1)
j ) ∧ (ij ̸= ⊥)}. By definition of LocalTupGen and CT0,T1,b, it

is easy to see that CT0,T1,b is PV-equivalent to the following distribution:
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CT0,T1,Tb({sd1,i}i∈[Q], {sd2,i}i∈[Q])

• For i ∈ [Q]:

– Parse sd1,i = (sdSEH, sdBARG), and sdSEH = {sdi}i∈[loc].
– For j /∈ U , sample hkj ← Hi(b)j

.

– For j ∈ U , sample (hkj , tdj)← SEH.TGen(i
(0)
j ; sdj).

– Sample crsBARG ← BARG.Gen(sdBARG).
– Set crsi = (hk, ek∗, ct∗, crsBARG) and tdi = {sk∗, {tdj}j∈U}.
– Call πi ← A(crsi).

• If for all πi, SNARG.V(crsi, C, x, πi) = 0, output ⊥.

• Else, let i ∈ [Q] be such that SNARG.V(crsi, C, x, πi) = 1, and let π = πi, crs = crsi and
td = tdi.

• Parse π = (vP , πBARG, ρout), and parse vP = (v1, . . . , vloc) and td = (sk∗, {tdj}j∈U ).

• For j ∈ U , let σj = SEH.Ext(hkj , tdj , vj).

• Output {σj}j∈U .

Let sSEH ≤ poly(λ, n, ℓ) be the size of eachH(b)
ij

. Recall that

∏
i∈[Q]

∏
j /∈U

H
i
(0)
j

 and
∏
i∈[Q]

∏
j /∈U

H
i
(b)
j


(tSEH−Q · loc · sSEH, Q · loc · εSEH)-indistinguishable by invoking the Product Hybrid Lemma. By ensuring
we chose ctc ≫ C , we can ensure that ctc is much larger than LocalTupGen′, by the Reduction Lemma,
we have that CT0,T1,0 and CT0,T1,1 indeed describe (c3t

c3 , C · loc · εSEH)-indistinguishable distributions for
some c3 ∈ N.

Wire consistency. Consider an ℓ1-tuple T = (i1, . . . , iℓ1), and any pair j1, j2 such that ij1 = ij2 .
Consider GwireconT,j1,j2

as defined in Definition 11.7. Let gk be an arbitrary gate in the computation which
touches the wire w corresponding to ij1 .

H1 Output LocalTupGen(T ).

H2 Let LocalTupGen1(T ) be identical to LocalTupGen, except that each crsi is instead sampled as
TGen∗(T, {k}; sd1,i).

The two hybrids are (tBARG − s,Q · εBARG)-indistinguishable, where s = poly(λ, n, ℓ) bounds the
sizes of LocalTupGen and LocalTupGen′. The indistinguishability follows from combining the BARG CRS
indistinguishability, the Reduction Lemma, and the Product Hybrid Lemma.
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We now claim that if LocalTupGen1(T ) does not output⊥ (which it only does if for all i, πi is an invalid
proof), then the output satisfies wire consistency for gate gk.

In fact, it suffices to argue inPV1 that (crs, td)← TGen∗(T, {k}; sd1) and the corresponding LocalTupGen′
outputs {σj}j∈[ℓ1], (

SNARG.V(crs, x, π) = 1)
)
→ (σj1 = σj2).

We argue in PV as follows:

1. Parse crs = (hk, ek∗, ct∗, crsBARG) and π = (vP , πBARG, ρout), and let R = Rhk,vP .

2. Parse Ĉx,ek,ct as the list G = {gi, auxi}i∈[k∗].

3. SNARG.V(crs, x, π) = 1 implies that BARG.Ver(crsBARG, R,G, πBARG) = 1.

4. Let crsBARG ← TGen∗(T, {k}; sd1). Compute

(b1, b2, b3, ρ1, ρ2, ρ3)← BARG.Extract(crsBARG, tdBARG, R,G, πBARG).

By correctness of the extraction, we have that

R((gk, auxk), (b1, b2, b3, ρ1, ρ2, ρ3)) = 1.

In other words,

• b1, b2, b3 is consistent with auxk,
• for j ∈ {1, 2, 3} (which are not fixed by auxk), ρj is an opening to bit bj at location corresponding

to wire wij ,
• fi(b1, b2) = b3.

5. Suppose bα and ρα correspond to wire w of gk.

6. Parse ρα = (ρ1, . . . , ρloc).

7. For γ ∈ {1, 2}, since (hkjγ , tdjγ )← SEH.Hash(ijγ ; sdjγ ), we have that by the extraction correctness,

SEH.Ver(hkjγ , vjγ , bα, ijγ , ρjγ ) = 1→ SEH.Ext(vjγ , tdjγ ) = bα.

8. Therefore, we have that SEH.Ext(vj0 , tdj0) = SEH.Ext(vj1 , tdj1).

9. By definition of LocalTupGen′, σjγ = SEH.Ext(vjγ , tdjγ ). Therefore, we have that σj0 = σj1 .

For notational convenience, let G denote GSNARGT,S,sd∗FHE,sd
∗
ct

. Following the notation in Lemma 7.22, let G∨Q =

(C⊗Q1 , C∨Q2 , 0) denote the Q-fold repetition of the game G, and letA⊗Q denote the adversary that simulates
A in parallel Q times. By instantiating the Error Reduction Lemma by picking β = ε/2, we have that

AdvG∨Q [A⊗Q] ≤ 1− (1− ε/2)Q.

For convenience, we write ε′ = (1− ε/2)Q.
Now, it is easy to prove in PV1 that if LocalTupGen1(T ; {sd1,i, sd2,i}) does not output ⊥, then

Crepeat2 ◦ Arepeat({sd2,i}i∈[C]) ◦ C
repeat
1 ({sd1,i}i∈[C]) = 1.
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Therefore, by the Game Reduction Lemma, we have that:

AdvGwireconT,j1,j2

[LocalTupGen1] ≥ AdvGrepeat [Arepeat] ≥ 1− ε′.

By invoking the Adversary Indistinguishability Lemma, we have that

AdvGwireconT,j1,j2

[LocalTupGen] ≥ 1− ε′ −Q · εBARG.

By applying the Game Complement Lemma, we have that

AdvGwireconT,j1,j2

[LocalTupGen′] ≤ ε′ +Q · εBARG.

Finally, since we set εBARG = 1/tBARG to be small enough, the advantage ε′ +Q · εBARG = (1− ε/2)Q +
Q · εBARG can be tuned to be smaller than 1/p(λ,mℓ) for some appropriately large polynomial p.

Gate consistency. The following argument is very similar to the case of wire-consistency. For any ℓ1-
tuple T = (i1, . . . , iℓ1) and triple (j1, j2, j3), if gk = (ij1 , ij2 , ij3 , f) is a gate in the C , define the following
search game GgateconT,(j1,j2,j3)

. Consider LocalTupGen′, where the crs is instead sampled as TGen∗(T, {gk}; sd1).
Now, we argue in PV1 that (crs, td) ← TGen∗(T, {gk}; sd1) and the corresponding LocalTupGen′

outputs {σj}j∈[ℓ1], (
SNARG.V(crs, x, π) = 1)

)
→ (σj3 = f(σj1 , σj2)).

1. Argue Steps (1)-(4) identically to the case of wire-consistency.

2. For γ ∈ {1, 2, 3}, since (hkjγ , tdjγ )← SEH.Gen(ijγ ; sdjγ ), we have that by the extraction correct-
ness,

SEH.Ver(hkjγ , vjγ , bγ , ijγ , ρjγ ) = 1→ SEH.Ext(vjγ , tdjγ ) = bγ .

3. Moreover, by correctness of BARG extraction, we have that b1, b2, b3 satisfy b3 = f(b1, b2).

4. Therefore, by substitution, we have that σj3 = f(σj1 , σj2), completing the proof.

Therefore, by a near identical argument as in the case of wire consistency, we have that

AdvGgatecon
T,(j1,j2,j3)

[LocalTupGen] ≤ ε′ +Q · εBARG.

Accepting. Let T = (out,⊥,⊥, . . . ,⊥). Now, we argue in PV1 that (crs, td) ← TGen∗(T, {gk}; sd1)
and the corresponding LocalTupGen outputs {σj}j∈[ℓ1],(

SNARG.V(crs, x, π) = 1)
)
→ (σ1 = 1).

We argue this as follows:

• Recall that if SNARG.V(crs, x, π) = 1, then there exists an opening ρout such that SEH.Ver(hk, vP ,
out, ρout, 1) = 1.

• Parse vP = (v1, . . . , vloc).
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• Recall that (hk1, td1)← SEH.TGen(out).

• Therefore, by extraction correctness, we have that

SEH.Ver(hk1, v1, 1, i1, ρ1) = 1→ SEH.Ext(v1, td1) = 1.

In particular, this shows that if LocalTupGen does not output ⊥, then πi corresponds to some accepting
SNARG proof, and hence σout = 1.

Therefore, by an identical argument as in the case of wire consistency, we have that

AdvGgatecon
T,(j1,j2,j3)

[LocalTupGen] ≤ ε′.

We have that LocalTupGen is a (loc,max(ε′ +Q · εBARG, loc · εSEH), c3tc3)-tuple generator. We choose Q
such that ε′ = (1− ε/2)Q ≤ 1

poly(λ,n,ℓ) for some poly.

Let β = poly(λ) be the size of an FHE.GateEval(eki, ·) circuit which takes as input two ciphertexts
and outputs a new ciphertext.

Lemma 11.28 (Based on [JKLV24, Lemma 4.12]). APC1 + “prBPP = prP” proves that there exists a
(ℓ2, ε4, c4t

c4) local assignment generator for Aug(Cx, U(Ex, ·)), where ℓ2 = ℓ1/2β, ε4 = O(ε3 · ℓ32), c4 ∈ N
is some constant.

Proof. First, note that there exists a (ℓ1/2, O(loc · ε3), c′tc
′
) local assignment generator LocalGen for

̂Cx,ek∗,ct∗ by combining Claim 11.8 and Lemma 11.27. Now, we construct a new local assignment generator
LocalGen′ for Aug(Cx, U(Ex, ·)) as follows.

LocalGen′(S) : Take as input a set of wires S of size at most ℓ ≤ ℓ2, and do the following.

• Parse S = {w1, . . . , wℓ} of Dx.

• If wi is a wire in Cx, let Ωi correspond to the same wire in ̂Cx,ek∗,ct∗ .

• If wi is a wire in UEx , Let ∆i be the subcircuit of ̂Cx,ek∗,ct∗ which homomorphically evaluates
wi. Let Ωi contain all the wires corresponding to the output of this homomorphic evaluation.
Note that Ωi is the size of an FHE ciphertext.

• Let WS =
⋃ℓ
i=1Ωi.

• Call {σi}i∈WS
← LocalGen(WS).

• If wi is a wire of Cx and Ωi = {αi}, set βi = σαi .

• If wi is a wire of UEx , parse {σj}j∈Ωi as an FHE ciphertext γ, and set βi ← FHE.Dec(sk∗, γ).

• Output {βi}i∈[ℓ].

We now show that the necessary properties hold.

Accepting. It is clear that on input {out}, LocalGen′ simply calls LocalGen({out}) (because out is not
under an encryption). Therefore, AdvGaccept [LocalGen

′] = AdvGaccept [LocalGen] ≤ ε3.
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Computational non-signaling. Consider sets T0, T1 of wires of size at most ℓ2, and let U = T0∩T1. Let
GT0,T1,b be the circuit as defined in the NS security in Definition 11.6. Consider the sets WTb as constructed
by LocalGen′(Tb). Now, we argue that GT0,T1,b is isomorphic to the following circuit:

• Call {σi}i∈WTb
← LocalGen(WTb).

• Compute WU =WTb ∩WT1−b
.

• Let L = {σi}i∈WU
.

• For each wi ∈ U , let Ωi be as defined in LocalGen′.

• For each wi ∈ U , use L to deduce Ωi and therefore βi as was done in LocalGen′.

• Output {βi}i∈U .

Let s4 be the size of the above circuit. By non-signaling of LocalGen, we have that the distributions
corresponding toGLocalGen

WT0
,WT1

,0 andGLocalGen
WT0

,WT1
,1 (for LocalGen) are (c′tc′ , O(loc ·ε3)-indistinguishable. There-

fore, by invoking the Reduction Lemma, we have that GT0,T1,0 and GT0,T1,1 are (c4t
c4 , O(loc · ε3))-

indistinguishable, where c4 ∈ N is some constant in N such that c4tc4 + s4 ≤ c′tc
′ .

Local consistency. Let g = (wi, wj , wk, f) be a gate of Aug(Cx, U(Ex, ·)), and let T ⊇ {wi, wj , wk} be
a subset of wires of C of size at most ℓ. Let Gg,T be the local consistency game as defined in Definition 11.6
for LocalGen′.

If wk is a wire of Cx, then, by local consistency of LocalGen, we have that

AdvGg,T [A] ≤ ε3.

If wk is a wire of U(Ex, ·), Ωk is computed from Ωi and Ωj via FHE.GateEval.
Let Γ correspond to the set of wires used to compute Ωk from Ωi,Ωj . We argue in a few steps.

First, consider LocalGen′′(T ) which is identical to LocalGen′ but queries LocalGen(WT ∪ Γ) instead of
LocalGen(WT ).

By the (c3t
c3 , ε3)-non-signaling property of LocalGen, we have that the outputs of LocalGen′(T ) and

LocalGen′′(T ) are (c4t
c4 , ε3)-indistinguishable via the Reduction Lemma, if we choose c4tc4 + s ≤ c3tc3 ,

where s is a size bound on LocalGen and LocalGen′.
Now, consider the output LocalGen(WT ∪ Γ). Let Gfullcon = (C1, C2, 0) denote the following game:

• C1 outputs chall =WT ∪ Γ.

• C2 iterates over all triples of WT ∪ Γ. If the triple corresponds to a gate, it checks that the gate is
consistent. If any gate is inconsistent, it outputs 1. Else, it outputs 0. (i.e. checks full consistency
among every triple in the set).

By local consistency of LocalGen and invoking the Game Union Bound Lemma, we have that

AdvGfullcon [LocalGen] ≤ O(ε3 · ℓ32).

Suppose the output of {σi}WT∪Γ ← LocalGen(WT ∪ Γ) satisfies full consistency. Interpret the wires
corresponding to Ωi,Ωj and Ωk as FHE ciphertexts γi, γj and γk. If all the wires are consistent, γk is a
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correct FHE.GateEval(ek, f, γi, γj). Therefore, by the PV1 malicious gate correctness of FHE, we can prove
in PV1 that FHE.Dec(sk∗, γk) = f(FHE.Dec(sk∗, γi),FHE.Dec(sk

∗, γj). Therefore, the corresponding
output of LocalGen′′ must satisfy local consistency on the outputs w1, w2, w3. Therefore, we have that
whenever LocalGen′′ succeeds Gfullcon, LocalGen′′ succeeds in Gg,T . Invoking the Game Reduction Lemma
and Game Complement Lemma, we have that

AdvGg,T [LocalGen
′′] ≤ O(ε3 · ℓ32).

By ε3-indistinguishability of LocalGen′′ and LocalGen′, we then have that

AdvGg,T [LocalGen
′′] ≤ O(ε3 · ℓ32) + ε3.

This completes the proof.

Lemma 11.29. APC1 + “prBPP = prP” proves that there exists a (ℓ3, ε5, c5tc5)-accepting local assignment
generator for Aug(Cx, Ex), where c5 ∈ N is some constant, ℓ3 = ℓ2 − poly(log s), and ε5 = poly(s) · ε4.

Proof. By Lemma 11.28, there exists a (ℓ2, ε4, c4t
c4)-accepting local assignment generator LocalGen for

Aug(Cx,U(EX , ·)). We define LocalGen′ as follows.

LocalGen′(S): On input a set S of at most ℓ3 wires of Aug(Cx, Ex), do the following.

• Parse S = {w1, . . . , wℓ3}.

• If wi is a wire of Cx, let the ŵi be the corresponding wire in Aug(Cx,U(Ex, ·)).

• If wi is a wire compute by gate gj of Ex, let ŵi be the wire corresponding to the output of Uj
which evaluates wi, where Uj is defined in Section 11.1.1.

• Let Ŝ = {ŵ1, ŵ2, . . . , ŵℓ3}.

• Output LocalGen(Ŝ).

By definition, the fact that the circuit satisfies (c5tc5 , ε4)-non-signaling follows from the non-signaling
property of LocalGen and the Reduction Lemma (where we use the fact that the above LocalGen′ has size at
most poly(t) for some fixed poly). Moreover, the fact that LocalGen is ε4-accepting implies that LocalGen′
is also ε4-accepting. It suffices to prove local consistency.

Local consistency. Clearly, for gates g that are contained within Cx, local consistency of LocalGen′
follows directly from the local consistency of LocalGen. It suffices to consider some gate gi = (i, j0, j1, f)
contained inEx, and show that LocalGen (and hence LocalGen′) is ε5-consistent on wires i, j0, j1. Consider
the corresponding gate Ui in U(Ex, ·) (see Section 11.1.1 for the appropriate definition). Recall that Ui
comprises subcircuits {Λb,α}b∈{0,1},α∈[i−1], {Λb}b∈{0,1} and Λout (following Section 11.1.1). We will make
reference to these variables throughout the following proof.

Consider the following game Gtranscripti,j0,j1,S
, where S is some subset of wires of Λ0,Λ1,Λout of size at most

ℓ2 − poly(log s):

• C1: Output chall = state = {i, j0, j1} ∪ S.
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• C2: Given (σi, σj0 , σj1 , {σk}k∈S):

– Compute the true transcript of Λ0,Λ1,Λout given as input σj0 and σj1 (note that the transcript
does not depend on any other wire inputs to Ui).

– Check if all {σk}k∈S is consistent with the transcript. Output 1 if any of the wires are inconsis-
tent.

Let ωb,α denote the output wire of Λb,α for α ∈ [i− 1].

Claim 11.30. AdvGtranscripti,j0,j1,ωb,α

[LocalGen] ≤ δ, where δ = poly(log s) · ε4 + ε4.

Proof. We proceed in a few hybrids.

H1 Output LocalGen(W ), where W of is a set of at most ℓ3 − |Λb,α| wires.

H2 Consider LocalGen2(W ) (which only accepts W of size at most ℓ3 − |Λb,α| which does the following:

• On input wires W , queries {σi}i∈W ∪ {σω}ω∈Λb,α
← LocalGen(W∪{ω}ω∈Λb,α

).
• Output {ωi}i∈W .

By the ε4-non-signaling property of LocalGen′, this hybrid is ε4 indistinguishable from the previous
hybrid.

H3 Consider LocalGen′′′ which additionally does the following:

• On input wires W , queries {σi}i∈W ∪ {σω}ω∈Λb,α
← LocalGen(W ∪ {ω}ω∈Λb,α

).
• If any of the wire values corresponding to the gates in Λb,α are inconsistent, output ⊥.
• Output {σi}i∈W .

Recall that LocalGen is ε4 consistent, so by the Game Union Bound Lemma, the probability that any
of the gates is inconsistent is |Λb,α|3 · ε4 (there are at most |Λb,α|3 gates in Λb,α).

Therefore, LocalGen3 is (|Λb,α|3 · ε4 + ε4)-indistinguishable from LocalGen′. By the Adversary Indistin-
guishability Lemma, we have that

AdvGtranscripti,j0,j1,ωb,α

[LocalGen′′] ≤ AdvGtranscripti,j0,j1,ωb,α

[LocalGen′′′] + |Λb,α|3 · ε4 + ε4.

We now have two cases. Fix b ∈ {0, 1}. Suppose α ̸= jb. Then, if the wire values of Λb,α are locally
consistent, then the output of Λb,α = ⊥. Therefore, when LocalGen3({i, j0, j1, ωb,α}) does not abort,
ωb,α = ⊥, which is indeed consistent with the transcript.

Similarly, suppose α = jb. If the wire values of Λb,α are locally consistent, then the output of Λb,α = σjb ,
which is indeed consistent with the transcript. Therefore, we deduce that:

AdvGtranscripti,j0,j1,ωb,α

[LocalGen3] = 0.

By combining the inequalities with the fact that |Λb,α| ≤ poly(log s), we have the desired claim.

Let the subcircuit Λ̂ = Λ0 ∪ Λ1 ∪ Λout. Now, we will inductively prove the following claim.
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Claim 11.31. Let η be some wire at depth k (the input wires are depth 0) of circuit Ĉ .

AdvGtranscripti,j0,j1,η
[LocalGen] ≤ 2kδ + 2k+1ε4 − 2ε4.

Proof. By Claim 11.30, we know that the base case is true.
Suppose the claim holds for all wires at depth k of the Λ̂. Now, consider wire η at depth k + 1 of gate

g = (η, ζ0, ζ1, f) of Cb. We will show that the claim holds for η via induction.

H1 Output LocalGen on input {i, j0, j1, η}.

H2 Consider LocalGen1 which on input {i, j0, j1, η} does the following:

• Query {σi, σj0 , σj1 , ση, σζ0 , σζ1} ← LocalGen({i, j0, j1, η, ζ0, ζ1}).
• Output {σi, σj0 , σj1 , ση}.

By (c4t
c4 , ε4)-non-signaling, we have that this is ε4 indistinguishable from the previous hybrid.

H3 Consider LocalGen2 which on input {i, j0, j1, η}, does the following:

• Query {σi, σj0 , σj1 , ση, σζ0 , σζ1} ← LocalGen({i, j0, j1, η, ζ0, ζ1}).
• If ζ0 and ζ1 is not consistent with η, output ⊥.
• Output {σi, σj0 , σj1 , ση}.

By the ε4-local consistency of LocalGen, this is ε4-indistinguishable from the previous hybrid.

H4 Consider LocalGen3 which on input {i, j0, j1, η}, does the following:

• Query {σi, σj0 , σj1 , ση, σζ0 , σζ1} ← LocalGen({i, j0, j1, η, ζ0, ζ1}).

• If ζ0 or ζ1 is inconsistent with the transcript (i.e. Gtranscripti,j0,j1,ζ0
or Gtranscripti,j0,j1,ζ1

outputs 1), reject.
• If ζ0 and ζ1 are not consistent with η, output ⊥.
• Output {σi, σj0 , σj1 , ση}.

By the inductive hypothesis, Lemmas 7.18 and 7.23, this is 2 · (2kδ + 2kε4 − 2ε4)-indistinguishable
from the previous hybrid.

Note that LocalGen3 never outputs ζ which is inconsistent with the transcript, i.e.

AdvGtranscripti,j0,j1,η
[LocalGen3] = 0.

Hence, by the Hybrid Argument and the Adversary Indistinguishability Lemma, we have that

AdvGtranscripti,j0,j1,η
[LocalGen] ≤ 2ε4 + 2(2kδ + 2k+1ε4 − 2ε4) = 2k+1δ + 2k+2ε4 − 2ε4,

therefore completing the proof.
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Recall that Λ̂ has depth O(log s). Let Λout correspond to the output of Λ̂. We then have that

AdvGtranscripti,j0,j1,Λout

[LocalGen] ≤ poly(s) · (ε4 + δ).

Moreover, it is easy to show that when LocalGen satisfies Gtranscripti,j0,j1,Λout
, LocalGen′ satisfies Gg,{g} (as defined

in Definition 11.6), and hence
AdvGg,{g} [LocalGen

′] ≤ poly(s) · ε4.

By non-signaling, we can also show that for any T ⊇ {g},

AdvGg,T [LocalGen
′] ≤ poly(s) · ε4 + ε4.

This shows that LocalGen′ is poly(s) · ε4-locally consistent.

By picking c6 ∈ N appropriately, our above analysis shows that there exist PV definable polynomials
q1, q2 so that Lemma 11.29 gives a (q1(log n, logL, λ), 1

q2(n,L,λ)
, c6t

c6) accepting local assignment generator,
i.e.

AdvGaccept [LocalGen] ≥ 1− 1

q2(n, λ, ℓ)
.

However, Theorem 11.23 shows that there exists a polynomial p such that

AdvGaccept [LocalGen] ≤
p2(n, ℓ)

q2(n, λ, ℓ)
.

By picking q2 to be large enough (which we can do by picking the constant c appropriately at the beginning
of this proof), this leads to a contradiction, thus completing the proof.

11.5 Proof of Theorem 11.23

In this section, following [JKLV24], we show that if there is a size ℓ-sized EF that ∀w,Cx(w) = 0, then
there exists an extension Ex with description size L = poly(ℓ) a constant A such that there is no accepting
local assignment generator for Aug(Cx, Ex). As we show in Appendix B, we can without loss of generality
(up to a polynomial blow-up in proof size) assume that every line in the EF proof has constant width.

The following part of this section follows [JKLV24] nearly verbatim.

Circuit as a Set of Propositions. For any circuit C , we define a set of propositional formulas Prop[C],
which represents that each gate computation in C is correct. More specifically, we assign each wire in C
a propositional variable. Then for each gate g in C with input wires l, r and output wire o, we can use
the propositional formula o↔ g(l, r) to represent that g is computed correctly. We put all such formulas
together as a set, and define it as Prop[C]. One can view a proof of the fact that ∀w,Cx(w) = 0 as length
poly(ℓ) proof of the fact that:

Prop[Cx] ⊢ (out↔ 0)

We now describe how to construct an extension Ex for Cx such that Theorem 11.23 holds.

Construction 11.32 (Extension Ex). Let ϕ1, . . . , ϕk, θ1, . . . , θℓ ⊢EF Cx(w) = 0, where each |ϕi|, |θi| =
O(1). Suppose that the ϕi are all extensions, and the θi are all premises and deductions. We construct the
extension circuit Ex which takes as input the wires of Cx, and does the following:
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• Variables for gates: For each wire of Cx, construct a gate g in Ex that simply copies over this wire.

• Adding extensions: For each extension ϕi of the form vi ↔ φi, where vi is a new variable and φi is
a propositional formula of O(1) existing variables (including the wire values of Cx). Now, compute a
helper circuit Λi which takes as input all the variables that appear in φi, and computes φi. We set
the output of Λi to be vi.

• Adding proofs: For line θi of the proof, recall that it depends on O(1) previous lines of the proof.
Construct the circuit Pi which takes as input the wires corresponding to the variables which appear
in θi, and computes θi. Recall that θi has one of two forms:

– Premise: This asserts that for some gate g inCx with input wires l, r and output wire o, we have
that o↔ g(l, r). Therefore, Pi takes as input the wires of Ex corresponding to the variables o, l
and r and simply asserts that o↔ g(l, r) holds.

– Deduction. θi takes as input some extension variables and asserts that some predicate on these
variables holds. Recall that θi is deduced via some lines {θi1 , . . . θic} of the proof via some
axiom of EF.

It is easy to see that each Pi has size O(1) (because each line θi has size O(1)).

• Binary-and-tree: Without loss of generality, suppose ℓ is a power of 2. Compute a binary tree of
ANDs (each gate is and AND of its children), where the leaf nodes corresponds to the output wires of
P0, . . . , Pℓ−1.

We are now ready to prove Theorem 11.23. The proof strategy is very similar, but we present it directly
(JKLV modularizes the analysis of the AND-tree).

Proof of Theorem 11.23. We choose Ex as defined in Construction 11.32. For convenience, we write γ =
log2 ℓ and loc = p1(log n, log ℓ), where p1 is a linear function in log n and log ℓ. Consider the subcircuit of
Ex which corresponds to the binary AND tree with leaves corresponding to the output wires of P1, . . . , Pℓ.
Let the output wire of Pi be ρi.

Suppose lines θ0, . . . , θα correspond to the premise (i.e. gate consistency of the wires of Cx). Let
S be any subset of wires of Aug(Cx, Ex) of size at most loc/2. Consider the following search game
Gpremise
k,S = (C1, C2, k) for k ≤ α:

• C1 outputs wire ρk corresponding to the output gate of Pk, along with rest of the set S.

• C2 on input {σρk} ∪ {σi}i∈S , output 1 if σρk = 0, and 0 otherwise.

Claim 11.33. APC1 + “prBPP = prP” proves the following. AdvGpremise
k,S

[LocalGen] ≤ O(ε).

Proof. We proceed in a few hybrids to first construct an indistinguishable LocalGen′.

H1 Output LocalGen(ρk).

H2 Consider LocalGen1 which does the following:

• Let Γ be the subcircuit of Ex used to compute ρk (i.e. the relevant wires of Cx and the subcircuit
computing o↔ g(ℓ, r)). Clearly, this has size O(1).
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• Compute {σw}∪{σi}i∈Γ ← LocalGen({w} ∪ Γ).

• Output σw.

This distribution is (t, ε)-indistinguishable from the previous hybrid via the (ctc, ε)-indistinguishability
of LocalGen.

H3 Consider LocalGen2 which does the following.

• Let Γ be the subcircuit used to compute w (i.e. the relevant wires of Cx and the subcircuit
computing o↔ g(ℓ, r)).

• Compute {σw} ∪ {σi}i∈Γ ← LocalGen({w} ∪ Γ).

• If any of the wires in {σw} ∪ {σi}i∈Γ are inconsistent, output ⊥.
• Output σw.

By the ε-local consistency of LocalGen, by applying Lemmas 7.18 and 7.23, we have that this distribu-
tion is (t, ε · |Γ|3)-indistinguishable from the previous hybrid.

By construction, we have that LocalGen(w) and LocalGen2 are (t, 2|Γ|3 · ε)-indistinguishable. Moreover, it
is easy to see that one can prove in PV1 that

AdvGpremise
k

[LocalGen2] = 0.

Since Γ has size at most O(1), by applying the Adversary Indistinguishability Lemma, we have that

AdvGpremise
k

[LocalGen] ≤ O(ε).

Now, we can invoke (ctc, ε)-non-signaling of LocalGen to argue that

AdvGpremise
k∪S

[LocalGen] ≤ AdvGpremise
k

[LocalGen] + ε.

This completes the proof.

Now, lines θα+1, . . . , θℓ−1 correspond to deductions. Consider line k, and let Sk = {i1, . . . , ic} ⊆ [k−1]
denote the set of c = O(1) lines θi1 , . . . , θic used to deduce θk.

Let S be any subset of wires of Aug(Cx, Ex) of size at most p(log n, log ℓ)/2. Consider the following
search game Gdeducek∪S for k ∈ {α+ 1, . . . , ℓ− 1}:

• C1 outputs the output wire wk of Pk, the output wires wij of Pij for ij ∈ Sk as well as the set S.

• C2, on input {σk, σi1 , . . . σic} ∪ {σw}w∈S does the following:

– If any of σic = 0, output 0.
– Otherwise, if σk = 0, output 1. Else, output 0.

We can then prove the following claim.

Claim 11.34. APC1 + “prBPP = prP” proves that AdvGdeducek∪S
[LocalGen] ≤ O(ε).

Proof. We first prove the claim when S = ∅. We first construct an indistinguishable program to LocalGen
via a few hybrids.
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H1 Output LocalGen({wk, wi1 , . . . , wic}).

H2 Let LocalGen1 work as follows:

• Let P = Pk ∪ Pi1 ∪ · · · ∪ Pic .
• Call {σk, σi1 , . . . , σic}∪{σw}w∈P ← LocalGen({wk, wi1 , . . . , wic}∪P ).
• Output {σk, σi1 , . . . , σic}.

This is (t, ε)-indistinguishable from the previous hybrid due to the (ctc, ε)-non-signaling of LocalGen.

H3 Let LocalGen2 work as follows:

• Let P = Pk ∪ Pi1 ∪ · · · ∪ Pic .
• Call {σk, σi1 , . . . , σic} ∪ {σw}w∈P ← LocalGen({wk, wi1 , . . . , wic} ∪ P ).
• If any of the wire values in {σk, σi1 , . . . , σic} ∪ {σw}w∈P are inconsistent, output 0.
• Output {σk, σi1 , . . . , σic}.

By ε-consistency of LocalGen, we can invoke the Game Union Bound Lemma and Mixture Lemma to
show that the distributions are (t, |P |3 · ε)-indistinguishable. Recall that |P | = O(1).

Now, it is easy to show in PV1 that AdvGdeducek
[LocalGen2] = 0 because Pk outputs 1 if all of Pi1 , . . . , Pic = 1

by the soundness of EF. Therefore, by the Adversary Indistinguishability Lemma, we have the desired
claim.

Now, by relying on (ctc, ε)-non-signaling of LocalGen and the Reduction Lemma, we can then deduce
that

AdvGdeducek∪S
[LocalGen] ≤ AdvGdeducek

[LocalGen] + ε.

Choosing p2 appropriately, we complete the proof.

Consider (disjoint) sets of wires S and T , each of size at most loc/4, where S is contained in the AND
tree, and T is any subset of wires in Aug(Cx, Ex). We define a security game GANDS,T = (C1, C2, 0) as follows:

• C1 outputs S, T .

• C2 takes as input a set of wires {σw}S ∪ {σw}w∈T , and outputs 1 if any of the wire values in {σw}S
is 0 (ignore the wire values in T ). Output 0 otherwise.

We identify every wire in the tree with a string (0, b1, . . . , b
′
γ) for γ′ ≤ γ as follows:

• The root wire (AKA the output wire) of the AND tree is labeled by the string (0).

• The string (0, b1, . . . , b
′
γ) corresponds to the string obtained by starting at the root wire, and iterating

over b1, . . . , b′γ , going down the left input if bi = 0 and right input if bi = 1.

Let T be any subset of wires in Aug(Cx, Ex) of size at most loc/4, and S be a subset of wires in the
AND tree of size at most loc/8. We define a security game GAND-path

(b0,b1,...,bγ),S,T
= (C1, C2, 0) (where bi ∈ {0, 1})

to be the security game GANDU,T , where U is constructed as follows:

• Initialize U = ∅.

113



• Iterate over i ∈ [γ], and for each i such that bi = 1, add (0, b1, . . . , bi − 1) to U .

• Add elements of S to U .

• Output U .

For convenience, we identify the string (b0, b1, . . . , bγ) with k ∈ {0, 1, . . . , ℓ} as follows:

k =

γ∑
i=0

2ibγ−i.

We will equivalently write GAND-path
(b1,...,bγ),S,T

and GAND-path
k,S,T for convenience.

Claim 11.35. APC1 + “prBPP = prP” proves the following sentence. For all k ∈ {0, 1, . . . , ℓ} and all sets T
of size at most loc/4, we have that

AdvGAND-path
k,∅,T

[LocalGen] ≤ q(log n, log ℓ, k) · ε,

where q is some PV-definable polynomial.

Proof. We prove the above theorem via induction on k.30 We denote by Sk the output of C1 in game GAND
k .

Clearly,
AdvGAND-path

0,∅,T
[LocalGen] = 0

by definition because C1 queries an empty set. Therefore, the claim holds for k = 0. Suppose that the claim
holds for k = κ. Now, consider κ+ 1. We will first prove the following.

If ρκ corresponds to a premise, via the Game Union Bound Lemma, we have that

AdvGAND-path
κ,{ρκ},T

[LocalGen] ≤ AdvGAND-path
κ,∅,{ρκ}∪T

[LocalGen] + AdvGpremise
ρκ,Sκ∪T

[LocalGen]

≤ q(log n, log ℓ, κ) · ε+O(ε). (11.1)

Similarly, if ρκ corresponds to a line which is a deduction, via the Game Union Bound Lemma, we have that

AdvGAND-path
κ,{ρκ},T

[LocalGen] ≤ AdvGAND-path
κ,∅,{ρκ}∪T

[LocalGen] + AdvGdeduceρκ,Sκ∪T
[LocalGen]

≤ q(log n, log ℓ, κ) · ε+O(ε). (11.2)

We consider two cases based on the parity of κ. If κ is even (i.e. κ + 1 is odd), it is easy to verify that
Sκ+1 = Sκ ∪ {ρκ}. Therefore, by definition,

AdvGκ+1,∅,T
[LocalGen] = AdvGκ,{ρκ},T [LocalGen]

≤ q(log n, log ℓ, κ) · ε+O(ε),

hence proving the claim. Therefore, this satisfies the inductive hypothesis. It suffices to consider the case
where κ is odd. We define sets S,U, U ′, U ′′ in two cases in order to be explicit.

30Recall that PV1 (and thus APC1 + “prBPP = prP”) allows induction on polynomial-time decidable properties. Here, as
loc = O(logn+ log ℓ) and n, ℓ ∈ Log, we know that |T | ∈ Log and thus the universal quantification over T is polynomial-time
decidable; subsequently the induction is admissible in the theory.
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Case 1: κ ≤ ℓ− 2. In this case, there exists an index γ′ < γ such that κ = (0, b1, . . . , bγ′ , 0, 1, . . . , 1) and
κ+ 1 = (0, b1, . . . , bγ′ , 1, 0, . . . , 0). There exists a set S so that we can rewrite:

Sκ = S ∪ {(0, b0, b1, . . . , bγ′ , 0, 0, . . . , 0︸ ︷︷ ︸
i zeros

)}i∈{1,...,γ−γ′−1} = S ∪ U

Sκ+1 = S ∪ {(b0, b1, . . . , bγ′ , 0)} = S ∪ U ′.

We also define the set:
U ′′ = {(b1, . . . , bγ′ , 0, . . . , 0︸ ︷︷ ︸

i zeros

, 1)}i∈[γ−γ′−1]

Case 2: κ = ℓ− 1. In this case, κ = (0, 1, . . . , 1) and κ+ 1 = (1, 0, . . . , 0). Then, we set S = 0, and it is
clear that:

Sκ = {(0, 0, . . . , 0︸ ︷︷ ︸
i zeros

)}i∈[γ] = U,

Sκ+1 = {(0)} = U ′.

Let the set U ′′ = {(0, . . . , 0︸ ︷︷ ︸
i zeros

, 1)}i∈[γ].

The following argument works for either case. We proceed in a few hybrids.

H1 Output LocalGen(Sκ+1 ∪ T ).

H2 LocalGen1(Sκ+1 ∪ T ) works as follows:

• Call {σi}Sκ+1∪U∪U ′′∪{ρk}∪T ← LocalGen(Sκ+1 ∪ U ∪ U ′′ ∪ {ρk} ∪ T ).
• Output {σi}i∈Sκ+1∪T .

(t, ε)-indistinguishability from the previous hybrid follows from (ctc, ε)-non-signaling of LocalGen
(and by picking c to be large enough).

H3 LocalGen2(Sκ+1 ∪ T ) works as follows:

• Call {σi}Sκ+1∪U∪U ′′∪{ρk}∪T ← LocalGen(Sκ+1 ∪ U ∪ U ′′ ∪ {ρk} ∪ T ).
• If any of {σi}i∈Sκ∪{ρκ} is equal to 0, abort.
• Output {σi}i∈Sκ+1∪T .

This follows the Mixture Lemma and (11.1) or (11.2) (based on whether Pκ corresponds to a premise
or deduction), we have that this hybrid is (t, ε · (p(log n, log ℓ, κ) +O(ε)))-indistinguishable from
the previous.

H4 LocalGen3(Sκ+1 ∪ T ) works as follows:

• Call {σi}Sκ+1∪U∪U ′′∪{ρk}∪T ← LocalGen(Sκ+1 ∪ U ∪ U ′′ ∪ {ρk} ∪ T ).
• If any of {σi}i∈Sκ∪{ρκ} is equal to 0, abort.
• If any of the wire values are inconsistent with each other (among the gates that are being

extracted), abort.
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• Output {σi}i∈Sκ+1∪T .

Here, we rely on the Game Union Bound Lemma, Mixture Lemma, and the ε-gate consistency of
LocalGen to argue that the distributions are (|S|+ |U |+ |U ′|+ |U ′′|+ |T |+1)3 · ε-indistinguishable.

Recall that if all the wires in U ∪ U ′ ∪ U ′′ are consistent, and we know that all the wires in S ∪ U as well
as ρk evaluate to 1, then every wire in S ∪ U ′ evaluates to 1. Therefore, it is clear that

AdvGAND-path
κ+1,∅,0

[LocalGen3] = 0.

Recall that if Sκ ∪ {ρk} evaluates to 1, by wire consistency of the AND gates, all the wires in Sκ+1 also
evaluate to 1. By the Hybrid Argument, we have that

AdvGAND-path
κ+1,∅,0

[LocalGen] ≤ q(log n, log ℓ, κ) · ε+ q′(log n, log ℓ),

where the q′ is determined by the hybrids. Therefore, by choosing q to be large enough, we have the desired
result.

Let ηout be the output wire of the AND-tree. At this point, Claim 11.35, we have that for any subset of
wires T of Aug(Cx, Ex) of size at most loc/4,

AdvGAND{ηout},T
[LocalGen] ≤ q(log n, log ℓ, ℓ) · ε. (11.3)

Now, let T be the following set of wires:

• Add all the wires in the AND-tree from the root node to the last line ρℓ−1, along with the sibling
wires in the AND-tree of all such nodes.

• Add all wires of Pℓ−1.

• Recall that Pℓ−1 corresponds to the claim that out↔ 0, where out is the output wire of Cx.

It is easy to see that |T | = O(log n, log ℓ), and hence for a large enough linear function p1, we do indeed
have that |T | ≤ loc/4. Let Gaccept be the search game as defined in Definition 11.6. We now show there
exists p2 such that

AdvGaccept [LocalGen] ≤ p2(log n, ℓ) · ε. (11.4)

We show this via a few hybrids.

H1 Output LocalGen({out}).

H2 Let LocalGen1({out}) be the following program:

• Call {σout, σηout}∪{σw}w∈T ← LocalGen′({out, ηout} ∪ T ).
• Output σout.

By the (ctc, ε)-non-signaling of LocalGen, we have that the distributions are (t, ε)-indistinguishable.

H3 Let LocalGen2({out}) be the following program:
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• Call {σout, σηout} ∪ {σw}w∈T ← LocalGen′({out, ηout} ∪ T ).
• If ηout ̸= 1, output ⊥.
• Else, output σout.

By (11.3) and the Mixture Lemma, we have that the hybrids are (t, q(log n, log ℓ, ℓ)·ε)-indistinguishable.

H4 Let LocalGen3({out}) be the following program:

• Call {σout, σηout} ∪ {σw}w∈T ← LocalGen′({out, ηout} ∪ T ).
• If ηout ̸= 1, output ⊥.
• If any of the wires output by LocalGen are inconsistent, output ⊥.
• Else, output σout.

By the ε-local consistency of LocalGen, via the Game Union Bound Lemma and Mixture Lemma, we
have that the distributions are (t, |T |3 · ε)-indistinguishable.

H5 Let LocalGen4({out}) be the following program:

• Call {σout, σηout} ∪ {σw}w∈T ← LocalGen′({out, ηout} ∪ T ).
• If ηout ̸= 1, output ⊥.
• If any of the wires output by LocalGen are inconsistent, output ⊥.
• If σout = 1, output ⊥.
• Else, output σout.

By consistency of all the wires in T , we know that ηout = 1 means that ρℓ−1 = 1 (by consistency of
the AND gates in T ). By construction, ρℓ−1 = 1 only if out = 0 is indeed true. Therefore, we can
prove in PV that this is a functionally equivalent change.

By definition, we have that
AdvGaccept [LocalGen4] = 0.

Therefore, by invoking the Adversary Indistinguishability Lemma and the Hybrid Argument, we have (11.4).
This completes the proof.
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[Jeř05] Emil Jeřábek. Weak pigeonhole principle, and randomized computation. PhD thesis, Faculty of
Mathematics and Physics, Charles University, Prague, 2005. 10, 80
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[KPW95] Jan Krajı́ček, Pavel Pudlák, and Alan Woods. An exponential lower bound to the size of bounded
depth frege proofs of the pigeonhole principle. Random structures & algorithms, 7(1):15–39,
1995. 41

[KPY19] Yael Tauman Kalai, Omer Paneth, and Lisa Yang. How to delegate computations publicly. In
Moses Charikar and Edith Cohen, editors, 51st ACM STOC, pages 1115–1124. ACM Press, June
2019. 1, 8

[KR09] Yael Tauman Kalai and Ran Raz. Probabilistically checkable arguments. In Shai Halevi, editor,
CRYPTO 2009, volume 5677 of LNCS, pages 143–159. Springer, Berlin, Heidelberg, August 2009.
8
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[Kra97] Jan Krajı́ček. Interpolation theorems, lower bounds for proof systems, and independence results
for bounded arithmetic. J. Symb. Log., 62(2):457–486, 1997. 10

[Kra05] Jan Krajıcek. Hardness assumptions in the foundations of theoretical computer science. Archive
for Mathematical Logic, 44(6):667–675, 2005. 2
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[Kra24] Jan Krajı́ček. On the existence of strong proof complexity generators. Bulletin of Symbolic
Logic, 30(1):20–40, 2024. 10
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A List of Internal Theorems in Bounded Arithmetic

In this section, we provide a list of important internal theorems in bounded arithmetic that we formalized for
future references categorized in four types: basic properties of CAPP (which is used to formalize probability),
basic probability theory, cryptographic tools, and security analysis of concrete cryptographic constructions.
For each theorem, we provide an informal explanation and the theory to formalize it.

A.1 Infrastructure: Consistency of CAPP

Precision Consistency of CAPP (Proposition 7.1) (in APC1 + “prBPP = prP”)
The acceptance probability of a circuit changes by only a small amount when computed with different
precision parameters.

Global Consistency of CAPP (Proposition 7.2) (in APC1 + “prBPP = prP”)
Two circuits computing the same Boolean function have essentially the same acceptance probability.

Complementation Consistency of CAPP (Proposition 7.3) (in APC1 + “prBPP = prP”)
The acceptance probabilities of a circuit and its negation sum essentially to one.

Monotonicity of CAPP (Proposition 7.4) (in APC1 + “prBPP = prP”)
If acceptance of one circuit always implies acceptance of another, the first has at most the acceptance
probability of the second.

A.2 Probability Theory

Union Bound (Proposition 7.5) (in APC1 + “prBPP = prP”)
The acceptance probability of the disjunction of two circuits is essentially at most the sum of their
individual probabilities.
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Union Bound (general form) (Proposition 7.6) (in APC1 + “prBPP = prP”)
The union bound generalized to disjunctions of m ∈ Log circuits.

Averaging Argument on Two Circuits (Lemma 7.9) (in APC1 + “prBPP = prP”)
If two circuits differ in their acceptance probabilities, then some assignment to a chosen subset of input
variables preserves (most of) that difference.

Averaging Argument (Corollary 7.10) (in APC1 + “prBPP = prP”)
For a single circuit, there is a partial assignment to a chosen variable subset such that, after applying
the assignment, the acceptance probability is essentially at most (or at least) the original acceptance
probability.

Averaging Argument for Indistinguishable Distribution (Lemma 7.11) (in APC1 + “prBPP = prP”)
If two distributions are indistinguishable under every partial assignment to a chosen subset of seed bits,
they are indistinguishable overall.

Zp Sampling Lemma (Lemma 4.23) (in APC1 + “prBPP = prP”)
An efficient sampler produces an output statistically close to uniform on Zp from a uniform binary seed,
for any binary integer p.

Zp Shift-Invariance Lemma (Lemma 4.24) (in APC1 + “prBPP = prP”)
Shifting the Zp-sampler’s output by any fixed element of Zp yields a statistically close distribution.

Zp Multiplicative-Inverse Lemma (Lemma 10.7) (in PV1)
Multiplicative inverses in Zp for prime p are computable by a PV function with provable correctness.

A.3 Cryptographic Tools

Hybrid Argument (Lemma 4.15) (in APC1 + “prBPP = prP”)
In a chain of distributions where every two consecutive ones are indistinguishable, the first and the last
are also indistinguishable.

Reduction Lemma (Lemma 7.12) (in APC1 + “prBPP = prP”)
Applying a fixed circuit to two indistinguishable distributions yields indistinguishable distributions, at
the cost of including the reduction’s size in the adversary size bound.

Isomorphism Lemma (Lemma 4.14) (in APC1 + “prBPP = prP”)
Distributions that are statistically close via a circuit-witnessed bijection are computationally indistin-
guishable for any adversary.

Independent Side-Information Corollary (Corollary 7.13) (in APC1 + “prBPP = prP”)
Concatenating an independent distribution to two indistinguishable distributions preserves indistin-
guishability.

Product Hybrid Lemma (Corollary 7.14) (in APC1 + “prBPP = prP”)
Two pairs of independently indistinguishable distributions remain indistinguishable when paired together
as products, with errors summed.

Mixture Lemma (Lemma 7.23) (in APC1 + “prBPP = prP”)
Mixing two distributions according to a circuit that accepts almost every input gives a distribution close
to the first.
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Game Complement Lemma (Lemma 7.15) (in APC1 + “prBPP = prP”)
An adversary’s advantages in a search game and in its complement game sum essentially to one.

Game Composition Lemma (Lemma 7.16) (in APC1 + “prBPP = prP”)
Replacing the challenge sampler in a search game by an indistinguishable one preserves the advantage
of the adversary up to the indistinguishability error.

Adversary Indistinguishability Lemma (Lemma 7.17) (in APC1 + “prBPP = prP”)
Replacing the adversary in a search game by an indistinguishable one preserves its advantage up to the
indistinguishability error.

Game Union Bound Lemma (Lemma 7.18) (in APC1 + “prBPP = prP”)
The disjunction of secure search games is secure with security parameter equal to the sum of those for
all games.

Game Reduction Lemma (Lemma 7.19) (in APC1 + “prBPP = prP”)
If winning one search game implies winning a second via a fixed mapping of seeds, then the advantage
in the second game is at least the advantage in the first.

Error Reduction Lemma (Lemma 7.22) (in APC1 + “prBPP = prP”)
Running an adversary independently on k-fold parallel repetitions of a search game amplifies its advantage
in the standard way.

A.4 Cryptographic Theorems

Leveled GSW Security Theorem (Theorem 8.10) (in APC1 + “prBPP = prP”)
The secret-key variant of the leveled Gentry-Sahai-Waters scheme [GSW13] is a semantically secure
leveled FHE, assuming LWE.

SEH Opening Completeness Theorem (Theorem 9.5) (in PV1)
The construction of SEH from FHE is complete: every honestly produced opening is accepted.

SEH Extraction Correctness Theorem (Theorem 9.6) (in PV1)
Assuming FHE correctness and malicious gate correctness, the SEH construction from FEH is somewhere
extractable.

SEH Security Theorem (Theorem 9.7) (in APC1 + “prBPP = prP”+ FHESecure)
The SEH construction is computationally hiding, assuming FHE semantic security.

Parallel SXDH Lemma (Lemma 10.11) (in APC1 + “prBPP = prP”)
The SXDH assumption implies its k-fold version (with a polynomial security loss).

WW BARG Correctness Theorem (Theorem 10.9) (in PV1)
Assuming the group underlying SXDH is correctly generated (CorGroupGen), the honest prover of the
Waters-Wu BARG [WW25] is always accepted.

WW BARG Somewhere Extractability Theorem (Theorem 10.10) (in PV1)
Assuming the underlying group is correctly generated, the Waters-Wu BARG is somewhere extractable.

WW BARG CRS Indistinguishability Theorem (Theorem 10.12) (in APC1 + “prBPP = prP”)
Waters-Wu BARG is CRS indistinguishable assuming SXDH.
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JKLV Security Theorem (Theorem 11.21) (in APC1 + “prBPP = prP”)
The JKLV SNARG construction [JKLV24] is sound, assuming LWE and SXDH.

B Extended Frege with Constant Width

The definition of Extended Frege can be found in [CR79] as well as standard textbooks (see, e.g., [Kra19]).
In this work, it will be easier to work with Extended Frege system of constant width, i.e., each proof line is
of constant size. This is without loss of generality, as any Extended Frege proof can be transformed into
an essentially equivalent Extended Frege proof with constant width, and the transformation is provably
correct in PV. For completeness, we describe the transformation and sketch the proof.

For simplicity, we consider the set of connectives {→,⊥}, where ⊥ denotes false and → is right
associative. We define ¬φ as an abbreviation of φ→ ⊥, φ ∨ ψ as an abbreviation of ¬φ→ ψ, φ ∧ ψ as an
abbreviation of ¬(φ→ ¬ψ). We consider Modus Ponens φ→ ψ,φ ⊢ ψ as the only derivation rule, and fix
the following complete and sound set of axioms:

• α→ β → α
• (γ → α→ β)→ (γ → α)→ γ → β.
• ¬¬α→ α

Note that the choices of connectives and axioms do not affect the strength of the system up to a polynomial
size overhead, and this is provable in PV (see, e.g., [CR79, Coo75]). The width of an Extended Frege proof is
the maximum size of proof lines in the proof.
Definition B.1 (Cook-Levin representation of formulas). Let φ be any propositional formula. The Cook-
Levin representation of φ, denoted by [φ]CL, is a pair (⟨Γφ⟩, zφ) for a sequence Γφ of constant-size formula
and a variable zφ. It is inductively defined as follows.

• [⊥]CL = (⟨z ↔ ⊥⟩, z).
• [x]CL = (⟨⟩, x).
• [φ→ ψ]CL = (⟨Γφ,Γψ, z ↔ (zφ → zψ)⟩, z), where [φ]CL = (⟨Γφ⟩, zφ), [ψ]CL = (⟨Γψ⟩, zψ), and z

is a fresh variable that is not used in Γφ,Γψ, zφ, zψ .

The variables z, zφ, zψ, . . . introduced are called auxiliary variables.

In other words, we construct a new variable for each subformula of φ, and add appropriate constraints
to the variables in Γφ, each of constant size, that correspond to the evaluation of the formula. The following
proposition is left as an exercise.
Proposition B.2. PV1 proves the following statement: For every formula φ, let [φ]CL = (⟨Γφ⟩, zφ), then φ is
a tautology if and only if

∧
Γφ → zφ is a tautology.

We need the following lemma.
Lemma B.3. There is a constant c ≥ 1 and a PV function T such that PV1 proves the following. Let φ be a
formula and τ = (⟨Γφ⟩, zφ), τ ′ = (⟨Γ′φ⟩, z′φ) be two Cook-Levin representation of formulas (i.e. identical up
to a change of variable names). Then T (φ, τ, τ ′) outputs an Extended Frege proof from Γφ,Γ

′
φ to zφ ↔ z′φ of

width c.

Proof Sketch. The algorithm T is a recursive algorithm that works as follows. Suppose that φ = ⊥ or φ = x
for a variable x, there is a constant size proof; in these cases, it suffices to choose c to be larger than the
width of the proofs.
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Consider the case that φ is of form α→ β. By the definition of [·]CL, we know that

• Γφ = Γα,Γβ, zφ ↔ (zα → zβ), where (⟨Γα⟩, zα) and (⟨Γβ⟩, zβ) are Cook-Levin transformations of
α and β, respective.

• Γ′φ = Γ′α,Γ
′
β, z
′
φ ↔ (z′α → z′β), where (⟨Γα⟩, zα) and (⟨Γβ⟩, zβ) are Cook-Levin transformations of

α and β, respective.

The algorithm first recursively generates proofs of zα ↔ z′α, zβ ↔ z′β from Γα,Γ
′
α,Γβ,Γ

′
β . Moreover, there

is a constant size Extended Frege proof of

zα ↔ z′α zβ ↔ z′β zφ ↔ (zα → zβ) z′φ ↔ (z′α → z′β)

zφ ↔ z′φ
.

Note that the size is an absolute constant as there are only six variables, so we can set c to be larger than
the width of the proof. Combining the proofs above, we can obtain an Extended Frege proof of zφ ↔ z′φ
from Γφ,Γ

′
φ of width at most c.

The correctness proof of the algorithm follows by induction on the structure of φ. This is available in
PV1, as the induction property is specified by a straightforward polynomial-time algorithm that checked
the correctness of the proof generated by T .

Now we are ready to state the transformation of arbitrary Extended Frege proofs into constant width
Extended Frege proofs.

Lemma B.4. There is a constant c ≥ 1 and a PV function G such that the following is provable in PV1. Let φ
be a formula and τ be an Extended Frege proof of φ. Then G(φ, τ) outputs an Extended Frege proof from Γφ to
zφ of width at most c, where (⟨Γφ⟩, zφ) is a Cook-Levin representation of φ.

Proof Sketch. The algorithm G translates the proof τ line by line. In more detail, let τ = φ1, φ2, . . . , φℓ, in
the i-th round, the algorithm produces an Extended Frege proof of width c fromΓφi to zφi , where (⟨Γφi⟩, zφi)
is a Cook-Levin representation of φi. For simplicity, we assume that all Cook-Levin representations use
disjoint set of auxiliary variables.

It starts at an empty proof. Let (⟨Γφi⟩, zφi) be a Cook-Levin representation of φi. In the i-th round, the
algorithm considers how the proof line φi is introduced in the Extended Frege proof τ .

• (Axiom). Suppose that φi is introduced as an axiom. We only consider φ = ”α→ β → α”. In the
[·]CL transformation of φ, there are variables z1α, z2α, zβ→α, zβ, corresponding to the first and second
occurrences of α, β → α, and β in φ. By the definition of Cook-Levin representation, there are
formulas

zβ→α ↔ (zβ → z2α) and zφi ↔ (z1α → zβ→α)

in Γφi . Moreover, by Lemma B.3, we can derive an Extended Frege proof of z1α ↔ z2α when c is
sufficiently large. Notice that there is a constant size proof of

zβ→α ↔ (zβ → z2α) zφi ↔ (z1α → zβ→α) z1α ↔ z2α
zφi

.

By setting c to be sufficient large, we can combine the proofs above to obtain a proof from Γφi to zφi

of width at most c.

• (Extension). The case for extension rules is similar to that of axioms, and is omitted.
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• (Modus Ponens). Suppose that φi is introduced via the Modus Ponens rule, where α → β and
α are available in φ1, . . . , φi−1. Let (⟨Γα⟩, zα), (⟨Γβ⟩, zβ), and (⟨Γα→β⟩, zα→β) be Cook-Levin
representations of α, β, and α→ β. By the invariant of the algorithm, we have produced width-c
Extended Frege proofs:

– Γα→β ⊢ zα→β ;
– Γα ⊢ zα.

Note that by definition, Γα→β = Γα,Γβ, zα→β ↔ (zα → zβ). Our goal is to prove zβ from Γβ .
The proof is as follows. Assume without loss of generality that (⟨Γα⟩, zα) and (⟨Γβ⟩, zβ) use disjoint
set of variable variables. Then by applying the extension rules, we can write proof lines Γα and
zα→β ↔ (zα → zβ), so all formulas in Γα→β are written down. Using the width-c proofs Γα→β ⊢
zα→β and Γα ⊢ zα, we can further write down formulas zα→β and zα. Finally, observe that there is a
constant size proof of

zα→β zα zα→β ↔ (zα → zβ)

zβ
,

and we can set c to be sufficient large so that the entire proof has width as most c.

The correctness proof of the algorithm follows by induction on the length of the proof τ . This is available
in PV1, as the induction property is specified by a straightforward polynomial-time algorithm that checked
the correctness of the proof generated by G.
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