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SNARGs for NP from
Unprovability of Mathematical Theorems

(Or: How to use the simplicity of cryptographic reasoning)
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Abstract

Modern cryptography relies on the intractability of computational problems. We present an approach
to build cryptography from a new source of hardness: proving mathematical theorems.

Our main result is a construction of succinct non-interactive arguments (SNARGs) for NP under
standard derandomization (prBPP = prP) and cryptographic assumptions (LWE and SXDH), as well as
a new, but natural assumption on the hardness of proving lower bounds in proof complexity. Specifically,
our assumption states that it is impossible to prove, within a weak bounded arithmetic theory, the
correctness of certifying hard tautologies against Extended Frege. This assumption is inspired by an
informal mathematical challenge proposed by Razborov [Ann. Math. ’15], and can be viewed as a
generalization of an unconditional unprovability result due to Krajicek and Pudlak [J. Symb. Log. *89].

Our construction is, in fact, a simple variant of the SNARG constructed by Jin, Kalai, Lombardi,
and Vaikuntanathan [STOC ’24]. While the soundness of their construction was only proven for a
subclass of NP, we prove its soundness for all NP under our assumption. At the heart of our result
is the key observation that cryptographic reasoning is simple in a formal sense: the security proof
of most cryptographic primitives can be formalized in a weak theory. In particular, we show how to
formalize the scheme of Jin et al. in Jefabek’s theory APC; [J. Symb. Log. ’07] — a weak theory in
bounded arithmetic.
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Part1
Overview of Results

1 Introduction

Succinct non-interactive arguments (SNARGs) [Mic94] allow a prover to convince a verifier about the
validity of an NP statement by sending a single message. The key property of SNARGs is succinctness:
The size of the proof and the running time of the verifier is much smaller than the size of the NP witness.
SNARGs are defined in the common reference string (CRS) model, where the prover and the verifier receive
a common string honestly sampled from some distribution. SNARGs guarantee computational soundness;
that is, no efficient cheating prover can convince a verifier of a false statement.

SNARGs are a highly sought-after cryptographic primitive due to their many real-world applications,
most significantly in the area of blockchains. An extensive line of research spanning more than two decades
has studied the feasibility and efficiency of SNARGs. Currently, SNARGs for all NP are known from two
different classes of assumptions: Non-standard assumptions such as Random Oracles or knowledge assump-
tions [Mic94, Gro10], and Obfustopia assumptions [SW14, WW24, JKLM25], namely, indistinguishability
obfuscation [BGI*01] and witness encryption [GGSW13]. This is in sharp contrast to interactive succinct
arguments that are known from a fairly mild assumption of collision-resistant hash functions [Kil92].

The most pressing question in the study of SNARGs is whether their existence can be established
from standard cryptographic assumptions such as learning with errors (LWE) or group-based assumptions
that are not known to imply obfuscation. A recent line of work has made progress on this front for
prominent subclasses of NP, including batch-NP (i.e., conjunctions of NP statements) and all deterministic
computations [KPY19, JKKZ21, CJJ21, CJJ22, KVZ21, HJKS22, WW22, CGJ 23, BBK 23, NWW24, J]25].
The state-of-the-art result in this line of work is due to Jin et al. [JKLV24] who constructed SNARGs from
LWE that achieve (non-adaptive!) soundness for all NP languages that admit a proof of non-membership
in the Extended-Frege (EF) propositional proof system? [CR79, Coo75]. A language £ with a relation R
admits a proof of non-membership if for every = ¢ L, there exists a polynomial-sized EF proof of the fact
that Vw, R(z, w) = 0.

We refer to such a scheme as an EF-SNARG. Since proofs of non-membership are unlikely to exist for
languages outside NP M coNP, it would seem unlikely that EF-SNARGs can achieve soundness for all NP.

1.1 Our Results

Somewhat surprisingly, we show that under a new, but natural complexity assumption, EF-SNARG achieves
soundness for all NP. In the following, we state our assumption and our results in detail.

First, let us mention the kind of assumptions that we do not make in this work. It is not difficult to see
that EF-SNARG is a SNARG for all NP under the very strong assumption that Extended Frege is p-bounded,
i.e., every tautology ¢ admits a poly(|¢|) size Extended Frege proof. To see this, note that for any language
L with relation R, the claim Yw, R(x,w) = 0 is a tautology if ¢ L. Thus, the above assumption implies
that every language £ has a polynomial-sized EF proof of non-membership. However, this would contradict

'A SNARG is said to satisfy non-adaptive soundness if the adversary chooses the challenge statement independent of the CRS.
In this work, unless mentioned otherwise, we always consider non-adaptive soundness.

?Extended Frege (see [CR79]) is a propositional proof system where one can introduce extension variables to abbreviate formulae,
which allows manipulations of circuits.



the widely held belief that NP = coNP. In fact, Cook and Reckhow [CR79] proved that NP # coNP if
and only if all propositional proof systems are not p-bounded. In other words, we expect that there are
tautologies that are hard against any propositional proof system fixed in advance.

Nevertheless, despite decades of efforts, such hard tautologies appear to be hard to construct even for
Extended Frege. We refer the reader to Section 6.2 for a comprehensive survey. Indeed, Razborov [Raz15]
explicitly proposed the following problem:

“Proving lower bounds for strong proof systems P like Frege or Extended Frege modulo any hardness
assumption in the purely computational world, however strong but still natural and believable”

Here, hardness assumptions “in the purely computational world” exclude NP # coNP but include any
falsifiable cryptographic assumption. So far, Razborov’s challenge remains open.’

Unprovability as a source of hardness. We propose a plausible assumption that formalizes the in-
tractability of resolving Razborov’s challenge. We then show that under our assumption, a variant of
EF-SNARG in [JKLV24] is a SNARG for all NP. To realize this goal, we seek hardness from unprovability in
formal mathematical theories.

Unprovability results are abundant. Godel’s incompleteness theorem [G6d31] constructs explicit
unprovability statements for any reasonably strong mathematical theory. Another famous example is the
unprovability of Continuum Hypothesis in ZFC [Coh63, Coh64]. In theoretical computer science, there is a
rich literature on the unprovability of complexity upper and lower bounds in weak mathematical theories
(see Section 1.4 and [Oli25] for a comprehensive survey).

How could unprovability results be useful for cryptography? In general, it could be the case that a
complexity assumption (say NP # coNP) is true, but it is unprovable in some formal mathematical theory.*
For cryptographic applications that would benefit from a strong (and potentially, unbelievable) assumption
(such as NP = coNP), the unprovability of its negation might be sufficient. While this intuition is simple
and promising, so far, it has not yielded any results in cryptography.

Our results. We show that the EF-SNARG construction of [JKLV24] is indeed a SNARG for NP under a
new assumption that, intuitively, asserts the non-existence of simple solutions to Razborov’s challenge. We
start by stating our assumption.

Assumption 1 (Hardness Certification Assumption, Informal; see Assumption 3). There is a constant
k € N such that for any language ® € NP, one of the following conditions does not hold:

+ (Completeness). There are infinitely many tautologies ¢ such that ¢ € ®.
« (Provable Soundness). The following sentence is provable in a mathematical theory 7.

Every ¢ € ® requires at least |¢|* size Extended Frege proof under assumptions in T.

The language ® is said to be a certification of n*-size Extended Frege lower bounds.

*The general question of whether proof complexity lower bounds follow from “purely computational” lower bounds have a
longer history; see, e.g., [Kra05, Section 4] and references therein.

*A very strong form of NP-vs-coNP style separation is indeed unprovable in Cook’s theory PV1; see Section 6.4.

>This is equivalent to say that the negation of the sentence, namely there exists ¢ € ® with polynomial sized EF proof, is
consistent with the theory 7.



If both properties hold, the NP witness of ¢ € ® serves as a certification that ¢ does not have short EF
proofs. It is succinct as the proof is much shorter than exhaustive search over all short EF proofs, useful
in that it accepts infinitely many tautologies, and convincing provided that the mathematical theory 7T is
sound. The Hardness Certification Assumption asserts that this is impossible.

If this assumption is false, we can obtain super-polynomial Extended Frege lower bound under the
assumption set I' in theory 7. In this work, the assumption set I' consists of a derandomization assumption,
ie, prBPP = prP, and two standard assumptions in cryptography, namely, LWE and the Symmetric
External Diffie-Hellman (SXDH) assumption over bilinear maps; thus falsifying our assumption resolves
Razborov’s challenge. Furthermore, we instantiate theory 7 with Jefabek’s theory APC; [Jer07a] — a
weak theory in Bounded Arithmetic. Thus, the proof is simple in a formal sense: a certification ® must
be explicitly provided, and its soundness must be provable in the weak mathematical theory APC;. In
general, a mathematical proof that positively answers Razborov’s challenge might not necessarily satisfy
these restrictions.

Using the Hardness Certification Assumption, we prove the following theorem:

Theorem 1.1 (Main Result, Informal; see Corollary 11.22). Assuming prBPP = prP, the hardness of LWE
and SXDH, and Assumption 1, SNARGs for NP exist. Indeed, (a variant) of the EF-SNARG in [JKLV24] is a
SNARG for NP with non-adaptive soundness. For instances of length n, the SNARG has proofs of size poly(\)
and a CRS of size poly(\, n*) for some k € N.

Theorem 1.1 suggests that either SNARGs for NP exist, or there is a surprisingly simple resolution of
Razborov’s challenge. This presents a “win-win scenario” for cryptography and proof complexity, but in
our view, the latter win might be too good to be true.

On the simplicity of cryptographic reasoning. To obtain Theorem 1.1, we formalize the soundness
proof of EF-SNARG in Jerabek’s theory APC;. Specifically, we consider a particular instantiation of
the EF-SNARG construction of [JKLV24] wherein we use non-interactive batch arguments based on
SXDH [WW22]. Along the way, we show how to formalize and prove security of many cryptographic
primitives based on lattices and groups in theory APC;. Put differently, we show and leverage the fact that
cryptographic reasoning is simple, in a formal sense. We elaborate on this in Section 2.

Cryptography from unprovability. Modern cryptography typically relies on the hardness of solving
computational problems. In this work, we demonstrate how to build cryptography from a new source of
hardness: proving theorems from weak mathematical theories.

Our work is inspired by a recent work of llango [Ila25] that constructs “effective zero-knowledge proofs”
with no interaction and no setup from a proof complexity assumption. The assumption underlying our
work is quite different from [Ila25]: we use the unprovability of a concrete and meaningful mathematical
theorem from weak proof systems, while Ilango considers separations between strong proof systems; see
Section 1.4 for more discussions.

Although we focus on the application to SNARGs in this work, we believe that the perspective of using
unprovability assumptions for cryptography merits further investigation. The toolkit we develop in this
work might be useful in this endeavor. See Section 1.3 for a discussion on future directions.

SOur specific choice of batch arguments is guided by the simplicity of the security proof of the batch argument, and we do not
view it as essential to our results. See Section 1.3 for discussion.



1.2 Discussions on Assumption 1

In this subsection, we provide a deeper dive into our assumption and its connections to existing lines of
research in proof complexity and cryptography.

Why is Razborov’s challenge relevant? To start with, we give a high-level explanation of why the
intractability of Razborov’s challenge could be useful. Note that if an EF-SNARG scheme does not satisfy
the security of SNARG, then

« either it does not even satisfy EF-SNARG security;
« or Extended Frege is not p-bounded.

This immediately implies that if any EF-SNARG scheme (e.g. [JKLV24]) is provably secure as EF-SNARG
from falsifiable cryptographic assumptions, and is provably insecure as a SNARG for NP, we can resolve
Razborov’s challenge: under the falsifiable cryptographic assumptions, Extended Frege is not p-bounded.
That is, EF-SNARG is effectively’ a SNARG (i.e. cannot be provably refuted as SNARG), or one can give a
positive answer to Razborov’s challenge.

In this work, we significantly sharpen this idea. Instead of aiming for effective security, we show that
under Assumption 1, we can achieve standard security of SNARGs.

Two ideas behind the assumption. Assumption 1 is a combination of two key observations that we
elaborate on in the following. First, certifying hard tautologies against Extended Frege is nontrivial. To our
knowledge, the only known method to certify that a formula is indeed hard against Extended Frege is to
exhaustively search over all possible proofs, which takes exponential time. In a sense, a language ® violating
Assumption 1 will provide a substantial speedup to certifying hardness of certain tautologies, using its
NP witnesses.® Note that this relies on the widely believed conjecture that NP ## coNP, as otherwise any
language in coNP (including the language of hard tautologies) will be in NP.

We emphasize, however, that the first perspective alone does not lead to a meaningful result. To see this,
note that we could obtain a seemingly similar result with a much simpler proof if we replace the provable
soundness property in Assumption 1 by vanilla soundness:

« (Soundness). Every ¢ € ® requires at least |¢|* size Extended Frege proof.

However, this assumption contradicts a standard proof complexity conjecture that Extended Frege is not
optimal; see Section 6.1 for more details.

To address this issue, we introduce our second perspective of unprovability: even if it is possible to
certify hard tautologies, the correctness of the certification may not be provable in a mathematical theory
T . Note that, to our knowledge, our assumption and the conjecture that Extended Frege is not optimal are
consistent with each other after introducing the unprovability perspective.

In cryptography, it is desirable to base security on as weak assumptions as possible. We would therefore
like to choose the weakest possible mathematical theory 7 and the weakest possible assumption set I in
Assumption 1 to support Theorem 1.1. This will sharpen Theorem 1.1 as a win-win result: if the assumption
is false, it would lead to stronger and more surprising provability result in proof complexity. In the following,
we discuss in detail both of these aspects, the theory 7 and the assumption set I

"The notion of effective security is proposed by Ilango [Ila25] in the context of zero-knowledge proofs; see Section 1.4 for
discussion.

¥ A minor issue of this speedup view is that a hardness certification ® may also accept formulas that are not tautologies; this
will be discussed later in Remark 6.5.



Theory Infinite Sets Defines Functions’ Example of Unprovable Results

as Symbols (provable in the theory above it, if any)

ZFC Yes Highly Uncomputable Continuum Hypothesis [Coh63, Coh64]

Peano No Primitive Recursive Infinitary Ramsey Theorem [PH77]
T No FpPH Vr dy x = log, y [Par71]
AVOID 5P Weak Pigeonhole Principle
-

APCy No FP (€ FP™) (conditional) [Jef07b]

PV, No Fp dual Weak Pigeonhole Principle

(conditional) [ILW23]

Table 1: Comparison between mathematical theories from a Constructivism point of view: ZFC set theory
[Sup72], Peano Arithmetic [Kra95, Chapter 2], Primitive Recursive Arithmetic (PRA) [Cel22, Chapter 4],
Buss’s T5 hierarchy [Bus85], Jetabek’s APC; [Jef07a, BKT14], and Cook’s PV; [Co075].

The last three theories are considered bounded theories. The definition of the range avoidance problem
AVOID and related results can be found in [Kor25].

Bounded Arithmetic and APC;. As mentioned above, our choice for theory 7 is APC; introduced by
Jetabek [Jer07a]. The name APC stands for APproximate Counting. It is called APC; to emphasize that its
correspondence to the first-level of the polynomial hierarchy (A;P = P), and there is a theory APCy with
stronger counting functionality (for AyP = PNP); see, e.g., [BKT14].1

Theory APC; is among theories collectively known as Bounded Arithmetic, weak fragments of Peano
Arithmetic corresponding to complexity classes. In a nutshell, bounded theories have limited reasoning
capability as they can define functions only from their corresponding complexity classes. For instance,
Cook’s theory PV; [Co075] only defines polynomial-time functions, and Buss’s hierarchy 73, T3, T3, . . .
[Bus85] only defines functions from polynomial-time hierarchy. Theories are defined for classes ranging
from ACY to PSPACE and beyond; see [Kra95, CN10]. In addition, bounded theories can be viewed as
uniform variants of propositional proof systems via propositional translations (see, e.g., [Co075, Kra19]).

For our purpose, the theory 7 should be as weak as possible because we assume the unprovability
of sentences in 7. Cook’s theory PV; [Co075] corresponding to FP does not suffice as the sentences in
Assumption 1 (i.e. prBPP = prP and cryptographic assumptions) cannot be naturally formalized in PV; —
they involve probability and randomized algorithms, whereas PV only defines polynomial-time algorithms.
Therefore, we choose the theory APC; [Jer07a], which is the weakest possible theory known to even
state the sentences. This theory is stronger than PV; but weaker than 7%, the second level of Buss’s T
hierarchy [BKT14]. Table 1 provides a brief comparison between different theories; see also Section 3.2 for
more discussions of APCj;.

The assumption set . Similar to the choice of the base theory APC;, the assumption set I' — the
non-logical axioms for proving the soundness of the hardness certification ®, or the assumption to address
Razborov’s challenge — should also be as weak as possible. In this work, the assumption set I consists of a

*The meaning of “defining a function f(x)” in a theory T, intuitively, is that 7 F Vz 3ly f(z) = y. More formally, we mean
functions definable using ¥%-formulas in the language of T, see, e.g., [Bus85] and [Kra95, Chapter 6].

'"This theory is built upon first-order logic (FOL), the most well-studied logical foundation for mathematics. Nevertheless, FOL
is not the only option; the theory PV [Co0075] is built on a much simpler equational logic (also known as “logic-free” system), and
the theory iS5 (see, e.g., [CU93]) is built on intuitionistic first-order logic.



widely-believed derandomization assumption prBPP = prP, and two standard falsifiable cryptographic
assumptions: LWE and SXDH.

Our use of these assumptions is guided by a particular variant of EF-SNARG [JKLV24] that we analyze
in APC;. LWE is used for (leveled) fully homomorphic encryption (FHE) [GSW13] and SXDH is used for
batch arguments (BARG) for NP [WW22] — both key ingredients in EF-SNARG. We emphasize that we
avoid using generic assumptions such as FHE and BARGs as axioms; indeed, we show in Section 6.4.2
that there exist FHE and BARG schemes that are secure under plausible assumptions, yet adding their
correctness to I' would unconditionally invalidate Assumption 1.

Remark 1.2 (Robustness of our results). Both the soundness property and assumptions in I need to be
formalized in the language of the mathematical theory 7 = APC;, and there could be many possible
formalizations. We stress that our results work using standard formalization methodology in bounded
arithmetic literature (see, e.g., [Jer07a, MP20, CN10]) and do not exploit special properties of formalization
details; see Section 4. Subsequently, our result should hold under any standard formalizations.

Advantages of our unprovability assumption. A positive consequence of our assumption is that our
SNARG construction relies only on the polynomial hardness of the underlying cryptographic assumptions.
This reveals an intriguing possibility that SNARGs for NP exist even if, say, NP C DTIM E(2”o(1) ). Note that
existing SNARG constructions based on iO are not compatible with this possibility, as existing construction
of 10 requires sub-exponential assumptions to accommodate the standard complexity leveraging argument.
These assumptions break down when NP C DTIME(Z"O(I) ).

Our result is compatible with known black-box lower bounds for SNARGs. Recall that Gentry and
Wichs [GW11] ruled out adaptively sound SNARGs with a black-box reduction to falsifiable assumptions.
More recently, [CJ25] extended this result to non-adaptive SNARGs with a “succinct” CRS (i.e., with size
smaller than the witness length) for so-called “one-query” reductions. Going beyond these results, one
could perhaps conjecture an even stronger lower bound for SNARGs (that remains to be proven): any non-
adaptive SNARG construction with a black-box security reduction must rely on subexponentially-falsifiable
assumptions. Our result bypasses such a potential barrier because our reduction to the hardness assumption
is non black-box — it requires the code of the adversary (see Section 2.1). Moreover, our assumption is a
proof complexity assumption which does not seem to fit into the formulation of polynomial-time falsifiable
assumption in [GW11].

Cryptanalysis and connections to existing research. In standard complexity-based cryptography,
the confidence of standard assumptions is gradually built from decades of research in algorithms (for
cryptanalysis) and complexity theory. While our assumption on the unprovability of Extended Frege lower
bounds is new, we argue that it is, and likely will be in the future, supported by active lines of research in
proof complexity and bounded arithmetic.

(Cryptanalysis). To attack Assumption 1, one needs to (1) propose a language & € NP, (2) prove or
practically demonstrate its completeness, and (3) formalize its soundness property in the bounded arithmetic
theory. The first two steps are standard cryptanalysis of complexity-theoretic assumptions, while the third
step aligns with an active line of research known as bounded reverse mathematics [CN10, CLO24, AT25].

In more detail, a major goal of bounded reverse mathematics is to formalize TCS (including computational
complexity and proof complexity) and mathematics in general in weak fragments of bounded arithmetic. In
particular, the theory APC; is known to formalize the exponential PCP theorem [Pic15b], circuit lower
bounds [MP20], and many other probabilistic proofs [Le19]. Research in this direction may provide technical



tools and intuition for potential attacks to Assumption 1, as well as other unprovability assumptions that
may be found useful in the future.

(Unprovability results). Although unconditionally proving Assumption 1 seems unlikely, techniques
have been established to prove strong unprovability results in bounded theories PV, APCy, and beyond
(see, e.g., [PS21, CKKO21, LO23, ABM23]). Most interestingly, super-polynomial lower bounds for Extended
Frege are known to be unprovable unconditionally in Cook’s theory PV by a classic result of Krajicek and
Pudlak [KP89]. Our Assumption 1 generalizes this unprovability results in several dimensions, making it
out of reach of current techniques. Nevertheless, it would be surprising if Assumption 1 is false given this
unprovability result [KP89]; see Section 6.4 for more discussion. We also refer interested readers to [Oli25]
and Section 1.4 for a survey.

As more techniques are being developed for both upper and lower bounds on provability, more crypto-
graphic applications may be found, with the opportunity towards a new, fruitful theory in the intersection
of proof complexity and cryptography.

1.3 Future Directions

Improving our results. We foresee a few avenues for strengthening Theorem 1.1.

(Weakening the assumptions). First, while the original EF-SNARG [JKLV24] was shown secure only
assuming LWE, we show the security of our scheme under an additional assumption, namely, SXDH. This
is because to show that the EF-SNARG is secure in our theory, we additionally have to consider all of the
ingredients used to construct the EF-SNARG in a white-box manner and show their security directly from
the underlying assumptions. A key ingredient of the EF-SNARG construction is batch-arguments for NP
(BARGS). Current BARG constructions from LWE [C]J22] are involved and rely on several ingredients
(both information theoretic and cryptographic), all of which we would have to formalize in our theory. In
this work, we focus on demonstrating how to use Assumption 1, and therefore adopt the simpler BARG
construction of [WW22] whose security analysis is more direct.

We expect that with additional work, one could construct an EF-SNARG whose security can be proven
in APC; assuming only LWE (and prBPP = prP). We leave this optimization for future work.

(Weakening the base theory). Secondly, the main reason to choose APC; as the base theory is that it is
the weakest known theory to even state our cryptographic assumptions. The theory APC; extends PV,
with dual Weak Pigeonhole Principle (dWPHP); as we will explain shortly, dWPHP is both the foundation
of formalizing approximate counting, and a powerful combinatorial principle itself. For instance, APC;
proves a very strong form of Chernoff bound (see [Jer07a, Proposition 2.18]).

In this work, we do not use the full power of dWPHP as a combinatorial principle (albeit, having it
as an axiom makes formalization easier). It could be interesting to introduce a weaker theory that is still
able to state our cryptographic assumptions, and use it as the base theory of Assumption 1 for proving
Theorem 1.1; see, e.g., [CLOW?26] for a concrete proposal.

(Extending to i0O). Finally, we point out that our assumption can also be applied in the context of
indistinguishability obfuscation (i0). The work of Jain and Jin (JJ) [JJ22] shows how to construct iO for
circuits where security holds for circuits Cy and C only if there exists an EF proof of the fact that
Yz, Co(x) = C1(x). We call an iO scheme with this security guarantee an EF-iO scheme. A key advantage
of the JJ construction is that it relies only on 2P(M-security of the underlying assumptions, for a fixed
polynomial p, independent of the input length of the circuit. In contrast, existing constructions of iO with



standard security [JLS21, JLS22, RVV24] rely upon 2P(*™)-security of its underlying assumptions to achieve
security for circuits with input length n.

We believe that techniques similar to our work can be used to show the security of the JJ construction of
EF-iO in an extension of APC; (although possibly from different assumptions than LWE and SXDH). One
could then use Assumption 1 to show that JJ EF-iO is in fact an iO for all circuits. Such a result would yield
standard iO security from only 2P(M)-security of the underlying assumptions. We leave full exploration of
this direction to future work.

Cryptography from unprovability. An exciting future direction is leveraging unprovability as a
resource in cryptographic applications beyond the ones considered in this work.

Consider the following motivating example: Cryptographic constructions are often analyzed in idealized
models such as the random oracle model. However, in practice, the random oracle is instantiated with
a widely used hash function (say) H, which results in only heuristic security. While the random oracle
methodology is known to be unsound in general [CGH04], attacks against “natural” constructions following
this paradigm are quite hard to come by. An interesting direction is to establish standard model security of
such a scheme using an unprovability assumption such as the impossibility of mathematically proving that
H does not satisfy a particular property of Random Oracles. Falsifying such an assumption would likely
improve our understanding of widely used hash functions.

The above is an example of a broader phenomenon in cryptography where we have a candidate scheme
for a task for which we neither have a security proof nor an attack. If our intuition favors the former and
the main barrier towards a positive result appears to be a limitation of techniques, could unprovability
assumptions be helpful in breaking this impasse?

1.4 Related Work and Comparison

SNARGs for NP. Starting with [Mic94], there is a large body of works (see, e.g., [Gro10, Lip12, BCIT13,
BCCT13, BCC™17]) that construct SNARGs for NP in the random oracle model or other idealized models,
or based on non-standard knowledge assumptions.

A parallel line of work [KR09, KRR14, KP16, BHK17, BKK*18, CCH' 19, KPY19, JKKZ21, CJJ21, CJJ22,
WW22, DGKV22, PP22, Jj22, KLVW23, KLV23, CGJ* 23, BBKT 23, JKLV24, JKLM25, JJ25] has constructed
SNARGs for various subclasses of NP (including batch-NP and all deterministic computations) from
standard assumptions such as LWE, SXDH or sub-exponential DDH. In the standard model, SNARGs for
all NP are only known from Obfustopia assumptions, which in turn can be based on a combination of
sub-exponentially falsifiable assumptions [JLS21, JLS22, RVV24]. This includes constructions based on
i0 [SW14, WW24, WZ24, WW25], and witness encryption (WE) with a proof of correctness in Extended
Frege [JKLM25]. The latter work shows a more general result, namely, (a variant of) the EF-SNARG of
[JKLV24] is secure for all NP assuming LWE and the existence of any two-message laconic argument
system with a proof of correctness in Extended Frege. WE (or i0) with proof of correctness implies such
an argument system. The assumption used in their work is incomparable to ours; in particular, we do not
rely on Obfustopia assumptions. Concurrent to our work, the work of Devadas et al. [DHK26] construct
SNARGs for NP assuming LWE and the existence of a non-signaling PCP with a proof of correctness. This
assumption, as far as we are aware, is incomparable to ours. The authors of [DHK'26] also present a
sufficient (but not necessary) proof complexity assumption on the norm of nullstellensatz refutations. We
refer the reader to their work for details.



Cryptography from Proof Complexity. Starting from [J]J22], a recent line of work has leveraged results
from proof complexity to build cryptography. We provide a brief summary and comparison.

(Application of proof complexity upper bounds). Jain and Jin [JJ22] construct an input-succinct iO scheme
for Turing machines where the obfuscation size does not grow with input length, and security holds for all
machines My and M7 whose equivalence can be proven in Cook’s Theory PV. Recently, [JJMP25] proved the
security of this construction is for all TMs assuming the existence of witness-succinct witness-encryption
(i.e., where ciphertext size does not grow with the witness size) with a proof of correctness in PV. The works
of [MDS25, JJMP25] achieve further efficiency improvements to the scheme of [JJ22], either in runtime or
obfuscation size.

The work of [JJ22] also constructed SNARGs with a small common reference string (CRS) based on iO
for NP langauges with EF proofs of non-membership. Subsequently, [JKLV24] constructed EF-SNARGs
with large CRS based on LWE. More recently, [JJ25] replaced LWE with sub-exponential DDH for NP
languages with proofs of non-membership in TC’-Frege. Most recently, [JKLM25] bootstrapped [JKLV24]
to all NP under Obfustopia assumptions, as discussed above.

(Application of proof complexity lower bounds). While the above works leverage upper bounds in proof
complexity, a recent work of Ilango [Ila25] uses lower bounds in proof complexity to build cryptography. By
relying on Kraji¢ek and Pudlak’s conjecture [KP89] that there is no optimal proof system, [lla25] constructs
a one-message proof system, without any setup, that is statistically sound and effectively zero-knowledge.
Informally, the latter property says that it is hard to disprove the existence of a simulator for their one-
message proof system in a fixed theory such as ZFC. This new “effectively sound” primitive can be used to
construct cryptographic primitives with standard security definition, e.g., Non-Interactive Witness Hiding
Proofs with uniform provers and verifiers.

(Comparison with our work). Compared to the above works, one can view our work as demonstrating
how to use both upper and lower bounds in proof complexity in tandem. Our work relies on the existence
of constructions (i.e. EF-SNARGs) based on upper bounds (i.e. existence of an polynomial-sized EF proof).
Although the upper bound is unlikely to be true for all tautologies, we show that the unprovability of
lower bounds suffices. As bounded theories can be viewed as uniform counterparts of propositional proof
system via propositional translation [Coo075, Kra95, Kra19], the unprovability assumption can be viewed as
a (uniform) proof complexity lower bound."!

We note that the connection between a “statement” and “unprovability of its negation” is also a key
idea in Ilango’s result [I1a25]. The distinction is that Ilango considers cryptographic primitives with effective
security'?, which is most meaningful when the mathematical theory is strong. Indeed, effective zero-
knowledge against generic systems such as ZFC is achieved using the no optimal proof system assumption.
In this work, the result is most meaningful when the theory is weak, and thus we work with Jerabek’s
theory APCy, the weakest possible theory available for our purpose.

"In this sense, our unprovability assumption is a meta-complexity assumption. It considers the proof complexity of proof
complexity, where the former stands for unprovability in bounded arithmetic, and the latter is to say that the sentence conjectured
to be unprovable is about Extended Frege lower bound. It is similar to the hardness of MCSP or MK'P (see, e.g., [LP21]) that asserts
the computational complexity of a problem that itself is about computational complexity.

2Qur result is closer to the aforementioned construction of Non-Interactive Witness Hiding Proofs in [Ila25] - it also achieves
standard security using proof complexity assumptions. Intuitively, lango only needs to work with a strong system such as ZFC
thanks to the generality of the no optimal proof system conjecture. For our purposes, it might be unsafe to assume Assumption 1
for theories such as ZFC.



(Un)provability of complexity theory. There is a rich literature on the (un)provability of complexity
theory in bounded arithmetic.

(Formalization). PV1 is known to formalize Cook-Levin theorem and PCP theorem [Pic15a], proof
complexity lower bounds for Resolution [CP90], weak formulation of circuit lower bounds [Raz95a]
and many results regarding error-correcting codes and hardness amplification [Jer05]. APC; (and its
conservative extension HARD*) is known to formalize results in derandomization [Jef07a, Jer05], Goldreich-
Levin theorem [Le19], Schwartz-Zippel lemma [AT25], and strong formulation of circuit lower bounds
[MP20]. There has also been interests in formalizing broader mathematics, see, e.g., [Wo081, PWW88, Oja04].
Similar to completeness results in computational complexity, certain results in complexity theory are known
to be equivalent to combinatorial principles with respect to weak theories [CLO24, LLR24, AT25].

(Unprovablity). Cook [Co075] proved (by adapting Godel’s incompleteness theorem) that the consistency
of PV is unprovable in PV. Unconditional unprovability results has been established for complexity upper
bounds [CK07, KO17, BM20, BKO20, CKKO21, ABM23] and complexity lower bounds [Raz95a, Raz95b, Kra97,
Kral1lb, Pic15a, PS21, LO23, CLO25]. There are also interesting unprovability results based on computational
or proof-theoretic assumptions, see, e.g., [KP98, ILW23, CLO24, Kra24, CRT25, CKK 25, GC25].

Standard textbooks [Kra95, CN10, Kra19, Kralla, Kra25] are also good references for classical results,
and the survey [Oli25] covers more recent results.

1.5 Organization

The paper consists of three parts. In the first part of the paper (i.e. this section and Section 2), we provide
an overview of our results, including the intuition of the theory APCy, our assumption, and a proof sketch
of Theorem 1.1.

In the second part of the paper, we present our results in more details. Necessary background on
logic, bounded arithmetic, and cryptography is provided in Section 3. In Section 4, we formally define our
bounded theory and the assumption. In Section 5, we formally state and prove a security lifting lemma that
turns an EF-SNARG with simple (i.e. APC;) security proof into a SNARG under our hardness assumption.
We then discuss possible variants, attacks, and the connection of our assumption to Razborov’s challenge
in Section 6.

With the security lifting lemma in place, it remains to construct EF-SNARG (from standard assumptions)
and prove its security in the theory APC;. This is done in the third part of the paper.

+ We first setup in Section 7 a comprehensive toolkit for formalizing cryptography in APC;. This in-
cludes basic probability principles, useful tools for statistically close distributions, indistinguishability
distributions, search security games.

« InSection 8, we formalize the correctness and security of FHE, and show that the standard construction
from LWE [GSW13] can be carried out in APC;.

« In Section 9, we formalize somewhere extractable hash (SEH), and shows that the construction due
to Hubacek and Wichs [HW15] can be formalized in APC;.

« In Section 10, we formalize BARGs and show that the Waters-Wu construction [WW22] from SXDH
can be formalized in the theory APC;.
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« Finally, we combine the components above to implement a variant of EF-SNARG in [JKLV24] that is
provably secure in APC; from LWE and SXDH, in Section 11. This completes the proof of Theorem 1.1
(see Corollary 11.22) by combining the EF-SNARG construction and the security lifting lemma.

A condensed list of lemmas and theorems formalized in bounded arithmetic is provided in Appendix A, for
the convenience of future research. We also provide a definition of Extended Frege propositional proof
systems and a structural lemma that is useful in formalizing [JKLV24] in Appendix B.

2 Technical Overview

We begin this overview by first discussing how to prove Theorem 1.1 from Assumption 1.

2.1 Main Idea: Lifting EF-SNARG to SNARG

In this work, we show how to ‘lift” a SNARG construction with soundness only against EF-provable false
statements (EF-SNARG for short) to a full-fledged SNARG for any language in NP, assuming the hardness
certification assumption in Assumption 1. The key observation underlying our results is that cryptographic
reasoning is simple. Specifically, we show in this overview that the security analysis of (a variant of)
EF-SNARG construction in [JKLV24] can be formalized in a weak theory, specifically, APC;. At a high-level,
to accomplish this, we show that:

(i) Basic concepts in cryptographic proofs, such as indistinguishability, search security games, and
hybrid arguments, can be naturally formalized in the theory APC;.

(ii) A careful inspection of the security analysis in [JKLV24] shows that most of the proof can be carried
out using the basic concepts developed in (i). The remaining, relatively minor, combinatorial or
number-theoretic components can be formalized in APC; on a case-by-case basis.

We will discuss this in more detail in the subsequent sections.

Assuming an EF-SNARG construction with a simple security analysis, we prove our main theorem
(Theorem 1.1) under the hardness certification assumption (Assumption 1) for some appropriate theory 7
and assumption set I'. Indeed, this is a consequence of a generic security lifting lemma showing that under
Assumption 1 instantiated with appropriate 7 and I', an EF-SNARG construction that is provably secure in
7T from assumptions in I is indeed secure as a SNARG.

The lemma is proved by contradiction: Suppose there exists some language L. € NP for which the
EF-SNARG is not a SNARG, we can construct a certification ® € NP of Extended Frege lower bounds that
violates the assumption as follows.

« (Construction of ®). We define ¢ € ® if and only if ¢ is of the form “z ¢ L”, and there exists a
polynomial-sized cheating prover A, of the EF-SNARG that fools the verifier. '*

+ (Completeness). If this EF-SNARG is not a SNARG for NP, there are infinitely many strings x such
that = ¢ L, but a polynomial-sized adversary A, that fools the verifier. In particular, ¢, := “x ¢ L”
is a tautology such that ¢, € ® for any such z.

PThe certification ® admits a probabilistic polynomial-time verifier (i.e. it is in prMA). By putting prBPP = prP as an
assumption in I', the verifier can be provably derandomized, i.e., ® € NP; see also Remark 2.2.
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« (Provable Soundness). For every string x and ¢, := “x ¢ L”, the security of EF-SNARG asserts that if
¢, admits a short Extended Frege proof, then no efficient adversary .4, can convince the verifier that
x € L. Therefore, such ¢, ¢ ®. Crucially, if the security analysis of EF-SNARG can be formalized in
T from assumptions in I', then the soundness argument of ® can also be formalized in the theory 7
from I

Note that the code of A, is explicitly used to certify the hardness of ¢, in EF, i.e. the above argument
makes non black-box use of the adversary.

Therefore, it suffices to formalize the soundness of the EF-SNARG in the theory 7 from assumptions
in I'. In Section 2.4 (and later in Section 11), we show that there exists an EF-SNARG construction whose
security analysis can be formalized in 7 := APC; from assumptions I" := {“prBPP = prP”, LWE, SXDH},
which, combined with the security lifting lemma, yields our main SNARG construction. In the rest of the
paper, we use APC;[BPP, LWE, SXDH] to denote the theory 7 augmented with assumptions I'.

Overview of this section. In the remainder of this section, we provide a more detailed overview on how
the EF-SNARG construction in [JKLV24] can be formalized and proven in APC;[BPP, LWE, SXDH]. We
first give an overview of our base theory APC; in Section 2.2. In Section 2.3, we discuss how to formalize
cryptographic reasoning in APC;. Finally, we give a brief sketch on how we show the security of the JKLV
EF-SNARG in APC; [BPP, LWE, SXDH] in Section 2.4.

2.2 Our Choice: Theory APC,

A natural starting point for formalization is Cook’s theory PV (see Section 3.2 for details on this theory).
Multiple prior works have demonstrated how to formalize the functionality of cryptographic primitives in
the theory PV, [JJ22, JKLM25, JJMP25], e.g., proving that encryption of a message decrypts to the same
message.

However, formalizing security of cryptographic primitives is more challenging. In particular, security
often involves probabilistic claims such as Pr, g 11 [A(x) = 1] < e. We cannot formalize the inequality
in PV, as the probability on the left hand side is not known to be computable in deterministic polynomial
time, thus cannot be written as a PV; function symbol. In other words, we cannot even state the security
properties in PV.

The theory APC;. To formalize probabilistic reasoning, we take the theory APC; as our starting point.
APC; is an extension of PV; with the dual Weak Pigeonhole Principle (dWPHP), and was introduced to
overcome the limitations of PV in reasoning about probability. Building on earlier results of Wilkie [Kra95,
Theorem 7.3.7] and Thapen [Tha05], Jetabek [Jef07a] further observed that dAWPHP informally stated as
follows, is closely related to probabilistic reasoning:'*

For every circuit C : {0,1}" — {0, 1}, where m > n, there exists a string y € {0, 1}™ such
that for every x € {0,1}", C(x) # y.”

By formalizing a form of Nisan-Wigderson pseudorandom generator [NW94], Jerabek proved the
following theorem that enables approximate counting on circuit-definable sets:

*The actual definition of dWPHP is slightly stronger than the version we stated here; see Section 3.2 and [Jef07a] for more
details.
"®In the language of complexity theory, it states that the range avoidance problem is total (see [Kor25]).

12



Theorem 2.1 ([Jer07a, Theorem 2.7], informal). The following theorem is provable in PV{ + dWPHP: For
every circuit C': {0,1}™ — {0, 1}, there exists a number s < 2" such that there is an explicit pair of “almost”
bijection computable by circuits between X = {x € {0,1}" | C(z) =1} and s = {0,1,...,s — 1}.

Here, “almost” bijection means that a small portion of strings are not mapped back to themselves,
which means that there is always an additive error term in approximate counting. This theorem shows
that by representing approximate cardinalities via explicit “almost” bijections, the notion of set size for
circuit-definable sets can be formalized in this theory. This provides a natural formalization of approximate
counting and probability with additive error.

Beyond formalizing probabilities, Jerabek [Jer07a] also showed that we can perform meaningful mathe-
matics with respect to this formalization by proving counting and probability principles in PV, + dWPHP:
inclusion-exclusion principle, union bound, Chernoff bound, etc.

For technical reasons, we introduce an additional axiom formalizing prBPP = prP. For a PV function
capp(+, ), which is intended to be the algorithm that solves Circuit Acceptance Probability Problem, we
introduce an axiom showing its correctness:

“prBPP = prP” : For any circuit C'and X := {z € {0,1}" | C(x) = 1}, capp(C, 1*) outputs
the size of | X| (as defined by Theorem 2.1) up to an additive error of 2" /k.

Therefore, we can formalize approximate probability in APCy + “prBPP = prP” as
Prs[C(x) = y] := capp(Cy, 15_1)/2”, where Cy(z) := (C(x) = Y) (2.1)
with an approximation error § whose inverse is encoded in unary (denoted as 6! € Log).

Remark 2.2 (an additional axiom: prBPP = prP). The introduction of the axiom “prBPP = prP” is for
two reasons. First, it simplifies the formalization of approximate counting (see Section 4.1 for related
discussions). Second, it is also used to derandomize the hardness certification ® in Assumption 1 from
prMA to NP (see Section 5.3).

Note that for the former purpose (i.e. formalizing approximate counting), we can also use the theory
HARD in [Jef07a]. It is a conservative extension of APC; and thus does not increase the proof complexity
strength of the theory. Nevertheless, as we will need prBPP = prP for derandomization anyway, we can
simplify our work using APC; + “prBPP = prP” as the base theory.

2.3 Formalizing Cryptography in APC,

We next explain how we formalize cryptographic reasoning in APC;.

Asymptotic security. A key challenge in formalizing security notions and assumptions in APC; is
handling asymptotic security, i.e., statements of the form

For every adversary A with polynomial runtime #(\) and every inverse-polynomial advantage
(), there exists a large enough security parameter Ao such that for all A > \g, A(1) “wins”
with probability at most ().

To formalize such statements, we need to capture the “large enough” \g in APC;. In much of cryptography
literature, when we state the security of an assumption, the value of Ag is merely assumed to exist. To capture
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the asymptotic security without imposing additional restrictions on A\g, we treat \g as an arbitrary function
of t and ¢, whose existence is assumed externally to the theory, i.e., it does not need to be computable or
even definable in APC;. We then define the security as a set of sentences in APC;.1

Example 2.1 (Asymptotic security D). Fix an arbitrary function A\g (not necessarily definable within the
theory). An asymptotic security notion D), can be formalized as the following infinite set of sentences in
APC;:

Gtparam : YA > Ao(t, param), Vi € Sparam(n) pAparam,z) 4 (t(A\), 1/t(N))-secure.

The set contains ¢y param for all polynomials ¢ and all (appropriate) param represented as PV function
symbols, and Syaram () denotes a definable set given param(\). For example, param may be the input length
of an encryption scheme, and S,,ram()) could be the message space. Each value of \o(t, param) is treated
as a constant number and is hard-coded to the sentence in the language of the theory.

Note that the above assumption is equivalent to assuming (¢(\), e(\))-security for all polynomials ¢
and all inverse-polynomial ¢.

The final step towards fully formalizing asymptotic security is formalizing the notion of parameterized
security, i.e., the sentence “D(MParam:z) js (¢ 1 /t)-secure” for fixed parameters (X, ¢, param, 2:). In this work,
we focus on the two most common forms of security notions: indistinguishability-type security (as in the
case of secret-key encryption) and search-type security (as in the case of the setting of SNARGS). In both
indistinguishability- and search-type security notions, the parameterized security asserts the acceptance
probabilities of circuits, i.e., every adversary A running in time ¢ wins with probability at most . We can
then formalize these notions in APC; using the approximate probability formalization in Equation (2.1). In
the following, we provide concrete examples of formalizing these two types of security notions in APC;.

Example 2.2 (Semantic security of secret-key encryption). Consider a secret-key (fully-homomorphic) bit
encryption scheme with algorithms (sk, ek) <— Gen(1*), ct + Enc(sk,b € {0,1}). Let param = k(-) be a
polynomial describing the message length, and Syaram(y) = 10, 1} {0, 1}¥X) be the space of message
pairs. Fix any )\, param, and message pair (19, 71) € Sparam())- We define the following two circuits:

. C’g"param’(mo’ml) : On input random seed (sdgen, Sdenc) compute (sk, ek) < Gen(1*;sdgen), ct <
Enc(sk, mg; sdgnc), and output (ek, ct), where Enc for a k-bit message is defined as encrypting each
bit of the message separately.

. Cf"param’(mo’ml) : Same as C’S"param’mo’ml but encrypting m; instead of my.

The parameterized semantic security states that every adversary A with runtime ¢ cannot distinguish the out-
put distribution of Cy and C'; with advantage greater than . In APC;, we formalize the indistinguishability
by the sentence:

VoL € Log, VA st. |A| < t, | Prs[A(Co(sd)) = 1] — Prs[A(Cy(sd)) = 1]| < £ + O(8),  (2.2)

where O(9) hides unspecified constant factors. This sentence states that the advantage of any adversary A
can be bounded by an upper bound arbitrarily close to €. Let Dy, D; be the distributions of Cy(sd) and
C1(sd) respectively. We denote the formulation of Equation (2.2) as Dy ~%(») . D1.

!Formalization by sets of sentences is a common approach in bounded arithmetic to deal with nonconstructive parts of
mathematical statements, see also [CLO24, Section 1.2], [CKKO21, Section 5.1], [LO23, Theorem 2.1], [MP20, Section 1.5].
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Finally, the asymptotic semantic security for the encryption scheme is formalized as the following set
of sentences in APCy:

Gek: YA > Ao(t k), V(mo,mi) € {0,1}2FN ppbtmom) 1)y DRI

Example 2.3 (Soundness of EF-SNARG). Consider an EF-SNARG for language £ with algorithms crs <
Gen(1*, 1™, 1%), 1 + P(crs, x,w), and b < V(crs, z, 7), where x € L is a statement of length n()\) with
witness w of length m(\), and / is the upper bound of the Extended Frege proof length of statements = ¢ L.
Let param = (n(-), £(+)) and Sparam(n) = 10, 13 x {0,113, Fix any A, param, and (z, 7) € Sparam())s
we define the following game G = (C1, C3) consist of two circuits:

. Cf"param’(x’T) : On input random seed sdgen, compute crs <— Gen(l)‘, 1param(’\);sdgen), and output
the challenge chall = crs and a state state = crs.

. C2A param.(#.7) . o input an answer ans along with the state state, compute V(state, x, 7), and verify

that checks whether 7 is a valid Extended Frege proof of “z ¢ L”. Output 1 if both verification passes,
and output 0 otherwise.

For any adversary A which takes as input the challenge chall and outputs an answer ans, we define the
circuit T 4 that on input sd,sd 4, runs (chall, state) < C{(sd), ans < .A(chall;sd 4), and forwards the
output of C3 (state, ans).

The parameterized soundness of EF-SNARG states that for every (z,7) € Sparam()) Where 7 is a valid
Extended Frege proof of “z ¢ L”, every adversary A with runtime ¢ should not be able to find a proof
such that the verifier accepts with probability larger than ¢. In APCy, we formalize this using the notation
of advantages. We say that the advantage of A satisfies Adve, ¢,[A] < ¢ if

V4§ € Log, Prs[Tg a(sd,sd4) = 1] < e+ O(9).

Similarly, we write Adve, ¢,[A] > ¢ if Prs[Tg a(sd,sd4) = 1] > e — Q(0).
Finally, the asymptotic soundness of EF-SNARG is formalized as the following set of sentences in APC;:

YA > Ao(t,n, 0), ¥(z, 1) € {0, 1}MNFAN

¢t7n7€ : V.A s.t. |A| S t()\), AdVC)\,n,Z,(z,T) C)\,n,l,(:c,‘r) [-/4] S 1/t()\)
1 ~2

Toolkit for security proofs in APC;. Having formalized asymptotic security in APC;, we can now
formalize security proofs in APCy, i.e., prove one asymptotic security claim D assuming another claim
D'. At a high level, such a proof would require showing that every parameterized sentence ¢ param in D
can be derived from some sentence ¢, ... in D’ in APCy, where the mapping (¢, param) > (¢', param’)
corresponds to an efficiently computable security loss. One could, in principle, write such proofs from first
principles. However, this would involve explicitly handling approximate probabilities of Equation (2.1),
which can quickly become infeasible to write and verify.!?

To modularize the task, we develop a toolkit of lemmas in APC; that can be used as building blocks
in security proofs. The toolkit includes standard tools in cryptographic proofs, such as hybrid arguments,

"It is instructive to draw an analogy to mature mathematical areas such as calculus. While one could compute derivatives of a
function via first principles, we instead use a “toolkit” of known derivatives along with other modular tools such as chain rule to
simplify the computation of a derivative.
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reductions, and advantage amplification. All lemmas in this toolkit hide the details of handling approximate
probabilities, and allow us to write security proofs that are more readable and closer in style to standard
cryptographic proofs.

Below we list several standard lemmas relevant to the later section that we can prove in APCy, each
providing a clean interface. We refer the reader to Section 7 for the full list of lemmas in the toolkit.

« Identical distributions. For two circuits Cjy and C'; sampling identical distributions Dy, D1, if they
differ up to a permutation over the randomness space, i.e., Cp o f = (' for some bijection f over the
randomness space, then Dy ~, 1, D1 for any unary variable t.18

+ Reduction Lemma. Let C{,C] be the circuits computing D), D}, and let R o Cj(sd,sd’) =
R(Cj(sd"), sd) circuits computing distribution Dy, by first sampling from D} via computing Cj(sd’),
then compute its output based on the sample and some independent randomness sd. If D, ~; . D}
(for unary ?), then Do ~_ |- D1.

« Hybrid Argument. For a sequence of efficiently sampleable distributions Hy, Hy, ..., Hy, if
H;_1 =~ H; for every i € [L], then Hy ~; .. Hy. Combining with the Reduction Lemma,
we can also show that, for efficiently sampleable distributions Hy 1, ..., Ho r and Hy1,...,Hy p,if
Hy; ~t H, ; for every i € [L], then

Ho1 x Hoo X --- X Hop ~_psre Hig X Higx -+ X Hyp,

where the product distributions are sampled by sampling each component independently, and s is
the maximum size of the circuits sampling each Hj;; see Product Hybrid Lemma.

« Properties of game advantages. The following lemmas are proved within APC; + “prBPP = prP”;
see Section 7.5.

- (Game Complement Lemma). Let (C1,C5) be a game, and C3 be the circuit outputing the
complement of C5. Then, for any adversary A,"’

Advc, 7, Al 2 1 = Advc, oy)[A]

- (Game Composition Lemma). Let (C, C2) be a game, and suppose that C and C;’ are (¢, ¢)-
indistinguishable. Then, for any adversary A of size at most ¢t — |C3|, we have

AdV(C{,Cg)[A} < AdV(ChCQ)[A] + €.

- (Adversary Indistinguishability Lemma). Let (C1, C) be a game, and Ay, A; be two adversaries.
If for every fixed challenge chall, the two distributions Dgha” generated by the circuit Ay (chall, -)
are (t,¢)-indistinguishable, and that t > |C}| + |C3], then

AdV(ChCQ)[AO] —e< AdV(ChCQ)[.Aﬂ < AdV(CI’CQ)[.A()] +e

*We use slightly different notation in technical sections. Two distributions are said to be isomorphic if they differ up to a
permutation over the randomness space. In particular, they are said to be identical if the circuits are functionally equivalent; see
Section 4.2 for more details.

"This is a shorthand notation for Adv(c, ¢y [A] <& = Adv ¢, &,)[A] > 1 — &; similar shorthand is also used below.

16



- (Game Union Bound Lemma). For any games (C', C’;l)), (Ch, C’éQ)) and any adversary A,

Adv A] < Adv A] + Adv Al,

(C1,03ves?) [ (€1,c8") [ (€1,657) [

where Cél) \Y 052) is the circuit that outputs 1 if either C’él) or C§2) output 1.

- (Game Reduction Lemma). Let (C1, C2) be a game, and R1, R be efficient circuits of appropriate
input/output length. Then, for any adversary A and any advantage ¢, we have

AdV(RloCl,CgoRg)[A] Z g — AdV(Cl,CQ)[RZ @) .A o Rl] Z E.

« Error Reduction Lemma. For any game G = (C, C3) and an adversary .A with inverse polynomial
advantage p, Let k be a unary variable. Then, the k-fold adversary A** has advantage at least
1 — (1 — cp)¥ for some constant ¢ < 1 against the k-fold game GV*, where the k-fold adversary runs
A in k parallel, and wins the k-fold game if any of the k instances wins.

2.4 Formalizing [JKLV24] SNARG in APC,

We now show how to formalize the security proof of the EF-SNARG construction from [JKLV24] in
APC,[BPP,LWE, SXDH]: the theory APC; + prBPP = prP + LWE)\(LJWE + SXDH)\(S]XDH, where the axioms
LWE ALWE and SXDH ASXDH are the Learning With Errors and Symmetric External Diffie-Hellman assumptions,

formulated as asymptotic security notions as in Example 2.1 for some arbitrary functions A'@WE, )\SXDH. In

this exposition, we assume some basic familiarity with the cryptographic components, including FHE, SEH,
and BARG, used in the JKLV SNARG construction.

We break the proof into two parts: first, we show at a high level that the building blocks of the EF-
SNARG construction, i.e., fully-homomorphic encryption (FHE), somewhere extractable hash functions
(SEH), and batch arguments (BARG) can each be proven secure in APC; [BPP,LWE, SXDH]. Then, we
show how to combine the security guarantees of these building blocks to prove the security of the overall
EF-SNARG construction in APC; [BPP, LWE, SXDH].

2.4.1 Ingredients

The construction of our EF-SNARG is near identical to the encrypt-hash-and-BARG construction of
JKLV [JKLV24]. As the name suggests, the construction relies on three main tools:

+ A leveled fully homomorphic encryption scheme (FHE) (Definition 8.1). We will instantiate this via
the (secret-key) Gentry-Sahai-Waters [GSW13] construction of FHE from LWE.

+ A somewhere extractable hash family with local openings (SEH) (Definition 9.1). We will instantiate
this via the Hubacek-Wichs [HW15] construction of somewhere extractable hashing from FHE.

+ A somewhere extractable batch-argument scheme (BARG) (Definition 10.1), which we instantiate via
the Waters-Wu [WW22] construction from SXDH.°

We now argue that the security of each of the above instantiations can be proved in APC; [BPP, LWE, SXDH].
We give a more detailed argument for FHE, and brief sketches for the analyses of SEH and BARG.

#As discussed in Section 1.3, we conjecture that one can show the security of an LWE-based BARG scheme in bounded
arithmetic, but we choose to instead analyze the Waters-Wu construction since it has a more elementary proof of security.
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FHE and SEH in APC;[BPP,LWE]. The secret-key variant of GSW fully-homomorphic encryption
scheme [GSW13] has secret key being a random vector sk = s <— Z', an empty evaluation key ek, and the
encryption of a bit b € {0, 1} is given by

A x
ct = (STA 4 eT> +bG., where A «+ Z; "™, e + x"",
To argue the semantic security (See Example 2.2) of this scheme in APC; [BPP, LWE], we need to show
that for every two messages mg, m1 € {0, 1}*, the distributions of encryptions of mq and m; are indistin-

guishable. The proof is essentially combining statements straight from our toolkit. Consider the following
hybrids:

A;

. Mb. ; i i —
Hg *: For i € [k], sample ciphertext ct; <STAi +e!

> + mp[i] - G.

« H{": For i € [k], sample ciphertext ct; = (fﬁ) + my[i] - G for random r « Zj.
(2

The indistinguishability between H;"* and 7{|"* follows from the Reduction Lemma (stated in Section 2.3)
and the LWE assumption. If, from the LWE assumption, {s"A; + e/ } Ay {r]}, then by our toolkit,
we have Hg" ~p_g, Jt H|"™, where s is the size of the reduction circuit, upper bounded by the size of
the circuit computing H". Furthermore, the indistinguishability between H]" and H]"' follows from
the fact that they are identical distributions®!, as they differ up to a randomness shift by (mo —m1) - G.
Finally, by the Hybrid Argument in our toolkit, we conclude that H(" =%y 3/ H"" . Therefore, by setting
t' = max(3t,t + s), we conclude that (omitting LWE parameters for simplicity)

LWEis (¢/,1/t')-secure = FHE is (¢, 1/t)-semantically secure.

In other words, every sentence in the set FHESecure AFHE defining the semantic security of the above FHE
scheme can be derived from APC;+“prBPP = prP”+LWE ,iwe for MNHE( k) = A\AWE(# = max(3t,t + 5)).
Note that we omit the choice of LWE parameters here for simplicity, see Section 8 for the full argument.

For the somewhere extractable hash function SEH from [HW15], the corresponding security property,
i.e., the key indistinguishability property, is a direct application of the FHE semantic security?. In particular,
the key indistinguishability expands to

{FHE.Enc(ski—1, k) }ie[r) =41/t {FHE.Enc(ski—1,0)};c(z),

which again follows from reduction plus hybrid argument as in the FHE semantic security proof.

Batch arguments in APC;[BPP,SXDH]. The group-based BARG construction in [WW?22] relies on
elementary tools. This makes it easy to formalize its security analysis in APC;. We slightly modify the
construction so that it enjoys perfect correctness and somewhere extractability; this allows us to formalize
properties and prove these properties in theory PV;. Moreover, the CRS indistinguishability property

*'Indeed, the two circuits sampling the distributions differ by a permutation; these two distributions are formally defined to be
isomorphic; see Section 4.2.

*For technical reasons, we need to rely on an FHE scheme which additionally satisfies “malicious gate correctness”. We gloss
over this detail here.
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can be almost directly reduced (via the Reduction Lemma) to the following indistinguishability of group
elements:

(ga ga7gb17gb27gablagab2) 1/t (gv ga’ gblagb279017.962)7

where g is a generator in either source groups of a prime order bilinear group, and a, b1, b2, c1, c2 are
random exponents in Zj,. The above indistinguishability can be easily proven from the SXDH assumption
via a Hybrid Argument. We refer the reader to Section 10 for details.

2.4.2 EF-SNARG in APC,[BPP, FHE, SEH, BARG]

We now give an informal description of the encrypt-hash and BARG construction of JKLV [JKLV24]. We
make several subtle changes to the scheme, and refer the reader to Remark 11.20 for details. Informally, the
CRS of the scheme comprises of the following components:

+ a FHE ciphertext ct encrypting some dummy circuit £, and an FHE evaluation key ek,
« a BARG CRS crs,

« SEH hash keys hky, . . ., hkjoc for some loc = poly()\). For simplicity, we write hk = (hky, ..., hkjoc),
and we define the hashing as well as giving local openings with respect to hk as simply hashing and
giving local openings to each hk; in parallel.

At a high level, an EF-SNARG prover generates a proof as follows: for an NP circuit C, an instance z, and a
witness w, it does the following:

« Compute C'(z,w). Let 7 denote the wire values of this computation.
« Evaluate the dummy circuit £ homomorphically on 7 to obtain wire values 7’ of this computation.
« Hash the wire values 7 and 7’ to obtain hash value h.

+ Compute a batch-proof 7 that for every gate g in the computation of C' and E, the prover has local
openings from h to wire values wi, wa, w3 such that the gate computation is satisfied.

« Output (h, 7, pout ), where poyt is an opening from h to the output wire of C.

The verifier accepts if the BARG proof 7 is accepted, and poyt is an opening to out = 1.

Local assignment generators. We first recap the proof strategy from JKLV. The security proof proceeds
by constructing local assignment generators [PR17]. A local assignment generator LocalGen for a circuit C
with locality ¢ is an algorithm which takes as input ¢ wires of C, outputs an assignment to the wires, while
satisfying the following guarantees:

+ Local consistency: Any assignment output by LocalGen is locally consistent, i.e. respects any gates
contained in the queried set.

« Computationally non-signaling: Let Tj and 7' be subsets of wires of C of size at most ¢. Then,
the marginal distributions of LocalGen(7}) and LocalGen(77) on Ty N T} are computationally indis-
tinguishable.
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We additionally say LocalGen is “accepting” if LocalGen assigns the value 1 to the output gate of C' with
probability 1 — negl()). Our first step is to formalize these guarantees of a local assignment generator
in APC;[BPP, LWE, SXDH] (for more details, see Section 11.1). We say that LocalGen is a (¢, ¢, ¢)-local
assignment generator if the following hold.

« ¢-Local Consistency. Consider a set T' = {wy, wa, w3} where w; and wy are inputs and ws is the
output of some gate g in the circuit. Construct the game G, = (C4, C) where C is the circuit which
outputs 7' = {w1, wa, w3}, and Cy is the circuit which takes as input {01, 02, 03} and outputs 1 if
o3 # g(o1,02) (i.e. the wire values are inconsistent), and 0 if it is consistent. We say LocalGen is
g-consistent if

Advg,[LocalGen] < ¢

for every gate ¢ in the circuit.
+ (t,£)-Non-Signaling: Consider the following distribution Dy, 7, j, does the following:

- Sample (0y)weT, < LocalGen(T}).
— Output (o) werynTy -

We say that LocalGen satisfies (t, €)-non-signaling if the distributions Dr, 7, o and Dr, 7,1 are
(t, e)-indistinguishable.

The security proof of [JKLV24] has two steps.

(1) Local assignment generator for any extension circuit. Consider any prover P which creates
accepting proofs for a statement x* with probability . First, note that by FHE security, this probability
does not diminish if the circuit E is replaced by any circuit F;~ when the CRS is generated. We can
use such a P to construct an accepting local assignment generator for the circuit C'(z*, -) extended
with E .

(2) Construct an extension circuit which does not have an accepting local assignment generator.
As a second step, we show that if * ¢ £ and there is a size £ proof that Vw, Cy+(w) = 0, then there
exists some circuit F,+ of size poly(¢) for which there is no accepting local assignment generator.

By combining the above two steps, we reach a contradiction.

While the security proof of JKLV is involved, we show how to break it down into steps which can all be
formalized using the toolkit from Section 2.3. Unlike the proofs of security for GSW FHE or WW BARG,
this analysis heavily relies on the formulation of search games.

In the following, we highlight some examples of the types of arguments that appear and illustrate
how we use the various tools developed in Section 2.3; full details are given in Section 11. We focus on
step (1) of the proof. We will assume some familiarity with the analysis of the encrypt-hash-and-BARG
SNARG. Consider a cheating prover P of size t* such that Adv(c, ¢,)[P] > ﬁ, where the search game
(C1,Cs) is as defined in Example 2.3 for instance x* ¢ L. Suppose that the underlying FHE, SEH, and
BARG constructions are (tpug, 1/teHe), (tsen, 1/tsen), and (tgara, 1/tBARG) secure respectively.

Amplifying the success probability. As a first step, we need to amplify the success probability of P
via parallel repetition from some inverse polynomial t*(%) to at least 1 — ﬁ for some polynomial p. Using
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the Error Reduction Lemma discussed in Section 2.3 with R := O(t* log p), we can show that P* = P*F

satisfies
1

1 R
X vV * > —_ _— > . .
Adviyr oym [P 2 1 (1 215*()\)) SRTeN

This parallel repetition will allow us to obtain at least one CRS-proof pair (crs, 7) such that the SNARG
verifier accepts with probability 1 — %) For simplicity of exposition, suppose that R = 1 for the remainder
of this exposition (i.e. there is no parallel repetition).

Using FHE security. Next, we need to show that if one changes the CRS algorithm to generate FHE
ciphertext ct’ encrypting a different circuit E,~, the prover success probability does not diminish by too
much. We formalize this as follows. One can view the EF-SNARG search game for z* as (C1, C2) as in
Example 2.3, and (C], C2) as the modified game where the CRS is generated with ct’ instead. By alluding
to the (tfHE, 1/FuE)-FHE indistinguishability, one can argue via reduction that the outputs of C, C{ are
(tFHE — 8, 1/tFnE) indistinguishable, where s is an upper bound on the size of C and C]. Now, if P has
size at most tpyg — s — |Ca|, we can use Game Composition Lemma to argue that:

AdV(Ci,Cg)[P] > AdV(Cl,Cg)[P] - 1/tFHE-

Using SEH key indistinguishability. We now use this P to construct a local assignment generator for
the circuit C, which is the circuit C' augmented with the homomorphic evaluation of E on C. At a high
level, LocalGen” (T') is constructed as follows: on input a set T of size at most loc,

+ Generate a trapdoored CRS, where all of the hash keys are sampled such that the wire values in T’
are extractable. (If | 7| < loc, simply generate the key to be extractable on a dummy index 0.)

« Receive an accepting proof 7* from the prover P.
« Extract the wire assignment to 7" using the trapdoor of the SEH hash.

We now sketch why LocalGen satisfies (¢, £’)-non-signaling for some parameters t’, ¢’ to be determined.

For simplicity, we will only sketch the argument for sets Ty = {¢1,...,t,} and T1 = {t1,...,tut1}

(which differ only by one element). Then, LocalGen(7}) samples the CRS with hkj, ..., hk, extractable on

t1,...,ty, and LocalGen(7T7) samples the CRS to be extractable on hki, ... hky, hk,; are extractable on

t1,...,ty. Let Hsgn ; denote the distribution that outputs an SEH key which is extractable on index 1.
Consider the distributions Dy, defined as follows:

« Sample all keys hky, ..., hky, hkyt2, ... hkjec with trapdoors as in LocalGen(Tp).
« If b = 0, output hkyy1 < Hsgn,o- Else, sample hky 1 < Hsen,t,, -

+ Sample the rest of the CRS and query P on this CRS to obtain a proof 7. If 7 is not an accepting
proof, output L.

« Extract the wire assignment to 7j using the trapdoors and output them.

It can be verified that Dy is identical to the distribution of Dy 1, o, and D; is identical to distribution of
Dryy,1y,1.2° Moreover, one can write Dy = RoHsgn, and D1 = RoHsgpy, , - By SEH key indistinguisha-
bility, we have that Hsgn o and HsgH,t, ., are (tsen, 1/tsen)-indistinguishable. Therefore, by applying the

» Again, these distributions are formally proved to be isomorphic (i.e. identical up to a permutation of the seed).
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Reduction Lemma, one can argue that Dy and D; are (tsgy — s, 1/tsgn)-indistinguishable, where s is a
bound on the size of Dy,. Therefore, D, 1,0 v o Dry1y,1 fort’ < tsgy — s and &’ > 1/tsgn.

We can then extend the argument to demonstrate non-signaling of arbitrary pairs of sets Ty and 77 via
a Hybrid Argument.

Using BARG indistinguishability and extractability. We now rely on BARG security to argue that
LocalGen satisfies £’-consistency for some parameter ¢’. Fix a gate g in the circuit C, and consider the
consistency game Gy, and let T' = {w1, wa, w3 }. We first consider LocalGen’ which is identical to LocalGen,
except that it instead samples the trapdoored CRS to ensure that the BARG is extractable on index ‘g’ (recall
that the batch-statement is proving a claim over the gates g of the circuit). By a simple invocation of the
Reduction Lemma and the BARG CRS indistinguishability, it is easy to see that the outputs of LocalGen(T")
and LocalGen'(T') are (tgarg — S, 1/tgarc) indistinguishable, where s is the size of LocalGen. As shown
in Section 2.3, one can invoke Adversary Indistinguishability Lemma of LocalGen to argue that

Advg, [LocalGen] < Advg, [LocalGen'] 4 1/tgarc. (2.3)

Let (C1, () be the EF-SNARG security game, and let C be the modified circuit which samples the CRS
where the hash keys are extractable on {w;, w2, w3}, and the BARG CRS to be extractable on index g.
We now claim that

Advg-{LocalGen’] > Adv(c; c,)[P]- (2.4)

Note that in the left-hand side, we are taking the complement of the game G,, where the output of C3 is
flipped. Similar to the case of FHE indistinguishability, one can show via a hybrid argument and game
indistinguishability that the RHS is lower bounded by 1 — TIA) — poly(1/tgarG, 1/tsen)-

To show the above, we rely on reduction between search games, and the fact that if P outputs accepting
proofs in LocalGen’, we can prove in PV that the corresponding wire assignment from LocalGen’(T") must
be consistent. We sketch the proof below.

« Suppose P in LocalGen’ outputs an accepting SNARG proof (h, T, pout). In particular, 7 is an
accepting BARG proof.

« By somewhere extractability of the BARG on gate g, one can extract (01, 02, 03, p1, p2, p3) from 7
which is a valid witness for the instance g in the batch-statement. This means that g(o1, 02) = o3,
and p; are valid openings to the hash h for i € [3].

« Recall that LocalGen’(T') sampled hky, hka, hks to be extractable on wires wy, wa, w3. By the some-
where extractability of the SEH, for i € [3], if there exists openings p; certifying that the hash h;
opens to o, then the extracted value from h; must be equal to ;.

« Therefore, the extracted values satisfy o3 = g(01, 02).
« Hence, LocalGen’ outputs {01, 02, 03} which satisfies gate g.

By proving the correctness of BARG and SEH extraction in PV, we complete the proof. Specifically, by
combining Equation (2.3), Equation (2.4), and invoking the Game Complement Lemma, we have

1
Avag[LocaIGen] <(1- AdV(C;CQ)[P]) + 1/tgare < m + poly(1/tgarc, 1/tsen)-

In other words, LocalGen satisfies ¢’ consistency if we choose &’ > ﬁ + poly(1/tgarG, 1/tsen)-
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Part II
Assumption and Security Lifting Lemma

3 Preliminaries

3.1 Recap of Mathematical Logic

We assume basic familiarity with mathematical logic and bounded arithmetic; readers are referred to
standard textbooks [Bus85, Kra95, Kra19] as well as the survey [Oli25] that covers more recent results. We
provide a quick recap of basic concepts in logic.

+ (Logic). Throughout the paper, we focus on standard classical first-order logic. A language (or
vocabulary) is a set of names of constants, functions, and predicates. A formula in a language are
formed from constants, functions symbols, and predicates from the language, variables, logical
connectives (e.g., A\, V, ), and quantifiers (e.g., ¥, 3). A variable in a formula is said to be free if it is
not captured by any quantifier. A sentence is a formula with no free variable.

« (Models). Models of first-order logic is a tuple M = (U, Z.,Ts,Zp), where U is a set called universe,
7 is a mapping from constant symbols to elements in I/, Z; is a mapping from function symbols to
functions over U, and Zp is a mapping from predicates to relations over ¢/. With these mappings, we
can decide whether a sentence is true or false over a model M; M E ¢ means that the sentence ¢
is true over M. For a set of sentences [, we say I' F ¢ if for every model M such that M F ¢ for
every ¢ € I, it must satisfy M F .

+ (Proofs). We say I'' - ¢ if there is a proof of ¢ from I'; we may fix any sound and complete proof
system such that I' - ¢ if and only if I" F .

+ (Theory). A theory T in a language L is a set of first-order sentences in the language. Each sentence
@ € T is said to be an axiom. We say that v is a theorem of T if T F 1. The standard model of a
theory is the model that it is intended to capture; in particular, a theory should be sound, namely it
satisfies its standard model.

« (Extensions). Let 71, T2 be theories over languages L1, Lo, respectively. The theory 7 is said to be an
extension of T if L1 C Lo, and every T;-provable sentence in the language of £, is also provable in
Ta. It is said to be a conservative extension if every Ta-provable sentence in the language of £ is also
provable in 7;. In other words, a conservative extension 73 of 77 does not prove any new theorem
that can be stated in the original language L.

3.2 Jerabek’s Theory APC,

We will work with the first-order theory APC; defined by Jerabek [Jer07a] that supports approximate
counting as the base theory for formalization.

Notation. Following standard set-theoretic notation, a number a is considered identical to the set
{0,1,...,a — 1}. We define [a] := {1,2,...,a}. We use x € Log to denote that x is an abbreviation of
| X, i.e., the length of another variable. In other words, algorithms running in time poly(x) (or equivalently,
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poly(| X)) are considered as feasible algorithms. Similarly, we use € LoglLog to denote that z is an
abbreviation of || X || for another variable X. We use f : Log — Log to denote that f is a function where
for every x € Log, f(z) € Log.

The Theory PV and PV;. PV is a bounded theory defined by Cook [Co075] that aims to characterize
polynomial-time reasoning. Loosely speaking, it (only) contains polynomial-time algorithms as function
symbols (defined via a variant of Cobham’s recursion-theoretic characterization [Cob65]), and allows (only)
induction over polynomial-time decidable predicates. The definition of PV is tedious and we refer interested
readers to, e.g., [Kra19, Chapter 12] and [Li25].

The theory PV is an equational theory (also known as a “logic-free” theory) that uses equality as the
only predicate symbol. The theory PV is the extension of PV to the classical first-order logic that allows
propositional connectives (e.g. A, V, =) and quantifiers (V and 3). This extension allows formalization of
more complicated mathematical statements. On the other hand, it is a conservative extension (see, e.g.,
[Bus85]), which means that any equation that is provable in PV is also provable in PV - the extension
does not make the theory any stronger in terms of proving equations.

The Theory APC;. APC; is the first-order theory that extends the theory PV with the following axiom
dWPHP(PV) (stands for dual Weak Pigeonhole Principle):

For every ¢ € Log, a, and circuit C' that computes a function C' : ac — a(c + 1), then there
exists y € a(c+ 1) such that for every z € ac, C(x) # y.

In other words, every polynomial-size function whose co-domain is slightly larger than its domain must
not be surjective. Note that this is said to be weak as a uniformly random y € [a(c + 1)] will be outside of
the range of C' with non-negligible (more precisely, 1/c) probability.

The main motivation to introduce dWPHP(PV) as an axiom is to formalize approximate counting,
which is not supported by PV;. To explain Jefabek’s approximate counting mechanism, we need to introduce
a few abbreviations.

A set X is said to be a bounded definable set if X = {x < a | C(x) = 1}, where C'is a Boolean circuit
that defines X. We use x € X to denote x < a A C(z) = 1, and X C b to denote Vx € X x < b. Note
that bounded definable sets are not objects in the theory APCy, but an abbreviation in the meta-theory for
the simplicity of presentation. For two bounded definable sets X C a and Y C b, we define

XxY:={ay+z|xzeX,yeY} Cab,
XUY:=XU{y+a|lyeY}Ca+bd
We say that C' : X — Y if C is a circuit from X to Y, i.e., for every z € X, C(z) € Y. We use
C: X — Y to denote a circuit C' : X — Y that is injective, i.e., for distinct x1,z2 € X, C(x1) # C(x2).

We use C : X — Y to denote that C' is onto, i.e., for every y € Y, there is an € X such that C(z) = y.
Note that it does not necessarily imply C': X — Y’; there can be some = € X such that C'(z) ¢ Y.

Definition 3.1 (in APC;). Let X,Y C 2" be definable sets, ¢ < 1, we say that X is e-approximately
smaller than Y, denoted by X <. Y/, if there exists a circuit G and v # 0 such that

G:ox (YUe2") »ovxX.
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In plain words, we say that a set X is e-approximately smaller than Y if there is an onto mapping from
Y to X up to an small padding (i.e. €2"). The variable v # 0 is introduced for technical reasons, and we
refer readers to [Jer07a] for more details.

Definition 3.2 (in APC;). We say that X and Y are c-approximately of equal size, denoted by X ~. Y, if
X <cYandY <. X.In particular, we say that X is e-approximately of size s if X = s.

Proposition 3.3 ([Jef07a, Lemma 2.10]). Let X, Y, X' Y’ Z C 2" and W, W' C 2" be bounded definable
sets, and €, < 1. The following statements are provable in PV.

(1) If X <. Y,e <, thenX <sY.

@) IFX <o Y, then X <. Y.

(3) IFX <. Y,Y <5 Z, then X <s. Z.

4 If X <. X', Y <5 Y', and X', Y' are separable by the set W (i.e, X' C W andY' C 2™\ W), then
XUY <5 X'UY'.

(5) IFX <. X', W <5 W', then X x W <eyg105 X' x W',

Lemma 3.4 ([Jef07a, Lemma 2.11]). Let X, Y C 2" be bounded definable sets, s,t,u < 2™, ¢,5,n,& < 1,
¢71 € Log. The following statements are provable in APCj.

(1) There exists s < 2" such that X =~ s.

(2) s Se X Sstimpliess <t+ (e+5+&) -2

(3) X§£YOFY Sg X.

(4) X S Y implies2™ \Y Sope 27\ X

(5) X mc8,Y ~st, XNY mpuimply X UY =i 51p1¢ 5+t —u.

Item (1) of Lemma 3.4, in plain words, means that we can approximately count every bounded definable
set in the theory APC;. Item (2) asserts the consistency of size comparison. Item (3) asserts that the size
of any two bounded definable sets can be compared approximately. Item (4) shows that size comparison
is consistent under complementation. Finally, item (5) is a form of inclusion-exclusion principle for two
bounded definable sets, which, in particular, implies the union bound (as X NY ~,, u > 0).

We defer the discussion of other approximate counting principles to subsequent sections.

3.3 Succinct Non-Interactive Arguments (SNARGs)

In this section, we will recap the definition of a succinct non-interactive argument, or SNARG.
A SNARG system for an NP relation M consists of polynomial-time algorithms (Gen, P, V) with the
following syntax:

+ The randomized setup algorithm Gen takes as input a security parameter A € N and an input length
n, both in unary, and outputs a pair of common reference string crs.

« The prover algorithm P takes as input the common reference string crs an input « € {0, 1}" and its
associated witness w € {0, 1}, and outputs a proof 7.

« The verifier algorithm V takes as input the common reference string crs, an input z € {0,1}" and a
proof 7. It outputs a bit indicating if it accepts or rejects.

Definition 3.5 (SNARG). A triple of algorithms (Gen, P, V) is a SNARG system for a Turing machine M
if the following hold:
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Completeness. For every A\,n € N and every z € {0,1}" and w € {0, 1} such that M(z,w) = 1,

crs « Gen(1*, 1),

Pr| V(ers,z,m) =1  « Plcrs, v, w)

=1

Efficiency. The length of crsis poly(\, n, m). The length of a proof 7 is poly (A, log n, log m). The runtime
of V is poly(|crs|, |7|, n, m).

Non-adaptive Soundness. For every x € {0,1}" where = ¢ L and every poly-size adversary Adyv,
there is a negligible function 4 such that

crs « Gen(1},17),

Pr V(CI’S,(L',TF ) =1 T «— AdV(CrS)

< p(A).

Remark 3.6. Recall that given a SNARG, one can generically improve the runtime of the verifier to
poly(|7|, A, log n,logm) - n by applying a RAM delegation protocol or SNARG for P. In more detail, one
can compute a hash of the crs, crsy, and the new verifier V'(crsy, x, ) can then use a RAM delegation
protocol to verify that V(crs, , ) would have indeed accepted in quasilinear time (see for example [WW24,
Remark 2.7] for more details). Note that we do not have to prove that this transformation is secure in our
theory since under our assumption, the resulting SNARG for NP will be sound in standard (CRS) model.
Therefore, for simplicity, we will focus on constructing a SNARG with this weaker verifier efficiency.

3.4 Learning With Error

We now recall the learning with errors assumption (LWE) [Reg05]. Let A € N be the security parameter.
Given a finite set W, U (V) denotes the uniform distribution over . Let Dz, be the discrete Gaussian
distribution with standard deviation o. The LWE assumption is defined as follows.

Definition 3.7 (Learning With Errors (LWE)). Givenn,m,q € Nand o > 0 withn, m € poly(}), ¢ < ovn
and o > 2,/n, the LWE assumption LWE,, ,, , » asserts that

(A,s"A +e) =~ (A,b),
where s < U(Zy), A < U(Zy*™), e <~ D7, and b < U(Z]").

Remark 3.8. It was shown in [Reg05, Pei09] that when o > 2y/n, the LWE,, ,,, 4 - assumption is at least
as hard GapSVP,, and SIVP,, for v = O(ng/c). On the other hand, the current best known polynomial-
time attacks ([LLL82] and its descendants) against GapSVP., and SIVP, works for v = 20(nloglogn/logn)

Picking modulus ¢ < 27" for some constant § > 0 ensures that the LWE assumption does not fall in the
above efficiently breakable regime.

3.5 SXDH

The Symmetric eXternal Diffie-Hellman (SXDH) assumption states that the Decisional Diffie-Hellman
(DDH) problem is hard in both source groups G and Gs of a bilinear group.

26



Definition 3.9 (SXDH). Let A € N be the security parameter. Let G = (p, G1, G2, G1, 91, 92, 91, €)
GroupGen(1*) be a bilinear group generator that on input 1* outputs the description of groups G, G2, G
of prime order p along with generators g1, g2, gr and an efficient bilinear map e : G; X Gy — Gr. The
SXDH assumption SXDHgroupgen With respect to GroupGen states that

u1v1 U202

(91 90 " 957,957, 95°%) = (91, 90 9175 9575, 9575 95 )

where uy, vi, w1, ug, va, wo < U(Zp).

4 The Bounded Theory and Our Unprovability Assumption

In this section, we define our bounded theory APC;[BPP,LWE, SXDH]. It is built from the first-order
theory APC; defined by Jerabek [Jer07a] and additional non-logical axioms: prBPP = prP, hardness of
the standard Learning With Error, and several other cryptographic assumptions. We note that, as the
non-logical axioms are not known to be true, our theory is sound only if all these assumptions are true.

4.1 Nonlogical Axiom 1: prBPP = prP

The first non-logical axiom is a standard derandomization assumption: every probabilistic polynomial-time
algorithm can be derandomized with at most a polynomial time overhead. For convenience, we formalize
the assumption in the equivalent form that the search version of Circuit Acceptance Probability Problem
(CAPP) is approximately computable in polynomial-time.

Definition 4.1. Search CAPP is defined as the following search problem: Given a circuit C': {0,1}" —
{0, 1} and 1%, output any number within |[{z € {0,1}" | C(x) = 1}| £+ (1/t) - 2"

Proposition 4.2 (folklore; see, e.g., [Gol11]). Search CAPP admits a deterministic polynomial-time algorithm
if and only if prBPP = prP.

Assume that prBPP = prP and capp(-, -) be a PV-function symbol corresponding to the polynomial-
time algorithm for Search CAPP. The axiom prBPP = prP is defined as follows:

Definition 4.3 (in APC;). We use “prBPP = prP” as the abbreviation of the following statement in the
language of APC;: For every circuit C' : {0,1}" — {0,1},¢ € Log,let X := {x € {0,1}" | C(x) =1} C
{0,1}",if X =~ s for some € < 1 and s < 2", then

lcapp(C, 1) — 5| < (e +¢71) - 2™

In plain words, “prBPP = prP” states that the algorithm capp(-, -) is approximately consistent with
the size of a set, which is formally defined in Definition 3.2. Effectively, the function symbol capp(-, -)
can be used to perform approximate counting. We may abuse the notation to write capp¢(C') as an
abbreviation of capp(C, 1€ '), and write size¢(X) as an abbreviation of capp,(C) for a bounded definable
set X :={z € {0,1}" | C(z) = 1}.

In addition, we use Pr¢[X] (resp. Pr¢[C]) as an abbreviation of size¢ (X)) /2" (resp. cappe (C)/2"). As
capp(-, -) is a PV function symbol, the induction principle over PV terms that involve Pr¢[-] or sizeg(-) is
admissible in PV;.
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Applications of the algorithm capp(-,-). The following lemma is an example to use capp(-,-) for
approximate counting. It formalizes the hybrid argument, a basic technique in cryptographic security
analysis.

Lemma 4.4 (hybrid argument). The following statements are provable in APCy + “prBPP = prP”: Let
n,m € Log and Xo, X1,...,X;m C {0,1}" be a list of bounded definable sets, and 6~ € Log. Let
m—1

€0y rEm_1 < 1l,€e:= Zi:o €.
Suppose that for every i < m,

Prs[X;] — Prs[Xit1]| < ;. Then |Prs[X,,] — Prs[Xo]| < e.
Proof. We argue in APC; + “prBPP = prP”. We prove by induction on i < m that
|P1“5[Xi] — Prg[Xo” <e+:--+¢€i-1-

This induction principle is admissible in PV, as Prs is implemented by the PV-term capp(-, -).
The base case is trivial. Suppose that the inequality holds for i < m, then

|Prs[Xit1] — Prs[Xo]|
< [Prs[Xip1] — Prs[Xi]| + [Prs[X;] — Prs[Xo|
<ei+(eo+-+ei1) =0+ +ei

where the third line follows from the assumption and the induction hypothesis. This completes the proof,
as for i = m, we have |Prs[X,,] — Prs[Xo]| < e. O

Remark 4.5. The universal quantification over 6!, 37! € Log in above propositions is necessary as
APC; + “prBPP = prP”: It formalizes the fact that whatever high inverse-polynomial precision we use for
approximate counting, the advantage of the adversary is always at most roughly €.

Note that in the standard model, ¥§~1, 37! € Log Prs[C] < p + & + f3 is equivalent to say that
Pr[C] < p, as 6,3 > 0 can be arbitrarily small. Here, the error term § accounts for the error of the
function Prs[] itself (as formalized by the axiom “prBPP = prP”), while an addition error term [ is
added for the technicality that APC; only supports approximate counting. In more details, quantifying
over 6~ 1,371 € Log allows us to use algorithms with runtime poly(|6~!|,|37!|) in the proof, which
is sometimes necessary. This is a standard approach in formalizing approximate counting in bounded
arithmetic, see, e.g., [Jef07a] for more details.

Probabilistic Circuits. We follow the convention to model adversaries of cryptographic primitives as
probabilistic circuits. Let n, m, r € Log, a probabilistic circuit of input length n, output length m, and seed
length r is a deterministic circuit C' : {0, 1}" x {0,1}" — {0, 1}, where the first second part of its input
is to take the random seed. In particular, a deterministic circuit can be viewed as a probabilistic circuit with
seed length 0. We use C'(z; sd) to denote the evaluation of the circuit C' on input x and seed sd.

We introduce the following notation for simplicity of presentation:

« (Composition). Let C', C be probabilistic circuits such that the output length of Cs is equal to the
input length of C;. We use C o Cs to denote the probabilistic circuit that, given input x, samples
seed sdy, sdo for C} and Cy independently, and outputs C; (Co(x;sd2);sdy).
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4.2 Distributions, Indistinguishability, and Hybrid Arguments

Before diving into our other non-logical axioms that correspond to cryptographic assumptions, we first
clarify the formalization of a few basic concepts — distributions, indistinguishability, and hybrid arguments
— in the theory APC; + “prBPP = prP”. These notions could “wrap up” the technicality in dealing with
probability defined via approximate counting, which will greatly simplify our formalizations.

Distributions. A distribution D is generally formalized by the circuit C : {0,1}* — {0, 1}" that samples
the distribution, namely, D = C(U;). Distributions that are not sampled by explicit circuits are not allowed.
We provide a couple of definitions of identical and (statistically) close distributions.

Definition 4.6 (identical distributions, in PV;). Two distributions D1, Dy defined by circuits C, C5 are
said to be identical, denoted by D; = Ds, if the circuits are functionally equivalent.

Definition 4.7 (isomorphic distributions, in PV;). Two distributions Dy, Dy defined by circuits C, Cy :
{0,1}¢ — {0, 1} are said to be isomorphic, denoted by D; = Ds, if there are circuits f,g : {0,1}* —
{0, 1}* such that:

. Flg(x)) = 9(f (@) = & for every = € {0, 1}
« C} o f and Cs are functionally equivalently, i.e., C1(f(x)) = Ca(z) for every z € {0, 1}*.

Note that the second bullet in the definition of isomorphic distributions is equivalent to that C'; and
(5 o g are functionally equivalent. Moreover, by defining f(x) = g(x) = z, it immediately follows that:

Proposition 4.8. PV proves that two identical distributions are also isomorphic.

Definition 4.9 (almost identical distributions, in APC; + “prBPP = prP”). Let D1, D5 be distributions
defined by circuits Cy, Cs : {0,1}* — {0,1}", and ¢ € (0,1). Let T¢, ¢, : {0,1}* — {0, 1} be the circuit
that given = € {0, 1}, outputs 1 if and only if C}(x) # Co(x). Then D; is said to be -almost identical to
Dy, denoted by Dy ~. Do, if for any 61, 71 € Log, Prs[Te,.cp] < I+ B +e.

Definition 4.10 (almost isomorphic distributions, in APCy + “prBPP = prP”). Let Dy, D be distributions
defined by circuits C1,Cs, and € € [0,1). We say that D; is e-almost isomorphic to Da, denoted by
D, =, D, if there are distributions D}, D), defined by circuits C{, C% such that

. Dl = Dll and DQ = Dé,
« D] ~. D).

Proposition 4.11. APC; + “prBPP = prP” proves that two identical (resp. isomorphic) distributions are
0-almost identical (resp. isomorphic).

Proposition 4.12. APC; + “prBPP = prP ” proves that for any e € |0, 1], two -almost identical distributions
are £-almost isomorphic.

Indistinguishability. We will then define the computational indistinguishability of the distributions. We
focus on non-uniform adversary model, i.e., the adversary is a deterministic circuit.

Definition 4.13 (indistinguishablity, in APC + “prBPP = prP”). Let ¢,¢,n € Log, ¢ € [0,1), and Dy, D,
be distributions defined by circuits Cy, Cs : {0,1}¢ — {0, 1}™. We say that D; is (¢, ¢)-indistinguishable
to Dy, denoted by Dy =~ Do, if the following holds: For every r < t and probabilistic circuit A :
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{0,1}" x {0,1}" — {0, 1} of size at most ¢, let T4 ; : {0, 1}**" — {0, 1} be the circuit A o C}, i.e., given
x € {0,1}* and sd € {0, 1}", outputs A(C;(z); sd). Then for every 6!, 37! € Log,

Prs [T_AJ] — Prs [TA’Q} <26 + B +e.

The following lemma shows that if two distributions are almost isomorphic, they are also indistinguish-
able. The proof of the lemma is standard but tedious and is deferred to Section 7.4.

Lemma 4.14 (Isomorphism Lemma). The following is provable in APCy + “prBPP = prP”. Let ¢, n,t € Log,
e € [0,1), and Dy, Dy be distributions defined by circuits C1, Cy : {0,1}* — {0,1}". If Dy ~. Dy, then
Dy =4 Do.

Hybrid Argument. We will need the standard hybrid argument: For a sequence of distributions
Ho, H1, ..., Hyp such that H; ~; . Hit1, Ho =i en Hp. Formally:

Lemma 4.15 (Hybrid Argument). The following is provable in APCy + “prBPP = prP”. Let n, ¢,t € Log,
€0y+-sEn_1 > 0, := Z?;ol &, Co,C1,...,Cp : {0,1}¢ — {0,1}" be a sequence of circuits, and
Do, D1, ..., Dy, be the distributions defined by the circuits. Suppose that for every i < n, D; =i ., D;y1, then
DO Rt Dn-

Proof. We argue in APCy + “prBPP = prP”. Fixn, ¢, t € Log, ¢ > 0, and circuits Cy, . . . , C,,. Let D; be the
distribution defined by C;. Suppose that for every ¢ € [n|, D;_1 ~¢ . D;. We will prove that Dy = . D,,.

Suppose, towards a contradiction, that there is a probabilistic circuit .4 of size at most £ and 61, 37! €
Log such that

Prs [TA,O] — Prs [TA,n] > 20+ [ +e¢,

where T4 ;(,sd) := A(C;(z);sd). Let n~! € Log be determined later. By Precision Consistency of CAPP,
we have

Prp[T40] — Pry[Tanl| > (B —2n) +¢.
By Lemma 4.4, there exists an ¢ < n such that
g—2
‘Prn[TA,i] — Prn[TA,i—&-l]‘ > il +e; > 3n+ €,

where the last inequality holds if we set 7 := (3/(20n). This leads to a contradiction to D; ~; ., D;;1 and
concludes the lemma. ]

4.3 Nonlogical Axiom 2: Hardness of Learning with Error

The second axiom we will use is the standard hardness assumption for LWE, as defined in Definition 3.7.
To start with, we first define (in English) a parameterized version of LWE, where the size and advantage of
the adversary is fixed.

Definition 4.16 ((t,c)-Learning With Errors (LWE)). Given n,m,q,t € N and 0,¢ > 0, the LWE
assumption LWE.S asserts that for every t-size adversary A,

n,m,q,o0
[PrA(A,s"A +€7) = 1] - PrlA(A,bT) = 1] <e,
where s < U(Zy), A < U(Zy*™), e <~ D7, and b < U(Z7").

In other words, the distributions (A,s"A + €") and (A, b") are (¢, ¢)-indistinguishable.
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Parameterized version of LWE. As described in Section 4.1, we will use the approximate counting
function provided by the axiom “prBPP = prP” to formalize approximate counting. We first formalize the
assumption for fixed parameters n,m, q,0,t, €.

Definition 4.17 (Parameterized LWE, in APCy + “prBPP = prP”). Let n,m,t,0 € Log, ¢ > 1,and ¢ > 0.
Let Geng, Gen; be the circuits that take an ¢-bit input and sample (A,s"A + e') and (A, b"), respectively,
where s < U(Zy), A < U(Zy*™), e < D7, and b < U(Z7").

Let Dy, D; be the distribution defined by Geng, Gen1, respectively. Then LWEffqu’U is defined as the
formula Dy ~; . D;.

Remark 4.18 (Binary vs unary encoding of parameters). Note that here, as we have n,m,t,0 € Log
encoded in unary, numbers such as 2" and 29 exist. In contrast, ¢ > 1 is encoded in binary, so we cannot
assume that 29 exists. This distinction is deliberate, as we will eventually set ¢ to be exponential in 7 in the
FHE construction.

Remark 4.19 (How to sample the distributions). For simplicity, we always assume that ¢ is a power of two,
so that it is easy to sample uniformly random vectors and matrices in Z, from random seeds in binary.?*
The discrete Gaussian distribution Dy, over Z cannot be directly formalized in the theory. Nevertheless,
we formalize it as the distribution defined by a circuit (see, e.g., [GPV08]) that samples a distribution that is
statistically close to D’

In addition, we assume that the circuit sampling e <— Dy’ will never output e such that [|e[[oc >

o4/ (n + 1)w. This is without loss of generality (in the standard model), as the probability that ||e| oo >

o4/ (n + 1)w is negligible.

Asymptomatic version of LWE. We move on to describe the asymptomatic version of the LWE
assumption. Following the standard approach in bounded arithmetic, we formalize the asymptomatic
assumption as an infinite set of sentences, instead of a single sentence.

The asymptotic version of LWE that we will use it the following: For every PV functions taking unary-
encoded \ € Log such that n(\), m(A),t(A) € poly(A), g(N\) < QM,ZS and o(\) > 24/n()), there is a
negligible function () such that the LWE assumption holds with these parameters. We formalize it as the
following set of sentences.

Definition 4.20 (LWE, in APC; + “prBPP = prP”). Let \o[p1, p2, p3, P4, p5] be a mapping from five
functions py, . . ., p5 to N, not necessarily PV definable.

We define LWE), as the following set of sentences: For every PV functions n(X), m(\), o(\), t(A) :
Log — Log a PV function ¢(\) taking A € Log, such that n(\), m(X),t(A\) € poly(N), ¢g(A) < 2V and
o(A) > 24/n(\), the set includes

t(A),1/t(N)
YA > dofn,m, g, 0,8, LWE LG 503 a0 .o ()
Proposition 4.21. Suppose that the LWE assumption is true, then there is a mapping Ao such that every

sentence in LWE,) is true (in the standard model).

* Alternatively, one can use the approximate sampler given by the Z, Sampling Lemma that we will explain shortly. We stick to
q be a power of two here for simplicity.

“Here, q()) is definable as A € Log. In more detail, g()\) is the abbreviation of g(A) < 2V", where A := |A| € Log. We write
g(A) for simplicity, but readers should keep in mind that ¢()) is meaningful only when A € Log.
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We stress that the mapping g is used to specify the smallest input length that the security property
holds. It captures the non-constructive part of the LWE assumption, and is not intended to be a function
symbol in PV. In particular, Proposition 4.21 may not necessarily yield a mapping Ag that is definable in
the theory.

4.4 Nonlogical Axiom 3: Hardness of SXDH

The third non-logical axiom we will use is the standard hardness assumption for the Symmetric External
Diffie-Hellman (SXDH) problem over prime-order bilinear groups, as defined in Definition 3.9.

In this work, instead of describing bilinear groups as the source and target groups (G1, G2, Gr), we
directly require that all elements within the three groups are represented as bit strings of length x, and all
group operations are defined as PV functions. The correctness of the group operations will be included as
axioms.

Definition 4.22 (Prime-Order Bilinear Group). A prime-order asymmetric bilinear group
G = (1%, p, Map, Val, Add, Mul, Pair)

is described by a size parameter x, the order p < 27, and functions Map, Val, Add, Mul, Pair computing the
following group operations.

« Map: {0,1}" x {1,2,T} — {0,1}"*, where Map(a, b) — g maps Z, elements a to (encodings of)
group elements g € Gy, forb € {1,2,7T'}.

« Val: {0,1}" x {1,2,T} — {0, 1}, where Val(X, b) outputs 1 if X is in the image of Map(Z,, ) (i.e.,
X € Gy), and outputs 0 otherwise.

« Add : {0,1}" x {0,1}"* — {0, 1}", where Add(g, gl‘j/) — gg"“a/ maps two group elements gg,gg/ €
Gy to their group addition gl‘]”“/ € Gpforb e {1,2,T}.

« Mul : {0,1}" x {0,1}* — {0,1}", where Mul(c, gf) — g¢{° maps a scalar ¢ € Z, and a group
element gi € Gy, to their scalar multiplication g € Gy for b € {1,2,7T'}.

« Pair: {0,1}* x {0, 1}* — {0, 1}*, where Pair(g¢, g5) — e(g%, ¢5) = g% maps two group elements
g¢ € Gy and g5 € Gy on the source group to their bilinear pairing g%b € Gr.

We define Corg to be the following set of sentences describing the primality of the order and the correctness
of the group operations:

« For all integer a € (1,p), a { p.
« Foralla,d’ € Z,,b € {1,2,T},a # o’ = Map(a,b) # Map(d’, D).

Forallz € {0,1}",b € {1,2,T}, Val(z,b) =1 <= 3a € Z,,z = Map(a,b).
. Foralla,d’ € Z,,b € {1,2,T}, Add(Map(a,b), Map(a’,b)) = Map(a + @', b).
« Foralla,c € Z,,b € {1,2,T}, Mul(c, Map(a, b)) = Map(ca, b).

« Forall a,d’ € Z,, Pair(Map(a, 1), Map(a’,2)) = Map(ad’, T).
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The formalization of the sentences in PV are straightforward; in particular, elements in Z,, are (again)
represented as bit strings of length x.

For a group generator GroupGen(1*;sd) — G, we define CorgyoupGen as sentence in the language of
PV1: For every A € Log and sd, all sentences in Corg hold for every G output by GroupGen(1*;sd).

To sample a random element in Z,,, we simply sample a sufficiently large integer r and output  mod p.
This can be implemented straightforwardly by a PV function Samp,,. The following lemma formalizes the
correctness of the sampling algorithm.

Lemma 4.23 (Z, Sampling Lemma). For allp > 0, let v := 10p and d = ﬂog 7_1—‘ + [logp|, we define
Samp,, : {0, 1} — {0, 1}Teerl

be the circuit parsing its input as an integer r € [0,2%) and outputting r mod p. We can prove in APC; +
“prBPP = prP” that for all 6~ 3~! € Log,

Vy € Zy, Prs[Samp,(r) = y] <6+ 8 +p L.

Proof. We argue in APC + “prBPP = prP”. For each y € Z,, let circuit Gy (r) : {0,1}¢ — {0, 1} be the
circuit outputting 1 if Samp, () = y and 0 otherwise. Let X, C {0, 1}4 be the bounded set defined by
circuit Gy, and n~! € Log be a parameter to be determined later. By Lemma 3.4 (1), there exists an s < 2¢
such that X, ~,, s.

Note that there is a provably surjective mapping F' from {0, 1} [logy™1]+1 ¢4 Xy: F(u) :== pu+y,
where u is parsed as an integer in |0, ZDOgV_qH). By definition, X, <o 2[log7_11+1, and thus s <,
Xy So02 [logy~1]+1, By Lemma 3.4 (2), we have that

s < 2llosv 4L L op od < (p=1 4 9p) . 2,
Moreover, by “prBPP = prP”, we know that
Prs[Gyl <s-27%+n+d<pt+5+3n.
It completes the proof by setting n := 3/3. U

Note that the above bound that we prove is much weaker than the actual bound, which can be made
arbitrarily close to p~! by setting 7 large enough, matching the uniform distribution required by the
standard SXDH assumption. Nevertheless, the above bound is sufficient for our purpose, and removes the
need to work with the extra parameter «y in the rest of the proof in APC;.

Furthermore, we can prove that the distribution sampled by the algorithm Samp,, is (almost) shift-
invariant. Recall that two distributions #1, Hz are said to be e-almost isomorphic, denoted by H; ~. Ha,
if we can shift both permutations such that they are almost identical (see Definition 4.10).

Lemma 4.24 (Z, Shift-Invariance Lemma). The following sentence is provable in APC; 4+ “prBPP = prP”.
Let Sampy (r) = (Samp,,(r) — ) mod p be the circuit that shifts the sampled Z,, element by . For allp > 0
andz,y € [0,p), Dy >~ Dy, where D, and Dy are the distributions defined by circuits Samp;;, Sampy
respectively.
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Proof. We argue in APC; + “prBPP = prP”. Recall that for v := 10p and d = ﬂog ’y_lw + [log p], the
algorithm Samp,,(r) takes r € [0, 2%) and outputs r mod p, and Samp; (r) outputs r — xr mod p instead.
Let f: {0,1}¢ — {0, 1} be the function as

r+ax when 0 < r < 2¢ — g;
fiﬂ(r) = d .
r— (2% —x) otherwise.

It is clear that f is a bijection from {0, 1} to {0, 1}%. Let Dx be the distribution defined by Sampp o fy

and Dy be defined by Samp} o f,. To prove that Dy ~ 1 Dp, it suffices to prove that ’D:D Rep-1 D Let
T¢, ¢, be the circuit in Definition 4.9, and we take Cy := Sampj o f; and Cy := Sampy o fy, our goal is to

prove that for every 61, 37! € Log,
Pré[TCl,Cg] < pil +4d+ 5
Let X be the set defined by T¢, ¢, Note that T¢, ¢, (u) = 1 only if u > 2¢ — p, and thus there is a provably

surjective mapping from p to X. The rest of the proof is similar to that of the Z, Sampling Lemma and is
left as an exercise. O

With the above definition, we can now define the parameterized SXDH assumption.

Definition 4.25 (Parameterized SXDH assumption). Let G = (1”, p, Map, Val, Add, Mul, Pair) be a prime-
order asymmetric bilinear group. Let ¢, A € Log, v = 277, and ¢ > 0. Let Geng, Gen; be two circuits
defined as follows:

Geng : uy,uz,v1,v2 < Zp; Output(G, {Map(up, b), Map(vy, b), Map(upvp, b) }peqi,2})
Geny : 1, ug,v1,v2, w1, w2 < Zy; Output(G, {Map(up, b), Map(vy, b), Map(ws, b) }peq1,2})
The parameterized SXDH assumption SXDHY? g s defined as the conjunction of the sentences:
« Group well-formedness: Corg (Definition 4.22).
« Group largeness: p > 2.
+ SXDH hardness: Geng ~; . Genj.

For k € Log, we define the parameterized k-parallel SXDH assumption k- SXDH g by defining circuits

Genk and Gen! as

Geng : uy, ug, {v14, V2 b < Zp; Output(G, {Map(up, b), Map(vs,;, b), Map(uyve,i, b) bre 1 2).ic )

Gen} : uy, ug, {v1,4, V24, W10, w2 Yie < Zp; Output(G, {Map(us, b), Map(vy, b), Map(we,i, b) boe 1 2),ick))
We note that SXDH and k-SXDH is equivalent up to a O(k) blow-up in parameters ¢t and ¢, and it is

provable in APC; + “prBPP = prP”; see the Parallel SXDH Lemma.

Definition 4.26 (SXDH assumption). We define SXDH ) GroupGen as the following set of sentences. For
every PV function ¢(\) which is polynomial, the set includes

t(N),1/t(\)
VA > )\0[ ] SXDH)\ ,GroupGen(1*)

We say the SXDH assumption holds with respect to GroupGen if there exists some A\g such that SXDH )\ GroupGen
is true. For k € Log, we define the k-parallel SXDH assumption £-SXDH ) GroupGen similarly to the param-
eterized case.
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4.5 The Unprovability Assumption

We now describe our main assumption: The unprovability of Extended Frege lower bound in the theory
APC,[BPP, LWE,SXDH] that we defined in Section 4.

Let ¢ be a propositional formula and k € N. We use EF-LBj(¢) to denote the following formula: For
every 7 of length at most |¢|¥, 7 is not a valid Extended Frege proof concluding ¢. Note that for every
k € N, EF-LB(¢) can be formalized as a formula in the language of PV, as there is a straightforward
polynomial-time algorithm that verifies an Extended Frege proof.

Our assumption suggests that there is no APC; [BPP, LWE, SXDH]-provably sound certification of fixed
polynomial Extended Frege lower bound. Formally:

Definition 4.27. Let ¢(n) be a polynomial, £ € N, and 7 be a theory that contains PV. An NP verifier
V (¢, 7) with proof length |7| = ¢(|¢|) is said to be a T -provably sound certification of n*-size Extended
Frege lower bounds if it satisfies the following two conditions.

« (Completeness). There are infinitely many tautologies {$; };cn such that for every i € N, EF-LBy(¢;)
is true and V (¢;, 7) = 1 for some 7 € {0, 1},
« (Provable Soundness). The theory T proves the following sentence:

Vo V€ {0,1}90¢D (V (¢, 7) = 1 — EF-LBy(9)) . (4.1)

In plain words, Equation (4.1) states that if ¢ has a V-proof, the Extended Frege lower bound is true for
, or equivalently, there is no |¢|*-size Extended Frege proof concluding ¢.

We are now ready to describe our main unprovability assumption. Let 7 be an extension of APC; +
“prBPP = prP”, we introduce the following assumption:

Assumption 2 (No provable certification of EF lower bound). There exists a £ € N such that for every
polynomial ¢ and NP verifier V with proof length g, V' is not a T -provably sound certification of n”-size
Extended Frege lower bounds.

In this paper, we will instantiate with the theory APC;[BPP,LWE, SXDH] that extends APC; +
“prBPP = prP” with non-logical axioms that are falsifiable cryptographic assumptions:

Assumption 3 (Instantiation). Assumption 2 holds for 7 := APC; [BPP, LWE, SXDH].

5 Formalization of SNARGs and Security Lifting Lemma

5.1 Search Security Game

Definition 5.1 (Search game, based on [GK15]). Let r := r(\),n := n(A),m = m(\),{ := £(\) be
polynomials. A search game is defined by a triple (C1,Co,c), where C; : {0,1}" — {0,1}""™, and
Cy : {0,1}+™ — {0,1} are polynomial sized circuits, and ¢ € [0, 1] is a constant. We say the game is
secure if for all polynomial-sized adversaries A,

(chall, state) < Cy(sd)
Pr| b=1 : ans < A(chall) < ¢+ negl(A).
b < Ca(ans, state)

We say that the game is publicly verifiable if state = &, and privately verifiable otherwise.
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Definition 5.2 (Advantage in a security game, in APCy + “prBPP = prP”). Let r,n,m,¢ € Log, G =
(C4, Cy, c) be a search security game, where Cy : {0,1}" — {0,1}"x{0,1}™,and Cy : {0,1}*x{0,1}™ —
{0,1} be circuits, and ¢, € [0, 1]. Let A be a probabilistic circuit of input length n, seed length 7/, and
output length ¢, and Tg 4 : {0,1}" x {0,1}"" — {0,1} be the circuit that, given (sd, sd’), computes
(chall, state) <— C1(sd), and outputs Co(A(chall; sd’), state).

We say that A has advantage at most ¢ in a game G = (C1, Cy, ¢), if for any 671, 371 € Log,

PI‘g[Tngd <c+e+d+p.
We denote this by Advg(A) < e. Similarly, one say that Advg(A) > ¢ if for any 6!, 37! € Log,
Prg[Tg’A} >c+e—0—p.

Definition 5.3 (Secure Search Game, in APC; + “prBPP = prP”). Let r,n,m,{,t € Log, C; : {0,1}" —
{0,1}"*™ and Cy : {0,1}*+™ — {0, 1} be circuits, and ¢, ¢ € [0, 1]. We say that a game G = (Cy, Ca, c)
is (t, e)-secure if for any adversaries of size t, Advg(A) < e.

5.2 SNARG for Languages with Short Proof of Non-membership

Our key cryptographic construction is a SNARG for any language L € NP that is sound assuming short
proof of non-membership in Extended Frege system (called EF-SNARG for simplicity). We start with its
definition in English, and then explain how to formalize it in APC; + “prBPP = prP”.

Syntax. Let L € NP be a language and M (x, w) be its NP verifier with witness length |w| = m/(|z|) for
some m = m(n) € poly(n). The syntax of EF-SNARG for L (with respect to the verifier M) consists of
polynomial time algorithms Gen, P,V as follows:

. Gen(1*,17,1%) is a randomized algorithm that takes in unary the security parameter )\, the input
length n, and the length of the EF proof ¢, which we will explain later. It outputs a pair of common
reference strings crs.

« P(crs, z,w) is a randomized algorithm that takes as input the CRS, an input = € {0, 1}", and an NP
witness w € {0, 1}™. It outputs a SNARG proof 7.

« V(crs, x,m) is a randomized algorithm that takes as input the CRS, an input z € {0,1}", and a
SNARG proof 7. It decides whether to accept the proof.

Semantics. As a proof system, EF-SNARG should satisfy completeness and soundness properties for
deciding the language L.

« (Completeness). For every x € L with witness w (i.e. M (x,w) = 1), with probability 1, V(crs, z, 7)
accepts, where crs < Gen(1*,1",1%) and 7 < P(crs, z, w).

« (Soundness). Let ¢, be the propositional formula that is a tautology iff Vw € {0,1}"™ M (z,w) = 0.
Then for every x ¢ L such that ¢, admits an EF proof 7 of size at most ¢ and any adversary A of size
poly()), there is a negligible function negl(\) such that

crs < Gen(12,17,19)

Pr| V(ers,z,7) =1 T e Alcrs, )

< negl(A).
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« (Efficiency). Both SNARG and EF-SNARG should also satisfy the efficiency guarantee: the length of
crs should be poly(\, n, £), the length of a proof 7 should be poly(\, logn,log ¢), and the runtime of
V should be poly(|crs|, |7, 7, m). The efficiency analysis does not need to be formalized in bounded
arithmetic; we postpone related discussion to Section 11.

Note that in contrast to a standard SNARG, where the soundness holds for every x ¢ L, EF-SNARG is only
guaranteed to be sound when = ¢ L has a short propositional proof.

Formalization of soundness. A crucial observation for our results is the soundness of EF-SNARG can
be naturally formalized in the language of APC; + “prBPP = prP”, and the security proof of a construction
(due to [JKLV24]) can be carried out within APC; + “prBPP = prP”. We first explain the formalization of
soundness property.

Recall that PV defines deterministic polynomial-time functions. The probabilistic polynomial-time
algorithm Gen, P, V are formalized as PV functions additionally takes a random seed, i.e., Gen(l’\7 1", 1£; sd).
For simplicity, we assume that the seed lengths of Gen, P,V are all (A, n, ) = poly(\, n, £).

Similar to Section 4.3, we will first formalize parametrized soundness of EF-SNARG, when A, n, ¢, the
adversary size ¢, and the advantage ¢ are given. We will use the framework of search games defined in
Section 5.1.

Definition 5.4 (Parameterized EF-SNARG soundness, in APCy + “prBPP = prP”). Let A\, n,¢,t € Log,
e € [0,1], and (Gen, P, V) be an EF-SNARG scheme. For every string € {0,1}", we define circuits
Ct,C5:

. COF takes as input (sdq,sds) € {0,1}?", runs Gen(1*,1%,1%;sd1) to obtain crs, and outputs a pair
(chall, state) where chall := crs and state := (crs, sd2).

« CF takes as input a pair (ans, state), it parses state := (crs,sd2) and outputs 1 if and only if
V(crs, x,ans;sdg) = 1.

Let G, := (CT,C%,0) be a search game. Then EF—SNARG?’EH ¢ is defined as the following formula: For
every x € {0,1}" and 7 € {0, 1}* such that 7 is an EF proof of ¢, the game G, is (¢, ¢)-secure.

Let A\o[p1, p2, p3] be a function from PV functions p;, pa, p3 to N. Note that \g is not necessarily a PV
function. We can then define the soundness of EF-SNARG using a set of sentences as follows.

Definition 5.5 (EF-SNARG soundness, in APC; + “prBPP = prP”). EF-SNARG,, is defined as the follow-
ing set of sentences in the language of APC; + “prBPP = prP”. For every PV functions n(\), £(\), t(\) :
Log — Log that are polynomials in A, the sentence

YA > No[n, 4, t] EF_SNARG?(,?(’XZ((AA))

is included in the set EF-SNARG,,,.

5.3 Security Lifting Lemma: From Provably Secure EF-SNARG to SNARG

Now we are ready to state and prove our main lemma: For every sound extension 7 of APC; + “prBPP =
prP”, any T -provably sound EF-SNARG scheme is also a SNARG scheme if Assumption 2 holds for the
theory 7. Formally:
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Lemma 5.6 (Security Lifting Lemma). The following holds for every sound extension T of APCy + “prBPP =
prP”. Let L € NP and M (z,w) is its verifier, (Gen, P, V) be PV functions and \o[p1, p2, ps] be a function
from PV functions to N. Suppose that (Gen, P, V) is a sound and complete EF-SNARG for L, and every sentence
in EF-SNARG,, is provable in T. Then under Assumption 2 for the theory T, there exists a constant k € N
such that (Gen, P, V) is a sound and complete SNARG for the language L when we fix { := n*.

Proof. Assume that Assumption 2 holds for the theory 7. Let k7 € N be the constant in Assumption 2. For
x € {0,1}", let ¢, be propositional formula that is a tautology if and only if Vw € {0,1}™ M (z,w) = 0,
where m = m(n) is the witness length. As L € NP, there is a constant ¢ € N such that |¢,| = O(n). We
will set k := k7 -c+ 1.

As (Gen, P, V) is a sound and complete EF-SNARG for L, we know that it must also be a complete
SNARG for L. Suppose, towards a contradiction, that (Gen, P, V) is not a sound SNARG for L. Then for
some polynomial n = n(\),t = t(\) € poly()), there are infinitely many security parameters A1, Ao, . . .,

instances x1, T2, . .. and adversaries A1, Ao, ... such that
crs < Gen(1, 170 1000 1
P ; =1 : ’ ! > . 1
r| Viers,zi, m) ™ Ai(crs, z;) = 1) G-

where £()\) := n(\)¥, |A;] < t(\), 2; € {0,117\ L.
Consider the following promise problem II = (Ilygs, IIno). Given any input that is parsed as a pair
(¢,.A), where ¢ is a propositional formula and A is a probabilistic circuit.

« (YES-instance): (¢, A) € Ilygs if ¢ = ¢, for some z € {0,1}*™M), and

crs < Gen(1*, 17N 1¢) 1
1. , ’ > .
Pr [ V(ers,z,m) =1 e Alcrs, 2) =T8N (5.2)
« (NO-instance): (¢, A) € o if ¢ = ¢, for some z € {0,1}"Y), and
crs + Gen (14, 17N 16N) 1
— . b ) < [ .
Pr [ V(ers,z,m) =1 T e Alcrs, z) = (5.3)

It is clear that II € prBPP. As 7T is a sound extension of APCy + “prBPP = prP”, we know that
prBPP = prP, and subsequently IT € prP. Let V (¢, 7) be a polynomial-time algorithm that solves II, i.e.,
it accepts every string in ITygs and rejects every string in IIno, on sufficiently large input lengths. Note
that such algorithm exists by prBPP = prP, and we will choose a specific algorithm later for provable
soundness in 7.

We will then prove that V' is a T -provably sound certification of n*7 -size Extended Frege lower bounds,
which violating Assumption 2 and thus completes the proof.

Completeness. Recall that V is said to be complete if there are infinitely many tautologies ¢ such that
EF-LBy.,(¢) is true (ie. ¢ does not have |¢|*7-size Extended Frege proofs and V (¢, 7) = 1 for some
witness 7.

Consider the sequence of formulas ¢z, , ¢z, , . . . and witnesses A1, As, ... Itisclear that V(¢,,, A;) =1
as (¢z,, A;) € Ilygs by Equation (5.1). Moreover, as x; ¢ L, the formulas ¢, , ¢s,, ... are tautologies.
Thus it suffices to prove that there are infinitely many formulas ¢ € {¢,, };cn that require at least |¢|*7 -size
Extended Frege proofs.
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Assume for contradiction that all but finitely many formulas ¢ € {¢,, }icn have at most |¢|*7 -size
Extended Frege proofs. Then for all but finitely many i, ¢, admits Extended Frege proofs of size at most

|62,1F7 = O(n(\)™7) < n(X)* = £(N).

Recall that every sentence in EF-SNARG,, is provable in 7. Since 7 is a sound theory, all sentences
in EF-SNARG,, are true (in the standard model), which further implies that (Gen, P, V) is a sound and
complete EF-SNARG scheme. Subsequently, by the soundness of (Gen, P, V) as an EF-SNARG scheme,
there is a negligible function negl(\) such that

crs + Gen (17, 1) 160

Pr V(crs, :CMT) =1 T4 Ai(ch, :1:1-)

< negl(}),
By Equation (5.3), we have (¢g,, A;) € IIno for large 4, which leads to a contradiction.

Provable Soundness. It remains to show that the theory 7 proves the sentence:
Yo VA € {0,1}'™ (V(¢, A) = 1 — EF-LBy, (¢)), (5.4)

where ¢ is parsed as ¢ = ¢, for some x € {0, 1}V, Now we start to argue in the theory 7. Note that we
have not chosen the specific algorithm V'; it will be chosen as a specific function symbol in the language of
APCy + “prBPP = prP” below.

Fix any n, A € Log, any sentence ¢ = ¢,, € {0,1}"™), and adversary A € {0,1}*™). Let \¢ =
Ao[n, £,t]. We can define V' such that it rejects every string of length at most n(\) for A < A, so in the
rest of the proof, we assume that A > ). Note that to prove Equation (5.4), it suffices to prove that if ¢
admits an Extended Frege proof of size |¢[F7 < £()\), V (4, A) = 0.

Assume that ¢ admits an Extended Frege proof of size /()\). Since T proves every sentence in
EF-SNARG), and A > ), it proves

EF-SNARG (), A1),
Let G, be the search game defined in Definition 5.4. As ¢ admits an Extended Frege proof of size £()), we
can conclude (within theory 7') that the game G, is (10 - t(A), 1/(10 - ¢(\)))-secure.

Now we choose the function symbol in the language of APC; + “prBPP = prP” to implement V. By the
definition of security of search games, see Definitions 5.2 and 5.3, we know that for every § -1 ple Log,

Prs[Tg, . a] <

1
10¢Q)+5+5’ (5.5)

where Tg_4 is defined in Definition 5.2. We implement V' as the following function symbol: Let =1 :=

10 - t(A) € Log, then
1 Pry[Tg, 4] > 8n;

0 otherwise.

Vg, A) = {
Note that the condition Pr,[Tg, 4] > 8n is verified by the algorithm capp(-, -) available in the language of

APC; + “prBPP = prP”.
We need to verify two properties:
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« Following previous proofs in 7, V (¢, .A) = 0. To see this, notice that by Equation (5.5), we have

Pry[Tg, 4]

By definition, we have V (¢, A) = 0.

« V(-,-) decides the promise problem IT in the standard model (on large input lengths). This part is
not necessarily provable in 7. As capp(-, -) is polynomial-time algorithm solving SearchCAPP in the
standard model, see Section 4.1, we have that:

1
<——+2n < 3n < 8n.
S 1000y eSS

- If (¢, A) € Ilygs, Equation (5.2) is true, which implies that in the standard model,
1
Pr,|T > —— —n>8n.
1"71[ g:m.A] = t(A) n=an

This further implies that V (¢, A) = 1.
- If (¢, A) € IINo, Equation (5.3) is true, which implies that in the standard model,

1
Pr, [T, < <.
This further implies that V (¢, .A) = 0.
This completes the proof of the main lemma. O

6 Discussions on the Unprovability Assumption

In this section, we discuss the possible variants of Assumption 2 and its connection to the informal challenge
of Razborov [Raz15].

6.1 Possible Variants and Attacks

We first discuss two natural ways to further strengthen Assumption 2, and explain why they will make the
assumption insecure.

The completeness condition and nonfasifiablity. In Definition 4.27, we require the certification V'
to accept infinitely many tautologies. We stress that this requirement is necessary for Assumption 2 to be
plausible.

Non-tautologies, formulas ¢ that are not true under all assignments, cannot be proven true in Extended
Frege (by soundness), making them trivial elements satisfying EF-LB. Moreover, the set of non-tautologies
is easy to certify, simply by providing a falsifying assignment as the witness 7. If we remove the requirement
that ¢ must be a tautology in the completeness condition, there is a trivial certification PV -provably sound
certification V' which accepts formulas ¢ with a falsifying assignment 7. The soundness of V, which is
essentially the soundness of Extended Frege, is provable in PV by a classical result of Cook:

Theorem 6.1 ([Co075]). Foreveryk € N, PV, V¢ Vx (¢p(x) =0 — EF-LBg(¢)).

The tautology requirement in the completeness condition also forces the nonfasifiablity nature of our
assumption (Assumption 2). Given a candidate certification V, a falsifying challenger can always verify
its provable soundness simply by checking the proof. However, the challenger cannot efficiently verify V/
accepts infinitely many tautologies, simply because the challenger cannot efficiently certify tautologies; we
postpone related discussions to Section 6.3.
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On “provable soundness” vs. “soundness”. In Assumption 2, we assume that there is no provably
sound certification of EF lower bounds in theory APC;[BPP, LWE, SXDH]. One may wonder whether it is
possible to replace the provable soundness requirement by standard soundness (i.e., Equation (4.1) is true in
the standard model). We argue that the stronger assumption ruling out all sound certifications is unlikely
to be true under a standard proof complexity conjecture that Extended Frege is not a optimal proof system.

A propositional proof system P is said to be optimal if any other proof system () can be polynomially
simulated by P. A standard conjecture in proof complexity is that there is no optimal proof system [KP89],
and in particular, Extended Frege is not an optimal proof system. It immediately follows from a classical
idea of Cook [Co075] that:

Proposition 6.2. If Extended Frege is not an optimal proof system, then for every k € N, there is an efficient
algorithm A such that for infinitely many n, A(1™) outputs a tautology ¢,, of length n such that EF-LBy(¢,,)
is true. We call such an algorithm an n*-hard tautology generator against Extended Frege.

Proof Sketch. Let P be a proof system that cannot be simulated by EF, it follows from [Coo075] that the
explicit sequence of tautologies {0, } ,en that formalize the soundness of P does not have polynomial-size
Extended Frege proofs. The generator A simply outputs the explicit sequence of tautologies {0y, }nen. [

With the efficient algorithm A(17), one can construct a sound certification V of n*-size Extended Frege
lower bounds: V (¢, 7) accepts if and only if ¢ = A(1!9!).

Remark 6.3 (Concrete candidates for the non-optimality of EF). There has been concrete candidates for
the non-optimality of Extended Frege. For instance, the soundness (or reflection principle) of Extended
Frege is conjectured to require super-polynomial size in Extended Frege; see, e.g., [Kra19, Section 19.2].
In particular, since PV proves the soundness of Extended Frege, PV as a propositional proof system is
conjectured to be stronger than Extended Frege (see [Co075, Section 7]).

Pushing it to an extreme, it might be believable that strong mathematical theories such as ZFC or Peano
Arithmetic, when used as a propositional proof system, are stronger than Extended Frege.

6.2 Razborov’s Challenge: Proof Complexity from Computational Complexity

In a seminal work, Cook and Reckhow [CR79] introduced a formal definition of propositional proof systems,
and proved that NP = coNP if and only if there is a polynomially-bounded propositional proof system.
Therefore, proving super-polynomial lower bounds for natural proof systems, such as Resolution, Frege,
and Extended Frege, is necessary for proving that NP % coNP.

Since then, it has been a central focus of proof complexity to proving lower bounds for explicit
propositional proof systems, and we briefly review some known results. Haken [Hak85] first proved that the
Pigeonhole Principle (PHP) requires exponential size to prove in Resolution; soon after, many other formulas
[Urq87, CS88] are proved hard for Resolution. Ajtai [Ajt94] (and subsequently [PBI93, KPW95]) proved that
PHP is hard for AC’-Frege using the random restriction method used to prove @ ¢ AC® [Has86].%° Krajicek
[Kra94] (also see [Kral9, Chapter 17]) introduced a framework called feasible interpolation, which was later
used to prove, e.g., strong lower bound against Resolution and Cutting Planes [Pud97].

Despite fruitful results for weak proof systems, lower bounds for strong proof systems such as Frege or
Extended Frege have been open for about half a century. To our knowledge, only quadratic lower bounds
are known for Frege [Kra95, Chapter 13], and the technique is unlikely to prove super polynomial lower

%We refer readers to [Raz01] and the references therein for more results related to PHP.
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bounds. Also, it is worth noting that we have to search for new hard tautologies, as many standard hard
tautologies such as PHP are known to admit polynomial-size Extended Frege [Coo075] or Frege proofs
[Bus87]. Very few examples have been studied so far, including finite consistency sentences [Kra19, Section
19.2] and proof complexity generators (see [Kra25]).

Razborov’s challenge. Indeed, even if we are allowed to use any plausible computational assumptions,
proving strong lower bounds for Frege or Extended Frege remains an open problem. This has been explicitly
asked by Razborov; we quote from [Raz15]:

“A more accessible task that (in the author’s opinion) is almost as interesting would be to show
at least that proof complexity lower bounds are at most as hard as comparable problems in
the computational world. Let us (informally) identify this task as: Proving lower bounds for
strong proof systems P like Frege or Extended Frege modulo any hardness assumption in the purely
computational world, however strong but still natural and believable”

Here, “hardness assumption in the purely computational world” includes all plausible falsifiable crypto-
graphic assumptions, but rules out separations such as NP ## coNP, which immediately implies super-
polynomial lower bounds for all propositional proof systems.

Given our limited progress in proving strong proof complexity lower bounds for decades, it may
be reasonable to suspect that there are intrinsic limitations of known techniques that prevents us from
establishing proof complexity lower bounds, or even resolving Razborov’s challenge.

Hardness of computational complexity conjectures. Before diving into this hypothesis, we take
a short detour to its counterpart in the “computational world”. In computational complexity, there has
been many informal barriers that capture limitations of certain lower bound techniques: relativization
barrier [BGS75], algebraization barrier [AW09], natural proofs barrier [RR97], and many others. The main
advantage of informal barriers is conceptual simplicity, which makes them easy to understand and insightful
for further research.

On the other hand, informal barriers are limited to certain techniques (rather than mathematical
proofs in a broader sense), which cannot capture indirect techniques (see, e.g., [CHO"22]). To address
this limitation, an alternative and more systematic approach has been proposed and investigated recently:
Instead of considering certain types of techniques, we may prove the unprovability of complexity upper and
lower bounds in formal mathematical theories. Most results consider theories of Bounded Arithmetic, weak
fragments of the Peano Arithmetic that formalize a large fraction of TCS, including the celebrated PCP
theorem [Pic15b]. For several bounded theories, unconditional unprovability results have been established
for circuit lower bounds [Kral1b, Pic15a, PS21, LO23, ABM23, CLO25] and upper bounds [CK07, KO17,
BM20, BKO20, CKKO21]; we refer readers to the survey [Oli25] for a comprehensive introduction to this
line of work.

6.3 Verifiable Proofs

In light of the progress in computational world, we view Assumption 2 and its instantiation Assumption 3 as
formal hypotheses that it may be impossible to resolve Razborov’s challenge within weak bounded arithmetic.
To explain this point, we first compare it with the celebrated natural proof barrier [RR97, Rud97].
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Natural proofs. We will briefly compare Assumption 2 with a classical conjecture — the non-existence
of “natural proofs” — in the context of circuit complexity. To capture the limitation of existing circuit lower
bound techniques, Razborov and Rudich [RR97] introduced the concept of natural proofs for circuit lower
bounds. Let € be a complexity class, N = 2", and s(n) be a function. A family of subsets S,, C {0, 1} is
said to be a ¢ -natural property against s(n)-size circuits if it satisfies the following conditions.

« (Constructivity). The problem of deciding whether x € S, is in %
« (Usefulness). For every circuit C' : {0,1}" — {0, 1} of size s(n), the truth-table of C' is not in S,,.
« (Largeness). |S,| > 2™ /poly(n) for infinitely many n € N.

It turns out that many existing lower bound techniques rely on the existence of P-natural property. Razborov
and Rudich [RR97] proved that assuming sub-exponentially secure OWFs, there is no P-natural property
against poly(n)-size circuits. In a subsequent work, Rudich [Rud97] further conjectured that there is no
NP-natural property against poly(n)-size circuits.

Verifiable proofs. Our assumption can be interpreted as a counterpart of natural proof barrier in proof
complexity. Let T be a theory that extends PV;. We say that a property of formulas ® = {®,,},cn is a
T -verifiable proof (of Extended Frege lower bounds) if it satisfies the following properties.

« (Constructivity). The problem of deciding whether ¢ € ®,, given ¢ € {0, 1}" is in NP.

« (Provable Usefulness). For every formula ¢ € {0, 1}" that admits an n*-size Extended Frege proof,
¢ ¢ ®,. Moreover, this sentence (formalized as a universal sentence in the language of PV;) is
provable in the theory 7.

+ (Non-emptiness). There are infinitely many tautologies ¢,, such that ¢,, € @,,.

That is, we do not require the largeness property as in the natural proof barrier [RR97, Rud97], while
additionally require the usefulness property to be provable in 7. It is straightforward to see that the non-
existence of 7 -verifiable proofs is equivalent to Assumption 2; in particular, Assumption 3 is equivalent to
say that there is no APC; [BPP, LWE, SXDH]-verifiable proof.

Remark 6.4. The concept of verifiable proof is a fusion of two established paradigms in meta-mathematics
of computational complexity mentioned in Section 6.2, namely informal barriers and unprovability in
bounded arithmetic. It remains an intriguing open problem to build our results on a pure informal barrier or
a pure unprovability conjecture that is plausible. Note that directly removing the provability condition is
not ideal as it implies Extended Frege is optimal (see Proposition 6.2).

Verifiable Proofs of Extended Frege lower bounds are verifiable in the sense that for every formula
¢ € {0,1}", an NP witness w for ¢ € ®,, serves as a certification of EF-LBj(¢) in the theory 7, which, in
our setting, is a weak fragment of bounded arithmetic. Any one who believes the soundness of 7 could be
convinced that EF-LBy () is true, i.e., ¢ requires |¢|*-size Extended Frege proof, by looking at the proof of
usefulness and verifying that w is a correct NP witness for ¢ € ®,,. One may view the role of verifiable
proofs as an exponential time speedup for verifying Extended Frege lower bounds: If no such NP witness is
given, one may have to look through all possible Extended Frege proofs of size |¢|* to be convinced that

EF-LBy(¢) holds, which takes 2!#I" time.

Remark 6.5 (Trivial lower bounds). A main disadvantage of Verifiable Proofs as a tool to understand
Extended Frege lower bounds is that, given formula ¢ and a NP witness w for w € ®,,, one cannot easily
distinguish between the following two cases:

1. (Real Lower Bounds). ¢ is a tautology that requires |¢|* size Extended Frege proof;
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2. (Trivial Lower Bounds). ¢ is not a tautology, so it is unprovable in Extended Frege.

We argue that verifiable proofs also allow an exponential speedup for verifying “real” lower bounds.
Let n := |$| and m be the number of variables in ¢. When m < n, say m = n%!, one can verify that ¢
is a tautology in time 2™ < 2™. Even when m = poly(logn), there is no known algorithm for verifying

EF-LB(¢) in 2°(n") time, while with a verifiable proof, it takes only quasi-polynomial time.

Our assumption and Razborov’s challenge. We argue that refuting our instantiation (i.e. Assumption 3)
provides a surprising resolution of Razborov’s challenge, which, from our view, may be too good to be true.

Suppose that Assumption 3 is false, or equivalently, there is a APC;[BPP, LWE, SXDH]-verifiable proof.
Let ® = {®,, },en be the property of the APC;[BPP, LWE, SXDH]-variable proof. By the non-emptiness
property, there are infinitely many tautologies ¢,, € ®,. Suppose in addition that

(¢): the non-logical axioms of APC; [BPP, LWE, SXDH], including prBPP = prP and several

standard and falsifiable cryptographic assumptions, are true.

Then the theory APC;[BPP, LWE, SXDH] is sound, and by the provable usefulness property, every such
formula ¢,, ¢ ®,, of size n does not have n*-size Extended Frege proofs — a strong lower bound that is far
beyond the reach of current techniques. This resolves Razborov’s challenge as (¢) is a plausible assumption
in the “purely computational world”.

In addition, although the existence of tautologies ¢, is a semantic guarantee, by the provable usefulness
property, the hardness of these tautologies is provable in APC;[BPP, LWE, SXDH| — a weak bounded
theory with help of plausible computational assumptions. As mentioned above, this in a sense allows super
polynomial speedup in verifying the hardness of the tautologies. At a high level, it means that refuting
Assumption 3 gives a highly constructive resolution of Razborov’s challenge.

6.4 Choice of the Theory 7

We stress that the concept of Verifiable Proofs is more interesting when 7 is weaker, especially when we
want to make assumptions about their non-existence.

6.4.1 Insights from Known Unprovability Results

Regarding the choice of the base theory, we find it less comfortable to assume, for instance, the non-existence
of ZFC-verifiable proofs of Extended Frege lower bounds. This is because we barely know anything in
theoretical computer science that are unprovable in ZFC, and there are very few tools to analyze ZFC proofs
of, say, Extended Frege lower bounds.

Unprovability of Extended Frege lower bounds. In contrast, an early result of Krajicek and Pudlak
[KP89] (see also [Oli25, Section 5.2.2]) shows the potential of existing techniques on the unprovability of
Extended Frege lower bounds — slightly super polynomial Extended Frege lower bounds are unconditionally
unprovable in PV;.

Theorem 6.6 ((KP89]). PV cannot prove the following sentence: For every 17, there is a propositional formula
of sizem > n that is a tautology and requires at least m'°8™ size to prove in Extended Frege.

Nevertheless, we note that this result does not formally justify our instantiation (see Assumption 3) for
several reasons.
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« We need the unprovability of fixed-polynomial lower bounds rather than super-polynomial lower
bounds. To our knowledge, the technique of [KP89], which relies on propositional translation of PV
[Co075], is unlikely to extend to the fixed-polynomial regime.

« Our assumption is a fusion of an “informal barrier” and an unprovability conjecture.

« We consider a theory APC;[BPP, LWE, SXDH] that is stronger than PV;.

It remains an interesting open problem to bridge or reduce the gap between Assumption 3 and provable
hardness results.

Unprovability for APC;. It is worth mentioning that unprovability results are known against very
strong bounded theories, including APC; [BPP, LWE, SXDH]. Pich and Santhanam [PS21] proved that a
strong average-case separation between NP and coNP is unprovable in a theory slightly weaker than APC;.
Following their techniques, Li and Oliveira [LO23] further proved that APC; does not prove an average-case
separation between X% and II%, i.e., the third levels of the polynomial-time hierarchy. In particular, by
looking into [LO23, Theorem 2.1], the unprovability result holds against APC; [BPP, LWE, SXDH] provided
that APC;[BPP, LWE, SXDH] is consistent.?” Also, there are several conditional unprovability results for
APC; and slightly weaker theories, see, e.g., [ILW23, CLO24, CRT25].

We stress that the sentences used in these unprovability results are presumably much stronger than
Extended Frege lower bounds. Nevertheless, these results demonstrate the potential of existing techniques
in analyzing APC;.

Remark 6.7 (a glance on techniques). We also note that most of these unprovability results are built on a
generic technique called witnessing theorems (see, e.g., [Bus85] and [Kra95, Chapter 7]). The unprovability
in [KP89], however, relies on more fine-grained tools in logic, including the propositional translation (see
[Coo075] and [Kral9, Chapter 12]).

Witnessing theorems are used to analyze provable statements that involve existential quantifiers. There-
fore, it is unlikely to resolve Assumption 1 using only witnessing theorems, as the sentence in Assumption 1
does not involve existential quantifiers.

6.4.2 Choice of axioms: Assumptions v.s. Primitives.

As argued above, we would like to work with a theory 7 that is as weak as possible. One way to achieve
this is to weaken the non-logical axioms. Given that our current strategy towards constructing SNARGs
goes through assuming crypto axioms and then proving the existence of many intermediate primitives (e.g.
FHE, BARG) with care, it might be tempting to directly assume these intermediate primitives as axioms,
which “weakens” the theory, and saves effort on writing security proofs in APC;. We argue that this is not
the correct approach for the following reasons.

Assuming existence of primitives as axioms. If we try to replace the axioms to just the existence of
BARG/FHE, one immediate consequence is that the resulting SNARGs construction is non-constructive —
we only know that there are some secure SNARG implemented by some unknown BARG/FHE scheme,
and no concrete cryptanalysis can be done with respect to the scheme. Similarly, on the proof complexity
side, refuting the unprovability assumption with respect to such a theory requires providing provably
hard tautologies with respect to some unknown BARG/FHE scheme. It is not ideal to “strengthen” the
assumption simply by making it harder to analyze. Since we are proposing new assumptions, providing a

*’Note that it is necessary to assume the consistency of APC;[BPP, LWE, SXDH], as otherwise all sentences are provable.
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concrete attack interface is an important step toward deepening our understanding and gaining confidence
in the assumptions.

For the same reason, it is also not ideal to assume the security of a specific cryptographic construction
of BARG/FHE, as studying the proof complexity strength of basic complexity assumptions is much easier
than studying that of specific cryptographic primitives.

Assuming proof lower bounds with respect to arbitrary primitive instantiation. On the other
hand, it is also not a good idea to assume no provable certification for APC;[BPP, LWE, SXDH] for arbitrary
instantiations of the primitives, as it may lead to a theory where the unprovability assumption is false. Indeed,
again under the conjecture that Extended Frege is not an optimal proof system (see Proposition 6.2), we can
construct an FHE scheme with an absurd homomorphic evaluation procedure, such that the correctness of
the evaluation procedure directly implies the existence of an n*-hard tautology generator against Extended
Frege. Therefore, when this FHE scheme is added as an axiom, the n*-hard tautology generator is provable
in the theory APC; [FHE], and the unprovability assumption is false.

The construction of such an evaluation procedure is straightforward: Let A be an n*-hard tautology
generator against Extended Frege, and let FHE be any fully homomorphic encryption scheme. We construct
FHE’ which differs with FHE only at the evaluation procedure, when evaluating a circuit C' with input size
n¥. In this case, the evaluation procedure instead evaluates circuit C’ defined as follows:

« Run A(1") to get a tautology ¢,, of size n.
« If the input x is a valid Extended Frege proof of ¢,,, output —=C'(x); otherwise, output C ().

It is easy to see that the correctness of the evaluation procedure of FHE' implies that for every n, ¢,, does
not have n*-size Extended Frege proofs. Therefore, the hardness certification V (¢, 7) that accepts if and
only if ¢ = A(1l%!) is provably sound in APC; [FHE’], thereby refuting the unprovability assumption.

6.4.3 Non-uniform Versions of Assumption 2

We also note that, due to the connection between bounded arithmetic and propositional proof system
(see, e.g., [Kral9, Part II]), one can also state a non-uniform variant of Assumption 3 by replacing all
provability requirements in bounded theories with that in corresponding propositional proof systems. In
natural formalizations, non-uniform versions of the assumptions should imply the uniform versions by
propositional translations.

As this requires a reformulation of non-logical axioms in propositional proof systems, which is not the
main focus of this paper, we will not dive into this direction.
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Part II1
Formalization of SNARG in Bounded Arithmetic

7 Toolkit for Cryptography in Bounded Arithmetic

In this section, we develop basic tools for cryptography in APC; + “prBPP = prP”, including basic
probability principles, as well as tools for indistinguishable distributions and search games.
7.1 Basic Probability Principles

The following propositions show that Prs[C] is consistent for (1) different approximation parameters 0 (2)
different circuits that are functionally equivalent (3) complementation.

Proposition 7.1 (Precision Consistency of CAPP). The following statement is provable in APCy + “prBPP =
prP”. Foreveryn, o7 ', 6,1, B~ € Log and circuit C : {0,1}" — {0, 1}, |Prs,[C] — Prs,[C]| < 61462+ .

Proof. We argue in APC;+“prBPP = prP”. Fix any n, 51_1, (52_1, B! € Logand circuit C. Let n~! € Logbe
determined later, X C {0, 1}" be the bounded set defined by C, and s be a number such that X =, s given
by Lemma 3.4 (1). By “prBPP = prP”, we have that |Prs, [C]—s/2"| < 01+nand |Prs, [C]—s/2"| < da+7.
Subsequently, |Prs, [C] — Prs,[C]| < 61 + 62 + 1/2, and the proposition holds by setting n := /2. O

Proposition 7.2 (Global Consistency of CAPP). The following statement is provable in APCy + “prBPP =
prP”. For everyn, ', 3~! € Log and circuits C1,Cy : {0,1}™ — {0, 1} that are functionally equivalent,
|Prs[C1] — Prs[Co]| <20 + 8.

Proof. We argue in APCy + “prBPP = prP”. Fix n,6~!, 37! and Cy, Cy. Let X1, X5 C {0,1}" be the
bounded sets defined by C and CY, respectively. As C and (5 are functionally equivalent, the identity
mapping witnesses that X; =~y X,. Let ~! € Log be determined later, and s be a number such that
X1 =, sfollowing Lemma 3.4 (1), and thus by Proposition 3.3 (3), we also have X3 =, s. By “prBPP = prP”,

[Prs[Ch] —s/2"| <6 +n,  [Prs[Ca] —s/2"[ < b+,
and thus |Prs[C}] — Prs[Cs]| < 26 + 2n. The proposition follows by setting 1 := /2. O

Proposition 7.3 (Complementation Consistency of CAPP). The following statement is provable in APCy +
“orBPP = prP”. For everyn, 5%, 371 € Log and circuits C1,C5 : {0,1}" — {0, 1} such that Cy(z) =
1 — Cy(x), then |Prs[C1] + Prs[Ca] — 1] < 26 + 5.

Proof. We argue in APCy + “prBPP = prP”. Fix n,6 !, 37! € Log and circuits Oy, Cy. Let X1, X5 C
{0, 1}" be the bounded sets defined by C, Ca, respectively. Then X; = 2" \ X5 and Xy = 2"\ X;.

Let =1 € Log be determined later. By Lemma 3.4 (1), there exists s < 2" such that X ~y 5. By
Lemma 3.4 (4) and Proposition 3.3 (3), we have that

XQZQ”\X1§2n2n\S%02n—S :>X2§2772n—8;
2”—8%02n\8§2772n\X1:X2 :>2n—8§2nX2.
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Subsequently Xy ~, 2" — s. It then follows from “prBPP = prP” that
|Prs[C1] + Prs[Ca] — 1| <26 +4n < 26 + 3,
where the last inequality follows by setting 1 := /3/4. O

The following proposition states that for bounded definable sets X1 C X5 defined by circuits C, Cs :
{0,1}" — {0, 1}, Pr[C4] < Pr[Cq).

Proposition 7.4 (Monotonicity of CAPP). The following statement is provable in APCy + “prBPP = prP”.
For everyn,d~1, ! € Log and circuits C1,Cy : {0,1}" — {0, 1} such that Cy(z) = 1 — Ca(x) = 1 for
everyx € {0,1}". Then Prs[C1] < Prs[Ca] + 26 + S.

Proof. We argue in APCy + “prBPP = prP”. Fix n,6~!, 37! and Cy, Cy. Let X1, X5 C {0,1}" be the
bounded sets defined by C; and Co, respectively. As C1(z) = 1 implies Ca(x) = 1 are functionally
equivalent, the identity mapping witnesses that X; <o Xa. The rest of the proof is similar to that of the
Global Consistency of CAPP and is left as an exercise. O]

We will also need a form of union bound.

Proposition 7.5 (Union Bound). The following statement is provable in APCy + “prBPP = prP”. For
everyn, 61, 371 € Log and circuits C,Cy, Cy : {0,1}" — {0,1} such that C(x) = Cy(z) V Co(x), then
|Prs[C] — Prs[C1] — Prs[Ca]| < 36 + 8.

Proof. We argue in APCy +“prBPP = prP”. Fixn, !, 3~! € Log and circuits C, Cy, Cs. Let X, X1, X5 C
{0, 1}" be the bounded sets defined by C, C1, Cy, respectively. Then X = X; U Xo.

Let ! € Log be determined later. By Lemma 3.4 (1), there exists s,,u < 2" such that X Ry S,
Xo =~y t, X1 N X2 = u. By Lemma 3.4 (5), we have X =4, s +t — u. By “prBPP = prP”, we have

|Prs[C] — (s+t—uw)/2"| < d+4n, |Prs[Ci] —s/2"| <d+mn, |Prs[Co]—t/2"| <0+ .
Therefore
|[Prs[C] — Prs[C1] — Prs[Ca] +u/2"| < 36 + 61
which, by © > 0, immediately implies
[Prs[C] — Prs[C1] — Prs[Ch]| < 36 + 8
by setting 1 := (3/6. O
Proposition 7.6 (Union Bound (general form)). The following statement is provable in APC; + “prBPP =

prP”. For everyn,m,0~ 1, 371 € Log and circuits C,Cy,...,Cp, : {0,1}" — {0,1} such that C(z) =
Ci(z)V Co(x) V-V Cp(x), then

<d§-(m+1)+p.

Pr,[C] = > Prs[Ci]
=1
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Proof Sketch. We argue in APCy + “prBPP = prP”. Fix n,m, 6!, 37! € Log and circuits C, Cy, ..., Cp,.
We induction on & < m € Log to prove that

k
Pr, | \/ Ci| =Y PrCi| <4n- (k+1). (7.1)
i<k =
This uses induction principle on a polynomial-time property, and is thus available in APC; + “prBPP = prP”.

The base case is trivial, and the induction case can be proved using the Union Bound. Subsequently, by
Precision Consistency of CAPP, we have

Prs[C Z Pr;[C. + |Pr,) [C Z Pr,[C.

where the last inequality follows from Equation (7.1) by setting n := 5/(2m + 2). O

<(@6+2n)-(m+1 d-(m+1)+p,

7.2 A Useful Lemma for Sampling

Lemma 7.7 (Constrained Sampling Lemma). The statement is provable in APCy + “prBPP = prP”.
Let ny,na,my,ma, 0,61, 37 € Log and C; : {0,1}™ — {0,1}™, i € {1,2}, and D : {0,1}™2 x
{0,1}¢ — {0,1}"2. Suppose that for every x5 € {0,1}"2, there exists a string zo € {0, 1} satisfying that
D(Cg(xg), 22) = I3.

Let F' : {0,1}"™ — {0,1}™2 and T : {0,1}™ x {0,1}"2 — {0, 1} be the circuit as follows: Given
(w1, 29) € {0,1}™ x {0,1}"2, it accepts if and only if F(C1 (1)) = Ca(x2). Then Prs[T] < 20772 46 + .

Proof. We argue in APCy + “prBPP = prP”. Fix ny,ns,mi,mo,£,071, 371 € Log and the circuits
C1,Co, D, F,T. Let n~! € Log be a parameter to be determined and X C {0,1}" x {0,1}" be the
bounded set defined by 7. We can observe that X <, 27" as the function

G: (z, $)e{0,1}éx{0,1}n1 = (z, D(F(C1(x)), Z))G{O,l}"l x{0,1}72

is provably onto X . To see this, notice that for every z1,z2 € X, we have F'(Ci(z1)) = C(z2) by definition.
Then there is a string z € {0, 1} such that D(Cy(22), 2) = 22, and subsequently:

D(F(C1(z1)),2) = D(Ca(w2), 2) = w2,

which means G(z, 1) = (21, x2). It then follows from “prBPP = prP” and Proposition 3.3 (3). O

7.3 Averaging Arguments

Lemma 7.8. APC; proves the following sentence. Let n,m,0~ ', 371 € Log, X1, Xo C {0,1}" x {0,1}™
be bounded definable sets. Let X! := {x € {0,1}" | zy € X;}. If X{ ~5 X foreveryy € {0,1}", we have
Xl %54_5 Xg.

Proof Sketch. The proof follows closely the proof of [Jer07a, Proposition 2.16], therefore we will only sketch
the proof. We argue in APC; that X; Ss43 Xo, and the other direction can be derived by symmetricity.
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Let ! € Log be a parameter to be determined later. By [Jef07a, Lemma 2.14], there are circuits

S'(-),V,F}(-,-), G (-, ), i € {1,2} such that for every y € {0,1}™,

o) : V(S () +1-2"7") > V x XY,

G%(y7 NV x (X Un-2"TM) > V- St(y).
Note that as X} ~; X3, we know that [S'(y) — 5%(y)| < & + 27. By composing G and F,), we can
construct H, (-, -) such that for every y € {0, 1},

H(y,"): VEx (XYW (0 +2n)-2"™) - V2 x XV.

This further means that we can define H : V2 x (X2 U (§ + 2n) - 2") — V2 x X, and thus X1 S515 Xo
if we set n := (/2. O

Lemma 7.9 (Averaging Argument on Two Circuits). The following statement is provable in APC; + “prBPP =
prP”. Letn,0~! € Log and C1,Cy : {0,1}"™ — {0,1} be circuit. Let o« C [n] be a subset of indices. Then for
every 3! € Log, there is an assignment p to the input variables in o such that

[Pr5[Cal,] — Prs[Cal,)| = [Prs[Ch] — Prs[Cal| — (45 + B).

Proof. We argue in APC; + “prBPP = prP”. For simplicity, we assume that & = {1,2,...,m} and will
prove that
[Prs[Cilp] = Prs[Calpl| > [Prs[Ch] — Prs[Cs]| — (46 + 5)

for some assignment p to variables in o.
Let n! € Log be a parameter to be determined. For i € {1,2}, let p; := Prs[C;] and S; be the
n-approximate size of X; := {z | C(x) = 1} by Lemma 3.4 (1). By “prBPP = prP”, we know that

[pi - 2" = Si| < 2" (6 + ). (7.2)
Let Ap = |[p1 — p2| and AS = |S; — Sa|.

Suppose, towards a contradiction, that for every assignment p to the input variables in o, |Prs[C1|,] —
Prs[Ca|,)| < Ap — (40 + (). We define

« X7 :={2€{0,1}""" | Ci(yz) = 1}.
It is clear that for every y € Y (as an assignment to the first m variables), C|,, Ca|, are the circuits that
define XY, XY, respectively.

Let p! := Prs[Ci|,], and s{, s§ be the n-approximate sizes of X, X3, respectively, given by (1) of
Lemma 3.4. By “prBPP = prP”, we know that |s! — p! - 2"7™| < § + 1), and subsequently

Asi = |s{ — s3] < (Ip{ —pj| +20 +2n) - 27"

< (Ap— (40 + B) +25+2n)-2""™

< (Ap-2"™ — (264 B —2n)) - 2"
This implies that X7 R Ap—(26+8—2n) X3. Then by Lemma 7.8, we have that X N Ap—(264+5—3n) X2 By
transitivity of size comparison (see Proposition 3.3 (3)), as

S1 ~n X1 ~Ap—(26+8-3n) X2 ~n S,

we have that S1 ~ap—(26+8—51) S2. This subsequently implies that [S7 — Sz < (Ap — (26 + 3 —6n)) - 2"
by Lemma 3.4 (2). This leads to a contradiction to Equation (7.2) if we set n := 3/10. O
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The following is a simple corollary of the Averaging Argument on Two Circuits.

Corollary 7.10 (Averaging Argument). The following statement is provable in APCy + “prBPP = prP”.
Letn,6~! € Log and C : {0,1}" — {0,1} be a circuit. Let o C [n] be a subset of indices. Then for every
B~L € Log, there are assignments pg, p1 to the input variables in « such that

Prs[C|y,] < Prs[C] + (26 + B);
Prs[Clp,] > Pr5[C] — (26 + B).

7.4 Tools for Indistinguishability

We first complete the missing proof of the Isomorphism Lemma, which states that two almost isomorphic
distributions are also indistinguishable.

Lemma 4.14 (Isomorphism Lemma). The following is provable in APCy + “prBPP = prP”. Let ¢, n,t € Log,
e € [0,1), and Dy, Dy be distributions defined by circuits C1,Cy : {0,1}* — {0,1}". If Dy ~. Dy, then
Dy =4 Do.

Proof. We argue in APCy + “prBPP = prP”. Fix ¢, n,t € Log, € € [0,1), D1, D2, C}, Ca. Suppose that
Dy =~ Do, i.e., there are distributions D}, D) defined by circuits C}, C% : {0,1}* — {0, 1}" such that

« Dy = D) and Dy = D): namely, there are circuits f1, g1, f2, g2 : {0,1}" — {0,1}" such that for
i€{1,2}, fiogi=gio fi=idy,and Cjo f; = Cj.

« D} =~ Dj: namely, let Ter ¢ : {0, 1}¢ — {0, 1} be the circuit that given = € {0, 1}, outputs 1 if
and only if C](z) # C5(), then Ps[Tey ¢y] < 6 + B + € for every 61,371 € Log.

Our goal is to prove that Dy ;. Ds. Fix any circuit A : {0,1}" — {0, 1} of size at most ¢. Let
Tai:{0,1}* — {0,1} be the circuit that, given = € {0, 1}*, outputs A(C;(z)). For every 61, 37! € Log,
we will prove that

Prs[Ta1] — Prs[Tapl| <20+ 5 +e. (7.3)

Translating Probability to Size Comparison. In the first step, we translate the probability statements
to size comparison (see Definition 3.1 and Definition 3.2) in order to apply the tools from Jefabek’s theory
APC;.

Fix 6~%, 87! € Log and let ! € Log be a parameter to be determined later. Towards a contradiction,
we assume that Equation (7.3) does not hold. Let X1, X5 C {0, 1}* be the bounded definable sets defined
by T'a.1,T .42, respectively. By Lemma 3.4 (1), there are s1, 52 < 2¢ such that X ~y s1 and Xa =~ so.
Moreover, by “prBPP = prP”, we have that

|s1 — s2
> |capp(Ta 1, 15_1) — capp(T a2, 16_1) —2(0+n)- 2t (“prBPP = prP”)
> (20+B4¢e)-2" =20 +n)-2° (Equation (7.3) does not hold)

> (B+e—2n)-2%

Let K C {0,1}* be the bounded definable set defined by Tcr cy, namely, € K if and only if
C4(z) # Ch(z). By Lemma 3.4 (1), there is sj¢ < 2° such that K ~,, sf. Recall that P, [Tepcp) <2n+e.
By “prBPP = prP”, we have that |sx — ¢ - 2¢| < 3n - 2°.
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Proof via APC; Counting Mechanism. Now, let X{, X} C {0,1}" be the following bounded definable
sets: X! := {z € {0,1}" | fi(x) € X;} fori € {1,2}. Note that for i € {1,2}, g; : X; - X/ and
fi + X! - X;, we know that X; ~( X/ (see Definitions 3.1 and 3.2). Therefore, by Proposition 3.3 (3), we
have X/ ~, s; fori € {1,2}.

LetY; := X/ N K, and Z; := X/ \ K fori € {1,2}. It turns out that Z; = Zy, as C}{(z) = C4y(z)
for every z € {0,1}* \ K. Also, we know that ¥; o K <, (e + 3n) - 2°. By Lemma 3.4 (1), there is
to,t1,ts < 2¢ such that

o Zy = Zy =~y to;
« Y=, tifori e {1,2}.

By Lemma 3.4 (2), we know that t1,ty < (£ + 67) - 2¢.
By Lemma 3.4 (5), we have

X1 =Y1UZ S Y1 Ut +to Sem to Sy Z2 So Yo U Zo = Xo;
Xé:YQUZQ SnYQUtQ-I-tQ 554_777750 STI Al SD}/&Uzlin.

This implies that X| ~.,9, X) and subsequently s; ~.111, s2. By Lemma 3.4 (2), we know that
(B+e—2n)-2" <|s1 — sg| < (e +12n) - 2*
This leads to a contradiction if we set 1 := (3/100. O

Next, we prove a few convenient lemmas to reason about indistinguishable distributions.

Lemma 7.11 (Averaging Argument for Indistinguishable Distribution). APC; + “prBPP = prP ” proves the
following sentence. Let £,n € Log, G1,G3 : {0,1}¢ — {0, 1}" be circuits, and o C [€] be a set of indices. Let
H1, Ha be the distributions defined by G1 and G2, and for every assignment p to input bits in ., let H1 |5, Ha|,
be the distributions defined by G1|, and Ga|,.

Lett € Log and e € [0, 1]. Suppose that H1|, ~t . Hal|, for every assignment p to input bits in o, then
Hi ~ie Ho.

Proof. We argue in APCy + “prBPP = prP”. Fix ¢,n € Log, o C [{],t € Log and € € [0, 1]. We prove
by contrapositive. Assume that H1 ~;. Ha does not hold, there is a circuit A of size at most ¢ and
61, 7! € Log such that

|Prs[A oG] — PrslAoGa)| > 26+ B +e.

Let ! € Log be a parameter to be determined later. Fix the circuit .4, and by Precision Consistency of
CAPP, we have
[Pry[A oG] = Pry[Ao Gal| > B — dn +e.

By the Averaging Argument on Two Circuits, there is an assignment p to the input bits in « such that
|Pry[AoGilp] — Pry[AoGyl)]| > B—9n+e>2m+n+e,

where the last inequality follows by setting 1 := (/20. This shows that H|, ~;. H2|, does not hold and
completes the proof. O

Let G : {0,1}¢ — {0,1}", H : {0,1}¥ — {0,1}" are circuits, we define (G, H) as the circuit that
given the concatenation of z € {0,1}¢, ' € {0,1}¥, outputs the concatenation of G () and H ().

52



Lemma 7.12 (Reduction Lemma). APC; + “prBPP = prP ”proves the following sentence. Let ¢, n, m, p € log,
G1,Gs : {0,1} — {0,1}" be circuits. Let A : {0,1}™ x {0,1}™ — {0, 1}? be a circuit of size at most t/,
and define Ay : {0, 1} x {0,1}™ — {0, 1}? as the following circuit:

« Parse input z = (x,sd), where x € {0,1}",sd € {0, 1}™.

« Output A(Gy(z),sd).

Let Hy, be the distributions defined by Gy, and H;, be the distribution defined by Ay.
Lett,t' € Log ande € [0,1). Suppose H1 ~yiv o Ho. Then, H} =~ Hb.

Proof. Let « = {n + 1,...,m} be the indices of the inputs to .4;,. By the Averaging Argument for
Indistinguishable Distribution, it suffices to show that for any assignment p to inputs in a:

Hilp =t Halp-

Suppose that for some p, the above equation does not hold. Then, there is a circuit B of size at most ¢, and
6~1, 87! € Log such that

[Prs[B o (Ai],)] — Prs[Bo (Asl,)]| > 20+ 6 4=

By definition of «, note that A|, and (A|,) o Gy, are functionally equivalent, and this is provable in PV.
Rewrite B = B o (Al,) (by associativity of o), we have that

‘PI};[BI o Gl] — Prg[B/ o GQH >20+ 8 +e.
Since B’ has size at most ¢ + ¢’ and H; = . Ho, we arrive at a contradiction. O

Corollary 7.13 (Independent Side-Information Corollary). APC; + “prBPP = prP” proves the following
sentence. Let £, ¢',n,n' € Log, G1,G3 : {0,1} — {0,1}",G" : {0,1}¥ x {0,1}" be circuits. Suppose
G’ has size s. Let Hi, Ha are distributions defined by G1, G2, and H', H!, be the distributions defined by
(G1,G"),(G2,G"). Then for everyt € Log, € € [0, 1], if H1 Ritsin,e Ho, then H} =4 Hb.

Proof Sketch. We argue this by invoking the Reduction Lemma. Let A : {0,1}" x {0,1}¥ — {0,1}" x
{0,1}" be the circuit which takes as input (x, sd) where z € {0,1}",sd € {0,1}*, and outputs z, G’ (sd).
It is easy to see that A o G}, = (Gp, G’). Moreover, A has size at most s + n. Therefore, by the Reduction
Lemma, we have that H} ~; . H). O

Corollary 7.14 (Product Hybrid Lemma). APC; + “prBPP = prP” proves the following sentence. Let
0,0 ,n,n' s € Log, and let Gy, Gy : {0,1}¢ — {0,1}" and G/, G : {0, 1} — {0,1}" be circuits of size
at most s. Let H;, be the distribution defined by G, and H;, be the distribution defined by G. Let Hyy be the
distribution defined by (G1, G2), and Hj; be the distribution defined by (G, G5).

Lett € Log andey, e € [0,1). Suppose H1 ~it2s, Hi and Ho X yos.e, Hoy. Then, Hit Rpey+eo Hip

Proof Sketch. We obtain this by applying the Independent Side-Information Corollary twice, and then using
a hybrid argument. O

In the rest of the paper, we will use H; x Hs to denote the product distribution of 7{; and H2, where
‘H1, Ha are distributions defined by explicit circuits.
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7.5 Tools for Search Security Games

Complementation of game. Let G = (C1, (2, 0) be a search security game. We define its complement
security game as G := (C1,C5,0). Intuitively, an adversary wins in G if and only if it loses in G. The
following lemma helps to calculate the advantage of the complement game.

Lemma 7.15 (Game Complement Lemma). APC; + “prBPP = prP” proves the following statement. Let
G = (C4,C3,0) be a security game, and A be any adversary in G. Let G = (C1,C2,0). IfAdvg(A) < &,
then Advg(A) > 1 —e.

Search game complement. We argue in APCy + “prBPP = prP”. Fix G = (C},C2,0), G = (C1,C2,0), and
the adversary A. Let Tg 4 be the circuit defined in Definition 5.2, then assuming Advg(A) < €, we know
that for any 61, 37! € Log,

Prs[Tg,.a] <e+ 6+ B. (7.4)

Our goal is to prove that Advg(A) > 1 — €. That is, for any 51, 87! € Log,
Prs [TEA] >1—ec—6-4. (7.5)

Fix 61,371 € Log and let ! € Log be a parameter to be determined. One can observe that Tg _4(z) if
and only if T ,(z) = 0 for any input z. Therefore, by the Complementation Consistency of CAPP,

Pr, [Tm} > 1= Pr[Tgu] —3n>1—(e+2n) —3n>1—e— b,
where the second inequality follows from Equation (7.4). Then by Precision Consistency of CAPP, we have
Pry [Tga] = Pry [Tga =0 -2 >1-c-5-6n. (7.6)
This implies Equation (7.5) by setting 1 := 3/6. Ul
Composition of games. The following lemma shows that if two search games use the same challenger

circuits C and different but indistinguishable samplers C1, C], the advantages of any adversary would be
similar in these two games.

Lemma 7.16 (Game Composition Lemma). APC; + “prBPP = prP” proves the following sentence. Let
r,n,m,t,s € Log, andey, g2 € [0, 1]. Suppose C1,C1 : {0,1}" — {0,1}"x{0, 1} correspond to (t+s,1)-
indistinguishable distributions. Let G = (C1,Ca,c) and G' = (C}, Oy, c), where Co : {0,1}¢ x {0,1}™ —
{0, 1} is a circuit of size s and ¢ € |0, 1]. Then, we have that for all adversaries A of sizet,

AdVg(.A) < g9 = Advg (A) <ep+eq, (7.7)
Advg(A) > g3 = Advg/(A) > g9 — 1. (7.8)

Subsequently, if G is (t,e2)-secure, G' is (t,e1 + €2)-secure.

Proof. We argue in APCy+“prBPP = prP”. Fixr,n,m,t, s € Log, e1,&2 € [0,1], G, G" and the probabilistic
circuit A. We will only prove Equation (7.7), while (7.8) can be proved using the same argument. Suppose
that Advg(A) < &3, our goal is to prove that Advg/(A) < €1 + €2; in more detail, let 61, 37! € Log,

Prs[Tgral <0+ B +e1+eo, (7.9)
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where T/ 4 is the circuit defined in Definition 5.2.

Let 7! € Log be a parameter to be determined later. Let 3 be the probabilistic circuit that, given any
(chall, state) € {0,1}" x {0, 1} as input and sd as its seed, outputs Co(.A(chall;sd), state). Notice that
Tg,.A can be viewed B o C and Tgr 4 can be viewed as B o C’. In addition, the size of B is at most ¢t + s. As
C, C’ define (t + s, &1)-indistinguishable distributions, we can conclude that

Pr,[BoC] —Pr,[BoC']| <3n+e.

Moreover, as Advg(A) < €3, we know by definition that Pr,,[B o C] < 21 4 e2. By combining these two
inequalities we conclude that

Pry[Tg 4] = Pry[Bo C'] <5n+e1 +eo.
By Precision Consistency of CAPP, we can further conclude that
Prs[Tg 4] <0+ 5n+¢e1 + €.
This implies immediately Equation (7.9) by setting 7 := /5. O
Lemma 7.17 (Adversary Indistinguishability Lemma). The following is provable in APCy + “prBPP = prP”.

Let G = (C1,Cy,¢) be a search game, and A1, Ay : {0,1}" x {0,1}"" — {0,1}™ be adversaries in G.
Suppose that the following conditions hold for somet € Log and e € |0, 1].

« Foreveryx € {0,1}", let H, 4, be the distribution corresponding to Ay(z,-) forb € {1,2}, then H, 1
and H o are (t,¢)-indistinguishable.
. |01| + |02| <t.

Then for every T € [0,1],

Advg[Ai] > 7 = Advg|As] > T —¢
Advg[Ai] <7 = Advg|As] < T+¢

Proof Sketch. This follows directly from the definition of indistinguishability (see Definition 4.13) and the
advantage of search games (see Definition 5.2), which is left as an exercise. O

Disjunction of games. The following lemma helps to calculate the advantage in games defined as the
OR of several other games. Formally:

Lemma 7.18 (Game Union Bound Lemma). APC; + “prBPP = prP” proves the following sentence. Let
m € Log, G = (C4, C’él), 0), G = (C1, 052), 0),...,Gm = (C1, C’ém), 0)) be search games with the same
sampler C'.

Let Co(x) ==\, C’;i)(x) be the OR of the circuits Cél), Cee Cém) and G := (Cy, C4,0). Suppose that
G is (t,&;)-secure for everyi € [m|, wheret € Log andeq,... ey € [0,1],e:=e1+e2+ -+ &, thenG
is (t, €)-secure.

Proof. We argue in APC;y + “prBPP = prP”. Fix m € Log and circuits C, Cél), ey C’ém), and Cs. Let
t € log,e1,...,em €[0,1],and € :== €1 + - - - + &, Fix any adversary A of size at most ¢, our goal is to
prove that Advg(A) < e. In more detail, we will prove for every 61, 371 € Log that

Prs[Tg.al <0+ 5 +e, (7.10)
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where T 4 is the circuit in Definition 5.2.
Fix 51, 37! € Log and let ! € Log be a parameter to be determined later. As G; is (¢, &;)-secure, we
know that Advg, (A) < &;, which subsequently implies that

Pr,[Tg, A] < 2n+e;. (7.11)

By the definition of the circuit T 4 and the game G, we can observe that T 4 is functionally equivalent to
the disjunction of g, 4, ...,7g,, 4. Therefore by the Union Bound (general form), we have

m
Pry[Tg.al < Pry[Tg, al+7n-(m+2) <e+3n-(m+2). (7.12)
1=1
The theorem then follows by Precision Consistency of CAPP when we set 7 := 3/(3m + 6). t

Reduction between games. The following lemma captures a type of reductions between search games,
analogues to the Reduction Lemma.

Lemma 7.19 (Game Reduction Lemma). The following sentence is provable in APCy + “prBPP = prP”. Let
G = (C1,Ca,¢) and G’ = (C1, CY, ¢) be two search games with the same threshold ¢, A and A’ be adversaries
inG and G', respectively, where

« C1:{0,1}" = {0,1}" x {0,1}™, C} : {0,1}"+" — {0,1}" x {0,1}";
e A:{0,1}" x {0,1}74 — {0,1}%, A : {0,1}" x {0,1}ratma — {0, 1}

Suppose that for every sdq, sd’, sd 4,sd’y,
Tg7A(Sd1,Sd_A) =1— Tg/7A/(Sd1HSd/1, SdAHSdA/) = 1, (713)

where Tg 4, Tgr 4 are the circuits in Definition 5.2. Then for every e € [0, 1], Advg[A] > € implies that
Advg [.A/] > e.

Proof. We argue in APC; + “prBPP = prP”. Fix G, G, A, A" and ¢ € [0, 1] satisfying the conditions above.
Since Advg[A] > ¢, we know that for every 61, 371 € Log,

Pr(g[TgyA] >c+e—(0+P6). (7.14)

Our goal is to prove that Advg/[A'] > e.
Fix any 61, 37! € Log and let ! € Log be a parameter to be determined later. Suppose, towards a

contradiction, that
Prs[Tga] <c+e—(6+8),

by Precision Consistency of CAPP, we have Pr, [Ty /] < ¢+ — (8 — 27). By the Averaging Argument,
there is an assignment p to sd, sd 4 in the seed of Tg/ 4/ such that

PrU[Tg’,A’|p] S Prn[TQ',A’] + 377 S c+e— (,8 — 577)

Note that both Tg 4 and Tgr 4|, take (sdi,sd4) as input. Moreover, by Equation (7.13), we have that
Tg.A(x) = 1 implies Tgr _a|,(x) = 1 for any input x. Thus by the Monotonicity of CAPP, we have

Pr,[Tg 4] < Pry[Tgr alp] +3n < c+e—(8—8n).

This contradicts to Equation (7.14) (instantiated with § = 5 = 1) by setting n := 3/20. O
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Error reduction via repetition. We consider the standard trick of error reduction via repetition. We
first prove a general statement that works for any circuit.

Lemma 7.20. The following statement is provable in APCy + “orBPP = prP”. Letn, k,0~ !, 37! € Log and
C :{0,1}" — {0,1}, and C"* : {0,1}"* — {0, 1} be a circuit that satisfies

C’/\k(xl, N ,xk) = /\ C(ac,)

Suppose that Prs[C] < p. Then we have that
Prs[C"] < (p+ 0+ B)F + 6+ 6.

Proof. We argue in APCy +“prBPP = prP”. Fixn, k, 6!, 5! € Log and circuit C and CV*. Let ™! € Log
be a parameter to be determined later. Let X and Y be the sets defined by C' and C"*, respectively. By
Lemma 3.4 (1), there are s < 2" and t < 27 such that X ~y sand Y =, t. By definition, for some v, there
is a surjective function

frox(s+n-2") »vxX

We first prove that Y <o (s4-1-2")" (note that |s*| < klog s € Log is feasible). We identify s* with the
set of tuples (21, ..., 2;) where 21, ..., 2, € s. Consider the following function g : v* x ((s 4 1 -2")F) —
v* x Y. Given any (v1,...,v) X (21,...,2,), Where 21, ..., 2zx € s +n - 2", it outputs

(’1)1, N ,’Uk> X (f(’l)l, zl), f(UQ, 22), . ,f(?}k, Zk))

It is clear that the function is onto Y, and thus Y < (s + 7 - 2™)*. Subsequently, t <, Y <o (s + 7 - 2™)F,
by Lemma 3.4 (2),
t<(s+mn-2MF42n. 2"

Finally, as X =, s, by “prBPP = prP” we know that |s — p - 2"| < (6 4+ 7)) - 2", and this implies that
t-27" < (p+ 8+ 2n)F + 2.
Finally, by Y ~,, ¢t and “prBPP = prP”, we have
Prs[C™] < (p+ 6+ 2n)% + (5 + 3n).
The lemma follows by setting 1 := /5/5. O

The following is a simple corollary by the Complementation Consistency of CAPP.

Corollary 7.21. The following statement is provable in APCy + “orBPP = prP”. Letn,k,5~ 1, 37! € Log
and C : {0,1}" — {0,1}, and CV* : {0,1}"% — {0, 1} be a circuit that satisfies

k
CVE (@, ... 2p) = \/ Clay).
=1

Suppose that Prs[C| > p. Then we have that

Prs[CV*] >1—(1—p+ 6+ 6 —(6+5).
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Now we are ready to state our repetition lemma for search games. Let G = (C1,C2, 0) be a game and
k € Log, we define the k-fold repetition of G as the following game GV* = (C;* Cy*,0), where:

« C;* is the circuit that, on input sdi, ..., sdg, compute (chall;,state;) < Cj(sd;). Set chall =
(chally, ..., challct) and state = (statey, ..., state).
« CV* is the circuit that, on input (ansy, ..., ansg,state;, ..., state,), outputs 1 if for any i € [k],

Ca(ans;, state;) = 1, and outputs 0 otherwise.

Similarly, for every adversary A in G, we define A** as the adversary that simulates A in each of the k
sub-games. Then the following lemma calculates the advantage of an adversary in k-fold repetition of a
game.

Lemma 7.22 (Error Reduction Lemma). The following sentence is provable in APCy + “prBPP = prP”. Let
G = (C1,C2,0) be a search game and A be an adversary such that Advg[.A] > p. Then for k € Log and any
B! € Log,

Advgur [AF] > 1~ (1 —p+ Bk

Proof. We argue in APCy + “prBPP = prP”. Fix any game G, adversary A, and k € Log. Suppose that
Advg|A] > p, then by definition, for every 6!, 37! € Log,

Prs[Tg.al >p—96 — B,

where T 4 is the circuit in Definition 5.2.
Now we prove that for every 6%, 37! € Log,

Prs[Tyvr_gx] = 1— (1 —p+ B)F — (6 + B). (7.15)

Fix 571, 37! € Log and let n~! € Log be a parameter to be determined. Notice that Tgvk axk = Tg?’fél, by
Corollary 7.21, we know that

Pr[Tgvi gxx] > 1— (1 —(p—2n) + 277)k —2m>1-(1-p+ 477)k — 2.

Then Equation (7.15) follows by Precision Consistency of CAPP when we set 7 := /5. U

7.6 Tools for Almost Identical Distributions

Let H1, H2 be distributions defined by circuits Hy, Hy : {0,1}" — {0, 1}", respectively, and E' : {0,1}" —
{0, 1} be a circuit. We use H1|g + Ha|- g to denote the distribution defined by the following circuit: Given
x € {0,1}", it outputs Hy (z) if E(x) = 1, and Ho(x) if E(x) = 0. The following lemma shows that if F
accepts most of its input strings, #; is almost identical to H1|g + Hz|-£-

Lemma 7.23 (Mixture Lemma). APCy+ “prBPP = prP ”proves the following statement. Letn,r,0 ', 371 ¢ €
Log and Hy, Hy : {0,1}" — {0,1}", E': {0,1}" — {0, 1}. Let H1, H2 be the distributions defined by H,
and Hy, respectively. Suppose that Prs[—E| < ¢, then H1 and H1|g + Ha|-g are (e + 0 + 3)-almost identical.

Proof. We argue in APCy + “prBPP = prP”. Fix n,r,6 !, 37! € Log and Hy, Ho, E. Let Hg be the
circuit that defines the distribution H; | + Ha|- g, our goal is to prove that if Prs[—E] < ¢, then for every
5/_1,,8/_1 c Log,

Prs(Th, mp) < (e +0+8)+ 6 + 4, (7.16)
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where Ty, p,, : {0,1}" — {0, 1} is the circuit that, given z, outputs 1 if and only if H(z) # Hg(z).

Let X C {0, 1}" be the bounded set defined by —F, and X7 be the bounded set defined by Ty, #,.
Note that by the definition of H1|g + Hz|-£, we have X7 C X_ g, and thus X7 <o X_g. Let p~! € Log
be determined later, and s be a number such that X ~,, s by Lemma 3.4 (1). By “prBPP = prP”, we have
| Prs[—E] — s| < + n, and subsequently, s < (n+ 9 + ¢) - 2™

By Proposition 3.3 (3) that X7 <, s. Subsequently, by “prBPP = prP”,
Then we have

Pry [THLHE] —S/Qn’ < 5,—|—’I’}.

S
Prs/[Th, 1yl < 27+5’+77§ (b+n+e)+d8 +n.

Equation (7.16) then follows by setting 1 := min{3, 5'}. O
The following is an immediate corollary of the lemma.

Corollary 7.24. APC; + “prBPP = prP” proves the following sentence. Let r,1',n,m,t,s € Log and
€ [0,1]. Suppose that G = (C1,Cs,0) is a (t,e)-secure search game, where Cy : {0,1}" — {0, 1},
Cy: {0,1}¢ x {0,1}™ — {0,1}. Let A : {0,1}" x {0,1}"" — {0,1}* be a probabilistic circuit.
Let Hy, Hs : {0, 1}”’"/ — {0, 1} be circuits, and H1, Ha be the distributions defined by Hy, Ho, respec-
tively. Suppose Advg(A) < ¢, then

H1 ~e Hil-1g 4 + Hal1g 4> (7.17)
where Tg 4 is the circuit defined in Definition 5.2.

Proof. We argue in APCy + “prBPP = prP”. Fix r,7/,n,m,t,s € Log, ¢ € [0,1], G, A, Hy, Hs. For
simplicity, we use Hp, to denote the circuit that defines H; ‘TQ,A + Hg\ﬁTg’A, and TH, 1, : {0, 1}7””’/ —
{0,1} to denote the circuit that, given z, outputs 1 if and only if H;(z) # Hg(z).

Suppose that Equation (7.17) does not hold, we know that there are 6!, 37! € Log such that
Prs[TH, Hy] > 6 + B + €. By definition, we also know that

Hi1 ~cyp/2 Hil-15 4 + Hal1y 4 does not hold.

Let ) := (3/20, it follows that H; and H1|-7, , + Ha|r, 4 are not ((¢ + 5n) + 7 + n)-almost identical. By
the Mixture Lemma, we know that
Prn[—ﬁTg”A] > e+ 5m.

It follows from the Global Consistency of CAPP that
Prp[Tg 4] >e+n+mn,

which violates the assumption that Advg(A) < ¢ as ! € Log (see Definition 5.2). O

8 Fully Homomorphic Encryption

In this section, we formalize fully homomorphic encryption (FHE) security and prove the security of the
secret-key version of the Gentry, Sahai and Waters [GSW13] FHE scheme in APC; + “prBPP = prP” + LWE.
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8.1 Definition of Secret Key Gate-by-gate FHE

Syntax. A leveled, gate-by-gate fully homomorphic encryption scheme with key/ciphertext size ¢ =
L(\, d) = poly(A, log d) consists of the following polynomial time algorithms:

FHE.Gen(1%,1%) — (sk, ek). This is a probabilistic algorithm that takes as input a security parameter 1*
and a circuit depth 1%. It outputs a secret key sk = (sko, .. ., skq) € {0, 1}(4+1) consists of the i-th
layer secret key sk; for 0 < i < d, and an evaluation key ek = (eko, ..., ekq_1) € {0,1}*? consists
of the i-th layer evaluation key ek; for 0 <7 < d.

FHE.Ence(b) — c. This is a probabilistic algorithm that takes as input a secret key sk and a bit b € {0, 1}.
It outputs a level-0 ciphertext ¢ € {0, 1}¢.

We use the notation FHE.Enc (z) for # € {0, 1}* to denote the concatenation of encryption of each
bit in .

FHE.Decq, (7, ¢c) — b. This is a deterministic algorithm that takes as input a level index 0 < i < d, a secret
key sk; and a ciphertext ¢ € {0, 1}*. It outputs a bit b € {0, 1}. When the level i is clear and fixed
from the context, we simply write FHE.Decg(c).

FHE.GateEvaley, (f, %, c1,c2) — ¢*. This is a deterministic algorithm that takes as input a level index ¢ < d,
an evaluation key ek;, the truth table of a two input bit function f: {0,1} x {0,1} — {0, 1}, and
two ciphertexts ci, ca € {0, 1} of level i. It outputs a ciphertext c¢* € {0, 1} of level i + 1. When
the level 7 is clear and fixed from the context, we simply write FHE.GateEvalex(f, c1, ¢2).

FHE.Evalek(f, 1, ..., ¢n) — ¢*. Thisis a deterministic algorithm defined by FHE.GateEval. The algorithm
takes as input the evaluation key ek, a leveled circuit representing a function f: {0,1}" — {0,1}"™
of depth dy < d, along with n ciphertexts c1, . .., ¢, € {0,1}¢ of level 0. It runs FHE.GateEval to
evaluate the circuit gate-by-gate and outputs the ciphertexts ¢* € {0,1}*™ of the level d ¢ output
wires.

Definition 8.1 (Fully homomorphic encryption (FHE)). A leveled, gate-by-gate fully homomorphic en-
cryption scheme
FHE = FHE.(Gen, Enc, Dec, Eval, GateEval)

is required to satisfy the following properties:

Efficiency. Each ciphertexts c and each level key sk;, ek; has a fixed polynomial size (), and the depth
of the decryption circuit FHE.Decgy, for all (sk,ek) < FHE.Gen(1*,1¢) is bounded by a fixed
polynomial p(\, log d). The gate evaluation circuit FHE.GateEvaley, has a size bounded by a fixed
polynomial s(\, log d).

Encryption Correctness. For any choice of (sk, ek) in the support of FHE.Gen(1*,1¢), any b € {0, 1}
and any ¢ < FHE.Encg (b) we have FHE.Decg(c) = b.

Honest Evaluation Correctness. For any (sk, ek) <— FHE.Gen(1*, 1%), any honestly generated cipher-
texts cy,...,c, € {0,1}¢ where ¢; = FHE.Encg(b;), and any layered circuit f: {0,1}" — {0,1}™
of depth dy < d, if we set ¢ = FHE.Evalek(f, c1, ..., ¢p) then FHE.Decg (df, c) = f(b1,...,by).
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Malicious Gate Correctness. For any choice of (sk, ek) in the support of FHE.Gen (1%, 1%), any index
0<i<d-—1anyf:{0,1}? — {0,1}, and any ciphertexts c1, c2 € {0, 1}¥, if Decy, (i, c1) = by
and Decg (7, c2) = bo, then FHE.Decg (7 + 1, FHE.GateEvaley, (f, %, c1,c2)) = f(b1,b2).

Malicious Evaluation Correctness. For any (sk, ek) in the support of FHE.Gen(1*, 1?) any ciphertexts
c1,-..,cn € {0,1}* such that ¢; = FHE.Encg, (0, b;), and any layered circuit f: {0,1}" — {0,1}™
of depth dy < d, if we set ¢ = FHE.Evalek(f, c1, ..., ¢p) then FHE.Decg(df, ¢) = f(b1,. .., by).

Semantic Security. The encryption scheme is semantically secure, i.e., for all polynomial sized adver-
saries A, all polynomial input lengths k& < |.A|, and all polynomial depth parameter d, we have that
for any mg, m; € {0,1}*,

(ek, FHE.Encgk(myg)) ~. (ek, FHE.Encg(my)),

where (sk, ek) < FHE.Gen(1%,19).

8.2 Formalization of FHE in APC; + “prBPP = prP”

Formalization of functions. As FHE.Dec, FHE.GateEval, and FHE.Eval are deterministic polynomial-
time computable functions, these functions are formalized as corresponding PV functions. The probabilistic
polynomial-time algorithm FHE.Gen and FHE.Enc are formalized as PV functions that additionally takes
a random seed, i.e., FHE.Gen()\, 1¢,sd) and FHE.Enc(sk, b, sd). For simplicity, we assume that the seed
lengths of both FHE.Gen and FHE.Enc are (A, d) = poly(\, d).

Formalization of encryption correctness. The formalization of correctness is straightforward. In this
work, we focus on schemes with perfect correctness, and thus the correctness can be formalized by the PV,
sentences FHEc,.

VA, d € Log, Vsdy, sdy € {0,137 vb € {0,1},
(sk, ek) < FHE.Gen(), 19, sd ), FHE.Decg, (0, FHE.Encg (b, sd2)) = b.

Formalization of evaluation correctness. Similar to the formalization of encryption correctness, the
honest evaluation correctness can be formalized by the following sentences:

« Honest Evaluation Correctness: The sentence FHEoncor is defined as follows: For any A, s,d €
Log, any layered circuit f : {0,1}" — {0,1}" of depth df < d and size sy < s, any random seeds
sdo,sdy,sdy, ..., sd, € {0,1}"MD and any by,...,b, € {0,1}

(sk, ek) < FHE.Gen(), 1%;sdg), ¢; < FHE.Encg(bs;sd;) for 1 < i < n,
FHE.Decg(dy¢, FHE.Evalek(f, c1, ..., cn)) = f(b1, ..., bn).

« Malicious Gate Correctness: The sentence FHE,gcor is defined as follows: For any A, d € Log,
any index 0 < i < d — 1, any f : {0,1}?> — {0,1}, any random seeds sd € {0,1}"*% and any
ciphertexts c1, ¢y € {0,1},

(sk,ek) < FHE.Gen(A\, 1d;sd),bz- = FHE.Decg(i, ¢;) fori = 1,2,
FHE.DecSk(i +1,FH E.GateEvaIeki (f, 1,1, CQ)) = f(bl, bg).
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« Malicious Evaluation Correctness: The sentence FHE, cor is defined as follows:For any A, s,d €
Log, any layered circuit f : {0,1}" — {0,1}" of depth df < d and size sy < s, any random seeds
sd € {0,1}"*4) and any by,...,b, € {0,1}

(sk, ek) < FHE.Gen(), 1%, sd), b; = FHE.Decg(c;) for 1 < i < n,
FHE.Decy(dy, FHE.Evale (f, 1, - -, ¢n)) = f(bi, ..., bn).

Both honest and malicious evaluation correctness is implied by the malicious gate correctness plus the
encryption correctness. The proof can be done in PV by induction over gates in the topological ordering,
and is left as an easy exercise.

Claim 8.2. In PV, the malicious gate correctness plus the encryption correctness implies the honest evaluation
correctness and the malicious evaluation correctness.

Formalization of security. It remains to formalize the security of secret-key FHE, which states that
(ek, FHE.Encg(mg)) and (ek, FHE.Encgc(my))

are indistinguishable to any polynomial sized adversary for any distinct messages mg, m; € {0, 1}* of
polynomial length, where (sk, ek) is sampled by FHE.Gen (1%, 1%).

We first formalize the parameterized version of FHE security. Let d, ¢, k, A € Nand r = (), d), and
mo, m1 € {0,1}* be distinct strings. Let £ = £(\,logd) = poly(),logd) be the length of the key and
ciphertext for one-bit encryption. For m € {0, 1}*, we define Gen,, : {0,1}?" — {0, 1}%+% to be the
following circuits:

« Gen,,(sd1, sds) runs FHE.Gen (1%, 1¢) with the seed sd; to generate (sk, ek), then runs FHE.Encg(m)
with the seed sdy to obtain a ciphertext ¢ € {0, 1}**, and then output (ek, c) € {0, 1}%+,

Definition 8.3 (Parametrized FHE Security, in APC; + “prBPP = prP”). Fix PV functions FHE.Gen,
FHE.Enc,and d,t, k, A € Log, € > 0. Let r = (A, d) be the number of random bits required by FHE.Gen
and FHE.Enc, and ¢ = /(\,logd) is the length of the key and ciphertext, where ¢, 7 : Log — Log, and
Geng, Geny : {0,1}%" — {0, 1}9+% be the circuits defined as above.

Let D,, be the distributions defined by Gen,,, for m € {0,1}*. The formula FH ESecureZ’; y in the
language of APC; + “prBPP = prP” is defined as

Vmg,my € {0,1}F Dy =i Dy -

Similar to the formalization of LWE (see Definition 4.20), the indistinguishability of two distributions
are formalized by a set of sentences FHESecure,, 4+, where n = n(\), d = d()), and t = t(\) are arbitrary
polynomials that specify the input length (for circuits in FHE.Eval), the number of evaluation keys, and
the running time of the adversary. Also, a function A\[n, d, t] (not necessarily constructive) specifies the
largest X for which the security condition does not hold.

Definition 8.4 (FHE Security, in APCq + “prBPP = prP”). Fix PV functions FHE.Gen, FHE.Enc, FHE.Dec,
FHE.GateEval, and FHE.Eval and polynomials d, ¢, k : Log — Log. Let \o[p1, p2, p3] be a mapping from
three PV functions to N, which specifies the largest security parameter for which the FHE scheme is
insecure, and is not necessarily a PV function.

We define FHESecure), as the following set of sentences: For all PV functions that are polynomials
d(N),t(N), k(A), it includes the sentence

VYA > Nold, t, k], FH ESeCureZ((/;))vi/(%)/\’))\ .
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8.3 GSW FHE Construction

We first start by giving the “base” GSW scheme GSWp,¢ in Algorithm 1, which is a secret-key variant of the
somewhat homomorphic encryption construction of [GSW13] from LWE. Note that the base scheme does
not yet satisfy the leveled FHE definition in Definition 8.1, as the key/ciphertext size grows polynomially
with the circuit depth d, and it does not support malicious gate correctness. We will later use this base
scheme to construct the leveled GSW scheme in Algorithm 2 that satisfies Definition 8.1.

8.4 Security Analysis for the Base Case

As a stepping stone to proving the security of leveled GSW scheme in Algorithm 2, we first prove the
(parameterized) semantic security of the base GSW scheme GSW\p,se in Algorithm 1. We formalize the
standard proof via a hybrid argument. Let D, t, k, A € Log and mq, m1 € {0,1}*. Let r € Log be the seed
length of GSWy,se.Gen and GSW,se.Enc. We will define a sequence of distributions corresponding to the
immediate hybrids in the security proof.

Hybrid 7—[},’?156. For b € {0,1}, we define Hy : {0, 1}(*+Dr — Zgn+1)ka(n+1) as the following circuit.
It takes (sdq,sd2) € {0,1}" x {0,1}*", generates the secret key sk := s7 « Zy using sdy, generates

the encryption randomness A; <+ ZZX(nH)w and e; ngaﬂ)w forv = 1,2,...,k using sdy. Let
my = mp 1My ... My and A := (A Ay |--- | Ay)ande” := (e] | e | --- | e]), we define
A
(Coa 1 Co2 |-+ [Cop) = grp 4 or ) T 101G [0 2G |- [ G) (8.1)
It then outputs (Cp 1 | Cp2 | -+ | Cp ). Let Hgafe be the distribution defined by the sampler Hy, ;.

Hltjafe is essentially the distribution of encryptions of m; under the base GSW scheme.

Hybrid H?f’;e. We now define the circuit Hy 5 : {0, 1} — ZgnH)ka("H) as follows. It samples

sk := s" from sdy, and samples A1,..., A, € ZZ’X(nJrl)w and uj,...,u; € {0, 1}("+1)w uniformly at
random using sds. Instead of Equation (8.1), the circuit outputs

A
(Cp1 | Cral|---|Cor) = <HT> + (mp1G | mp 2G| - | mp i G), (8.2)

where A := (A1 | Ay |-+ | Ag),u":= (u] [u | - |uf),ande” := (e] | e | --- | e]). Let HD%* be
the distribution defined by the sampler Hj .

Lemma 8.5. There is a constant ¢ > 1 such that APCy + “prBPP = prP ” proves the following sentence for
be {0,1}. Letn,q,0,t,7, k,w € Log, ¢ > 0, and my, € {0,1}*. Assume that LWEfik’;(nH)’q’g holds, then
Hlk))alse R~ Hga;e'

Proof. We argue in APCy + “prBPP = prP”. Let ¢ > 0 be a constant to be determined later. Fix
n,q,0,t,r, k,w € Log and € > 0.

Let Geny, Gens : {0,1}" — Z((InH)ka(nH) be the samplers of LWE and uniformly random distribu-
tions, i.e.,

A A
Geny (Ug11)r) = (STA + eT> o Geno(Uiky1yr) = (uT> )
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Algorithm 1 The base Gentry-Sahai-Waters [GSW13] encryption scheme for circuits of depth at most d.
We will use this base scheme to construct a leveled FHE scheme in Algorithm 2.

Letw := [logq] and g := (1,2,4,...,2%"1)T.

Let G := (In+1 ® g) c Z((Jn-l—l)x(n-l-l)w‘

Let G~ denotes the bit-decomposition inverse mapping; i.e., G~ (A) = B if w has {0, 1} entries, and
GB =A.

. Key generation: GSW,s..Gen(1*, 17) takes as input a security parameter 1* and a circuit depth
bound 17. It set up parameters as follows.

- Perfect correctness constraint. Set D = max(2,D) to be at least 2 and A =
max(A, 641og D) such that the condition A > 8 4+ 7log A + 6log D holds.

- LWE parameters. Set the LWE parameters n := (AD)?, ¢ := 2*P, 5 := 3\D. Note that by
the choice of A and D, it holds that ¢ > 22P(n + 1)?Pw?Po.

The algorithm samples secret vector s <— Z; and outputs sk :=s.

« Encryption: GSWyae.Ence(m;sd) takes as input a one bit message m € {0,1} and sample
randomness A <« ZZX(nH)w and e + Dén;rl)w. Note that our sampler ensures that |[e]|oc <

v/ (n+ 1)w (see Remark 4.19). It then outputs:

A
C= (STA+GT> +mG.

For m € {0,1}*, we define GSWpase.Encg(m; sd) to be the concatenation of encryptions of each
bit in m.

Z((]n—&-l)x(n'*'l)w, GSW,se-Decs proceeds as follows:

+ Decryption: On input C €
- Letw «+ ZZH such that w = (0,0,...,0, |¢g/2])".
- Compute = (—s"|1) - C- G~ (w).
- If u € (—q/4,q/4), output 0. Else, output 1.
Note that the decryption circuit has depth poly(log n, log log ¢) = poly(log A, log D).
« Homomorphic computation:
- GSW)yase.NANDEval(Cy, C5) : On input two ciphertext Cy, Co € Z((Zn+1)x(n+1)w, the algo-
rithm outputs G — C; - G~ (Cy).
- GSWyaee.Eval(f,Cy,...,C,): For a NAND circuit f of depth at most d, first label each input
of f with C; appropriately. Then, implement GSW,se.NANDEval in topological ordering of
f- Output the ciphertext associated the output wires of f.

64



Algorithm 2 Leveled GSW encryption scheme for circuits of depth d, satisfying malicious gate correctness.
This scheme uses the base scheme in Algorithm 1 as a subroutine.

Let D(\) be a polynomial such that the base scheme GSWy,se on parameter (A, D = D())) has a
decryption circuit of depth less than D — Dy, where Dy is a fixed constant representing the maximal
depth of NAND-circuit representation of 2-bit to 1-bit functions. Note that such D(\) exists since the
decryption circuit of GSW\,,¢. has depth poly(log A, log D).

Key generation: GSW.Gen(1*,1%) :

« Run GSWy,e..Gen(1*,17) for d + 1 times to obtain secret keys sk, . . . , skgq.
« Compute ek; <= GSWh,se.Encyy,,, (sk;) fori =0,...,d — 1.
« Output (sk = (sko, . ..,skq),ek = (eko,...,ekq_1)).

Encryption: GSW.Encg(m) = GSWhase.Encgy, (m) (ie. encrypt under key skg using the base scheme).
Decryption: GSW.Decgy (7, ct) = GSWhyase.Dec(sk;, C). (i.e. decrypt under the i-th level secret key sk;
using the base scheme).

Homomorphic Gate Evaluation: GSW.GateEvalg( f, i, cty, cta),

+ Rewrite f as a NAND circuit (of depth at most D).

« Compute fc, c, (s) be the NAND circuit that does the following:
— Compute my, < GSWy,ee.Decg(Cy).
- Output f(mg, my).

« Output P < GSWp,ee.Eval(fc, c,,eki) (ie. treat ek; as a FHE ciphertext, and homomorphically
evaluate the circuit fc,,c, on ek;).

Homomorphic Circuit Evaluation: GSW.Eval(f,Cy,...,Cy): Given a circuit f of depth at most d
and ciphertexts C, . .., C), for the input bits, evaluate gate by gate using GSW.GateEval(+, ).

where A «+ Zngw(nH), S ZZ, e Dgué(nﬂ), and u + Z];w(n+1). Let Dy, D5 be the distributions

ECl , recall that Dy ~ e o Do.

defined by Gen, Geng, respectively. By LWE | Fw(n+1),q.0

Let A be the following circuit:
A A
A( T> = <VT> + (mp1G | mp2G |- | G).

v

It can then be proved that Ao Geny, Ao Gens are functionally equivalent to Hj, 1, Hy o, respectively. Choose
a constant ¢ > 1 such that the size of A is at most (¢ — 1)¢. Therefore, by the Reduction Lemma, we have
that /Hb71 Rit,e /Hb’g. L]

Lemma 8.6. PV, ”H(t)’?gse = 7“??256-

Proof. We argue in the theory PV;. Note that both Hy > and H; 3 sample sk := s from sd;, and sample
Aq,... A, € ZZX(nH)w anduf,...,u; € {0, 1}(+Dw from sdy. In the rest of the proof, we will identify
sdy and s™ € {0, 1}("+1)w, and identify Aq,..., Ay, uf,...,u; and sdy for simplicity. It can be verify that
this is without loss of generality.

Let f,g : {0, 1}t — {0, 1}(*+17 be the following circuits:

f(s, A u) := (S,A,ﬁ); g(s,A,ﬁ) = (s, A,u), (8.3)
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where

(1$> = (3) + ((m11 —mo1)G | (m1a —mo2)G |- | (m1g —mox)G),
<1?T> . <3> — ((m1g =mo1)G [ (m12 —mo2)G |- [ (mix —mok)G).

By the definition, it is easy to verify that f o g = g o f = id(}1),. Moreover, one can see that Hy 2 o f and

H; 2 are functionally equivalent and it is provable in PV;. This concludes that 7—[8?256 = Hbase. O

Applying hybrid argument. We are now ready to prove the security of GSWpase. Let D(A), t(A), k(A) €
poly(A) be PV functions. Recall that we set n(\) = (AD)?2, ¢(\) = 2*P, and 0 = 3AD. Let £ = ((\) =
(n + 1)%log q be the length of the secret key and ciphertext for one-bit encryption, and r = 7(\, D) be the
seed length of GSW\y,se.Gen and GSWy,ee.Enc.

Let Gen,, : {0,1}(++D7 — {0, 1}%* be the circuit that, given (sd, sd2), runs GSWp,ee.Gen (14, 1%; sd;)
to obtain sk, and outputs GSWpase.Encgy (12; sd2 ). Let H22¢ be the distribution defined by Gen,,.

Theorem 8.7 (Security of GSW Base Encryption). For all PV functions D(\),t(\),k(\) : Log — Log
that are polynomials in A, there exists a number \g € N such that the following sentence is provable in

APC,[BPP, LWE, SXDH]: For every A > Ao and strings mg,m; € {0,1}%(), HS;‘“ ~H(N),1/t(N) ”Hf;ffe.

Proof. We argue in APC;[BPP,LWE,SXDH]. Let D = D()),t = t(\),k = k(\) : Log — Log be
polynomials in A and let A\g € N to be determined later. Fix A > A\ and m;,ma € {0, 1}*. We can observe
that Hbase and 'Hbase are defined by exactly the same circuits, so it suffices to prove that 7—[8 TR ’Htff‘fe

Let ¢ € N be the constant in Lemma 8.5. Recall that in the theory APC;[BPP, LWE, SXDH], we
have sentences in LWE), as axioms for some function Xolp1sp2, p3, pa, ps). Let ' == ¢ - (5t)°. We set
Ao == Ay[n, kw(n + 1),q,0,t'] € N. It follows that the sentence

/ ,1/t
VA > )\ LWEn Jkw(n+1),q,0

isinLWEy, C APC, [BPP, LWE, SXDH]. Therefore, we have that LWE /", = holds and by Lemma.5,
we can conclude that Hbase Ro5¢,1/(5t) Hbase forb € {0,1}.

Moreover, as ’Hbase = ’Hll’azse, we know by the Isomorphism Lemma that 7—[0 5 N5t.1/(5¢) HE %°. Then
by Hybrid Argument we have that Hbase N51,4/(50) ’Hl ¢, which immediately implies that Hbase S
bease. n

8.5 Security Analysis for Leveled GSW

We are now ready to prove the security of leveled GSW. Let d, t, k, A € Log. Let R = R(\, d) € Log be the
seed length of GSW.Gen and GSW.Enc, and D()\) be a polynomial such that the base scheme GSWp,ge
on parameter (A, D = D(\)) has a decryption circuit of depth less than D — Dy, where Dj is a fixed
constant representing the maximal depth of NAND-circuit representation of 2-bit to 1-bit functions. We
use r = (A, D) € Log to denote the seed length of GSWpase.Gen and GSWpase.Enc. Recall that we choose
= (AD)2,q = 22D "and o = 3AD. Our goal is to prove that there exists a function \g [p1, P2, p3] such
that every sentence in FHESecure),, is true, where FHE.x is implemented by GSW.x (see Algorithm 2).
We will first define a sequence of hybrids used in the security proof. Recall that d is the depth of the
circuit to evaluate. For i € {0,1,...,d} and m € {0, 1}*, we define a hybrid H,, ; as follows.
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Hybrid H,, ;. We define H,,; : {0, 1}(*+Dr (Z((Znﬂ)xw(nﬂ))d”‘*'k as the following circuit. The input
is parsed as (sdq,sd2) € {0,1}" x {0, 1}*", where sd; is the seed for GSW.Gen and sd is the seed for
GSW.Enc (to encrypt a k-bit message). Recall that the secret key of GSWhase is of form Zj. The circuit
H,, ; generates:

« Secret keys sko, ski, . .., skq € Zj for GSWase independently from GSWpase.Gen (17, 17).
« Real evaluation keys: eko, . . ., ek;_1, where ek; := GSWhase.Encqy;_, (sk;) for 0 < j < i.
« Fake evaluation keys: ek;, . .., eky_1, where ek; := GSWpase.Encg,,, (0") fori < j < d.

It then runs GSWhase.Encsi, (1) to obtain the ciphertext ct,,, and outputs (ek = (eko, eki, ..., ek4_1), cty,).
Let H,,; be the distribution defined by the circuit H,, ;.

Lemma 8.8. For every PV functions d(\),t()), k()\) : Log — Log that are polynomials in \, there is a
constant \g € N such that APC{[BPP, LWE, SXDH] proves the following sentence. For every A > \g and
i € [d(\)] and messagem € {0,1}*M), H,, . 4 R0, 1/t () Hmi-

Proof. Fixd = d(\),t = t(\), and k = k(). Let A\g € N be a constant to be determined later. We argue in
APC;[BPP, LWE, SXDH]. Fix A > X, i € [d()\)], and message m € {0, 1}*.

Let o C [(k + 1)r] be all but the parts of the seed used to sample sk; and the encryption randomness of
ek;_1. By the Averaging Argument for Indistinguishable Distribution, it suffices to prove that for every
assignment p to bits in o, Hni—1lp ~1/¢ Him,ilp- Notice that both H,, i1/, and Hy, i, can be viewed
as the direct product of two distributions: ek;_; and (eko, . .., ek;_2, €k;, ..., ekg_1, ct). The second part
takes no seed, and H,, ;1 and H,, ; are identical on the second part. By the Independent Side-Information
Corollary, it suffices to prove that the following two distributions are (¢, 1/t)-indistinguishable:

« H;, ;1 is the distribution defined by the circuit H,;, ; ; : {0, 1}ntr (Zénﬂ)xw(nﬂ))”. Given
n 4+ 1 independent seeds of length 7, it runs GSWp,se.Gen (1%, 17) to generate sk;, and then outputs
GSWhase.Ence; (0™) using n independent seeds (as [sk;—1| = n).

« Hz,; is the distribution defined by the circuit Hy, ; : {0, 1} — ("> yn - Given
n 4+ 1 independent seeds of length 7, it runs GSWpase.Gen (1%, 17) to generate sk;, and then outputs
GSWhase-Encei, (ski—1) using n independent seeds. Note that sk;_; has been fixed given p.

Notice that H* H?, ; are exactly the distributions H52%®, 7-[5;:': in the Security of GSW Base Encryption.

m,i—1
Therefore, there exists a constant )y such that when A > A,

* ~ k
Hm,i—1|p ~t,1/t Hm,i p-

This completes the proof. 0

Lemma 8.9. For every PV functions d(\),t(\), k(\) : Log — Log that are polynomials in \, there is a
constant Ao € N such that APC,[BPP,LWE, SXDH] proves the following sentence. For every mgy, m; €
{07 1}k(>\): Hmo,o %t,l/t %mho-

Proof Sketch. The proof is similar to that of Lemma 8.8, so we will only sketch the proof. We argue in
APC,[BPP,LWE,SXDH]. Fix d = d(\),t = t(A\),k = k(\) and A > Ao, where )\ is to be determined
later. Let mg, my € {0, 1}V, As all evaluation keys are fake in Hino,0 and H,p, o, both distributions can
be viewed as the direct product of (eko, ..., ek;_1) and ct. By the Product Hybrid Lemma, it suffices to
prove that these two distributions are indistinguishable on the second part.
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Notice that the second parts are exactly the encryptions of mg and m;. We can then conclude by the
Security of GSW Base Encryption that for sufficiently large A > Ag, the second parts of the two distributions
are (t, 1/t)-indistinguishable. O

Wrapping up with hybrid argument. We can then conclude the security of the FHE scheme GSW.x
by hybrid argument. Recall that FHESecure), states that for every PV functions d, ¢, k : Log — Log that
are polynomials and any \ > \o[d, ¢, k], any mg, m1 € {0, 1}*(N), the encryption distributions of mg and
m (see Definition 8.3) are (¢, 1/t)-indistinguishable.

Theorem 8.10 (Leveled GSW Security Theorem). There exists a function \[p1, p2, p3] from PV functions
p1,p2,p3 - Log — Log such that APC;[BPP,LWE, SXDH] proves every sentence in FHESecurey,, when
FHE.x are implemented by GSW .x.

Proof. Fix any PV functions d = d()),t = t(\), k = k() that are polynomials and let \g = \o[d, ¢, k] € N
be a constant to be determined later. Fix any mg, m; € {0,1}*, and let ¢/ = 2dt € poly()).

Note that the encryption distributions of mg and m; are exactly the hybrids H,,, 4 and H,,, 4 defined
above. Notice that by Lemma 8.8 and Lemma 8.9, there exists a constant Ay such that when A > ),

Himo,d RV Himg,d—1 Ry 1/t =y Hing,0 Ry 1/t Himi 0 Ry - =y Hony d-

By Hybrid Argument, we have that H,, 4 ~¢ 24/t Hm, 4. This immediately implies that H,,,a =~ 1/
Hmydas2d/t' =1/tand t’ > t. O

8.6 Efficiency and Correctness

Finally, we briefly discuss why the efficiency and correctness of the leveled GSW scheme (Algorithm 2)
can be proved. The efficiency directly follows from the fact that in the leveled GSW scheme, the key for
each level, the ciphertext, and the GateEval operations all corresponds to elements in GSWp,s. on a fixed
parameter D(\). Similarly, the encryption correctness of the leveled GSW scheme corresponds to the
correctness of GSWp,ee.Enc and GSW\,¢e.Dec, while the malicious gate correctness of the leveled GSW
scheme corresponds to the correctness of GSW\,se.Eval and GSWy,,¢..Dec. All these correctness properties
of GSWpase was shown to be provable in PV in [JKLM25].

9 Somewhere Extractable Hashing

Syntax. A somewhere statistically binding (SEH) hash scheme is a type of algorithms (SEH.Gen,
SEH.TGen, SEH.Hash, SEH.Open, SEH.Ver, SEH.Ext) with the following syntax:

Gen(1*,1%) — hk. On input a security parameter 1%, message length 1V, a locality parameter 1'°°, and
outputs a hash key hk.

TGen(1*,1V,4 € [N]) — (hk*,td). On input a security parameter 1%, message length 1V, a locality pa-
rameter 1'°¢ and in index i € [N], outputs a hash key hk* along with a trapdoor td.

Hash(hk,x € {0,1}") — 7. On input a hash key hk and a string x, output a hash value 7.
Open(hk, x,i) — p. On input a hash key hk, a string x € {0, 1}"" and an index i € [N], output a “local

opening” p.
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Ver(hk, 7,4,y,p) — 0/1. On input a hash key hk, hash value 7, index i € [N], symbol y € {0,1} and
opening p, the verification algorithm decides to accept or reject the local opening.

Ext(hk*,td, 7) — y. On input the hash key hk*, trapdoor td and hash value 7, the extraction algorithm
outputs the bit x; (the index which was chosen during the TGen algorithm).

Definition 9.1. A somewhere statistically binding (SEH) family (SEH.Gen, SEH.T Gen, SEH.Hash, SEH.Open,
SEH.Ver, SEH.Ext) is required to satisfy the following properties:

Succinct Key. The size of the key is bounded by poly (A, |S],log V).

Succinct Hash. The size of the hash value c is bounded by poly(\, |S|,log V).

Succinct Local Opening. The size of the local opening 7; <— Open(K, m, i, 7) isatmost poly(A, |S|,log N).
Succinct Verification. The running time of the verification algorithm is bounded by poly(A, |S],log N).

Key Indistinguishability. For any non-uniform PPT adversary .4 and any polynomial N = N (), there
exists a negligible function v(\) such that for all i* € [N]

‘Pr [S — A1, 1Y), hk < Gen(1*, 1Y) : A(hk) = 1| —

Pr|S + A(1*, 1Y), (hk*,td) « TGen(1*,1V,4%) : A(hk*) = 1} ' < v(\).

Opening Completeness. For any hash key hk, any message x = (1, ...,zy) € {0,1}", any random-
ness r, and any index i € [N], we have

Pr [r < Hash(hk, x), m; < Open(hk,x,i) : Ver(hk, 7, 2,4, p;) = 1] = 1.

Extraction Correctness. For any subset i* € [N], any trapdoor key (hk*, td) < TGen(1*, 1V, S), any
hash 7, any bit z;+, and any proof m;, we have

Pr [Ver(hk, 7, z;«,i", pi») = 1 = Ext(7,td)|;» = 24+] = 1.
Since the extracted value Ext(7, td)|;« is unique, the extraction correctness implies statistical binding
property.
9.1 Formalization of SEH in APC, + “prBPP = prP”

Formalization of functions. We formalize the deterministic functions SEH.Hash, SEH.Open, SEH.Ver,
SEH.Ext as PV functions. We formalize the probabilistic functions SEH.Gen and SEH. T Gen as PV functions
that additionally take a random seed sd. For simplicity, suppose that the seed length for both of these
algorithms are r(\, N).

Formalization of completeness and correctness. In this work, we will focus on schemes which have
perfect opening completeness and extraction correctness. Essentially, we will require that these equations can

be formalized and proven in PV;.
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Formalization of security. It remains to formalize the security of SEH. Informally, it states that for all
i € [N], an honestly generated hash key hk < Gen(1*) and a trapdoor mode hash key hk* generated via
(hk*,td) <— TGen(1*,4) are indistinguishable.

We parameterize SEH security via A. Let £ = ¢(\, V) be length of the hash key and = r(\, V) be the
number of random bits required by TGen, where ¢, € Log. We define Gen; : {0,1}" — {0, 1}" be the
following circuit:

« Fori = 0, Geng(sd) calls SEH.Gen(1%;sd) and outputs hk.
« Fori € [N], Gen;(sd) calls SEH.TGen (1%, 4;sd) to generate (hk, td), and outputs hk.
The security of the scheme states that for all i € [IV], the distributions of Geng and Gen; are indistinguishable.

Definition 9.2 (Parametrized SEH security, in APCy + “prBPP = prP”.). Fix PV functions SEHash.Gen
and SEHash.TGen, and A € N, ¢ > 0. Let = (A, N) be the number of random bits used by Gen and
TGen, and let £(\, N) denote the key length, where ¢,7 € Log. Let Geng, Gen; : {0,1}" — {0, 1} for
i € [N] be defined as above.

Let D; for j € {0} U [N] be the distribution corresponding to Gen;. The formula SEHSecureg\’fN in the
language of APCy + “prBPP = prP” is defined as

Vi € [N],DO Rote D;.

Definition 9.3 (SEH security, in APC; + “prBPP = prP”). Fix PV functions (SEH.Gen, SEH.TGen,
SEH.Hash, SEH.Open, SEH.Ver, SEH.Ext) and polynomials ¢, N : Log — Log. Let A¢[p1, p2] be a mapping
from polynomials to N which specifies the largest security parameter for which the SEH scheme is not
secure.

We define SEHSecure) as the following set of sentences: For all PV functions that are polynomials
N (M), it includes the sentence

V> )\o[t, N], SEHSeCureg(j‘\)fv(&/)t()\)'

9.2 HW SEH Construction

In this section, we recall the SEH construction of Hubacek and Wichs [HW15]. We slightly modified the
construction so that we can build it from secret key FHE formulated in Definition 8.1.

Construction 9.4 (Somewhere extractable Hash, [HW15]). In the following, we interchangeably parse an
integer ¢ € [N] as a bit string (1, é2, .. .,%r) of length L = [log N|. For a binary tree of depth L, we view
the root node as level 0 and the leaf nodes as level L. For a node at level /, we index the nodes from left
to right by bit strings {0, 1}/, and the children of a node v are indexed by v||0 and v||1. The root node is
indexed by the empty string €.

Let FHE = (FHE.Gen, FHE.Enc, FHE.Eval, FHE.Dec) be a (secret-key) fully homomorphic encryption
scheme (Definition 8.1). For all A € N, let d), be an efficiently computable bound such that the circuit depth
of FHE.Dec on parameter (dy, \) is smaller than dy. Let s = s(\) be the secret key length of the FHE
scheme on parameter (\, d)), and r = r(\) be the encryption randomness length of the same parameters.

We now construct a SEH scheme (SEH.Gen, SEH.TGen, SEH.Hash, SEH.Open, SEH.Ver, SEH.Ext) as

follows:
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. Gen(1*,1M): Set tree depth parameter L = [log N]. For each ¢ = 0,...,L, generate FHE
key pairs (skg,eky) ¢« FHE.Gen(1*,1%) for £ = 0,...,L. For all £ € [L], compute cipher-
texts ¢y = FHE.EncSkéil(Oerl). Finally, compute two ciphertexts ¢g = FHE.Encg, (0) and ¢; =
FHE.Encg, (1). Output the hash key hk = (eko, ..., ekg,c1,...,cr, ¢, ¢1).

« TGen(1*,1V,i € [N]): Set tree depth parameter L = [log N|. Generate L + 1 pairs of keys
(ske, ekg) < FHE.Gen(1*) for £ = 0,..., L. Parse i € [N] as a bit string (i1, 42, ...,ir). For all
¢ € [L], compute ciphertexts ¢y = FHE.Encg,_, (sk¢||i¢). Finally, compute two ciphertexts ¢y =
FHE.Encg, (0) and ¢; = FHE.Encg, (1). Output the hashkey hk* = (eko, ..., ekr,c1,. .., cr, o, ¢1)
and the trapdoor td = sky..

« Hash(hk,x € {0,1}"): Parse hk = (eko, ...,ekr,c1,...,cr, éo, ¢1). The algorithm computes hash
values along a binary tree of depth L bottom-up through the following procedure.

— For each leaf node i € {0, 1}%, set h; = ¢é,, as the ciphertext for bit z; precomputed in the hash
key. We set z; = 01if i > N.

— For the (-th level of the tree, for each node j € {0, 1}, let ctg = hjjjo and ct; = hj; be the ci-
phertexts associated with the left and right children. Compute h; = FHE.Evalex, | (Fetgct; s Ce)s
where the circuit F' is defined as:

Fetg ct, (sk, b) = FHE.Decgy(ctp)
Note that the FHE evaluation of Fiy, ct, is a deterministic operation.

The algorithm outputs the root hash value 7 = h..

« Open(hk,x,): Parse hk = (eko,...,ekr,c1,...,cp, ¢y, ¢1). Parsei € [N]asabitstring (i1, 42, ...,71).
The algorithm first computes the hash tree as in Hash(hk, x) to obtain all the intermediate hash
values h, for each node v € {0, 1}=¥. For ¢ € [1, L], let iy = (i1,...,1 — i;) be the nodes on the
copath of the path from the root to the leaf i. Output the local opening p = (hz,, ..., h;, ).

Ver(hk, 7,14, y, p): Parse hk = (eko, ..., ek, c1,...,cr, ¢, ¢1),indexi € [N]asabit string (i1, 42, . ..,1i1),
and local opening p = (hj,, ..., h;, ). The algorithm first compute the hash value on index 7 by

h; = ¢,. Then, for { = L, L —1,...,1, it computes the hash value on the path from the leaf i to the

root as follows:

. FHE.Evalek, , (Fn,, i,z o), ifie =0
Hoete=1 cr), ifig =1

FHE.EvaIekeil(FhQ’h.

Finally, the algorithm accepts if and only if A, = 7.

Ext(hk*,td, 7): Parse hk* = (eko,...,ekr,c1,...,cp,Co,¢1), td = skz. The algorithm outputs
y = FHE.Dec, (7).

9.3 Security Analysis of SEH

In the following, let £(\, V) be the length of the hash key on parameter (A, N), and let (A, N) be the
length of the randomness used by Gen and TGen.
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Theorem 9.5 (SEH Opening Completeness Theorem). PV proves the following sentence:
VA, N € Log, Vhk € {0,1}** M) x € {0,1}",i € [N], Ver(hk, Hash(hk,x), i, x;, Open(hk, x,i)) = 1

The completeness proof follows by inductively expanding the deterministic algorithms Hash, Open and
Ver. It is nearly identical to the proof in [JKLM25, Section9.3].

Theorem 9.6 (SEH Extraction Correctness Theorem). Let FHEc., be the correctness properties of FHE defined
in Definition 8.1, including malicious gate correctness. Then, PV + FHE o, proves the following sentence:

VA, N € Log, Vi* € [N],sd € {0,1}" V7 € {0,1}*MN) 4 € {0,1}, p € {0, 1}F,
(hk*,td) = TGen(1*,1V,i*;sd) A Ver(hk*, 7,i*,y, p) = 1 = Ext(hk*,td,7) =y

where rgep is the randomness length of TGen on parameter (A, N).

Proof. We first prove that, in the execution of Ver(hk*, 7,i*, y, p), the intermediate hash values h;, _ ;, for

all{ =0,..., L satisfies FHE.Decg, (hi,,...i;,) = ¥.
For the base case £/ = L, h;, .. i, = ¢y, and by the definition of ¢, in TGen, ¢, is an encryption of y
under sky,. Therefore by FHEc,, we have FHE.Decg, (hi,,...i;) = .

For the inductive case, suppose that for some ¢ € [L], we have FHE.Decq, (h;, . i,) = y. By the
definition of Ver, we have

b FHE.EVE)|6|<£71(Fhi1 _____ ie’h%’ce)’ ifip, =0
Hortemt FHE Evalek, , (Fi; .

L

cp), ifig =1

where ¢, = FHE.Ency,_, (ske||i) as defined in TGen. By FHEco,, we know FHE.Decy, , (¢/) = skg||ie.
Furthermore, the circuit Fy, | hi, has depth 1 plus the depth of FHE.Dec, and thus by definition is no
more than d). Therefore, by applying the malicious evaluation correctness in FHEc.,, we have

FHE.Decs, , (hiy,...ip 1) = { e

,,,,,

which, by the definition of F, can be rewritten as
FHE-DeCskg_l(hil,...,ig,l) = FHE.Decské (h’i17~~-,i£) =Y.

By induction, we have proved that for all ¢ = 0, ..., L, FHE.Decg, (h;,,...;,) = y. In particular, for
the root node, we have FHE.Decg,(h:) = y. Since Ver(hk*, 7,i*,y,p) = 1 implies h. = 7, we have
FHE.Decg, (7) = v, and thus by the definition of Ext, Ext(hk*,td, 7) = y. O

Theorem 9.7 (SEH Security Theorem). Let FHESecure be the semantic security property of FHE defined
in Definition 8.4. Then, APC; 4+ “prBPP = prP” + FHESecure), proves the SEHash security property
SEHSecurey, (Definition 9.3) of Construction 9.4 for some suitable A)-

Proof. Fixany A, N € Log and any index i* € [N], let d = d) be an efficiently computable bound such that
the circuit depth of FHE.Dec on parameter (dy, \) is smaller than dy. Let s = s(\) be the secret key length
of the FHE scheme on parameter (), dy), as defined in Construction 9.4. We define the hybrid circuits #;
for j =0,..., L, which operates as follows:
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. Set tree depth parameter L = [log N]. Generate L + 1 pairs of keys (sk¢, eky) < FHE.Gen(1*) for
¢=0,...,L. Parse ¢ € [N] as a bit string (i1, i2,...,iL).

« For all ¢ € [j], compute ciphertexts ¢, = FHE.Encg, , (0571).
« Forall € [j + 1, L], compute ciphertexts ¢, = FHE.Encgy,_, (skel|i¢).
« Finally, compute two ciphertexts ¢y = FHE.Encg, (0) and ¢ = FHE.Encgy, (1).

It is easy to see that #, is identically distributed to the output of Gen(1*,1V), and Hy is identically
distributed to the crs outputted by TGen (1}, 1%V, *).

We now prove that each neighboring hybrids are indistinguishable assuming the semantic security of
FHE (Definition 8.3).

Lemma 9.8. Forallj=0,...,L — 1, APCy 4+ “prBPP = prP”+ FHESecuret;’fel"f proves the following

sentence:
Hj ~ie Hjtr

where tgen is the upper bound of the circuit size of Gen and TGen on parameter (A, N).

Proof. Observe that the only difference between H; and ;1 is in the computation of ¢; 1. In H;, ¢j11
is an encryption of skj1(|%;41 under sk;, while in H;,1, ¢j41 is an encryption of 0°*! under sk;j. Also
note that not that in both hybrids, ¢; is an encryption of 0°*1, independent of the j-th level secret key sk;.
Therefore, we can consider the two following circuits generating c;1:

« Go(sd = (sdj,sdjt1,5dEnc j)): Sample (from seed sd’)
(skj, ek;) + FHE.Gen(1%;sd;),
(skjt1,ekjr1) + FHE.Gen(1%;sd;11),
and compute c;1 = FHE.Encgy; (skj11[4j+1; SdEnc,j). Output (ekj, cji1,ek;y1,5kjt1).
« Gi(sd"): Same as Go(sd’), but compute ¢;;1 = FHE.Encg, (05T1).

It is obvious that H; = C o Gg and Hj;1 = C o G for some appropriate circuit C' of size at most ¢gen.
Therefore by the Reduction Lemma, we have

GO Rt—tgene G1 F Hj Rie Hjtr

Finally, for every partial assignment of sd; 1 in Gg and G, the two circuits exactly corresponds to the
distributions for the parameterized FHE security Definition 8.3 where (mg,m1) = (skjt1//ij41,051).
Therefore
t—t, ens ~
FHESeCUI’ed’S_iG_L; F Go‘sderl ot —tGen,E Gl ’sdj+17

The lemma now follows by applying the Averaging Argument for Indistinguishable Distribution. O
By combining the above lemma for all j =0, ..., L — 1 with the Hybrid Argument, we have
FH ESecurerstﬁeﬂ’)\LE = Ho Rt—teene Hi-

Therefore, by setting Ay[t, N] = Ao[d, max(t — tgen, Lt), s + 1], every sentence in SEHSecure,, can be
proven in APC; + “prBPP = prP” + FHESecure),. O
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10 Batch Arguments for NP

Syntax. A Batch Argument scheme (BARG) for NP consists of algorithms BARG.(Gen, Prove, Ver, TGen,
Ext) with the following syntax:

. Gen(1*,1™,1% 1%) — crs: On input the security parameter A, batch size m, the circuit size upper-
bound s, and the extraction size upperbound L, outputs a common reference string crs.

« TGen(1*,1™,1%,11, S C [m]) — (crs*,td): On input the security parameter ), batch size m, the
circuit size upperbound s, the extraction size upperbound L, and a set of indices S C [m] with size
at most L, outputs a common reference string crs* and a trapdoor td.

« Prove(crs, C, (x1,...,Xm), (¥1,---,¥m)) — m: Oninput the common reference string crs, a relation
circuit C : {0,1}" x {0,1}* — {0, 1} of size at most s, m statements X, ..., X, € {0,1}", and m
witnesses y1, . .., ¥m € {0,1}" such that C(x;,y;) = 1 for all j € [m], outputs a proof 7.

« Ver(crs, C, (X1, ...,Xm), ) — {0,1}: On input the common reference string crs, a relation circuit
C :{0,1}" x {0,1}"* — {0, 1} of size at most s, m statements x1, ..., X,, € {0,1}", and a proof ,
outputs a bit indicating whether to accept or reject the proof.

« Extract(crs*,td, C, (x1,...,%Xm), ) = {¥]}ics: On input the common reference string crs*, the
trapdoor td, a relation circuit C' : {0,1}" x {0,1}* — {0,1} of size at most s, m statements
X1i,...,%Xm € {0,1}", and a proof 7, outputs the extracted witness y; = y; for each i € S (the
indices set which was chosen during the T Gen algorithm).

We say that a BARG scheme supports single point extraction if the TGen and Extract algorithms only take
a single index i* € [m)] as input/output instead of a set S C [m]. In this case, we omit the 17 input in Gen
and TGen. In Section 10.5, we show that BARG with single point extraction implies general BARG via
parallel repetition.

Definition 10.1 (Batch Argument). A Batch Argument scheme BARG.(Gen, Prove, Ver, TGen, Ext) is
required to satisfy the following properties:

Succinct Proof. The size of the proof 7 is bounded by poly(\, s,log m, L).

Correctness. Forall \,m, s, L € N, all relation circuit C : {0,1}" x {0,1}* — {0,1} of size at most s,
and any instances (X, ..., X;,) and witnesses (y1, ..., ¥m) such that C(x;,y;) = 1 for all i € [m],
and all crs <— Gen(1*,1™,1%, 1), it holds that

Ver(crs, C, (X1, ..., Xm), Prove(crs, C, (X1, ..., Xm), (¥1,---,¥m))) = L.

CRS indistinguishability. For all polynomial sized adversaries A, there exists a negligible function
negl(\) such that for all A € N, m, s, L € poly(\), and all S C [m] where |S| < L(\), it holds that

Pr[A(crs) = 1| crs < Gen(1*,1™,1%,1%)]

< negl(\).
— Pr[A(crs) = 1| (crs, td) « TGen(1*,1™,1%, 18, 8)]| — i)
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Somewhere Extractability. For all \,m,s, L € N, all indices set S C [m], all relation circuit C' :
{0,1}"x {0,1}" — {0, 1} of size at most s, all instances (X1, . . . , X, ), all proof 7, and all (crs, td) <
TGen(1*,1™,1%,1%S), it holds that

Vit e S,
Ver(crs, C, (X1, ...,Xm),m) =1 = C(x;+, Extract;=(td, C, (x1,...,Xm), 7)) = 1,

where Extract;«(-) denotes the extracted value on index i*.

10.1 Formalization of BARG in APC, + “prBPP = prP”

In this section, we formalize the syntax and security properties of BARG in APC; + “prBPP = prP”. We
note that all the formalization extends to BARG with single point extraction by fixing L = 1.

Formalization of functions. Similar to Section 8.2, we formalize deterministic algorithms BARG.Prove,
BARG.Ver, BARG.Extract as PV functions, and BARG.Gen, BARG.TGen as PV functions that additionally
takes random seed sd of length (A, m, s, L) = poly(\, m, s, L) as input.

Formalization of correctness. For simplicity, we focus on perfectly secure BARG schemes in this work.
Correctness can thus be formalized as the following sentence in the language of PV, denoted by BARGcor:
For all \,m, s € Log, all relation circuit C' : {0,1}" x {0,1}* — {0,1} of size at most s, all instances
(X1,...,%Xn) and witnesses (y1, ..., ¥m), all random seed sd € {0, 1} %) if C(x;,y;) = 1 for every
i € [m], then

Ver(crs, C, (X1, ... ,Xm), Prove(crs, C, (X1, ..., Xm), (¥1,---,¥m))) =1

where crs := Gen(1*,1™,1%,1%; sd). Note that this is a universal sentence in the language of PV, thus it
can also be formulated as an equivalent PV equation (see [Li25, Chapter 3]).

Formalization of somewhere extractability. In this work, we adopt perfect extractability by adding
appropriate rejection in the construction of BARG.T Gen. The somewhere extractability property can thus
be formalized as the following universal sentence in PV (or equivalently, a PV equation), denoted by
BARGext: For all \,m, s, L € Log, all relation circuit C : {0, 1}" x {0,1}* — {0, 1} of size at most s, all
instances (X1, ..., %), all proof , all indices set S C [m], and all random seed sd € {0, 1}"(Am5.L),

Ver(crs, C, (z1, ..., &), ™) =1
= Vi* €S, C(xi*, Extract;« (crs, td, C, (xq, . . . ,xm),w)) =1

where (crs, td) := TGen(1*,1™,1°, 1%, S;sd), and Extract;- is the subroutine of Extract that only outputs
the extracted witness on index 7*.

Formalization of CRS indistinguishability. Similar to Section 4.3 and 8.2, we start by formalizing the
parameterized CRS indistinguishability for BARG.

Definition 10.2 (Parameterized CRS Indistinguishability for BARG, in APC; + “prBPP = prP”). Let
r(A\,m, s, L) be the length of the random seed taken by BARG.Gen and BARG.TGen, and ¢(\,m, s, L)

75



be the length of the common reference string generated by BARG.Gen and BARG.T Gen. For all indices
set S C [m] where |S| < L, we define Geng’m’s’L :{0,1}rAms L)y L0, 11¢Ams.L) e the following
circuits:

. Geny™*(sd) = Gen(1*,1™, 1%, 1, sd),
« For S C [m], Gen:\g’m’S’L(sd) computes (crs, td) = TGen(1*,1™ 1%, 1%, S;sd) and outputs crs.

Let Ds for be the distribution corresponding to Genf‘g’m’s’L(sd). The sentence BARGindi\’Em sz, in the
language of APC; + “prBPP = prP” is defined as

VS C [m] where |S| < L, Dg =~ Ds.

Definition 10.3 (CRS Indistinguishability for BARG, in APC; + “prBPP = prP”). Let \o[t,m, s| be a
mapping from polynomials to N which specifies the largest security parameter for which CRS indistin-
guishability does not hold. We define BARGind ), as the following set of sentences: For all PV functions
t(A),m(N), s(A), L(\) : Log — Log that are polynomials, it includes the sentence

(N, 1/E()
V)\ > )\O [t, m, 5, L], BARGInd)\7m(A)78()\),L(A)

10.2 WW BARG Construction

In this section, we recall the BARG construction for single point extraction of Waters and Wu [WW?22].
The construction is mainly identical to the presentation in [WW22], but simplified to be based on SXDH
assumption for easier formalization in APC; +“prBPP = prP”. See Remark 10.5 for the full list of differences
with the original construction.

Notation. Fix a bilinear group description G = (1/\, 1%, p, Map, Val, Add, Mul, Pair) as described in Sec-
tion 4.4. We denote the group elements Map(a, b) by [a], € {0,1}" for b € {1,2,T}. We use [a], + [d']5
to denote Add([a]y, [a']5), c[a], to denote Mul(c, [alp), and [a]1[b]2 or [al]; - [b]2 to denote Pair([al1, [b]2).
For matrix A € Z;*™, we use [A], to denote elementwise mapping and extend the remaining operations
naturally.

Construction 10.4 (WW BARG [WW22]). In the following, the relation circuit C' is always parsed as a
circuit consisting only NAND gates.
Let GroupGen be a prime-order bilinear group generator. The BARG is constructed as follows.

. Gen(1*,1™,1%): On input security parameter )\, the number of instances m, and the circuit size
upper bound s, the algorithm does the following:

- Run GroupGen(1?) to obtain G = (1%, p, Map, Val, Add, Mul, Pair).

— Sample m, m < ZI%.

— For each i € [m], sample o, &; < Z, and set a; = a;m, a; = G;Mm. Set a = Zie[m] a;,a=
— For each i, j € [m] where i # j, sample r; ; < Z,, and set
bz"j = (aiolj + nvj)m, b@j = —TiJﬁl. (10.1)
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Output crs = (G, [mly, [thly, (a1, [&]z, {[ai]1, [&il2}iepm) {[Dij]1, Bijl2}ijepmyizs)

« TGen(1*,1™,1%,4*): The trapdoor CRS generation algorithm samples a different CRS as follows. The
difference with the normal setup is highlighted.

Run GroupGen(1*) to obtain G = (G1, Go, Gr, p, g1, g2, €).

Sample m, m <+ ZI%.

Foreachi € [m]\{i*}, sample s, &; ¢ Zp and seta; = aym, &; = ;. Sample a;-, 4, « 7.
Seta =} chn @ir& =D e &i-

For each i, j € [m] where ¢ # j, sample r; j < Zy,. For i, j # i*, set

b;; = (& + 7 5)m, b;j = —r; m. (10.2)
Finally, for ¢, j € [m] \ {i*}, set

b; i+ = r; ;m, b i+ = —r; o + o8, (10.3)
and set

b,,j*d' = dja;* + 7= jm, b,xJ = —/r’;;*_,jrh. (10.4)

If (m, a;+ ) is not a basis onf), ie,ifa;« = (aj*1,a+2)  andm = (my, mgo)" satisfies a;+ 1ma—
a;» 2mq = 0, output (crs, td) = (L, L). Otherwise, Compute normal vector 7 = (a;+ 1ma —
a,;*727r7,1)’1 (—mg, mq)" such that 7"a;+ = 1 and 7"'m = 0.

Similarly, if (1, &;+) is not a basis of Zg, output (crs,td) = (L, L). Otherwise, compute 7 such
that 77a;» = 1l and 7'm = 0.

Output crs = (G, [m]y, [y, [a]1, [a]2, {[ai]1, [&5]2 ey {[Piglt, Bisl2}ijeim]izs) along with
trapdoor td = (7, 7).

« Prove(crs, C, (X1,...,Xm), (¥1,--.,¥m)): On input the common reference string crs, the relation
circuit C' : {0,1}" x {0,1}* — {0, 1}, instances X1, . .., X,, € {0,1}", and witnesses y1,...,Vm €
{0, 1}", the algorithm does the following:

Ifcrs = 1, output m = L.

Let t < s be the number of wires in C, where the first n wires are inputs wires corresponding
to the instance and the following h wires are input wires corresponding to the witness. Let
w; g € {0, 1} be the value of wire d € [t] in circuit evaluation C'(x;,y;).

Wire commitment. For each wire d € [t|, compute

gl = > wiglad, (gl = > wialal (10.5)
i€lm

] i€[m]

Input validation. For each wire d € {n + 1...n + h} corresponding to the witness input,
compute

Vaali =Y (1= w;a)wjalbijlh, Faila =Y (1 = wia)wja[bi ] (10.6)
i#] i)
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along with

Va2l =Y wia(l — wja)bijlh, Va2la =Y wia(l — wja)[bijl2. (10.7)
i#] i#]

Gate validation. For each NAND gate g; (where ¢ € [s]) with input wire (d;, d2) and output
wire ds, compute

~

(weali =D (1= wig,wjg, — wig,)[bijh, [Weala =Y (1= wiaq,wja, — wja,)[bil2
i#j 1#]
(10.8)

along with

~

(weolt =Y (1= wig,wjg, — wia)bijl, [Weala =Y (1= wig,wja, — wia,)[bijla:
oy i
(10.9)

Output the proof

7= ({[wdl1, [Qal2}aeps {[Va,ilts [Vail2 b et man)iet,2s UWeilts [Weila} o) ier,2)

« Ver(crs,C, (x1,...,Xm),7): On input the common reference string crs , the relation circuit C' :
{0,1}"x {0, 1}"* — {0, 1}, instances (X1, . - . , X, ), and proof 7, the algorithm executes the following
checks:

Aborting CRS. If crs = L or m = L, reject.

Group element well-formedness. For each group element X in the proof 7, check that
Val(X,b) = 1 for appropriate b € {1, 2}. If all check passed, parse the proof 7 as

7 = ({{ugl1, [Aal2}acp, {IVailts [Vailetacmt. minlicr,2, UWeilt, [Weil2 beefs) ie1,2)

Statement consistency. For each d € [n], check that

[ugli = Z xi qlail1, [Gg]2 = Z 7 q[aq]2 (10.10)

i€[m] i€[m]

Witness validity. For each wire d € {n 4+ 1...n + h} corresponding to the witness input,
check that

a1 - [ag]e = [ug]r - [agle + [m]; - [¥34]2 + [Vaa]i - [Tz (10.11)
and that
[ugl1 - [@"]2 = [ug]y - [Ggl2 + [m]; - [Vo]2 + [Vazl - [M']2 (10.12)

Gate validity. For each NAND gate g; (where ¢ € [s]) with input wire (d;, d2) and output wire
ds, check that

[a]1 - [a']2 = [ug,]1 - [0g,]2 + [a]1 - [0g,]2 + [m]1 - [W7 ]2 + [Wea]r - 7] (10.13)
and that

[a]1 - [T]2 = [ug,]1 - [g,]2 + [ugy)1 - [A7]2 + [m]y - [Wiolo + [Weolt - [m']y (10.14)
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- Output validity. Check that [u]; = [a]; and []2 = [a]s.
The algorithm outputs 0 if any of the checks fail, and 1 otherwise.

« Extract(crs,td, C, (x1,...,Xm), 7): On input the crs, the trapdoor td = (7, 7), the relation circuit
C :{0,1}" x {0,1}* — {0, 1}, instances (x1, ..., X ), and proof

7= ({[ual1, [Qal2 }aeps {[Vailts Vail2 Yaemat. maniers {IWeilts [Weal2bees)ie1,2)s

the extraction algorithm computes 7"[ugy|; for each d € [n + 1...n + h]. For each of the wire
corresponding to the witness input, it set wg = 0 if 7" [ug]1 = [0]1, wqg = 1if 7"[ug)1 = [1]1, and
wq = L otherwise. If any of the wy is L, output L. Otherwise, output y = (W41, ..., Wyip)-

Remark 10.5 (Differences with WW BARG [WW22]). To simplify the later proofs in the language of
APC;, we made the following simplifications to the original construction:

« The work [WW22] builds BARG from the k-Linear assumption for arbitrary k. We restrict the
construction by setting k = 1, i.e., the SXDH assumption.

« For perfect extractability, we modify the BARG.T Gen algorithm to reject invalid crs.

« To simplify the argument of BARG.TGen as a PV function, we ensure that the trapdoor vector 7 is
chosen deterministically such that 7'm = 0, 77a # 0.

The remaining of this construction aligns with [WW?22].

10.3 Preparations: Number-Theoretic Lemmas

In this section, we prove several number-theoretic lemmas in PV and APC; + “prBPP = prP”, which will
be useful in the security analysis of WW BARG scheme. We first start with the lemma that every vector in
ZZ can be uniquely decomposed into a linear combination of the two basis vectors.

Lemma 10.6. The following sentence holds in PV1. Let p > 2 be a primer number (i.e.Va € (1,p), atp).
Then for every a = (a1,a2),m = (my,ma),u = (ug,u) € ZZ such that aymg — agmy # 0, (§,¢) =
Decomp((a, m), u) is the unique pair in Zg such that

fa+(m=u,
where Decomp((a, m), u) is the circuit computing
Decomp((a, m),u) := ((u1m2 — ugmyq)(ayme — agml)_l, (a1ug — aguq)(aimeo — agml)_l) .

Proof Sketch. We argue in PV. It can be verified that (£, () = Decomp((a, m), u) satisfies éa + (m = u.
For uniqueness, if (£/, (') also satisfies {a + ('m = u, then we have (§ — )a+ (( — {')m = 0.If  # &,

then we have a = cm for ¢ = —({ — ¢')(€ — &)L, therefore a;mg — agmi = emyma — emamy = 0,
contradicting the assumption. Similarly, if ( # (', we also reach a contradiction. Therefore, £ = £’ and
¢ = ¢/, completing the proof. .

We need the fact that the multiplicative inverse in Z, is efficiently computable by an algorithm Inv(-, -),
and its correct is provable in PV;. Formally:
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Lemma 10.7 (Z, Multiplicative-Inverse Lemma). There exist a PV function Inv(-, -) such that we can prove
the following sentence in APCy + “prBPP = prP”: Suppose that p is a prime number (i.e. Va € (1,p), a1 p),
then for every a € (1,p), b = Inv(a,p) is the unique number in Z,, such that ab = 1.

Proof Sketch. The lemma follows immediately from the fact that the correctness of the Extended Euclidean
Algorithm can be proven in PV [Jef05, Section 4.3.1]. In particular, for all a, b, we can prove that

ExtGCD(a,b) = (g,z,y) = glaAg|bAax+by = g.
Therefore, we can prove that
Va € (1,p), atp = Vb < p, Ext@GCD(b,p) = (1,x,y)
By defining Inv(a, p) to be x mod p, where ExtGCD(a, p) = (1, z,y), we can prove that
Vae (1,p), atp = Vb <p,b-Inv(b,p) =1 (mod p).

Finally, if ¢ # Inv(b, p) satisfies ¢- b = 1 (mod p), then we have (¢ — Inv(b,p)) - b = 0 (mod p), which
implies either ¢ — Inv(b,p) = 0 or b € (1, p) A b|p. Either case contradicts the assumption. O

The following lemma shows in APC; 4 “prBPP = prP” that random vectors form a basis of Zz2> with
high probability. Note that random vectors are sampled using the imperfect sampler Samp,,(-).

Lemma 10.8 (Full-Rank Lemma). The following sentence is provable in APCy + “prBPP = prP”. Let
R(sd = (sdy,sd2,sd3,sds)) be the circuit sampling random Z,, elements (s1, s2, 3, 54) from Samp,,(sd;),
outputting 1 if s154 — 253 = 0 and 0 otherwise.

Then for allp > 1 and 61, 3! € Log, ifp is a prime number (i.e.Va € (1,p), a{ p), then

Prs[R] <0+ p+2p L.

Proof. We argue in APC;. Fix p > 1 and 67!, 37! € Log. The acceptance set of R can be separated by
two cases, either s1 = 0 and sy = sgl, or s;1 # 0and s4 = 31_1(1 — s953). Let C' be the circuit that that
outputs 1 if s; = 0, C5 be the circuit that outputs 1 if 51 # 0 A 54 = sfl(l — $983), and 7]_1 € Logbe a
parameter to be determined. By the Monotonicity of CAPP and the Union Bound, we have

Pry[R] < Pry[Cy v Ca) + 3n < Pryy[Cy] + Pr,,[Co) + . (10.15)

We will then argue that both Pr,,[C1] and Pr,[C5] are small.

The circuit C;. Note that C} samples s1, .. ., sS4 but only reads the part of s1. Let « be the set of indices
corresponding to the seeds of s3, s3, s4. Note that for any assignment p to variables in «, by the correctness
of Samp (the Z, Sampling Lemma) with y := 0, we have Pr,[C1],] < 2n + p~!. By the Averaging
Argument, it follows that

Pr,[C1] < p~' +5n. (10.16)

The circuit C'5. Similar to the first case, let « be the set of indices corresponding to the seeds of s1, s2, s3.
For any assignment p to variables in o, by the correctness of Samp (the 7, Sampling Lemma) with
y = s7 (1 — s953), we have Pr, [C2|,] < 2+ p~'. By the Averaging Argument, it follows that

Pr,[Co] < p~ ' + 5. (10.17)
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Wrapping up. Finally, we combine Equations (10.15) to (10.17) and Precision Consistency of CAPP to
obtain

Prs[R] < Pry[R] + (6 +2n) <2p~ '+ + 19n. (10.18)
This completes the proof by setting 1 := /3/20. O

10.4 Security Analysis of BARG

In this section, we formalize the security of the WW BARG construction. The correctness and extractability
properties are proved in PV, while the CRS indistinguishability is proved in APC; + “prBPP = prP”.

10.4.1 Correctness

Theorem 10.9 (WW BARG Correctness Theorem). The correctness property (Definition 10.1) of the WW
BARG construction (Construction 10.4) can be proved in PV + CorgroupGen-

Proof (Sketch). The correctness follows immediately from the correctness of the group operations. Honest
proofs can be shown to satisfy all the verification equations via PV through expanding the constructions of
the Prove algorithm. In particular,

« The statement consistency (Equation (10.10)) follows from the construction of the wire commitment
elements (Equation (10.5)).

« The witness validity (Equations (10.11) and (10.12)) follows from the construction of the input
validation elements (Equations (10.6) and (10.7)).

« The gate validity (Equations (10.13) and (10.14)) follows from the construction of the gate validation
elements (Equations (10.8) and (10.9)).

« The output validity follows from the construction of the wire commitment elements (Equation (10.5)),
along with the guarantee that C(x;,y;) = 1 for all i € [m)]. O

10.4.2 Somewhere Extractability

Theorem 10.10 (WW BARG Somewhere Extractability Theorem). The somewhere extractability property
(Definition 10.1) of the WW BARG construction (Construction 10.4) can be proved in PV + CorgroupGen-

Proof. Let (crs,td) := TGen(1*,1™,1%,1"";sd). By construction, whenever crs = L, the verification
algorithm always rejects. In this case, the sentence

Ver(crs, C, (X1, ...,Xm),m) =1 = C(x+, Extract(crs, td, C, (X1, ...,Xp), 7)) =1

holds trivially as the premise is false. Therefore, we only need to consider the case when crs # 1.
Suppose that crs # L. By the construction of the TGen algorithm, we have that (m, a;+) is a basis
of Z122’ and so is (m, ;- ). Note that by the construction of the TGen algorithm, the trapdoor td = (7, 7)
satisfies 7"u = Decomp((a;+, m), u)i, the first coordinate of the decomposition of u under basis (a;+, m).
Similarly, 7"u = Decomp((&a;+, m), u);.
Now, consider any crs # L and proof 7 such that Ver(crs, C, (X1, ...,Xm,),7) = 1. Our goal is to show
that C'(x;+, Extract(crs, td, C, (x1,...,Xmm), 7)) = 1.
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First, since the proof 7 passes the group element well-formedness check, by the correctness axioms
of GroupGen, we know that there exists some suitable ug, Ug, Vg, Vai, We,i, We; € ZZ%, such that we can
parse T as

™= ({[udh7 [ﬁd]Q}de[t]a {[Vd,i]h [‘A’d,ib}de[n+1...n+h],i€1,27 {[Wé,i]h [WE,i]2}£e[s},iel,2)-

Let (£4,Cq) = Decomp((a, m), ug) and (€4, (4) = Decomp((&;~, ), i) for each d € [t] be the decom-
position of ug, iy under basis (a;+, m) and (&;+, m) respectively.

Next, since the proof 7 passes the statement consistency check (Equation (10.10)), by the correctness
axioms of GroupGen, we have that for each d € [n],

ug = E T da; = Tix qag + E Tiqoy | M, Ug = E Tjda; = Tix g + E T4y | m.

By the uniqueness of decomposition (Lemma 10.6), we thus have £; = éd = x;~ g for each d € [n].

Furthermore, for each wire d € [n 4 1...n + h] corresponding to the witness input, since the proof 7
passes the witness validity checks (Equations (10.11) and (10.12)), by the correctness axioms of GroupGen,
we have the following equations in Z,:

au) = ugu; + mfl}l’l +vgim', uga’ = ugu) + mf/;’Z + Vgom'.
Multiplying 7" on the left and 7 on the right canceling out 7'm = m'7 = 0, we have

(r"a)(ag7) = (7"ua)(057), (TTug)(a™7) = (7"ug) (4g7).

Observe that

TTa:TT<ai*+Zaim>:17 éT%:(aZ —1—20@ > 7=1

i£T* £t

Also, by Lemma 10.6, we have 77ug = §; and G}7 = éd. Therefore the verification check implies that
Eg =4k, &g = E4€q, Hence £ = €, € {0, 1}, corresponding to a valid witness bit.

Note that the extraction algorithm Extract computes its outputy = (wp41,. .., Wn+1) by checking
whether 77[uy]1 is [0]; or [1]; for each d € [n + 1,...,n + h]. By the correctness axioms of GroupGen,
wg = &g if &y € {0,1}, and wy = L otherwise. Since we proved that £; € {0, 1}, we have wg = &3 # L
foreachd € [n+1...n+ hl.

Let Cy(x;+,y) be the value of wire d in circuit evaluation C(x;+,y), where y is the extracted witness
as described above. In the rest of the proof, we prove by induction on d < [t] that Cy(x;+,y) = &g for
every d < /. This induction principle is available in PV, as the property is decidable by a straightforward
polynomial-time algorithm. The base case d < [n + h| follows directly from the arguments above.

Now we consider the induction case. Specifically, for each NAND gate g, (where ¢ € [s]) with input
wire (d1,d2) and output wire ds, we show that if &5, = &5, = Cy, (x4, y) and &g, = £g, = Cu, (X, y),
and that the gate validity check (Equations (10.13) and (10.14)) passes on the gate, then we can prove
&dy = éd3 = (C4g,(x;+,y). By the correctness axioms of GroupGen, the gate validity checks (Equations (10.13)
and (10.14)) imply that

aa' = uy 4y, +atg, +mw;; +wym’, aa' = uy Uy, +ug,a" + mwy, + weomm'.

82



Similar to the witness validity checks, by multiplying 7" from the left and 7 from the right, we have
(rTa)(@'7) = (77uq,)(4g,7) + (tTa)(ag,7),  (rTa)(@'7) = (77uq,)(4g,7) + (7ug,)(A77).
Which implies that
1= &a,8a, + Eas, 1= £a,a, + Lay-

Therefore, 4, = &ay = 1 — €4, 8y, = NAND(€d1 ’ §d2) = NAND(Cdl ) Cdz)(xi* y) = Cd3 (Xi*7Y)'

This completes the induction proof. In particular, it shows that Cy(x;+,y) = & = ét. Finally, since
the proof 7 passes the output validity check, we have u; = a and i; = a. Therefore & = 7'a = 1, and
£ = a7 = 1. Then we have C(x;+,y) = Cy(x4+,y) = & = 1, completing the proof. O

10.4.3 CRS Indistinguishability

We start with the following lemma proving a parallel-version of the SXDH assumption. The following
lemma shows that it is provable in APC; + “prBPP = prP” that the SXDH assumption implies the & parallel
version.

Lemma 10.11 (Parallel SXDH Lemma). The following sentence is provable in APCy + “prBPP = prP”. Let
t,k € Log, e € [0,1], and G is a bilinear group satisfying Corg. Let s € Log be the maximum size of the
challenge generation circuits Geng, Gen; in Definition 4.25. Then SXDHZ‘E implies k-SXDHtg_kS’kE.

Proof Sketch. This is achieved by a standard Hybrid Argument, where the indistinguishability of hybrids
are proved using the Reduction Lemma. We omit the proof, as a very similar formalization has been done
for the security proof of the leveled FHE construction (see Section 8.5). t

Theorem 10.12 (WW BARG CRS Indistinguishability Theorem). In APCy+ “prBPP = prP "+SXDH ) GroupGen:
the CRS indistinguishability property (Definition 10.1)*® of the WW BARG construction (Construction 10.4)
can be proved. In particular, there exists some X, such that for all PV functions m,s,t : Log — Log that
are polynomials and \ > X\j[m, s, t], the sentence BARGindf\(72’(1>\/)fg>(‘2\) is provable in APC; 4+ “prBPP =
prP”+ SXDHAg,Groquen»

Proof. Fix the function \g (in SXDH) and any PV functions m, s,t : Log — Log that are polynomials,
we will prove that there exists a constant \{; € N to be determined later such that for every A > A{,

APC, + “prBPP = prP” -+ SXDH, GroupGen Proves BARGind}) /') (see Definition 10.2

Fix any A > A and let m = m(\), s = s(\),t = ¢(\), our goal is to prove that for every i* € [m], the
distributions Dy and D;» defined in Definition 10.2 are (¢, 1/t)-indistinguishable. The distribution Dy is the
real CRS distribution and D; is the trapdoor CRS distribution.

Let G = (1%, p, Map, Val, Add, Mul, Pair) be the group generated by GroupGen(1*). Recall that as
p is a prime by Corg, the correctness of computing multiplicative inverse is provable in PV, (the Z,
Multiplicative-Inverse Lemma). In the rest of the proof, we use a~! to denote Inv(a, p).

*Note that we always set L(\) = 1 and omit the parameter for BARG with single point extraction.
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Hybrids. Now, we are ready to prove the CRS indistinguishability property. Let Genf"m’s : {0, 1}7’()"’”’5) —
{0, 1}4Am:5) be the circuits in Definition 10.1, instantiated with Construction 10.4.

. Geny™*(sd) = Gen(1*,1™, 1%; sd),
« Fori € [m], Gen"™*(sd) computes (crs, td) = TGen(1*,1™, 1%, i; sd) and outputs crs.

We now argue the indistinguishability between Gené’m’s and Gen?*’m’s for any i* € [m] via the following

hybrid circuits.
This is the original Gené’m’s algorithm. In particular, the relevant variables are generated as follows:

« Foralli € [m], a; = aym, &; = &;m.

« For (Z,j) S [m}Q where i # 7, bi,j = (Oziééj + ’I"Z"j)m, bi,j = —T‘Z"jﬁl.
This hybrid changes how b ;+, IA)M* are generated. In particular, they are generated by:
o Fori # 1%, bi,i* = 74 i+ 11, ]Ao,i’i* = (f’l‘,l"g* + ij(i:ﬁ)ﬁl.

In the computation of b and b, this hybrid changes all appearance of oy m to a;«, and all appearance
of &+ to a;~. In particular,

. *k . ~ o N _ A
« For 75 1, bi*,j = Qjagx + Tpx 5, bi*J‘ = —Tjx jIN.

o Fori # 1%, bm* = T 4+1, bm* = *‘7’1‘,1'#{}1 + aja-.

This hybrid computes variables dependent on (m, m, a;«, a;+ ) directly in group elements. In particular,
after sampling m, m and computing [a;«]; = a;+[m]1, [4;+]2 = &;=[M]o, the remaining variables are
generated as follows:

. [ai]l = ai[m]l, [51]2 = @Z[ﬁl]g fori 7é i*.

- [ai = X iepmladln [al2 = 3 icpy[aile-

« Fori,j #i* [bi;l1 = (asd; + rij)[m]y, [byjla = —ri [,
« For j # i*, [by ;|1 = & [az]1 + - j[m]y, (b= ;o = —rs= ;[1]a.
o Fori #i*, [b; )1 = rj+[m]q, [f)“*]z = —7ri i+ [ + ;Ao

This hybrid replaces [a;«]; and [4;+]2 with random group elements (sampled using Samp,,(-)). The

remaining variables are generated as in Hs.

This hybrid is identical with 4, except that every variables are computed as Z, elements until the
output.

This is hybrid adds the check that (m, a;-) and (1, &;- ) form bases of Z2. If not, it outputs crs = L.

This is identical to the algorithm Gen;‘;m’s algorithm.

We note that some of these hybrids may have different seed length. Nevertheless, we can pad dummy
input to the circuits generating the distributions so that indistinguishability between them is well-defined.
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Indistinguishability between hybrids. We now argue the indistinguishability between each two
consecutive hybrids.

Lemma 10.13. APC; + “prBPP = prP” proves that for every t € Log, Ho ~ yp-1 Hi.

Proof. We argue in APC; + “prBPP = prP”. Fix any ¢ € Log. Recall that Geng and Gen; output (the group
encoc}ing of) m,m <« Z]%, a; = oym,a; = G;m (for a;, &; + Zp), a = Zie[m] a,a= Zie[m] a, and
b; j, b; j. Let G, G1 be subcircuits of the circuits Geng, Gen; for H, and H; that generate the variables
{(blﬂ* ; bz,z*)}z#z* . Speciﬁcally,

Go(m, m, &, {0 Figins {77 Fitin) = (bm* = (13 + ;b= )m, f)“ = —T‘i,i*ﬁl> ,
Gr(m, my, G, { Fieie s {7 Fitin) — (bzz =i, by = (=1 4 Oéidz*)ﬁl> .

Let Go, G1 be the distributions corresponding to G and GGy, respectively. Note that other parts of Geng, Gen;
are identical. By the Averaging Argument for Indistinguishable Distribution, it suffices to prove that for
every assignment p to all random bits except those for r; ;«, 7 # i*, we have

HO‘p Rt mp—1 Ha ’P'

In the rest of the proof, we fix an assignment p. After fixing p, the output bits of Geng, Gen; besides
those of Gy, G1 are fixed strings that is independent of the input. Let ¢’ € Log be the length of the fixed
parts. Thus, by the Reduction Lemma, it suffices to prove that cGo ~ 1y -1 G1, where both Gy, G take
random bits for r; ;+, 7 # i*.

Note that by the Hybrid Argument, and by applying the Reduction Lemma, it suffices to prove that for
any ¢ € Log, the following two distributions are (¢ + ' + ", p~!)-indistinguishable:

« Go: (r+ o, —1);

« Gt (r,—r+ ).
Both distributions take random bits for r < Z, (implemented by Samp,(-)), where o € Z,, is a fixed
element. Here, the Hybrid Argument is to focus on a fixed ¢ # ¢*, and the Reduction Lemma is applied to
remove the identical parts (i.e. the parts for j # i) and unwrap the group encoding.

Again, by applying the Reduction Lemma, it suffices to prove that for any ¢’ € Log, the following two
distributions are (t 4+t +t",p~1):

« Gorr t oy

. gi’: r.
This is because the second coordinate of % and G| can be computed from the first coordinate by the
mapping 4 — o« — u.

Finally, G/ ~ -1 G{ follows from the Z, Shift-Invariance Lemma, which implies that G{ and G/’ are
(t,p~!)-indistinguishable for any t € Log, by the Isomorphism Lemma. This completes the proof. O]

Lemma 10.14. APC; + “prBPP = prP ” proves that H; = H.,.
This lemma is immediate since the two hybrids only differs on a change of variables.

Lemma 10.15. APC; + “prBPP = prP”+ CorgroupGen(A) proves that H, = Hs.
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This lemma is immediate since the two hybrids can be shown to be identical from the correctness of the
group operations.

Lemma 10.16. APCy + “prBPP = prP”+ SXDHt)\Jrgfsj;’ééi(/\) proves that H 3 ~; . Hy4 wheretgen € Log is

the upper bound of the size of the circuit generating Hs, H 4.

Proof. We argue in APC; + “prBPP = prP” + SXDH?Té’fSEL’éé 3( N First, by the Paralle]l SXDH Lemma,

we have SXDH?’EO F 2-SXD Htg°72tGe“’2€0, where tgen € Log is the upper bound of the size of the SXDH
challenge generation circuits Geng, Gen; with respect to group G.

Next, observe that 3 and H4 can be constructed by the circuit composition C' o Gen? for b € {0, 1},
where vectors of group elements [a;«]1, [&;+]2, [m]y, [1h]y are generated by Gen? through

{[wlos [viplos [wib)s Fie 1,2} pef1,2) < Geng,
(m]y = ([v11]1, [v21]1), [ = ([v1,2]2, [v2,2]2)-

[ai<]1 = ([wi1]1, [we,1]1), [&i]2 = ([wi 2]z, [w2,2]2),

and the rest of the variables are generated by some circuit C, identical in both hybrids. Note that by
implicitly setting v+ = uy, G+ = uy, it is clear that Gen3 provides group elements with distribution
identical to Hs. By the Reduction Lemma, we have

2—5XDHtgo_2tGe"’22SO M3 Ri—2tge—te,2:0 Has
where ¢ is the size of C'. The lemma immediately follows by observing tGen, tc < tGen- ]

Lemma 10.17. APC; + “prBPP = prP”+ CorgroupGen(A) proves that H, = Hs.

This lemma is immediate since the two hybrids can be shown to be identical from the correctness of the
group operations.

Lemma 10.18. APC; + “prBPP = prP”+ SXDHt)\”aGroquen(/\) proves that Hs ~g.o-x Hse.

From the Full-Rank Lemma, we know that for all 371, §~! € Log, we can prove in APC; + “prBPP =
prP” that Prs[(a;«, m) is not a basis] < § + 3+ 2p~ L. Therefore, by the Union Bound and Mixture Lemma,
H4 ~gp-1 Hs. The lemma now follows from the group largeness axiom in SXDH, stating that p > 2A,

Wrapping up. Combining the above lemmas, we know that APC; + “prBPP = prP” + SXD HTSES';&&K

proves the sentence Ho ~ 1 91 (m+8).2-» Mo Since {gen € Log is bounded by a fixed polynomial of the

setup parameters \, m, s, by setting Ao[m, t] to be the suitable parameters where
YA > Ag[m, t],1/2t(A) + (m(X) +8) - 27* < 1/t(\)
and set \{j[m, s, t] to be
Ayl s,t] = max(Ag[t'], Ao[m, t]), '(N) = max (t(A) + 3tgen(A, m, 5), 41)N),

we conclude that APCy + “prBPP = prP” 4+ SXDH ), GroupGen Proves every sentence BARGind%. O
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10.5 BARG with Set Extraction

The BARG construction given in Construction 10.4 can be easily extended to allow polynomially many
extraction indices via combining polynomially many parallel instances. The correctness, somewhere
extractability, and CRS indistinguishability property can be proved in APC; + “prBPP = prP” and SXDH
by combining Section 10.4 with the Hybrid Argument.

Construction 10.19 (BARG with Set Extraction). Let BARG; be the batch argument scheme supporting
single point extraction. We construct BARG with set extraction as follows.

« BARG.TGen(1*,1™,1%, 1%, S): On input the security parameter \, the number of instance m, the
circuit size upper bound s, the extraction set size upper bound L, and a set S = {i1,...,is} C [m]
of size ¢ < L, the algorithm does the following.

- For j € [{], sample (crs;, td;) < BARG;. TGen(1*,1™ 1% 4;).
- For j € [L]\ [¢], sample (crs;, td;) < BARG;.Gen(1*, 1™, 1%).
- Output crs = (crsy, ..., crsg), td = (tdy, ..., tdy)

« BARG.Gen(1*,1™,1%,1%) is defined by BARG.TGen(1*,1™,1%, 1¥, &), dropping the (empty) trap-
door td.

« BARG.Prove(crs, C, (x1,...,%Xm), (¥1,-..,¥m)) computes 7; = BARG;.Prove(crs;, C, (x1,...,Xp),
(¥1,--.,¥m)) for j € [L], and outputs 7 = (71, ...,7L).

« BARG.Ver(crs, C, (x1,...,Xm), ™) checks BARG;.Ver(crs;, C, (x1,...,Xy,),m) for j € [L], and
accepts if all checks accept.

« BARG.Extract(crs, td, C, (X1, ..., Xpm), ™) computes y; = Extract(crs;, td s, C, (X1, ..., Xym), 7) for
all j € [¢], and outputs y = (y1,...,¥;)-

Lemma 10.20. APC; + “prBPP = prP ” proves that if BARG; is a batch argument scheme supporting single
point extraction with correctness, somewhere extractability, and CRS indistinguishability properties, then the
BARG construction in Construction 10.19 is a batch argument scheme supporting set extraction with correctness,
somewhere extractability, and CRS indistinguishability properties.

Proof Sketch. Since the construction in Construction 10.19 is simply L parallel instances of the single-point-
extraction BARG; construction, the correctness and somewhere extractability properties follow directly
from those of BARG;. The CRS indistinguishability property follows from the Hybrid Argument over
the L instances. In particular, for any (ordered) set |S| < L, let S; be the first £ elements in S. It is easy
to see that the distribution Dg, generated by BARG.TGen(1*,1™,1°, 1%, S,) and the distribution Dy, |
generated by BARG.TGen(l’\, 1™ 1%, 1%, Sy—1) differs only on the /-th BARG; crs instance, where crsy is
either generated using the normal generation algorithm BARG;.Gen or the trapdoor generation algorithm
BARG;.TGen(S[¢]). Therefore, by the Reduction Lemma, the parameterized CRS indistinguishability
property of BARG; (ie., BARGlindi’em ) implies that Ds, ~; 4., - Ds,_,, where tge, is the upper bound
of the size of the BARG crs generation circuits. By applying the Hybrid Argument over £ € [|S]], we
conclude that for any set S of size at most L, Dy ~¢_1.4c,,.1c Ds. This completes the proof. O

Remark 10.21 (Efficiency of Construction 10.19). The construction in Construction 10.19 has
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« CRS size O(Lm?) - poly()),
« Proofsize [C| - O(L) - poly(\),

« Verification time (|C| + O(nm?)) - O(L) - poly(\),

11 SNARG Construction and Analysis

In this section, we present a variant of the EF-SNARG construction from Jin, Kalai, Lombardi and Vaikun-
tanathan [JKLV24], and analyze its security in APC; + “prBPP = prP”. We first introduce some tools and
formalization in Section 11.1. Then, we present the modified encrypt-hash and BARG construction of JKLV
in Section 11.3.
11.1 Definitions and Tools
11.1.1 Circuits
In this section, we will be precise about how our Boolean circuits are expressed. This section is almost
verbatim from [JKLV24, Section 3.1].
Circuits. We formally describe such a circuit with s gates via a string (C') given by (g1, ..., gs), where
each gate g; = (4,7, k, f) is a tuple consisting of:

+ The output wire name <.

« The two children wires are j and k.

« A boolean function f : {0,1} x {0,1} — {0,1}.

Moreover, the last m gates gs—+1, - - - , gs correspond to the output of the circuit. To evaluate C(z), we
define:

« for gi,...,gn, set gi(x) = ;.
« for g; = (i, 4, k, f) where i > n, iteratively evaluate g;(x) = f(g;(x), gx(z)).

» Output gs_m-f-l(x); cee 795<$)'

Universal circuits. Consider a family C; ,, ,, of size s circuits with n-bit inputs and m-bit outputs. We
then define the following explicit universal circuit U for Cs , , such that U(z, (C))) = C(x). We construct
U via the following sequence of subcircuits {U; };c[s], where we define U; : {0, 1}t x G — {0,1} (where
G denotes the gate description alphabet) as follows: For every 1 < j < i, let w;-’“t denote the output wire of
Uj. This will be the jth input to U;. U; will additionally take as input the ith gate of (C').

« Suppose the input to U; is (w1, . .., wi—1,9 = (¢, jo, j1, f))-

« Forb € {0,1}, a € [i—1], construct a subcircuit Ay, , which takes the same input (wa, g = (4,4, k, f))
and outputs w,, if & = jj (and L otherwise). Denote the output wire of Ay, o, by wy, o (and L otherwise).
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« Let Ay take as input (wp,1, . . . ,wp,i—1) and output the single input which is not equal to L.
« Construct a subcircuit Ao, which takes as input wg, w; and g = (4, jo, j1, f), and outputs f(wp, w1 ).
« The output of U; corresponds to the output of Agyt.

The output wires correspond to the output wires of Us_ 41, . . . , Us. It is easy to see that the above universal
circuit has size and depth poly(s). Moreover, each U; has depth at most O(log s).

Remark 11.1. As noted in JKLV, there are more efficient constructions of universal circuits. Here, we
choose a simple explicit construction that is sufficient for the construction and analysis.

11.2 Local assignment generators

Definitions 11.2 and 11.4 are taken nearly verbatim from [JKLV24].

Definition 11.2 (Local assignment generator). Let C' : {0,1}"™ — {0, 1}" denote a Boolean circuit of size
s. For parameters ¢ and €, we say that C has an (¢, €)-local assignment generator if there is an algorithm
LocalGen with the following properties.

« Syntax: The input to LocalGen is a subset of wires 7' C [s] of size at most £ and its output is an
assignment (0;);er € {0,1}7 to the corresponding wires of C.

« Local consistency: for any gate g; = (4, j, k, f) of C, and any set T' D {3, j, k} of size at most ¢, we
have
Pr| o; # f(0j,06) : (0a)act + LocalGen(T) | <e.

« Computational non-signaling;: for any sets Ty, 77 C [s] of size at most /, the following distributions
are e-computationally indistinguishable:

({oi}icv : {oi}tien, < LocalGen(Tp)) ~. ({0:}icv : {oi}ier, < LocalGen(T1))
where U = T, N T}

Definition 11.3 (Accepting Local Assignment Generator). We say that an (¢, €)-local assignment generator
LocalGen for circuit C' is accepting if

Pr[oc #1: 0 < LocalGen({out})] < e.
where out corresponds to the output wire of C'.

The following is an equivalent formulation of the local assignment generator that will simplify some of
the later proofs. Essentially, the first definition allowed for queries on sets, whereas the following definition
allows for queries on ordered tuples.

Definition 11.4 (Local tuple generator). In the same setting as in Definition 11.2, a (¢, €)-local tuple
generator LocalTupGen for a circuit C' has the following properties.

. Syntax: The input to Local TupGen is the description of an ¢-tuple of wires (i1, . . ., i) € ([s]U{L})".
Its output is an assignment (0;,, 0y, - - -, 04,) € ({0,1} U {L})? to the corresponding wires of C
(and 04, = 1 ifik = _L).
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« Wire consistency: For any (-tuple (i1, ...,%,) and any pair ji, jo such that i;, = ij,, we have

Pr[ iy F Oiy, (Uz‘j)§:1 + LocalTupGen(iy, ..., i) ] <e.

« Gate consistency: For any tuple (i1, ..., ) and triple (j1, j2, j3), if (4}, , ¢},, ;) form a gate C' with
corresponding function f, we have

Pr [ Uijl 7& f(UijQ,Uij3) : (Uij)je[f] — LocaITquen(z'l, . .,ig) ] <e.

« Computational non-signaling: For any pair of {-tuples (i1, ...,is) and (7},...,7)),let T = {j €
[€] : (i = }) A (i5 # L)}. Then, the following distributions are e-computationally indistinguishable:
({oi; }jer + {04, }jefg < LocalTupGen(iy, ..., ir))
SR ({ai;, bier : {ai; Yiel < LocalTupGen(i}, . . ., iy)).

Definition 11.5 (Accepting Local Tuple Generator). We say that an (¢, €)-local tuple generator Local TupGen
for circuit C'is accepting if

Prloy = 1:{0}eg ¢ LocalTupGen((out, L, L,..., 1))] >1—e.

where out corresponds to the output wire of C'.

Formalization in APC; + “prBPP = prP”.  We will now formalize the properties of local assignment
and tuple generators in APCy + “prBPP = prP”.

We treat (¢, €)-local assignment (tuple resp.) generator LocalGen for a circuit C' of size s, as a randomized
algorithm which takes r bits as input. Hence we formalize it as a PV symbol which takes as input a set
(tuple resp.) of size . We will introduce an additional parameter ¢ to denote the adversary size in the
computational non-signaling game.

Definition 11.6 (Local assignment generator in APC; + “prBPP = prP”). Let ¢, t, s € Log, and ¢ € [0, 1].
An (¢, e, t)-local assignment generator for a circuit C' is a randomized algorithm LocalGen of size s with
the same syntax as in Definition 11.2 with the following properties:

« Local consistency: Let g; = (7, j, k, f) be a gate of C, and let T' D {i, j, k} be a subset of wires of
C of size at most £. Define the following game G, :

— (C; is the circuit which simply outputs 7'.

— C, takes as input a set of wire assignments {0, }oer. If 05 # f(0;, 0%), output 1. Else, output 0.

We say LocalGen satisfies e-local consistency if for all g; = (7, j, k, f) and T' D {4, j, k} of size at
most /, we have that Advg, ,[LocalGen] <.

« Computational non-signaling: Define sets Ty, 7} C [s] with size at most ¢, and let U = T, N T1.
Let G, 1, » correspond to the circuit which takes as input a seed sd € {0, 1}" and does the following:

— Sample {0, }ier, < LocalGen(T};sd).
- Output {0 }icv-

90



Let H;, be the distribution corresponding to G. We say that LocalGen satisfies (¢, €)-non-signaling
if?'[() Rt.e 7‘[1 for all (T(], Tl)

Additionally, we say that the local assignment generator is accepting if the following holds. Let Gaccept =
(C1,C2,0) be the game defined by:

« C; outputs the set {out}, where out corresponds to the output gate of C.
« C; takes as input 0, and outputs 1 if 0 = 1, and 0 otherwise.
We say that LocalGen is e-almost accepting if Advg,_ ., [LocalGen] > 1 —¢.

Definition 11.7 (Local tuple generator in APC; + “prBPP = prP”). Let /,¢,s,u € Log,and ¢ € [0, 1]. A
(¢, e, t)-local tuple generator for a circuit C of size s is a randomized algorithm Local TupGen of size u with
the same syntax as in Definition 11.4 with the following properties:

+ Wire consistency: For any (-tuple T' = (i1, ..., 1), and any pair ji, j2 such that i;, = i;,, define
the following search game Gp*>" = (C1, C2, 0):

— (] is the circuit which simply outputs the tuple 7.

- (% takes as input a wire assignment {0} jcg. If 0, # 0, output 1, and output 0 otherwise.

We say that Local TupGen satisfies (¢-)wire consistency if for all T', j1, jo,

AdV gyirecon [LocalTupGen| < e.

»J1,J2

By definition, C and C5 have size O(¥).

+ Gate consistency: For any (-tuple T = (i1, ..., i) and triple (j1, j2, j3), if gr = (4}, %45, %45, f) is

a gate in the C, define the following search game g%a(tjf‘;’; i = (C1,Cq,0):

- (1 is the circuit which simply outputs the tuple 7'.
- (s is the circuit which takes as input a wire assignment {0 }jc(g- If i, = (45, %), 055, f),

output 1if o, # f(0},,0j;), and 0 otherwise.

We say that Local TupGen satisfies e-gate consistency if for all /-tuples T" and triples (j1, j2, j3) such
that ¢;,,1;,, 1, form a gate,
Advggaecon  [Local TupGen] < e.

T,(j1,32+73)

By definition, C; and C3 have size O(¥).

« Computational non-signaling: Consider two /-tuples Ty = {igo), e igo)} andT} = {igl), e ,igl)}.

LetU ={jel(]: (igo) = ig.l)) A (250) # 1)}. Let Cr, 1,  correspond to the circuit which takes as
input a seed sd € {0, 1}" and does the following:

- Call {0y, }jc[q « LocalTupGen(Ty;sd).

~ Output {0, bier
Let H;, be the distribution corresponding to C'z, 1, 5. We say that Local TupGen satisfies (¢, €)-non-
signaling if Ho ~ . H1 for all (T, T1).
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Additionally, we say that the local tuple generator is accepting if the following holds. Let Gaccept = (C1, C2, 0)
be the game defined by:

« C; outputs the tuple (out, L, L, ..., L), where out corresponds to the output gate of C.
« (3 takes as input {0; };c[¢, and outputs 1if o1 = 1, and 0 otherwise.
We say that LocalTupGen is c-almost accepting if Advg,_.. [LocalTupGen] > 1 —¢.

Here, we give a simpler proof than in [JKLV24] (although with slightly worse parameters) that a local
tuple generator can be used to derive a local assignment generator.

Claim 11.8. APC; + “prBPP = prP ” proves the following sentence. Let t,{, s € Log. Let ¢ € N be a large
constant. If a circuit C of size s has a (¢, €, ct®)-local tuple generator, then it also has a (¢/2,0({ - ), t)-local
assignment generator. Furthermore, if it has an accepting (¢, €, ct®)-local tuple generator, then it also has an
accepting (£/2,0(L - €), t)-local assignment generator.

Proof. Suppose LocalTupGen is an (¢, €, ct¢)-local tuple generator. We define LocalGen as follows.

LocalGen(T') : On input a set T of size at most £/2, do the following.

« Let {i1,...,47} be the indices of the wires in 7T in lexicographic order, and let

T=(i1,..., i|T|7 1,..., 1) bean {-tuple.
« Call {0, }jcq < Local TupGen(T).

« Output {03, } ;e[

It is clear that by wire consistency and gate consistency of Local TupGen, we obtain that LocalGen also
satisfies e-local consistency. Moreover, it is easy to see that if LocalTupGen is e-almost accepting, so is
LocalGen. Moreover, one can prove this in PV;. It therefore suffices to argue non-signaling.

Fix two sets T and T} of sizes £/2 with indices {igo), e 6/2} and {z(l) e ,12)2} (ordered in lexico-
graphic order). Let U = Ty N T}. Let T}, denote the /-tuple {21 e ﬁ%, L, L}

We now argue in a few hybrids. We describe each hybrid by the correspondlng circuits.

Compute {Ui}iETo — LocaIGen(To). Output {Ui}iEU-
Compute {O-A(O) Yielg < LocalTquen(Ta). Let p C [¢/2] correspond to the indices j such that

Consider the tuple Z = {z1,...,2¢}, where {z1,...,2/} = {z(o) .. zg%,zgl),...,ig)z}. Let
{02, }jelg + LocalTupGen(Z). Let p C [¢/2] correspond to the indices 25-0) such that 2'5-0) e U.
Output {0 (o) } jep-

J

Consider the tuple Z = {z1,..., 2}, generated as in the previous hybrid. Let {0, };cg <
LocalTupGen(Z). For every p € U,
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+ Find i{",i") = p.
o If .0 % 0.1, output L.
J k
Output {0, }jep-
Consider the tuple Z = {z1, ..., 2/}, generated as in the previous hybrid. For every p € U,
- Find ", i\ = p.
o If 7.(0) % T.(1)s output L.
J k
Let {0, }je[q < LocalTupGen(Z). Let p" C [¢] \ [¢/2] correspond to the indices j such that z; € U.
Output {0, }jep-

Consider the tuple Z =
LocaITquen(Z). Let o’ C

Consider the tuple Z = {z1,...,2¢}, where {z1,..., 2} = {z(l) e '12})27 i(l), .. ,Zé};} Let
{02, }jelq  LocalTupGen(Z). Let p" C [f] \ [¢/2] correspond to the indices 2z; such that z; € U.
Output {0, }jepr-

{21, 2}, generated as in the previous hybrid. Let {0, };ciq <
[\ [6/2] correspond to the indices j such that z; € U. Output {0, }je,.

Consider the tuple Z generated as in the previous hybrid. Let {0, } jc[q < LocalTupGen(Z). Let
p C [¢/2] correspond to the indices j such that z; € U. Output {0, } je,-

Consider the tuple Z = Ty. Let {02} jelg < LocalTupGen(Z). Let p C [¢/2] correspond to the
indices j such that z; € U. Output {0, }e.

Compute {0; };cr, + LocalGen(T7). Output {o; }icu.
Lemma 11.9. APC; + “prBPP = prP” proves that H; = H.,.

Proof. By definition, it is easy to show that the distributions in #; and H3 are identical in PV;. Therefore,
we can show in APC; + “prBPP = prP” that H1 = Hs. O

Lemma 11.10. APC; + “prBPP = prP” proves that H , and H 3 are (t, €)-indistinguishable.

Proof. Let S = {j € [{] : (i = zj)}. Clearly, by definition, S = {1,...,¢/2}. Let Dy denote the
distribution corresponding to:

« Let {0} e + Local TupGen(T})
. Output {7, }es.

Let D; denote the distribution corresponding to:
« Let {0} };¢|q ¢ LocalTupGen(Z).

+ Output {0} cs.
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By the computational-NS property of Local TupGen, Dy and D; are (ct€, €)-indistinguishable. Moreover, let
A denote the circuit that takes as input {0; };cs and outputs {0; };c,. By the Reduction Lemma, we have
that A o Dy and A o Dy are also (¢, €)-indistinguishable (assuming ¢ + |A| < c¢t¢). Finally, it is easy to
see that A o Dy is identical to #;, and A o D; is identical to #s. This completes the proof via the Hybrid
Argument. O

Lemma 11.11. APC; + “prBPP = prP” proves that H s and H 4 are (t, ¢ - €)-indistinguishable.

Proof. Let Z = {z1,...,2¢}, where {z1,...,2¢} = {igo), R ié%, igl), .. ,22)2} as defined as in H3 and

U =Ty N1Ti. For each w € U, consider ig-o),ig) =w. Let G, = VZViff()c)‘"f(l) denote the wire consistency
P L

game corresponding to the tuple Z. Recall that Advg, [LocalTupGen] < ¢ by definition of Local TupGen.
We write G,, = (wa), Céw), 0). By definition, for all wy,wy € U, wa) is identical to the circuit C; that
simply outputs Z. Let Co = \/, ;s C’éw), and define G = (C1, C3,0). Then, by applying the Game Union
Bound Lemma, it is easy to see that Advg(LocalTupGen) < /- ¢.

Moreover, note that C5 is PV equivalent to the circuit C?, with the following functionality:

« Take as input a wire assignment {c; } jc¢. For every p € U,

- Find il i) = p.

- IfJi(o) #* g1, output L.
j k

Let T, 4 be the circuit as defined in Definition 5.2. Let B be the circuit that always outputs L, let D be
the corresponding distribution.

Then, we can rewrite H4 as Hs|-7, , + B|1, . By invoking the Mixture Lemma, we have that the two
distributions are (¢, ¢ - €)-indistinguishable. O

Lemma 11.12. APC; + “prBPP = prP” proves that H, = H.s.

Proof. It suffices to show that the two distributions are identical. Indeed, if the output is not L, we have that
0) (1) _

;+i = p, then 7,00 = y0)- Therefore, the two outputs are {0, }jc, and {02, } je

are indeed identical (where p and p’ are as defined in H, and #5 respectively). Hence, the two distributions
are indeed equivalent. O

forevery p € U, if ¢

Lemma 11.13. APC; + “prBPP = prP” proves that Hs and H¢ are (t, { - €)-indistinguishable.
This proof is near identical to the proof of Lemma 11.11, so we will omit it.

Lemma 11.14. APC; + “prBPP = prP” proves that H 4 and H ; are (t, €)-indistinguishable.
The proof is near identical to the proof of Lemma 11.10, so we will omit it.

Lemma 11.15. APC; + “prBPP = prP” proves that H ; and Hg are (t, O(¢ - €))-indistinguishable.
This proof follows from a similar argument as was done in Lemmas 11.11 to 11.13.

Lemma 11.16. APC; + “prBPP = prP” proves that Hs and H o are (t, )-indistinguishable.

The proof is near identical to the proof of Lemma 11.10, so we will omit it.
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Lemma 11.17. APCy + “prBPP = prP” proves that Ho = H .

Same as Lemma 11.9, the two hybrids can be shown identical in PV,

Therefore, via the Hybrid Argument, we have that 7; and #;, are (¢, O({ - €))-indistinguishable,
therefore completing the proof. O

11.3 Encrypt-Hash-and-BARG and Construction

In this work, we will give a slightly simplified construction? of the JKLV SNARG. We note that much of
the writing and algorithm is identical to JKLV.

Definition 11.18 (Augmented circuit). Let C' be a circuit with k& wires, and let D be a circuit that takes as
input £ bits, and outputs nothing (one can think of this as a circuit which always outputs 0). Let Aug(C, D)
denote the following circuit: on input z,

« Compute C(z), and let 7 be the corresponding wire assignment.
« Evaluate D(7).

« Output C(x).

We will use this notation throughout this section.

Construction 11.19 (Simplified JKLV SNARG). The following construction is a simplification from JKLV.

Fix an NP language £ with witness for = of length m(|z|). In the following, n will be the input
length parameter, and L = poly(¥), where ¢ will be a bound on the length of the propositional proof of
non-membership (we choose this exact polynomial in Section 11.5). We will use the following ingredients:

« A secret-key leveled FHE scheme FHE.(Gen, Enc, Dec, Eval, GateEval) whose correctness, malicious

gate correctness and malicious evaluation correctness can be proven in PV;. Moreover, suppose
there exists Aj"E such FH ESecure,rue holds for FHE. x.

« A BARG scheme BARG.(Gen, Prove, Ver, TGen, Ext) with set extraction whose correctness and

somewhere extractability can be proven in PV;. Moreover, suppose there exists ABARC such that
BARGind/\gARG holds for BARG.x.

« A SEH scheme (SEH.Gen, SEH.TGen, SEH.Hash, SEH.Open, SEH.Ver, SEH.Ext) whose opening
completeness and extraction correctness can be proven in PV;. Moreover, suppose there exists )\SEH
such that every sentence in SEHSecure ASEH holds when implemented by SEH.x.

We now define the algorithm TGen, Gen, Prove and Ver. Note that while the SNARG itself does not need a
trapdoor mode, we define T Gen for the security analysis.

« Trapdoor CRS algorithm. TGen (1%, (C, 17, 1™), 1%, Tsen, Sparg, aux; sd) operates as follows: On
input a security parameter 1, an input length 17, a parameter 17, a tuple Tsgy C [2*] of size loc, a set
Searg C [27] of size at most loc (where loc = poly(), log n, log m, log s), and the explicit value will
be chosen in the proof), a string aux € {0, 1}*, and randomness sd = (sdfHg, Sdct, SdseH, SABARG)

®In essence, the CRS in JKLV grows with the size and computation depth of any machine that outputs the propositional proof
of non-membership. In this work, we simplify their construction to allow for a simpler analysis, albeit having a CRS that grows
with the total length of the propositional proof of non-membership. We believe their version can also be formalized in our theory.
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Set the FHE depth parameter deng = poly(L, |C|) for some large polynomial.
Generate FHE key: Sample FHE keys (sk, ek) <~ FHE.Gen(1*, 19FHe: sdppE).
Generate FHE ciphertext: Sample a ciphertext ct - FHE.Enc(sk, aux; sdct ).

Generate SEH keys: Let Tsgy = {i1, ..., %0c}- Let N* be as defined in Step (5) of the prover
algorithm.

W b=

— Parse sdsgy = {sd; }jcioc.

— For j € [loc], sample a hash key (hk;, td;) +— SEH.TGen(1%,4;;sd;).

— Set hk = {hkl, ce hk|oc} and tdsgy = {tdl, - ,td|oc}.

- In the remaining algorithms, we use the shorthand SEH.Hash(hk, -), SEH.Open(hk, -),
SEH.Ver(hk, -) to denote the algorithms which carry out the respective algorithms loc times
with respect to each of hky, . .., hkic. We use the shorthand SEH.Ext(hk, td, -) to denote
running the Ext algorithm loc times with respect to each of (hky,td1),. .., (hkjoc, tdioc)-

5. Generate BARG crs: Sample (crsgarc, tdsarg) < BARG.TGen(1*, 1% 157, 1'°¢ Sgarc; sdarG),
where we define £* and s* in Step (6) of the prover algorithm.

6. Output (crs = (hk, ek, ct, crsgarc), td = (sk, tdsgn, tdgarg))-
. CRS algorithm. Gen(1*, 1", 1) operates as follows:

1. Let C denote the relation circuit for the language £ on inputs of length n, and witnesses of
length m.

2. Let L = poly(¥), where the exact poly will be chosen via Theorem 11.23.
3. Set Tsgy = (0, .. ,0), SBARG = @ and aux = 1-.
4. Sample (crs, td) < TGen(1*, (C,17,1™), 1%, Tsen, Sparg, aux), and output crs.

« Prove algorithm. P(crs, C, z, w) operates as follows:

1. Parse (hk, ek, ct, crsgarg) < crs.
2. Compute the transcript of C(w), and let 7 = 7,(w) denote the wire assignment for this
computation.

3. Run the circuit FHE.Evale (U, -) on ct gate-by-gate, where U(7, (D)) denotes the universal
circuit that interprets (D) as a circuit and runs it on 7 (see Section 11.1.1 for details on the
description of U). Denote this circuit by I'e ct.

4. Let Cf,(;t = Aug(Cy, Tek ct) denote the computation done in steps (2) and (3) (i.e. the gate-
by-gate FHE evaluation), and let 7 denote the wire assignment.

5. Let N* be the length 7. Let vp = SEH.Hash(hk, 7).

6. Compute a BARG proof that essentially proves that every gate of CT,ek?t was computed correctly.
Formally, let Ry, be the following relation circuit:

- Instance: Description of some gate g; = (4, jo, j1, f), along with aux; = (B, 51) where
By is the hardcoded value for wire jj, if any (e.g. if gate g; takes as input any bit of x, ek, ct),
and | otherwise.

- Witness: Wire values w;, wj,, w;, and openings p;, pjy, P -

Then, th((giv aUXZ‘), (wi7 Wioy Wiy s Pis Pos Pja )) does the following:
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Parse g; = (1, jo, J1, f)-

Verify that SEH.Ver(hk, vp, i, w;, p;) = 1.
Parse aux; = (50,51)-

For b € {0, 1}, if B, # L, check that j, = [.
Else, verify that SEH.Ver(hk, vp, j, wj,, pj, )-
Verify that f(wj,,w;,) = w;.

Output 1 if all of the above checks pass, and output 0 otherwise.

Let k* denote the number of gates in C?ek\ct Let s* be the size of the circuit Ry ,. It is easy
to see that s* = poly(\,log|C|) since it simply verifies SEH openings. Note that one can
derive the batch of instances {(g;, auxi)}ie[k*] from the description of C, ek t efficiently, and
the prover can compute the corresponding {(w;, wjy, W , pi, Pjos Pj1 ) bic|k+) efficiently.

Let

TBARG < BARG.Prove(crs, Rk vy, { (9, aux;) bicpee], {(Wis Wio, Wiy 5 Pis Pios Pjr ) Yiek+])

be the corresponding proof.

7. Let pout be the opening to the output wire of Cj, ek ct.
8. Output (vp, TBARG, Pout)-

« The Verifier Algorithm. SNARG.V(crs, C, z, 7) does the following:

. Parse (hk, ek, ct, crsgarg) < crs and (vp, TBARG, Pout) <— -
. Check that p,t corresponds to an opening to the bit 1.

1
2
3. Parse mt as the batch of instances {(g;, aux;) }ic[x+), and let R = Ry vp-
4

. BARG.Ver(crsBARg, R, {(gi, auxi)}ie[k*], TFBARG) =1
5. Reject if any of the above checks fail, accept otherwise.

We will denote by SNARG = SNARG.(Gen, P, V), and we will use SNARG.TGen only in the security
proof.

Remark 11.20 (Changes from JKLV). We point out the main changes made in this algorithm relative to
the original EF-SNARG construction of [JKLV24] in order to simplify our analysis. The most prominent
change is that we will instantiate our BARG via SXDH rather than LWE. Moreover, the JKLV SNARG
construction has a shorter CRS in the case where the propositional proof of non-membership has a small
time-bounded Kolmogorov complexity. However, one would need to rely on unleveled FHE in order to
achieve this efficiency, which we do not know from plain LWE. Therefore, we omit this optimization.
Finally, our scheme results in a verifier whose runtime is poly(\, n, ¢), after which we rely on Remark 3.6
to improve this dependence to be n - poly(A, log ¢). The construction of JKLV does this optimization inline.

Completeness and Efficiency. Completeness of the scheme follows directly from the BARG com-
pleteness and SEH opening correctness. Recall that the proof 7 consists of a hash vp and opening pout
which both have size at most poly(\, loc,logn) = poly()\,logn,log¥), and a BARG proof |mgarg| <
poly(A, s*,log k*) = poly(\, loc,logn,log¢) = poly(\,logn). Therefore, || = poly(A,logn,log¥),
which is indeed succinct. The CRS on the other hand has size poly (A, n, £).

While the verifier itself is inefficient (takes time poly(\, n, £) rather than logarithmic in ), one can
generically boost this efficiency, as described in Remark 3.6.
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Security. We now prove that the above construction is secure, and show our main result in Corollary 11.22.

Theorem 11.21 (JKLV Security Theorem). There exists a function \o[p1, p2, ps] from PV functions p1, p2, ps
Log — Log such that APC{[BPP, LWE, SXDH] proves every sentence in EF-SNARG),, when EF-SNARG.x
is implemented by SNARG.(Gen, P, V).

By combining the JKLV Security Theorem and the security lifting lemma (see Lemma 5.6), it immediately
follows that there are SNARGs for all NP, under our assumptions.

Corollary 11.22. Suppose that APC;[BPP,LWE, SXDH] is sound (i.e. the non-logical axioms hold in the
standard model) and Assumption 3 is true, for every L € NP, there exists a sound and complete SNARG
scheme for L.

We prove the JKLV Security Theorem in two parts. First, we show that if an adversary A is able to
create accepting proofs for some = € {0, 1}" with probability at least £, then one can construct an accepting
local assignment generator for any augmented circuit Aug(C,,, E,;) with description size at most L. Then,
we will construct an E,, for which there is no local assignment generator which is also accepting via the
following theorem.

Theorem 11.23. APC; + “prBPP = prP” proves the following sentence. There exists a constant ¢ € N, and
PV-definable polynomial h, p, p1, p2 such that the following holds. Let s,s',n,¢ € Log. Lett = h(n, ¢, s).
Consider some x € {0,1}" and circuit C of size s’ such that there exists an EF proof ® of size { proving
that Yw,Cy(w) = 0. Then, there exists a circuit E, of size p({) with the following property: For any
(p1(logn,log¥), e, ct®)-local assignment generator of size s’ for Aug(Cy, E,), it holds that

AdVgaccept [Loca|Gen] § E - pQ(Tl/, [)
where G3<“®Pt is as defined in Definition 11.6.

We will prove this in Section 11.5.

11.4 Proof of JKLV Security Theorem (Theorem 11.21)

In this section, we prove the JKLV Security Theorem in APC;[BPP, LWE, SXDH] assuming Theorem 11.23
is true. We delay the proof of Theorem 11.23 to Section 11.5.

Following Sections 8 to 10, there exist an FHE scheme, a BARG scheme and a somewhere extractable
hash scheme satisfying correctness provable in PV, along with security FHESecure AFHE, BARGind ABARG,
SEHSecure)\ggH provable in APC; [BPP, LWE, SXDH].

Fix an NP language £, and suppose that the relation circuit C'(z, w) has size s = g1 (|z|) and witnesses
of length m = ga(|z|) for PV-definable polynomials ¢; and go. Fix a PV-definable polynomial t*. Let n, L
be PV-definable polynomials, and let s = ¢1(n) and m = ga2(n).

Choosing parameters. Let ¢t be the PV definable polynomial defined by ¢t = t* +n+ ¢+ s+ m. Fixa
large ¢ € N be a large constant. Looking forward, we will pick ¢ to be large enough so that ct¢ is much
larger than any of the reductions constructed in the proof. It is easy to verify that all the reductions in the
proof have size at most poly(¢*, n, £).

Set tEHE, tBARG, tsEH = ct®. Now, we pick Ao € N such that for any A > ), it is bigger than the
following quantities:
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. )\EHE[dFHE, teHEe, L] (see Definition 8.4), where dpy is as defined in the SNARG algorithm.

. )\g’ARG [tBARG, k¥, s*] (see Definition 10.3) where £* and s* are as defined in Step (6) of the prover
algorithm.

« A\3FH[tsen, N*], where N* is as defined in Step (5) of the prover algorithm.

For convenience, we will write EFHE = 1/tFHE, EBARG — 1/tBARG and ESEH — 1/tSEH-
Suppose there exists some A > Ag[n, ¢, t*] such that EF-SNARG?EL)&){Z;()A) is false. Let A be the

adversary of size t*(\) such that

1
Advg,[A] > m,

where x € {0, 1}" is some string with a proof 7 € {0, 1}* that Vw, C,.(w) = 0. For convenience, we write
* __ 1
E - m.
For readability, from here on, we will suppress A, n, ¢, L, C' from inputs of the algorithms when it is

clear from context.

Lemma 11.24 (Indistinguishability of CRS, based on Lemma 4.10 of [JKLV24]). APC; + “prBPP =
prP "+ FHESecure4SEHSecure+BARGind proves the following sentence. Let Dr g 4ux denote the distribution
corresponding to TGen(T', S, aux). For all tuples T, T" of size loc, sets S, S’ of size at most loc and aux, aux’ €
{0,1}%, we have that D1, aux and D+ g1 aux are (ty,€1)-indistinguishable, where €1 = loc - esgy + €BARG +
epHE and t; = c1t“* for some constant ¢y € N greater than 1.

Proof. By construction, one can show in PV that the CRS output by TGen(Tsgn, Sgarc, aux; sd) can be
written as a direct product of the distributions corresponding to the following circuit:

« For j € [loc], let Gensgy ;; output SEH.Gen(ij;sd;). Let Hsen ;; denote the corresponding distribu-
tion.

+ Let GenpyE ¢t be the circuit which takes as input sdryg, sde:

— Sample (sk,ek) «+ FHE.Gen(sdgyEg).
- Sample ct «— FHE.Enc(sk, aux; sdct).
- Output (ek, ct).

Let HrHE aux denote the corresponding distribution.

« Let Gengagg be the circuit which takes as input a set S and sdgarg and outputs BARG.TGen(S; sdgarc)-
Let HpaRrg,s denote the corresponding distributions.

In other words, one can prove in PV that Dy g aux = Hi; X Hip, X ... Hi. X HFHE,aux X HBARG,S-
Recall that by FHE security, we have that for all aux, aux/, HFHE,aux and HrHE aux are (teHE, EFHE)-
indistinguishable. Suppose T = (i1, .. .,doc) and T" = (i}, ..., 1,.). By SEH security, we have that each
Hsen,i; and %SEH7i3‘ are (tsgH, esgn )-indistinguishable. By BARG crs-indistinguishability, we have that
Heare,s and Hearg,s’ are (tBARG, EBARG )-indistinguishable. Therefore, by applying the Product Hybrid
Lemma, we have that Dy g ,ux and Dy g/ 5« are (c1t, €1)-indistinguishable, where €; = loc - esgq +
EBARG 1 €FHE, and we choose ¢; € N such that ¢;t“ + s; < ct¢, where s; = poly(\,n, L) is the total
size of the circuit generating Dr 5 aux. By choosing ¢ to be large enough, we can choose ¢ such that this
equation holds. O
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Let stﬂ!\'sf‘ii = (C1,C4,0) denote the security game defined as follows:
+ Ci(sd) runs (crs, td) < TGen(T, S, aux;sd) and outputs chall = crs and state = crs.
« Cy(m,crs) outputs Ver(crs, x, ).

Note that the soundness game G, of SNARG is equivalent to Q’ZN;(?LG We can thus rewrite the condition
Advg, [A] > €* as Advgsnare [A] > ™.
’ g@,e,oL

We now analyze the advantage of .4 against games with modified inputs.

Lemma 11.25. APC; + “prBPP = prP”+ FHESecure + SEHSecure + BARGind proves that for all sets
S, T of size at most loc and aux € {0,1}%,

AdVgSNARG >ef—e
T,S,aux

where €1 := loc - €sgq + €BARG + EFHE, as defined in Lemma 11.24.

Proof. From Lemma 11.24, we have that the outputs of C'; in QCSF'\gAaFfJE and QZNQA(?E are (c1t“!, e1)-indistinguishable.

By choosing t to be large enough, one can ensure that |Cs| + |A| < c1t°1. Therefore, we get the result by
invoking the Game Composition Lemma. O

Let (E,) € {0, 1} be the description of a circuit £, (following the syntax of Section 11.1.1) that takes
as input a wire assignment 7 for C,, and outputs a bit b. Let D, denote the circuit that computes C;,
along with the gates of E, (i.e. the output of D, is the output of C,, but it contains additional gates that
correspond to the gates of E,). We now choose aux* = (E,). By Lemma 11.25, for any subsets T, S,
Advgsnare [A] > e —e;.

T,S,aux*

Hardcoding the FHE randomness. Define GSNARG = (C1,05,0) as the game Qqsﬂ',\'s/?ar‘;i*

T,S,aux* ,sdfy g sda;
hardcoding the FHE randomness (sdfyg, sd%; ). The game is formally defined as follows:

o Cy(sd’) firstcalls (crs = (hk, ek, ct, crsgarc), td = (sk, tdsgn, tdearg)) < TGen(T, S, aux*; (sdfye,
sd%;,sd’)). Output chall, state = crs.

« Cy(m, crs*) outputs Ver(crs*, z, 7).

Lemma 11.26. APC; + “prBPP = prP”+ FHESecure + SEHSecure + BARGind proves that for all sets
S, T of size at most loc, there exist (sdfyg, sd%;) such that

Adv -snara [A] > €9,
gTSsd* sd*
»SSdpHE et

whereeg := ¢ — £1.

The lemma follows by applying the Averaging Argument over Lemma 11.25.

Fix TGen™ to be the algorithm that runs T Gen but always uses aux*, sdf g, sdz; (and random sdsgn, sdgaRG)-
Let (sk*, ek™) < FHE.Gen(sdfyg) and ct* <— FHE.Enc(sk™, aux*;sd%,).
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Constructing local tuple and local assignment generators. We now use A to construct local assign-
ment generators. We will do this in a few steps.

« In Lemma 11.27, we show that there exists a local tuple generator for C’;k»:t* = Aug(Cy, T ct+)
(as described in Step (4).)

« In Lemma 11.28, we show that there exists a local assignment generator for Aug(Cy, U(Ey,-)).

+ In Lemma 11.29, we show that there exists a local assignment generator for Aug(C,, E,). We will
then use Theorem 11.23 to reach a contradiction.

Lemma 11.27 (Based on [JKLV24, Lemma 4.11]). APC;[BPP,LWE,SXDH] proves that there exists a
(1, €3, c3t®)-accepting local tuple generator for C, ¢+ v+ (as described in Step (4).), where {1 = loc,e3 =
max(e’, loc - esgy), wheree’ = m for some PV definable (and tunable) polynomial p.

Proof. Let Q@ = poly(A,n, ¢, t*), where the exact value will be determined in the following proof. We first
construct the local-tuple generator.

LocalTupGen(T’; {sd1,i }ic(q), {sd2,i }icl)):
1. Fori € [Q]:

« Obtain (CI’S@', tdi) — TGen*(TSEH =T, SBARG = ¥; Sdlyi), where TGen™ is the algorithm
SNARG.TGen hardcoding the input aux*, and seeds sdfyg, sd5.

« Call m; <— A(crs;sdy ;).
2. If for all m;, SNARG.V(crs;, C, z, ;) = 0, output L.

3. Else, let i € [Q] be such that SNARG.V(crs;, C, z,m;) = 1, and let 7 = m;, crs = crs; and
td = td;.

4. Parse T = (vp, TBARG, Pout) and td = (sk™, tdsgn, tdgarc)-
5. Let {Uj}je[loc} = SEH.EXt(hk,tdSEH, vp).

6. Output (01,...,04).

We now prove the properties of the local tuple generator.

Computational Non-Signaling. We will show this via the key indistinguishability property of SEH.
Consider two tuples Ty and 71, and let U = {j € [¢1] : (i§-0) = iél)) A(ij # L)}. As argued in Lemma 11.24,
we can rewrite crs distribution output by TGen* (7T}, @;sd1) as the product:

Moo X Hym X H o) X (sk*, ct”) X Hpara,s;
where we use (sk*, ct*) as shorthand for the circuit that always outputs (sk*, ct*). Now, consider the circuit

C1y,11,» (defined relative to LocalTupGen as defined in Definition 11.7), and let Dy, be the corresponding
distributions. Let U = {j € [loc] : (i§0) = i;l)) A (ij # L1)}. By definition of LocalTupGen and Cr, 1, ., it
is easy to see that Cr, 1, p is PV-equivalent to the following distribution:

101



Cry o1, ({8914 Fie(q)s 15d2,i Fieq))
« Fori € [Q):

Parse Sdl’i = (SdSEH7 SdBARG), and SdSEH = {Sdi}ie[loc]'
For j ¢ U, sample hk; « H.w).
J

For j € U, sample (hk;,td;) SEH.TGen(iﬁ-O); sd;).
Sample crsgarg < BARG.Gen(sdgarg)-

Set crs; = (hk, ek™, ct*, crsgarg) and td; = {sk™*, {td;};cv}.
Call m; « A(crs;).

« If for all ;, SNARG.V(crs;, C, x, m;) = 0, output L.

« Else, let i € [Q] be such that SNARG.V(crs;, C, x,m;) = 1, and let 7 = m;, crs = crs; and
td = td;.

« Parse m = (vp, TBARG; Pout ), and parse vp = (v1, ..., Vjoc) and td = (sk™, {td; };cr/).
« For j € U, let 0; = SEH.Ext(hk;,td;, v;).

« Output {0} }jcv.

Let ssey < poly(A, n, £) be the size of each ”Hgf). Recall that

II {I[#o | and IT | I]#e

i€lQ] \jgU i€lQ] \jgU

(tsen — @ - loc - ssgn, @ - loc - esgn )-indistinguishable by invoking the Product Hybrid Lemma. By ensuring
we chose ct® > C, we can ensure that ct® is much larger than LocalTu pGen’, by the Reduction Lemma,
we have that Cr, 7, o and Cr, 7, 1 indeed describe (c3t“, C - loc - esgn )-indistinguishable distributions for
some c3 € N.

Wire consistency. Consider an ¢i-tuple ' = (i1,...,1%, ), and any pair ji, jo such that i;, = ij,.
Consider Gp"=" as defined in Definition 11.7. Let g5, be an arbitrary gate in the computation which
touches the wire w corresponding to i, .

Output LocalTupGen(T').

Let LocalTupGen,(T") be identical to LocalTupGen, except that each crs; is instead sampled as
TGen™(T, {k};sdy ;).

The two hybrids are (tgarc — S, @ - €arc)-indistinguishable, where s = poly(A, n, £) bounds the

sizes of LocalTupGen and LocalTupGen’. The indistinguishability follows from combining the BARG CRS
indistinguishability, the Reduction Lemma, and the Product Hybrid Lemma.

102



We now claim that if LocalTupGen (T") does not output L (which it only does if for all ¢, 7; is an invalid
proof), then the output satisfies wire consistency for gate gy.
In fact, it suffices to argue in PV that (crs, td) <— TGen*(T, {k}; sd; ) and the corresponding Local TupGen’
outputs {c; }J'E[M’
( SNARG.V(crs,z,m) = 1) ) — (0, = 0j,).

We argue in PV as follows:
1. Parse crs = (hk,ek®, ct*, crsgarg) and ™ = (vp, TBARG; Pout), and let R = Rhy 4.
2. Parse @t as the list G = {g;, aux; }ic(p+)-
3. SNARG.V(crs, z, ) = 1 implies that BARG.Ver(crsgara, R, G, TgarG) = 1.
4. Let crsgarg < TGen™(T,{k};sdy). Compute
(b1, b2, b3, p1, p2, p3) < BARG.Extract(crsgarg, tdgare, R, G, TBARG)-

By correctness of the extraction, we have that

R((gk,aux), (b1, b2, bs, p1, p2, p3)) = 1.
In other words,

o by, by, b3 is consistent with auxg,

« forj € {1, 2,3} (which are not fixed by auxy), p; is an opening to bit b; at location corresponding
to wire wi;,

o fi(b1,b2) = bs.
5. Suppose b, and p,, correspond to wire w of g.
6. Parse po, = (p1, .-+, Ploc)-

7. Forvy € {1,2}, since (hk; ,td; ) <= SEH.Hash(i; ;sd;, ), we have that by the extraction correctness,

SEH-Ver(hkjwvjwbaaija,apja,) =1— SEH.EXt(UjW,tdjW) = bq.

8. Therefore, we have that SEH.Ext(vj,,td;,) = SEH.Ext(v;,,td;, ).

9. By definition of LocalTupGen’, ;, = SEH.Ext(v;, , td;. ). Therefore, we have that 0, = 0, .

SNARG
T,S,sdfye,sds”

(Cfgj Q, Cg/ Q, 0) denote the Q-fold repetition of the game G, and let A®? denote the adversary that simulates
A in parallel () times. By instantiating the Error Reduction Lemma by picking 5 = €/2, we have that

For notational convenience, let G denote G Following the notation in Lemma 7.22, let gVQ =

Advgue[A®9] <1 — (1 —¢/2)9.

For convenience, we write ¢’ = (1 — £/2).
Now, it is easy to prove in PV, that if LocalTupGen,(T; {sd ;,sd2;}) does not output L, then

CPe 0 AP ({sdy i }icicy) © C1P ({sd1,i }ie(c]) = 1-
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Therefore, by the Game Reduction Lemma, we have that:

Ad [LocalTupGen;] > Advgrepear [A"P®] > 1 — ¢’

ngirgcon
T,j1.32

By invoking the Adversary Indistinguishability Lemma, we have that

AdVW[LocalTquen} >1—¢ —Q-eparc.

T,j1,J2

By applying the Game Complement Lemma, we have that

Adv gyirecon [LocalTupGen'] < &’ + Q - egarc-

371,72
Finally, since we set egarg = 1/tgARG to be small enough, the advantage ¢/ + Q - egarg = (1 — £/2)% +

@ - eBARG can be tuned to be smaller than 1/p(\, m¢) for some appropriately large polynomial p.

Gate consistency. The following argument is very similar to the case of wire-consistency. For any ¢; -
tuple T’ = (i1, ..., 1, ) and triple (j1, jo, j3), if & = (4j,,%j,, )5, f) is a gate in the C, define the following

search game gjg:"tew” Consider LocalTupGen’, where the crs is instead sampled as TGen* (T, {gx }; sd1).

s(J1.52,93)"
Now, we argue in PV that (crs,td) <— TGen*(T, {gx};sd1) and the corresponding LocalTupGen’

outputs {0} je[ey]:

( SNARG.V(crs,z,m) =1) ) = (0j, = f(05,,0},)).

1. Argue Steps (1)-(4) identically to the case of wire-consistency.

2. For y € {1,2,3}, since (hk;_,td; ) <= SEH.Gen(i; ;sd; ), we have that by the extraction correct-
ness,

SEH.Ver(hk;_,vj ,by,ij,,p;,) = 1 — SEH.Ext(v; ,td; ) = b,.
3. Moreover, by correctness of BARG extraction, we have that by, b, b3 satisfy bs = f (b1, b2).
4. Therefore, by substitution, we have that ¢, = f(c;j,,0},), completing the proof.
Therefore, by a near identical argument as in the case of wire consistency, we have that

Adv gestecon [LocalTupGen] < &' + Q - egarc-

T,(j1,52:93)

Accepting. LetT = (out, L, L, ..., 1). Now, we argue in PV, that (crs,td) < TGen™ (T, {gr};sd1)
and the corresponding LocalTupGen outputs {0} jc(e,]s

( SNARG.V(crs,z,m) =1) ) = (o1 = 1).
We argue this as follows:

« Recall that if SNARG.V(crs, z, m) = 1, then there exists an opening poyt such that SEH.Ver(hk, vp,
out, Pout, 1) =1

« Parse vp = (v1,..., Vjoc).
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« Recall that (hkj, td;) <~ SEH.TGen(out).
« Therefore, by extraction correctness, we have that

SEH.Ver(hkhvl, 1,i1,p1) =1— SEH.EXt(Ul,tdl) =1.

In particular, this shows that if LocalTupGen does not output L, then 7; corresponds to some accepting
SNARG proof, and hence ooyt = 1.
Therefore, by an identical argument as in the case of wire consistency, we have that

Advggaecon  [LocalTupGen] < ~

T,(51,52:93)

We have that Local TupGen is a (loc, max (e’ + @ - egarg, loc - €sgn ), c3t3)-tuple generator. We choose @

such that e’ = (1 —¢/2)? < m for some poly. o

Let 5 = poly(A) be the size of an FHE.GateEval(ek;, -) circuit which takes as input two ciphertexts
and outputs a new ciphertext.

Lemma 11.28 (Based on [JKLV24, Lemma 4.12]). APC; + “prBPP = prP” proves that there exists a
(€2, €4, c4t®t) local assignment generator for Aug(Cy, U(E,, ")), where by = £1/283,64 = O(e3 - £3),c4 €N
is some constant.

Proof. First, note that there exists a (¢;/2,O(loc - £3), ¢'t®) local assignment generator LocalGen for

C;;ct* by combining Claim 11.8 and Lemma 11.27. Now, we construct a new local assignment generator
LocalGen’ for Aug(C, U(E,,-)) as follows.

LocalGen'(SS) : Take as input a set of wires S of size at most ¢ < /5, and do the following.

« Parse S = {wy,...,we} of D,.

—

o If w; is a wire in Cy, let £2; correspond to the same wire in Cy, g ct+-

« If w; is a wire in Ug,, Let A; be the subcircuit of C;, ¢ ot~ which homomorphically evaluates
w;. Let €2; contain all the wires corresponding to the output of this homomorphic evaluation.
Note that €); is the size of an FHE ciphertext.

o Let Wg = Ule Q;.
« Call {o;}icw, < LocalGen(Wg).
« Ifw; is a wire of Cy and Q; = {a; }, set §; = 04,.

« If w; is a wire of Ug,, parse {0} cq, as an FHE ciphertext -y, and set 3; <— FHE.Dec(sk™, ).

« Output {Bi}z'e[é}'

We now show that the necessary properties hold.

Accepting. It is clear that on input {out}, LocalGen’ simply calls LocalGen({out}) (because out is not
under an encryption). Therefore, Advg,.,,.[LocalGen'] = Advg,, [LocalGen] < e3.
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Computational non-signaling. Consider sets T, 7} of wires of size at most /2, and let U = TyNT}. Let
G1,,1, b be the circuit as defined in the NS security in Definition 11.6. Consider the sets W, as constructed
by LocalGen'(T}). Now, we argue that Gy 1,  is isomorphic to the following circuit:

- Call {o;}icwy, ¢ LocalGen(Wry).

+ Compute Wy = Wp, N1 Wr,_,.

« Let L = {0i}icw,, -

« For each w; € U, let ; be as defined in LocalGen’.

« For each w; € U, use L to deduce ); and therefore /3; as was done in LocalGen'.

« Output {B; }icv-

Let s4 be the size of the above circuit. By non-signaling of LocalGen, we have that the distributions

. / . . . .
corresponding to G%{};g'%;l oand Gbﬁ;{?'%ﬁ;l 1 (for LocalGen) are (¢'t®, O(loc- €3)-indistinguishable. There-
fore, by invoking the Reduction Lemma, we have that G710 and Gr, 7, 1 are (cat®, O(loc - €3))-
indistinguishable, where ¢4 € N is some constant in N such that ¢4t + s4 < ¢/ ¢,

Local consistency. Let g = (w;, wj, wg, f) be a gate of Aug(Cy, U(Ey, ), and let T O {w;, w;, wy} be
a subset of wires of C' of size at most /. Let G, 7 be the local consistency game as defined in Definition 11.6
for LocalGen’.

If wy, is a wire of C};, then, by local consistency of LocalGen, we have that

Advg, ,[A] < e3.

If wy, is a wire of U (Ey, -), i, is computed from §2; and ; via FHE.GateEval.

Let I' correspond to the set of wires used to compute 2 from 2;,€);. We argue in a few steps.
First, consider LocalGen”(T') which is identical to LocalGen’ but queries LocalGen(W; U T') instead of
LocalGen(Wr).

By the (c3ts, £3)-non-signaling property of LocalGen, we have that the outputs of LocalGen'(T") and
LocalGen”(T) are (c4t®, e3)-indistinguishable via the Reduction Lemma, if we choose ¢4t + s < ¢3t,
where s is a size bound on LocalGen and LocalGen’.

Now, consider the output LocalGen(Wz UT). Let Gl — (€1, Cy, 0) denote the following game:

« C; outputs chall = Wr UT.

« Cy iterates over all triples of W U I'. If the triple corresponds to a gate, it checks that the gate is
consistent. If any gate is inconsistent, it outputs 1. Else, it outputs 0. (i.e. checks full consistency
among every triple in the set).

By local consistency of LocalGen and invoking the Game Union Bound Lemma, we have that
Advgrcon [LocalGen] < O(e3 - £3).

Suppose the output of {o;}w,ur < LocalGen(IWr U I') satisfies full consistency. Interpret the wires
corresponding to £2;,€); and 2, as FHE ciphertexts ;,y; and ;. If all the wires are consistent, 7, is a
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correct FHE.GateEval(ek, f, vi, ;). Therefore, by the PV malicious gate correctness of FHE, we can prove
in PV; that FHE.Dec(sk*, ;) = f(FHE.Dec(sk*,~;), FHE.Dec(sk*, ;). Therefore, the corresponding
output of LocalGen” must satisfy local consistency on the outputs w1, wo, w3. Therefore, we have that
whenever LocalGen” succeeds Gfyiicon, LocalGen” succeeds in G, 7. Invoking the Game Reduction Lemma
and Game Complement Lemma, we have that

Advg, ,[LocalGen"] < O(e3 - 03).
By e3-indistinguishability of LocalGen” and LocalGen’, we then have that
Advg, ,[LocalGen”] < O(e3 - £3) + e3.
This completes the proof. O

Lemma 11.29. APC; + “prBPP = prP ” proves that there exists a ({3, €5, c5t°®)-accepting local assignment
generator for Aug(Cy, E,), where c5 € N is some constant, {3 = {5 — poly(log s), and e5 = poly(s) - £4.

Proof. By Lemma 11.28, there exists a ({2, £4, c4t“)-accepting local assignment generator LocalGen for
Aug(Cy,U(Ex,")). We define LocalGen’ as follows.

LocalGen’(S): On input a set S of at most /3 wires of Aug(C.;, E,,), do the following.
« Parse S = {wy, ..., we,}.
o If w; is a wire of C, let the w; be the corresponding wire in Aug(Cy,U(E,,")).

« If w; is a wire compute by gate g; of E, let w; be the wire corresponding to the output of U;
which evaluates w;, where Uj is defined in Section 11.1.1.

e Let S = {@1,W3,...,W5}

+ Output LocaIGen(§).

By definition, the fact that the circuit satisfies (¢5t°, £4)-non-signaling follows from the non-signaling
property of LocalGen and the Reduction Lemma (where we use the fact that the above LocalGen’ has size at
most poly(t) for some fixed poly). Moreover, the fact that LocalGen is £4-accepting implies that LocalGen’
is also e4-accepting. It suffices to prove local consistency.

Local consistency. Clearly, for gates g that are contained within Cj, local consistency of LocalGen'’
follows directly from the local consistency of LocalGen. It suffices to consider some gate g; = (i, jo, j1, f)
contained in E,, and show that LocalGen (and hence LocalGen’) is £5-consistent on wires 4, jg, j1. Consider
the corresponding gate U; in U(E,, -) (see Section 11.1.1 for the appropriate definition). Recall that U;
comprises subcircuits { Ay Joe(0,1},acfi—1]> 1Ab}be{0,1} and Aoyt (following Section 11.1.1). We will make
reference to these variables throughout the following proof.

Consider the following game gtr?nscript where S is some subset of wires of Ag, A1, Aoyt of size at most

7’7‘707j17s ’
¢y — poly(log s):

« C1: Output chall = state = {7, jo, j1} U S.
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« Co: Given (04, 05y, 05, {0k }res):

- Compute the true transcript of Ag, A1, Aoyt given as input 0, and o, (note that the transcript
does not depend on any other wire inputs to U;).

— Check if all {0} }recs is consistent with the transcript. Output 1 if any of the wires are inconsis-
tent.

Let wy, o denote the output wire of Ay, for a € [i — 1].

Claim 11.30. Advgtranscript [LocalGen] < 4, where 6 = poly(logs) - e4 + €4.

4,J0:91,%b, o

Proof. We proceed in a few hybrids.

Output LocalGen (W), where W of is a set of at most £3 — |Ay o | wires.

Consider LocalGeny (V) (which only accepts W of size at most £3 — | A | which does the following:
« On input wires W, queries {0 }iew U {04 fwen, , <+ LocalGen(WU{w} en, ).
« Output {w; biew.
By the £4-non-signaling property of LocalGen’, this hybrid is €4 indistinguishable from the previous
hybrid.
Consider LocalGen” which additionally does the following:

« On input wires W, queries {0 }iew U {04 }wen,, + LocalGen(W U {w}yen,.,)-
« If any of the wire values corresponding to the gates in A; , are inconsistent, output L.
« Output {0 }icw.

Recall that LocalGen is €4 consistent, so by the Game Union Bound Lemma, the probability that any
of the gates is inconsistent is |Ap o | - £4 (there are at most |A, o[ gates in Ay o).

Therefore, LocalGeng is (|Apq|® - €4 + £4)-indistinguishable from LocalGen’. By the Adversary Indistin-
guishability Lemma, we have that

AdVgtranscript [LOC3|GenH] S Advgtranscript [LOCalGen”/] + |Ab704|3 . 64 + 64.

4,J0,J1,%h, o 4,J0591,%b, o

We now have two cases. Fix b € {0,1}. Suppose o # jp. Then, if the wire values of A , are locally
consistent, then the output of A, = L. Therefore, when LocalGens({¢, jo, j1,wsn}) does not abort,
Wh,o = L, which is indeed consistent with the transcript.

Similarly, suppose @ = j3. If the wire values of Ay, , are locally consistent, then the output of Ay, , = 0,
which is indeed consistent with the transcript. Therefore, we deduce that:

Advgtranscript [LocalGeng] — 0

4,J0:91,%b, o

By combining the inequalities with the fact that |A, o| < poly(log s), we have the desired claim. O

Let the subcircuit A = Ag U Ay U Aoye. Now, we will inductively prove the following claim.
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Claim 11.31. Let n be some wire at depth k (the input wires are depth 0) of circuit C.

AdV transcript [LocalGen] < ok 4+ 2k tle, — 2.
g’i,jo’jpfl

Proof. By Claim 11.30, we know that the base case is true.
Suppose the claim holds for all wires at depth k of the A. Now, consider wire n at depth k& + 1 of gate
g = (n,€o,C1, f) of Cp. We will show that the claim holds for 7 via induction.

Output LocalGen on input {4, jo, 71,7}
Consider LocalGen; which on input {4, jo, j1,n} does the following:
* Query {04,0j,,04,,0y,0¢,0¢ } < LocalGen({4, jo, j1,7, C0, C1})-
« Output {0}, 0j,,0,,0y}.
By (c4t“, e4)-non-signaling, we have that this is ¢4 indistinguishable from the previous hybrid.

Consider LocalGens which on input {i, jo, j1, 1}, does the following:

® QllerY {Ui7 039y 035150n, UC07 UC1} — LOCHIGen({i,jO, jlv m, COa Cl})
o If (p and (; is not consistent with 7, output L.

« Output {0y, 05,,05,,0n}.
By the €4-local consistency of LocalGen, this is £4-indistinguishable from the previous hybrid.

Consider LocalGeng which on input {i, jo, j1, 7}, does the following:

° dery {O-iao-jmo-juo-n,o-(o’o-ﬁ} «— LocalGen({z’,jO,jl,n, COvCl})'

o If (p or (; is inconsistent with the transcript (i.e. gtranscript Qtranscript

1,J0,J1,C0 1,J0,J1,C1 outputs 1), reject.

o If (p and (; are not consistent with 7, output L.

« Output {0}, 0}y, 05,04}

By the inductive hypothesis, Lemmas 7.18 and 7.23, this is 2 - (2%§ + 2¥e, — 2¢4)-indistinguishable
from the previous hybrid.

Note that LocalGens never outputs ¢ which is inconsistent with the transcript, i.e.

AdVgtranscript [LocaIGen?)] - 0

4,30591:M

Hence, by the Hybrid Argument and the Adversary Indistinguishability Lemma, we have that

AdV wanscripe [LocalGen] < 24 + 2(2F6 + 28 ey — 2¢4) = 2815 4 2FF2¢, — 2¢,

gi,joyhni

therefore completing the proof. O
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Recall that A has depth O(log s). Let Aoyt correspond to the output of A. We then have that

AdVgtranscript [LocalGen} S pO|y(8) . (54 =+ 5)

4,J0,31Nout

. . . ﬁ
Moreover, it is easy to show that when LocalGen satisfies G, ;?O";irxout

in Definition 11.6), and hence

, LocalGen' satisfies G, 1,y (as defined
Advg, .. [LocalGen] < poly(s) - £4.
By non-signaling, we can also show that for any 7" D {g},
Advg, ,[LocalGen’] < poly(s) - e4 + €.
This shows that LocalGen’ is poly(s) - £4-locally consistent. O

By picking cg € N appropriately, our above analysis shows that there exist PV definable polynomials
q1, g2 so that Lemma 11.29 gives a (¢; (log n, log L, \) , c61%) accepting local assignment generator,
ie.

1
> q2(n,L,\)
1
q2 (nv )\7 E) ‘

However, Theorem 11.23 shows that there exists a polynomial p such that

Advgaceept [LocalGen] > 1 —

< p2(n>€)
- q2(n7)\7€)

By picking g2 to be large enough (which we can do by picking the constant c appropriately at the beginning
of this proof), this leads to a contradiction, thus completing the proof.

AdVgaccept [LOCB | Gen]

11.5 Proof of Theorem 11.23

In this section, following [JKLV24], we show that if there is a size /-sized EF that Vw, C,(w) = 0, then

there exists an extension F, with description size L = poly(¢) a constant A such that there is no accepting

local assignment generator for Aug(C, E,). As we show in Appendix B, we can without loss of generality

(up to a polynomial blow-up in proof size) assume that every line in the EF proof has constant width.
The following part of this section follows [JKLV24] nearly verbatim.

Circuit as a Set of Propositions. For any circuit C, we define a set of propositional formulas Prop[C],
which represents that each gate computation in C' is correct. More specifically, we assign each wire in C
a propositional variable. Then for each gate ¢g in C' with input wires [, r and output wire o, we can use
the propositional formula o <> g(I, ) to represent that g is computed correctly. We put all such formulas
together as a set, and define it as Prop[C']. One can view a proof of the fact that Vw, C;(w) = 0 as length
poly(¥) proof of the fact that:

Prop[C;]| F (out < 0)

We now describe how to construct an extension E, for C, such that Theorem 11.23 holds.

Construction 11.32 (Extension E,). Let ¢y, ..., ¢k, 01,...,0; Fegp Cp(w) = 0, where each |¢;|, |6;| =
O(1). Suppose that the ¢; are all extensions, and the 6; are all premises and deductions. We construct the
extension circuit F, which takes as input the wires of C,, and does the following:
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« Variables for gates: For each wire of C, construct a gate ¢ in E, that simply copies over this wire.

+ Adding extensions: For each extension ¢; of the form v; <> ¢;, where v; is a new variable and ¢; is
a propositional formula of O(1) existing variables (including the wire values of C,). Now, compute a
helper circuit A; which takes as input all the variables that appear in ¢;, and computes ;. We set
the output of A; to be v;.

« Adding proofs: For line 6; of the proof, recall that it depends on O(1) previous lines of the proof.
Construct the circuit P; which takes as input the wires corresponding to the variables which appear
in 6;, and computes 6;. Recall that 6; has one of two forms:

— Premise: This asserts that for some gate g in C,, with input wires [,  and output wire o, we have
that o <> g(l, 7). Therefore, P; takes as input the wires of E, corresponding to the variables o, [
and r and simply asserts that o <> g(l, ) holds.

— Deduction. 6; takes as input some extension variables and asserts that some predicate on these
variables holds. Recall that 6; is deduced via some lines {6;,,...60; } of the proof via some
axiom of EF.

It is easy to see that each P; has size O(1) (because each line 6; has size O(1)).

« Binary-and-tree: Without loss of generality, suppose ¢ is a power of 2. Compute a binary tree of
ANDs (each gate is and AND of its children), where the leaf nodes corresponds to the output wires of
Py, ..., Pp_.

We are now ready to prove Theorem 11.23. The proof strategy is very similar, but we present it directly

(JKLV modularizes the analysis of the AND-tree).

Proof of Theorem 11.23. We choose E, as defined in Construction 11.32. For convenience, we write v =
log, ¢ and loc = p; (log n,log ¢), where p; is a linear function in log n and log ¢. Consider the subcircuit of
E ., which corresponds to the binary AND tree with leaves corresponding to the output wires of Py, ..., P;.
Let the output wire of P; be p;.

Suppose lines 6y, . .., 0, correspond to the premise (i.e. gate consistency of the wires of C,). Let

S be any subset of wires of Aug(Cy, E;) of size at most loc/2. Consider the following search game
R = (C1,Ca, k) for k < o

+ C; outputs wire py, corresponding to the output gate of Py, along with rest of the set S.

« Cy on input {o,, } U {0;}ics, output 1 if 0, = 0, and 0 otherwise.

Claim 11.33. APC; + “prBPP = prP” proves the following. Adv gpremise [LocalGen] < O(e).
k,S

Proof. We proceed in a few hybrids to first construct an indistinguishable LocalGen’.

Output LocalGen(py).

Consider LocalGen; which does the following:

o Let I' be the subcircuit of F, used to compute py, (i.e. the relevant wires of C, and the subcircuit
computing o <+ g(¥,r)). Clearly, this has size O(1).
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« Compute {0y, }U{0; }icr < LocalGen({w} UT).
« Output gy.

This distribution is (¢, £)-indistinguishable from the previous hybrid via the (ct¢, €)-indistinguishability
of LocalGen.

Consider LocalGeng which does the following.

« Let I" be the subcircuit used to compute w (i.e. the relevant wires of C,; and the subcircuit
computing o <> g(¢,1)).

« Compute {0y} U {0;}icr < LocalGen({w} UT).
o If any of the wires in {0y, } U {0; };cr are inconsistent, output L.

« Output gyy.

By the e-local consistency of LocalGen, by applying Lemmas 7.18 and 7.23, we have that this distribu-
tion is (t, € - |T'|?)-indistinguishable from the previous hybrid.

By construction, we have that LocalGen(w) and LocalGens are (¢, 2|T'|3 - €)-indistinguishable. Moreover, it
is easy to see that one can prove in PV, that

Advgpremise[LocaIGeng] =0.
k

Since I" has size at most O(1), by applying the Adversary Indistinguishability Lemma, we have that
AdV gpremise[LocalGen] < O(e).
k

Now, we can invoke (ct, €)-non-signaling of LocalGen to argue that

Adv gpremise [LocalGen] < Advgzremise[LocalGen] +e.

kUS

This completes the proof. O

Now, lines 6441, . .., 0y_1 correspond to deductions. Consider line k, and let S, = {i1,...,i.} C [k—1]
denote the set of ¢ = O(1) lines 6;,, . . ., 0;, used to deduce 6y.

Let S be any subset of wires of Aug(C, E,.) of size at most p(log n,log ¢) /2. Consider the following
search game G#edu<e for k € {a + 1,...,¢ — 1}:

« Cy outputs the output wire wy, of Py, the output wires w;; of P;; for i; € Sy as well as the set S.
« Co, oninput {0, 04,,...0i, } U{0ow}wes does the following:

- If any of g;, = 0, output 0.
— Otherwise, if o, = 0, output 1. Else, output 0.

We can then prove the following claim.

Claim 11.34. APC; + “prBPP = prP” proves that Advggfjgce[LocalGen] < O(e).

Proof. We first prove the claim when S = &. We first construct an indistinguishable program to LocalGen
via a few hybrids.
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Output LocalGen({wg, wi,, ..., w;, }).
Let LocalGen; work as follows:

e letP=FP,UP, U---UPF;.
o Call {O’k, ipgsenns O'Z'C}U{O'u,}wgp — LocaIGen({wk,wil, R ,’LUZ'C}UP).
« Output {0, 04,,...,0.}

This is (¢, €)-indistinguishable from the previous hybrid due to the (ct¢, £)-non-signaling of LocalGen.

Let LocalGeny work as follows:
e LetP=P,UP,U---UP;_.
« Call {ok,04,,...,0i.} U{ow}wep + LocalGen({wg, wi,, ..., w; } UP).
o If any of the wire values in {0}, 0y,, ..., 0.} U{0w}wep are inconsistent, output 0.
« Output {0k, 04,,...,04.}.

By e-consistency of LocalGen, we can invoke the Game Union Bound Lemma and Mixture Lemma to
show that the distributions are (¢, |P|? - ¢)-indistinguishable. Recall that | P| = O(1).

Now, it is easy to show in PV that Adv gdeauce [LocalGens] = 0 because Py outputs 1ifallof P;,,..., P, =1
by the soundness of EF. Therefore, by the Adversary Indistinguishability Lemma, we have the desired
claim.

Now, by relying on (ct®, €)-non-signaling of LocalGen and the Reduction Lemma, we can then deduce
that
Adngeduce [LOCaIGen] S Adngeduce [LOCaIGen] + €.
kUS k

Choosing p2 appropriately, we complete the proof. O

Consider (disjoint) sets of wires S and 7', each of size at most loc/4, where S is contained in the AND
tree, and 7" is any subset of wires in Aug(C5, E;). We define a security game QQNTD = (C1,C2,0) as follows:

« C; outputs S, T

« Co takes as input a set of wires {0, }s U {0 }wer, and outputs 1 if any of the wire values in {0, } s
is 0 (ignore the wire values in 7"). Output 0 otherwise.

We identify every wire in the tree with a string (0, b1, ..., b)) for ' < 7 as follows:

« The root wire (AKA the output wire) of the AND tree is labeled by the string (0).

« The string (0, b1, . .., b)) corresponds to the string obtained by starting at the root wire, and iterating
over by, ..., bfy, going down the left input if b; = 0 and right input if b; = 1.

Let T be any subset of wires in Aug(Cy, E;;) of size at most loc/4, and S be a subset of wires in the

AND tree of size at most loc/8. We define a security game gg’:yg{?fﬁ?w)ysj = (C1,Co,0) (where b; € {0,1})
AND

to be the security game QUT , where U is constructed as follows:

o Initialize U = @.
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« Iterate over ¢ € [y], and for each i such that b; = 1, add (0,b1,...,b; — 1) to U.
+ Add elements of S to U.
» Output U.

For convenience, we identify the string (bo, b1, ...,b,) with £ € {0,1,..., ¢} as follows:

8
k=Y 2,
=0

. . . AND-path AND-path .
We will equivalently write G o %at) g an d gk v Tpat for convenience.
yeeeay Joy tlagh

Claim 11.35. APC; + “prBPP = prP” proves the following sentence. For all k € {0,1,...,¢} and all setsT
of size at most loc/4, we have that

AdngND,path[LocaIGen} < q(logn,logt, k) - ¢,

k,@,T
where q is some PV-definable polynomial.

Proof. We prove the above theorem via induction on k.3 We denote by Sy, the output of C; in game GAND.

Clearly,
Adv ganp-pain [LocalGen] = 0

0,2,T
by definition because C; queries an empty set. Therefore, the claim holds for £ = 0. Suppose that the claim
holds for k¥ = k. Now, consider x + 1. We will first prove the following.

If p,, corresponds to a premise, via the Game Union Bound Lemma, we have that

Adv gano-pain [LocalGen] < Advanppain  [LocalGen] + Advgzremise [LocalGen]

w,{pr},T ~, 9, {px VT e, SkUT
< q(logn,logl, k) -+ O(e). (11.1)
Similarly, if p,, corresponds to a line which is a deduction, via the Game Union Bound Lemma, we have that
Adv anpparn [LocalGen] < Adv anppan  [LocalGen] + Advgeeaue [LocalGen]
g’@{ﬂﬁ}aT gr@,@,{p,g}UT pPr,SrUT

< q(logn,logl, k) - e+ O(e). (11.2)

We consider two cases based on the parity of . If  is even (i.e. K + 1 is odd), it is easy to verify that
Sk+1 = Sk U {px}. Therefore, by definition,

Advg, ., , p[LocalGen] = Advg, . .[LocalGen]
< q(logn,logl, k) -+ O(e),

hence proving the claim. Therefore, this satisfies the inductive hypothesis. It suffices to consider the case
where « is odd. We define sets S, U, U’, U"” in two cases in order to be explicit.

*Recall that PV (and thus APC; + “prBPP = prP”) allows induction on polynomial-time decidable properties. Here, as
loc = O(logn + log £) and n, £ € Log, we know that |T'| € Log and thus the universal quantification over 7" is polynomial-time
decidable; subsequently the induction is admissible in the theory.
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Case 1: k < ¢ — 2. In this case, there exists an index 7' < +y such that k = (0,b1,...,b,,0,1,...,1) and

k+1=(0,b1,...,by,1,0,...,0). There exists a set S so that we can rewrite:

S.=5SuU {(0, bo, b1, ..., b,y/, 0, O,{. .. 70)}1'6{1,...,7—7’—1} =SuU

S;i—f—l = SU {(bO7b17"' 7b’y’70)} = SU U/‘

We also define the set:
U" ={(by,... ,b,y/,O,‘. 50, 1) Yepy—y—1]
1 Z€ros
Case 2: K = ¢ — 1. Inthis case, k = (0,1,...,1)and kK + 1 = (1,0,...,0). Then, we set S = 0, and it is

clear that:

Sk =1{(0,0,...,0) }icjy] = U,
~—

i Zeros

Ser1 = {(0)} = U".

Let the set U” = {(0,...,0, l)hem-
——

1 Zeros

The following argument works for either case. We proceed in a few hybrids.

Output LocalGen(S,+1 UT).

LocalGeny(S,+1 U T) works as follows:
« Call {oi}s, ,uvuurugpyur  LocalGen(S, 1 UU UU" U {pp} UT).

« Output {0;}ies, . uT-

(t, e)-indistinguishability from the previous hybrid follows from (ct¢, €)-non-signaling of LocalGen
(and by picking c to be large enough).

LocalGeng(S,+1 U T') works as follows:

« Call {0i} s, . ,uvuumufpur < LocalGen(S, 1 WU UU" U{pr} UT).
» If any of {0 }cs,U{p,} is equal to 0, abort.
« Output {0; }ies, ,uT-

This follows the Mixture Lemma and (11.1) or (11.2) (based on whether P,; corresponds to a premise
or deduction), we have that this hybrid is (¢, ¢ - (p(logn,log ¢, k) + O(¢)))-indistinguishable from
the previous.

LocalGens(S,+1 U T) works as follows:

e Call {0i} s, . ,uvuumup,ur < LocalGen(S, 1 WU UU" U{pr}UT).
« Ifany of {0 }ics, ufp,.} 1S equal to 0, abort.

« If any of the wire values are inconsistent with each other (among the gates that are being
extracted), abort.
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« Output {0;}ies, . uT-

Here, we rely on the Game Union Bound Lemma, Mixture Lemma, and the e-gate consistency of
LocalGen to argue that the distributions are (|S|+ |U| +|U’| +|U”| +|T| +1)3 - e-indistinguishable.

Recall that if all the wires in U U U’ U U" are consistent, and we know that all the wires in S U U as well
as py, evaluate to 1, then every wire in S U U’ evaluates to 1. Therefore, it is clear that

AdVgAND-path [LocalGeng] = 0.

k+1,9,0

Recall that if S, U {py } evaluates to 1, by wire consistency of the AND gates, all the wires in S,.y; also
evaluate to 1. By the Hybrid Argument, we have that

Adv gano-pain [LocalGen] < g(log n,log {, k) - € + ¢ (logn,log¥),

k+1,2,0

where the ¢’ is determined by the hybrids. Therefore, by choosing ¢ to be large enough, we have the desired
result. H

Let 1oyt be the output wire of the AND-tree. At this point, Claim 11.35, we have that for any subset of
wires T of Aug(C, E,) of size at most loc/4,

Advgano  [LocalGen] < g(logn,log/, ) - €. (11.3)

{nout},T

Now, let T" be the following set of wires:

+ Add all the wires in the AND-tree from the root node to the last line py_1, along with the sibling
wires in the AND-tree of all such nodes.

« Add all wires of Py_;.
+ Recall that P;_; corresponds to the claim that out <+ 0, where out is the output wire of Cj.

It is easy to see that |T'| = O(logn, log ¢), and hence for a large enough linear function p;, we do indeed
have that |T'| < loc/4. Let Gaccept be the search game as defined in Definition 11.6. We now show there
exists py such that

Advgaceept [LocalGen] < pa(logn, ¥) - €. (11.4)

We show this via a few hybrids.

Output LocalGen({out}).

Let LocalGen; ({out}) be the following program:

« Call {oout, 0, }U{ 0w buwer < LocalGen'({out, 1o } U T).

« Output ooyt.

By the (ct¢, €)-non-signaling of LocalGen, we have that the distributions are (¢, ¢)-indistinguishable.

Let LocalGeng({out}) be the following program:
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« Call {oout, oo, } U {ow twer < LocalGen'({out, nout} U T).
o If nout # 1, output L.

« Else, output ooyt.

By (11.3) and the Mixture Lemma, we have that the hybrids are (¢, ¢(log n, log ¢, £)-¢)-indistinguishable.

Let LocalGens({out}) be the following program:

o Call {oout, O } U {ow twer + LocalGen'({out, nout} U T).

o If nout # 1, output L.

« If any of the wires output by LocalGen are inconsistent, output L.
« Else, output ooyt.

By the e-local consistency of LocalGen, via the Game Union Bound Lemma and Mixture Lemma, we
have that the distributions are (¢, |T'|* - £)-indistinguishable.

Let LocalGeny({out}) be the following program:

o Call {oout, Opo } U {ow twer + LocalGen'({out, nout } U T)).
o If Nout # 1, output L.
« If any of the wires output by LocalGen are inconsistent, output L.
o If ooyt = 1, output L.
« Else, output ooyt.
By consistency of all the wires in 7', we know that 7o,: = 1 means that py_; = 1 (by consistency of

the AND gates in T'). By construction, p;—; = 1 only if out = 0 is indeed true. Therefore, we can
prove in PV that this is a functionally equivalent change.

By definition, we have that
AdVgaccept[LocalGen4] =0.

Therefore, by invoking the Adversary Indistinguishability Lemma and the Hybrid Argument, we have (11.4).
This completes the proof. O
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A List of Internal Theorems in Bounded Arithmetic

In this section, we provide a list of important internal theorems in bounded arithmetic that we formalized for
future references categorized in four types: basic properties of CAPP (which is used to formalize probability),
basic probability theory, cryptographic tools, and security analysis of concrete cryptographic constructions.
For each theorem, we provide an informal explanation and the theory to formalize it.

A.1 Infrastructure: Consistency of CAPP

Precision Consistency of CAPP (Proposition 7.1) (in APCy + prBPP = prP”)
The acceptance probability of a circuit changes by only a small amount when computed with different
precision parameters.

Global Consistency of CAPP (Proposition 7.2) (in APCq + prBPP = prP”)
Two circuits computing the same Boolean function have essentially the same acceptance probability.

Complementation Consistency of CAPP (Proposition 7.3) (in APCy + “prBPP = prP”)
The acceptance probabilities of a circuit and its negation sum essentially to one.

Monotonicity of CAPP (Proposition 7.4) (in APCy + “prBPP = prP”)
If acceptance of one circuit always implies acceptance of another, the first has at most the acceptance
probability of the second.

A.2 Probability Theory
Union Bound (Proposition 7.5) (in APCy + prBPP = prP”)

The acceptance probability of the disjunction of two circuits is essentially at most the sum of their
individual probabilities.
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Union Bound (general form) (Proposition 7.6) (in APCy + “prBPP = prP”)
The union bound generalized to disjunctions of m € Log circuits.

Averaging Argument on Two Circuits (Lemma 7.9) (in APCy + “prBPP = prP”)
If two circuits differ in their acceptance probabilities, then some assignment to a chosen subset of input
variables preserves (most of) that difference.

Averaging Argument (Corollary 7.10) (in APCy + prBPP = prP”)
For a single circuit, there is a partial assignment to a chosen variable subset such that, after applying
the assignment, the acceptance probability is essentially at most (or at least) the original acceptance
probability.

Averaging Argument for Indistinguishable Distribution (Lemma 7.11) (in APC; 4+ “prBPP = prP”)
If two distributions are indistinguishable under every partial assignment to a chosen subset of seed bits,
they are indistinguishable overall.

Z, Sampling Lemma (Lemma 4.23) (in APCy + prBPP = prP”)
An efficient sampler produces an output statistically close to uniform on Zj, from a uniform binary seed,
for any binary integer p.

Zy, Shift-Invariance Lemma (Lemma 4.24) (in APCy + “prBPP = prP”)
Shifting the Z,-sampler’s output by any fixed element of Z,, yields a statistically close distribution.

Z,, Multiplicative-Inverse Lemma (Lemma 10.7) (in PVy)
Multiplicative inverses in Z,, for prime p are computable by a PV function with provable correctness.

A.3 Cryptographic Tools

Hybrid Argument (Lemma 4.15) (in APCy + prBPP = prP”)
In a chain of distributions where every two consecutive ones are indistinguishable, the first and the last
are also indistinguishable.

Reduction Lemma (Lemma 7.12) (in APCq + “prBPP = prP”)
Applying a fixed circuit to two indistinguishable distributions yields indistinguishable distributions, at
the cost of including the reduction’s size in the adversary size bound.

Isomorphism Lemma (Lemma 4.14) (in APCy + prBPP = prP”)
Distributions that are statistically close via a circuit-witnessed bijection are computationally indistin-
guishable for any adversary.

Independent Side-Information Corollary (Corollary 7.13) (in APCy + prBPP = prP”)
Concatenating an independent distribution to two indistinguishable distributions preserves indistin-

guishability.

Product Hybrid Lemma (Corollary 7.14) (in APCy + “prBPP = prP”)
Two pairs of independently indistinguishable distributions remain indistinguishable when paired together
as products, with errors summed.

Mixture Lemma (Lemma 7.23) (in APCy + “prBPP = prP”)
Mixing two distributions according to a circuit that accepts almost every input gives a distribution close
to the first.
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Game Complement Lemma (Lemma 7.15) (in APCy + prBPP = prP”)
An adversary’s advantages in a search game and in its complement game sum essentially to one.

Game Composition Lemma (Lemma 7.16) (in APCy + “prBPP = prP”)
Replacing the challenge sampler in a search game by an indistinguishable one preserves the advantage
of the adversary up to the indistinguishability error.

Adversary Indistinguishability Lemma (Lemma 7.17) (in APCy + prBPP = prP”)
Replacing the adversary in a search game by an indistinguishable one preserves its advantage up to the
indistinguishability error.

Game Union Bound Lemma (Lemma 7.18) (in APCy + “prBPP = prP”)
The disjunction of secure search games is secure with security parameter equal to the sum of those for
all games.

Game Reduction Lemma (Lemma 7.19) (in APCy + prBPP = prP”)
If winning one search game implies winning a second via a fixed mapping of seeds, then the advantage
in the second game is at least the advantage in the first.

Error Reduction Lemma (Lemma 7.22) (in APCq + prBPP = prP”)
Running an adversary independently on k-fold parallel repetitions of a search game amplifies its advantage
in the standard way.

A.4 Cryptographic Theorems

Leveled GSW Security Theorem (Theorem 8.10) (in APCy + prBPP = prP”)
The secret-key variant of the leveled Gentry-Sahai-Waters scheme [GSW13] is a semantically secure
leveled FHE, assuming LWE.

SEH Opening Completeness Theorem (Theorem 9.5) (in PVy)
The construction of SEH from FHE is complete: every honestly produced opening is accepted.

SEH Extraction Correctness Theorem (Theorem 9.6) (in PVy)
Assuming FHE correctness and malicious gate correctness, the SEH construction from FEH is somewhere
extractable.

SEH Security Theorem (Theorem 9.7) (in APCy + “prBPP = prP”+ FHESecure)
The SEH construction is computationally hiding, assuming FHE semantic security.

Parallel SXDH Lemma (Lemma 10.11) (in APCy + “prBPP = prP”)
The SXDH assumption implies its k-fold version (with a polynomial security loss).

WW BARG Correctness Theorem (Theorem 10.9) (in PV1)
Assuming the group underlying SXDH is correctly generated (Corgroupgen), the honest prover of the
Waters-Wu BARG [WW25] is always accepted.

WW BARG Somewhere Extractability Theorem (Theorem 10.10) (in PV1)
Assuming the underlying group is correctly generated, the Waters-Wu BARG is somewhere extractable.

WW BARG CRS Indistinguishability Theorem (Theorem 10.12) (in APCy + prBPP = prP”)
Waters-Wu BARG is CRS indistinguishable assuming SXDH.
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JKLV Security Theorem (Theorem 11.21) (in APCy + prBPP = prP”)
The JKLV SNARG construction [JKLV24] is sound, assuming LWE and SXDH.

B Extended Frege with Constant Width

The definition of Extended Frege can be found in [CR79] as well as standard textbooks (see, e.g., [Kra19]).
In this work, it will be easier to work with Extended Frege system of constant width, i.e., each proof line is
of constant size. This is without loss of generality, as any Extended Frege proof can be transformed into
an essentially equivalent Extended Frege proof with constant width, and the transformation is provably
correct in PV. For completeness, we describe the transformation and sketch the proof.

For simplicity, we consider the set of connectives {—, L}, where L denotes false and — is right
associative. We define —¢ as an abbreviation of ¢ — L, ¢ V 1) as an abbreviation of ~¢ — 1, ¢ A ¢ as an
abbreviation of —(¢ — —1)). We consider Modus Ponens ¢ — 1), ¢ - 1 as the only derivation rule, and fix
the following complete and sound set of axioms:

ca—f—a
c(vyma=B) (v a) oy — B
e T —

Note that the choices of connectives and axioms do not affect the strength of the system up to a polynomial
size overhead, and this is provable in PV (see, e.g., [CR79, Co075]). The width of an Extended Frege proof is
the maximum size of proof lines in the proof.

Definition B.1 (Cook-Levin representation of formulas). Let ¢ be any propositional formula. The Cook-
Levin representation of ¢, denoted by [p]cL, is a pair ((I'y,), z,,) for a sequence I';, of constant-size formula
and a variable z,. It is inductively defined as follows.

 [Ler = ({z ¢ 1), 2).

« [zler = (0 @)

» lo = dlar = (T Tyy 2 ¢ (20 = 2¢)), 2), where [peL = ((Ty), 2,), [V]er = ((I'y), 2y), and 2
is a fresh variable that is not used in I',, I'y, 2, 2y

The variables z, z,, 2y, . . . introduced are called auxiliary variables.

In other words, we construct a new variable for each subformula of ¢, and add appropriate constraints
to the variables in I'y,, each of constant size, that correspond to the evaluation of the formula. The following
proposition is left as an exercise.

Proposition B.2. PV proves the following statement: For every formula p, let [p]cL = ((I'y), 2,), then ¢ is
a tautology if and only if NI, — 2, is a tautology.

We need the following lemma.

Lemma B.3. There is a constant ¢ > 1 and a PV function T' such that PV proves the following. Let © be a
formula and T = ((T'y), zp), 7" = ({I'y,), 2,,) be two Cook-Levin representation of formulas (i.e. identical up
to Z’ Zhange of variable names). Then T'(p, T, 7") outputs an Extended Frege proof from Iy, Ffp to z, < z{p of
width c.

Proof Sketch. The algorithm 7' is a recursive algorithm that works as follows. Suppose that p = L orp = x
for a variable z, there is a constant size proof; in these cases, it suffices to choose c to be larger than the
width of the proofs.
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Consider the case that ¢ is of form o — (. By the definition of [-]c|, we know that

« 'y =T4,T', 2, <+ (2o — 23), where ((I'y), 24 ) and ((I'), zg) are Cook-Levin transformations of
« and 3, respective.

« TG, =17, 2, < (25 — 23), where ((T'a), 24) and ((I'g), z5) are Cook-Levin transformations of
« and (3, respective.

The algorithm first recursively generates proofs of z, <> 2, 23 <> z/’B from I, I, Tg, F/B' Moreover, there
is a constant size Extended Frege proof of

/

Za 2o 280 25 Zp > (20 = 28) 2,

< (24 = 25)

/
Z‘PHZW

Note that the size is an absolute constant as there are only six variables, so we can set c to be larger than
the width of the proof. Combining the proofs above, we can obtain an Extended Frege proof of z, <> 2:0
from T',, I', of width at most c.

The correctness proof of the algorithm follows by induction on the structure of . This is available in
PV, as the induction property is specified by a straightforward polynomial-time algorithm that checked
the correctness of the proof generated by 7. O

Now we are ready to state the transformation of arbitrary Extended Frege proofs into constant width
Extended Frege proofs.

Lemma B.4. There is a constant ¢ > 1 and a PV function G such that the following is provable in PV 1. Let
be a formula and T be an Extended Frege proof of ¢. Then G(¢, T) outputs an Extended Frege proof from I, to
2z, of width at most c, where ((I',), z,,) is a Cook-Levin representation of .

Proof Sketch. The algorithm G translates the proof 7 line by line. In more detail, let 7 = 1, ¢2,..., ¢y, in
the i-th round, the algorithm produces an Extended Frege proof of width ¢ from I, to 2, where ((I'y, ), 2,,)
is a Cook-Levin representation of ;. For simplicity, we assume that all Cook-Levin representations use
disjoint set of auxiliary variables.

It starts at an empty proof. Let ((I',,), 2,,) be a Cook-Levin representation of ;. In the i-th round, the
algorithm considers how the proof line ¢; is introduced in the Extended Frege proof 7.

 (Axiom). Suppose that (; is introduced as an axiom. We only consider ¢ =”a — 8 — a”. In the

[]cL transformation of ¢, there are variables z}, 22, 25_,4, 23, corresponding to the first and second
occurrences of o, f — «, and 3 in . By the definition of Cook-Levin representation, there are
formulas

260 ¢ (25 = 22) and  z,, < (24 = Z55a)

in I',,,. Moreover, by Lemma B.3, we can derive an Extended Frege proof of 2} <+ 22 when c is
sufficiently large. Notice that there is a constant size proof of

Zha < (28 = 22) 24, < (2L = 2p50) 2L 22

Zp;

By setting c to be sufficient large, we can combine the proofs above to obtain a proof from I'y; to 2,
of width at most c.

« (Extension). The case for extension rules is similar to that of axioms, and is omitted.
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« (Modus Ponens). Suppose that ¢; is introduced via the Modus Ponens rule, where & — [ and
« are available in ¢1,...,p;—1. Let ((T'a),2a), ((I'g), 23), and ({I'a—3), 2a—p3) be Cook-Levin
representations of a, 3, and & — (3. By the invariant of the algorithm, we have produced width-c
Extended Frege proofs:

- Foc—>6 - Ra—B5
- ToF za.

Note that by definition, I'y 3 = I'a,I'g, 248 > (2o — 23). Our goal is to prove zg from I's.

The proof is as follows. Assume without loss of generality that ((I'), zo) and ((I'3), z3) use disjoint
set of variable variables. Then by applying the extension rules, we can write proof lines I', and
Za—sp <> (2o — 2p), so all formulas in I'y_, 3 are written down. Using the width-c proofs I',_, 5 -
2a—p and I'y = 24, we can further write down formulas z,_,3 and 2. Finally, observe that there is a
constant size proof of
ZasB 2o Za—sp & (Za = 28)
<8

and we can set c to be sufficient large so that the entire proof has width as most c.

)

The correctness proof of the algorithm follows by induction on the length of the proof 7. This is available
in PV, as the induction property is specified by a straightforward polynomial-time algorithm that checked
the correctness of the proof generated by G. t
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