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Abstract

Two-server Private Information Retrieval achieves arbitrarily small polynomial communication, but
relies on a strong non-collusion assumption that is difficult to justify in practice.

We introduce a new variant of two-server PIR in which one server acts as a standard compute server,
while the other is a restricted retrieval-only server. The latter stores a public encoding of the database
and merely serves requested symbols or blocks of this encoding, without performing any PIR-specific
computation. We argue that such a retrieval-only server can be instantiated using existing static-content
or repository-hosting services, thereby grounding the non-collusion assumption in realistic architectural
and deployment constraints.

Assuming Learning Parity with Noise (LPN) over the ternary field with inverse-polynomial noise
rate, we construct RC-PIR with arbitrarily small polynomial communication and polynomial storage.
Leveraging this construction, we derive the following unexpected applications for every constant k:

1. k-server PIR with arbitrarily small polynomial communication and privacy against any coalition
of k — 1 servers.

2. k-server robust PIR with arbitrarily small polynomial communication that simultaneously achieves
correctness and privacy with respect to an arbitrary monotone access structure A. Namely, cor-

rectness is guaranteed whenever the set of online servers S satisfies S € A, while privacy holds
against every coalition S ¢ A.

3. A k-party secure computation protocol for size-n truth tables also known as lookup tables, with
arbitrarily small polynomial communication and passive security against any coalition of &k — 1
parties. This result extends to active security either in the honest-majority setting, or without an
honest majority assuming collision-resistant hash functions.

None of these results were previously known under the LPN assumption. Along the way, we uncover
new relationships between different complexity measures of PIR.

1 Introduction

Private Information Retrieval (PIR), introduced by Chor et al. [33], enables a client to retrieve an item from a
database without revealing which item is being accessed. More formally, in a k-server ¢-private PIR protocol,
the client sends k queries (q1, . . ., qx) to the k servers storing copies of the database = € {0, 1}", with the
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guarantee that for any subset of at most ¢ servers, the combined view of the queries they receive reveals no
information about the requested index. The privacy guarantee can be either computational or information-
theoretic; throughout this work, we consider computationally private PIR schemes unless stated otherwise.
The traditional complexity measure for PIR is the total communication cost. We say that a family of PIR
protocols has short communication if it can achieve an arbitrarily small polynomial communication cost
(i.e., n€ for arbitrary small € > 0).

The most widely studied and deployed PIR settings are the single-server model and the two-server
model with privacy against one server, which we hereafter abbreviate as 1PIR and 2PIR, respectively. In
1PIR, short-communication protocols can be constructed under standard cryptographic assumptions, such
as additively homomorphic encryption, starting with the seminal work of Kushilevitz and Ostrovsky [60].
However, these schemes generally impose significant computational overhead on the server.

In contrast, the 2PIR setting admits significantly more efficient protocols, at the cost of assuming that the
two servers do not collude. In 2PIR, short communication can be achieved either information-theoretically,
following the breakthrough result of Dvir and Gopi [43]], or computationally under minimal symmetric-
key assumptions (namely, the existence of one-way functions), as first shown by Chor and Gilboa [32] and
later substantially improved by Gilboa et al. [45 24]]. The latter class of schemes is particularly efficient
and practical. Nevertheless, in many real-world scenarios, the non-collusion assumption can be difficult to
justify.

To illustrate this point, suppose that a data owner, Alice, wishes to grant clients private access to her
data using a two-server PIR scheme. She may rent two servers, A; and As, from cloud providers and deploy
a two-server PIR protocol on them. However, from the client’s perspective, the non-collusion requirement
relies on several additional assumptions:

* The server implementations are correct and do not contain “hidden” functionality that enables the
servers to share information.

* The data owner Alice has sufficiently limited access to the servers; otherwise, she could log internal
states, monitor communication, or collect auxiliary information that may allow her to infer the client’s
queried index.

These assumptions can be difficult to satisfy in practice. More generally, it appears conceptually problem-
atic, or even paradoxical, to assume that a single untrusted entity (Alice) can reliably set up and maintain a
pair of non-colluding entities[]

This issue can be addressed by resorting to trusted hardware or by using 1PIR. In this paper, we propose
an alternative, lightweight solution that also leads to additional, perhaps surprising, applications.

1.1 Retrieve-Compute PIR

We introduce Retrieve-Compute PIR (RC-PIR), a restricted two-server PIR model in which one server is
limited to retrieving data from a publicly encoded version of the database. Specifically, we consider two
servers, denoted S and Sg, where S¢ is a compute server and Sg is a restricted retrieval server. During a
setup phase, the database x is mapped via a public encoding into an encoded database R, which is stored on
Sk.

A client wishing to access an item i € [n] generates a pair of queries (¢c, gr), which are sent to S¢
and Sg, respectively. The compute server responds, as usual, by applying a computation CANSWER(x, ¢¢),

'This concern does not arise in scenarios that inherently involve multiple independent parties, such as when PIR is deployed
within a secure multiparty computation framework.



while the retrieval server interprets g as a list of addresses (i.e., gz C [|R|]) and returns the corresponding
entries (R; : j € qg) of the encoded database R. Importantly, the privacy definition remains unchanged:
for any efficient adversary, observing either q¢ or gr reveals no information about the queried index <.

The main motivation for this model is straightforward: by restricting the functionality required of one
of the servers, we aim to make the non-collusion assumption significantly easier to realize in practice.
Returning to the above example, RC-PIR allows Alice to implement the compute server locally, while
delegating the retrieval server to any third-party service that supports simple “retrieve-only” functionality,
namely, the ability to expose files over the internet without performing additional computation. Examples
of suitable retrieval services include:

* Code repositories (e.g., GitHub, Bitbucket): the repository owner cannot learn which specific files
are accessed.

* Decentralized hosting: services such as BitTorrent or Freenet, where files are hosted by many inde-
pendent peers; as the number of peers increases, it becomes increasingly unlikely that any of them is
associated with the compute server.

* Cloud object storage (e.g., AWS S3): although cloud providers typically support access logging, it
is possible to verify that logging is disabled by creating a public user with permissions to check the
logging configuration. Similar mechanisms appear to be available in other cloud platforms, such as
Google Cloud, making it feasible to use a single provider for both servers while maintaining separation
of roles.

In all these examples, the retrieval server is limited to servicing file-access requests via a fixed interface
and neither observes the full client query nor has any channel to coordinate with the compute server, which
makes the non-collusion assumption substantially easier to justify. Overall, RC-PIR provides a compelling
two-server PIR model in which non-collusion follows from architectural and deployment constraints, rather
than from assuming trust between independent entities.

1.2 Constructing RC-PIR based on LPN

Our main result is a construction of RC-PIR with short communication and almost-linear storage. The
construction is based on the Learning Parity with Noise (LPN) assumption [[19} 48] over the ternary field I3,
with constant rate and arbitrary inverse-polynomial noise rate. We refer to this assumption hereafter simply
as LPN. The binary low-noise version of this assumption has been widely studied and used in cryptographic
constructions, even with more aggressive parameters [4} 42} 159, 411 [1]], as have its extensions to other finite
fields [54} 16, 20} 211 156 57, [29]. We assume only standard polynomial hardness, though the best known
attacks are sub-exponential.

Informal Theorem 1.1 (main). Assuming LPN, for every constant € > 0, there exists a two-server RC-PIR
protocol with communication complexity O(n€) and polynomial storage complexity O(n°<), where n is the
length of the database and the constant c. increases as € decreases.

We make the following remarks.

* The LPN assumption is not known to imply 1PIR with short communication Thus, the theorem
shows that short RC-PIR can be based on assumptions that appear weaker than those currently known
to yield short 1PIR, yet stronger than those sufficient for short 2PIR.

*The best known construction, due to Abram et al. [T]], achieves only slightly sublinear communication, namely 7/ glog’ " n gor
some constant 3 > 0, based on LPN in the so-called low-noise regime O(log' ™ \/)).



* Viewed abstractly, short RC-PIR lies between these two primitives and can be informally interpreted
as PIR with “1.5 servers.” Indeed, we have the trivial implications

short IPIR — short RC-PIR — short 2PIR.

A more detailed comparison with other PIR models is deferred to Section[1.6

* The storage exponent deteriorates rapidly as e decreases; specifically,
ce = eexp(O(e ' log(e™1))).

Consequently, Theorem [I.1] should primarily be viewed as a theoretical feasibility result. Never-
theless, we believe that the underlying techniques can be adapted to yield more concretely efficient
instantiations. See Remark [2.1|for a preliminary step in this direction.

Although the notion of RC-PIR is motivated by practical trust considerations, it also gives rise to several
interesting applications to classical problems in the theory of PIR and secure multiparty computation (MPC).
We conclude this section with a brief overview of these applications.

1.3 Multi-server PIR with full privacy and short communication

Let us now move beyond 1PIR and 2PIR to the more general setting of k-server PIR. In this regime, most
existing protocols guarantee privacy only against a single server (i.e., 1-privacy) and become completely
insecure in the presence of two colluding servers. Although there exist PIR protocols with a larger privacy
threshold ¢ > 1, both in the information-theoretic setting [[12, [14} |52} 169, 9] and in the computational
setting [24] 25, 146]], their communication cost is typically significantly higher.

In particular, in the case of full privacy, namely t = k — 1, it remains unknown how to achieve com-
munication below O(,/n), either information-theoretically or under symmetric-key assumptions. Breaking
the square-root barrier in this regime has been posed as a central open problem by several researchers (see,
e.g., [35]). Until recently, it was unclear whether such constructions could be obtained without relying on
assumptions that imply 1PIR.

This situation changed with the recent work of Couteau et al. [38]], who constructed such 2PIR protocols
based on the LPN assumption (over a large field) together with an additional Multivariate Quadratic (MQ)
assumption. The latter posits that a random quadratic system consisting of n' ™€ equations in n variables
over a sufficiently large field is pseudorandom.

Using Theorem [I.T] we eliminate the need for the MQ assumption and obtain such PIR protocols based
solely on LPN.

Informal Theorem 1.2 (fully-private PIR). Assuming LPN, for every constant € > 0 and constant k > 2,
there exists a k-server PIR with (k — 1)-privacy and communication complexity of O(n°).

Proof idea. The proof proceeds via a simple and general reduction from fully private k-server PIR to
the RC model. Since the retrieval server is restricted to fetching entries from the memory, its role can
be securely distributed among two additional servers using an independent instance of a two-server PIR
protocol. Moreover, when the resulting protocol is implemented via RC-PIR, this transformation can be
applied recursively for a constant number of levels. Crucially, we rely on the fact that the database encoding
is public and privacy holds even if the “retrieve” server knows it. (See Section [5.1|for full details.)



1.4 Short PIR for arbitrary access structures

Multiple servers are also useful for introducing redundancy and coping with non-responding servers. In
particular, a PIR protocol is said to be v-correct if correctness is guaranteed as long as at least v out of the
k servers are “alive.” This notion of robustness was introduced by Beimel and Stahl [[16], who constructed
k-server information-theoretic PIR schemes achieving ¢-privacy and v-correctness for various constant pa-
rameters ¢ < v < k, with communication complexity O (nl/ (Lv=1)/] +1)) In the threshold case v = ¢ + 1,
this yields square-root communication. To the best of our knowledge, this square-root bound remains the
best known even for computational schemes, unless one assumes the existence of 1PIR.

We show that this bound can be improved under the LPN assumption. In fact, we handle the more
general setting of an arbitrary constant-size access structure. Specifically, given any monotone function
f:2l - {0, 1}, we construct a PIR protocol that guarantees correctness in the presence of any subset of
servers S C [k] satisfying f(S) = 1, and guarantees privacy against any coalition S C [k] for which f(S) =
0. (Following Footnote |3| we assume that every subset of servers provides either privacy or correctness, as
requiring both would immediately imply 1PIR.)

Informal Theorem 1.3 (PIR with general access structure). Assuming LPN, for every constant ¢ > 0,
constant k > 2 and monotone function f : 2k — {0,1}, there exists a k-server PIR that realizes f with
communication complexity of O(nc).

To the best of our knowledge, this is the first nontrivial PIR construction for general access structures that
does not rely on 1PIR. The proof combines Theorem [I.2] with a simple replication-based construction [16].

As in formula-based secret sharing [18]], we represent the access structure f as a monotone CNF or
DNF formula and realize it recursively: unbounded AND gates are implemented via Theorem [I.2] while
unbounded OR gates are handled by replication. Observe that we cannot recurse twice over AND gates,
and hence the construction is limited to formulas of AND-depth 1. (In fact, we can handle slightly more
powerful formulas; see Remark [5.5]) Fortunately, such formulas are expressive enough to realize every
monotone function. (See Section[5.2]for full details.)

We further note that, in the case of a threshold access structure with ¢ < k/3, one can additionally
guarantee correctness even in the presence of ¢ malicious (i.e., Byzantine [[16]) servers. Indeed, by adapting
analogous transformations from the secret-sharing literature (see, e.g., [39]), the reduction extends more
generally to any (Q3) access structure, namely one in which no three unauthorized sets cover all parties.
(See Section[5.2] for full details.)

1.5 General MPC with short communication for truth-tables

PIR protocols can be viewed as a special case of MPC protocols, and there are well-known connections
between low-communication PIR protocols and low-communication MPC protocols whose communication
is smaller than the representation size of the computed function [53,[13]]. Indeed, the construction underlying
Theorem [I.2] gives rise to such an MPC protocol.

Informal Theorem 1.4 (MPC with arbitrarily small polynomial communication). Assuming LPN, the fol-
lowing holds. For every constant € > 0, every k > 2, and every finite k-party functionality f represented
by an n-size truth table, there exists a k-party MPC protocol with poly(n) efficiency and communication

3 It is not hard to see that a scheme with ¢ = v implies a single-server PIR. (Just send the first ¢ queries to the single server
and let her compute the responses.) Therefore, the restriction ¢ < v is essentially the strongest guarantee one can hope for without
resorting to 1PIR.



complexity of O (n¢), secure against passive poly(n)-size adversaries corrupting an arbitrary subset of the
parties. Moreover, there are protocols with similar efficiency that achieve security against active poly(n)-
size adversaries: with guaranteed output delivery assuming an honest majority, and with abort against
arbitrary corruptions assuming collision-resistant hash functions.

We note that MPC protocols for truth-tables (aka lookup-tables) form a useful building block both in
theory and in practice, see the discussion in [3]].

Proof idea. To prove the theorem, we observe that the PIR protocol from Theorem is not only
communication-efficient but also computationally efficient: both the query-generation algorithm and the
decoding algorithm can be implemented by circuits of size O(nE). We can therefore securely compute
fly1,...,yx) as follows. View the truth table of f as a database F', and interpret the joint input y =
(y1,---,yr) as an index into F'. The protocol proceeds in three steps:

1. The parties run a generic MPC protocol for the functionality g that, on input y = (y1,...,yx) and
randomness (71, ..., 7)), computes the PIR queries ¢1, . . ., ¢x with respect to an index y and random
tape 7 = ), r;, and delivers ¢; to party 4.

2. Each party locally computes its PIR answer a; based on F' and g;.

3. The parties jointly run an MPC protocol to evaluate the decoding functionality D on their answers
(and on their input/randomness pair (y;, 7;)).

Steps (1) and (3) can be realized using standard MPC protocols (e.g., [49]), with communication pro-
portional to the circuit size of g and D, namely Ok(nﬁ)ﬂ We further show how to extend this template to
the setting of an active adversary. For this one has to make sure that the calls to g and D and the local
computation are all consistent. This is relatively straightforward if one assumes succinct zero-knowledge
arguments (whose existence follows from collision-resistant hash functions [?]). Interestingly, in the honest
majority setting, this can also be done without any zero-knowledge machinery.

As already mentioned, the connection between low-communication PIR and low-communication MPC
has been observed previously in different MPC settings, and we thank the authors of [[13]] for bringing it
to our attention. Since we could not find a formal statement in the literature relating short-communication
fully private PIR to low-communication MPC—or even a description of the corresponding reduction—we
present the corresponding reductions in full generality and detail in Section[6] Moreover, the transformation
yielding actively secure protocols in the honest-majority setting without relying on succinct proofs appears
to be new.

Previous protocols for sub-linear MPC. MPC protocols with sub-linear communication have been ex-
tensively studied in recent years. While such protocols can be realized under fully homomorphic encryption,
a recent line of work has shown how to obtain sub-linear communication under progressively weaker as-
sumptions.

Theorem [I.4] continues this line of research by providing the first general multi-party protocol with sub-
linear communication based solely on the standard LPN assumption. Previous works relied on stronger
assumptions, including group-based assumptions [23| [2]], the sparse-LPN assumption [40] (i.e., LPN with
a sparse generating matrix), or combinations of LPN with additional primitives, such as constant-depth or
constant-degree pseudorandom generators with large stretch (e.g., via the MQ assumption) [31} 2237, 38§]].

“For this, we require an Oblivious Transfer (OT) protocol whose existence follows from the LPN assumption [4]].



In some cases, further auxiliary assumptions were required. To the best of our knowledge, prior to this
work, even for a restricted number of parties, the existence of a sub-linear MPC protocol based solely on the
standard LPN assumption remained open.

1.6 Other related works

Online-efficient PIR —> RC-PIR. The RC model is closely related to the notion of online-efficient PIR
introduced by Beimel et al. [15]]. In that model, all £ servers (in our setting k& = 2) may preprocess the
database x via a public preprocessing function and store a polynomially larger encoding of . In the online
phase, the servers may perform arbitrary computation to produce their answers, but their online work —
measured as the number of bits accessed in the encoded database — must be sublinear, namely w = o(n).
Communication complexity is treated there as a separate complexity measure. Assuming that the memory
access pattern is fully determined by the queries (as is the case in most known constructions), a protocol with
online work w can be transformed into an RC-PIR protocol with communication complexity O(w logn).
Indeed, the client can request the w accessed entries directly from the servers and then perform the prescribed
computation locally on the retrieved datal]

For the 2PIR setting, the best known construction of [[15] achieves nearly square-root online work,
namely O(n0'5+6) for any constant ¢ > 0 (see also [44,62] for more recent related results). This construction
provides information-theoretic privacy. In the computational setting, a breakthrough result of [63] gives a
1PIR with polylogarithmic online work based on the Ring-LWE assumption [65]. While this demonstrates
important feasibility, the resulting protocol remains impractical. Currently, it is still unknown how to surpass
the square-root online-work barrier in the two-server setting under weaker cryptographic assumptions that
do not imply 1PIR with short communication, let alone unconditionally in an information-theoretic sense.

Other PIR models with private preprocessing. It is important to distinguish between our model in which
the preprocessing step is public to other models in which the client holds a secret state that either depends
on the database [36] or depends on the encoded database in a secret way [26, 27, 30]. Indeed, these models
are incomparable to our model and we do not know how to translate results from our model to theirs and
vice versa.

1.7 Discussion and Open Questions

RC-PIR as a bridge. Our work bridges two seemingly unrelated research directions: optimizing effi-
ciency and strengthening security. In particular, our work reveals a tight connection between two central
barriers in the study of PIR: the square-root barrier for online work in 2PIR and the square-root barrier for
communication in (2, 3)-PIR.

Indeed, the transformation underlying Theorem|1.2|shows that RC-PIR with sub-square-root communi-
cation n¢ for ¢ < 0.5 yields a 2-private 3-server PIR (i.e., (2, 3)-PIR) with sub-square-root communication
n¢ for ¢ < 0.5 (for example, by replacing the retrieve server with the two-server construction of [43]]).
Combined with the trivial implication that a 2PIR protocol with online work w yields an RC-PIR protocol
with communication O(w), we conclude that 2PIR with sub-square-root online work n¢ for ¢ < 0.5 implies
(2, 3)-PIR with sub-square-root communication n¢ for ¢ < 0.5. Thus, breaking the square-root barrier for
online work would immediately break the square-root barrier for (2, 3)-PIR.

3This transformation does not necessarily preserve the communication complexity of the original protocol, which may be smaller
than w. Moreover, from our perspective this approach is somewhat excessive, as it effectively yields two retrieval servers, leaving
the compute server underutilized.



Importantly, these reductions are efficient and information-theoretic. Hence, this relation holds uncon-
ditionally, independent of any additional computational assumptions (e.g., one-way functions).

Which assumptions suffice for RC-PIR? Our results show that short RC-PIR can be obtained from
assumptions that appear weaker than those known to imply short 1PIR. This naturally raises the question
of whether the two notions can be formally separated. More ambitiously, can short RC-PIR be based on
symmetric primitives such as one-way functions, random oracles, or LPN with constant noise rate?

Establishing lower bounds in this direction appears challenging. Indeed, 2PIR with logarithmic online
work (which implies RC-PIR with logarithmic communication) can be obtained from any information-
theoretic 2PIR with logarithmic communication via [15]. The existence of such information-theoretic con-
structions is a long-standing open problem. Therefore, ruling out short RC-PIR—even under very weak
assumptions—would require resolving this central open question in the negative.

A possible workaround would be to prove such a negative result under the assumption that no information-
theoretic 2PIR with logarithmic communication exists, that is, that symmetric-key assumptions do not pro-
vide additional power in this regime. (See, e.g., [7,164]] for results in a similar spirit.) We leave this intriguing
direction for future work.

Organization. Section[2|provides an overview of our techniques. Following the preliminaries in Section[3]
we present our RC-PIR constructions in Section d] We then describe several PIR applications in Section [3]
including fully private (k)-server PIR, PIR for general access structures, and PIR with Byzantine servers.
Finally, Section[6]discusses applications to MPC. Some proofs are deferred to the appendices.

2 Technical Overview

We present an overview of the RC-PIR construction. To illustrate the main idea, we begin with a toy example
that combines the Hadamard-based PIR with (binary) LPN. Although this construction incurs relatively high
communication cost, it captures the structural framework underlying our subsequent constructions.

2.1 RC-PIR from Hadamard and LPN

In the Hadamard-based 2PIR scheme [33]], the database x € % is viewed as a binary vector. A client holding
an index 7 wishes to retrieve x;, namely the mod-2 inner product (z, 1;), where 1; denotes the i-th standard

basis vector. To this end, the client secret-shares 1; into a pair of queries q; ﬁ F2 and g2 = q1 +1;, sends ¢1
and gy to the first and second servers, respectively, and receives the answers a1 = (z, q1) and az = (z, g2).
The client then computes

ai+ax = (x,q2 — q1) = ;.

The protocol achieves perfect privacy, since the marginal distribution of each query is independent of the
index .

Before moving to the RC-PIR setting, we slightly modify the protocol by replacing ¢; with a pseu-
dorandom vector sampled from the LPN distribution. It is convenient to work with the computationally
equivalent dual formulation of LPN. Let H be a public n x 2n parity-check matrix, and let e € F3" be
a random sparse vector of Hamming weight at most s = n®. We define gy = He (i.e., a random syn-

drome), and set g2 = g1 + 1; as before. The protocol remains correct; privacy against the first server is



still information-theoretic, while privacy against the second server holds computationally under the LPN
assumption.

To obtain an RC-PIR protocol, observe that the first server computes (x, He), which can be decomposed
into an offline encoding R = 7 H € F3" and an online computation (R, €). Moreover, the noise vector
e can be safely sent to the server, as it is sampled independently of the index ¢ (and thus preserves privacy
against the second server). Finally, since e is s-sparse, computing (R, ¢) reduces to fetching s entries from
the encoded database. This yields an RC-PIR protocol in which the compute server holds z, the retrieval
server holds the encoded database R = 27 H, and the retrieval phase reduces to fetching the s positions
indexed by the support of e. (See Section [A]for a detailed description of this toy example and its optimized
versions.)

2.2 RC-PIR from low-degree 2PIR and LPN

While the Hadamard-based construction can be mildly improved via standard balancing techniques, the
resulting protocol still incurs square-root communication. Nevertheless, we can attempt to extend the above
approach to more general PIR protocols. To this end, let us abstract the key properties of the Hadamard
construction that were used:

1. For every fixed database x, the servers compute an Fa-linear function A, of the query.

2. The marginal distribution of the first query is uniform, and the second query can be derived from ¢;
and the index ¢ via an efficient computation.

A closer look reveals that this template extends naturally to the case where A, : F* — Fis a low-degree
polynomial mapping over some field F, mapping a query ¢ € F? to an answer a € F’.

Concretely, suppose that A,(-) has degree d. Let H be a random ¢ x m matrix over F with m = 2¢, and
define the derived function A’ ,; that, on input a syndrome e € F™, outputs A,(He). Since H is linear over
IF, the mapping A’ also has deéree d.

Moreover, if e is a sparse vector, we can encode A’ as a vector R such that A’(e) can be evaluated
by accessing only a small number of entries of R. Specifically, if R is taken to be the coefficient vector
of A’, then computing A’(e) requires accessing at most O(s%) entries per output coordinate, where s de-
notes the Hamming weight of e. Indeed, writing each output coordinate of A’ as a degree-d polynomial in
(e1,...,em), observe that only monomials fully supported on supp(e) can contribute to the evaluation. As
|supp(e)| = s and d is constant, there are only O(s?) such monomials, and hence only O(s?) coefficients
need to be accessed.

This yields an RC-PIR protocol in which the upload and download complexity of the compute server
remain unchanged, namely ¢ and ¢, respectively. The upload and download complexity of the retrieval server
are O(Esd)E] and the storage complexity is O(¢m?) = O(£(2t)?) field elements.

Remark 2.1 (A cube-root construction). We note that the cube-root derivative-based construction of [69)]
satisfies the above properties, yielding an RC-PIR scheme with nearly cube-root communication; see Corol-
lary Although this does not suffice to establish Theorem the resulting construction may still offer
favorable concrete efficiency. In ongoing work, we show that by optimizing this approach one can obtain a
practical scheme with linear storage and cube-root communication.

SIf we view the database as consisting of £ blocks (one per output coordinate of A), then the client need only transmit O(sd)
block addresses. In this case, the upload complexity is O(s?) and the download complexity is O(£s?).



2.3 Low-degree PIR with low communication?

Short-communication 2PIR protocols are known, either computationally via distributed point functions [45]
24 or information-theoretically via matching vectors (MV) [43]]. It turns out that the former does not satisfy
the second property of our template above, as it is unclear how to derive the second query from a uniformly
chosen first query in an efficient manner. We therefore focus on the latter approach.

To obtain a low-degree 2PIR, we consider the recent protocols of Alon et al. and Beimel et al. [[11} 5],
which are based on a sparse variant of matching vectors. Roughly speaking, their protocol has a subtle
structure that combines mod-2 and mod-3 computationsﬂ

1. Let d be a constant sparsity parameter, and let h be a communication parameter that can be set to n?,
where €, decreases as d increases.

2. To generate the queries q1,q2 € ZQL we sample a Zy-additive secret sharing of a d-sparse vector
u = u(i) determined by the index i.

3. Given a query ¢, each server computes a mapping B, (q) = (b1, ...,by), where B, is a d-local linear
function of q over Zs. (Here B stands for “binary.”)

4. Each server then casts the values by, . . ., b, as 0/1 elements over Z3, computes some linear operation
over Z3, and returns the result. Denote this ternary aggregation by 7" : {0,1} — Zg. (Here T stands
for “ternary.”)

(We omit the client’s decoding procedure, which is not relevant here.)

The server computation thus consists of two linear mappings over different domains. However, their
composition is not linear over either domainﬂ

The key observation is that the binary component B is not only low-degree but also low-locality: each
output depends on at most d entries of g. Therefore, if we interpret ¢ as a 0/1 vector over Zs, we can rewrite
B as a polynomial mapping over Z3 of degree O(d). Consequently, the overall server computation A, (q)
can be expressed as a low-degree mapping over Zg, provided that the inputs g1, g2 are restricted to {0, 1}
entries. Correctness is preserved as long as ¢; and ¢o form a secret sharing of « modulo 2.

This raises the question over which domain the LPN pseudorandom mask should be generated. If we
work over Zg, then the preprocessed answer function A’ (e¢) = A, (He) is no longer low-degree, as it
becomes a composition of a non-local mod-2 linear mapping H and a low-degree mod-3 function A, .

On the other hand, using LPN over Z3 preserves low degree under composition, but introduces two new
challenges. First, the query ¢; may now take ternary values, whereas the computation assumes 0/1 inputs.
This can be addressed by having the first server apply a casting operator that maps 2 to 0 while leaving 0
and 1 unchanged; this operation can be implemented by a degree-2 polynomial over Zs.

The second issue concerns the query go. To computationally hide the vector u = u(i), we mask it as
g2 = He+wu (mod 3), relying on the pseudorandomness of He over Zs. However, ¢; and g2 may no longer
form a secret sharing of u over Zo. Fortunately, sparsity again helps: since w is d-sparse (for constant d),
the pair (q1, q2) forms a Zy-additive secret sharing of u with constant probability (2/3)?. Since the client
knows when failure occurs, this success probability can be easily amplified (e.g., via repetition) at only a
minor, say polylogarithmic, increase in communication.

"This approach can be generalized to any pair of primes.

8Nor can we embed the computation as a low-degree polynomial over Zg. To see this, recall that, by the Chinese Remainder
Theorem, any polynomial mapping over Zg decomposes into independent mappings over Z» and Zs, whereas here the casting
operator couples the two components.
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Applying the RC transformation to this low-degree PIR construction completes the proof of Theo-
rem[L1l

Remark 2.2 (Abstraction: data-structure perspective). It is instructive to view the construction through the
following data-structure lens. Associate with a PIR scheme the family of answer functions F = {fs}a,
where f,(q) denotes the answer produced by a server holding database x on query q. To obtain an RC-PIR
scheme, it suffices to represent these answer functions by a cell-probe data structure: namely, to encode x
into a database R such that f,(q) can be recovered from a small number of probes to R. In this interpre-
tation, the retrieval server stores R and returns the probed cells, while the client performs the final local
reconstruction. Thus, for privacy, it suffices that the probe pattern seen by the retrieval server be determined
only by q and public parameters; the retrieval server’s view then hides the index by post-processing.

The LPN assumption allows us to reduce the original family F to the derived family F' = { gy}, where

gz(€) = fo(He),

for a public matrix H. Thus, instead of building a data structure for f,(q) on arbitrary PIR queries q, it
suffices to build one for g,(e) = fr(He) on sparse inputs e. This restriction is what enables the succinct
cell-probe representation used in our construction.

3 Preliminaries

General Notation. For an integer n € N and subset S C [n], let 1 € {0,1}" denote the characteristic
vector of S, which has 1 at the j-th coordinate if j € S and 0 otherwise. For a single index i € [n], we write
1; to denote the vector 1. For a function (or algorithm) A, we let S(A) denote the circuit size of A.

3.1 Private Information Retrieval

Definition 3.1 (k-server PIR). A k-server PIR scheme defined by the tuple of algorithms (QUERY, ANS, DEC).
Let x € {0, 1}" be a database of size n.

* The QUERY (1", i;r) algorithm that given an index i € [n] and randomness outputs a set of queries
(1,92, - .-, qk). Fors € [k], we write QUERY ,(1™, ;1) to denote the sth output of the algorithm, i.e.,
qs. We typically omit the input 1™ when n is clear from the context.

* The ANS(s,x,q) algorithm that given server s, the database x and a query qs, outputs an answer
ans;.

* The DEC(1"™,i,r,ans;, ansy, . .., ansy) that given the answers, randomness and index i € [n] out-
puts a single bit y € {0, 1}. We typically omit the input 1™ when n is clear from the context.

The algorithms should satisfy the following properties:

e §-Correctness: For every database x € {0,1}" and every index i € [n], consider the random vari-
ables
(q1,92,--.,qr) = QUERY(4;r) and ans; = ANS(j,x,q;),Yj € [k], (1)

that are induced by a random choice of the coins r of the client, then the error probability
Pr[DEC(i,r, (ansy, ..., ansy)) # ;]
T

is at most 6. When ¢ is not specified, we assume, by default, that it is negligible in n.

11



* t-Privacy: For every coalition T C [k| of size at most t and every sequence of pairs of indices
(in, Jn)nen Where iy, jn € [n], the following distributions are computationally indistinguishable

(QUERY(1",4;7))1 =~ (QUERY(1", j;7))T,

where the ensembles are parameterized by the database length n. We say that the PIR scheme is
information theoretically secure if the two distributions are identical (rather than computationally
indistinguishable). Furthermore, for k > 2 we say the scheme is fully private if t = k — 1 servers.

The ith query complexity (resp., answer complexity) is the bit length of the ith query (resp., answer).
The upload/download complexities are the the sum of the query/answer complexities over all servers. We
measure all these quantities as functions of the database size n.

Having established the standard PIR model, we introduce the Retrieve-Compute PIR (RC-PIR) variant.
This is a special case of k-server PIR in which the kth server (aka the Retrieval server) is a restricted
entity that supports only “fetch” operations. This server holds a pre-processed database defined as a set of
entries which may be requested by address. The following definition assumes that the encoded database is
partitioned into blocks and that the client always asks for an entire block. This choice is aligned with our
constructions. Still when analyzing communication we will count the number of bits. This means that if
the encoded database has B blocks of size ¢-bits each, and the client fetches F' addresses the query/answer
complexity of the retrieval server are F'log B and F'/, respectively.

Definition 3.2 (k-server RC-PIR). A k-server PIR protocol (QUERY, ANS, DEC) is an RC-PIR protocol if
there exists a (possibly randomized) encoder algorithm ENCODER such that the following hold:

1. The algorithm ENCODER maps the database x € {0,1}" to an encoding R = (Ry,...,Rp) with
B = B(n) entries each of bit-length ¢ = {(n). We refer to { as the block size and to B as the number
of blocks and to N = BY{ as the storage complexity.

2. The kth query q, = QUERY (1", ;1) is a sequence of indices (addresses) (j1,...,jr) in [B].

3. The kth answer algorithm ANS(k, z, qx), parses qy, as a sequence of indices (j1,...,jr) in [B] and
returns (Rj,, ..., Rj,) where R = ENCODER(z).

Importantly, if the encoder algorithm is randomized we assume that this randomness is chosen once and for
all, and is given as public randomness to all other algorithms and to the adversary.

We sometimes refer to QUERY ,(-) and to ANS(k, -) as the algorithms RQUERY () and RANSWER(-) fo
highlight that these are the query and answer algorithms of the Retrieval server. To avoid redundancy we
let CQUERY denote the query algorithm restricted to the first k — 1 queries that are sent to the computation
servers.

3.2 Matching Vectors Family

Definition 3.3 (Matching vector family [[70]). Let m, h, n be positive integers, and let S, T C Z,,, be disjoint
subset. The collection of vector pairs ((u;,v;))"_, where u;,v; € ZL, is an (S, T')-matching vector family if
the following conditions are satisfied:

1. (uj,v;) mod m €T fori € [n].

2. (uj,v;) mod m € S fori#je€n].

12



Let m = p1ps for distinct primes p1 < p2. We categorize specific families based on the structure of the set
S. In these cases, we often omit T and refer to the collection simply as an S-matching vector family:

* Sean={a €Zp, | (@ mod p; € {0,1}) A (a mod py € {0,1})} \ {0} with T = {0}.
* Sone={a€Zp | (a=1 (mod p1))V(a=1 (mod p2))} withT = {0}.
* Srero={a€Zp, |a=0 (mod p1) Va=0 (mod p2)} with T = {1}.

Note that Scan C Sone for all distinct primes p1, ps.

Definition 3.4 ((d, p)-Sparse Matching Vectors [111]). Let ((u;, v;))?_, be an (S, T)-matching vector family
over 7', for some m,h € N. We say that ((u;,v;)), is a (d,p)-sparse (S, T)-matching vector family if
foralli € [n],

[{eep][vll] #0 (modp)}|<d and |{e€[h]|ulf]#0 (modp)}|<d.

Theorem 3.5 ([11])). For every n,d > 0, there is a (d,2)-sparse Scan-matching vector family ((u;, vi))icn]

loglogd
over Z’g with h < dO)y0( tog d ),

Claim 3.6. Let d be a positive integer, p1, p2 be distinct primes and let m = p1po. If there is a (d, p1)-sparse
Sone-matching vector family over Z,, of length h, then there is a (d + 1,p1)-sparse Szero-matching vector
Sfamily over Z, of length h + 1.

Proof. Given a Sone-matching vector family ((u;, v;));e[,) of length h, define
ui = (1, —w), vi=(1,v).

As shown in [3]] (claim 3.10), this construction satisfies the required inner product conditions for an S,eyo-
matching vector family. We observe that this transformation preserves the sparsity of the original family: for
any vector v, the mapping v — (1, v) adds exactly one non-zero entry to its support modulo p;. Specifically,
| supp(v} (mod p1))| = |supp(v; (mod p1))| + 1. Similarly, the same argument applied to ;. Thus, if
the original family is (d, p1)-sparse, the resulting family is (d + 1, p1)-sparse in Z"+1, O

By combining the sparse construction of Theorem [3.5|with the S,ero transformation Claim[3.6] we obtain
a sparse Szero-matching vector family that inherits the parameters of the S, family.

Theorem 3.7. For every n,d > 1, there is a (d, 2)-sparse Szero-matching vector family ((u;, v;))ic[n) over
Zg with h < do(l)no(loigid)

Proof. Let p1 = 2,ps = 3 distinct primes and m = pipa. Let ((us,v;));e[n) denote a (d — 1,2)-sparse
Scan-matching vector family over Zﬁl guaranteed by theorem Since Scan € Sone, for m = 6, we can

apply the transformation from Claim 3.6/ and obtain ((u}, v}))ic[n}> @ (d, p1)-sparse Szero-matching vector

17 71

family over Z-1. O

We say that a collection of matching vectors ((ui, v;));e[n] OVer Z1 has computational complexity of S
if there exist a pair of circuits U, V' : {0,1}[1°8"1 — 7! of size S each, such for every index i € [n], given
in binary representation, the output U(7) (resp., V(7)) corresponds to the vector u; (resp., vi)ﬂ We also
assume, by default, that the circuits are poly(n)-time uniform. We show that the above constructions of MV
have optimal complexity of O(h).

“Here we assume that each entry in Zg has some canonical representation in bits.
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Theorem 3.8. The MV constructions promised in Theorem and consequently those from Theorem
have computational complexity of O4(h).

The “consequently” part follows immediately from the first part by construction, and the proof of the
first part is deferred to Section

3.3 The LPN Assumption

We rely on the LPN assumption [19, 48] extended to an arbitrary field. We state it here in its dual form,
asserting that the syndrome of a uniformly random s-sparse noise vector is pseudorandom.

Definition 3.9 (F dual-LPN Assumption). For integer-valued functions s(\) < t(A) < m(X), the (t,m, s)-
dLPN assumption over finite field F asserts that

(H,r) =~ (H, He),

R . . . ” . R L
where H <~ F™™ js q uniformly chosen “parity-check” matrix, r <~ F* is uniformly chosen vector, and

e & {z € F™ | wt(x) = s} is a random noise vector of Hamming weight s.

This dual version of LPN is equivalent to the primal version of LPN, i.e., to the pseudorandomness of

(C,v) where C L pmxm—t ig a random generator matrix and v = c+-e is a noisy codeword that is sampled
by selecting a random vector c in the column span of C' and adding a random s-weight noise vector e € ™.

Decoding becomes easier as the noise weight decreases and as the redundancy ¢ increases, equivalently,
as the primal code rate (m — ¢)/m decreases. Thus, smaller s and larger ¢ correspond to stronger assump-
tions. In this work, when we refer to the LPN assumption, we mean that dLPN holds over every fixed finite
field I, for every constants C, ¢ € (0, 1), and for all parameters satisfying

m=A\, t > Cm, s = A"

In fact, for our main construction it suffices to assume this only over the fixed ternary field Fs.

Binary-LPN with polynomially-low noise has been studied extensively and used in several crypto-
graphic constructions [4} 42, |59, 141, [1]. Beyond cryptanalytic evidence, binary LPN is supported by
several positive forms of evidence, including random-self-reducibility [19] and tight search-to-decision
reductions [8]. Finite-field variants of LPN have also been studied and used in cryptographic construc-
tions [54, 20, 21} 156, 157, [29]. For fixed-size fields, much of the structural evidence supporting binary LPN
extends naturally, with field-size-dependent constant losses. Similarly, known decoding-style attacks on
LPN extend from the binary to the g-ary setting with asymptotically comparable complexity when ¢ is con-
stant. Thus, we are not aware of evidence suggesting that LPN over the fixed ternary field [F3 is qualitatively
easier than binary LPN.

We note that more aggressive variants appear in the literature, including settings in which the field size
grows with the security parameter, the noise weight is polylogarithmic or even slightly super-logarithmic,
the rate is polynomially small, or the matrix is sparse.

10We use vectors with fixed weight for simplicity. For our constructions, one can use any noise distribution that outputs vectors
of weight at most s except with negligible probability (e.g., use iid, Bernoulli-type noise).
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4 Constructions of RC-PIR

In this section, we prove our main theorem on the existence of short RC-PIR based on the LPN assumption.
In Section[4.1] we present a generic transformation that lifts any “nice” PIR scheme to an RC-PIR scheme
and analyze it in Section4.2] In Section[4.3] we construct and analyze a nice PIR scheme based on matching
vectors. Finally, in Section 4.4] we combine these ingredients to obtain the final construction.

4.1 RC-PIR from Nice PIR + LPN

A key feature of our model is the capability to transform two-server PIR into an RC-PIR. This capability
applies to any two-server PIR whose answer procedure can be expressed as a collection of low-degree
multivariate polynomials in the query variables. This algebraic structure will allow us to transform such PIR
schemes into RC-PIR schemes.

Notation. Throughout this section, we denote the binomial coefficient (m;d) by N (m,d). This notation
would often be used to count the number of monomials in m variables of total degree at most d or the

number of m-long vectors over the natural numbers whose £1-norm is at most d. Note that for a constant d,
we have N (m,d) = Og(m?).

Theorem 4.1. Let IF be a finite field. We say that a two-server PIR I1 = (QUERY, ANS, DEC) is d-nice over
IF if it satisfies the following properties:

1. The queries q1,qo € F* and the server’s answers ans;, ansy € F* are vectors over F.

2. The answer algorithm ANS(z,q) can be expressed as ¢ multivariate polynomials of total degree at
most d, i.e.,

f2(q)
ANS(z,q) = |

fE(q)

3. The marginal distribution of the first query q, is uniform over ' and the second query qs is generated
as a function of the first query q1 via some function g = QUERY (i, q1).

Assuming the (t = t(n),m = m(n),s = s(n))-dLPN assumption over F, any nice PIR over F can be
transformed into a two-server RC-PIR scheme with:

1. Retrieval server communication cost,

Upload: N(s,d)-dlogm, Download: (- N (s,d) -log|F|.

2. Computation server communication cost,

Upload: t, Download: /.

3. Retrieval server storage
¢-N(m,d) -log |F|.
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4. The RC-PIR query algorithm and decoding algorithm can be implemented by arithmetic circuits over
F of size at most

S(QUERY) + O(mt) + O(N(s,d) - dlogm) and S(DEC)+ O(¢- N(s,d)),
respectively.

Remark 4.2 (The complexity of querying/decoding). We will keep track of these complexity measures
throughout the paper, since they will be important for the MPC application (Theorem|[I.4).

We defer the proof of Theorem [4.1]to Section4.2] For now we note that the geometric 2PIR of [69] is
nice, leading to the following corollary.
Corollary 4.3. Assuming the (t = n/3, m, s)-dLPN assumption, there exists an RC-PIR scheme with
communication cost of O (sSnl/ 3) and storage complexity of O (m?’nl/ 3). Specifically, by taking m =
2t, s = n/3 we achieve almost cube-root communication OfO(n(l/?’)JrE) and O (n4/3) storage.

4.2 Proof of Theorem 4.1]

We prove the theorem by presenting a generic construction that applies to any PIR scheme satisfying the
above conditions. We first establish a simple useful lemma which we will use in our construction for the
encoding and decoding procedures.

Lemma 4.4. Let IF be a finite field and let f : ™ — F a multivariate polynomial of total degree at most d.
Ift € F™ is an s-sparse vector, then the value of f(t) depends on at most N (s, d) coefficients of f.

Proof. Let F be a finite field and f : F™ +— F a multivariate polynomial of degree d. Write f in the
following form:

m
f(z) = Z Cax®™ where ¢ = H x;yf
i=1

aGNm,Zie[m] a;<d
Let t € ™ be an s-sparse vector and let its support be
E={je[m]|t; #0}, |E|l=s.

Let o € N™ such that Zie[m] a; < d, suppose that there exists some j ¢ E with aj > 0, then t; = 0 and
the monomial ¢® vanishes: .
o aj
tr =[5 =o.
j=1

Hence, only monomials with supp(«r) C FE can contribute to the value of f(¢) and the value may be
calculated in the following way:
fO= > cat®

aeN™
supp(a)CE
Zie [m] aigd

where the number of coefficients ¢, in the sum is exactly N (s, d). O
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Construction 4.5 (RC-PIR from Nice PIR). Consider any two-server PIR scheme (QUERY, ANS, DEC)
satisfying the assumptions of Theorem Under these assumptions, there exists a deterministic function
QUERY,, such that for any index i:

QUERY (i;7) = (q1, QUERY (%, ¢1)),

where q1 = r is sampled uniformly from F'. We construct an RC-PIR scheme as follows. Let m = m(t)
be the number of samples in public random matrix H € F**™ and s = s(t) the sparsity setting. Sample
a random public matrix H € F*™. Then under the (t,m,s)-dLPN assumption we define the following
RC-PIR scheme.

1. The ENCODER(x) algorithm encodes the database the following way. For any j € [{] and polynomial
f2(q) we define a new polynomial g3.(¢) = fi(He) where e € F™. The polynomial g3.(e) is a degree-
d multivariate polynomial over m variables, thus have at most N (m,d) monomials. Rewrite this
polynomial as follows:

m
j j— o a aj
glle) = g Cak where e = Hej .
Jj=1

aGNm,ZiE[m] a; <d

Store all coefficients c,, into R? such that R}, = c, where o is the entry’s address and outputs

R=(R)jeqg-

Note that the address space is the set of all m-long vectors over the natural numbers whose {1-norm
is at most d. Thus, there are exactly B = N(m, d) possible addresses. For every address «, the stored
value is the (-tuple

(RL,...,RY) e FY,

containing the coefficients of the ¢ answer polynomials associated with the monomial indexed by «.
Hence, each block contains { field elements and the encoded database consists of N (m, d) blocks.m

2. The query algorithm QUERY (i; p) given the randomness samples an s-sparse vector e € F™ uni-
formly and outputs a set of requested entries

¢r ={ o € N™ | supp(a) Csupp(e), »  a; <dp, g = QUERY,(i,He).
j€[m]

In other words, q, represents a set of coefficients c,, the client wants to read from Sg. Those coeffi-
cients will be used to calculate the output of the answer polynomials on e.

3. The retrieval server given a query to read coefficient o (entry address) executes the algorithm RANSWER (R, «)
which outputs
R,
ans® = | 1 | e .
R,
"'We treat the public matrix H as a public global parameter that can be reused in various systems and so we do not count it as
client storage. Note that after the encoding step the server does not need to keep it in memory.
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4. The computation server is left unchanged, given its query q. executes the algorithm CANSWER(z, q.)
that outputs ans, = ANS(z, q.).

5. The decoding algorithm DEC"(i,ans,, ans.) given the index i € [n] and the server responses
({ans®}, ans.), the decoder uses ans, = {ans®} to reconstruct the values

gx(e) fz(He)
ans, = | = : = ANS(z, He)

i) e

since, by Lemma ans, contains exactly the coefficients required to evaluate gg(e). Finally, the
decoder runs the original PIR decoding procedure on the reconstructed answer

DEC(i, ans,, ans,.).
The correctness follows directly from Lemma.4]and the correctness of the original PIR protocol.

4.2.1 Privacy of Construction

By definition of the original PIR privacy for every pair of indices 7, j € [n] when query ¢; L Fis sampled
uniformly the following two distributions

q2 = QUERY,(7, q1) and ¢5 = QUERY5(j, q1)

are identical. In the RC-PIR construction, the retrieval server receives a query that is independent of the
index ¢. Hence, the retrieval server’s view is identically distributed for all indices and privacy in respect to
Sk follows immediately.

For the computation server, its view is

(.CU, Ha QUERYQ(ia HG)),

where e € F™ is sampled uniformly among all s-sparse vectors and x is independent of H, QUERY, (7, He)
. Hence, under the (¢, m, s)-dLPN assumption for any index i € [n],

(z, H, QUERY5 (i, He)) ~. (x, H,QUERY5 (i, q1))

where q1 LTt is distributed uniformly. By the privacy of the original PIR scheme, for every pair of indices
i,7 € [n],
QUERY; (7, g1) = QUERY;(J, q1)-

Combining the two equations, we obtain that for any pair of indices 7, j € [n],
(z, H,QUERYq (i, He)) ~. (z, H, QUERY4(j, He)),

where e € ™ is sampled uniformly among all s-sparse vectors.
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4.2.2 Analyzing the complexity of the construction

We now analyze the complexity of Construction 4.5] The retrieval server storage maps each monomial
coefficient into an entry in the processed database, while each entry consists of ¢ coefficients one for each
polynomial of the answer algorithm, this requires

¢-N(m,d) -log |F| € poly(n)

bits of storage. We next consider the communication cost. The retrieval server’s query explicitly defines the
N(s,d) entries the client downloads, while each entry address may be represented using at most d log m
bits. Hence, overall the retrieval server receives

N(s,d) - dlogm

bits and answers with
0. N(s,d)-log|F|

bits. This asymptotically improves the original PIR query communication cost of the retrieval server but
with some overhead to the answer communication cost. The computation server communication remains
unchanged.

For computational complexity, the new query-generation algorithm samples an s-sparse vector e € F",
computes H e, invokes the original query algorithm, and generates the retrieval query g,. The multiplication
by H € F*™ contributes O(mt) to the circuit size[?] In addition, the algorithm enumerates all N (s, d)
monomial addresses supported on supp(e). Using the compressed representation in which each address is
specified by at most d indices in [m], each address has length O(d logm). Since Boolean operations can be
emulated by constant-size arithmetic circuits over IF, computing and writing the address list contributes at
most O(N (s, d) - dlogm) additional gates.

The RC-PIR decoding algorithm first reconstructs the base PIR answer ans). from the retrieved coeffi-
cients ans,, and then applies the original decoding algorithm. By Lemma [4.4] the reconstruction of each
coordinate of ans. requires O(N (s, d)) additions. Since ans!. consists of ¢ coordinates, the total recon-
struction cost is O(¢N (s, d)), leading to the claimed decoding circuit size.

4.3 Nice PIR based on Matching Vectors

We construct nice-PIR based on sparse Matching Vectors. We will prove the following theorem.

Theorem 4.6 (Nice-PIR from sparse-MVs). For every constant d, there exists a two-server PIR (with neg-
ligible decoding error) which is 2d-nice over Z3. The upload/download complexity and the computational
complexity of the decoding and query algorithms are all polylog(n)do(l)ne, where € = O(%).

4.3.1 The Sparse MV RC-PIR scheme

We begin by describing a nice PIR protocol over Z3 whose decoding algorithm fails (i.e., outputs a special
abort symbol) with non-negligible probability, and then show how to reduce this error via repetition. We
start by introducing the necessary notation.

"2In the RAM model we can reduce this cost to O(s(m 4 t)) by exploiting the sparsity.

19



Casting operation. We will need the following technical mod-3 to mod-2 casting operations. First let
¢2 : Zs — {0, 1} be a mapping that takes 0/1 to themselves, and 2 to 0. In particular, this can be written as

¢p2(x) =x(2—2) (mod 3).

This mapping is naturally extended to vectors over Z3. Next, given a pair of vectors a, b € Z% we would like
to define a polynomial MP5(a, b) whose output is exactly the binary inner-product applied to the vectors
a' = ¢o(a) and b’ = ¢o(b). Being a function over Z%D variables, MP(a, b) can be written as a polynomial
of degree at most 4D. (We will later see that, in our case, this can be slightly optimized.)

Construction 4.7 (Nice Sparse Matching Vector based PIR). Let d > 1 denote the sparsity constant, © €
{0,1}" denote a database of size n and ((u;, vi))ic[n) be a (d, 2)-sparse Szero-matching vector family such
that u;,v; € Z}gfor all i € [n] (as promised by Theorem . We let 1; = u; mod 2 and U; = v; mod 2.

1. Query Generation: Given the index 1, the client samples a uniformly random vector r € Zg’ and sends
to server s € {0,1} the query qs = r + s - 4; (mod 3). We call the query good if for all £ € [h], the

integer sum satisfies
rlf] + (@ld]) < 2.

2. Answer: Server s, given a query q € 7, output

anss = Z MPs(q,v;) - zj -v; (mod 3).
j€(n]

3. Decoding: If the query is not good, output a failure symbol |. Otherwise, given the index i1 and the
answers of the servers, outputs 1 if

(u;,ans; —ansg) Z0 (mod 3)
and 0 otherwise.

Claim 4.8 (Correctness of Construction |.7). For every database = € {0,1}", sparsity parameter d > 0,
and every index i € [n], consider the randomness 1 of the client and let (q1,q2) = QUERY(i;7), then
conditioned on not aborting, the server does not err, i.e.,

DEC(7,r, ANS(x,q1), ANS(z, q2)) = ;.

Moreover, the probability of not aborting is at least (%)d

Proof. By definition, the decoder does not abort if the queries are good, i.e., if for all £ € [h], the integer
sum satisfies
rll] + w;lf) < 2,

which happens with probability at least (%)d (due to the d-sparsity of u).
We show that if the queries are good the decoder does not err. The crucial observation is that if the
queries are good then g1 = r + 4; (mod 3) satisfies the same equation modulo-2, i.e.,

@ —r=1; (mod 2). )
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This allows us to expand the decoding expression as follows. (For brevity, we let (-, -)o denote inner-product
mod-2.)

(u;, ans; — ansg) = Z MPs(q1,05) - 5 - (ui, vj)
J€[n]
— > MPy(r, ;) - 2 - (ui,v;)  (mod 3)
J€[n]
= Y (a1, 0)2 - @ (wi, v5)
JEn]
— Z (r,05)2 - xj - (us,v;) (mod 3)
J€[n]
= (g1, 95)2 — (r,0;)2) - @5 - (uj,v;)  (mod 3)
J€M]

where the transition * relies on . We analyze each term separately based on the properties of the (d, 2)-
sparse Szero-matching vector family. For j # 4, by the matching vector property, either (u;,v;) = 0
(mod 2) or (u;,v;) =0 (mod 3). We first claim that for i # j,

({q1,05)2 = (r,0j)2) - @ - (wi, ) (mod 3) = 0.
Clearly, this is true if (u;,v;) = 0 (mod 3). Otherwise,
<ui,vj> =0 (mod 2) - <ﬁi,@j>2 =0,

thus
(q1,95)2 — (1, 0)2 = (r + 44, 0j)2 — (r,05)2 = (r,9j)2 — (r,05)2 =0 (mod 3)
In both cases, the term vanishes. It is left to show that the coefficient of x; is non-zero. That is, we show
that the term
({q1,0i)2 — (r,0i)2) - (ui,v;) (mod 3)
is non-zero. The second multiplicand is non-zero by definition ((u;,v;) # 0 (mod 3)). To show that the
first multiplicand is non-zero it suffices to show that (g1, 0;)2 # (r, 0;)2. Indeed, recalling that (u;,v;) # 0
(mod 2), we have
(q1,0i)2 = (r + U4, 03)2
=1+ (r,0) (mod 2)
7& <T7 @i>27

Thus, the decoder correctly outputs x;. O

Claim 4.9 (Security of Construction . For every pair of indices i,j € [n] and every server s € {0, 1}
the queries qq (resp, q1) is uniformly distributed over Zé‘.

Proof. Since qgp = r is uniformly sampled from ZQL. Moreover, because r is a uniform random variable and
the vector 4; = (u; mod 2) is a constant independent of r, their sum ¢ is also uniformly distributed over
zh. O
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Niceness. Clearly, the queries are vectors over Zg, the marginal distribution of the first query is uniform,
and the second query is obtained deterministically from the first query by an efficient function. Thus, it
remains to bound the degree of the answer polynomials. For this purpose, we use the fact that in every term
MPs(q, 0;), the vector 9; € {0, 1}" is fixed and has support of size at most d. For a fixed b € {0, 1}" with
I = supp(b), the function ¢ — MP(q, b) can be written over Zg as

MP3,(g) = 2 (1 ~Tla- 2@@))) (mod 3).

el

Since ¢, has degree 2 and |I| < d, this polynomial has degree at most 2d. It follows that, for every fixed
database z, each coordinate of the answer map

qr Z MPs(q,9;) - zj - v; (mod 3)
j€(n]

is a polynomial over Z3 of degree at most 2d. Therefore, the construction is 2d-nice.

Computational complexity. The computational complexity of the query and answering algorithm is O(h)
plus the complexity of the MV family (i.e., given i output v; and u;) which is O4(h) (as shown in Theo-
rem [3.8). So the total complexity is Og4(h).

Amplifying the Success Probability. The success probability of the decoding algorithm can be amplified
through parallel repetition. If the protocol is executed 7" independent times with the same requested index
1, the error probability (that all queries are bad) is exactly

(1-())

Since d is constant we can push reduce the error probability to negl(n) by taking 7' = polylog(n). This
transformation increases the complexity (communication/computation) by a factor of 7" and does not affect
the niceness property. Theorem [.6|follows.

4.4 Putting it all together

By combining Theorem with Theorem we derive the following theorem. (Recall that N (m,d) =
m-+d

("))

Theorem 4.10. For every positive constant d, there exist €5 = O(%) and h = d°Uncd such that,

under the (h,m,s)-dLPN assumption over Zs, there exists an RC-PIR scheme with negligible decoding
error in which:
1. The computation server has upload/download complexity polylog(n)h.
2. The retrieval server has upload complexity
polylog(n) - N(s,d) - dlogm = Og(polylog(n)s?log m)

and download complexity

polylog(n) - h - N(s,d) = Oy(polylog(n)hs?).
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3. The retrieval server storage is O(h - N(m,d)) = Oq4(hm?) field elements.

4. The query and decoding algorithms can be implemented by circuits of size
polylog(n)h + O(mh) + O(N (s, d) - dlogm) = polylog(n)h + O(mh) 4+ Og(slogm)

and
polylog(n)h + O(hN (s,d)) = polylog(n)h 4+ Og4(hs?),

respectively.

In this theorem, d denotes the degree/niceness parameter of the nice PIR scheme obtained from Theo-
rem This differs from the sparsity parameter in the underlying matching-vector construction by only a

constant factor, and therefore does not affect the asymptotic bound ¢; = O (%) .

Corollary 4.11 (Thm. [I.1] restated). Assuming dLPN, for every constant € > 0, there exists a two-server
RC-PIR whose communication complexity and the circuit size of querying/decoding is at most O(n®) and
where the storage complexity is O(n°) where n is the length of the database and the constant c. =
eexp(O(e 1 log(e™1))).

Proof. Given € > 0, apply Thm. as follows. Choose a constant d so that ¢; < ¢/2 and set the dLPN
parameters to m = 2h and s = n%/? for constant § < ¢/2. This yields total communication complexity
O4(nfat%) = O(nf), storage complexity Oy(n(4+1) and querying/decoding circuit sizes of at most
O4(n*) + O4(n®) = O(nf) and Oy4(nt?) = O4(ne), respectively Note that we can write d =
exp(O(e~tlog(e™1))) and so the storage can be written as n° where ¢, = eexp(O(e 1 log(e™1))). O

S Applications

5.1 From 2-server RC-PIR to fully-secure k-server PIR

In this section, we show how to convert a two-server RC-PIR into a k-server PIR with k£ — 1-out-of-k privacy
(aka full-privacy).

We state our basic extension-theorem in a refined way. That is, we assume that given a database with n
elements, the RC-PIR stores an encoded database R € {0, 1}/(")*B(") where ¢ is the block size and B is
the number of blocks. Such an RC-PIR will be referred to as having a storage of £(n) x B(n) elements. We
refer to the retrieval complexity, t,(n) of an RC-PIR as the number of blocks that the client reads from the
retrieval servers per query. That is, the upload communication cost of the retrieval server is ¢, log | B| bits
and the download communication complexity is ¢,.¢ log | B| elements.

Theorem 5.1. Let 11, be a fully private k-server RC-PIR scheme and let 11y be a 2-server RC-PIR. Assume
that 11y, (resp., Il3) has storage complexity of l(n) x By(n) (resp., £2(n) x Ba(n)), retrieval complexity
of pr(n) (resp., p2(n)), and that the total upload and download communication cost of the computation
servers are Uy (n) and Dy (n) (resp., Uz and D3). Let Si(n) (resp., S2(n)) denote an upper-bound on the
circuit size of QUERY (1", -) and DEC(1", -) (resp., QUERY,(1", ) and DEC2 (1", )).

3The O notation suppresses logarithmic factors. Specifically, g(n) = O(f(n)) if there exists a positive constant C' > 0 such
that g(n) < C'f(n) - log® (n) for all sufficiently large n’s. The Og4 notation indicates that the hidden constant in the Big-O bound
may depend on d. That is, g(n) = Oa(f(n)) if g(n) = O(h(d) - f(n)) for some function A(-).
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Then there exists a fully private (k + 1)-server RC-PIR scheme 111 with storage complexity of {(n) -
lo(By(n)) x Ba(Byg(n)), retrieval complexity of pi(n)- p2(By(n)), and where the computation servers have
total upload and download communication cost of U, (n)+pg(n)Usz(By(n)) and Dy, (n)+pg(n)l(n)De(Bi(n)).
Moreover, the query algorithm and decoding algorithms of 11,1 can be implemented by circuits of size at
most Si(n) + pr(n) - S2(Bk(n)).

The core idea behind Theorem|[5.1]is to emulate the retrieval server of II}, using the 2-server PIR scheme
IT,. Specifically, we first encode x into an ¢ x Bj database R’ using the encoder ENCODER () of TIk.
We then treat each row R, of R’ as a separate database and re-encode it using the encoder ENCODER2(R)))
of II>. The final encoded database is the matrix 2 obtained by stacking all resulting matrices one on top of
another. The queries to the first k — 1 servers, as well as their responses, are generated exactly as in ITg. The
queries to the final two servers are generated by first computing the kth “fetch” queries of the retrieval server
and then interpreting each such query as a PIR request (over IIy) to each of the databases R, ..., R;k(n).
Full details are deferred to Section

Overall, we conclude the following high-level proposition for the case of RC-PIR with 1 x n? storage,
aka n-storage RC-PIR

Proposition 5.2. Lete,¢' € (0,1) and ¢, > 1 be constants. Given a fully-private k-server RC-PIR I},
with communication cost n® and storage complexity of n® and 2-server RC-PIR 1ls with communication
cost n¢ and storage complexity nc, the (k + 1)-server fully-private RC-PIR 111 has storage complexity
of n°, and communication cost of of at most O(n5+“/). Furthermore, assuming that the circuit com-
plexity of querying/decoding in 11;, and 11y are at most n® and ne, respectively, the circuit complexity of
querying/decoding in 11y is at most O(ne+cel).

Proof. By Theorem the storage complexity of Il is ncc. The upper-bound on the communication
allows us to upper-bound Uy (n), Di(n) and pg(n) log(n®) by n¢. Similarly, we upper-bound Us(n), D2(n)
and py(n) log n® by n° . Therefore, in I ; the retrieval server retrieves at most py(n) - p2(By(n)) entries
and so it communicates (upload and download) at most

O(log(n*) - pi(n) - pa(Bi(n))) < O(n+*)
bits. In addition, and total (upload + download) communication cost of the computation servers is at most
Uk(n) + pr(n)U2(Bx(n)) + Di(n) + pr(n) D2(By(n)) < n +n 4 nf 4t = O(nte),
as claimed. The computational complexity follows by a similar calculation. O

We derive the following corollary (whose last part is a restatement of Theorem[I.2).

Corollary 5.3 (from short RC-PIR to short fully-private k-PIR). Assume the existence of an RC-PIR 1l
with short communication, that is, for every € > 0, there exists an RC-PIR with communication n®, query-
ing/decoding complexity of n%, and storage of n® for some ¢ = c(¢€). Then, for every constant k > 2 and
§ > 0, there exists a k-server RC-PIR 11}, with full privacy, communication of n’, querying/decoding com-
plexity of n’, and polynomial storage of n® for some constant b = b(k, ). Specifically, the implication holds
under the LPN assumption.

"“Note that we can always view an RC-PIR with storage of £(n) x B(n) as a 1 x £(n)B(n)-storage RC-PIR at the expense of
increasing the upload cost of the retrieval server by a factor of £(n).

24



Proof. We prove the existence of such a scheme by induction on the number of servers £ > 2. The base
case, k = 2, follows by the assumption on Il;. To prove the induction step, we show how to construct a
fully-private (k + 1)-server RC-PIR with target communication cost n9. By the induction hypothesis, there
exists (1) a fully-private k-server RC-PIR 1I; with communication/querying/decoding cost n¢ and storage
complexity n¢, where ¢ = g and ¢ = c(¢); and (2) a fully-private 2-server RC-PIR Iy with communica-
tion/querying/decoding cost n¢ and storage complexity n¢, where ¢ = % and ¢ = (¢). By Proposi-
tion the resulting (k + 1)-server scheme is fully private and has communication/querying/decoding cost
of ncte¢ < n’ and storage complexity of nee’. Finally, the “specifically” part follows by combining the
first part with Corollary O

5.2 PIR for General Access Structures

PIR over general access structure. A k-access structure is an upward-closed collection (aka monotone)
collection I' C 2] of authorized subsets, i.e.,if A € Tand A C B C [k], then B € T'. A k-server
PIR (QUERY, ANS, DEC) realizes I if correctness holds for sets in I" and privacy holds for sets not in I.
Formally, the correctness requirement asserts that for every x, 7 and A € T, it holds that

Pr[DEC(i,7, A, (ans; : j € A)) # x;] < negl(n),

where
(q1,92,--.,qx) = QUERY(i;r) and ans; = ANS(j,z,q;),Vj € [k].

The privacy requirement that for every ¢, j and 7" ¢ T’
(QUERY(1",i;7))r ~c (QUERY (1", j;7))r, .

The definition also extends to a partial access structure; roughly, in this case I' is replaced with two disjoint
collections, a downward-closed set I'g and an upward-closed set I'1, and correctness (resp., privacy) should
hold for every set in I'; (resp., ['g). Specifically, k-server ¢-private PIR corresponds to the partial k-access
structure given by I'g = {A : |A| <t} and I'y = {[k]}. A k-server (k — 1)-private PIR (aka fully-private
PIR) corresponds to the (fully-defined) access structure I" that contains the single set [k].

Lemma 5.4 (RC-PIR for general access structures). Every finite access structure I over k > 2 parties can
be realized by a PIR Ilp with communication complexity of at most QkC’k(n) where n is the database size
and Ci(n) denotes the communication complexity of k-server fully-private PIR 11y, over n-size database.
Similarly, the complexity of computing a query (resp., computing an answer, decoding the output) in 1l is
at most 2F fr(n) where fi.(n) is the complexity of computing a query (resp., computing an answer, decoding
the output) in Il over n-size database.

Proof. Let S1,...,Sr C [k] be the minimal authorized sets of I'. For each ¢ € [L], let ky = |S|, and
let Sy ; denote the jth element of Sy under some fixed canonical ordering. For every ¢ € [L], let II, =
(QUERY,, ANSy, DECy) be a ky-server fully private PIR scheme. Since k; < k, we may assume that the
communication complexity of 11 is at most C}, (n)E]

SGiven a fully private k-server PIR scheme, one can obtain a fully private k’-server PIR scheme for every k' < k with the same
total communication complexity, for example by sending the queries intended for the last k — k' servers to the first server, or by
distributing them arbitrarily among the k’ servers.
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We now define a k-server PIR scheme II realizing I'. Given an index ¢ € [n], the client independently
samples randomness 7 for every ¢ € [L], generates query tuples

R .
qe = (qg,lv s 7q€,k‘z) — QUERYE(Y’; TZ)?

and sends query gy ; to server Sy ;.
For every query gy ; received by server Sy ;, the server responds according to II, with

ansy ; = ANSg(Sgyj, x, qm).

Suppose the decoder receives the answers of all servers in some authorized set A C [k]. It first finds a
minimal authorized set Sy C A, retrieves the corresponding answer vector

ansy = (ansy,;) ek,

and recovers z; by applying the decoder DEC(i, ry, ansy).
Correctness is immediate. To prove privacy, fix an unauthorized set 7' C [k]. For every ¢ € [L], define

Ty=TnNS,.

Since 7" is unauthorized for I', the set 7} is unauthorized in the PIR scheme II,. For an index i € [n] and an
index ¢’ € [n], the queries observed by T in the (th scheme are

QUERY,(i)[Ty] and QUERY,(')[Ty],

respectively. By the privacy of IIy, these distributions are indistinguishable for every ¢ € [L]. Moreover,

these random variables are mutually independent, since the randomness values 7y, ..., rr are sampled in-
dependently. It follows that the overall views of T' corresponding to indices 7 and i’ are indistinguishable,
establishing privacy. O

Remark 5.5 (A formula-based generalization). A natural approach for realizing a general access structure
I' is to represent I' by a monotone formula and realize it recursively. The idea is to view each wire i as a
“virtual” server S;. Then, for every gate g with outgoing wire i and incoming wires j,{, we replace the
virtual server S; with a PIR scheme over the servers Sj, Sy that realizes the access structure induced by the
gate g.

While this paradigm works well for secret sharing and general MPC (e.g., [55 50, 134)])), it becomes
problematic in the context of PIR. Indeed, although we can realize both the AND access structure (via a
standard 2-server PIR) and the trivial OR access structure (by replicating the database and sending the
query in the clear), recursion fails after an AND gate. The reason is that in a 2-server PIR corresponding
to an AND gate, each server performs a “compute” operation, which cannot itself be implemented as a PIR
“retrieve” operation in the next recursive layer.

This obstacle disappears once we have a 2-server RC-PIR scheme. Such a scheme realizes the AND
access structure while still allowing recursion on one of the incoming wires - namely, the wire corresponding
to the retrieval server. Consequently, we can realize every monotone formula over AND/OR gates in which
each AND gate has at least one child that is AND-free (that is, an OR-tree over input wires).

For example, one can use a chain of such AND gates to realize a k-ary AND gate (as implicitly done
in Thm. [5.1)), and then use these k-ary AND gates to realize an arbitrary DNF formula (as in Lemma 5.4).
Other decompositions are also possible, such as CNF representations, and may yield better concrete effi-
ciency for certain access structures.
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By combining Lemma [5.4] with Corollary we derive the following corollary whose last part is a
restatement of Theorem [L3]

Corollary 5.6 (from short RC-PIR to short general-PIR). Assume that for every ¢ > 0, there exists an RC-
PIR with communication/query/decoding complexity of n¢, and polynomial storage of n® for some ¢ = c(e).

Then, for every constant k > 2, every monotone access structure I over k servers, and every constant
€ > 0, there exists a k-server PIR protocol realizing I with communication/query/decoding complexity of
O(2kn5). Specifically, the implication holds under the dLPN assumption.

5.3 PIR with Byzantine Servers

Once we have PIR for general access structure, we can use it to handle the case of Byzantine servers. The
proof follows the argument of [50] (in the context of general MPC) and is based on their notion of (3
access structure. Formally, an access structure I" over k servers is (O3 if there do not exist unauthorized sets
Ay, Ay, Az C [k], with A; ¢ T, such that A} U Ay U Az = [k]. Thatis, |[A; U A U As| < k for every
A1, Ay, A3 ¢ T.

In the case of PIR, we treat the unauthorized sets of access structure I' as the sets of servers an adversary
may actively corrupt.

Theorem 5.7 ((Q3-PIR is robust). Any PIR scheme with a Q3 Access Structure is Robust. That is, it is
possible to define an alternative robust decoding procedure that recovers the queried index bit even if a
Byzantine adversary actively controls an unauthorized set of servers and returns malicious responses. The
complexity and error of the robust decoder is at most O(2FT + 2%%) and 2% - 6, respectively, where T and §
are the complexity and error of the original decoder.

The proof is standard and deferred to Section[D] For example, by instantiating Corollary [5.6| with ¢-out-
of-k = 3t + 1 access structure, we get a PIR that remains actively secure against any byzantine adversary
that corrupts up to ¢ servers. Note that the notion of robust decoding allows us to achieve correctness even
in the presence of a computationally unbounded active adversary. Further note that this is achieved without
giving the client any auxiliary information about the database.

6 Communication-efficient MPC

In this section, we show how to use the PIR protocols from Section [3]to derive succinct MPC protocols for
truth tables. Throughout this section, we assume familiarity with standard MPC security definitions (see,
e.g., [47, Chapter 7]). We assume a synchronous network in which the parties are connected via point-to-
point channels and have access to a broadcast channel. The adversary is always assumed to be rushing,
non-adaptive, and computationally bounded. For simplicity, we focus on public-output functionalities that
deliver the same output to all parties. (The results can be easily generalized to the more general setting of
multi-output functionalities.)

We prove the following theorem that derives short MPC for truth tables based on short PIR in various
settings.

Theorem 6.1 (Succinct MPC from short PIR ). Suppose that we have short PIR: namely, for every constant
k > 2 and every § > 0, there exists a k-server fully private PIR with communication complexity of n°,
querying/decoding complexity of n’, and polynomial-time answer algorithm, for databases of size n.
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Then, for every constants € > 0 and k > 2, every k-party public-output functionality
folm] x--x [ng] = {0,1}"™

represented by a truth table with n = Hle n; entries, where m = poly(n), can be securely realized with
poly(n) computational efficiency and communication complexity Oy (mn®) in the following settings:

Protocol I1,: Passive security against an arbitrary coalition, assuming the existence of OT.
Protocol I1y: Active security with guaranteed output delivery (GOD) assuming an honest majority.

Protocol I1I3: Active security with abort against an arbitrary coalition assuming the existence of OT and
collision-resistant hash functions.

The computational and communication complexity of protocols 11 and 113 grow polynomially with the
number of parties k. In protocol 11y, the complexity is exponential in k. This can be reduced to polynomial
in k assuming collision-resistant hash functions (Protocol 11y).

We instantiate all cryptographic primitives with security parameter A = nt/2, so security is against
poly(n)-size adversaries. Since under LPN assumption we have both short-PIR (Corollary[5.3)), and OT [4],
Theorem [L.4] follows.

Proof overview. Fix constants k,e¢ > 0. Let f(y1,...,yx) be a k-party public-output functionality given
by an n-size truth table. Fori = 1, ..., 4, we base protocol II; on a protocol IT**#* in a hybrid model where
the parties have access to a pair of ideal functionalities (g1, go) whose circuit complexity is Oy, (mn?-5¢).

By the seminal completeness results of MPC (e.g., [49, 17, 28l 167]), the functionalities g; and g2 can be
securely computed in any of the settings considered in Theorem[6.T] with computational and communication
complexity proportional to their circuit size and the security parameter A. (In the dishonest-majority setting,
this also requires OT.) By standard composition theorems (e.g., [47, Thms. 7.3.3, 7.4.3]), we can replace the
calls to the ideal functionalities in I1Y*%* with the corresponding protocols while preserving security.

Taking A = O(n/?), we obtain protocols with computational complexity poly(n) and communication
complexity Oy (mn©), as required.

The protocols T1{"9% ... [ TI$"*9* are described and analyzed in the following sections.

6.1 Passive security for arbitrary coalitions

The protocol IT{" 2. Let (QUERY, ANS, DEC) be a fully private k-server PIR scheme in which the func-
tions QUERY and DEC have circuit complexity Oy (mn®5¢) for a database of size n consisting of m-bit
entries. Such a PIR scheme exists by assumption

We view the truth table of f as a public database F' € ({0,1}™)", and a k-party inputy = (y1, ..., Yx)
as a target index; namely, f(y) = F[y] € {0,1}"™. The ideal functionalities g; and g, are based on the PIR
algorithms QUERY (1", -) and DEC(1", -). (We omit the unary input from now on.) Specifically, the protocol
19 proceeds as follows:

!5The assumption is stated for databases with single-bit entries. The extension to m-bit entries follows via a standard reduc-
tion: view the database as m separate single-bit databases, one for each bit position, and let the servers compute their answers
independently for each database. This increases both the computation and communication by a factor of at most m.
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1. The parties invoke the ideal functionality QUERY with inputs y = (y1, . . ., yx) and local randomness

TlyenesTh %l {0,117, where p(n) denotes the randomness complexity of the query algorithm. The
functionality computes
(q1,---,qx) = QUERY(y;r = ZH),
i

and returns the query ¢; to party P;. (Here addition denotes bitwise XOR.)

2. Each party P; locally computes its PIR answer ans; = ANS(F, ¢;). (Here and throughout this section
we implicitly assume that the query ¢; contains the “label” j of the server and so the answering
algorithm does not need the index j as an additional input.)

3. The parties invoke the ideal functionality DEC with inputs y = (y1,. .., yx), randomness 7 = . 7,
and answers ans = (ansy, ..., ansy), and receive the output bit F'[y| = DEC(y,r = >, ;, ans).

Lemma 6.2. The protocol 11{"'%* securely computes the functionality f in the (g1, g2)-hybrid model with
passive security against an arbitrary coalition.

Lemma|6.2] whose proof is deferred to Section [E.I| concludes the proof of Protocol IT; in Theorem 6.1}
O

6.2 Active Security with GOD assuming Honest Majority

In order to obtain a protocol with GOD for f, it suffices to obtain a protocol with fairness and identifiable
abort. That is, the adversary may cause the protocol to abort for all parties (including the corrupted ones),
but upon abort, all honest parties agree on the identity of at least one corrupted party.

Formally, this is captured by a GOD protocol for the functionality friip. The functionality receives
inputs y = (y1,...,yx) from the parties. In addition, the adversary may send a special abort command
consisting of | together with a subset 77 C T of the corrupted parties. Upon receiving such an abort
command, the functionality broadcasts (L, 7”) to all parties. Otherwise, it outputs f(y).

By a standard player-emulation technique (see, e.g., [51]]), the problem of securely computing f with
GOD can be reduced to the problem of securely computing ff,;p with GOD.

Proposition 6.3. For every function f, suppose there exists a protocol 11 that securely computes faip with
active security and guaranteed output delivery in the honest-majority setting. Then there exists a protocol 11
that securely computes [ with active security and guaranteed output delivery in the honest-majority setting.

Moreover, the computational and communication complexity of 11 are at most a factor of k/2 larger
than those of Il', where k denotes the number of parties.

Proof sketch. The parties repeatedly invoke IT'. Whenever an execution outputs (L, 7"), the parties elimi-
nate all parties in 7”. Since the adversary corrupts at most ¢ < k/2 parties, each abort eliminates at least one
corrupted party, and therefore the number of iterations is at most . Consequently, the overall computational
and communication complexity increase by at most a factor of ¢ < k/2. The construction of the simulator
is straightforward. 0

We construct a protocol for frp. Assume that k = 2¢ + 1, and let K = (’:) The idea is to employ
a K -server fully private PIR scheme in which each server Sp is associated with a ¢-subset B C [k|. Each
party P; emulates all servers Sp for which i ¢ B. Intuitively, an adversary corrupting a set 7' C [k] of
at most ¢ parties does not observe the view of the server S7. On the other hand, since there is an honest
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majority, every server Sp is emulated by at least one honest party. Using standard techniques, this suffices
to guarantee output delivery. We now give the details.

Let (QUERY, ANS, DEC) be a fully private K -server PIR scheme in which the functions QUERY and
DEC have circuit complexity £ = O (mn®5¢) for a database of size n consisting of m-bit entries. Such
a PIR scheme exists by assumption. (See Footnote [16]) We also employ the following standard notion of
t-robust secret sharing.

Robust secret sharing. A t-robust k-party secret-sharing scheme is a pair of efficient algorithms SHARE
and REC. Given a message M and randomness R, the randomized sharing algorithm outputs shares

(S1,...,Sk) = SHARE(M; R).

The scheme satisfies t-privacy: for every pair of messages M, M’ and every T' C [k] of size at most ¢, the
distributions of

St = (Si)ier  and  Sp = (Sj)ier
are identical, where (S;);cx) = SHARE(M; R) and (S])ic(r) = SHARE(M'; R') for uniformly sampled
randomness R, R'. The scheme further satisfies t-robustness: if a share vector S = (S;);c[y differs from

a valid sharing of some message M in at most ¢ coordinates, then REC(S) = M. (In particular, such an

N

M 1is unique.) If no such message exists, then REC(S) = L. We assume that sharing and reconstruction
of an ¢-bit message require time O(¢, k). In the honest-majority setting (k = 2t + 1), these properties are
achieved by Shamir’s polynomial-based secret-sharing scheme [68]].

The protocol IT">.  The protocol for fginp proceeds as follows:

1. The parties invoke the ideal randomized functionality g; with inputs y = (y1,...,yx) and local

randomness 71, ..., Tk il {0,1}#(") where p(n) is the randomness complexity of the query algo-
rithm. The functionality sets the PIR randomness 7 = }; r;, computes the queries (gs) g (M) =
t

QUERY (y; ), and secret-shares both the queries and the input/randomness:

k .
(Qj,g)je[k] = SHARE(qg), VS € <[t]>’ (Cji)jem = SHARE(y;,r;) Vi € [k].
The functionality delivers to P; its shares together with all queries gg for which j ¢ S, i.e.,
(@s)sewy,  (Chidiew, and (gs)s:jgs-

2. Each party P; locally computes the PIR answers ans; g = ANS(F, gs) for all S such that j ¢ S.
3. The parties invoke the ideal functionality go that takes from party P; the input

(ansj,S)S:j§ZSv (Cj,i>i€[k]a
and proceeds as follows. If, for every S € (U:}), all values (ans; g) j¢s agree on a common value

ansg, the functionality reconstructs (y;, ;) = REC((C};);ek)) forevery i € [k],setsy = (y1,. .., Uk),
r=Y,1and ans = (ansS)SE([k]), and broadcasts z = DEC(y, 7, ans).
t
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Otherwise, the functionality broadcasts the lexicographically first conflict tuple
(1, i8S, ans; g,ans; g)
for which ans; g # ans; g.

4. If the parties receive an output value z, they terminate and output z. Otherwise, each party P; broad-
casts its share (); s of the conflicting query. The parties reconstruct gg via robust recovery and com-
pute ansg = ANS(F,qg). They then output (L, {i}) if ans; g # ansg, and otherwise output

(L, 4"}

Lemma 6.4 (security of I15"?). The protocol 1159 securely computes the k-party functionality ftainp in
the (g1, g2)-hybrid model with active security and guaranteed output delivery, assuming an honest majority.

The proof is deferred to Section [E.2] Together with Proposition [6.3] this concludes the proof of Proto-
col ITy in Theorem [6.1] O

6.3 Active Full Security with abort

The protocol 119> follows the general structure of the first protocol I1§'%?. To cope with an active ad-
versary, we apply several standard modifications similar in spirit to the well-known GMW compiler [49].
Note that unlike the previous section here we consider the standard Security with abort model that allows
the adversary to abort the honest parties after learning the output of the function.

As before, let (QUERY, ANS, DEC) be a fully private k-server PIR scheme in which the functions
QUERY and DEC have circuit complexity £ = Oy (mn®>¢) for a database of size n consisting of m-bit
entries. Such a PIR scheme exists by assumption. (See Footnote [16])

Additional cryptographic tools. We also employ the following tools.

1. An additive k-out-of-k secret-sharing scheme (SHARE, REC).

2. A non-interactive commitment scheme (NICOM) with computational hiding and statistical binding for
honestly generated commitments. A NICOM is a randomized algorithm COM that, given a message
M and randomness R, outputs a commitment C' = COM(M; R). We refer to R as the opening
of the commitment. The scheme is computationally hiding: for every pair of messages M, M’, the
commitments

C=CoM(M;R) and C'=CoM(M;R)

are computationally indistinguishable, where R and R’ are chosen uniformly at random.

In addition, the scheme is statistically binding for honestly generated commitments: for every message
M and every honestly generated commitment C' = COM(M; R), except with negligible probability
over the choice of R, there do not exist M’ # M and R’ such that C = Com(M'; R').

These properties are satisfied by Naor’s commitment scheme [66]], which can be based on any one-way
function and therefore based on collision-resistant hash functions.

3. A digital signature scheme (KG, SIGN, VER) whose existence can be based on any one-way function
(see [47]) and therefore also on collision-resistant hash functions.
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4. A zero-knowledge argument system for proving the satisfiability of an S-size circuit with communi-
cation complexity A polylog(.S), where \ is the security parameter. We assume, for convenience, that
the system has perfect completeness. Such a system can be constructed from collision-resistant hash
functions by the result of Kilian [58].

We further assume that the length of a commitment or signature is linear in the message length and the
security parameter A. (Standard constructions satisfy this property.) Recall also that the security parameter
is chosen to be A = O(n"5¢).

The protocol ITJ'*>.  The protocol proceeds as follows.

1. The parties invoke the ideal randomized functionality g; that takes from each party P; its input y;

together with local PIR randomness 7; il {0,1}7("), where p(n) denotes the randomness complexity
of the query algorithm QUERY. The functionality then computes

(1. ax) = QUERY(y;7),  where  y = (yi)epy and r= 1

i

and returns the query g; to party P;. In addition, for every i € [k], the functionality samples commit-
ment randomness o;, computes the commitment

Qi = CoM(y;, 74, gi; 07),

broadcasts the commitment vector Q) = (Q1,...,Qy) to all parties, and delivers the opening o; to
party P;.

2. Each party P; locally computes its PIR answer ans; = ANS(F, g;).

3. The parties invoke the ideal randomized functionality g that takes from each party F; the tuple
(yi, r;, ans;). The functionality computes

z = DEC(y, r, ans), where ans = (ans; )i,

shares z as (z1, ..., 2;) = SHARE(z), and returns the share z; to party P;.

In addition, the functionality samples a signing key and verification key pair (sk,vk). For every
i € [k], it samples commitment randomness a; and computes

Al‘ = COM(yi, T;, ans;; ai), Cz = SIGNSk(i, Zi)-

The functionality broadcasts the verification key vk and the commitment vector A = (Ai),-e[k} to all
parties, and delivers to P; the tuple (z;, (;, a;).

4. For every ordered pair 7 # j (processed in lexicographic order), party F; proves to party F; in zero
knowledge that it knows values (y;, 7, gi, ans;) and openings (0;, a;) satisfying

Qi = CoM(y;, 73, 45 0i), A; = CoM(y;, 14, ans;; a;), ans; = ANS(F,¢;). 3)

Party P; broadcasts the resulting verification bit b; ;. For notational convenience, set b; ; = 1 for every
i€ [k].
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5. Letb = A; ;b; j. If b = 0, the parties abort. Otherwise:

(a) Each party P; broadcasts (z;, ;).

(b) If all signatures verify, i.e., VER\((7, 2;),(;) = 1 for all ¢ € [k] then each party reconstructs
z = REC(z1, ..., z;). Otherwise, the party aborts.

Lemma 6.5 (Active security with abort). The protocol Hgl’” securely computes the functionality f in the
(g1, g2)-hybrid model with active security and abort against an arbitrary coalition.

The proof is deferred to Section[E.3] This concludes the proof of Protocol IT3 in Theorem O

6.4 Active Security with GOD assuming Honest Majority with poly (k) Overhead

Finally, we note that by slightly modifying the previous protocol, it is possible to achieve GOD against an
active adversary assuming honest majority. Unlike protocol Il, that achieved this task with exponential
overhead in the number of parties, the current protocol I has only polynomial overhead in k.

By Proposition it suffices to construct a protocol IT{"*%? for feip. The protocol is identical to IT§!*9
except for the following changes.

Shamir’s secret-sharing. The underlying secret-sharing (SHARE, REC) is based on Shamir’s secret shar-
ing scheme with privacy threshold ¢. (Recall that k& = 2t 4+ 1.) The correctness property guarantees that
for every secret s, vector of shares (s;);c[z] in the support of SHARE(s) and set A of size at least ¢ + 1, the
reconstruction algorithm satisfies

REC(A, (Si)ieA) = 8.

Just like in the case of additive secret sharing the scheme is linear. We can therefore sample random partial
sharing (s;)ier forasubset |T'| < ¢, and later given a “target secret” s, efficiently sample (s;);7 conditioned

on (Sz)ze[k] & SHARE(S).
The final step. The last Step of the protocol is replaced as follows.

5. For every i € U{J], let b; = MAJ(bZ'J, ceey b,7k) Let b = A;b;.

 If b = 0, the parties abort the protocol and point to the parties in B = {i : b; = 0} as corrupted.

* Else, (if b = 1) each party P; releases its share z; and the signature (. Let S = (j :
VERw((J, 25),(j) = 1), each party then uses the secret-sharing recovery algorithm to compute
z = REC(S, (#i)ics) and outputs the result.

Lemma 6.6 (Security of II]"9?). The protocol 1139 securely computes the functionality feainp in the
(91, g2)-hybrid model with active security and GOD assuming honest majority.

The proof is deferred to Section [E.3] Together with Proposition[6.3] this concludes the proof of Proto-
col 1 in Theorem|[6.1] O
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A Hadamard-based toy example

We begin by introducing a simplified two-server RC-PIR construction Although this construction
incurs high communication cost, it establishes the structural framework for all subsequent constructions.

Construction A.1. Let n € N the size of the database, m = m(n) the number of samples, s = s(n) the
sparsity setting. Let H %l {0,1}™*"™ be a public random matrix.

1. Database Encoding: On input database x € {0,1}", output R = 2 H € {0, 1}1*™,

2. Query: The query algorithm QUERY (i; p), outputs a tuple (q,q.) where g, C [m] is a uniformly
random subset of requested entries such that |q,| = s and q. = H - 14, + 1;.
3. Retrieval Answer: Enforced to output ansguj ) = R; for any given entry address j € q.

4. Computation Answer: When the computation server receives query q., the algorithm CANSWER(z, q.),
outputs ans, = ' q.

5. Decoding: The decoding algorithm DEC(i,r, ans,, ans.) where ans, = {ans(j )} ~and outputs
JEqr
ansc — ) ic, ans".
Lemma A.2. The toy example is perfectly correct.

Proof. Let x € {0,1}" be a database of size n, and let H € {0,1}"*"™ be an arbitrary matrix. Then, for
every index ¢ € [n] whose generated retrieval query is g, satisfy

ans, — Z ansﬁ,j) = zlq. — Z R;

JEqr JEqr
=o' (H-1,, +1) =) (a"H);
JEqr
=aT (H- 1, +1;) -2 - H-1,
= xT . 11'
= Xj.
Hence, the scheme is perfectly correct. O
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Lemma A.3. The toy example is secure under (n, m, s)-dLPN assumption.

Proof. The privacy from the retrieval server perspective is trivial, as it is independent of the secret index.
From the perspective of the computation server, the adversary’s view contains a query of the form H -1, +1;
where 1, is a random s-sparse vector and H € {0,1}"*™ is a public random matrix. Thus, under the
(n, m, s)-dLPN assumption

(H,H-14 +1;) =, (H,7)

where 7 <& {0,1}™ is uniformly sampled. O

In the toy example, although the construction satisfy the definition of an RC-PIR scheme, it results
with substantial communication costs. The computation server receives a query of length n bits, while the
retrieval server receives a query of length slogm bits. Their corresponding answers have lengths of 1 bit
and s bits (respectively). Overall, this yields a total communication cost of O(sn). We treat the public
matrix H as a public global parameter that can be reused in various systems and so we do not count it as
client storage.

Improving Communication Cost. To reduce the communication cost, we interpret the database x €
{0,1}"™ as a collection of N = /n smaller databases of size N eachi.e. X = {0,1}V*. We then reuse
the same matrix H € {0, 1}'VX™ and the same queries g, q. for all databases allowing each server to run
its answer algorithm on all databases using identical parameters. As a result, the retrieval server responds
with sV bits and the computation server responds with /V bits while their corresponding queries have length
slog m bits and N bits, respectively.

Construction A.4 (Optimized Toy Example). Let n = N? the database size and let X € {0,1}V*N
represent the database. Let m = m(N) the number of samples, s = s(N) the sparsity setting. Let

& {0, 1}NX™ be a public pseudorandom matrix.
1. Database Encoding: On input database X € {0,1}*N, output R = X H.

2. Query: The query algorithm QUERY (i = (a,b); p), outputs a tuple (q,,q.) where ¢, C [m] is a
uniformly random subset of requested entries such that |q,| = s and q. = H - 14, + eq.
3. Retrieval Answer: Enforced to output ansgnj ) = R; €F N for any given entry address j € q,.

4. Computation Answer: When the computation server receives query q., the algorithm CANSWER (C, q.),
outputs ans, = X - q..

5. Decoding: The decoding algorithm DEC(i = (a,b),r,ans,, ans.) where ans, = {ans(j )} ,
JE€qr
outputs (ans, — » icar ansgj ), €p)-

Lemma A.5. The optimized toy example is perfectly correct.
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Proof. Let X € {0,1}V*N be a database of size n = N2, and let H € {0, 1}"*™ be an arbitrary random
matrix. Then, for every index i = (a,b) € N x N whose generated retrieval query is ¢, satisfy

ans. — Zansgj) =X qc— ZRj

J€ar J€aqr
=X (H 1q +ea) = Y (X - H),
JEGr
=X-(H- 1y +e,)— X -H-1,
=X -e,
=X,
Thus,
(ans. — Z ansgj),eb> = (Xg,ep) = Xop
JjEqr
Hence, the scheme is perfectly correct. O

The optimized toy example is secure under the (N, m, s)-dLPN assumption. The retrieval server query
length is slogm and the computation query length is /N. The answer length is sV for the retrieval server
and N for the computation server. This result with a total communication cost of O(sN) = O(sy/n).

B Computational Complexity of Sparse MV’s

In this section, we prove Theorem [3.8] and show that the MV construction promised in Theorem [3.5] has
computational complexity Oy(h). That is, given an index i € [n], one can compute the vectors u; € Z and
v; € Zg using circuits of size O4(h).

Background. We begin by reviewing the necessary background on the construction of sparse matching
vectors. In what follows, we set m = 6, with p; = 2 and po = 3. Let Scan C Zg denote the set of
integers whose CRT representation (with respect to 2 and 3) lies in the set {11,01,10}. Recall that for
integers h, n, and d, a (d, 2)-sparse Scan-matching vector family consists of n pairs of vectors u;, v; € Z
for i € [n], where both u; and v; are d-sparse modulo 2, satisfying (u;,v;) = 0 (mod m), and for all i # 7,
(ui, vj) € Scan. In [11], it is shown that for every n, d > 0, such a collection can be constructed with

log log d

h < d®WMp tosd

The construction uses several parameters (e.g., ey, e2, t = 2% - 3°2, and h = [nl/ (tfl)] - 1), which we leave
partially unspecified here. A concrete instantiation of these parameters, as a function of n and d, can be
found in [11, Lemma 4.15].

The matching vector family will be defined based on two main components. The first component is a

set system Ay, ..., A, C [h] for which
|A;NAjl]=0 (modt) ifandonlyif i=j. 4)

The second component is a special “translation” polynomial Q¢(x) over Q that translates Z; to Z,, so that
0 € Z is mapped to 0 € Z,, and every other input in Z; is mapped to Sca,. The polynomial Q;(x) is taken

42



from the work of [[10]. The definition of u; and v; will be based on A; and @ so that (u;, vj) = Q¢(|AiNA;])
via the reduction of [61]].
The formal properties of the translation polynomial are summarized in the following theorem.

Theorem B.1 ([11] Theorem 4.10). Let m = 6 and t = 2°13°2 for two positive integers e1, es. There exists
a univariate polynomial Q(x) over Q of degree dg = max {2°1,3°} — 1 such that:

L Qi(x) = X202, b;(%), where b; € {0,...,m —1}.

2. Forevery x € 7y,
Qi(z) (modm)=0 if =0 (modt),

and

Qt(fv) (HlOd m) € Scan lf T 7_é 0 (HlOd t).

Remark B.2 (The uniformity of Q;). Jumping ahead, the vector b = (b, ..., bdQ) will be hardwired to the
circuit that computes u; and v;. We note that this vector can be efficiently computed and therefore the circuit
can be computed uniformly in polynomial time. Indeed, a closer look at Q; (see, e.g., [61, Thm 3.1] ) shows
that for every i the scalar b; € {0, ..., 5} is the unique scalar whose CRT representation satisfies

bi = (-1 (mod?2), and b;=(—1)""" (mod 3).

Therefore, we can compute the vector b in time polynomial (or even linear) in the length of b.

The following lemma combines the polynomial and the set system and defines an MV family (the proof
is given for completeness).

Lemma B.3. Let A = {Aj - [il] } el be a collection of sets of size t that satisfies the intersection property
JE|INn
as stated in @), letb= (by,..., bdQ) be the coefficients of the translation Polynomial (Theorem .
Let h = ZZil (Z) and for each i € [n] define the vectors u;,v; € Z! that are indexed by sets ) # S C
[h] of size at most dg as
ui[S] = b5 - 1sca,, vilS] = lsca,.

Then, the collection (u;, v;) is an Scan-matching vector family of dimension h and sparsity d = ZZil (,’;)

Proof. Since for every A;, | A;| = t the number of non-zero coordinates in u;, v; is the number of non-empty

subsets A; of size at most dg, i.e. d = ZZil (Z) Similarly, the length of the vectors is h = ZZil (Z) The
inner product is given by:

dg dg de |A; (A
(ui,vj) = Z Z w;[S] - v;[S] = Zbk Z lsea;na; = Zbk< ' i ! > = Q(|A; N Aj).
k=1 k=1

lse(®) se(R)

By the properties of () and the intersection property of A, if follows that (u;,v;) = 0 (mod m) if and only
if i = j, and (u;,v;) mod m € Scan otherwise. O

The lemma shows that the computational complexity of the MV family is dominated by the complexity
of the set system. Formally, we have the following proposition.
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Proposition B.4 (From sets to vectors). Let A and b be as in Lemma Let T be a circuit that given
i € {0,1}1°8"1 outputs the characteristic vector 1 A, € {0,1}". Then, the MV-selcttion circuits U and V
can be computed by a circuit of size |T| + Og4(h).

Proof. The circuit V' is defined as follows. Given 7 invoke 7'(7) and generate 14,. For every non-empty
subset S C [h] such that |S| < dg, we take the Sth output to be an AND-tree over the entries 14,[5], 7 € S.
The tree is of size at most dg < d. The circuit U is similar except that at the end we multiply the final output
with the coefficients b that are hardwired to the circuit. Since the multiplication os over a fixed-size domain
(Zg) the overhead is O(h). O

It remains to explain how to define the set system and to analyze the complexity of selecting the th set.

Constructing the sets. To achieve the intersection property |A; N A;| = 0 (mod t) if and only if i = 7,
we construct A as follows. Let w = t — 1 and h = (nl/ w] -w + 1. Partition [B — 1] into w blocks of
size B = [n!/*] each. For every i € [n] we define the set A; so that it contains at most a single element
in each block B. Specifically, letting (z1,...,z,) € [B]" denote the representation of 7 in base B, i.e.,
i=Y 1 o B, welet

A :={B-(k—1)4+ x| k € [w]} U{0},

where the “special” element O is being added to all the sets. This ensures that:
1. Each set has size exactly w + 1 = t. Thus, |4; N A;| =t =0 (mod t), for every i € [n].

2. For i # j, the set can intersect in at most w — 1 “block elements”, plus the special element, meaning
1< ‘Az ﬁAj| <w=1t—1. Thatis |AZ ﬁAj’ Z£0 (mod t).

The following proposition is immediate.

Proposition B.5 (Selecting a set). Let A be the above collection of sets. Then the circuit T' that given i €
{0, 131981 ousputs the characteristic vector 14, € {0,1}", can be implemented with size O(h) = O(h).

Proof. Let us first assume that B is a power of 2. We view the binary representation of ¢ as w blocks of
log B bits each. Each block j € [w] is wired into a decoder that takes log B inputs and output B bits,
defining the j-th block of 14,. This layer requires w decoders of size O(B) each, thus the size of the first
layer is O(wB) = O(h) = O(h). Assume without loss of generality that B is a power of 2.

Next, we argue that we can always round B up to the next power of 2 by setting B = 2/1°87/%1 without
affecting the asymptotic relations between the parameters. Indeed, this adjustment increases B by a factor
of at most 2, which correspondingly increases h=B -w+1 by a factor of at most 2. Consequently, h also

increases by a factor of at most 24 Since, d > (\/ﬂ) V1/2 and dg < v/2t in Kutin’s construction ([11],
Claim 4.14, eq. 11), we have log 2¢e = dg < V2tlog /2t < log (d?), implying that 29Q < 2. Thus, it

. loglog d
remains that b < @00 Ciegd”)

, as required. O

Theorem [3.8] now follows from the combination of Propositions and
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C Proof of Theorem 5.1

Given a fully private k-server RC-PIR scheme

I1;, = (ENCODERg, QUERY},, CANSWER}, RANSWER}, DECy)
and a 2-server RC-PIR scheme

[Ty = (ENCODERg, QUERY,, CANSWER2, RANSWER9, DEC3),
we construct a (k + 1)-server RC-PIR scheme Il as follows.

1. Let n denote the size of the database x. Define

U = l(n), By, = By(n), pr = pr(n),

and
By = Ba(Bi(n)),  lo=1L2(Bg(n)),  p2 = p2(Br(n)).

2. The encoding algorithm first computes the /5 x Bj, encoded database
R’ + ENCODER(x).
Then, for each row u € [¢x], it computes the /5 x By encoded database
R, <+ ENCODERy(R),),

where R!, denotes the uth row of R'. The final encoded database R is the {5}, X By matrix obtained
by stacking the matrices
Ri,....Ry

k
one on top of another.

3. The query algorithm QUERY (i; ) proceeds as follows. First, it samples a ITj, query tuple

(Q17 <y qEk—1, Q;g) — QUERYk(i; Tk)v

where 7, is fresh randomness extracted from r, and where the retrieval query ¢j, consists of the block
addresses

(041, ey Oépk).
Next, for each j € [py], the query algorithm samples a ITs query tuple
(91,5, 92,5) <= QUERY ()i r2,5),

where 7 ; is fresh randomness extracted from r.
Observe that the queries g2 ; are the “fetch” queries directed to the retrieval server of IIs.
Let

@ = (q15)jelpy) a4 Gryr = (22) jefon)-

The query algorithm outputs the (k + 1)-tuple

(QIa o 7Qk7q;€+1)'
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4. For every s € [k — 1], the sth computation server responds to the query ¢; with

ans; = CANSWER(S, x, qs).
5. The kth computation server receives the query

T = (q1,5) jelpr]

and responds with
ansy = (ansk,ju) jepy], ueley]s

where
ansy, j, = CANSWERy (R, q1 ;).

6. The retrieval server receives the query

!
Gor1 = (92.5)je[on)>

where each g3 ; consists of po addresses
(Bj1s-- 5 Bips) € [Ba]”.
The server responds with the corresponding columns of R, namely
ansyy1 = (R[Bjul) je(or], uelpa)s
where R[] denotes the Sth column (i.e., block) of R.
7. The decoding algorithm parses the randomness as
r = (Tk, (r2,5) jelpr)s

and, given the answers (ansi)ie[k +1)» proceeds as follows.

First, it reconstructs the answers of the “virtual” kth server of I1j to the query
@ = (a1, ... ap,).
Specifically, for every j € [px], it computes the column
R'laj] = (DECa(0yj, 79,5, anSy, j ., A0Sk 1 ju) Jucley)- (35)
It then assembles the recovered columns into ans; and invokes the decoder of II;:

DECk (i, 7k, ansy, . ..,ans,_1,ansy). (6)

Correctness. Denote by ¢, (resp., €2) the correctness error of I (resp., I1z). By the correctness of I and
a union-bound, Eq. (5) holds except with probability es(Bj(n)) - £x(n). Similarly, by the correctness of Ty,
Eq. (6) holds except with probability € (n), and so the total error is at most ez (B (n)) - £ (n) +€;(n). Since
€x and e are negligible (by assumption) and since By (n) and ¢(n) are polynomial in n (by assumption),
the overall error is negligible.
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Privacy. We denote the query algorithm of II;,; by QUERY. Fix an index 4,7’ € [n] and a k-subset
T C [k + 1], we will show that QUERY (¢)[7] is computationally indistinguishable from QUERY (¢')[T].
Here QUERY (¢)[T] is the random variable

(¢gj:j€T) where (qi,...,qk+1) < QUERY(7).

First consider the case where one of the first & — 1 servers does not participate in 7. Without loss of
generality, assume that the missing server is the first server. Recall that the view of the last two servers
in IIx41 is computed based on the view of the last (retrieval) server in II;. Therefore, the 7T-view in
IT; 11 can be efficiently computed based on the view of 77 = {2,... k} in I, i.e., QUERY(¢)[T] =
f(QUERY(7)[T"]) for some efficiently computable randomized function f. Since QUERY,(¢)[T"] is indis-
tinguishable from QUERY/,(i')[T”] (by the privacy of II;), we conclude that QUERY (¢)[7] is indistinguish-
able from QUERY (¢')[T7.

Next, assume that the one of the last two servers does not participate in 7'. For concreteness, say that this
is the last (k + 1)th server. (The other case is similar.) For 0 < j < py, define the hybrid distribution H;(7)
identically to QUERY (7)[T] except that the first j calls to QUERY, are replaced with calls to QUERY4(1).
(That is, we generate IIs PIR queries that corresponds to a request for the first index.) By the privacy
of Il each neighboring hybrids H;(i) and H;1(¢) are computationally indistinguishable. By definition,
Hy(i) = QUERY(7)[T], and therefore, it suffices to show that the final hybrid hides ¢, i.e., that H), (i) is
indistinguishable from H,, (i').

Indeed, in the final hybrid, H), (i), the queries generated for the kth server are independent of i and
therefore this hybrid can be efficiently computed based on QUERY,(7)[T"] where T" = [k — 1]. Since
QUERY ,(7)[T"] is indistinguishable from QUERY(¢')[1"] (by the privacy of IIj), we conclude that H,, (i)
is is indistinguishable from H,, (i'), as required. This completes the proof of Theorem 5.1 O

D Proof of Thm. 3.7

Let II;, denote a k-party PIR scheme that realizes some ()3 access structure I over the servers P =
{p1,...,pr}. We define the robust decoder as follows: Given an answer vector (ansi,...,ansy) and
randomness 7 (that was used to generate the queries), the decoder output b € {0, 1} if there exists a max-
imal unauthorized set C' C P, such that for all the authorized subsets .S that are disjoint from C, decoding
over S, i.e., DECg(i, 7, (ans;);cs), leads to the value b. Equivalently, letting H = P \ C denote the com-
plement of C', we enumerate over all authorized sets S C H. If the above condition holds for both 0 and 1,
we output a special failure symbol.

We now prove that the decoder is correct. Let us condition on the event that, for every authorized
uncorrupted set, the original decoder does not err (which happens w/p at least 1 — §2%). Without loss of
generality, assume the true database bit is 0. Let Cy denote the byzantine servers controlled by the adversary.
By definition, Cj is an unauthorized set. Because the true bit is 0, any authorized subset of the honest
servers Hy = P\ Cy will reconstruct 0. Assume towards a contradiction that there exists an unauthorized
set C} such that all authorized subsets of H; = P \ C} reconstruct to 1 and let Cporn = Ho N Hy. To
derive a contradiction, we show that Cp:, cannot be neither authorized nor unauthorized. Indeed, if Cyotp
was an authorized set, its answers would decode to 0 (since Cpoth € Hp) and simultaneously to 1 (since
Choth € Hj), which is impossible. On the other hand, if Cpot is unauthorized, then by De Morgan’s laws
Choth = (P\Co)N(P\ Cy1) = P\ (CyuUC1), and we can cover P by the union of three unauthorized sets:

Co U C1 U Cpoth = P,
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in contradiction to the assumption that I' is a ()3 access structure.

Finally, we implement the robust decoder in time O(2*T + 22¥) as follows. First in time O(2*T") apply
standard decoding with respect to every authorized subset S, and keep the resulting values bg. Next, for
each maximal unauthorized set C, we check whether bg agree over all subsets S C P\ C' in time 22k ag
required.

E MPC Proofs

E.1 Proof of Lemma

Correctness follows immediately from the correctness of the PIR. We proceed with the privacy proof.
Consider a passive adversary controlling a strict subset 7" of the parties. (The case where T' = [k] is
trivial.) The simulator receives inputs y = {y; } ;o and the final output z = f(y) and proceeds as follows:

1. Sample local randomizers (ﬂ-)ie[k], let# =) . 7; and choose an arbitrary vector § satistying y7 = Jr.
2. Compute (q1, . ..,qGr) < QUERY(y, ) and output the view of the adversary
yr, v = (%j)jer, qr = (§j)jer, and =z

We omit from the notation the locally computed answers ans; = ANS(F), ;) for j € T, since these
are deterministic functions of the public table F' and the queries ¢7. Including them in the adversary’s
view would not affect the argument.

We show that the simulated view is computationally indistinguishable from the real view in the hybrid
model. Specifically, for every truth-table F' and for every target index y, and every coalition T C [k], let
z = F[y], the following views are indistinguishable,

(yr,r7, 91, 2) = (Y1, P17, 41, 2).

Indeed, we can write

(yTvrTvqTaz) = A(QT) and (yTv"ﬁTaqTaZ) = A(QT)

where A = Ar,, . is the efficient randomized algorithm that, on input go, samples r7 uniformly and
outputs (yr,rr, qo, 2). Since A is efficient and since ¢ and ¢r are computationally indistinguishable (by
the privacy of the PIR), we conclude that the simulated view and real view are indistinguishable as well.
The lemma follows. O

E.2 Proof of Lemma

Fix a corrupted coalition T' C [k] of size ¢’ < t, where k = 2t+1, and let T = [k]\ T". Given a poly(n)-size
adversary 4, the simulator invokes .4 and proceeds as follows.

1. The adversary A sends its g1 -inputs (yr, 7).
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2. The simulator sets §+ = 0, samples r+ uniformly at random, and honestly emulates g; on inputs
9 = (yr,97) and randomness (rr,r7). Specifically, it sets 7 = ). r;, computes (gs) se(y =
t

QUERY(y; ), and generates the shares

[]

(Qj,S)je[k} = SHARE(gg) VS € < ;

>, (Cji)iclk) = SHARE(y;, ;) Vi € [k].
For every j € T, the simulator sends to the adversary
(Qj,S)Se([lz])a (Cii)ic)» (as)s: j¢s-

3. The adversary sends
(ansjs)s.jes,  (Cjiiew  Vi€T.

For every S € ( Ut“]) and every honest party i € 7'\ S, the simulator sets ans; s :== ANS(F, gg).

If, for every S, all values (ans; g) j¢s agree, the simulator delivers yr to the ideal functionality,
receives the output 2, sends 2 to the adversary, and terminates.

Otherwise, the simulator sends to the adversary the lexicographically first conflict tuple
(i,7', S, ans; g, ans; g)
such that ans; g # ans; g.

4. For every j € T, the simulator sends the share Qj,s to the adversary. The adversary responds with
shares Q; g for every j € T. The simulator applies robust recovery to the shares (Q; g)jer and
(Qj,5) jeT- reconstructing . It then computes ansy = ANS(F, ¢5). If ans; g # ansf, the simulator
sends the identifiable abort (L, {i}) to the ideal functionality. Otherwise, it sends (L, {7'}). (Recall
that ans; ¢ # ans; g; therefore, in the latter case, ans; g # ans:g.)

The simulator is well defined. We claim that the simulator is well defined, in the sense that every iden-
tifiable abort sent to the ideal functionality names a corrupted party in 7. Indeed, in the last step of the
simulation, the honest parties provide correct shares of ¢qg, whereas the adversary controls at most ¢ shares.
By the robustness of the secret-sharing scheme, the reconstructed value ¢ is therefore equal to the original
query ¢g, regardless of the adversary’s strategy. Hence, for every honest party i € T,

ans; s = ANS(F, gs) = ANS(F, ¢5) = ansj.

Therefore, the condition ans; ¢ # ans'y can never hold for an honest party . It follows that the simulator
never forwards the identity of an honest party to the ideal functionality, and so every identifiable abort points
to a corrupted party.

The real execution is indistinguishable from the ideal execution. Fix the inputs y+ of the honest parties.
The analysis proceeds via a standard hybrid argument. Let Hy denote the simulated view of the adversary
concatenated with the output of the honest parties. Let H; be the hybrid distribution obtained by modifying
the simulator so that it uses the real values y+ in its call to g1, rather than the dummy values ¢ = 0.

Claim E.1. The hybrids Hy and H1 are computationally indistinguishable.
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Proof of claim. Let T* € (U:]) be an arbitrary set such that 77 C 7. The adversary never receives the
query g7~ in the clear, and receives only the shares (Q); 7+ );ec7, Which are perfectly hiding by the privacy
of the secret-sharing scheme. We also note that the conflict-resolution phase never reveals a query gs with
T C S.Indeed,if T C S, then every party in [k]\ S is honest, and hence all values (ans; s) j¢ 5 are honestly
computed and agree. Thus, a conflict can occur only for sets S such that " ¢ S. For every such S, there
exists a corrupted party j € T'\ .S, and so the adversary already received ¢g in the clear during the call to g;.
Consequently, the adversary’s entire view, including the values revealed during conflict resolution, can be
generated from all PIR queries except g7+, together with perfectly hiding shares of gr«. By the full privacy
of the PIR scheme and the perfect privacy of the secret-sharing scheme, Hy and H; are computationally
indistinguishable. 0

It remains to compare H; with the real execution. By construction, the two distributions are identical up
to Step[3] Fix the common transcript up to this point, including the adversary’s input to g2 and its internal
random coins.

Observe that the answers of the honest parties are identical in [ and in the real execution. Moreover,
for every S € (VZ’]), there exists at least one honest party in 7"\ S, since

T\ S| >k—|T|—1|S| >k—2t>0.

Thus, if no conflict occurs, the common value ansg must equal ANS(F, ¢g) for every S, and the outputs in
the two experiments can differ only if the event

E: f(y) # DEc(y,r', ans)

occurs, where
(yi ;) = REC((Cji)jeny) Vi € [K],

and y' = (y)icip), ' = D_; 74> and ans = (ansS)SE(U;]).
Since the honest parties provide at least k — t' > k — t > t correct shares, the robustness of the
secret-sharing scheme guarantees that iy = y and r’ = r, regardless of the adversary’s strategy. Therefore,

DEc(y,r’, ans) = DEC(y, 7, ans),

and by the correctness of the PIR scheme, the event E occurs only with negligible probability over the
choice of r (which is uniform since (7;),;c7 is uniform).

If a conflict occurs, then the conflict tuple is identical in both experiments, since the transcript up to
Step [3] has been fixed. Moreover, the remainder of the execution is a deterministic function of values that
have already been fixed. Hence, the outputs in the two experiments are identical.

It follows that H; and the real execution differ only with negligible probability. Combined with the
indistinguishability of Hy and H, this completes the proof. O

E.3 Proof of Lemmas (6.5 and

The proofs of Lemma[6.5]and Lemma [6.6] are presented simultaneously, as they follow essentially the same
line of argument. Whenever the proofs differ, we explicitly point out and explain the necessary modifica-
tions.
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The simulator. Fix a coalition 7' C [k] of size #' < k and let T = [k] \ T. (The case where T = [k]
is trivial.) Given a poly(n)-size adversary A, the simulator S1M3 (for I1§'9?) invokes .4 and proceeds as
follows.

1. The adversary A sends its g;-inputs (yp, 7).

2. The simulator sets ¢ = 0, samples r uniformly at random, and honestly emulates g; on inputs
9 = (yr, y7) and randomness r = (r7, ). Specifically, it computes

(q1,---» Q) = QUERY(§; Y 74)

and
Qi = CoM(9;, 73, 435 0i), Vi € [k],

where the openings o; are chosen uniformly at random. The simulator delivers (g7, or) to the adver-
sary together with the commitment vector Q = (Q;);e[x-

3. The adversary sends to g» a vector (y/., /., ans’.). The simulator sets
yr =0, ans’ = 0, e =T,
and computes commitments
A; = CoMm(y}, i, ans}; a;), Vi € [k],

using fresh random openings a;.

In addition, the simulator samples a signing/verification key pair (sk, vk) and sends
vk, Zis ¢i = SIGNg(1, z;), VieT,

where the shares (z;);cr are sampled as a random sharing of 0 (in the additive secret-sharing case,
this simply means choosing them independently and uniformly at random). The simulator sends the
public values vk and the vector of commitments A = (A;);c[ to the adversary, and for every i € T'
delivers

(2, Ciy @), where  (; = SIGNg(7, 2;).

4. For every pair i # j:

» Ifi € T and j € T, the simulator proves Eq. (3) using the zero-knowledge simulator.

« Ifi € T and j € T, the simulator verifies the adversary’s proof and sets b; ; = 1if verification
succeeds.

 If 4,5 € T, the adversary generates the proof transcript and verification bit b; ;.

s Ifi,j € T, simulator generates the proof transcript using the zero-knowledge simulator and sets
bij =1.

For notational convenience, set b; ; = 1 for every i € [k].

5. Forevery i € [k] let b; = A;b; j and let b = A;b;.
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» If b = 0, the simulator instructs the ideal functionality to abort the honest parties.

* Otherwise, the simulator sends yr to the ideal functionality and receives the output 2. It then
samples shares z7 conditioned on

(21, z7) = SHARE(Z2),

which can be done efficiently for any linear secret-sharing scheme. Next, it signs the honest
shares
G = SIGNSk(Z'7 ZZ‘), VieT,

and sends (z7, () to the adversary.

The adversary responds with shares 2/, and signatures (/.. If all signatures verify with respect
to vk, the simulator instructs the ideal functionality to deliver the output Z to the honest parties.
Otherwise, it instructs the ideal functionality to abort the honest parties.

The simulator S1My (for I139?) is defined identically except that the adversary corrupts only ¢ < ¢ parties
where k = 2t + 1, and the last step is defined as follows.

5. Fori € [ki], let b; = MAJ(biJ, ce ,bin) and let b = A;b;.

o If b = 0, the simulator sets B = {i:b; = 0}, sends (L, B) to the ideal functionality, and
terminates.

* Else, (if b = 1) the simulator sends yr to the ideal functionality and receives back the out-

put Z. It then sample shares z7 conditioned on (z7, z7) & SHARE(Z), signs these shares
G = SIGNg(7,2;),Vi € T, sends (zp,(p) to the adversary, who answers with (2/., (7.). The
simulator terminates.

Observe that SIM4 never points to an honest party P;, i € T. Indeed, P,’s proofs are successfully accepted by
every other honest party P;, j € T,ie.,b; j = 1. (Here we assume, wlog, that the simulator always generates
accepting transcripts). Since we have honest majority, we conclude that b; = MAJ(b;1,...,b; ;) = 1 and
therefore i ¢ B, as claimed.

Analysis. We proceed by analyzing the simulators SIM3 and SIMy4. Fix the inputs y+ of the honest parties.
The analysis proceeds via a standard hybrid argument

Let Hy denote the simulated view of the adversary concatenated with the output of the honest parties.
Let H; be the hybrid distribution obtained by modifying the simulator so that it uses the real values y+ in its
call to g1, rather than the dummy values ¢ = 0. By the privacy of the PIR scheme and the hiding property
of the commitments ();, the distributions Hy and H; are computationally indistinguishable.

Next, let Hy denote the hybrid H; except that, in Step 3, the simulator sets y% = ys and ans/T =
(ANS(F', qj)) ep- This hybrid is computationally indistinguishable from H; by the hiding property of the
commitments A;.

Next, let Hs denote the hybrid Hs except that the zero-knowledge proofs generated by the simulator
are now generated by the honest prover strategy. (Note that the simulator knows the corresponding wit-
nesses.) A standard hybrid argument together with the zero-knowledge property implies that Ho and Hs are
computationally indistinguishable.

"The hybrids are defined by gradually modifying the simulator. Unless stated otherwise, the same modifications are applied to
SiM3 and SiM4 implicitly yielding two sequences of hybrids, one for SIM3 and one for SIM4.
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Next, let Hy be identical to Hs except that 2 is computed as in the real protocol, namely
2 = DEC(y, r,ans’).

Let E denote the event that b = 1. First observe that conditioned on —F, the output of Hy is distributed
identically to the output of Hs. Indeed, in this case, in both hybrids, neither the adversary’s view nor the
output of the honest parties depends on Z. We therefore focus on the event E.

Claim E.2. The distributions [Hs | E| and [Hy | E| are computationally indistinguishable.

Proof of Claim. Let E7 denote the event that F/ occurs and there exists a corrupted party F; whose statement
is false and nevertheless b; = 1. By computational soundness of the argument system, the event E; occurs
with negligible probability. Indeed, in II3, b; = 1 implies that every verifier accepts P;’s proof. In Iy,

; = 1 implies that a majority of verifiers accept P;’s proof; since the adversary corrupts only a minority of
the parties, at least one honest verifier must accept. Thus, in either case, 1 implies that some honest verifier
accepts a false proof, which occurs with negligible probability by soundness.

Since F happens with negligible probability, it suffices to analyze the execution conditioned on Fy =
E\ E;. Under this conditioning, every statement proved by a corrupted party and accepted by the protocol
is true. Hence, for every i € T, there exist witnesses (¥;, 7, §;, ans;) and openings (0;, a;) satisfying Eq.
with respect to the commitments @); and A;. Since the commitments (); and A; were honestly generated by
the simulator, the statistical binding property implies that, except with negligible probability over the coins
used to generate these commitments,

yr = Yyr = Y, rr=Trr = T’éﬂ, qr = qr, ansy = ansép.
Moreover,
ans, = ans; = ANS(F, §;) = ANS(F, ¢;), VieT.

Conditioned on the above, the value Z computed in H4 satisfies

2 = DEC(y, r,ans’),
where

ans, = ANS(F,q;) Vi€ [k],
and
(¢i)icir) = QUERY (y; 7).

Since 7 is sampled uniformly at random by the simulator, the value r = ) _, r; is uniformly distributed
regardless of the adversary’s choice of 7. By the correctness of the PIR scheme, it follows that, except with
negligible probability over the choice of r,

z2=f(y).

Condition on all the above events and fix all randomness in both experiments (including the adversary’s
randomness) except for the final step, in which z and (7 are generated. Observe that in both hybrids these
values are identically distributed conditioned on the fixed values z7 and the secret z = 2. Indeed, in both
hybrids the values z7 are sampled according to the same conditional distribution defined by

(21, 27) = SHARE(Z2).

This completes the proof of the claim. O
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Finally, let H5 be identical to H,4 except that, whenever the protocol does not abort, the output of the
honest parties is defined as in the real execution of II5'*%* and I1{""%?, respectively. Writing both protocols
in a unified way, this means that

z = REC(S, (Zi)i65)7 where S = (j : VERVk((j, Zj)qu) = 1)
(Note that in IT3 the set S contains all the parties, and that REC(.5, (2;);e5) is simply taken to be REC((s;)ic(x))-)
Claim E.3. The hybrids H4 and Hs are statistically-close.

Proof of claim. By definition, the adversary’s view in Hj is distributed identically to its view in Hy. It
therefore suffices to compare the outputs of the honest parties.

Fix the adversary’s view and assume that all verifications succeed. We claim that, unless the adversary
successfully forges a signature in the final step of the protocol (which occurs with negligible probability),
the output z in Hy equals the output 2 in H,. Indeed, in this case, the adversary can only reveal the
shares that were previously given to it by the simulator, and therefore 2] = z; for every i € T'N .S where
S = (j: VERw((J,2j),¢j) = 1) is of size at least k in IT3"9* and larger than /2 in I1J". Since

(21, z5) = SHARE(Z),
the correctness of the secret-sharing scheme implies that
z = REC(S, 2ng, 27ng) = REC(S, z5) = 2.

Therefore, conditioned on the adversary’s view, the outputs in 4 and Hj5 differ only with negligible proba-

bility[™] O
Finally, observe that Hj is distributed identically to the real execution. This completes the proof of the
lemma. O

18Recall that throughout this section the adversary is fixed to be polynomial-size. Thus, although the negligible bound follows
from the computational unforgeability of the signature scheme, for the fixed adversary under consideration the two experiments
differ only with negligible probability. Hence the induced distributions are statistically close.

54

ECCC ISSN 1433-8092

https://eccc.weizmann.ac.il




