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Abstract

We present a methodology for constructing interactive proof systems. This methodology, which
is implicit in prior works, consists of reducing the original claim to an iteratively generated sequence
of claims such that each claim is (interactively) generated based on the prior claim. Viewing each
of these interactive generation steps as solving an adequate search problem, we present compo-
sition results that support a modular construction of interactive proof systems as well as their
transformations to PCIPs (aka IOPs).

The development of the foregoing methodology involves the explicit introduction of a few no-
tions, which are of independent interest. These include “dichotomous search problems” (to be
solved by protocols analogous to interactive proofs) and oracle-aided protocols (in which the oracle
is a search problem rather than a decision problem).

Using the foregoing methodology, we prove that every set in uniform-A'C has a doubly-efficient
PCIP. This result was conjectured by Arnon, Chiesa, and Yogev (87th CCC, 2022), and our
construction follows their ideas. Our contribution is in adapting their “IP to PCIP” transformation
to the context of oracle-aided protocols and applying the foregoing methodology while following
the ideas of Goldwasser, Kalai, and Rothblum (40th STOC, 2008).
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1 Introduction

The notion of interactive proof systems, introduced in full generality in | ], requires no intro-
duction. Of special interest are doubly-efficient interactive proofs, introduced in | ], in which
the honest prover is required to run in polynomial time, and the verifier is required to run in almost
linear time.! Another strengthening of interactive proof systems, called PCIPs in [ | and IOPs
in [ ], identifies systems in which the verifier actually reads only a constant number of bits in
the messages sent to it.

Numerous constructions of interactive proof systems have appeared in the literature, achieving
different goals (i.e., combinations of various efficiency measures and additional features (for various
complexity classes)). Yet, the construction of interactive proof systems remains an active research
area, since many other goals are still out of reach. This fact should not come as a surprise when one
thinks of the construction of interactive proof systems as analogous to the design of algorithms. In light
of such an analogy, methodologies for constructing interactive proof systems are of natural interest.

Such a methodology is explicitly developed in the current paper. It is also used to obtain a new
result, conjectured in | |: Every set in uniform-NC has a doubly-efficient PCIP. More generally,
the result applies to any set that is decidable by a uniform family of polynomial-time circuits of bounded

depth, and the number of rounds in the resulting system is polynomial in the depth of the circuit.

1.1 Overview

We present a methodology for constructing interactive proof systems. This methodology, which is
implicit in prior works (e.g., | , , 1), consists of reducing the original claim to
an iteratively generated sequence of claims such that each claim is (interactively) generated based on
the prior claim. Actually, we view each of these interactive generation steps as solving an adequate
search problem.

Hence, the pivot of our methodology is the notion of solving a search problem by an IP-type
protocol. In the examples we present, the inputs to these search problems are claims of a certain type,
and the outputs are claims of a related type, such that the output claim is valid if and only if the
input claim is valid. In general, following [ ] and generalizing it, we consider two-party protocols
in which a computationally-bounded “searcher” (which generalizes the verifier) is assisted by a more
powerful but untrusted “guide” (which generalizes the prover) in solving a search problem. In fact,
wishing to use such search problems as subroutines leads us to generalize the standard notion of a
search problem (which is captured by a single binary relation) and use a notion of a “dichotomous”

search problem (which is captured by a pair of binary relations).?

Indeed, the celebrated sum-check protocol of | ] and the GKR-protocol (for sets in uniform-AC |

can be cast as iteratively generating a sequence of dichotomous search problems. For example, the di-

1Recall that no computational constraints are applied to the cheating prover (in the soundness condition). (Here, we
use the most restrictive definition of doubly-efficient interactive proof systems: Under the most liberal formulation, when
considering a proof system for a set that is decidable in time T, the honest prover is required to run in poly(T)-time and
the verifier is required to run in min(o(T), poly)-time.)

2In the foregoing example, the first relation consists of pairs of valid claims, and the second relation consists of invalid
claim pairs.



chotomous search problem used in the sum-check protocol is given an evaluation claim regarding a
multivariate polynomial and outputs an evaluation claim that refers to a related polynomial (obtained
by instantiating one variable). Such a presentation of these celebrated protocols facilitates presenting
“selective message reading” versions of the original protocols (and deriving corresponding PCIPs). Re-
call that | | established a PCIP version of the sum-check protocol, but not for the GKR-protocol

(although it was conjectured in [ D.

Selective Message Reading (SMR) protocols. For a fixed bound p (possibly and typically a
constant), a selective message reading protocol is one in which the computationally-bounded party
(i.e., verifier or searcher) reads at most p of the messages sent by the more powerful party. (Such
protocols, considered in | ], are typically of the public-coin type.)3

Jumping ahead, we mention that Arnon et al. | ] presented two transformations of certain
classes of interactive proof systems to SMR protocols (in which two messages are read). As detailed be-
low, we generalize both transformations to the context of dichotomous search systems. Our adaptations
rely on the existence of suitable “solution merging” protocols for the corresponding search problems.
In particular, when given a sequence of potential solutions to the same instance, the merging protocol
produces a potential solution such that the resulting solution is valid if and only if all given solutions
are valid. (Recall that so far, we viewed instances and solutions as claims that may be valid or invalid.)
We stress that the actual formulation is actually more general, but first let us discuss the general notion

of an dichotomous search problem.

The general notion of dichotomous search problems. We first consider dichotomous search
problems in which the instances and the potential solutions are claims. We envisioned such search
problems as being “solved” by an interaction of a computationally-bounded searcher with a more
powerful but untrusted guide. So far, while distinguishing valid claims from invalid ones, we blurred
the fact that different requirements are made depending on whether the input claim is valid or not.
We clarify this fact now. On the one hand, if the input claim is valid, then the output of the searcher
is a related valid claim, provided that the guide follows the prescribed (honest) strategy. On the other
hand, if the input claim is invalid, then, no matter how maliciously the guide behaves (under a cheating
strategy), the searcher either detects cheating (and rejects) or outputs a related invalid claim. These
different conditions, akin to completeness and soundness in interactive proof systems, are the reason
that we use the term “dichotomous” for the foregoing search problems.

While the foregoing formulation suffices for our applications, we seize the opportunity to present a
more general formulation of dichotomous search problems, hereafter referred to as D-search problems.
In the general formulation, we consider two binary relations, @, R C {0,1}" x {0,1}", that represent
possible instance-solution pairs, but we neither require that Dom(Q)NDom(R) = @ nor that Dom(Q) U
Dom(R) = {0,1}", where for a relation P C {0,1}" x {0,1}" we define Dom(P) = {z : Jy s.t. (z,y) €
P}. (Neither do we require that the ranges of @ and R are disjoint, where the range of P is {y :

Jz s.t. (x,y) € P}.) The corresponding completeness and soundness conditions are stated as follows.

3Unlike SMR systems, the analog query-round TIOP of | ] also restricts the verifier from reading his own sent
messages. The SMR model can be transformed into the model of [ ] via the transformation of | ].



Completeness: if the input z is in Dom(Q) (and the guide follows the honest strategy), then the
searcher’s output is in Q(z) := {y : (z,y) €Q}.

Soundness: if the input « is in Dom(R), then (no matter how the guide behaves) the searcher either

rejects or outputs y such that (z,y) € R.

(Of course, in actual protocols, we may allow a probability of error.) Note that the completeness
requirement regarding @ represents the standard notion of solving the search problem captured by
Q; that is, given an input z € Dom(Q), the solver (composed of the prescribed pair of interactive
machines) should produce a solution y in Q(z). In contrast, the soundness requirement regarding R
represents a “safety” condition that refers to dishonest behavior of the guide. Indeed, one can think of
Q as the “qualified” relation and R as the “robust” relation.

We note that an interactive proof system for a set L may be cast as solving the dichotomous search
problems (@, R) such that Q = {(z,1) : z€ L} and R = {(z,0) : «t ZL}. We also note that the special
case of @ = R is admissible (and is actually the formulation considered in [ ]), but this special
case does not suffice for our applications (e.g., a single round of the sum-check protocol can be cast as

solving a dichotomous search problem but not when using Q = R).*

Composition. We re-derive a doubly-efficient interactive proof system for uniform-NC' as well as
obtain an SMR version of it (with a constant number of reads) by presenting and applying a general
composition theorem for dichotomous search problems. This theorem refers to an arbitrary oracle-
aided protocol that makes oracle calls to an auxiliary D-search problem. We stress that parallel oracle
calls are allowed (i.e., the protocol may make several oracle calls in the same round).

Specifically, mimicking the GKR~protocol (of | ]), we consider an oracle-aided protocol that
uses a D-search problem that refers to adjacent layers of the circuit that decides the A'C-set. The
input to the latter D-search problem is a claim regarding the (low-degree extension of the) function
that represents the contents of a layer (in a computation on a fixed input). The desired output is a
claim regarding the (low-degree extension of the) function that represents the contents of the prior
layer in this circuit (i.e., the adjacent layer that is closer to the circuit’s input). This D-search problem
is essentially solved by the sum-check protocol (when we ignore some additional steps).®

In general, composing an “outer” oracle-aided protocol with an “inner” protocol that solves the
corresponding D-search problem, we obtain a standard protocol that solves the D-search problem
that is solved by the outer protocol.® The complexities of the resulting protocol are functions of
the corresponding complexities of the two combined protocols. In particular, in the SMR model, the
number of messages read by the resulting protocol equals the product of the corresponding numbers in
the two protocols. The completeness (resp., soundness) error of the resulting protocol equal the product

of the number of oracle calls performed by the outer protocol and the completeness (resp., soundness)

4As detailed in Definition 2.1, the straightforward casting uses Q as the set of all pairs of valid (evaluation) claims
and R as the set of all pairs of invalid (evaluation) claims. Recall that the soundness condition is stated only for R. In
contrast, the soundness condition cannot hold (in this case) for Q U R.

5These steps include an evaluation of a fixed polynomial that represents the circuit’s topology and reducing two
evaluation claims to one such claim (via a merging protocol).

6Recall that an interactive proof system for a set L may be cast as solving the dichotomous search problems (Q, R)
such that Q = {(z,1) : z€ L} and R = {(z,0) : c¢L}.



error of the inner protocol, where this presupposes that the outer protocol has zero completeness (resp.,
soundness) error. (Otherwise, the completeness (resp., soundness) error of the outer protocol is added
to the foregoing product.)

We stress that the foregoing two paragraphs immediately yield a doubly-efficient interactive proof
system for uniform-N'C, which reestablishes the result of | ] in a modular manner. This is the
case since the outer oracle-aided protocol (outlined in the first paragraph) is quite trivial, whereas the
inner protocol is essentially the well-known sum-check protocol. Furthermore, we can derive an SMR
version of the GKR-protocol by using SMR versions of both the foregoing outer and inner protocols.
We obtain the latter versions by adapting the two transformations presented in [ ]. We warn,
however, that here we need to obtain an SMR version of the sum-check protocol that has a smaller

soundness error than the (constant) error obtained in | ].

From oracle-aided protocols to SMR ones. The first transformation (to SMR protocols) is easier
to describe, but yields a far less efficient protocol (which does not suffice for our result). For every
{ < lsmr, given an ¢-round oracle-aided protocol that makes a single oracle call to a D-search problem
(Qin, Rin) in each round, we derive an (¢smr + O(1))-round SMR version as follows. We consider
m = (252’”‘) parallel executions of the original protocol such that each execution is associated with a
different ¢-subset of [¢smgr]. The execution associated with I € ([KSEAR]) proceeds in round i if ¢ € I and
remains idle otherwise.” Following these fsyg rounds, the searcher sends a single message that contains
the transcripts of all m executions in all fsmr rounds, and the searcher selects i € [¢spmg] uniformly at
random and reads the contents of the i*" round and the fsyg + 15t (last) round. The searcher rejects if
either some of the m transcripts (sent in the fsmgr + 1°° round) are invalid (e.g., rejecting) or if they do
not match the contents of the message sent in the i*" round. Otherwise, the solution-merging protocol
is applied to the m solutions obtained in the m executions, obtaining a single solution that is output.®
We stress that solution-merging is applied here to the problem (Qout, Rout) that is solved by the outer
(oracle-aided) protocol.

(Our definition of a solution-merging protocol for the D-search problem (Qout, Rout) requires that,
for every instance z, if all given solutions are in Qout(z) then the resulting solution is in Qout(x),
whereas if some of the given solutions are in Rout(z) then the searcher either rejects or the resulting
solution is in Reut(z).)

In the soundness analysis (w.r.t. the D-search problem (Qout, Rout) solved by the outer protocol),
we consider two cases, while assuming (w.l.o.g.) that the message sent in the fsymr + 15° round is valid
(i.e., consists of m proper and non-rejecting transcripts). The first case is that at least ¢ of the first
fsvr rounds match the message sent in the fsmr + 15° round. In this case, the m parallel executions (on
input x) contain at least one genuine execution (i.e., one that fits the message sent in round fsmr + 1)
that has a corresponding solution in Rou(x). It follows that the solution-merging protocol will either
reject or output an element of Roy(x). In the second case (where at least fgmgr — £+ 1 of the first lsmr
rounds do not match the message sent in the fsyr + 15 round), the searcher rejects with probability

greater than 1 — ZL which means that the protocol’s soundness error is smaller than £/fsyg.

SMR ’

“In the latter case, the contents of the ¢ — 15 round is repeated.
8Here we assume that the solution-merging protocol uses O(1) rounds.



The second transformation (to SMR protocols) is too complex to describe here (but we will provide
one hint). As in the first transformation, for ¢ < fsmg, given an f-round oracle-aided protocol that
makes a single oracle call to a D-search problem in each round, we derive an (¢smgr + 1)-round SMR
version of soundness error £/¢syr. However, here we use fsvr copies of the original protocol rather
than (552”{) copies. On the other hand, we need a more general (O(1)-round) solution-merging protocol
for the inner D-search problems used by the outer system and can handle solutions to different (but
related) instances. (We stress that here we use a solution-merging protocol for the inner D-search
problem, whereas in the first transformation we used a solution-merging protocol for the outer D-
search problem.)

We now provide one hint on the second transformation. Towards this end, we first present a
slightly different version of the first transformation. In this version, we start with a single copy of the
original protocol, but clone copies in each of the fsyr subsequent “emulation” rounds. Specifically,
in each emulation-round j € [lsugr], for each copy that has already emulated ¢ — 1 rounds (of the
original protocol), where ¢ € [¢], we make two clones of this copy; we let one copy emulate round ¢ (in
emulation-round j) and let the other copy remain idle (in emulation-round j).

In contrast, in the second transformation, in each emulation-round j € fsmr, for each i € [¢], we
create a clone that merges all copies that have completed the emulation of 7 — 1 rounds (of the original
protocol) and make this cloned copy emulated round ¢ (on a solution created by the solution-merging
protocol). In addition, we let all copies (which completed ¢ — 1 emulation rounds) remain idle (in
emulation-round j). Hence, the number of copies that completed i emulation-rounds grows by at most
a single unit in each emulation-round. (In contrast, in the first transformation, the number of copies
grows by a factor of two in each of the first f5yr emulation-rounds).

Our main focus is on the second transformation, and in this case, we assume that the oracle-aided
protocol is “pure” in the sense that it contains a sequence of oracle calls (one per each round), but
no “plain” communication rounds. Furthermore, we use the existence of a solution-merging protocol
for the D-search problem that is solved by the oracle. Hence, the notion of D-search problems (and
solution-merging protocols for them) is essential to our presentation of the second transformation, but
it is not essential to the first transformation. Yet, in order to streamline our presentation (in this
overview), we also presented the first transformation in terms of oracle-aided protocols, but the same
transformation also applies if the original protocol is not pure (i.e., contains plain communication

rounds) or, actually, is not even oracle-aided.

1.2 Organization

We begin by defining interactive search systems and their oracle-aided versions in Section 2. Sec-
tion 3 is then devoted to selective message reading (SMR) search systems, their composition, and the
transformations from interactive search systems to SMR ones. In Section 4 we demonstrate the use
of the methodologies presented in earlier sections towards constructing an interactive proof system for
bounded-depth circuit classes (reestablishing the result of | ]). Lastly, in Section 5 we devise an

SMR system for these bounded-depth circuit classes.



2 Interactive search systems

In this section, we present the notion of interactive search systems, which generalize interactive proof
systems to the case of non-binary and non-deterministic outputs; a.k.a., search problems. Interactive
search systems are central to this work and serve as building blocks in our SMR composition technique
and its applications. However, we believe that this notion is important independently of this work,
since, a priori, it is unclear whether allowing multiple valid outputs equips these systems with more
power than standard interactive proof systems.

We start with defining interactive search systems in Section 2.1. Then, in Section 2.2, we further
generalize interactive search systems to oracle-aided interactive search system, which have oracle access
to other search problems. In Section 2.3, we present a composition theorem for interactive search

systems, which can be viewed as a warm-up towards composing SMR, systems.

2.1 Defining interactive search systems

We start by considering the standard notion of a search problem denoted @ C {0,1}" x {0,1}" (for-
malized as a relation). Let Dom(Q) := {z : Jy s.t. (z,y) € Q}. Then @ maps an input € Dom(Q) to
the set Q(z) := {y : (z,y) € Q} of all valid solutions for x (with respect to Q). An interactive search
system (IS) for the search problem @ is an interactive scheme, where given an input x € {0,1}", the
task is to find a solution in the image Q(x), and reject if no such solution exists (i.e., when Q(x) = ).
The system is carried by two parties — a searcher S and a guide G, analogs of the interactive proof’s
verifier and prover, respectively. The searcher is a computationally bounded, randomized strategy that,
given an input z, aims to find a solution in Q(x). Nevertheless, the searcher is too weak to find such
a solution by himself. The guide, on the other hand, is a stronger entity that can find an adequate
solution in Q(z) on her own, but is not to be trusted and may try to lead the searcher to output a
string outside Q(x). Hence, the searcher must interact with the guide in order to find a valid solution,
but do so with care.

To set the requirements for interactive search systems, we slightly relax the definition hinted above
and formalize a search problem as a pair relation (Q, R), which we call a dichotomous search problem,
abbreviated as a D-search problem. The qualified relation @ captures the essence of the search problem
(by mapping inputs € Dom(Q) to the set of corresponding valid solutions Q(x)). We use the qualified
relation @ to define the system’s required functionality when the guide strategy behaves honestly (i.e.,
as instructed by the protocol). The robust relation R, on the other hand, captures the robustness of
the system when the guide strategy behaves dishonestly. That is, we define the set of robust inputs
z € Dom(R) the system can handle in this case, and their corresponding “tolerated” set of solutions
R(zx). An interactive search system for a D-search problem (Q, R) guarantees that for any qualified
input € Dom(Q), if the guide behaves honestly and follows the protocol as required, then the searcher
succeeds in outputting a solution in Q(z) (possibly except for a small probability). In addition, for any
robust input € Dom(R), even a malicious and computationally unbounded guide strategy will not
make the searcher output a string outside of the tolerated set of solutions R(z), possibly except for a

small probability. In this case, the searcher may either reject (by outputting the special L symbol) or



succeed in outputting a tolerated solution in R(x), regardless of the guide’s attempts to mislead him.
We stress that given z € Dom(Q) (resp. x € Dom(R)), the searcher may not be able to distinguish
solutions in Q(x) (resp. in R(z)) from those not in Q(x) (resp. not in R(z)).

Definition 2.1 (interactive search system (IS)). An interactive scheme I1 = (G,S) between a guide
strategy G and a searcher strategy S is a (1 — §)-complete and (1 — €)-sound interactive search system
(IS) for a D-search problem (Q, R) if the following hold.

o Completeness: For any qualified input x € Dom(Q), the probability that the searcher S outputs
a string in Q(x) after interacting with the guide G is at least 1 — 0.

o Soundness: For any robust input x € Dom(R) and any (potentially malicious and computation-
ally unbounded) guide strategy 5, the probability that the searcher S does not reject and outputs

a string outside of R(x) when interacting with G is at most ¢.

An interactive search system is ideal if it is both perfectly complete (i.e., 1-complete) and perfectly

sound (i.e., 1-sound).

Note that Definition 2.1 does not specify the computational power of the prescribed parties (i.e., S
and G). This is done intentionally, and the parties’ power can vary among applications. However, in
this work, we focus on the standard convention by which the searcher is a probabilistic and polynomial-
time (PPT) strategy. However, later on in this work, we also consider doubly-efficient interactive search
systems, introduced by | ], in which the prescribed (honest) guide strategy is efficient (that is,
runs in polynomial time), and the searcher is super-efficient, and runs in almost-linear time. We stress
that, even for doubly-efficient ISs, the soundness guarantee must still hold against any (potentially

unbounded) guide strategy. More formally,

Definition 2.2 (doubly-efficient IS). An interactive search system I1 = (G, S) is doubly-efficient if for
any input x of length n, the prescribed (honest) guide runs in time at most poly(n) and the searcher
runs in time at most n - polylog(n), which we denote by 6(71) No limitations on the guide resources

are set for non-honest guide strategies.

Remark 2.3 (ISs generalize IPs). As already indicated in the introduction, interactive search systems,
as defined in Definition 2.1, generalize interactive proofs. Indeed, any interactive proof system (P, V)
for a set L can be viewed as an interactive search system for a D-search problem (Qr,Rr), defined
by Qe = {(z,1) : z € L} and Ry = {(x,0) : x ¢ L} (when interpreting 1 (resp. 0) as “accept” (resp.
“reject”)).

In this work, our focus is on guide-oblivious (specifically, public-coin) interactive search systems,
in which the searcher’s actions during communication (specifically, the content of his messages) do not
depend on the guide’s messages. This property is crucial in the SMR setting, where the searcher may
not read any guide message during communication. By assuming, without loss of generality, that all
of the searcher’s actions during communication depend only on the length of the input, rather than on
the input itself, we extend guide-oblivious interactive search systems to a setting in which either both
parties receive the input x at the beginning of the protocol (as in the standard setting), or only the

guide receives the explicit input.” In contrast, the searcher receives only its length. The protocol is

9This extra flexibility will be needed when defining oracle-aided protocols for the SMR setting.



then carried out by having the parties communicate with each other. After the communication ends,
the searcher can (reliably) access the input given to the system (and the guide), and decide on his
output based on the input and the generated transcript. A special case of guide-oblivious interactive
search systems are public coin search systems, in which all of the searcher’s randomness is visible to
the guide.'°

Definition 2.4 (guide-oblivious IS). An interactive search system Il = (G, S) is guide-oblivious if the
searcher’s actions during communication do not depend on the guide’s messages, nor the input (but
may depend on the input’s length). In a guide-oblivious system, given an input x, the protocol begins
with the guide receiving the input x, while the searcher either receives x or its length |x|. After the
communication ends, the searcher S can access the input x and decide on his output based on the input
x and the generated transcript.

An guide-oblivious interactive search system is public-coin, if at each round the searcher sends

uniformly distributed strings of a predetermined length.

2.2 Oracle-aided interactive search systems

We turn to define oracle-aided interactive search systems, which are standard interactive search systems
augmented with oracle access to some D-search problems. These systems are best thought of as
protocols that can delegate some of their subtasks to an ideal party (represented by the oracle), which
provides perfect correctness and requires no computational resources. However, the oracle provides
perfect correctness in a setting-dependent sense: when the oracle-aided system II (that uses the oracle)
is considered in the completeness setting (representing honest strategies on a potentially qualified
input), the oracle guarantees perfect completeness (and nothing more); when II is considered in the
soundness setting (representing a possibly malicious and computationally unbounded guide strategy on
a potentially robust input), the oracle guarantees perfect soundness (and nothing more). The D-search
problem for which the oracle is defined determines the set of valid answers for each query and setting.

To formalize this, for each D-search problem (@, R) we define two separate oracles. The first is the
qualified oracle, which for each qualified query q € Dom(Q) is guaranteed to return a qualified answer
a € (q), and guarantees nothing on queries outside Dom(@)). The second is the robust oracle, which
for each robust query q € Dom(R) is guaranteed to return a robust answer a € Rj,(q), and guarantees
nothing on queries outside Dom(R). Which oracle II receives access to is determined by the setting:
In the completeness setting, the oracle-aided system is given the qualified oracle, and in the soundness
setting, the system is given the robust oracle. Naturally, the searcher has no way of knowing which of
the oracles is being used. We stress that if the qualified (resp. robust) oracle receives a non-qualified
(resp. non-robust) query, then the oracle may return an arbitrary answer of her choice.

The notion of oracle-aided protocols has been considered in the context of secure multiparty com-
putation (see [ , ]), though in a different sense than ours. First, the oracles considered there
are not setting-dependent (i.e., the same oracle is used regardless of the setting) and are defined for

randomized functions rather than for relations. Our need for a setting-dependent oracle is a reflection

10Indeed, public coin ISs are a special case of guide-oblivious ISs: given the searcher’s randomness, the guide can
simulate all of the searcher’s actions, and hence w.l.o.g. all messages the searcher sends to the guide are his random coins.
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of the two different input “flavors” an oracle-aided system may receive (i.e., qualified or robust), and
the corresponding correctness guarantees it must provide (completeness or soundness, respectively).
This distinction does not arise in the secure multiparty computation setting, where the same type of
security is required for every input. Second, we stress that unlike the randomized oracles considered
in [ , ], the oracles we use in this work do not induce a distribution on the outputs but
rather output an arbitrary “valid” element non-deterministically. These oracles are useful when one
does not care which output one obtains, as long as it satisfies some requirements (formalized by the
D-search problem), as is the case in this work.

To formalize the parties’ interaction with the oracle, we provide them with four dedicated devices.
The first is the query device, which belongs to the guide and is used by her to submit the parties’ query
to the oracle.'’ Second, each party is provided with an answer device, on which the oracle’s answer
appears. We assume without loss of generality that the answer includes the query it refers to, so the
query is reliably available to both parties. The remaining device is a security device, belonging to the
searcher, used to enforce a specific query or query length on the guide (as detailed below).

The query device (which, recall, is a private device owned by the guide) serves an additional purpose.
When submitting her query, the guide may indicate her preferred answer to this query. Upon receiving
a query g and the guide’s preferred answer a, the oracle first checks whether the query is valid - that is,
if the qualified (resp. robust) oracle is used, then the oracle checks whether q is qualified (resp. robust).
If the query is invalid, the oracle complies with the guide’s request and returns a, reflecting the oracle’s
lack of any guarantee for invalid queries. If the query is valid, then the oracle checks whether a is itself
a valid answer for q. If so, the oracle again complies and returns the guide’s preferred answer a. If,
however, this is not the case (including the option of the guide requesting the oracle to answer with
the rejection symbol 1),'? then the oracle responds with L.

It is crucial to note that allowing the guide to choose her preferred answer does not harm the
perfect soundness guarantee of the robust oracle. This is since the robust oracle never responds with
a non-robust answer to a robust query, and does not provide any guarantee regarding her outputs’
distribution. However, enabling the guide to request a specific answer provides the protocol with
certain benefits. For example, this mechanism is important for the soundness proof of later protocols
(e.g. Theorems 2.8 and 3.4). In addition, this mechanism may also be used by an honest guide strategy
in cases where she prefers to proceed according to a certain outcome; for example, in case a certain
output increases the protocol’s probability of producing a correct output or decreases the parties’
running time. An important note is that when the guide chooses an answer, the searcher cannot know
that the guide has done so unless the guide tells him that directly. Namely, this information does not
appear in the oracle’s answer (i.e., is not communicated to the searcher without the guide’s will).

Lastly, we turn to define the security device, which, recall, belongs to the searcher. The security
device is used by the searcher to either enforce the guide to a specific query or a specific query length,

in the natural way. At the beginning of each oracle-calling step, before the oracle’s answer is revealed,

1We assign the task of submitting the query to the guide (rather than the searcher) since, later in this work, when
dealing with SMR systems, the searcher will not be able to read the messages the guide sends him during communication,
and hence will not be able to submit queries that depend on certain parts of the transcript.

12 A reason for this (peculiar) request will be apparent later on, when analyzing the soundness of composed IS and
SMR systems (in Section 2.3 and Section 3.2, respectively). Specifically, this enables a guide strategy to emulate another
guide strategy; in such cases, issuing this request may help the guide perform the emulation.
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the searcher uses his security device to submit either a query qsc or a string of the form #1™ for some
integer n (where # distinguishes #1™ from the (possibly valid) query 1™). The oracle then compares
this submission against the guide’s query q: in the first case, it verifies that q = gsec, and in the second
that |q| = n, rejecting if either check fails. If no mismatch is detected, the oracle proceeds as described
above. We assume, without loss of generality, that the length of the queries is determined by the length
of the input given to the system; therefore, the searcher always knows the length of the queries the
guide should submit.

We stress that the security device is merely a formal convenience and does not increase the searcher’s
power.'3 Its sole purpose is to make oracle calls analogous to executions of interactive search systems,
enabling us to later replace oracle calls with emulations of actual (inner) systems. Since the oracle
query serves as input to the emulated system, the security device allows the searcher to enforce either
the entire query or only its length, mirroring the two ways in which a guide-oblivious IS may provide
the input to the searcher.

We turn to present the formal definition.

Definition 2.5 (oracle-aided IS). An oracle-aided interactive search system is an interactive search

system augmented by oracle-calling steps and four oracle devices:
o A query device, belonging to the guide and hidden from the searcher.
o A security device, belonging to the searcher.
e Two answer devices, one for each of the parties.

During an oracle-calling step, the guide submits a query q to the oracle by writing it on her query
device. Simultaneously, the searcher submits a security string s by writing s on his security device. An
oracle’s answer then appears immediately on both parties’ answer devices. The oracle is guaranteed to
answer with L if the quide’s query does not match the searcher’s security string. That is, if s = #1™ for
some integer n, and |q| # n and if s does not begin with # (so s is a query demanded by the searcher),
and q # s.

An oracle-aided system 11 is said to use oracle access to a D-search problem (Q, R) if its oracle is
instantiated as follows: in the completeness setting, the system II is given access to the qualified oracle
of (Q, R), whose valid queries are those in the qualified domain Dom(Q), and whose valid answers to
a query q € Dom(Q) are the elements of Q(q). In the soundness setting, the system I1 is given access
to the robust oracle of (Q, R), whose valid queries are those in the robust domain Dom(R), and whose
valid answers to a query q € Dom(R) are the elements of R(q). In particular, by definition, this implies

that given a qualified (resp. robust) query q, the qualified (resp. robust) oracle never returns an answer
outside Q(q) U {L} (resp. R(q) U{L}).

Definition 2.6 (additional postulations regarding oracle-aided IS).
o We assume, without loss of generality, that the query q submitted by the guide appears as the
prefic of the oracle’s answer. We stress that the answer (which includes the query it answers to)

is revealed to both parties simultaneously.

13Indeed, the searcher could instead verify from his answer device or the generated transcript that the guide submitted
the required query.
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o If the submitted query q is invalid according to the oracle, then the oracle may answer with an

arbitrary string.

o While submitting a query q, the guide may write to her (private) query device a preferred answer
for q. Provided the oracle is not already forced to output 1 by the conditions above, the oracle
does as follows. If the submitted query q is valid (according to the oracle) and the preferred
answer a is a valid answer for q, then the oracle answers with the guide’s preferred string a. The
oracle also answers with a when the query q is not valid. If, however, the query q is valid, but a

is not a valid answer for q, then the oracle answers L.

o We assume that in the completeness case, all the queries submitted to the qualified oracle by the

honest guide are in Dom(Q).

o When considering the complexity of an oracle-aided system, we distinguish between oracle-calling
steps and communication rounds, in which the parties exchange messages. We refer to the number

of communication rounds as the communication-round complexity of the system.

A few important comments regarding Definition 2.5 are in place. We assume that the oracle answers
are recorded in the protocol transcript. This will be especially important when we consider the SMR
model (and the analogous PCIPs), in which the searcher has no online access to his answer tape.
The searcher can, however, access the transcript after the communication ends and read messages and
oracle queries of his choice (that were actually submitted to the oracle) along with their corresponding
answers.

We allow oracle-aided systems to perform both sequential and parallel oracle calls. By the non-
deterministic nature of the oracles we use, the given answers may be either correlated or independent of
each other. Moreover, we allow oracle-aided systems to use multiple oracles, each answering according
to a different D-search problem.

As indicated by Definition 2.5, we assume that the prescribed (honest) guide strategy always submits
queries in the qualified relation Dom(Q). This assumption is natural in many applications, including
the ones considered in this work. However, there may be applications where this assumption cannot
be made (in which case, one may want to generalize oracle-aided protocols to include this scenario and

analyze the completeness case accordingly).

2.3 Composing interactive search systems

Having defined interactive search systems and their oracle-aided analog, we now define their compo-
sition. Recall that oracle-aided systems delegate some of their subtasks to an ideal oracle, via oracle
calls. Although oracles are a useful conceptual device, they are unavailable in practice. A natural
way to eliminate these oracle calls is to replace them with an interactive search system for the same
D-search problem. We call this operation composition, denoted o. Formally, let Ilow = (Gout, Sout)
be an oracle-aided interactive search system (referred to as the outer system) for a D-search problem

(Q, R)out, using oracle access to a D-search problem (Q, R)ir.'* Let IT;, = (Gin, Sin) be an interactive

MFor ease of readability, we henceforth denote the D-search problem corresponding to a qualified relation Q, and
robust relation R, by (Q, R)s rather than (Qs, Rs).
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search system for (@, R)in (referred as the inner system). The composition Il¢mp = Ilgy o IIjy is an
interactive search system for the D-search problem (Q, R)ou with no oracle calls to (Q, R)in, defined
as follows.

Given an input x, the composed guide Gcmp emulates the outer guide strategy Goue on x whereas
the composed searcher Scmp emulates the outer searcher Sou over the input he received, which is either
z or |z|. The parties then emulate their respective strategies until they reach an oracle-calling step
for (@, R)in. At this point, rather than querying the oracle, the composed strategies Gemp and Semp
emulate the inner system IIj,: First, the composed guide G.mp sends the searcher Scm, the query q
intended for the oracle. We call this round (with an empty searcher message) a query-announcement
round. Strategies Gemp and Scmp then emulate the inner system I, on q to completion. Denoting the
output of the computation IT;,(q) by a, the composed strategies then resume emulation of the outer
system Ilg,¢, treating q as the oracle query and a as the corresponding oracle’s answer, and continue

until the next oracle-calling step, repeating this substitution each time.

Remark 2.7. Note that in case the composed system is carried by a dishonest guide strategy écmp,
at least one of the emulations of the inner system ILy, can result in the searcher (S, emulated by
Semp) Tejecting, causing the output a of this invocation to be L. This scenario does not require special
treatment since the outer (oracle-aided) system Il already deals with the analogous situation of the
oracle answering with L (which occurs if in the completeness (resp. soundness) setting, the submitted
query q is qualified (resp. robust), and the guide requests an answer outside Qin(q) (resp. Rin(q)), if the

guide requests L, or if the searcher’s security string is inconsistent with q).
The following theorem provides some properties of composed interactive search systems.

Theorem 2.8 (composition theorem for ISs). Let Iloye = (Gout, Sout) be a (1 — dout)-complete and
(1 —eout)-sound oracle-aided interactive search system for a D-search problem (@, R)out that uses oracle
access to a D-search problem (Q, R)in by calling k parallel copies of (Q, R)in for T sequential times. Let
ILin = (Gin, Sin) be a (1 — biy)-complete and (1 — &;y)-sound interactive search system for (Q, R)in. Then,
their composition Iemp = oyt 0 Il @5 @ (1 — dout — K - T - Gin) -complete and (1 — eou — K - T - €in) -s0UNd

interactive search system for (@, R)out-

When analyzing the composition of standard (non-SMR) search systems, there is no meaningful
distinction between parallel and sequential oracle calls - each call contributes independently to the
completeness and soundness error regardless. We nonetheless make this distinction explicit because it
matters when composing SMR, systems. There, the soundness error is independent of the number of
sequential oracle calls, depending instead on the reads performed by the searcher and the number of

parallel calls. In contrast, the completeness error behaves as in the standard (IS) case.

Proof. Completeness. Fix a qualified input € Dom(Qout). Recall that by the definition of oracle-
aided systems (see Definition 2.5), the prescribed (honest) guide strategy Gou: always submits the
oracle (@, R)in qualified queries, (i.e., queries in Dom(Q;,)). Therefore, each invocation of II;, within
the composed system Ilmp is emulated on valid inputs (which the system II;, is designed to receive in
the completeness case). Let EicnornIDIEte denote the event that each invocation of Ilj,, occurring during the

execution of IIcmp(2), is successful (as required in the completeness condition). Note that conditioning
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on Eicrf’mplem, the outer system Il,,; cannot distinguish between its oracle-calling steps being performed
by ILin (as in Ilcmp) or by direct oracle access to (Q, R)in (as in the original execution of o). Hence,

the probability of the search failing in this case is at most

Pt [ (Gemp Sermp) () & Qou(2) | E2™ | = Prl(Goues Sout) (@) # Qoue (#)] < dour,

where the probability is over the searchers’ random coins. By the (1 — d;,)-completeness of IT;, and a
union bound, the probability that EX™* fails to occur is at most & - 7 - &,. Hence, the probability

that the searcher Semp of the composed system fails (i.e., outputs a string outside Qout()) is at most

Oout + K+ T * Oin-

Soundness. Fix a robust input @ € Dom(R,,:) and assume for contradiction that there exists a
guide strategy écmp that causes the searcher S¢mp to not reject and output a string outside Roye(z) with
probability greater than eqy + K- 7 - £, We construct a guide strategy éout that violates the soundness
of the outer system Ilg.

The outer guide éout aims to emulate the composed guide Q~cmp on x, determining her own actions
according to those of écmp. Within the outer protocol Iy, this is straightforward: the outer guide
§out relays messages between the composed guide Gcmp and the searcher Sy:. The subtlety arises at
oracle-calling steps.

Determining the queries (to the x parallel copies of (Q, R)in) themselves is easy - the outer guide
g~out advances the emulation of the composed guide g~cmp by one additional round, which is the query-
announcement round (without sending anything to Sout ), and sets her queries to be the strings qq, ..., qx
that the composed guide §cm,, sends. However, knowing the queries alone is not enough, since each
query may admit multiple valid answers, and different answers may lead the composed guide écmp to a
different behavior in subsequent rounds. Indeed, due to the non-deterministic nature of the oracle, even
an unbounded outer guide Gout cannot simply submit the queries to the oracle, receive an arbitrary
valid sequence of answers, and then force the emulation of écm,, to continue consistently with those
answers. Instead, before submitting her queries, the outer guide C:out first interacts with the composed
guide g~cmp (while sending nothing to Sout), playing the role of the composed searcher Scmp through the
inner system, until the answer for each of the s copies of II;, is determined. Let a; denote the answer
for q;.

Submitting to the oracle. Having determined ay,...,a,, the outer guide éout performs the oracle-
calling step by submitting each query q; together with the requested answer a; to the i** copy of the
oracle (Q, R)in. If each a; is valid for q; — that is, a; € Riy(q;) whenever q; € Dom(R;,) (with no
constraint for queries outside Dom(R;,)) — then the robust oracle complies with each request, and Gout
can resume her interaction with Sy, using g~cmp’s messages.

Analyzing the probability of success for the outer guide is now straightforward. If each of the
emulations of the inner system II;, resulted in a valid answer for its input, then the outer guide écmp
perfectly emulates the composed guide éout; hence, given this event, both strategies have the same
success probability. On the other hand, by definition of oracle-aided systems, the probability that

there exists an emulation of the inner system which resulted with an non-valid output (with respect to
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its corresponding output) equals the probability that a certain emulation of the inner system received
a robust input q € Ri,(q), and yet resulted with an output a outside R;,(q). By the (1 — &;,)-soundness
of the inner system and a union bound, the probability of this event is at most & - 7 - €;,, and therefore
the probability that the outer guide éout succeeds in fooling the searcher Sout (by making S,y not reject
and output a string outside Rout(x)) is greater than equt + KT+ €jn — K+ T - Ein = Eout, hence contradicting

the (1 — gout)-soundness of Ioy:. O

3 Selected message reading (SMR) systems

In this section, we consider a PCP-motivated version of interactive search systems called selected
message reading interactive search systems (SMR-IS). In this model, the searcher is further restricted
and allowed to read only a few of the guide’s messages sent to him; he must decide his output based
solely on these messages. (Note that, unlike PCIPs, in SMR-IS systems, the selected messages are
entirely revealed to the searcher.)

We begin by defining SMR-IS systems. Then, in Section 3.2, we prove a composition theorem for
SMR-ISs: we show that given an oracle-aided SMR-IS for a D-search problem (@), R)oy: that uses oracle
access to a D-search problem (Q, R)i,, and given an SMR-IS system for (@, R)in, the two systems can
be composed to yield an SMR-IS for (@, R)out- Last, in Section 3.3, we present two transformations of

ordinary IS systems into SMR-IS ones.

3.1 Defining SMR-IS systems

Loosely speaking, an SMR-IS is a guide-oblivious interactive search system in which the searcher has
limited access to the guide’s messages. We restrict the definition to guide-oblivious systems because
the searcher of an SMR-IS must send his messages before he has read any message the guide has
sent him. Only after the interaction ends can the searcher choose which of the guide’s messages he
would like to read. In the case of guide-oblivious systems, the searcher has no problem doing so,
where we assume w.l.0.g., all other parameters (such as message length and content, round complexity,
the location of oracle-calling steps, etc.) are determined by the input’s length alone. Because at the
system’s instantiation, the searcher either receives the input itself or its length (see Definition 2.4), the
searcher has no problem communicating with the guide while reading no messages.

Similarly to PCIPs, we formalize the notion of SMR-IS systems by partitioning the protocol into
three phases, each dedicated to a different searcher action. As in any interactive search system, the
system begins with the guide receiving an input x, and the searcher either receives the input x or its
length |z|. The first phase is dedicated to communication — the parties send each other messages, while
the searcher is forbidden from reading any of the messages sent by the guide (nor the input z, unless it
was given to him at the beginning of the system). We stress that no further communication will occur
after this phase. The second phase is dedicated to reading — the searcher can now choose which of the
guide’s messages he would like to read. For that, the searcher can use fresh randomness, and he is
allowed to choose these messages adaptively. The number of messages that the searcher reads is defined

as the reading complexity of the system. In addition, the searcher receives the input = provided to the
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system. Then, in the last phase, the searcher needs to decide on its output based on the information he
obtained. Namely, the input given to the system, his own messages and random coins, and the guide’s

messages he read in the reading phase.

Remark 3.1 (comparison with similar models). We highlight a few differences between SMR-IS systems
and other similar models that appear in the literature. Unlike PCIPs, in which the verifier selects which
bits from the prover’s messages he would like to read, in SMR-IS systems, the messages are considered
as a single unit, and a chosen message is revealed to the searcher in its entirety. However, one may
view this model as an intermediate step and easily generalize it further to a bit-selecting model (i.e.,
PCIPs or their search analog, PCISs). See | ] for such generalization techniques.

We further comment that in the SMR model of | |, the verifier is also “charged” for reading
his own sent messages. One can transform the SMR model we consider into the one considered

in [ | via (a trivial generalization of) the transformation of | ].

The formal definition of SMR-IS systems is given below. Throughout this work, we denote SMR-IS

systems by the letter ¥ (rather than II, which is used for general interactive search systems).

Definition 3.2 (selected message reading IS (SMR-IS)). A (1 — §)-complete and (1 — g)-sound guide-
oblivious interactive search system X = (G,S) for a D-search problem (Q,R) is a (1 — §)-complete
and (1 — e)-sound selected message reading interactive search system (SMR-IS) for (Q, R) if the system
consists of the following three phases. Given an input x € {0,1}", the system is instantiated with the

guide G receiving the input x, and the searcher S either receives the input x or its length |z|.

1. Communication phase: The guide G and the searcher S communicate with each other. In this

phase, the searcher reads none of the messages he receives from the guide.

2. Reading phase: The searcher S receives the input x and chooses which of the guide’s messages
to read. These messages can be chosen randomly and adaptively. Each message the searcher S

chooses to read is entirely revealed to him.

3. Decision phase: The searcher S decides on his output based on the input x, the selected guide’s
messages, and his own messages and random coins. The searcher may use fresh random coins
for his decision. The decided answer satisfies the (1 — §)-completeness and (1 — €)-soundness

conditions of Definition 2.1.

The number of guide’s messages that the searcher S reads (in the reading phase) is the reading complexity

of the system.

We further generalize the above notion by defining oracle-aided SMR-IS systems: these are standard
SMR-ISs augmented with oracle devices and oracle-calling steps, analogously to Definition 2.5. In
this case, the communication phase, which now includes oracle-calling steps, is conducted with the
searcher not reading his (answer) oracle device (hence the searcher also does not know the queries
that were actually submitted to the oracle), in addition to reading none of the messages the guide
sends. Then, in the reading phase, the searcher can choose which oracle answers (along with their

corresponding queries) and guide messages he wants to read, which are then revealed to him. Recall
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that by Definition 2.5, any response made by the oracle includes both the submitted query and the
answer given to it. We distinguish the two types of readings the searcher performs. We define the
number of guide’s messages the searcher reads as the protocol’s message-reading complexity, and the
number of oracle answers the searcher reads to be the protocol’s oracle-reading complexity. Then, in the

decision phase, the searcher needs to decide what string to output based on all the data he obtained.

3.2 Composition theorem for SMR-IS systems

We now present the SMR-IS composition, obtained by applying the approach we used to compose
interactive search systems (see Section 2.3) to the SMR regime.

Some issues should be discussed before presenting the composition construction. The most impor-
tant issue is that the outputs of the inner systems are determined only during their decision phase.
Indeed, to decide on his output for an invocation of the inner system, the searcher may need to read
the input given to that invocation along with some guide messages, yet he can only do so during the
reading phase (of the composed system), well after the communication phase (of the composed system)
has ended. This creates a potential problem: the guide may need to know the inner systems’ outputs
in order to continue the interaction in subsequent rounds, but those outputs are not determined by the
transcript of the inner system, but may rather depend also on the random coins (which may influence
both which messages he reads and his final decision). The outputs may therefore be unknown even to
an unbounded guide. We resolve this problem by “immediately” providing the guide (of the composed
system) with the random coins that the searcher will use during the reading and decision phases (if the
searcher will later choose to check this invocation of the inner system). Specifically, we augment each
invocation of the inner system with a dedicated decision-emulation round, in which the searcher sends
two random strings: one to serve as his random coins for the corresponding reading phase, and one
for the corresponding decision phase. Having this information, the guide can determine the searcher’s
output for this invocation of the inner system.

In addition, recall that in composed interactive search systems, the parties start by emulating the
outer system. When they reach an oracle-calling step, they perform a full emulation of the inner system
on the query intended for the oracle. In the case of SMR-IS systems, the searcher cannot know the
input to the inner system (or, more precisely, its length), which may affect his messages as well as the
inner system’s round complexity. We solve this technicality by assuming that the length of the input
given to an oracle-aided system determines the length of the queries submitted during its invocation.

We are now ready to define the composition of SMR-IS systems formally.

Construction 3.3 (composing SMR-ISs). Let Yoyt = (Gouts Sout) be an oracle-aided SMR-IS system
for a D-search problem (Q, R)out that uses an oracle access to a D-search problem (Q, R)in by calling k
parallel copies of (Q, R)in for T sequential times. Let 3y = (Gin, Sin) be an SMR-IS system for (Q, R)in.
The composition of Lour and Zin, denoted Lemp = (Gemp, Semp) 1= Zout © Zin, @8 defined as follows. For
an input x € {0,1}", the system is instantiated with the guide Gemp Teceiving the input x, and the

searcher Scmp either receives the input x or its length |x|.

1. Communication phase: The composed guide Gemp emulates the outer guide Gour on , and the

composed searcher Scmp emulates the outer searcher Sour on the input he received, which is either
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x orl|z|. Fori=1,...,7:

(a) Upon reaching the i oracle-calling step, let qz» denote the query that the outer guide Gout
intends to submit to the 5 copy of the oracle (Q, R)in. The guide Q~mp and searcher Semp

pause their emulation of the outer system Yo and proceed as follows.

i. Query-announcement round: The composed guide Gemp performs a query-announcement
round (as in the non-SMR setting), by sending the queries qt,...,q’. to the searcher

Semp (note however that the searcher Semp does not read these queries at this point).

i1. Communication: The composed guide Gemp and searcher Scmp then begin emulating
the communication phase of k independent parallel copies of the inner system i, where
the 7 copy is invoked on the input q; Specifically, the composed guide Gemp emulates
the j™ copy of the inner guide Gy, on q; The composed searcher Semp emulates the 7
copy of the inner searcher S, on |q;\ (as the composed searcher Semp searches cannot
read the guide messages, hence may not know q;)

11i. Decision-emulation round: Upon completion of the emulation of the communication
phase of i, the composed searcher Scmp carry out a decision-emulation round by
sending two uniformly random string sequences, (freadl, - -, fread’) and (fgect, .. ., fdect),
to be used as his random coins in the reading and decision phases of ¥in, respectively,
should he later choose to emulate those phases for this (i*™") parallel invocation of Y.
The composed guide Gemp emulates the reading and decision phases of the inner searcher
Sin on each resulting inner system transcript, using rreadé and rdecé» as the random coins
for the reading and decision phases of the j™ copy, respectively. Let a; denote the S;,’s

decision (output) for the j™ copy of II;,.

(b) The composed strategies Gemp and Semp Tesume the emulation of the outer system Yoy, where
the guide Gemp treats qj» as the query submitted to the j™ copy of the oracle (Q, R)i, in this

(i™) oracle-calling step, and a; as the oracle’s corresponding answer.

Strategies Gemp and Semp continue to emulate the communication phase of the outer system Yoy

as above until completion.

2. Reading phase: The composed searcher Scmp Teceives the input x given to the composed system

and emulates the reading phase of the outer searcher Syt as follows.

(a) The composed guide Scmp provides Sour with © as the input of the outer system Iloy.

(b) Whenever the outer searcher Sy Tequests to read the it oracle-calling step, strategy Semp
starts by reading the corresponding query-announcement round. Letting (q%,...,q") denoting
the read queries (where allegedly, a; = qé for each j € [k]), the composed searcher Scmp does
not yet “reveal” the queries to the outer searcher Sout, but rather fully emulates the reading
and decision phases of the inner searcher Siy for each copy of Sin, providing the j™* copy of
the inner searcher S, with ﬁ; as the system’s input and rreadé- (resp. rdecé-) as Sin’s random

coins for the reading (resp. decision) phase. Letting aé denote Si,’s output for the j™ copy

19



of Xin, the composed searcher now “reveals” the “oracle answer” to the outer searcher Sout,

15

using a; as the submitted query and aj- as the corresponding oracle answer.

(¢) Whenever the outer searcher Sy Tequests to read an ordinary message from the guide Gout,

strategy Scmp Teads the corresponding message from the transcript and “reveals” it to Sout.

3. Decision phase: The composed searcher Scmp emulates the decision phase of the outer searcher
Sout over the read oracle-calling steps, the corresponding read quide messages, the input x, the
random coins Scmp tossed during the outer system’s emulation, and Scmp messages. The composed

searcher Scmp outputs the same string as the outer searcher Sou.
We are now ready to state our main composition theorem.

Theorem 3.4 (composition theorem for SMR-IS systems). Let Yout = (Gout, Sout) be a (1 — dout)-
complete and (1 — eout)-sound oracle-aided SMR-IS system for a D-search problem (Q, R)ou: that uses
an oracle access to a D-search (Q, R)in by calling k parallel copies of (Q, R)in for T sequential times.
Let Sin = (Gin, Sin) be a (1 — &,)-complete and (1 — &;,)-sound SMR-IS for (Q, R)in. Then, letting pS.,
denote the oracle-reading complexity of Seut,'® the composed system Eemp = (Gemp, Semp) = Zout © Xin 18
a (1= 0oyt —T K- 6in ) -complete and (1 —coue — pSys -k -€in) -sound SMR-IS for (Q, R)ouwt. In addition, letting
pg.. denote the message-reading complexity of Sout'” and pi, denote the (overall) reading complexity of

Sin (of oracle-calling steps + ordinary guide messages), the composed system has reading complexity
pcgmt + pgjt ' (pin + 1)'

Both the completeness and soundness proofs of Theorem 3.4 follow very similar lines to their non-
SMR analogs in the proof of Theorem 2.8, with natural modifications due to the slightly different
structure of composed SMR systems from non-SMR ones. The (1 — gy — pf?ut - K - &n)-soundness error
follows from essentially the same analysis as its non-SMR analog, together with the observation in
Remark 3.5.

Remark 3.5. Note the asymmetry in the error bounds that Theorem 3.4 guarantees. In the complete-
ness error, the error term &, accumulates with every invocation of the inner protocol. In the soundness
error, however, an additional i, term is incurred only for invocations of Ili, that the searcher Scmp
actually checks during his reading and decision phases. This asymmetry arises from a fundamental
difference between the completeness and soundness settings. In the completeness setting, simulating a
transcript that could result from an interaction with the honest outer guide Gou: Tequires all invocations
of the inner system i, to be complete. In the soundness setting, by contrast, invocations that the
composed searcher Scmp does not check need not be sound, because anyhow, a malicious composed guide
G}mp could continue the subsequent rounds according to an arbitrary output of her choice (and gone

undetected) just as the outer malicious guide §out can lie about oracle answers that Sout does not read.

15Note that the composed searcher Scmp cannot postpone the decision phase of the inner searcher S, to his own (Scmp’s)
decision phase, as Scmp needs to provide the outer searcher Sour with the “oracle answer” in real-time (now replaced with
the inner searcher’s decision).

16Recall that the oracle-reading complexity of an oracle-aided SMR-IS is the number of oracle-calling steps that the
searcher reads during the reading phase.

17Recall that the message-reading complexity of an oracle-aided SMR-IS is the number of ordinary guide messages that
the searcher reads during the reading phase.
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3.3 Transforming IS into SMR-IS

We show how to transform two natural subclasses of interactive search systems into SMR-ISs with low
reading complexity (independent of the number of rounds in the original IS). Both transformations
extend the constructions of | ] to the context of interactive search systems, while improving the
soundness analysis of one of them.

The first (basic) transformation applies to interactive search systems with O(logn) rounds that
admit a certain merging mechanism (see Section 3.3.3). The second transformation extends the basic
construction to systems of arbitrary round complexity, albeit of a particular structure, and achieves an

exponentially smaller soundness error (see Section 3.3.4).

3.3.1 Construction Overview

The transformation from IS to SMR-IS addresses two issues: The first is enabling selective reading of
the guide’s messages (also in the context of an interactive proof system).'® The approach taken to
address this issue (which involves multiple executions of the original protocol) gives rise to a second
challenge: generating a final solution from a list of candidate solutions (which is trivial in the context
of IPs).

Enabling selective reading in interactive protocols (for ISs and IPs). The naive solution of
transforming an arbitrary ¢-round interactive protocol into a selective reading protocol is to augment
the original protocol by an additional round in which the guide/prover sends the entire transcript. The
searcher /verifier reads this message (i.e., the transcript) and checks that the transcript is valid/accept-
ing. In addition, the searcher/verifier selects at random a round 4 € [¢] and checks that the transcript
is consistent with the message sent by the guide/prover at round i.

This works relatively well, provided that, when communicating with a cheating searcher/prover,
the transcript disagrees with the actual messages sent in at least half of the rounds (where the constant
half is used for simplicity and can be replaced by an arbitrary positive constant, which only affects the
constant soundness error). Unfortunately, an arbitrary ¢-round interaction can be foiled even when
the transcript disagrees with the actual interaction on a single round. Hence, the main challenge
is transforming arbitrary f-round interactions to O(¢)-round interactions in which cheating requires
providing a transcript that disagrees with the actual interaction on most rounds.

Consider a 2¢-round proctocol that consists of running, in parallel, (Qf) copies of the original /-round
protcol such that each copy uses only £ of the 2¢ rounds (and is idle in the other ¢ rounds). Of course,
each of these copies is associated with a different choice of an /-subset I € ([2;])' Now, for every choice
of ¢ rounds, there exists a copy that was not idle in all these rounds. Hence, if the transcript sent by
the cheating guide/prover agrees with the actual transcript on at least £ rounds, then this transcript
contains the actual execution of one of the copies. Hence, one of the (2;) solutions provided by these

copies was produced by a correct emulation of the original protocol.

181n the case of oracle-aided systems, we also want to enable a selective reading of oracle answers.
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Generating a solution from a list of possible solutions (for ISs, trivial for IPs). In the
case of interactive proof systems, we may have the verifier accept if and only if all copies of the
emulations accept. Now, assuming the transcript sent by the (cheating) prover agrees with at least
¢ rounds guarantees a correct emulation of a single copy (out of (2;)), by applying a union bound
over all choices of £ out of 2¢ rounds (and assuming the original protocol had soundness error 272 or
so0), we get soundness. In the case of interactive search systems, however, we need a mechanism that
transforms a list of candidate solutions to a single solution such that if the original list contained one
valid solution, then the resulting (single) solution will be valid (with high probability). Moreover, this
mechanism must be guide-oblivious in order to fit the SMR setting. Such a mechanism depends on the
search problem we deal with (and indeed, for IPs, the mechanism is merely taking the AND of all the
bit solutions). The mechanism we use for that purpose is a special kind of interactive search system

called solution-merging system, defined in Section 3.3.2.

The transformations. The first (more basic) transformation works along the lines described above:
it emulates (25) copies of the original protocol, and merges the resulting solutions into one by applying
an adequate solution-merging mechanism (see Definition 3.6). Note that this approach can only be
applied to interactions with O(logn)-rounds, because it causes an exponential blowup in the message
complexity (among the other parameters).!?

The second transformation provides a way to deal with this exponential blowup, provided that
each round of the given protocol can be seen as an independent interactive search system that has a

solution-merging mechanism.?’

3.3.2 Solution-merging systems

A solution-merging system for a D-search problem (Q,R) is an interactive search system for a D-
search problem (related to (@, R), see Remark 3.7) that, given a sequence of input-output pairs
(x1,91)s -+, (@, ) € {0,1} x {0,1}" (where we think of y; as a suggested solution for x;), the
system’s task is to “merge” the given inputs to a single pair (Zout,Your) that satisfies the following
conditions. If the given pairs are all qualified, namely, (z;,y;) € @ for each i € [t], then the system
outputs another qualified pair (Zout,Your) € @. On the other hand, if the system is given a sequence
that contains a robust pair (that is, there exists ¢ € [¢] such that (z;,y;) € R), then the system either
rejects or outputs a robust pair (Zeyut, Your) € R.

On top of the above, we add the following natural requirement (from a solution-merging system) in
case all the given pairs (z1,91), ..., (2, y:) correspond to the same input x (i.e., z ==z = - - = xy).
We require the merging system to always output a new suggested solution for x, rather than for an

arbitrary Tou (i.e., we require zo, = 2).2* We will use this last requirement when describing the basic

9For transforming an IS into a doubly-efficient SMR. system (as done in this work), in which the searcher’s running
time is limited to be almost-linear, this approach is even further limited: it can only be applied to systems with % log, n+
o(log n) rounds, where the exact bound depends on the precise definition of “almost-linear”, which varies across different
works.

201n fact, it is only required that every O(logn) can be packed into a mergeable IS.

21Defining solution-merging systems can be further generalized for other requirements on zout one wishes to im-
pose. This can be formalized by including a function (or relation) f : Uzen({0,1}*)! — {0,1}*, and requiring
Zout = f(x1,...,2¢). Note that some restrictions need to be set on f, for example, that the searcher can verify that
indeed zout = f(x1,...,T¢).
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IS+— SMR-IS transformation in Section 3.3.3.

Definition 3.6 (solution-merging system). An interactive search system Ilmerge = (Gmerge; Smerge) @S
a (1 — §)-complete and (1 — &)-sound solution-merging system for a D-search problem (Q,R) if the
following hold.

o Completeness: For any sequence of qualified input-output pairs (x1,y1), ..., (T, yt) € Q given
as input for Umerge, the probability that the searcher Smerge oUtputs a qualified pair (Tout; Your) € Q
after interacting with the guide Gmerge s at least 1 —§. In addition, if v := x1 = -+ = x4 then

ZTout = « (with probability 1), and therefore, your € Q(x) with probability at least 1 — §.

o Soundness: For any sequence of pairs (x1,y1),. .., (zt,y:) such that there exists an index i € [t]
for which either (x;,y;) € R or y; = L, and any (potentially malicious and computationally
unbounded) guide strategy §merge, the probability that the searcher Smerge does mot reject and
outputs a pair (Tout, Your) outside of R when interacting with QNmerge is at most €. In addition, if

=1 =--- =z then either the searcher Scmp Tejects or o = x (with probability 1).

Remark 3.7. Ignoring the additional requirement (regarding x1 = ... = x;), a solution-merging system

or a D-search problem (Q, R) is an interactive search system for the D-search problem (Q, R)™"8¢ where
[ p ; y p ;

Qmeree — (U Qt> xQ and R™® = | [J({0,1}" x{0,1}")"" x Rx ({0,1}" x {0,1}")"* | x R.

teN teNie[t]

(1)
Hence, solution-merging systems are a special case of interactive search systems.

Definition 3.8 (solution-merging problem/mechanism). A D-search problem (Q), R)™"8® is a solution-
merging problem if there exists a D-search problem (Q,R) satisfying (1). In this case, we say that
(Q, R)™"8 is a merging-mechanism for (Q, R).

3.3.3 The basic IS— SMR-IS transformation

We turn to present the basic transformation from IS to SMR-IS (sketched in Section 3.3.1), using the
terminology of interactive search systems (recalling that any decision problem is a mergeable search

problem).

Construction 3.9 (basic IS — SMR-IS transformation). Let £ = O(logn) and let IT = (G,S) be an
C-round interactive search system for a D-search problem (Q,R), and let Imerge = (Gmerges Smerge) be
a solution-merging system for (Q, R), where both systems Il and Hmerge are guide-oblivious. For an
input x € {0,1}", the SMR system Ysur := (Gsmr, Ssmr) is instantiated with the guide Gsur Teceiving
the input x, and the searcher Ssmr either receives the input x or its length |x|. The guide Gsmr and

searcher Ssyr proceed as follows.

1. Communication phase:
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(a) Emulating II: The guide Gsmgr initiates (2;) emulations of II for x, indexed by the sets in
([251), where the copy IIT will be advanced on rounds in I € ([2;]) and be idle on the rest.
That is, for rounds i =1,...,20:*?

o For each set I € ([2;]) containing i, the searcher Ssmr computes the message 02-1 that
Sout would sent in the i round of copy I, and sends (0{)191' to the guide GsmR.

o The guide Gsmr advances all copies of the system I for which i € I, by computing G’s
responds ! to the message o, and sends (y!)1s; to the searcher. Let 7; denote the

actual message the guide Gsmr sent at round i (where allegedly 5; = (v!)rsi.)

(b) Transcript round: The guide Gsmr sends a sequence of all the messages she sent in the
forgoing 20 emulation rounds. Let (try, ..., trae) denote the message the guide actually sent
(where allegedly, tr; = 7; for each i € [2(]).

(c¢) Solution-merging: The guide Gsmr computes the solution sequence (y!); of all I1’s copies,
namely, y' is S’s output for the transcript (ol ,v])icr. The parties then emulate the solution-
merging system Ilmerge on the sequence (os,yl)le([gf]) (recall that x is the input given to the

system YsvR)-

2. Reading phase: The searcher Ssmr always reads the transcript message (t~r17 . ,t~l’gg) and the
entire emulation of the solution-merging system lmege. In addition, the searcher samples a
uniformly random index i* € [2¢] and reads the message ¥;« that the guide Gsmg sent in the i*th

round. The input x is revealed to the searcher.
3. Decision phase: The searcher Ssyr performs the following checks:

(a) Transcript check: The searcher checks that the transcript message (try, ..., trog) is a sequence
of 20 messages, such that tr; contains a guide G response for each I > i. Namely, tr; = (31) 15
for some strings 3!, (where allegedly §¥ =~ for all I € ([Qf]) andi €1).

(b) Consistency check: The searcher checks that the message ¥+ he read is consistent with the

transcript round (namely, that tri = ;).

(c) Solution-merging check: The searcher computes the solution sequence (y');, according to
his random coins, his messages and the guide messages indicated by the transcript round.
Namely, §' := S((o},3])15:) for each I € ([2@6])' The searcher checks that the merging

system Imerge was indeed emulated on the sequence (x, ﬂI)I,

The searcher Ssmr rejects if either of the above checks fails. Otherwise, the searcher computes
the output of the merging searcher Smerge 01 the transcript generated during the solution-merging

step, and outputs whatever Smerge does.

Proposition 3.10 (properties of Construction 3.9). Assume that IT (resp. Hmerge) is a (1 —0)-complete
(resp. (1—Omerge)-complete) and (1—¢)-sound (resp. (1—Emerge)-sound) interactive search (resp. solution-

merging) system for the D-search problem (Q, R), and let £ (resp. €merge) denote the round complexity of

22The choice of the constant 2 in the number of emulation rounds 2/ is made only for concreteness. More generally, it
may be replaced by any fixed constant ¢ > 1. The construction and its analysis remain unchanged, with all quantitative
parameters (such as the number of emulated copies, completeness and soundness guarantees, etc.) adjusted according to
the chosen value of c.
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IT (resp. Hmerge). Then Construction 8.9 is a (1— (2;) -0 —Omerge)-complete and max{1— (25) "€ —Emerge, 3 }-

sound SMR-IS system for (Q, R) with reading complexity 2 + lmerge and 20+ 1 + lrerge TOUNdS.

Proof. For completeness, fix a qualified input € Dom(Q), and let E7°™P denote the (bad) event that
there exists a solution in the sequence (y!); that is not in Q(x) (and note that in the completeness
case, the sequences (y!); and (y!); computed by the guide and searcher, respectively, are identical).
By the completeness of II and a union bound, the probability of E7°™P (over Ssmr’s coins) is at most
(2;) - 0. Furthermore, since Ilyerge guarantees completeness whenever all its given input-output pairs
are qualified (i.e., when y! € Q(x) for each I € ([Qf])) and the searcher Ssmr outputs whatever ITmerge
does, the probability that the searcher fails in this case is at most dmerge. Hence, the probability of the
searcher failing is at most (25) 0 + Omerge-

For soundness, let a robust input € Dom(R), and fix some malicious guide strategy Q~SMR. We
assume without loss of generality that §SMR always sends a transcript that passes the Transcript Check
3(a) and performs the solution-merging properly (as otherwise, the searcher immediately rejects). We
split the analysis into two cases: if the sent transcript (try,...,trs) disagrees with more than half the
messages that the guide actually sent (that is, tr; # 7; for at least ¢ of the i € [2/]), the searcher
rejects with probability at least % Otherwise, there exists a set I* € ([2;]]) such that tr; = 7; for all
i € I* (we call such sets consistent). Observe that the solution 7/~ corresponding to a consistent set I*
(and computed by the searcher according to the sent transcript) is in R(z) U {L} with probability at
least (1 —¢) (over the corresponding searcher’s coins). Indeed, the consistency of I* guarantees that
the guide messages of the corresponding copy IT? " were generated in “real-time” (namely, on rounds
i € I*, in which 1" should be advanced) and appear in the sent transcript (t~r1, e ,t~r2e). Thus,
the corresponding solution 3’ was generated by a true (real-time) emulation of II. Then, by union
bounding over all sets I € ([2;]), the probability that none of the solutions (y%); is in R(z) U {1}
(given the existence of a consistent set) is at most (2;) -e. Otherwise, the existence of a robust solution
y! € R(x) U{L} (not necessarily corresponding to a consistent set) and the soundness guarantee of
the merging system Inerge (along with the searcher’s verification that the merging system Ilnerge Was
invoked on the correct input (z,37)s), together guarantee (1 — Emerge)-soundness. The soundness bound

follows by combining the bounds of the two cases. O

3.3.4 More efficient IS+— SMR-IS transformation

While Construction 3.9 cannot be used to transform interactive search systems with w(logn) rounds
into SMR-IS, an alternative exists if the interactive search system II in question has the following prop-
erties (and an arbitrary round complexity). First, we require the system II to be pure, which, loosely
speaking, means that IT proceeds solely by solving a sequence of D-search problems (Q, R)1, ..., (Q, R),
such that the solution to the j* problem (Q, R); serves as the input to the next problem (Q, R);1,
and the system outputs the solution to the final problem (@, R),. No further actions are taken in

II (see subsequent Definition 3.11 for a formal definition).?® Second, we require each of the search

238trictly speaking, any IS can be made pure for any ¢ € N, by partitioning the protocol into £ segments, encapsulating
each part as a sub-problem, and transmitting the relevant parts of the transcript between sub-problems. The meaningful
requirement is that II be pure in such a way that each sub-problem admits a solution-merging mechanism, as required
next.
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problems (@, R)1, ..., (Q, R), (that the main system IT uses as subroutines) to have a solution-merging
mechanism. Having both the above properties, an interactive search system II can be transformed into
an SMR-IS.

Another important aspect of the efficient IS +— SMR-IS transformation (besides enabling to trans-
form certain systems with w(logn) rounds into SMR-ISs), is that the resulting SMR-IS has an arbitrary
small but noticeable soundness error (i.e., soundness error 1/poly(n)) rather than a constant soundness
error, achieved by the basic IS — SMR-IS transformation (Construction 3.9). Therefore, the efficient
transformation is also beneficial for pure systems with O(logn) rounds, when one wants to achieve a
sub-constant soundness error (as well as improving the guide’s running time). See Proposition 3.13.

For the rest of this section, we let IT be a pure oracle-aided interactive search system for (Q, R), pro-
ceeding by sequentially using oracle access for the D-search problems (@, R)1, ..., (Q, R)¢, to whom we
refer as the advancing oracles/problems (for emphasizing when we use the oracles (Q, R)1,...,(Q, R)¢,
which advance the computation of II, rather than using merging oracles, which leave the computation of
IT at the same level). Specifically, note that (Q, R) is guide-oblivious. Let (Q, R)T<®%,...,(Q, R)y"®*
denote some merging mechanisms for the advancing D-search problems (@, R)1,...,(Q, R); respec-
tively. In addition, fix some integer fsmgr = poly(¢), which corresponds to the round complexity of the
resulting oracle-aided SMR-IS.

Construction overview. The efficient IS— SMR-IS transformation proceeds through ¢spmr epochs,
maintaining the following invariant: at each epoch, and each level j € [¢], the system maintains a
collection of multiple j-level subcomputations of II, which are partial executions of II that have been
advanced through the first j oracle-calling steps of II. The key step at each epoch is that the copies of the
different subcomputations are not advanced individually, which prevents the exponential blowup that
would otherwise accrue at the basic transformation (Construction 3.9). Instead, for each level j € [¢],

the parties first merge all currently available j-level subcomputations by invoking the corresponding
merge
J

oracle (@, R);j+1, producing one new (j + 1)-level subcomputation. Consequently, all different j-level

merging mechanism (Q, R) , and then submit the merged answer as the single query to the next
subcomputations are advanced at the “cost” of one, and the system gradually advances the computation
of IT while introducing only a single advancing subcomputation per level. Crucially, the different j-level
subcomputations are not discarded: each subcomputation remains in the j-level collection and will be
merged again in later epochs, alongside any new subcomputations that subsequently reach level j.
More concretely, at epoch ¢ = 1,...,¢smr and each j € [min(i — 1,¢ — 1)], the guide Gsmr collects
all answers obtained so far from the ;' oracle (@, R); (which is the current collection of j-level
subcomputation) and submit them to (Q, R)7*®°.** The answer m; returned by the merging system
(Q, R)7"® is then submitted as the query to (@, R);+1. Thus, all subcomputations at the same level
are first compressed into a single merged subcomputation, and only this merged subcomputation is
advanced. In addition, the guide instantiates a new 1-level subcomputation of II by feeding the input

of the system as a query to the first oracle (@, R);. At the start of the next epoch, the collection

24Formally, solution-merging systems receive input-output pairs rather than outputs alone (see Definition 3.6), which
in the oracle setting correspond to query-answer pairs. Recall, however, that we assume without loss of generality that
oracle answers include the corresponding query, so whenever the full pair is required, the answer should be read as the
corresponding query-answer pair.

26



at level j consists of the previous j-level subcomputations together with the one newly produced by
advancing the merge of the (j — 1)-level subcomputations. See illustration in Figure 1.

After lspmr epochs, the guide sends the searcher the full transcript accumulated throughout. The
parties then invoke the final merging mechanism (Q, R);“® on all ¢-level subcomputations (that is,
on all query-answer pairs obtained from (@, R)¢) and use the resulting merged answer as the output
of the transformed system.

The searcher then performs his reading and decision phases. In the current setting, the full tran-
script (sent in the last round) consists of the queries the guide allegedly submitted to the various
oracles, along with the alleged corresponding oracle answers. The searcher reads the transcript and
verifies that it corresponds to a valid emulation of the system (as specified in Construction 3.12). In
addition, the searcher samples a uniformly random epoch, reads the actual queries submitted by the
guide during this epoch together with the actual oracle answers received, and rejects if he detects any

inconsistency with the transmitted transcript.

epoch i
|
epoch i+l l :
31 E i
epoch i+2 l ’ '
epoch i+3 ; '

@ 9 O O

Figure 1: A snapshot of the SMR system resulting by the efficient IS+— SMR-IS transformation. Each
horizontal row represents an epoch of Ilspyr, and each vertical column represents a subcomputation of
the original system II. At each epoch, the system Ilsygr first merges all subcomputations at the same
level (the subcomputations are represented by circles, and the boxes represent the merging). Then,
the system advances only the resulting merged subcomputation to the next level (represented by the
thick arrow), while retaining the original subcomputations for future epochs (represented by the dashed
arrows). Repeating this process across epochs gradually advances the computation while maintaining

only a single advancing subcomputation per level.

27



Analysis overview. The soundness analysis proceeds similarly to the analysis of the basic IS —
SMR-IS transformation (Construction 3.9). If the transcript disagrees with more than ¢sygr — ¢ epochs,
then the searcher rejects with probability at least 1 — Zsﬁ' Otherwise, there are at least ¢ epochs for
which the reported queries and answers in the transcript were actually generated in real time. We refer

to such epochs as consistent. By an inductive argument, assume that during the j** consistent epoch,
*

VR
*

(i.e., (qj7 a]) € R;). By consistency of the epoch, this robust query-answer pair (q;, a;‘) appears in the

the j*1 advancing oracle (Q, R) j receives a robust query q; and therefore returns a robust answer a

transcript sent by the guide. Now, consider the subsequent j + 15¢ consistent epoch. Since the epoch is
consistent and the transcript passed the searcher’s verification, the searcher can verify that this robust
pair (q},a;) was indeed submitted to the 7' merging oracle (Q, R)7"®® as part of its query. Receiving

this (possibly single) robust pair guarantees that (Q, R)7"® outputs another robust query-answer pair
( merge* merge*

J ]
receives a

) € R;. Again by consistency of the epoch, the j+ 15" advancing oracle (Q, R) ;1 indeed
merge *
J

Soundness then follows by taking j = ¢ — 1 and having the searcher check that the guide called the

as its query and therefore returns a robust answer a¥; satisfying (a?erge*, af 1) € Rjt1.

final merging oracle (@, R);“"*® as required.

We now turn to formalizing the above-sketched construction and its analysis.

Definition 3.11 (pure IS). An oracle-aided interactive search system I is pure, if there exists a
sequence of D-search problems (Q, R)1,...,(Q, R), for some integer £ := £(n)*® such that computing
the system I on a given input x € {0,1}" is carried as follows. First, the parties invoke the first oracle
(Q,R)1 on the input x. Then, for j =1,...,£ — 1, the parties submit the answer a; received from the
j™ oracle (Q, R); as a query for the j + 1t oracle (Q, R);j41. Finally, computing I1(z) ends with the

searcher outputting the answer received by the last oracle (Q, R).

Construction 3.12 (more efficient IS — SMR-IS transformation). Let II be a pure oracle-aided
interactive search system for a D-search problem (Q,R), carried by sequentially using oracle access
to the D-search problems (Q,R)1,...,(Q,R)¢. In addition, for each j € [{], let (Q,R)}*® be a
merging system for (Q,R); and define the “zero'™” D-search problems (Q,R)o = (Q,R)g"®® := Id
to be the identity function (both in the qualified and robust cases). On an input x € {0,1}", letting
lsmr € [¢,poly(9)], the SMR-IS system Ysmr := (Gsmr, Ssmr) for (@, R) proceed as follows.

1. Communication phase:

(a) Emulating II: The guide initiates { empty answer sets A1, ..., Ay, and an additional “zero™”
set Ag :={(x,z)}. For epochi=1,... lsmRr:
i. Answer merging: The parties invoke the merging oracles (Q, R)g <%, ..., (Q, R);:;gé—l,f—l)

in parallel: the guide submits all answers in A; as the query to the j™* merging ora-
cle (Q, R)7*®, and the searcher submits the expected query length. Let m% denote the

answer received from (Q, R)7"®* at epoch i.

25 Although the sequence length ¢ may depend on n (i.e., the input length), note that the number of different D-search
problems in the sequence (Q, R)1,...,(Q, R); must be constant. This is since there must be a uniform description (i.e.,
a Turing machine) that describes the operation of the pure system II.

26Note that Aj # 0 at the beginning of epoch i if and only if j < 4, hence (Q, R);-nerge is invoked only when j < i.
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it. Advancing the computation: The parties invoke the advancing oracles (Q, R)1, ..., (Q, R)min(i,g)27
in parallel: for each j the guide submits the merged answer mé-_l as a query for the j™
advancing oracle (Q, R);, and the searcher submits the expected query length. The guide
adds the answer a% received from (Q, R); to the set Aj (where the answer a% includes
the corresponding query mj_;). Namely, the guide updates A; = A; U {a}}.
Let tr' denote the transcript obtained during the i™ epoch. Namely, tr' contains all the
queries the guide actually submitted to the oracles during the i*" epoch, along with the

recetved oracle answers. Hence, allegedly,

tr' = ((AO, mé)) LR (Af—lﬁ mz—l)) H ((m67 ai)v R ((mz—lv a%)) .

(b) Transcript round: The guide sends a sequence of all the transcripts obtained during the

foregoing lsmr emulation epochs (namely, the guide sends all the queries and contexts he
) denote
the transcript message the guide actually sent (where allegedly, ' = trt, for eachi € [lsur]).

submitted during the {smr epochs, along with the received answer). Let (t~r1, e ,tNrZSMR

(¢) Solution-merging round: The guide submits the answers in the set Ay as a query to the
merging oracle (Q,R); < and the searcher submits the expected query length. Let m?”

denote the oracle’s answer.

2. Reading phase: The searcher reads the transcript message (t~r1,...7€'£SMR) and the (final)
solution-merging round (namely, the searcher reads the query and context the guide actually
submitted to the oracle (Q, R);"®*® and the received answer). In addition, the searcher samples a

uniformly random i* € [lsmr] and reads the transcript tr'" actually obtained during epoch i*.
3. Decision phase: The searcher performs the following checks:

(a) Transcript check: The searcher verifies that the transcript message (t~r1, o ,'ET'KSMR) corre-
sponds to a valid emulation of Step 1(a) of the system. To this end, the searcher initializes
new sets AY™ 1= {(x,x)} and AS™ := () for every j € [(], where AS™ serves to simulate A;.
The searcher then simulates each epoch i =1,... lsmr of Step 1(a) as follows.

In the answer-merging step, for every j =0,...,min(i — 1,£ — 1), the searcher compares the
query to (Q, R)}"®¢, as reported in the transcript message, with the correct query according
to the simulation, in which he submits all the query-answer pairs in AS™. The searcher

rejects if he sees any discrepancy. Otherwise, the searcher takes the corresponding answer
) merge
J

In the advancing step, for every j = 1,...,min(i,£), the searcher checks that the reported

reported in tr' as the answer of (Q,R) . Let r71§ denote this answer.
query to (Q, R); is exactly rﬁ?_l, rejecting if he sees any discrepancy, and takes the corre-
sponding answer reported in tr' as the answer to (Q,R);. Let '5; denote this answer. The
searcher then updates Aj—im = Aj-im U {5;-}, mirroring the guide’s update of A;.

(b) Consistency check: The searcher checks that the transcript tr' he read from (the actual

emulation of) epoch i* is consistent with the sent transcript message (namely, that & =
tr").

27In similar to Footnote 26, (Q, R); can only be invoked when j < 1.
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(¢) Solution-merging check: The searcher checks that the solution-merging round (i.e., Step 1(c))
was carried correctly by verifying that the guide indeed submitted the answers in A;"“ (as

resulting at the end of the searcher’s emulation) as a query to the merging oracle (Q, R)y <.

The searcher rejects if either of the above checks fails. Otherwise, the searcher outputs the answer
mfi" received from the merging oracle (Q, R)}"®¢ in the solution-merging round.
Proposition 3.13 (properties of Construction 3.12). Let II be a pure oracle-aided interactive search
system for a D-search problem (Q,R), as in Construction 3.12, and fsmr = poly(¢). Then, Con-
struction 3.9 is a perfectly complete and (1 — 2=)-sound oracle-aided SMR-IS system for (Q, R), with

£smr

reading complexity O(1) and O(lspr) rounds.

Proof. The complexity of Construction 3.12 is easily derived from the construction, and perfect com-
pleteness follows trivially from the ideality of the oracles.

For soundness, let € Dom(R) be a robust input, and fix an arbitrary malicious guide strategy
JSMR. As in the proof of Proposition 3.10, we assume without loss of generality that QNSMR always
passes both the Transcript Check 3(a) and Solution-Merging Check 3(c). Now, if at least lsmr — ¢

epochs disagree with the sent transcript (i.e., |{i : &' # tr'}| > lsmr — £, ), then the searcher detects

4

T Otherwise, there exists a sequence of

an inconsistency (and rejects) with probability at least 1 —
indices iy < --- < ig € [(smr] such that tr? = tr’s for each j € [¢]. We refer to these epochs as consistent.
For the remainder of the proof, let iy denote the “0*"” epoch corresponding to the system initialization

th»

(before the first epoch begins), and recall that the “zero*™” robust relation Ry was defined to be the

identity relation.

Claim 3.14. For every j € {0,...,(}, the searcher’s emulation of epoch i; ends with the answer set
AS™ containing a robust element of (Q, R);, namely, AS™ N (R; U{L}) # 0.

Note that Claim 3.14 implies perfect soundness in this case (i.e., when a sequence i; < --- < iy of
consistent indices exists). This follows by using Claim 3.14 for j = ¢, the searcher’s Solution-Merging
Check 3(c) and the functionality of the merging oracle (Q, R); ="

Proof of Claim 3.14. The proof is by induction on j € {0,...,¢}. The base case j = 0 trivially holds
by (z,z) € Ai™ N Ry. For the induction step, fix some j € [¢ — 1], and assume that the searcher’s
simulation of epoch i; ends with AS™ containing a robust answer a5 € R; U{L} (where formally, 3%
is the corresponding query—answer pair). Consider the subsequent consistent epoch ¢;11. Since the
searcher never removes elements from answer sets, the simulation of epoch i,,1 begins with A;im still
containing the robust answer Sj. By consistency of epoch 7;4; and assuming the Transcript Check
3(a) passed, during the actual execution of epoch i1 the guide indeed submitted the contents of Ajim
(and in particular, a¥) as a query to the merging oracle (Q, R)}*"*. By the functionality of (Q, R)
the returned answer rTw;”l is also robust, namely, m ;”1 € R;j U{Ll}. Again, using consistency of
~ i1

epoch ;41 together with the transcript check, the guide must have submitted the answer m; as

merge
7 9

the query to the advancing oracle (Q, R);+1, as otherwise, the inconsistency would have appeared in
the transmitted transcript, leading the searcher to reject. Therefore, by the functionality of (@, R);+1,
i1

the returned answer a %" is robust. Finally, the consistency of epoch i;11 guarantees that this actual
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Ui+l sim

answer a4 is indeed recorded in the sent transcript and is therefore inserted into ATy at the end of
emulating epoch 7,11, completing the induction. O
This completes the proof of Proposition 3.13. O

4 An interactive proof system for bounded-depth circuits

We use the tools and terminology developed in earlier sections to construct an interactive proof system
for sets decidable by uniform circuits of bounded size and depth, thereby reestablishing the result of
[ ]. We thereby present a modular approach for constructing an interactive proof system for
bounded-circuit classes, which is then leveraged in Section 5, where we use the system’s modularity to
construct an SMR-IS for the same classes.

The construction is based on the interactive proof system of Goldwasser, Kalai, and Rothblum
[ |, which originally proved their result for sets decidable by log-space uniform circuits of bounded
depth. To simplify the presentation, we use the interactive proof systems of | ] for bounded
computations, which also extends [ | to broader classes. For a presentation of the | ]
protocol and its prerequisites, we refer the readers to | ] or to Goldreich’s alternative exposition
[ , Chapter 3].

For integer functions s,d, T,S : N — N, let UCirc(s,d, T,S) denote the class of all sets decided by
T(n)-time and S(n)-space uniform Boolean circuit family {C,, },,?® where C,, receives inputs of length
n, has size s(n), and depth d(n). We reestablish the following.

Theorem 4.1 ([ , Theorem 1.1)). Let T := T(n), S :=S(n), s := s(n) and d := d(n) integer
functions such that n < T < exp(n) and log T < S < poly(n), and let a constant p € (0,1). Any set
in UCirc(s,d, T,S) has a perfectly complete and %—sound29 interactive proof system with the following
properties. The prescribed (honest) prover runs in time T'TOW) . poly(s,S). The verifier runs in time

n - poly(d,log T) + (T + poly(s))°® - poly(S). The protocol is public coin and has O(dlogs) rounds.

Corollary 4.2. Any set L in UCirc(s,d,T,S) with s, T = poly(n) and d,S = polylog(n) has a doubly-
efficient’’ interactive proof system which is perfectly complete and %—sound. The prescribed (honest)
prover runs in time poly(n). The verifier runs in time 5(n) The protocol is public coin and has

polylog(n) rounds.

We present a modular approach for constructing the interactive proof system for any set L in
UCire(s,d, T,S). The method we use leverages the modularity of interactive search systems and their
composition by identifying subtasks that need to be fulfilled to decide any set L and formulating
them as independent D-search problems. We then formalize the main module for deciding L as an
oracle-aided system that uses oracle access to these identified D-search problems, and relies on future

protocols to solve them. Next, we independently consider each of these well-defined D-search problems

28Recall that a circuit family {Cy, }», is T(n)-time and S(n)-space uniform if there exists a deterministic Turing machine
that on input 1™, outputs a description of C), in time T(n) and space S(n).

29We took % as an arbitrary constant larger than % The soundness can be improved using parallel repetition.

30Recall that an interactive search (proof) system is doubly-efficient if the guide (prover) runs in time poly(n) and the

searcher (verifier) runs in time O(n) = n - polylog(n) (see Definition 2.2).
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and present interactive search systems that solve them. Lastly, we use the composition theorem for
interactive search systems Theorem 2.8 to compose the main module with the protocols that solve its
subtask D-search problems, and derive a (plain) interactive proof system for UCirc(s,d, T,S).

This modular approach enables one to consider each subtask (D-search problem) independently
and focus on constructing a protocol that solves it and has the best properties one can provide. Apart
from viewing each D-search problem as an independent challenge to be solved (regardless of the main
module that inspired it), using this modular approach enables any interactive search system that needs
to solve this D-search problem as a subtask to use any protocol that solves it. The benefits of using
this approach are demonstrated in the following section and are further illustrated in Section 5, where

we leverage this modularity to construct an SMR-IS system for UCirc(s,d, T,S).

4.1 Preliminaries for this section

4.1.1 Low-degree extensions

For a finite field F, a subset H C [F and integers £ and s, consider a function v : [s] = Fasv: |H|* = F
where |H|* > s. A low-degree extension of v is a polynomial ¥ : F¢ — F of individual degree |H| — 1
that agrees with v on its entire domain (i.e., 9(3) = v() for each 8 € H*). Any function v as above

has a unique low-degree extension v : F¢ — F, given by

5i(X) = > EQ(X,B) - vi(B), (2)

peH?*

where EQ : F* x F¥ — F is a polynomial of individual-degree |H| — 1 that checks equality over H*.3!
We refer to the above extension as the low-degree extension of v with respect to F, H and /.

We note that there exists a Turing machine that evaluates the low-degree extension of v with respect
to F, H and ¢ in time |H|**'polylog |F| and space O(¢log |H| + log|F]).

4.1.2 Circuits

Let C), be a layered Boolean circuit of size s and depth d, and assume for simplicity that each of the
layers has exactly s gates and that all C,’s internal gates are NAND.?? For an input z € {0,1}", we
represent the layers of the computation C,,(x), top to bottom, by functions v§,...,v3 : [s] = {0, 1},
where vg represents the output layer and v} the input layer. Hence, v§ = Cpn(2)0°~! and vy = x0°7".
In addition, for a field F, a subset H C F and an integer ¢ such that s < |H|*, let o, ... U5 F¢ > F
be the low-degree extensions of vfj, ..., v], respectively, with respect to IF, H and .

The interactive search system we are about to present in this section (specifically, the system for
the next-layer problem (Q, R)". Construction 4.9) uses the following observation, dated back to

next-layer

[ ) |, which relates adjacent layers vf, v¥, ; of the circuit.

. X;—
31For example, EQ can be written as EQ(X1, ..., X¢, 81,...,080) = e HﬂeH\{Bj} [3%5, where 1, ..., B¢ are some
J
elements in H.
32Throughout this work, we assume that all circuits we consider are layered and use only NAND gates. For any circuit
of depth d, these assumptions incur a multiplicative overhead of at most O(d) in the circuit size and at most a constant
multiplicative factor in the circuit depth.
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Observation 4.3 ([ , ). For an index i € {0,...,d — 1}, let v{ and vi _; be functions
that correspond to adjacent layers of Cy(x), and view them as functions from H® to {0,1}. Let
o7 HY x H* x H* — {0,1} be a function that describes the relation between these two layers by
evaluating to 1 if and only if the gate indexed by its first input at layer i is fed by the two (i+1)t-layer
gates indezed by its second and third inputs. Then,

X)) = Y MX, LB (1= vf (B) vEa (7). (3)

[3',[3”61‘]2

By combining (3) with (2) and letting (;5? :F! xF! x FY — F denote the low-degree extension of ¢ with
respect to F, H and £, one gets

WX)= Y EQUX.8)-41(8.8,8") - (1= 0F(8) - B (8"). (4)

ﬁ,ﬁ’,ﬁ”GHf
Claim 4.4 (] , Claim 4.6]). Let {Cp}n be a T := T(n)-time and S := S(n)-space uniform
circuit family of size s :== s(n). Then, any polynomial in ® := ®({C,},) can be evaluated by an

O(T + poly(s,log|F|))-time and O(S + log [F|)-space Turing machine, that given an input oy, € (F°)3

and a description (1,4, F, H,{) of a polynomial af in @, outputs the evaluation q@?(ain).
We include the proof of Claim 4.4 for completeness.

Proof. Let an integer n € N, index ¢ € [d], and consider the polynomial (Z? € ®. Since the circuit C,, is
construable in time T, space S and has size s, the adjacency function ¢?" can be constructed in time O(T)
and space O(S), and be evaluated in time O(s) and space O(log s) < O(S). Together with the evaluating
algorithm from Section 4.1.1, we conclude that quﬁf can be evaluated in time O(T) 4 poly(s, log [F|) and
space O(S + log |F|). O

4.2 Oracle-aided IP for bounded-depth circuit classes

In this section, we present an oracle-aided interactive search system for UCirc(s,d, T,S), which serves
as the main module of the construction. Although the system is, in fact, a proof system, we adhere
to search-system terminology throughout to avoid confusion later, recalling that any proof system is a
special case of a search system.

For the rest of this section, fix a set L € UCirc(s,d, T,S), and let {Cy,},, be a family of Boolean
circuits of size s := s(n), depth d := (n) that decides L. In addition, let V' := {97}, denote
the polynomial family that represents the layers of the computation Cj,(z) for any x € {0,1}" (see
Section 4.1.2).

4.2.1 The main search problem that the protocol uses

The heart of the main system for deciding L is captured by a D-search problem named the next-layer
problem (@, R)next-layer, defined as follows. The next-layer problem (Q7R)nvext—layer receives an element
in € F* and a value ¢, € F, along with (z,i) which specifies a pair of encodings (07, 07,) in V x V.

The goal is to find an element oy € FX and a value Coue € F such that V¥, 1 (Qout) = Cout if and only if
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0% (tin) = Gin- In other words, the next-layer problem (Q, R)Y. reduces a true (resp. false) claim

next-layer

about a value of ¥7 to a true (resp. false) claim about a value of the polynomial v7, ;. We define

the qualified (resp. robust) relation QY. jaer (T€SD. RYoii o) to consist of all pairs of correct (resp.
incorrect) equations. Thus
next layer — {((< ’ > Qin, Cln)7 (aout, COUt)) : 6;0 (ain) = Cin A 6?+1(O‘0Ut) = Cout}a (5)

Rnext layer = = {(({z,4), @in, Gin), (Qout; Cout)) U} (tin) # Gin A Vi'y1(out) 7 Cout }-

Remark 4.5. The pair (z,i), provided as part of the input to the next-layer problem (Q,R)Y.... Jayers
serves as a succinct representation of the encoding pair (v7,v7, ). We distinguish this succinct repre-
sentation (x,i) from the actual input (ain, Gin), since it captures the setting of the problem (Q, R)} tayer
(i.e., the polynomials that the problem refers to) rather than its actual input, similar to specifying the
polynomial family V' as a superscript in (Q, R)kveqs»—>leq'
the neat-layer problem (Q, R)Y.

the next-layer problem (Q,R)Y.

We therefore refer to (x,i) as the context for
next-layer 33 This succinct representation is useful for protocols that invoke

next-layer 0 an oracle, where the explicit polynomials vy, ..., vy are too
costly for the searcher to compute or even read (as in the protocol for L we present below). The concept

of contexts is widely used across the following sections.

4.2.2 The protocol

Given a string z € {0,1}", the searcher wants to verify that x € L, which is equivalent to prov-
ing ¥3(1) = 1. The verification process is carried out by iteratively solving the next-layer problem
(@, R)nvext_hyer via oracle access.

In the first iteration, the parties solve the next-layer problem (Q, R)". for the element 1 € F*,

next-layer
the value 1 € F, and the context (z,0), which correspond to the assertlonyvo(l) = 1. Then, given
a solution (a1,(1) € F* x F as an answer, the parties again use their oracle access to (Q, R)Y. .. layer
to solve the next-layer problem for the element «aq, the value (7, and the context {x,1). Thus, by
repeating this process for d times, each time using the solution attained in the previous iteration as
an input for (Q, R)",

claim 9§ (1) = 1 is reduced to an assertion regarding the input layer of the computation, v5. We stress

nextlayer (fOgether with the context of x and the corresponding index), the initiating
that in each oracle-calling step, the guide is the one submitting the queries (as in any oracle-aided
system),?* and the searcher submits the expected query length.

Finally, given an element ag € F’ and value (; € F, obtained as an answer from the last oracle

call to the next-layer problem (Q, R)". the searcher’s last task is to verify that indeed 0% (ay) =

next-layer?
C4. This is done by using an oracle access to the check-eval problem (which is actually a function)
(Q, R) Y ckoval = {((x), (2, €),b) : b =1 <= 0%(a) = (} in the natural way. Before deciding on his
output, the searcher makes a query-check, in which he verifies that the guide submitted the correct
query at each oracle-calling step (by looking at the received answers, which include the corresponding

query) and otherwise rejects (by outputting L). The protocol ends with the searcher outputting the

33The notion of contexts is implicitly used in the proof systems literature - e.g., the set or circuit a proof system is
instantiated for (e.g., the set L or its corresponding circuit family {Cy }» in the case of | 1), and the polynomials
over which the sum-check protocol is executed.

34See Remark 4.5.
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answer received from the check-eval problem (Q, R)Y ... cval-

The protocol is summarized in the following construction.

Construction 4.6 (OAIP for L). Given an input xz, the parties set ag := 1, (o := 1 and proceed as

follows.
14
next-layer

(and the searcher submits the query’s expected length). Set (aii1,Civ1) € F* X F to be the answer
attained from (Q, R)V.

next-layer*

o Fori=0,...,d—1, the guide submits the query ((z,1), a;, (;) to the next-layer problem (Q, R)

o The guide submits (ag,(q) and the context (x) to the check-eval problem (Q, R)Y (and the

check-eval

searcher submits the query’s expected length). Set b € {0,1} to be the answer attained from
(Q’ R)Xheck—eval .

e Query-check: The searcher verifies that the guide submitted the correct query at each oracle-calling

step, and otherwise rejects.
o The searcher outputs the value b (attained from the check-eval problem (Q, R)Y .k cval)-

Proposition 4.7 (oracle-aided IP for UCirc(s,d, T,S)). Let L € UCirc(s,d, T,S) for some s,d, T and

l35

S. The protocol in Construction 4.6 is an ideal>® oracle-aided interactive proof system for L.

Proof. For completeness, let z € L. Since v% (1) = 1, the first query ({z,0),1, 1) submitted to the next-
layer oracle (Q, R)Y. by the prescribed guide is qualified ( i.e., ({(x,0),1,1) € Dom(Q",

next-layer next—layer))'

By the functionality of the next-layer problem (Q,R)Xext_byer, all subsequent queries submitted to
(Q’R)nvext—layer during the protocol are qualified as well. Therefore, the element ay € F and value
Cq € T attained by the final oracle call to (Q, R)Y. satisfy 05 (aq) = (g, so the check-eval oracle

next-layer
v
(Q, R) heck.eval TetUIDS 1.

For soundness, let © ¢ L and fix some malicious guide strategy. Since xz ¢ L, we have (1) #
1, hence the first correct query ((z,0),1,1) to the next-layer oracle (Q7R)nvext—layer is robust (i.e.,
((z,0),1,1) lies in Dom(RY.

next_layer))-  Note that submitting any other query will cause the searcher

v

next-layer?

are robust as well. Hence, if the guide submitted the correct

to reject at the query-check. By the functionality of the next-layer problem (Q, R) all subse-

v

next-layer

query at each iteration, then 9% () # (4. Submitting any query to the check-eval oracle (Q, R)¥ .k eval

quent correct queries to (@, R)

other than the correct one ({x), aq,(4) will cause the searcher to reject at the query-check. If instead
v

check-

the guide submits the correct query ({x), ag, (q), then (Q, R) oal OUtputs 0, leading the searcher to

output 0, which is a robust output for x. O
We provide the complexity properties of the main system (Construction 4.6) for future reference.

Proposition 4.8 (complexity of Construction 4.6). The main system I1L. _ of Construction 4.6 has the
v

following properties: the system uses d sequential oracle calls to the next-layer problem (Q, R)yex 1ayer

followed by a single oracle call to the check-eval problem (Q, R)Y .x.eval- The prescribed (honest) guide
runs in time O(dlog|F|). The searcher runs in time O(dlog|F|). The system is public coin and has

no communication rounds.

35Recall that an interactive search system is ideal if it has perfect completeness and perfect soundness.
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4.3 Oracle-aided IS for next-layer (Q, R)}.

next-layer

In this section, we present an oracle-aided interactive search system for the next-layer problem (Q, R)".
defined in (5).

next-layer

4.3.1 The search problems that the protocol uses

The oracle-aided interactive search system IV, we are about to present uses oracle access to three

next-layer

D-search problems, all referring to a field F, a subset H C F, and an integer £ = [log, g s].

The sum-check problem (Q, R)7

sum-check *

For a family of polynomials F C {f : F* — F}, the

(D-search version of the) sum-check problem (Q, R)Z, « is defined as follows. Given a context (f)

sum-chec

specifying a polynomial f in F and a value (i, € F (which allegedly equals 355 f(3)), the goal is to
find an element aey € F* and value (oue € F such that f(aout) = Cout if and only if Zﬁem f(B) = G-

We define the qualified (resp. robust) relation Q7 . (resp. R .u) to consist of all pairs of
correct (resp. incorrect) equations.
Qs];m_check = ((<f>a Cin) Qout, Cout Z f =Gin A f(aout) = Cout > (6)

BeH®

Rs]:m—check = ((<f>a Cin) Qout, Cout Z f 7& Cln A f(aout) 7é Cout

BeH®

Clearly, (Q, R)Z,

problem. Indeed, we later use a variant of the sum-check protocol to solve (Q, R)Z,

Zum-check formalizes the functionality of the sum-check protocol of | ] as a D-search

sum-check*

Fix a family of polynomials F C {f : F* — F}.
The second search problem is the equation-merging problem (Q, R)7.

The equation-merging problem (Q, R),

keqs—1leq*

Jeqs—1eq 11 Which given £ input-value
pairs (a1,¢1),-- -, (ar, (k) € FY x F for some k € N and a context (f), specifying a polynomial in F,
the goal is to find a single element aoy; € FY and value (o € F such that f(aeut) = Cout if and only if

f(a;) = ¢ for every i € [k]. In similar to before, we define

Qkfeqs»—)leq = {(<f>’ (041, <1)7 ceey (O‘IWC’C)) ) (aOU’ﬁCOut) : f(aout) = gout A Vi€ [k]v f(ai) = Cl}v (7)
Rﬁeqs»—)leq = {(<f>7 (alv Cl)v cet (akvgk)) ’ (aoutvgout) EIZ € [ ] f(al) 7& Cl A f(aOUt) 7& Cout}

Note that the equation-merging problem is a solution-merging problem, as defined in Definition 3.8.

The ®-evaluation problem (Q,R)

oal-  The last search problem refers to the polynomial family

D= {q??}neN,ie[d] defined in Observation 4.3. Letting v, 07, ; : F¢ — T be polynomials that correspond

to adjacent layers of C|,|, recall that @“' : (F%)3 — F formalizes the relation between the polynomials

36



vy and 7, ;, representing the ith and i + 1%¢ layers of the circuit C,,, respectively, and satisfies

WX)= Y. EQX,B) -8 8,87 (1 -2, (B) 02,1 (8")) (8)

B.B’,B" €H!

which is identical to (4). During the protocol, the parties need to evaluate (EI‘ on given elements,

which we formalize as solving the ®-evaluation problem (Q, R)® , such that

= {((ni) a.0’,0") 8 (a0, | ©)
R =0,

4.3.2 The protocol IIV

next-layer

Given an element «;, € F* and a value ¢;, € F along with a context (z,i) specifying the polynomial 7%
in V, the parties interpret the input as a claim asserting that 07 (cin) = (in and extend this equation

as in (8) to obtain the equivalent claim

Y EQain, B) - 0} (B,8,8") - (1 =51 (B) - 5741(B")) = Gin- (10)
8,8, €H"

Denote the polynomial nested in (10)’s summations by
Faa (X, X, X") = EQ(ain, X) - 67 (X, X', X") - (1= 01 (X') - 074 (X)), (11)

and note that f7, F3¢ — F is determined by z, ¢ and oj,. Set the polynomial family F := {ffa}“a,
and let (z,i,a) be the context specifying the polynomial f7, in F. The parties then solve the sum-
check problem (@, R)im_check for the polynomial f, and the value ¢, by having the guide submit the
query ((x,4, @in), Gin) t0 (Q, R)Z . check> and the searcher submitting the expected query length.

Upon receiving an answer (Qisc, (sc) € € 3! x F from the sum-check oracle (Q, R)Z, the parties

sum-check>
parse Gsc as Qg = (e, Ao, @ll) in (F%)3, and interpret the answer ((asc, o, all),(s) as the claim

asserting that f7, (Qsc, g, Qee) = (se, which by the definition of f{,, is equivalent to the claim

~

EQ(avin, arsc) - ¢?(asmascﬂa o) (1= Azw+1( : )0 'Azx+1( )) Csc- (12)

Deriving (12) is a key step towards producing an output for the next-layer protocol 11",
solution for (Q, R)Y.

(represented by v7) to an equation involving v7, ;. However, (12) contains two evaluations of v, ;

next-layer (l'e'a a

next-layer)» Sinice the parties managed to reduce an equation regarding the ith layer

instead of one, and additionally contains evaluations of EQ and $f
The latter is solved by having the searcher compute EQ(ci,, asc) by himself, and using an oracle

access to the ®-evaluation problem (@, R)®_, in the natural way (i.e., the guide submits the query

eva
((n,4), ase, ale, all) to (Q, R)2 ., and the searcher verifies the submitted query).

The guide then computes the values v7, ; (a;.) and v} (e (alf) and sends them to the searcher. Denote
the values actually received by the searcher by C’ and C” (where allegedly, C’ = 77 (al.) and C” =

¥ (all)). The searcher checks the received values ¢’ and ZZ by verifying equality in (12), and rejects
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otherwise. The parties then “merge” the two claims asserting that v7, ;(ag.) = ¢" and 77 U7 (ag) = &
into one by using an oracle access to the equation-merging problem: the guide submits the input-value
pairs (al., ') and (« SC,C”) t0 (@, R)Yeqers 1eq» along with the context (x,i+ 1) (which specifies o7, ),
and the searcher submits the expected query-length.

The protocol ends with the searcher performing a query-check (and rejecting if any of the sub-
mitted queries is incorrect) and outputting the answer obtained from the equation-merging problem

(Qv R)Xeqsaleq'
The protocol is summarized in the following construction.

Construction 4.9 (oracle-aided IS for next-layer (Q, R)Y. Given an element i, € F* and a

next- Iayer)

value ¢, € F, along with context (x,i) € {0,1}" x [d], the parties proceed as follows.

o The guide submits ((x,4,in), Cin) to the sum-check oracle (Q, R)L, and the searcher submits

the query’s expected length. Letting (@sc, (sc) € B3¢ X F be the answer received from the sum-check
oracle (Q, R)I,

sum-check’

L checks the parties parse the first entry Qisc as (asc, ale, alt) € (F9)3.

o The searcher computes EQ(ain, asc) by himself. The guide submits the query ((n, 1), asc, al., )
to the ®-evaluation oracle (Q, R)2
the oracle’s answer by Cq; eF.

and the searcher submits the query’s expected length. Denote

eval’

The guide computes the values U7, (aq.) and v} (o), and sends them to the searcher.

e Upon receiving values (' and ¢ (where allegedly, (' = vF 4 (ag.) and "= vE 4 (o

checks that

")), the searcher

EQ(aim asc) : <$ : (]— - 6’ : Eﬁ) = (sc
and otherwise rejects.
o The guide submits the query ((z,i + 1), (e, C'), (alL, C”)) to the equation-merging oracle (Q, R)Y.

2eqs— leq?

and the searcher submits the query’s expected length. Let (cout, Cout) € F¢ x F denote the answer
attained from (Q, R)Y.

2egs— leq*

e The searcher then performs a query-check, rejects if the query-check fails, and otherwise outputs

the answer ((out, Cout) Teceived from the equation-merging oracle (Q, R)yeqe s1eq-

The properties of Construction 4.9 are given in the following propositions.

Proposition 4.10. The protocol 11V, of Construction 4.9 is an ideal oracle-aided interactive

next-layer

search system for the next-layer problem (Q, R)V,

next-layer*

Proof. Perfect completeness easily follows from the definition of (Q, R)". and the construction’s

next-layer

overview (see (5) and Section 4.3.2).

For soundness, let ({z, 1), tn, (in) € Dom(RY.

next-layer) D€ @ Tobust input and fix an arbitrary malicious

guide strategy. By definition of the robust next-layer relation RY. we have 07 (in) # (in, which

next-layer?
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(by (10) and the definition of ff, in (11)) is equivalent to

> (B8 B") # G

B.B",B"€H"

Thus, the correct query ((z,i, cin), Gin) for submitting to the sum-check oracle (Q, R)Z, . ek iS Tobust.

Together with the searcher’s query-check, this implies that either the guide submits the sum-check

oracle (Q, R)L, . e With a robust query (in Dom(RZ . ..)), or the searcher will later reject. If the

guide indeed submitted the correct (robust) query, then, by the guarantee of the sum-check oracle
/

(@, R) L m-check> the received answer ((asc, o, olr), Gse) satisfies 7, (vse, ale, all) # (o which, by the

definition of ff, , is equivalent to

~

EQ(atin; ase) - &7 (atsc; e, ale) - (1 = 07y (o) - 041 (050)) # e (13)

Now, recall that the searcher computes EQ(ci,, asc) by himself and is therefore certain of its value.

/
sc?

oracle (Q, R)® | the searcher will catch that in the query-check and reject. On the other hand, if the

eval’
(3]

eval?

In addition, if the guide does not submit the correct query ({n,i), asc, al., al.) to the ®-evaluation

guide does submit the correct query to (Q, R) then providing the searcher with the correct values
¢ = v¥ 1 (ag.) and ¢ = v¥, 1 (ae.) would result with the searcher noticing the inequality in (13), and
will therefore reject.

Otherwise, either ¢/ # U7 (o) or £ U7, 1 (o), hence the correct query ((x,i + 1), (o, ¢, (al, ¢M)

sc sc)
|4

keqs—1eq 1S TObust (and submitting any other query

for submitting to the equation-merging oracle (@, R)
leads the searcher to reject at the query-check). Soundness then followed by the functionality of the

robust equation-merging relation Ry . ,1eq- O

The complexity features of Construction 4.9 are summarized below.

\%
next-layer

Proposition 4.11 (complexity of Construction 4.9). The next-layer system II of Construc-
tion 4.6 has the following properties: the system makes a single oracle call to the sum-check problem

(Q,R)Z . check for the polynomial family F = {ffa} defined in (11), a single oracle call to the ®-

evaluation problem (Q, R)2,, and a single oracle call to the equation-merging problem (Q,R)Xeqs,_,leq
for V.= {07} and two submitted equations. The prescribed (honest) guide strategy runs in time

O(T + poly(s) + Llog |F|)), and the searcher runs in time O(¢|H|polylog |F|). The protocol is public

coin, has a single communication round, and has communication complezity O(log |F|).

4.4 Oracle-aided IS for sum-check (@, R)sum-check

We present an oracle-aided interactive search system Ilg,m_check for the sum-check problem (@, R)sum-check
(defined in (6)), which is based on the sum-check protocol of | ]. For simplicity, we assume
that the sum-check problem (Q, R)sum-check refers to a single fixed multivariate polynomial f : F¢ — F
rather than a polynomial family (the protocol can be trivially generalized for a set of polynomials by
providing a context specifying a polynomial within the set).

The system Ilgym-check for sum-check uses oracle access to the following D-search problem.
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The H-sum— eval problem (Q, R) Hsum—eval- For a family of univariate polynomials G = {g: F —
F} and a subset H C F, the H-sum+ eval problem (@, R)gHsum,_wvaI receives a value ¢, € I, along with
a context (g) (specifying a polynomial g € G), and returns an input-value pair (cout, Cout) such that
g(aout) = Cout if and only if > SeH 9(B) = Gin. As before, we define the qualified and robust relations

as follows.

Q%sum»—mval = ((<g>v <in)7 (aoutv Cout)) : Z g(ﬂ) = Cin A g(aout) = Cout ) (14)

BEH

R%sum»—wval =4 (({9), Gin), (out; Cout)) : Z 9(B) # Gn N g(out) # Cout

BEH

In the context of the sum-check protocol, we use the H-sum — eval problem (Q, R)gsum—seval for
the polynomial family G = {ga,,....a; : F = Flicqo,....t=1},a1,...,a,eF, Where for some fixed index i €
{0,...,£ — 1}, elements ay,...,a; € F, and f : F* — F being the polynomial considered by the

sum-check system (i.e., its context), we define

gah...,ai(X) = Z f(ala"'7ai7XaBi+2a"'7ﬁf)- (15)
Bi+t2,..,Be€H
Thus, in the context of the sum-check system for (Q, R)fum_check, the H-sum+— eval problem (@, R)g[sum»—mval

is defined by

Q%sum»—mval = ((<041, R ai>7 Cin)v (aoutv Cout)) : Z Jay,..., a; (6) = Cin A 9a,..., a; (aout) = Cout 5

BeH
R%sum»—mval = ((<0417 ey ai>7 Cin)a (aouta Cout)) : Z Ga,..., @, (6) ?A Cin A 9a,..., g (aout) # Cout 3
BeEH
where we use (a1, ...,q;) as a succinct representation of the polynomial go,.... o, € G.
4.4.1 The protocol
Given a value (i, € F, the sum-check system qum_check for (Q,R)fum_check is carried by gradually

stripping summations out of the equation

S FBr B Z Gn,

B1,....Be€H

while maintaining its correctness. This gradual stripping is done in ¢ iterations, where in each iteration
a single summation is being removed by using the H-sum s eval problem (@, R)%sumHeval. The protocol

is formalized in the following construction.

Construction 4.12 (oracle-aided IS for (Q, R)f ). Given a value G, € F, the parties set (o := (in

sum-check

and proceed as follows.
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e Fori=0,...,0—1,

— The guide submits the value (; and the context (v, ..., ;) (which specifies ga,....a; € G)
to the H-sum — eval oracle (Q, R)
pected length). Let (a;11,(i+1) € F X F denote the oracle’s answer (where allegedly,

Gonr,..oo; (Qig1) = Cig1)-

%sum'—wval (and the searcher submits the query’s ex-

e The searcher performs a query-check and rejects if it fails. Otherwise, the searcher outputs

(ai,...,00) € FY and the value ¢; € F.

Proposition 4.13. The protocol ngm—check of Construction 4.12 is an ideal oracle-aided interactive
f

sum-check

search system for the sum-check problem (Q, R)

Proof. Completeness follows easily for any (actually, the unique) qualified input in Dom(Qf

sum-check)
{>sere F(B)}-
For soundness, let (i, € Dom(RZum_check) be a robust input (hence > 5 pe f(8) # Gin) and fix an
arbitrary malicious guide strategy. We prove by induction on i € {0,..., ¢} that if the guide submits

the correct query in the first ¢ iterations, then

Z f(ala"'aaiaﬂi—l-la"',ﬂf) 7é <1
Biy--sBe

Soundness immediately follows by using ¢ = ¢. The base case ¢ = 0 trivially holds by (o = (n €
Dom(R!

Jum-check)- For the induction step, assume the claim holds for some i € [¢ — 1], and we prove it

also holds for 7 + 1. By the induction hypothesis, if the guide submits the correct query in each of the

first 4 iterations, then

Zgal,...,ai(ﬂ) = Z Z flar, .. 06,8, Bita, ... Be) # G- (16)

peH BEH PBita....0e€H

Therefore, the correct query ((a1,...,q;),(;) for the H-sum— eval problem (Q, R)%sumHeval is in the

domain of the robust relation RY,

Freumeseval> a0d if the guide submits any other query, the searcher will

notice that during his query-check and reject. By the functionality of the H-sum — eval problem
(Q, RS cumsevals the Teceived answer (eviy1, (1) must satisfy ga,. o, (@it1) # Ciy1, which implies

oo (i) = Y flan,. . i, Biya, ., Be) # Giras

Bi+2..,Be€H
completing the proof. O
The complexity features of Construction 4.12 are summarized below.

Proposition 4.14 (complexity of Construction 4.12). For a polynomial f of arity £, the sum-check
system Isym-check 0f Construction 4.12 has the following properties. The system uses { sequential
oracle call to the H-sum > eval problem (Q, R)Sreumsevar JOT the polynomial family G = {gay....a;
F — Flieqo,...t~1}.a1,....a.er defined in (15). The prescribed (honest) guide strategy runs in time
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O({|H|log|F|), and the searcher runs in time O(¢|H|log|F|). The protocol is public coin and has no

commumnication rounds.

4.5 Interactive search system for H-sum— eval (Q, R)gsum—seval

We present an oracle-aided interactive search system for the H-sum s eval problem (Q, R) gsumeseval, de-
fined in (14). The system uses oracle access to the equation-merging problem (Q, R)keqs—1eq, Presented
and defined in (7). As before, we present the H-sum — eval protocol for some fixed single polynomial

g : F — F, where the construction can be generalized for any family of univariate polynomials.

Construction 4.15 (IS for (Q, R)? ). Given an input G, € F, the parties proceed as follows.

Hsum—seval

e The guide evaluates the polynomial g over the entire set H, and sends the resulting input-

evaluation sequence (8,9(8))pen to the searcher.

o Upon receiving a sequence of paired values (3, Eﬁ)ﬁeH (where allegedly Zﬁ = g(pB) for each p € H),

the searcher verifies that ZﬁeH Zﬁ = (in and otherwise rejects.

g

o The guide submits the sequence (3, Eﬁ)BeH as a query to the equation-merging problem (Q, R)|H|equ1eq

(and the searcher submits the query’s expected length).

The searcher then performs a query-check, rejects if the query-check fails, and otherwise outputs

g9

the answer received from (Q, R>|H\eqs»—>1eq'

The properties of Construction 4.15 are given below.

Proposition 4.16. Construction 4.15 is an ideal oracle-aided interactive search system for the H -sum—>
eval problem (Q, R)Y o mseval- Moreover, the prescribed (honest) guide strategy runs in time deg(g) -

polylog(|F|) and the searcher runs in time O(|H|log|F|). The system is public coin and has a single

communication round.

Proof. Completeness easily follows for the unique qualified input ¢, = > seH g(B).
For soundness, let G, € Dom(RY, ...) be a robust input (hence Gin # > 55 9(B)) and fix some

malicious guide strategy. If the guide sends the searcher the correct evaluations (3, g(8))sen, then the

ST CG=> 9(8) # G

BeH BeH

searcher notices the inequality

and rejects. Otherwise, there exists some 8* € H such that g(8*) # E[g*. Thus, the correct query for
the equation-merging oracle (Q,R)‘ngequleq is robust (that is, (8,(g)gen € Dom(R‘ngequleq), and if
the guide submits any other query, the searcher will reject during the query-check. Soundness then

follows from the functionality of the equation-merging robust relation Rieqssieq- O

4.6 Interactive search system for equation-merging (Q, R)keqs—1eq

We present a plain (i.e., non-oracle-aided) interactive search system for the equation-merging problem
(@, R)keqss1eq, defined in (14). The system is based on techniques implicitly used in | | (for

univariate polynomials) and explicitly in | ] and | ] (for multivariate polynomials).
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g

keqss eq for some fixed polynomial g : F* — TF,

As before, we present the equation-merging system IT

and the construction can be easily generalized for a polynomial family.

g

keqsisleq TEQUITES the searcher to

Remark 4.17. The protocol for the equation-merging problem (Q, R)
know the individual degree of the polynomial g in question, as well as its arity, and we assume that
these parameters are known to the searcher. In addition, letting k denote the number of submitted
equations to the system, we abuse notation and treat [k] as a subset of F (where we can assume without

loss of generality that k < |F|, and therefore, there exists an embedding [k] — TF).

4.6.1 The protocol

Construction 4.18 (IS for (Q, R)iequleq). Let g : F* — F be a polynomial of individual degree A,.

Given an input ((a1,C1), ..., (ar, () € (F* x F)* for some k < |F|, the parties proceed as follows.

o The guide computes the unique polynomial mapping m : F — F* of degree at most (k — 1) that
interpolates on aq, ..., oy (that is, m(i) = oy for each i € [k]). In addition, the guide computes

the unique univariate polynomial h : F — F of degree at most Ay - - (k — 1) defined by
h(X) := g(m(X)), (17)

and sends h to the searcher.

e Upon receiving a polynomial h (where allegedly, h= h), the searcher checks that h is a univariate
polynomial of degree at most Ay - - (k—1) and that h(i) = ¢ for each i € [k] (and otherwise

rejects).

The searcher computes the polynomial mapping m : F — F¢ defined above, selects a uniformly

random element o € F, and outputs (m(c), h(a)).

The properties of Construction 4.18, followed by a proof, are given below.

g
keqs— leq

Proposition 4.19. The system 11 - w) -

of Construction 4.18 is a perfectly complete and (1 7]

sound interactive search system for the equation-merging problem (Q,R) Moreover, the

geqs»—ﬂeq'
prescribed (honest) guide runs in time poly (¢, k, Ay, log|F|) and the searcher runs in time Ay - k -

poly(¢,log |F|). The protocol is public coin and has a single communication round.

Proof. The complexity features of Construction 4.18 easily follow from the construction.

For completeness, let ((a1,¢1), .-, (g, Ck)) € Dom( be a qualified input and let h be the

Zeqs»—}leq)
polynomial sent by the guide. Then

h(i) = g(m(i)) = g(ai) = G

for each 7 € [k], implying that the searcher does not reject during his checks. Completeness then follows
by g(m(a)) = h(a).
For soundness, let ((a1,¢1),-- ., (ak, k) € Dom(R

licious guide strategy. If the sent polynomial R is not a univariate polynomial of degree at most

g .
kequleq) be a robust input , and fix some ma-
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Ag-L-(k—1), or if there exists an index ¢ € [k] such that (i) # ¢, then the searcher rejects and we
are done. Otherwise, it must be the case that h = h. This is since, by robustness, there exists some
index 7 € [k] such that g(a;) # (;, and therefore

h(7) = g(m(7)) = glas) # G = h(as).

Therefore, h may agree with the correct polynomial h on at most A, - £ - (k — 1) elements. It follows

that the probability that the searcher fails (i.e., outputs (m(c), h(a)) for which g(m(a)) = h(a)) is at

Agtl-(k=1) 0

most [F]

P

4.7 Interactive search system for ®-evaluation (Q, R).

P

oval» Where recall

This section presents an interactive search system for the ®-evaluation problem (@, R)
that & = {@‘}nl is the polynomial family describing the structure of bounded-uniform circuits (see

Section 4.1.2 and (9)).3¢ The protocol is derived from | ].

Proposition 4.20 (IS for (Q,R)2 ). Let {Cy}, be a T := T(n)-time and S := S(n)-space bounded-
uniform circuit family of size s := s(n) and depth d := d(n), where n < T < exp(n) and log(T) <S <
poly(n). Fiz p € (0, %) a small enough constant, and let ® be the polynomial family describing the
structure of {Cp},, (see Observation 4.5). Then, the ®-evaluation problem (Q,R)E ., has a perfectly
complete and (1 — 4—1(1)-50und37 interactive search system with the following properties. The prescribed
(honest) guide strategy runs in time (T + poly(s,log [F|))*+ ) . poly (S, log [F|). The searcher runs in
time O(n + |H|) - polylog(T +log [F|) 4 (T + poly (s, log |F|))?*) - poly (S, log [F|). Moreover, the protocol

s public coin and has a constant number of rounds.

Proposition 4.20 is derived from | |’s interactive proof system for space- and time-bounded

computations (given in Theorem 4.21), when reducing its soundness error from % to ﬁ by parallel

repetitions.
Theorem 4.21 (] , Corollary 8]). Let p € (0,3) and let T := T(n), S := S(n) be integer
functions such that n < T < exp(n) and poly(%) < log(T) <S < poly(n). Let L be a set decidable

by a T-time and S-space Turing machine. Then L has a perfectly complete and %-sound interactive
proof system. The prescribed (honest) guide runs in time T'HH . poly(S) and the searcher runs in

time n - polylog(T) 4+ T . poly(S). Moreover, the protocol is public coin and has round complexity of

1

pooNE
4.8 Interactive search system for check-eval (Q, R)Y .c.cval
Recall that the check-eval problem (@, R)Y e for the polynomial family V; = {0%}, (where 0%

corresponds to the lowest layer of the computation C;(x)) is defined by

(Q7R)(‘;{1eck—eval = {(<J)>, (ain,Cin);b) =1« ﬁg(ain) = Cin}a

36This is where the uniformity of the class UCirc is being used.
3TWe set a soundness error of

Tld because this is what required later on. This can be improved by parallel repetition.
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where the qualified relation ngeck_eval consists of all correct evaluations ((z), (ain,?%(n)), 1), and
RY:

e ck.eval COnsists of the incorrect evaluations in the natural way. Further recall that v7 : F¢ — F is the

low-degree extension of the function v = x0°~" with respect to a field F, subset H C F, and integer
£ = O(log| s) (see Section 4.2).

The searcher can solve the check-eval problem (Q, R)Y .. ... directly by evaluating 9% by himself,
since unlike the intermediate layers v3,...,vJ_, of the computation C,(x), the lowest layer v7 is

determined entirely by the input z. However, a direct application of the evaluation algorithm from
Section 4.1.1 would require time |H|“*! - polylog |F|, exceeding the O(s) time needed to compute C,,(z)
(hence making the entire interactive search system for UCirc(s,d, T,S) redundant (when T = O(s))).

This can be overcome in the current case as follows. Note that the string vj = 20°~" is sparse, as
only the first n entries contain actual data. Hence, letting ¢ = [log| H]| n], we view vJ as a function
from HY x {1}~ to {0,1} defined by v%(8'[|1¢*) = x4 for any B’ € H” and otherwise 0. Therefore,

for every a € F*, evaluating 0% over ov amounts to computing

Wa)= Y EQa, A1) - ug (811,

BeH?

which contains only |H| = ©(n) summands. Consequently, 73 can be evaluated in time n - £ - |H]| -
polylog |F|, which is affordable for the searcher.

We therefore obtain a (fictitious) “interactive” search system for the check-evolution problem
(Q,R)Xheck_eval by having the searcher evaluate v on the given input element o, by himself, and
accepting if and only if the given value (, matches his computation. The properties of the search

system are summarized below for future reference.

Proposition 4.22. The check-eval problem (Q, R)é/heck_evaI has an ideal interactive search system with

no interaction, where the searcher runs in time n - £ - |H| - polylog |F|.

4.9 Concluding an IP for bounded-depth circuits

Finally, we obtain a (plain) interactive proof system for the class UCirc(s,d, T,S) by composing the
protocols from the previous sections. This completes the proof of Theorem 4.1.

For convenience, Figure 2 provides a roadmap of the construction presented in this section.

Proof of Theorem 4.1. Fix a set L € UCirc(s,d, T,S) and let {C},},, be the circuit family deciding L.
In addition, fix a field IF, a subset ' C I, and integer ¢ such that [H| = O(d+log s), £ = [log y, s], and
|F| = poly(]H|) large enough. A (plain) interactive proof system for L as in Theorem 4.1 is derived by
iteratively composing (bottom-up) the constructions given above, using Theorem 2.8, while using the

fixed field F, subset H and integer ¢ as above when required by the inner problems. O

Remark 4.23. Note that the interactive proof system of Theorem 4.1 can easily be generalized to an
interactive search system for functions ¥ : {0,1}" — {0, 1}m(n), for any integer m > 1, computable by
bounded-depth circuit families as follows. Given an input x, the guide sends the searcher a candidate
solution y for x (where allegedly y = V(x)). The parties then carry the interactive proof system of
Theorem 4.1 for the set L := {(z,¥(x)) : x € {0,1}"}.
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main module

Section 4.2
Construction 4.6

Y

next-layel" (Q7 R) next-layer
Section 4.3
Construction 4.9

check-eval (Q7 R)X]eck-eval
Section 4.8

Y
P-evaluation (Q R)<I> | sum-check (Q7 R)sum-check equation'merging (Q7 R)keqs»—ﬂeq
Section 4.7 Section 4.4 Section 4.6
’ Construction 4.12 Construction 4.18
Y

H-sum—eval (Q, R) geumeseval

Section 4.5
Construction 4.15

Figure 2: The modular interactive proof construction for UCirc(s,d, T,S). Each node represents a
D-search problem that appears in the construction, labeled with the construction or section in which
its (oracle-aided) interactive search system is given, along with the properties of the constitution. A
directed edge from node A to node B indicates that the system for A uses oracle access to B. Nodes
with no outgoing edges, therefore, correspond to plain (non-oracle-aided) systems.
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5 An SMR system for bounded-depth circuit classes

In this section, we extend the construction of Section 4 into an SMR system for sets decidable by
uniform-bounded depth circuits of bounded size and depth (the class UCirc(s,d, T,S)) using the tools
developed in the previous sections. Specifically, our modular approach for constructing interactive

search systems.?® Formally, we prove the following theorem.

Theorem 5.1. Let s := s(n)
n < T < exp(n) and log(T)
UCire(s,d, T,S) has a perfectly complete and %—souno‘l?’9 SMR-IS system with the following prop-

, d:=4d(n), T :=T(n) and S := S(n) integer functions such that
< S < poly(n), and let a constant p € (0,%). Every set L €
erties. The (honest) guide runs in time O(T)TOW) . poly(s,S). The searcher runs in time n -
(poly(d, log T) + (T + poly(s))?® - poly(d, log s, S)) The system is public coin and has d - polylog(s)

rounds.

As a corollary, we obtain a doubly-efficient SMR-IS for sets decidable by poly(n)-time and polylog(n)-
space uniform circuits of size poly(n) and depth polylog(n).

Corollary 5.2. Let T = poly(n), S = polylog(n), s = poly(n) and d = polylog(n) such that log(T) <
S. Then each set L € UCirc(s,d, T,S) has a perfectly complete and %—sound doubly-efficient SMR-IS
system, in which the (honest) guide runs in time poly(n), and the searcher runs in time O(n). The

system is public coin and has polylog(n) rounds.

For the rest of this section, fix a set L € UCirc(s,d,T,S) as in Theorem 5.1 and let {Cy,},, be a
circuit family that decides L ala Theorem 5.1. For a finite field F, a subset H C F and an integer
€ = O(log|p 5), let V = {oF : F* — F},, be the polynomial family of degree at most |H| — 1 that

describes computations in {C),},, (see Section 4.1.2).

5.1 Construction overview

We construct an SMR-IS for deciding L by exploiting the modular approach developed in earlier sec-
tions: we “decompose” the problem of deciding L into simpler subtasks (as in Section 4) for which
constructing an SMR-IS is easier. We then construct an SMR-IS for each subtask and use the SMR-IS
composition theorem (Theorem 3.4) to compose the SMR-ISs (for these subtasks) together, yielding
a (plain) SMR-IS for L. The SMR-ISs for the subtasks are not constructed from scratch, but rather
obtained by transforming their IS-analogs from Section 4 into SMR-ISs via the IS+— SMR-IS transfor-
mations Constructions 3.9 and 3.12.

The construction proceeds in two main steps. The first step constructs an “outer” oracle-aided
SMR-IS for L that uses oracle access to the next-layer problem (Q,R)r‘]/ext_Iayer and the check-eval
problem (@, R)Y .k (see Figure 2 for a roadmap of the IS contraction given in Section 4.2). This
reduces the task of constructing a (plain) SMR-IS for L to constructing an SMR-IS for each of the

D-search problems that the resulting outer system uses as subroutines. Obtaining an SMR-IS for

38 A PCIS (probabilistically-checkable interactive search) systems for UCirc(s,d, T,S) can be easily derived from The-
orem 5.1 using standard methods.

39The constant 2-soundness error is arbitrary. One can achieve an arbitrarily small constant (and even poly(d,log T)~1-
soundness error) without deteriorating other parameters.
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all but one subroutine (and their nested subroutines) is straightforward, since these subroutines have
constant-round interactive search systems (already given in Section 4), which can be directly used as
SMR-ISs with O(1) reading complexity (by simply reading the entire interaction).

Specifically, a plain SMR for the check-eval problem (Q, R)Y .y oo 18 trivial (requiring no commu-
v

next-layer 1S obtained

nication), and a constant-round oracle-aided SMR for the next-layer problem (Q, R)
directly from the constant-round IS anext_|ayer of Construction 4.9. Recall that anext_byer makes a single
oracle call to each of the following D-search problems: sum-check problem (Q, R)sum-check, the equation-

]
eval*

merging problem (Q, R)keqs—1eq, and the ®-evaluation problem (Q, R) The only forgoing D-search
problem that lacks a trivial SMR-IS is the sum-check problem (Q, R)sum-check, and constructing an
SMR-IS for (Q, R)sum-check cOnstitutes the second main step of the construction.

Recall that [ ] already constructed an SMR, for sum-check; nevertheless, rather than using
their construction as a black box, we carry out this second step ourselves for two reasons. First, the
sum-check SMR of | | has constant soundness error, whereas our application requires soundness
error at most O(d)~!. Second, we carry out this explicit construction in order to demonstrate our

methodology for deriving SMR systems via composition.

On using the equation-merging problem (Q, R)keqs—1eq a8 @ merging mechanism. As men-
tioned above, constructing SMR-IS systems for the different subroutines is done via the IS+— SMR-IS
transformations Constructions 3.9 and 3.12. Recall that both transformations require certain solution-
merging mechanisms as an ingredient. Since the different subroutines extensively use polynomials and
claims about their evaluations, the equation-merging problem (Q, R)keqs—s1eq (defined in (7)) serves

as a natural merging mechanism in many of the SMR-ISs constructed in this section. We recall the

f

functionality of (Q, R)keqs—1eq: for a fixed function f, the equation-merging problem (Q, R) keqsr leq

receives multiple claims of the form f(«) z ¢, and outputs a pair (out, Cout) such that f(cout) = Cout

if and only if equality holds in each input claim.

5.2 Oracle-aided SMR-IS for L

We begin by constructing an “outer” oracle-aided SMR-IS for the set L. To this end, let IIZ. denote

ucirc

the main oracle-aided interactive proof system for L given in Construction 4.6. We use the efficient*®
IS+ SMR-IS transformation (Construction 3.12) to transform ITZ. into an SMR-IS as follows. First,

ucirc
L .
ucirc

can be easily modified to be pure ala Definition 3.11.*! Indeed, recall

L
ucir

note that the main system II

that given an input z, the main system Il . proceeds by sequentially using the next-layer problem

L

ucirc
%logn + o(logn). Note that applying the basic IS +— SMR-IS transformation for larger values of d, even d = O(logn),
which is seemingly feasible by inducing a polynomial-time searcher, renders the construction superfluous: Theorem 5.1
is only meaningful for sets decidable by poly(n)-time-bounded uniform circuits, since larger running times result in a
super-polynomial-time searcher. When d = Q(logn), however, the searcher’s work in the SMR-IS resulting from the
basic transformation already requires polynomial time, at which point the searcher could simply evaluate Cy, (z) directly
at no greater cost. (We comment that considering d = clogn for some constant ¢ > % may still be meaningful in the

40The efficient transformation is required because the main system IT has d oracle-calling steps, which may exceed

fine-grained complexity setting, if evaluating C, () requires time greater than 22¢ (but still polynomial). The basic
transformation is therefore meaningful (outside the fine-grained setting) only when d = % logn + o(logn).

41The required modification is merely technical, and amounts to adjusting the input and outputs of the different
oracles to adhere to the requirements of Definition 3.11 (for example, set the oracle answers to contain the context for
the following oracle call).
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(Q, R)ﬁ? Vi (see (5)) for i = 0,...,d — 1, followed by a single oracle call to the check-eval problem

next-layer

(Q,R)Zéeck_eval, where at each iteration it feeds the answer received from the last oracle call (along

with the corresponding context) as a query for the following oracle call. Second, using the efficient
e

IS — SMR-IS transformation requires merging mechanisms for the next-layer problem (@, R)next_layer,

and the check-eval problem (@, R)ﬁi

check-eval*
Note that for each ¢ € {0,...,d — 1}, the equation-merging problem (Q, R)Z;:;Hleq (used for the
VU
nextﬂayer'
vy
check-eval

polynomial 97, ;) serves as a natural merging mechanism for the next-layer problem (Q, R)
merging mechanism for the check-eval problem (Q, R)ggeck_eval is trivially obtained since (Q, R)

is a decision problem (hence, merging amounts to outputting 1 if and only if all the given solutions are

1).

By Proposition 3.13, applying the efficient IS~ SMR-IS transformation to the main system ITX

ucirc

(and using the above merging mechanisms) for fsmg = 3d yields:

Proposition 5.3. Any set L € UCirc(s,d,T,S) has a perfectly complete and %-sound‘12 oracle-aided
SMR-IS system with reading complezity O(1).*3> The system has O(d) oracle-calling steps dedicated

to advancing the computation, each consisting of O(d) parallel oracle calls to the next-layer problem

\4

check-eval- There are an

(Q,R)nvext_layer along with a single oracle call to the check-eval problem (Q, R)
additional O(d) oracle-calling steps dedicated to solution-merging, each consisting of O(d) parallel
oracle calls to the equation-merging problem (Q, R)keqs—1eq along with a single oracle call to the trivial
merging mechanism for (Q, R)Y eck eval -

Moreover, the guide runs in time O(T) 4 poly(d) - O(s + £log |F|) and the searcher runs in time
poly(d) - O(Llog |F|). The system is public coin and has O(d) rounds.

5.3 Oracle-aided SMR-IS for sum-check (Q, R)sum-check

We now present an oracle-aided SMR-IS for the sum-check problem (Q, R)sum-check, defined in (6). Fix
a polynomial f : F¢ — F for some finite field F, and let A ¢ denote the individual degree of f. In

addition, fix a subset H C F, and let Hicum-check denote the oracle-aided interactive search system for

the sum-check problem (@, R)f given in Construction 4.12.

sum-check”’
We again use the efficient** IS — SMR-IS transformation (Construction 3.12) to transform the
! f

sum-check system II7 .. sum-chec

« into SMR-IS. This can be done since the sum-check system 11 K 1s

pure,*> proceeding by sequentially using the H-sum s eval problem (Q, R)Y. . eva (14) for £ rounds,

referring to the polynomial family G := G(f) reminded below (18). In addition, the H-sum — eval

problem (Q,R)%sum,_)eval admits a merging mechanism, given again by the equation-merging prob-

42The constant % is chosen arbitrarily over % The soundness error can be reduced to be arbitrarily small (but
noticeable) by increasing the number of epochs in the efficient IS— SMR-IS transformation.

43Recall that the reading complexity of an oracle-aided SMR-IS is the number of oracle-calling steps and guide messages
that the searcher reads.

440n top of the reason mention in Footnote 40, the efficient transformation is required here (when considering the
sum-check system in the context of Proposition 5.3) for another reason. To conclude an SMR-IS for L, we must obtain
an (1—0(d)~1)-sound SMR-IS for the sum-check problem (Q, R)sum-check (which the basic transformation cannot achieve
for circuits of superconstant size). This is because, while realizing the main oracle-aided SMR-IS for L of Proposition 5.3
(that is, implementing all of its oracle calling steps with actual protocol), the resulting system performs d parallel oracle
calls to the sum-check problem. Hence, the sum-check SMR-IS used to implement these oracles must have soundness
error O(d)~! to “absorb” a multiplicative factor of d.

45Up to naive modifications as in Footnote 41.
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lem (@, R)keqss1eq- However, some care is required: as noted above, the equation-merging problem
(Q, R)keqsr1eq merges equations all referring to the same fized polynomial. However, in the context of
the sum-check system, the polynomial considered by (Q, R) gsumeseval depends on the partial transcript
obtained so far, hence (seemingly) forces us to merge different polynomials. Indeed, recall that the
polynomial used at iteration ¢ of the sum-check system is determined by ¢ —1 elements a;,...,a;-1 € F
obtained in the previous iterations, and that different elements induce different polynomials in G.

This can be overcome in the current case, since all polynomials that may appear at the i*? iteration
of Y

sum-chec

defined by

« are derived from a single polynomial. Specifically, recall that the polynomial family G is

g: Ga,..., ai(X) = Z f(ala~-'7ai7X,ﬁi+27"'355) . (18)

Bitz,oBe€H i€{0,....0—1}, a1,...,a; EF

Crucially, for each i € {0,...,¢— 1}, the i+ 15 iteration of Hsfum_check always invokes the H-sum— eval
oracle (@, R)%sumr—mval with a polynomial g, ,....«; € G having ezactly i fixed elements ay,...,a; € F.
Moreover, the subset of all such polynomials (that may be used at the i 4 1*" iteration of the sum-check

system) can be represented by a single (i + 1)-variate polynomial g; : F™' — F, defined by

gz*(lelevX) = Z f(Xla"'7Xi7Xvﬁi+2a"'7BZ)‘ (19)
Bit2s..,Be€H

We therefore generalize the H-sum +— eval problem to handle multivariate polynomials as follows.

97

Hsumiseval 'ECEIVES as

For a polynomial g; : Fi*! — F, the generalized H-sum — eval problem (Q, R)

input a context @, € F’ along with a value ¢, € F, and outputs (@, dout, Cout) € F* x F x F such that

g;k (aéuw O‘out) = Cout Z g? (aiinv B) = Gin-

BeH

f

sum-chec
introduces no operational change. Applying the efficient IS+ SMR-IS transformation to this modified
9;

Hsuim—)eval

provided by the equation-merging problem (@, R)igq%}leq.

We then modify the sum-check system II « to use this generalized H-sum~eval problem, which

system requires a merging mechanism for (Q, R) for each i € {0,...,£—1}, which is naturally
Following the lines described above yields an oracle-aided SMR-IS for the sum-check problem

(Q, R)Zum-check’ which by the properties of the efficient IS — SMR-IS transformation used for fsmr =
f

sum-check

poly(¢) epochs (see Proposition 3.13), and the properties of the sum-check system IT (Proposi-

tions 4.13 and 4.14), has the following properties:

Proposition 5.4. Let a polynomial f : F* — F over a finite field F. In addition, fix a subset H C T,
an integer {spmr = poly(?), and let G* := {g}'}; denote the family of polynomials defined in (19). The
sum-check problem (Q,R)zum_check has a perfectly complete and (1 — ﬁ)—sound oracle-aided SMR-IS
with reading complexity O(1).

Moreover, the system has O({smr) oracle-calling steps (dedicated to “advancing the computation”),

each consisting of O({) parallel oracle calls to the H-sum+— eval problem (Q, R) gsumeeval- There are an

o0



additional O(lsmr) oracle-calling steps (dedicated to solution-merging), each consisting of O(¢) parallel

oracle calls to the equation-merging problem (Q, R)geqsisieq-

As a corollary, we obtain a (plain) SMR-IS system (that is, with no oracle-calling steps) for the
sum-check problem (Q, R)!

sum-check”

Corollary 5.5. Let a polynomial f : F¢ — F of individual degree at most Ay, and fiz an integer {spr =
poly(¢). The sum-check problem (Q, R)f has a perfectly complete and (1 - W) -

sum-check Lsmr

sound (plain) SMR-IS system with reading complexity O(1).
Moreover, the guide runs in time |H| - poly(Ay,¢,log|F|) and the searcher runs in time Ay - |H| -
poly(¢,1og |F|). The system is public coin and has O(¢smr) Tounds.

Proof of Corollary 5.5. Let A denote the oracle-aided sum-check SMR of Proposition 5.4. The

sum-check

proof proceeds in two steps. We first obtain a plain SMR-IS for the H-sum +— eval problem: let
19,

Yreumseval denote the oracle-aided IS for the H-sum +— eval problem, given in Construction 4.15.

g

Composing the H-sum ~ eval system 11, .

| with the equation-merging (plain) system of Con-
struction 4.18, via Theorem 3.4, yields a constant-round plain SMR for H-sum — eval. Since the
H-sum~— eval system H%;umH eval Uses the equation-merging problem to merge |H| equations in a poly-

nomial from G*, the resulting H-sum — eval SMR has perfect completeness and soundness error at

deg(f)-(|1H|=1)
[F]

For the second step, we compose the sum-check SMR, Esfum_check with the H-sum~ eval SMR from

most (recalling that each polynomial in G* has the same individual degree as f).

the first step, and with the equation-merging system of Construction 4.18, again via Theorem 3.4.

The resulting plain SMR, for sum-check has constant reading complexity and perfect completeness.

Its soundness error is obtained by combining: the ﬁ soundness error of the sum-check SMR; the

deg(f)~|€I~F(|\Hl—1) )
ing of O(¢) parallel invocations of the H-sum — eval SMR; and the

(lsmr) soundness error accumulated over O(¢smr) oracle-calling steps, each consist-
2

% - O(lsmr) soundness

error accumulated over O(¢sur) oracle-calling steps, each consisting of O(¢) parallel invocations of the

equation-merging system, where each invocation merges O(¢) equations in a polynomial from G*. [

5.4 Concluding an SMR-IS for bounded-depth circuits

We are now ready to prove Theorem 5.1, thereby obtaining a (plain) SMR-IS system for the class
UCirc(s,d, T,S).

Proof of Theorem 5.1. Let a set L € UCirc(s,d, T,S) as in Theorem 5.1. Fix a field F, a subset H C F
and an integer ¢ such that |[H| = O(d+log s), |F| = poly(| H|) sufficiently large, and set £ = O(log, g 5).

The plain SMR-IS ¥, for L is obtained in two steps. We first obtain a plain SMR-IS Y,ext-layer for the
\%

next-layer?

next-layer problem (Q, R) by applying the composition theorem for SMR-ISs (Theorem 3.4) to
the (constant round) oracle-aided IS for the next-layer problem of Construction 4.9, while implementing
the oracle call for the sum-check problem (Q, R)sum-check With the sum-check SMR-IS of Corollary 5.5
using lsyr = O(dl) epochs, and implementing the oracle calling steps for the ®-evaluation problem
(Q,R)2_, and the equation-merging problem (Q, R)jeqss1eq With the corresponding (constant round)

interactive search systems from Section 4. The second step is again using Theorem 3.4 to compose the

o1



main oracle-aided SMR-IS for L from Proposition 5.3 with the resulted next-layer SMR-IS et tayer,

and the (non-interactive) system for the check-eval problem (Q, R)

from Section 4.8. O

1%
check-eval
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