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Abstract

We introduce a new family of parallel time-bounded Kolmogorov complexity measures (KP').
A string w has low KP? complexity if any individual bit of w can be decompressed from a “short”
description using “few” parallel processors within at most ¢ steps.

The definition of KP® uses Parallel Random Access Machines (PRAMs) instead of Turing
Machines. Consequently, KP" is closely related to constant-depth circuit complexity. By varying
the PRAM instruction set, we define a variant of KP* for each standard constant-depth circuit
complexity class: AC?, AC°[p], ACC®, and TC". We show that for each variant, the KP* complexity
of a string is polynomially related to the minimum size of a circuit in the corresponding circuit
class that computes the indexing function for the string. This is directly analogous to the
close relationship between the time-bounded Kolmogorov complexity KT and circuit size due to
Allender et al. (STAM J. Comp. 2006).

We show that some recently-discovered connections between time-bounded Kolmogorov
complexity, learning theory, and cryptography “scale down” to analogous implications for KP.

1. If approximating KP! is easy on average, then functions computed by constant-depth
circuits are learnable from random examples over the uniform distribution. On the other
hand, if functions computed by constant-depth circuits are learnable from random examples,
then KP' is easy on average to approximate.

2. If approximating KP' is hard on average, then constant-depth circuits compute secure
pseudorandom functions. On the other hand, if constant-depth circuits compute secure

pseudorandom functions, then KP' is hard on average to approximate for some t' =
O(logn).

Complementing these implications, we observe that the natural proofs of lower bounds against
constant-depth circuit complexity classes AC® and ACO[p} imply approximation algorithms for
the corresponding variants of KP!. This approximation guarantee is insufficient to obtain new
learning algorithms for AC° [p], but does show that KP! is strictly easier to approximate than
standard time-bounded Kolmogorov complexity (under cryptographic assumptions).
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1 Introduction

The time-bounded Kolmogorov complexity of a string w, denoted K'(w), is the description length
of the smallest Turing Machine that prints w within at most ¢ steps. Strings of low time-bounded
Kolmogorov complexity must contain “realizable patterns” that can be generated by a “short”
program using “few” steps of computation, so Kf(w) measures the time-bounded compressibility of
w. The complexity of computing K’ and similar compressibility measures has been studied since the
Cybernetics Program in 1960s Russia [Tra84]. In decades since, researchers have uncovered many
deep connections between the complexity of computing K! and fundamental open questions about
learning theory, cryptography, and computational complexity (surveyed by [All17, All20, MP25]).

In general, hardness of approximating K' implies the existence of secure cryptography, while
easiness of approximating K! implies the feasibility of accurate learning. Such implications hold for a
wide variety of compressibility measures, cryptographic primitives, and learning tasks. For example,
recent breakthroughs characterized both the existence of polynomial-time one-way functions and
feasibility of average-case universal inductive inference by the complexity of approximating K! on
average [LP20, HN23|. Some results scale down to weaker models of computation: the existence
of one-way functions in NCY is characterized by the complexity of approximating a variant of K¢
[RS21].

However, many important open problems still lack a characterization in terms of resource-bounded
Kolmogorov complexity, including the learnability of constant-depth circuits and existence of parallel
pseudorandom functions (PRFs). Such problems are particularly interesting because they constitute
the research frontier between learning and cryptography: as the complexity of target concepts and
cryptographic primitives scales down, questions about learnability and cryptanalysis become more
tractable. To better understand the resulting landscape in terms of compressibility measures, we:

1. Introduce a new family of parallel resource-bounded Kolmogorov complexity measures (KP?)
with fine-grained connections to constant-depth circuit complexity. Intuitively, KP*(w) is the
minimum number |M| + p such that a Parallel Random Access Machine M can print any
individual bit of w within ¢ steps and using at most p processors (§1.1).

2. Show that each measure KP?(w) is polynomially related to the minimum size of a circuit in
the corresponding circuit class that, given ¢, computes the ith bit of w (Theorem 1.6).

3. Prove implications between the complexity of approximating KP?, the feasibility of learning
constant-depth circuit classes (§1.2), and the existence of constant-depth PRFs (§1.3) by scaling
down prior results.

4. Observe that, for the KP! measures corresponding to AC? [p] circuits, an algorithm deciding

R
if KP*(w) < 2'°8° [ follows from the natural proofs of circuit lower bounds for AC?[p] (§1.4).
This approximation guarantee is insufficient to obtain new learning algorithms for ACO[p], but
does show that (under cryptographic assumptions) KP? is strictly easier to approximate than
standard time-bounded Kolmogorov complexity.

The main open problems are to design better approximation algorithms for variants of KP?
complexity and so obtain new learning algorithms, or give formal evidence for the hardness of
approximating KP? and so obtain constant-depth PRFs that are secure under standard assumptions.
Before describing our contributions in detail, we discuss the analogous implications from prior work.



Approximating K is easy on average = efficient learner for poly-size circuits. Valiant’s
Probably Approximately Correct (PAC) setting models the task of learning to classify according to
an unknown element of a fixed concept class—an infinite collection of Boolean functions [Val84].
A PAC-learner for the concept class C must, for any unknown concept f € C and any unknown
distribution D over the inputs to f, output with high probability a hypothesis A that has high
agreement with f over fresh samples from D. The learner is given independent and identically
distributed (iid) examples labeled (z, f(z)) where z is drawn from D. This stringent learning
requirement demands a worst-case guarantee about both the unknown concept and distribution.
Accordingly, efficient PAC-learners are only known for simple concept classes, such as linear threshold
functions, decision lists, and parity functions [ST17].

But if approximating K' is easy, then an even more demanding learning task can be solved.

Solomonoft’s Inductive Inference models sequential prediction: given a sequence of symbols z1, ...,z
generated by an unknown randomized Turing machine M, the task is to sample from a distribution
over symbols that is close to the output distribution of M conditioned on having generated x1, . .., Tp,.

Recently, Hirahara and Nanashima showed that time-bounded formulations of Inductive Inference
can be efficiently reduced to approximating K! [HN23, HN26|. The reductions of Hirahara and
Nanashima rely on an intricate analysis of K! complexity that may not scale down to handle KP?. So
our connections between KP! complexity and learning adapt an earlier result with a simpler analysis.

Goldberg and Kabanets showed that if approximating K is easy, then there is an efficient
PAC-learner for polynomial-sized Boolean circuits that works over any efficiently samplable distri-
bution on inputs [GK23]. This would constitute a best-case scenario for PAC-learning algorithms:
polynomial-sized Boolean circuits can express any “feasible concept”, and the assumption that “natu-
ral observations come from feasibly samplable distributions” is strikingly minimal. Goldberg and
Kabanets’ result strengthened known connections between compressibility measures and PAC-learning
tasks because they reduced PAC-learning from random examples to approximating K. Previously,
only a reduction from PAC-learning with membership queries to approximating minimum circuit size
was known [CIKKI16].

Their reduction uses a generalization of Yao’s connection between pseudorandomness and
(un)predictability [Yao82] and relies on K! to distinguish between random and compressible strings.
However, it is unlikely that this reduction will yield new learning algorithms directly, because K*
is hard to approximate if computationally secure cryptography is at all possible (i.e., if one-way
functions exist [IL89]). Indeed, Goldberg and Kabanets remarked that “it is difficult to get meaningful
circuit class restrictions when talking about [time-bounded Kolmogorov Complexity|, and utilize the
known circuit lower bound proofs for these restricted circuit classes in order to derive a learning
algorithm.” Our new family of Kolmogorov complexity measures directly addresses this issue.

Approximating K! is hard on average —> secure PRFs in poly-time. In a breakthrough
result, Liu and Pass showed that average-case hardness of approximating K' is equivalent to the
existence of (polynomial-time computable) cryptographic one-way functions [LP20]|. Extensions of
that work showed that by varying the parameters in the hardness assumption one can characterize one-
way functions with quasipolynomial or subexponential security [LP21]. Each of these constructions
implicitly yields constructions of PRFs based on the hardness of K. Indeed, one can apply well-known
cryptographic transformations [HILL99, GGMS&6| to transform any one-way function into a PRF
with proportional security. In further work, Liu and Pass gave a direct construction of a PRF from
the hardness of approximating K! [LP24a]. Their construction employs the complexity-theoretic
pseudorandom generator (PRG) of Nisan and Wigderson [NW94]. This direct construction is
particularly useful to us. The generic transformation from one-way functions to PRFs has super-



constant depth overhead, and thus is not a viable way of obtaining constant-depth PRFs from the
hardness of our measures KP!. On the other hand, the Nisan-Wigderson PRG is computable in
several constant-depth circuit classes, allowing us to adapt Liu and Pass’s direct construction to a
constant-depth setting.

There has been prior work on translating the Liu—Pass results to other variants of Kolmogorov
complexity. Notably, Ren and Santhanam [RS21] show that average-case hardness of a “time-
penalized” Kolmogorov complexity KT [ABK'06] is equivalent to one-way functions in NCO. Tt is
not clear whether hardness of KT also implies PRFs in NC? since the transformation from one-way
functions to PRFs does not necessarily preserve computability in NC°, and to the best of our
knowledge there are no direct constructions of PRFs from hardness of KT.

1.1 The Measures KP

Let h : {0,1}* — {0,1} be any “reasonable” symmetric function. We focus for the remainder of
this introduction on the KP-complexity measure associated with AC°[h], denoted KP,. Recall that
ACO[h] is the class of functions computable by constant-depth, polynomial-size circuits with NOT
gates and unbounded-fan-in AND, OR, and h gates.

The measure KP;, combines elements of “time-bounded” K! and “time-penalized” KT, defined
informally below for the sake of comparison and discussion.

Definition 1.1 (Time-bounded Kolmogorov complexity on TMs; informal). We say a Turing
Machine (TM) M computes a string w within t steps if, for all inputs ¢ € [|w|], running M on i
outputs w; in at most ¢ steps of computation. Write |M| to denote the description length of a TM.

e K!(w) is the minimum number |M| such that a TM M computes w within ¢ steps.
e KT(w) is the minimum number |M |+ t such that a TM M computes w within ¢ steps.

Notice that K! fixes a hard cap t on the runtime of M in advance while KT pays an additive
penalty for the runtime of M. Our first basic requirement for KP is that it connects to constant-depth
circuit classes just as KT connects to standard Boolean circuits.

Theorem 1.2 ([ABK'06]). KT (z) is polynomially related to the minimum size of a circuit C such
that for every i € [|z|], C(i) = z;.

This relationship between KT and circuit size follows from the fact that Turing machines and
circuits are equivalent up to polynomial complexity, that is, there are efficient simulations of (1)
circuits by Turing Machines and (2) Turing Machines by circuits.! The circuit model in this
equivalence necessarily has unrestricted depth, as otherwise simulation in the latter direction would
not be possible. Intuitively, KP;, should be defined using a computational machine model that is
similarly equivalent to the depth-restricted AC°[h] model. To the best of our knowledge, no such
model was available in the literature before this work.

However, connections between ACY circuits and constant-time Parallel Random Access Machines
(PRAMSs) had been thoroughly investigated by Stockmeyer and Vishkin; these models are indeed
equivalent up to polynomial factors [SV84]. A PRAM is specified by a fixed finite program, which is
a sequence of assembly-like instructions. PRAM execution starts with an input bitstring = and a
specified number of processors gq. Each processor is itself a Random Access Machine (RAM). The
processors execute the program synchronously (but may branch to different locations in the code)
and communicate via special instructions that address a shared global memory. There are several

'This elides issues of uniformity because we only need equivalence up to computation of fixed strings.



flavors of PRAMSs, chiefly varying how conflicts are resolved when more than one processor attempts
to write to the same location in global memory. The simulation of Stockmeyer and Vishkin uses the
conflict resolution mechanisms of their specific PRAM model to simulate AC? circuits using PRAMs;
the access controls for global memory can be used to simulate parallel computation of AND and OR
gates with unbounded fan-in available to AC? circuits.

To make the global coordination capabilities of PRAMSs more explicit and modular, we define
h-PRAMs, which generalize the PRAM model considered by Stockmeyer and Vishkin with additional
global logic instructions. During execution of a global logic instruction, each processor may contribute
a single bit as input to the AND, OR, or h function. The result of evaluating that logic function on
these input bits is then stored in a particular location of global memory (Section 3).

Fixing an h-PRAM M, number of processors ¢, and input w, denote by M,(w) the results of
running M on input w with g processors. The h-PRAM M computes a string x within t steps using
q processors if, for all inputs i € [|z|], running M, (i) prints x; in at most ¢ steps of computation.
With these models in hand, we give the following informal definition of KPj,.

Definition 1.3 (Kolmogorov complexity on h-PRAMs; informal, see Definition 4.2). KP} (z) is the
minimum number |M |+ ¢ such that an h-PRAM M computes x within ¢ steps using ¢ processors.

The description length of a h-PRAM M includes any strings “hardcoded” into M and the
sequence-coding overhead required to represent them (see Lemma 3.1 and subsequent discussion).
Note the features shared by KPj; and other time-bounded Kolmogorov complexity measures. Like
KT, which charges additively for the number of time steps used to compute x, KPy charges additively
for the number of processors used. Like K, which enforces a hard cap on the runtime of a serial
machine, KPj, enforces a hard cap on the runtime of a parallel machine. The additive penalty for
processors allows us to relate KP;, complexity to circuit size, whereas the runtime cap allows us
to impose a depth bound on the circuits. The following two simulations yield a close relationship
between KPj, and AC°[h] circuit complexity.

Theorem 1.4 (Simulation of AC°[h] by h-PRAMs; informal, see Theorem 5.1). Every AC°[h]
circuit A can be efficiently simulated by an h-PRAM M, with running time linear in the depth of
A and number of processors equal to the number of wires in A. The description length of M is
O(| Al log |A|) —asymptotically equivalent to the number of bits used by a reasonable encoding of the
circuit A.

Proof sketch. Fix an AC[h] circuit A. We describe a h-PRAM M that simulates A. Intuitively,
each processor of M is responsible for a single wire of the circuit A. Every gate g of A is mapped to
a single location Cy in global memory, intended to hold the evaluation of g. Computation proceeds
layer by layer. Consider all the wires (x, g) leading into gate g. Each processor corresponding to a
wire (gx, g) for k € [fanin(g)] first executes a “read” instruction to fetch an already-evaluated bit by,
from C,, or from the input string. If g is not a NOT gate, then all these processors execute a global
logic operation on their local bit b, with target global memory location Cy. The logical operation
requested is exactly the function computed by gate g, which must be among {AND, OR, h} because
A is an ACY[h] circuit. If g is a NOT gate, then the (single) processor corresponding to the gate’s
input wire simply writes 1 — by to the target cell Cy. This computation stores the evaluation of
gate g on input x at location C, of global memory, using only a constant number of steps. Observe
that an entire layer of the circuit A can be evaluated in parallel using this simple idea. While any
given layer is being computed, the processors corresponding to wires in other layers are placed in a
“waiting” state.

One caveat in the above description is that it requires each processor to have a different program.
This is not allowed in our PRAM model, which has a single fixed program that all processors execute.



To get around this limitation we arrange the code for each processor in a “jump table” which has a
dedicated block of code for each processor. At the beginning of execution each processor uses its
unique processor ID to compute the location of its block in the jump table and then branches to it
using a jump instruction. O

Theorem 1.5 (Simulation of h-PRAMs by AC°[A]; informal, see Theorem 5.4). Every h-PRAM M
can be efficiently simulated by an AC°[h] circuit A. The depth of A is linear in the time complexity
of M and the number of wires in A is a polynomial in the description length, number of steps, and
number of processors used by M.

Proof sketch. We follow the construction of Stockmeyer and Vishkin [SV84| very closely, departing
only where it is necessary to support our global logic instructions and hardcoded data.

The key step in supporting global logic instructions is to recognize that because their construction
works with so-called “Concurrent-Read Concurrent-Write” (CRCW) PRAMs, constant-depth circuitry
for aggregating bits located on different processors is already implicit in their simulation. Concretely,
CRCW PRAMs resolve conflicting writes to global memory locations by (1) assigning each processor
a unique processor identifier (PID) number and (2) declaring that the processor with minimum
PID wins every write conflict, which determines the contents of the contested location in global
memory at each step of computation. Simulating this by circuits necessarily requires simulating
simple operations on inputs coming from multiple processors. We essentially “hijack” this circuitry
to aggregate bits from multiple processors that want to write to the same location instead of ignoring
the processors that do not have the minimum PID. Using this intuition, we are able to handle the
global logic instructions.

We support hardcoded data by encoding the data in DNFs. Since one can memorize n bits of
data by a DNF with poly(n) wires, this only introduces an overhead that is polynomial in the amount
of data hardcoded in the h-PRAM. The description length of an A-PRAM is at least the amount of
data hardcoded, and so the overhead in the number of wires is polynomial in the description length
of the h-PRAM. O

For a string w € {0,1}*, we define the ACY[h] circuit complexity of w, denoted ACY[h]-CC(w) as
the minimum size of a depth-d AC°[R] circuit C' such that for each i € [|w|], C(i) = w;. Combining
the above simulations we obtain the following KP;, analog of the relationship between KT and circuit
complexity.

Theorem 1.6 (KPj, captures AC°[h]-complexity; informal). The KPj,-complezity of a string w is
polynomially related to the ACO[h] circuit complexity of w, up to constant-factor overhead in the
time bound. More precisely, there exist universal constants A, B > 0 such that for all d € N and
w € {0,1}%,

QKP4 (w)) < ACY[A]-CC(w) < poly(KPP4(w)).

With KP}, defined, we introduce the following distinguishing problem.

Definition 1.7 (KP vs. Random problem). Consider any ¢ € N and s : N — N. In the
KP-vs-Random,[s] problem the solver is given as input a string w and must (a) output YES if
KP% (w) < s(Jwl|), and (b) output NoO with probability at least 2/3 over a uniformly random w.

By adapting several previous results for time-bounded Kolmogorov complexity to our measure
KPj, we show that the complexity of KP-vs-Randomy, is extensively connected to the learnability of
AC®[h] and existence of cryptographic primitives in AC°[h]. We also show that for the special case
where h is the “mod p” function for some prime p, existing circuit lower bounds against ACO[p] imply



t s Implication Reference

V constant t Vs(n) < 2008 n)*/(1000 KP—vs—Randome,ODp [s] is easy Theorem 5.7
It =0(d) Is(n) =n—o(n) If KP-vs-Random!, [s] is easy, then depth-d Theorem 6.2

AC°[R] is learnable.

V constant t Vs(n) <nf If depth-O(t) AC°[h] is learnable, then Theorem 6.5
KP-vs-Random!, [s] is easy.

V constant ¢ Vs(n) <n If KP-vs-Random}, [s] is hard on average, ~ Theorem 7.11 and
then there are PRFs in AC’[h). its corollaries

3t = O(logn) Vs(n) =n—O(logn) If there are PRFs in’ AC°[h], then Theorem 7.18

KP-vs-Randomy,[s] is hard on average.

Table 1: A summary of our results. The ¢ in line 3 is a constant that depends on properties of
the learner. The security properties and complexity of the PRF in line 4 depend on s. The notion
of computability in AC°[h] for PRFs used in the last line is stronger than the notion used in the
second-to-last line.

algorithms for KP-vs-Random;, for some thresholds s. Table 1 contains a summary of these results.
The following subsections describe them in more detail before we discuss related work and open
problems.

1.2 Connections to Learning

As mentioned before, Goldberg and Kabanets used the pseudorandomness versus learning paradigm
and the connection between KT and general circuit complexity to reduce PAC-learning P/poly to
deciding KT on average. Roughly speaking, their reduction uses (a generalization of) the following
connection between pseudorandomness and learning. Given a function f, let

DP/(z1,...,2m) = 21| 2wl f (@) - - | f (@m),

where || denotes concatenation. We call DP/ the m-wise direct product generator for f. Tt was
known from prior work that if one can distinguish, for any f € C, the string DP/ (z) where x is
a uniformly random string, then C is PAC-learnable [Vad17].? Goldberg and Kabanets leverage
the connection between KT and circuit size to show that the KT complexity of DP/(z) is low
when f can be computed by feasible circuits. On the other hand, with overwhelming probability,
random strings have near-maximal KT. Using this gap, they show that certain types of average-case
algorithms (“randomized errorless heuristics”) for KT imply a distinguisher, which then implies
learning algorithms.

To show that PAC-learning AC°[h] reduces to computing KPj, we follow a similar program to
that of Goldberg and Kabanets. We prove the following result, connecting the existence of efficient
algorithms for KP-vs-Random, to PAC-learning AC°[h]. We further observe that randomized errorless
heuristics for KP (in the same sense as in [GK23]) imply algorithms for KP-vs-Randomy, satisfying
the premise of Theorem 1.8 and thus also yield learning algorithms for AC°[A].

2Goldberg and Kabanets actually use a generalization of this result due to Kothari and Livni [KL18|, which allows
them to prove stronger forms of learnability. That generalization requires distinguishing the direct product generator
where some fraction of the f(z;) bits are corrupted. We discuss their ideas in the special case of the direct product
generator to simplify presentation.



Theorem 1.8 (Learning from KP; informal, see Theorem 6.2). If KP—vs—Randomg(d) [n — o(n)]
admits a (possibly randomized) polynomial-time algorithm, then depth-d ACO[h] can be learned from
random examples over the uniform distribution in (randomized) polynomial time.

Our proof, like that of Goldberg and Kabanets, goes by way of constructing a distinguisher for
the direct product generator. We do so by showing that the KPj;, complexity of a shuffled version
of the direct product generator (one where evaluations appear before examples) is low, while the
KP}, complexity of a random string is near-maximal. Note that we need to consider the shuffled
generator because the indexing arithmetic required to compute the unshuffled DP/ (z) is too costly
for ACY[h] circuits and h-PRAMs for the distinguisher to be good enough (for many natural choices
of h such as the parity function).

In the other direction, we show that if depth-d AC°[h] is PAC-learnable, then KP-vs-Ra ndomg(d) [s]
must be easy for s(n) = n® where € > 0 is a constant depending on properties of the PAC-learner.

Theorem 1.9 (Algorithms for KP from learning; informal, see Theorem 6.5). Suppose depth-d
ACO[h] is PAC-learnable. Then there exists a constant € > 0 that depends on the running time of the

learner such that KP—vs—Randomg(d) [nf] admits a polynomial-time algorithm.

Theorem 1.9 shows that approximating KP is not “overkill” for PAC-learning AC°[h] from random
examples. At least for some s which is considerably lower than the sufficient threshold given by
Theorem 1.8, tractability of KP—vs—RandomZ[s] is necessary. On the other hand, cryptographic
impossibility for K! and KT extends to approximation with this lower threshold. Accordingly,
it is more plausible (under cryptographic assumptions) that a reduction from PAC-learning to
approximating KP complexity could yield new learning algorithms. Theorem 1.9 also implies that,
under cryptographic assumptions, to obtain learning algorithms using KP (if at all possible) one
must use properties of KP that do not also hold for K! or KT. It is natural to ask if the gap
between complexity thresholds s in KP-vs-Random},[s] given by Theorem 1.8 and Theorem 1.9 can
be tightened; we defer this question to future work.

The proof of Theorem 1.9 crucially uses the simulation of ~-PRAMs by ACO[h] circuits. Suppose
there exists a learner for AC[R]. To test whether a string w has low KP, complexity, we simulate
the learner on the function that maps ¢ € [Jw|] to w;, estimate the accuracy of the hypothesis it
produces, and accept if it is sufficiently high. If w has low KPj complexity then, by Theorem 1.6, w
also has low ACO[h] circuit complexity. This means the learner can learn the indexing function for
w with high probability, and so our algorithm accepts with high probability. On the other hand,
notice that if the learner is efficient, the hypothesis produced by it has low description length. A
simple counting argument shows that random strings cannot be approximated to high accuracy by
hypotheses with low description length.

1.3 Connections to Constant-Depth Pseudorandom Functions

A pseudorandom function (PRF) is a function Fy : {0, 1}*) x {0, 1} — {0, 1} such that a poly()\)-
time adversary cannot distinguish, given oracle access, between (a) Fy(z,-) where z € {0,1}*® is
uniformly random and (b) a random function f : {0, 1} — {0,1}. We call k()\) the key length
of the PRF and {0,1}*™ the input domain. We scale down the direct construction of PRFs from
hardness of K! due to Liu and Pass [[.P24a] to show that average-case hardness of KP-vs-Random,
implies pseudorandom functions computable in AC°[h], as long as the circuit class AC°[A] is powerful
enough to compute the parity function.

Theorem 1.10 (PRF from Hardness of KP; informal, see Theorem 7.11). For every reasonable h
such that ® € AC°[h] and s(n) < n, if KP-vs-Random,[s] is hard on average*, then there exists a



PRF computable by constant-depth, polynomial-size ACO[h] circuits. The key length, input domain,
and security properties depend on s and parameters in the hardness assumption.

As a concrete illustration, we state the following quantitative instantiation of the theorem.

Corollary 1.11 (Concrete PRF from Hardness of KP; informal, see Corollary 7.13). For every
reasonable h such that & € ACY[h], if KP-vs-Random!, [201°8° ™)) is hard on average*, then there is a
PRF computable by constant-depth, poly(\)-size circuits with key length O(ANFC) and input domain

{0, 1}Q(logc N for some constants C,C" > 0.

The star in “hard on average®” refers to the fact that we use the average-case hardness notion

(with the same name) of Liu and Pass [LP21]. Roughly speaking, KP-vs-Random!, [s] is a-hard on
average™ if there is no efficient algorithm that both (a) accepts a random n-bit string w such that
KP% (w) < s(|w|) with probability at least 1 — a(n*), and (b) rejects a uniformly random n-bit
string with probability at least 1 — a(n*). Here, n* denotes the logarithm of the number of n-bit
strings w with KP! (w) < s(n). This notion of average-case hardness is useful as it is meaningfully
two-sided even for very sparse languages such as the set of strings with low KP; complexity. Indeed,
for average-case hardness where the error probability is proportional to the input length n, if the
number of YES instances of length n is, say, polynomial in n, then a 1/poly(n)-good algorithm could
not make any mistakes on YES instances.

In particular, we get that hardness of KP-vs-Random®,[201°8°™)] implies a PRF with key length

O(A'*C) and input domain {0, 1}Q(log0/ A) computable in AC[@®]. This adds to the growing list of
candidate PRF constructions in AC° [] based on various hardness assumptions [ABG 14, BCG'21,
FLY22].

We note that unlike several candidate constructions, our construction yields a strong PRF, that
is, a PRF secure against adversaries with oracle access to the function as opposed to just adversaries
who are given random samples. One might wonder whether this contradicts the results of [CTKK16],
which give efficient learning algorithms for AC[@] given membership queries (i.e., oracle access).
The reason the security of the PRF, call it F', given by Corollary 1.11 cannot be broken by a
straightforward application of [CIKK16] amounts to its input domain size. The learning algorithm
of [CTKK16] works as long as the function being learned can be computed by AC°[®] circuits with
size polynomial in the number of input bits to the function. To use the learner to break the security
of F, one would have to learn the function F(z,-) : {0,1}Po¥°&() — {0 1} for a random key z. But
notice that the only guarantee on the circuit size of F'(z,-) that we have is that it is computable
by poly(\)-size AC’[®] circuits—superpolynomial in the number of input bits it takes. Despite the
limited input domain, the PRF is cryptographically “useful:” it takes in poly(A) bits of entropy as a
key, and produces 2PoVlegs(A) >, poly(A) bits that are computationally indistinguishable from random.

As mentioned before, the proof of Theorem 1.10 closely follows [LP24a]. The key technical step
in [LP24a| is constructing a “weak family of PRGs:” a set of (sufficiently) length-expanding functions
{92} 2e7 such that g, (y) with uniformly random z and y is indistinguishable from a uniformly random
string. A weak family of PRGs can be generically transformed into a PRF as long as each g, is
“locally computable,” i.e., each bit g, (y); is efficiently computable. The family of PRGs is constructed
so that g.(y) interprets the key z as the description of a Turing machine M and evaluates the
Nisan-Wigderson generator NW (')(y). Hardness of K' and the reconstruction property of the
Nisan—Wigderson generator imply the required security of the family, while the definition of the
Nisan—Wigderson generator ensures local computability.

We adapt the proof by replacing Turing machines with ~-PRAMs and K! with KP! in the
construction, and show that the analysis goes through with these modifications. Doing so requires
deriving counting and average-case* complexity results for KP analogous to those known for K!. Our



simulation of h-PRAMs by AC’ [h] circuits, the fact that the Nisan—-Wigderson generator can be
computed efficiently in AC°[@] [CTKK16], and a simple analysis of the transformation from weak
families of PRGs to PRFs, allow us to conclude that the resulting PRF is computable in AC°[h].
We also make progress in the other direction. We prove that the existence of PRFs in ACO[h]
implies hardness of KP-vs-Random;, with a logarithmic (as opposed to constant) time bound.

Theorem 1.12 (Hardness of KP from PRFs; informal, see Theorem 7.18). If there exists a PRF

computable’ by polynomial-size AC°[h] circuits, then KP—vs—Randomg(logn) [n — O(logn)] is hard on
average*.
“Computable’” refers to the fact that we require a stronger computability requirement here

than in Theorem 1.10. We conjecture that the PRF constructed in Theorem 1.10 in fact also
satisfies this stronger computability requirement, though we leave proving that to future work (see
Remark 7.7). The other limitation of Theorem 1.12 is that it only gets hardness for KP-vs-Random
with a logarithmic time bound. This limitation arises since we do not know how to implement
certain primitives used in the proof of the theorem using constant-depth circuits (see Remark 7.15).

The proof of Theorem 1.12 uses techniques from [RS21]. Ren and Santhanam show that if there
are one-way functions computable in @L, then there exist entropy-preserving PRGs computable by log-
depth circuits. These entropy-preserving PRGs are constructed using randomized encodings [ATK06],
which are the primitives we do now know how to build with constant-depth circuits. We are able
to adapt calculations from [RS21] to show that if KP—vs—Randomg(logn) [n — O(logn)| is easy on
average™, then the security of the aforementioned PRGs can be broken. Finally, we observe that
PRFs computable’ in AC°[h] imply one-way functions computable in ®L (so long as h is sufficiently
reasonable), completing the proof.

1.4 Algorithms for KP-vs-Randomyop,[polylog]

The breakthrough works of Razborov [Raz87| and Smolensky [Smo93] showed that the majority
function cannot be computed by constant-depth, polynomial-size ACO[p] circuits. Razborov and
Rudich [RR97] showed that those lower bounds are natural, that is, they imply efficient algorithms
(called “natural properties”) that can distinguish between truth tables of functions computable
by small AC°[p] circuits and those of random functions. We observe that, combined with our
simulation of h-PRAMs by AC°[h] circuits, these natural properties imply that KP-vs-Ra ndommopy,
is unconditionally easy with certain thresholds.

Theorem 1.13 (Algorithms for KP-vs-Randommopy). For all constants t and s(n) < 9(logn)!/ (1000

KP-vs-Randomyop,[s] admits a polynomial-time algorithm.

1.5 Related Work

Previous approaches to scaling down resource-bounded Kolmogorov complexity. Boolean
formulas are circuits with wiring restrictions: fan-in two and fan-out one. Allender et al. defined
time-penalized Kolmogorov complexity with respect to alternating Turing machines, denoted KF.
They proved that KF is polynomially related to Boolean formula size by giving efficient simulations
of (1) Boolean formulas by alternating Turing machines and (2) alternating Turing machines by
Boolean formulas [AKRR11, Proposition 6].

The complexity class NC! is defined by restricting Boolean circuits to O(logn) depth and fan-in
two (fan-out is unrestricted). NC! is equivalent to polynomial-sized Boolean formulas. Therefore,
there is also efficient mutual simulation between NC! circuits and alternating Turing machines. Ren



and Santhanam defined time-bounded Kolmogorov complexity with respect to alternating Turing
machines, denoted NC'-K?. They proved that NC!-K* is hard on average to approximate if and only
if there is a one-way function computable in DLOGTIME [RS21, Theorem 42].

Just like KP, the above measures vary resource-bounded Kolmogorov complexity by replacing
Turing machines with a different model of computation. But alternating Turing machines appear
unable to “scale down” and capture constant-depth circuit complexity in this setting. Indeed,
Allender et. al. comment that “it is natural to wonder if it is possible (and useful) to define even
more restrictive notions of Kolmogorov complexity, in order to capture even more limited models of
computation” [AKRR11, Section 8]. Our results about KP show that it is both possible (via the
relationship between PRAMs and circuits) and useful (because of the connections to learning and
cryptography) to define very restrictive notions of Kolmogorov complexity.

Characterizing OWFs in NC° using time-penalized Kolmogorov complexity. Ren and
Santhanam show (quite surprisingly) that average-case hardness of approximating KT is equivalent
to one-way functions (OWFs) computable by constant-depth circuits with bounded fan-in or NC°
[RS21]. They apply the randomized encodings of Applebaum, Ishai, and Kushilevitz [ATK06] to
do so, previously used to show that there are one-way functions in NC? if and only if there are
one-way functions in logspace. They further leverage randomized encodings to exhibit reductions
between approximating KT and other complexity measures on average, including NC!-K* [RS21,
Theorems 6-8|. Thus, the results of Ren and Santhanam use randomized encodings to characterize
OWFs and obtain close relationships between distinct Kolmogorov complexity measures.

Our results about KP! concern pseudorandom functions instead of one-way functions, and obtain
a linear relationship between ¢ and circuit depth instead of reductions between approximating distinct
members of the KP family. Furthermore, on a technical level, it is unclear if randomized encodings
can be as useful in our setting as in that of Ren and Santhanam.

Other variants of Kolmogorov complexity. As resource-bounded Kolmogorov complexity
becomes yet more pervasive, many natural variations are defined and analyzed. Much recent
work explores compressibility with respect to stronger computational models, such as probabilistic,
nondeterministic, and interactive machines [LO22, HLO26, BLMP23|. This is quite different from
the present work introducing KP, because we make the underlying computational model apparently
weaker. However, these lines of investigation are entirely compatible. In particular, we hope that
future work will explore similar extensions of KP complexity.

1.6 Future Directions

We have shown that KP can be substituted for K! in simple predictor-to-distinguisher reductions. Do
more complicated reductions and statements also scale down from K? to KP in a natural way? For
example, can Inductive Inference for PRAMs be reduced to approximating KP? One step towards
answering this question would be to determine if an analog of the conditional chain rule for K?
([HN26, Lemma 3.1]) holds for KP.

More broadly, we can classify proofs according to which properties of K they use. KP shares
two basic properties with K!, and indeed with standard Kolmogorov complexity: the KP-complexity
of every string can be upper bounded by memorization (Proposition 4.3) and most strings are KP-
incompressible (Proposition 4.4). Are there widely useful properties of K! that are unknown, unlikely,
or simply false for KP? Alternatively, do the apparent differences between these compressibility
measures arise entirely from their computational tractability (or lack thereof)?
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Another concrete question is whether the gaps between the forward and backward implications
related to learning (Theorems 1.8 and 1.9) and cryptography (Theorems 1.10 and 1.12) can be closed
to obtain equivalences between easiness/hardness of KP-vs-Random, and learning/cryptography in
ACO[h]. In the case of learning, the main gap is in the threshold parameters: to obtain learning
algorithms for AC° [h] our results require an algorithm distinguishing strings with KPj; complexity
n—o(n) from random strings, whereas an arbitrary PAC-learner for ACO[h] only implies a distinguisher
with threshold n®. We note that the parameter € can be increased by reducing the overhead in
simulating PRAMs by circuits, though we do not believe such optimizations can get us all the way
to n —o(n). In our cryptography results, the main gap is in the time bound for which we are able
to prove hardness. We note that to obtain hardness with a constant time bound, it suffices to
implement randomized encodings in AC°[h].

2 Preliminaries

We let N = {1,2,...} be the set of natural numbers. We denote by [n] the set {1,2,...,n}. We
use || for string concatenation. Logarithms in this paper are base-2 by default. For a € N write
Isb(a) € {0, 1} for the least significant bit of the binary expansion of a.

For a finite set S, U[S] denotes the uniform distribution over S. For n € N, U,, denotes the
uniform distribution over {0,1}". If D is a distribution, we write “z ~ D” to mean “z is drawn
according to D.” For a set S, we write “xz ~ S” for “x ~ U[S];” consequently, “x ~ {0,1}"” is
equivalent to “x ~ U,.”

2.1 Circuit Model

Definition 2.1 (Circuit). Fix a set (“basis”) of Boolean functions B. A circuit C' over B is a directed
acyclic graph. Each node (“gate”) of C is labeled by a variable from {;};c[,, or an element of B.
Exactly one gate of C is labeled as the output.

The size of the circuit, denoted |C|, is the number of edges (“wires”) in C. The depth of a circuit
is the length of the longest path from a variable to the output gate.

We denote by B° the standard AC? basis of unbounded-fan-in AND, unbounded-fan-in OR, and
NOT functions: B® = {A,V,—}. Since all bases considered in this paper will be supersets of B°,
henceforth we use the term basis to mean a set of functions that necessarily contains B° as a subset.
Furthermore, we insist that all functions in a basis other than — must be symmetric functions with
unbounded fan-in.

Definition 2.2 (Constant-Depth Circuit Complexity of Strings). For every d € N, the ACS circuit
complezity of a string x is defined by

ACY-CC(x) = m(}n{ |C| : C'is a depth-d circuit over B such that Vi € [|z]] C(i) = z; }.

Let h: {0,1}* — {0,1} be a symmetric Boolean function. The ACY[h] circuit complexity of x is
defined by

ACY[h]-CC(x) = min{ |C] : C'is a depth-d circuit over BYU{h} and Vi € [|z|] C(i) = z; }.
Let wy,wa, ..., wen € {0,1}" be the list of n-bit strings in lexicographic order. Given an arbitrary

Boolean function f:{0,1}" — {0, 1}, the truth table of f is tt(f) = f(w1)| f(w2)]| . .|| f(wan). For
any time-constructible function s : N — N, denote by AC3-SIZE[s(n)] the set of all sequences of
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Boolean functions {f,, : {0,1}" — {0,1}},en such that ACS-CC(t(f,)) = O(s(n)). Then define
ACY = Upen ACG-SIZE[n] and AC? = J o ACY. Classes ACY[h]-SIZE[s(n)], AC§[h], and AC°[h] are
defined analogously. Of interest to us are the special cases AC°[@®] and TC? = AC°[MAJ] where MAJ
is the majority function.

We define by MODp : {0,1}* — {0,1} the function that outputs 0 if the Hamming weight of
its input is divisible by p and 1 otherwise. We use the standard notation AC° [p] as shorthand for
AC°[MODp]. Note that @ = MOD2, and so AC’[®] = AC°[2].

We will often refer to circuits over B as “AC circuits,” circuits over BOU{h} as “AC°[R] circuits,”
and so on.

2.2 Learning and the Direct-Product Generator

An exzample oracle for a Boolean function f over a distribution D, denoted Exp(f), is an oracle that
when queried returns a pair (z, f(z)) where x is drawn (independent of previous outputs) according
to D. We write Ex(f) to mean Exp(f) where D is the uniform distribution over the domain of f.
We say that a circuit C is e-close to f over D if Pr,.p[C(x) # f(x)] <e.

Definition 2.3 (Realizable PAC Learning [Val84]). A (possibly randomized) algorithm A PAC-
learns a class of functions C over a distribution D to error € and confidence 1 — § if for every
f:{0,1}" - {0,1} in C

B EPr(f)[AEXD(f)(ln) outputs a circuit that is €(n)-close to f over D] > 1 — §(n).
yEXD

We say C is PAC-learnable over D to error € and confidence 1 — § if it admits such an algorithm A.

We will show in Section 6 that computing KP is sufficient for learning constant-depth circuit
classes. Our algorithms will use properties of the direct product generator (see, e.g., [Hir20]).

Definition 2.4 (Direct Product Generator). Let f: {0,1}" — {0,1} be a function. The m-wise
direct product generator for f, DPY : ({0,1}")™ — {0,1}"™+™ is defined as

DP/ (!, .a™) =l |- ™ f(@h)I]-- - || (™).

Yao [Yao82| showed a connection between the pseudorandomness of the direct product generator
and the complexity of computing f. The following lemma, which is implicit in work by Vadhan [Vad17]
and whose proof is sketched in a paper by Ilango, Loff, and Oliveira [[L.O20, Appendix A], uses
ideas from Yao’s result and is at the heart of our results. We include a full proof in Appendix A for
completeness.

Lemma 2.5 (|Vadl7, ILO20]). Let C be a class of circuits, and let ¢ > 1. Suppose there exists
m(n) < poly(n) and a polynomial-time algorithm B such that for alln € N and f € C-SIZE[n],

1
P B(1",DP/(2)) = 1] - P B(I™. 1) =11 > —.
xN({Oil}I‘")m(n)[ ( ’ (x)) ] TN{O,l}nmr(n)+m(n)[ ( ’T) ] — 10

Then there exists a poly(n)-time algorithm A that PAC-learns C-SIZE[n®] over the uniform distribution
to error e =1/2 —1/O(m) and confidence 1 — 1/poly(n).
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2.3 Average-Case Complexity

A distributional problem is a pair (L, D) where L C {0, 1}* is a language and D = {D,, }nen is a family
of distributions. A distribution family that will be important for us is the family of parameterized
uniform distributions U = {Unt,....tx bty ....teeN Where Un 1y 1 = U, 10,00 10%).

Definition 2.6 (Randomized Errorless Heuristics [BT06]). A t-time randomized errorless heuristic
for a distributional problem (L, D) is an algorithm A such that, for every n € N, x € supp(D),,), and
4 >0,

1. A(x;n,d) runs in time t(n, 1/6);
2. Pra[A(z;n,d) ¢ {L(x), L}] < 1—10; and
3. Pry~p,[Pra[A(y;n,d) = L] > 1/10] < 6(n).

We denote by AvgBPP the class of all distributional problems (L, D) that admit polynomial-time
randomized errorless heuristics.

Intuitively, a randomized errorless heuristic can “detect” its errors and output the failure symbol L,
except with some probability over its internal randomness. The term “errorless” refers to the property
that the probability of outputting an erroneous answer is independent of the input distribution.

2.4 The Nisan—Wigderson Generator

In Section 7 we build PRFs based on the average-case hardness of KP. The PRF construction uses
the Nisan—Wigderson generator, which we give a high-level overview of here.

Definition 2.7 (Nisan-Wigderson Generator [NW94]). Let Z = (Iy, ..., I,,) be a sequence of subsets
of [d]. Let |I;| = ¢ for every i, and let f : {0,1}* — {0,1} be a function. The Nisan-Wigderson
generator for f with design T is the function NW% : {0,1}¢ — {0,1}™ given by

NW(y) = Fn) | wn)ll - 1F (r,).
Here y;; with I; = {i1,i2,...,i,} denotes the string yi, yi, - - - Yi,.
The sequences of sets Z that are useful to us are the so-called “combinatorial designs.”

Definition 2.8 (Combinatorial Design [NW94]). A sequence of sets Z = (I1,...,I,,) is said to
be a (d, ¢, k)-design with size m if for every i, I; C [d] and |I;| = ¢, and for every i,j with i # j,

Lemma 2.9 ([NWO94]). Let d(¢) be ¢ times the smallest power of 2 that is greater than or equal
to L. There is a deterministic algorithm NWDesign that, given input £,k,i € N with k < £ and
i € [2F], outputs a subset If’"’ C [d(0)] such that for every valid ¢ and k, (If’”,fg’”, . ,Ig’f) is a
(d(0), ¢, K)-design. The algorithm runs in time O(£2).

Carmosino, Impagliazzo, Kabanets, and Kolokolova |CIKK16| showed that the designs generated
by NWDesign can in fact be generated efficiently in AC?[@)].

Lemma 2.10 ([CIKK16|). There is a universal constant dxw > 1 such that for every ¢, k,i € N
with k < £ and i € [25], the function MXnw : [2%] x {0,1}4O — {0,1}¢ defined by MXnw (i, 2) = 27,
where I; = NWDesign(¢, k1) can be computed by an AC°[@®] circuit with size poly(¢) and depth dxw .
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We will use the following version of the Nisan-Wigderson reconstruction theorem.

Theorem 2.11 (Implicit in [NW94, TW97|, explicit in [LLP22]). There is a probabilistic polynomial-
time algorithm NWRecon with the following input/output behavior.

1. Input: the truth table of f : {0,1}* — {0,1}, a (d, ¥, k)-design T with size m, and a distinguish-
ing gap parameter 1° .

2. Oracle: a (possibly probabilistic) machine D such that

Pr [DINW.(y))=1]—- Pr [D(r)=1]|>c¢.
yw{oﬂ}d[( z(y)) = 1] TN{Ofl}m[ (r)=1]| >¢

3. Output: a deterministic Turing machine M with description length at most m2*+m+d+O(log d)

such that
Pr [M(T,i) = f(i)] > 5+ -
i~{0,1}¢

+2m'

N

2.5 Cryptography

Definition 2.12 (One-Way Functions). A polynomial-time computable function f : {0,1}* — {0, 1}*
is a one-way function (OWF) if for all probabilistic polynomial-time algorithms A, for all sufficiently
large A,

Pr [f(A(1Y, f(2))) = f(x)] < negl(N).

x~{0,1}*

We say f is computable in @L if it can be computed by an O(logn)-space parity Turing machine.

Definition 2.13 (Weak Family of PRGs). A family of polynomial-time computable functions
g = {g; : {0,134 — {0,1}’”()‘)}jesA is an a-weak family of (T,e)-pseudorandom generators
(PRGs) if for every T'(\)-time probabilistic algorithm D, for all sufficiently large A,

Pr [
J~Sx

Definition 2.14 (Pseudorandom Functions). A polynomial-time computable function F : {0, 1}*() x
{0,1YN — {0,1} is a (T, €)-pseudorandom function (PRF) if it is poly(\)-time computable and for
every T'(A)-time probabilistic algorithm D, for sufficiently large A,

Pr D1, g:(y)) = 1] — Pr
y~{0,1}d(A),D[ ( gj(y)) ] r~{0,1}m(N) D

D(r) = 1]‘ < s()\)} > a(N).

Pr [DREIAY) =1] - Pr DO = 1]| <e(N).
zw{O,l}k(A)[ ( ) ] f:{O,l}l(*)a{O,l}[ ( ) ] > ()
uniformly random

We call k()\) the key length and {0, 1}*™) the input domain of the PRF.

There are two natural ways of defining the circuit complexity of a PRF in restricted classes such
as AC°[R]. The first is to define it as the maximum over all key sequences {sy € {0, 1}¥M1}, y of
the circuit complexity of the function family {F(sy,)}ren. This notion appears to be the standard
in the literature (see, e.g., [BR17, ABGT14, BCGT21, FLY22]), and thus is the definition we use. A
second, perhaps even more natural, way is to simply define the circuit complexity of the PRF as
being the circuit complexity of the function F'(-,-). We call this variant the joint circuit complexity
of F.
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Definition 2.15 (Circuit Complexity of PRFs). Let C be a class of circuits. A PRF F} : {0, 1}*) x
{0, 13N — {0,1} is computable by p(\)-size C-circuits if for every sequence {sy € {0,1}FM1},
the functions {F)\(sx, )} ren are computable by C-circuits of size p(\).
F is jointly computable by p(\)-size C-circuits if {F)\(+, )} xen is computable by p(A)-size C-circuits.
We say that F is (jointly) computable by p(\)-size uniform C-circuits if there is a logspace Turing
machine that, when given input (1*,sy) (or just 1 in the joint case) prints a p(\)-size C-circuit
(jointly) computing F.

3 (Parallel) Random Access Machines

3.1 Finite Oracles

Our RAMs and PRAMSs will be allowed to access finite oracles, which we describe before our machine
models. A finite oracle O is a finite sequence of finite bitstrings O = Oy, ..., 0. The strings O;
may be of different sizes, including zero (the empty string). When defined, we write O; ; to refer to
the jth bit of O;. The number of strings in O is called the length of O and denoted len(O) = k. The
number of bits stored in O is called the size of O and denoted size(O) = ;1 |Oi. Concatenating
together all strings in O is called flattening the oracle: flat(O) = O]|...||Ok. Sometimes it is
natural to think of O as a Boolean matrix (possibly with some entries undefined). In these cases, we
will call 7 the “row number” and j the “column number” of bit O; ;. We denote by O* the space of
all finite oracles.

3.2 Random Access Machines

A Random Access Machine (RAM) M is specified by a finite program. The program consists of a
sequence of instructions I, Io, ..., Is drawn from the instruction set detailed in Figure 1. RAMs are
equipped with an infinite sequence of registers Ry, Ro, ..., each containing a natural number or the
blank symbol L. The input to a RAM is given as a finite, read-only bitstring, and is accessed via a
dedicated instruction that can read one bit per step of computation. The state of a RAM consists of
the contents of the registers and the instruction counter a € [s]. To execute a RAM M on input z
with % finite oracles O, ..., OF, we set all registers to L and initialize & = 1, and then repeatedly
update the state as per the instruction I, and the semantics given in Figure 1. M halts when I, is
a HALT Ri instruction. Its output, denoted MO +-©" () € {0,1}, is the least significant bit (Isb) of
the ¢th register R; if it contains a number and 0 if it contains L.

3.3 Parallel Random Access Machines

Fix a basis B of symmetric Boolean functions. A Parallel Random Access Machine over B (B-PRAM)
is specified by a finite program, just like a RAM. The program consists of a sequence of instructions
I, 1o, ..., I, drawn from an expanded instruction set consisting of the basic RAM instruction set
(Figure 1) and the additional instructions detailed in Figure 2. The input is presented to a B-PRAM
the same way it is presented to a RAM: as a finite sequence of bits accessed via a dedicated
instruction.

The key difference between RAMs and B-PRAMs is execution semantics and state. A B-PRAM
M may be executed using any number of processors q. Each processor is a RAM over the expanded
instruction set, equipped with its own private registers and instruction counter, running the program
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Let s be the number of instructions in a RAM program. We specify instructions with 4, j, k € N and
¢ € [s]. As a mnemonic, assignment flows right to left. To make arithmetic operations and comparisons
total, the blank symbol L is an absorbing element (e.g., Vo € N, | 4+ 2 = 1) smaller than every number.

Memory. Every Memory instruction increments the instruction counter a.

1. Ri := j // R; + j // Load register ¢ with a constant “hardcoded” in the program.

2. Ri :=Rj // R;i < R; // Copy the value of register j into register s.

3. Regl[Ril := Rj // R, + R; // Indirect write, treating the value in register ¢ as an “address.”
4. Ri := ReglRj]l // R; +~ Rg, // Indirect read, treating the value in register j as an “address.”
5. Ri := OraclelD $o $j // R; « flat(O%)s; if $j < size(0*), L otherwise.

6. Ri := Oracle2D $o $j $k // R; « (923’7% if $j < len(O%) and $k < |(’):3’|7 L otherwise.

Arithmetic & Logic (ALU). Every ALU instruction increments the instruction counter a.

1. Ri :=Rj + Rk // R; < R; + Ry

2. Ri := Rj - Rk // R, < R; © Ry, where a © b = max(a — b,0) denotes proper subtraction.
3. Ri := Rj >> Rk // R; « |R;/28].

4. Ri := Rj %2 Rk // R; <+ the remainder R; mod 2.

Control Flow.
1. if Ri = Rj JMP Rk // If R, = R; then o < Ry. Otherwise, a <~ o+ 1. // Jump on equality.
2. if Ri !'= Rj JMP Rk // If R; # R; then a <~ Rj. Otherwise, a <~ ac+ 1. // Jump on inequality.
3. if Ri > Rj JMP Rk //If R; > R, then o < Ry. Otherwise, @ <~ a+1. // Jump on greater-than.
4. if Ri < Rj JMP Rk // If R; < R; then a <~ Ry. Otherwise, a <~ a+ 1. // Jump on less-than.

Input & Output. Every I/O instruction increments the instruction counter a. For each execution,
the input is a finite sequence of bits x = z1,...,z,.

TR; if R <n

N therwi // Indirect read a bit of input into register i.
otherwise.

1. Ri := In[Rj] // RH—{

2. LEN Ri // R; + n // Get the length of the input.
3. HALT Ri // Halt execution and output Isb(R;) if R; € Nor 0if R; =1.

Figure 1: Basic RAM Instruction Set
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Parallel Computation & Memory Access. For display, suppose ¢ processors are executing
and denote by p € [g] the PID of the current processor in the description of each instruction. Let B be
the basis. Every instruction here increments the instruction counters o, ... .

1.
2.

Ri :

PID // RY < p where p € [q] is the PID of the processor executing this instruction.
Ri :

CelllRjl // RY «+ Cre // Read Rfth cell of global memory into register i of processor p.

Cell[Ri] Rj // Cre < Isb(RY) // Global write. Lowest PID wins write conflicts.

Cell[Ri] OP $w // Crr <= OP(y) where OP € B\ {~} and y is formed by concatenating
the least significant bit of register $w from each processor executing this instruction with target
cell RY.

Formally, let py,...,p, be the IDs of processors executing an OP instruction with target cell Cj.
Let wy, ..., w, be the registers named by $w on each such processor, respectively. Concatenate to
form y = Isb(REL )| ... || 1sb(REy ) and assign Cy < OP(y). All functions in B\ {—} are symmetric
and have unbounded fan-in, so the order of concatenation does not matter.

fl $o if ¢ <si $o
Cel1[Ri] := ROMI $o $idx $bit // Cpp -  12HOT)e i €< size(O%)
i 1 otherwise

where the number ¢ is formed by placing lsb($bit) in the $idxth bit of the binary expansion of ¢,
from all processors executing the ROM1 instruction with target cell RY.

o if k < len(0O%) and ¢ < |O%°
Cell[Ri] := ROM2 $o $dim $idx $bit // Crr < ¢ ©F = ?n( Jand £ < |OF°|
i 1 otherwise

where the number k is formed from all processors executing ROM2 $o 0 * * by placing Isb($bit)
in the $idxth bit of the binary expansion of k, and the number ¢ is formed by doing the same for
processors executing ROM2 $o 1 * *.

NOP // No operation; helps with synchronization.

Conflict Resolution. Conflicts arise when processors disagree about simultaneous instructions that
target the same global memory cell Cj. To determine the outcome,

1.
2.
3.

Let p be the minimum processor ID targeting cell Cj. Select instruction I = I, executed by p.
If I is a Write (Instruction 3), then Cj, « lsb(R}) and computation proceeds.

If I is an OP (Instruction 4), then proceed as described above and simply ignore any processors
attempting to execute a different instruction with target Cj.

. If I is a ROM1 or ROM2 (Instructions 5 or 6), conflicts may arise in formation of the indices ¢ and/or

k. In all cases the processor with lowest PID sets the value of the conflicted indexing bit.

Figure 2: Instruction set expansion for PRAMs.
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I, Iy, ..., I, Bach processor has a unique and static processor ID (PID) accessible via a dedicated
instruction. To coordinate distinct processors, B-PRAMSs have an infinite global memory of cells
denoted C,Cy, ..., each containing a single bit or L. The global operations (Instructions 4-6 of
Figure 2) make cells active computational elements: they aggregate information from many processors
to determine what bit is stored after each step of computation.

The state of a B-PRAM running with ¢ processors consists of the contents of the registers
of all processors, R%, R%, e R%, RZ, ... ,R{, R, ..., the instruction counters of all the processors,
a1,q2,. .., 04, and the contents C1,Cy, ... of all global memory cells. To execute a B-PRAM M
on an input  with ¢ processors and k finite oracles O, ..., 0%, we begin by setting all registers
of all processors to L, all global cells to L, and all ¢ instruction counters to 1. Then, in lockstep,
we update local registers, global cells, and instruction counters as per the semantics in Figures 1
and 2 until at least one processor executes a HALT Ri instruction. Let p be the minimum PID that
executed a HALT. The output Ml?l"”’ok (z) € {0,1} is Isb(R?), the least significant bit of register ¢
on processor p, if Rf contains a number and 0 if it contains L.

A B-PRAM execution runs in time ¢ if the number of instructions executed by each processor is
t (since processors work in lockstep, all processors execute the same number of steps). Algorithms
written for B-PRAMSs require both time and processor upper bounds. Fixing ¢,q : N — N, the
language L C {0,1}* is decided by a B-PRAM using ¢ time and g processors if for every input
r € {0, 1}, My (7) = L(x) in at most ¢(]z[) steps. Since this is the only PRAM model considered
in this paper, we may refer to B-PRAMs as simply “PRAMs” where the basis is clear from context.

The description length of a B-PRAM M is the number of bits required to represent M using
a fixed binary encoding, denoted |M|. We fix a concrete encoding and description length bounds
via Lemma 3.1 below. Any binary encoding with comparable overhead would be suitable for all
applications in this work. Note that the encoding of RAMs by Cook & Reckhow is not suitable,
because it represents constants in unary [CR73, Table IV].

Lemma 3.1 (Efficient Encoding for B-PRAMS). There is an absolute constant k depending only on
B such that every B-PRAM M has encoding length |M| = sklog(max{c,r}), where

1. s is the number of instructions in M,
2. c is the largest numerical constant value appearing in an instruction of M, and
8. 1 is the number of distinct register names appearing in the instructions of M.

Very frequently, we will need to talk about the combined description length of a B-PRAM
and a finite list of finite oracles. We do so by fixing a canonical pairing function (-) that has the
property that for all objects aj,as,...,ar with well-defined binary encodings, |{(a1,as,...,ar)| =
Ele la;| + Z?:z O(log |a;|). Such encodings can be constructed by, for example, concatenating the
lengths of the encodings of all but one of the objects in bit-doubled format followed by the individual
encodings. Note that a non-empty finite oracle O can be encoded with |O| 4+ O(logsize(O)) bits.

4 Resource-Bounded Kolmogorov Complexity on B-PRAMs

The PRAM model naturally induces a notion of Kolmogorov complexity which we define formally in
this section.

3Note that all processors in a B-PRAM execute the same fized program, though they each have their own instruction
counter and thus may branch to different parts of the program. This is in contrast to the “nonuniform PRAM” model
from the 1980s (see, e.g., [SV84]), where every processor is allowed its own program and the program itself may
depend on the input length.
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Definition 4.1 (Evaluation function for PRAMs). Given a B-PRAM M encoded as a bitstring
according to Lemma 3.1, an input = € {0,1}*, a time bound ¢ € N, a number of processors ¢ € N,

and a (possibly empty) sequence of finite oracles O',..., O, define the evaluation function for
B-PRAMs as

oL,..,0F o 2 O, OF s
Es(M.z,t,q, 0%, OF) = My (x) if My (x) halts within ¢ steps
L otherwise.
If the input M is not a valid encoding of a B-PRAM, &€z outputs 0 regardless of the other arguments.
The symbol £ will be used as a shorthand for Ego.

In standard definitions of Kolmogorov complexity, a universal machine serves to both (1) fix an
encoding and (2) impose semantics. Recall that, given a universal Turing machine U and a time
parameter ¢, the t-time-bounded Kolmogorov complexity of a string x, K!(z), is the minimum length
of a “description” d such that for all i € [|z|], U(d, ) halts and outputs x; in ¢(|d|) steps. Both the
exact format of strings d and the mapping of indices to bits are determined by fixing a “sufficiently
reasonable and efficient” universal machine U.

Constructions of “reasonable and efficient” universal PRAMs are not often given, in stark contrast
to the wide range of thoroughly studied universal TMs and RAMs available in the literature.
Therefore, we accomplish jobs (1) and (2) without a UPRAM by (1) fixing a concrete encoding
of B-PRAMs (Lemma 3.1) and (2) precisely specifying abstract machine semantics (Figures 1 and
2). This is directly analogous to circuit complexity, where it is standard to define encoding and
evaluation of circuits separately and concretely.

Definition 4.2 (Kolmogorov Complexity on PRAMs). For every basis B, w € {0,1}*, and t € N,

KP%(w) = min (M, 0", 0% ..., 0" |+q : Vi€ [|w] Eg(M,i,t,q,0 ..., 0%) = w;}.
Me{0,1}*, qeN
keNU{0}, O!,... OFcO*

Write KP! as shorthand for KPtBO. Given an unbounded-fan-in symmetric Boolean function A we use
KPZ to denote KP%OU{h}.

In Section 7 we use KP with super-constant time bounds. The measure KP? where ¢ is a function
of |w| is defined in the obvious way.

The measures KPg share features with both time-bounded Kolmogorov complexity K' and
“time-penalized” Kolmogorov complexity KT. Like KT, which charges additively for the number of
time steps used to locally compute x, KPg charges additively for the number of processors used.
Like K*, which enforces a hard cap on the runtime of a serial machine, KPyz enforces a hard cap on
the runtime of a parallel machine.

We remark that this formulation of KP}, is entirely motivated by connections to AC°[h]-circuit
complexity. One could just as well imagine other parallel Kolmogorov complexities defined using
PRAMs that clip the number of processors, charge additively for time (maybe even logarithmically,
like in Levin’s “Kt” complexity), or both.

Before investigating the properties of KP, we define some notation that will be useful later. We
will often refer to a tuple (M, O, ..., OF) where M is a B-PRAM and the O’ are finite oracles
together as a machine II. We use Hfl(z’) as shorthand for Eg(M,i,t,q, O, ..., OF) and use |TI| to
denote [(M,O%,...,OF)|. For any s € N, we define X5 ¢ as the set of all tuples (I, ¢) such that

1. I= (MO ..., OF) where M is a B-PRAM and O, ..., OF are finite oracles;
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0. Input: i € {0,1}*. Oracle: O! containing w.

1. R1 := PID

2. R2 := In[R1]

3. Cell[1] := ROM1 1 R1 R2

4. R1 := Cell[1]

5. HALT R1

Figure 3: PRAM that memorizes a string w.

2. g eN;
3. Ol +¢<s.

Therefore for all x, KPi(x) < s if and only if there exists (II,q) € X s such that for all i € [|z]],
Hg(i) = ;. We drop B and simply write X; where the basis is clear from context.

4.1 Basic Properties of KP

KP shares several basic properties with standard variants of Kolmogorov complexity, derived below.

Proposition 4.3 (Memorization). For all bases B, w € {0,1}*, and t > 5, KPL(w) < |w| +
O(log [w]).

Proof. Fix any w € {0,1}*. Let M be the PRAM given in Figure 3, and let O! be a finite oracle
containing w. It is easy to see that for all i € [Jw]], Mﬁgolgﬂwm (i) = w;. Furthermore, the PRAM has

constant program length, oracle size |w|, and always runs in 5 time steps. The KP upper bound
follows. m

Proposition 4.4 (Most strings are KP-incompressible). For all bases B and t € N,

P KP! <n-—21 <
b [KP(w) < n = 2logn] <

S|

Proof. Let s(n) = n—2logn. We bound the size of the set Xz 4(,,). For every ¢ € [s(n)], the number
of machines II such that (I1, q) € Xz 4, is exactly the number of machines II with length at most

s(n) — ¢, which is less than 25(™~9+1 Thus
s(n)

|Xg sy < D 2770t = ool .
q=1

Fix t € N. For each w € {0,1}", KPg(w) < s(n) if and only if there exists (I, q) € X s(n)
such that for every ¢ € [n], II,(i) = w;. Note that for a fixed (II,¢) there is exactly one string
w such that IT} (i) = w; for all 7. Thus the number of n-bit strings w with KP%(w) < s(n) is at
most | X5 4(n)| < 25(")+1 Tt follows that the probability that a random string w ~ {0,1}" has
KP%(w) < s(n) is 25(W+1 /on = gn=2legntl-n < 1 /p, O
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4.2 Computational Problems Based on KP,,

The measure KPg in turn induces the following decision problems, analogous to the well-studied
MK'P and MKTP problems [Sip83, ABKT06].

Definition 4.5. For every basis B,
MKPPg = {(w, 1*,1%) | w € {0,1}*, KPk(w) < s}.
For a fixed ¢t € N and s : N — N, we define by MKPP%][s] the “slice”
MKPPL[s] = {w € {0,1}* | KP%(w) < s(Jw|)}.

Write MKPP as shorthand for MKPPgo. Given any symmetric Boolean function h, we use MKPP,
to denote MKPP o3 -

We also define the following distinguishing problem.
Definition 4.6. The KP-vs-Randoml[s] problem is defined as follows.
e The input is a string w € {0, 1}*.
e The output should be YEs if KP%(w) < s(jw)).
e The output should be NoO if w is a uniformly random |w|-bit string.

As with MKPP, we use KP-vs-Random?,[s] as shorthand for KP—vs—RandomgOU{h}. An algorithm

A solves the KP-vs-Randoml|[s] problem with error § if for all but finitely many input lengths n,
(a) if w € {0,1}" has KPx(w) < s(n), Pra[A(w) accepts] > 1 —6(n) , and (b) Pr,go.13n a[A(w)
accepts] < §(n). For s(n) < n — 2logn, the KP-vs-Randomk][s] is non-degenerate (i.e., the YES and
No cases do not overlap with non-negligible probability) due to Proposition 4.4. We may sometimes
require the input length and threshold to depend on some other underlying parameter. In such cases
we will explicitly specify the dependence by saying A solves KP-vs-Random[s(n)] on input length
l(n).

5 KP, and AC’[h] Complexity Are Polynomially Related

5.1 Simulating circuits with PRAMs

We now show that every circuit A over B can be efficiently simulated by a B-PRAM M, with running
time linear in the depth of A and number of processors equal to the number of wires in A. This
simulation is optimal (up to constant factors) in description length: we obtain |M| = O(|A]|log |A]),
asymptotically equivalent to the number of bits used by a reasonable encoding of A.

Theorem 5.1. For all symmetric Boolean functions h there exists a constant o € (0,1) such that
for allt € N and z € {0,1}*, KP! (z) = O(ACY,[h]-CC(x)). The O suppresses a single log factor.

Proof. Fix an arbitrary symmetric Boolean function h : {0,1}* — {0,1} and let B = {A,V, -, h}.
Let o < 1 be a rational constant to be determined later. Fix a string « € {0,1}* and a natural
number t. Suppose A is a minimal depth-at circuit over B computing x. Let w be the number
of wires in A, so that ACY,[h]-CC(z) = w. We describe a B-PRAM M that computes z: for all
i € [|z|], the output M, (i) = x; within ¢ time steps. Our machine will satisfy |(M)| = O(wlogw),
establishing the claimed upper bound on KP? (z).
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Figure 4: The life cycle of a processor simulating a wire of a circuit.

Intuitively, each processor of M is responsible for a single wire of the circuit A. Every gate
g of A corresponds to a single cell Cy in global memory, intended to hold the evaluation of g.
Computation proceeds layer by layer. Consider all the wires (x, g) leading into gate g. Each processor
corresponding to a wire (gg, g) for k € [fanin(g)] first executes a “read” instruction to fetch a bit
by from the input or from Cy, . Then, all these processors execute a global type(g)-operation on
their local bit by, with target cell Cj;. This computation aggregates all the bits by using the function
computed by gate g in A and stores the result in global memory, at cell Cy. Observe that an entire
layer of the circuit A can be evaluated in parallel using this simple idea. While any given layer is
being computed, the processors corresponding to wires in other layers are in a “waiting” state.

More specifically, the program for M consists of three sections that appear in the following order:
a “pre-processing” section, a “finished” section that implements an infinite loop, and a “jump table”
with w “blocks,” one for each processor.” A processor’s execution begins in the pre-processing step,
where it loads a register with its PID and jumps to the block dedicated to it. We will ensure that
all blocks in the jump table have a constant number of instructions (say ¢), so this can be done by
computing the address of the jump table entry as a hardcoded constant offset plus £ - PID and then
jumping to it. Note that £ - PID can be computed in constant time by repeated addition since ¢ is a
constant.

The code block for PID k is responsible for simulating information flow through the kth wire of
A. When the blocks for all wires in a given layer are executed in lockstep, the outputs of all gates
in that layer are computed and written to the appropriate global cells. Suppose the kth internal
wire of A is at the dith layer from the bottom, reads from gate gi, and feeds into gate g;. The code
block for PID k does the following.

1. Wait for cyait - di time steps by incrementing a counter register, where cyait is a constant that
will be decided later in this proof. The number cyajt, - di is hardcoded in the program, and its
encoding length log(cwaitdy) is crudely upper bounded by O(logw).

2. Read cell C,, into a local register R. Because the number of reachable gates in a circuit is
at most the number of wires in the circuit, the input cell number can be hardcoded using
O(logw) bits.

3. If g}, is a B-gate of type OP # —, execute a global OP targeting cell Cg;c with the operand R.
Then execute a NOP to ensure this block is synchronized with the case where OP = —. By the
same reasoning as in the previous step, the address of the target cell can be hardcoded using

O(log w) bits.

4The finished section is placed before the jump table to ensure that all hardcoded offsets for jump instructions are
of constant size.
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4. If g, is a — gate, compute 1 — R and write it to cell Cg;'

5. Jump to the finished section. Note that since the finished section was placed before the jump
table, the address of the finished state is a constant.

Note that steps 2-5 of the block have a total running time that is a constant number of time
steps independent of k. We set cyaiy to be this constant. For the output wire, we replace steps 3-5
by a HALT instruction.

It is easy to see that on any input i € {0, 1}°81#l M, (7) simulates A(i) layer by layer to compute
x;. Also, note that there is a constant ¢y independent of A such that each layer of the circuit is
computed in ¢y time-steps. Thus the running time of M is at most ¢ - at. Setting o = 1/¢g, the
running time of M is at most ¢. The description length of any given jump table block is O(logw)
bits. The pre-processing and finished sections have constant length. Since there are w jump table
blocks, the total length of the program is O(1) + O(wlogw) = O(wlogw). The KP upper bound
follows since the number of processors used is w.

O

5.2 Simulating PRAMs with circuits

Conversely to Theorem 5.1, the execution of an arbitrary PRAM M with oracles O', ..., O and p
processors for ¢ time steps can be simulated by depth-O(t) circuits with size poly(|(M, O, ..., OF)| +
p). Like the simulation of circuits by PRAMs, this construction generalizes to PRAMs over more
extensive bases, although in this case we can only generically handle bases consisting of functions
that are “paddable” in a certain sense. We note that this limitation does not preclude modifying
the construction to handle non-paddable functions. Indeed, as we show in Corollary 5.5, a simple
modification of the construction allows us to handle the (non-paddable) majority function.

Definition 5.2 (Bit-paddability). A Boolean function f :{0,1}* — {0,1} is bit-paddable if there
exists a bit b such that for every = € {0,1}*, f(x) = f(x||b).

The AND, OR, MOD,,, Parity, and fixed threshold functions are all bit-paddable. The majority
function is not. Our construction will use simple oracle gadgets to memorize oracles and PRAM
code.

Lemma 5.3. Let O be a finite oracle and define the functions 78,19 : N — {0,1} and 7§, 7S :
N x N — {0,1} as follows.

o Oi;  if O is defined, i.e., i <len(O) and j < |0;
TFS)(Z,]) — { J J ( ) ‘ ‘

0 otherwise.

O, . 0 if O,  is defined, i.e., i <len(O) and j < |O;]
Up (Zaj) =

1 otherwise.

™

o) — {flat(@)i if flat(O); is defined, i.c., i < size(O)

0 otherwise.

0. 0 if flat(O); is defined, i.e., i < size(O)
ny (i) =

1  otherwise.

Each of these functions is implementable by a constant-depth, poly(size(©Q))-size AC? circuit.

23



T N Y @0, "

J )

T2 T
” )
Decode - Febuln s Com‘; e Update instrnction _ 5 Uplete
cnshruchion O?Uow\a\s opere Hone Covnter aEwio fj
€ A (® (&) ) (s-7)

i ya\
N —y
/

\ Global  wmemocy

Figure 5: The phases of simulating one step of PRAM computation by constant-depth circuits.

Proof. We describe how to implement 7y and 72. The circuits for 1 and 7; are obtained via simple
modifications. Recall that integer comparison is in AC’, i.e., there is a constant-depth, poly(n)-size
circuit C< that, given two n-bit natural numbers a and b, outputs 1 if and only if a < b. Recall also
that integer equality is in ACY, i.e., there is a constant-depth, poly(n)-size circuit C— that, given
n-bit strings a and b, outputs 1 if and only if a = b. (See, e.g., [Vol99] for proofs of these facts.)

Let O be an arbitrary finite oracle with len(O) = m. For k € [m], let ap = |Ok|. Notice
that for all (i,7) where i < m is encoded as a [logm]-bit integer and j is a [maxe(y) log ax]-bit
integer, the expression C1(4,j) = Ve l(i = k) A (j < ag)] evaluates to 1 if and only if j < a;.
Since the values aj can be hardcoded and equality and comparison are in AC?, there is a constant-
depth circuit of size poly(logm + maxjc(y, logax) = polylog(size(0)) computing C;. Notice that
nS (i, 7) = —[(i < len(O)) A C1(i, )]. It follows that 7§ can be implemented with a constant-depth,
polylog(size(O))-size circuit.

We now turn our attention to 7759 . First, note that the “otherwise” case in the definition of
79 (i, §) occurs if and only if 7§ (4,7) = 1. The oracle O can be memorized as follows. Define

Co(i,j)= \/ [i=k)AG =0 A0k

ke[m],L€ag]

It is easy to see that when (7,7) is within bounds for O, Cp(i,j) = O;;. There are at most
m - (MaXpe(m) ak) < size(0)? terms in the top-level OR gate, and each term can be implemented by
a constant-depth, polylog(size(©))-size circuit since equality is in AC’. Thus C can be implemented
by a constant-depth, poly(size(O))-size ACY circuit. The circuit upper bound for 7§ follows from
the observation that 7S (i, ) = (0 (i, 5) A0) vV (—=n¥ (i, 5) A Co(i, ). O

The proof of the following theorem constructs circuits with 7€ and n® and invokes Lemma 5.3
to replace those gates with constant-depth sub-circuits. In that proof, we will refer to the first input
to my and 7 gates (sub-circuits) as the “row” input and the second input as the “column” input.

Theorem 5.4. For all bit-paddable, symmetric Boolean functions h : {0,1}* — {0,1} there is a
constant B > 1 such that for all constants t, AC%t[h]—CC(J:) < poly(KP! (2)).”

®The theorem also holds for super-constant ¢, though in that case the upper bound obtained is ¢ - poly(KP%, (x)).
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Proof. We follow the construction of Stockmeyer and Vishkin [SV84] closely, departing where it is

necessary to support our global operations. Let B = {A,V,—,h}. Fix a B-PRAM M, a list of finite

oracles O, 0?,..., 0% a number p, and a constant time bound . Let s = |[(M, O, ..., OF)| + p.
We describe a depth-O(t) ACY[h] circuit of size polynomial in s for some constant 3 > 1 that

outputs Mf b O (z) whenever that computation halts in ¢ time steps. The theorem statement
follows immediately from the definition of KP. Furthermore, we describe our circuit as if it had
access to 77?, 7759 , n?, and 7759 gates for several oracles O; this is sufficient as one can simply replace
m and n gates by the poly-size, constant-depth gadgets given by Lemma 5.3.

We begin by scanning the code for all registers that are explicitly named and renumbering
them starting from 1, so that the largest register name is also the total number of distinct registers
explicitly used by M. Note that the maximum number of arguments for any PRAM instruction
is five. We use the code of M to create five finite oracles: O°P, consisting of the names of the
instructions in the program in order, and O#8! ... (0285 consisting of the names of the arguments
to those instructions. That is, O; contains the name of the ith instruction in M’s program, O rel
contains the name of the first operand to the ith instruction, and so on. For instructions that have
fewer than five arguments, the empty string appears in the appropriate sequence(s). Our circuit will
use 7 and 7 gates for these oracles as well as the oracles O, ... OF.

The constructed circuit has p distinct columns of hardware, once for each processor, split into ¢
constant-depth layers, one for each step of computation on the PRAM. There is a “global column”
responsible for controlling access to global memory cells. It is easy to see that the number of global
cells used by the PRAM during its execution is at most ¢ - p, with addresses no more than 20(+M)
(the largest value one can access using our arithmetic operations and hardcoded constants). While
we do not know which cells these are a priori, we will allocate them dynamically. For each of the
possible ¢ - p cells, the global column contains O(t + |M|) wires for the cell’s “address,” and two wires
for its “value” (used to encode 0, 1, or ). The address is set to 0 if the cell wires are “unallocated.”
For each time step in the execution, the column is connected to circuitry in each processor column
to read values from global memory and write values to global memory. The input is handled as
global memory, but without the circuitry to write and with the addresses set to special canonical
values. Output is handled as global memory with a special address which has circuitry to write but
not to read. Additionally, there is a “halt flag” wire that will be set to 1 after the PRAM halts.

We focus now on a single layer of a single processor column, describing how one step of computation
is accomplished. The input to this subcircuit is (1) the instruction counter, (2) the contents of local
memory, and (3) the contents of global memory. The layer is computed in seven phases.

1. Decode Instructions. This phase maps the program counter to a one-hot indicator of which
instruction should be executed at this step. Let £3; be the maximum bit length of any argument in
the code of M, taken across both explicitly named registers (after renaming) and constants that
appear in the program. Since there are a constant number of types of instructions, each type of
instruction can be identified with a constant number of bits m. We call these bits “opcodes.” Place
m 79" gates and £y 79" and n§™*" gates for each i € [5] in parallel (since m is a constant and £,y
cannot be larger than the size of the code for M, the number of 7 and 7 gates used here is definitely

polynomial in s). Feed the program counter into the “row” input of each gate. Feed the hardcoded

numbers 1,2,...,m into the “column” inputs of the m 79" gates respectively, and 1,2, ...,¢ys into
the “column” inputs of the £3; 7§ and 79" gates, for each i. We will encode instructions in

O°P so that every opcode has exactly m bits, which prevents any out-of-range indices in this step.
When executed, this construction computes a complete instruction from the program, outputting
m + 10€; bits: m bits containing an opcode, and £j; pairs of bits for each operand consisting of
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a “flag” bit (from the 7 gates) indicating whether that bit is in range and a value bit (from the 7
gates) containing the corresponding bit of the operand when defined.

Conjunctions of constant width suffice to create a one-hot vector of bits indicating which operation
is to be executed in this time-step.

2. Fetch Operands. This phase looks at the 10¢;; bits corresponding to operands that come
from phase 1 and the contents of local and global memory, and outputs the values for the operands
to be used during execution. These values may be hardcoded constants, contents of a register, or
contents of a cell. By insisting on an appropriate bit encoding for operands in Ol ... 08 we
can ensure that it is sufficient to look at the first two bits of an operand to decide whether the
operand is a register, a cell, or a hardcoded constant.

For each of the five operands and each register, we compute in parallel and in constant depth
whether the operand is equal to the name of the register (one can overcome the issue of variable
operand lengths via careful naming of registers and usage of the flag bits produced in phase 1).
Using a bitwise AND between the equality bit produced and the value stored in the register, we
obtain for each register a set of wires that are (a) all set to 0 if the register is not the one being
referred to, and (b) set to the value of the register if it is being used.

Similarly, for each global cell we compute equality with the address wires corresponding to the
global cell and compute the AND between the result and the value in the cell to obtain a set of wires
as in the case of registers.

Finally, we obtain a set of wires that is (a) set to 0 if the operand is not a constant, and (b) set
to the value of the constant if it is. The number of wires to use here can be precomputed by looking
at the largest constant in the program.

Taking a bitwise OR of these sets of wires gives us the value of the operand to be used.

3. Compute and Compare Values. There are a total of 8 arithmetic/logic and control flow
instructions. Each arithmetic/logic operation is binary, each control flow instruction makes a binary
comparison. Furthermore, these comparisons and operations can be implemented by AC? circuits.
Arrange all these circuits in parallel to compute on the first two operands output by the previous phase.
The output of this phase contains the results of all possible local binary operations/comparisons
implicit in the RAM instruction set.

4. Update Instruction Counter. If the current instruction is a conditional jump, then we check
the condition computed in the previous phase and overwrite the instruction counter with one of the
operands computed at phase 2 if appropriate. Otherwise, we increment the instruction counter. All
these steps are clearly in AC?. The output of this phase is the value of the instruction counter at
step t + 1.

5. Determine Updates to Memory. This is identical to steps 6-8 of [SV84]. The output of
this phase is the following;:

e Based on the instruction being executed, the result of the current instruction if applicable or a
flag indicating no result if not.

e An address of local or global memory where the result ought to be written. If the instruction
is a HALT instruction this is set to a special predetermined value.

e A flag indicating if it is local or global memory that this processor wishes to update.
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e A bit vector indicating which type of update to global memory is desired: write or some global
operation allowed by the instruction set.

6. Update Local Memory. This is identical to step 9 of [SV84]—no write conflicts can occur in
the local registers.

7. Update Global Memory. We describe how each type of global write operation can be
implemented by constant-depth circuits. The final circuit has a copy of these circuits for every global
cell and every type of operation and uses simple constant-depth circuitry to decide whether the
global cell is being written to and if so which operation needs to be performed, and appropriately
overwrites the cell wire if necessary.

If the update to global memory is triggered by a simple write, this is identical to step 10 of
[SV84]. Write conflicts are resolved by computing a unique “write permission bit” by disjuncting over
all processors that have smaller PID than the present processor, for each processor: if any of these
processors has the “wish to update global memory” bit set and the same target address, then the
processor with larger PID gets a zero permission indicator bit. In this way, only the minimum PID
processor will be allowed to write to the address in question, and circuitry from the local memory
update can be reused after this conflict-resolution subcircuit. [SV84] also shows how to dynamically
assign global memory to addresses; we use that circuitry as is.

If the update is triggered by a HALT instruction, we check if the halt flag is already set. If it is,
then no action is performed. Otherwise, we perform a simple write to the output wires and set the
halt flag to 1.

Now suppose the update to global memory is triggered by a non-ROM global operation. By design,
some set of processors P are simultaneously executing a global operation with target address addr.
This is easy to detect from the output of the previous phase. Since we consider only symmetric
Boolean functions for global operations, write conflicts are meaningless. In this case, conflicts are
with respect to which operation should be erecuted—each processor has declared a type of operation
that it wants applied to the target cell, computed at the previous phase. In the case of such a conflict
we simply reuse the write-conflict resolution strategy above to select the minimum PID that would
like to execute a global operation with target address addr, and write the result of that operation to
the addr location of global memory. To execute the computation and subsequent write, we place
one copy of each global operation gate (each global operation is in the basis B and thus we have
unbounded-fan-in gates for it) and feed it one input wire from every processor. We set the input
wire from a given processor to contain (a) the “result” field from phase 5 if the processor is involved
in the global operation, or (b) the “padding” bit for the operation if the processor is not involved. It
is easy to see that these input wires can be computed in parallel and by constant-depth circuitry.

Finally, if the global write is triggered by a ROM1 or ROM2 instruction to oracle 0%, we use 7%
and n?l or 7r§9 " and 7759 " gates respectively where each input to the gate is computed by looking at
the row/column and index operands and using them to select the right input bits. Looking at the
output of the n gate, we write either the bit value coming from the 7 gate or a L to the global cell.

The output of this final phase is an updated bit-vector representing the state of local and global
memory at the beginning of step ¢ + 1.

Chaining t copies of phases 1-7 in each processor column and putting all the columns together,
we get a circuit that simulates the PRAM step-by-step. The input is wired into the input part of
the global memory and the output is the output wire.
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It is easy to see that each phase is computed by a constant-depth, poly(s)-size AC°[R] circuit, as
every operation performed is a constant-depth, poly(s)-size operation. Let § be the total (constant)
depth of the subcircuit chaining all seven phases together for a single time step. The depth of the
final circuit then is exactly St as claimed. Since the circuit contains p copies of each time-step in
parallel and there are ¢ time-steps, the total size of the final circuit is ¢ p- poly(s) which is polynomial
in s since t is constant and p < s. Note that if ¢ were super-constant, the proof would go through
as-is, except the circuit-size upper bound would become ¢ - poly(s) instead of just poly(s). O

Corollary 5.5. There is a constant k > 1 such that TCY,-CC(x) < poly(KPka,(2)).

Proof. The only part of the construction in the proof of Theorem 5.4 that does not work if MAJ is
part of the basis is phase 7. To compute a global operation f, the construction computes an f gate
with one input from each processor: the bit to be considered for processors that are participating,
and a “padding” bit for processors that are not participating in the operation. Since MAJ does not
admit a padding bit, that process does not work. However, we can overcome that by, instead of
feeding the MAJ gate one wire per processor, feeding it two wires per processor. If a processor is
participating in the global operation with a bit b, we set these wires to b||b. If it is not participating,
we set these wires to 01. It is easy to see that the majority function applied to the input formed
by concatenating all these wires is equal to the majority function applied to just the participating
processors’ bits. The corollary follows. O

5.3 A Nontrivial Algorithm for KP-vs-Randompyop,

Razborov and Rudich [RR97] showed that the proofs due to Razborov [Raz87] and Smolensky [Smo93]
that the majority function cannot be computed by polynomial-size AC" [p] circuits are natural, that
is, they are witnessed by efficient algorithms (called “natural properties”) that can distinguish
low-complexity truth tables from truth tables of random functions. Theorem 5.4 shows that strings
with low KPmop, can be thought of as truth tables of low-complexity AC’ [p] circuits. Thus, one
can straightforwardly combine Theorem 5.4 with the natural properties of Razborov and Rudich to
obtain algorithms for KP-vs-Randomyiop,-

Theorem 5.6 (Natural Properties against AC’[p] [RR97]). For every prime p, constant depth
parameter d, and constant 6 € (0,1) there is a polynomial-time algorithm My, 45 such that the
following are true.

1. (LARGENESS) For every sufficiently large n,

D M, tt —0l>1-66
f:{071}nr_>{0’1}[ pds(tt(f)) =0] >

uniformly random

2. (USEFULNESS) There are constants C,ng > 0 such that for alln > ng and f, : {0,1}" — {0,1},

if f can be computed by an ACg[p] circuit of size at most 2CnY D ypen

Mp7d,5(tt(fn)) = 1.

SRazborov and Rudich’s original definition of natural properties only considered largeness 279, [CIKK16,
Lemma 2.7] shows that largeness for any natural property can be amplified to 1/2. It is easy to see that if applied to
a natural property that already has constant largeness, their amplification procedure yields a natural property with
largeness 1 — § for any choice of ¢ € (0,1).
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Theorem 5.7. For every prime p there exist constants C', 3 > 0 such that for every constant t and
s(n) < 2¢ log!/ 7 KP—vs—Randomf\AODp[s] can be solved in polynomial time with error at most §
for every constant § > 0. In particular, KP-vs-Randomf\AODp[polylog(n)] can be solved in polynomial
time with error at most & for every constant § > 0.

Proof. Fix a prime p. Let C' be a constant to be set later. Let g and 8 be the polynomial and

constant given by Theorem 5.4 so that for all ¢ and =z, AC%t[p]—CC(a:) < g(KPf\/IODP(x)). Pick

an arbitrary constant time bound ¢ and s(n) < 2C"10g /@ n 1ot § > 0 be any constant. Let

M = M, ;5 be the polynomial-time algorithm given by Theorem 5.6. We claim that M is an

algorithm for KP—vs—Randomf\AODp [s] with error at most § on sufficiently large input lengths.
Suppose z € {0,1}" is a YES instance, i.e., KPlyop,(z) < s(n). Then by Theorem 5.4, there

is an AC%t[p] circuit of size g(s(n)) that computes f,. Note that g(s(n)) < g(2¢ 1Ogl/(wt)") <

90(1)-C"log!/ %0 n, Setting C’ to a sufficiently small constant thus ensures g(s(n)) < 9Clogh/ G n

where C' is the constant from the usefulness condition of Theorem 5.6. Since f, is a function on
logn bits, this means that as long as n is sufficiently large, M (¢t(f;)) = 1. On the other hand, if
x ~{0,1}" is uniformly random, then the largeness property implies that as long as n is sufficiently
large, M rejects with probability at least 1 — 4. O

It is easy to see that if subexponentially-secure one-way functions (and thus subexponentially-
secure pseudorandom functions) exist, then the analogously defined “KP°"vsRandom[polylog(n)]” and
“KTvsRandom|polylog(n)]” problems cannot be solved to constant error in polynomial time. In fact,
Liu and Pass [LP21, LP24b| show that if subexponentially-secure one-way functions exist, then
KPelYysRandom|polylog(n)] is hard even on average (as opposed to just worst-case over YES instances
in our definition). Thus, Theorem 5.7 shows that under the assumption that subexponentially-secure
one-way functions exist, distinguishing low-KPpmop,, strings from random is provably easier than
distinguishing low-KP®Y or -KT strings from random, at least when the threshold is polylog(n).

6 Connections to Learning

In this section we show that easiness of KP-vs-Randomj, implies learning algorithms for ACO[h] and,
conversely, that learning algorithms for AC°[h] imply algorithms for KP-vs-Random;, (albeit with a
lower threshold).

6.1 Algorithms for KP Imply Learning

We show that easiness of KP-vs-Random implies learning algorithms by exhibiting distinguishers for
DP/ for each f € AC° [h] and appealing to Lemma 2.5. This approach is inspired by the work of
Goldberg and Kabanets [GK23].

To construct our distinguisher, we show that a shuffled version of the direct product generator,

ISISf, produces outputs with non-trivially low KP complexity. Random strings, on the contrary,
have near-maximal KP complexity by Proposition 4.4. We need to consider a shuffled version of

DP/ because the indexing arithmetic required to compute DP(z!, 22,...,2™) itself incurs too much
overhead on constant-time PRAMs for the distinguisher we construct to be effective. Our shuffling
simply places the evaluations f(z'),..., f(z™) before the strings x!,..., 2™,

Lemma 6.1. For every f:{0,1}" — {0,1} and z € ({0,1}")™, define ISFDf(x) as
DP’ (z) = f@)I|- - I ™) 2] - ™.
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L. Input: i € [nm +m]. Oracle: O' such that O] , = zf.

2. Use the simulation of AC? circuits from Theorem 5.1 to check whether i < m, with m hardcoded
in the program.

3. If i > m, then use the simulation of AC? circuits from Theorem 5.1 to simulate a circuit for integer
subtraction. As a result, for j € [lognm], the processor with PID j should contain the jth least
significant bit in the binary representation of i — m.

4. Use a ROM1 instruction to compute flat(O1);_,, to a global cell. Then read the value and output it.

5. If i < m, then use read instructions and conditioning on PIDs to load the log m least significant
bits of the input ¢ into the first logm processors. That is, for j € [log m], the processor with PID
7 should read the jth least significant bit of i.

6. At the same time, designate n groups of logn processors each, and load each of them with the
binary representations of the numbers 1,2,...,n. Processor number j € [logn] within group
k € [n] should get the jth least significant bit in the binary representation of the number k. This
can be done via simple arithmetic and conditioning on PIDs.

7. Use ROM2 instructions (in parallel) to copy x},x%, ..., 2% to n global cells.

8. Run the B-PRAM to compute f given by Theorem 5.1, replacing INPUT instructions with global
read instructions to the cells containing zi,...,z

(2
n-

Figure 6: PRAM computing [f)\lf’f(:n)

For all ¢ > 1 and symmetric Boolean functions h, there exists t = O(d) such that for all d € N,
€ ACUR]-SIZE[ne], and « € ({0, 1}")™, KP(DP (2)) < nm + O(n®).

Proof. Fix any d € N, ¢ > 1, h, f € ACS-SIZE[n°], and = € ({0,1}")™. Set B = B° U {h}. Let O'

be a finite oracle containing m strings of length n, with (’)Ll1 b= Tp-

We claim that the B-PRAM M in Figure 6 is such that for some ¢ = O(n°), for all i € [nm + m],

Mf i) = IB\IJDf(;zc)Z Step 2 checks whether the output should be a bit from = (which happens when
i > m) or f(x%) (which happens when i < m). In the first case, the desired output is (z!| -+ |[|2™)i—m
which, by definition of flat, is flat(O');_,,. Steps 3 and 4 thus handle this case by computing i — m
and using a ROM1 instruction to obtain flat(O');_,,. In the latter case, the desired output is f(z?).
Steps 57 use simple PRAM operations to load the string x* into global cells. Step 8 uses the
simulation from Theorem 5.1 to simulate the optimal ACY[h] circuit for f.

Step 2 runs in constant time and uses O(polylog(m)) processors because m is an O(logm)-
bit number, and integer comparison is in AC’. Similarly, step 3 runs in constant time and uses
O(polylog(nm)) processors because integer subtraction is in AC’. Step 4 runs in constant time and
uses the processors from step 3. Steps 5-7 run in constant time and require O(nlogn + logm)
processors. Finally, step 8 can be implemented in time O(d) with O(n€) processors by Theorem 5.1.
Thus the running time of the PRAM is O(d).

Steps 1-7 have program length O(logn + logm) since all hardcoded constants (global cell
addresses, shifts, etc.) are at most max(n,m) in value. By Theorem 5.1, step 8 has program length
O(n°). Thus |M| = O(logn +logm) + O(n°) = O(n®). One might worry that combining these two
“snippets” of code might incur overhead, as one needs to shift any hardcoded jump targets in the
code for f given by Theorem 5.1 to account for the additional instructions that are now prepended.
However, this is not a problem as steps 1-7 only contain a constant number of instructions, which
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means that hardcoded targets in the code for f need only be shifted by an additive constant. As a
result, the overhead incurred in combining them is at most a constant factor.

Since |O!| = nm, we have |[(M, O1)| = |[M|+|0O'|+ O(logsize(O)) = O(n°) +nm+ O(log nm) =
nm + O(n°). O

We are ready to prove our main theorem on learning.

Theorem 6.2. For every ¢ > 1 and d € N there exist s(n) = n“t2 + O(n¢), and t = O(d) such
that if there is a (randomized) polynomial-time solver for the KP-vs-Random! [s(n)] problem on
input length £(n) = nt2 + nt1 with error 1/3, then ACY[h]-SIZE[n] can be PAC-learned over
the uniform distribution in (randomized) polynomial time to error 1/2 —1/O(n™Y) and confidence
1 —1/poly(n). Furthermore, if & € ACY[h]-SIZE[n®], then the learner’s error can be reduced to an
arbitrary 1/poly(n).

Proof. Fix ¢ > 1 and d € N. Define m = ntt. Let £(n) = n°t? + n“*! = nm(n) + m(n) and
let s(n) be the nm(n) + O(n®) upper bound from Lemma 6.1. Note that due to our setting of m,
s(n) = n°"2 + O(n®) as in the theorem statement. Finally, let ¢ = O(d) be the time bound in the
simulation of depth-d ACO[h] circuits given by Theorem 5.1. By Lemma 2.5, it suffices to show that
a 1/3-error solver for KP-vs-Random/,[s(n)] on input length £(n) implies a distinguisher B for the
m-fold direct product generator.

Note that since m(n) = w(n®), we have s(n) < ¢(n) — 2logf(n) and thus the problem
KP-vs-Random!, [s(n)] on input length £(n) is non-degenerate. Let A solve KP-vs-Random/[s(n)] on
input length ¢(n) with error 1/3. Our distinguisher B works as follows. Given input (17,y) with
y e {0’ 1}nm(n)+m(n)’

1. Break y into strings z', ..., 2™ € {0,1}" and r € {0,1}™(™),
2. Compute the string z = 7||z!|| - - - ||,
3. Output A(z).

Since A runs in polynomial time, so does B. Suppose y = DP/(z) for some f € ACY[h]-SIZE[n].

Then for all a € [m(n)], ro = f(z%), and hence z = 6T3f(x) By Lemma 6.1, KP% (2) < nm(n)+0(n¢).
It follows by correctness of A that A(z) =1 with probability at least 2/3. On the other hand, if y is
a uniformly random string then so is z. Thus, also by correctness of A, Pr, ¢ 1y¢ [B(1™,y) =1] =
PrZN{O,l}Z [A(Z) = 1] < 1/3

It follows that for every f € ACY[h)-SIZE[n?],

Pr  [B(1",DP/(z))=1] —

P (BO"r)=1]>
IN{O,l}nm(n) TN{Oyl}nm(n)+m(n)

1
>
— 10

L =

as desired. The “furthermore” part follows due to the boosting result of Boneh and Lipton [BL93|. [

We observe that the condition (MKPP},, /) € AvgBPP implies easiness of KP-vs-Random!, [s] with
the necessary setting of parameters, and is thus also sufficient for learning Acg[h].

Theorem 6.3. For all symmetric functions h, if (MKPPy,U) € AvgBPP then for alld € N, ¢ > 1,
the concept class ACY[h]-SIZE[n¢] can be PAC-learned over the uniform distribution in randomized
polynomial time to error e(n) = 1/2 — 1/poly(n) and confidence 1 — 1/poly(n) for sufficiently large
n. Furthermore, if ® € ACY[h]-SIZE[n¢], then the learner’s error can be reduced to an arbitrary

1/poly(n).
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Proof. Let A be a randomized errorless heuristic for (MKPPy, i) with failure probability ¢ set to 1/n.
By Theorem 6.2 there exist m(n) = poly(n), s(n) = nm + O(n°), and t = O(d) such that it suffices
to show that KP-vs-Random! [s(n)] on input length ¢ = nm(n) + m(n) can be solved in polynomial
time to error 1/3. Let A’ be the algorithm that, given a string = € {0,1}¢, runs A(z, 1*,15() and
outputs 1 iff the result is 1 or L. Since A runs in polynomial time, so does A’. We show that A’
solves KP-vs-Random with the required parameters.

Suppose 7 is a YES instance of KP-vs-Random, i.e., KP} (z) < s(n). Then it follows from the
definition of errorless heuristics and MKPP, that A(z,1%,15(") € {1, L} except with probability
1/10. Hence A’ outputs 1 except with probability 1/10.

On the other hand,

Pr [A(z)=1]= Pr [A(z, 1t 15(0) =1 Pr [A(x, 1%, 15M) =1].
IN{oﬂ}z[ (z) =1] IN{Ofl}é[ (z,1°, ) ]+$N{Of1}z[ (z,1°, ) =1]

Since A is an errorless heuristic for (MKPPy, i),

Pr o [A(z,14,15") =1] < Pr [Pr[A(x,lt,P(”)):L]21/10}+%

z~{0,1}¢ x~{0,1}¢
11
~n 10
Also,
Pr [A(z,15,1°5) = 1] < Pr [(z,1%,1°™) € MKPP}]
z~{0,1}¢ x~{0,1}¢
P A1) {0, L) (r, 1 150) ¢ MKPPy)
x~40,1

By Proposition 4.4, the first term is at most 1/n. The second term is at most 1/10 since A is
an errorless heuristic for MKPP. Putting everything together we get that Pr,_o1y¢[A'(z) = 1] <
2/10+2/n < 1/3. O

6.2 Learning Implies Algorithms for KP

In the other direction, we show that strong learning algorithms for AC°[h] imply algorithms for
the KP-vs-Randomy, problem. To do so, we will need the following lemma that shows that Turing
machines with short descriptions cannot approximate random strings.

Lemma 6.4. For every § > 0, £ € N, and n, with probability at least

1 _ 2—%71(1—2(5)2 log 6+£

over a uniformly random string x ~ {0,1}", there is no Turing machine M with description length”
less than ¢ such that

Pr [M(i) =xz;] >1-4.

i~ [n]

Proof. We show that for any fixed Turing machine M,

n(1—26)2
r r[M@G)=x;]>1—-0| <e 2
x~{0,1}7 | i~v[n]

™“Description length” here is defined with respect to some fixed reasonable universal Turing machine.
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The statement in the lemma then follows from a union bound over the 2¢ Turing machines with
(z)

description length less than £. To prove the inequality above, fix a machine M and let z;”” be a

random variable that is 1 if M (i) = z; and 0 otherwise. Then

1 n
Pr[M(i) =ai] =~ 2,
=1

ir~v[n]

and so
n

Zzi(m) >n(l— 5)] .

i=1

Pr Pr [M(i):xi]21—5]: Pr
z~{0,1}™ [i~[n] z~{0,1}"

Note that since M is a fixed deterministic machine, when = ~ {0,1}", the zgx) are independent

Bernoulli(1/2) variables. Thus the probability above is simply the probability that the sum of n
independent Bernoilli(1/2) random variables is at least n(1 — §). The desired inequality follows by a
standard Hoeffding bound. O

Theorem 6.5. For every bit-paddable h there exist constants v > 1 and 8 > 1 such that for
all constants ¢,c’ > 0, if there is a T'(n)-time PAC-learner for AC%t[h] -SIZE[n®] over the uniform
distribution with error 1/poly(n) and confidence 1 — & outputting hypothesis circuits of size at
most n¢ , then for every log® " n < s(n) = O(n%9¢/0<)) KP-vs-Random,[s] can be solved in time
T(O(n'<)) + poly(n) with correctness probability 1 — & — negl(n).®

Proof. Fix h and let p and 8 > 1 be the polynomial and constant from the simulation of PRAMs by
circuits given by Theorem 5.4. Let v > 1 be a constant such that p(n) < n?. Let A be a strong
PAC learner for AC%t [h]-SIZE[n¢] that outputs hypothesis circuits of size at most n¢ (where n is the
number of input bits to the function being learned) and has confidence 1 — §. Let g be a polynomial
such that the learner has error at most 1/g(n).

Let log® 7 n < s(n) = O(n%99¢/(:¢)) be arbitrary. We show that the following algorithm, when
given z € {0,1}", solves the KP-vs-Random, [s] problem.

1. Compute m = s(n)/.

2. Define g : {0,1}"™ — {0,1} as g(y) = = This function is well-defined since

s(n) > log®" n, which ensures m > logn.

y1||y2H“'Hylogn :

3. Simulate running A with oracle Ex(g) to obtain a circuit C'.

4. Estimate Pry (0 13»[C(y) # g(y)] to additive error 1/g(m). This can be done in poly(n) time
with probability 1 — g—nM by picking polynomially many random inputs y, computing the
fraction of the sample that is incorrectly computed by C', and using a Chernoff bound to bound
the probability that the estimate is 1/q(m) away from the true value.

5. Output YES if the estimate is at most 2/g(m) and NO otherwise.

Step 3 of the algorithm runs in time T'(m) = T(s(n)"/¢) = T(O(n'/¢)). All other steps run in
time polynomial in n. The bound on the running time follows.

Suppose KP! (z) < s(n). Then, by the simulation in Theorem 5.1, the function f, : {0, 1}1°8" —
{0,1} with f;(¢) = x; is computable by an AC%t [h] circuit of size at most p(s(n)) < s(n)? = me. It

8Note that the circuits output by the PAC learner need not themselves be AC°[h] circuits. The result holds for
every choice of finite computable basis for the hypothesis circuits.
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follows that g can be computed by a circuit of size m®, namely the circuit that simply runs the circuit
for f; on the first logn input wires and ignores the remaining input wires. Thus by correctness of
the PAC learner, the circuit output by AB9) is 1 /q(m)-close to g except with probability J. Since
the estimation in step 4 succeeds except with probability 9—n negl(n), the algorithm outputs
YES with probability at least 1 — & — negl(n).

Now suppose z is a random n-bit string and let f, : {0,1}°¢™ — {0,1} be the function such
that f;(¢) = x;. If the estimation in step 4 succeeds, the algorithm only outputs YES if A outputs a
circuit C' of size m¢ such that Pry 1013 [C(y) # g(y)] < 3/q(m). It suffices to show that such a
circuit C only exists with probability negl(n) since the estimation succeeds except with probability
negl(n). Suppose there is a circuit C' of size m¢ such that Pry 1013 [C(y) # 9(y)] < 3/q(m).
For every i € {0,1}°8™ and z € {0,1}™7'°8" g(i|z) = f.(i). By averaging there must exist
some z* € {0,1}™71°8" such that Pr;_g0,1y0sn [C(i]|2%) # f2(i)] < 3/q(m). Thus there is a circuit
C : {0,1}°8™ — {0,1} of size at most m¢ such that Priw{o’l}logn[é(i) # fz(1)] < 3/q(m), namely
the circuit C(i) = C(i]|z*). Since one can describe C with O(m logm) bits, there is a Turing
machine M with description size O(m¢ logm) such that Pr; _go,1y08n [M (i) = fo(i)] > 1 = 3/q(m).
By Lemma 6.4, the probability that such a machine exists for a random x is at most

expy (_logen <1 — q(3'm)>2 + O(m® log m)) = expy (—Q(n) + O(s(n)"/*log n))

= exp, (—2(n) + O(n® logn))
= negl(n).
O

Theorem 6.5 says that for ACg[h] functions of bounded polynomial size to be strongly PAC-
learnable by a polynomial-time algorithm, it is necessary for n-bit strings with KPg(d) less than n®
for some £ > 0 to be distinguishable from random strings. This gives evidence that computing KP is
not “overkill” for learning constant-depth circuits. Furthermore, note that if one-way functions exist,
then such distinguishability is false for KP?Y and KT. In fact, if quasipolynomially-secure one-way
functions exist, then the corresponding problem for KPY is even hard on average [LP21, LP24b).
Thus Theorem 6.5 also shows (under mild cryptographic assumptions) that any technique that uses
KP}, to learn AC°[h] must leverage properties of KP that do not hold also for KPY and KT.

7 Connections to Constant-Depth Cryptography

In this section we prove that average-case hardness (under a suitable definition) of KP-vs-Randomj,
implies PRFs computable by constant-depth ACO[h] circuits with size polynomial in the security
parameter. Conversely, we show that PRFs jointly computable by uniform polynomial-size /—\Co[h]
circuits imply average-case hardness (under the same definition) of KP-vs-Randomy, with a logarithmic
time bound. The forward direction closely follows a construction of strong PRFs from hardness of
K? due to Liu and Pass [LP24a]. The other direction follows the work of Ren and Santhanam [RS21]
which shows that cryptography in NC° is equivalent to hardness of KT. We begin by describing our
notion of average-case hardness.

7.1 Average-Case* Hardness

The average-case hardness notion we use is based on a definition of average-case hardness with
respect to two-sided heuristics due to Liu and Pass [LP21]. The reason we use that definition is that
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it allows for meaningful two-sided errors even for sparse languages such as the set of all low-KP
strings.

Definition 7.1 (Normalized input length). The normalized input length of a language L C {0, 1}*
is defined as n} (n) = log |[L N {0,1}"|. We define n}, . = We omit ¢, h, and s and simply

write n* where they are clear from context.

*
"'MKPPY [s]°

Proposition 7.2. There is a constant ¢ > 0 such that for all t > 5, symmetric Boolean functions h,
and s(n) <mn,
9s(n)—clog(s(n)) < IMKPP! [s] N {0,1}"| < 9s(n)+1

Thus s(n) — clog(s(n)) < n* < s(n) + 1.

Proof. Fix t > 5, h, and s(n). The upper bound was already proved in the proof of Proposition 4.4,
where we showed that for any basis B (and hence for the specific basis B° U {h}) the number of
strings = € {0, 1}" such that KP%(x) < s(n) is at most 25(W+1,

We now prove the lower bound. Let m = s(n) — clog(s(n)) where ¢ is a constant to be set later.
For every y € {0,1}™, define z® € {0,1}" by azgy) = y; where j is the number formed by the first
log m bits of i. We claim that for every y, KP% () < s(n). By Proposition 4.3 there exists (II, ¢) €
Xyt 0(1og m) Such that for all j € [m], IT;(j) = y;. Let II' be a machine that simply runs IT on the first
log m bits of its input. Note that IT’ has the same description length as II. By definition of ), for
all i € [n], TI(i) = 21¥). Thus KPY(z®) < m + O(logm) = s(n) — clog(s(n)) + O(log(s(n))) < s(n)
as long as the constant c is sufficiently large. The claim is thus true. The lower bound follows
since all the s are distinct, and hence we have exhibited 2 = 25()—clog(s(n)) (istinct elements of
MKPP! [s] N {0, 1}™. O

Definition 7.3 (Average-case™ Hardness). Let D = {D,, },en be an ensemble of distributions where
each D, is supported over MKPP! [s] N {0,1}". We say that KP-vs-Random},[s] is (T, a)-hard on
average™ with respect to D if for all T'(n)-time algorithms A and for all but finitely many input
lengths n, either
Pr [A(z) =1] <1—a(n®), or
x~Dy,

wNEfI}"[A(x) =0] <1—a(n").

We say that KP-vs-Random!,[s] is (T, a)-hard on average* with respect to the uniform distribution
if Dy, is the uniform distribution over MKPP,[s] N {0, 1}™.

That the error probability is allowed to depend on the normalized input length instead of simply
n ensures that this notion is meaningfully two-sided. For example, if the error probability depended
on n, then a 1/n%error algorithm would not be able to make any mistakes on YES instances
when the number of such instances is less than n¢, making the notion essentially one-sided. The
problem KP-vs-Random! [s] has a number of YES instances less than n® when we consider thresholds

s(n) = polylog(n).

Definition 7.4 (Universal distribution). The s-universal distribution, DY = { D3Vl s
the distribution sampled as follows.

1. Sample a uniformly random pair (II, q) € Xs(n).g

90One can sample uniformly from Xs(n) as long as our encoding of PRAMs as binary strings is reasonable.
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2. Let o = IIg(1) [T (2)]| - - - [T (n).
3. Output z.

Lemma 7.5. Let ¢ be the constant from Proposition 7.2. For allt > 5, h, and s(n) < n,
if KP-vs-Random},[s] is (T,a)-hard on average® with respect to the uniform distribution, then
KP-vs-Random!, [s] is (T, a’)-hard on average* with respect to the s-universal distribution where

o (n*) = ;S(g;?c If a(n*) > 1/poly(n*) then o/ (n*) > 1/poly(n*) (for a different choice of polyno-

mial).

Proof. Fix t,h, and s. Let o/(n*) = ;s((?;;)c and suppose KP-vs-Random},[s] is not (7, a’)-hard on
average™ with respect to the s-universal distribution. Then, by definition of average-case™ hardness,

there is a T-time algorithm A such that for infinitely many n,

Pr [A(z)=1]>1-d/(n*), and

xND%—univ
Pr [A(z)=0]>1-d/(n").
P [A@) = 0> 1 - o)
We show that on these input lengths, Pr,.p, [A(z) # 1] < a(n*) where D,, is the uniform distribution
over MKPP! [s] N {0,1}". By definition and since o/ < a, this means that KP-vs-Random?, [s] is not
(T, a)-hard on average™ with respect to the uniform distribution, proving the contrapositive of the
lemma statement.

As mentioned in the proof of Proposition 7.2, there are at most 250! pairs (IT, q) in Xy,
and furthermore every z € MKPP}[s] N {0,1}" is computed in time ¢ by at least one of these
pairs. It follows that for every fixed x € MKPP! [s] N {0,1}", when one picks (II, q) at random
from Xy, the pair computes z in time ¢ with probability at least 1 / 25(m)+1  That is, for every
x € MKPP[s] n {0, 1}7,

1
r_
I/NE’;univ[x - :L‘] Z 25(’!1)4»1 ’

By Proposition 7.2, [MKPPL[s] N {0,1}?| > 25(m)=clog(s(m) Tt follows that for every z €
MKPP! [s] N {0,1}",

1
!
L =2l < e

od(n)> Pr [A)#£1= > Pr = [o' =] Pr{A(z) # 1]

e~ [Ds-univ 2! ~ Ds-univ
" z:KP}, (2)<s(n) "

S g PilAG) £ 1

z:KP? (2)<s(n)

S T Y N e—— Pr{A(x) # 1

v

21+clog(s(n)) 23(n)7clog(s(n))
z:KP? (2)<s(n)
1 ;o
= 91+clog(s(n)) Z I,I:an[x - :C] ’ 1?41“[14(.%’) # 1]

z:KP? (z)<s(n)
1

= Sirelog((n) op, @) # 1,
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and so Prpop, [A(z) # 1] < «
Finally, suppose a(n*) >

"(n*) - 25(n)° = a(n”).
w 1 ) Note that by Proposition 7.2, 0.99s(n) < s(n)—clog(s(n)) < n*

v(n
and so s(n) < gigg. So o/ (n*) = 25(n C > 27(71(3)99(”*)6 = 1/poly(n*). O

7.2 A PRF from Hardness of KP-vs-Random

We now prove that for every bit-paddable function h such that @ € AC[h], if KP-vs-Random;,

is hard on average* even for n3-time adversaries then there exists a strong PRF computable by

constant-depth AC° [h] circuits with size polynomial in the security parameter. We construct our

PRF assuming KP-vs-Random} [s] is hard on average* over the s-universal distribution. Lemma 7.5

shows that hardness over the uniform distribution is also sufficient for the existence of such PRFs.
We begin by outlining the parameters that go into the construction.

1. Let t > 5 be an arbitrary constant and h be a bit-paddable function such that @ € AC°[h].

2. We assume that there exists a constant 3 > 0 such that KP-vs-Random},[s] is a-hard on average*
with respect to the s-universal distribution with s(n) < n and a(n*) = W. We assume
that s is monotonically increasing and thus has a well-defined inverse s~!.

3. The security parameter for our construction is A, and all other parameters depend on it.

4. Our analysis will use a distinguisher for our PRF to break the hardness assumption. The input
length at which we will break the assumption is n()\) = s71(\).

5. The input domain of our PRF is {0, 1} where £()\) = %log(n()\)).

log(n() y

6. The construction has a parallel repetition parameter y(A) = O( ey

7. Let ¢/(X\) = 8¢(\) = log(n(X)). The construction uses the Nisan-Wigderson generator instanti-
ated with a (d()\), £ (\), €()\))-design Z of size m(\) = 2/V) where d()) is £/()\) times the least
power of 2 greater than ¢/()\). Note that d(\) ~ #/(\)2.

8. The key space of the PRF is (X x {0,1}4M)YN) | Note that each key has a unique encoding
(under a reasonable encoding scheme) in roughly (A + d(\)) - v(A) bits, and thus the key space
can equivalently be thought of as {0, 1}A+dA)(),

For simplicity of exposition we assume that all the parameters are integers, and that n(\) is a power
of 2. The analysis works even when this is not the case if one takes floors and ceilings appropriately.
The PRF is constructed as follows.

1. For every (I, q) € Xy, define g, : {0,1}¢™ — {0,1}mR)
I (-
gm1q(y) = NWz " (1),
2. A key for the PRF is a tuple k = ((Il1,q1,%1), - - -, (ILy(x); @y(2) Yy(r))) Where for every j,
(Hj,(]j) S X)\ and Y; € {0, 1}d(>‘).
3. The PRF is the following function F : (X x {0, 1}4M)YN) x {0, 11N — {0, 1}.

F(((Ih, 1, 91)s - (Ty, gy, 9)), @gnj,qj Yl
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Lemma 7.6. If & € AC[h], s(n) > log® n for some § > 0, and a()\) > 1/poly(\), then for every
key z = (U1, q1,91), - .-, Iy, a4y, yy)), the function F(z,-) is computable by a constant-depth AC°[h)
circuit of size poly(\). The depth depends on the constant time bound t.

Proof. Since s(n) > log’n, s~'(\) < 2log'* A g, Y(A) = O(S;ES)) = O(poly() -log'? X) = poly(X).

Combined with the fact that @ € AC°[h], this means one can implement @]7(:)‘1) with poly(X) wires
and constant depth. So it suffices to show that for every (I, q) € Xy and y € {0,1}*™) | the function
i+ g11,4(y)[i] can be implemented by a poly(\)-size AC°[h] circuit.

By Lemma 2.10 there is a poly(#'(\))-size, constant-depth AC’[@] circuit computing the function
MXnw : {0,113 x {0,139 = {0,1}¥N) defined as MXyw(i,y) = yr,. Since @ € AC°[A], this
circuit can be transformed into a poly(¢'(\))-size, constant-depth AC°[h] circuit computing MXnw.
By Theorem 5.4 there is a O(t)-depth ACY[A] circuit of size poly(\) computing IT,(-). It is easy
to see from the definition of the Nisan-Wigderson generator that girq(y)[i] = II; (MXxw (i, 9)).
Thus the function i — gr4(y)[i] can be computed by an AC°[h] circuit of size poly(¢/()\)) + poly(\)
and constant depth. Since s71(\) < 2log'’ X 4nd ?'(\) = log(s~1()\)), the circuit size is at most
poly(X). O

Remark 7.7. It is easy to see that if there exists a sufficiently efficient universal PRAM, then our
construction is in fact jointly computable by constant-depth, poly(\)-size uniform ACO[h] circuits.
We believe that such a universal PRAM does exist, though we leave constructing it for future work.

As mentioned before, our construction (and its analysis) closely follows a construction of Liu and
Pass [LP24a]. Their construction is essentially the same as the one here, except for the gy gs: Liu
and Pass need to define their gs based on Turing machines, whereas we define ours based on PRAMs.
In their analysis, they show that if the gs form a weak family of PRGs, then F' is a PRF. The proof
of that statement does not depend on the definition of the gs, and so we use it here without proof.

Lemma 7.8 ([LP24a]). If a(X) = 1/O(N°) for some B > 0 and {gi ¢} ger, s an a(\)-weak
family of (225()‘), 2_£(>‘))—PRGS (resp. secure against nonuniform adversaries), then there exists a

constant § > 0 such that F is a (s71(\)°, ﬁ)-PRF (resp. secure against nonuniform adversaries).

We also need the following lemma showing that random strings cannot be approximated by
randomized Turing machines with low description length (in a different regime of parameters than
our Lemma 6.4).

Lemma 7.9 (|LP24a|). For all constants €,§ > 0 with 6 < 1 — 2¢, for all sufficiently large n, the
probability over a random string x ~ {0,1}" that there exists a probabilistic Turing machine M of
description length at most n® (that terminates on every random tape) such that

1 1
N =] > - 14—
JFrlM@) =zl 2 5+ 22

1s at most
n1—26

€, 2= 3 +n5+2.

n

Lemma 7.10. Let a(\) = ﬁ for some ', 3 > 0. Assume KP-vs-Random!,[s] is (resp. nonuniformly)
(n®,a)-hard on average® with respect to the s-universal distribution. Then {gmg¢}mgex, 5 o
((N)/4)-weak family of (22N, 2=t NY-PRGs (resp. secure against nonuniform adversaries).
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Proof. We will prove the lemma in the uniform case, making note of how one can modify it to obtain
the nonuniform case. For convenience, let T(\) = 22N and e(\) = 2. Suppose {omq g,

is not an #—Weak family of (T, e)-PRGs. Then there is a distinguisher D such that for infinitely

many A, for a 1 — # fraction of keys (II, q) € X,

yN{O,lli»d(A)[ ( 79H,q(y)) ] TN{O,lgm()\)[ ( ,T‘) ] _g( ) ( )

Let A be the following algorithm that we will show solves KP-vs-Random,[s] on average* over the
s-universal distribution on the infinitely many input lengths n(\).

1. Input: x € {0,1}"™).
2. View x as the truth table of a function f, : {0, 1}1°e((N) — {0, 1}.10

3. Estimate the expectations of the following random variables such that the estimate is at most
e(A)/8 away from the true expectation with probability at least 1 — a(\)/4. This can be done
by drawing O(ﬁ -log ﬁ) random samples and computing the mean over the sample. The
error and correctness probability bounds hold due to standard Hoeffding bounds.

(a) pz, the random variable D(1%, NW%”” Ugn))-
(b) 6, the random variable D(IA,Z/{m(A)).

4. Let p} and 6* be the estimates obtained in the previous step. Accept if |p} — 0% > e(\)/2.

Let us analyze the running time of A. For an arbitrary y, one can compute NW%” (y) by (a)
computing the design Z = {I1,...,L,n}, and (b) for each i € [m(\)], computing f.(yr,). By
Lemma 2.9, one can compute a single I; in time O(#(\)2?). Given I;, computing f=(yr,) takes
time at most O(|z]) = O(n()\)). Since there are 2/ designs, this can all be done in time
2l . (0(n(N\) + O(((N)?)) < O(n(A\)?). This means that drawing a single sample from p,,
which requires drawing a random string y, evaluating NW%”” (y), and then running D on it, can be
implemented in time T(\) + O(n(\)?). Hence the estimate p, which requires drawing a number of
such samples, can be computed in time (T'(\) + O(n(\)?)) - O(ﬁ -log ﬁ) < O(n()\)?). The time
required to draw samples from @ is strictly smaller, and so the total running time is also O(n()\)?3).
We now show that A is in fact a good algorithm on input lengths n(\).

Fix any z such that KPj(z) < s(n). By definition, there is some (II,q) € Xy, such that

fz() = HZ(-). This means

Elp,]= P D1 NW/= (1)) = 1
(2] yw{of}dw[ (1%, NW* () = 1]

= A I () B
B y~{(£)1r}du> [DA%NWL™ (y)) = 1]

= P D1 1
yw{o,lr}d(x)[ (1%, g1mq(y)) = 1]

On the other hand, E[§] = Pr, _10,13m [D(1*,7) = 1]. Tt follows by definition of the s-universal
distribution that the probability, over x ~ D™V that |E[p,] —E[f]| > () is equal to the probability,

9 As mentioned before, we assume that n is a power of 2. If it is not (and £ and ¢’ are redefined with floors), one
can simply carry out the same analysis with x redefined as the first 2/ bits of .
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over a random key (II, ¢) ~ X that Eq. 1 holds. By assumption, that probability is at least 1 —ca/(\)/4.
As noted in the description of the algorithm, by a standard Hoeffding bound, except with probability
a(N)/4, the estimates p} and 0* are additively within €(\)/8 of the true expectations of p, and 6
respectively. It follows by a union bound that the probability that |p} — 6% < €(\)/2 is at most
a(N)/2. For sufficiently large n,

a(N) 1 1 1

= < < — *
2 = 25 S e 1P S oy~ o)

and so for sufficiently large n the algorithm A accepts x ~ D™V with probability at least 1 — a/(n*).

Let us now consider the NO case, where x is drawn uniformly at random. Say an input = € {0, 1}"
is bad if |E[p,] — E[0]] > £(\)/4. By the Hoeffding bound mentioned in the algorithm description, if
an input is not bad, then the estimates p* and 6* will be within £(\)/2 of each other with probability
at least 1 — a(A)/4 > 1 — a(n*)/2. So it suffices to show that the probability that a random =z
is bad is at most a(n*)/2. We show that this is true due to the reconstruction property of the
Nisan-Wigderson generator.

Fix any bad string . By Theorem 2.11, the algorithm NWReconP(™) will output with high
probability an oracle Turing machine M such that Prc,, [M D UA")(I, i) =m;] > % + %. Further-
more, the theorem guarantees that M has description length at most m2‘ 4+ m 4+ d + O(log d). One
can transform M into an oracle-free machine M’ such that M’ (i) = MP@*)(Z i) by hardwiring D
and storing the parameters for the combinatorial designs. Since D is uniform it can be hardwired
with O(1) bits (if D were nonuniform this would be T'(\) bits). Storing the parameters takes
O(log d + log A) bits. Thus, by our setting of parameters, M’ has description length at most

m2f +m +d+ O(logd + log \) = O(2"™).

(In the nonuniform case this would be O(22/V)).) By Lemma 7.9, a random  cannot be approximated
by such a machine with high probability. Quantitatively, for sufficiently large A, the probability that
x ~ {0,1}" is bad is at most

24(

+0(2% + 2) =822 exp, (—128 +0(2% + 2>

8m n g2
e o <_2 " 64m?
_ 2_9(2415)
1
< 59880
_ 1
T 2dnf

(Note that the calculation goes through even in the nonuniform case, where the O(2¢) in the exponent
is replaced by 0(22%).) O

Theorem 7.11. Lett > 5 be a constant, h be a bit-paddable function such that & € ACO[h],
and s(n) < n be arbitrary. If KP-vs-Random,[s] is (resp. nonuniformly) (n3,a)-hard on average*
with respect to the s-universal distribution for some a(n*) = 1/0((n*)?), then there is a constant
§ > 0 such that there exists a (s~ (\)°, ﬁ)—PRF (resp. secure against nonuniform adversaries)
computable by constant-depth, poly(\)-size AC°[h] circuits.
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Proof. By Lemma 7.10 the hardness assumption implies that the gs form an (a(\)/4)-weak family
of (22 2=4(N)_PRGs. Lemma 7.8 then implies that there exists a constant § > 0 such that F is a
(s71(N)9, ﬁ)—PRF The circuit depth and size bound holds due to Lemma 7.6. O

Using the fact that one can transfer hardness with respect to the uniform distribution to hardness
with respect to the universal distribution, we get the following theorem.

Corollary 7.12. Lett > 5 be a constant, h be a bit-paddable function such that @& € ACO[h], and
s(n) < n be arbitrary. If KP-vs-Random!, [s] is (resp. monuniformly) (n®, a)-hard on average* with
respect to the uniform distribution for some a(n*) = 1/O((n*)?), then there is a constant § > 0 such
that there exists a (s71(\)?, ﬁ)—PRF (resp. secure against nonuniform adversaries) computable
by constant-depth, poly(\)-size AC°[h] circuits.

Proof. Let a(n*) = 1/0((n*)?) for some 3 > 0. By Lemma 7.5, if KP-vs-Random}, [s] is (n?, a)-hard
on average® with respect to the uniform distribution, then it is (n3, o/)-hard on average* with respect
to the s-universal distribution, where o/ (n*) = 1/0((n*)?*¢). The premises of Theorem 7.11 are

thus met, and the conclusion follows. O
We obtain the following corollary by plugging in a specific value for s.

Corollary 7.13. Let t > 5 be a constant, h be a bit-paddable function such that & € AC°[h].
Let s(n) = 90(log"/n) a(n*) = W. If KP-vs-Random! [s] is (n?®,a)-hard on average*
with respect to the uniform distribution then there is a strong PRF computable by constant-depth,
poly(\)-size AC[h] circuits with key length O(A*5+¢) and input domain {0,1}208" Y

Proof. Since s(n) = 90(log!/n), s\ = 22010e”A) - Corollary 7.12 then shows that under the hard-
ness assumption, there is a constant § > 0 such that F' constructed above is a (29(logd N, 9~ (log* A))—
PRF. Moreover, the construction of F' implicit in the proof uses the “a” obtained by transfer-
ring hardness over the uniform distribution to hardness over the universal distribution, namely
o/ () = 1/O(N*€). Thus, inspecting the construction, we see that the key length is (A+d()\))-7(A) =
(A +£(N)2) -log(n(A)) - M+e = (A +1log?(n(N))) - log(n(N)) - A°+e = O(A+F+€) The input domain is
{0, 11N, We have £(\) = $log(n(N)) = Q(log? \), and hence the input domain is as claimed. [
7.3 Hardness of KP-vs-Random from Constant-Depth PRFs

A natural question to ask is whether hardness of KP-vs-Randomy, is necessary for PRFs in AC°[h]. We
make progress on this question by showing that for all “reasonable” (symmetric, logspace-computable)
h, if there is a PRF satisfying stronger computability requirements than those considered above,
then there exists a(n*) = 1/poly(n*) such that for every T'(n) = poly(n), KP—vs—Randomg(logn) [n —
O(logn)] is (T, a)-hard on average*.

We use the following lemma which follows from Theorem 25, Lemma 37, and the proof of
Theorem 36 in [RS21].

Lemma 7.14 (implicit in [RS21]). Suppose that there is a one-way function in uniform @&L. Then
there is a constant crs > 0 such that, for every constant v > 0, there is a family of functions
{G, : {0,1}" — {0, 1} +1leer1}  and subsets {E, C {0,1}"},en with the following properties.

1. For some constant b, > 0, every polynomial-time distinguisher has advantage less than r=b in

distinguishing Gr(U(E;)) from Upi(y10g 1] -
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2. For some constant d, > 0,

H(G,(U(E},))) >r—dylogr,
where H denotes Shannon entropy.

3. Given r, an output coordinate i € [r + [ylogr]], and random access to z € {0,1}", the bit
G, (z); is computable in time crglogr.

Remark 7.15. The only bottleneck in getting hardness of constant-time KPy, as opposed to super-
constant-time hardness is item 3 in Lemma 7.14. If G, could be implemented in a way such
that i — G.(z); is computable by a constant-time PRAM (or, equivalently, by constant-depth
circuits), then we would be able to show that if there are PRE's jointly computable in uniform ACD[h]
then KP-vs-Random}, [n — O(logn)] is hard on average* for some constant t. To modify Ren and
Santhanam’s construction of G, to be constant-depth one would have to implement the underlying
randomized encodings [AIK06] in constant-depth. Such an implementation is plausible but not
known.

Lemma 7.16. Let G, : {0,1}" — {0,1}7+0008") pe sych that given r and random access to
z € {0,1}", the bit G,(z); is computable in time clogr. There are constants co,a > 0, depending
only on ¢, such that for T(n) := cologn, every z € {0,1}" satisfies

KPL(Gr(2)) <7 +alogr.

Proof. By assumption there is a Turing machine M such that M?*(r,i) = G,(z)[i] in time clogr. A
(single-processor) PRAM that stores r and z as finite oracles and simply simulates the execution
of M*(r,-) computes the function i — G, (2)[i]. It is easy to see that our RAM instruction set can
simulate deterministic oracle TMs with constant-factor overhead in running time, so the PRAM runs
in time cg log r for some sufficiently large constant cg that depends on c¢. A description of the PRAM
consists of (a) O(1) bits to describe M, (b) r bits for the finite oracle containing z, and (c) log r bits
for the finite oracle containing r. Thus the total description length is r + O(logr) as claimed. O

Lemma 7.17. Let s(n) < n be a threshold and let T be the runtime bound from Lemma 7.16. Let
Y, be a distribution on {0,1}" such that for all sufficiently large n,

1. supp(Y,) € MKPPj,[s] N {0,1}",

2. there exists g(n) < n such that'Y, can be sampled by applying some deterministic function to a
uniformly random string from a subset of {0,1}4(),

3. H(Y,) > q(n) — dlog(q(n)) for some constant d > 0, and
4. In* —q(n)] < alog(q(n)) for some constant a > 0.

Then there is a constant C' > 0 such that the following holds. If an algorithm A satisfies

P Ax)=1]>1-(n*)"% and 2
xNMKPP;[g]m{o,l}",[ (z) Iz (") o @)
A
Pr [A(z)=1< (n*) ¢
o n A =1 = )7 (3)

then A distinguishes Yy, from U, with advantage 2(1/log(q(n))).
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Proof. Define ¢ = H(Y,,) and p, = Pr[Y,, = y]. Let
Good = {y € {0,1}" : 0 < p, < ol-d'y.

Since Y, can be sampled by postprocessing a uniform distribution on a subset of {0, 1}q("), for
all y, if p, # 0 then p, > 279" and so for all y in the support of Y, log 1/py < q(n). Let
n = Pry.y, [y € Good]. For y ¢ Good we have log(1/p,) < ¢’ — 1. By definition of Shannon entropy,

q = y@yﬂ [log le <n-qn)+(1-n)-(d-1).

Rearranging,
1 S 1
q(n) —¢' +1 = dlog(q(n)) + 1’
By definition of normalized input length, there are 2" strings in MKPP}[s] N {0, 1}", so Eq. 2 implies
that 3, emrpprsjnfoay (1 — PralA(y) = 1]) <2 - (n*)~¢. Thus

n=

5 |(1-Prlaw) = 1) 1y e Goodl| = 3 gy (1 PrlAG) = 1))

y~¥n y€Good

<2 3 (1-praw) - 1)

y€Good

< ol-d — =

< > (1-miae) =)
yEMKPP] [s]n{0,1}"

< 21—q’ . 2n* . (n*)—C’

= oltn'=d" . (p*)=C,

By items 3 and 4 of the lemma statement, n* — ¢’ < (a + d)log(q(n)). Also, item 4 implies
n* = ©(q(n)). Thus, picking C to be large enough, we get that for sufficiently large n,

E [(1 — P;lr[A(y) = 1]) Ay € Good]} < q(n)~2.

y~Yn

Hence,

P [A) =1 = B PrlAW)=1]

> & (Pla) =1 1ly € Goou])

= E [1ly  Good] -~ E. [(1 — PrlA(y) = 1]> Ay € Good]}

>n—q(n)?

> Jlogay 71~ 40

By Eq. 3 the acceptance probability of A on a uniformly random string is at most (n*)~¢ =
1/poly(g(n)), and so the distinguishing advantage is dlog(ql(n))ﬂ - poly(lq(n)) =Q(1/log(q(n))). 0O
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Theorem 7.18. Let h be a symmetric, logspace-computable function. Suppose there is a PRF
Fy : {0, 11 5 {0,130 = {0,1} such that

1. 26N > 2k(\) for sufficiently large X and k(\) = poly()),
2. F is jointly computable by constant-depth, poly(\)-size uniform ACO[h] circuits, and
3. F is a (T,e)-PRF with T(\) = k(A)*Y) and e(\) = k(\) W),

=n— Alogn,

Then there is a constant ¢y > 0 such that for every A > 2, 7(n) = cologn, and s(n)
(n*)~%)-hard on

there is a constant C such that for all constants k > 0, KP-vs-Randomj,[s] is (n”,
average ™.

Proof. We begin by proving the following claim.

Claim 7.19. Under the premises of the theorem, there exists a one-way function in ®L.

Proof. Let x1,xa,...,Top\) € {0, 1}8()‘) be an arbitrary canonical sequence of strings (for example,
the lexicographically first 2k(\) strings). Define

Hy(2) = Fx(z, 21) [ Fa(z, z2) || - [ Fa(z, mar(n))-

It follows from the facts that h is logspace computable and F' is computable in uniform ACO[h]
that the function H is computable in @L. Suppose A is a polynomial-time probabilistic algorithm
such that Pr,_ 13k [H\(A(1*, Hy(2))) = Hx(2)] > 1/poly()). Let A’ be the algorithm that, given

oracle access to a function f and input 1%, does the following.

L. Query f(x1),..., f(zar(n)) and set y = f(z1)|| - || f(zar(n))-
2. Compute 2’ + A(1Y,y).
3. Accept if Hy(2') =y, reject otherwise.

Since A runs in polynomial time, so does A". If f(-) = F\(z,-), then y = H)(z). Thusif f(-) = Fa(z,-)
for a random z ~ {0, 1}k(>‘), then A’ runs A on the image of a random input to H), and so A’ accepts
with probability 1/poly(A). On the other hand, if f is a random function then y is a uniformly
random string in {0, 1}2k(>‘). Since H) has a domain of size 2¥(") this means that the probability that
y has an inverse under H) is at most 27N Tt follows that the probability that A’ accepts when the
oracle is a random function is at most 275V Hence A’ has advantage 1 /poly()) in distinguishing
the PRF from random, contradicting the PRF’s security. O

Lemma 7.14 thus gives a constant crg. Let ¢y and a be the constants given by Lemma 7.16
when ¢ = cgrg. Set 7(n) = ¢glogn. Let A > 2 be an arbitrary constant and set v = A + a + 2.
By Lemma 7.14 there is a family of functions {G, : {0,1}" — {0, 1}7+[7lee"1} _ and a sequence
of sets {E, C {0,1}"},en such that for some constants b,,d, > 0, (a) H(G,(U[E,])) > r —d,logr
and (b) every probabilistic polynomial-time algorithm has advantage at most »~% in distinguishing
Gr(U[E]) from Uy 1105, Finally, by Lemma 7.16, for every z € {0,1}", KP} (G, (z)) <+ alogr.

Note that the output lengths r + [+vlogr] might skip some lengths. Since average-case® hardness
is defined almost everywhere, we need to modify the family G such that the output lengths cover
all (but finitely many) lengths. To that end, for n € N, let 7(n) be the largest number such that
r+ [ylogr] <n, g(n) =n —r(n) — [ylog(r(n))], and g(n) = r(n) + g(n). Note that for large n,

I~

g(n) € {0,1}. Define G, : {0,1}9(") — {0,1}" by
Gnlz,u) = Gr(ny(2)|lu for z € {0, 1™y e {0,190,
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Also define En = E,n) x {0, 1}9("). It is easy to see that the following hold due to the corresponding
facts for G and the fact that G is obtained from G by adding (at most) a uniformly random bit.

1. For all probabilistic polynomial-time algorithms D and sufficiently large n,

lej%n[D(Gn(Z')) =1]- yN{lffl}n[D(y) =1]| <r(n)™".

2. H(GaU[E,))) 2 a(n) — O(log(q(n))).

3. For all 2/ € {0,1}4™ KP}(G,(2')) < q(n) + alog(q(n)) + O(1).

Let s(n) = n — Alogn. We apply Lemma 7.17 with Y,, = @n(u[ﬁn]) and the parameter ¢
above. We explain here why the premises of the lemma are satisfied. Premise 1 holds dEe to
property 3. Premise 2 holds since Y, is obtained by applying the deterministic function Gy to
the uniform distribution over E,, C {0, l}q("). Premise 3 holds because of property 2. From the
definitions of r, g, and ¢, we get n = g(n) + [ylog(r(n))] and logn = O(log(g(n))). We thus have
log(s(n)) <logn = O(log(g(n))). The upper bound in Proposition 7.2 gives

n* <s(n)+1=q(n)+ [ylog(r(n))] — Alogn
< q(n) + [ylog(q(n))] = q(n) + O(log(q(n))),
whilst the lower bound gives

n*

v

s(n) — O(log(s(n)))
q(n) + [ylog(r(n))] — Alogn — O(log(q(n)))
q(n) — O(log(q(n))).

Hence |n* — q(n)| = O(log(g(n))), which means premise 4 holds. Let C' be the constant one gets by
applying Lemma 7.17.

Assume, seeking a contradiction, that there is some x > 0 such that KP-vs-Randomj[s] is not
(n®, (n*)~%)-hard on average*. Then, by definition of average-case* hardness, there is a probabilistic
n"-time algorithm such that for infinitely many input lengths n,

P Alz)=1]>1— (n*)"% and
xNMKPP;[g}n{o,l}",[ (@) ] B (") a
A

P Alz) = 1] < (n*)~C.
IN{o,f}n,A[ () =1] < (n%)

By the conclusion of Lemma 7.17, A can distinguish Y,, from U,,, which contradicts property 1 of
G. O

As an example, we apply the theorem to the PRF parameters achieved by Corollary 7.13.

Corollary 7.20. Suppose h is a symmetric, logspace-computable function. Let T be the time bound
from Lemma 7.16. If there is a (2Q(log2 A), 2~ (log? A)-PRF F : {0,1}PY) x {0, 1}1°g2/\ — {0,1},
then for all A > 2 there exists a constant C' > 0 such that for all kK > 0, KP-vs-Random}, [n — A log n|
is (n®, (n*)~%)-hard on average*.
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A  Proof of Lemma 2.5

Fix ¢ > 1 and let m and B be as in the premise of the lemma statement. Fix an input length n and
f:{0,1}" — {0,1}, f € C-SIZE[n°]. For i € {0,1,...,m(n)} let D; be the distribution sampled as
follows:

m(n)

1. Sample z',... .,z ~ U, independently.
2. For j € [m(n)], set ¥ to f(z7) if j < i and to an independent random bit otherwise.
3. Output Zb.

Note that Dy,,(,y = DPY Up(ny) and Do = Upp(ny+m(ny. Thus

1
Pr [B(1",w)=1] - Pr [B(1",w)=1] > —

Note that the left-hand side is equal to Z?i(f) (Pry~p,[B(1",w) = 1] — Pryp, ,[B(1", w) = 1]).
Thus there must be some i* € [m(n)] such that

1
Pr [B(1™ =1]- P B(1" =1] >
wwlgi*[ (1%, w) ) wNDf*,l[ (1%, w) e 10m(n)

For i € [m(n)], let A; be the following algorithm with ¢ hardcoded that takes as input a string
y € {0,1}" and has access to Ex(f).

1. Draw i — 1 samples (2!, f(21)),..., ("1, f(2~1)) from Ex(f).

2. Sample 7+, ... ™™ ~ U4, independently.

3. Sample independent uniformly random bits b, b1, ... b,
4. Run B(1™, 2, ... 2"y, o't o 2™ f(2h), .. f(ath), b L b)),
5. If B outputs 1, return b*. Else, return 1 — b.

We claim that when y ~ U,,, A+ outputs f(y) with probability at least 1/2 4+ 1/0(m(n)). To see
this, define

Pirue = P(r) [B(ln,ajl,.,.,:L‘m(n),f(xl),...7f($i**1)7f(g;i*)’bi*+1,...,bm(n)) =1],
T, Y Uy,
bt L pm() gy

pip = P(r) [B(l",xl,...,mm("),f(xl),...,f(xi*fl),l—f(a:i*),bi“rl,...,bm(")) = 1], and
., Y Uy,
bt L e () oy

Prand = Pr [BA™, ', .2 fah), . fE Y, e e ey = 1),
LU GO
N LI COP A

The probability that A;« correctly computes f(y) on a random y is the probability that either
b = f(y) and B outputs 1 or b =1 — f(y) and B outputs 0. Thus

(ptrue - pﬂip) .

Ex(f) _ 1 o y_1.1
(A (y) = fy)] = 5 Pirue + 2(1 Phip) = 515

T
yr~Up ,Ex, A;*
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Note that Pry p,. ,[B(1", w) = 1] = prana = 3(Ptrue + Pip) and Pryop,. [B(1", w) = 1] = pirue. So

! 1
< Pr BA"w)=1— Pr [BO"w)=1] = ~(prrue — pis).

10m(n) — wwﬁi*[ (1", w) ] wNDf*,l[ (1" w) = 1] 5 (Ptrue — Phip)
Thus Prys, Ex, 4, [Ai=(y) = f(y)] > 1/2+1/10m(n). Note that the sample complexity of A is i* <

m. Let Af*l’“"xm’r be the algorithm A;« with its samples hardcoded to (z!, f(z1)),..., (2™, f(z™))
and with internal randomness set to 7. It follows from an averaging argument that

1 m 1 1 ].
p Pr [AL " T (y) = > — > .
o P | A W) =W =25+ 30007 ] 2 20m@n)
Let A be the algorithm that randomly guesses j € [m(n)], draws m(n) samples z!, ..., ™™ from

. . . 1 m(n)
its example oracle, samples randomness 7, and then outputs the circuit for A7 %" Tt follows

that with probability 1/20m(n)? this circuit is (1/2 — 1/O(m))-close to f. The PAC-learner A as in
the theorem statement is obtained by applying standard confidence boosting techniques (see, e.g.,
[KV94, SB14)).
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