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Abstract

Private information retrieval (PIR) inherently requires public-key cryptography. A recent
line of work suggests that this barrier can be avoided in secret-key PIR, where the client first
preprocesses an IN-bit database and retains only a short secret key. This line of work has yielded
communication O(N €) for any constant £ under the Learning Parity with Noise (LPN) assumption
in a high-noise regime not known to imply public-key cryptography, and communication O(v/N)
under one-way functions. Whether compression beyond v/N can be achieved without relying on
structured assumptions such as LPN has remained open.

We show that interaction enables polylogarithmic communication in the random oracle
model. We construct a secret-key PIR protocol with O(log N) rounds and polylogarithmic total
communication. Alternatively, for any constant ¢, we obtain a constant-round protocol with
communication O(N¢). We also obtain protocols with similar communication in the plain model
under the weakest version of LPN, with mazimal noise rate 1/2 — o(1).

Our main idea, inspired by the free-XOR technique for circuit garbling, is to make secret-key
preprocessing homomorphic under XOR, while relying on security against related-key attacks.
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1 Introduction

Private information retrieval (PIR) allows a client to read any entry D[i], for ¢ € [N], from a
database D € {0,1}* stored on a server, without revealing i to the server and using only o(NN) bits
of communication. Ideally, the communication is polylogarithmic: poly(A,log N) bits, where \ is the
security parameter. Since the introduction of PIR [CGKS98; KO97|, a central question has been
which computational assumptions it requires. An essential barrier has long been known [DMOOO]:
PIR implies oblivious transfer and thus belongs to the domain of public-key cryptography.

Aiming to circumvent this barrier, a recent line of work has revisited the question of assumptions
in the context of secret-key PIR (SK-PIR). In SK-PIR, the client encodes the database D using a
short secret key sk in an offline phase, sends the encoded database D to the server, and keeps only
the key sk. Later, in the online phase, the client can use sk to make private queries to the database,
as in ordinary PIR. The goal is to minimize the online communication.

While preprocessing was originally introduced to study possible savings in the server’s online
work [BIMO04]|, Chen, Ishai, Mour, and Rosen [CIMR26]| shift the focus to the model’s potential to
avoid public-key cryptography; indeed, SK-PIR is not known to imply anything beyond one-way
functions [BIPW17]. They construct SK-PIR under the Learning Parity with Noise (LPN) assumption
with a high noise rate, in a regime where LPN is not known to imply public-key cryptography.
Their protocol can achieve communication N¢ - poly(A) for any constant & or communication N o(1),
assuming super-polynomial hardness.

Bitansky and Mazor [BM26] subsequently show that even one-way functions suffice for significant
savings, obtaining communication v/N - poly()). Their result establishes the feasibility of SK-PIR
from minimal assumptions but leaves a substantial gap in communication compared, for instance,
with the LPN-based construction of [CIMR26].

Is this gap inherent? Could stronger compression be achieved from secret-key primitives?
Or does stronger compression inherently require more structure?

1.1 This Work

We study these questions in the more general model of interactive SK-PIR, where, after offline
preprocessing, the client and server may interact over multiple rounds during the online phase.
In the traditional setting of PIR (without preprocessing), interaction has been shown on several
occasions to offer more flexibility in terms of computational assumptions. For instance, Kushilevitz
and Ostrovsky [KOO0O] constructed (slightly sublinear) interactive PIR from trapdoor permutations,
and Boyle, Couteau, and Meyer [BCM22| constructed interactive PIR under Computational Diffie-
Hellman (CDH). These constructions, too, are within the domain of public-key cryptography.

We show that, for SK-PIR, interaction enables strong compression in the random oracle model
(ROM), which is traditionally viewed as a structureless model and, in particular, is formally separated
from public-key cryptography [IR89].

Theorem 1.1 (Informal). In the ROM, there ezists an O(log N)-round SK-PIR protocol with total
communication poly (log N, \). Alternatively, for any constante € (0, 1), there exists a constant-round
protocol with total communication N<+°() . poly(X).

The theorem holds against arbitrary (query-)efficient servers, including malicious servers. In the
semi-honest setting, the asymptotic parameters are roughly the same, but we obtain better concrete



parameters (e.g., half as many rounds) as well as improved client and server running times, which
we discuss below.

The General Theorem: SK-PIR from RKA Security. Our ROM result follows from a more
general theorem: SK-PIR protocols with the parameters stated in Theorem 1.1 can be constructed
from pseudorandom functions secure against XOR related-key attacks (&-RKA) [BKO03|. These
functions remain secure even when the attacker may request evaluations under affinely shifted secret
keys k @ s, for shifts s of its choice. In fact, we can rely on the even weaker primitive of RKA-secure
secret-key encryption with pseudorandom ciphertexts.

Theorem 1.2 (Informal, generalization of Theorem 1.1). Assuming RKA-secure secret-key en-
cryption with pseudorandom ciphertexts, there exists an O(log N)-round SK-PIR protocol with total
communication poly (log N, \). Alternatively, for any constante € (0, 1), there exists a constant-round
protocol with total communication Ne+°() . poly(X).

While RKA-secure PRFs exist in the random oracle model, relaxing the requirement to encryption
yields new results in the plain model. In particular, RKA-secure encryption with pseudorandom
ciphertexts can be constructed from maz-noise LPN [AHI11],! namely LPN with noise rate % —
m. This noise regime is maximal: a negligible gap from 1/2 would make decoding information-
theoretically impossible.

Corollary 1.3. The PIR protocols stated in Theorem 1.2 can be based on maz-noise LPN.

In contrast, the protocols of [CIMR26] rely on LPN with a much lower noise rate of k),
where k is the LPN dimension. We can achieve polylogarithmic communication under polynomial
hardness, without reducing the LPN dimension and assuming super-polynomial hardness. The price
we pay 1is, of course, several rounds of interaction rather than a single round.

Protocol Communication Dimension & Noise rate Hardness Rounds  Server storage
N* N© polynomial Net(@=e)/v

[CIMR26]  N°( NeW k™7, <1 super-polynomial 1 NY/te)
polylog N polylogN sub-exponential N1/r+o(1)
e 1__ 1 - O(1) 145

Our work polylog N A 3 ~ polyy Polynomial O(log N N

Table 1: Comparison of our LPN-based protocols with those of [CIMR26]. The stated bounds hold for
any constants e, € (0,1) and § > 0.

Client and Server Work. Our protocols require substantial online client work. In the malicious
setting, the client work can be as large as (:)(N 149 for polylogarithmic communication and arbitrarily
small §, or as large as ©(N'~¢/2+°(1)) for a constant number of rounds and communication N*to(1).
We note that the product of client work and communication is also substantial in previous SK-
PIR constructions [CIMR26; BM26]. In the LPN-based construction of [CIMR26], this product is
O(N 3/3‘“5) for arbitrarily small §, whereas in the construction of [BM26], based on one-way functions,

it is ©(N). The server work in our protocols is ©(N'*?) for polylogarithmic communication and

In [AHI11], this is stated for a noise rate of 1/2 — v with constant . However, v can be made inverse polynomial
by using a repetition code rather than a constant-rate code, at the cost of a polynomial increase in ciphertext length.



arbitrarily small §, and O(N*tet°()) for a constant number of rounds and communication Ne+o().
In the semi-honest setting, the product of client work and communication, as well as the server
running time, can be reduced to O(V).

Communication Rounds  Client work Server work Parameter

(log N)°G™)  O(log N) N0 NiHS any constant 6 > 0
Nn+o(1) O(,,,I—l) Nl+o(1) N1+o(1) any 7 = 0(1)
Neto() O(e™!)  Ni=e/Zre() Nlteto)  any constant € € (0,1)

Table 2: Achievable trade-offs for maliciously secure SK-PIR from XOR-RKA-secure encryption (Corol-
lary 7.2). All quantities are per query and hide poly()) factors. The o(1) terms are O(y/loglog N/log N).

Remark 1.4 (Reducing the server’s work). In the last row of Table 2, the server’s work can be
reduced from NYteto) o N1+o() matching the storage bound (the first two rows already match
storage), if the XOR-RKA-secure encryption is replaced by an XOR-RKA-secure PRF (hence in
particular in the random-oracle model). This variant leverages the determinism of PRF evaluation
to let the server perform a cheaper comparison with its local evaluations in a batch setting. See
Remark 4.3 for details.

1.2 Technical Overview

We now describe the main ideas behind our constructions.

The Starting Point: A Simple Half PIR. The starting point for our construction is a relaxation
of PIR known as Half PIR (1/2PIR) |BIP18|. A 1/2PIR has the same functionality as a plain PIR,
except that in every execution, with probability ~ 1/2, the client’s secret index leaks. Concretely,
upon a query i, the client obtains the database entry DJ[i| as well as a status s € {succ, fail}, which
indicates whether leakage occurred.

Our first observation is that a secret-key 1/2PIR (SK-1/2PIR) can be constructed quite simply
from one-way functions. The client’s secret key consists of 2N keys {k; : j € [N],b € {0,1}} for a
pseudorandom function (PRF) F. (In the actual construction, these keys will be compressed into
one short key k, a step we omit here for simplicity.) To preprocess the database D € {0, 1}N, the
client sends the server the corresponding keys {k; := k; D[] } je[N], as well as the database D itself.
To later query index i, the client samples a guess g; for 1 — D[i] and a random string x. The client
then sends the server  and y = F'(k; 4,,x). The server applies the PRF to compute y; = F(k;, z)
for all keys k; in its possession. If any y; matches the client’s string ¥, the server returns fail and the
client deduces D[i] = g;; otherwise, the server returns succ and the client deduces D[i] =1 — g;.

For correctness, provided that the PRF output is sufficiently long, the following holds with
overwhelming probability: if g; # D]i], then k; 5, ¢ {k;} and y does not match any y;; if g; = D]i],
then y matches exactly one string, namely y; = F'(k;, z). For (half) security, whenever g; # D]i], and
provided that the random strings « in different executions are sufficiently long and do not collide, y
is pseudorandom from the server’s perspective and leaks nothing about 3.

For the time being, we assume that the server is semi-honest. In particular, the server honestly
reports whether a match (and hence leakage) occurred. This is crucial for the security argument
above; we will later see how to remove this assumption.



What Is 1/2PIR Good For? While 1/2PIR may seem quite weak, it was shown to imply (in the
plain, non-secret-key setting) slightly sublinear PIR [BIP18]|, as well as interactive polylogarithmic
PIR [GHMNY21; BCM22|. Let us elaborate on the latter implication, which will be instrumental in
our construction.

As observed in [BCM22|, 1/2PIR gives rise to another relaxation of PIR known as Random-Index
PIR (RPIR) [GHMNY21|. In RPIR, the client cannot obtain a database entry of their choice, but
instead obtains a randomly distributed index together with the corresponding entry, namely (u, D[u));
the server, on the other hand, learns nothing about the index u. To obtain RPIR from 1/2PIR, one
can invoke 1/2PIR sufficiently many times in parallel, each time with a fresh random index, and use
the first non-leaky execution. Since leakage depends only on the client’s independent guesses, the
probability of error decays exponentially with the number of parallel instances.

RPIR, in turn, was shown in [GHMNY21] to yield an interactive PIR scheme in which the client
can obtain any entry of their choice after several rounds of interaction with the server. The basic idea
is to use RPIR to recursively fold the database. A client interested in obtaining D[i] first invokes
RPIR to obtain a random entry (u, D[u]) and sends f = i @ u to the server; here we assume N = 2"
and interpret the indices as strings in {0, 1}".

The server will then create a folded database:

Dyljl = Dljl® D[j & f].

The client’s next goal is to learn Df[u] = D[u] @ D[i], from which they can recover D[i] using their
knowledge of D[u]. The savings come from the fact that f (publicly) partitions the indices [N] into
pairs (j,j @ f) on which Dy takes the same value. Thus, we have effectively reduced the size of the
database by a factor of two. To obtain polylogarithmic PIR, we apply this procedure recursively
over n rounds.

Back to Secret-Key 1/2PIR. Can the same approach be applied if we start from an SK-1/2PIR?
The transformation from 1/2PIR to RPIR works just as well in the secret-key setting. However, the
folding idea, which recursively uses RPIR to obtain polylogarithmic interactive PIR, seems to be at
odds with preprocessing. The folded database Dy is determined during the online phase and depends
on the client’s index 7, so its computation cannot simply be moved to the preprocessing phase.

Homomorphic Preprocessing. The basic idea behind our construction is to make database
preprocessing homomorphic with respect to these folding operations. Roughly speaking, the server,
given a preprocessed version D of the database D and the folding index f, should be able to obtain
a preprocessed version D ¢ of the folded database D;. The client, in turn, given the secret key sk
and f, should be able to obtain a new secret key sk that is compatible with l/jf. Furthermore,
we wish to support a sequence of folding operations fi,..., f, to allow for the recursive reduction
above. Crucially, these operations should be local, with little or no extra interaction between the
client and the server.

Our solution is inspired by the free-XOR technique for garbled circuits [KS08]. For each database
index 4, rather than sampling a pair of keys (ki o, ki 1), we sample only k;o at random and set
ki1 = kio @ A for a global random offset A, used across all indices i. As before, the server obtains a
single key k; pj; per entry, according to the database. In particular, the offset A remains secret.
This global offset allows free XORing of keys:

ki,bi EB kj,bj - ki,() @ ]{Zj,() @ (bl EB bj> . A

4



Defining new virtual keys
kijo = kio @ kjp, Kiji = kijo @ A,

we have

Kib: ® kjp; = Kijpio,-

This, in particular, supports the folding described above. The keys for position ¢ in the folded
database Dy are:
klo=kio® kinro, k=K@ A,

and by XORing its keys
ki.pp © Kig s plio

the server obtains:
R
1,D[i|®Did f] 4,Dfi]

This allows us to apply the same recursion as before to obtain SK-PIR with polylogarithmic
communication. While the total communication is only polylogarithmic in IV, the client’s work is
N - poly(log N, \): computing a folded key in round r requires XORing two folded keys from the
previous round r — 1. The server’s work, which consists of folding the database and scanning for a
match polylogarithmically many times, is similarly NV - poly(log N, A).

In the body, we consider a generalization of the above solution, allowing the client to query the
virtual database M D for any binary matrix M, known to both the client and server. This captures

the above folding as well as other useful forms of folding that we touch on later.

Related-Key Attacks and Security. The security of the scheme boils down to the security of the
corresponding SK-1/2PIR when applied to a folded database Dy in round r, where f = (fi,..., f;),
with the client’s folded secret keys {klf 0 kf 1}- The invariant throughout all rounds is that when
the server receives a value y = F(k,x) as part of the 1/2PIR protocol, the corresponding key k has
one of two forms. It may be a known linear combination (corresponding to f) of the original server
keys, which results in a leakage event. Alternatively, k = k' ® A, where k' is likewise a known
linear combination of the original server keys. We would like to argue that, in the second case, y is
pseudorandom, just as in the previous analysis.

This is exactly the setting of (affine) related-key attacks (RKA) [BK03|. We may view the
hidden random offset A as the secret key and require pseudorandomness even when evaluating the
corresponding PRF under related keys A & &/, for known affine shifts &’. Similar related-key attacks
also arise in free-XOR garbling [KS08; App13].2

Instantiating F' with a random oracle gives the required RKA guarantees [KS08|. For our
plain-model result from max-noise LPN, we need to generalize the construction slightly, since an
RKA-secure PRF is not known to follow from LPN. Instead, we use an RKA-secure secret-key
encryption scheme with pseudorandom ciphertexts, which follows from max-noise LPN [AHI11].
We encrypt a random «, and check for a match when decrypting. For simplicity, throughout this
introduction, the reader may continue to think of the PRF-based solution described thus far.

2Free-XOR garbling also deals with key-dependent messages, a concern which does not arise in our setting.



Malicious Servers. So far, we have assumed that the server is semi-honest. Specifically, in our
1/2PIR, we assumed that the server honestly reports whether leakage occurred, namely, whether
there was a match y = y;. In the construction of RPIR from 1/2PIR, reliably learning whether
leakage occurred was crucial to ensuring that the random index u remained hidden from the server.
Indeed, if u leaks, then using it for folding would reveal the client’s query index ¢ = f ® u.

One generic solution, in the plain model, is to use succinct arguments of knowledge [Kil92; Mic00].
The client would hash the preprocessed database and maintain the resulting short digest d; then,
after every round, the server could give a succinct proof of knowledge that it acted consistently with
a preprocessed database matching the digest d and the transcript so far. This solution, however, has
several downsides. It does not make blackbox use of the underlying cryptographic primitives; in
particular, it does not relativize and thus cannot be applied in the random oracle model. In the
plain model, it requires the additional assumption of (multi-)collision-resistant hashing, which is not
known to be implied by XOR-RKA encryption or max-noise LPN.

We give a more combinatorial solution that applies in both the random oracle model and the
plain model without requiring additional assumptions. The solution has two conceptual steps: (1)
obtain an interactive PIR protocol that withstands malicious servers except with some vanishing
but non-negligible probability; (2) amplify security. Throughout both stages, we wish to preserve
the polylogarithmic communication complexity.

For the first step, let us go back to the construction of RPIR from 1/2PIR. Recall that here
the client and server run ¢ parallel copies of 1/2PIR, with independent random indices uq, ..., u;.
Leakage occurs in an attempt j € [t] if the client incorrectly guesses the value 1 — D[u;], in which
case y will match y,;. The worry is that such a match might occur without the server reporting it
to the client. While there does not seem to be an immediate way for the server to prove that leakage
did not occur, there is a short proof that a match y = y,, (and hence leakage) did occur: the proof
is simply the corresponding key k, ;. We use this to our advantage.

We will check the statistics of leakage events, demanding that whenever leakage occurs, the
server provides proof of this fact. By concentration, we know that with overwhelming probability
the number of occurrences deviates from the mean /2 by at most t°?!. Accordingly, we can insist
that the server exhibits ¢/2 — t%°! proven leakage events, and, assuming it does, we can rest assured
that at least t/2 — %51 of the remaining #/2 + t°! indices are safe to use. Thus, if we sample one
of the remaining indices at random, it will be safe except with probability 6 ~ t~94?. Choosing a
polylogarithmic ¢ will be sufficient for our needs (in the body, we perform a tighter analysis).

Once equipped with a PIR protocol such as the one above, we amplify its security using an
amplifier from [BGIK22|, originally used in the related context of distributed point functions.
Roughly speaking, the amplifier encodes the database using an appropriate locally decodable code
(e.g., a Reed—Muller code) and performs randomized local decoding. The code has the property
that the underlying entry D[i] can be decoded by reading a polylogarithmic number ¢ of codeword
locations. Furthermore, any = ¢ fraction of these ¢ locations are uniformly random and independent
of i. By reading each of these ¢ locations with the d-erroneous PIR described above, we guarantee
that sufficiently few locations are leaked and that the leaked locations reveal nothing about .

We note that amplifying computational security tends to be tricky and often involves delicate
coupling arguments or the use of the hardcore lemma (cf. the discussion in [ABG26]).® Our setting is
simpler than the one in [BGIK22|, as a faulty execution can be efficiently detected given the database
and secret key. This allows us to avoid the common difficulties of computational amplification and

3In particular, a gap was identified [GZSP25] in the amplification proof of [BGIK22].



reduce directly to known parallel repetition theorems for interactive proofs (cf. [Gol25]).

A side effect of our amplification step is an increase in both the client and server running times
from O(N) to ©(N?) for an arbitrarily small constant . This is due to the code blowup in the
polylogarithmic parameter regime.

Communication vs. Rounds. So far, we have focused on polylogarithmic PIR using the folding
technique from [GHMNY21|. The resulting PIR has log(N) rounds of interaction with poly(log(N), )
communication in each round. To reduce the number of rounds, we give a generalized folding technique
that trades off total communication against the number of rounds. Focusing on constant-round
protocols, we show that for any constant e there exists a protocol with Neto(1) -poly(A) communication
and a constant number of rounds (depending on £~!).*

The basic idea is to partition the indices [N] into £ ~ N¢ consecutive blocks of size b = N/{. It
will be useful to view the database D as an £ x b matrix, with the blocks as its rows. The client is
interested in learning a specific entry D[i*, j*]. For each row ¢ € [¢], we run the RPIR protocol to
learn (u;, D[i,u;]) for a random index w; € [b] in that row. The client then chooses a random 7 « Z;,
and sends the ¢ random shifts

-k
S=(T—Ulyeo o, T — U1, T — J5 T — Ujrg1,y ..., T — Up),

where all computations are modulo b. We then perform a cyclic shift of each row by the prescribed
shift, as illustrated in Figure 1. This has the effect of aligning the known entries

D[l,ul], e D[Z* - 1,ui*_1], D[Z* + 1,ui*+1}, - ,D[ﬁ,ud

with the desired entry D[i*, j*], so that they all appear in the random column 7. The server then
computes the folded database Dg by XORing the rows, and the protocol is executed recursively on
the smaller database.

In the semi-honest setting, for communication N¢ - poly(\), we obtain €™+ rounds, client work
N'=¢ . poly(A), and server work N - poly(A). In the malicious setting, we must account for the
overheads of amplification. For communication Neto() . poly()), we obtain 2¢~! rounds, client work
N1=e/240(1) . holy(N), and server work N*eto() . poly ().

1

4A generalized folding technique using random partitions into larger sets (rather than pairs), considered
in [GHMNY21], could potentially improve our parameters but leads to client communication of ~ N. The folding
technique that we introduce here is efficient and can also be used in [GHMNY21] (regardless of preprocessing).
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Figure 1: Generalized folding. The client cyclically shifts each row so that the entries learned through
RPIR (blue) and the target entry (red) align at the random column 7. XORing the shifted rows produces
Dy, whose 7-th entry is the target bit XORed with bits already known to the client.

1.3 More Related Work

Multi-Server and Single-Server PIR. PIR was introduced by Chor, Goldreich, Kushilevitz, and
Sudan [CGKS98| in the multi-server setting, where the database is replicated across non-colluding
servers. This setting admits information-theoretic privacy with sublinear communication and is
closely connected to locally decodable codes [KT00]. Kushilevitz and Ostrovsky [KO97| subsequently
showed that replication can be avoided under computational assumptions, introducing single-server
computational PIR. Unlike multi-server PIR, single-server PIR without preprocessing inherently
requires public-key cryptography [DMOO0O0]. Our focus is on how secret-key preprocessing and
interaction change the assumptions needed in this single-server setting.

Preprocessing for Online Server Efficiency. In the standard PIR model, answering a query
requires essentially a full scan of the database. Beimel, Ishai, and Malkin [BIM04| introduced PIR
with preprocessing to reduce this online server work: the database is encoded once in an offline
phase, after which queries can be answered by accessing only a small part of the encoding. The goal
of achieving both sublinear communication and sublinear online server work is commonly referred
to as doubly efficient PIR. Boyle, Ishai, Pass, and Wootters [BIPW17] and Canetti, Holmgren,
and Richelson [CHR17| gave candidate single-server constructions with secret-key preprocessing,
achieving polylogarithmic communication and online server work under assumptions concerning
secretly permuted Reed—Muller codes. Lin, Mook, and Wichs [LMW23] later constructed doubly
efficient PIR from Ring LWE with public preprocessing, so that the database encoding does not
depend on a client’s secret key.

The works of Chen, Ishai, Mour, and Rosen |[CIMR26] and Bitansky and Mazor [BM26|, as
well as ours, revisit secret-key preprocessing with a different emphasis: minimizing communication
under weaker computational assumptions, without requiring sublinear online server work. Thus, our
polylogarithmic-communication protocols do not claim the online server efficiency of doubly efficient
PIR. There are also preprocessing models in which the client maintains and updates database-
dependent state, as well as the related ORAM model, in which the server can be stateful too. These
differ from our setting, where the same encoded database and short secret key are reused without



updates between queries. We refer the reader to the discussion in [CIMR26, Section 3.1] for a broader
account of preprocessing models, their efficiency goals, and their relation to ORAM.

Recent Improvements in Online Efficiency. Chen, Ishai, Jain, Mour, Rosen, and Xing [Che+26]
give candidate doubly efficient SK-PIR schemes with N°(!) communication and online server work,
together with constant multiplicative storage overhead that approaches one in suitable parameter
regimes. Their constructions build on the permuted-code approach of [BIPW17; CHR17|, using new
locally decodable codes with improved rate, locality, and smoothness trade-offs. Security relies on
assumptions of the same structured type as those underlying the earlier permuted-code constructions.
Their focus on reducing online server work and storage overhead is complementary to ours: we use
interaction to minimize communication under generic RKA security, with instantiations in the ROM
and from max-noise LPN.

Encrypted Matrix—Vector Products. Benhamouda, Chen, Halevi, Ishai, Krawczyk, Mour,
Rabin, and Rosen [Ben+25] extend the secret-code approach to encrypted matrix—vector products. A
client uploads an encrypted matrix while retaining only a short secret key, and later issues encrypted
vector queries so that the parties obtain compact shares of the product, hiding both the matrix and
the query from the server. Their field-agnostic constructions use secret dual linear codes and LPN-
or LSN-type assumptions, and aim for communication and computation close to the corresponding
cleartext costs. This supports applications beyond private retrieval, including encrypted search and
secure machine learning. The connection to our work is the use of reusable secret-key preprocessing
compatible with linear operations; our construction instead uses XOR-homomorphic preprocessing
and RKA security to support recursive database folding.

1.4 Open Questions
Overall, there is still a gap in our understanding of SK-PIR.

Improvements in Efficiency or Assumptions. The ultimate goal is a single-round SK-PIR
protocol with polylogarithmic communication and online client work, based only on one-way
functions. Short of achieving all these goals simultaneously, new trade-offs among communication,
round complexity, client work, and computational assumptions would already be interesting.

Barriers and Locally Decodable Codes. It is also natural to seek separations between SK-PIR
with strong efficiency guarantees and one-way functions, or even random oracles. We note, however,
that progress in this direction is constrained by our limited understanding of locally decodable codes
(LDCs). In particular, starting from secret-key 1/2PIR, which we build based on one-way functions,
a g-query smooth LDC can be used to obtain a g-round SK-PIR protocol with communication and
online client work roughly 2%, via a transformation similar to that of [BIP18].

For example, an LDC encoding N bits into a block of length poly(N) with ¢ = elog N queries
would yield SK-PIR from one-way functions with O(log N) rounds and both communication and
online client work 6(N ¢). Thus, ruling out these SK-PIR parameters from one-way functions, or in
the ROM, would also rule out such LDCs. This connection poses a challenge for proving barriers to
simultaneously reducing communication and client work when interaction is allowed.



2 Preliminaries

All logarithms are taken in base 2. For n € N, let [n] := {1,...,n}. Given a vector s of length n, let
s; denote its i-th entry, and s<; denote its first ¢ entries, and s-; denote its last n — ¢ entries. For a
distribution P, let d < P denote that d was sampled according to P.

We consider circuits with fan-in 2 NAND gates. The size of a circuit C, denoted by |C], is the
number of gates in C' (both input and inner gates).

Two distribution ensembles X = {X)\},cx, ¥ = {¥a} ey are computationally indistinguishable,
denoted by X =Y, if for every non-uniform PPT A there exists a negligible function §, such that

[PrA(Xy) = 1] - PrlA(Y)) = 1]| < 5(N).

When the ensembles are indexed with additional input z € {0, 1}", we say that {X)‘vz})\,z Re {Y/\,z}x,z
if for any polynomial p, and any sequence {2y}, with |z)| < p(}), it holds that {Xx ., }, ~c {YA 20}y
We say that X =Y if for every A, X, distributed identically to Y).

We will use the following definition of interactive oracle.

Definition 2.1 (Interactive oracle). Let II be an interactive algorithm defined by a (possibly
randomized) next-message function I(x, p, T) mapping an input x, a random tape p, and a transcript
T (the ordered list of messages sent and received so far in a session) to either a next message m
or a local output out (which terminates the session). The interactive oracle induced by II with
common input w, denoted Or(w,-), is the following stateful oracle. It maintains a set of sessions,
each consisting of a session identifier sid, a session input xsq, a random tape psiq, and a transcript
Tsid- An oracle-aided algorithm A may adaptively issue two types of queries:

e (new,z): the oracle creates a new session with a fresh identifier sid, sets xgq := (w,x), samples a
uniformly random tape psiq independently of all other sessions, initializes 7siq to the empty tran-
script, and returns sid together with I1’s first message 11(xsiq, psid, Tsid) if 11 speaks first (appending
it to Tsid)-

e (msg,sid,m) for an active session sid: the oracle appends m to 7q, computes I(Zsd, Psid; Tsid ),
appends the resulting message to 74 and returns it to A. If 11 instead terminates with a local
output, the session is closed and A receives only a fized termination symbol done (in particular,
local outputs are not given to A unless the definition using the oracle says so explicitly).

FEach session’s transcript is append-only: A cannot rewind, reset, fork, or re-run a session on a
modified message, and sessions share no state beyond the common input w. We stress that A may
run arbitrarily many sesstons concurrently and interleave its queries adaptively.

2.1 Secret-Key Interactive PIR

We define interactive secret-key PIR.

Definition 2.2 (Secret-key Interactive PIR). A secret-key interactive private information re-
trieval scheme (sk-iPIR) consists of PPT algorithms (Gen,Preprocess) and a two-party protocol
(Client, Server) with the following syntax:

° Gen(l/\, 1N) — sk: on input a security parameter A and a database size N, outputs a secret key sk.
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e Preprocess(sk, D) — D: on input sk and a database D € {0, l}N, outputs an encoding D. We
require, w.l.o.g. for this paper, that D is part of D (the encoding hides nothing about the data from
the server; only queries are private).

~

o (Client(sk, i), Server(D)): an interactive protocol in which the client holds (sk,i) fori € [N], the
server holds D, and at the end the client halts with a local output b € {0,1}.

Correctness. For any N = poly()) there is a negligible function p such that the following holds.
For every A € N, D € {0,1}" and i € [N],

Client —

Pr[((CIient(sk,i), Server(D))) Dm} >1— (N,

where the probability is over sk <— Gen(l)‘, 1N), D« Preprocess(sk, D) and the coins of both parties.

Round and communication complexity. The protocol has round complexity R = R(N, \) if
in every execution at most 2R messages are exchanged (we count a round as one client message
followed by one server message), and communication complexity ¢ = ¢(N, \) if the total length of
all exchanged messages is at most ¢(N, X) with probability 1. We call the scheme fully succinct if
¢(N, ) < poly(A,log N).

Definition 2.3 (Malicious Security). A sk-iPIR is maliciously secure if for every oracle-aided
non-uniform PPT A and every polynomial N = N(X) there is a negligible jn such that for every

A € N and every D € {0, l}N(’\) :
’Pr [A@C“e"t“k“’(ﬂ,ﬁ) = 1] —Pr [Ao’cnent(sk“)(ﬂ, D)= 1] ] < u(N),

where sk < Gen(1*, 1Y), D+ Preprocess(sk, D), Ociient (Sk, -) is the interactive oracle that, on session
input i € [N], runs the honest client Client(sk, i) (with A playing the server, fresh independent coins
per session, no rewinding, local output withheld), and O, (sk,-) is the interactive oracle that
ignores the session input and runs Client(sk, 1).

Definition 2.4 (Semi-honest Security). A sk-iPIR is semi-honestly secure if, with the same quanti-
fiers, the above holds with the interactive oracles replaced by the (non-interactive) oracles V(sk, lA?, )
and V'(sk, D, -), where V (sk, D, i) outputs a fresh sample of the view of the honest server (its input
D, its random coins, and the transcript) in (Client(sk, 1), Server(D)), and V'(sk, D, i) := V (sk, D, 1).

Remark 2.5. Malicious security implies semi-honest security: an adversary in the semi-honest
game can be emulated by one in the malicious game that runs the honest server code itself.
2.2 RKA-Secure Encryption

Definition 2.6 (RKA-secure encryption with pseudorandom ciphertexts). An encryption scheme
with pseudorandom ciphertexts consists of PPT algorithms (Enc,Dec) such that:

e Enc(sk,m): The encryption algorithm Enc: {0,1}* x {0,1}* — {0, 1}6()‘). Takes a secret key
sk € {0, 1})‘ and a message m € {0, 1}A, and outputs a ciphertezt ¢ € {0, 1}“’\).

e Dec(sk,c): The decryption algorithm. Takes a secret key sk € {0, 1})‘ and a ciphertext ¢, and
outputs a message m.
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Correctness: For any m € {0,1}*,
Pr[Dec(sk, Enc(sk,m)) = m| > 1 — neg(\)
where sk + {0,1}".

Security: Let ® be a family of related key deriving functions. (Enc,Dec) is secure against ®-
restricted Related Key Attacks (®-RKA-secure) if for every oracle-aided non-uniform PPT A there
exists a negligible function p, such that for any A,

‘Pr [AEnc(RK(sk,-),.)(l)\) _ 1} —Pr [AH(I’\) _ 1” < u(N),

where sk « {0,1}*, RK (sk, ¢) = ¢(sk) for every ¢ € ®, and II is an oracle that given ¢ € ® and
a message m outputs a uniformly random string of length £(|sk|), sampled independently on each
oracle call (even for repeated queries).

We say that (Enc, Dec) is XOR-RKA-secure if it is ®-RKA secure with respect to the function
family & = {m(sk) —sk@A: A€ {0, 1}A}.
Remark 2.7 (Pseudorandomness and anonymity). We require pseudorandom ciphertezts as a
convenient way to ensure key anonymity: ciphertexts should not reveal which of the hidden related

keys was used, even when the plaintext is known. Pseudorandomness is stronger than anonymity,
and we use the stronger formulation throughout for simplicity.

Below we give two instantiations of RKA-secure encryption with pseudorandom ciphertexts.
ROM-based construction. The first, implicitly given in [KS08| and proven here for completeness,
is in the Random Oracle Model. Let H: {0,1}* x {0,1}* — {0,1} be a random oracle. Define

Enc”(k,m) := (p, H(k,p) @ m) for p« {0,1}*,  Dec”(k, (p,y)) := H(k,p) &,
with ciphertext length fg,c(A) = 2.

Theorem 2.8 (ROM instantiation). In the random-oracle model, the scheme above has perfect
correctness XOR-RKA pseudorandom ciphertexts: for every adversary making at most qp direct
H-queries and qr encryption-oracle queries,

Pr Areal —1| - Pr Aideal -1 < Q?E + qda 4FE
- - = 9A+1 o

Proof. Lazily sample H. The real oracle answers the j-th query (¢a;,m;) with (p;, H(sk@ Aj, p;) @
my) for fresh p; < {0, 1}*; the ideal oracle answers with a fresh uniform string in {0,1}**. Couple
the two experiments by replacing each value H(sk & Aj, p;) with a fresh and uniform u; (then
(pj,u; ®my;) is exactly a fresh uniform 2\-bit string). The coupling fails only if some oracle point
(sk@®Aj, pj) is evaluated twice across the experiment: (i) two encryption queries collide: this requires
pj = pjy (and A; = Ay/) for some j # j'; since each p; is fresh uniform, this has probability at
most ¢%/2 1 (i) a direct query hits: A queries H at some (z, p) with x = sk ® A; and p = p; for
some j. In the ideal experiment the view of A is independent of sk, so each of the ¢y direct queries
hits one of the at most g points only if sk = z & A, for one of the corresponding j’s, an event of
probability at most ¢z /2* over the uniform sk; a union bound gives ¢qr/2*. An identical-until-bad
argument completes the proof. ([l
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LPN-based construction. For a noise parameter 0 < € < 1/2, the decisional Learning Parity with
Noise (LPN) assumption asserts that, for every polynomial ¢ = t(k), (A, As @ e) is computationally
indistinguishable from (A, u), where A + FEX’“, the secret s « IF'§ , and u < F% are independently
uniform, and e € F} is an independent noise vector whose bits are independently 1 with probability
€.

Theorem 2.9 (LPN instantiation, [AHI11]). Assuming decisional LPN with noise parameter
€ = 1/2—~ where 1/poly(k) < v < 1/2, there exists XOR-RKA-secure encryption with pseudorandom
cipherterts.

Applebaum, Harnik, and Ishai [AHI11] state their result for any constant 0 < v < 1/2, but we
observe that the same construction works for v = 1/poly.

Indeed, the construction of [AHI11| encrypts m as (A4, As & e & C(m)) for an error-correcting
code C that allows efficient recovery from independent errors of rate e. By taking the code to be a
repetition code with /72 repetitions, we get correctness with all but negligible probability.

2.3 Pseudorandom Functions

We next define pseudorandom functions. It is well known [HILL99; GGMS84| that pseudorandom
functions exist if one-way functions exist.

Definition 2.10 (Pseudorandom function). An efficiently computable family of functions F =
Fip: {0,13" = {0,1 m(”}

{ ke 10,1} {0,1} ke{0,1}*

aided non-uniform PPT A, there exists a negligible function u, such that for any X,

is a pseudorandom function family (PRF) if for every oracle-

}Pr [AFk(ﬂ) - 1} ~Pr [Aﬂ(ﬂ) - 1} ‘ < u(N),

where k + {0,1}" and II: {0,1}"™ = {0,1}™™ is a uniformly random function.
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3 Semi-Verifiable SK-1/2PIR

In this section we define and construct semi-verifiable linear-query SK-PIR.

Linear-Query SK-PIR. We start with defining our notion of (non-interactive) linear-query PIR,
which is simply a PIR in which the database preprocessing is homomorphic with respect to linear
operations.

Definition 3.1 (Secret-key linear-query PIR). A secret-key linear-query private information retrieval
(sk-LPIR) consists of PPT algorithms (Gen, Preprocess, Query, Answer, Decode) such that:

e Gen(1*,1Y): The key generation algorithm. Takes a security parameter 1* and database size 1V
and outputs a secret key sk.

e Preprocess(sk, D): The database encoding algorithm. Takes a secret key sk and a database D €
{0,1}" and outputs a database encoding D.

e Query(sk,M,i): The query algorithm. Takes a secret key sk, a matric M &€ {0,1}N/XN for
some 1 < N' < N, and an index i € [N'], and outputs a client message q and a decoding key
dec € {0,1}*.

° Answer(lA), M, q): The server answer algorithm. Takes a database encoding 13, a matrix M and a
PIR-query q and returns an answer a.

e Decode(a,i,dec): The decoding algorithm. Takes a PIR-answer a, an indez i and a decoding key
dec and outputs a bit b € {0,1}.

Correctness: The client outputs the correct value with overwhelming probability. For any N =
poly(X) there exists a negligible function p such that the following holds. For every A € N, database

D € {0,1}", full-rank matriz M € {0, 1}NIXN with 1 < N' < N, and indez i € [N'],
Pr[Decode(a,i,dec) = (M - D)[i]] > 1 — u(N),

where the probability is over sk < Gen(1*, 1Y), D« Preprocess(sk, D), (q,dec) < Query(sk, M, 1)
and a < Answer(D, M, q).

Security: For any oracle-aided non-uniform PPT algorithm A and any polynomial N = N(X),
there exists a negligible function p such that for any A € N and D € {0,1}", it holds that

Pr [AQuefyq(Skm')(l/\, ﬁ) = 1] —Pr [AQ“ery;(Sk"")(l)‘, ]5) = 1} ’ < p(A),

where sk < Gen(1*,1V) and D « Preprocess(sk, D) are sampled once and fized throughout the
experiment, the queries of A are pairs (M,i) with M € {O,l}N/XN, 1< N <N, andi € [N'],
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and each oracle answers every query with fresh independent randommness: Queryq(sk, M,i) samples
(q,dec) < Query(sk, M,i) and outputs q, and Query;(sk, -, +) s an oracle that given input (M, 1)
ignores i and outputs Query,(sk, M, 1).

Semi-verifiable SK-1/2LPIR. We next define the notion of semi-verifiable SK-1/2LPIR, which we
construct in the rest of this section.

Definition 3.2 (SK-1/2LPIR). An SK-1/2LPIR is defined as an SK-LPIR (with rectangular matrices
M € {0,1}N/XN, N’ < N), except that Decode(a,i,dec) outputs a pair (b,status) € {0,1} x
{success, fail }.

Correctness. For any N = poly(A) there exists a negligible function p such that the following
holds. For every \, D € {0,1}¥, N’ < N, full-rank matriz M € {0, 1}N/XN and i € [N']:

Prlb = (M - D)[il] > 1 — p(X),

where sk < Gen(1*, 1Y), D « Preprocess(sk, D), (g, dec) <— Query(sk, M, i), a < Answer(lA),M7 q)
and (b, status) < Decode(a, i, dec).

Balance. For any N = poly()) there exists a negligible function p such that the following holds.
For every A, D € {0, l}N and a full-rank matriz M € {0, l}N/X]L with probability at least 1 — ()
over sk <— Gen(1*,1V) and D < Preprocess(sk, D), the pair (sk, D) is balanced for M, meaning: for
every i € [N'],

Pry dec,a,coins [status = success ‘ sk, B} — %‘ < u(A),

where the conditional probability is over (g,dec) + Query(sk, M,i), a + Answer(D,M,q),
(b, status) «— Decode(a, i, dec) only.

Semi-verifiable security. An SK-12LPIR is semi-verifiable if there exist PPT algorithms
quccess(sk,]j,M) and Qfa“(sk,]_A),M,i) (where Qsuccess does not receive the index) such that for
every oracle-aided non-uniform PPT A and polynomial N = N()\) there is a negligible jn such that
for every X and D € {0,1}",

Pr [Aoc"entm, D)= 1} _Pr [AOSim(ﬂ,ﬁ) - 1” < u(N),

where sk < Gen(1*,1V), D «+ Preprocess(sk, D), and Ocjient, Osim are the interactive oracles
(Definition 2.1) induced by the following session programs on session input (M, i) with M €
{0, }VN i e [N):

° Client[sk,ﬁ](M,i): sample (q,dec) < Query(sk, M,i), send q; upon receiving a, compute
(b, status) <— Decode(a, i, dec) and send status. (The bit b is a local output, not sent.)

~

e Sim[sk, D](M,7): sample status < {success, fail} uniformly. If status = success: send q <+
Qsuccess(sk, D, M) ; upon receiving a, send success (ignoring a). If status = fail: sample (g, dec) <
Qrail(sk, D, M, i), send q; upon receiving a, compute (b,status’) < Decode(a,i,dec) and send
status’.
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3.1 Semi-Verifiable SK-1/2LPIR from XOR-RKA-Secure Encryption
We start by constructing a SK-1/2LPIR. We prove the following lemma.

Lemma 3.3. Assume the existence of an XOR-RKA-secure encryption scheme with pseudorandom
ciphertexts. Then there ezists a semi-verifiable balanced SK-1/2LPIR with poly(\) communication.

Given a vector of keys k = (ki,...,ky) € ({0,1}")Y and a matrix M < {071}1\7’“\/7 we
define M(k); = Zjvzl M; ;- kj. Let (Enc,Dec) be an XOR-RKA secure encryption scheme with

pseudorandom ciphertexts, and let F: {0,...,2*} — {0,1}* be a PRF. We next describe our
protocol. In the following, + denotes bit-wise XOR.

The 1/2LPIR Protocol:

e Key Generation: Gen(1*,1") outputs a random key sk < {0, 1}A.
e Preprocessing: Preprocess(sk, D) given a secret key sk and a database D € {0, 1}N:

1. For any i € [N], computes k;o = Fg (i) and k; 1 = Fo(i) & A, where A = Fg(0).
2. Outputs D = {(k;4,b) : i € [N],b= DI[i]}

N'xN

e Query: Query(sk, M,i*) given a secret key sk, a matrix M € {0,1} and index *:

1. Reconstructs kj o = Fg(j) and A = Fg(0) from sk.

2. For every i € [N'], let key k; g = M (k); for k = (k10,...,knp), and kj ; = k; o + A.
3. Samples b« {0,1},r + {0, 1}’\ and computes ¢ = Enc(kg*’b,r).

4. Outputs a client message g = (r, ¢) and a decoding key dec = (b, k;*,b)~

e Answer: Answer(f), M, q) given a database encoding 137 a matrix M and a query ¢ = (r,¢):

L. For every i € [N'] let ki = M (k); for k = (ky pri)» - - -5 kn,pivy)-
2. If for some ¢ € [N] it holds that Dec(kf,c) = r, Answer outputs k] for the smallest such i.
Otherwise Answer outputs L.

e Decoding: Decode(a,i,dec) given an answer a € {0,1}", an index i and a decoding key dec =
(b, k), outputs (b, fail) if &k = a or (1 — b, success) otherwise.

Note that the Query algorithm can compute only the key kg*@ =&

) Fsk(j) of the queried
row, in time |supp(M;=)| - poly ().

Jjesupp (M

Correctness. We start with proving the correctness of the protocol. We will need the following
claim.

Claim 3.4. Assume (Enc,Dec) is XOR-RKA-secure with pseudorandom ciphertexts. Then for

any N = poly(\) there exists a negligible function p such that the following holds. For every X,

D € {0,1}", full-rank matriz M € {0, 1YY N i i* € [N'] and b,b* € {0,1} with (i,b) # (i*,b*),
Pr[Dec(kj @b - A, Enc(kj. & b* - A, 7)) = r] < neg()\)

where sk < Gen(1*,1V), D < Preprocess(sk, D), r <+ {0,1}*, the keys K, = M(k); (for k =
(k1,p01)> - - - » kn,pN])) are as computed by Answer, and A = Fy(0).
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Proof. Consider the hybrid experiment H in which the N + 1 values k1, ..., kN0, A are replaced
by uniform independent strings in {0, 1}>‘. The event we claim to happen with negligible probability
is efficiently testable given oracle access to either Fy or a uniformly random function: the tester
queries its oracle on 0,1,..., N, computes all derived keys, samples r and the encryption coins, and
checks the decryption equation. Hence, by PRF security (against non-uniform adversaries, with
D, M,i,i* hardwired), the probability of each event changes by at most neg(\) between the real
experiment and H.

Consider now the hybrid H. Let x; := k; pj;) = kjo ® D[j] - A. The map (k1,...,kn0,A) =
(z1,...,xN,A) is a bijection of ({0,1})N*1 so (z1,...,2zx,A) is uniform. Note K = @, Mjutuy
is a deterministic function of x. Moreover, since M is a full-rank matrix,(k{, ..., ky,, A) is uniform.
Therefore, for any choice of (i,b) # (i*,b*), the pair (k} & b- A, kl. &b* - A) is uniformly distributed.

It is thus enough to prove that for any pair of randomly distributed keys (k1, k2) it holds that

p := Pr[Dec(ki, Enc(k, r)) = r] < neg()),

which holds by the security of the encryption scheme. Indeed, assume this is not the case; we
construct an algorithm that breaks the pseudorandomness of the encryption. Consider the algorithm
A that, given oracle access to Enc(RK (k1,-),-), chooses 7 < {0,1}* and a secret key ky + {0,1}*,
and obtains e = Enc(k1,r) by querying the oracle on input (0*,7). It then outputs 1 if Dec(ks, e) = r.
When k; + {0, 1})‘, the probability that A outputs 1 is exactly p. Next, let IT be the oracle that
returns a random answer for each query. It is clear that A" (1) outputs 1 with probability 27*.
Thus, by the security of the encryption, AFM(EK (1)) (14) must output 1 with negligible probability.
O

We are now ready to prove the correctness of the protocol.
Claim 3.5. The protocol is correct and balanced.

Proof. First, notice that for every ¢ € [N'], the value of k; computed in Answer is equal to the value
of k; . computed in Query, for ¢ = (M - D);. Indeed,

N N
ki = ZMi,j -kjpp) = Z M; ;- (kjo+ D[j]- A) =kig+A- (M- D),
j=1 j=1

(2

Fix D, M, i*, and let Err denote the event that either (1) b= (M - D);+ and Answer does not
return kL., or (2) b # (M - D);+ and Answer does not return L. By Claim 3.4 and correctness of
(Enc, Dec), Pr[Err] < po(N) for a negligible pp. Conditioned on —Err, Decode always outputs the
correct value, and moreover, status = success iff b # (M - D);«. Since b is random and independent
of (sk, D), we have for every fixed (sk, D):

which equals to k; o if (M - D); = 0 or to k; ; otherwise.

Pr [status = success | sk, lA)} - %‘ < Pr [Err | sk, lA)}

Let pi-(sk, D) := Pr [Err | sk, ZA)}, then E[p;x] < po(N), and by a union bound over the at most
N’ < N indices i*, E[> ;. pix] < Npo. By Markov,

Prsk’ﬁ J*: Dix (Sk, ﬁ) > N/L()()\):| < Prsk,ﬁ

5" pe(sk. D) > ma(x)] < /Fo0Y)  neg().
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This concludes the proof.

Security. We next prove the security of the protocol. We describe the simulator.

The simulation oracles Qi and Qsyccesse We next define the oracles Qg and Qsyccess: The
oracle Qsyccess(sk, D M) samples and outputs a uniformly random value ¢ + {0, 1}>‘+£()‘) (where
¢()\) is the output length of Enc: {0,1}* x {0,1}* — {0, 1}*™). The oracle Qgi(sk, D, M, i) behaves
like the real query algorithm, with its internal bit fixed to b = (M - D);: it samples the remaining
randomness exactly as Query and outputs the resulting (¢, dec). Here D can be recovered from 13,
which contains the pairs (k; pi;, D[j])-

Claim 3.6. The protocol is semi-verifiable (with the algorithms Qsyccess; Qfail from above).
Proof. We prove the claim by a hybrid argument. Fix an oracle-aided efficient adversary A.

Hybrid 0: Real. This is the real experiment where the adversary A has access to the oracle
Client(sk, D, -, -).

Hybrid 1: Random Symmetric Encryption Keys. In this hybrid, all keys k; o, as well as A,
are chosen truly at random instead of being derived using the PRF Fy. Since A does not obtain sk,
this hybrid is indistinguishable from the previous one by the security of the PRF.

Let x; := kjp(j] = kjo © D[j] - A. Since the map (ki,...,knp0,A) = (z1,...,7N,4A) is a
bijection of ({0,1}*)N+! the distribution of (z1,...,zx,A) in this hybrid is uniform.

Hybrid 2: Always answer success when b # (M - D);. In this hybrid, whenever the bit b chosen
by Query is 1 — (M - D);, the status output by the oracle is success, independently of the message a
sent by A. The two hybrids differ only if, in a session with b # (M - D);, A returns the decoding key
k! b= = k! + A. Below, we claim that finding this key with non-negligible probability is equivalent to
guessing A with non-negligible probability, which contradicts the XOR-RKA security.

Indeed, let Bad be the event that in some session with b # (M - D);, the adversary’s answer
a equals the session’s decoding key k! & A. Hybrids 1 and 2 are identical until Bad, hence their
distinguishing advantage is at most Pr[Bad] (in Hybrid 2). Suppose Pr[Bad] = §(\) and let s = s(\)
bound the number of sessions opened by A. We build an RKA adversary B with advantage at least
§/s — 27> — neg:

e 3 has access to an oracle O(-,-) which is either Enc(A & ¢, -) for a hidden uniform A (real) or
uniform strings (ideal). B samples z1,...,zn < {0, 1}’\ itself, sets D= ((z4, D[j]))jen), and
runs A(1*, D), simulating Hybrid 2 as follows. For a session with input (M,4): it computes
ki = M(x);; with probability 1/2 it plays the fail branch (sample r, send (r, Enc(k},r)) computed
locally, decode honestly against the known key k.); with probability 1/2 it plays the ok branch: it
samples 7, queries ¢ <— O(¢y, 1), sends (7, ¢), and always reports status success. In the real game
this is exactly Hybrid 2. Z

e 3 picks a uniformly random ok-branch session j* in advance; when A answers that session with
some a, B sets A :=a @ k. (for that session’s derived key). It then samples a fresh m* < {0, l}k,

*

queries ¢* <— O(¢pr, m*), and outputs 1 iff Dec(ﬁ, ) =m*.
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e In the real game, with probability at least d/s the guessed session realizes Bad, so A = A and the
test passes with probability 1 — neg by decryption correctness (for the uniform key A). In the
ideal game, ¢* is uniform and independent of m*, so the test passes with probability at most 27>
— note this uses that m™* is fresh and never otherwise revealed. Hence B’s advantage is at least
§/s —neg —27* 50 § < s- (Advg + 27 + neg) = neg(\).

Hybrid 3: Random Answers when b # (M - D);. In this hybrid, whenever the bit b chosen
by Query is 1 — (M - D);, q is sampled from the uniform distribution U over A + |Enc(k, )| bits.
Indistinguishability follows by the same simulation as for the previous hybrid, except no extraction:
B’ simulates as above (fail branches locally, ok branches via O(¢./,r)) and outputs whatever A
outputs. If O is the real RKA oracle, the simulated experiment is Hybzrid 2; if O is the ideal (uniform)
oracle, each ok-branch query is (7, ¢) with r, ¢ uniform, which is Hybrid 3.

Hybrid 4: Back to Pseudorandom Symmetric Encryption Keys. In this hybrid, all keys &; p,
as well as A derived using the PRF Fg,. Since A does not obtain sk, this hybrid is indistinguishable
from the previous one by the security of the PRF. Note that this hybrid is identical to A having

oracle to Sim.
O

Proving Lemma 3.3.

Proof of Lemma 3.3. First, the assumed encryption scheme implies the existence of one-way functions
and thus of PRFs. The correctness and balance of the scheme hold by Claim 3.5 and the security by
Claim 3.6. The communication complexity holds by construction. O
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4 Batch Random-Index LPIR

In this section we define and construct batch random-index LPIR.

Definition 4.1 (e-secure t-batch Random-Index SK-LPIR). Let t = t(A\, N) and € = ¢(A\,N) € [0, 1].
A t-batch random-index secret-key linear-query PIR (SK-RI-LPIR) consists of PPT algorithms
(Gen, Preprocess, Query, Answer, Decode) with the syntax above, amended as follows: Query(sk, M)

takes M € {0, 1}N/XN (1 < N’ < N); Decode(a, dec) outputs t pairs ((i1,b1),..., (it, b)) € ([N'] x
{0,1})".

Correctness. For any N = poly(\) there exists a negligible function p such that the following
holds. For every A, D € {0, l}N and full-rank matriz M € {0, l}N/XN, in the honest experiment
(sk < Gen, D < Preprocess(sk, D), (q,dec) + Query(sk, M), a < Answer(D, M, q), ((ij,bj))j —
Decode(a, dec)) the output is correct:

PrVj € [t]: bj = (M - D)[i;]] > 1 — pu()).

Index uniformity. For any N = poly()\) there exists a negligible function u such that the
following holds for every X\, D € {0, l}N and a full-rank matriz M € {0, 1}N/XN, with probability
at least 1 — p(N) over sk < Gen(1*,1V) and D < Preprocess(sk, D). In the honest experiment
((q; dec) < Query(sk, M), a < Answer(D, M, q), ((ij,b;)),; < Decode(a, dec) ):

SD((7’17 ces 77:15)7 U[N’]t) < M(A)a

where Uyt is uniform on [N']".

e-security. There exist interactive PPT session programs Sim’ and Sim, where Sim’[sk, ZA?} on
session input M interacts with the server and, at the point where the honest client would send its final
message, produces a local value flag € { L} U[N']'; and Sim is identical to Sim’ except that as its final
session message it sends flag if flag # L, and otherwise a fresh uniform tuple (i}, ..., i) < [N']*

sampled independently of everything else. We require:

1. (L-frequency, statistical, aux-input) For every A, N = poly(\), every sk in the support of
Gen(1*,1Y), every D € {0,1}N, every D in the support of Preprocess(sk, D), every M €
{0, 1}N/XN, and every computationally unbounded interactive server strategy Server® (which
may depend on sk, D, ﬁ) in a single session of Sim’[sk, ﬁ] on input M against Server®,

Prlflag # 1] <,
the probability being over the session’s coins only.

2. (Indistinguishability) For every oracle-aided non-uniform PPT A and polynomial N = N(X)
there is a negligible p such that for every X, D € {0, 1}N:

’Pr [Aoc“em(ﬂ,ﬁ) - 1} ~Pr [AOSim(ﬂ,f)) - 1” < u(N),

where Oclient; Osim are the interactive oracles induced by the session programs Client]sk, lA?] (M) (as
in the current definition: send q <— Query, receive a, decode, send (i1, ... ,it)) and Sim[sk, D](M),
with sk « Gen(1*,1%V), D < Preprocess(sk, D).
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4.1 Semi-verifiable !2LPIR to Batch SK-RI-LPIR

We prove the following lemma.

Lemma 4.2. Assume the existence of balanced semi-verifiable SK-1/2LPIR with communication c.
Then, for every efficiently computable t,1/e € poly(N, ), there exists an e-secure t-batch SK-RI-
LPIR protocol with communication O(c - polylog(\) - t2/€?).

We next describe our protocol. Fix ¢t and €, and let (SV.Gen, SV.Preprocess, SV.Query, SV.Answer, SV.Decode)
be a semi-verifiable 1/2LPIR.

The t-Batch SK-RI-LPIR Protocol:
¢ Key Generation: Gen(1*,1") outputs a random key sk «- SV.Gen(1*,1).

e Preprocessing: Preprocess(sk, D) given a secret key sk and a database D € {0, 1}N, outputs
D < SV.Preprocess(sk, D).
e Query: Query(sk, M) given a secret key sk, and a matrix M € {0, 1}N/XN:

1. Samples £ = 256t2/¢? - log? A random indices iy, ..., i, < [N'].
2. Computes (g;, decj) < SV.Query(sk, M, i;) for every j € [/].
3. Outputs ¢ = (q1,...,q), dec = (i1, ...,i¢,decy, ..., decy).

e Answer: Answer(ﬁ, M, q) given a database encoding 13, a matrix M and a query ¢ = (q1,-..,q):

1. For every j € [{] let a; SV.Answer(D, M, q5)-

2. Answer outputs a = (ay,...,a).
e Decoding: Decode(a,dec) given an answer a = (ai,...,ar), and a decoding key dec =
(i1,...,1p,decy, ..., decy):

1. Computes for each j € [¢] (b;, status;) <— SV.Decode(a;, i}, dec;).

2. Let G = {j € [{]: status; = success}.

3. If ||G| — £/2| > V/€log \, Decode outputs ((i},,),..., (i},b})) for random #, ..., i, < [N’] and
oo b+ {0,1}.

4. Otherwise, Decode samples ¢ distinct elements j1, . . ., j; <= G and outputs ((i;,,b;,), .. -, (45, bj,))-

Observe that, when using the Semi-verifiable 1/2LPIR protocol from Section 3, the running time
of the client is £ - k - poly(\), where k = max;|supp(M;)|, and the server running time is (¢ - N’ +
[supp(M)|)poly (A).

Remark 4.3 (Reducing server work with XOR-RKA PREFs). The {N' term above, which will
dominate the server’s work in our final constant-round protocol (e.g., when N' = N and M 1s
the identity matriz), comes from testing each of the ¢ ciphertexts of a round against every one of
the N current keys. This can be avoided by replacing the encryption scheme (Enc,Dec) with an
XOR-RKA-secure PRF F (available in the random-oracle model), as in the technical overview: a
L/2LPIR query for key k becomes a pair (x,y) with y = F(k, ), and the decoder declares a match
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whenever y = F(k',x) for one of the server’s keys k'. If, in addition, the ¢ queries share one nonce
x, the server can compute F(k, x) once for each of its N' keys, store the results in a table, and
answer each of the £ queries with a single lookup, at a total cost of N' + £ instead of £N' per round.
The analysis can be extended to this variant with minor adaptations: first, the £ indices sampled
for a round’s batch must be distinct rather than i.i.d. uniform (with a shared x, two queries at the
same index would produce identical tags y, which cannot be simulated). Second, the semi-verifiable
security of Lemma 3.3 and the e-security of the batch random-index LPIR (Definition 4.1) need to be
stated for the whole round (one session with { sub-queries sharing x) rather than session by session;
the hybrid argument of Claim 3.6 then extends directly, since XOR-RKA security already allows the
adversary to query its oracle at the same input under many different key offsets. We note that this
optimization does mot carry to the LPN settings, as XOR-RKA PRFs are not known from LPN.

Correctness. We start with the correctness of the protocol. We prove the following claim.
Claim 4.4. The protocol is correct.

Proof. Fix a database D and a full-rank matrix M € {0, 1}N,XN, and consider an honest execution
of the protocol with random sk < Gen(1*,1V) and D « Preprocess(sk, D). Let (I1,...,1p),
(B1,...,By) and (Sy,...,Sp) be the random variables taking the values of (i1,...,4s), (b1,...,bs),
and (statusy,...,statusy), resp., as retrieved by Decode in this execution. Observe that the output
of Decode is determined by these values and its internal randomness.

In the following, we move to a hybrid H in which B; = M D{I}] for any j, and S; < {success, fail }
is chosen uniformly and independently for any j (and independently of the secret key). By the
negligible correctness and balance error of SV, the output of Decode in this hybrid is statistically
close to its output in the real experiment. Consequently, it suffices to analyze the correctness of the
protocol in H.

Let G = {j: S; = success}. By Chernoff,

Pr[Hg! —0/2| > \/Zlog)\] = neg(\).

If this event does not occur, the decoder samples ¢ positions from G and every returned bit is equal
to the corresponding entry of M - D. Observe that when this event does not occur, the choice of ¢
ensures |G| > t. If the event occurs, the decoder may output random bits, but this happens only
with negligible probability. This proves output correctness.

It remains to prove index uniformity. Condition on any fixed set G with ||G| — £/2| < v/flog \,
and on any distinct positions ji,...,j5: € G selected by the decoder. Since in H the variables
I, ..., I, are independent uniform elements of [N'] and are independent of G, the tuple

(Iju . "Ijt)

is distributed exactly as Ujye. In the other branch, the decoder explicitly samples a fresh uniform
tuple from [N']t. Thus, in hybrid H, the output-index tuple is exactly uniform over [N’]¢. Since the
real experiment and H are statistically close, the output indices in the real experiment are negligibly

close to Uy, as required.
d

Security. We move to analyze the security of the protocol. Consider the following simulator.
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The Simulator: Sim’[sk, ﬁ}(M ). Let Qsuccess, Qfail be the algorithms promised by the security of
the 1/2PIR. Given a matrix M € {0, 1}N/XN, Sim’[sk, D] acts as follows.
e Query:

1. For £ = 256t%/¢% - log? A, Sim’ samples status; < {success, fail} for each j € [¢].

2. For each j € [¢] with status; = fail, Sim’ samples a random index i; < [N'].

3. For each j € [¢] with status; = success, let q; quccess(sk,f),M). For each j € [¢] with

status; = fail, let (g;, dec;) < Qgil(sk, D, M, ;).
4. Outputs ¢ = (q1,...,qe).

e Decoding: Given an answer a = (aq,...,ap):

1. Sim" computes for each j € [¢] with status; = fail (b;,status}) <— SV.Decode(a;, i;, dec;). If
status; = success, it sets status;- = success.

2. Let G = {j € [0]: status); = success}.

3. If |G| — £/2| > V/flog A\, Sim’ outputs flag = L.

4. Otherwise, Sim’ samples ¢ distinct elements jq,..., 5 + G.

5. If for every k € [t], status;, = success, Sim’ outputs flag = L.

6. Otherwise, for each j € [] with status; = success, Sim’ samples a random index i; < [N'].
Sim’ outputs flag = (4;,, ..., ij,).

Claim 4.5. For every oracle-aided non-uniform PPT A and polynomial N = N(X) there is a
negligible p such that for every X\, D € {0, 1}N:

’Pr [AOC“e"t(l*,f)) - 1} ~Pr [AOS"“(lA,lA)) - 1” < u(N),

where Oclient, Osim are as defined in Definition 4.1, for sk < Gen(l)‘, lN), D« Preprocess(sk, D).

Proof. Let SV.Oclient and SV.Os;, be the two oracles from the semi-verifiable security of SV, where
SV.Os;m is defined with respect to the algorithms Qsuccess; Qfail used by Sim’. Consider the following
oracle-aided interactive algorithm B. On a session with input M, B samples i1, ...,i < [N'] and
opens /¢ sessions of its oracle, on inputs (M,i1),...,(M,iz). It sends the first messages of these
sessions as its query ¢ = (q1,...,q¢), and given an answer a = (a1, ..., ar), it forwards a; to the j-th
session and gets back a status status;. Finally, B computes its last message as Decode does: it lets
G = {j: status; = success}, sends ¢ random indices if ||G| — /2| > v/£log A, and otherwise samples ¢
distinct ji,...,j; < G and sends (ij,,...,1j,).

B3V-Ocient hehaves exactly as Ociient (the j-th session of the oracle is simply the j-th execution of
SV inside Client) and B%V-©sim hehaves exactly as Osim: the only difference is when the indices of the
success sessions are sampled (B samples all of them in advance, while Sim’ samples them only at the
end, and only if one of the selected sessions is a fail session; else Sim sends fresh random indices).
But Qsuccess does not get the index as input, so the index of a success session is not used anywhere
before the last message, and it is uniform and independent of everything else. Hence, sampling it in
advance, at the end, or replacing it by a fresh random index makes no difference.

The claim now follows from the semi-verifiable security of SV: A together with B is an efficient
algorithm that distinguishes SV.Ocjient from SV.Os; with the same advantage that A has in
distinguishing Ocjient from Ogjp,. O
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Proving Lemma 4.2.

Proof of Lemma 4.2. The correctness of the scheme follows by Claim 4.4. It remains to verify
the e-security guarantee of the simulator. Indistinguishability follows from Claim 4.5. Let T =
{j € [f] : status; = success} be the set of true-success indices. Using Chernoff bound we get that
|T| > ¢/2 — v/¢log \ except with negligible probability. Moreover, T C G. If ||G| — £/2] > V/{log A,
then Sim’ outputs L immediately. Otherwise,

IG\ T| < 2vllog \.

Since |G| > |T| > £/2—+/flog \, a union bound over the ¢ sampled indices shows that, for sufficiently
large A, the probability of sampling an index outside 1" is at most

y 2v/log \ <8t10g/\
Gl —t+17 Ve

Thus all ¢ sampled indices belong to T" with probability at least 1 — €/2 — neg(A) > 1 — ¢, in which
case Sim’ outputs L. Finally, the communication complexity is O(cf) = O(c - t*log? \/€?). O

=€/2.
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5 e-secure 1iPIR

In this section we construct a weakly-secure iPIR. We start with our notion of weak security.

Definition 5.1 (Simulator-based e-secure SK-iPIR). An SK-iPIR is simulator-based e-secure if there
exists an interactive PPT simulator Sim that, on input (lA),sk), has oracle access to an index. Write
Simi(]j, sk) for the simulator with access to the oracle that returns i. The following two properties
are required:

1. For every secret key sk < Gen(1*,1V), database D € {0, 1}N, D « Preprocess(sk, D), index
i € [N], and possibly unbounded interactive server Server*, during the interaction

<Simi(f), sk), Server™ (13)>,
the simulator queries its index oracle with probability at most €.

2. For every oracle-aided non-uniform PPT algorithm A and every polynomial N = N (), there
exists a negligible function p such that for every A € N and D € {0, l}N,

‘Pr [ AClent(sk:) (1A [y — 1] —Pr [ASim‘@’Sk)(ﬂ, D)= 1} \ < u(N),

where sk < Gen(1*, 1) and D « Preprocess(sk, D). On a query i, the first oracle executes
Client(sk, i) with A acting as the server, whereas the second executes Sim'(D,sk) with A acting
as the server.

5.1 e-secure iPIR from RKA-security

In the rest of this section we construct e-secure iPIR from batch random-index LPIR. We prove the
following lemma.

Lemma 5.2. Assume the existence of an €/R-secure t-batch RI-LPIR with communication ¢, for
t = klog? \, such that N > kfi=1. Then there exists R-round e-secure SK-iPIR with communication
O(R(c+k -log N) + N/kF-1).

We prove Lemma 5.2, but first we derive the following corollary.

Lemma 5.3. Assume the existence of an XOR-RKA-secure encryption scheme with pseudoran-
dom ciphertexts. Then for any R,1/e € poly(N,\) there exists R-round e-secure SK-iPIR with
communication R> - N2/(R+1)/e2 - poly .

Proof. Let k = {Nl/(RHW and let ' < R be the largest such that k' < N. The lemma
follows immediately by Lemma 3.3, Lemma 4.2 and Lemma 5.2 with R’ rounds, by setting ¢ =
R? . N?/(E+D) /2 poly(N). O

In the following, assume for simplicity that N/k%~! is an integer.” Let
(RI.Gen, RI.Preprocess, Rl.Query, Rl.Answer, Rl.Decode)

be a t-batch SK-RI-LPIR, used with ¢ = klog? A and e /R security. We next describe the protocol.

5Otherwise, pad D to the smallest size N’ < 2N such that k71 divides N’.
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The iPIR Protocol.

Key generation. Gen(1*,1") samples sk < Rl.Gen(1*,1") and outputs sk.

Preprocessing. Preprocess(sk, D) computes D« RI.Preprocess(sk, D) and outputs D.

Query. The query protocol has R rounds. Initially, D1 = D, M} = Iy, N1 = N, and i1 = 1
throughout the protocol, D, = M, D.

1. At round r < R:

(a)
(b)

Partition [N,] into k& consecutive blocks By, ..., By of size N,41 = N,/k, view D, as a
k X Ny41 array.

Client learns a random index }g in each block By:

i. Client and Server interact according to the batch random-index LPIR (RI.Client(sk, M, ),
RI.Server(D, M,.)) with parameter ¢ = klog? \. Client obtains (j1, D,[f1]), - -, (je, Dr[j¢])-

ii. If there exists ¢ € [k] such that {ji,...,7:} N By = 0, Client aborts. Otherwise, let s be
the first index in {j1,...,5:} N By.

Let ¢* € [k] be such that By contains i,.
Client sets shifts (uq,...,ux) as follows:

i. It samples a random shift 7 < {0, -, N,41 — 1}, and sets up» = (i, + 7) mod N,4;.
ii. For each other ¢ € {1,...,k}\ {¢*}, Client sets uy = (jy +7) mod Ny41 and ¢; = Dy [je].
iii. Let a, = @EE{I,‘..,k}\{f*} co.

Client sends (u1,...,u) to Server, and sets i,41 = 7.
Define

GBw

Dyiqv D,, (ug — v) mod Nr+1]

/=1
Let M, 1 be the corresponding linear map, so that D,y1 = M, 1D. The construction
ensures

Dr[ir] =a, B Dr+1[ir+1]-

2. In the final round, Server sends Dg and Client outputs

R—1
Drlir] ® @ ar = Di

Correctness. We start with proving the correctness and efficiency of the protocol.

Claim 5.4. The protocol is correct. It has R rounds and communication complexity R(c+k-log N') +
N/ERL
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Proof. We first observe that each matrix M, has full rank. Indeed, this can be shown by induction.
For My = Iy this is immediate. In round r, we can write

Mr—l—l =T, M,,

where T, : T3 — IF;V "1 is the linear map defined by

k

T, x[v] = @x[ﬁ, (ug — v) mod Nyy1].
/=1

We observe that the rows of T, have disjoint supports: for every block ¢, and for any two rows
v #v" € [Ny41], the coordinates satisfy

(ug —v) mod N,y1 # (ug — v") mod N,41.

Hence the rows of T;. are linearly independent, and therefore 7. has full row rank. Since, by induction,
M, has full row rank, M, 1 = T, M, also has full row rank.

For correctness, by the index-uniformity of the random-index LPIR, we may assume that the
indices (j1,...,/j¢) in each round are randomly distributed. Indeed, this can be seen by induction
over the rounds, where we observe that after replacing the indices (j1,...,j:) of the first r rounds
with random indices, the matrix M, is independent of the secret key, and thus correctness holds
with all but negligible probability for round r + 1.

Next, fix a round r < R. For any block By, the probability that none of the ¢t = klog? A uniformly
random indices returned by the random-index LPIR lies in By is at most

1\ >
(1 o k) < eft/k _ eflog )\.

A union bound over all blocks and rounds, together with the correctness of the underlying random-
index LPIR executions, shows that the client aborts or receives an incorrect value only with negligible
probability.

Condition on the complementary event. For every £ £ £* let x, be the local coordinate of the
index j selected from By, and let xy« be the local coordinate of 7,. By construction, uy = xy + 7 for
every £. Hence

k
Dr—l—l[ir—‘rl] = Dr+1[7—] = @Drw’ xf] = DT[iT] @ ar.

/=1
Thus D,[i,| = ar © Dyy1lir+1], which gives
R—1
Di] = Drlir] & €P ar,
r=1

which proves correctness.

Lastly, notice that for any round r, the last client message of round r (the vector (uy, ..., ux)) can
be sent together with the first client message of round r + 1. Thus the protocol has R communication
rounds in total. Each random-index LPIR execution has communication ¢, and sending the shifts

(u1,...,u)) costs at most klog N communication. Moreover, |Dg| = kR—N_l.
Overall, the communication is at most R(c+ k - log N) + kRL,I. O
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Security. We move to prove security. We define the simulator Sim.

The simulator: Sim‘(sk, D). Let RI.Sim’ be the simulator of the random-index LPIR. Initially,
Dy =D, My = Iy, N = N, and i1 = i; throughout the protocol, D, = M, D. Set k = NU(B+1),

In the following, gray steps are deferred and executed only once the simulator queries the index
oracle.

1. At round r < R:
(a) Partition [N,] into k consecutive blocks By,..., By of size N,y; = N, /k, view D, as a
k x N,i1 array.
(b) Execute RI.Sim’(sk, D, M,). If the output of RI.Sim’ is L:

i. Sim samples random indices ji,...,j; < [N;]. If there exists £ € [k] such that
{j1,---+di} N By =10, Sim aborts.
ii. Let ¢* € [k] be such that By« contains i,.

iii. Sim samples (ug,...,ux) < {0,..., Ny41 — 1} and sends them to Server.
iv. Let 7 = (ug« — 1) mod N,4q and i = (up — 7) mod N, for every ¢ # £*.
v. Initialize (j1,...,4t) = (j1,---,47). Then, for every ¢ € [k] \ {¢*}, replace the first

element j, that lies in By with (¢ — 1)N, 11 + ij.

vi. Sim sets i,+1 = T.

(c) Otherwise, let (j1,...,J:) be the output of RL.Sim’.
i. Sim queries its oracle to obtain the index 7.

ii. If there exists ¢ € [k] such that {ji,...,j:} N By = 0, Sim aborts. Otherwise, let jg be
the first index in {j1,...,5:} N By.

iii. Let £* € [k] be such that By« contains i,.

iv. Sim sets shifts (uq,...,ux) as follows:
A. Tt samples a random shift 7 < {0, ..., N,41 — 1} and sets ugs = (iy +7) mod Ny41.

o~ ~

B. For each other ¢ € {1,...,k}\{¢*}, Sim sets uy = (jy+7) mod N,41 and ¢, = D, [jy].

v. Sim sends (ug, ..., u) to Server and sets i,41 = T.
(d) Define
k
Dyiqv] = @ D, [¢, (ug — v) mod Nyiq].
(=1

Let M, 41 be the corresponding linear map, so that D,y; = M,41D.
2. In the last round, Server sends Dp to Client.

Proof of Lemma 5.2. Correctness, round complexity, and communication complexity follow from
Claim 5.4.

For security, define an oracle-aided algorithm B that, given oracle access to RI.Client, simulates
the constructed client for the external server. In every round, B invokes its oracle on M,., forwards
the messages between the oracle and the server, and then uses the indices returned by the oracle
to compute the shifts and continue the protocol. Thus BRClient is identically distributed to the

28



real client. By the security of the random-index LPIR, replacing Rl.Client with RI.Sim produces a
computationally indistinguishable execution.

Next, replace the oracle RI.Sim by RI.Sim’. Whenever RI.Sim’ outputs L, let B independently
sample (j1,...,j¢) uniformly at random. By the definition of RI.Sim, this gives exactly the same
oracle: RI.Sim is identical to RI.Sim’, except that it replaces L by independent uniform indices.

Finally, consider a round in which RI.Sim’ outputs L. Sampling the indices (j1,...,j;) first and
then computing the shift vector (uq,...,ug) is identically distributed to first sampling (u1, ..., ux)
uniformly and then sampling (j1, ..., j:), together with 7, conditioned on producing this shift vector.
Indeed, for every fixed current index i,, the map from the uniform shift 7 to uy« is a bijection, and
the local coordinates of the uniform indices in the other blocks are uniform. This reversed sampling
order is exactly the behavior of the simulator defined above. Hence its interaction is identically
distributed to BR-Sim.

The gray steps (of all rounds) are needed only the first time RI.Sim’ does not output L, and
the simulator queries its index oracle and executes these steps only then. This event occurs with
probability at most €/R in each round: Fix r, and fix the interaction up to the point before Sim sends
the query ¢, (this fixes the matrix M, and the state of Server®). From this point on, the round-r
execution of RI.Sim’(sk, ]_/5, M,) is a single session of RI.Sim" on input M,., with fresh randomness,
and the answer a, it gets is determined by Server® and ¢,.. That is, conditioned on the past, the
round-r session interacts with a fixed unbounded server, and by the e/ R-security of Rl (Definition 4.1,
item 1), Priflag, # L | past] < ¢/R. Averaging over the past gives Pr[flag, # L] < ¢/R. A union
bound over the at most R rounds therefore bounds the probability that the simulator queries its
index oracle by €, completing the proof. ]
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6 Security Amplification

In this section we present the security amplification procedure. The amplification procedure is based
on Locally Decodable Codes.

Definition 6.1 (Locally Decodable Code). A g-query non-adaptive locally decodable code (LDC)
with message length N and codeword length L consists of a deterministic mapping C: ZY — 7%
and a randomized oracle algorithm d. On input o € [N], the decoder first chooses all its queries
Ay,..., Ay € [L], independently of the oracle answers, and then outputs a bit after receiving
C(2)ays---,C(2)a,- We require that, for every z € 7Y and o € [N],

Pr [dc(z)(a) =zo| = 1.

The queries are o-wise input independent if, for every S C [q] with |S| < o, there is a
distribution Ds over [L]° such that, for every input a € [N], the query tuple generated by d(c)
satisfies (Aj)jes ~ Ds.

We say that the code is efficient if the encoding C' is computable in time poly(N, L, q), and d
runs in time poly(q,log L).

We prove the following amplification lemma:

Lemma 6.2 (Security amplification, general form). Let W be an R-round e-secure SK-iPIR with
communication ¢(N, ). Let (C,d) be a q-query non-adaptive LDC with o-wise input-independent
queries and codeword length L = L(N) < poly(N, ), as in Definition 6.1, such that

(e(L,A) - q)7 < neg()).

Then there exists a maliciously secure SK-iPIR for databases of length N with R(L,\) rounds and
communication q - ¢(L, X). The protocol runs q executions of W on the encoded database C(D).

The proof is given in Section 6.2, after the description of the protocol. Together with Lemma 5.3,
we get the following corollary, which we state as a theorem since it summarizes the main result of
this paper. In Section 7 we provide concrete instantiations of the parameters.

Theorem 6.3 (Maliciously secure SK-iPIR from XOR-RKA encryption). Assume the existence
of an XOR-RKA-secure encryption scheme with pseudorandom ciphertexts. Let N = N(X) be a
polynomial, and let

e R= R(N) > 2 be a number of rounds,
e ¢ =¢(N,\) €(0,1) be an error with 1/e < poly(N, \), and

e (C,d) be an efficient q-query non-adaptive LDC with o-wise input-independent queries and codeword
length L = L(N) < poly(N, ), as in Definition 6.1,

such that (e - q)° < neg(\). Then there exists a maliciously secure SK-iPIR for databases of length
N with R rounds and

e communication q - R® - L*/(B+1) . ¢=2 . poly(N),
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o client work q - R® - L'/(FB+1) . ¢=2 . oly(X) + poly(q, log L) per query,
o server work q - R? - LM2/(B+1) . e=2 . poly(N) per query, and
e server storage L - poly(\).

Proof. By Lemma 5.3, applied to databases of length L with R rounds and error €, there is an R-round
e-secure SK-iPIR W with communication R3L?/ (R+1)e_2poly()\). The per-query client work, server
work and storage of W can be derived by inspection of the protocols of Lemma 3.3, Lemma 4.2 and
Lemma 5.2: The storage is the encoding of the database and L keys of A bits. Let k = {Ll/ (RH)] > 2
and let R’ < R be the largest such that ¥ < L. Every round r < R’ runs one batch SK-RI-LPIR on
M, with t = klog? A and error €/R, which consists of £ = 256t%log® \ - R%/e? = O(R%k%*c21og® \)
executions of the SK-1/2LPIR. The rows of M, have pairwise disjoint supports of size k"~! (by
induction on 7, since the rows of T, have pairwise disjoint supports of size k, see the proof of
Claim 5.4).

The server derives its folded keys M, (k) for all rows in time N,_; - A in round r, hence a cost
O(LX) overall, and answers each of the ¢ queries of round r by trying its NN, folded keys, for a total
of 3", ¢N,poly(\) < 2¢Lpoly(\) = RZLIT2/(F+D) e=2poly ().

The client only needs the folded keys k£,0 of the £ rows it queries, so it spends £- k"1 - poly(\)
time in round r, and work

S~ ek Tpoly(A) < 20k7 “2poly(X) = O(R%k™ ¢=2)poly(\)
r<R/

(plus the additional low-order cost of reading the final database Dps of size < k? < k®). We finally
claim that by our choice of parameters k% < O(R - L%/(F+1) and thus

Rk e 2poly(\) < RELI/HD =201y (N).

Indeed, & < LYF+D £ 1. When R < k, k% < kB < LR/EHD(1 4+ 1/(k —1))F <e- LD On
the other hand, when k < R, by our choice of R/, k' < L < LY/ B+ . [R/(B+1) < R . [R/(E+1)
The theorem follows by applying Lemma 6.2 to W with the code (C,d). Since the error € of W
does not depend on the database length, the hypothesis of the lemma is exactly (eq)? < neg(\), and
the lemma yields a maliciously secure SK-iPIR with R rounds whose communication, client work
and server work are those of W on databases of length L multiplied by ¢. The client additionally
needs to execute d in time poly(q,log L). O

6.1 The Amplification Protocol

In the rest of this section we prove Lemma 6.2. We next describe our amplification procedure.

The iPIR Protocol: Let (W.Gen, W.Preprocess, W.Client, W.Server) be an e-secure SK-iPIR. Let
(C,d) be a g-query non-adaptive LDC with o-wise input-independent queries and length L(N).

e Key Generation: Gen(1*,1V) samples sk < W.Gen(1*,12(")) and outputs sk.

e Preprocessing: Preprocess(sk, D) given a secret key sk and a database D € {0, 1}N, outputs
W.Preprocess(sk, C'(D)).
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e Query: (Client(sk,i*),Server(D)): The interactive query protocol between a client Client and a
server Server proceeds as follows.

1. Client runs the first stage of d(i*) to obtain its query tuple (i1,...,,) and retains the decoder’s
state.

~

2. Client, Server interact according to (W.Client(sk,;), W.Server(D)), for every j € [q], in parallel.
Client learns b1, ..., bg.

3. Client resumes d on answers (b1, ...,b,) and outputs the resulting bit.

6.2 Security

We start with the security of the protocol. We prove the following lemma; € = €(L, \) denotes the
error of W on databases of length L.

Lemma 6.4. Assume that (e -q)? < neg()). Then the protocol is maliciously secure.

Let W.Client and W.Server be the client and server of the assumed e-secure SK-iPIR, and let
W.Sim be its simulator. To prove Lemma 6.4, consider an oracle-aided algorithm B that, given
oracle access to W.Client, implements the client of the amplified iPIR protocol. Namely, on input
i*, it runs the first stage of d(i*) to obtain (i1,...,4,) and executes the ¢ oracle sessions on these
inputs in parallel. Thus, giving the adversary oracle access to the client of the amplified protocol is
identical to giving it oracle access to BY-client,

By the security of the weak iPIR, we may replace W.Client with W.Sim, where in the j-th
execution, B gives W.Sim oracle access to the index ;. The goal is to show that, except with
negligible probability, at most o of the ¢ executions of W.Sim read their input indices.

Claim 6.5. Let €,q,0 be such that (e - q)? < neg(X). For each j € [q], let X; be the indicator that
is 1 when W.Sim reads its input i; in the j-th interaction. Then, with all but negligible probability,
> X;<o.

Proof. Fix sk, D and i. Consider a game between W.Sim'(ﬁ,sk) and an (unbounded) algorithm
B, where B wins if during the interaction W.Sim reads i. By the e-security of the protocol, any
algorithm B wins this game with probability at most e. By the parallel repetition theorem [Gol99;
Gol25], the probability that any algorithm B wins o parallel games is at most €.

Next, consider ¢ parallel games. We claim that the probability that B wins at least o games
in ¢ parallel games is at most (g) €? < (eq)?, which is negligible by assumption, for any choice of
(1,...,1q). Indeed, fix any subset S C [q] of o games. A player B playing only o games can simulate
the view of a player B’ playing ¢ games by simulating W.Sim internally at any other index i ¢ S.
So the probability that B’ wins every game in S is at most €’. Taking a union bound over the (g)
subsets gives the claimed bound.

O

We will make use of the following fact.

Fact 6.6. Let G be a randomized algorithm that, on input x, outputs (Y1,...,Y,) € Q4. Suppose its
outputs are o-wise input independent: for every S C [q] with |S| < o, there is a distribution Dg such
that (Y;)jes ~ Dg for every input x. Let A be an oracle-aided algorithm that accesses its oracle
in at most o locations. Then the distribution of the view of AY1Yd)  for (Yy, ..., Y,) < G(z), is
independent of x.
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Proving Lemma 6.4

BW-Client i indistin-
/W.Si
B Im’

Proof of Lemma 6.4. By the security of the weak iPIR, having an oracle to
guishable from having an oracle to BYW-Sm. We can equivalently rewrite the latter oracle as
where, on input ¢*, B’ first runs the first stage of d(i*) to obtain

(ila cee 7iq)7

and then runs an algorithm CW-SiM:(i1--+ia) that simulates the remainder of B. The algorithm C
accesses a coordinate 4, only if the corresponding execution of W.Sim queries its index oracle.
Truncate C just before it reads a (o + 1)-st distinct coordinate. By Claim 6.5, this changes its
view only with negligible probability. The truncated algorithm accesses ¢* only through the query
vector generated by the first stage of d, so Fact 6.6 implies that its view is identical when this vector
is generated on input ¢* or on input 1 (note that the LDC decoder state is used only after the parallel
executions to compute the client’s local output and is not part of the server’s view). Thus, an oracle
to B/W-Sim ig indistinguishable from an oracle to the algorithm B” that ignores its input and samples
its queries according to d(1). The resulting distribution is independent of ¢*, and thus the real client
oracle is indistinguishable from an oracle whose behavior is independent of 7*. ([l

Proving Lemma 6.2

Proof of Lemma 6.2. The protocol runs the first stage of d(i*) to obtain indices (i1,...,i,) and
then runs ¢ executions of W in parallel on the database C'(D) € {0, 1}L and these indices. Since
L < poly(N, \) is polynomial in A, the correctness, the e-security and the complexity bounds of W
apply to databases of length L. The ¢ executions are synchronized round by round, so the protocol
has R(L,A) rounds and communication ¢ - ¢(L, A). The server stores W.Preprocess(sk, C(D)), of
length s(L, A), and runs the server of W ¢ times, for a total work of q - wseper(L, A). The client runs
d once and runs the client of W ¢ times, for a total work of ¢ - wcjient(L, A) plus the running time
of d. By a union bound over the ¢ executions, all the outputs b; = C (D)Z-j are correct except with

probability ¢ times the correctness error of W; conditioned on this event, resuming d on (b1, ..., by)
outputs D[i*] by the perfect correctness of the code. Finally, the hypothesis (e(L, ) - ¢)7 < neg(\)
is that of Lemma 6.4, which gives malicious security. O

7 Instantiations

In this section we provide the concrete instantiations of the parameters which we used to derive
the numbers reported in Table 2. We will need the following lemma, proven for completeness in
Section A.

Lemma 7.1 (|GS92|). Fiz integers o,w,r,N > 0 such that N < (Ttw). There exists a q-query
non-adaptive LDC (C,d) with message length N, codeword length L, and o-wise input-independent
queries, where ¢ = O(rolog(ro + 2)) and L < (4¥Hgwtlipwtl)

The encoding C' is computable in time poly(N, L,q), and the query sampler d runs in time
poly(g,log L).

We prove the following corollary.
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Corollary 7.2 (Instantiations). Assume the existence of an XOR-RKA-secure encryption scheme
with pseudorandom ciphertexts, and let N = N(\) be a polynomial. There exist maliciously secure
SK-iPIR protocols for databases of length N with the following parameters, where all bounds hide

poly(A) factors.

1. (Polylogarithmic communication.) For every constant § > 0: O(log N) rounds, communication
log®/9tOW) N | client work and server work N'+9+0() " and server storage N1To+o),

2. (Round-communication trade-off.) For every R = R(N) with 2 < R < logN: R rounds,
communication N2/E+D+o) = client work N1—V@ED+o() © gorper work N2/ (BAD+e()  gnd
server storage NY*°() where all o(1) terms are O(y/loglog N/log N). In particular:

e for every R =w(1), the communication is N°V) and both the client work and the server work
are N1+0(1);

e for every constant R, writing e = 2/(R + 1), the communication is Neto) the client work is
N1=¢/24+0()) 4nd the server work is Niteto(d),

Proof. Assume that N > A, as otherwise the trivial protocol in which the server sends D has the
desired properties. Both items use Theorem 6.3 with the code of Lemma 7.1 for o = [loglog N, and
with € = 1/(g)\). Then 1/e = poly(N, \), € 2 = ¢*A2, and (eq)? = A~ = neg(\) since o0 = w(1).

Polylogarithmic communication. For item 1, let ¢ = 1/6 + 1, and let r = [log® N] and
w = [log N/((c — 1)loglog N)]. Since w < log N, we have log(r/w) > (¢ — 1)loglog N, hence
("H) > (r/w)* > N. Lemma 7.1 gives ¢ = O(rolog(ro +2)) = O(log® N (loglog N)?) and

w
log L < (w+ 1)log(4or) + O(1)

( log N
c—1) loglogN

)) log N.

+ O(l)) (cloglog N + O(logloglog N))

Take R = [logL] = O(log N), so that L¥(F+) < 4 and LB/(E+D) < [ Theorem 6.3 gives
communication ¢3R3LY B+ Dpoly()) = log? () N . poly()), and client and server work at most
4¢° R?L - poly(\) = L - polylog(N) - poly()\) = N1/ (e=D+o(poly(A). The storage is L - poly(A).

Round-communication trade-off. For item 2, let w = [1/log N/loglog N| and r = [wN'/*].
Then (TJ{U“’) > (r/w)* > N, ¢ = O(rolog(ro + 2)) = 20(Vlog Nloglog N) No(\/m),
and logL < (w + 1)(log(4c) + logr) + O(1) = logN + O(y/log Nloglog N), that is, L =
N1+0(yloglog N/log N) “The hounds follow by plugging ¢, € 2 = ¢2A? and L into Theorem 6.3, using
R3 <log® N, and observing that O(y/loglog N/log N) = o(1). O

AT Usage

We have relied on OpenAl’s Prism (5.6 Sol, Astra) for editing, formatting, and figure generation.
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A Proving Lemma 7.1

In this section we prove Lemma 7.1, restated below.

Lemma A.1 (Lemma 7.1, restated). Fiz integers o,w,r, N > 0 such that N < (rtw). There
exists a q-query non-adaptive LDC (C,d) with message length N, codeword length L, and o-wise
input-independent queries, where q = O(’I“O' log(ro + 2)) and L < (4“’“0"”“7"“’“).

The encoding C' is computable in time poly(N,L,q), and the query sampler d runs in time
poly(g,log L).
Proof. Let Q = 2™ be the smallest power of two strictly larger than ro + 1, fix F = Fg. Thus
ro+1 < |F| < 2ro +2. Let N’ = [N/m]. By padding with zeros, we view z € FY as an element of
FN' using a fixed Fo-basis of F. By assumption

QU>(r+1)¥ > <r+w> >N > N
w

Let M = (TTU’”). Fix distinct elements x1,...,zp € FY such that (1) the mapping i — z; is
computable in time poly(gq,log L), and (2), for every choice of z1,...,2zp € F, there exists a
polynomial P, of degree at most r such that P,(x;) = z for all i € [M].

x1,...,xp can be defined as follows. Fix distinct b, ..., b, € F, and order the set

I={5€Z§0:51+~--+Bw§r}

M)

by total degree and then lexicographically. Write its elements as A1), ..., (M) and set x; =

(bﬂf)’ .. ’bﬁflf)) for ¢ € [M]. The polynomials

w Bi—1
Be(X) =T IT x5 —on)
j=1 h=0

have total degree at most r, satisfy By (2i) # 0, and satisfy By (zx) = 0 for k < 4: an earlier multi-

index has some coordinate smaller than the corresponding coordinate of 5. Thus every assignment
of values at these M points can be written as a linear combination of the above polynomials.

Encoding. Given z € FV', find a polynomial P, € F[X1,...,Xy] of total degree at most r such
that P,(x;) = z; for every i € [N'], and set its value to zero on the remaining interpolation points.
The codeword consists of the field evaluation

C(2)y = Py(x) for every = € Fv.
Thus the codeword has Q" field symbols, or binary length

L = me < Qw+1 < (27_0 + 2)w+1 < 4w+lrw+1gw+1'
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Query sampling. Set D = ro. Fix distinct nonzero a1, ...,apy1 € F. By Lagrange interpolation,

there exist fixed coefficients c1,...,cp4+1 € F such that every polynomial f € F[X] of degree at most
D satisfies

D+1

F0) =" cof(an).

/=1
On input a € [N], let @ = [a/m] be the field-symbol index containing the desired bit, and let
to = a — (@ — 1)m be its position within that symbol. Sample independent uniform vy, ..., v, € F?
and define

v(T) = x5+ thTh.
h=1

For every ¢ € [D + 1], the decoder reads the entire field element P,(vy(ar)), namely all m bits of the
codeword block indexed by v(ay). After receiving these values, it computes

D+1

y=Y ceP.(v(ar))
(=1

and outputs the t,-th bit of y. The number of binary queries is

g=(D+1)m=0O(rolog(ro +2)).

Correctness. The polynomial f(7T) = P.(y(T)) has degree at most D. By the interpolation

identity,
D+1

y=">_ cfla) = f(0) = P.(25) = za-
/=1
Therefore, the t,-th bit of y is exactly the original message bit z,.

Input independence. Fix a set S of at most ¢ positions in the binary query tuple, and let
J C [D + 1] be the set of curve evaluations touched by these positions. Since |J| < o, the points
(v(ag))ees are independent uniform elements of F*, regardless of a. Each query in S consists of one
of these points and a fixed bit position in [m], so its joint distribution is independent of «.

Running time. Computing the mapping ¢ — x; can be done efficiently by computing the binomial
coefficients (S;rt) for every s < r,t < w in time poly(w,r,log M) < poly(q,log L). The encoding can
be computed in time poly(N, L, q) by padding the field-symbol message with zeros to length M,
solving a linear system to find P,, and evaluating P, on every point of F%.

For the decoding, given «, sampling the curve and evaluating it at all a; takes O(Dwo) field
operations. Constructing the field and computing the interpolation coefficients takes poly(q) time.
Reading the D + 1 field elements and reconstructing y takes O(q) bit operations plus O(D) field
operations, so the decoder runs in poly(g,log L) time.

O
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