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Abstract
Michael O. Rabin was a major founder and leader of theoretical computer science. He died
on April 14, 2026, at the age of 94. This paper aims to survey the wide scope and lasting impact
of his research.
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1 Introduction

The theory of computation, which forms the mathematical underpinnings of computer science,
is one of the most important and dynamic disciplines. Since the formalization of the notion
of computation by Church, Turing, and Post, the field has constantly expanded its goals and
achievements, trying to understand computation, its properties, and its applications in numerous
settings and forms. Its models and results have led to remarkable technological revolutions, and
have illuminated mathematics and the sciences. Friendly introductions to the field, its diverse
parts, and their connections are Harel’s Algorithmics [97] (1987) and Wigderson’s Mathematics and
Computation [241] (2019). Excellent textbooks include Arora and Barak’s Computational Complezity:
A Modern Approach [9], Goldreich’s Computational Complexity [87], Moore and Mertens’ The Nature
of Computation [160], Papadimitriou’s Computational Complezity [171], and Sipser’s Introduction
to the Theory of Computation [224].

Michael Rabin was one of the giants of this field; in many ways, the evolution of his interests
reflected the evolution of the field and shaped many aspects of its development for decades. Rabin
described his research path in interviews with Dennis Shasha and David Harel [221, 199], starting
with his first encounter with computation. Rabin was a mathematics student at the Hebrew
University, focusing on algebra and logic. During his M.Sc. studies at the Hebrew University under
Jacob Levitzki, he read Kleene’s book [129] Introduction to metamathematics, which described the
formative work on computation discussed above. This had a major impact on him. Rabin was also
a keen observer of the world around him, and the flurry of activity devoted to building electronic
computers compounded that impact. He concluded that the study of computation would lead to
new and exciting mathematics, and set out to make good on this prediction. His first step was to go
to the heart of this activity and work on his Ph.D. under Church at Princeton, which is the starting
point of this story.

The breadth, depth, and impact of Rabin’s work are staggering. The list of areas in which
his work was foundational is imposing; it includes computability theory, verification and model
checking, automata and formal language theory, computational complexity theory, cryptography
and distributed computation.

Papers can be foundational in many ways. Rabin’s papers on computational complexity
theory, probabilistic algorithms, and computational algebra created new fields of study, with ample
motivation, basic definitions, long-term goals, and initial results. His paper on finite automata with
Scott, which earned them the Turing Award, gave the community a template for what it means to
study a computational model in depth. His papers in cryptography introduced novel primitives,
assumptions, and models. His papers on verification and distributed computing introduced new
techniques for solving fundamental open problems in those fields.

Rabin’s distinctive approach reveals itself in his writings. His intellectual pursuit of computational
phenomena seeks elegant, simple concepts that capture fundamental issues of lasting significance. His
initial works on exploring the power of nondeterminism and randomness in computation inspire us
to this day, and these investigations underlie some of the greatest achievements and open problems of
our field. His papers exhibit great vision and powers of abstraction. But despite being a theoretician,
Rabin also cared about practice and implementation, and often gave numerical examples of input
sizes and runtimes in his papers.

This survey aims to review some of Rabin’s central contributions across many subfields of the
theory. It is organized in sections around these subfields, roughly in chronological order. In each,
I will try to describe some of Rabin’s work and impact within its historical context. Many of
Rabin’s ideas became so ingrained in the field’s culture and in undergraduate education that it may
sometimes be hard to appreciate that they had to be created, and how novel they were at the time



of discovery. To illustrate this, I have tried to supply some historical background. The appendix
contains what I hope is a nearly complete list of Rabin’s writings, including many technical reports
that were never published otherwise.

Some disclaimers are in order. First, this survey is naturally biased by my knowledge, interests,
and taste. Second, I focused on readability and accessibility to a general mathematical audience.
Thus, in trying to convey the essence of complex frameworks and results, I often oversimplified,
neglecting to provide many fine details; I hope this is compensated by the many references to
the original texts where the reader can find precise definitions and theorems. These limitations
also mean that the survey cannot be a comprehensive historical one, and so does not cover many
related works; I hope this is compensated by the books and survey papers I suggested in each
section as supplementary reading. In the same vein, there is a large diversity of topics here, and in
each there are basic terms that may not be familiar to outsiders; I could not define them all for
obvious reasons, but Wikipedia or Al would easily remedy this for the reader. Finally, the history
of ideas is fascinating but sometimes also frustrating to explore; it is quite common that ideas arose
independently by several people, who may be credited differently in subsequent papers and surveys.
I have tried to be as accurate and inclusive as possible in the few relevant cases of ambiguity.

Let me add a brief personal note. I was fortunate to be a colleague of Rabin at the computer
science department of the Hebrew University and had an office across the corridor from him for
over a decade. One strong impression I had concerns his enthusiasm for research: a few times Rabin
burst into my office to tell me about a new idea he had just had, exhibiting the same excitement as a
young graduate student with a first discovery. This attitude toward our field and toward research in
general was clearly carried over to the classroom, influencing generations of students at the Hebrew
University and at Harvard. I feel that this legacy beautifully complements the nature and impact of
his work.

1.1 Preamble: The dawn of computation

We start with a very short account of the field before Rabin entered it. Excellent historical accounts
(with different foci) are the books of Chabert [35], Davis [50] and Kleene [129].

Like many technological revolutions, the computer revolution had important theoretical founda-
tions. Very early writings on general-purpose “reasoning” go back to Leibniz [142], and writings
on actual general-purpose “programming” go back to Lovelace’s work [152] with Babbage on his
Analytical Engine. But the most direct impetus lay in the crisis in the foundations of mathematics
at the turn of the twentieth century. As is well known, Hilbert, perhaps the foremost mathematician
of his age, had a dream. His “formalization of mathematics” project was based on two beliefs. First,
every true mathematical fact can be proved in an appropriate axiomatic proof system. Second,
whether such a proof exists can be determined automatically by a finite “mechanical procedure”
[105, 106].

The first belief was shattered by Gédel’s incompleteness theorem [84], which showed that there
are true facts about the integers that cannot be proved in Peano Arithmetic. More generally, he
showed that every sufficiently strong logical system has statements such that neither they nor their
negations follow from the axioms.

The second belief, also known as the Entscheidungsproblem, was shattered independently
by Church [44, 43], using the lambda calculus, and Turing [236], using his model of machines.
Turing’s model, which Church was quick to call the “Turing machine” in a 1937 review [45],
mathematically captures Hilbert’s vague notion of a “mechanical procedure”—an essential definition
for a mathematical proof that such a procedure does not exist for some task. We will call a function
algorithmically solvable (and will also use the terms decidable or computable) if it can be computed by



a Turing machine that halts on every input. That this notion of computability is universal—namely,
that Turing machines can simulate any other form of computation—is known as the Church—Turing
thesis, and has stood unchallenged to this day.

To refute Hilbert’s Entscheidungsproblem, Turing showed that the halting problem—the problem
that takes as input a description of a Turing machine and asks whether it halts or runs forever,
say on an empty input—is unsolvable. Again, we will alternatively use the terms undecidable or
uncomputable below. It is worth pointing out that the halting problem, proved undecidable by
Turing, is really a central problem of the nascent field of computer science; every programmer needs
to know whether a program is buggy. After Turing, one can ask:

Are there central problems in mathematics that are algorithmically unsolvable?

Suddenly, after Turing’s paper, this question became amenable to mathematical analysis. This
possibility had, and still has, a major impact on mathematics. Mathematicians have always been
interested in designing algorithms for basic problems. Early examples, all developed millennia
ago, include Chinese and Egyptian solutions to linear equations, Euclid’s algorithm for greatest
common divisors in the FElements, and many constructive proofs in plane geometry. Indeed, the very
word algorithm derives from a Latinized form of the name of the ninth-century mathematician al-
Khwarizmi, whose works described methods for solving arithmetic and algebraic problems. But what
about problems that had evaded algorithms? With the mathematical formulation of computation
by Turing machines, the game was now afoot to prove such unsolvability results in all areas of
mathematics and to discern the boundary between the decidable and the undecidable.

2 Between decidability and undecidability: algebra

This section focuses on two papers of Rabin, both grand in scope, that establish a solid foundation
connecting computation and algebra. They exhibit the value of the computational lens even for pure
mathematical problems involving no computation. The first [180], from his Ph.D. thesis, contains
mainly negative results: basic problems in group theory are proved undecidable. The second [181],
presented soon afterward and published in 1960, contains mainly positive results. It is a foundational
contribution to the emerging theory of computable algebra, with algorithms and structural theorems
for many basic algebraic constructions.

2.1 Undecidability of problems on finitely presented groups

Extensions of undecidability to mathematics followed quickly on the heels of Turing’s result on the
halting problem. With the existence of such a natural undecidable problem, to prove that a favorite
problem is undecidable one “only” has to reduce the halting problem to it. Suppose the problem is
whether an object in a collection of mathematical structures has a particular property. We design
an algorithm that translates any given Turing-machine description into a description of such an
object, which has the desired property if and only if the given machine halts'. In other words, we
must show that the given problem for such structures can encode general computation.

One of the first mathematical areas to which this idea was applied was group theory. A natural
description of a group is by a presentation: a set of generators together with a set of relations,
namely pairs of words in the generators that are equal as group elements. We assume throughout
that presentations are finite, and fix such a presentation. The most basic problem in this setting,

"More general reductions are possible. For example, it suffices to show that an oracle deciding the target problem
could be used by a finite algorithm to decide the halting problem.



and for almost any other algebraic structure, is the word problem: given two words in the generators,
are they equal as group elements? Algorithms for various special classes of groups were known,
most famously Dehn’s algorithm for surface groups [52], but it remained open whether the general
problem was decidable.

The first undecidability results came for semigroups, which need not have inverses or identity
elements. Their defining relations allow one to replace locally one subword by another, and therefore
look similar to the way a Turing-machine configuration changes after one step. Turing machines,
however, do not provide the reversibility implicit in equations between words. This hurdle was
overcome independently in 1947 by Markov [147] and Post [176], who proved the word problem for
finitely presented semigroups is undecidable. Turing subsequently strengthened the result to the
more restricted class of semigroups with cancellation [235].

Groups, having inverses and an identity, are more rigid and thus much harder to use for encoding
general computation. Nevertheless, Novikov [168] and Boone [24, 25] overcame these obstacles, and
proved (via very different constructions) that the word problem for finitely presented groups is
undecidable.

Rabin’s Annals paper gives a sweeping generalization of this result. To explain in what sense,
let us return to Turing machines. Recall that Turing proved that a basic property of a program,
namely whether it halts on a given input, is undecidable. Rice [204] extends this undecidability
result to every semantic property of a program. Here, “semantic” means a property of the partial
function computed by a program, and “nontrivial” simply means that the property holds for some
such functions and fails for others. Informally, Rice’s theorem means that nothing interesting about
the function computed by an arbitrary program can be decided from the program itself.

By analogy, Rabin [180] proves that a vast range of nontrivial properties of groups given by
finite presentations are undecidable?. Adian obtained closely related results independently [5], and
the general result is now called the Adian—Rabin theorem.

Theorem 2.1 (Adian—Rabin [180, 5]). Every Markov property of finitely presented groups is
undecidable.

A Markov property? is one that is nontrivial and semantic, with similar meanings as above.
Here, the word “semantic” is easy to explain: the property should depend only on the group defined
by the presentation—mnot on the presentation itself. In other words, it should be invariant under
group isomorphism. The word “nontrivial” is subtler and a bit less trivial to explain: as before, we
demand that one group has the property, and another does not, but moreover that the latter is not
a subgroup of a group that does have the property?.

Rabin, and also Adian, demonstrate the generality of the theorem through many natural
examples. In particular, the following group properties are undecidable from a finite presentation:
being trivial, finite, cyclic, commutative, solvable, free, and many more. Their techniques also prove
other important undecidability results about groups, including the undecidability of testing whether
two finite presentations define isomorphic groups. Rabin then draws a direct, purely group-theoretic
consequence: there is no complete system of isomorphism invariants that are effectively computable.

2For experts; Rabin points out that unlike most previous undecidability results, which were combinatorial in nature,
his proof uses algebraic reductions, specifically employing direct product with amalgamation.

3This name was coined soon after by Boone, as both Adian and Rabin follow Markov’s analogous conditions for
semigroups.

4This “heredity” condition does not present a problem in many applications. To see why, observe that if the word
problem (from which the eventual undecidability reduction is made) is solvable for a presentation of some group G,
then it is solvable for any presentation of any subgroup H of it. This of course requires that the generators of H can
be effectively written as words in the generators of G, something which can be done in many interesting cases.



This strikes a serious blow against natural programs that sought to classify all finitely presented
groups by a uniform list of effective algebraic invariants®.

The Adian—Rabin theorem made undecidability a general obstruction to classification of groups
given finite presentations, and is widely used in combinatorial group theory as a guide to obtaining
algorithms and characterizations for various classes of groups. This is one of the earliest examples of
this impact of computation on the practice and discourse of mathematics, and it spread quickly to
other fields of mathematics. We note that more recently complexity-theoretic notions such as NP-
completeness play a similar guiding role in the search for tractable algorithms and characterizations.

2.2 Computable algebra

Algebra has been an algorithmic field from its inception. Some early examples like the GCD
algorithm are mentioned in subsection 1.1 and numerous others were added over the centuries for
constructing algebraic objects. In these classical settings, however, the algebraic structures usually
had explicit descriptions (e.g. integers for GCD) that served as the inputs and outputs of the
algorithms.

A major new stage arrived with the 1956 paper of Frohlich and Shepherdson [77] and Rabin’s
1960 paper [181]%. Both initiated and developed the theory connecting computability and algebra,
differing somewhat in scope and purpose. Frohlich and Shepherdson were motivated principally
by effective procedures in field theory and developed a theory of explicit fields. Rabin aimed at a
general integration of computation into algebra and developed a computational theory of abstract
algebraic systems, including groups, rings, and fields. Their basic notions are closely related (though
not necessarily in a computable way). Rabin explained the reasons for his choices, which, as we
shall see, can lead to different results. We begin with common aspects of the two papers and then
discuss contributions unique to Rabin’s.

The basic idea in both approaches is simple once a formal notion of computability became
available”. A countable abstract algebraic system is equipped with an effective presentation: we
index the elements of the system by integers (or binary strings), as they would if manipulated by a
computer program. We assume that the basic operations in the structure are computable, namely,
have algorithms. For a group, composition and inverse operations must be computable on these
indices; for a ring or field, addition and multiplication must be similarly computable. Algorithms
for other tasks on our algebraic structure can then use these basic operations as subroutines.
Conversely, undecidability results in this framework can show that some natural tasks admit no
uniform algorithm, and hence fail for some concrete computable systems.

The value of such a theory for developing new algorithmic methods in algebra is clear: an
algorithm designed in this setting applies whenever the underlying algebraic structure has the
required computable presentation. Both papers develop effective procedures for natural algebraic
constructions, including substructures and extensions, and for homomorphisms and isomorphisms
between represented structures. They also exhibit failures of effectiveness. Such negative results
are equally important: they identify extra hypotheses needed for an algorithm and may guide the
search for those hypotheses. Far less obvious is the fact, demonstrated here and in later work, that
introducing computation into algebra can also yield new purely algebraic consequences that make

5T call this corollary “purely group-theoretic” because such classification programs existed well before computation;
the theory of computation offered both a formal definition of what such a classification should look like (e.g., that its
invariants are computable) and a way to show that it is hopeless in general.

5An ecarly version of Rabin’s work is his July 1957 Cornell Summer Institute notes [182].

"Indeed, it follows earlier attempts at such a formalization by Kronecker and van der Waerden, who worked before
it was available.



no reference to algorithms in their final statement.

If we abstract the procedures that carry out the operations as oracles, these papers anticipate
later black-box algebraic models, which likewise abstract their operations. Theories of black-box
groups originated with Babai and Szemerédi [15], and those of black-box fields with Boneh and
Lipton [23]. Both focus on efficient algorithms rather than finite algorithms, but a prescient remark
at the end of Rabin’s paper already suggests replacing the class of computable functions in his
theory by any class of algorithms with appropriate closure properties.

Let us conclude with several contributions distinctive to Rabin’s paper [181], drawn from its
introduction and its two main parts.

The vision with which Rabin opens the paper is remarkable for such a young researcher shortly
after completing his Ph.D. He puts the nascent theory of computability on a par with topology
in its possible impact on algebra. Just as one asks whether isomorphisms, homomorphisms, and
other constructions involving topological groups are continuous, Rabin proposes asking whether
the analogous maps and constructions in effectively represented groups are computable. The same
program is equally relevant to rings, fields, and other algebraic systems.

Part I of Rabin’s paper is devoted to a general theory of computable algebraic structures,
demonstrated mainly for groups. It contains results about computable homomorphisms, subgroups,
and factor groups of computable groups, together with examples showing that the necessary
effectiveness hypotheses cannot simply be omitted. Especially striking are the results concerning the
word problem. Here the group is already given as an abstract finitely generated group, rather than
solely through an arbitrary finite presentation: for a fixed finite generating set, the word problem
asks whether a word represents the identity. In a computable presentation this is decidable, since
one can evaluate the word. Rabin proves the converse as well.

Theorem 2.2 (Rabin [181]). A finitely generated group has a decidable word problem if and only if
it is computable.

At this point one might wonder whether noncomputable finitely generated groups exist at all.
Rabin obtains them in an elegant way from the Novikov—Boone theorem and Theorem 2.2.

Theorem 2.3 (Rabin [181]). There exists a finitely generated noncomputable group.
Theorem 2.2 also has a striking purely algebraic consequence.

Corollary 2.4 (Rabin [181]). A finitely generated group with an undecidable word problem has no
faithful finite-dimensional representation® over any field.

Assume for contradiction that the group had such a representation, namely were isomorphic
to a finitely generated subgroup of GL,,(F'), for some finite n and some field F'. Rabin separately
proves that such a group is always computable, regardless of whether F is computable or not”. So,
by Theorem 2.2 it has a decidable word problem, a contradiction. We note that purely algebraic
examples of finitely generated groups with no faithful finite-dimensional matrix representation had
previously been constructed by Fuchs-Rabinowitsch [78, 79]; Rabin’s computability-theoretic route
is surprisingly direct.

Part IT of Rabin’s paper is devoted to computable fields. Its central positive result concerns the
basic problem of constructing the algebraic closure of a field.

8namely, an isomorphism to a matrix group.

9This is a nontrivial existential argument. The key to it is that, since only finitely many elements of F appear as
entries of the generators, there exists a computable subfield of F' in which all computations can be performed.



Theorem 2.5 (Rabin [181]). Every computable field F has a computable algebraic closure F, and a
computable embedding of F into F.

Rabin points out that one cannot prove this general theorem by simply carrying out the usual
Steinitz construction, successively adjoining roots of polynomials through a sequence of finite
field extensions. Maintaining an effective presentation along that route would require polynomial
factoring algorithms over the intermediate fields, and such algorithms need not exist. Instead, Rabin
constructs the closure through a different route due to Bourbaki'®. This route avoids the need for
effective factoring algorithms.

The comparison with Frohlich and Shepherdson is especially illuminating here. They use the
Steinitz construction mentioned above, and obtain a different result, in which a closure need not
be computable in their sense. For their framework and definitions, a computable algebraic closure
exists if and only if the required factoring algorithms exist (which sometimes do not). Rabin’s
theorem above proves that in his framework, a computable (in his sense) algebraic closure always
exists. For background and subsequent developments, see [227, 153].

To sum up, Rabin’s paper creates a language of computable presentations of algebraic systems
and relations between them. It proves when standard algebraic constructions preserve computability,
supplies counterexamples showing the limits of those preservation principles, and converts algorithmic
questions, such as the word and splitting problems, into structural properties of groups, fields,
embeddings, and substructures. Computability (and later, computational complexity) thus became
an integral part of algebra.

3 Finite-state machines and the birth of nondeterminism

The previous section dealt with Turing machines, the most general model of computation. In
this section we focus on the simplest model, finite-state machines'!. Indeed, the most basic finite
automaton, a one-way deterministic finite automaton, abbreviated 1DFA, can be viewed simply as
a Turing machine devoid of two central features: the ability to write on its tape, and the ability to
reverse direction. Expressed positively, a 1DFA has a finite number of states (some of which are
marked “accepting”). It scans its input from left to right, and at every step its current state and
the scanned input symbol determine the next state. Thus, the current state—a finite amount of
information—is its only memory of what the automaton has seen so far. An input is accepted if
the final state is an accepting state. The language accepted by an automaton is the set of inputs it
accepts.

Rabin and Scott’s paper Finite Automata and Their Decision Problems [200] is the centerpiece
of this section. It was written in the summer of 1957 at IBM Research. Both were PhD students
of Church at Princeton; Rabin had just graduated, and Scott would graduate the following year.
The paper earned them the 1976 A. M. Turing Award. The citation for the award summarizes its
impact concisely [10]:

This paper introduced the idea of nondeterministic machines, which has proved to be an
enormously valuable concept. Their (Scott & Rabin) classic paper has been a continuous
source of inspiration for subsequent work in this field.

‘We shall elaborate on it.

0For experts, Rabin is working with recursively recognizable maximal ideals in a polynomial ring in countably
many variables, using effective root-counting and elimination arguments.

'We will return to Turing machines, and the boundary between decidability and undecidability, in the next section,
where we will need the notions of finite automata and nondeterminism discussed in this one.



1DFAs were already studied extensively in the 1950s, and were extremely well understood.
Kleene [127, 128] (an early version appeared in 1951) completely characterized their computational
power. He introduced regular languages'?, and proved that they are precisely those accepted by
1DFAs. Kleene also defined closure properties of regular languages, which led to their concise
definition using reqular expressions. Myhill and Nerode gave structural characterizations of regular
languages [166, 167], and of the minimal number of states in an automaton recognizing each one.
Moore and Mealy [161, 151] further studied 1DFAs that also produce an output symbol at every
step.

With this state of knowledge about the limited power of finite memory, it may be hard to
imagine what else can be learned about such machines. The Rabin—Scott paper demonstrated what
it really means to understand a computational resource. They initiated a complete study of how
different modes of computation and variants of the original model can use finite memory, and the
relationships among the language-recognition power and memory usage of these different modes and
variants. They also addressed the decidability of basic semantic properties of languages computed
by each of these variants, as was done for Turing machines. This comprehensive treatment was
foundational for the developing methodology of computational complexity theory.

3.1 Nondeterministic computation

By far, the most important mode of computation introduced in the paper is nondeterminism. The
state-transition rules of a nondeterministic automaton allow it, given any state and scanned input
symbol, to move into any one of several possible states (instead of precisely one in a deterministic
automaton). An input is accepted if there exists a sequence of such choices that leads to a final
accepting state. The resulting model is called a 1INFA, with “N” standing for nondeterminism, here
and henceforth. Informally, a nondeterministic automaton is allowed to guess the best possible
move to make at every step. The main theorem in their paper is that, despite this powerful guessing
ability, it does not enable the recognition of more languages. Abusing notation a bit and letting
model names represent the classes of languages they accept, we have:

Theorem 3.1 (Rabin—Scott [200]). INFA = 1DFA = REG.

The proof is the famous “subset construction.” The simulating deterministic automaton has a
state for every subset of states in the simulated nondeterministic automaton. This construction
entails an exponential blow-up in the number of states.

From the outset, Rabin and Scott make several key observations about this new model of
computation. First, it can save memory: they state that nondeterministic automata can use far fewer
states to compute the same language. They do not prove any lower bound, but a tight exponential
lower bound, due to Lupanov [145], soon followed. Furthermore, Rabin and Scott demonstrate how
this new mode of computation (together with their theorem) is a powerful descriptive tool allowing
simpler proofs and new theorems. One such simple proof establishes Kleene’s closure theorems for
regular languages. A new theorem we will soon discuss is the simulation of two-way automata by
one-way automata. In both cases, the ability to guess is extremely powerful.

Nondeterministic computation immediately became central to formal language theory. It proved
essential for exact machine characterizations of language classes in the Chomsky hierarchy, which
Chomsky [38, 39] developed in the 1950s as part of his theory for understanding language. In 1962,
Chomsky [40] characterized context-free languages (the second level of Chomsky’s hierarchy) as those

12Regular languages later featured as the simplest class of formal languages in the Chomsky hierarchy that we will
mention in the next section.
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recognized by nondeterministic pushdown automata'. In 1964, Kuroda [132] characterized context-
sensitive languages (the third level of Chomsky’s hierarchy) as those computed by linear-space
nondeterministic Turing machines'.

In parallel, nondeterminism immediately became central to logic and verification, where finite
automata on infinite objects are studied. We will discuss these at length in Section 4, and mention
here only that the central models of this kind—DBiichi’s automaton on infinite words and Rabin’s
automaton on infinite trees—are nondeterministic.

But the impact on computational complexity is astounding. Complexity theorists have lived and
breathed nondeterminism ever since that paper. The natural view of nondeterministic complexity as
the complexity of verification highlights the fundamental relation between proofs and computations
and its many manifestations. Many central complexity classes have an “N” version, and we study
its effect on a variety of models and resources; we list just a few examples.

For space complexity we have Savitch’s theorem [213], surprisingly showing that nondeterminism
is not so powerful for saving memory, incurring only a quadratic saving over deterministic computation
(as long as space is not too tiny, namely s(n) > logn).

NSPACE(s(n)) € DSPACE(s(n)?).

For time complexity, however, we know almost nothing better than the trivial simulation, which
incurs an exponential cost when simulating nondeterministic computation deterministically.

NTIME(#(n)) C DTIME(2:™).

For the choice of polynomial time t(n) = nPW) | improving this trivial simulation gives rise to

the P versus NP problem—among the most important open questions in computer science and
mathematics. In the mid 1960s Edmonds [63, 65] explicitly asked'® about the relation between the
classes P, NP, coNP and NP N coNP. In the early 1970s came the foundational papers of Cook, Karp,
and Levin [49, 120, 143] initiating the theory of NP-completeness. These exciting developments
surely had an impact on the 1976 Turing award for Rabin and Scott, and the citation for it quoted
above.

The guessing power of nondeterministic programs is naturally encoded by an existential quantifier,
which leads to connections with logic and suggests further classes obtained by adding a universal
quantifier and allowing the quantifiers to alternate, giving rise to the polynomial hierarchy of Meyer
and Stockmeyer [157, 226], another fundamental family of complexity classes. Nondeterminism
further leads to an alternating-quantifier characterization of PSPACE in [36]. This relation was
essential, for example, in Shamir’s proof [216] that IP = PSPACE. Indeed, the class IP of interactive
proofs [14, 93] combines nondeterminism and randomness'®, a development which revolutionized
the notion of proofs, creating a rich theory with vast theoretical and practical applications. In yet
another direction, alternation of existential and universal quantifiers was added to finite automata
by Chandra, Kozen and Stockmeyer [36]. Drusinsky and Harel [59], showed that such automata can
be doubly exponentially more succinct than deterministic ones (so, another exponential is obtained
by adding the universal quantifier to the existential one). More on applying such alternation (and
more) to other models can be found in [107, 99].

And the list goes on and on.

13Here it is known that the deterministic model accepts strictly fewer languages.

“Here it is an open question whether the deterministic model accepts strictly fewer languages or not.

5Using his terminology of “good algorithms” and “good characterizations”.

16Such alternation is already present in Papadimitriou’s “Games against nature” paper [170] which gives another
characterization of PSPACE.
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Remark (Turing’s choice machines) One paragraph in Turing’s famous 1936 paper [236] briefly
defines what he called choice machines, or c-machines, which allow several next moves at any
given computational step. He motivates them by proof verification, and distinguishes them from
his deterministic automatic machines, or a-machines, which are the main focus of his paper. In
a later footnote he shows that a finite number of choices can be eliminated in finite time by
exhaustive enumeration on a deterministic a-machine!”. This allows him to use c-machines as an
intermediate step when simulating the lambda calculus, and then to convert them to a-machines by
such exhaustive enumeration.

In short, it is clear that Turing (prescient as ever) defined nondeterministic computation, and
viewed it as useful, long before the Rabin—Scott paper. However, this aspect of his paper was
apparently not referenced by anyone for decades to come'®. One can speculate on the reasons for
this. First, Turing’s paper is so full of fundamental ideas that were crucial for the development of
computer science and technology. Second, the cursory manner above in which c-machines occur in
the paper does not call attention to a clear separate notion of importance. Finally, it seems that
Turing never returned to develop it.

In contrast, Rabin and Scott’s paper highlights this notion, provides the first systematic study
of nondeterminism as a computational mode, and demonstrates its utility and power for finite space
complexity. This helped make Rabin—Scott the standard source for the language theory and the
logic/verification communities (from which the complexity theory community mainly grew). This
may explain why the 1976 Turing Award citation credits Rabin and Scott with the introduction of
nondeterministic computation.

Interestingly, almost all standard textbooks in complexity theory define the central concept of
nondeterministic computation without any reference to its origins. Perhaps this demonstrates how
obvious the notion has become to everyone. Given the above, I feel that Turing should be credited
with the first definition of this concept, and Rabin—Scott (who, like everyone at the time, did not
seem to know about it) should be credited with its reinvention, development, and impact.

3.2 Other modes and variants of finite-state machines

Rabin and Scott did not stop with nondeterminism. They used finite automata as a setting in which
to compare several modes of computation.

Two-way automata. A 1DFA reads the input from left to right. A 2DFA may move its input
head both left and right, like a Turing machine. This seems like a significant increase in power: the
machine can revisit earlier scanned symbols, and thus use the input itself as a kind of read-only
workspace. Nevertheless, Rabin and Scott prove that two-way motion does not increase the class of
recognized languages.

Theorem 3.2 (Rabin—Scott [200]). 2DFA = 1DFA = REG.

As noted above, the simulation proof of 2DFAs by 1DFAs is in two steps: first, a simulation of a
given 2DFA by a 1NFA fully utilizing the power of nondeterminism, followed by a 1DFA simulation
of that INFA using the theorem above. Again, the simulation can be costly in states, namely in
memory. Thus one-way and two-way automata have the same decision power, but may differ sharply
in memory complexity. Indeed, later work of Kapoutsis [118] proved that in this simulation there
are tight exponential upper and lower bounds on the blow-up.

1"Needless to say, Turing cared only about finite algorithms and not their complexity, so the cost of this exhaustive
enumeration was immaterial to him.
'8 A 1985 book review by Israel [114] identifies Turing’s c-machines with nondeterministic Turing machines.
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Two-way nondeterministic automata. Nondeterminism and two-way motion can be combined,
resulting in 2NFAs. Again, Rabin and Scott prove that the resulting model still recognizes only
regular languages.

Theorem 3.3 (Rabin-Scott [200]). 2NFA = 2DFA = REG.

Again, the simulation of 2NFAs by 2DFAs can result in an increase in the number of states. But
here the quantitative bounds are far from matching. We have an exponential upper bound, but only
a quadratic lower bound on the blow-up in the number of states (see the works [211, 41, 42, 4]).
Proving a superpolynomial lower bound remains a challenging problem®.

Multitape automata. In all models considered so far, finite automata had only one tape. Rabin
and Scott now introduce and study finite automata with two or more tapes. Here the story changes
dramatically. The addition of multiple tapes can create genuine increases in power. In particular,
two-way two-tape automata cannot in general be simulated by one-way two-tape automata. Indeed,
the paper gives an explicit non-regular language? which can be accepted by a two-way automaton
with two tapes! This provides an important counterpoint to the equivalence theorems: some changes
in the finite-state model preserve decision power, while others do not.

Probabilistic automata. In a later paper [184], Rabin explores yet another novel mode of
computation, adding random transitions to finite-state automata. Being a major initial work in the
study of randomness as an algorithmic tool and computational resource, we defer a fuller discussion
to Section 6.

3.3 Decision problems about automata

The title of the Rabin—Scott paper emphasizes not only finite automata, but their decision problems.
So far we have described their work on the decision problems solved by finite automata. Their
comprehensive treatment now turns to decision problems about finite automata: problems where the
input is a finite automaton, and we seek information about the language it computes. Analogous
to similar work for Turing machines, Rabin and Scott turn to consider which natural semantic
properties of finite automata are decidable. Typical examples include emptiness, which asks whether
the language computed by a given automaton is empty, and equivalence, which asks whether two
given automata compute the same language.

As above, there is a sharp transition between the difficulties of such problems when they concern
one-tape finite automata and those concerning multitape ones. On the one hand, the paper proves
that for all models of one-tape finite automata mentioned above, these and related problems are
decidable. Indeed, this tractability makes these models amenable to analysis, allowing a useful
theory of these models. Of course, these results build on the extensive understanding of the structure
of one-tape finite automata developed before and in their paper, and the equivalences they proved
between them. On the other hand, they show that even the emptiness problem for two-tape, two-way
DFAs is undecidable.

Theorem 3.4 (Rabin-Scott [200]). It is undecidable to decide whether a given deterministic two-tape,
two-way finite automaton accepts any input.

9T his would not contradict Savitch’s theorem above, as here space s(n) = O(1) whereas there it must be s(n) > logn.
20This is really a relation on input pairs on the two tapes that are accepted. A modern discussion of this issue can
be found in [80].
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This part of the paper connects back to the previous section and, as we shall soon see, forward
to the next one. Rabin and Scott continue to explore the fine line between decidability and
undecidability, and its dependence on delicate differences between the exact details of their input
structures.

For further reading on automata and formal-language theory, see Eilenberg [66], Hopcroft and
Ullman [111], Kozen [131], and Sakarovitch [210].

4 Between decidability and undecidability: logic, trees and games

This section is devoted mainly to Rabin’s paper [186], which proves the decidability of an important
logical theory. In several late interviews, Rabin describes this paper as the most difficult work he
ever did [221, 199]. We will now slowly develop the background needed to explain Rabin’s result,
and then discuss some of its consequences. Different perspectives on this evolution can be found in
the surveys of Thomas [231, 230], Gradel-Thomas-Wilke [94], and Vardi-Wolper [240].

4.1 Background

Recall that Hilbert’s Entscheidungsproblem calls for an algorithm to determine whether a given
mathematical statement is valid [106]. Of course, to make the question formal, we must fix an
underlying proof system.

The most basic logical theory is the so-called Peano arithmetic. It is a first-order theory of the
natural numbers with addition and multiplication, with familiar axioms and deduction rules. Many
theorems in large parts of mathematics are proved in this system. It was thus especially devastating
that, in the negative answer to Hilbert’s Entscheidungsproblem, the work of Gédel, Church, and
Turing proved that, for this very theory, testing validity is undecidable [84, 43, 236]. The same
holds for testing the provability of a given statement?'.

Indeed, Turing proved undecidability for any sufficiently strong logical theory, where this term
informally means that the theory can argue about computation. For any such theory, there is no
algorithm to decide whether a given formula is valid, or if it is provable. This naturally leads to the
question: Which logical theories are decidable? We will see in this section how different changes in
either the logic or the underlying structure can completely change the answer.

In 1929, Presburger [178] proved that the first-order theory of the natural numbers with addition
but without multiplication is decidable. This so-called Presburger arithmetic is quite strong and
can prove many statements about “linear structures” within the integers. But the absence of
multiplication allowed Presburger to develop an algorithm for the validity of any formula. Note
that this result predates Godel’s incompleteness theorem, and was a positive result within Hilbert’s
program.

Another major decidability result was obtained in 1951 by Tarski [229]. He proved that the
first-order theory of the real numbers with addition and multiplication is decidable. Thus, replacing
the integers by the reals restores decidability even while retaining both field operations. To prove
his result, Tarski developed “quantifier elimination,” a central algorithmic technique.

The study of the two theories above was motivated by mathematical considerations: understand-
ing Diophantine problems about natural numbers and about systems of polynomial equations and
inequalities in real-closed fields, respectively. The study of the following theories was motivated

21By Godel’s completeness theorem, validity and provability are the same for most proof systems in use, but anyway
their undecidability proof applies to both without using that theorem. When talking about the undecidability of a
proof system, we would usually mean that testing validity is undecidable, but may switch to testing provability.
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by computer-science considerations. This program, connecting logic and language theory with
computation, was initiated by Church [46] with his analysis and synthesis questions. The analysis
question asks us to determine the properties, expressed logically or syntactically, of the input—output
behavior of computer programs. The synthesis question asks us to design a program whose input—
output behavior meets specifications so expressed. For both, we seek the relation between the
expressive power of the logical theory describing the properties and the computational power of the
programs or machines that realize them. This study has remained important throughout the history
of computer science, as computational models evolve and ensuring that what is specified is what is
implemented—in hardware, software, protocols, and now Al models—remains essential to the field.

This program was met with spectacular success in the following years within formal language
theory (which we mentioned in the previous paragraph and is worth repeating here). The first
major success of this program was due to Kleene [128] (who also coined the terms “analysis” and
“synthesis”). He defined regular languages and proved that they are precisely the languages computed
by one-way deterministic finite automata. Then Chomsky [40] characterized the richer class of
context-free languages®® as those computed by nondeterministic pushdown automata. And then
Kuroda [132] characterized the even richer class of context-sensitive languages as those computed by
nondeterministic linear space Turing machines. In all cases, the equivalences (analysis and synthesis)
were algorithmically constructive.

But another main focus in this area, in work following Church in the late 1950s by Elgot,
Trakhtenbrot, and Biichi [233, 67, 30], was the development of different frameworks for specifying
desired properties of computations, and studying the computational models they capture. One
difference is that the specifications in the above results are language-theoretic (a grammar for
the language), while these new works used logical specifications (which we will describe after
discussing the models). Another difference is the emphasis on properties that hold throughout the
computation. Many computer systems?® interact with their environment: operating systems, for
example, repeatedly receive input signals from processes that request a resource (or raise an alarm
or effect a change), and respond with some output action. For such systems, especially ones we
design, we typically impose requirements on the relation between input and output that should be
satisfied throughout.

A natural abstraction of this very general scenario is called, in modern language, a reactive
system, defined in this generality by Harel and Pnueli [98]?4. In reactive systems, the inputs I are
words over some alphabet, and the responses R are words over the set of states of our system. At
time step t, an input symbol I; arrives, and the system, given its current state, processes it and
moves to a new state, R, in a manner consistent with its transition rules. We may now specify,
for example, using logical formulas, the sets of input—output pairs of words (I, R) that satisfy the
requirements. A possible output R is usually called a run, as it describes the behavior of the system
as we “run” it on input I.

What should be the weakest formal theory needed to specify natural properties of pairs (I, R)?
The discussion below hints at the art of navigating the delicate balance between the expressiveness
of a logical theory and the complexity of deciding it. Clearly, a first-order formula over the integers
can specify consistency of the local transition rules at every step (for both deterministic and
nondeterministic computation). For finite computations, it can check that the final state is accepting.

22Essential for the developing theory of programming languages.

23 And, with hindsight, also biological systems (for example, animal behavior) and societal systems (for example,
emergency services).

24In the original papers such systems have different names, including sequential circuits, logical nets, and Moore
automata. A very related modern term (typically with different applications in mind) is the notion of an online
algorithm.
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Moreover, as the only “arithmetic” in action is repeatedly shifting time ahead by one, we do not
even need addition (as in Presburger arithmetic), and can instead allow only the “add one” successor
function, s(t) =t + 1.

However, first-order statements in this setting do not suffice to check most interesting properties
of computations. Basic properties of reactive systems as above, for example, “every request is
eventually satisfied,” require quantification over subsets of time steps. First-order theories allow only
quantification over elements of the underlying structure (which for time steps, can be taken to be the
integers). Theories allowing quantification over predicates over the universe are called second-order,
and are vastly more powerful. Still, an important observation was that most desired properties®
need only quantifiers over unary predicates, namely over subsets of the universe. Such theories are
called monadic second-order theories, which are still very strong. Can we expect decidability of
such strong theories?

The decisive positive answer was given in Biichi’s 1962 paper [31]. He proved decidability of
S1S, the monadic second-order theory over the integers with the successor function.

Theorem 4.1 (Biichi [31]). S1S is decidable.

Biichi’s proof has several remarkable features. First, he notes that, as S1S can argue about
subsets of integers, it can argue about infinite words. This leads him to extend the usual model of
finite automata (whose inputs are finite words) to operate on infinite words. Specifically, Biichi
automata are one-way, nondeterministic*® finite automata whose inputs are infinite words. When
does such an automaton accept an input? For a finite input, we accept if the final state is accepting.
But for an infinite input, the automaton works forever and never reaches a final state. A Biichi
automaton is defined to accept an input I (an infinite word) if some possible run R on I enters an
accepting state infinitely often. Observe that this condition can easily be expressed in S1S. Biichi
automata are sometimes called w-automata, and languages over infinite words are sometimes called
w-languages.

Next, Biichi proves an equivalence between logic and automata. To every S1S-formula there
corresponds a Biichi automaton such that the formula is valid if and only if the automaton accepts
all inputs. More generally, the satisfying assignments of the formula can be made to be exactly the
language accepted by the automaton. The proof of this theorem proceeds by a natural induction
on the structure of the formula. The second-order existential quantifier corresponds to projection,
negation is complementation, and the connectives, conjunction and disjunction of formulas become
intersections and unions of languages. By far, complementation is the hardest to achieve, as can be
expected from the nature of the accepting condition®”.

Finally, and this is the main novelty in Biichi’s paper, the equivalence above is used to prove his
computability theorem. The algorithm for testing the validity of an S1S-formula first constructs the
associated automaton, and then checks that it accepts all inputs. This idea was a methodological
transformation affecting logic, automata theory, and program verification. We note that the
complexity of this algorithm, while finite, is nonelementary, which Meyer [156] proved is unavoidable.

2’For example, that no error ever occurs, that no processor “starves” forever, that every packet is eventually
delivered, etc.

26This choice is essential, and in the setting of infinite words deterministic Biichi automata are strictly weaker.
However, McNaughton [150] later showed that nondeterministic Biichi automata can be simulated by deterministic
Muller automata, a variant of Biichi’s. This turned out to be important in Rabin’s proof. An exponentially faster
determinization was achieved by Safra [208]; this paper had major impact on the field of verification.

?TInterestingly, this argument uses Ramsey theory in an ingenious way which allows the complement of a language
to become a finite union of (simpler) languages.
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4.2 Branching computation and Rabin’s paper

This result of Biichi became one of the foundations of the now vast fields of verification and model
checking, capturing many important properties of linear computation, like safety, liveness and
fairness. But even Biichi himself was not completely satisfied, and asked what could be done about
branching computation [31]. In such a computation, the input resides on the vertices of, say, a
binary tree, rather than on a linear path. A possible run is again a labeling of the vertices by states
of the system. Computation by an automaton is still local: transition rules relate the input I,
and the state R, at any node v € {0,1}* to the states labeling its two children, R,o and R,;. The
accepting condition should be satisfied for every infinite path down from the root.

Observe that a theory describing properties of such branching computations would be far more
expressive. Specifically, it would be able to address, at once, all possible behaviors of the environment
interacting with our system (whereas in linear systems the environmental behavior is encoded in the
input). In other words, it allows specification over all possible futures. The analogous logical theory,
the monadic second-order theory of trees (as opposed to words), is a simple modification of S1S:
one allows two successor functions instead of one, so(v) = v0 and s;(v) = v1, and it is appropriately
called S2S. The decidability of this powerful theory was posed as an open question by Biichi in his
paper [31].

Rabin solved this problem.

Theorem 4.2 (Rabin [186]). S2S is decidable.

As with Biichi, Rabin proves this via an equivalence between formulas and automata. To every
formula in S2S, Rabin constructs a finite automaton over binary trees, which yields a correspondence
between satisfying assignments of the formula and inputs accepted by the automaton. This Rabin
tree automaton is again a nondeterministic finite automaton, and on any input labeling tree vertices,
a possible run labeling them must satisfy local consistency of the transition rules for every vertex
and its two children. What becomes far subtler is defining an accepting condition. Rabin puts a
condition on every branch (infinite path down from the root of the tree). Fixing finitely many pairs
of subsets of the automaton’s states, (E;, F;), Rabin’s acceptance condition demands that along
every branch there is an index ¢ such that the run visits some state in F; infinitely often, but visits
every state in F; only finitely many times. This delicate choice is critical for the equivalence and
the algorithm. Both follow the structure of Biichi’s proof, namely induction on formula structure,
but implementing them is far more complex. Indeed, to accept an input, there must exist a run
in which every branch is accepting. This requires a very different complementation procedure for
which Rabin invents new tools. His paper is considered a technical tour de force.

The impact of Rabin’s paper was enormous, and we conclude by discussing some of it. The
insightful definitions and new techniques Rabin developed became essential tools in the field of
verification and model checking. Most consequences of the main result are due to the strength of a
theory on branching structures. Rabin’s paper already demonstrates this by giving, as corollaries,
new decision procedures for an impressive list of logical theories (including ordered, arithmetic,
topological, and lattice-theoretic theories), by embedding them all in S2S. The expressivity of the
branching structure greatly expands the set of computational properties that can be captured by a
decidable theory. As mentioned, branching allows us to consider at once all eventualities caused by
the environment (including, for example, adversarial behavior, timing issues, orderings of actions by
multiple processes, and more), and formulas can express relationships between different branching
futures. Rabin’s theorem influenced many developments of other logics, such as modal and temporal
logics, and decision procedures for them. Surveys illuminating various aspects of this impact include
[231, 230, 94, 240].
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4.3 Infinite games and determinacy

We conclude with another advantage of having tree structure: it allows us to model and study
infinite games. At a conceptual level, the verification and model checking literature often views
synthesis as a game played between the program and the environment, where a winning strategy for
the program means meeting the given specifications. But Rabin also shows concrete corollaries for
the theory of infinite games. This theory, initially developed by Gale-Stewart [81] and continued
by Wolfe [242] and Martin [148], extends determinacy theorems to larger and larger classes of
infinite games. These results extend Zermelo’s determinacy theorem for finite win—lose two-player
games [246], which states that some player always has a winning strategy. Rabin’s paper shows
how Wolfe’s theorem follows easily as a corollary from the decidability of S2S. Interestingly, Rabin
had already made the following important point about this theory in an earlier paper [179]. He
gives simple examples of infinite games that are determined, namely, one of the parties always has
a winning strategy, but none of that player’s winning strategies is computable. Thus, the utility
of having a winning strategy is doubtful, and this result calls for investigating the existence of
computable ones when defining determinacy.

5 Computational complexity

Computational complexity is today one of the most exciting and influential intellectual disciplines,
with great impact not only on computer science, but also on mathematics, the exact and social
sciences, and technology. Part of its success depended on extremely prescient choices made when it
was born in the 1960s, choices that were central in allowing its initial structures, goals, techniques,
and results to emerge. These were then refined and expanded repeatedly to yield the theory and
applications we have today.

The centerpiece of this section is Rabin’s 1960 paper, Degree of Difficulty of Computing a
Function and a Partial Ordering of Recursive Sets [183], in which he initiated a general computational
complexity theory. In it he lays out and motivates, in clear language, many of the important choices
and focal points that we now take for granted. We discuss these foundational issues first. When
reading this part, try to imagine a world when quantitative analysis of algorithms hardly existed.

Remark 5.1. We note that this paper was only published as a technical report of the Hebrew
University. However, we know that these ideas have influenced later papers that were foundational
to complexity theory, including those of Cobham [/7], Ritchie [205], and Hartmanis—Stearns [103].
Cobham cites Rabin’s paper in his. Ritchie’s paper acknowledges conversations with Rabin. Hart-
manis, in his memoir on the origins of computational complexity theory [101], tells how talking to
Rabin when he and Stearns were writing their paper sent them to “eagerly read his manuscript.”

5.1 Basic notions, choices and goals

Complexity matters. Church, Turing, and Post initiated modern computability theory by
establishing a fundamental fact about computation: some natural problems are uncomputable. But
this is only a starting point. Not all computable functions are born equal, and having a finite
algorithm may be nearly as useless in practice as having none. Rabin opens his paper with an
example of two functions, one that is trivial to compute (it takes linear time), and one that seems
much harder (the only known algorithm takes exponential time and is unrealistic for inputs of
reasonable size). He initiates the research program of formalizing the notion of the “degree of
difficulty of computing functions,” which we now call computational complexity.
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General complexity measures. Rabin points out that time may not be the only resource we want
to study; we may wish to consider other complexity measures that signify difficulty of computing
functions. He thus proceeds to define complexity measures axiomatically.

Axiomatic, machine-independent approach. An important consideration when choosing
axioms is machine independence. Even if we focus on a fixed resource, say time, the measured
complexity of a problem depends on various details of the computational device, which would
obscure rather than illuminate. Rabin therefore seeks conclusions that do not rest on one particular
implementation. Rabin proposes a framework to achieve this, defining complexity measures using
three axioms, and his hierarchy results (below) then hold for every measure satisfying these axioms.

Blum [21] later built on Rabin’s work, and developed a somewhat different, simpler, and more
streamlined axiomatic framework for the same purpose, which became standard. Blum complexity
measures are defined via two simple axioms, which are completely machine independent. Besides
a hierarchy theorem for his measures, Blum additionally proved fundamental compression and
speed-up results for them.

Decision problems. To avoid extraneous effects on complexity, such as the size of an output,
Rabin focuses his theory on functions taking only the values 0 and 1, namely decision problems.

Asymptotic complexity. Rabin suggests that we should ignore the complexity of any finite set of
inputs, and rather focus on eventual, limiting behavior of any algorithm. Fix a class of algorithms
and a complexity measure m. We say that f < g (read “g is harder than f”) if there is an algorithm
A computing f such that, for every algorithm B computing g, one has

ma(n) < mp(n)

for all but finitely many n.

The partial order of complexity. For any admissible complexity measure, Rabin studies the
partial order it induces on computable functions as defined above. He proves that this partial
order contains infinite chains, and in particular functions of arbitrarily high difficulty for any such
measure.

Theorem 5.2 (Rabin [183]). For every computable function f, there is a computable function g
taking only the values 0 and 1 such that f < g. If f is primitive recursive, g may also be chosen
primitive recursive.

For concrete resources, stronger and more detailed class-theoretic results became possible.
Hartmanis and Stearns [103] developed explicit time-bounded classes, simulation results, and
hierarchy theorems. A closely related follow-up by Hartmanis, Lewis, and Stearns [102] classified
computations and proved hierarchy results for both time and space requirements. By now we have
numerous such results.

We now turn back to focus on time complexity, and on the major choice of what the new theory
of computational complexity should treat as an efficient or tractable algorithm.

5.2 The emergence of the class P

The choice of polynomial time algorithms as the theoretical counterpart of practically efficient
ones was crucial for the field. Four influential early papers advocating this choice are those of
Edmonds [64], Cobham [47], and Rabin [174, 185]. Their respective arguments and emphases are
overlapping, and together make a strong case for this choice for the notion of tractability. We
summarize their arguments below.
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Cobham stresses the robustness of polynomially bounded computation across reasonable machine
models (for example, various types of Turing machines). Cobham and Rabin emphasize that
the closure of polynomials under addition and multiplication means that polynomial bounds on
complexity are stable under common programming practices of composing computations. Edmonds
and Rabin draw motivation from concrete algorithms: Edmonds from his algorithm for perfect
matching in general graphs, and Rabin from his algorithms with Perles and Shamir [174] for the
synthesis and analysis of automata. In both cases these algorithms have polynomial running times
of low degree, while straightforward exhaustive procedures were exponential. In these early days
before complexity considerations became widespread, Edmonds and Rabin felt compelled to explain
why the former are much better than the latter, as exponential growth is much faster. Rabin adds a
vivid way of illustrating it: if computers become faster by a constant factor, a fixed amount of time
permits a multiplicative increase in input size for a polynomial-time algorithm, but only an additive
increase for an exponential-time algorithm.

These arguments proved convincing, and the community adopted polynomial time as the
central initial formalization of efficiency and tractability. This choice led directly to some of the
most important complexity classes and questions. The class P contains problems with efficient
deterministic algorithms; BPP contains problems with efficient probabilistic algorithms and bounded
error; NP contains problems with efficiently verifiable certificates. Moreover, the NP-complete
problems become the hardest problems in NP, under efficient reductions. These are only the most
prominent examples: polynomial resource bounds enter the definitions of hundreds of classes and
their relationships; see, for example, the Complexity Zoo [2].

The impact is broader still. Modern theories of cryptography and pseudorandomness replaced
particular attacks and statistical tests with the class of all polynomial-time adversaries or distin-
guishers. The compositional closure properties of this class again allowed researchers to uncover
structure and greatly develop these theories. These are specific examples of a more general principle,
suggesting that basic beliefs pervading philosophy about knowledge had to radically change. The
old (information theoretic) idea that you know everything which you can infer from your current
knowledge was usefully and practically replaced in many settings by the new (complexity theoretic)
idea that this holds only for what you can efficiently derive (e.g., in P) from your current knowledge
(see the survey of Aaronson [1] for an excellent survey).

One cannot exaggerate the importance of this initial choice. In essence, the flexibility of
polynomial time gave complexity theory robust notions with which to explore relationships among
problems and models. These revealed many structures, such as complexity classes, as well as flexible
techniques that created a working methodology of the field. As this understanding evolved, the
theory could go on to study many more refined computational models and resources, leading to more
refined results and questions, and to closer ties with practical efficiency and relevant technologies
(as well as to beautiful mathematics).

5.3 Lower bounds

From its inception, computational complexity aimed to prove that some problems are difficult to
compute. Rabin [183] opens his paper by asking whether inverting von Neumann’s function (which
for an n-bit input = outputs the n “middle” bits of #2) is hard. Cobham [47] starts (and ends) his
paper by asking whether multiplication is harder than addition. Of course, we do not seem any
closer to resolving the P versus NP problem than we were when it was formulated in the early 1970s.

Seven decades of attempts to prove hardness have taught us that this is among the hardest
tasks in computational complexity. Progress along this front has been slow and has focused on
restricted models of computation, with the hope of developing stronger and stronger techniques that
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may allow progress. Rabin has been part of this effort, proving mainly lower bounds on arithmetic
and algebraic circuit models, for example, in his papers [187, 188, 202, 18], which we do not review
here. We conclude by describing a different important early contribution of Rabin to proving lower
bounds.

In 1974, Fischer and Rabin [73] proved a powerful lower bound on the complexity of any decision
procedure for Presburger arithmetic. Recall from Section 4 that this is the first-order logical theory
of the integers, which allows addition but not multiplication. It was proved decidable by Presburger
in 1929, but the complexity of his algorithm was nonelementary®®. How hard is it? Fischer and

Rabin show that it requires at least doubly exponential time?.

Theorem 5.3 (Fischer-Rabin [73]). Any algorithm deciding the validity of formulas in Presburger
arithmetic must run for at least 22" time on formulas of size n.

Their proof is a very sophisticated diagonal argument. To implement it, they encode the
computation performed by any algorithm A on input x of length n as a formula in Presburger
arithmetic, which is valid if and only if the algorithm halts in 22" time. In essence, the formula of
length n has to somehow encode the tableau of the entire computation, and check its correctness.
Doing so for such a long computation—for example, accessing exponentially long addresses and
extracting the bit stored at a given address—seems impossible in a very succinct formula with the
severely restricted expressive power of this logic. Thus the heart of their argument is precisely
inventing such an encoding.

To date, no better lower bound has been proved. Oppen [169] greatly improved the upper bound
by giving a decision procedure that runs in triply exponential time. The single exponential gap
remains an open problem.

6 Probabilistic algorithms

The field most associated with Rabin is that of probabilistic algorithms. Today this is a huge
field, with numerous such algorithms, analysis tools, and application areas, which are the subject
of many textbooks and standard courses. Rabin played a major and distinctive role in its rapid
early development in the 1970s. A sequence of his papers (and lectures) modeled, exemplified, and
enthusiastically advocated the use of randomness (and the toleration of error) in computation. They
demonstrate how probabilistic algorithms can achieve better efficiency in various resources, as well
as greater simplicity in their design and analysis, for many problems in diverse domains. In all of
these, Rabin insisted from the start on the now-standard worst-case analysis over inputs, of the
resources used and the error incurred by these algorithms.

This section describes some of his probabilistic models and algorithms, which in turn improve
memory use, running time, communication, and simplicity over deterministic ones. In subsequent
sections on cryptography and distributed computing, we will see more of his probabilistic algorithms
and protocols, which outperform deterministic ones in different ways. We will also discuss Rabin’s
work on modeling probabilistic computation and reasoning about it.

6.1 Background

Randomness has both mystified and been utilized by humans since ancient times. Many societies
have used lotteries of different sorts for decision making and for gambling. Mathematical studies

28Namely, requiring time growing faster than any fixed tower of exponentials.
29Gingle-exponential time lower bounds had been given for some natural problems in the 1972 paper of Meyer and
Stockmeyer [157], and also in the present paper of Fischer and Rabin for deciding the first-order theory of the reals.
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of randomness started with probability theory (Pascal, Laplace), and proceeded through statistics
(Galton, Pearson, Fisher), statistical mechanics (Boltzmann, Maxwell), algorithmic randomness
(Kolmogorov, Solomonoff, Chaitin), information theory, and private-key cryptography (Shannon).
The use of randomness as a novel mathematical tool arose in the probabilistic method (von Neumann,
Shannon, Erdés).

The computing revolution brought the use of randomness into computation. Turing was perhaps
the first to explicitly suggest using a “random element” in (learning) algorithms, in his famous
paper on artificial intelligence [237]; he even suggested physical devices that would generate such
randomness. Early uses of randomness in computation were primarily in simulations of natural
phenomena, such as weather prediction and nuclear interactions, and in many other applications
mentioned in the famous Metropolis—Ulam paper [155] expounding the Monte Carlo method. It
was also used for numerical integration. These initial works were mostly for practical uses, without
a formal model or performance analysis. More fundamentally, many of these applications were
statistical in nature, where the need for randomness is almost explicit in the problem formulation,
and for which deterministic algorithms seemed irrelevant. In contrast, most problems we shall
consider in this section are discrete problems from different domains, such as decision or search
problems. Classically, these were solved only by deterministic algorithms, and allowing randomness
(which may have seemed irrelevant) offered surprising gains.

6.2 Modeling probabilistic algorithms

The first paper to suggest a formal probabilistic model of computation is by de Leeuw, Moore,
Shannon, and Shapiro [51], who defined a probabilistic Turing machine in 1956. However, the
authors study its power from a computability (rather than computational complexity) viewpoint.
Their main result is that this model is not more powerful than the usual deterministic Turing
machines; i.e., such machines can compute with high probability only decidable functions. The
simulation is by the usual enumeration of all possible values of the random choices, and counting how
many of them lead to acceptance. Thus, for decidability, there is no advantage in using probabilistic
algorithms over deterministic ones.

The focus on computational complexity changes everything. The first paper to do so was written
a few years later, in 1963, by Rabin [184]. It defines a different formal model, namely probabilistic
finite automata. In the spirit of his paper with Scott discussed in Section 3, it continues to
investigate finite space complexity. He proves, as with nondeterminism, that probabilistic algorithms
can provably save space. As usual, Rabin’s paper provides a comprehensive treatment of the new
model, its variants, properties, and their relationships. Here we describe the main import of this
paper. In the next subsection we discuss his 1976 paper modeling and exemplifying time-efficient
probabilistic algorithms.

Probabilistic finite automata are defined as a natural extension of deterministic and nondeter-
ministic finite automata: for every current state and symbol read, the transition function gives
a probability distribution on the next state. The machine accepts an input if the probability of
reaching an accepting state exceeds a threshold .

From the outset, Rabin distinguishes two types of machines:

e “unbounded error,” in which an input is rejected when its acceptance probability is at most A;
and

o “bounded error,” (or “gapped”) in which, for some gap § > 0, an input is rejected when
its acceptance probability is at most A — §, with a guarantee that no input has acceptance
probability in [A — 4, A].
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Analogously to the notation of Section 3, we denote a gapped one-way probabilistic finite automaton
by 1PFA30.

Following Rabin, this distinction was adopted, became central, and has since been investigated
in complexity theory for a variety of computational resources; we mention some. For example, for
probabilistic polynomial-time computations, we have the class PP of unbounded-error algorithms
and the class BPP of bounded-error algorithms. In this model, we have several reasons to believe
that the unbounded-error model is more powerful®!. For other models and resources, like space
complexity, communication complexity, and decision-tree depth, we can formally prove (without
any assumptions) that the unbounded-error model is more powerful.

For finite automata, Rabin proved that this distinction is essential. On the one hand, he proves
that the unbounded error model accepts undecidable languages (giving both a counting argument
proof as well as an explicit one)??. On the other hand, he proves that the bounded error model
computes only regular languages. Ever conscious of computational resources, Rabin also gives upper
and lower bounds on the blow-up in the number of states (the memory requirement) in simulating
probabilistic machines by deterministic ones.

Theorem 6.1 (Rabin [184]).
o 1PFA = 1DFA = REG.
o An n-state, 5-gapped 1PFA can be simulated by a (1/8)° -state 1DFA.

e For every § there exists a d-gapped two-state 1PFA such that any 1DFA simulating it requires
1/9 states.

In the proof of the second item, the states of the 1DFA simulating a given 1PFA are an
appropriate €(d)-net of probability distributions over the states of the 1PFA, with the natural
transition function between them. This may be viewed as a quantitative generalization of the famous
subset construction in the Rabin—Scott simulation of INFAs by 1DFAs.

Rabin proceeds to study a natural computational question suggested by this simulation, namely
approximating the product of a given sequence of stochastic matrices. He points out that the naive
approach cannot be space-efficient, even if the entries are small rationals, because of the numerical
precision needed as the sequence grows longer. He then proposes a natural condition on the inputs
under which a direct reduction to the simulation above actually works in finite memory. This
basic problem was later studied in detail, as it was naturally recognized as a complete problem
for simulating probabilistic log-space machines; see, for example, [26, 212, 112] for the history
and best-known results. The paper further studies how other aspects of a model as simple as
finite automata are affected by the injection of randomness, including the stability of probabilistic
automata under perturbations of transition probabilities, as well as special types of such automata;
we shall not elaborate on these.

Instead, we conclude with later work on variants of this model, which further illustrates its
subtleties. Curiously, Rabin does not study 2PFAs, namely bounded-error probabilistic automata
that, as in deterministic automata, allow two-way reading access to the input. Their power was
discovered by Freivalds [76], who showed that they recognize the nonregular (but context-free)

30Rabin calls the threshold X a cut-point, and the bounded-error model one with an isolated cut-point.

310n the one hand, PP contains NP, which is believed to require exponential-size circuits. On the other hand, BPPis
known to have polynomial-size circuits. A separation of PP and BPPalso follows if the polynomial-time hierarchy does
not collapse, combining [232] and [223, 138].

32This result necessitates arbitrary real numbers as threshold. If one demands rational (or even a computable real)
threshold, and rational transition probabilities, the resulting language is decidable.
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language {0™1" : n > 1}. This is surprising as it informally means that, with high probability, fized
constant space suffices to count to n for any unbounded integer n.

This clever algorithm (which the reader is challenged to discover) runs in exponential time in
the input length. Perhaps even more surprisingly, Dwork and Stockmeyer [61] proved that, when
restricted to polynomial expected time, 2PFAs can recognize only regular languages. Models that
combine randomness and nondeterminism in finite automata were studied as well, and their exact
power is still a mystery (see [48] for partial progress and an intriguing conjecture).

6.3 Primality testing: randomness for algebra and number theory

In April 1976 Joe Traub organized a meeting at Carnegie Mellon University titled “Algorithms
and Complexity: New Directions and Recent Results.” The invited speakers included many leaders
of the already quite diverse field at the time (including Berlekamp, Brent, Garey, Johnson, Karp,
Knuth, Kung, Paterson, Rabin, Shamos, Simon, Tarjan, Traub, and Yao). The proceedings of the
meeting [234] present quite a panorama justifying the title: the volume displayed the remarkable
breadth of the exciting new trends and directions then emerging. Rabin was there to excite the
audience about probabilistic algorithms. Excitement was needed: Rabin felt compelled to state
explicitly in his paper, “It may at first seem surprising that employing randomization leads to
efficient algorithms,” a statement no one would dream of uttering a decade later. Rabin’s paper,
“Probabilistic Algorithms” [189], is the focus of this subsection, and the next one. But first, some
background.

The 1970s saw probabilistic algorithms become a central algorithmic tool to be considered for any
problem that deterministic algorithms were used to solve, in the hope of beating them! Some famous
examples existed even beforehand. A unique occurrence, long before computers were dreamed of, is
Pocklington’s 1917 paper [175] on computing square and cube roots in finite prime fields. While
lacking precise language and a formal model, the paper clearly gives a polynomial-time probabilistic
algorithm for these problems (which to this very day do not have a deterministic counterpart
without number theoretic assumptions!). This paper remained generally unknown, but the idea
was rediscovered several times (for example, by Peralta, Lehmer, and Berlekamp [173, 141, 20],
as we shall see below). Another famous example is Hoare’s 1961 paper [108, 109] introducing his
probabilistic sorting algorithm Quicksort. While it has no asymptotic advantage over the O(nlogn)
deterministic sorting algorithms such as mergesort, Hoare argues that his algorithm is simpler, easier
to implement, and faster by a constant factor in expectation.

An important paper in the development of probabilistic algorithms is Berlekamp’s 1970 paper [20]
on factoring univariate polynomials over large prime fields. Polynomial factoring is a central, basic
algebraic problem. It generalizes root taking (above) and plays an important role in decoding
algebraic codes such as Reed—Solomon codes. Importantly, we do not know any deterministic
polynomial-time algorithm for this problem.

Theorem 6.2 (Berlekamp [20]). There is a probabilistic expected-polynomial-time algorithm that,
gwen a polynomial f(x) and a prime p, produces the (unique) factors of f in Fplz].

But perhaps the largest impact demonstrating the algorithmic power of randomness came from
the probabilistic primality-testing algorithms of Solovay—Strassen [225] and Rabin [189, 191] in the
late 1970s.

Theorem 6.3 (Solovay—Strassen and Rabin [225, 189, 191]). There is a polynomial-time probabilistic
algorithm for testing whether a given integer is prime or composite. It is always correct on prime
inputs and errs with low probability on composite inputs.
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It may be important to point out a source of power of randomness in such algebraic and
number-theoretic settings, which may differ from that in other applications. Without describing any
of the algorithms in the theorems above, let me note how algebraic “rigidity” easily supplies the error
bounds for them. Essentially, random choices are bad (lead to error) only if they fall into a “small”
algebraic substructure of the structure they are chosen from (for example, a proper subgroup or
coset, or an algebraic subvariety of a vector space). In the polynomial-factoring algorithms and the
primality testing algorithms, the random choices are typically elements of a group G (for example,
Z3, the multiplicative group of invertible elements modulo N for some integer N). Simple analysis
shows that a random choice leads to an error if and only if it lies in a proper subgroup H of G
(e.g., containing elements of a trivial multiplicative character value). Then, Lagrange’s elementary
theorem that the size of a subgroup always divides the size of the group directly shows that the
error has probability at most 1/2! 33

The impact of these two (independent but very similar) primality tests was huge. They announced
the arrival of probabilistic algorithms as an independent field, causing everyone seeking algorithms
to consider employing randomness just as naturally as seeking a deterministic algorithm. Part
of the appeal and inspiration of the probabilistic primality tests must have come from the fame
of the problem itself (for example, even Gauss appealed to the mathematics community to find
efficient ways to test primality®?). Another attraction must have come from how essential large
primes became to public-key cryptography with the foundational works of Diffie-Hellman, Rivest—
Shamir-Adleman [55, 206], Goldwasser—Micali [91, 92], and the wave of theory and practice that
followed.

Indeed, the period of the late 1970s and the 1980s saw an explosion of probabilistic algorithms in
numerous domains. These included polynomial identity testing [54, 214, 247], universal hashing [34],
randomized routing [239], parallel matching algorithms [122, 164], randomized rounding [203], and
many others.

Let us return to Rabin’s 1976 paper [189], as it contains far more than the primality-testing
algorithm. Rabin clearly set out to excite that conference audience, by laying a foundation for a
new and exciting subfield of algorithms, and arguing for its importance and potential with new
examples and open questions. Again, today many of these are considered standard and obvious, but
apparently this was not so at the time.

Rabin begins his paper by distinguishing these algorithms from another subfield, probabilistic
analysis of algorithms (the subject of Karp’s lecture at the same conference), in which one analyzes
average-case behavior of deterministic algorithms under some natural input distributions. Rabin
stresses that probabilistic algorithms demand worst-case bounds on their complexity and error bounds.
He lays out the model in some detail. A complete formalization and the familiar classes followed a
year later in Gill’s paper [83]. He discusses the variants that we today call BPP, RP, ZPP: respectively,
two-sided-error, one-sided-error, and zero-error models. Only then does Rabin demonstrate the
power of randomization by giving two novel efficient probabilistic algorithms from very different
domains: number theory (the primality test) and geometry (which we discuss in the next section).
These two algorithms use very different techniques.

33 Another important set of examples of how algebraic structure is utilized is when the random choices are taken from
a vector space, and lead to error when a low-degree polynomial vanishes on them. For univariate polynomials (a vector
space of dimension 1, namely one variable), the degree of the polynomial trivially upper-bounds the number of roots
(on which it vanishes). This leads to a simple error bound when the number of possible choices is larger than the degree.
For multivariate polynomials the same error bound holds as well, due to the important but simple-to-prove multivariate
extension in [54, 214, 247] of the univariate case. This principle underlies many important probabilistic algorithms,
including the celebrated algorithm for multivariate polynomial factoring over finite fields due to Kaltofen [116, 117]
(here both input and outputs are given by straight line programs).

34And to factor integers.
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We proceed with the primality story we started earlier. Rabin notes that his algorithm is
really a version of a deterministic primality test of Miller [158],> which runs in polynomial time
under the ERH (the Extended Riemann Hypothesis, a generally believed conjecture in number
theory; it guarantees that good random choices exist in a small interval, which may be searched
deterministically). Rabin suggested that ERH may be false, and that a random search will find
good random choices with high probability. Another point Rabin makes is that his (and Solovay—
Strassen’s) one-sided algorithm certifies composites with high probability but does not certify primes.
Given that short certificates for primes do exist (as Pratt showed in [177]), Rabin asks for a one-sided
algorithm in the other direction, which would find such certificates with high probability. Such
algorithms were eventually found, first by Goldwasser—Kilian [90] (under mild number-theoretic
assumptions) and then by Adleman-Huang [6] (without them). These algorithms and their analyses
are much subtler and surprisingly use the theory of elliptic (and higher genus) curves. Combined
with the original algorithms, one gets zero-error primality tests running in expected polynomial time,
which always certify their answer. The beautiful ending of this story is, of course, the deterministic
polynomial-time algorithm for primality by Agrawal, Kayal, and Saxena [8]. It is worth mentioning
that it emerged from ingeniously derandomizing yet another probabilistic primality test of Agrawal
and Biswas [7], which is very different from those above. The best version of this deterministic
algorithm runs in about O(n°) time, and to this day most practical systems (for example, in
cryptography) use the much faster, roughly O(n?)-time original probabilistic primality tests!

Rabin continued looking for algebraic and number-theoretic problems to exemplify the power
of randomness. In joint work with Shallit [201], he gives a probabilistic algorithm for finding a
representation of a given integer as a sum of four squares; the existence of such representations is
guaranteed by a famous theorem of Lagrange [136]. In [192], Rabin gives probabilistic algorithms for
several problems in finite fields, including finding irreducible polynomials, finding roots of univariate
polynomials, and factoring them.

6.4 Closest pairs: randomness for geometry

Another subfield of algorithms that burst into existence in the 1970s was computational geometry.
Among several initial works, a major impetus came from Shamos’s Ph.D. thesis [218], papers, and
his survey of 75 problems [217]. Basic problems in which the typical input was a collection of points
in Euclidean space were addressed, many arising from practical questions about the real world.
These problems differ from the general combinatorial and graph-theoretic questions on which the
algorithmic community was focused, as geometry imposes extra structure, including convexity, order,
and metric structure. Thus, completely new questions could be asked, for example, about convex
hulls and Voronoi diagrams, while old questions such as shortest paths and minimum spanning
trees in weighted graphs were restricted to the special case in which weights came from Euclidean
distances between points. New techniques were developed to design and analyze algorithms for such
problems.

To demonstrate the power of randomness in this setting, Rabin picks the closest-pair problem:
given a set of n points in the Euclidean plane, find the pair that is closest. The best deterministic
algorithm for this problem, due to Hoey and Shamos [219], runs in O(nlogn) time3%. Moreover,
like many geometric algorithms, it relies on sorting, and so this running time seems the best one
can hope for. Rabin shows that with randomness it can be solved in linear, O(n) time.

Theorem 6.4 (Rabin [189]). There is an expected O(n)-time probabilistic algorithm that finds the

35Indeed, it is often referred to as the Miller—Rabin test.
36This algorithm actually solves a more general problem, of finding a closest point for every point in the set.
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closest pair among n points in the plane. The same holds in R? for any fized dimension d.

Unlike primality testing, where both the algorithm and its analysis are simple and require a few
lines each to describe, here both are considerably more complex and subtle3”. With this example
Rabin shows that the use of randomness can be far richer than one-shot sampling that is guaranteed
to land in a large set. Let me briefly sketch the main ideas behind his solution.

The algorithm is recursive and demonstrates the power of subsampling. Given a set P = Py of
n points, we select a subset P; of n/2 of them at random, then a subset P, of these of size n/4, etc.
The idea is to use the solution to P; to solve the problem on P;_; in linear time. This leads to a
time recurrence of the form ¢(n) = t(n/2) + O(n), yielding t(n) = O(n).

To facilitate the inductive step, Rabin proves that a strong invariant is maintained with high
probability. If the shortest distance between a pair of points in P; is, say 20;, then a grid of this
resolution (specifically of side length ¢;) will have at most one point of P; (and, in particular, the
closest pair will be in neighboring squares in this grid). Now add the points of P;,_; \ P; back to
this grid. Then solve the closest-pair problem in the neighborhood of each nonempty cell by brute
force, comparing all pairs in it. This is a quadratic amount of work per cell, and so the crux of the
analysis is proving that the randomness of these sets guarantees, with high probability, that the
sum of these squared occupancies is still O(n).

Needless to say, a full description of the algorithm and the necessary data structures to support
it efficiently is considerably more complex (indeed, some of these details are missing, and were
supplied later: see the paper of Banyassady and Mulzer [16] for full details and simpler analysis).

Subsampling and recursive subsampling became basic tools in probabilistic algorithms. One
beautiful example is the linear-time probabilistic algorithm for minimum spanning trees of Karger,
Klein, and Tarjan [119], which has a very similar high-level structure.

6.5 Fingerprinting: randomness and communication

Another powerful demonstration of randomness gives provably exponential savings in communication.
The basic setup, laid out in Yao’s seminal paper [243] on communication complexity, is the following.
Two players, Alice and Bob, hold n-bit strings x and y, respectively, and must compute a fixed
function f(z,y) using a fixed protocol of their choosing. The communication complexity of f is the
minimum number of bits they must exchange to determine the function value for every input.
Easily the most basic function to consider is equality: testing whether x = y. In lectures and
classes, Rabin motivated this problem, as well as the focus on communication costs and ignoring
computational ones, through what he called the “man on the moon” problem. Alice on Earth and
Bob on the moon want to verify consistency of the two huge data files they hold. Of course, one of
them can send their whole input to the other, at a possibly prohibitive cost of n communicated bits.
This unfortunately is best possible; it is not hard to see that in any deterministic protocol they
must exchange at least n bits. The Rabin—Yao probabilistic protocol®® does exponentially better!

Theorem 6.5 (Yao [243]). There is an O(logn)-communication probabilistic protocol for equality
with inverse-polynomial error.

The protocol and its analysis are extremely simple. Alice picks a small random prime p < n?,
and sends Bob both p and 2’ = z (mod p), only O(logn) bits in total. Bob computes 3’ = y

3TEven when I oversimplify and ignore the precise machine model.
381t is referred to by Yao [243] as joint unpublished work with Rabin in the paper above, and is attributed to both
in all standard texts [162, 134, 159].
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(mod p) and decides according to whether 2’ = 3/. Clearly, if x = y, this decision is always correct.
If 2 # y, at most n distinct primes®” can divide z — y; thus, the error probability is at most O(1/n).

The very same idea was independently discovered and used at about the same time for a related,
though different, demonstration of the power of randomization for one-tape Turing machines. It was
known [17, 104] that such machines require (n?) time to recognize the equality language, namely
input strings of the form xx. Freivalds [75] uses the same reduction modulo a small random prime
to show that randomness gives a near-quadratic saving.

Theorem 6.6 (Freivalds [75]). There is a probabilistic one-tape Turing machine that recognizes the
equality language with high probability in time O(nlogn).

This idea of random fingerprinting is fundamental and in universal use! Indeed, it is so basic
that it is regularly taught in undergraduate classes without giving a reference for its origin. Needless
to say, people used reduction modulo primes as simple hash® functions in practice, but typically
used fixed primes. Freivalds, Rabin, and Yao all stress that random fingerprinting works for every
input with high probability; despite compressing large objects into tiny fingerprints, collisions rarely
occur!

Rabin kept seeking different methods and different applications of random fingerprinting. In his
paper [193], Rabin suggested that, instead of viewing bit strings as encoding integers and reducing
them modulo primes (which requires modular arithmetic), one can view them as Fo-polynomials
and reduce them modulo irreducible low-degree polynomials (which requires only simple local bit
operations). A different method, encoding bit strings by random SLy(p) matrices, is proposed and
analyzed in his paper with Karp [121], which is the subject of the next subsection.

6.6 Pattern matching: randomness and simplicity

Rabin’s next demonstration of the algorithmic power of randomness concerns a central problem that
already had an optimal algorithm. Here the power is to simplify: to replace complex algorithms by
a simpler one with a simple analysis, broad generalizability, and better practical efficiency.

Pattern matching is the following basic problem in text processing. Given two sequences (say,
binary, although any alphabet will work), a pattern x (of length m) and a text y (of length n > m),
the goal is to find occurrences of = as a consecutive block in y.

A trivial O(mn) algorithm suggests itself. However, Knuth-Morris—Pratt [130] and Boyer—
Moore [27] found ingenious O(n)-time algorithms*! for this problem. The Karp-Rabin paper
Efficient Randomized Pattern-Matching Algorithms [121] applied the random fingerprinting method
above to give a probabilistic algorithm that runs in expected O(n) time. Despite not improving
the time complexity, they make the important point that simplicity (in exposition, analysis and/or
implementation) may sometimes justify the use of randomness and the tolerance of error. Moreover,
their algorithm is far more space-efficient than the deterministic one.

Theorem 6.7 (Karp-Rabin [121]). There is an O(n)-time, O(logn)-space probabilistic algorithm
for pattern matching with negligible error.

Again, the idea is strikingly simple. As pattern matching calls for a sequence of equality tests
(of = to length-m “windows” of y), fingerprinting is natural to use. Thus, we fingerprint = by a
logarithmic-size value 2’ as above, similarly fingerprint the first m-window of y by y, and compare

39Indeed, at most n/logn primes, if one uses standard results on the distribution of primes.

49A synonym for fingerprint.

41 All algorithms in this subsection are in the RAM model, which allows constant-time operations on logarithmic-size
words.
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the fingerprints. The main observation is that, as the window slides one symbol to the right,
updating the fingerprint y; to y, 41 requires only a constant number of additions, subtractions, and
comparisons, resulting in a linear-time algorithm*?.

Note that in this algorithm (and indeed, the deterministic ones), the text y can be given as a
stream rather than being presented fully before the computation begins. Unlike the deterministic
algorithms, which require memory (m) bits, the probabilistic one uses only O(logn) memory.
Streaming algorithms with low memory requirements are by now a huge field (see, for example, [165]),
and the Karp—Rabin algorithm can be seen as a very early example. For more details on this
viewpoint see [29].

6.7 Logic for probabilistic computation

Rabin’s interest in randomness was not limited to algorithm design. Once probabilistic computation
becomes a central paradigm, one also needs formal systems for reasoning about it.

In joint work with Halpern, Rabin studied logics for reasoning about likelihood and probabilistic
computation [96]. This work belongs conceptually with the logical themes of the earlier sections,
but it is naturally discussed here because the computations being reasoned about are probabilistic.

The point is that probabilistic computation introduces new kinds of assertions. One may wish
to say not only that an event occurs, but that it occurs with high probability, or that one event is
more likely than another. Such statements require logical languages richer than ordinary Boolean
assertions.

For this purpose, Halpern and Rabin introduce a new qualitative modal logic LL for probabilistic
computation, and compare it to other proposals for that purpose. For LL, they gave possible-worlds
semantics, proved a complete axiomatization, and gave an exponential-time decision procedure for
satisfiability.

This completes a circle in Rabin’s work. In the decidability section we saw logic used to reason
about computation and automata. Here, after randomness has become an algorithmic tool, logic is
again brought in to reason about the new computational phenomenon. Further information about
subsequent works and this general field can be found in the monograph [95] and the survey [53].

7 Cryptography

Cryptography is another vast subject; again, we introduce it only briefly, and we refer the reader to
the textbooks of Goldreich [85, 86] and of Katz and Lindell [123], or the much shorter cryptography
section in [241].

Since time immemorial, people have had secrets that they wished to share with some and keep
private from others. Thus, schemes for secret communication were developed in very ancient cultures.
What was common to all of them, from Caesar’s substitution code to the Enigma machine and
everything in between, was the assumption that the parties wishing to communicate secretly already
shared some secret information. Moreover, this assumption was formally justified by Shannon, who
proved, using his newly developed information theory, that the parties’ shared secret key must be
completely random and at least as long as the message they send if they want no information about
it to be leaked to an eavesdropper [220]*3.

42T we want to find, for example, the first occurrence of &, we can even make the algorithm zero-error and still run
in expected linear time by checking the putative match (investing time m whenever =’ = y), as the probability of a
false match can be reduced below 1/(mn) by picking a random prime below, say, (mn)?.

43The alert reader must have noticed the circularity here: to communicate secretly at some point, one must have
communicated secretly at some earlier point, and so on. Shannon proves that this cannot be avoided if perfect
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The revolution that completely removed the need for this “essential” assumption came in
1976 with the breakthrough paper of Diffie and Hellman [55], which introduced computational
complexity into cryptography. Their paper proposed making the entirely reasonable assumption
that all participants are computationally limited (to polynomial time) and, furthermore, that some
problems cannot be solved so quickly. In particular, they proposed the discrete logarithm problem
as such a hard problem. Under this assumption, they showed that secret communication is possible
between any two parties sharing no prior secrets whatsoever. To understand how this circumvents
Shannon’s barrier, we must understand a fundamental difference between the information-theoretic
and complexity-theoretic settings. In the former, every representation of a piece of information is
equivalent to every other. In the latter, this symmetry can be broken, as some representations are
easier to compute than others.

Fix a prime p and a generator g of the multiplicative group Z;. Then consider the (bijective)
exponentiation map

rr—y=g¢" (mod p).

Obtaining y from z is easy, using repeated squaring of g modulo p, requiring only polynomial
time. However, obtaining = from y is the discrete logarithm problem, which is assumed intractable.
Thus, in a computationally limited world, these two representations are very different. Diffie and
Hellman exploit this asymmetry to create public-key cryptography, in which any two parties sharing
no prior secret information can efficiently exchange secret messages that cannot be decoded by any
other computationally bounded party. They also give a completely new cryptographic application:
personal digital signatures that others cannot forge.

The main impact of the Diffie-Hellman paper was suggesting a new paradigm for cryptographic
security: to prove that your protocol (for any particular task) is secure, prove that breaking it will
result in an efficient algorithm for a clean, hopefully well-studied mathematical problem. One such
problem, perhaps the problem, was integer factorization, which has been studied for millennia (in
particular, Gauss famously appealed to the mathematical community to find a fast algorithm for
it). And it seems hard: the best known classical factoring algorithm is by Buhler, Lenstra and
Pomerance [32]; it requires time about exp(n'/?) to factor n-bit integers**.

The hardness of factoring soon became the assumption of choice in theory and practice. The
first to introduce it were two papers, by Rivest-Shamir-Adleman and by Rabin. Rivest, Shamir,
and Adleman [206] introduced their famous RSA public-key cryptosystem, whose security is based
on a problem related to the complexity of factoring integers, while Rabin introduced a public-key
cryptosystem whose security is equivalent to the complexity of factoring [190] (both systems provide
digital signatures as well). These works still fell short of being able to securely encrypt single
bits or to argue about partial leakage of information. The seminal 1982 paper of Goldwasser and
Micali [91, 92] introduced probabilistic encryption and laid formal mathematical foundations for the
field, giving precise definitions of security and a public-key system that attains them based on the
hardness of another problem closely related to integer factoring.

The decade following the Diffie-Hellman paper saw a frenzy of activity in the newly formed
community of modern, complexity-based cryptography, exploring which other apparently impossible
tasks were possible in this new wonderland. It was a period in which one could “ask for the moon’
and not be entirely surprised to get it. Thus were born protocols for such cryptographic primitives
and goals as coin flipping into a well, poker playing over the telephone, zero-knowledge proofs, and

9

information-theoretic secrecy is required.

44In 1994 Shor [222] discovered a poly-time quantum algorithm, so if quantum computers become a reality the
hardness of factoring can no longer serve cryptography; indeed, practical security systems today are being replaced by
other, hopefully “quantum resilient” assumptions.
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many other feats. Together with new techniques for analyzing protocols, and new models and
assumptions, the road was paved for the Internet revolution that followed in their wake.

In the next two subsections we discuss two important contributions of Rabin to this activity. We
note in passing that Rabin, whose primary passion was randomness and its utility, was naturally
drawn to cryptography, a field in which randomness is essential.

7.1 Oblivious transfer and secret exchange

Of the many ingenious cryptographic primitives invented in this hectic period, one of the most
surprising and, as we shall see, fundamental is Rabin’s oblivious transfer [194]. We have two parties,
conventionally called Alice and Bob. Alice holds a secret. An oblivious transfer is a protocol in which
Alice and Bob participate, achieving two goals: first, Bob receives Alice’s secret with probability
exactly one-half; and second, Alice learns nothing about whether Bob received it or not.

My first reaction—and probably that of many others—on hearing this for the first time was,
“Why?” Who in the world would want such a functionality? In what situations would Alice prefer
not to know whether her secret went through?

Rabin, of course, knew the answer. He first constructed a simple oblivious-transfer protocol
based on the hardness of factoring. He then applied this seemingly useless primitive to design a
protocol for one of the challenging tasks at the time: secret exchange. In this task, Alice and Bob
each have a secret, and we seek a protocol (with extremely high probability) ensuring that Alice
gets Bob’s secret if and only if Bob gets Alice’s secret®.

Theorem 7.1 (Rabin [194]). Oblivious transfer implies secret exchange.

This demonstration of the power of oblivious transfer was the first in a long sequence. Soon
after Rabin’s paper appeared, Even, Goldreich, and Lempel defined a variant they called “1-out-of-2
oblivious transfer” (which is equivalent in power to Rabin’s) and showed further applications, some
of which we shall see below [68]. A full understanding of that power of OT came later, when
Kilian [124] proved that oblivious transfer is complete for secure multiparty computation.

Theorem 7.2 (Kilian [124]). Oblivious transfer implies secure multiparty computation.

Secure multiparty computation is, in a sense, the mother of all cryptographic protocols. It
allows a set of mutually distrustful parties to evaluate jointly any efficiently computable, possibly
randomized function f of their secrets. Indeed, being able to do this allows one to solve a vast
class of cryptographic tasks. Yao [244, 245] defined this problem and solved it for the two-party
case. His protocol starts with a Boolean circuit for f. One party first “garbles” the circuit and
then the second party evaluates that garbled circuit. Both are carried out in a gate-by-gate fashion,
according to the order of the circuit computation, where the garbling of each gate uses the oblivious
transfer primitive. Goldreich, Micali, and Wigderson extended Yao’s work to secure multiparty
computation by any number of players [88]. Their protocol is different; all parties jointly evaluate
successive shared encodings of intermediate gate values (again using OT), which are unintelligible
to any individual party. These results assume an underlying public-key encryption.

Oblivious transfer is a special case of secure multiparty computation, which seems much
easier. Kilian’s theorem gives a converse: oblivious transfer is sufficient for general secure multiparty

45Rabin makes an assumption of a physical nature, which was later removed in a sequence of works starting with
Blum [22] on what became known as “fair secret exchange” using“gradual disclosure,” in which OT played a central
role as well.
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computation (without assuming public-key encryption), making Rabin’s apparently strange primitive
one of the central building blocks of cryptographic protocol design 4.

7.2 Public randomness and beacons

Complexity-based cryptography is partly the art of inventing assumptions that allow one to
implement a variety of cryptographic primitives and applications. Even at the inception of the field,
a distinction was made between primitives requiring only one-way functions and those requiring
the stronger assumption of trapdoor functions*’. Since then, numerous finer or very different
assumptions have been made to satisfy newly required functionalities. Needless to say, making
the weakest possible assumptions is desirable, and a whole subfield of cryptography is devoted to
studying their relationships.

A striking early contribution to this art was Rabin’s proposal for a very different type of
assumption: having public randomness as a cryptographic resource. In his work on transaction
protection by beacons [197], Rabin suggested a public service that broadcasts fresh random values
to all participants. This assumes trust in a central entity, but the trust is minimal: it is limited to
the supply of bits, independently of their use in any protocol. The idea was that a common source
of unpredictable public randomness could simplify some cryptographic protocols and enable some
that are impossible otherwise. In his paper, Rabin devised protocols in this setting for three related
but different problems arising in digital communication, which are easy to implement when people
meet in person or use trusted parties:

Contract signing. Alice and Bob each have a copy of a contract C. A protocol must ensure that
Alice receives Bob’s signature on C if and only if Bob receives Alice’s signature on C4%.

Confidential disclosure. Alice holds a secret D, which she is willing to share with Bob on the
condition that he not divulge it. A protocol must ensure that Bob receives D if and only if Alice
receives a legally binding statement from Bob that he will keep it secret.

Certified mail. As with paper mail, Alice wants to send a message M to Bob and have its receipt
certified. A protocol must ensure that if Bob receives M, then Alice obtains a certificate that
Bob received it.

This idea has become increasingly important. Public randomness appears in numerous protocols
for coin flipping, electronic voting, noninteractive proof systems, distributed protocols, and modern
blockchain systems; see, for example, direct continuations of Rabin’s beacon proposal and later
public-randomness services [163, 115, 139, 70, 228]. In different applications, the assumed properties
of the available public randomness vary—even Rabin’s paper uses two different forms—but the
essential structure remains that all parties have access to this resource. In some applications, public
randomness has been proved essential®’, whereas in others, it has later been shown to be removable.

46We note that the relative power of the primitives oblivious transfer and public-key encryption is not known, but
there is no way to get one from the other via “black-box" reductions [82].

1"For example, it took a long time before digital signatures, originally based on trapdoor functions, could be
implemented assuming only one-way functions [207]. Likewise, the powerful zero-knowledge proofs require only one-way
functions [89].

48This looks superficially similar to the secret exchange problem above because of the simultaneity requirement, but
the transferable legal evidence makes the two functionalities different.

490ften under assumptions such as random oracles.
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The latter demonstrates the power of the paradigm as much as the former: it allows one to solve a
problem gradually, first using public randomness and then removing it*°.

Rabin’s three applications of public randomness above provide one example of the latter. In
the aforementioned paper, Even, Goldreich, and Lempel employ their version of Rabin’s oblivious
transfer to remove the need for public randomness in these applications [68].

Our final substantive subsection demonstrates a completely different application of public
randomness.

7.3 Bounded storage and everlasting security

In an insightful paper, Maurer [149] suggested replacing the standard assumptions in complexity-
based cryptography that limit the time available to participants in cryptographic protocols with
an assumption limiting their storage space. His bounded-storage model further assumes public
randomness, conceptually similar to Rabin’s beacon [197]. Specifically, we assume a stream of random
bits, available to all participants, that is much longer than the given space bound. This paper
initiated a beautiful line of work that achieves information-theoretic security for some cryptographic
tasks under these natural assumptions. We informally describe the evolution of ideas and results, in
which Rabin played a major role.

Maurer considers secret communication. Recall that, for information-theoretic security, Shannon
already proved that if Alice wants to send Bob an n-bit message that looks completely random
to an eavesdropper Eve, then Alice and Bob must share in advance a completely random secret
key of length n. Maurer shows that, in his model, they can share far shorter keys and still obtain
complete information-theoretic security, except on a vanishing-probability event. Thus, this model
provides a way to overcome Shannon’s limit. Maurer also makes the point that this security holds
even if the original shared secret key is later revealed. However, Maurer makes a strong restrictive
assumption about the way Eve can use her memory: she can store only a subset of the bits from
the public randomness. He raises the question of removing this assumption: can Eve process the
public randomness as it is streamed and store any bounded amount of information about it?

In a sequence of papers with his former and current students [13, 12, 57], Rabin removed this
assumption and did considerably more. In particular, they:

o proved that Eve may store arbitrary information about the public randomness, provided her
storage capacity is sufficiently smaller than the length of that randomness;

e proved that Alice and Bob can use the same key for exponentially many message exchanges,
achieving the same information-theoretic security as Maurer;

o extended the applications beyond secret communication to authentication and non-malleability;
and

o formalized everlasting security, which Maurer noted above. They proved that their protocols
guarantee that after the protocol is over, even if Eve obtains the shared secret key used by
Alice and Bob and her space bound is lifted (namely, she has unbounded storage), the messages
sent retain the same information-theoretic security.

The papers above did not achieve optimal parameters. Near-optimal parameters were obtained
later by Dziembowski and Maurer [62]. A more general understanding of this model came with

50The same has happened many times with randomized algorithms: a probabilistic algorithm is introduced first, and
later a derandomization makes it deterministic. Indeed, as we mentioned in Section 6 the famous AKS deterministic
primality test [8] is an extremely clever derandomization of the probabilistic Agrawal-Biswas test [7].
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Lu’s paper [144], connecting the bounded-storage model with randomness extractors. This was
followed by a paper of Vadhan [238], which constructed appropriate locally computable extractors
and allowed most existing protocols and results to be generalized, simplified, and given improved
parameters.

8 Distributed computing

Distributed computing captures any situation in which many computers or processes aim to achieve
a variety of goals (common or separate) in a way that necessitates interaction. This, of course,
encompasses numerous situations in computer science and technology (as well as in the natural
sciences), making distributed computing a vast and heterogeneous field. General overviews of this
field can be found, for example, in the books of Lynch [146] and Attiya and Welch [11], or the much
shorter section on distributed computing in [241]. We note that distributed computing is similar to
cryptography in many ways, as both involve many interacting parties. However, the issues central
to each are typically quite distinct, as we shall see®’.

One focus of many distributed systems and problems is locality. A distributed protocol assigns
to every computer in the system its own program, and there is no central entity controlling them
all. Each such local program iterates steps (or rounds) of internal computation (usually viewed as
free) and communication exchanges with its neighbors. The latter can take place through various
media: shared variables, communication channels in a given network topology (which is often not
known to the individual processes), and so forth.

Besides locality, distributed protocols have to defend against faults. These can come in a variety
of forms. Obvious examples include failures of, or even adversarial behavior by, some processors
or communication media. Another difficulty, which will appear in some of the examples below,
arises from asynchrony. In synchronous systems, we assume a global clock, and so the rounds
of internal computation and message exchange with neighbors are synchronized. But in many
realistic situations one cannot assume a global clock, and the local clocks may bear no relation
to one another. This asynchrony is typically modeled by an adversary that has a global view of
the system and can use it to schedule processor actions and message delays arbitrarily. Even in
synchronous settings, we let such an all-knowing adversary dictate which processes fail and how,
often dynamically during execution. A distributed protocol has to achieve its goals typically against
such powerful adversaries (whose precise nature may differ and is specified for each problem). This
adversarial power explains the difficulty of designing distributed protocols and the subtleties involved
in proving their properties®?.

In this section we survey major contributions made by Rabin to four fundamental problems (of
very different natures) in distributed computation: dining philosophers, mutual exclusion, Byzantine
generals, and information dispersal. The issues they raise are as relevant to practical applications
today as they were when formulated decades ago. One need only consider the Internet and modern
distributed-ledger protocols to see this.

A common element of the first three problems is the demand for symmetric protocols, namely,
protocols in which all processors run identical local programs. In all three, we will see the power of
randomness in action in distributed protocols, which allows them, in different ways, to break this
symmetry. We note that such use of randomness was a key element in practical distributed systems,

51Naturally, there is a nontrivial intersection and plenty of interaction between these fields: cryptography is used in
many distributed algorithms, and distributed algorithmic ideas are exploited in cryptographic protocols. The new
area of blockchains perfectly exemplifies this mixing.

52For this reason it would be impossible to completely elaborate the full assumptions on the models and adversaries;
these can be found in the references.
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most famously the ALOHA and Ethernet networks in the 1970s [3, 154]. Rabin’s papers, together
with the work of Francez and Rodeh [74], are major initial steps in the formal design and analysis
of probabilistic distributed protocols in the early 1980s.

8.1 Dining philosophers

Edsger Dijkstra, who laid the foundations of distributed computing and concurrent programming,
liked to invent stories that abstractly capture the many issues, models, and goals arising in the
field. The dining philosophers problem is among the most famous of these stories and has served
as a model problem for concurrency control ever since. Dijkstra described it in [56], and Hoare
formalized it in [110]. This problem abstracts the difficulties of resource allocation in symmetric
environments. We repeat Dijkstra’s informal version, which, of course, requires translation into the
dry language of processors and resources.

Imagine some philosophers sitting around a table. The philosophers are identical; namely, they
have no unique names or IDs. Between each pair of adjacent philosophers is a fork®. In front
of every philosopher is a bowl containing an unlimited amount of pasta. Bowls are private, but
forks are shared. Philosophers alternate between two activities: thinking and eating. To think, no
external resource is needed. To eat, a philosopher must use both forks, the one on her left and
the one on her right. The only communication mechanism between (adjacent) philosophers is an
atomic action that tests whether an adjacent fork is available and, if so, takes it. A philosopher who
obtains both forks eats for a while and then releases the forks one after the other.

The original challenge calls for a deadlock-free program (in which at least one hungry philosopher
eventually gets to eat). A stronger requirement that we will also discuss is a starvation-free program
(in which every hungry philosopher eventually gets to eat). As the setting is symmetric, we demand
that the protocol be symmetric as well. Namely, the program for each philosopher is the same.
Initially all philosophers start in the same state and all forks are down.

To illustrate the difficulty, consider the following naive program, which philosophers execute
whenever they become hungry.

1. Try to obtain the left fork.

2. Try to obtain the right fork.

3. If unsuccessful in either attempt, return to step 1.
4. Eat.

5. Release the left fork.

6. Release the right fork.

It is clear that this program is not even deadlock-free. Imagine a scheduler that activates each
philosopher for just one step (in any order). After this, each is holding her left fork, and this state
will never change, regardless of the future activation order. Of course, one can try to avoid deadlock,
for example, by modifying the program so that it releases the left fork if the right one is not
available. A similar scheduler can easily make them all starve again. Can you find a starvation-free
program? There were many suggested programs, but all went outside the model above and either
broke symmetry (for example, by giving the philosophers different IDs) or changed the problem

53For this particular story, some people prefer “chopstick” to “fork,” but we stick to the original version.
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for example, by making the philosophers “hygienic” [37], or by adding a “waiter”). But Dijkstra’s
p Y g b P yg Y g 3]
original problem remained open.
In 1981, Lehmann and Rabin [140] completely resolved this basic problem, both negatively and
positively. They proved three main theorems. The first explains past failures, showing that there is
no deterministic solution whatsoever.

Theorem 8.1 (Lehmann-Rabin [140]). There is no deadlock-free deterministic, symmetric program
for the dining philosophers problem.

A proof must present, for every possible symmetric program, a scheduler that causes all
philosophers to starve. The idea of their proof is simple (though formalizing it is not) and uses the
same scheduler for all programs. The scheduler behaves as follows: it activates each philosopher
in turn for one step, in cyclic order. This constitutes one phase. It then continues, repeating
such phases forever. The invariant maintained inductively on the number of phases is that, before
each phase begins, the state of the system is symmetric (i.e., all philosophers are in the same
state). This is true at the start, and the symmetry of the program ensures that, in each phase, the
result of the (inductively identical) step of every philosopher is the same. To conclude, assume for
contradiction that in some phase some philosopher is eating. The inductive claim, and the fact that
each philosopher executes exactly the same step with the same result in each phase, imply that, at
the end of this phase, all philosophers are eating. But this is impossible, as each needs two forks to
eat! Observe that asynchrony is crucial to this impossibility result, but it is used here in a rather
benign way. The scheduler essentially prevents any philosopher from executing two successive steps
of its program before every other philosopher executes one intervening step.

The next two theorems show how to solve the problem, first for deadlock-freedom and then for
starvation-freedom, if we allow programs to be probabilistic.

Theorem 8.2 (Lehmann—Rabin [140, 60]). There is a probabilistic, symmetric program for the
dining philosophers problem that is deadlock-free with probability one.

Actually, the probabilistic program is a small variation of the naive deterministic program above.
Indeed, essentially the only change is that, when a philosopher who holds no forks tries to get one,
she tosses a fair coin to decide whether to try the left or the right fork first. The correctness proof is
quite nontrivial. The paper makes crucial use of a natural assumption: every philosopher must be
activated infinitely often by the scheduler. This assumption was later removed via a modification of
the Lehmann—Rabin protocol by Duflot, Fribourg, and Picaronny [60]. They also developed a very
elegant formal framework in which to express the analysis of such probabilistic programs.

We conclude with the final gem from [140]. Lehmann and Rabin observe that, for the probabilistic
program above, there do exist schedules that prevent all but one of the philosophers from eating.
While deadlock-free, this program is far from satisfactory (at least for hungry philosophers). They
then devise a new probabilistic program that fixes this problem and satisfies a stronger fairness
condition called starvation-freeness. A key ingredient in the new protocol is a slight variation in
the information held by the shared variable represented by a fork. The state of a fork now tells
us more than whether or not it is in use. It also records, with a couple of extra bits, which of
the two adjacent philosophers used it last, as well as the intention of a philosopher to pick it up.
Roughly speaking, the resulting probabilistic program (which they call the “courteous philosophers’
algorithm”) prevents the last eater adjacent to a fork from accessing it next, unless the other is not
interested. This modification guarantees that, in every schedule, every philosopher who is activated
infinitely often will also get to eat infinitely often with probability one.

Theorem 8.3 (Lehmann—Rabin [140]). There is a probabilistic symmetric program for the dining
philosophers problem that is starvation-free with probability one.
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8.2 Mutual exclusion

Another basic resource-allocation problem is mutual exclusion: how to ensure that no more than
one of many competing processes can obtain exclusive access to a resource at any given time. The
only communication mechanism available to the processes for deciding whether one of them can
safely use the resource is a single common test-and-set variable: a variable that a single process can
atomically read and then update in a single step.

For example, assume the variable takes 2 possible values (namely, 1 bit), “free” and “occupied.”
A possible protocol for the processes is as follows. Each process that wants to gain access to the
resource tries to access the variable. If it succeeds and the value is “free,” it immediately sets it to
“occupied,” then uses the resource, and, when done, flips the variable value back to “free.” Regardless
of which process is allowed access to this variable at each step, it is clear that mutual exclusion is
achieved; no two processes can use the resource simultaneously. Also, it achieves a basic fairness
condition, namely, that at least one process needing the resource will get access. However, it may
be that two processes need the resource, and scheduling of accesses will allow one to repeatedly use
it while the other never does.

What we seek is a stronger notion of fairness, called a bounded-waiting protocol for this problem.
Such a protocol guarantees that no process trying to gain access to that resource waits forever. As
before, the environment is asynchronous, with an arbitrary scheduler dictating the timing of the
processes’ actions and access to the shared variable. In this model, processes may be assumed to
have unique IDs which can be used when setting the shared variable. Of course, in this case this
variable will need to have more states (or bits). The main parameter to minimize is the number of
bits that this shared variable should take, as a function of n, the number of processes.

This model was first studied by Burns, Fischer, Jackson, Lynch, and Peterson [33]. They gave a
deterministic protocol using only logn + O(1) bits to achieve bounded waiting, and also proved that
this is best possible (in other words, the variable must have at least as many states as there are
processors). Rabin naturally attempted to beat this bound using randomness. In his paper [195],
Rabin devised a probabilistic protocol that reduces this bit-length requirement exponentially, to
O(loglogn), guaranteeing bounded waiting with probability one. Later papers [100, 209] discovered
subtle flaws in Rabin’s analysis, which implicitly assumed very weak adversaries. These flaws were
corrected, with a modified protocol and new analysis by Kushilevitz and Rabin [135].

Theorem 8.4 (Kushilevitz—Rabin [135]). Mutual exclusion with bounded waiting can be achieved
with probability one by a probabilistic symmetric protocol using only O(loglogn) bits.

With Kushilevitz, Mansour, and Zuckerman, Rabin proceeded to prove that the above result is
best possible [133].

Theorem 8.5 (Kushilevitz—Mansour-Rabin-Zuckerman [133]). Any bounded-waiting probabilistic
symmetric protocol for mutual-exclusion must use Q(loglogn) bits.

8.3 Byzantine generals

Another fundamental problem in distributed systems is Byzantine agreement, which captures
coordination in the presence of faults. Roughly, a collection of processors must agree on a common
value, even though some of them may be faulty. The problem was formulated by Pease, Shostak,
and Lamport [172, 137]. Their abstraction imagines Byzantine generals in a battle, facing a critical
decision of whether to attack or retreat. Each has its own view, but it is paramount that they all
agree on a common action. They can send messages (for example, via couriers) to one another to
achieve this coordinated decision. However, the problem is complicated by a variety of possible
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faults. Messages may be arbitrarily delayed. Also, some generals are faulty: they may die or, worse,
be corrupt and send inconsistent messages to different parties. Indeed, the word Byzantine is meant
to capture the worst possible scenario: an adversary may arbitrarily schedule the arrival of messages
and may choose the corrupt generals arbitrarily. Of course, we do not expect anything from the
faulty generals, but we want all nonfaulty generals eventually to agree on an action in finite time
for any adversary. To prevent a trivial solution in which they all choose an action (for example,
“attack”) as a default, regardless of their initial values, we demand that, if they all have the same
value, that value must be the chosen action. As usual, we seek a symmetric protocol.

This problem has been studied in both the asynchronous and synchronous models. Two
parameters are important here: n, the number of generals, and ¢, the maximum number of faulty
ones. We summarize the results in both, comparing deterministic and probabilistic protocols.

In the asynchronous model, a celebrated result of Fischer, Lynch, and Paterson [72] shows that,
even if there is only ¢ = 1 fault (and even if this fault is simply a “crash fault,” for example, one
general stops communicating at some point), as long as n > 2, there is no deterministic protocol for
this problem. Here again, as with dining philosophers, randomization makes the impossible possible.
Ben-Or, soon after obtaining his PhD under Rabin, devised a probabilistic symmetric protocol that
can tolerate any ¢ < n/5 faults and terminates in finite expected time [19]. This was improved to
(the optimal!) ¢ < n/3 by Bracha [28]. Unfortunately, both algorithms may take exp(n) time®* to
terminate when the number of faults ¢ is linear in n. Breakthrough work of King and Saia [125, 126]
devised a protocol that tolerates ¢ = ©(n) faults in polynomial expected time. More recently, Huang,
Pettie, and Zhu achieved polynomial expected time at the optimal resilience threshold ¢ < n/3 [113].

In the synchronous model, there is a global clock for all processors, who proceed in rounds.
Messages sent in a round are delivered by the end of that round. Here, deterministic symmetric
protocols do exist. However, the number of rounds of communication is essentially the maximum
number of faults. The original papers [172, 137] prove that n > 3t is necessary, and give a (¢t + 1)-
round protocol for the problem when this condition holds. The tight lower bound of ¢ + 1 on
the number of rounds required was proved by Fischer and Lynch [71]. These results are in the
information-theoretic model, where the adversary can understand all messages and impersonate any
general. Dolev and Strong [58] proved that even in the cryptographic setting, where in particular
we allow authenticated messages,, still ¢ + 1 rounds are necessary. Clearly, when ¢ is linear in n,
this may be impractical.

Rabin shatters this bound using randomization. He devises a symmetric probabilistic protocol
that solves the problem in an expected number of rounds that is constant, independent of t. A
central point (also in Ben-Or’s result above) is that even though the Byzantine adversary can
completely observe the protocol, it cannot predict future coin tosses!

Theorem 8.6 (Rabin [196]). The Byzantine generals problem has a probabilistic protocol that, for
every t < n/10, terminates in four rounds, in expectation. Moreover, the probability that the number
of rounds exceeds any number k is at most exp(—k).

The above theorem is actually two theorems, about two protocols. When we allow the generals
only crash faults, a simple protocol satisfies the theorem in the information-theoretic setting (Rabin
calls this variant the distributed commit problem). For arbitrary Byzantine faults, a much more
involved protocol satisfies the theorem only in the cryptographic setting (using authentication) and,
moreover, makes another strong assumption. Rabin assumes the availability of special correlated

54Time must be defined in an asynchronous model; here it is taken to be the length of the longest sequence of
message deliveries.
55These prevent, for example, A from falsely claiming, “I received message m from B
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random strings to each processor before the protocol starts®. In his paper [196], Rabin poses the
challenge of removing this assumption, namely, of obtaining such correlated randomness organically
within the protocol.

This challenge was met in the important paper by Feldman and Micali [69]. They use verifiable
secret sharing, an extension of Shamir’s classical secret-sharing scheme [215], together with a variety
of new tools, to give a constant-round protocol to generate shares of such secrets. Thus they
remove the assumption in Rabin’s paper, satisfying the theorem in the cryptographic setting®” under
Byzantine faults; moreover, they improve his tolerance bound to the optimal ¢ < n/3.

8.4 Information dispersal

We conclude with another beautiful gem of Rabin. Consider the extremely basic problem, in
distributed systems with faults, of transmitting information. Imagine the processors connected
through some sparse network N. One processor, A, would like to send a file F' of length k to
processor B. If there are no faults, the file can be sent along some A—B path in the graph. But in
the presence of faults, the failure of any node or edge on that path would cause the information to
be lost.

There are many possible fault models, both probabilistic and adversarial. From any such model,
we need just one parameter: m, an upper bound on the number of disjoint paths that can fail
simultaneously during the transmission of one message.

There is a trivial solution that guarantees safe delivery: send F' along m + 1 disjoint A—B paths.
Surely, one copy of F' will arrive intact. Of course, the number of bits sent is now (m + 1)k, a factor
of m larger, which increases the work and congestion in the network by a factor of m. Can this be
avoided?

Rabin’s ingeniously simple solution [198] enables this. Instead of using m + 1 paths, he uses 2m,
only a factor of two more. But this enables him to shrink the total amount of information sent to
only 2k, and hence to incur only a factor-two increase in work and congestion, independent of m.
Here is how the IDA (Information Dispersal Algorithm) works.

Divide the file F' into m disjoint parts, Fy, Fb, ..., F,,, each of size k/m. We can think of each
part as an element of a finite field. Now encode this vector of elements, using a linear erasure
code, as a vector of 2m elements E1, Eo, ..., Fo,,, such that all the F;’s can be recovered from any
subset of m of the E;’s. (We know many such codes, which also have fast encoding and decoding
algorithms; Rabin suggested using a Cauchy matrix, but one can also use a Reed—Solomon code, for
example.)

Now everything is obvious. A sends each of the F;’s along one of the 2m disjoint A-B paths.
As at most m of the paths will fail, at least m of the E;’s will arrive at B, and she will be able
to reconstruct the file F' from them. Notice that the total amount of information sent is indeed
2k. Rabin also shows how to implement two variations. One allows the redundancy factor 2 to be
reduced to any 1+ €, at the cost of using m/e paths. The other allows the use of paths with low
congestion (namely every edge is used by only a few of them) instead of completely disjoint paths.

This brings us to an issue we have not yet discussed: do such paths exist, and how does one find
them in a distributed manner? This of course depends on the network. Rabin suggests using the
Boolean hypercube as the underlying network, and the then-recent randomized routing scheme of
Valiant [239] to find many low-congestion paths®®. As these are low-congestion rather than disjoint,
Rabin needs to explain how to implement the IDA in this setting. By now, this problem is extremely

56Essentially, these are shares, in Shamir’s secret-sharing scheme [215], of random secrets allocated to each processor.
5TIf private links between every pair of players exist, no cryptography is needed.
58 Another beautiful example of the power of randomness.

39



well understood; for a variety of highly expanding sparse networks there are even deterministic
distributed protocols for finding such paths.
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