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Abstract

The plural in the title hints that there are several complexities involved here. The most
traditional one is the computational complexity of the verifier; but, in the context of Interactive
Proofs of Proximity (IPPs), the query complexity of the verifier and the communication com-
plexity of the system should take the front seat. Hence, we avoid limiting the computational
complexity of the verifier, since this limitation blurs the role of the main complexity measures
that should be of interest in the case of IPPs.

Specifically, we consider IPPs in which the verifier strategy is only restricted by its query
complexity and its communication complexity. While we do not limit the computational com-
plexity of the verifier, we do care about the computational complexity of the properties for
which we prove a query+communication lower bound. Our results present a trade-off between
the computational complexity of the properties for which query+communication lower bounds
are asserted and complexity assumptions that condition these results. Specifically, letting ¢ and
¢ denote the query and communication complexities of IPPs (and letting n denote the input
length), we essentially prove

1. An unconditional lower bound of ¢(n)+c(n) = Q(n/logn) for properties that are decidable
in double-exponential time.

2. Assuming that exponential-time (resp., N'P) contains a set that does not have (non-
uniform) small-exponential circuit size, we obtain a ¢(n) + c¢(n) = Q(n/logn) lower bound
for properties that are decidable in exponential-time (resp., in N'P).

3. Assuming the existence of pseudorandom generators that fool small-exponential size cir-
cuits, we obtain a lower bound of ¢(n) + c¢(n) = Q(y/n/logn) for properties that are
decidable in P.

In contrast, recall that any property in uniform-AC has an IPP with ¢(n) + c¢(n) = O(y/n).
Hence, the almost linear lower bounds of the first two items are unlikely to be proven uncondi-
tionally for properties in NP.

In the foregoing text, ¢(n) denotes the total number of bits exchanged between the two parties
(in both directions). One may wonder whether similar bounds hold when considering only the
number of bits communicated by the prover, denoted p(n). We show that this is essentially the
case, by proving that the verifier gains almost nothing by sending messages of length exceeding
O(q(n) -logn). Specifically, we show that if IT has an r(n)-round IPP in which the prover sends
at most p(n) bits and the verifier makes at most ¢(n) queries, then II has an r(n)-round IPP of
query complexity O(g(n)) and communication complexity O(p(n) + r(n) - ¢(n) - logn).
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1 Introduction

Interactive Proofs of Proximity (IPPs), introduced by Rothblum, Vadhan, and Wigderson [21], are
a hybrid of property testing and interactive proofs. In these systems, the tester is replaced by a
verifier, who can communicate with an untrusted prover, who (unlike the verifier) has free access
to the input. Analogously to testers in the context of property testing, for a property (or set) II,
the verifier is required to accept inputs in II and reject inputs that are far from II (see detailed
definitions in Section 2).

The plural in the title hints at the fact that several complexities are involved in the study of
Interactive Proofs of Proximity (IPPs). The most traditional complexity measure is the compu-
tational complexity of the verifier (i.e., its running-time), but in the context of IPPs the query
complexity of the verifier and the communication complexity of the system should take front seat
(see further discussion in Section 1.2). Hence, we avoid limiting the computational complexity of
the verifier, since this limitation blurs the role of the main complexity measures that should be
of interest in the case of IPPs (i.e., the query complexity of the verifier and the communication
complexity of the system). The latter point is articulated in Section 3.

1.1 Overview

We consider IPPs in which the verifier strategy is only restricted by its query complexity and its
communication complexity. For simplicity, we fix the proximity parameter (i.e., let ¢ = Q(1)).
Letting ¢ and ¢ denote the query and communication complexities of IPPs (and letting n denote
the input length), our first result asserts the existence of properties that do not have IPPs satisfying
q(n) + c¢(n) = o(n/logn). (Indeed, following the common tradition in the area, we state all lower
bounds as a function of n, while referring to a sufficiently small constant value of the proximity
parameter.)

Theorem 1.1 (unconditional lower bound): There exists a property I1 such that every IPP for 11
must satisfy q(n) + c(n) = Q(n/logn). Furthermore, 11 is decidable in double-exponential-time.

Recall that every property II has two trivial IPPs: The first IPP is actually a tester that reads the
entire input (i.e., ¢(n) = n and ¢(n) = 0), whereas the second IPP consists of having the prover
send the entire input to the verifier who also checks it for consistency with the actual input (i.e.,
¢(n) =n and ¢(n) = O(1)). Thus, Theorem 1.1 asserts that there are cases in which no IPP can
significantly improve over these two trivial IPPs.

We admit that Theorem 1.1 has two drawbacks: First, it asserts g(n) + c(n) = Q(n/logn)
rather than ¢(n) + ¢(n) = Q(n); second, it refers to a “very complex” property (i.e., a property
in double-exponential-time). The second drawback seems unavoidable to some extent, since every
property in uniform-AC has an IPP with ¢(n) + ¢(n) = O(v/n) (see [21, 22]). Nevertheless, lower
bounds on ¢(n) + ¢(n) may be obtained for “less complex” properties. We were able to obtain such
lower bounds under some standard computational assumptions.

Theorem 1.2 (a conditional lower bound): Suppose that € (resp., N'P) contains a set that does
not have (non-uniform) small-ezponential circuit size (i.e., size 2*™ for some small constant a > 0).
Then, there exists a property Il € £ (resp., Il € N'P) such that every IPP for 11 must satisfy
q(n) + c(n) = Q(n/logn).



Using a seemingly stronger assumption yields a (weaker) lower bound for a set in P.

Theorem 1.3 (another conditional lower bound): Suppose that there exists a pseudorandom gen-
erator that fools small-exponential size circuits. Then, there exists a property Il € P such that every

IPP for I1 must satisfy q(n) + c¢(n) = Q(y/n/logn).

Recall that every property in uniform-A'C has IPPs with ¢(n)+c(n) = O(y/n) (see [21, 22]), whereas
an unconditional separation between uniform-ANC and P is not known (to say the least). Still, a
natural question is whether the lower bound of Theorem 1.3 (or even just g(n) + ¢(n) > nM) can
be established (for some properties in P) without using any computational assumptions.

We mention that Theorem 1.3 is proved by combining the ideas that underlie Theorems 1.1
and 1.2 with an idea of Kalai and Rothblum [18], which refer to computationally restricted verifiers.
In fact, we re-establish and improve their result (see Theorem 5.2): assuming the existence of
pseudorandom generators that fool small-exponential time, we present Il € P such that for every q
such that q(n) < n/O(logn), every IPP with a PPT verifier for Il must satisfy c(n) = Q(n/q(n)).
(Our improvement is in the order of quantifiers: in [18] it is V¢3II, whereas here it is 3I1¥q.) We also
show that the same assumption (or alternatively the “random ETH” assumption) yields a lower
bound of ¢(n) = Q(n) (regardless of q) for tolerant IPPs (with PPT verifiers, see Theorem 5.3).

Prior work. Interactive Proofs of Proximity were introduced by Rothblum, Vadhan, and Wigder-
son [21]. While their main result is an IPP for every set in uniform-AC such that ¢(n)-c¢(n) = n'*+o(t)
(cf., a recent exposition [6]), they also provided a lower bound of ¢(n) + ¢(n) = /n/logn for a
special case of 1-round IPPs (i.e., AM-type IPPs) for some natural sets in uniform-A'C. A stronger
lower bound of the form g(n)+ c¢(n) = (n) was shown in the special case of MAPs (i.e., 0.5-round
IPPs) in [13], albeit for an “artificial” and “complex” property. Lower bounds on g(n) - ¢(n) were
also provided in the special case of MAPs (see [3, 13]) and in the special case of “prover-oblivious
queries” (see [10] for a general study of various models of proof-oblivious queries IPPs (which
extends their study in the context of MAPs [13])). We stress that, in contrast to [18] and our
extension of it (presented in Section 5.1), these works do not restrict the computational complexity
of the verifier.

In a somewhat different vein, Gur and Rothblum [14] proved a hierarchy theorem for IPPs,
which essentially trades-off the number of rounds for verification time. A later work with Liu
shows an exponential separation between MAP and AM-type IPPs [15].

Bi-directional vs uni-directional communication. We stress that, unless explicitly stated
otherwise, communication complexity means the total number of bits exchanged by the two parties
rather than the number of bits sent by the prover. We recall that in the case of public-coin IPPs,
one may assume (w.l.o.g) that the total length of the verifier’s messages is at most O(logn) times
the total length of the prover’s messages; this fact is implicit in [21, Lem 4.6], which follows [11,
Apdx. B.3]. We observe that such a result, which is oblivious of the query complezity, is unlikely
for general IPPs, because it would imply that interactive proofs with laconic provers exist only for
sets in BPP (which is unlikely given that such interactive proofs are known for all problems in
SZK [23] (which is widely conjectured to extend beyond BPP)).! Nevertheless, one may wonder

!Starting with a laconic interactive proof (i.e., one in which the prover sends O(1) bits), one would first obtain an
interactive proof in which the total communication complexity is logarithmic, and then apply [7, Thm. 1]. Note that



whether the total length of the verifier’s messages can be related to its query complexity (and to
the total length of the prover’s messages). We present a result in this direction.

Theorem 1.4 (compressing the verifier’s communication): Suppose that I has an r-round IPP in
which the prover sends at most p bits and the verifier makes at most q queries. Then, II has an 7-
round IPP of query complezity O(q) and communication complexity O(p+r-q-logn). Furthermore,
the randomness complezity of the verifier is O(r - q - logn), and perfect completeness is preserved.

Intuitively, unlike in the case of interactive proof in which the verifier messages may depend on
the entire input (and have length that is proportional to it),? in the case of IPPs the verifier only
knows ¢(n) bits of the input. Hence, it seems that the verifier gains nothing by sending messages
of length exceeding O(gq(n) - logn). We prove that this is indeed the case (while stressing that
our transformation does not preserve the computational complexity of the verifier). This allows
to derive lower bounds on uni-directional communication (and query complexity) from the lower
bounds that refer to bidirectional communication.

1.2 Discussion

Viewing interactive proofs of proximity (IPPs) from the perspective of interactive proofs (IPs) leads
to postulating that the verifier strategy in IPPs is represented by a probabilistic-polynomial-time
interacting machine. In contrast, viewing IPPs as an extension of the property testing model leads
to neglecting the computational complexity of the verifier (or, at least, to viewing it as secondary
to the query complexity).

In any case, the query complexity of the verifier is the aspect that prevents a reduction of the
study of IPPs to the study of IPs. (In other words, such a reduction is trivial when the verifier
is allowed linear query complexity.) Analogously, sublinear communication complexity prevents an
alternative simple reduction (in which the prover sends the entire input to the verifier who checks
that it fits the real input by making O(1/¢) queries (cf. [13]).3

In light of the foregoing, we view the query and communication complexities of the IPPs as the
primary complexity measures. This focus is further justified by the fact that we intend to study
these complexity measures. From that perspective, the computational complexity of the verifier
is secondary. Furthermore, insisting on probabilistic polynomial-time verifiers may obscure the
picture; for example, sets that are not in PSP.ACE yield properties that do not have IPPs (with
polynomial-time verifiers), regardless of the query and communication complexities. Specifically,
for any S & PSP.ACE, consider the property IT = {C(x) : z€ S}, where C is a good error-correcting
code.

We stress that our main results (i.e., Theorem 1.1-1.4) refer only to the query and communi-
cation complexities of the IPPs; they do not restrict the computational complexity of the verifiers.
Recall that prior to our work, such lower bounds were known only for restricted classes of IPPs
(i.e., constant-round IPPs [21] and IPPs with proof-oblivious queries [10]).

the transformation of general IPPs into public-coin IPPs (which follows the analogous transformation for IP [12, 8])
comes at the cost of increasing their query and communication complexities by a factor that is related to their
randomness complexity. Hence, in general, this transformation may yield public-coin IPPs with at least linear
complexities.

2For example, consider the laconic interactive proof systems for Quadratic Non-Residuosity and Graph Non-
Isomorphism.

3For a property in BPP, the verifier also checks that the string sent by the prover is in the property. For a
property in PSPACE \ BPP, the verifier also invokes the relevant interactive proof on this string.



1.3 Techniques

The pivot of our main lower bounds is the observation that the circuit-size of verifier strategies can
be upper-bounded in terms of the sum of their query and communication complexities (which yields
Theorem 1.1). This observation is rooted in the fact that the verifier’s actions are determined by
a sequence of (conditional) probability distributions, which can be approximated by distributions
of small support.* Hence, we can derive alternative verifier strategies of size poly(n)q(")“(”); see
Theorem 3.2.

Combining the resulting verifier strategies with the optimal prover strategy yields a procedure
that distinguishes between inputs in the property and inputs that are far from the property (or set).
Hence, sets of larger circuit-size yield (when encoded with a good error-correcting code) properties
that cannot have IPPs of small ¢g(n) + ¢(n), which establishes Theorem 1.2. Combining this idea
with a construction presented in [18] (and using an additional idea), we derive Theorem 1.3.

We stress that the foregoing results do not refer to the computational complexity of the verifier’s
strategy.” However, they either yield query+communication lower bounds on IPPs for “relatively
complex” properties (see Theorem 1.1 at one extreme) or rely on some (reasonable) complexity
theoretic assumptions (see Theorem 1.3 at the other extreme, whereas Theorem 1.2 is in-between).
Indeed, we wonder whether it is possible to obtain query+communication lower bounds on IPPs
for properties in P without relying on complexity theoretic assumptions.

The proof of Theorem 1.4 is pivoted at the observation that the verifier’s messages carry partial
information on the input bits that the verifier read (but not on the bits it did not read). We note
that there are only (2n)4(™ possibilities for the location and value of these bits, and that, each such
possibility, denoted w € €2, leads the original verifier to send a message according to a distribution
denoted X,,. We “compress” these distributions into corresponding Y,,’s such that (1) Y, does not
improve the (cheating) prover’s ability to convice the verifier (beyond what is possible based on
X,), and (2) the honest prover can operate as well when given Y, (rather than X,,). Specifically,
while the X,,’s may range over a huge domain, the Y,’s range over a relatively small number of
values (i.e., over m = poly(|Q2|) values), regardless of the original domain, denoted [M]. Intuitively,
the first condition is related to the requirement that the total variation distance (TVD) between
pairs of X,’s is preserved by the corresponding Y,,’s. The second condition follows by showing that
for every value function v : [M] — [0, 1] there exists v’ : [m] — [0, 1] such that E[v/(Y,,)] = E[v(X,)]
for every w € Q2.

Hence, the core of the proof of Theorem 1.4 is a compression of sets of distributions (i.e.,
the X,’s). The compression scheme is based on a sample of size m that is drawn by selecting
each sample-point at random from one of the X,’s. Fixing this sample, denoted (s1, ..., Sy,), the

distribution Y, is generated by outputting j € [m] with probability that is essentially proportional
to Pr[X,=s;]

Zw/EQ Pr[Xw’:Sj] :
scheme is of independent interest. We stress that the distinctive characteristic of this compression
scheme is that it is applied to n different distributions and compresses the description of individual

items in these distributions.

Needless to say, we define v'(j5) & v(s;j). We believe that the compression

“Such approximations were used in [7, 11] (and we follow them).
°In contrast, results that refer to IPPs with polynomial-time verifiers are presented in Section 5. We don’t discuss
these results here.



1.4 Organization

We start, in Section 2, with a brief review of the basic definition of Interactive Proof of Proximity
(IPPs) and their complexity measures. For wider perspectives see [21] and [5].

Our unconditional results are presented in Section 3. In particular, we upper-bound the circuit
size of verifier strategies in terms of the sum of their query and communication complexities. This
result implies the existence of properties for which any IPP must have query and communication
complexities that sum-up to be almost linear (i.e., Theorem 1.1). Interestingly, the foregoing uncon-
ditional upper bound on the circuit size of verifier strategies will also be used towards establishing
the conditional results of Sections 4 and 6.

In Sections 4 and 6 we present our main conditional results. In Section 4 we present lower bounds
on IPPs for properties in NP and &£, while relying on common conjectures regarding the size of
circuits for these classes; this establishes Theorem 1.2. In Section 6 we use stronger assumptions,
but derive lower bounds on IPPs for properties in P, establishing Theorem 1.3.

Section 5, where we re-establish and extend the lower bound of [18], is an outlier, since it
refers to IPPs with computationally bounded verifiers (i.e., the commonly assumed probabilistic
polynomial-time verifiers). This section appears before Section 6, because the former offers a good
warm-up towards the latter.

Lastly, in Section 7, we establish Theorem 1.4. That is, we transform IPPs in which the query
complexity and the length of the prover’s messages are upper-bounded into ones in which also the
length of the verifier’s messages is upper-bounded.

2 Preliminaries: IPPs and their complexity measures

The notion of an interactive proof of proximity is a hybrid of the notions of property testing and
interactive proof systems. The basic mind-frame (i.e., approximate decision and sub-linear com-
plexity) is inherited from the former, whereas the actual setting (i.e., verification via an interaction
between a powerful but untrusted prover and a probabilistic verifier) is taken from the latter. In
other words, a verifier is a tester that is assisted by interaction with an untrusted prover. In the
context of properties of functions, which is the focus of this work, we denote by (P,V7)(z) the

output of V, on input z and oracle access to f, after interacting with an arbitrary prover P.

Definition 2.1 (verifier for property II):® Let IT = | J, .y IIn such that I1,, contains Boolean func-
tions over [n] (i.e., functions of the form f : [n]—{0,1}). An interactive verifier of proximity for II s
an interactive and probabilistic oracle machine, denoted V', that, on input parameters n and € and
oracle access to a function f : [n]—{0,1}, interacts with a potential prover, and outputs a binary
verdict that satisfies the following two conditions.

1. Completeness: V accepts inputs in II: For every n € N and € > 0, and for every f € Il,,
there exists a prover strategy P that makes the verifier accept (w.h.p); that is,

Pr[(P,Vf)(n,e)=1] > 2/3.

If Pr[(P, V1) (n,e)=1] = 1 always holds, then we say that V has perfect completeness.

SHere the property II is viewed as a set of Boolean functions; in other parts of the paper the property II is viewed
as a set of bit strings.



2. Soundness: V rejects inputs that are e-far from II: For every n € N and € > 0, and for every
f:[n]—={0,1} such that éri(f) > €, no prover strategy P can make the verifier accept (w.h.p);
that 1is, B
Pr((P,V/)(n,e)=0] > 2/3,
def | (. . . def .
where 6(f,g) = [{i€[n]: f(1)#9(i)}|/n and én(f) = mingem, {(f,9)}
Indeed, we say that f is e-far from II if or1(f) > €, and otherwise (i.e., dr(f) < €) we say that f is
e-close to II.

An alternative formulation specifies the (honest) prover P strategy that is used in the completeness
condition. This is called for when wishing to discuss the complexity of such honest prover strategies,
and in that case one provides the honest prover with the function f (or with oracle access to it).
In such a case, one refers to the pair (P,V) as an interactive proof of proximity (IPP) system.

We comment that there is no need to provide the (potentially cheating) provers considered in
the soundness condition with the function f, since these provers may depend arbitrarily of f (i.e.,
have f “hard wired”).

Complexity measures. The following complexity measures of IPPs are of common concern:

e The query complexity of V' is a function (of n and €) that specifies the maximal number of
queries made by V on input parameters n and €, when given oracle access to any function

f:[n]—{0,1}.

e The communication complexity of the system is an analogous function that specifies the maxi-
mal number of bits sent and received by V.

(Hence, the communication complexity of the system accounts for the communication in both
directions; in contrast, one may also consider the communication in each direction.)

e The computational complexity of V' is an analogous function that specifies the total running
time of V' (in case it is a uniform machine, and its size as a circuit otherwise).

As stated upfront, we shall focus on the first two complexity measures (i.e., number of query and the
total length of the messages exchanged). We are interested in IPPs in which both these measures
are sublinear. In contrast, ignoring the computational complexity of the verifier, every property has
an IPP in which the verifier makes a linear number of queries and does not communicate with the
prover at all. Likewise, every property has an IPP in which the prover sends the entire input (i.e.,
f) to the verifier (which means linear communication complexity), who queries the actual input at
O(1/¢€) random locations.

An IPP, as any two-party protocol, proceeds in rounds such that in each (communication) round
a pair of messages is exchanged between the two parties. The common convention is that the verifier
sends the first message and the prover sends the very last message. An exceptional case is of MAPs
(i.e., “MA proofs of proximity”), in which the communication consists of a single message (sent
from the prover to the verifier). Indeed, MAPs may be viewed as 0.5-round IPPs, whereas in
1-round IPPs a single message of the verfier is sent and answered by a single message of the prover.

An IPP is said to be of the public-coin type if at each round the verifier selects uniformly at
random a string of a predetermined length and sends it to the prover. In the case of public-coin



IPPs, we may assume (w.l.o.g.) that the verifier queries the oracle after completing its interaction
with the prover. We stress that the queries may depend on the prover’s messages, unless specified
differently such as in models of prover-oblivious queries, which were studied extensively in [10].

Convention for lower bounds. In the context of proving lower bounds that depend of the
size parameter n, one often neglect the dependence on the proximity parameter €, setting it to a
sufficiently small constant. We follow this convention.

3 Unconditional results

We first observe that even if one only insist that IPPs should employ recursive verifier strategies,
then there exist properties that have no such IPPs regardless of the query and communication
complexities.” This observation indicates that, if we seek to study the query and communication
complexities of IPPs, then we must avoid even the postulation that the verifiers strategies can be
described by algorithms.

The foregoing observation is merely a consequence of the fact that such a verifier, when com-
bined with the corresponding optimal prover strategy (which selects messages that maximize the
acceptance probability of the residual interaction), yields a (single) recursive procedure that dis-
tinguishes strings in the property from strings far from the property. Hence, we get a countable set
of potential distinguishers, but such a set can be easily fooled (by a adequately selected property),
which means that there exists a property that has no IPP. Specifically, for every ¢ : N — N, there
exists a t(n)-subset S, C {0,1}" such that none of the first ¢(n) — 1 machines (in the eunmera-
tion) can distinguish some distribution over S;, from the uniform distribution over {0, 1}" (see [9]),
whereas (assuming, say, t(n) < 2*/2) almost all n-bit strings are far from S,,.

In light of the above, we place no computational restrictions on the verifier strategies employed
by the IPP, and focus on their query and communication complexities. Specifically, we consider
non-uniform verifiers of query complexity ¢(n) and communication complexity c(n).

We shall show that these verifiers can be (“approximately”) described using poly(n)(™+c(?)
bits, which means that the corresponding IPPs can be fooled by almost all 2/2-subsets of {0,1}",
unless ¢(n) + ¢(n) = Q(n/logn). (In other words, Lemma 3.1 implies Theorem 1.1; see details
below.)

Lemma 3.1 (the description length of verification strategies for IPPs): Suppose that I1 has an IPP
with query complexity q and communication complexity c. Then, II has an IPP of query complezity
O(q) and communication complexity O(c) that uses a verification strategy (for n-bit long inputs)
that can be described using poly(n)2™+e(™) pjts,

Proof: Strating with a generic IPP, we can convert this IPP into an IPP that proceeds in O(q(n)+
c¢(n)) steps such that in each step the IPP proceeds as follows:

1. The verifier sends a (one-bit) message to the prover;

2. the prover responds with a (one-bit) message;

"Indeed, this stands in contrast to the existence of IPPs (with either linear query complexity or linear communica-
tion complexity) for any property (see Section 2). The point is that these trivial IPPs may use non-recursive verifier
strategies.



3. the verifier makes a query to the input oracle;
4. the verifier obtains an answer from the oracle.

That is, each steps consists of four moves, two moves performed by the verifier (i.e., the choice of
a (bit) message and a query (in [n])) and two moves by external entities (i.e., the prover’s and the
oracle’s answers). Thus, the verifier’s behavior in each step is fully specified by the distribution
on the verifier’s message (which depends on the moves perform so far) and the distribution on the
verifier’s query (which again depends on the corresponding moves).

Each of these two distributions can be approximated (upto a deviation of o(1/n))® by a sample
of poly(n) elements (drawn from {0, 1} and [n], respectively), whereas the number of distributions
is O(n)?@M+e() Tgnoring an additive o(1) term in the completeness and soundness errors, this
yields an alternative verifier for II such that its strategy on n-bit long inputs can be described using
poly(n)4™+e¢(®) hits which describe the various samples (used by the alternative verifier) for each
of the possible sequence of moves performed so far.”

The foregoing almost establishes the claim. One deficiency is that the error probability bound
increased from 1/3 to (1/3) + o(1). This can be corrected by employing error reduction. The
second deficiency is that we obtained an IPP in which both query and communication complexity
is O(g(n) +c¢(n)). This can be corrected by revising the initial four-move presentation such that, in
each of the O(g(n)+c(n)) steps, only one pair of moves are taken (i.e., either the two communication
moves or the query-answer moves). [l

Proof of Theorem 1.1: As noted at the beginning of this section, combining a verifier strategy
(for an IPP for IT) with the corresponding optimal prover procedure (which selects messages that
maximize the acceptance probability of the residual interaction) yields a Boolean function that
distinguishes strings in IT from strings far from II. On the other hand, a random set of 2/2 strings
of length n fools any fixed Boolean function with overwhelmingly high probability. Hence, an upper
bound on the description length of the verifier’s strategy (as provided by Lemma 3.1) yields an
upper bound on the number of Boolean functions that we should fool, which in turn implies that
a random 2"/2-subset as above fools all of them. Details follow.

We use the fact that, for every set of N = exp(2"/3) Boolean functions (over {0,1}"), there
exists a 2"/2-subset of {0,1}™ that is pseudorandom with respect to each of these functions; that is,
each of these functions cannot distinguish the uniform distribution over this 2*/2-subset from the
uniform distribution over {0, 1}". The latter fact is implicitly shown in [4, Exer. 8.1], which actually
refers to the number of potential distinguishers (rather than to their “complexity”). Specifically,
the key observation is that, when fixing any potential distinguisher (viewed as a function), with
probability 1 — exp(—Q(2%%")), a random 2"/2-subset fools this distinguisher (i.e., this distribution
is pseudorandom wrt this distinguisher (i.e., the latter cannot distinguish between the uniform
distribution on this 2"/2-subset and the uniform distribution over n-bit strings)). Trying all possible

8We may assume, w.l.o.g., that g(n) + ¢(n) = o(n), because the lemma holds triviality otherwise (i.e., every
property has an IPP with g(n) = n and ¢(n) = 0 (resp., with ¢(n) = n and ¢(n) = O(1/¢))).

9To upper-bound the deviation of the alternative verifier from the original verifier we consider a t-step game such
that at each step a choice is made based on one of two distributions that are determined adversarially based on the
choices made so far. (The choice represent either the verifier’s message and the prover’s response to it or the verifier’s
query and the oracle’s answer.) If the total variation distance between each pair of distributions is at most €, then
the total variation distance between a play (of the game) in which the first distribution is always used and a play in
which the second distribution is always used is upper-bounded by ¢t - €.



27/2_gubsets (and all candidate distinguishers), and computing the acceptance probability of each
n-bit string, we can find (in time 22") a set II, that is pseudorandom with respect to all N
candidate distinguishers. Now, using Lemma 3.1, it follows that any IPPs of query complexity g and
communication complexity ¢ for II = [ J,, oy II,, must satisfy poly(n)dm+e) > Jog, N = Q(2"/3),
because otherwise we reach contradiction to the pseudorandomness of II,,. Hence, ¢(n) + ¢(n) =
Q(n/logn) must hold. W

On the circuit complexity of verification strategies for IPPs: The proof of Lemma 3.1
also implies an upper bound on the circuit complexity of implementing the strategy for the verifier
of the corresponding IPP. We state this result for further use.

Theorem 3.2 (the size of circuits for verification strategies of IPPs): Suppose that I1 has an IPP
with query complexity ¢ and communication complexity c. Then, II has an IPP of query complezity
O(q) and communication complezity O(c) that uses a verification strategy (for n-bit long inputs)
that can be implemented by a family of probabilistic poly(n)o<c(n)+q<n))-sz’zed circuits.

4 Conditional results using properties in either NP or £

Here we present lower bounds that refer to properties that can be decided in exponential-time
(rather than in double-exponential time). An alternative instantiation yields properties in N'P.
Alas, these lower bounds rely on computational complexity conjectures, where the conjecture
about &£ is quite standard in the area of derandomization. More generally, if C does not have
small circuits (i.e., circuits of size s), then C has a property that does not have an IPP of small
query+communication complexity (i.e., ¢(n) + ¢(n) = o(log,, s(n))).

Theorem 4.1 (hardness vs lower bounds for IPP): Let C be a complezity class that is closed under
polynomial-time computations. Suppose that there exists a set S in C such that for some constant
a > 0 and all but finitely many n € N every family of 24 "-sized circuits fails to correctly decide
S on some n-bit strings. Then, there exists a property 11 in C such that for every IPP for II it
holds that q(n) + ¢(n) = Q(n/logn), where q (resp., ¢) denotes the query (resp., communication)
complezity of the IPP.

We stress that the bound on ¢ + ¢ holds for a constant value of the proximity parameter € (e.g.,
e = 0.1 will do). As stated upfront, both NP and £ are examples of complexity classes to which
the theorem can be applied. More generally, if the hypothesis refers to s(n)-sized circuits, then we
obtain ¢(n) + c¢(n) = Q(log(s(n))/logn).

We comment that our initial proof of a special case of Theorem 4.1, which refers to the case
of C = & only, actually implies that even an IPP-like system that (only) distinguishes random
elements of the property from random strings must satisfy g(n) + ¢(n) = Q(n/logn). The proof,
which appears in Appendix A, uses the pseudorandom generators of [20], while relying on [1, 17]
(or alternatively [24]).

Proof: The basic idea is that an IPP of query complexity ¢ and communication complexity ¢ for
a property II yields a family of poly(n)O(q(”)+C("))—sized circuits that distinguishes between n-bit
strings in IT and n-bit strings that are e-far from II. Unless ¢(n) + ¢(n) = Q(n/logn), this will
contradict the hypothesis, since the hypothesis implies the existence of a set II, which is in C, for



which such distinguishing is impossible. (Hint: The set II is obtained by encoding the elements
of the set S under a good error-correcting code; intuitively, this encoding bridges the gap between
deciding S and the approximate decision that underlies an IPP for II.) We start by constructing
the claimed distinguisher.

Before doing so, we stress that the notion of a distinguisher used here is actually a worst-case
notion; that is, this distinguisher is actually a decision procedure that accepts (whp) every input in
IT and rejects (whp) every input that is e-far from II. (This worst-case notion should be contrasted
with the notion of average-case distinguishers used in the theory of pseudorandomness; the latter
are only required to distinguish between distributions of inputs (i.e., an adequate pseudorandom
distribution and the uniform distribution).)

Towards constructing the distinguisher. Applying Theorem 3.2, we obtain a verifier, denoted V', of
communication complexity O(c(n)) that can be implemented by a family of probabilistic poly (n)*™-
sized circuits, where t(n) = O(c(n) + q(n)).

We stress that the rest of our proof does not refer to the query complexity of V; it only refers
to the size of the circuit implementing V' (i.e., exp(O(t(n)-logn))) and to the total communication
complexity (i.e., O(c(n))). In fact, for simplicity, we assume that V has free access to the input
(to be denoted z). (Hence, V' behaves like a verifier in a standard interactive proof, except that it
is not necessarily implemented in probabilistic polynomial-time. Furthermore, V' is only required
to decide correctly on inputs that are either in II or are e-far from II.) Furthermore, for simplicity,
we bound the communication complexity by t(n).

Fixing any n, let ¢ = t(n), and assume, w.l.o.g., that the IPP proceeds for ¢ rounds such
that in each round the verifier sends a single bit and the prover responds with a single bit. For
v € Uiem{o, 1}26-1 | we denote by V(z,r,7) the message that the verifier V sends on input z,
random-pad r, and a sequence 7 that represents all messages exchanged so far with the prover (i.e.,
the bits exchanged in the previous i — 1 rounds).!?

For every partial (communication) transcript v € Ujeqo.1,. 2010, 1}, let pi(y) denote the
residual probability that the verifier accepts the input  when interacting with the optimal prover
on input x, and when v represents the first ¢ messages exchanged with the prover (i.e., [i/2]
messages of the verifier and [i/2| messages of the prover).

In particular, for the full transcript v € {0,1}%, the value of p¥(7) is determined by z,~ and r,
where 7 is distributed uniformly over all possibilities that are consistent with v = (a1, f1, ..., o4, 5t)
and z; that is, for every i € [t], the bit a; equals the i*" message sent by V on (input z) random-
pad r, and prior prover messages f1, ..., Bi—1 (i-e., a; = V(z,7, 01, 51, ..., ¥i—1, Bi—1)). Hence, letting
C§ () denote the set of consistent r’s, we have

pv () = Erece () [D(@, 7, B1, ..., Br)] (1)

where D : {0,1}* x {0,1}* — {0,1} represents the final decision predicate of the verifier (and
v = (a1, B, s 1y Br)).

We note that the other p{,(y)’s can be defined recursively. (This refers to strictly partial
transcripts of length ranging between 0 and 2¢—1, where odd and even length are treated differently.)
In particular, for a partial transcript v € Uie[t]{O, 1}%~1, which ends with a verifier message, it
holds that

Tndeed, for v = (a1, B1, ..., @i—1, Bi—1), the value of V(z,r,v) is actually determined by =, r, and S, ..., Bi—1.
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py(v) = max {py(y0)}. (2)
oe{0,1}
(That is, the current transcript is extended by a prover message that maximizes the residual
probability of success.)
For a strictly partial transcript v € Uie[t] {0,1}2(=1) which ends with a prover message, it holds
that

e
pv(v)—oe%;l} 20| P (o), (3)

where C{,(7) (resp., C{;(vo)) is defined analogously; that is, it equals the set of r’s that are
consistent with «y (resp., yo). (That is, the current transcript is extended by a verifier message that
is selected at random according to the residual probability space that consist of all random-pads
that are consistent with ~. Indeed, the probability that o is selected equals |C{,(vo)|/|C{ (7)].)

Lastly, letting A denote the empty string, note that p{,(\) equals the probability that the verifier
accepts the input « when interacting with the optimal prover (on z). Hence, if V' constitute a valid
verifier for II = J,, oy I1n, where II,, = II'N {0,1}", then p{,(A) > 2/3 for every = € II, and
P, (A) < 1/3 for every x that is e-far from II,,.

The distinguisher. The key observation is that, given x, the value of p{,(\) can be well approximated
by an poly(n)"™-sized circuit. Essentially, this is done by recursive procedure that uses Eq. (1) in
its basis and either Eq. (2) or Eq. (3) in recursive steps.

Claim 4.1.1 (approximating p{,): There exists a Boolean circuit of size exp(O(t(n) -logn)) that,
on input x € {0,1}", approximates the value of pi,(A\) upto 0.01.

We stress that we do not claim that this circuit can be constructed efficiently. Its mere existence
suffices. We mention that the following proof also provides circuits (of the same size) for computing
an optimal prover strategy.

Proof: We first assume, for simplicity, that the randomness complexity of the verifier is O(t(n)).
In this case, the circuit first constructs the sets Cf;(v) for all v € U;cqo1,. 2310, 1} (Indeed,
by the simplifying assumption (and the upper bound on the computational complexity of V'), this
construction can be carried out by a circuit of size exp(O(t(n))) - Sizey (n) = exp(O(t(n) -logn)).)!
Using these sets and going from longer +’s to shorter ones, the circuit now computes all p{,(7)’s,
by first using Eq. (1), and then using Eq. (2) and Eq. (3).

Turning to the general case, note that we can only upper-bound the randomness complexity of
V by its size (as a non-uniform circuit), which is exp(O(t(n)-logn)). Nevertheless, using Newman’s
idea [19], we can derive an alternative verifier (of similar communication and size complexities),
that has randomness complexity max(¢(n),logy n) + O(1), by considering all possible n-bit inputs
and all possible prover strategies. Details follow.

First, fixing any input and a potential prover strategy, we observe that, with probability greater
than 1 — 2_(”+2t(")+1), a random set of O(n + 2t(”)) random-pads performs as well as the original
set of random-pads (i.e., we consider a verifier that selects a random-pad uniformly in the small

' Specifically, scanning all possible random-pads 7 and all sequences of potential prover messages 8 = (81, ..., Bt),
we emulate the execution of V on input x and each r and 3, placing r in the adequate C%;(y)’s.
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set instead of selecting it uniformly in the original set). Next, applying a union bound (over the
gn . 921 possible inputs and prover-strategies), we infer that there exists a set R, of size
O(n + 21™) such that the original verifier V can be emulated by a verifier V’ that has R,, hard-
wired and emulates V using a random-pad that is uniformly selected in R,,. Indeed, this emulation
incurs an added error of (say) 0.01 in the completeness and soundness error. (Note that the bound
on the randomness complexity of V is only used in order to bound the length of the strings in the
hard-wired set R,,.)

Lastly, applying the reasoning of the simplified case to the foregoing V' (rather than to the

original V'), the claim follows. m

Deriving a conflict with the hypothesis (unless t(n) = Q(n/logn)). Restating Claim 4.1.1, we have
shown that there exists a Boolean circuit of size exp(O(t(n) - logn)) that distinguishes between
n-bit strings in Il and n-bit strings that are e-far from II. That is, this circuit accepts every n-bit
string in II and rejects every n-bit string that is e-far from II. Using the main hypothesis, we shall
show a set II in C for which 20"/19_size circuits cannot distinguish inputs in the set II from inputs
that are e-far from the set II. This implies that ¢(n) + g(n) = Q(t(n)) = Q(n/logn). Intuitively,
the claimed set is obtained by encoding the elements of hard set using a good error-correcting code.
Details follow.

Claim 4.1.2 (hardness of deciding S implies hardness of distinguishing between IT and far-from-
IT): Suppose that there exists a set S in C such that for some constant o > 0 and all but finitely
many k € N every family of 2**-sized circuits fails to correctly decide S on some k-bit strings.
Then, there exist a constant o > 0 and a set 11 in C such for all but finitely many n € N no
201 _gize circuit can decide 11 correctly on all n-bit strings that are each promised to be either in
II or e-far from II. In other words, the promise problem of distinguishing inputs in Il from inputs
that are e-far from I has no 2% "-size circuits.

Proof: Let C : {0,1}* — {0,1}* be a good error-correcring code; that is, C' constitutes a code of
constant rate (i.e., |C(x)| = O(|z|) for every z) and constant relative distance (i.e., for every x # a’
of equal length it holds that that C(x) and C(z’) differ on Q(|C(x)|) bits).!? In addition, we assume
that C' is computable and invertable in polynomial-time. Letting IT = {C(z) : € S}, the closure of
C to polynomial-time computations implies that IT is in C. As shown next, the indistinguishability
claim is proved by the contrapositive.

The key observation is that all codewords of C' are either in IT or are e-far from IT (where € > 0
is slightly smaller than the relative distance of C'). Hence, given a decision procedure D that is
correct on codewords of C, we obtain a decision procedure for S; specifically, on input x, the latter
decision procedure computes C(x), invokes D on C(xz), and outputs D(C(z)). Specifically, if D
can be implemented by 20" _gize circuits, then deciding S on k-bit long inputs can be performed
by circuits of size poly(k) + 20"k/p where p is the rate of C. Using any o’ < p - «, this contradicts
the hypothesis regarding S. m

Conclusion. For II as guaranteed by Claim 4.1.2, we have conflicting conclusions. On the one hand,
by Claim 4.1.2, distinguishing between n-bit strings in II and n-bit strings that are far from II
requires circuits of size exp(£2(n)). On the other hand, by Claim 4.1.1, such distinguishing can be
performed by exp(O(c(n) + g(n)) - logn))-sized circuits. Hence, ¢(n) + ¢(n) = Q(n/logn) must
hold. W

2Indeed, we also assume that |C/(x)| = |C(a’)| for every two equal-length strings.
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Proof of Theorem 1.2: As stated upfront, Theorem 1.2 follows as a special case of Theorem 4.1.

5 Conditional results using properties in P (Part 1)

In this section, we consider IPPs with a probabilistic polynomial-time verifier strategy. Under
suitable computational assumptions, we show lower bounds on the query and communication com-
plexity of IPPs for some properties in P. In Section 5.1, extending a result Kalai and Rothblum [18],
we present a lower bound on the trade-off between the query complexity and the communication
complexity of such IPPs. In Section 5.2, we present a lower bound on communication complexity
of “tolerant IPPs” (regardless of their query complexity).

Throughout this section, we use a pseudorandom generator (PRG) that is computed in polynomial-
time and stretches its input seed to an output sequence that is twice as long. We shall assume
that this PRG fools probabilistic algorithms that run in time 7', where T ranges between being
larger than any polynomial and being some small exponential function (i.e., a function of the form
n — 2" for some constant o > 0). (Note that since the PRG in use stretches its seed by a factor
of 2, a time bound stated in terms of the PRG’s output is closely related to one stated in terms of
the PRG’s seed (i.e., poly(2k) is poly(k), whereas exp(O(2k)) is exp(O(k))).)

We shall also use an efficiently computable error correcting code C that has constant rate and
constant relative distance; that is, the function C' is polynomial-time computable, |C(z)| = O(|z|)
and for every = # 2’ of equal length C(z) and C(2') differ on Q(]z|) bits.

5.1 Reproving the lower bound of [18] and going beyond

For k,m € N and a pseudorandom generator G : {0,1}¥ — {0,1}2*, define
IE™ = {(C(G(51), ey G(5m)), (51, ey $1m)) © 815 -ees S €40, 115, (4)

where C : {0,1}?™* — {0,1}" ™ is a good error correcting code (i.e., n = O(mk) whereas every
two C-codewords are far apart). In general, we shall replace k by k(n) and m by m(n) such that
n=0(m(n)-k(n)).

Theorem 5.1 (Part of [18, Thm. 4]): Suppose that G is pseudorandom with respect to probabilistic
algorithms that run in time T, and that T*™ has an IPP with a polynomial-time verifier of
query complexity q and communication complexity c. Then, either g(n) > m(n)/4 or c(n) =

Q(log géfy(gz)) ).

Note that when T'(k) = exp(2(k)) and k(n) = w(logn), we get c(n) = Q(Q(k(n)) — O(logn)) =
Q(k(n)). In this case, either g(n) > m(n)/4 or c¢(n) = Q(n/m(n)). Hence, for ¢(n) = m(n)/4,
we get ¢(n) = Q(n/q(n)). We stress that II*™) is in P; furthermore, if both G and C' can be
computed in NC, then II*™) ¢ NC.

Proof: Assuming towards the contradiction that both ¢(n) < mi") and ¢(n) = o(log ggifgz)) ), we

shall show that this contradicts the pseudorandomness hypothesis regarding G. Specifically, letting
m = m(n) and k = k(n), we consider the following distinguisher. On input = € {0,1}?*, the
distinguisher proceeds as follows.

1. It selects uniformly at random i € [m], and lets z; < x and s; = 0".
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2. For every j € [m]\ {4}, it selects s; uniformly at random in {0, 1}* and computes z; <+ G(s;).

3. Letting ¢ = ¢(n), it selects a random set, R, of O(2¢) possible random-pads for the verifier,
and computes the acceptance probability of the resulting verifier (when interacting with an

optimal prover) on input z def (C(x1y ooy yn), (81 ooy Sm))-

The distinguisher can compute the foregoing probability in |R] - 2¢ - poly(n)-time, by using
the game-tree of this IPP (on input z), since the distinguisher knows z.

Recall that using a random set R yields a residual verifier that is almost as good as the
original one (cf. the second part of the proof of Claim 4.1.1).13

Note that the foregoing algorithm runs in time exp(O(c))-poly(n) < T'(k)/O(1). We shall show that
this algorithm distinguishes between random inputs in the image of G and uniformly distributed
2k-bit long strings. (This contradicts the hypothesis regarding G.)

On the one hand, if z is not in the image of G, then z is Q(1)-far from k™) because
C(21, .oy ) is Q(1)-far from {C(G (1), ..., G(5m)) : 51, .., 5m € {0,1}*}. Tt follows that the origi-
nal verifier accepts z with probability at most n < 1/3, whereas the residual verifier (which uses a
random-pad in R) accepts z with probability at most n + 0.01 < 0.35.

On the other hand, if x = G(s) for some s € {0, 1}*, then for every i € [m] and every s1, ..., S,

letting s; = s and s; = s; otherwise, it holds that 2’ o (C(G($})s oy G(80)), (8], oy 80y)) 18 in

m Y Ym
1I(*™) Hence, the probability that the residual verifier accepts 2/ is at least 1 —n—0.01 > 0.65. The
key observation is that, when s, s1,...., sy, are uniformly and independently distributed in {0, 1}’“,
and when i is selected uniformly at random in [m], the probability that the verifier examines the
ith block of (s, ...,sh,) is at most ¢/m < 0.25. (We stress that this assertion holds for a uniformly
distributed 2’ € II, and relies on the fact that this distibution yields no information about 4.)'4
Recalling that z and 2’ differ only on s, it follows that the probability that this verifier accepts
a random z (which matched the foregoing random z' € II), when the (optimal) prover behaves
according to 7', is greater than 0.65 — 0.25 = 0.4. Thus, the probability that the verifier accepts a
random z, when the (optimal) prover behaves according to z, is greater than 0.4, because a cheating
prover may just replace z by 2’ when determining its actions (i.e., replace s; = 0% by a uniformly
distributed G-preimage of ).

Recall that the foregoing algorithm computes the acceptance probability of a residual verifier on
input z constructed based on its own input z. If  is not in the range of G, then the computed value
is at most 0.35, whereas if 2 = G(s) for a uniformly distributed s € {0,1}%, then (on the average)
the computed value is at least 0.4. Hence, this algorithm, which runs in time exp(O(c)) - poly(n) <
T(k)/O(1), distinguishes between random 2k-bit strings and pseudorandom strings generated by
G, in contradiction to the hypothesis regarding G. Il

Digest: Strings in the property II(*™) consist of two parts: The first part is an error-correcting

version of the concatenation of m pseudorandom sequences, whereas the second part is the con-
catenation of the m corresponding seeds. The first part is the actual core of ™) whereas the
second part is there in order to reduce the computational complexity of II*™) (i.e., placed 1)

13 Actually, the argument here is more similar to the one in [7, Sec. 2.5]: We apply a union bound over all prover
strategies (only).

Y11 contrast, suppose that the m-long sequence encoded by C' would have yielded information about i. In such a
case, even single bits in the encoding could have leaked such information.
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in P or even in NC).!5 The hypothesis that the query complexity is at most m/4 implies that the
verifier cannot examine most seeds, which essentially implies an interactive proof of communication
complexity ¢/ (2k) = ¢(2n/3m) for the set {G(s) : s € {0,1}*}, which in turn yields a distinguisher
of time complexity poly(n) - exp(c’).

Perspective: Intuitively, we capitalized on the fact that an IPP of query complexity m(n)/4 for
%™ yields a “weakly tolerant” IPP for II*") where the tolerance is at a very low rate (i.e.,
@).16 (Considering a standard notion of tolerant IPPs, we can obtain a stronger result: See
Section 5.2.) Note that we took the unconventional step of considering a cheating prover for inputs
that are close to II*™) | while relying on the fact that our decision procedure emulates the optimal

prover.

Beyond Theorem 5.1: Assuming the existence of G that is pseudorandom with respect to
probabilistic algorithms that run in time 7', Theorem 5.1 implies that, for every q, there exists a

property I in P such that every IPP for IT of query complexity ¢ (and polynomial-time verifier)
T((n/q(n)))

has communication complexity ¢(n) = Q(log poTy (1)

showing

). Here we switch the order of quantifiers,

Theorem 5.2 (Theorem 5.1, revisited): Suppose that G is pseudorandom with respect to proba-
bilistic algorithms that run in time T'. Then, there exists a property 11 in P such that if II has an
IPP with a polynomial-time verifier of query complexity q, then the communication complexity of

this IPP is c¢(n) = Q(log %/Elg))))'

Note that when T'(k) = exp(Q2(k)) and ¢(n) < n/O(logn), we get c¢(n) = Q(n/q(n)). Again, if G
can be computed in NC, then IT € NC.

Proof Sketch: Employing a good error correcting code C' that can be computed in NC, we use
the following variant of Eq. (4):

T=|J {(Clm k,G(s1),....G(sm)), (51, e, $m)) © 81, .0, 5m € {0, 1}F}. (5)
m,keN
Observe that for any (m,k) # (m/, k'), either |C(m,k,z)| # |C(m/,K',2")| or C(m,k,z) is far
from C(m/,K',2"). Hence, for any IPP of query complexity ¢ : N — N, we may set m = 4¢ and
k =0O(n/q) and follow the strategy of the proof of Theorem 5.1. [l

5.2 A stronger result for tolerant IPPs

We shall prove the existence of a set in P such that every tolerant IPP for it has to satisfy
c(n) = QlogT(n)), where T is as in Theorem 5.1, regardless of the query complexity ¢ of the IPP.
Recall that, for 0 < ¢ < e < 1, an €’-tolerant e-IPP for II should accept (w.h.p) every input that is

15We use two features of the pseudorandom generator. The first feature is that it yields a pair of distributions
that are hard to distinguish (in the average-case sense). The second feature is that the instances in one of these two
distributions can be efficiently generated along with corresponding NP-witnesses (of linear length).

16 Egssentially, we showed that the original IPP preserves its completeness and soundness probabilities (up to a small
deviation) also when one tampers with k(n) of the input bits.
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€’-close to IT and reject (w.h.p) every input that is e-far from IT. We shall prove the result for some
positive constants ¢ < e < 1/3.
Using a pseudorandom generator G : {0, 1}* — {0,1}?*, we define

II = {(C(G(s)).5) : s€{0,1}"}, (6)

where C' : {0,1}2% — {0,1}"7* is a polynomial-time computable code of relative distance § > 0
and constant rate p > 0 satisfying p < §. We make the following observations:

e Any input of the form (C(G(s)), ") is %—close to II.

d-(n—k)—

e Any input of the form (C(z),-) such that = € Image(G) is - L_far from II.

— 2k 2k 3k
on—p+k‘€(p,p>.
Observing that k < pn/2 (since n > 2k/p) and n > 3k, we set € = p/2 > k/n and € = 20/3, noting
that € > € (since § > p) and e < § - (n — k)/n (since 2/3 < (n — k)/n). Thus, an €-tolerant e-IPP
for II should accept any input of the form (C(G(s)),-) and reject any input of the form (C(x),-)
such that z is not in the image of G.

Theorem 5.3 (conditional lower bounds on tolerant IPPs for properties in P): Suppose that G
18 pseudorandom with respect to probabilistic algorithms that run in time T, and that II has an
€ -tolerant e-IPP with a polynomial-time verifier of communication complexity c¢. Then, ¢(n) =

Q(log géﬁfgg ).

We stress that II is in P. Note that when T'(k) = exp(Q(k)), we get c(n) = Q(k(n)) = Q(n).

Proof: Suppose that the tolerant IPP has error probability 1/3, and consider the following poten-
tial distinguisher. On input z € {0,1}2%() the distinguisher selects a random set, R, of O(2¢(™)
possible random pads for the verifier, and computes the acceptance probability of the resulting
verifier (when interacting with an optimal prover) on input z < (C(z),0%™). (Recall that this
computation can be performed in exp(c(n)) - poly(n)-time; see the proof of Theorem 5.1.)

On the one hand, if z is in the image of G, then z is €’-close to II. It follows that the probability
that the residual verifier accepts z is at least (2/3) — 0.01 > 0.65. On the other hand, if x is not
in the image of G, then z is e-far from II. It follows that the probability that the residual verifier
accepts z is at most (1/3) + 0.01 < 0.35.

Thus, avoiding a contradiction to the pseudorandomness of G requires exp(c(n)) - poly(n) >

T(k(n)) (equiv., ¢(n) = Q(log(T'(k(n))/poly(n)))). N

An alternative hypothesis yielding the same conclusion. Observing that the proof of The-
orem 5.3 actually yields a decision procedure for the NP-set {G(s) : s € {0,1}*}, we conclude that
we can use any NP-set that is conjectured to be hard in the worst-case. In particular, here we
derive the conclusion of Theorem 5.3 based on a worst-case hypothesis regarding SAT. Specifically,
we may use the randomized Exponential-Time Hypothesis (rETH), introduced in [2] as a strength-
ening of ETH [16]. More generally, we shall assume that SAT is not solvable in BPTime(T"), for
some super-polynomial function 7.

16



Theorem 5.4 (Theorem 5.3, revisited using rETH): Suppose that SAT is not solvable by proba-

bilistic algorithms that run in time T, and let I consist of pairs of the form (C(¢),T), where ¢ is

a satisfiable CNF formula, T is a satisfying assignment to it, and C is a good error correcting code

that is polynomial-time computable and invertable. If I1 has a tolerant IPP with a polynomial-time
; Sy ; _ T(n)

verifier of communication complezity c, then c¢(n) = Q(log W(n))'

Again, IT is in P, and under rETH (i.e., when T'(n) = exp(2(n))), we get ¢(n) = Q(n).

Proof Sketch: Following the proof strategy of Theorem 5.3, we observe that the distinguisher
presented there is actually a decision procedure. Hence, the existence of a tolerant IPP of com-
munication complexity ¢ implies a randomized decision procedure for SAT that runs in time
exp(c(n)) - poly(n). Thus, avoiding a contradiction to the worst-case hardness of SAT requires

exp(c(n)) - poly(n) > T'(n) (equiv., c¢(n) = Q(log(T(n)/poly(n)))). W

Variants of Theorems 5.3 and 5.4. By omitting the NP-witness from the properties II con-
sidered in Theorems 5.3 and 5.4, we get results about standard IPPs (rather than tolerant IPPs),
but these are for properties in NP.

Theorem 5.5 (conditional lower bounds on IPPs for properties in N'P): Let C : {0,1}" — {0,1}"
be a polynomial-time computable code of relative distance § > 0 and constant rate p > 0.

1. Suppose that G is pseudorandom with respect to probabilistic algorithms that run in time T,
and let II' = {C(G(s)) : s € {0,1}*} e N'P. IfII' has an IPP with a polynomial-time verifier

T(n)
poly(n) )-

of communication complezity c, then c(n) = (log

2. Suppose that SAT is not solvable by probabilistic algorithms that run in time T, and let TI' =

{C(¢) : ¢ € SAT} € N'P, where SAT is the set of satisfiable CNF formula. If I has an IPP
T'(n) )
poly(n) /"

with a polynomial-time verifier of communication complezity c, then c(n) = Q(log

6 Conditional results using properties in P (Part 2)

Using the ideas presented in Section 5, we reconsider our basic setting in which no computational
restrictions are imposed on the verifier. Specifically, we first establish a result analogous to Theo-
rem 5.2.

Theorem 6.1 (Theorem 5.2 adapted for computationally unbounded verifiers): Suppose that G
is pseudorandom with respect to non-uniform circuits of size S. Then, there exists a property
II in P such that if I1 has an IPP of query complexity q and communication complexity c, then

c(n) + q(n) = Q(W)‘

Note that when S(k) = exp(2(k)), we get ¢(n) + c¢(n) = Q(n/(g(n) -logn)) (equiv., g(n) - (¢(n) +
c(n)) = Q(n/logn)), which implies g(n) + ¢(n) = Q(y/n/logn). This establishes Theorem 1.3.
Again, if G can be computed in N'C, then IT € NC.

Proof Sketch: We start with establishing a non-uniform version of Theorem 5.1, which refers to
the property II*™) as defined in Eq. (4). Specifically, we shall show that the existence of an IPP
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with query complexity g(n) < m(n)/O(1) and communication complexity ¢(n) = 0(%) —q(n)
contradicts the pseudorandomness hypothesis regarding G.

As in the proof of Theorem 4.1, we start by using Theorem 3.2 and concluding that II has
an IPP of query complexity O(g(n)) and communication complexity O(c(n)) such that the verifier
strategy can be implemented by circuits of size s(n) = exp(O((¢(n) + ¢(n)) -logn)). Proceeding as
in the proof of Theorem 5.1, we infer that there exists a distinguisher of size exp(O(c(n))) - s(n) =
poly(s(n)) < S(k(n))/O(1) that distinguishes between 2k(n)-bit long pseudorandom sequences
generated by G and uniformly distributed 2k(n)-bit long strings.

Next, defining IT as in Eq. (5) (in the proof of Theorem 5.2), we conclude that, for every IPP

(for IT) of query complexity ¢, the communication complexity is Q(W) —qn). N

(k,m)

Theorem 6.2 (Theorem 5.3 adapted for computationally unbounded verifiers): Suppose that G is
pseudorandom with respect to non-uniform circuits of size S, and let I1 be as in Eq. (6). If II has

an € -tolerant e-IPP of query complexity q and communication complezity c(n), then c¢(n) + q(n) =
Q(logS(Q(n))))

O(logn) /°
Recall that II is in P, and that for S(k) = exp(Q(k)) we get c(n) + g(n) = Q(n/logn). We
mention that an analogous non-uniform version of Theorem 5.4 can be proved using the analogous
adaptations.

Proof Sketch: As in the proof of Theorem 6.1, the key observation is that the hypothesis implies
that II has an IPP of query complexity O(¢(n)) and communication complexitty O(c(n)) such that
the verifier strategy can be implemented by circuits of size s(n) = exp(O((q(n) + ¢(n)) - logn)).
This yields a distinguisher (for G) of size exp(O(c(n))) - s(n) = poly(s(n)) and contradiction is

avoided only if q(n) + c¢(n) = Q(%). B

7 Compressing the verifier’s messages

As stated in Section 1.3, the proof of Theorem 1.4 reduces to “compressing distributions” in the
sense defined in Section 7.1. Hence, we first study this general problem, which is of indepen-
dent interest. Using this solution, we apply it to the (distribution of the) verifier’'s messages (see
Section 7.2).

Before starting, we stress that the error parameter € used in the current section is not the
proximity parameter of the IPP (i.e., €). Furthermore, the parameter n used in Section 7.1 is not
the length of the input to the IPP.

7.1 Compressing distributions

Given n distributions, X1, ..., X,,, over a huge domain [M], we wish to compress them so to obtain
distributions Y7, ..., Y,, over a smaller domain [m], where m = poly(n/e), such that the following
two conditions hold:'”

1. Pairwise TVDs are approximately preserved; that is, for every i,1i2 € [n],

Z [Pr[Y;, =j] — Pr[Yi, =j]| = Z |Pr[X;, =e] — Pr[X;, =€]],
JEImM)] e€[M]

'"The variable n is different from the one in our application (i.e., Section 7.2). In the latter, [n] is replaced by Q.
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where here and below approximation is up to an additive error of €.

2. Functionality w.r.t a given value function v : [M] — [0,1] is preserved; that is, there exists
v": [m] — [0, 1] such that for every i € [n] it holds that E[v'(Y;)] = E[v(X;)].

We construct the desired distributions by fixing an adequate sequence 5 = (si,...,5m) € [M]™,
and defining v'(j) def v(s;) and Y7, ..., Y}, such that Pr[Y; =] is proportional to p;(s;)/p(s;j), where
pr(e) aof Pr[X) =¢] and p(e) aof >_kefn) Pk(€)/n. Indeed, since v" and the Y;’s depends on s, it is
prudent to denote them v® and Y.

In the analysis, we shall consider selecting 5 = (s1,...,m,) such that each s; is identically
and independently distributed according to p. We will show that, w.v.h.p (over the choice of 3),

the pairwise TVDs and the functionality (w.r.t a fixed v) are preserved. Let us first detail the
construction of the Y;’s.

The distribution Y. For fixed 5 = (s1, ..., $;,) and i € [n], the distribution Y;® is defined via the
rejection sampling paradigm such that, in each iteration, we select j € [m] uniformly at random
and output j with (“acceptance”) probability

5(j) pilsj)  _ pi(s;) (7)

n - p(s;) >_keln) Pe(S5)

Note that «;(7) def af(j) € [0,1]. The probability that a single iteration produces any output is
>_jeim) @i(j)/m, which is typically ©(1/n) (i.e., the bound holds w.v.h.p. over the choice of 35).18
Repeating these iterations till an output is produced, we obtain the distribution ¥; = Y;* such that

a(j)=a(j ) = Pr[Ys—]] equals

@i(j) _ pi(s;)/p(s)) ()

> kefm) (k) > kepm) (Pi(sk)/p(sk))

which (as we shall see) is typically ~ p;(s;)/(m - p(sj)).

We shall assume that & > n/m (equiv., m > n/e). Actually, we shall use m > O(n/e)2. We
shall first establish the following key fact, which will be used in proving the two foregoing conditions
(i.e., “preservation of pairwise TVD” and “preservation of functionality”).

Claim 7.1 (the distribution of 0;(3)): For every s = (s1,...,8m) € [M]™, let

0i(s1, 0 5m) =Y (pilse) /p(sK)). (9)

ke[m]

Then, with probability at least 1 — exp(—((e/n)? - m)) over the choice of 3 ~ p™, it holds that
gi(s)=(1=%e)-m

8For every j € [m]
pz

5. pz Sj
Brpm f)] = Bryop [ 202
n - p(sg) ee[M]

which equals 1/n. As shown in the proof of Claim 7.1, for any fixed 7 € [n] and random $ ~ p™, the random variables
a;i(1),...,a;(m) are IID random variables. Hence, w.v.h.p., their sum is approximately m/n.
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7

Hence, with probability at least 1 — exp(—((g/n)? - m)) over the choice of 5 = (s1,...., $m) ~ p",

it holds that ¢¥(j) = %

Proof: The key observation is that ¢;(35) is the sum of m IIDs that each ranges in [0, n] and has
expectation 1; specifically, the k' random variable is p;(si)/p(sk) and Egpm [pi(sk)/p(sk)] equals

Eewplpi(e)/ple)] = > pile) = 1.

e€[M]

Using Chernoff bound, the claim follows. |

Claim 7.2 (preservation of TVD of pairs of distributions): For every pair {i1,ia} € (g]), with
probability at least 1 — exp(—Q((e/n)? - m)) over the choice of 5, it holds that ||¢f — ¢, |1 =

Ipiy — Pinll1 £ O(e).

The claim is quite intuitive in the special case of n = 2, but our focus is on the general case (and
more so on n > 2).

Proof: Without loss of generality, we consider i; = 1 and io = 2. We shall show that, w.v.h.p
(over the choice of 5 = (s1, ..., 8 )), it holds that ||¢i —¢5||1 = ||p1 — p2||1. Specifically, for a random
choice of 5, the value ||¢; — ¢5||1, which equals > jem] |45 (5) — 5(5)|, is the sum of m identical (alas
somewhat dependent) random variables such that each ranges in [0,1]. That is, for each j € [m],
we let ¢; = ¢;(5) denote |¢5(j) — ¢5(j)|, where 5 = (s1, ..., Sm). We first observe that the expected

value of (;(5) equals
] (10)

(11)

pi(s;)/p(s;) _pa(s5)/p(s;)
Zke[m] (p1(sk)/p(sk)) Zke[m} (p2(sk)/p(sk))
Y41 (Sm)/p(sm) o pQ(Sm)/p(Sm) H

01(81y ey Sm) 02(81y ey Sm)

Foon [[60) = GO = Foroonmn [

= E8m~pE81,---7Sm—1~p |:

where the first equality uses Eq. (8) and o;(3) is as defined in Claim 7.1. Next, we simplify Eq. (11)
using Claim 7.1.

Specifically, recalling that p;(s;)/p(s;) € [0,n], we use o;(s1, ..., Sm) = 0i(51, ..., Sm—1) £ n and
apply Claim 7.1 to o;(s1, ..., $m—1). Hence, for every value of s, with probability 1—exp(—Q((g/n)?
m)), it holds that o;(s1, ..., Sm) = (1 £ €) - m, whereas o;(s1, ..., sy,) is always at most mn. Hence,
for every value of s, it holds that

E ~
SloesSm—1 p|: 0'1(81,...,Sm) 02(81,...,Sm)

P1(sm)/P(sm) — P2(5m)/P(sm)

P1(5m)/P(sm)  D2(3m)/P(5m) H (12)

+ exp(—Q((e/n)? - m)) - mn

(1+e)-m (I+e)-m
(A £2e) pi(sm) (1 £2e) - pa(sm)
- | ™ 1
Combining Eq. (10)&(11) and Eq. (12)&(13), and recalling that {;(5) = |¢;(j) — ¢5(j)|, we get
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e(m) = (1£2¢)-pi(sm) B (1£2¢)-pa(sm)
Fean GG = Bone [ m - p(sm) m - p(sm) H
- ¥ ’(112@ pi(e)  (1£2¢) pa(e)
e€[M] m m
_ e =2l £ 4e

Ignoring for a moment the fact that the (;’s are not independent, the claim essentially follows.
Unfortunately, the (;(5)’s are not independent (cf., Eq. (10)), but their dependence only affects the
denomenators of the r.h.s. of Eq. (10). Intutively, since these random quantities are concentrated
around m, we can replace them by (1 + ¢) - m and obtain IIDs that are easy to analyze. Details
follow.

We introduce auxiliary random variables §;’s such that £;(5) = %éj)(sj)l € [0,n/m], which
are independent and are “coupled” to the (;’s. First, observe that ) jetm & = |lp1 — p2|j1 £ & with
probability 1 — exp(—Q((g/n)? - m)), since E[§;] = ||p1 — p2||1/m for every j € [m]. Next, observe
that, when 0;(5) = (1 £¢) - m for both ¢ € {1,2}, it holds that (;(5) = &;(5) = (pl(sj);.p;((j_j)))'o(s).lg
Recalling that E.p[pi(e)/p(e)] = 1, it follows that E5[(;(5)] = Es[¢;(5)] £ O(e/m). Lastlj;, we view

¢(3) o >_jeim) Gi(5) as a deterministic modification of £(s) & > jepm) &5(5) such that ((5) is reset

to an arbitrary value in [£(5) £ O(e)] if 04(5) = (1 £ ¢) - m for both ¢ € {1, 2}, where the condition
holds with probability 1 — exp(—$((¢/n)? - m)). Hence, with probability 1 — exp(—Q((g/n)? - m))
over the choice of 3, it holds that

Igf =gl = D )
JE€m|

= Y &6 =00

J€m]
= |[lp1 —p2l[l1 £ O(e).

Observing that the foregoing applies to any {i1,i2} € ([g]), this establishes the claim. [l

Claim 7.3 (preservation of functionality): For every v : [M] — [0, 1] and every i € [n], with proba-
bility at least 1 —exp(—$(e/n)?-m)) over the choice of 3 = (1, ..., m), it holds that E; s ()] =
Eevpi[v(e)] £ O(e), where v*(j) = v(s;).

When ¢;(3) = (1 £¢) - m for both i € {1,2}, analogously to Eq. (10)&(11) and Eq. (12)&(13), we have

pi(s;)/p(ss)  p2(s;)/p(s;s)
o1(3) 02(3)
' (L+e)'-pisy)  (L£e)™"-pa(s))
m - p(s;) m - p(s;)
&(3) £ 2¢ - pl(:)~ ;(ij)(sj)

Gi(3)
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The following proof is analogous to the proof of Claim 7.2. An alternative proof appears in Ap-
pendix B.

Proof Sketch: W.l.o.g., we consider ¢ = 1, and proceed analogously to the proof of Claim 7.2.
Specifically, using Eq. (8), we observe that Equf[vg(j)], which equals > cr,. ¢;(4) - v(sj), is the
sum of m identical (alas somewhat dependent) random variables such that each ranges in [0, 1].

For each j € [m], the expectation of the j*® variable equals

EENpm [Q§(]) ' U(SJ)] = Esl ..... Sm~p

p1(8m)/p(5m) . ’U(Sm):|

= E; E [
~pList,...sm_1~p
m m 01(815 -y Sm)

Hence, for every value of s,,, it holds that

P1(Sm)/P(s8m) _ c .pl(sm)/p(sm) o(s
Esy smoi~p 1051, 5m) 'U(Sm)] = (1+2) - ($m)
which implies (for every j € [m])
oo [61)o(59)] = (1222) By |PL020) o
C aa. 3 B
e€[M] m

= (1£20) ey [o(e)]/m.

Using the same analysis as in the proof of Claim 7.2, the current claim follows. [l

Preservation of several functionalities. Note Claim 7.3 implies that the functionalities of
exp(poly(n/e)) value functions can be preserved too. For each such value function v : [M] — [0, 1],
we define the corresponding v® and apply a union bound.

Reduction to the Boolean case. We note that a special case of Claim 7.3 in which the value
function is binary implies the general case. This is the case because we can reduce the approximation
of any value function v : [M] — [0, 1] to the approximation of the value functions v; : [M] — {0,1}
(for ¢ € [1/¢]) such that v;(e) = 1ifv(e) € ((i—1)-e,i-€] and v;(e) = 0 otherwise. (Indeed, approx-
imating a general value function up-to deviation € requires approximating the Boolean functions
up to 2 (or 50)).?

Claims 7.2 and 7.3 imply one another. Actually, as shown in Appendix B, these two claims
imply one another. Furthermore, only Claim 7.3 is used in Section 7.2 (along with Claim 7.1).
Nevertheless, we included the preservation of pairwise TVDs (i.e., Claim 7.2) in our exposition
because we find it very appealing.

20 A tighter result can be obtained by using threshold functions (i.e., vi(e) = 1 if v(e) > (i — 0.5) - €, and observing
that v(e) =€~ > ¢y vi(e) Le).
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7.2 Proof of Theorem 1.4

The transformation presented in Section 7.1 preserves the complexity of the given distributions.
However, in our application, the distributions in question are conditional distributions (i.e., they are
conditioned on the verifier making certain queries and sending certain messages), which means that
these conditional distributions may be more complex than the verifier’s strategy (which determine
its actions given the answers to prior queries and previous messages). For this reason, the verifier
derived by our proof of Theorem 1.4 does not preserve the computational complexity of the original
verifier.

We shall first present a slightly simplified version of the transformation (denoted “take 17).
Its analysis will expose a gap (see discussion following the statement of Claim 7.5), which will be
addressed later (in “take 2”). Throughout this section we may assume that r(n)-q(n) = o(n/logn),
since Theorem 1.4 holds trivially otherwise.

The derived verifier, take 1. Recall that, on input = € {0,1}", the original verifier proceeds
in r(n) rounds such that in each round it makes some queries, sends a message to the prover,
and receives a message from the prover.?! For each partial transcript v of the communication
in the first ¢ — 1 rounds (of the original protocol), we consider all possible queries and answers
that the (original) verifier might have made in the first ¢ rounds (including the queries it makes

in the i*" round). Denoting such a possible Q&A sequence by w € e Uy <q(m (7] x {0, 1Y,

we let XLSY) represent the distribution of the i*" message sent by the (original) verifier, stressing
that this distribution depends on v and w. For each ~, applying the distribution compression
scheme of Section 7.1 to the sequence (X(SY))weg, we obtain a corresponding sequence of compressed

5(7)
distributions (Y&’S i ))weg, where 57 € [M]™ is the sample used by the compression scheme.
These sequences of compressed distributions are hard-wired into the strategy of the derived verifier
(by hard-wiring the corresponding 5(7)’s).22 The i*" message sent by the new verifier will be drawn

from Yy’gm), where v and w are as above. Using ¢ = 1/n = o(1/r(n)), recall that Yﬁ’gm) has

support size m = poly(|Q|/e) = poly(n?™), which means that the length of the verifier’s message
(in each round) is O(g(n) - logn).

Needless to say, upon receiving a message j € [m| (from the new verifier), the prover first
recovers the corresponding s; (i.e., the 4 element in the sequence 5(7)) and then invokes the
original prover. Actually, this description refers to the honest prover used when establishing the
completeness requirement; the cheating prover that is analyzed towards establishing the soundness
requirement need not behave so.

Analysis of the derived verifier. In the analysis, we shall consider a fictitious protocol in
which the compressed messages are not elements of [m] but are rather elements of the corresponding
sample (which is an m-sequence over [M]); that is, if the message j € [m] of the derived protocol

is selected from YQS”E), where 5 = (s1, ..., $,) € [M]™, then the fictitious verifier sends the message

()
s; (rather than j). Accordingly, for 5 = (s1,...,5m), we let ZO(J%SW) denote the distribution

Yug,y,g(v))

obtained by sampling j according to , and outputting s;. Note that we may assume that,

213We may assume that r(n) = o(n), since Theorem 1.4 holds trivially otherwise.
22We do not care of the length of the description of the verifier’s strategy, let alone that we have Lemma 3.1 at our
disposal.
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w.v.h.p., the elements in 5() are distinct,?3 and so there is a 1-1 correspondance between [m)]
and the elements in 5. The foregoing convention fasciliates a uniform presentation of hybrid
distributions (as defined next).

We consider hybrid verifiers in which the first ¢ messages are generated according to the com-
pressed distributions and the remaining r(n) — i messages are generated as in the original verifier
(i.e., according to the original message-distributions), where ¢ € {0,1,...,r7(n)}. We first present
notation for the last r(n) — ¢ rounds.

Fixing the input x € {0,1}", for each i € {0,1,,...,7(n)} and each 7 (resp., w) that represents
the transcript of the communication (resp., the Q&A sequence) in the first ¢ rounds, we consider the
residual verifier V.7, that describes the operation of the verifier in the r(n) — ¢ remaining rounds.
Likewise, Py(x) describes the operation of the prover in these r(n) — ¢ remaining rounds. The
difference in notation reflects the fact that the verifier knows w whereas the prover has only partial
information about w (via ), and that the verifier has query access to the input x whereas the
prover has direct access to it. Hence, we let (P, (), V) denote the distribution of the verdict of
V', on input z, where 7 and w are as above (i.e., the i-round communication transcript and the
i-round Q&A sequence). Furthermore, we let (P, (z),Vy) denote the distribution of (P (z), Vy,,)
when w € € is distributed conditioned on the communication transcript +.

Next, for i € [r(n)], we consider the distribution of pairs (7/,w) such that 4’ represents the
transcript of the communication in the first 4 — 1 rounds and w representing a Q&A sequence for
the first 4 rounds. In i — 15% hybrid, the i*" communication round consists by the verifier-message
o~ Xo(ﬂ/) followed by the prover message 8 < B(z,7,«), where B is an optimal next-message
strategy (for the prover in the i — 1% hybrid). In i*" hybrid, the i*" communication round consists
Z(S\/’g(“/))

by the verifier-message a ~ , followed by the prover message 8 < B )(x,'y’ , ), where

Bg(v/) is an optimal next-message strategy (for the prover in the i*" hybrid). In both cases, we let
v = (v,, ), and consider the interaction of the residual verifier V., with the residual prover
P,(xz). We wish to relate these two hybrids when conditioned on a fixed value of 7. We shall
show that, w.v.h.p over the choise of EW), the probability of accepting x in these two cases is
approximately the same.

Claim 7.4 (completeness — lower bound on the i*® hybrid): For any fired x € {0,1}" and any
fized ~' that represents a transcript of the communication in the first i — 1 rounds, let ¢ and ¢
denote the distributions generated for the i — 15 and i*™ hybrids, respectively. Specifically, in both
cases w € §2, which represents a QEA sequence for the first i rounds, is distributed conditioned

on the communication transcript +', whereas ( = (7', «, B(z,v',a)), where a ~ XS,), and (T =
', a, B (z,v,@)) where a ~ Zg/’g(W/)). Then, with probability at least 1 — exp(—Q(m/nCM))
over the choice of s,

Pr(Per (@), V3) =11 > Prl(Pe(a),VE) = 1] - O). (14)
We stress that both probabilities depend on the choice of w that is conditioned by the same ~'.
Since the claim is stated for fixed x and ', we need to employ a union bound over all z € {0,1}"

(but not on 4’ because an independent sample 507) is used for each ~"). This is not a problem,
because 2" < exp(m/nC@™)) by our choice of m.

238pecifically, we may augment all verifier’s messages in the original protocol by long random strings (e.g., a
distribution X over [M] is replaced by a distribution X’ over [M] x [M’] such that Pr[X’'=(j1,j2)] = Pr[X =j1]/M’,
where M’ is huge even w.r.t M).
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Proof: Intuitively, the current claim follows by the fact that the compression of distributions
preserves functinality (i.e., Claim 7.3). This requires defining adequate value functions that can
be related to the two sides of Eq. (14). For the i*" hybrid distribution the relation is only in one
direction; this is the reason that the current claim only establishes an inequality in one direction.

For every o € [M] and w € Q (which is possible when conditioning on +'), let v, 4/ ,,(«) denote
the probability that (Py o g(x), V" ),w) = 1 where 8 = B(z,7/,a). Then,

(.8
b (XY = Prl(Pe(a), VE,) = 1. (15)
Letting vi(zl,)w( 7) def Vg w(8;), where s; is the j*" elenent of 5", and using Claim 7.3, we infer
that (for every w € Q, w.v.h.p over the choice of 5)) it holds that
V@O = e W (XY £ Oe). (16)

Lastly, for w that is distributed as in the claim (i.e., the distribution of a Q&A sequence for the
first ¢ rounds that is conditioned on the communication transcript '), it holds that

/
T,y ,w

Pr{(Pes (0), VE) = 1] > B, (v =) (17)

because (T is defined by using an i*" prover message (i.e., f = B(x,7,a)) that is optimized for
s0) [m] — [0, 1] (which is based on vy, : [M] — [0, 1]) uses an

5 (and (,7/,)), whereas Vg g
i prover message that is optimized for (z,/, &) obliviously of 57"). Combining Eq. (15)—(17), the

claim follows.

Claim 7.5 (soundness — upper bound on the i*® hybrid, take 1): For any fized x € {0,1}" and
v as in Claim 7.4, let ¢ and (T denote the distributions generated for the i — 15° and i* hybrids,
respectively (as in Claim 7.4).2* Then, with probability at least 1 —n over the choice of 500,

Pr((Pe+ (), VEy) = 1] < Pr{(Pe(2), V) = 1] + O(e/n) (18)

(We will set = 1/n and € = 1/n?.)
Note that the probability that Eq. (18) holds is not as high as the probability that Eq. (14)
holds. In particular, it will not suffice for a union bound on all possible x € {0, 1}".

Proof: As hinted in the proof of Claim 7.4, the problem we face here is that the i*® prover message
(in the i*" hybrid) may be selected depending on 50 (ie, g = Bg(wl)(m‘,fy’, «)). Specifically, the
concern is that, due to 5O, the prover in the i*" hybrid may have more information about w than
the prover in the ¢ — 15¢ hybrid. Claim 7.2 seems to indicate that this is not the case, but it is not
clear to us whether this route can work. An alternative approach, which we follow, is to convert a
cheating prover for the i*® hybrid into a cheating prover for the i — 15 hybrid.

Specifically, recall that (™ = (v/,a, 8) (which determines the optimal strategy P+ for the i

' 5(v) o
hybrid) is determined by letting o ~ ZLE,7 S and 8+ B >(a:,7’,oz). We consider a cheating
prover, denoted P, for the i — 15¢ hybrid, that, given z,+" and o (where o ~ Xf? )), selects j € [m)]

24Recall that in both cases w € Q is distributed conditioned on the communication transcript 7/, whereas ¢ =
/ < 1 5
,a, B(z,v',a)), where a ~ X' 7, an = (v, a, K z,v',a)) where a ~ Z, ",
,y/ B ’ h X(’Y ) d + / Bs( ) / h Z(’Y »S )
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uniformly at random and 5 ~ p™ such that s; = «, and then uses B*(x,7', «) as its message. (In
later rounds, P behaves like Pe and Pg+.)

Clearly, the probability that P convinces the verifier cannot exceed the probability that P
(which is optimal for the ¢ — 15¢ hybrid) does so. On the other hand, as shown next, the success
probability of P approximately equals the average of the success probabilities of Pq+ that correspond
to different choices of 50°) ~ p™. Specifically, for a fixed w, we consider the probability that
the sample 50" equals a specific 3 = (s1,..., ;) and that Y7 = j (equiv., Z5 = s;). In the
straightforward process, which is reflected in the average (from P.+’s point of view), this event
occurs with probability

I »(s) 'piw(Sj)/E?(Sj) = Pel%) IT »Gse) (19)

7(5) %) emii)

whereas in the process underlying P (where s; should equal the verifier’s message a ~ X,,) this
event occurs with probability

pols) - TT s (20)
ketm\{7}
Recalling that Claim 7.1 asserts that o,(5) = (1 +£¢) - m (w.v.h.p), it follows that Eq. (19) and
Eq. (20) are a factor of at most 1 + ¢ apart. This means that, on the average (over the choice of
3(7/)), the success probability of P+ is at most O(e) larger than the success probability of P.
The next observation is that, w.v.h.p over the chhoice of 3(7"), the success probability of Pr+
is at least Pr[(F¢(x), V%) = 1] — O(e), because (by Claim 7.4) almost the entire probability mass

resides on choices of 5") that satisfy this inequality. Applying Markov inequality, it follows that,
with probability at least 1 — 7 over the choice of EW), the success probability of Pr+, where ¢ T is
determined based on 5) (as recalled above), is at most Pr[(P;(z), VE#) =1] +0(e/n). The claim
follows.

The derived verifier, take 2. For a fixed 7/, we say that 50') is good for z € {0,1}" if it
satisfies Eq. (18) for this . Claim 7.5 asserts that, for every z € {0,1}", a random 50") is good
with probability at least 1 —n. However, we need an 50) that is good for all z’s. The gap is bridged
by “error reduction” to a level that can support a union bound; that is, the key observation is that,
for every z € {0,1}", with probability greater than 1 — 272", a random sequence of n’ def O(n/n)
choices of 50')’s contains at least an 1 — 21 fraction of 57')’s that are good for z. Consequently,
we can fix (and hard-wire) an n’-long sequence of 5")’s such that, for every z € {0,1}", at least
an 1 — 27 fraction of the s")’s are good for z. Furthermore, we may select this n/-long sequence
such that all 37)’s in it satisfy Eq. (14). We call such an n'-long sequence of 507)’s excellent for 7.

Now, we associate with each 4/ an excellent n/-long sequence of m-sequences, and let the verifier
select (in execution time) one of these m-sequences uniformly at random. Specifically, denoting this
n/-long sequence by 5 = (5(1), ..., 5(")), the verifier message in round i is a pair (k, j) € [n/] x [m] such
that k is uniformly distributed in [n/] and j ~ Yﬁ"g(k)), where w and +' are as above. Consequently,
for every x € {0,1}", the sequence 55 selected by the verifier satisfies Eq. (18) with probability
at least 1 — 27. Hence, for every x, with probability at least 1 — 27, the success probability of the
prover increases by at most O(e/n) (and decreases by at most O(¢)).
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Lastly, setting 7 = 1/n = o(1/r(n)) and € = 1/n? = o(n/r(n)), we conclude that, for every
x € {0,1}", the derived verifier has error probability that is at most r(n) - O(e/n) = o(1) larger
than the error probability of the original verifier. This establishes the main claim of Theorem 1.4.
Furthermore, perfect completeness is preserved. Observing that the distributions Yag%gm)
be approximated using O(logm) = O(q(n) - logn) random bits, we also establish the furthermore
claim of Theorem 1.4.

's can

An afterthought. We note that our analysis uses the preservation of value functions (i.e.,
Claim 7.3), but does not use the preservation of pairwise TVDs (i.e., Claim 7.2).25 This may
feel odd, since one may expect soundness to rely on the the fact that the Y;3’s do not reveal more
information about w than the X,’s, which seems related to Claim 7.2. Instead, Claim 7.5 uses
Claim 7.4 (and Claim 7.1), whereas Claim 7.4 relies on Claim 7.3 (but not on Claim 7.2). However,
as noted at the end of Section 7.1, it is actually the case that Claim 7.3 implies Claim 7.2. (Actually,
the two claims imply one another.) Nevertheless, we included the preservation of pairwise TVDs
in our exposition because we find it very appealing.

?5Claim 7.1 is also explicitly used, let alone that it is used in the proof of Claim 7.3 (as well as in the proof of
Claim 7.2).
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Appendix A: An alternative proof of Part of Theorem 4.1

For sake of potential interest, we reproduce here our initial proof of a special case of Theorem 4.1
that refers to the case of C = €&.

This proof used Claim 4.1.1 (as is), which we restate as asserting that there exists a Boolean
circuit of size exp(O(t(n) - logn)) that distinguishes between n-bit strings in II and n-bit strings
that are e-far from II. In this alternative proof, Claim 4.1.2 is replaced by an alternative property
that is the image of an adequate pseudorandom generator.26

Specifically, using the ideas in [20] and [1, 17] (where [24] can replace [1, 17]),2” we use the
main hypothesis to present a pseudorandom set Il in &£, where pseudorandomness is wrt circuits
of size 2% (for some constant o/ > 0, which will be determined in Claim A.1). This implies that
c(n) 4+ q(n) = Q(t(n)) = Q(n/logn). Details follow.

While the original construction of [20] is aimed at obtaining pseudorandom generators of large
stretch (e.g., small exponential stretch), here we use the same ideas to obtain a pseudorandom
generator that stretches its seed to a sequence that is (only) twice as long. The point in doing so is
that the resulting generator G : {0,1}™2 — {0,1}" is pseudorandom wrt circuits of size 2¢". (In
contrast, the generator in [20] is typically presented (cf. [4, Sec. 8.3.2]) as stretching O(logn)-bit
long seeds into n-bit sequences that are pseudorandom wrt circuits of size n? (or n).) Specifically,
we get —

Claim A.1 (implicit in [20], when combined with [1, 17]): Suppose that there exists a set S in
E such that for some constant a > 0 and all but finitely many n € N every family of 2¢™-sized
circuits fails to correctly decide S on some n-bit strings. Then, there exist a constant o > 0 and
a function G : {0,1}2 — {0,1}" that is computable in exponential-time such that no 2% ™-size
circuit can distinguish between the uniform distribution over the multi-set {G(s) : s € {0,1}"/?}
and the uniform distribution over {0,1}".

Letting II, = {G(s) : s € {0,1}"/2} and II = |J, oI5, the theorem follows. Specifically, by
Claim 4.1.1, there exist exp(O(c(n) + ¢(n)) - logn))-sized circuits that distinguish between random
strings in IT,, and uniformly distributed n-bit strings (since, w.v.h.p, the latter strings are e-far
from II,,),?® whereas by Claim A.1 these distributions are indistinguishable by 224n) _gized circuits.
Hence, ¢(n) + ¢(n) = Q(n/logn) must hold.

Appendix B: Claims 7.2 and 7.3 imply one another

We start by showing that Claim 7.2 implies Claim 7.3, because the proof of the opposite direction
is more technical and uses also Claim 7.1.

26Here we a pseudorandom generator (PRG) that is computed in exponential-time (i.e., a PRG of the type used
for canonical derandomization [4, Sec. 8.3])), in contrast to the PRG that is computed in polynomial-time (i.e., a
PRG of the type used in cryptography [4, Sec. 8.2]) that is used in Section 5.

27See presentation in [4, Sec. 7.2].

28This uses the fact that 2%/2.22(9™ = 5(27) for a sufficiently small € > 0 (e.g., H2(0.1) < 0.47). We can actually
support any € < 1/2 if we use a pseudorandom generator of larger (linear) stretch, which can (also) be constructed
under the hypothesis of Claim A.1.
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Claim 7.2 implies Claim 7.3. Using the fact that it suffices to consider Boolean value functions,
we consider an arbitrary v : [M] — {0,1} and the corresponding v*(j) = v(s;). Given the n
distributions X7, ..., X, (over [M]), we consider also the distributions X, 1, ..., Xo, such that X,
is the conditional distribution of X; conditioned on v(X;) = 0. Then, using v(X, ;) = 0, we have

[ Xnti = Xilla [( n+z) 0] — Pr[v(X;) =0])

2-(P
= 2. (
= 2-Efp (Xi)]'

We now consider the distributions Y7, ..., Y3 that are defined by the compression scheme when
applied to the distributions X7, .. X an (Where Xop, 41, ..., X3, are defined below). Using v*(Y;? i) =

0, which holds by definition of Y7, ;, we have

Vo =Yl = 2 (Prlo™(Yyy,) =0] — Prv’(¥;7) =0])
2

Now, applying Claim 7.2 (i.e., ||Y;7; — Y®[1 = || Xpqi — Xil[1 £ O(e)), we get

ERS (V)] < E[p(X)]+0(). (21)

7

The opposite inequality is proved by considering also the distributions Xo,41, ..., X3, such that
Xopti is the conditional distribution of X; conditioned on v(X;) = 1. In this case, we get

[ Xon+i — Xilh - (Pr{v(Xenyi) =1] = Prlv(X;) =1])

2
2- (1= E[v(Xy)])
and

Yoni =Yl = 2 (Prfv g(YQn-&-z)Zl] — Priv* (") =1])
= 2

Applying Claim 7.2, we get
E*(Y)] > Ep(Xy)] - O(e). (22)

Note that the distributions Y7, ..., Y,, that are defined by the compression scheme when applied to
the distributions X1, ...., X3, are typically different from the distributions Y7, ..., Y;, that are defined
by the compression scheme when applied to the distributions X1, ...., X,,.

Claim 7.3 implies Claim 7.2. As in the proofs of Claims 7.2 and 7.3, we use Claim 7.1, which
asserts that, with probability at least 1 — exp(—(g/n)? - m)) over the choice of 3, for every i € [n],
it holds that 0;(3) = (1 & ¢) - m. For every such s = (s1,...., $;), and for every i € [n] and j € [m],
it holds that

oy pi(sj)/p(s;) 1 pi(s;)

S TNm T GEam als) >
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where the p;’s and the ¢;’s are as defined above (i.e.,, p;(e) & Pr[X;=e] and ¢} (j) o Pr[Y? =j]).

Now, for every 41,42 € [n], we consider the value function v;, ;, : [M] — [0, 1] such that

oi, 5, (e) 2 [P (&) =P ()]
e piy(€) + piy(€)

Then,

Y Elnn(Xx)] = Y Y e Ipin( 6)—p1:2(e)|

iy (€) + piy(€)

ISURY 1€{i1.i2} e€[M]
= Z pi, (€) — pis (e)]|
e€[M]
= Hpn — Pis|l1
Analogously, for v, ; (j) def Vi1 s (85), using Eq. (23), we have

— Pis (55|

oS S j ‘pu (s5)
ie%Q}E[ zl,zg(Y )l 16{221:22}362[7% Di, (SJ) +pi2(sj)

_ A +e) g5 () — A£e) - g5,(7)

P +e) g () + (1£¢)- g3, ()

1€{i1.92} J€[mM] iy v

[

N

+q;,(5))
7))

_ S L T ﬂf(])-@(ﬂ)lie (45, (j
R j%w](q“(J)Jrqm(])) (1£e)-(q5,(j) +qf

= Y (a5 () — a50) £ 0@) - (@, () + 45,0

JE€m|
= g, — g,lli £ O(e).

Using Claim 7.3 (i.e., E[v] ;, (Y7*)] = E[vi, 4,(X3)]£0(¢)), we obtain g7, —4;,[l1 = [[pi, —pi, |1 £0(e).

)
i (
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