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Abstract

We investigate the depth overhead of stretch-amplification for pseudorandom generators in
the black-box model. We show that any black box construction of a PRG H : {0,1}™ — {0, 1}
which makes poly(n) queries to a PRG G : {0,1}" — {0,1}" in d adaptive phases during each
evaluation (and with a black-box reduction to the security of G) must satisfy:

N d
M < (m+ O(logn))(n - O(logn))

This implies that the standard amplification procedure [GM84, GGMS86] based on repeated com-
position of G is essentially optimal. In particular, amplifying n +— n + 1 to m — 2m requires
depth overhead d = Q(%L and amplifying n +— 2n to m — m? requires depth overhead
d = Q(logn)!; each of these bounds is tight up to a constant factor. As an immediate corollary
we obtain tight lower bounds on the depth complexity of black-box constructions of PRFs from
PRGs. Both of these problems (pertaining to amplification and PRF construction) have been
studied in various prior works [V05, MV11, BJP11, MV15, BMM24, ADV26]. Despite progress
on special cases in which the structure of the reductions is constrained, it was previously unknown
whether completely parallel constructions (d = 1) existed in every stretch regime.

The kinds of amplification procedures we investigate have more recently found use outside of
cryptography in the study of range avoidance (“Avoinp”) [K21]. We show an analogous result in
this setting: any black-box FPNP reduction from an AvoID instance G : {0,1}" — {0,1}" to a
second AvoID instance H : {0,1}™ — {0, 1} which has “depth d” in the above sense must satisfy
the same bound relating n, N, m, M,d. Using this impossibility result for AvOID, we construct
an oracle relative to which E ¢ NC/poly but ENP C P/poly. Our oracle separation implies
that in the relativized setting, the bounded arithmetic theory Si cannot prove the existence of
functions outside P /poly, even given as an axiom the existence of functions outside NC/poly.
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1 Introduction

We start by introducing separately the two main subjects of study (PRG stretch amplification and
AvoID stretch amplification) and giving a high-level description of our results and their context. The
depth complexity of black-box PRG amplification is an established problem studied in various prior
works, while the analogous question for AvoID has up until now received no formal treatment (aside
from being mentioned as an open problem in a survey previously written by the author [K25a]).

1.1 Stretch Amplification for PRGs

A pseudorandom generator G : {0,1}" — {0,1}¥, N > n, is an efficiently computable length-
extending function with the property that a random output of G is indistinguishable from a random
N-bit string to any polynomial-time observer. First introduced in [BM82, Y82], PRGs have since
come to be understood as the most fundamental primitive in cryptography, their existence being
equivalent to that of one-way functions [HILL99].

An important parameter of a pseudorandom generator is its stretch, which refers to the quan-
titative relationship between its input length n and output length N; we will say that a generator
with these parameters has “stretch n — N.” In many important cases, a generator with very small
stretch n — n + 1 is considerably easier to build from a given hardness assumption (see e.g. [GL89]
for a famous early example), whereas a generator with larger stretch n + 2n or n — n? is necessary
for key applications (e.g. pseudorandom one-time pads). This motivates the question of whether a
PRG with small stretch can be generically amplified into a PRG with large stretch. This question
was answered affirmatively in early work by Goldreich and Micali [GM84]: for any constant k, we
can take a PRG with the minimal possible stretch n — n + 1, and amplify it to a generator with
n +— n¥ stretch while incurring only a polynomial loss in security.

A well-known drawback of the amplification procedure in [GM84] is that it incurs a significant
overhead in the circuit depth of the generator. In particular, starting with a generator G with stretch
n — n + £, it produces a generator H with stretch n — n + m, where on each input the generator
H calls the original generator G' exactly d = % many times in series. If we implement H by a
Boolean circuit in the obvious way, the depth of H will increase relative to the circuit depth of G
by a factor d; we hence refer to d as the depth overhead or depth complexity of the construction.
If our starting generator G has slightly larger stretch n — 2n, a more depth-efficient construction
was provided in [GGMS6], which allows us to achieve stretch n +— m in depth d = log . These
standard constructions are displayed below:
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Aside from these composition-based constructions, there is one more construction of relevance
due to Goldreich and Levin [GL89], which allows us to amplify stretch n — n+1 to m — m+logm
for some m = ©(n) while using only depth d = 1 (i.e., a completely parallel construction). In all
regimes, the most depth-efficient amplification constructions known follow from composing some
subset of these three reductions (first, [GL89], then [GMS84], then [GGMS&6]). Perhaps the most
important “critical regimes” are:

Construction Source stretch  Target stretch Depth Target seed length
[GL89, GM84] n—n+1 m— 2m d=0(n/logn) m = 0(n)
[GGMS6] n 2n m— m? d = O(logn) m=n

The question of improving the depth overhead of PRG amplification has been studied in a few
works [V05, L06, MV11, BJP11, MV15]. The primary motivation for finding better constructions
arises from the study of low-depth cryptography, particularly the study of cryptography in NC°. In
seminal work of [ATK06b], it was shown that under standard cryptographic assumptions, there exist
PRGs G : {0,1}" — {0,1}"*! which are computable in NC?: each output bit is a function of only
O(1) input bits (in particular, only 4). Unfortunately, such PRGs have found limited use due to their
minimal stretch. On the other hand, a wide variety of applications [ATK08, TKOS08, DV21, JLS21,
JLS22] have been found for NC® PRGs which have larger stretch n +— 2n or n — n'*¢. Perhaps
most notably among these, NC?® PRGs with polynomial stretch n ~ n'*€ are a key element in the
celebrated constructions of indistinguishability obfuscation by Jain, Lin and Sahai [JLS21, JLS22].
It is thus natural to ask whether we can amplify a low-stretch NC© generator into a high-stretch
NCPO generator:

Question 1: Can we amplify n — n + 1 stretch to m + 2m (for some m = poly(n)), or n — 2n to
m +— m?, with constant depth overhead?

The classical amplification procedures highlighted in the above figures/table are clearly insufficient
to answer this question. We note that Question 1 is of interest in the case of NC! PRGs as well;
any amplification construction with d = w(1), when applied to an NC! PRG G, will in general give
a generator HS outside NC! 2. Some cryptographic constructions proposed in [AIK06a, GKW17]
specifically rely on NC! PRGs with linear/polynomial stretch.

A positive answer to this question would take the form of a direct construction. To give a negative
answer, we can only hope to prove the impossibility of such a construction in the black-box model
(unless we aim to also resolve P vs. NP along the way). Such a negative result was first pursued in a
pair of concurrent works [MV11, BJP11], which asked whether nontrivial amplification was possible
with d = 1, i.e. with no depth overhead whatsoever. To make this precise, they viewed a d = 1
amplification procedure HE : {0,1}™ — {0,1} of a high stretch generator m ~ M from a low
stretch generator G : {0,1}" — {0,1}" as a bounded-query oracle procedure, where on each input
x, H G(a?) is computed by making poly(n) queries to G in parallel: the set of queries wy, ... s Wpoly(n)
to G is chosen first purely as a function of x, then the value of G is queried on all of these inputs,
and finally the output H G(a:) is chosen as a function of x and all the query outcomes. They also
mandate that the security reduction is black-box: there is a query efficient algorithm which, given
query access to G and any distinguisher T for H, is able to distinguish the output of G from
random (the security reduction is not required to be parallel in any sense).

2We are referring here to whether the direct implementation of H® obtained by plugging in G is an NC? circuit;
it is another matter whether the function computed by H can be implemented in lower depth by a different circuit.



Miles and Viola [MV11] were able to establish the impossibility of such a reduction un-
der substantial but well-motivated restrictions on how H®(z) is computed as a function of
z,G(wi), ..., G(Wholy(n)) (they call this “postprocessing”). They first show impossibility in the
case that H%(z) is obtained from projecting the concatenated string =, G(wy), ..., G (Wpoly(n)) ONto
some subset of coordinates. They then extend this result to handle post-processing by AC? circuits
of subexponential size.® This constraint on the postprocessing is relevant for the application to NC©
amplification; any black box construction H which has the property that HS is NC°® whenever G
is NCO° must have all its intermediate computations between calls to G lying in NC°.* Nonetheless
the result falls short of answering Question 1 in two respects: first even for d = 1 the postprocessing
restriction rules out applicability to amplification of NC! PRGs, and second (more importantly)
it says nothing about the case d > 1. In the case of [BJP11], impossibility for d = 1 reductions is
shown in a setting with unrestricted postprocessing, but where severe limitations are placed on the
number of queries to G and the structural dependence of these queries on the seed of HE.

In this work we completely resolve the question studied in [MV11, BJP11] for parallel construc-
tions, handling arbitrary postprocessing, and then extend this result to the full range of source/target
stretches and possible depth parameters d. For d > 1, we can define the depth complexity of a black-
box reduction by the number of adaptive phases in which G is queried in the evaluation of HE. A
depth-d construction makes poly(n) queries to G, spread across d rounds of adaptivity; the queries
in round ¢ are chosen as a function of the outcomes in previous rounds, and are made simultaneously.
This precise model was first suggested in [J11, Section 4.7, p. 168]. Our lower bound on depth is
tight up to constant factors across the entire standard parameter regime, and hence resolves the
depth complexity of black-box stretch amplification for PRGs.

As an immediate corollary, we are also able to derive essentially tight lower bounds on the depth
complexity of constructing a pseudorandom function (PRF) from a PRG. The classical construction
of [GGMS&6], combined with a hashing trick due to Levin [L87, Section 5.4], has remained the state-of-
the-art here. A wide range of works have been dedicated to finding more depth-efficient constructions
of PRFs [NR99, NR04, NRR02, LW09, BPR12, AR16, YS16, DJK25, DJK26a, DJK26b], and a few
works have explicitly investigated lower bounds for black-box constructions which build PRFs from
PRGs [MV15, BMM24, ADV26]. As in the case of PRG amplification, it was previously unknown
whether completely parallel constructions were possible here (d = 1).

1.2 Range Avoidance and Hardness Amplification

In recent years, a search problem called Range Avoidance (“AvoiD” for short) has generated signif-
icant attention due to its connections to circuit lower bounds, explicit construction problems and
derandomization. We refer the reader to the survey [K25a] and the references therein for a more
comprehensive introduction to the area. The problem AvOID is defined as follows: given a circuit
G:{0,1}" = {0,1}¥, N > n, find z € {0, 1}V \ range(G).

Perhaps the most important property of the search problem AvOID is the following observation
in [K21]: the problem of constructing the ¢ruth table of a Boolean function f : {0,1}" — {0, 1} which
requires 224" circuit complexity can be reduced in 29 time to AvoID (this is time polynomial in
the description size of f). This follows by considering the truth table generator G : {0,1}9(108s)
{0, 1}2n which maps descriptions of circuits of size s to the truth tables they compute, and has the
following implication:

3These two results in [MV11] are actually incomparable; the result for more powerful postprocessing requires
imposing a limitation on the “uniformity” of the security reduction. We discuss the distinction between uniform and
nonuniform security reductions in Section 1.3.

4This requires the same qualification as in footnote 2.



If AvoID is solvable in polynomial time, then E requires 2™ circuit size. If AVOID is

solvable in polynomial time with an NP oracle, then EN® requires 22" circuit size.

Whether or not E, ENP have polynomial size circuits is among the most important open problems
in complexity theory. Pioneering work of Nisan, Wigderson and Impagliazzo [NW94, IW97] showed
that this question is intimately connected to derandomization: if E requires 22(n) gize circuits then
BPP = P, and if ENP requires 24 size circuits then BPP C PNP. In the case of NP-oracle
algorithms the connection between circuit lower bounds and AvOID algorithms becomes an exact
equivalence: there is a constant € > 0 and a language in ENP which requires circuits of size 2 for
sufficiently large n if and only if AvOID is solvable in polynomial time with an NP oracle. This was
shown in [K21] to follow from a result of Jetdbek [J04] in Bounded Arithmetic.

Ren, Santhanam and Wang [RSW22] extended the connection between range avoidance and
circuit lower bounds to the case of circuit classes smaller than P/poly. Generally speaking, if
we want to prove a lower bound against a circuit class C, it suffices to solve “C-AvoID,” which
denotes the special case of AvoID in which the input G : {0,1}" — {0,1}" is a circuit from the
class C. For example, if there is a polynomial time algorithm for NC!-AvoID, meaning instances
G:{0,1}" — {0, 1}"2 in which each output bit of G is specified by a polynomial size formula, then
E ¢ NC/poly. Overall we end up with the following precise picture:

To prove that E (resp. ENY ) does not have circuits of size s(n) and depth d(n), it suffices
to give a polynomial time (resp. with an NP oracle) algorithm which solves AVOID on
instances G : {0,130 logs() _y £0 112" jn which G has circuit depth ~ d(n).

This connection holds regardless of whether we measure the depth for bounded or unbounded fan-in
circuits (provided we use the same measure for the circuits in the lower bound and in the AvoIiD
instances). In light of this, an appealing recipe (roughly suggested in [RSW22]) for proving new
circuit lower bounds might go as follows:

1. Design an AvoID algorithm A that solves instances of a certain depth/stretch, with parameters
that are apparently insufficient to directly yield a circuit lower bound.

2. Design a depth-efficient stretch amplification reduction which reduces AvOID instances suffi-
cient for new circuit lower bounds to AvOID instances solvable by the algorithm A.

3. Combine (1) and (2) to obtain a new circuit lower bound.

There are two particularly appealing candidates for instantiating this recipe. The first candidate
is related to AC?-Avoip. On the one hand, [CHLR23] give a polynomial time NP oracle algorithm
for ACO-AvoIp for instances with quasipolynomial stretch n — 208" where ¢4 depends on the
depth d of the AC? circuits in question.” On the other hand, [RSW22] show that if there is a
polynomial time NP-oracle algorithm for stretch n > 20°87)° for arbitrary depth AC°-AvoIp
where ¢ is a universal constant, then ENP ¢ NC!. The second important candidate arises in the
context of NC%-Avoip. On the one hand, a sequence of works [GLW22, GGNS23, KP125, GLY26]
have developed polynomial time algorithms for NC%-AvoID in the case that the stretch is n — n¢
for some constant ¢ depending on the locality of the circuit (state-of-the-art is ¢ ~ % for locality
k [KPI25, GLY26]). On the other hand, it is shown in [RSW22] that an efficient algorithm for
NCO? AvoIp with stretch n +— n + 1 (even when the locality equals 4) yields an efficient algorithm
for general NC!-AvoID and hence implies circuit lower bounds for NC?.

5The runtime of the algorithm is polynomial in the size of the AvoID instance, which in this case is quasipolynomial
in the parameter n.



The kinds of stretch-amplification reductions we seek here are of a very similar form to those
sought for PRGs: given some G : {0,1}" — {0,1}", we want to construct H : {0,1}™ — {0,1}
with larger stretch and comparable depth, such that given any AvoID solution for H we can find an
AvoID solution for G (possibly using an NP oracle). Moreover, the known constructions for AvoiD
stretch amplification [K21] are exactly the same iterated-composition constructions used in the PRG
case (recall the figures above), and achieve the same parameters.’

In this work we show that the composition-based amplification reductions for AVOID are essen-
tially optimal in the black box model: to obtain the desired stretch, we cannot have a significantly
more depth-efficient construction than what is known in the black-box setting. It is therefore not
possible to realize the above lower bound recipes, unless the amplification step (step 2) involves
non-black-box techniques. We then utilize this impossibility result for AvOID to show that there are
strong limitations on our ability to amplify lower bounds against depth-restricted circuit classes to
lower bounds against general circuits by black-box methods: we give an oracle relative to which E
does not have circuits of depth o(y/n) and size 2V™ but nonetheless every language in the larger
class ENP has circuits of fixed polynomial size (with no depth restriction).

We emphasize that this result is much stronger than merely giving an oracle relative to which
P /poly and NC/poly are separated (which has been known since [M92]). In particular, say that
we aim to prove the “hardness amplification” statement ENP ¢ NC/poly — ENP ¢ P /poly.
The simplest way to prove this would be to show that P/poly = NC/poly, but this is widely
believed to be false. Instead, one might hope to prove the amplification statement by taking some
purported language L in ENP which is hard for depth-restricted circuits, and constructing from it
some other language L' € ENP which is hard for general circuits; L’ might perform a computation
on inputs of length n by querying L on inputs of length O(n) and performing 20() time NP-oracle
postprocessing. In fact, this is exactly the kind of hardness amplification procedure presented in
[K21]:

Theorem ([K21]). ENP contains a language of circuit complexity 29 for sufficiently large n if
and only if it contains a language of circuit complexity (2" /n) for sufficiently large n. This holds
relative to every oracle.

In this case, the amplification result is not obtained by collapsing the non-uniform class
Size[o(2"/n)] to Size[2°")], and in fact such a collapse is unconditionally impossible by a counting
argument. Instead the proof proceeds by a reduction which starts with some mildly hard function in
ENP and uses some additional 20 _time NP oracle computations to transform it into a different
function of higher circuit complexity. Our oracle separation shows that when it comes to amplifying
depth lower bounds to size lower bounds, no such reduction is possible in the relativizing setting.

Finally, we will apply this oracle separation to obtain an independence result in relativized
Bounded Arithmetic. In an influential sequence of works by Jefabek [J04, J05, JO7], a rich subtheory
of bounded arithmetic (now known as APC}) was formed around the logical strength of the dual
weak pigeonhole principle (the principle stating every AvoOID instance has a solution). This work
predated and heavily influenced the later study of AvoID as a search problem [K21]. The theory
APC; is formed by augmenting the standard “polynomial time reasoning” theory PV; with the
dual weak pigeonhole principle for polynomial time functions. Jefdbek demonstrates that APCy is
capable of powerful probabilistic reasoning, and in particular can consistently assign approximate
probabilities to every polynomial-time recognizable event. It is also shown in [J04, Corollary 3.6]
that if we expand our “base theory” from PV; to S3, the dual weak pigeonhole principle is equivalent
to an axiom asserting the existence of functions with circuit complexity 2. Our final main result

5There is one exception to this correspondence, namely the Goldreich-Levin step [GL89] which amplifies n — n+1
to m — m + logm, m = O(n) with no depth overhead. We know of no analogous amplification procedure for AvOID.



is that, in the relativized setting, over S3 a strong lower bound for depth-restricted circuits does not
1mply a superpolynomial lower bound for general circuit size. In fact we prove that it does not even
imply a sufficiently large fixed polynomial lower bound.

1.3 Our Results

We now give more formal statements of our main results.

PRG Stretch Amplification and PRF Constructions: We show that the known PRG stretch
amplification procedures are essentially optimal in terms of depth complexity. The following state-
ment is only “informal” insofar as we have yet to precisely define a black-box reduction (our definition
is completely standard):

Theorem 1 (See (1) for the formal statement). Fvery fully black-box stretch amplification reduction
with the following parameters:

1. The reduction amplifies stretch n — N to stretch m — M

2. The security reduction maps any 0.9-advantage distinguisher for the high-stretch generator to
an e-advantage distinguisher for the low-stretch generator.

3. The number of queries made in the construction and the security reduction is bounded by q,
and the adaptivity depth of the construction is bounded by d.

must satisfy the bound:

N d
n— O(log(Q/é))> ’

provided q, e~ < 2°™ for a suitable universal constant ¢ > 0.

M < (m+ O(log(qd))) <

In the most standard setting we have g, ¢! = poly(n) (i.e. the construction and reduction run

in polynomial time and achieve polynomial advantage) in which case we obtain the following lower
bounds on depth which are tight up to a constant factor:

Source stretch  Target stretch  Our lower bound Standard Construction
n—n+1 m— 2m d = Q(n/logn) d=0O(n/logn) [GM84, GL89)
n2n m > m? d = Q(logn) d = O(logn) [GGMS6]

We note that the second row requires an additional observation on top of Theorem 1: when g,e ! <
2" for a sufficiently small constant ¢, we can assume that m > n/4 (the argument is easy, see
Appendix B).

As an immediate corollary, we obtain an essentially tight depth lower bound for fully black-box
constructions of PRFs from PRGs. Our lower bound holds even for PRF's with nonadaptive security:

Theorem 2 (See (2) for the formal statement). Suppose a fully black-box construction takes a
PRG G : {0,1}" — {0,1} and constructs from it a PRF (FS : {0,1}* — {0,1})zeqo,13%5 where
T € {0,1}’“ s its key. Suppose that each evaluation of F' makes at most q queries to G across
d adaptive rounds, and that the security reduction maps any advantage-0.9, nonadaptive t-query



distinguisher for F with t < 2¢ into an advantage-e distinguisher for G, with the reduction making
at most q queries in total to G and the F distinguisher. Then

N d
n— 0(10g(me))> ’

provided k,¢,N < poly(n), g,e ! < (nt)°WM), and log(ntq) = o(n).

t < (k+ O(log(ntqd))) (

Known constructions are able to achieve, for any t and some g = poly(tn), € > —4— k = O(n),

poly(tn)
a construction satisfying:
t> 1 N o
~— n \n—log(nt)

(see Proposition 1 for precise parameters). Hence we have the following comparison where 0 < o < 1,
C > 1 are fixed constants:

Source stretch PRF query budget Our lower bound Standard Construction

n— 2n t=n*M ¢, e = poly(t) d = w(logn) any d = w(logn)

n—n¢ t=2"" q,e"' = poly(t) d=Q(n*/logn) d=0O(n*/logn)

The intended interpretation of the table is that, in order to achieve a construction with t at least
as large as the given bound, and ¢, ¢! no larger than poly(¢), we need the depth at least that in
the lower bound column, and we can achieve the depth in the upper bound column. The top right
entry means that for any d(n) = w(logn), there is a construction of the given form with depth d(n),
achieving some t = n*() and ¢, e~! = poly(t).

Note on uniform vs. non-uniform security reductions:

In the main body of this document, our results for PRG amplification and PRF construction
are established in the more restrictive model of security reductions studied in [BJP11] rather
than the more general model of [MV11]. In [BJP11] and the majority of this paper, the security
reduction is a single randomized poly(n)-query algorithm R%T which gets access to G and the
distinguisher 7', and distinguishes G' whenever T distinguishes H“. In contrast, [MV11] allows
the security reduction R to receive some ¢ = poly(n) bits of advice depending on G,T'; the
security reduction must satisfy that for every G,T such that T distinguishes H, there exists
some advice string a € {0,1}? such that RST distinguishes G.7  Our results extend to this
setting as well (with no loss in parameters) after some additional work. For clarity of exposition
we relegate this extension to Appendix A since it is notably more complicated without involving
any significant new idea.

Amplification for Range Avoidance: We now turn to the case of AvOID, where we obtain the
same quantitative bounds. Again, the theorem statement here is somewhat ill-defined as we have
yet to formally introduce the notion of reduction:

Theorem 3 (See (3) for the formal statement). Any black-box FPNY stretch amplification reduction
for AvoID with the following parameters:

1. The reduction amplifies stretch n — N to stretch m — M

T[MV11] phrases this equivalently in terms of oracle circuits.



2. The solution transfer procedure is an FPNP_query algorithm of complexity q which produces
an AvOID solution for the n — N instance when given as input any AvVOID solution for the
constructed m — M instance.

3. The construction makes at most q queries and has adaptivity depth d.

must satisfy the bound:

d
M < (m+ O(log(qd))) (n — O](\lfog(q))> ’

provided q < 29" for a suitable universal constant ¢ > 0.

For ¢ = poly(n), we obtain the following comparison with the standard composition reductions
for Avoip [K21]. Both upper bounds use m = n.

Source stretch  Target stretch  Our lower bound Standard Construction

n—n+1 m e 2m d=Q(n/logn) d=0(n)
n—2n m — m? d = Q(logn) d = O(logn)

As in the case of PRGs, these bounds follow from combining the stated theorem with an easy
argument that handles the case m < % (see Appendix B). The reader may observe that in contrast
to PRG amplification, our lower bound for AvOID does not match the known upper bound in the first
row up to constant factors; this is due to the lack of an analogue of the Goldreich-Levin construction
which allowed us to amplify n — n+1 to m — m+logn for some m = ©(n) with no depth overhead
in the PRG setting. It is easy to see that the same construction does not directly work for AvoIb.

An Oracle Separation: In the last section of this paper, we apply our main results to give the
following oracle separation:

Theorem 4. There exists an oracle O such that E€ ¢ NCO/poly and ENP? C P9/poly. In fact,
for this oracle O there exists a language L € EC such that L does not have O-oracle circuits of size

V" and depth \/n/8 for all sufficiently large n.

Using standard witnessing theorems, this oracle yields the following relativized separation in
bounded arithmetic:

Theorem 5 (See (5) for the formal statement). There is a fized universal constant k such that
the following holds: Si(a) + DepthLB(«a) ¥ CircuitLB(«), where DepthLB states that there exists
a function which does not have 2V™-size a-oracle circuits of depth \/n/8, and CircuitLB(«) asserts
that there exists a function which does not have n¥-size a-oracle circuits (of unrestricted depth,).

1.4 Proof Overviews

The technical lemma underlying all of our main results (Lemma 1) concerns the combinatorial
structure of what we call (g, d)-constructions. A (q, d)-construction is any oracle construction

HY :{0,1}™ — {0,1}™ taking an oracle G : {0,1}" — {0,1}"¥

which has the following property: on any input = € {0,1}, H%(z) is computed by making ¢ queries
to the oracle G in d adaptive phases.



It is easiest to think about our approach in the context of range avoidance. To simplify matters
we’ll work with FP reductions rather than FPNP reductions for now. In this case, what we want to
show is that if d is small and the stretch m +— M is much larger than n — N, then no poly(n) query
algorithm can find a string outside the range of G, even if it is given as advice some y ¢ range(H).
Fix some ¢ = poly(n) which bounds the number of queries made both in the construction H and
in the solver (the algorithm which solves AvoiD for G given a solution for Avoip on H%). Our
approach will be to show that there is some way to reveal the values of G on all but ¢ + 1 inputs in
{0,1}", such that afterwards there is a fized string y € {0,1} which lies outside the range of H®
for any completion of the oracle G obtained by assigning values to the remaining ¢ + 1 inputs. If we
can prove this, the result follows immediately: we supply this fixed “outer solution” y, and argue
that it still requires > ¢ queries to solve AvOID for G subject to what has been revealed so far. This
part is easy: if at least ¢ + 1 inputs to G are left free, then after any ¢-query algorithm terminates
there will be some w € {0,1}" on which the value of G remains unknown; this precludes any AvoiD
solution for G from being determined, since G(w) can still cover any element of the codomain. Our
key lemma (Lemma 1) will supply exactly this. In particular, we will show that for a random partial
assignment to G leaving an expected 2q inputs free, if Y, C {0,1}M are the possible outputs H(x)
can map to according to some completion G of the partial assignment, then )" Y| < oM with
high probability. We thus determine that there is some y ¢ Uxe{o,l}m Y., which is exactly the outer
solution we seek.

We will describe the argument in full in the simplest case d = 1 (non-adaptive constructions).
Set s = 2¢q. We will choose a random set S C {0,1}" by including each w € {0,1}" independently
with probability s/2", and then form a partial assignment p : {0,1}" — {0,1} U {*} (x means
free/unassigned) by randomly fixing the value of p(w) for all w ¢ S, and leaving p(w) = * for all
w € S. With overwhelming probability |S| > ¢ + 1. For each =, let Y£ = {H%(x) | G D p}, where
G D p means that G is a completion of the partial assignment p i.e. it agrees with p at every input

assigned by p. We aim to show
E, ) [|vf<2M!

z€{0,1}m

from which it follows that some p with > g + 1 free inputs satisfies |J, Y # {0,1}*. For each =,
let @, C {0,1}" be the set of ¢ queries made to G in the execution H%(x) (since the construction
is nonadaptive, @, does not depend on G). Let t,(p) = |S N Qx|, £ = n —loggs. Our argument is
based around the following key observation: t,(p) is typically very small, and |Y¥| can be directly
upper bounded in terms of ¢,(p). Specifically:

1. For any t, Pr,[ts(p) = t] < (?)(s/2")" < 27%. This follows by taking a union bound over the
(Z) possible values of S N @Q,; for each, the probability that every one of the ¢ inputs in this
set lies in S is (s/2")".

2. Whenever t,(p) = t, |Y¥| < 2Vt This follows since each element of Y, can be specified by
listing the values of G on the t critical queries of H%(z) in order (all other query answers are
predetermined by p).

Now, let 7 be some threshold to be determined shortly. We break our analysis into cases based on
whether t,(p) > 7:
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E, S W< Y Y Prlt() =t BV () =< Y 32 minf2 2V

ze{0,1}m z€{0,1}m t=0 z€{0,1}m =0
S Z ( Z 2M—ft 4 Z 2t(N—€)> S 2m(q 4 1) . max{?M_éT, 2T(N—f)}
ze{0,1}m 0<t<q 0<t<q
t>T1 t<T

To optimize this bound we set 7 so that M — ¢7 = 7(N —£), which yields 7 = 4f. The above is then

bounded by (q + 1)2m+M*g%; this is at most 2"~ provided M > (m + log(q + 1) + 1)% and the
proof is complete. Contrapositively, we have shown that any valid reduction must satisfy:

N

M < (m+log(g+1)+ 1)% =(m+ O(logn))m

The crux of this argument relied on a tradeoff between the unlikely event in which x sees many critical
queries, and the upper bound on the amount of “entropy” H®(x) can generate as a function of this
number of critical queries (where this “entropy” quantity is conditioned on the partial assignment).
For larger d, the same principle applies. We will show that, except with small probability, we can
bound the number of critical queries made in round j in terms of the number made during the
preceding rounds. This will in turn yield a recurrence for the overall number of critical queries
which, when unrolled (and subjected to the same case analysis above using an appropriate threshold
7) gives the quantitative bound needed for Theorem 3.

We now turn to the case of PRG amplification; here we require some additional nontrivial
arguments on top of our key random restriction Lemma (Lemma 1). The high-level structure of the
argument will proceed as follows:

1. Generate a random partial assignment p as above, and then a random completion of this
partial assignment to some G : {0,1}" — {0,1}". Instead of s = 2q, we will require some
larger setting s = poly(ge~!) (recall that s represents the expected number of free inputs in
the random restriction).

2. Construct a distinguisher 7 : {0,1}™ — {0,1}, T(y) = 1 + {3G’ D p,y € range(H)}

3. Show with high probability over G, T we have that T distinguishes H®, while the security
reduction fails to distinguish G when given oracle access to both G and T'.

Now, Lemma 1 will take care of the first condition in (3) directly: after the random restriction p,
with high probability the vast majority of strings® y € {0,1} will lie outside the range of HS
for all G' D p and hence T(y) = 0, while every output y = H(x) will satisfy T(y) = 1. The
remaining difficulty will be in showing that the security reduction fails to distinguish G when given
oracle access to T'; for this remaining part we will no longer need to make use of the fact that HS
has small adaptivity depth.

We proceed by considering a correlated experiment in which we sample w ~ {0,1}", z ~ {0,1}¥
uniformly along with p, G, and consider the “planted generator” G’ = GJw — 2] which modifies
the value of G on w to equal z; we then redefine p at w to obtain some p’ with p/ C G (if
p(w) = * originally then no modification is necessary, else we set p'(w) = z) and define T in terms
of p/ in exactly the same way that T was defined in terms of p. Because G is distributed as a

8For AvoID we only needed one such string, but our argument above supplied ~ % of all M-bit strings. A trivial

2
adjustment yields 99% of strings.
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uniformly random function, in this correlated experiment in which we sampled the entire sequence
(G,G", T, T",w, z), we see that (G',T", z) has the same marginal distribution as (G,T, G(w)). This
will allow us to show that the security reduction fails by arguing that no efficient query procedure
can distinguish (G',T", z) from (G, T, z) in this correlated experiment. This last step will be carried
out by showing that in some sense the query procedure can only distinguish (G, T”, z) from (G, T, z)
by finding the “hidden planting location” w, which is easily shown to require many queries. The
high-level structure of this correlated planting argument is very similar to prior work establishing
that random oracles can be used to construct PRGs [BMGO7].

There is an additional issue we must address; a naive application of this argument would in-
volve averaging the signed distinguishing advantage of our reduction over the random choice of
(G,G',T,T',w, z), which has the potential to destroy the advantage in the case that it oscillates
between positive and negative values. To get around this issue, we employ a generic argument due
to [BG11] which lets us assume that the security reduction always achieves a nonnegative signed
advantage.

Oracle Construction: We next turn to our oracle construction in Section 5. The first key in-
gredient is the observation in [K21] mentioned earlier in the introduction that proving a circuit
lower bound for the exponential time class E (resp. ENFP) is equivalent to giving an efficient al-
gorithm (resp. NP-oracle algorithm) for a certain instance of AvOID often called the “truth table
generator.” This connection is relativizing and was shown in [RSW22] to extend to depth-restricted
circuit classes, wherein the relevant truth table generator will also be computable in restricted depth.
We additionally observe that the truth table generator itself has quite large stretch (the particular
stretch will correspond to the quantitative strength of the circuit lower bound). The second main
ingredient is a result in [K21] (also relativizing, and based on the aforementioned theorem of Jefabek
in Bounded Arithmetic) which shows that for ENP | a lower bound against general Boolean circuits
is in fact equivalent to the existence of an FPNF algorithm for all instances of AvOID (not just some
particular truth table generator). Hence it will suffice to construct an oracle O with the following
properties:

1. AvoID is solvable in polynomial time specifically on the O-oracle low-depth truth table gener-
ator (which has very large stretch); this will establish E¢ ¢ NC© /poly.

2. There are still some O-oracle instances of AvOID (perhaps of smaller stretch) which are hard
for FPNP? algorithms; this will establish that ENP¢ C P9 /poly.

Now, the idea is that to ensure (1) and (2) simultaneously, we need to find some fixed solution to a
large-stretch instance of AVOID which is generated with small O-oracle depth, such that this fixed
solution does not help FPNP algorithms solve AVOID on smaller stretch instances. The standard
definition of O-oracle circuit depth (studied previously in [W87, M92]) is precisely the “adaptivity
depth” we analyzed in the previous sections. We will interpret (a part of) our oracle as defining a
hard small-stretch instance of AvOID, and treat the large-stretch, low O-depth AvOID instance as a
low-depth stretch amplifying reduction for AvoID, and apply our impossibility results.

This description is an oversimplification in a few respects. First, as is usually the case in such
arguments, we need to deal with the effects of our choices in the construction of the oracle across
various input lengths, and perform an explicit diagonalization. Second, for (2) we will actually need
to construct an explicit O-oracle AvOID instance which requires exponential time for NPP-oracle
algorithms to solve on all sufficiently large input lengths. Finally, we will not actually derive our
oracle as a black-box from our impossibility results for stretch-amplifying reductions (Theorem 3),
but instead use directly the random restriction lemma underlying it (Lemma 1).
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2 Preliminaries

We start with some general terminology. For an integer n, we use U, to denote the uniform distri-
bution on {0,1}". For a distribution D over a finite set X, we use  ~ D to denote a sample from
D, and z ~ X to denote a uniformly random sample from X.

We now introduce notation for partial assignments to functions {0,1}" — {0,1}. A partial
assignment p : {0,1}" — {0,1}" U {*} assigns each input in {0, 1}" either a value in {0,1}V or the
symbol #, indicating that the input is free (unassigned). For a partial assignment p, define

dom(p) :={w : p(w) # *}, free(p) := {w : p(w) = *}, |p| := |dom(p)|.

For a pair p, T of partial assignments, we say that 7 extends p, written 7 D p, if dom(7) 2 dom(p)
and 7(w) = p(w) for every w € dom(p). A total assignment G : {0,1}" — {0,1}¥ is a special case
of a partial assignment; in this case when G O p we say G is a “completion of p.” We say that two
partial assignments p, T are compatible if p(w) = 7(w) for every w € dom(p)Ndom(7). For a function
G :{0,1}" — {0,1}" and a set X C {0,1}", we use G|y for the partial assignment which takes the
values of G inside X and is undefined outside X; observe that G O G|x for any X. For p € [0, 1] and
n, N € N we define a distribution R;L’N over partial assignments p : {0,1}" — {0,1}V U {} defined
as follows: to sample p ~ RZ’N, for each w € {0,1}", we independently set p(w) = * with probability
p, and p(w) = z € {0, 1} with probability (1—p)2~" for each z € {0,1}". Equivalently, we sample
G :{0,1}" = {0,1}"V uniformly at random, then sample S C {0,1}" by including each w € {0, 1}"
with probability p, and finally set p = G|g.

2.1 Amplification Procedures

We start with a definition that will be common to both the PRG and AvOID settings. A “construc-
tion” merely describes how a generator H with larger stretch can be built from a generator G with
smaller stretch; the relevant parameters are the number of times it queries G and the adaptivity
depth of these queries.

Definition 1 ((¢,d)-Construction). A (g, d)-construction H() : {0,1}™ — {0,1}M from inner
function G : {0,1}" = {0,1}" is a query procedure which, on every input x € {0,1}™ and for every
oracle G, outputs a value HG(:C) € {o, l}M which is determined by making at most q queries to G
in at most d adaptive rounds. More formally the computation of HE(z) proceeds as follows: first
a sequence of queries w',... wt € {0,1}™ is determined purely as a function of the input x; the
procedure then evaluates G(w'),. .., G(w’) € {0,1}, and as a function of these returned values and
the original input x, a second batch of queries is determined. This proceeds for d rounds, and the
total number of queries to G across all rounds is bounded by q. At the end, as a function of every
query outcome and the original input x, a value y € {0, I}M is output. We call d the adaptivity
depth of the construction. Without loss of generality, no input is queried more than once in an
execution of HE (z).

The common basis of our two main results will be a statement purely about the combinatorial
structure of (g, d) constructions (Lemma 1). We now turn to the two objects of interest which utilize
these constructions. We will start with PRG stretch amplification. We first introduce some general
definitions relevant to the study of PRGs:

Definition 2 (Distinguishers and Advantage). A distinguisher on {0, 1}* is a probability distribution
D over Boolean functions {0,1}1 — {0,1}. For a generator F : {0,1}* — {0,1}1, the signed
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advantage and advantage of D are, respectively,
SAdv(D) = Pr[D(F(Uy)) = 1] — Pr[DUy) = 1],
Advp(D) := ’SAdvF(D)|,
where the probabilities are taken overUy (resp. Ur,) and the internal randomness of D simultaneously.

Definition 3 (PRG Stretch Amplification Reduction). Let N > n, M > m, and 0 < y,e < 1. A
(q,7,€,d) amplification reduction from n +— N stretch to m — M stretch is a pair (H, R) such that
HO : {0,1}"™ — {0,1}M is a (g, d)-construction from inner function G : {0,1}* — {0,1}N, and
R%T is a randomized query procedure outputting a value in {0,1} and querying oracles G : {0,1}" —
{0,133V, T:{0,1}M™ — {0,1}, such that for every possible G,T we have:

Advye(T) >~ = Advg(R%T) >

On every input and for every choice of its randomness, R makes at most q queries in total to G and
T.

We emphasize that there is no adaptivity-depth restriction on R. It would be fitting to allow
also the test T' to be a fully general “distinguisher” in the sense of Definition 2 (a distribution over
Boolean-valued functions) just as R is, rather than a fixed deterministic function. However, since our
results here will be negative, we lose nothing by allowing the reduction to work only on deterministic
T.

We next define black-box constructions of PRFs from PRGs. We will restrict our attention here
to PRF's with nonadaptive security and which output a single bit. As our results are negative, this
only makes them stronger.

Definition 4 (PRG-to-PRF Construction). Let N > n, k,{,q,d > 1,1 <t < 20 and 0 < v,e < 1.
A fully black-box PRG-to-PRF construction with nonadaptive security and parameters (q,t,~,€,d)
is defined by a pair (F, R). The function F is a (q,d) construction of the form:

FO:{0,1}F x {0,1} = {0,1},  FC(u) := FO(z,u),

taking an oracle G : {0,1}" — {0,1}", so q bounds the number of queries to G per evaluation
A deterministic nonadaptive t-query distinguisher consists of a tuple @ = (u',. .., u') of distinct
inputs in {0,1} and a Boolean test T : {0,1} — {0,1}. Its advantage is

AV (@, T) == | Pr [T(FE(u') -+ FS(u") = 1] — Pr[T(Uy) = 1]|.

The uniform t-bit string on the right side represents the values of a uniformly random function
f:{0,1}* — {0,1} on the distinct inputs u', ... u'.

The reduction Rg T is a randomized query procedure making at most q queries in total to oracles
G :{0,1}" — {0,131V, T : {0,1}* = {0,1}, on every input and for every choice of its randomness.
Owerall the construction must satisfy the following for all u,G,T:

Advlljfé (u,T) >~y = AdVG(Rg’T) > €
Note that we defined a (g, d) construction for multioutput functions H¢) : {0,1}™ — {0,1}™, but
the definition extends in the obvious way to single output functions F) : {0, 1}* x {0,1}* — {0,1}
(the length of the output had no special role in the definition).
We now turn to amplification reductions for Avoip. We start with the definition of FPNP query
procedures:
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Definition 5 (FPNP Query Procedures). An FPNP query procedure Q of complexity q querying a
function G : {0,1}"* — {0,1}V is defined as follows. QF proceeds in q phases. At each phase, a single
“‘NP-query” to G of complexity q is made, which is defined as follows: some DNF ¢ of width q over
the propositional variables (G(w);)we{o,1}»,i<N 15 presented, and at unit cost it is determined whether
the function G satisfies ¢ under the natural interpretation, e.g. if the proposition is ~G(w);, then G
will satisfy this literal if and only if G(w); = 0. Based on this determination (and all previous), we
choose the next DNF to query, and so on. At the end the query procedure outputs a value in {0, 1}*.

Definition 6 (Avoid amplification reduction). Let N > n and M > m. A (q,d) amplification
reduction for Avoid from n — N stretch to m — M stretch is a pair (H,Solve), where HO .
{0,1}™ — {0,1}M s a (g, d)-construction from an oracle G : {0,1}"™ — {0,1}, Solve”) : {0, 1}M —
{0,1}Y is an FPN®P query procedure of complexity q, and jointly they satisfy the following for every
G :{0,1}" = {0,1}", y € {0, 1}M:

y ¢ range(H®) = Solve®(y) ¢ range(G).

We emphasize that no adaptivity-depth restriction is placed on the query procedure Solve().

2.2 Relativized Complexity Classes

We define here the relativized complexity classes needed for our main oracle separation; our defini-
tions, including for oracle circuit depth, are standard, see [W87, M92]°.

We start with relativized circuit complexity. An “oracle circuit” C*) : {0,1}* — {0,1} is a
circuit in which each gate is either one of {—,V, A} of fan-in 1,2,2 respectively, or else an “oracle
gate” which can have arbitrary fan-in. The total size of C, denoted |C|, is the number of wires in
the circuit C'. The depth of C, denoted depth(C'), is the length of the longest path of wires from
the output to some input. For an oracle O : {0,1}* — {0,1}*, C° : {0,1}" — {0,1} is given
by substituting O into the oracle gates in the natural way. For functions s,d : N — N, we define
SizeDepth®[s(n), d(n)] to be the set of languages L such that there exists a sequence of O-oracle
circuits (Cp)nen, with |Cy| < s(n), depth(Cy,) < d(n), such that C‘(;'(a:) =1+ 2 € L for all

z € {0,1}*. We define Size®[s(n)] := SizeDepth®[s(n), s(n)]. We will study the classes:

P /poly = U Size[n*], NCO /poly = U SizeDepth®[n* log" (n)]
keN keN

We next define the classes E©, ENPC We start by defining the language SAT? for an oracle O.
The language consists of all descriptions of oracle circuits C) : {0,1}" — {0,1}, n € N, such that
CO is satisfiable (using a standard string encoding of circuits). The class E© (resp. ENPO) is the
set of languages decidable in 290" time with access to an oracle for O (resp. for both SAT? and

0).

3 The Key Lemma, and Amplification Lower Bounds for AvoID

Here we prove the key lemma underlying all of the subsequent results in this paper. We then apply
this to show our main impossibility result for stretch-amplification reductions for AvoiD, which will
follow almost immediately. The case of stretch-amplification for PRGs will require a substantial
additional argument, and so we leave it for the following section.

9We use a slightly more restrictive metric for depth, i.e. for a given circuit our measure will never be larger than that
in [W87, M92]. This will only make our results stronger since we show a depth lower bound in our oracle construction.
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Lemma 1. Let HY : {0,1}" — {0,1} be a (¢,d) construction from an oracle G : {0,1}" —
0,13V, N>n, qd>1. Let 1 < s < %n be any parameter and let p = s/2". Then

Pr [3G D p,y € range(H®)] < poly(gd) - gm—M (2=kE a2 )d

N
PRy y~Ug

In particular, the probability on the left-hand-side of the above inequality is at most 27> provided
d
M > (m+ O(logad) + N) (=)

Proof. For a partial assignment p, let Y7 = (J-, range(H &). For z € {0,1}™, a partial assignment

pand G D p, let t&(p) be the number of queries made to G on inputs in free(p) during the execution
H%(z); we call such queries “critical queries.” For each j < d let tgj (p) be the number of critical

queries made during the first j adaptivity phases (so t&,(p) = t%(p)). For x € {0,1}™, a partial
assignment p and some t > 0, let Y}, = {H% ) | G D p,t&(p) = t}. We will show that for all
xz € {0,1}" we have:

_ n—loggs\d
pD 2| < poly(qd) - 2M~MC=F) (f)

Since Y? = Uxe{o,l}m,ogtgq Yxfjt, this will directly yield the lemma:
q
Pr(3G extending p,y € range(HY)| =E,2"M[Y?| <E, Y > 27Myf,

PY
z€{0,1}™ t=0

q
< gm—M (E v ) < poly(qd) - 2" M
< e pgl ?.|) < poly(qd)

(n—l;\;lg qs )d

So it remains only to prove (1). Fix some particular x € {0,1}" for the remainder of the proof. Let
{=n-—loggs, a= W We will show the following key claims:

1. For any threshold 7 > 0, Pr,[3t > 7, Ympt # (] < poly(qd) -2~ (where the poly(gd) term does
not depend on the threshold 7).

2. B[V, <200 for all 0 <t < gq.
Assuming these, for any chosen threshold 7 > 0 we will have

pZy < ( q+1)2MPr[3t>T,Y;t7é(/)]+ > RV

0<t<q,t<t
< poly(qd) L9M—Ta + (C] + 1)2(N_Z)7— < poly(qd) . maX{QM—TOt’ 2(N—£)T}

We can then choose 7 such that M — 7o = (N — £)7; this choice yields 7 = NLM and hence
M—7a = (N—L0)7 = M—M({/N)?, giving the overall bound E, Y7 [Y?,| < poly(qd)- QM—M(¢/N)
which is exactly (f).

We now establish (1) and (2). We suppress = in the notation tﬁ ;(p) since we have fixed it. To
prove (1), we establish the following: for any j < d, t;_1,t; € N, we have:

Pr[3G DO p,t?_l(p) =ti_1 A tf(p) = t;] < 2Nti-1=4; (Critical Query bound)
o
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To show this, define a “critical transcript of type (j,tj-1,t;)” to be a pair (P, z) where P C [q], |P| =
tj and z = (zl, oo, 2t-1) 20 € {0,131, We say that some p is consistent with this critical transcript
if for some G D p, during the execution of HY(z) through the first j adaptivity rounds, the query
indices P C [g] represent exactly the queries (in chronological order) on which H%(z) queried G
on some w with p(w) = *, and through the first j — 1 rounds if w’ was the i*" such critical query
then G(w') = 2. Now, for any such cr1t1cal transcript (P, Z) of type (j,tj—1,t;), the probability
that p is consistent with it is at most p%. To see this, note that for any G D p realizing this critical
transcript, the entire transcript of the simulation of H G(a:) up until just after the queries for round
j are chosen (but not yet queried) depends only on p, P, Z; moreover, before each of the t; critical
queries w, ..., w' is made, we can imagine that p(w?) is chosen independently with probability p to
equal * (recall from Section 2 that we can assume no repeated queries are ever made). We then take
a union bound over all critical transcripts of type (j,t;—1,t;), of which there are at most ¢ tigNtj—1
and get an overall bound of ¢%i2Nti-1pti = 2Nti—1—4;

Now, for some G, p and threshold 7 > 0, we claim that if tff(p) > 7, then we must have that

EtjG(p) - Ntf_l(p) > a7 for some j. To see this, note that if EtjG(p) - thG_l(p) < ar forall j <d

then we can strictly upper bound each term in the sequence (t{'(p),...,t5(p)) by its corresponding
term in the sequence (1, ...,tq) where
d—1 .
N ot % Ny?
tg:=0, t; := —t;_ —, hich yields ¢ — <—) =
0 J 7 i1 + 7 w y d=" 2 7 T

It then follows that:

PG pti(p) 271 < Y > PG 2 ptf(p) = i1 AL () = 1]

where we used the Critical Query bound in the second step. Hence we have established (1). For
(2), we use a similar argument to that used in the Critical Query bound. Define a terminal critical
transcript of type ¢ to be a pair (P,z) with P C [q],|P| = t and z € ({0,1}V)!; we say that p is
consistent with this transcript if, for some G O p, P represents the query steps in chronological
order on which HY(z) queried some w with p(w) = *, and Z represents the values that G took on
each of the critical queries. As before, we can bound the probability that p is consistent with a given
transcript (P, %) by p’, and the number of such transcripts is < ¢'2"*. Finally observe that p, P, Z
completely determine the value HY(z) (for any G D p realizing this transcript); in other words, for
a fixed p, each transcript contributes at most one element to sz +; on the other hand every element
of Y, arises from some critical transcript. Hence overall:

EplY, t‘ < ZPI“ p is consistent with (P, z)] < plgtoNt — o(N=0)t
Pz

O]

We now apply this to stretch amplification reductions for AvoiD. We need the following result,
an elementary proof of which is given in [K25al; the core of the argument first appeared in [W83]
but is stated in a different terminology.
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Lemma 2 ([W83, K25a]). Any FPNP query algorithm solving AvoID on all instances G : {0,1}" —
{0, 1} must have complezity > /2".

Theorem 3. Let (H,Solve) be a (q,d) stretch amplification reduction for Avoid from n +— N stretch
to m — M stretch, where ¢ > 2, d > 1, and 8¢® < 2". Then

d
M < (m+ O(log(gd))) (n—livg(Sq?’)) :

d
Proof. Set s = 8¢? and p = s5/2". Say that M > (m + Clog(qd))(n_ljggqs> for a suitably large

constant C. Then by Lemma 1, with probability > % over p ~ RQ’N and y ~ {0, 1} we have that
y ¢ range(H®) for all G D p. The probability that |free(p)| < s/2 is at most e~%/8, hence there
must exist p,y such that y ¢ range(H®) for all G D p and |free(p)| > s/2 = 4¢>.

Now, the procedure Solve®(y) must successfully find an Avoid solution for G whenever ¥ is
a solution for H®; in particular, it solves Avoid on all instances G O p. Let 7 be such that
q® < 2" < |free(p)|. Then, identifying {0,1}" with a subset of free(p), we obtain a FPNF query
procedure with complexity ¢ which solves Avoid on all instances F : {0,1}" — {0,1}", ¢ < 27.
This contradicts Lemma 2. O

We conclude this section with a brief observation used later in our oracle construction (Section 5):
the distribution of the values that p took whenever p(w) # * had no relevance to the proof of
Lemma 1. Hence:

Observation 1. Let H) : {0,1}™ — {0,1}™, ¢,d,n, N, s,p be exactly as in Lemma 1. Let G be
any distribution on functions G : {0,1}" — {0,1} and let R,(G) be the distribution on partial
assignments p = {0,1}" — {0,1}N U {x} given by sampling G ~ G, then sampling S C {0,1}" by
including each input independently with probability p, and outputting p = G|g. Then the exact same
bound in Lemma 1 holds with the distribution Ry,(G) in place of R;L’N.

4 PRG Stretch Amplification and PRG to PRF Constructions

In this section we establish our main impossibility results for PRG stretch amplification and con-
structions of PRFs from PRGs. The results pertaining to PRFs will follow immediately from our
stretch amplification results by standard reductions.

We start with the following lemma which is a special case of a very general transformation
presented in [BG11, Proposition 1.1]; it allows us to focus on reductions which always achieve
nonnegative signed advantage. This will allow us to argue in our main result ruling out PRG
amplification reductions that the distinguisher R®T in the security reduction has small advantage
by an averaging argument (this kind of averaging is unavailable when the signed advantages can
be both positive and negative). In Appendix A where we prove a strengthening of Theorem 1
involving reductions with advice, we will side-step this argument and reason directly about the
absolute advantage; this has a mild cost in terms of the complexity of the argument and so we prefer
using the reduction to nonnegative advantage here.

Lemma 3 ([BG11]). Suppose (H, R) is an amplification reduction such that, for every G, T it holds
that Adv e (T) > v = Advg(R%T) > €. Then there is an amplification reduction (H, R) such that
SAdvg(RET) > 0 for all G, T, and Advye(T) > v = SAdvg(RST) > 2. If R makes at most q
queries in total (to G and T'), then R makes at most 3¢ + 1 queries in total.
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Proof. On input z € {0,1}", our randomized distinguisher R will sample independent w ~ U,,
2" ~ Uy, and compute a = R&T(G(w)), b = RFT(2), ¢ = R%T(z) using independent randomness
for each invocation. R will then output c if (a,b) = (1,0), —c if (a,b) = (0,1), and 0 otherwise. Fix
G,T, and let a = Pr[RET(G(U,)) = 1], B = Pr[RET(Uy) = 1], and A = o — B. Since a,b are
independent of the challenge and its evaluation,

SAdvg(RET) = (a(l - B) — (1 — a)B)A = A%

Thus the signed advantage is always nonnegative, and |A| > e implies that the signed advantage is
at least €2. The construction uses three invocations of R and one additional query to G, so at most
3q + 1 queries in total. O

It remains only to rule out an amplification reduction with nonnegative signed advantage. As
mentioned in the introduction, the main correlated experiment we study in this proof is an established
method used previously to prove the existence of PRGs (among other primitives) in the random
oracle model [BMGOT7].

Theorem 1. There is a universal constant ¢ > 0 such that the following holds. Let (H,R) be a
(¢,0.9,¢,d) PRG amplification reduction from n +— N stretch to m — M stretch, where ¢ > 2,d > 1,
0<e<l, and q,et <2 Then

N d
n-— O(log(Q/‘f))) '

Proof. By assumption, H®) : {0,1}™ — {0,1} is a (g, d) construction from an oracle G : {0,1}" —
{0,1}V, and R%T makes < ¢ queries to T, G. Using Lemma 3, we may assume up to negligible loss
in parameters that R%T has nonnegative signed advantage for all T, G, and that this advantage is
> ¢ for every T, G such that Advye(T) > 0.9. Let s = poly(ge!) be a parameter to be set later
and let p = s/2". Our proof proceeds as follows:

M < (m+ Olog(ad)

1. Sample p ~ RZ’N, then sample a uniformly random completion G D p.
2. Set T'=T),, where T,(y) = 1 if and only if there exists G’ D p such that y € range(HS).

3. Evaluate the correctness of our stretch reduction for this particular choice of G, T.

Assuming towards a contradiction that M > (m+C'log qd)( n_ljgg 7 )? for a sufficiently large universal

constant C, we will show that when G,T are sampled in this way we have:

() Pr[Advye(T) > 0.9] > (b)

2

1
P Pr[SAdvg(RET) < € > =
o FrlSAdve(R™T) <d >3
Taking a union bound we conclude that for some G,T both conditions hold, contradicting the
correctness of the stretch reduction. The first condition will follow directly from Lemma 1. Observe

that for our choice of G, T, we have that T(H®(z)) = 1 for all z € {0,1}™. On the other hand,

Pr[PrI(y) = 1] > 0.1] < Pr{Pr[3G 2 p,y € ramge(H®)] = 0.1]
s Yy Py

< 10Pr[3G" D p,y € range(H)] <
p7y

W =

where we use the bound from Lemma 1 and our choice of parameters in the inequality Pr,,[3G" D
p,y € range(H Gl)} < % (and a Markov argument in the preceding step).
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Now, to prove (b) we show that E¢7[SAdve(RET)] < &. Since we assumed the signed advantage
is always nonnegative this will suffice by another Markov argument. We need to bound

E¢r(ErwRET (G(w)) — Er.RET(2)) = ER((EG,T,wRG’T(G(w))) - (EGT,ZRGT(Z)))

where Ep denotes an expectation over the internal randomness of R. It in turn suffices to prove
(Eg,r,wRET(G(w))) — (Eq,r-RET(2)) < § for every fixing of the internal randomness of R and
then average. Hence for the remainder we assume R is deterministic.

Let D name the distribution over (G, T') we have been concerned with thus far. Now, consider the
following experiment: sample G : {0,1}" — {0,1}" at random, sample S C {0, 1}" by choosing each
input to lie in S with probability p, sample w ~ {0,1}", and z ~ {0, 1}* (all of these independently).
Now set G' = G[w — z], where this notation means

G/ (w') = {z if w' =w

G(w') otherwise

Define T = Tg_, T = Ter|,- Overall we have a joint distribution D' over tuples (G,G', T, T, w, z).
We now observe:

1. The distribution (G, T, 2)(G,q" 1,1 w,2)~p €quals the distribution (G, T, 2)(¢ 1)~p,2~f0,1}V -

2. The distribution (G" T, 2)(G,c .17 w,2)~D equals the distribution
(G, T, G(w)) (G 1)~D,w~{0,1}7-

Hence, by linearity of expectation, in order to prove (Eq 7,,R%7 (G(w))) — (Eqr.RET(2)) < § it

suffices to show: .

Ec.c 1 w.[RYT (2) — RET(2)] < B

We show that Pr[R%T"(z) # RET(2)] < 5 which will conclude the proof. We need to compare
the executions R"T"(z), R%T(z). To do this we introduce a third “reference execution” and argue
that both of these will equal the reference execution with high probability. Recall that our sampling
process for generating (G,G’,T,T’,w, z) involved another random variable S which we have since
dropped from our notation. We reintroduce it here, so that now the relevant joint distribution is
(G,G"\T,T',S,w,z). Define St = SU{w}, p* = Gloz = G'lg, TT = T,+. Now, our “reference
execution” will be RET™ (2); we refer to RE"T'(z) as the “planted execution” and RE7T(z) as the
“unplanted execution.” We aim to show that both the planted and unplanted executions match
the reference execution except with probability §. In particular, we will define a set @ C {0,1}"
jointly distributed with (G, G', T, T",T*,S,S*,w, z). We show that whenever the planted /unplanted
execution differs from the reference, we must have w € ). We then show that Prjw € Q] < 5.

To define @, we first include every input at which G is queried in the execution RG’T+(2). In
addition, for each y on which this execution queries T and receives the answer T (y) = 1, we
choose some z € {0,1} and some F D p* such that H¥(z) = y and include in @ all inputs
at which F is queried in the execution H¥(z); choose these z, F' canonically depending only on
pt,y. The total size of Q is O(¢?). We need to show that whenever one of the planted/unplanted
executions differs from the reference we must have w € @. In order for such a difference to occur,
one of the planted/unplanted executions must either query G’ on an input on which it differs from
G (this only applies for the planted case), or else query T'/T” on an input on which it differs from
T. Consider the first occurrence of such an event (first in chronological order over the steps of the
execution when running all three executions in parallel). Before the relevant query is made, we have

20



reached the same internal state in the reference and the planted (resp. unplanted) execution. If the
divergence of the execution occurs because the planted execution queries G’ on an input on which
it differs from G, then this input must be w; but then the reference must query G on w as well
(since they are in the same state before this query), so w € Q. Otherwise, we have that the next
query is y € {0,1}M, and either T’(y) # T*(y) or T(y) # T*(y). Note that for any pair of partial
assignments 7 2 o, we must have T, (y) < T, (y) for every y, so in particular T'(y),T"(y) < T (y).
The only case to consider is therefore when TF(y) = 1, while one of T'(y),T’(y) equals 0. In this
case, let (z, F) be the canonical witness that 7% (y) = 1 (depending only on p™,y). We claim that
w must have been queried in the execution H¥ (z) and hence w € @Q; otherwise we would have that,
for FU = Flw — G(w)], F! = Flw — G'(w)], (z, F°) and (x, F'') each form a witness that T(y) = 1
and T"(y) = 1 respectively.

Now, observe that @ is completely determined by G, z, S™. Conditioned on G, z, ST the distri-
bution of w is uniform on S, so we have

N S+ 2 2
Pr[w € Q] < EGZ,SJQ’Sﬂ’ <Prfls*| <]+ 0(%) e+ 0(L)

Cq?
€

We can strictly upper bound the final value by § provided s >
constant C.

for a sufficiently large universal

O

4.1 Constructions of PRFs from PRGs

We now apply Theorem 1 to give depth lower bounds for constructing PRFs from PRGs. We refer
the reader to Definition 4; we will use here the same parameters q,t,¢,d, k,¢,n, N. In the following
we say that a reduction has polynomial loss if ¢,e~ < (nt)®™),

Theorem 2 (Necessary depth). Any polynomial-loss PRG-to-PRF construction with parameters
(¢,t,0.9,¢,d), q,d > 1, and log(ntq) = o(n) satisfies

N d
n— 0(10g(me))> '

Proof. Fix distinct u',...,u! € {0,1} and set H%(z) = FS(u!)--- FS(u!). Evaluating these in
parallel gives a (tq,d)-construction with seed length k£ and output length ¢, and Advye(T) =

t < (k+ O(log(ntqd))) (

Adv?fé (u,T). Since Rz makes at most ¢ queries, (H, Rg) is a (tq,0.9,¢,d) stretch amplification
reduction when ¢ > k; we can then apply Theorem 1. If £ < k, the bound is immediate. ]

We compare this to what is achievable from known constructions. In the standard regime ¢t =
n®() | our lower bound is essentially tight:

Proposition 1 (Achievability [GM84, GGMS86, GL89, L87]). There is a constant 0 < ¢ < 1/2 such
that, for all sufficiently large n, £ < poly(n), and 1 <t < min{2¢,2°"}, known constructions are able
to achieve a PRG-to-PRF construction with v = 0.9, k = O(n), ¢,e ! < (nt)o(l), only polynomially
many queries to G in each PRF evaluation, and adaptivity depth d satisfying

s LN\
— n \n— log(nt) '
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This proposition follows directly from the stated prior work [GM84, GGMS86, GL89, L87]; we
have not found a source which precisely states a general bound of this form so we spell out the
construction briefly. We first apply the amplification methods in [GM84, GGMS86, GL89] to obtain
a generator HC : {0,1}™ — {0,1}™ for some m = O(n) in depth dy = O(M#m))) (apply
[GL&I] to obtain additive log tn stretch, [GM84] to obtain doubling stretch, then [GGMS86] to obtain
quadratic stretch, skipping the first/second steps if the initial stretch is already large enough). We
then use the quadratic stretch PRG to build the PRF as follows: first use Levin’s domain extension
trick [L87] to hash the PRF input to length O(lognt) (using a 1/(100¢2)-almost-universal hash with
an independent O(log(nt))-bit seed included in the key), and then apply [GGMS&6] with branching
factor m for this compressed input length using H“ as the PRG. The depth of this PRF construction

in terms of the calls it makes to HE is d; = O(1 + lﬁ)gg Zt), so its overall depth in terms of calls to G

is d = dod; = O(log(N/ézg_TlLég(m)))) which gives the bound in Proposition 1.

5 Oracle Separations

In this section we use our techniques to give the following oracle separation:

Theorem 4. There exists an oracle O such that E€ ¢ NCO/poly and ENP? C P9 /poly. In fact,
for this oracle O there exists a language L € EC such that L does not have O-oracle circuits of size
2V and depth \V/n/8 for all sufficiently large n.

We then apply this to give the relativized separation in bounded arithmetic mentioned in the
introduction; this will follow directly from Theorem 4 by standard witnessing theorems. To construct
our oracle we use the following consequence of the relativizing reduction from AvoOID to hard truth
table construction in [K21] (as mentioned in the introduction, this lemma follows from previous work
of [J04] in bounded arithmetic):

Lemma 4 ([K21]). Let O be any oracle and let (G, : {0,1}* — {0,1}?"),en be uniformly computable
in polynomial time with access to the oracle O. Suppose that for every deterministic machine M
with access to O and SATC, running in time |2"/32] on input 1" and outputting a string in {0,1}2",
we have that M outputs a string outside the range of G, on input 1™ for at most finitely many n.
Then ENPC C P9 /poly.

We will not peer into the proof of this lemma formally, but it is worth noting that the polynomial-
S . . o . ) .
size circuits computing every language in ENP™ here are precisely the GGM iterations [GGM86] of
the function G, with the key fixed to an appropriate advice string depending on the language being
computed.

Proof of Theorem 4. Our proof proceeds in two parts; we first show that we may fix some partial
information about the oracle to guarantee that E¢ ¢ NC? /poly; we then show that after this

partial fixing of information, enough freedom remains to allow the collapse ENPC C P9 /poly.

1. Fixing an NC Lower Bound after Random Restriction: We will consider oracles O(G, 0)
indexed by a pair G, 0, where G = (G, : {0,1}"* = {0,1}?"),.en, and 0 = (0, : {0,1}F = {0,1})ren;
we will treat 6y, : {0,1}* — {0,1} also as a string 6, € {0,1}2" at various points. The oracle O(G, 6)
is defined by

Gn(w))it1,

O(G, 9) (0 10w bin[log(2nﬂ (Z)) = (
= Hk(U),

O(G, 6) (1u0®" "~ =+1)
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for n,k > 1, w € {0,1}", v € {0,1}*, and 0 < i < 2n; the value of O(G, ) is zero everywhere else.
Here bin, (i) denotes the r-bit binary encoding of i.

Let p, = 277/8, Independently sample p,, ~ Rgf " for each n € N. For such a choice of
p = (pn)nen, we will consider a family of oracles O := {O(G,0) | Gy, D py, for all n}. Now, let
ri = [2V*|, dj = |Vk/8]. For an oracle O, let HP :{0,1}™ — {0, 1}2" be the truth table generator
which maps descriptions of O-oracle circuits with k inputs, with size at most r; and depth at most
dg, to the truth tables they compute under the oracle O. Under a standard encoding we will have:

1. mrp = O(Tk logrk)

2. For each circuit description = € {0,1}"*, we can evaluate H,? () by making at most 22¥

queries to O in at most dj adaptive phases (for sufficiently large k).

3. If O = O(G, ), for each circuit description = € {0,1}"™, H?(z) will only query bits of G,
with n < 73, and values ,(u) with £ < |log | < Vk; queries outside the encoding have answer
zero and hence are predetermined. In particular, there are at most 2r; potentially accessible
0-bits. These bounds follow from our encoding of the oracle O(G, 0).

We will now claim that, with probability 1 over p, there exists (y : {0,1}* — {0,1})ren such
that for all O € Of we have:

yr ¢ range(HY) for all k sufficiently large

This will follow from Lemma 1. To prove it, fix some k and condition on poy4x := (pp)n<ar. Let
th = > pcar 2n|free(p,)| and define a map

ﬁkozp<4k : {0’ 1}mk+tk+2rk N {07 1}2k

Given (z,a,b), this map simulates HY (), using the 4 bits of a to fill in the values of the free inputs
of p<ar and the 27y bits of b to specify all accessible #-bits. Thus when O = O(G, #), only queries to
G, with 4k < n < rj, require querying the actual oracle O, and at most q := 2%* such queries occur
across at most dj phases of adaptivity. Moreover,

U range( HY) = U range(f[,?’p<4’“).
Oeor Oeor

Now, we'd like to treat H kO P<ik a5 a stretch-amplifying construction querying some G, and apply
Lemma 1 to argue that for any conditioning of p.4r such that ¢ is suitably small, with high
probability over p there will be some fixed y;, outside the union of ranges (Jpc e, range(H, kO P<aky A

slight subtlety is that ﬁ,?’p <** is not querying a single map G,,, but rather a sequence Gy, ..., Gy, ,
and the random restrictions are being applied to these maps at different free-probability rates pyr >
-+ > pp,. To get around this, we will combine the information Gy, ..., G,, into a single map Fj,
and consider a restriction being applied to F} at the highest free-probability rate p4x. In particular,
let Fj, : {0,1}7*1 — {0,1}?"*; interpret the input of Fy as a pair (n,w) with n € {4k,... r.}
and w € {0,1}" (according to any suitable fixed encoding), set Fj(n,w) = G,(w), where G, (w) €
{0,1}2" is padded with zeroes if necessary so that it lies in {0,1}?"*; hence we interpret F} as a

function:
F U {07 1}71 - U {07 1}271
ne{4k,...,ry.} ne{4k,...,ri.}

where the “input region” {0,1}" is mapped into the “output region” {0,1}?" for each n €
{4k, ... ,rr}. We consider the distribution Ry on partial assignments, where 7 ~ Ry, is sampled
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by setting 7(w) = % independently with probability p, and setting 7(w) = z with probability
(1 — pp)2=2" for each z € {0,1}?", where n € {4k, ... ,r} is the value such that w lies in the input
region {0,1}". Define R}, by replacing p, with py; throughout this sampling rule in every region.
Let fl,f’p <% be the function defined by using the values of F' to answer the queries to O in lEI,?’p <4k,

We claim that:

~ 1/ ~ /

P . 2 K
Tff[rzk Fg range(H, *<*) ={0,1}*"| < TBr% FLJ range(H, 7<) = {0,1}?

b0 2oy, ok ((lo8(1/(apar)) ) %k trt o, ok (3K )%
< poly (gdy,) 2™ (=) — poly(qdy) 2™ T ()
< 2mk+tk+27’k+o(k)—27k/8

The first inequality follows from the fact that freeing additional inputs in a partial assignment can
only enlarge the union of ranges over its completions. The second inequality applies Lemma 1;
specifically, we use the modified version of the lemma discussed in Observation 1. At this point it
remains to remove the conditioning on p.4x. Since each input to p,, is free with probability p,,, we
have
E t, = Z 2n2"p, = Z 2n 2"/ < poly(k)2k/2.
n<4k n<4k

By Markov,

Prlt;, > 2%/4] < poly(k)2~+/4.

P

Splitting according to this event and applying the conditional bound above gives

7271{3/8

Pr| | range(HP) = {0,1}*" | < poly(k)2 /4 4 gmstant221+0(k)
P
OeOor

Since my + 2r, = 20(\@), these failure probabilities are summable over k. By Borel-Cantelli, with
probability one, (oo, range(H, ,? ) is a proper subset of {0, 1}2k for every sufficiently large k. Choose
yx outside this union for each such k, and choose the finitely many remaining y; arbitrarily.

We now make an additional easy claim: with probability 1 over p, |free(py)| > %2’”/ 8 for all
sufficiently large n. Indeed, |free(p,)| is binomial with mean 2"p, = 2"%, so a Chernoff bound
gives Prp[|free(pn)| < %2"/ 8] < exp(—@). These probabilities are summable over n, so again
Borel-Cantelli proves the claim.

At this point we may now fix a restriction sequence p satisfying both key properties: there exists
some y = (yx)ken as above, and [free(py,)| > %2”/ 8 for all sufficiently large n. We will now fix some
p, one of its corresponding y’s, and consider from now on only oracles in the set O?Y = {O(G,y) |
Gy D py for all n}. We claim that for any O € O”¥ we have that EC ¢ NCO/poly; in fact, there is
a language in E© which does not have O-oracle circuits of size 2V™ and depth \/n/8 for sufficiently
large n. In particular the witnessing language will be:

0= {:c € {0,1}": 0120 ") =1},

n>1

Clearly LY € E©. We observe that if O = O(G,y) then for x € {0,1}", x € L° > y,(z) = 1. By
construction we have that ¥, avoids the truth table generator for O-oracle circuits of size |2V"| and

depth [/n/8].
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2. Making Range Avoidance hard: Let T(n) = [2"/32]. We will choose O = O(G,y) € O”Y
so that every deterministic machine with access to O and SAT?, running in time T'(n) on input
1™, fails to find a string outside range(G),,) for all sufficiently large n. Applying Lemma 4 this will
immediately yield ENPY C pO /poly and finish the proof, since Gy, is computable in poly(n) time
with an O(G,y) oracle. The argument here is essentially identical to Wilson’s construction of an
oracle relative to which ENP C P /poly [W83] (recall that Wilson’s oracle separation is also roughly
equivalent to Lemma 2; it requires only some additional diagonalization bookkeeping).

Enumerate all candidate machines as My, Ms, . ... Our construction will proceed in stages indexed
by N. In a given stage, we maintain some 7 2 p (this notation is shorthand for the statement “7,, 2 p,
for all n”). We will extend 7 in each stage to some 7" D 7; we don’t introduce a new variable name
for the extension of 7, we will just write “extend 7 as follows” in each stage. For each n, after stage
n we will have 7,,(w) # * for all w € {0,1}"; in this way the construction will uniquely determine
some G 2 p, and hence some O € O”Y. Choose ng large enough that for all n > ny,

n?(T(n)? + T(n) + 1) = 27/16+000en) - Lon/8 < |free(p,, )| (1)

Initialize 7 = p. For each n < ng, complete 7, arbitrarily. Now, for each stage n > ng we will
simulate each of My,..., M, on 1" for T'(n) steps as follows. Say that 7 is our current partial
assignment. If some M; queries a bit of some G (w), we extend 7 to fix its value 73,(w) € {0,1}2¥
arbitrarily, and then respond with the requested bit of 7;(w). All other direct queries to the oracle
are already determined by the condition O € O™¥. For a SAT® query, in the form of some oracle
circuit OO, |CO)| < T(n), we do the following. If there exists some O’ € O™ and some z such
that C9'(z) = 1, we immediately fix all queries G¢(w) made to G in the computation C°(z) and
extend 7 to agree with O" on these, and then proceed in the simulation of M; assuming this SAT?
query output “SATISFIABLE.” If no such O’ existed, we make no adjustment to 7, and continue the
simulation of M; assuming this query had the output “UNSATISFIABLE.” It is easy to see that by
this rule, we can guarantee that we have provided the correct SAT? oracle responses for all oracles
O satisfying O € O™Y. Observe that each machine simulation extends 7 on at most T(n)? 4+ T'(n)
additional inputs. If, at the end of its computation, some machine M; outputs a string z € {0,1}?",
we choose some remaining free input w € free(r,) and then extend 7 to set 7,(w) = z. Such an
input w always exists by (1). At the end of stage n, if any 7,(w) remains undefined, extend 7 by
setting it to 02".

In this staged process, we are able to guarantee that for all machines M,, and all n’ > max{n,ng},
if 7") is the state of the maintained partial assignment 7 after stage n’, then M ’SATO(lnl) fails
to find a string in {0,1}?" \ range(G,) in T(n’) steps for all O € o™, For the unique oracle
O € MNysny O™"¥ we hence have that every machine fails to solve AVOID on G9 for all but finitely
many n and we are done. O

We now move on to the relativized separation in Bounded Arithmetic. We start with the following
observation, that the above theorem can be strengthened so that the circuit upper bound is Size® [n¥]
for a fixed universal constant k:

Observation 2. There exists a universal constant k and an oracle O such that (1) there is a language
L € E© such that L does not have O-oracle circuits of size 2V™ and depth \V/n/8 for all sufficiently
large n, and (2) every language L € ENPC has O-oracle circuits of size n® for allm > ny, where ny,
depends on L.

In fact if we were more careful in the proof of Theorem 4 we could establish this directly for a
very reasonable constant k, but this would require peering into the proof of Lemma 4. Instead we
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observe that this follows as a black box from Theorem 4, using the fact that for every oracle O,
ENP? C pO /poly if and only if there is a universal constant k such that ENP? C Size© [O(nF)].
This follows from the relativizing fact that ENPC
reductions.

contains complete problems under linear time

Our results concern the bounded arithmetic theory Si(a), which is a relativized theory of
bounded arithmetic in which an uninterpreted unary predicate symbol « is added to the language.
The BASIC axioms remain unchanged (and do not involve «), and the polynomial induction schema
is extended to all ¥%(a) formulas over the expanded language L2(a) := Lo U {a}, where Lo is the
standard language of bounded arithmetic. See [K95] for a comprehensive introduction to bounded
arithmetic.

Now, we consider the following V35 (a) sentences in the language £o(c), where k is the universal
constant from Observation 2. Each is parameterized by a fixed standard number ng:

1. DepthLB,, (): For all a, n := [|a|| > ng, there exists f : {0,1}" — {0,1} such that for all
a-oracle circuits C, |C] < 2V™, depth(C) < /n/8, there is = € {0,1}" such that C%(z) # f(x).

2. CircuitLBy,,(«): For all a, n := [|a|]| > ng, there exists f : {0,1}" — {0,1} such that for all
a-oracle circuits C, |C| < n¥, there is z € {0,1}" such that C*(z) # f(z).

Note that the final quantifier over € {0,1}" in each sentence is sharply bounded. We formalize
these sentences in Lo(«) in the standard way, following Jerdbek. Note that the restriction to n with
n = ||a|| for some a is necessary if we wish to quantify over truth tables of functions f : {0,1}" —
{0,1} in the natural way. We prove the following relativized separation:

Theorem 5. For all sufficiently large ng € N and every n{, € N,
S3(a) + DepthLB,,, (a) ¥ CircuitLB,, (a)

Let ® be a VX5(a) sentence of the form ® = Va3x < t;(a)Vy < t2(a, x)d(a, z,y) where ¢(a,x,y)
is a sharply bounded Ls(«) formula and t1,te are Lo terms. For an oracle O : {0,1}* — {0,1}, we
can define a (FXY)? search problem Search®(®) as follows: given a € N in binary, find z < t1(a)
such that for all y < to(a, ), $°(a, z,y) holds, where the Lo symbols are interpreted via the standard
model of arithmetic and ¢©(a,z,y) is defined by substituting O for a (coding inputs to a, which
are elements of N, by their binary encodings in {0, 1}* in order to feed them into O). If the sentence
® is true in the standard model of arithmetic when O is substituted for «, then this will be a total
search problem, i.e. it will lie in (TFXF)?. We require the following standard consequence of the
polynomial round KPT-style witnessing theorem for S3 [P92, K92, K25b] 1

Theorem 6 ([P92, K92, K25b]). Let ®g, 1 be Y4 () formulas such that Si(a) + ®o(a) - ®1(a).
Then for every oracle O, if Search® (®q) € FPC then Search®(d;) € FPNP?,

We can now prove Theorem 5:

Proof of Theorem 5. For an oracle O, the search problems associated with DepthLB,, (a) and
CircuitLB,, (o) are given as follows:

1. Given 12", n > ng output the truth table of a function f : {0,1}" — {0,1} which does not
have O-oracle circuits of size 2V" and depth \/n/8.

10[P92] proves this in the case ®g is omitted (and its search problem is removed from the statement of the theorem);
[K92] provides an alternate proof. The form including ®¢ follows from the relativization of the witnessing theorem for

S3(PV) 4 Tpy in [K25b, Theorem 8.1.1(2)], where Tpy is the true universal theory in the language of PV.
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2. Given 12", n > n{, output the truth table of a function f : {0,1}" — {0, 1} which does not

have O-oracle circuits of size n”.

k

For the specific oracle we have constructed above (Observation 2) and some nq sufficiently large, the

first problem is in FP? but the second is not in FPNP? for any ng. Applying Theorem 6 we derive
Theorem 5. O
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A Security Reductions with Advice

In this section we show that our depth lower bound for PRG amplification can be strengthened to
hold for nonuniform security reductions (this distinction was mentioned in the introduction). Since
the PRF depth lower bound (Theorem 2) was derived in a completely generic way from Theorem 1,
we can apply this argument to strengthen Theorem 2 to hold for nonuniform reductions as well.

Definition 7 (Amplification with nonuniform security reductions). Let N > n, M > m, and
0 <~v,e<1. A(qn,€d) amplification reduction with nonuniform security from n — N stretch
to m — M stretch is a pair (H,R) such that HO) : {0,1}™ — {0,1}™ is a (gq,d)-construction
from inner function G : {0,1}* — {0,1}Y, and for each advice string a € {0,1}7, RS is a
randomized query procedure outputting a value in {0,1} and querying oracles G : {0,1}" — {0,1},
T :{0,1}M — {0,1}, such that for every possible G, T we have:

Advge(T) >~ = Ja€{0,1}9, Advg(RET) >

On every input and for every choice of its randomness and advice a, R, makes at most q queries in
total to G and T.

Theorem 7. There is a universal constant ¢ > 0 such that the following holds. Let (H,R) be a
(¢,0.9,¢,d) amplification reduction with nonuniform security from n — N stretch to m — M stretch,
where ¢ >2,d>1,0<e<1, and ¢, e ' < 2. Then

N d
n— O(log(Q/6))> '

Proof. We proceed as in the proof of Theorem 1: for some parameters h = poly(ge~ 1), s = poly(hq)
to be chosen later, set p = 5/2", sample G, S in the same way as in Theorem 1, and set p = G|g,
T =T,. The application of Lemma 1 establishing that T" distinguishes H G with high probability is
unchanged; in particular, if M > (m + C'log qcl)(n_f(\fg qs)d for a sufficiently large universal constant
C, then with probability at least % T will distinguish H® with advantage > 0.9. We will not apply
the reduction to nonnegative signed advantage (Lemma 3) used in the proof of Theorem 1, and
instead bound the absolute advantage directly. We will show that for every choice of a € {0,1}7, we

have

M < (m+ O(log(gd))) (

PriAdva(Re™) = d < 0@/ (1)

Taking a union bound over a € {0,1}%:

Pr[3a e {0.1)7, Advg(RET?) > ] < 2910(e=he"/a)y

For a sufficiently large choice of h = O(q?¢~2) this will give the desired result. We hence suppress
the advice a for the remainder of the proof and establish (1) for any fixed R (with the understanding
that R = R, for some fixing of a).

To prove (1) we will modify the planted experiment from the proof of Theorem 1 to plant h values
instead of 1. We introduce two experiments which we call the “subsample advantage experiment”
and the “planted experiment” and show that various relevant parameters in these experiments
have an identical distribution. We start with the subsample experiment. Sample G, S as above,
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sample w!, ..., wh ~ {0,1}" uniformly without replacement, u',...,u" ~ {0,1}" uniformly with
replacement, and a uniform random sign vector b ~ {£1}"*. We then set T = T, Gl and define:

o h
: Gw")if b =1 aGT, 1
Zl: . y T’:Q-R’ Z/L _]_? V= — b,r
{unfbi:—l ’ (=) hz; '
where in the definition of r1,...,7,, R uses fresh independent internal randomness across these h

executions. Let D; be the distribution of (G, S, T, w, z,b,r,v) generated in the process.

We next describe a distribution Dy defining the “planted experiment.” Sample G, S as before,
sample w!, ..., w" ~ {0,1}" without replacement, z',...,2" ~ {0,1}" with replacement, and b ~
{£1}" uniformly. Define

h
. . ! ! N 1
G’:G[wlr—)zwbi:l]’ T/:TG,l§ ri:Q.RG,T(ZZ)_L V:hélbi.ri
i

where as above we use fresh internal R-randomness in the definition of each r;. We take D5 to be the
distribution of (G', S,T",w, z,b,r,v) generated in this experiment. We claim that in fact D; = Ds.
This follows by observing that the distributions of w, b are identical in both, and conditioned on
w,b, G’ is a uniformly random function and 2 equals G’(w’) when b; = 1, and is otherwise an
independent uniform element of {0, 1}".

Now, we want to argue that Advg(R%T) is small with high probability over G,T. We will first
argue, using the D; experiment, that with overwhelming probability [SAdvg(R%T)—v| is very small,
so that it suffices to bound |v|. We then argue using the Dy experiment that with overwhelming
probability |v| is small, which will complete the proof.

For the first step we will argue that [SAdvg(RT) — v| is small for every conditioning of G, T.
Fix some G, T for the remainder of this argument, and define

a(w) = P}’%r[RG’T(G(w)) =1], a=E, pna(w), B= R’ZNP{)(l)"?l}N[RG’T(z) =1, A=a-§

Observe that A = SAdvg(RT). Now, if we condition as well on w, we see that the summands
bir; are independent with means a(w') — 3. By Hoeffding their average v concentrates around
ﬁ(w) = 3> <p(a(w’) — B); in particular Pr[lv — A(w)| > ¢ |G T,w] < 2¢~h€*/128  Next we
observe that:

Rw)— & =3 (Y a(w)) = ) ~ (= 5) = (3 S alw) ~ Eyegorralu)

i<h i<h

We can hence control the deviation of ﬁ(u?) from A using the sampling-without-replacement Ho-
effding bound: we are sampling h uniform inputs in {0,1}" without replacement, and asking for
the deviation of the sample mean of a(-) € [0,1] from its population mean. Applying this bound
gives Pry Uﬁ(u’)) —Al> £ |G, T] < 2¢~"<*/32 The triangle inequality and a union bound then give
Prllv — A > £ | G, T] < 4e~h<*/128,

We now show, using the Dy experiment, that Pr[jv| > ¢/4] < 2-h<*/9) which will complete
the proof. In particular we will show that this holds for an appropriate setting of s bounded by
s = O(h*¢?). In the planted experiment, we interpret R as attempting to “guess” the value of
the signs b; by making queries to G’,T". We measure R’s success by evaluating it at each 2z’ and
subtracting the fraction of incorrect answers from the fraction of correct answers to compute its
overall “score” v. To argue the score is small, we define a set D C [h], jointly distributed with the
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other parameters of Dy, indicating which of the w’ will get “discovered” by one of the executions of
R defining rq, ..., if we were to run the executions in series (the definition of “discovered” will be
more general than strictly requiring G’ to be queried on w®). We will argue that D is small with high
probability, and conditioned on D being small the score ¥ must also be small with high probability.

Initialize D = (); for the current value of D, define Sp = SU{w’ | j ¢ D}, pp = G'l5, Tp =T,
Let p' = G'|g; so T" = T,y. Observe that for any D, pp C p, hence for all y T'(y) < Tp(y). Now,
iterate over each i < h in order and add elements to D by considering the execution of RE"T" ().
If the next query is to G'(w?) for some j, we perform the query and add j to the discovered set D
if it was not already present. If the next query is to T'(y) for some y we perform this query and
then initiate the following loop to expand D before moving on to R’s next query. If Tp(y) = 0
then we do not modify D and continue to R’s next query immediately. If Tp(y) = 1, we fix some
canonical 7 (defined in the next sentence) and for each j such that 7(w’) # *, add j into D. By
“canonical witness” we mean: 7 is compatible with pp, |7| < ¢, there exists = € {0,1}™ such that
HF(z) =y for all F D 7, and amongst all such partial assignments, 7 is the lexicographically first
in some standard ordering. Now, if D did not grow at all during this step, we proceed to R’s next
query. Otherwise we repeat this process: for the expanded set D, if Tp(y) = 0 then we halt and
proceed in R’s execution, otherwise we expand D again using the canonical witness for Tp(y) = 1.
Each repeated step here strictly increases |D| so eventually this process terminates and we move to
R’s next query.

We make two key claims about this process for generating D. We first argue that if D, is
the state of D after T"(y) was queried and the repeated loop terminated thereafter, then we must
have Tp,(y) = T'(y). We already know that T'(y) < Tp,(y), so we only need to prove that
Tp,(y) < T'(y). This follows since the canonical witness 7 for Tp,(y) = 1 satisfies 7(w") = * for
every ¢ ¢ Dy, and therefore is compatible with p'; hence there exists some F' D p/,F O 7 and
some z such that H¥(z) = y, so T'(y) = 1. Using this we next claim that, conditioned on the
entire transcript of the execution defining D (including the internal randomness that R uses in
each of the h executions), we have that (bz-)l-g; p are independent uniform signs. It suffices to show
that after fixing the R-randomness, we can exactly determine the entire execution transcript from
(G, S,w, 2, (b;)iep). To do this we modify the execution. When we query G’(w), if w # w® for any i
then we can answer according to G(w) which is known; otherwise if G’(w?) is queried, we must have
i € D, so we can determine G’(w’) from G,w?, z*,b;. If on the other hand we are about to query
T’ on y we instead run the loop extending the previous Dpyey to D, directly until it terminates,
and then proceed as if the query to T” took the value Tp, (y). We know Tp,(y) = T'(y), so by
induction we have reached the same state in the R simulation. To perform the loop extending Dprev
to D,, we need only inspect Dprev (Which by induction we can obtain from G, S, w, Z, (b;);cp and the
R-randomness), together with G, S, w, z, the R-randomness, and the bits b; for each i € Dy \ Dprev.

We now show that, for an appropriate choice of s satisfying s = O(h3¢?), (1) for all t > 0,
Pr[|D| > ] <279+ ¢7%/8 and (2) for all 0 < § < 1, Prlv| > 6 | [D| < $h] < 2¢~h9%/8  Together
these give us Prjv| > §] < 9—he/(89) 4 ¢=s/8 | 9e—he?/128 O(e_Q(hEQ/Q)) and we are done. We start
with (2) which is easy. Condition on any complete transcript of the executions performed above in
the construction of D with |D| < gh (including the internal randomness of each R execution and
the discovered indices and signs); for each i ¢ D r; is fixed, and (b;);¢p remain uniform independent
signs, hence (b;r;);¢p remain uniform independent signs. Overall

‘V‘ = %Zbi’r’i + %me %Zbi’r’i

i€D i¢D i¢D

<0y
-2

By Hoeffding, |} >_igp biri| < /2 except with probability 2e—h0*/8,
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We now prove (1). By another application of Hoeffding we know that Pr[|S| < 5] < e=*/%;
we prove that Pr[|D]| > tq | |S| > 5] < 27" which gives (1). For some set U C {0,1}", |U| >
5, condition on the event S U {w',...,w"} = U, as well as on a particular value of G, Zz,b, the
internal R-randomness of each of the h executions, and values 7, = 1{w' € S},i < h. After
such conditioning the only remaining randomness in the execution sequence lies in the values of w,
whose conditional distribution is that of a uniform without-replacement sample from U (the set S
is completely determined by @ at this point, and equals U \ {w® | n; = 0}).

We now consider running the execution of all the R(z%) in the second form described above,
where we only expose the information about G’,T” necessary to make the next query; this was the
formulation we used to prove the claim that (b;);¢p are uniform conditioned on the partial execution.
During this execution, define a “basic step” to be either one direct query to G, or else one iteration
of the loop associated with a query to 7”. We argue that conditioned on any partial execution with
current set Dy (pausing the execution immediately before some basic step), the probability that
| Dinal| > |Dp| is at most % (where Dgpa is the final state of D after all executions are complete).
This gives the recurrence Pr[|D| > (t + 1)q] < 3 Pr[|D| > tg] and hence Pr[|D| > tq] < 27¢, since
each time D grows in a given basic step, it grows by at most ¢. It suffices to argue that conditioned
on any partial execution and any Dy for that stage, the probability that any particular basic step
in the remaining execution discovers a new input is at most ; we then take a union bound
over all < h(h + 1)g basic steps.

Let such a partial execution and Dy be fixed, and consider the remaining execution. We will
maintain a set W C {0,1}" of inspected inputs of size at most h(h + 1)¢?, so that if D D Dy is
the current set of discovered indices, then {w® | i ¢ D} is distributed as a uniform subset of U \ W
of size h — |D|. If the basic step involves a query to G'(w) we add w into the set W. Before we
add it, the probability that w € {w' | i ¢ D} is at most W, and otherwise D does not grow.
Since |[U\W| > 5§ —h(h+ 1)q?, this probability is bounded by m for a sufficiently large choice
of s = O(h3¢?). The relevant property on W is maintained. If the next basic step is during a
loop involving a query 7”(y), the probability that D strictly grows is bounded by the probability
that some set of size < ¢ (the inputs in {0, 1}" which are assigned values by the canonical witness)
intersects {w® | i ¢ D}. Since the latter is a random subset of U \ W of size h — |D| < h and
|U| = [W| > % — h(h + 1)¢* this probability is at most m for a sufficiently large choice of
s = O(h3¢?). We then add all inputs assigned by the canonical witness in each step of the loop to
W, which maintains the stated property on W. Over the course of this entire process we add at
most (h 4 1)q inputs to W whenever we simulate a single query of some RE"T"(2%) (since the loop
can run for at most (h + 1) rounds and we add at most ¢ inputs to W at each step of the loop), so
over the course of all < hq query steps simulated the size of W is never more than h(h + 1)¢? as
promised.

1
2h(h+1)q

O]

B Seed-Length Bounds

Lemma 5 (Seed-length bounds). Let ¢ > 1. The following bounds hold for any amplification from
stretch n +— N to stretch m — M, with M > m + 4:

(i) If (H,R) is a (¢,0.9,¢,d) PRG amplification reduction and q, e+ < 27/100 then m > T

(ii) If (H,Solve) is a (q,d) amplification reduction for AvoID and q < 2™* then m > N

Proof sketch. We sketch the argument for PRGs. If m < 7, then the reduction implies the existence
of a ¢ = ¢*2% query algorithm R() querying a single oracle, such that for all G Advg(RC) > e.
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This follows since we can plug in the particular choice of T' to the amplification reduction which
tests each y € {0,1}™ for membership in range(H%); this test T' can be simulated with ¢2™ < q21
queries to G directly. Ruling out the existence of such R is now a special case of the argument in the
latter half of the proof of Theorem 1; our task is strictly easier since we no longer have to deal with
the test T. The case of AvOID is handled similarly, applying a brute force search to find a string
outside the range of H and then applying Lemma 2. O
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