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Abstract

Given a joint distribution Pxy of random variables X,Y on finite alphabets, the information
bottleneck method seeks a representation 7' of X that is as informative as possible about Y while
compressing X ; the privacy funnel asks for a representation that discloses much about X while leaking
little about Y. In both scenarios 7" and Y are conditionally independent given X. We show that computing
the optimal value IB(Pxy, R) = sup,{I(Y;T) : I(X;T) < R} of the information bottleneck problem,
as well as its Lagrangian relaxation Lg(Pxy) = sup;[I(Y;T) — BI(X;T)], is NP-hard. Moreover,
unless P = NP, neither IB(Pxy, R) nor Lg(Pxy) can be approximated in polynomial time within an
additive error of order |X \_(1‘“’), for every fixed o > 0. We also prove that computing the privacy
funnel PF(Pxy,r) = infp{I(Y;T) : I(X;T) > r} and its Lagrangian relaxation Ag(Pxy) =
infr[I(Y;T) — BI(X;T)] is NP-hard, and that, unless P = NP, neither can be approximated in

polynomial time within an additive error of order |X'|~2.

Index Terms— Information Bottleneck, Privacy Funnel, NP-hardness

I. INTRODUCTION

Extracting compact representations that preserve information relevant to a task is a central problem
in information theory, statistics, machine learning, and beyond. The information bottleneck (IB) method,
introduced by Tishby, Pereira and Bialek in 1999 [27]', formulates this problem as a trade-off between
compressing an observed random variable X and retaining information about a target variable Y.

Applications of IB include clustering and document classification [27], as well as the design of repre-

sentations for neural classifiers and generative models [13]. Its operational interpretation through remote

"We should note that an equivalent optimization problem has previously been studied in the literature on information theory [1],

[30], [29], [28].
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source coding under logarithmic loss, together with extensions to distributed learning and communication,
connects these applications to information-theoretic performance limits [31]. The IB trade-off thus serves
both as an objective for constructing representations and as a benchmark for assessing their quality. The
vast literature on the information bottleneck problem and its numerous applications cannot be synthesized
here; we refer the reader to the review papers [3], [13], [14], [18], [19], [22], [31], [24] for a partial
overview of the area.

Formally, for a joint distribution Pxy on finite alphabets X x )’ and a budget R > 0, the IB problem

corresponds to the following optimization problem:

IB(Pxy,R) = sup I(Y;T). (1)
Prix:T—X-Y
I(X;T)<R
The supremum ranges over all finite representation alphabets 7" and stochastic encoders Prx; the Markov
condition T'— X — Y means that 7" and Y are conditionally independent given X. We also consider the

Lagrangian formulation

Lo(Pxy) = sup_ Y[I(Y;T>—51(X;T)], 8> 0. 2)
T|Ix 1 —A—

All information quantities are measured in bits.

In general, computing the optimal values in (1) and (2) is computationally challenging [2], [15].
Both problems are non-convex optimization problems [3], [13], [27]. The iterative algorithm proposed
in [27], as well as its later variants, is only guaranteed to converge to a local optimum [11], [25], [15].
A basic question is therefore whether the optimal values in (1) and (2) admit efficient computation or
approximation with provable accuracy for arbitrary finite input distributions.

To the best of our knowledge, exact characterizations of the information bottleneck curve are known in a
handful of cases only. For binary sources observed through a binary symmetric channel, the exact trade-off
follows from Mrs. Gerber’s lemma [30]; extensions cover binary-input memoryless symmetric channels
with uniform input [7], [26]. For nonbinary Hamming channels with uniform input, Benger, Asoodeh and
Chen [4] characterize the entire curve as the upper concave envelope of an explicit scalar function. Other
exact cases include discrete deterministic targets Y = f(X), for which IB(Pxy, R) = min{R, H(Y)}
for all R > 0 [17, Sec. 3], and the case in which Y is obtained from X through an erasure channel
with erasure probability e, independently of the input symbol. In this case, IB(Pxy,R) = (1 — ¢)R for
0 < R < H(X), as stated in [3, Lemma 1]. In the continuous setting, Chechik ez al. [8] obtain an analytic
solution for jointly Gaussian vectors, with optimal representations given by noisy linear projections onto
canonical-correlation directions. Dikshtein, Weinberger and Shamai [9] determine the optimal asymptotic

relevance rate for jointly stationary Gaussian processes through spectral water filling.



A closely related problem is the privacy funnel (PF), introduced by Makhdoumi et al. [20], in which
one seeks a representation T' of X that reveals at least a prescribed amount of information about X,
while leaking as little information as possible about Y. Formally, for a rate 0 < r < H(X), the PF

problem corresponds to the following optimization problem:

PR(Pxy,r) =, ol I(V3T), 3)
I(X;T)>r

and its Lagrangian formulation is

Ag(Pxy) = inf [1(Y;T) - pI(X;T)],  B>0. 4)

Problems (3) and (4) share the same computational difficulties as (1) and (2).

A. Our results

Our results provide a complexity-theoretic explanation for the computational difficulties discussed
above, by establishing a fundamental obstacle to efficient computation in the worst case. For the infor-
mation bottleneck, we prove that the threshold decision problems associated with both (1) and (2) are
NP-hard. Thus, unless P = NP, no polynomial-time algorithm can solve these problems for all instances.

The NP-hardness of (2) is first obtained with the Lagrange multiplier fixed at § = 1/2, and then
extended to every fixed rational 3 € (0, 1), and to every fixed real 5 € (0,1) computable in polynomial
time. Moreover, unless P = NP, no polynomial-time algorithm can approximate L, /2(ny) within
additive error 1/(54|X'|/2), or IB(Pxy, R) within additive error 1/(144|X’|3/2) (Theorems 1 and 2). By
suitably modifying the source instances of the decision problem from which we perform the reduction, we
successively improve the exponent 3/2 as follows: for every fixed o > 0, unless P = NP, no polynomial-
time algorithm can approximate Ly /»(Pxy’) within 1/(36|X|'**), or IB(Pxy, R) within 1/(96[X|'*®),
and the same holds, up to a constant factor, for every fixed rational § € (0, 1) (Theorem 3).

Building on the same methodology, we show that computing the optimal value of the privacy funnel
is NP-hard as well. This hardness applies not only to the exact computation, but also to approximation
within an additive error of order |X'|~2 (Theorem 4). Moreover, the same results hold for the Lagrangian
formulation (4), for every fixed rational multiplier 5 € (0,1) (Proposition 3).

All our results hold in the standard bit model of computation, with rational input distributions and

rational rate budgets.

B. Overview of the proofs

All the results are proved by polynomial-time reductions from the CLIQUE problem, and the reductions

share a common construction. Given an instance (G, k) of CLIQUE, we construct a larger graph G by



inserting, for each edge e of GG, a clique C, of size k£ — 1 containing only the edge e among the edges
of G. This construction ensures that the cliques C, identify a partition of the edges of G, and that no
clique of size larger than k —1 is created, apart from those already present in G. In all our reductions, the
random variable X is uniformly distributed on the oriented edges of Gi. We then consider two encoders
of X: a deterministic encoder 7p, which maps each oriented edge to the clique C, containing it, and, if
G contains a k-clique K, a randomized encoder 77 which uses K.

For the information bottleneck, given X = x, the random variable Y is one of the two endpoints of
the oriented edge , chosen uniformly at random. If G has no k-clique, we show that L;/,(Pxy) is
achieved by the encoder Ty. If, instead, G has a k-clique, we show that the encoder 17 strictly improves
over Tp, and that the improvement is at least inverse-polynomial in |X'|. This yields both the NP-hardness
of the Lagrangian problem and the hardness of approximating L, />(Pxy ). The result for the constrained
formulation (1) follows from the same construction, by a suitable choice of the rate budget R. Moreover,
by modifying the instance (G, k) of CLIQUE without changing its answer, we further improve the exponent
3/2 in Theorems 1 and 2 to 1 + «, for every fixed a > 0.

For the privacy funnel, we keep the same X, Ty and 73 as for the IB problem, but we change the
channel from X to Y: given X, the random variable Y either reveals X, or reveals a pair of oriented
edges that cannot belong to a common clique. The reduction relies on the lower bound I(Y;7T) >
I(X;T)— H(X | Y), which holds for every encoder 7. More precisely, we show that, if G does not
contain a k-clique, then the lower bound cannot be attained at any rate smaller than log |E(G)|, while,

if G contains a k-clique, it is attained at a strictly smaller rate by combining the encoders Ty and 77.

C. Organization of the paper

In Section II, we set the notation, recall some basic facts on encoders, and formally define the decision
problems we study. In Section III, we describe the extended graph G and the encoders T and 73, which
are common to all our reductions. In Section IV, we prove the hardness of the information bottleneck,
both in its Lagrangian and in its constrained formulation. In Section V, we prove the hardness of the

privacy funnel. Section VI contains some concluding remarks and open problems.

II. PRELIMINARIES
A. Notation

All alphabets throughout the paper are finite, and we denote by log the logarithm in base 2 and by In

the natural logarithm. Let X be a random variable taking values in an alphabet X'. We denote by Px



the probability distribution of X, that is, Px(z) = P(X = z) for each x € X, and by

=— Y Px(x)log Px(x) )

reX

the Shannon entropy of X, with the convention 0log 0 = 0. Since H (X ') depends only on the distribution
Px, we also write H(Py) to denote the entropy of the distribution Px. We denote by ha(z) = —zlog 2z —
(1 —2)log(1l — z), for z € [0, 1], the binary entropy function.

Let (X,Y) be a pair of random variables taking values in X x ), with joint probability distribution
Pxy(z,y) = P(X = 2,Y = y) and marginal distributions Py and Py. Without loss of generality, we
assume that Px (x) > 0 for all z € X'; otherwise, we simply remove from X the values with Px (x) = 0.
Then, for every x € X, the conditional distribution Py x(- | z) of Y given X = = is

Pxy(x,y)
Px(z) ~’

and we denote by H(Y | X = x) = H(Pyx(- | )) its entropy. The conditional entropy of ¥ given X

Pyix(y|x) = Vyey, (6)

is the average of H(Y | X = x) with respect to Px, that is,

HY | X)=> Px(x)H(Y | X =), (7)
xeEX

and the mutual information between X and Y is
I(X;Y)=HY)-HY |X)=H(X)-H(X|Y). ®)
Conditional entropies and mutual information given a third random variable Z are defined analogously;
we recall that I[(X;Y | Z) = H(X | Z) — H(X | Y, Z), and the chain rules
HX,)Y)=HX)+ H(Y | X) and I(X;Y,2)=1(X;2)+ I[(X;Y | 2). ©)

Let (X,Y,T) be a triple of random variables with joint distribution Pxy7 on X x ) x 7. The random

variables Y and 7' are conditionally independent given X if
Pyrix(y,t|x) = Pyix(y | =) Ppx(t] ), V(z,y,t) € X x Y xT. (10)
Let P and @ be two probability distributions on a finite set S, and let supp(P) = {s € S : P(s) > 0}
denote the support of P. If supp(P) C supp(Q), the Kullback—Leibler divergence and the x2-divergence
of P from () are defined as

2
priQ= Y Pel® wa erle= Y POSCEN g,
sesupp(P) s€supp(Q)

Both divergences are non-negative, and they vanish if and only if P = (). Moreover, the two divergences

are related by the following well-known inequality.



Proposition 1 ([23]). Let P and Q) be two probability distributions on a finite set S such that supp(P) C
supp(Q). Then, it holds that

2
D(PQ) <log (14 x2(P Q) < 1D, (12)

Finally, given a probability distribution P on an alphabet S, we denote by P& P the product distribution
on S x S, defined by (P ® P)(s,s") = P(s)P(s') for all (s,s") € S x S.

B. Encoders

Let (X,Y) ~ Pxy be a pair of random variables taking values in X x ). In the optimization
problems (1)-(4), one seeks a representation (or encoder) 7' of X that is conditionally independent

of Y given X. This type of encoder is formalized as follows.

Definition 1. Let 7 be a finite set. An encoder of X is a conditional distribution (or channel) Pr x
from X to T, that is, a collection { Ppx (- | ) }zex of probability distributions on 7. The encoder Pr|x

induces a random variable 7" taking values in 7 such that (X,Y,T") has joint distribution
Pxyr(z,y,t) = Px(2) Pyx(y | ) Prix(t| z), V(z,y,t) € X x Y xT. (13)

In particular, 7" and Y are conditionally independent given X. Moreover, we refer to the mutual infor-

mation [(X;T) as the rate of the encoder T'.

To simplify the notation, we identify an encoder with the random variable 7' it induces, and we refer
to T itself as the encoder whenever the channel Pr|y is clear from the context. Moreover, without loss
of generality, we assume that Pr(t) > 0 for all ¢ € 7, and we call the distributions { Px7(- | t) };e7 the
posteriors of T.

Let W denote the channel from X' to ) induced by Pxy, that is, W(y | ) = Py|x(y | z) for
all z € X and y € ). The channel W maps every probability distribution () on & to the probability
distribution W on ) defined by

WQ)y) =) Wyl2)Qx), Vel (14)

zekX

In particular, WPy = Py. The next lemma shows that the same relation holds conditionally on 7'
Indeed, since 7" and Y are conditionally independent given X, applying W to the posterior of X given

T =t gives the posterior of Y given T =¢.

Lemma 1. Let T be an encoder of X. Then, it holds that

Pyir(- | t) = WPxr(- | 1), VteT. (15)



Proof. Lety € Y and t € T. By (13), and since Px(z) Prx(t | ) = Pr(t) Px/p(z | t), we have that

Y wex Px (@) Prix(t | z) W(
Pr(t)

VLD Sy ) Pt | 0 = (WP (- [9) ).
rzeX

Pyir(y|t) =
where the last equality follows from (14). 0

The next simple lemma gives a lower bound on the information that an encoder leaks about Y, in

terms of the information it reveals about X. It plays a useful role in Section V.

Lemma 2. For every joint distribution Pxy and every encoder T of X,
I(Y;T) > I(X;T) - H(X | Y), (16)
with equality if and only if H(X | Y,T) = 0.

Proof. Since Y and T are conditionally independent given X, we have that I(X;7T) = I(X,Y;T) =
IY;T)+1(X;T|Y). Moreover, I(X;T |Y)=H(X |Y)-H(X |Y,T) < H(X | Y), with equality
if and only if H(X | Y,T) = 0. Putting these together, we get that

IYV;T) =1(X;T) - I(X5T | Y) > I(X;T) - HX | Y),
which proves (16), with equality if and only if H(X |Y,T) = 0. O]

Finally, we show that two encoders can be combined into a new encoder, whose rate interpolates

between their rates and whose posteriors are those of the two encoders. We will use this fact in Section V.

Lemma 3. Let T, and T}, be two encoders of X taking values in T, and Ty, respectively, and let 6 € [0, 1].
Let Ty be the encoder of X taking values in ({a} x T,) U ({b} x Tp) defined by

Pr,x((a,t) | ) =0 Pr, x(t] z), Pr,ix((b,t) | z) = (1 —0) Pr, x(t | z). (17)

In other words, Ty applies T, with probability 6 and Ty, with probability 1 — 0, independently of X, and
reveals which of the two encoders has been applied. Then, the posteriors of Ty are posteriors of T, or

of Ty, that is,
Pxir, (-] (a,t)) = Pxyr, (-1 t) and  Pxyr, (- | (b,t)) = Pxiz, (- | 1), (18)
whenever the left-hand sides are defined. Moreover,
I(X;Ty) =01(X;T,)+ (1 —0) I(X; Tp). (19)

Proof. Let J be a random variable taking values in {a, b}, independent of (X,Y’), with P(J = a) = 6.
Given X and J = j, we generate T} through the channel Pr, x, and we let Ty = (J,T;). Then Tj has



the channel defined in (17), and it is an encoder of X, since it depends only on X and on J, which is
independent of (X,Y).

We first prove (18). Let j € {a,b} with P(J = j) > 0, and let ¢ be such that Pr,(t) > 0. By (17), we
have that Py, ((j,t)) = P(J = j) Pr,(t), and hence, by Bayes’ rule, for every = € X, it holds that

Px(2)P(J = j) Pryx(t | =
Pair, (21 G:6) = = )P(S:]%)PT@(I;( =

which proves (18).
We now prove (19). Since J is independent of X, we have that I(X;.J) = 0. Moreover, given J = 7,
the pair (X, T'y) has the joint distribution induced by the encoder T}, so that I(X; T | J = j) = I(X; Tj).

Hence, by the chain rule (9), we obtain that

I(X5Tp) = I(X; ) + I(X5 Ty | ) =0 1(X;Ta) + (1 = 0) I(X; Th). O

C. Decision problems

In this section, we state the decision versions of the optimization problems (1)—(4), which we use to
prove NP-hardness?. Throughout, a probability distribution is called rational if all its probabilities are

rational numbers.

IB-THRESHOLD
INPUT: A rational probability distribution Pxy on a finite alphabet X x )/, and non-negative rational
numbers R and 9.

QUESTION: Does there exist an encoder 7" of X such that [(X;7T) < R and I(Y;T) > 9?

IB-LAGRANGIANg, for a fixed 8 > 0
INPUT: A rational probability distribution Pxy on a finite alphabet X’ x )/, and a rational number 7.

QUESTION: Does there exist an encoder 7" of X such that [(Y;7T) — SI(X;T) > 7?

PF-THRESHOLD
INPUT: A rational probability distribution Pxy on a finite alphabet X x )/, and non-negative rational
numbers r and ¥.

QUESTION: Does there exist an encoder 7" of X such that [(X;7) > r and I(Y;T) < 9?

PF-LAGRANGIANg, for a fixed § > 0
INPUT: A rational probability distribution Pxy on a finite alphabet X’ x ), and a rational number 7.

QUESTION: Does there exist an encoder 7" of X such that I(Y;T) — SI(X;T) < 1?

2We refer to [12] for the basics about NP-hardness.



We write IB-LAGRANGIAN for IB-LAGRANGIAN /. We observe that the optima in (1), (2) and (4), as
well as the optimum in (3) whenever » < H(X), are attained (see, e.g., [3], [28]). Moreover, if r > H(X),
then no encoder satisfies 7(X;7") > r, and, in this case, we adopt the convention PF(Pxy,r) = +oc.
Hence, the above decision problems are equivalent to comparing the optimal values of the corresponding
optimization problems with a threshold. Namely, IB-THRESHOLD asks whether IB(Pxy, R) > ¢, IB-
LAGRANGIANg asks whether Lg(Pxy) > 7, and, similarly, PF-THRESHOLD and PF-LAGRANGIANg
ask whether PF(Pxy,r) <9 and Ag(Pxy) < 7, respectively.

We prove the NP-hardness of these problems by reductions from the well-known CLIQUE decision
problem [16], which we now recall. A graph G is a pair (V(G), E(G)), where V(G) is a finite set of
vertices and E(G) is a set of unordered pairs {u,v} of distinct vertices u,v € V(G), called edges. A
clique of G is a subset C' C V(G) such that {u, v} € E(G) for all distinct u,v € C. The size of a clique
C' is its cardinality |C

, and a clique of size k is called a k-clique. The clique number of G is

w(G) = max{|C| : C C V(G) is a clique of G}. (20)

CLIQUE
INPUT: A graph G and a positive integer k.

QUESTION: Does G contain a k-clique, that is, is w(G) > k?

It is well known that CLIQUE is NP-complete [16].

III. THE EXTENDED GRAPH AND THE ENCODERS Ty AND T}

In this section, we describe the construction shared by all our reductions: the extended graph G of an
instance (G, k) of CLIQUE, the random variable X, which is uniformly distributed on the oriented edges
of G, and the two encoders T and 7} of X. The random variable Y, and hence the joint distribution
Pxvy, will be defined differently in the reductions for the information bottleneck (Section IV) and for
the privacy funnel (Section V). However, since the encoders 7Ty and T3 are channels from X, the results

of this section do not depend on the random variable Y.

A. Oriented edges and cliques

Let G be a graph with at least one edge, and let
A(G) = {(u,v) € V(G) x V(G) : {u,v} € E(G)} 1)
denote the set of the 2| E(G)| oriented edges of G. For a clique C' of G of size j > 2, let

AC) ={(u,v) e Cx C:u#v}C AG) (22)



be the set of its j(j — 1) oriented edges, and let Uc denote the probability distribution on A(G) that is

uniform on A(C), that is,

x e AC),

Uo(z) = 40— 1) (23)
0, otherwise.
Clearly, H(Uc) =log (j(j — 1)).
B. The extended graph
Let (G, k) be an instance of CLIQUE, and let
k k(k—1
n=lvel  N-lE@l 5= (y) = @)

We assume that G is represented by its adjacency matrix, so that the size of (G, k) is at least n. For the

sake of simplicity, we restrict to instances of CLIQUE satisfying
k>4 and N > B. (25)

This does not affect the NP-hardness. Indeed, if & < 3, CLIQUE can be solved in O(n?) time by
examining all subsets of at most three vertices. On the other hand, if N < B, then G has no k-clique,
since a k-clique has B edges.

Let m = k—1 > 3. We construct the extended graph G from G as follows: for each edge e = {u,v} €
E(G), we add a set S, of m — 2 new vertices, and we add all the edges needed to make C, = {u,v}US,
a clique of size m. No other vertices or edges are added. Throughout the paper, we let

1 _
s=mm=1),  p=-,  M=|AG), (26)

The next lemma collects the properties of GG on which our reductions rely.

Lemma 4. The graph G satisfies the following properties.
1) For every e € E(G), the only edge of G in E(C.) is e. Moreover, the collection {E(Ce)}ecr(a)
is a partition of E(G). Consequently, every oriented edge of G belongs to A(C.) for exactly one
e € E(G).
2) The number of oriented edges of G is

M = |A(G)| = Nm(m — 1) = Ns. (27)

3) w(G) = max{w(G), m}.

)
4) V(G| <n+n M <n* and G can be constructed in time polynomial in n.



Proof. 1. Let e € E(G). Since C. NV (G) = e, the only edge of G with both endpoints in C, is e, which
proves the first claim. We now show that { E(C;)}ecp(q) is a partition of E(G). By construction, every
edge of G belongs to E(C,) for some e € F(G). Thus, it suffices to show that this e is unique. Let
r = {u,v} € E(G). If z € E(G), then, by the first claim, z € F(C,) if and only if x = e. If z ¢ E(G),
then = was added in the construction of G, and at least one of its endpoints, say u, belongs to S, for
some e € F(G), so that z € E(C,). Since the sets S, are pairwise disjoint, u ¢ C, for every e’ # e,
and hence = ¢ E(C. ) for every e # €. In both cases, = belongs to exactly one set F(C,). Therefore,
each edge of G lies in exactly one of the sets E(C.), with e € E(G). Hence, {E(C.)}ccp () forms a
partition of E(G). Finally, since (u,v) € A(C,) if and only if {u,v} € E(C.), every oriented edge of
G belongs to A(C,) for exactly one ¢ € E(Q).

2. By property 1, E(G) is the disjoint union of the N sets E(C,), each of cardinality ('y'). Hence, the
total number of oriented edges is |A(G)| = 2N (") = Nm(m — 1) = Ns.

3. We first show that w(G) < max{w(G), m}. Let K be a clique of G. If K contains a vertex z € S,
for some e € E(G), then, by construction of G, all the neighbours of z belong to C.. Therefore, K C C,
and |K| < m. Otherwise, if K does not contain a vertex z € S, for any e € E(G), then we have that
K C V(G). Therefore, K is a clique of G, and | K| < w(G). Conversely, every clique of G is a clique of
G, and each C. is a clique of G of size m. Thus, w(G) > max{w(G), m}. Putting everything together
we have that w(G) = max{w(G), m}.

4. We have that N < (}) < n? and, by (25), ('2“) = B < N < (3), which implies £ < n and
hence m < n. Since G is obtained from G by adding m — 2 new vertices for each edge of G, together

with the edges of the cliques C., we get that |V (G)| = n + N(m — 2) < n + n?, and, by property 2,

M = Nm(m — 1) < n*. Therefore, G can be constructed in time polynomial in 7. O

C. The random variable X and the encoder T

In all our reductions, the random variable X is uniformly distributed on X = A(C_?), that is,

Py (z) = % = % vz € A(G). (28)

By property 1 of Lemma 4, we can define the deterministic encoder 7j of X, taking values in E(G), by

1, ifz e A(C,), _
Prx(e|r) = Vx € A(G), e € E(G). (29)

0, otherwise,

In other words, Ty maps each oriented edge z to the unique edge e € E(G) such that z € A(C,), that
is, it reveals the clique C. containing x. The following lemma computes the posteriors and the rate of

To.



Lemma 5. The encoder Ty defined in (29) satisfies

1
Pr,(e) = N and Pxir,(- | e) = Uc,, Ve € E(G). (30)

Consequently, H(X | Ty) = log s and
I(X;Ty) =log N. (31

Proof. We first prove (30). For every e € E(G), the set A(C,) contains s = m(m — 1) oriented edges,

each of probability 1/M under Px. Hence, by (29) and property 2 of Lemma 4, we have that

Pr,(e)= ) Px(z)Prx(e|a)= ‘Ag\%)‘ =

z€A(G)

Moreover, by Bayes’ rule, Px|r,(z | ) = N/M = 1/s if z € A(Ce), and Px g, (= | €) = 0 otherwise,

" Ns N’
that is, Pxr, (- | €) = Ug,, where Ug, is the probability distribution on A(G) that is uniform on A(C.)
(cf. (23)).

We now compute the rate of 7Ty. Since each Uc, is uniform on s oriented edges, by (7) we get that
H(X | To) = Xcep(c) % log s = log s. Moreover, since X is uniform on the M elements of A(G), it
follows that I(X;7Ty) = H(X) — H(X | Tp) = log M —log s = log N, where the last equality holds by

property 2 of Lemma 4. O

D. The encoder T}

We now assume that GG contains a k-clique K, and we define an encoder 7} that uses K. The encoder
depends on a parameter p € (0, 1), which will be chosen differently for the information bottleneck and
for the privacy funnel. Let 77 be the encoder taking values in {x} U E(G), where % is a new symbol,
defined by

p, if x € A(K),
Prx(x|z) = Prx(e|xz) = (1= Pprx (x| z)) Prx(e| x), (32)

0, otherwise,

for every z € A(G) and e € E(G). In other words, if X ¢ A(K), then 71 = Ty, while, if X € A(K),
then 77 = % with probability p and 7 = Ty with probability 1 — p. Thus, 7} differs from 7j only on

the oriented edges of the k-clique K. Let

€=2up and A= —. (33)



Note that € < 1, since u < 1/6 and p < 1. For every e = {u,v} € E(K), let A(e) = {(u,v), (v,u)}

denote the set of the two orientations of e, and let V, be the probability distribution on A(G) defined by

ap = lﬁe’ if z € A(Ce) \ A(e),
1—
Ve(@) = ay = “<1_5p> it o € Ale), (34)
0, otherwise.

\

The distribution V. is a slight perturbation of the uniform distribution Uc, (30). Indeed, the probability
of the two orientations of e is slightly decreased, and the probability of the other oriented edges of C.
is slightly increased. The next lemma computes the output distribution and the posteriors of 77, which

we need to compare 77 with Tj.

Lemma 6. The encoder 11 defined in (32) satisfies

)\, t= *, UVK7 t= *,
Pr,(t)={ (1-¢)/N, te E(K), Pyir, (- 1t) =4V, teB(K), (35)
1/N, t € BE(G)\ E(K), Ue,, teE(G)\EK).

Proof. Recall that Px(x) = 1/M = u/N for every x € A(G), by (28). We consider the cases T = *
and 77 = e with e € E(G), separately.

We first consider the case 77 = . Since K is a clique of size k, it has k(k — 1) = 2B oriented edges.
Hence, by the definition (32) of the encoder T}, and since € = 2up and A = & by (33), we have that

QB p  Be
Pr,(x) = Z Px(z) Pryx(x | z) = Z L M N:)\,
z€A(G) z€A( K)
and, by Bayes’ rule,
Px(x) Prx(* | x) p/N 1
Pyin (| %) = 0 = PN
7, (%) 2Bup/N — k(k—1)

for z € A(K), and Px 7, (z | x) = 0 otherwise. By definition (23) of Uk, this means that Py 7, (- | x) =
Uk.
We now consider the case 17 = e for e € F(G). By (29) and (32), we have that
1—p, ifzeAC,)NAK),
Prx(e|z) =11, if z € A(C,) \ A(K), (36)

0, if z ¢ A(C,).



Thus, T} differs from Tf only on the oriented edges in A(C.) N A(K). We claim that

G A Ale), if e € B(K), -

0, otherwise.
Indeed, let x = (u,v) € A(K). Since K is a clique of G, {u,v} is an edge of G, and, by property 1
of Lemma 4, it holds that {u,v} € E(C.) if and only if {u,v} = e. Hence, A(C,) N A(K) consists of
the orientations of e that belong to A(K), which are both orientations if e € F(K), and none otherwise,
proving (37).

Now, if e € E(G) \ E(K), then, by (37) and (36), Pr,x(e | -) = Prx(e | -), and, by Lemma 5,
Pr.(e) = 1/N and Px, (- | ) = Ug,. If e € E(K), then, by (37), it holds that A(C,) N A(K) = A(e).
Notice that A(e) contains 2 elements, while A(C.) \ A(e) contains s — 2 elements. Hence, by (36), and
using pus = 1, we obtain that

_1—=2up 1-e¢
-~ N N~

Pri(e)= Y Px(2)Prx(e|x) = 4 ((s—2)+2(1-p))

z€A(G)
Moreover, applying Bayes’ rule, one can see that the following equalities hold: Px |7, (7 | €) = % =
ap if 7 € A(C.) \ Ale), Py (x| €) = HEBRY = a1 if @ € A(e), and Py, (x | ¢) = 0 otherwise;
that is, Pxp, (- | €) = Ve by (34). O

Lemma 6 shows that the encoder 77 replaces part of the posteriors Uc, of Ty with the posterior Ug. In
doing so, however, it perturbs the posterior Uc. into V, (cf. (34)) for every e € E(K). The next lemma
shows that the perturbed posteriors V, are close to Uc., namely, their divergence from Uc, is quadratic

in €.

Lemma 7. For every e € E(K), we have that H(V,) = logs — D(V. || Uc,). Moreover, the Kullback—
Leibler divergence D(V, ||Uc.) does not depend on e, and satisfies

X (Ve | Uc.) e’
In2 ~ 2u(1 —¢€)2ln2’

D(Ve|[Uc,) < (38)

Proof. We first prove the identity for H(V.). Since supp(V.) C A(C.) and U, (z) = p = 1/s for every
x € A(C.), we have that

DV Ue)= 3 Vile)log L)

zesupp(Ve)

1
= —H(Ve)—klog; =logs — H(V.).

By (34), V. takes the value ag on s — 2 oriented edges and the value a; on 2 oriented edges, and these

values do not depend on e. Hence, H(V.), and thus D(V, || Uc,), does not depend on e.



We now prove (38). The first inequality in (38) follows from Proposition 1, since supp(Ve) C A(Ce) =
supp(Ug, ). For the second one, we compute x2(V; || Ug,). Using up = /2, we have that

pe and  ap— = pd—p)—pll—¢) _ e(1/2-p) (39)
1—c¢ 1—¢ 1—c¢

ag — p =

Since Uc, (z) = p for every x € A(C.), the definition in (11) gives

(Ve(z) —p)*

C(VellUe) = > .

zeA(C.)
We split this sum into two groups. The s —2 oriented edges in A(C,)\ A(e) each contribute (ag— )2/,
while the two orientations of e, which form A(e), each contribute (a; — 11)2/u. Thus,

(5 = 2)(a0 — 1) + 201 = )

2
X (VellUc,) =
(VellUc,) p

Substituting the expressions for ag — ¢ and a; — p from (39), we obtain

AT S N

z€A(C,) H
1 p2e? e2(1/2 — p)*\ g2 5 1 9
_;((5_2)(1—g)2 T o2 )‘M(1—8)2<“_2" +5 -2t 2)
2 B 2
_ed2-py o e (40)

p(l—e)* = 2u(1 —e)*’
where the third equality uses pus = 1. Dividing (40) by In2 > 0, we obtain

W) . 2
In2 “2u(l—¢)2In2’

which is the second inequality in (38). Together with the first inequality, already established using

Proposition 1, this completes the proof. O

In what follows, we denote by Dy the common value of D(V, || Ug,) for e € E(K). The next lemma
computes the rate of the encoder 77 defined in (32), and shows that, compared to 7p, the rate of T}

differs by the quantity n defined in (41).

Lemma 8. The encoder 11 defined in (32) satisfies

m+1 B(l—¢)
m—1 N

I1(X;T) =log N —n, where n = Alog Dy. (41)

Proof. Since X is uniform on A(G), we have that I(X;77) =logM — H(X | T1), and, since log M —

log s = log N, the claim (41) is equivalent to prove that

H(X |Ty) =logs+n. (42)



Moreover, since H(X | Tp) = log s by Lemma 5, this implies that 7 is the increase in conditional entropy
obtained by replacing Ty with T7. We now prove (42).
By Lemma 6 and (7), and since |[E(K)| = B and |E(G) \ E(K)| = N — B, we have that

HX|T) = AHU)+ 0 S B+ S H(Ue)

ecE(K) e€E(G)\E(K)
1-— N - B
= MNH(UK)+ —— Y H(Vo)+ H(Ue,). 43)
e€EB(K)

We now substitute the entropies of the posteriors. Since Ux and Uc, are uniform on k(k — 1) and
s oriented edges, respectively, we have that H(Ug) = log (k(k — 1)) and H(Uc,) = logs, and, by
Lemma 7, H(V,.) = log s — Dy. Hence, (43) becomes

B(1—c¢) N-B

H(X | Ty) = Mog (k(k—1)) + N (logs — Dv) +

log s. 44)

Finally, by Lemma 6, the probabilities of the values of 77 sum to 1, that is,

B(l—-¢) N-B
+ =

A
+ N N

L. (45)

B(

Multiplying (45) by logs and subtracting the obtained result from (44), the terms %E)logs and

N ;]B log s cancel, and we obtain that

k(k—1) B(1-¢)

H(X |Ty) -1 =\l — Dy =
(X | T1) —logs = Alog —— N V=",
where the last equality follows since k(kgl) = 5:2‘;?;’; = Zﬂ This proves (42). O

IV. HARDNESS OF THE INFORMATION BOTTLENECK

In this section, we prove our results for the information bottleneck, which are formalized in the

following theorems.

Theorem 1. IB-LAGRANGIAN is NP-hard. Moreover, unless P = NP, there is no polynomial-time
algorithm that, given a rational joint distribution Pxy on a finite alphabet X X ), outputs a value v

such that
1

< —. 46

‘U — Lyjo(Pxy

Theorem 2. IB-THRESHOLD is NP-hard. Moreover, unless P = NP, there is no polynomial-time
algorithm that, given a rational joint distribution Pxy on a finite alphabet X x ) and a non-negative

rational number R, outputs a value v such that

1

R < fime (47)

|v — IB(Pxy,



The rest of this section is organized as follows. In Section IV-A, given a channel W from X to ),
we define the cost of a probability distribution @ as g (Q) = H(WQ) — %H (@), and we show that the
objective of the Lagrangian depends on an encoder only through the average cost of its posteriors. In
Section IV-B, we introduce the channel that maps each oriented edge of a graph to one of its endpoints,
and we provide, for this channel, a lower bound on the cost of every distribution on the oriented edges of
the graph in terms of its clique number. In Section IV-C, we define the joint distribution of the reduction,
and we show that, if G has no k-clique, the encoder Tj is optimal, while, if G contains a k-clique, the
encoder T strictly improves on it. Successively, we use these results to prove Theorem 1 in Section I'V-D.
In Section IV-E, we extend Theorem 1 to every fixed multiplier 8 € (0,1), and, in Section IV-F, we
prove Theorem 2. Finally, in Section IV-G, we improve the exponent 3/2 in Theorems 1 and 2 and in
Proposition 2 to 1+ «a, for every fixed o > 0 (Theorem 3). We made no attempt to optimize the constants

in these results.

A. The Lagrangian in terms of the posteriors

We first show that the objective of L;/5(Pxy) depends on an encoder only through its posteriors.

Given a channel W from X to ), we define the cost of a probability distribution ) on X as

gw(Q) = HOVQ) -~ JH(Q). @8)

Using (48), we can express the objective of the Lagrangian in terms of the posteriors of the encoder T,

as shown in the following lemma.

Lemma 9. Let W be the channel from X to Y induced by the joint distribution Pxy, and let T be an
encoder of X. Then, it holds that

I(Y;T) - J(X T) = gw(Px) = Y_ Pr(t) gw (Pxr(- | 1)). (49)
teT

In particular, Ly ;5(Pxy) = gw(Px) — infp Y, e Pr(t) gw (Pxr(- | 1))

Proof. By (8) and (7), we have that

I(X;T) )= > Pr(t) H(Pxr(- | 1)) (50)
teT
and, similarly,
I(Y;T) )= > Pr(t) H(Pyp(- | 1)). (51)

teT



We first rewrite (51) in terms of the channel W. Since Py = W Px and, by Lemma 1, Pyr(- | t) =
W Pxr(- | t), we have
I(Y;T) = HWPx) =Y _ Pr(t) H(WPxr(- | t)).

teT
Subtracting one half of (50) and grouping the unconditional and conditional entropy terms separately, we

obtain

HAT) = J10GT) = [HOVPy) = S (Py)|

_ ZPT [ (WPxip(-| 1)) — %H(wa(' 1))
teT

= gw(Px) ZPT () gw (Pxr(- | 1)),
teT

where the last equality uses the definition of gy in (48). This proves (49).

Finally, the marginal Px and the channel W are fixed, so gy (Px) does not depend on the encoder.
Thus, maximizing the Lagrangian objective is equivalent to minimizing the average cost of the posterior
distributions. Taking the supremum over all encoders in (49) therefore gives

Lyi5(Pxy) = gw(Px) — iITl,fZPT(t) gw (Pxr(- 1)),
teT

which proves the last claim. O

By Lemma 9, the objective of the Lagrangian depends on the encoder 7' only through the average
cost of its posteriors. Moreover, Lemma 9 also provides a natural strategy to lower and upper bound
Ly /5(Pxy). Indeed, if gw (Q) > c for every probability distribution @ on X', then, since each posterior

Pxr(-| t) is a probability distribution on X', the infimum in Lemma 9 is at least ¢, and hence

Li/s(Pxy) < gw(Px) —c. (52)

On the other hand, for every fixed encoder 7" of X, Lemma 9 yields the following lower bound:

Lyijo(Pxy) = gw(Px) = Y _ Pr(t) gw (Pxyr(- | 1)) (53)
teT

B. The endpoint channel and an entropic Turdn bound

Let G be a graph with at least one edge. We consider the channel W from A(G) to V(G) that maps

each oriented edge of G to one of its two endpoints, chosen uniformly at random, that is,

1/2, w U, v},
Wa (w | (u, U)) = / € tu.v} (54)

0, otherwise,



for every (u,v) € A(G) and w € V(G). In what follows, we write g for the cost gy, associated with
the channel W, as defined in (48), that is, we set g¢(Q) = H(WgQ) — $H(Q) for every probability

distribution  on A(G). For every integer j > 2, let
1 1
¢ = —5log (1 _ ;), (55)

and note that c; is strictly decreasing in j.
The next lemma computes the cost of the uniform distribution on the oriented edges of a clique, which,

by Lemma 5, is the form of the posteriors of Tj.

Lemma 10. Let C be a clique of G of size j > 2. Then WgU¢ is the uniform distribution on C, and

ga(Uc) = ¢j.
Proof. We first compute WgUc. For every v € V(G), by (23) and (54) we have that

Z WG(U | (’LU,U))7

(w,u)eA(C)

(WGUC)(U) = ](] — 1)

where each term of the sum is 1/2 if v € {w,u}, and 0 otherwise. Therefore, if v € C, exactly 2(j — 1)

oriented edges of A(C') have v as an endpoint, so that (WgUc)(v) = ﬁ 2(j-1)-3 = %; ifvéeC,

no oriented edge of A(C') has v as an endpoint, so that (WgUc)(v) = 0. Hence, WgUc is uniform on

C, and H(WqUc) = log j. Moreover, since H(Uc) = log (j(j — 1)), we finally get that
1 o 1 1
96(Uc) = log j — 5 log (j(j — 1)) = —5 log (1 - ;) = ¢,
which concludes the proof. 0

We now show that no probability distribution () on A(G) has a cost g (Q) smaller than ¢ (), where
w(G) is the clique number of G and ¢; is as in (55). To this end, we first recall the following result of

Motzkin and Straus [21].
Lemma 11 ([21]). For every probability distribution P on V(G),

1
P P <]1—-—-. 56
(M)GZA(G) (u) P(v) < i) (56)

Lemma 11 allows us to prove the following useful result.
Lemma 12. For every probability distribution Q on A(QG), it holds that

96(Q) = (@) (57)

with equality if Q = Uc for a cliqgue C of size w(G).
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Proof. The idea of the proof is to express go(Q) as a relative entropy, and then to bound it from below
by Jensen’s inequality and Lemma 11.
Let m = Wg@Q, and let Q1 and Q)2 be the distributions on V(G) defined by
Qi)=Y Qwu and Q)= >  Quw).
u:(v,u)EA(G) w:(u,0)EA(G)
Since, by (54), an oriented edge is mapped to each of its two endpoints with probability 1/2, we have
that

mw)= Y Walv| (w,u)Qw,u)

(w0)€A(G)
_ é(@l(v) +Qa(v)), Vo eV(G) (58)

We extend () to a distribution on V(G) x V(G) by setting it to zero outside A(G). We notice that if
C

Q(u,v) > 0, then m(u) > 3Q1(u) > 0 and 7(v) > 1Q2(v) > 0. Hence supp(Q) C supp(r ® ), and

we can write

DRlrem =-HQ) - Y Quuvlgr) - 3  Quv)logn(v)

(u,w)EA(G) (u,)EA(G)
= —H(Q) - Z (Q1(v) + Q2(v)) log m(v)
veV(G)
=-H(@Q) -2 > n(v)logn(v)=2H(r) - HQ) = 29¢(Q), (59)
veV(G)

where the second equality follows from the definitions of ()1 and ()2, and the third one from (58).
We now bound D(Q || 7 ® ) from below. By Jensen’s inequality applied to the concave function log,

and by Lemma 11, we have that

p@lIrem == ¥ Quolog"g ™ s g (Y atwa(n)
(u,v)Esupp(Q) ’ (u,v)€A(G)
> —log (1 — w(lG)) = 2¢,(q)- (60)

Combining (60) with (59) proves (57). The equality case, instead, follows from Lemma 10, since for a

clique C of size w(G) we have that go(Uc) = c,(q)- O

The bound of Lemma 12 can be seen as an entropic form of Turdn’s theorem. For symmetric distri-
butions, that is, when Q(u,v) = Q(v,u) for all (u,v) € A(G), it was obtained by Chao and Yu [6].

Finally, we bound the decrease of c¢; when j increases by one.

. 1
Lemma 13. For every integer m > 2, ¢y — Cm41 2 52773+
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Proof. By (55), ¢y — Cipy1 = %log (% : mLH) = —%bg (1 - #) > Wllnz’ where the inequality

follows from —In(1 — z) > z for 0 < z < 1. ]

C. The reduction

Let (G, k) be an instance of CLIQUE satisfying (25), and let G be the extended graph of Section III-B.
We let X be uniformly distributed on X = A(G), as in (28), and, given that X = (u,v), we let the value
of the random variable Y be one of the two endpoints of (u,v), chosen uniformly at random. Hence

Y = V(G), the channel from X to Y is W, defined in (54), and the joint distribution of (X,Y) is

ﬁ, if w e {u,v}, ) )
Pxy ((u,v),w) = V(u,v) € A(G), we V(G). (61)
0, otherwise,
Let
Iy = ga(Px) — cm. (62)

The next lemma shows that the encoder Ty achieves exactly the value Il defined in (62).

Lemma 14. The encoder Ty defined in (29) satisfies 1(Y ; To)—%1(X; Ty) = o. In particular, Ly/5(Pxy) >
.

Proof. By Lemma 5, the posteriors of 7 are the distributions Uc_ , with probability 1/N each. Hence,

by Lemma 9, we have that

1 1
I(Y;To) — 51(X; To) = ga(Px) — & > 9aUc,). (63)
e€cE(Q)
Since each C, is a clique of G of size m, Lemma 10 gives go(Uc.) = cm, and hence (63) equals
96(Px) — ¢m = Tlp. Finally, Ly/5(Pxy) > Iy follows from the definition (2) of L;/,5(Pxy) as a

supremum over all encoders. O

We now show that, if G' has no k-clique, then the encoder Tj is optimal, that is, I /Q(PXy) = II,.
While, if G contains a k-clique, then the encoder 77 strictly improves on Ty, that is, L; /Q(PXy) > Ilj.
This is the conceptual step to solve the CLIQUE problem through the estimation of L;/5(Pxy), and it
will prove the hardness of IB-LAGRANGIAN.

1) No-instances: G does not contain a k-clique: We demonstrate that, if G does not contain a k-clique,

then no encoder of X improves on 7j.

Lemma 15. Assume that w(G) < k. Then every encoder T of X satisfies

I(V:T) - %I(X;T) < T, (64)
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Consequently, L /5(Pxy) = Iy, and IB(Pxy, R) < g + Iy for every R > 0.

Proof. Since w(G) < k — 1 = m, property 3 of Lemma 4 gives w(G) = m. Hence, by Lemma 12
applied to G, we have that g=(Q) > ¢, for every probability distribution Q on A(G), and in particular
this holds for every posterior of an encoder 7" of X. Thus, by Lemma 9, every encoder 1" of X satisfies

I(Y;T) — %I(X;T) = 96(Px) — ZPT(t) 9a(Pxr(- 1) < g5(Px) — ¢m = I,
teT

which proves (64). Taking the supremum over all encoders gives I /Q(PXy) < Iy, and, together with
Lemma 14, Ly 5(Pxy) = . Finally, if I(X;T) < R, then (64) gives I(Y;T) < 3I1(X;T) 4 Iy <

g + Iy, and taking the supremum over all such encoders yields IB(Pxy, R) < % + II. ]

2) Yes-instances: G does contain a k-clique: We now assume that G contains a k-clique K, and we

show that the encoder 77 of Section III-D strictly improves on 7. To this end, we choose

" Be Bpu
R T N T 2Nm?

p (65)

T 4m?
By Lemma 6, the encoder 7} replaces part of the posteriors Uc, of T, whose cost is ¢,,, with the
posterior U, whose cost is ¢ < ¢, In doing so, however, it perturbs Uc, into V, for every e € F(K).

The next lemma shows that this perturbation increases the cost by at most a quantity quadratic in €.

Lemma 16. For every e € E(K),

82

1
\Ve) = Cm < =D e < —mM—F——.
gG(V) & 2 (V ||UCe) 4“(1 _ 6)2 1n2 (66)

Proof. The distribution WzUc, is uniform on C,, whereas WV, is supported on the same set. Thus,
replacing Uc, by V. cannot increase the output entropy. Any increase in cost is therefore bounded by
one half of the decrease in input entropy, which, by Lemma 7, equals D(V.||Uc,). We now make this

comparison explicit. By (55), we can write

1
m 7= logm — §logs. (67)

1
Cm:§10gm—

Combining (67) with the definition (48) of g, and using H(V.) = logs — D(V.||Uc,) from Lemma 7,

we obtain that
1
96(Ve) — em = (H(WgVe) — logm) + i(logs — H(V,))
1
= (H(WgVe) ~ logm) + 5 D(VellUc, ). (68)

Since supp(Ve) € A(Ce), by (54) the distribution W5V, is supported on the m vertices of C.. This
implies that H(WgsV,) < logm. Hence, the first term in (68) is non-positive, which proves the first

inequality in (66). The second one immediately follows from (38) of Lemma 7. O
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We now show that the encoder 7 strictly improves on Tg.

Lemma 17. Assume that w(G) > k, let T} be the encoder defined in (32) with p as in (65), and let

1
0= SN’

Then 1(Y;Ty) — %I(X;Tl) > Ilg + 6. Consequently, Ly 5(Pxy) > Ilp + 6.

(69)

Proof. The idea of the proof is to compare the average cost of the posteriors of 7T} with the cost ¢,
of the posteriors of 7. The encoder Ty has average posterior cost ¢,,. By Lemma 9, to show that T
improves the Lagrangian objective over T by more than 4, it suffices to prove that its average posterior

cost is less than ¢, — §. Let

U = Z Pr, (1) g(;(Px|T1(‘ 1))

be the average cost of the posteriors of 77. By Lemma 6, and since g5(Ux) = ¢ and g5 (Uc,) = ¢,

by Lemma 10, we have that

1—¢ N -B
U = )\Ck + T Z g@(Ve) + N Cm.-
ecE(K)
Since the probabilities in (35) sum to 1, we can write ¢,, as
1—¢ N-—-B
Cm = ACp, + N Z Ccm + Cm- (70)

e€E(K)

Subtracting (70) from W, the terms corresponding to e € E(G) \ E(K) cancel out, and we obtain that

> (96(Ve) = em). (71)

e€E(K)

1—-¢
U —cpm=—ANem — k) +

The negative term —A(c,, — c) represents the decrease in average posterior cost contributed by Uk,
relative to the baseline c,,. The second term is the total weighted change in cost caused by perturbing
Uc, into V.. We bound (¢, — ¢x) from below and the second term from above.

We first bound A(c¢;, — ¢x) from below. Since k = m + 1, Lemma 13 gives

)\(Cm — Ck) > A

_— 72
~ 2m21n2 (72)

We now bound the perturbation term from above. We first note that ¢ is small. Indeed, since m > 3,

wehavethatugéandmzza so that ¢ = &5 <

1 1 108
5m? = 108’ <

and hence i— < 107 Therefore, since

— 9m?2>

E(K)| = B, by Lemma 16 and using A\ = 82 and £ = -1, we get that
y g N “w g

1—¢ Be? A 1 A 27
<

_ _ < — . .
Z (gG(Ve) Cm) T 4Np(l—e)ln2  m2ln2 8(1—¢e) ~ m?In2 214
ecE(K)

(73)



24

Substituting (72) and (73) into (71), we get that

v < A (1 27 ) 40 A < A
— C _ | - - — —_ —_— . —
"= m2ln2\2 214 107 m2In2 2m?’
where the last inequality follows from In2 < %, which gives ﬁ > % > % Since A = 2]]37’7”1 5
by (65) and By = "t . d o — ok > 1 we obtain that
Bu 1
v — — < — = —4. 74
“n S TINmi = T 8Nm? 74

Finally, by Lemma 9 and (74), I(Y;T1) — 1 1(X;T1) = ga(Px) — ¥ > ga(Px) — ¢ + 6 = g + 4.
The last statement Ly /o(Pxy) > Ilp + 0 follows from the definition of L;/5(Pxy) as a supremum over

all encoders. O

D. Proof of Theorem 1

We now combine the results of the previous sections to prove Theorem 1. Let (G, k) be an instance of
CLIQUE satisfying (25), and let Pxy be the joint distribution defined in (61). By Lemmas 15 and 17, we
have that L, /5(Pxy) = g if w(G) <k, and Ly 5(Pxy) > o + § if w(G) > k. Hence, the two cases
are separated by a gap of size §, and we place the threshold in the middle of this gap. However, since
IIy involves logarithms, and is therefore in general irrational, we choose the threshold 7 as a rational
number such that

e (<

Therefore, the instance of IB-LAGRANGIAN associated with (G, k) is the pair (Pxy, T), where Pxy is
defined in (61) and 7 in (75). Before presenting the proof, since the inapproximability results are stated
in terms of the size of the input, the next lemma relates § defined in (69) to the size M = |X| of the

alphabet of X.

. 1
Lemma 18. Let § be as in (69). Then § > 1g5p7s-

Proof. We first express ¢ in terms of M and m. By property 2 of Lemma 4, N = M /(m(m — 1)), and

substituting this into (69) we obtain that

m(m—1) 1-1/m
SMm4 — 8Mm? '

We now bound m from above in terms of M. Since B = M and N > B by (25), we have that

5= (76)

M=Nm(m-1) > W Since m > 3, we have that m2 — 1 > %mQ, and hence M > %m‘{ that

18,

m2 < ;/M (717)
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> 2 in (76), we conclude that § > SM?éi/M = 18]\}[3/2. O]

Finally, using (77) and 1 — %
Proof of Theorem 1. We start by showing that IB-LAGRANGIAN is NP-hard. To this end, we show that
the construction of the instance (Pxy,7) described above is a polynomial-time reduction from CLIQUE
to IB-LAGRANGIAN. Given an instance (G, k) of CLIQUE satisfying (25), the reduction constructs the
extended graph G, the joint distribution Pxy defined in (61), and a rational threshold 7 satisfying (75),
and outputs the instance (Pxy,7) of IB-LAGRANGIAN.

We first show that the reduction runs in polynomial time. Since G is represented by its adjacency matrix,
the size of (G, k) is at least n, so it suffices to show that the construction runs in time polynomial in
n. By property 4 of Lemma 4, G can be constructed in polynomial time, with |V (G)| < n + n® and
M < n*. Hence, Pyy is a table with |A(G)|-|V(G)| < n*(n+n?) entries, each equal to 0 or to 1/(2M)
by (61), which are rational numbers with O(logn) bits. It remains to compute 7. Note that this does

not require computing L; /o(Pxy ), but only approximating Il + 6/2. The value ¢ in (69) is a rational

number with O(logn) bits, while IIj is an explicit expression involving polynomially many logarithms

_m_
m—1°

of rational numbers. Indeed, H(Px) = log M, ¢, = %log and, denoting by d, the degree of a
vertex v in G, each vertex v is an endpoint of 2d,, oriented edges, each of probability 1/M and mapped
to v with probability 1/2, so that (WzPx)(v) = d—]\;[ and
d M
HWgPx)= Y  ~-log—

— M dy’
veV(G):d,>0

Hence, by Lemma 25 in Appendix A with additive error § /12, a rational 7 satisfying (75) can be computed
in polynomial time. Hence, the whole reduction runs in polynomial time.

We now show that the reduction is correct, that is, (Pxy,7) is a yes-instance of IB-LAGRANGIAN
if and only if (G,k) is a yes-instance of CLIQUE. Recall that (Pxy,7) is a yes-instance of IB-
LAGRANGIAN if there exists an encoder 7' of X such that I(Y;T) — $1(X;T) > 7, and that (G, k) is
a yes-instance of CLIQUE if w(G) > k, that is, G contains a clique of size k. By (75), the threshold 7
satisfies

70

50
IIp+ = <7 <Ilp + —
o+12_7'_ o+12, (78)

that is, 7 lies strictly between IIy and IIp+6. Assume first that (G, k) is a yes-instance, that is, w(G) > k.

By Lemma 17 and the right inequality in (78), the encoder 77 satisfies

1 76 50
I(Y;Tl)—il(X;Tl) >H0+5ZT—E+5:T+E.

Hence, (Pxy,7) is a yes-instance of IB-LAGRANGIAN, and L1/2(PXy) > 74+ ‘;’—g. Assume now that

(G, k) is a no-instance, that is, w(G) < k. By Lemma 15 and the left inequality in (78), every encoder
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T of X satisfies I(Y;T) — $I1(X;T) < Iy < 7 — % < 7. Hence, (Pxy,7) is a no-instance of IB-
LAGRANGIAN, and L;/(Pxy) < 7 — %. This proves that the reduction is correct, and hence that
IB-LAGRANGIAN is NP-hard.

It remains to prove the inapproximability result. By the two cases above, Ly /o(Pxy) lies above 7+ %
if w(G) > k, and below 7 — % if w(G) < k. Suppose that a polynomial-time algorithm .Alg outputs,

given Pxy, a value v with |v — Ly o(Pxy)| < ! 5. By Lemma 18, this error is at most g < ‘;’—g.

= 5aeree
Hence, if w(G) > k, then v > Ly o(Pxy) — § > 7, while, if w(G) < k, then v < Ly o(Pxy) + 5 < 7.
Thus, running the reduction, then the algorithm Alg, and comparing v with 7 would decide CLIQUE in

polynomial time, which is impossible unless P = NP. O

E. General fixed Lagrange multipliers

The hardness result of Theorem 1 can be extended to any other fixed multiplier 5 € (0, 1). Note that,

for B > 1, the data-processing inequality gives Lg(Pxy) = 0.

Proposition 2. Let f € QN (0,1) be fixed, and let kg = 2min{B,1 — B}. Given a rational joint
distribution Pxy, one can construct in polynomial time a rational joint distribution JSX 7 with the same

marginal Px such that

Ls(Pxz) = k5 Ly o(Pxy). (79)

Consequently, 1B-LAGRANGIANg is NP-hard, and, unless P = NP, no polynomial-time algorithm

approximates Lg(Pxy) within an additive error of tg/(54|X[%/?).

Proof. We first prove (79). Let pg =  — 5" and eg = 1 — kg — pg. These three numbers form a
probability distribution. Indeed, they sum to 1 by definition, and, if 8 < %, then kg = 203, pg = 0 and
es =1—28>0, while, if 3 > 3, then kg = 2(1— ), ps =28 —1 >0 and eg = 0. Let J be a random
variable independent of (X,Y"), taking values 0, 1 and 2 with probabilities x3, pg and eg, respectively,
and let Z be the random variable on Z = ({0} x V) U ({1} x X) U {L}, where L is a new symbol,
defined by
(0,Y), if J =0,
Z=4q01,X), ifJ=1, (80)
L, if J=2.
In other words, Z reveals Y with probability g, reveals X with probability pg, and reveals nothing
with probability eg. Let Px 7 be the joint distribution of (X, 7). Its marginal on X is Px, so that the

encoders of X for Pxy and for ﬁX 7 coincide.
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Let T" be an encoder of X. Since J is a function of Z and is independent of (X,Y,T'), the chain rule
gives

I(Z,T)=1Z,J;T)=I(J;T)+ I(Z;T | J) = kg I(Y;T) + pg I(X; T), (81)

since I(J;T) = 0, and, given J, the random variable Z is equivalent to Y, to X, or constant. Subtracting

BI(X;T) from both sides of (81), and using 3 — pg = K3/2, we get that

1(Z;T) - BI(X;T) = rg (I(Y; T) - %I(X;T)). (82)
Since (82) holds for every encoder, taking the supremum over all encoders proves (79).

We now show that IB-LAGRANGIANg is NP-hard by reducing IB-LAGRANGIAN to it. Given an in-
stance (Pxy,7) of IB-LAGRANGIAN, consider the instance (PXZ, kgT) of IB-LAGRANGIANG. By (82),
an encoder satisfies I(Y;T) — $1(X;T) > 7 if and only if it satisfies I(Z;T) — BI(X;T) > kg, so
the two instances have the same answer. Moreover, |Z| = |X| 4 || + 1, and, since kg, pg and eg
are fixed rational numbers, by (80) each entry of PX z is a fixed rational multiple of an entry of Pxy
or of Px. Hence, the instance (]SX 7,Kp3T) can be computed in polynomial time, and, by Theorem I,
IB-LAGRANGIANg is NP-hard.

Finally, suppose that a polynomial-time algorithm approximates L g within an additive error of r5/(54|X|3/?).
Running it on Pxz, which has the same input alphabet X' as Pxy, and dividing its output by kg, we
obtain, by (79), an approximation of Ly 5(Pxy) within 1/(54|X'[*/2), which, by Theorem 1, is impossible
unless P = NP. O

Remark 1. If (3 is irrational, then kg, pg and eg may be irrational, and the joint distribution PX 7,
constructed in the proof of Proposition 2, is not a rational distribution. Nevertheless, we can still extend
Proposition 2, with a different constant, to every fixed real 8 € (0,1) that is computable in polynomial
time, that is, such that a rational number within distance 2" of 8 can be computed in time polynomial in
r. The idea is to apply the construction (80) with a rational multiplier b close to 3, chosen depending on the
instance. Replacing 8 with b changes the objective of every encoder by |5 —b| I(X;T) < |3 —0b|log |X|,

so that |Lg(Pxz) — Ly(Pxz)| < |8 — b|log |X|. The instances of Theorem 1 are separated from the

58
12°

threshold by a margin v = 25, which becomes ry7y after the construction (80). Hence, if |3 — b|log |X|
is a small fraction of k7, the threshold x,7 still separates yes- and no-instances. By Lemma 18, ~ is of
order |X|~%/2, so the required precision is of order (|X'|>/21log|X|)~!, which corresponds to O(log |X|)
bits. Hence, b can be computed in polynomial time, and the arguments in the proof of Proposition 2
show that, for every fixed polynomial-time computable real 3 € (0,1), IB-LAGRANGIANg is NP-hard,
and that Lg cannot be approximated in polynomial time within an additive error of order | X’ |*3/ 2, unless

P = NP.
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F. Proof of Theorem 2

We now prove Theorem 2, using the same joint distribution Pxy defined in (61). However, in this
case, an instance of IB-THRESHOLD is a triple (Pyxy, R, ). Thus, we need to define the budget R and
the threshold ¥). By Lemma 15, if w(G) < k, then IB(Pxy, R) < & +1I; for every R > 0. On the other
hand, if w(G) > k, then, by Lemma 17, I(Y;Ty) > $I1(X;Ty) 4+ o + 6.

We must choose the budget R to satisfy two requirements. Whenever G contains a k-clique, we need
R > I(X;Ty) so that T satisfies the rate constraint. We also need R to be sufficiently close to I(X;77)
so that the upper bound % + I for the no-case given by Lemma 15 remains below I(Y';T}) by a gap
of order ¢.

The difficulty is that the reduction must choose R without knowing whether G contains a k-clique,
while 7 is defined only when such a clique exists. The next lemma addresses this difficulty by giving an
explicit expression, depending only on N and k, that is defined for every instance and equals 7(X;7})
whenever G contains a k-clique. The reduction can therefore use this expression to choose R from (G, k)

alone, without knowing whether such a clique exists.

Lemma 19. Let p, € and X be as in (65), let ag and a1 be as in (34), and let

m+1+B(1—5)
m—1 N

Then R* depends only on N and k, and, if w(G) > k, the encoder Ty defined in (32), with p as in (65),
satisfies I(X;T1) = R*.

1 1
R* =log N — Mlog (logs—(S—Q)aolog——2allog—>. (83)
an aq

Proof. We first show that R* depends only on N = |E(G)| and k. Recall that m = k—1, B = k(k—1)/2,
s=m(m —1) and u = 1/s. Hence, by (34) and (65), the quantities p, &, A, ap and a;, and thus all the
quantities in (83), depend only on N and k. Moreover, ag, a; > 0, so the logarithms are well defined.
Now assume that w(G) > k, and fix a clique K of size k in G. Let T} be the encoder defined in (32)
using this clique, with p chosen as in (65). We show that I(X ;7)) = R*. By Lemma 8, we have that

m+1 B(l-—¢
+ ( )DV

I(X;T7) =log N — )1
( ) 1) og Ogm—l N )

(84)

and, by Lemma 7, Dy = logs — H(V,). Since, by (34), V. takes the value ag on s — 2 oriented edges
and the value a; on 2 oriented edges, we have that H(V,) = (s — 2) ag log a% + 2a; log i Substituting
this into (84) gives I(X;T1) = R*. O

We can now define the budget R and the threshold +}. Since R* in (83) is in general irrational, we

take a rational number R such that |[R — R*| < 2, and we set

R:max{ﬁi—l—g, 0}. (85)
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The additive term % ensures that R > R*, so that the encoder 77 satisfies the rate constraint whenever G
contains a k-clique, while the maximum ensures that R > 0. To choose the threshold 1}, we compare the
two cases. If w(G) > k, then, by Lemma 19, R* = I(X;717) > 0, so that the maximum in (85) equals

R+ g, and, since |R —R* < 9 we have that

)
R*SRSR*+§. (86)

Hence, by Lemma 17 and R* > R — §/2 from the rightmost inequality in (86), we obtain that

R* 1 5 R 35
I(Y;Tl)>7+Ho+5z§(R—§)+Ho+5=5+no+z. 87)

On the other hand, if w(G) < k, then IB(Pxy, R) < & +II; by Lemma 15. Thus, as in the proof of
Theorem 1, we place the threshold in the middle of this gap, and, since this value is in general irrational,

we take ¥ as a rational number such that

R 30 J
o-(S+mo+ )| <5 88
- (F+Mm+ )| <5 (88)
Therefore, the instance of IB-THRESHOLD associated with (G, k) is (Pxy, R,v), where Pxy is defined

in (61), R in (85) and ¢ in (88).

Proof of Theorem 2. We start by showing that IB-THRESHOLD is NP-hard. To this end, we show that
the construction of (Pxy, R,?) is a polynomial-time reduction from CLIQUE to IB-THRESHOLD.

We first show that the reduction runs in polynomial time. As shown in the proof of Theorem 1, G' and
Pxy can be constructed in polynomial time, so it remains to show that R and 9 can be computed in
polynomial time. By (83), R* is a linear combination, with rational coefficients, of the logarithms of N,
m+1, m—1, s, 1/ag and 1/a;, which are rational numbers with O(logn) bits. Hence, by Lemma 25 in
Appendix A, R can be computed in polynomial time, and so can R by (85). Similarly, % +1IIp+ %5 is the
sum of a rational number and of Ily, which, as shown in the proof of Theorem 1, is an explicit expression
involving polynomially many logarithms. Hence, again by Lemma 25, a rational ¢ satisfying (88) can
be computed in polynomial time. Therefore, the whole reduction runs in polynomial time.

We now show that the reduction is correct, that is, (Pxy, R, ) is a yes-instance of IB-THRESHOLD
if and only if (G, k) is a yes-instance of CLIQUE. Recall that (Pxy, R,?) is a yes-instance of I1B-
THRESHOLD if there exists an encoder 7" of X such that /(X;7") < R and I(Y;T) > ¢, and that (G, k)
is a yes-instance of CLIQUE if w(G) > k. We notice that, by (88), the threshold ¥ satisfies

R 1) R )
— +1I — <Y< =411 —. 8
2+ 0+4_ _2-1- 0—|—2 (89)

Assume first that (G, k) is a yes-instance, that is, w(G) > k. We show that the encoder 7} satisfies
both I(X;71) < R and I(Y;717) > 9. By Lemma 19 and the leftmost inequality in (86), we have that
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I(X;T)) = R* < R, and therefore the encoder 7} satisfies the rate constraint. Moreover, by (87) and
the rightmost inequality in (89), we get that I(Y;Ty) > % + Iy + % >0+ %. Hence, T satisfies
both I(X;T1) < Rand I(Y;T}) > 9, and (Pxy, R,?) is a yes-instance of IB-THRESHOLD. Moreover,
IB(Pxy,R) > I(Y;T1) > 9+ &.

Assume now that (G, k) is a no-instance, that is, w(G) < k. By Lemma 15 and the leftmost inequality
in (89), we get that IB(Pxy,R) < % + 1y < ¥ — g. Hence, every encoder with [(X;7) < R satisfies
I(Y;T) < 9, and (Pxy, R,?) is a no-instance of IB-THRESHOLD. This proves that the reduction is
correct, and hence that IB-THRESHOLD is NP-hard.

It remains to prove the inapproximability result. By the two cases above, IB(Pxy, R) lies above ¢ + g
if w(G) > k, and below ¥ — % otherwise. Suppose that a polynomial-time algorithm outputs v with
lv = IB(Pxy, R)| < tgrprs-
v > IB(Pxy,R) — § > ¥, while, if w(G) < k, then v < IB(Pxy,R) + & < ¢. Thus, running the

By Lemma 18, this error is at most g < g. Hence, if w(G) > k, then

reduction, then the algorithm, and comparing v with ¥} would decide CLIQUE in polynomial time, which

is impossible unless P = NP. O

G. A better exponent

In this section, we show that the exponent 3/2 in Theorems 1 and 2 and Proposition 2 can be lowered
to 1 + «, for every fixed a > 0. Recall that a smaller exponent means a larger additive error, and hence
a stronger inapproximability result.

To explain where the exponent 3/2 comes from, recall from (76) that the gap of the reduction is

1-1/m
0 = Sximz-

The factor 5; is of the desired order, while the factor # has to be bounded in terms
of M. In the proof of Lemma 18, the only relation between m and M comes from the assumption

N > B ~ m?/2 in (25), which gives m? < 3v/M, and hence § > The idea to obtain a better

18M3/2
result is therefore to replace the instance (G, k) with an equivalent instance (G’, k), that is, one with the
same answer to CLIQUE, in which G’ has many more edges than G. In this way, m? becomes small with

respect to M = |A(G")|. This is formalized in the following theorem.

Theorem 3. Let o > 0 be fixed. Unless P = NP, there is no polynomial-time algorithm that, given a
rational joint distribution Pxy on X X ), approximates L, /Q(ny) within an additive error of W,
nor one that, given also a non-negative rational number R, approximates 1B(Pxy, R) within W.
Moreover, for every fixed B € Q N (0,1), there is no polynomial-time algorithm that approximates

Lg(ny) within 36\;%'
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Proof. We first construct the new instance of CLIQUE. Let ¢ = [1/a], so that ¢ is an integer and
1/c < o, and let (G, k) be an instance of CLIQUE satisfying (25), with n = |V(G)|. Let N’ = n?¢, and

let uy,v1,...,un/, vy, be 2N’ new vertices, not in V(G). We define the graph G’ by
V(G/) =V(G)U{u,v1,...,un,on'}  and E(G/) = E(G)U {{uivvi} 1< < N/}a

that is, G’ is the disjoint union of G and of N’ isolated edges. We claim that G’ contains a k-clique if
and only if G does. Indeed, every clique of G is a clique of G’. Conversely, let C' be a clique of G’ that
contains a new vertex, say u;. Since the only neighbour of u; in G’ is v;, we have that C' C {u;,v;}, and
hence |C| < 2 < k. The same holds for v;. Therefore, every k-clique of G’ is contained in V(G), and it
is a k-clique of G. Moreover, (G', k) satisfies (25), since |E(G')| = N + N’ > N > B. Finally, G’ has
n 4 2n%¢ vertices, and, since c is fixed, its adjacency matrix can be constructed in time polynomial in n.

We now apply the reductions of Theorems 1 and 2 to (G’, k) instead of (G, k). All the results of
Sections IIT and IV hold for every instance satisfying (25), and hence for (G', k) as well. Moreover,
since the size of G’ is polynomial in n, both reductions still run in time polynomial in n. The only

change concerns the lower bound on §. Since m = k — 1 < n, the extended graph of G’ has
M = |E(G")|m(m —1) > N' = n% > m?*

oriented edges, that is, m? < M e, Using this bound in (76) in place of (77), together with 1 — = > %

1
m
and 1/¢ < a, we get that

2/3 1 1

> = > .
6_8M~M1/C 12 M1+1/e = 12 M1+a

(90)

The proof of Theorem 1 rules out polynomial-time approximation of L; /o(Pxy ) within g, and the proof
of Theorem 2 rules out polynomial-time approximation of IB(Pxy, R) within g. Since M = |X|, by (90)

we have that g > 1 and g >

36X which proves the first two claims. The last claim follows

1
96] X e
from the first one exactly as in the proof of Proposition 2, since the construction (80) does not change

the alphabet X" and multiplies the Lagrangian by xg. O

Note that Theorem 3 improves on Theorems 1 and 2 only for 0 < a < 1/2, that is, for ¢ > 3, and that
it becomes stronger as « decreases, at the price of a larger graph G’. The exponent cannot be lowered to
1

. . . . . . 1 _
1 within this construction. Indeed, the improvement § of T over Ty is of order NgE = @(W), and

m cannot be bounded, since CLIQUE can be solved in polynomial time for every fixed k.
V. HARDNESS OF THE PRIVACY FUNNEL

In this section, we prove our results for the privacy funnel. For the constrained formulation (3), we

prove the following theorem.



32

Theorem 4. PF-THRESHOLD is NP-hard. Moreover, unless P = NP, there is no polynomial-time
algorithm that, given a rational joint distribution Pxy on X x Y and a rational number 0 < r < H(X),

outputs a value v such that
1

lv — PF(Pxy,r)| < ETER

(€29

Theorem 4 is proved by a reduction from CLIQUE, which reuses the extended graph G, the random
variable X, and the encoders Ty and 77 of Section III. Only the channel from X to Y, and hence the
joint distribution Pxy, changes. A key tool for the reduction is the lower bound of Lemma 2, namely
I(Y;T)>I(X;T)— H(X | Y), which holds for every encoder T of X.

The rest of this section is organized as follows. In Section V-A, we introduce compatible sets of
oriented edges, that is, sets of oriented edges of a common clique, and we define a function ® of the
distributions on the oriented edges, which plays a similar role to that of the cost gy of Section IV. We
then bound @ in terms of the clique number of G. In Section V-B, we define the joint distribution of
the reduction, and we show that an encoder attains the lower bound of Lemma 2 if its posteriors are
supported on compatible sets. In Section V-C, we show that, if G has no k-clique, the lower bound of
Lemma 2 cannot be attained at any rate smaller than log IV, while, if G contains a k-clique, the encoder
T attains the lower bound at a strictly smaller rate. Finally, we use these results to prove Theorem 4 in
Section V-D, and in Section V-E, we extend our results to the Lagrangian formulation (4) (Proposition 3).

As for the information bottleneck, we made no attempt to optimize the constants in these results.

A. Compatible sets and an entropic bound

Let (G, k) be an instance of CLIQUE satisfying (25), and let G be the extended graph of Section III-B.
We say that two distinct oriented edges x, 2’ € A(G) are compatible if the set of their endpoints is a
clique of G, that is, if  and 2’ can be oriented edges of the same clique; otherwise, they are incompatible.
A set S C A(G) is compatible if any two of its elements are compatible. We denote by Z(G) the set of
unordered pairs {x,z'} of incompatible oriented edges of G.

The next lemma shows that a set of oriented edges is compatible if and only if it is contained in a

clique of G. Consequently, the size of a compatible set is bounded in terms of the clique number of G.

Lemma 20. A set S C A(G) is compatible if and only if S C A(C) for some clique C of G. Moreover,

every compatible set S satisfies |S| < w(G)(w(G) — 1).

Proof. We first prove that, if S C A(C) for some clique C of G, then S is compatible. Let z, 2’ € S be

distinct. Since x, 2’ € A(C), all their endpoints belong to C. Moreover, since C' is a clique and every
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subset of a clique is still a clique, it follows that the set of the endpoints of x and 2’ is a clique of G,
which means that z and z’ are compatible. Hence, S is compatible.

Conversely, assume that S is compatible. We show that S C A(C) for some clique C of G. Let

C ={u € V(G) : u is an endpoint of some = € S}. (92)

By definition of C, we have that S C A(C), so it suffices to show that C' is a clique of G.Letu,veC
be distinct, and let z, 2’ € S be oriented edges such that u is an endpoint of x and v is an endpoint of

2. If z = 2/, then u and v are the two endpoints of x, that is, z = (u,v) or z = (v, u). Since z € A(G),
we have that {u,v} € E(G), so u and v are adjacent. If 2 # 2/, then 2 and 2’ are compatible, since S is
compatible, and the set of their endpoints, which contains v and v, is a clique of G. Hence, u and v are
adjacent also in this case. This implies that C is a clique of . Hence, we proved that a set S C A(G)
is compatible if and only if S C A(C) for some clique C of G.

Moreover, if S is compatible, then S C A(C) for some clique C' of G, and hence it follows that
S| < [AO)] = [CI(IC] = 1) < w(G)(W(G) = 1)

by definition of w in (20). ]

For a probability distribution @ on A(G), let

/ Q(x)
Q) =HQ - > (Q@)+QE)) ha( A=t o)
{z,2'}eZ(G) <Q($) + Q(x ))

where we assume that each term of the sum with Q(z) + Q(2’) = 0 is equal to zero. In words, ®(Q) is
the entropy of () minus a penalty for each pair of incompatible oriented edges that both have positive
probability under Q. In particular, if supp(Q) is compatible, then all the penalties vanish and ®(Q) =
H(Q). In the next lemma, we bound @ in terms of the clique number of G. This bound plays, for the

privacy funnel, the same role that the bound on gs in Lemma 12 plays for the information bottleneck.

Lemma 21. For every probability distribution Q on A(G), it holds that

P(Q) < log (w(G)(w(G) —1)). (94)

Proof. Let @) be a probability distribution on A(G). We show that, whenever supp(Q) is not compatible,

that is, it contains both elements of at least one pair {x, 2’} in Z(G), we can move all the probability of
x to o, or of 2’ to z, without decreasing the value of ®. Reiterating this operation, we reach a probability
distribution " with compatible support and ®(Q’) > ®(Q). Then, the claim follows from Lemma 20.

Assume that Q(z) > 0 and Q(z') > 0 for some {z,2'} € Z(G), and let ¢ = Q(z) + Q(a’). For

a € [0,¢], let Q, be the probability distribution that coincides with ) except that Q,(z) = a and
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Qu(2') = ¢ — a. Note that Q = (QQ(x)» and that Qo and Q. are the probability distributions obtained
from @ by moving all the probability of = to 2/, and of z’ to x, respectively. We show that the function

a — ®(Q,) is convex on [0, ¢]. To this end, we recall that

Qa(y
Q)= HQ) = Y (Quln) + Qul) (D) ©3)
(v }€Z(G) ¢ ¢
We now split the terms of (95) that depend on «a into three groups.
First, since @, coincides with @ outside {z, z'}, the terms of H(Q,) that depend on a are
—aloga — (¢ — a)log(c — a). (96)
Second, the term of the sum in (95) corresponding to the pair {y,y'} = {z,2'} is equal to
chg (2) = —aloga — (¢ —a)log(c — a) + clogec. 7
c

Hence, the difference between (96) and (97) gives the term —clogec, which is constant and does not
depend on a.
Third, the only other terms of the sum in (95) that depend on a are those corresponding to pairs {x, z}

or {2/, 2} in Z(G), with z ¢ {z,2'}. Bach of these terms has the form

f(b):(b+w)h2< ):—blogb—wlogw+(b+w)log(b+w),

b+ w

where w = (), which does not depend on a, and b = a or b = c—a. Since f”(b) = 5 (32— 1) <0

b+w —

for b > 0, the function f is concave, and consequently each of these terms is a concave function of a.
Putting the three groups together, we get that, as a function of a € [0, ¢], ®(Q,) is equal to a constant
minus a sum of concave functions of a. Hence, a — ®(Q,) is convex on [0,c]|, and, since a convex

function on an interval attains its maximum at an endpoint, we get that

(Q) = 2(Qqz)) < max{P(Qo), P(Qc)}- (98)

Since both @)y and Q. have one element less in their support than (), by repeating this operation, after at
most |supp(Q)| — 1 steps we obtain a probability distribution Q" with ®(Q’) > ®(Q) whose support is
compatible. For such a distribution @)’, all the terms of the sum in (93) vanish, so that ®(Q') = H(Q').

Hence, since supp(Q’) is a compatible set, by Lemma 20 we finally obtain that

o(Q) < ¢(Q') = H(Q') < log|supp(Q')| < log (w(G)(w(G) — 1)),

which concludes the proof. O
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B. The joint distribution

We now describe the joint distribution of the instance of PF-THRESHOLD. As in Section III, we let the
random variable X be uniformly distributed on X = A(G), with |A(G)| = M = Ns, where N = |E(G)|
and s = m(m — 1). Moreover, we let

Ry =log N, (99)

which, by Lemma 5, is the rate of the encoder Ty, that is, I(X;7y) = Ro.

We now define the random variable Y. For each pair {z,2'} € Z((), we introduce a symbol y; .}
For each z € A(G), let d(x) be the number of oriented edges incompatible with x, and note that
d(x) < M — 1. We also introduce M — d(z) symbols (z,1),...,(x, M — d(x)). The alphabet ) of ¥

is the set of all these symbols. For every = € A(G), let
Vo = {Yzzy 1 2 € AG), {z,2} € Z(G)} U {(z,1),...,(z, M —d(z))} (100)

be the set of values that Y can take when X = z, and note that |),| = d(z) + (M — d(z)) = M. Given

X =z, we let Y be uniformly distributed on ), that is,

1/M, ifyée Y,
W(y|z)=Pyix(y|z)= (101)

0, otherwise.

Consequently, since Px is uniform on A(G), the joint distribution Pxy of (X,Y) is

1
W7 lf Yy S yx7 _
Pxy(xz,y) = Px(x) W(y | x) = V(z,y) € A(G) x ). (102)

0, otherwise,
By (100) and (102), we notice that, after observing Y, we can draw the following conclusions about X.
If Y = (z,i), then, since the symbol (x,7) belongs to ), only, X = z with certainty. If Y = y¢, .,
then, since the symbol yy, ..} belongs to both V), and V,, and to no other set )., X is equal to = or
to 2/, each with probability 1/2. Consequently, Y determines X, unless Y is a symbol Y{z,2'}» In Which
case X is one of the two incompatible oriented edges x and z’. This property is crucial in our reduction.
Indeed, if we also know that X belongs to a compatible set S, then at most one of x and 2’ belongs to

S, and hence X is determined by Y. Let
ho = H(X |Y) (103)

be the uncertainty about X that remains after observing Y. The next lemma provides some useful

properties of the joint distribution Pxy in (102) and of the channel W in (101).
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Lemma 22. Let Pxy be the joint distribution defined in (102), and let W be the channel from X to Y
defined in (101). Then, the following properties hold:

1) ho =2|Z(G)|/M? and H(Y) = 2log M — hg;

2) for every probability distribution Q on A(G),

H(WQ) = log M + (1 - %)H(Q) + (I)](W@; (104)

3) if every posterior of an encoder T of X is supported on a compatible set, then I(Y;T) = I(X;T)—
ho.

Proof. We prove the three properties separately.
Property 1. We first compute hy. By definition of the conditional entropy in (7), we have that

ho=H(X|Y) ZPY H(X|Y =y). (105)
yey

As observed before, if y = (x,i), then, by (102), Pxy(z,y) > 0 only for z = z. Therefore, X is
determined by Y, and H(X | Y = y) = 0. If, instead, y = y{, .}, then, by (102), Pxy (z,y(y2}) =
Pxy (@', Ytz0y) = 1/M? and Pxy (2, (1) = 0 for every other z. Hence, Py (y(; ) = 2/M?, and,
given Y = y(, »1, X is uniformly distributed on {x, 2"}, so that H(X | Y =y, ,}) = 1. Consequently,
since there are |Z(G)| symbols of the form Y{z,2’}> Splitting the sum in (105) according to the two kinds

of symbols in ), we obtain that

M—d(z)
ho = Z Y Pr(@i) HX|Y =(@d))+ D> Pr(ypaey) HX Y =ypay)
zeA(G) =1 {z,2'}eZ(@R)
M—d(x) _
2 = 2 212(G
= > D P(@))o+ Y 5 1= 5= ’]\;2)‘.
2€A(G) i=1 {z,2'}eZ(G)

We now compute H(Y'). By the chainrule 9), H(X,Y)=H(X)+HY | X)=H(Y)+H(X |Y),
and hence

HY)=H(X)+HY | X)- H(X |Y). (106)

Since X is uniform on A(G), we have that H(X) = log M, and, by (101), given X = 2, Y is uniform
on the M elements of ), so that H(Y | X) = log M. Putting these results together and recalling that
H(X |Y) = ho, from (106) we obtain that H(Y') = 2log M — hy.

Property 2. Let () be a probability distribution on A(G). We compute H (W Q) explicitly. Let a, =
Q(z)/M for every x € A(G). By the definition of the channel W in (101), each symbol (z,i) has
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probability (WQ)((x,z)) = ag, and each symbol yy, ., has probability (WQ) (y{my}) = a; + ay.
Since there are M — d(x) symbols of the form (x,4) for each z € A(G), we obtain that
HWQ)=-— Z (M —d(z)) azlog az — E (ag + ag)log(ay + ayr). (107)
z€A(G) {z,2'}€Z(G)
To rewrite the first sum in (107), we observe that the term a, log a, of a fixed x € A(G’) appears once in
the sum Y., ez (axlogaz + agzlogay) for each pair of Z(G) containing x, that is, exactly d(z)
times. Hence, we have that
Z d(z) azloga, = Z (azlogag + az logas). (108)
z€A(G) {z,2'}cZ(G)
Substituting (108) into (107), we get that
HWQ) = Z M agloga, — Z ((agc—i—ax/)log(ax—i—ax/)—am log a; —ay log ax/). (109)
z€A(G) {z,2'}€Z(G)
We now evaluate the two sums in (109) separately. For the first one, since Ma, = Q(x), we get that
> Magloga, =— Y Q) long\(;) = H(Q) + log M. (110)
z€A(G) z€A(GR)

For the second one, we use the identity (a + b)log(a+b) —aloga —blogh = (a +b) hy(54%;), valid for

a,b >0 with a4+ b > 0. Since a, + a, = Q(x);\r/[Q(x/) and —% = Q@ __ oach term of the second

azta, — Qx)+Q(z)
Q(x)LQ(fL" ) h2( (x)i Q) G )), and, by the definition of ® in (93), the whole second sum equals

sum equals
+ (H(Q) — ®(Q)). Substituting this and (110) into (109), we obtain that

HWQ) =log M + H(Q) — %(H(Q) - @(Q)) =log M + (1 - %)H(Q)Jr ‘I’gf),

which proves (104).
Property 3. Let T be an encoder of X whose posteriors are all supported on compatible sets. As in

the proof of Lemma 2, we have that
Yy;T)=1(X;T)-I(X;T|Y)=1(X;T)—ho+ HX | Y,T). (111)

Hence, it suffices to show that H(X | Y,T) = 0, that is, that X is determined by Y and 7. By definition
of conditional entropy (see (7)), it reduces to showing that H(X | Y,T = t) = 0 for every ¢t with
Pr(t) > 0. Fix such a ¢, and let S = supp(Pxr(- | t)) be the support of Py (- | t), which, by

assumption, is compatible. Since Y and T are conditionally independent given X, we have that

Pxyir(z,y|t) = Pxip(z [ ) W(y | z),

where the factor Py (z | t) is positive only if = € .S, since S contains the support of Pxr(- | t), and

W (y | ) is positive only if y € V;, by (101). Hence, Pxy/r(z,y | t) > 0 if and only if z € S and
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y € Y. We now show that, for every y € )/, there is at most one x € S with y € ),, which implies that,
given T' = t, the value of Y determines the value of X. We distinguish two cases. If y = (x,4) for some
r € A(G) and 1 < i < M — d(z), then y belongs only to ),, and consequently z is the only oriented
edge with y € V.. If y = y(, ») for some {z,2'} € Z(G), then y belongs only to Y, and Y,. Since
x and z’ are incompatible, they cannot both belong to the compatible set S. Thus, at most one of them
belongs to S. In both cases, there is at most one z € S with y € ),.. Hence, given T =t¢ and Y =y,
the random variable X can take only one value, and therefore H(X | Y,T =t) = 0. Thus, by (111), we

conclude that I(Y;T) = I(X;T) — ho. O

C. The reduction

We now show that the yes- and no-instances of CLIQUE can be distinguished by comparing PF(Pxy, )
with the lower bound of Lemma 2. Indeed, by Lemma 2, every encoder 7" of X with I(X;T') > r satisfies
I(Y;T) > I(X;T) — hg > r — hg, so that PF(Pxy,r) > r — hg. We show that, for a rate r slightly
smaller than Ry = log IV, this lower bound is not attained if G does not contain a k-clique, while it is

attained if GG contains a k-clique.

1) No-instances: G does not contain a k-clique: Assume that G has no k-clique. Then w(G) = m by
property 3 of Lemma 4, and hence, by Lemma 21, ®(Q) < log s = log(m(m — 1)) for every probability

distribution @ on A(G). Using this, the next lemma shows that no encoder 7' of X with I(X;T) < Ry

attains the lower bound of Lemma 2.

Lemma 23. Assume that w(G) < k. Then every encoder T of X satisfies

I(Y;T) > I(X;T) — ho + W (112)

Proof. The idea of the proof is to bound the entropy of Y given each value of 7', using Lemma 21, and
then to average over 1" and express the result in terms of mutual information.

We first bound the output entropy of the channel W defined in (101). Since w(G) < k, we have that
w(G) < m, and by property 3 of Lemma 4 it follows that w(G) = m. Hence, w(G)(w(G) — 1) =
m(m — 1) = s, and Lemma 21 gives ®(Q) < logs for every probability distribution Q on A(G).
Substituting this bound into (104) of Lemma 22, we obtain that

log s
M

HWQ) <log M + (1 - 1) H(Q) + (113)

for every probability distribution @ on A(G).
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We now apply (113) to the posterior distributions of an encoder. Let T' be an encoder of X, and let ¢
be such that Pr(t) > 0. By Lemma 1, we have that Py (- | t) = W Px (- | t). Hence, applying (113)
with Q = Py (- | t), we get that

log s

H(Pyyr(-| ) <log M + (1 - %)H(PXW(- 10)+ 57

Multiplying by Pr(t), summing over ¢, by the definition of conditional entropy, we obtain that

log s
i

H(Y]T)glogM—|—<1—$>H(X|T)+ (114)

We now rewrite (114) in terms of mutual information. By property 1 of Lemma 22, we have that
H(Y |T)=H(Y) - I(Y;T) = 2log M — hg — I(Y;T). Moreover, since X is uniform on A(G), we
have that H(X | T) = H(X) —I(X;T) =log M — I(X;T). Substituting these two expressions into the
inequality (114), we get that

2log M — ho — I(Y;T) <log M + (1 - %)(mgM—I(x;T)) n lj\gj.

Solving for I(Y;T) and expanding the product, we obtain that

1 1 1
I(Y;T)ZlogM—hg—(1—M>logM+<1—M)I(X;T)— C;\g;
log M —logs — I(X;T
= [(X;T) — ho+ 2 O%\; X T) (115)

Since log M —log s = log(M/s) =log N = Ry by (99), one has that the inequality (115) proves (112),

that is, the lemma. O

Lemma 23 states that, if G has no k-clique, every encoder 1" exceeds the lower bound (16) of Lemma 2
by at least (Ro — I(X;T))/M, which is positive whenever I(X;T) < Ro. Hence, without a k-clique,
no encoder with rate smaller than Ry attains equality in (16). On the other hand, the rate Ry itself is
attained with equality by the encoder Tp. Indeed, by Lemma 5, I(X; 7)) = R, and the posteriors of T
are the distributions U, which are supported on the sets A(C,). Since each C. is a clique of G, these

sets are compatible by Lemma 20, and, by property 3 of Lemma 22, it holds that

I(X;Ty) =Ry and  I(Y;Ty) = Ro — ho. (116)

2) Yes-instances: G contains a k-cligue: We now assume that G contains a k-clique K, and we show
that the encoder 77 of Section III-D, with a suitable choice of p, attains equality in (16) at a rate strictly
smaller than Rj. To this end, we choose

1 1 Be m
= — that =2up= ——— d \=—=— 117
P 2(m+1)’ S0 tha ST AP s(m+1) an N 2M’ (17
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where the last equality follows from B = W and M = Ns.
The next lemma shows that, with this choice of p, the rate of the encoder 7} is smaller than R by at

3
least I

Lemma 24. Assume that w(G) > k, and let Ty be the encoder defined in (32) with p as in (117). Then,
T satisfies
3

I(VT) =I(X;Th) —ho  and  I(X;T1) < Ry — 5= (118)

Proof. We first prove that the encoder 77 attains equality in (16), that is, I(Y;71) = I(X;Ty) — hg. By
Lemma 6, the posteriors of 77 are Uy, which is supported on A(K), and the distributions V, and Uc.,
which are supported on the sets A(C.) by (34). Since K and the C, are cliques of G, all these sets
are compatible by Lemma 20. Hence, since the posteriors of 7} are supported on compatible sets, the
equality I(Y;T1) = I(X;T1) — ho follows from property 3 of Lemma 22.

We now bound the rate of 77. By Lemma 8 and Ry = log N, one has that

m+1 B(l—¢)

I(X;T1) = Ry — h =l -

Dy (119)

is the increase in conditional entropy obtained by replacing Ty with T;. Hence, to prove the rightmost
inequality in (118) it suffices to show that n > ﬁ. To this end, we bound the two terms of 7 in (119)

separately.

We start with the first term. Using In(1 + z) > 7 with 2 = —2__ for which 1 + 2 = 2t and

ljz = miﬂ, we get that In % > miﬂ Since log z = %E—;, this gives
1 2\
AMog ™t (120)

> .
m—1—"(m+1)ln2
We now bound the second term of 7 in (119). By (38) in Lemma 7, rearranging the factors, we have that

B(1—¢) B(l1—¢) g2 Be ¢ 1
2 " py< : e S
N N 2u(l—¢)?2In2 N p 2(1—¢)ln2

(121)

1

g Moreover, since m > 3, we

By the choice of p in (117), we have that % = )\ and ﬁ =¢gs =

have that s(m + 1) > 24, so that € = s(7n1+1) < 2—14 and l—ia < %. Substituting these facts into (121), we

obtain that
B(1—¢) Dy < A < 12 ' A '
N 2(m+1)(1—¢)In2 = 23 (m+1)In2

(122)

We can now combine the two bounds. Substituting (120) and (122) into the expression of 7 in (119), we

get that

12 A 34 A
”*( 23>(m+1)1n2 23 (m+1)In2 (123)
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Since \ = % by (117) and -2~ > % since m > 3, we have that m/\ > ﬁ. Hence, using

m+1 +1 = 2(m:-n1)M
In2 < {5, it follows from (123) that

J34 3 10 255 3
o3 8M T T 322M © AM

where the last inequality follows from 4 - 255 = 1020 > 966 = 3 - 322. Hence, by (119), I(X;T1) =

Ro—n < Ry — ﬁ, which concludes the proof. O

We can now define the instance of PF-THRESHOLD associated with (G, k). We choose the rate r
slightly smaller than Ry, namely such that

3 5
— < r< _—.
Ro— <7 <Ro—g (124)

With this choice, the two cases of CLIQUE lead to different values of PF(Pxy,r). Indeed, if G has
no k-clique, then, by Lemma 23 and the rightmost inequality in (124), every encoder 1" of X with
I(X;T) > r satisfies I(Y;T) > r — ho + % >7r —hg+ 8%. If, instead, G contains a k-clique,
then, by (116) and Lemma 24, the encoders Ty and 77 attain the lower bound (16) of Lemma 2 at rates
Ry and less than Ry — ﬁ, respectively. Since r lies between these two rates by (124), we show in the
proof of Theorem 4 that, by combining T and 77, the lower bound is also attained at rate r, so that
PF(Pxy,r) = r — hg. Since the two cases are separated by a gap of ﬁ, we place the threshold in the

middle of this gap, that is,

)

Finally, since Ry = log N is in general irrational, to obtain a rational r satisfying (124), we take a rational
number R, with |R0 — Ry| < ﬁ, and we set

~ 11

The instance of PF-THRESHOLD associated with (G, k) is the triple (Pxy,r,v), where Pxy is defined

in (102),  in (126), and ¥ in (125).

D. Proof of Theorem 4

Proof. We start by showing that PF-THRESHOLD is NP-hard. To this end, we show that the construc-
tion of the instance (Pyxy,r,?¥) described above is a polynomial-time reduction from CLIQUE to PF-
THRESHOLD. Given an instance (G, k) of CLIQUE satisfying (25), the reduction constructs the extended
graph G, the joint distribution Pyy defined in (102), and the rational numbers r and 9 defined in (126)

and (125), and outputs the instance (Pxy,r,1) of PF-THRESHOLD.



42

We first show that the reduction runs in time polynomial in n = |V (G)|. The reduction has to compute
G, Pxy, r and 9. By property 4 of Lemma 4, G can be constructed in polynomial time, and M =

|A(G)| < n*. We now consider the joint distribution Py and show that it can be computed in polynomial

time. To this end, by (100) and (102), to compute Pxy we need the set Z(G) of incompatible pairs,

which determines the alphabet ), and we need to bound |)|. We first compute Z(G). There are at most
M? pairs of oriented edges, and, for each pair {z, '}, deciding whether = and 2’ are compatible requires
checking whether the set of their endpoints, which has at most four vertices, is a clique of G, that is,
checking at most (;1) = 6 adjacencies. Hence, the set Z(G) and the numbers d(z) can be computed

in polynomial time. Moreover, by (100), ) contains one symbol for each pair in Z(G) and M — d(x)

symbols (z,17) for each z € A(G). Since each pair of Z(G) contains exactly two oriented edges, we have

VI=1Z@)+ D (M—d@) = Z(G)] + M* - 2T(G)| = M* - |Z(G)| < M*, (127)
z€A(GQ)

, and hence

Therefore, Pxy is a table with at most M? entries, each equal to 1 /M 2 or to 0 by (102), which are
rational numbers with O(logn) bits, and it can be computed in polynomial time. We now consider  and
9. By property 1 of Lemma 22, hg = 2|Z(G)|/M? is a rational number that can be computed exactly,
and, by Lemma 25 in Appendix A, a rational Ry with ]Ro —Ry| < ﬁ can be computed in polynomial
time. Hence, by (126) and (125), r and ¢ are rational numbers computable in polynomial time. Therefore,
the whole reduction runs in polynomial time.

It remains to check that r and ¢} are non-negative, as required in the definition of PF-THRESHOLD.

k 4

By assumption (25) on the graph G, we have that k > 4 and N > B = (;) > (;) = 6, so that

Ry =log N > 2. Hence, by the leftmost inequality in (124), we get that » > Ry — ﬁ > 1. Moreover,

M

2) < MTZ Hence, by

every pair in Z(G) consists of two distinct oriented edges, so that |Z(G)| < (
property 1 of Lemma 22, it follows that hg = %@' < 1, and therefore, by (125), ¢ > r—hg > 1—1=0.

We now show that the reduction is correct, that is, (Pxy,r,¢) is a yes-instance of PF-THRESHOLD
if and only if (G, k) is a yes-instance of CLIQUE. We recall that (Pxy,r,v) is a yes-instance of PF-
THRESHOLD if there exists an encoder 7" of X such that [(X;7T) > r and I(Y;T) < ¢, while (G, k)
is a yes-instance of CLIQUE if w(G) > k, that is, if G contains a clique of size k.

Assume first that (G, k) is a yes-instance of CLIQUE, that is, w(G) > k. By (116) and Lemma 24,

the encoders 1j and 7} attain the lower bound in (16), at rates Ry and less than Ry — ﬁ, respectively.
We now show that, by combining the two encoders, we obtain an encoder that attains the lower bound
in (16) at rate exactly r. For 6 € [0, 1], let Ty be the encoder of Lemma 3 with T, = Ty and T} = 11,

which applies Ty with probability # and 77 with probability 1 — 6, and reveals which of the two has
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been applied. By (18), the posteriors of Ty are posteriors of Ty or of 77, and are therefore supported on

compatible sets. Hence, by property 3 of Lemma 22, it follows that the encoder Ty satisfies
I(Y;Ty) = I1(X;Tp) — ho for every 6 € [0, 1]. (128)

We now choose 6 so that I(X;Ty) = r. By the expression of the rate of Ty in (19), I(X;Ty) =
O0I(X;To)+(1—0)I(X;Ty) is a continuous function of . Moreover, by Lemma 24, by the choice (124)
of r, and by the rate of Tj in (116), we have that

3 5
I(X T ——<r< - — = I1(X:Ty). 12
(X;T1) < Ro 4M_7“_Ro 8M<RO (X;To) (129)

Hence, there exists § € (0, 1) such that I(X;7Ty) = r, and, for this 6, (128) and the definition (125) of

¥ give
5

IY:Tp)=r—hyg=9%— ——
(a9> r hO v 16M2<

V. (130)

Therefore, the encoder Ty satisfies both I(X;Ty) > r and I(Y;Tp) < 9, and (Pxy,r, 1) is a yes-instance
of PF-THRESHOLD. Moreover, by (130), PF(Pxy,r) < r — hg, while, by Lemma 2, PF(Pxy,r) >
r — hg. Hence, it follows that

5

PF(PXY,T'):T'—}LOZ'&—W.

(131)

Assume now that (G, k) is a no-instance of CLIQUE, that is, w(G) < k. Let T be an encoder of X

with I(X;T) > r. We show that I(Y;T") > ¢. By Lemma 23, we have that

I(Y;T) > I(X;T) — ho + RO_L(X;T)
_ 1 . RO _
_ (1 _ M)I(X, T)+ 57 — ho. (132)

The right-hand side of (132) is increasing in I(X; 7"). Hence, since I(X;T") > r, we can replace I(X;T)
with r, and, using the rightmost inequality in (124) and the definition of ¢ in (125), we get from (132)

that

RO_TZT—ho%—i:ﬁ%- >

I(Y:T)>r—h 2
(ViT) 27 —ho+ e 16012

> 4. (133)

Since (133) holds for any arbitrary encoder 7" with I(X;T) > r, it follows that no encoder satisfies both
I(X;T) > rand I(Y;T) < 9, and hence (Pxy,r,) is a no-instance of PF-THRESHOLD. Moreover,

taking the infimum over all encoders with I(X;7") > r in (133) yields

)
PF(P >0 4 —0 . 134
(Pxy,r) 29+ 1000 (134)

This proves that the reduction is correct, and hence that PF-THRESHOLD is NP-hard.
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It remains to prove the inapproximability result. By (131) and (134), PF(Pxy,r) lies below ¥ — 15772

if w(G) > k, and above ¥ + 16% otherwise. Suppose that a polynomial-time algorithm outputs, given

Pxy and r, a value v with |v — PF(Pxy,7)| < 4|/’lv|2 = 16M2 If w(G) > k, then, by (131), v <
PF(Pxy,r) + 517 = Y — 155z < ¥, while, if w(G) < k, then, by (134), v > PF(Pxy,7) — 1517 >
I+ 167}\/[2 > 1. Thus, comparing v with ¥ would decide CLIQUE in polynomial time, which is impossible

unless P = NP. O

E. The Lagrangian formulation

We now show that PF-LAGRANGIANg is NP-hard, and hard to approximate, for every fixed rational 3 €
(0,1). The proof combines the constructions in the proofs of Theorem 4 and Proposition 2. Specifically,
we first reduce CLIQUE to PF-LAGRANGIAN] /9, starting from the same instance of Theorem 4, and then

we reduce PF-LAGRANGIAN| 5 to PF-LAGRANGIANg, as in Proposition 2.

Proposition 3. Let f € QN (0,1) be fixed, and let k3 = 2min{f,1 — 3}. Then PF-LAGRANGIANg is
NP-hard. Moreover, unless P = NP, there is no polynomial-time algorithm that, given a rational joint

distribution Pxy on X X Y, outputs a value v such that
v—Ag(P, —
‘ 5 XY ‘ = 8‘X|2

Proof. We first prove that PF-LAGRANGIANg is NP-hard for every 3 € QN (0, 1). To this end, we give a
polynomial-time reduction from CLIQUE to PF-LAGRANGIAN| /5, and then a polynomial-time reduction
from PF-LAGRANGIAN; /5 to PF-LAGRANGIANg.

We start with the reduction from CLIQUE to PF-LAGRANGIAN; /5. Let (G, k) be an instance of CLIQUE
satisfying (25), let Pxy be the joint distribution defined in (102), and let

1 Ro 1 M

Bozl_ﬂv EO—M ho, a:%:m (135)

Note that % < a <1, since M > 2. We define the joint distribution Pxys on X x (J) U {L}), where L

is a new symbol, by
Pxy(z,y) = a Pxy(z,y), Vy€, and  Pxy(z,1) = (1 —a) Px(z), (136)

that is, Y is equal to Y with probability a, and to L otherwise, independently of (X,Y"). Moreover, we

let 7 be a rational number such that

6 1
- - < .
‘T (‘wo 32M2>’ = 3902 (137)

The reduction maps (G, k) to the instance (Pxy,7) of PF-LAGRANGIAN; ;. We first show that the

instance (Pxy+,7) can be computed in polynomial time. Indeed, the joint distribution Pxy can be



45

computed in polynomial time, as shown in the proof of Theorem 4, and, since a is rational, it follows
by (136) that Pxy- can also be computed in polynomial time. Moreover, aly = 17 log N — ahg, where a
and hg are rational. Hence, by Lemma 25, 7 can be computed in polynomial time. Therefore, the whole
instance (Pxy-,7) can be computed in polynomial time.

We now show that the reduction is correct. By Lemmas 23 and 24, the Lagrangian of Pyxy with
multiplier g = 1— ﬁ already separates the two cases of CLIQUE. However, 5y depends on the instance,
while the multiplier of PF-LAGRANGIAN| /5 is fixed. For this reason, we relate the Lagrangian of Pxy-
with multiplier % to the Lagrangian of Pyxy with multiplier 3y. Since X is unchanged, the encoders of
X for Pxy and for Pxy- coincide. Let 1" be an encoder of X, and let E be the indicator of the event
{Y" # 1}, so that E = 1 with probability a. Since E is a function of Y’, by the chain rule, we have
that

IYT)=1Y E;T)=I(E;T)+ I(Y;T | E). (138)

By construction, E' is independent of (X,Y’), and T' depends only on X. Thus, F is independent of
(X,Y,T), and it follows that /(E;T) = 0, and that, for each value of E, the distribution of (Y,7') is
unchanged. Moreover, if £ = 1, then Y/ =Y, so that [(Y";T | E = 1) = I(Y;T), while, if £ = 0,
then Y/ = L is constant, so that I(Y';T | E = 0) = 0. Substituting these facts into (138), we obtain
that

IY'T)=al(Y;T). (139)

Finally, since a8y = % by (135), subtracting %I (X;T) from both sides of (139) gives
IYST) = 31(X;T) =al(Y;T) — aBo I(X;T) = alI(Y;T) — Bo I(X;T)]. (140)

We now use the equivalence (140) to show that G contains a k-clique if and only if there exists an
encoder T of X such that
IYhT) - 31(X;T) <. (141)

Assume first that (G, k) is a no-instance of CLIQUE, that is, w(G) < k. By Lemma 23, and since
Bo=1-— ﬁ and ¢y = % — hg by (135), every encoder 1" of X satisfies

Ry — I(X;T)
M

that is, I(Y;T) — Bol(X;T) > fy. Hence, by the equivalence (140) and the definition of 7 in (137),

IY;T) = I(X5T) — ho + = Bo I(X;T) + Lo,

every encoder 1" of X satisfies
5
/. 1 .
I(Y,T)—QI(X,T)ZaEOET—i—W. (142)

Thus, no encoder satisfies (141), and (Pxy-,7) is a no-instance of PF—LAGRANGIANl/Q.
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Assume now that (G, k) is a yes-instance of CLIQUE, that is, w(G) > k. By Lemma 24, the encoder 77
satisfies 1(Y;T1) = I(X;T1)—ho and I(X; T1) < Ro— ;. Hence, substituting I(Y; 1) = I(X;T1)—ho
and 5y =1 — ﬁ, we get that
I(X;Ty) Ry 3

—hp< X2 =1
M 0< 3 “qprz 0=t

where the inequality follows from I(X;7}) < Ry — ﬁ, and the last equality from the definition of ¢

I(Y;Ty) — BoI(X;Th) = (143)

3
A

in (135). Multiplying both sides of (143) by a > 0, and using the identity (140) and a > % we get that

12

- 144
3202 (144

= CLEO

a 3
e < g

. 1 .
I(Y/,Tl) — §I(X,T1) < aly — AN
Moreover, by the definition (137) of 7, we have that afy < 7 + 325% + 32% =74 32—]7\/[2 Substituting
this into (144), we obtain that

7 12 5
IY.m)-ir(x;m — =T — ———— 145
( ) 1) 2 ( ) 1)<7—+ 39 M2 39 M2 T 39M2’ ( )

Thus, the encoder T satisfies (141), and (Pxy, 7) is a yes-instance of PF-LAGRANGIAN/ /5. This proves
that the reduction is correct, and hence that PF-LAGRANGIAN| /5 is NP-hard.

We now prove that A,y is hard to approximate. By (142) and (145), we have that A, /5(Pxy+) >
T+ 32% if w(G) <k, and that Ay jo(Pxy’) <7 — 32% if w(G) > k. Suppose that a polynomial-time

< SI/%fI?' Since Pyxy: has the same

algorithm outputs, given Pxy-, a value v with |[v — A4 s2(Pxy)

input alphabet X' as Pxy, we have that |X| = M, and hence 8|1|2 = ﬁ. Therefore, if w(G) < k,

X
- 3;% Z T+ 32% > T, While, if (.U(G) Z k, then v S A1/2(PXY/) + 3;% <

then v > Ay 5(Pxy)
T — 32—]1\/[2 < 1. Thus, running the reduction, then the algorithm, and comparing v with 7 would decide
CLIQUE in polynomial time, which is impossible unless P = NP.

It remains to give the reduction from PF-LAGRANGIAN;/; to PF-LAGRANGIANg. Let (Pxy:,T)
be an instance of PF-LAGRANGIAN; /2, and let PX z be the distribution obtained from Pxy- by the
construction (80) in the proof of Proposition 2. The reduction maps (Pxy~,T) to the instance (Px z, k5T)
of PF-LAGRANGIANg, which, as shown in that proof, can be computed in polynomial time. Moreover,

by (82), every encoder 7" of X satisfies
1(Z;T) - BI(X;T) = kg (I(Y’; T) - %I(X;T)). (146)

Since x5 > 0, by (146) an encoder satisfies I(Y';T) — $1(X;T) < 7 if and only if it satisfies I(Z;T) —
BI(X;T) < kgt. Hence, the reduction is correct, and PF-LAGRANGIANg is NP-hard. Finally, taking
the infimum over all encoders in (146), we get that Ag(f’x z) = kpAi/o(Pxy). Since Px 7 has the

same input alphabet X' as Pxy-, an approximation of Ag within divided by kg, would give an

a7<]
SEYER

approximation of A/, within 8|7}f|2’ which, as shown above, is impossible unless P = NP. O
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We observe that the argument of Remark 1 for the information bottleneck applies also to the privacy
funnel. Therefore, the result of Proposition 3 extends to every fixed polynomial-time computable real
B € (0,1). Finally, note that, for 5 > 1, the problem is trivial since the optimum is attained by 7" = X.

Indeed, by Lemma 2, every encoder 1" of X satisfies
Iy;n)-pI1(x;7)>1-p)I1(X;T)-HX |Y)>(1-p)HX)-H(X |Y)=I(X;Y)-BH(X),

where the second inequality follows from 8 > 1 and I(X;7) < H(X), and equality holds for 7' = X.
Hence, Ag(Pxy) = I(X;Y) — BH(X) for every 5 > 1.

VI. CONCLUSIONS

We have established the NP-hardness of the threshold decision problems for both the constrained and the
Lagrangian formulations of the information bottleneck. Theorems 1 and 2 also rule out polynomial-time
approximation within additive errors of order |X |_3/ 2 unless P = NP, and, by padding the instances
of CLIQUE with isolated edges, the exponent 3/2 can be lowered to 1 + «, for every fixed a > 0
(Theorem 3).

By adapting our hardness framework for the information bottleneck, we also showed that it is NP-hard
both to compute the optimal privacy funnel [20] exactly and to approximate it within an additive error of
order |X|~2 (Theorem 4). The same holds for its Lagrangian formulation, for every fixed polynomial-time
computable multiplier § € (0,1) (Proposition 3), while, for 3 > 1, Ag(Pxy) = I(X;Y) — BH(X).

An open question is whether approximating the information bottleneck and the privacy funnel within
a larger additive error remains NP-hard. Thus, whether hardness holds within errors of order |X|~!, or
even within a constant additive error, remains open.

Given the many applications of the information bottleneck framework, perhaps the most important open
problem is the design of efficient approximation algorithms with provable guarantees. Another direction
is to identify structural conditions on the joint distribution that permit efficient exact computation or

approximation.
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APPENDIX A

APPROXIMATION OF LOGARITHMS

The reductions of Theorems 1, 2 and 4, and of Proposition 3, must compute rational approximations

of finitely many logarithmic expressions. Exact comparison of such expressions is a delicate matter

(e.g., see [10]). However, the reductions of Theorems 1, 2 and 4, and of Proposition 3 only need

the following standard approximation result, which follows from classical algorithms for the multiple-

precision evaluation of the logarithm (see [5]).

Lemma 25. There is an algorithm that, given rational numbers (y, ..., s, positive rational numbers

21y -

.., 20, and a rational number v > 0, outputs a rational number F such that

¢
‘F— <C0+ZC110E;Z¢>’ <,
i=1

in time polynomial in the total bit length of the input.
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